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Abstract 
The widespread  use  of  computer  technology for  information handling  resulted  in  the  need  for  higher  data 

protection whether stored in memory or communicated over the network. Particularly with the advent of Internet, more 
and more companies tend to bring their businesses over this global public network.  This results in high exposure to 
threats  such  as  theft  of  identities,  unauthorized  and  unauthenticated  access  to  valuable  information.  The  need  for 
protecting the communicating parties is evident not just from third parties but also from each other. Therefore high 
security requirements are important.

The usage  of high profile  cryptographic  protocols and algorithms do not always  necessarily guarantee  high 
security. They are needed to be used according to the needs of the organization depending upon certain characteristics 
and available resources. The effective assessment of security needs of an organization largely depends upon evaluation 
of various security algorithms and protocols. In addition, the role of choosing security products, tools and policies can’t 
be  ignored.  The  most  important  aspect  of  protection  is  the  role  of  security  consultant  who  defines  the  security 
requirements and characterizes the approaches to satisfy those requirements.

The  communication  system  in  a  cryptographic  environment  may  become  vulnerable  to  attacks  if  the 
cryptographic packages don’t meet their intended goals. 

This  master’s  thesis  is  targeted  towards  the  goal  of  evaluating  contemporary  cryptographic  algorithms  and 
protocols collectively named as cryptographic packages as per security needs of the organization with the available 
resources. The security requirements are characterized according to the standard model TCP/IP Protocol Suit which is 
then  mapped  upon  the  cryptographic  packages  with  respect  to  available  resources.  The  role  responsible  for  this 
evaluation is the security consultant of the organization. I have used this theoretical model for the evaluation.

The results have shown that there certainly is a need for careful evaluations of cryptographic packages given 
with  available  resources  otherwise  it  could  turn  into creating  more  severe  problems such  as  network  bottlenecks, 
information and identity loss, non trustable environment and computational infeasibilities resulting in huge response 
times. In contrast, choosing the right package with right security parameters can lead to a secure and best performance 
communication environment.
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1 Introduction

1.1 Background 
Information  security  has  emerged  as  a  demanding  requirement  in  the  recent  years 

dramatically due to a high trend in communication of sensitive data. People use critical services 
over the insecure global communication infrastructure of Internet such as e-commerce, banking, 
ticketing  etc.  This  has  led  to  exposing  the  communicating  parties  to  severe  threats  such  as 
confidentiality breaking, data and identity theft, integrity violations and lack of confidence between 
communicating parties. This is one of the  main reasons of putting high demand on the security of 
information and communication systems. 

Cryptography provides solution to the problems of confidentiality, integrity, authentication and 
key management.   The  solutions  can  be  implemented  in  different  kinds  of  applications.  These 
applications  may  be  standalone  or  running  on  the  World  Wide  Web,  the  Internet.  The  major 
problem is the selection of a cryptographic package according to the needs and available resources 
of the organization. The best cryptographic package doesn’t always prove to be a good solution. If 
the package doesn’t meet its intended goal of providing security with given available resources then 
it certainly is going to lead to severe problems.

One of the approaches is to evaluate the cryptographic solution in a simulated environment 
according  to  the  available  resources  and  given  security  parameters.  Based  on  the  performance 
results,  the solution  should  be deployed  in  the operational  environment.  The problem with  this 
approach is that, currently the simulation software is limited to traditional protocols, having lack of 
support  for  cryptography.  Work  is  in  progress  but  currently  it  is  not  possible  to  simulate  an 
environment for performance. Therefore this approach is not taken into account in this thesis.

The other approaches to solve the problem of package selection and evaluation are to assign the 
role to a dedicated person. The person uses a systematic way to define the security requirements and 
the approaches to satisfy those requirements, given with the available resources of the organization. 
This is the theoretical model which I have selected to use in this report. The primary benefit of this 
approach is not only its  cost-effectiveness but it  also keeps the responsible security officer well 
aware of the available resources and security requirements of the organization. Hence the method 
can be very effective to select the right combination of packages. The limitations of this approach are 
somewhat practical i.e. to verify that the given solution gives best results etc. For verification and 
testing purpose, some simulation environment is required which is not applicable currently due to the 
problems mentioned earlier.  The  process  is  completely dependent  upon the  responsible  security 
officer which makes it a one man show and can be dangerous from a security point of view. The 
important  thing is  that  the benefit  of  the proposed model  bypasses  the limitations  and hence is 
selected as a basic task for this dissertation.

This thesis looks at some of these problems and tries to evaluate some of the currently proposed 
protocols. 

1.2 Problem description 
The objective for this master thesis was to evaluate contemporary cryptographic algorithms 

and  protocols  for  communication  systems.  The  evaluation  is  based  upon the  performance  of 
security parameters chosen in a given package such as key length. The evaluation was done 
theoretically. It was also desirable to compare the results with each other with respect to the given 
security criteria and security requirements. The problem is divided into three areas which are the 
security requirements namely authentication, confidentiality and integrity. I have taken into account 
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confidentiality and integrity services in this  report  and left  the authentication service for future 
work. Different kinds of solutions are proposed, compared and evaluated against the given criteria 
for each specific area. The results are applied to different kinds of specific applications, categorized 
according  to  the standard communication  model  for  data  communication  TCP/IP protocol  suit. 
These applications include PGP/SMIME from the application layer, SSL/TLS from transport layer 
and IPSEC from network layer. The applications categorised in three layers are evaluated two times 
but each time from the perspective of one of the two security requirements under consideration. At 
the end, the summary of contemporary algorithms and protocols is given based on the evaluation 
done in the previous chapters. 

This dissertation also includes the goal to develop a theoretical model that could be used as a 
platform for simulation environments. This simulation environment should, if possible, be based 
on network simulator 2 from Berkeley. 

The goal of this master thesis was to: 

*    Get a general understanding of the security requirements of an organization.
*    based on the requirements, propose the cryptographic solution.
*    understand the pros and cons of the proposed solution. 
* Analyze and evaluate the protocols and algorithms from the proposed solution theoretically. 
*   Produce a classification of the protocols with respect to performance. 
*    Recommend a package for general communication systems to the organization. 

1.3 Related work 
Many cryptographic algorithms and protocols have been proposed for confidentiality, integrity, 

authentication and key management[5][6][7][9][10][11][12][13][14][15][16][17]. These papers tend 
to devise the evaluation strategy in which very few criteria are taken into consideration. The key 
length and security of the algorithm is the target in most cases. Little comparisons between the 
different protocols have been made. Neither of them was fully targeted towards considering other 
resources  such  as  computational  resources,  type  of  network  infrastructure,  level  of  security 
requirement and cost-effectiveness. Some of the work that has been done in this area is [2][3][4][8]. 
Only the work done by the [8] and the COSIC project has compared some of the different proposed 
cryptographic protocols and evaluated them based on the same quantitative matrices. The best 
work which has been done in this area is by Jain and the results were presented in the article “The 
Art  of  Computer  Systems  Performance  Analysis:  Technique  for  Experimental  Design, 
Measurement, Simulation and Modelling” in New York Wiley that was released in 1991. 

1.4 Project organization 
The following persons have been involved in this master thesis project: 

Master thesis author 
M.Sc. Communication & Interactivity Muhammad Raheem 

Supervisor at ISY Lab, Linkoping 
Viiveke Fåk

Examiner at Linkoping University 
Viiveke Fåk
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1.5 Disposition 
This master thesis report consists of 5 chapters. Chapter 1 sets the background for the 

problem and then defines the problem for this dissertation. The chapter also includes sections 
about the work already done and what has to be done next. The abbreviations throughout the 
report  are  summarized  in  this  chapter.  Chapter  2  explains  the  basic  concepts  in  computer 
security  such  as  definitions,  threats  and  countermeasures.  After  the  basic  introduction,  the 
chapter introduces the main subject of this report, cryptography. Under this subsection, the basic 
concepts  of  cryptography,  its  requirements  and characteristics  are  explained.  The two basic 
types of cryptographic solutions i.e. conventional and public key cryptography are introduced. 
Then the concept of fingerprints for electronic data is explained that is called hashing. In the last 
section of this  chapter,  I  set  the evaluation criteria  for this  project  by defining the security 
parameters and the benchmark, which will be used for the evaluation. Chapter 3 and 4 considers 
each of the two security requirements, and evaluates different algorithms and protocols using 
the  criteria  already  set.  Each  chapter  ends  up  with  devising  some  general  solutions  and 
guidelines.  Chapter 5 summarizes and combines the two security requirements. We apply the 
knowledge gained from the previous chapters and use that knowledge to define some general 
guidelines for avoiding the already discussed problems in the future. I conclude the report in the 
5th chapter by summarizing the results and setting grounds for the future by looking at some 
further work which can be done in the future. Chapter 6 consists of the references used in this 
dissertation. There is an appendix at the end that contains the most important terms and definitions 
used in this report.

1.6 Abbreviations 

PGP Pretty Good Privacy
SMIME Secure Multipurpose Mail Extensions
SSL/TLS Secure Socket Layer/Transport Layer Security
TCP/IP Transport Control Protocol Internet Protocol
IPSEC Internet Protocol Security
DES, 3DES Data Encryption Standard
AES Advanced Encryption Standard
RSA Rivest Shamir Adelman
VPN Virtual Private Network
MAC Message Authentication Code
IDEA International Data Encryption Algorithm
CAST Carlisle Adams and Stafford Tavares encryption algorithm
MD Message Digest
SHA Secure Hash Algorithm
CIA Confidentiality Integrity Availability
CIA+A Confidentiality Integrity and Authentication
FN Feistel Network
SPN Sub-Per Networks
NIST        National Institute of Standards and Technology
AES        Advanced Encryption Standard
RC6        Rivest Cipher OR Ron’s Code
CBC        Cipher Block Chaining
CFB        Cipher Feedback
OFB        Output Feedback
CTR        Counter mode
DSS        Digital Signature Standard
ECC        Elliptic Curve Cryptography
RIPE-MD        RACE Integrity Primitives Evaluation Message Digest
RACE Research and Development in Advanced Communications Technologies in Europe
COSIC Computer Security and Industrial Cryptography research group
NS2        Network Simulator version 2
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2 General Concepts

2.1 Computer Security

2.1.1 General

The advent of computers has given new horizons to the scope of security. The need for security 
solutions to provide authentication and integrity of data is evident. Particularly communication over 
the  Internet  such  as  e-commerce  imposes  high  demands  for  security.  The  collection  of  tools, 
algorithms  and  protocols,  which  help  to  protect  the  data  and  insure  secure  communication  of 
information during transit, is called information security, computer security or network security in 
general. There are no clear boundaries between these terms [1, pg 2] and hence we can use them 
interchangeably.

All security service requirements relevant here are summed up in the CI + A criteria. Actually 
this stands for confidentiality, integrity and authentication which resemble to the CIA criteria which 
stand  for  confidentiality,  integrity  and  availability.  Since  cryptography  does  not  tackle  the 
availability service, I disregard it from the CI + A criteria and replace it by authentication. This term 
is going to be used throughout this report.
The remaining part of this subsection is devoted to elaborating the CI + A criteria and the related 
security parameters.

Confidentiality: Confidentiality means prevention of unauthorized disclosure of information 
[29,  ch  1].  The  disclosure  may  happen  in  a  computer  having  stored  information  or  during 
transmission over a network between hosts. Hence confidentiality tackles both stationary data and 
data  during  transit.  The  data  during  transit  also  includes  control  information  such  as  TCP/IP 
communication or routing information. Confidentiality has few prerequisites. The first and far more 
important one is the physical protection of unprotected data. The second requirement is encryption 
of physically unprotected data. Access control has to be implemented in the computer systems. And 
the last one is the secure and correct implementation of protection mechanisms. Resource holding is 
another aspect of confidentiality, which is not dealt with in this report primarily. The solutions to 
the  confidentiality  problem are  encryption  and  access  control  mechanisms,  which  is  the  basic 
subject of this report. I have separated the access control part and named it authentication which is 
elaborated in the subsections subsequently. Privacy and secrecy are other terms used in the same 
context but with very small difference. Here, the emphasis is on the user. Privacy usually is the 
protection of personal data while secrecy usually is the protection of organizational data. 

Integrity: Integrity means prevention of unauthorized modification of information [29, ch 1] 
or the trustworthiness of data or sources. The source integrity is as crucial as data integrity.  We 
must be sure about the source of the data provider. If that is not trustworthy then it’s worthless to 
believe in the integrity of the data in hand. Integrity includes both data integrity and origin integrity. 
Data integrity means that the content of the information must be secured, while origin integrity 
refers  to  the  source  of  data.  The  later  is  sometimes  referred  to  as  authentication.  Integrity 
mechanisms fall in two categories namely prevention and detection mechanisms.

Prevention mechanisms maintain the integrity of the data by blocking unauthorized attempts 
to change the data or any attempts to change the data in unauthorized ways. The first occurs when a 
user tries to change the data which he/she has no authority to, while the later occurs when a user 
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authorized to make certain changes tries to change the data in other ways.
Detection mechanisms do not try to prevent violations of integrity. They simply report that the data 
is no longer trustworthy. It is done by analyzing systems events, logs or data to detect anomalies. 
Evaluation of integrity is based on assumptions about the source of data and about trust in that 
source.

Integrity also refers to the assurance that received data is exactly as sent by an authorized 
entity and contained no modification, insertion, deletion or replay [1, pg 10]. The integrity services 
can be divided in to two areas. Connection-oriented integrity service deals with stream of messages 
and assures integrity during transit while connectionless integrity deals with individual messages’ 
modification only.

Authentication:  Authentication in the context of communication between two parties means, 
the assurance that the communicating entity is the one that it claims to be [1, pg 8]. It is concerned 
with assuring that a communication is authentic. There are two kinds of authentication services. 
Peer entity authentication means to provide confidence that an entity is not attempting either to 
masquerade as another entity or do an unauthorized replay of a previous connection [1, pg 9]. This 
process is carried out in the connection establishment phase of communications between two parties 
by exchanging some secret information unique to both parties. During the data transfer phase, the 
same associations are maintained to thwart the risk of replay of a previous connection. Data origin 
authentication means providing the assurance that the source or sender of received data is the one 
that claims to be.

This is a specific explanation of authentication,  but the term also refers to the process of 
verifying an individual’s identity. The individual is asked to provide some form of proof of identity 
and the person provides proof for the stated identity. Authentication of users is based on what you 
know like password, what you have like ID cards and what you are like biometrics e.g. finger 
prints.

2.1.2 Threats
A potential violation of security is called a threat. The action that could cause the violation is 

called an attack and those who execute such actions are called attackers [29, ch 1]. Security attacks 
can be classified as active and passive. Passive attacks work without affecting the systems resources 
and using some system information to breach the security;  while  active attacks  alter  the system 
resources or cause the operation to be disturbed.
Release of message contents is a type of passive attack in which the intruder learns the message 
contents by hijacking an active session. The content may have sensitive or confidential information, 
for example a file or email. Traffic analysis is a passive attack in which traffic patterns are analyzed 
to deduct important information. These attacks can be prevented by encryption but can’t be detected 
when they occur. Eavesdropping is another form in which the attacker uses some sniffer software to 
keep an eye on the communication. Wiretapping means direct physical reading of signals during 
communications.

Active attacks try to compromise the security by doing some modification to the data stream or 
by  creating  false  streams.  These  attacks  can  be  divided  in  to  different  categories  [1,  pg  12]. 
Masquerading or spoofing is an impersonation of one entity by another. Or one entity pretends to be 
another. Delegation is a form of spoofing in which the second entity is authorized to function on 
behalf  of  other.  The  difference  is  that  all  communicating  parties  are  aware  of  the  identity  of 
delegated person. Replay functions by capturing the data unit and retransmitting it to other parties. 
Denial of Service is another form in which the attacker prevents the use of resources. Smurf is an 
attack against availability, which is not treated in this report.
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2.2 Cryptography

2.2.1 Basic Characteristics
It is evident from the history that people have  always been trying to keep information away 

from their adversaries in one way or another. For example military officers tried to communicate 
with their troops by some means of secret writing so that the enemy could not get the sensitive 
information. In this information era, where the world is connected and information communication 
over non secure infrastructures is growing, more and more sophisticated methods are needed. These 
techniques of secure communication fall under the fascinating category of security which is named 
cryptography.

Cryptography means secret writing. There are other terms such as cryptology and cryptanalysis 
which  are  used  interchangeably  but  there  is  a  small  difference.  Cryptology is  a  Greek  word 
composed of two parts. Crypto means secret and logy means study. Hence cryptology means the 
study of secret writing. Cryptanalysis means the field of breaking a cryptographic algorithm. The 
cryptology term includes  both cryptography and cryptanalysis,  which means  the study of  secret 
writing and its analysis. Previously cryptography has been thought of as simply encryption but it has 
many services and huge application areas. Cryptography based solutions are increasing rapidly.
There are four main objectives of cryptography [18, pg 9] namely,  confidentiality,  data integrity, 
authentication  and  non-repudiation.  The  later  two  are  very  much  related  topics  and  hence  are 
combined in this report.  This report takes into consideration only a few, but there are other key 
application areas of cryptography, which are encryption, digital signatures, hashing, authentication, 
secret  sharing,  key  management  and  security  protocols.  There  are  basically  two  types  of 
cryptosystems; one is classical cryptosystems that include both old age encryption techniques and 
conventional or symmetric key cryptography. The second one is called public key cryptography.
Classical encryption techniques include different types such as substitution techniques, transposition 
techniques and a combination of both. The substitution and transposition techniques are building 
blocks of current modern block ciphers. The old age ciphers such as the Caesar cipher and others are 
very  simple  encryption  techniques  and  hence  not  used  in  modern  age.  Therefore  they  are  not 
considered for investigation in this master thesis. I just give a small introduction to these ciphers 
here.

In substitution technique, the letters of plain text are replaced by other letters or by numbers or 
symbols [1, pg 24]. The oldest of this kind is Caesar. The OTP (one time pad) is the strongest of this 
category, which is impossible to break but have some infeasibility. In transposition technique, we 
perform some sort of permutation on the plain text letters. 
Cryptographic systems can be characterized in three ways [1, pg 27], 
1. Method used to transform the plain text into cipher text such as substitution or transposition.
2. The number of keys used in the encryption or decryption algorithm such as single key which 
is also called secret key shared by sender and receiver in symmetric encryption scheme. The sender 
and receiver both use different keys in public-key encryption.
3. The plain text processing such as in block ciphers, where the whole plain text is divided in to 
blocks of the same size. These blocks are then transformed to cipher text one by one at a time. In 
stream ciphers, the plain text is continuously transformed to out put a stream one character at a time. 
The character is a general term which may be a single bit, byte or any small value. 

2.2.2 Conventional OR Symmetric key Cryptography
Conventional encryption, symmetric encryption or single key encryption is by far the most widely 
used  scheme  and it  was  the  only one  which  was  used  prior  to  the  development  of  public-key 
encryption. There are five ingredients of symmetric encryption [1, pg 24]. 
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Plain Text: The original message is called plain text.
Encryption Algorithm: The function that performs the transformation or substitution on the plaint 
text. The process is known as encryption or enciphering.
Secret Key: The value independent of the plain text used as input to the encryption algorithm. The 
output is dependent on this key, and the security requires that it remains secret.
Cipher Text: This is the output of the encryption algorithm, which uses some form of alphabet but 
is  not  understandable.  This  is  actually  the  transformed  form  of  plain  text  after  applying  the 
encryption algorithm with a secret key.
Decryption Algorithm: This is the reverse of encryption algorithm. It transforms back the cipher 
text to the original plain text with the secret key as input.

The general approach to break the symmetric encryption is cryptanalysis that also includes brute 
force.
• Cryptanalysis: The attacker uses the nature of the algorithm or some knowledge of the 
plaintext or some plain text-cipher text pairs. The ultimate goal is to find the key or deduct some 
plain text from the cipher text.
• Brute-Force  attack:  All  possible  keys  from  the  set  of  keys  is  tried  to  get  some 
intelligible plain text from the cipher text. 
There are five kinds of attacks on encrypted messages, cipher text only, known plain text, chosen 
plain text, chosen cipher text and chosen text. For detailed discussion one may refer to [1, pg 28].
Symmetric  encryption  schemes  have  different  applications.  Encryption  not  only  provides 
confidentiality but can also provide authentication and integrity.

2.2.3 Public-key cryptography
Public-key cryptography is the greatest revolution in the history of cryptography. It is also referred to 
as asymmetric cryptosystems. It has given new horizons to the concepts of confidentiality, integrity 
and authentication.  The algorithms  in  this  scheme are  based on mathematical  functions  such as 
number theory, discrete logarithms or factorization rather than substitution and permutation. There 
are six ingredients in this scheme.

1. Plain text
2. Encryption algorithm
3. Public key
4. Private key
5. Cipher text
6. Decryption algorithm

The public-key cryptography offers three services and its applications can be categorized under 
these services, namely confidentiality or data secrecy through encryption/decryption, authentication 
through digital signatures and certificates, and key exchange. These can also be used to maintain the 
integrity. The short description of these services is as follows,

• Encryption/decryption: the sender uses the recipient’s public key to encrypt the message 
and the receiver uses his private key to decrypt the message.

• Digital Signature: the sender uses his private key to encrypt the message. i.e sign the message and 
the receiver uses his public key to decrypt the message.
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• Key  Exchange: A  secret  key  is  exchanged  or  a  new  key  is  established  for  further 
communication.
Cryptanalysis: Like any other cryptographic scheme, public-key cryptography is vulnerable to brute 
force attacks and algorithm analysis. The mathematical nature of the algorithm is used to thwart the 
attacks, which can be based upon number theory, factorization or calculating discrete logarithms.

2.2.4 Combined Symmetric and Asymmetric Cryptography
Both symmetric and asymmetric  schemes can be combined to achieve more useful results, 

such as, a secret key for symmetric encryption is exchanged using a public key scheme on non 
secured infrastructure. 

2.2.5 Hashing and MAC
The hash is a mapping in which a variable length message is mapped into a fixed size message 

and this  is  a one way non-reversible  process.  It  is  used to  provide message  integrity.  It  can be 
combined with encryption/decryption to provide complete CI + A services.

A message authentication code is calculated by taking the hash of the shared secret key and 
message. It can provide complete CI + A when combined with encryption/decryption. 

2.2.6 Evaluation criteria and characteristics
These security parameters are equally valid for data integrity and authentication purposes.

Key Length: Key length is a basic security parameter of an encryption algorithm for both types of 
symmetric key or asymmetric key algorithms. The security of the cipher depends on the key length. 
The larger the key length, the greater the resistance against brute force attacks. The flexibility of the 
key length allows the cipher to be used in different kinds of solutions such as small scale chips or 
larger hard drives to be secured.

Life Time of Session Key: Trade off between session key life time and wait time to exchange this 
session key. It means that the session key should be reset after each session. 

Block Size:  Block size is the basic parameter of both kinds of encryption protocols. This is the 
amount of input data on which a given cipher operates. The flexibility of this parameter makes its 
application domain larger and it could be incorporated into small scale or large scale solutions.

Number of Rounds: This is the basic parameter of symmetric key ciphers on which the security of 
the cipher depends to a large extent. This means that some simple functions are repeated a number 
of times to induce confusion and diffusion, hence to thwart the attacks of cryptanalysis.

Architecture:  There are basically two kinds of architectures which are used in symmetric block 
ciphers,  namely  Feistel  networks  and  substitution-permutation  networks.  Feistel  network  is  a 
structure in which certain operations are repeatedly applied through multiple rounds. The operations 
include bit shuffling through permutation-boxes, simple non-linear functions through substitution-
boxes and linear mixing through XOR operation. Bit shuffling introduces a diffusion effect while 
substitution creates confusion. Sub-Per networks or SPNs consist of mathematical operations which 
are linked together to transform input bits into output bits. The S-boxes should have two properties 
which are the basic building blocks of the block ciphers. The first property is that a change in one 
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input bit should change about half of the output bits. The second property is that each output bit 
should be dependent upon every input bit. SPN is faster than Feistel network because of the parallel 
operations.

The architectures  of  contemporary  asymmetric  ciphers  depend upon certain  mathematical 
calculations.  For example the cryptographic strength can be based on factorization of the product of 
two primes or calculating discrete logarithms.

Security: This is the most fundamental factor of any kind of encryption protocol. The security of a 
cipher is mostly dependent upon vulnerabilities that one can find in symmetric or asymmetric block 
ciphers. One is the brute force attack,  which is a kind of cryptanalysis,  associated with the key 
length. In this kind of attack, the attacker tries to find the key by trying all possible keys from the 
domain.  The other one is  cryptanalysis  which tends  to exploit  the weaknesses in the nature or 
architecture  of  a  cipher.  The  security  of  the  system  also  depends  upon  confusion/diffusion 
associated with the secret key. 

Efficiency: The output per unit time that it takes to transform some input is the efficiency of the 
cipher. The higher the efficiency the better the cipher is. Some ciphers perform better in software 
and some in hardware.

Memory Requirement: Some ciphers require a low amount of memory and some require a high 
amount of memory for the processing of the input data.
 
License/Cost/Availability:  This is another very important  factor in the selection of a particular 
package.  Some  packages  have  royalty  payments;  some  are  freely  available  while  some  have 
associated costs. Some packages are restricted to a particular region or function such as banking or 
e-commerce.  Therefore it  is  important  to  check whether  the selected  cipher  is  available  or  not 
according to the given resources and requirements of the organization.

Flexibility:  Flexibility refers to the fact that the given cipher could be incorporated into different 
kinds of applications such as small scale chips or disk encryption software. The flexibility can be 
offered in three different ways such as key length, number of rounds and input block length. There 
is a trade off between these factors. Therefore care must be taken while balancing the trade off so 
that it doesn’t result in loss of security or performance.

Software/Hardware Suitability: Some ciphers are suitable, in terms of efficiency, for software and 
some for hardware due to their architecture. This factor should be taken into consideration while 
selecting a particular cipher.

Implementation Flexibility:  Some protocols  are  simple  to  implement  while  some are  difficult 
according to  the given software or hardware implementation.  For information  having low level 
security requirements, simple to implement ciphers could be given priority over the others while 
sacrificing loss in security.

Security Level: The given cipher may offer a security level required for one of the five classified 
information security levels, top secret, secret, confidential, restricted or unclassified.
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3 Confidentiality:   Using Encryption

3.1 General
In general, there are certain factors that the organization needs to consider when selecting a 

solution. First and far most, the information is needed to be classified, which reflects the amount of 
secrecy  required  for  the  particular  type  of  information.  Then  the  evaluation  criteria  should  be 
clearly defined,  which shows all  the factors affecting the choice of a particular  solution.  These 
evaluation criteria have already been explained in the previous chapter.  Finally,  the information 
which needs a certain level of secrecy should clearly be defined. In the subsequent sections, I define 
these security parameters.

3.1.1 Classification of Information 
The sensitive information can be classified into five categories, each category representing a 

different level of secrecy requirement. From top to bottom, the security level decreases in severity. 
Although the classification levels can differ from country to country or organization to organization, 
the following classification is used as a standard. In the following discussion, the national interest 
may  be  replaced  with  organizational  interest,  if  this  classification  is  to  be  used  for  some 
organization instead of a country.

Top Secret:  This is the highest secrecy level for information based on national security.  If this 
information becomes publically available, then it can cause an exceptional amount of damage to the 
national interest or national security.

Secret: In this second highest level of severe security requirement categories, if the information is 
leaked then it can cause high damage to the national interest or national security.

Confidential: This information would cause damage to the national interest if publically available.

Restricted: This information would lead to undesirable effects if publically available.

Unclassified: This is the lowest level of confidentiality which means the information is available to 
people without the need for security clearance.

3.1.2 Information Requiring Secrecy
Different  types  of  information  have  different  levels  of  security  requirements.  I  give  an 

overview for some of the information and their required privacy level.

Stored Content Privacy: Stored information can have any form ranging from disk storage to files 
and folders, USB drives, tape drives etc. The required secrecy level depends upon the sensitivity of 
the stored information. If the information is critical, then it will need top secret level security and 
hence the equivalent cipher should be used to encrypt the data. Otherwise if the security level is not 
so critical but moderate such as secret or confidential, then same level cipher would suffice. If the 
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security level is low, such as restricted or unclassified, then some low security level cipher or none 
at all could be used.

Email Privacy: Again it depends, as previously explained, upon the security level of the email and 
hence an equivalent level cipher should be used to encrypt the email message.
Software Codes:  Software codes are a very important asset of any software house. The software 
house can never tolerate leakage of their code, which could potentially result in leakage of security 
flows and vulnerabilities. The people with some malicious purpose can target these vulnerabilities. 
Also people can reuse and resell the software illegally. Therefore it needs a security level equivalent 
to secret at least, if not top secret.

General Security Solutions: Ciphers with good characteristics could be incorporated into general 
purpose security solutions such as SSL/TLS, IPSec, Kerberos, and PGP/SMIME etc.

Banking  communication: Banking  communication  is  extremely  critical  because  of  the 
involvement  of  the  confidence  of  customers.  Information  leakage  could  potentially  harm  the 
customer interest hence it requires top secret level security. A cipher with extremely high quality 
parameters  must  be selected not only according to the current  technology but also keeping the 
future advancements in mind.

Military Information:  National interest  is completely dependent upon military communications 
and hence it must be extremely secured. Military communication needs top secret level privacy.

E-Commerce:  It  is  a very important  aspect of today’s  Internet.  People do shopping, bookings, 
reservations and Internet banking over the Internet. Therefore the communication secrecy in such an 
environment is extremely important. It needs a security level of at least confidential.

Information/Data  Distribution:  In  this  world  of  communication  technology,  TV and  content 
distribution is very common. This communication must be very secure from eavesdropping and 
sabotage; hence it requires at least a security level of restricted.
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3.2 Privacy using Symmetric Key Ciphers
Data  secrecy  can  be  provided  using  basic  cryptographic  tool  encryption.  Symmetric  key 

encryption schemes are very well known for bulk data encryption. For this purpose, I have chosen 
ten industry standard contemporary ciphers. These ciphers are divided into two categories based on, 
whether an algorithm was selected for the final round of the best five in the advanced encryption 
standard process or not. In the first category, the five algorithms are DES, 3DES, IDEA, CAST and 
CRYPTON which did not reach the final round. This category is summarized in table 3.1.  The 
second category includes  RIJNDAEL (AES),  MARS, RC6,  SERPENT and BLOWFISH. These 
were the five finalists out of which RIJNDAEL was selected as the advanced encryption standard. 
This category is summarized in table  3.2. Next I give a brief  introduction to the AES selection 
process and the evaluation criteria that was used to select the best encryption algorithm.

Properties/Ciphers DES Triple DES IDEA CAST CRYPTON

Key Length(bits) 56
112 (2TDES) or 

168 bits (3TDES)
128 128/192/256 128/192/256

Block Size(bits) 64 64 64 128 128

Rounds 16
48 DES-

equivalent
8.5 12, 16, 48 12

Security
Weaknesse

s Found
Strong, but 

Some Weaknesses
Strong, but 

Some weaknesses
Very Strong, 
No Weakness

Strong, but 
Some Weakness

Efficiency Low Low Moderate High
Extremely eff 
in hardware

Memory Reqt Low High Low High Low
License/Cost/
Availability Public Public Public Public Public

Flexibility No Little with key No Yes Key Length

Soft/Hardware 
Suitability

Slow in 
software

Slow in software Fast Moderate Extremely Fast

Architecture
Feistel 

Network
Feistel Network

Substitution-
Permutation 

Network

Generalized 
Feistel 

Network

Substitution-
Permutation 

Network

Table 3.1: Summary of Symmetric Key Encryption Algorithms (AES non-finalists)
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Properties/
Ciphers

RIJNDAEL(AES) MARS RC6 SERPENT BLOWFISH

Key Length(bits) 128/192/256 128-448
 (32 bit increment)

128/192/256
(support 
Variable)

128/192/256

128
(32-448

8 bit 
increments)

Block Size(bits) 128 128
128

(support 
Variable)

128 128

Rounds 10/12/14 32
20

(support 
Variable)

32 16

Security
Very Strong, 
No Weakness

Very Strong, 
No Weakness

Very Strong, 
No Weakness

Very Strong, 
No Weakness

Very Strong, 
No Weakness

Efficiency High Low High Low High

Memory Reqt Low High Low High Low

License/Cost/
Availability

Public Public Patent Public Public

Flexibility
Key Length and 

Rounds
Key Length High Key Length Key Length

Implementation Easy/Simple Simple Simple Simple Simple

Soft/Hardware 
Suitability

Extremely Fast Fast Fast Fast Fast

Architecture
Substitution-
Permutation 

Network

Heterogeneous,
Feistel Network

Feistel 
Network

Substitution-
Permutation 

Network

Feistel 
Network

Table 3.2: Summary of Symmetric Key Encryption Algorithms
(AES finalists only)

3.2.1 The Advanced Encryption Standard Process
The Advanced Encryption Standard process consists of the work done by the National Institute 

of Standards and Technology,  NIST, and the cryptographic community to find the best suitable 
encryption algorithm. This algorithm was to be the standard to protect sensitive government and 
public data. The process began in 1997. Initially, 15 ciphers were nominated and made available for 
public review. The requirement for the candidate AES cipher was that it must be a block cipher with 
at  least  128 bit  block size and 256 bit  key length.  After  careful  review and analysis  of results 
gathered  from the  public,  five  finalist  ciphers  were  chosen.  The  finalist  ciphers  were  Rijndael, 
MARS,  RC6,  SERPENT and  Blowfish.  These  ciphers  have  many common features.  The  main 
common  feature  was  the  architecture  of  the  ciphers  which  mainly  consists  of  a  substitution-
permutation network or a Feistel network. For more details about the AES selection process, [8] is a 
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good source. 

3.2.2 The AES Evaluation Criteria
NIST established evaluation criteria for the candidate ciphers. The criteria were divided in 

three groups, namely security, cost and implementation characteristics of the algorithm. The most 
important was security which included features such as resistance against cryptanalysis, randomness 
of the output, and resistance against other kind of attacks. The other kinds of attacks include chosen 
plain  text  and cipher  text  attacks.  It  was also desirable  that  the algorithm should have a sound 
mathematical basis. The second evaluation category was cost that includes features such as licensing 
requirement, computational efficiency (speed), implementation on a wide variety of platforms and 
memory requirement.  The third category was implementation characteristics of the algorithm, which 
encompasses flexibility of key length, block sizes and hardware/software suitability. It also considers 
the simplicity of the algorithm, and its use in different kinds of environment. The third category also 
includes  the  requirement  that  the  cipher  must  have  a  capability  to  provide  different  kinds  of 
cryptographic services such as authentication and hash functions. For more details of the evaluation 
criteria, one should refer to [8]. 

3.2.3 Evaluation of the Block Ciphers
Choosing one cipher over another depends on the level of secrecy required for the data. I have 

evaluated the two categories of ciphers in light of NIST’s established criteria for AES and my own 
criteria. I give a comparison for ciphers in the two categories.

These block ciphers can be used in  one of  five different  modes  namely ECB (Electronic 
Codebook), CBC (Cipher Block Chaining), CFB (Cipher Feedback), OFB (Output Feedback) and 
CTR (Counter) mode. The good choice is CBC mode which offers greater security and efficiency 
with high throughput. For more details of these modes, one may refer to [18, pg 131]. 

3.2.3.1 Non-AES Finalists Ciphers
The first cipher in this category is DES. The acronym stands for Data Encryption Standard. 

The cipher is based on an old encryption scheme called the Lucifer cipher. The cipher has been an 
industry standard for a long time and by far the most widely used encryption method. Its architecture 
is based upon the Feistel network and has a 56 bit key length. It maps a 64 bit data block into the 
same block length using the key split over multiple rounds. For more information about DES, one 
may refer to [1, pg 72] and [18, pg 113]. By comparing with other ciphers in the same category, we 
see that DES has a fairly unacceptable shorter key length. It can be easily broken using a brute force 
attack. The smaller block size makes it vulnerable to a kind of attack based on chosen plain text and 
cipher text. Apart from the weakness in the key length, its design is resistant to other kinds of attacks 
such as linear cryptanalysis, timing attacks and some other attacks based on exploiting the design of 
a cipher. The complete analysis of DES can be found in [5] and [6]. It is also resilient to the attacks 
based on deducing the key by offering confusion and diffusion which are basic building blocks of 
block ciphers. It converts the plain text into cipher text using 16 rounds of the same Feistel function 
which adds to its security.  It is publically available and offers high speed when implemented in 
hardware  but  performs  very  slower  in  software.  It  requires  low  memory  but  has  a  moderate 
efficiency. The cipher is no more recommended for any kind of data which requires some level of 
secrecy, although it can be used as a model for future block ciphers due to its strong architecture. 
The cipher can be made more flexible by introducing different and longer key lengths working on 
different block lengths as input.

Triple DES or 3DES is a successor to the DES cipher. Basically, it uses the DES cipher three 
times to overcome the shortcomings associated with the shorter keys of simple DES. 3DES can be 
used in different flavors according to the keys and order of operations used. The basic form of 3DES 

17



is DES (k3; DES (k2, DES (k1, M))) where M is the message and k1, k2, k3 are the keys. It can be 
made interoperable with simple DES by making k1 = k2 = k3 = k and replacing the middle DES 
encryption operation with decryption operation DES (k3, DES-1(k2, DES (k1, M))). The choice of 
the keys k1, k2 and k3 greatly changes the amount of security offered by 3DES; for example if k1 = 
k2 then it is equivalent to 112 bits key length but if all three keys are different then it provides 
maximum security of the key length 168 bits. There are attacks based on the number of same keys 
used and some attacks are based on chosen-plaintext or known-plaintext due to the smaller block 
size. For details, the reader is referred to [18, pg 143]. Due to these reasons, 3DES is recommended 
to be used with three different keys. There are no known attacks which are feasible against 3DES 
based on exploiting the weaknesses in nature of the algorithm. By comparing it with other ciphers in 
the same category, we observe that, as compared to DES it provides little bit flexibility for the key 
length but the same block size of 64 bits is still in use. It may have a high memory requirement due 
to the fact that it uses 48 rounds of operations. It is slower and inefficient in software like DES but 
performs better if implemented in hardware. This is because of the computationally very expensive 
48 rounds. The only benefit that is provides over DES is the higher security associated with the 
longer key length.

It is more secure than IDEA which uses only 8.5 rounds with a key length of 128 bits but has 
the same block length of 64 bits, which mean that IDEA is vulnerable to the same kind of attacks as 
the original DES based on small block size. The complete description of the cipher can be found in 
the original research paper [20]. In performance and efficiency,  3DES is equivalent to IDEA but 
their architectures are very different. 3DES uses a Feistel network while IDEA uses a substitution- 
permutation network.  3DES is now slowly being replaced by AES which is faster and highly secure. 
3DES has been outclassed by CAST and CRYPTON which are very flexible with the key length, 
rounds and using longer key length to thwart attacks against the shorter keys. They both also use a 
longer block size of 128 bits resulting in more throughputs. 3DES and CAST have the same number 
of rounds, 48 rounds when CAST is used with 256 bit key length. Otherwise CAST uses a smaller 
number of rounds; hence both are equivalent on efficiency. Both use the Feistel network architecture. 
Comparatively to CRYPTON, 3DES is a weaker cipher because CRYPTON is more flexible with 
key lengths, operating on longer block lengths resulting in high throughput and using only 12 rounds, 
which makes it very fast both in software and hardware. CRYPTON uses a substitution-permutation 
network architecture which is faster than the Feistel network. 3DES is recommended only for data 
with moderate level of secrecy but not for data which needs high secrecy. It may also be used for 
private communications. Since it is publically available, it may be used in any software which has 
the  requirement  of  higher  privacy.  Care  must  be  taken  when selecting  the  keys  and  modes  of 
operation.

CAST is a very flexible cipher that offers a high level of security. It operates on 128 bits block 
size for 256 bits key size. Otherwise it uses 64 bits for all other key sizes and consists of 12, 16 or 48 
rounds depending on the choice of key length. The key length is very flexible, starting from 128 to 
256 bits in the increment of 8 bits. The normal key lengths are 128, 192 and 256 bits. The complete 
description of the original 128 bit CAST can is available in the RFC [22] while the revised version 
can be found in the RFC [23]. It provides high security at the cost of slow performance due to the 
fact that, to use 256 bits key length, it requires 48 rounds, but a 192 bit key length is a good solution 
to this trade off, which requires only 16 rounds with much higher security. By comparing it to the 
same category members, we have already seen that it outperforms DES, IDEA and 3DES due to its 
flexibility and added security of key length, while it is a good competitor of CRYPTON. 

CRYPTON was also one of the very good candidates for AES, but could not reach to the final 
round, because of a kind of chosen plain text attack, which is possible up to six rounds currently, but 
can be extended to more rounds in the future. CRYPTON inherits this weakness from its predecessor 
the  SQUARE  cipher.  For  details  of  the  attack  one  may  refer  to  [19].  This  is  why  it  is  not 
recommended for data with high secrecy requirement. It’s very flexible due to its key length which 
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makes it a good choice for software as well as hardware implementations, but it is very efficient in 
the later one. It operates on a block length of 128 bits with the key sizes of 128, 192 and 256 bits 
having only 12 rounds of operations. For complete description of the cipher, the reader is referred to 
[21]. It has a low memory requirement and is also publically available. Compared to others in the 
same category, it has an edge due to its small number of rounds giving high level of security. Also 
it’s very efficient in hardware.

The most recommended cipher from this category is CRYPTON due to its high throughput, 
higher level of security, flexibility and efficiency. Due to its public availability the code is easily 
accessible and also it’s very easy to implement it in both software and hardware. Hence it can work 
in different kinds of environments such as stored data, wireless communication and traditional data 
communication over networks.

3.2.3.2 The AES Finalists Ciphers
Rijndael is known as the Advanced Encryption Standard. It is a standard adopted by the US 

Government for data with extremely high security requirements. It is the successor of DES. In 2002, 
NIST  selected  Rijndael  from  five  finalist  ciphers. The  cipher  was  developed  by  two  Belgian 
cryptographers, Joan Daemen and Vincent Rijmen and submitted to the AES selection process with 
the name of "Rijndael", a portmanteau of the names of the creators. Rijndael is a symmetric key and 
block cipher. It consist of 10, 12 or 14 rounds depending on the key length 128, 192 or 256 bits. The 
block length of the plain text is 128 bits. In fact, the block length may be any multiple of 32 bits not 
less than 128 and not more than 256 bits. It gives more flexibility with key length and block size but 
when it was adopted as AES, more restrictions on block size and key length were introduced. The 
algorithm consists of four steps, namely ByteSub Transformation (BS), ShiftRow Transformation 
(SR), MixColumn Transformation and AddRoundKey. For details of the algorithm, refer to [18, pg 
152]. More detailed description of the Rijndael cipher can be found in [1, pg 143]. 

The strength of Rijndael lies in that it is based on finite fields. The key lengths with respective 
rounds are very much sufficient for known attacks to the date. The BS transformation step is a non-
linear layer for resistance to differential and linear cryptanalysis attacks. The SR transformation step 
is  a  linear  mixing  layer  that  causes  diffusion of the bits  over  multiple  rounds,  which makes  it 
resilient to cryptanalysis. There are no weaknesses found to date. But care should be made while 
implementing  it  in  software  instead  of  hardware.  Some  weaknesses  have  been  found in  some 
implementations,  so  care  should  be  given  while  selecting  one.  Rijndael  may  be  used  for  disk 
encryption, archive and compression tools, SSL, PGP, banks, military and others. Compared to the 
other  AES finalist  candidates,  Rijndael  has  a  simple  architecture  of  a  substitution-permutation 
network with varying key lengths and the smallest  number of rounds. That’s what makes it the 
fastest and most secure of all others. 

IBM submitted MARS as one of the candidate for AES. It was one of the five finalists. It is 
very strong cipher and with no weaknesses to date, but could not make up top of the list because it 
did not meet the NIST criteria for AES. MARS is a symmetric key block cipher with 128-bit block 
size  and  a  variable  key  size  between  128  and  448  bits  (in  32-bit  increments).  MARS  has  a 
heterogeneous structure i.e 32 rounds of a cryptographic core are "jacketed" by unkeyed mixing, 
together with key whitening. It consists of steps that combine the data with portions of the key(most 
commonly using a simple XOR, before the first round and after the last round of encryption, to 
provide extra security. It uses a Feistel network. The above facts and complete description can be 
found in [24]. MARS is very strong due to the fact that it uses longer key lengths, which makes it 
infeasible  for  brute  fore  attacks.  Cryptanalysis  has  been  made  difficult  by  introducing  key 
whitening.  Confusion  and diffusion,  which  are  basic  requirements  of  a  block cipher  making it 
resistant to the attacks based on linguistic characteristics of the text, is built into the structure of the 
cipher. It is a general purpose cipher which may be used for top secret information. The applications 
include software packages, disk encryption military information communication and others. It is not 
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highly deployed as compared to AES. Compared to AES, it offers the same level of security, but 
with a small difference in throughput due to some extra rounds. Due to its heterogeneous Feistel 
Network architecture, it outperforms the other ciphers in this category even with its extra number of 
rounds. It is a good choice for anther reason, that is, since it is not well deployed and not so well-
known it is not the target for too much cryptanalysis.

The  RC6 cipher is derived from its predecessor RC5. It was designed by Ron Rivest, Matt 
Robshaw, Ray Sidney, and Yiqun Lisa Yin to meet the requirements of the Advanced Encryption 
Standard (AES) competition. The cipher was one of the five finalists. It is a proprietary algorithm, 
patented by RSA Security. The cipher uses a block size of 128 bits and supports key sizes of 128, 
192 and 256 bits but it can be parameterised to support a wide variety of word-lengths, key sizes 
and number of rounds. Its structure is based on data-dependent rotations,  modular addition and 
XOR operations in a Feistel network with 20 rounds [25]. It’s a very strong cipher because it uses a 
Feistel network, which causes confusion and diffusion that makes it resistant to cryptanalysis. The 
key lengths used in the RC6 cipher are very much enough for protection against brute force attacks. 
Since RC6 gives very much liberty of choosing various block sizes, key lengths and number of 
rounds, care should be made during the selection of these parameters. Shorter key size and small 
number  of  rounds  will  make  it  vulnerable  to  different  attacks.  RC6  is  a  patented  encryption 
algorithm, hence requires licensing and royalty payments for any products using the algorithm. This 
is what makes it a not wellknown cipher. It can be used in a wide variety of applications such as 
encryption of information and data with high secrecy reqirements. Compared to other ciphers, the 
biggest advantage of this cipher is its flexibility with key length, number of rounds and block length 
which makes it a good choice for small chips, where a limited amount of resources is available and 
a high level of security is required. 

SERPENT was one  of  the  finalists  in  the  Advanced Encryption  Standard  (AES)  contest, 
where it came second to Rijndael. The Cipher was designed by Ross Anderson, Eli Biham, and Lars 
Knudsen. The cipher uses a block size of 128 bits and supports a key size of 128, 192 or 256 bits. It  
is based on 32 rounds of a substitution-permutation network [26]. It has the security level of AES 
Rijndael, hence is a very strong cipher. It was defeated by Rijndael in other areas such as efficiency 
and throughput. No weakness has been found to date in SERPENT. It is publically available for all 
commercial and noncommercial purposes. It’s a general purpose cipher which can be incorporated 
into  all  kinds  of  applications.  Compared  to  other  ciphers  in  the  same  category,  the  biggest 
advantage of this cipher is its high throughput and efficiency, apart from AES which is the fastest of 
all others.

Blowfish is  designed  by  Bruce  Schneier.  This  cipher  provides  a  good encryption  rate  in 
software. It is a general-purpose algorithm intended as a replacement for the DES.  Blowfish is a 
keyed, symmetric block cipher. It operates on a block size of 64 bits. The key size spans from 32 to 
448 bits in steps of 8 bits with the default 128 bits. It consists of 16 rounds. The structure is based 
on a  Feistel  network.  The complete  and original  description  of  the cipher  is  available  at  [27]. 
Blowfish is unpatented. The algorithm is placed in the public domain, and can be freely used by 
anyone.  That’s  what makes  it  a very wellknown cipher.  It  is one of the most  widely deployed 
ciphers.  The  applications  include  public  information  encryption  and others.  Blowfish  is  a  very 
strong cipher. It is resilient to all kinds of known attacks including differential cryptanalysis and 
brute force attacks. No cryptanalysis attack has been found to date. It has the same security level as 
the  other  ciphers  in  this  category,  but  little  is  a  little  inefficient  due  to  the  Feistel  network 
architecture, which underperforms in software in particular.
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3.3 Privacy using Public Key Ciphers

One of the most prevalent uses of public key cryptography is the transportation of secret keys in 
a secure way, which is used in symmetric key encryption schemes. The symmetric key schemes are 
then used for encryption of bulk data to provide a data confidentiality service. Public key schemes are 
used  for  encryption  of  a  small  amount  of  data.  The  reason is  that  these  schemes  are  very slow 
compared to symmetric schemes due to the underlying mechanisms, which are based on mathematical 
functions.  These  mathematical  functions  are  very  slow  to  compute.  The  security  of  public  key 
cryptosystems lies in the difficulty of computation of mathematical functions such as factorization of 
the product of two prime numbers and calculating discrete logarithms. The general introduction to the 
area of public key cryptography can be found at [9]. The service area of public key cryptography can 
be divided into three main areas. These areas are encryption/decryption, digital signatures and key 
exchange. Some of the well-known algorithms and their services are summarized in table 3.3. I have 
chosen some of  the contemporary industry standard algorithms  and compared  their  strengths  and 
weaknesses  for  providing  data  privacy through encryption/decryption.  These algorithms  are  RSA, 
ElGamal and Elliptic Curve, because only these schemes provide Enc/Dec service.

Services/Algorithms RSA Diffie-Hellman Elgamal DSS Elliptic Curve

Encryption
Decryption YES NO YES NO YES

Key Exchange
YES YES   YES   NO YES

Digital Signature
YES NO  YES  YES YES

Table 3.3: Summary of Public Key Cryptosystems and their Services

RSA is  one of the most  prominent  and widely deployed public  key encryption schemes to 
provide data secrecy. It is developed by Rivest, Shamir and Adelman. The cipher consists of three 
steps namely, key generation, encryption and decryption. The architecture is based on mathematical 
exponents, prime numbers, factorization and discrete logarithms. The strength of RSA comes from 
these mathematical ingredients. RSA employs key lengths of 512 to 2048 bits. It is important to note 
that if the key length is shorter than the block length, then it will not be possible to recover the plaint 
text back from the cipher text. Therefore the key length must always be larger than the block length. 
The suitable and to date unbreakable key length in the foreseen future is 2048 bits. Although a 512 bit 
key has not yet been broken, due to the advancement in technology. It may be unsecure in the near 
future. The RSA key has two parts, public key and private key. Each one is actually a combination of a 
few parameters. The length of each parameter should be the selected amount of bits such as 2048 bits. 
The coverage of the whole algorithm is out of the scope of the thesis. For details, one may refer to [10], 
[1, pg 268] and [18, pg 164]. The suitable input block size for RSA encryption is 1024 bits or 309 
decimal digits from 0 to n-1 for some n integers. 

RSA is not suitable for bulk data encryption because it’s very slow. RSA provides very good 
security  because  it  has  been  long  through  public  and  expert  cryptographers’  investigation.  Its 
architecture is very simple. Therefore it doesn’t have any hidden trap doors. It may be vulnerable to 
many kinds of attacks if the security parameters are not selected carefully, particularly the key size and 
prime numbers. If the size of the key is small then like any other ciphers, RSA is vulnerable to brute 
force attacks. There are some mathematical attacks which try to factorize the product of two prime 
numbers.  Using these prime factors,  one can calculate  the private  key and thus the whole future 
communication will be at risk. This is total  security breaking.  Other methods try to calculate  the 
discrete logarithms. All these attacks are very non efficient if the security parameters are selected 
carefully. There is no known attack to date which has broken RSA with suitable key lengths. There are 
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also very complex and time consuming attacks called timing attacks which haven’t yet proved to be 
successful against RSA. RSA has medium computational complexity on the three value scale. There 
are fewer mathematical calculations although very expensive computationally. I have used this scale in 
comparison  with  the  other  two  schemes  ElGamal  and  Elliptic  Curve.  RSA may  be  efficient  or 
inefficient depending on the application and selected security parameters. 

It performs excellent for small block size with moderate key length. When we tend to increase 
the key lengths and block size then its performance starts to degrade and become worst for maximum 
block and key sizes. There is always a trade off between the amount of security and performance. The 
higher the security required, the longer the key lengths needed, and this lowers the efficiency because 
the calculation involves powers. If the bases and powers are of larger sizes, then it will be a very 
expensive computation. RSA Laboratories owns the RSA rights, but it’s freely available for personal 
and commercial usage in all kinds of products and applications. It has been widely deployed in many 
standards such as PGP, SMIME, IPSEC and others. It has been extensively used by the government, 
military, banking and financial sector, public services, and e-commerce industry. RSA is very suitable 
for all levels of secrecy. It is recommended for top secret and secret information. In short, RSA is the 
choice of encryption for small  amounts of data which need extremely high level of secrecy.  It is 
summarized and compared to the other schemes in table 3.4.

Properties/Ciphers RSA ElGamal Elliptic Curve

Suitable Key 
Length(bits) 1024-2048 512 256
Suitable Block Size
(0 to n-1 for some n 
integers)

309 decimal digits
OR

1024 bits

100 digits
OR

512 bits

     
             500 digits

Architecture
Exponents and primes

Factorization
Discrete logarithms 

Exponents and primes 
discrete logarithms

Algebraic structure of 
elliptic curves and 

elliptic curve logarithms

Security and Attacks

- Excellent but
Depends upon params choice.

- Brute force attacks
- Mathematical attacks

- Timing attacks

Very strong but
Security params must be 

carefully chosen.
Chosen cipher text attacks.

Solution is padding

Extremely Strong
No known attacks

Security params must be 
selected carefully.

Computational 
Complexity: 

Medium Very High Low

Efficiency

- Depends on parameters
- Very good for small block size

- Underperforms for medium
- Poor for larger block 

Low
Because of too many 

computations

Extremely efficient
Reduced processing 

overhead due to small 
key sizes

License/Cost/
Availability

Free Free Patent, Not widely 
available

Suitability for different 
classifications of info

All classes but 
depends on choosing 

algorithmic parameters
Top secret, Secret

All classes
But params selection needs 

care
Secret, Confidential

Top Secret information

Soft/Hardware 
Suitability

Runs fast in hardware but 
underperforms in software Better in hardware Equally well in both

Applications

Transportation  of block 
encryption keys

SSL, PGP, SMIME, Banking 
sector, others 

GPG, PGP, private 
communication, banking 
sector, Government etc

Not widely implemented, 
but may be used in broad 
application spectrum.
Electronic commerce.

Table 3.4: Comparison of Public Key Cryptosystems

ElGamal is another very prominent public key cryptographic scheme used for data privacy and it 
is based on Diffie-Hellman key exchange algorithm. The scheme is named after its inventor Taher 
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ElGamal.  For the detailed  description and analysis  of the cipher,  one may refer  to [18,  pg 212]. 
Compared to RSA, it offers equal amount of security with smaller key sizes. The suitable key length is 
512 bits. The suitable block size for encryption is around 100 digits which is far less than that for RSA. 
It uses the same ingredients in its architecture which RSA uses, such as exponents, prime numbers, 
discrete logarithms and mathematical calculations. The real difference between ElGamal and RSA lies 
in their  computation  for generating  keys,  encryption and decryption.  The security and amount  of 
privacy that it offers depends to a large extent on choosing the cipher parameters. There is a possibility 
of chosen cipher text attacks but they can be easily thwarted by introducing some padding scheme. But 
this  extra work adds to the computation and hence decreases the efficiency.  The cipher has high 
computational complexity compared to RSA as it involves more computations to carry out the function 
of encryption and decryption. Due to this computational complexity, the efficiency is more affected. 
There is a trade off between choosing good security parameters and performance. Hence the balance 
should be chosen carefully to get balanced security and performance. As RSA, it is freely available for 
all kinds of applications. I would not recommend it for top secret information due to its computational 
complexity,  inefficiency and some risk of chosen cipher text attacks. But it’s better for secret and 
confidential level security requirements. ElGamal has a wide range of applications such as GPG, PGP, 
government, banking and others. Its proliferation is mainly affected by RSA, which is very simple and 
very secure and an industry standard. Apart from complexity and inefficiency, ElGamal may provide 
better security as it has been less targeted for cryptanalysts due to its not being well known. RSA has 
been the target  of a wide range of people to check its  security.  In light of all  this said, I would 
recommend RSA for top secret communication. 

Elliptic Curve cryptography [18, pg 363], is the least used scheme because it is very difficult to 
understand the mathematical nature of the scheme. It requires a lot of care to implement. But it is the 
most efficient and highly secure technique. Compared to RSA, it provides the same level of security 
with very shorter key lengths. The 1024 bit security of RSA is equivalent to just 256 bits security of 
elliptic curve. Also it’s very easy to implement due to the simplicity of the algorithm. The output per 
unit time compared to RSA is very large because elliptic curve doesn’t contain long exponents and too 
many mathematical functions. 

The suitable and unbreakable to date key length is 256 bits as it provides a high level of security. 
The shorter key lengths greatly reduce the processing overhead of the algorithm. This is the area where 
elliptic curve outclasses the RSA, because in recent times the huge amount of transactions per unit time 
requires high speed processing. RSA has a huge processing overhead if the key lengths become larger. 
Otherwise the level of security sharply decreases. This is not the case for elliptic curve schemes. The 
suitable block size can easily be set to 512 bits but it can have any required value. There is a trade off 
between larger block size and performance so it’s better to keep the block size moderate, in the range 
of 256 and 512 bits. Its structure consists of elliptic curves and elliptic curve algorithms which are 
completely based upon its own mathematics. The nature of this mathematics is very hard to grasp at 
first. This scheme is not vulnerable to any kind of known attacks and it is extremely secure. As all 
other cryptographic algorithms, the parameters must be selected with some care. Otherwise it may 
open some trap doors, which may be exploited by the attacker. Elliptic curve cryptography has no 
comparison with ElGamal scheme as it outclasses it in all areas such as security, efficiency, smaller 
keys etc. Still ElGamal has been widely used compared to Elliptic curve because of its popularity and 
ease of implementation, while Elliptic curve is difficult to understand and implement. One more reason 
for ElGamal popularity is  that  it  is  not patented and freely available  for all  kinds of commercial 
applications, while Elliptic curve schemes are mostly patented. 

In future, Elliptic curve schemes will take over ElGamal in particular and also RSA, but its just 
the matter of time that when doest it happen. It is recommended for the communication of top secret 
information.  The world has  just  started  to  understand the  value  of  elliptic  curve based schemes. 
Germany has made it a standard communication algorithm for government information. In European 
airports, it has been started to be deployed. Germany has taken the initiative. It has a broad spectrum of 
applications; particularly the e-commerce industry is accepting it as a standard security scheme due to 
its efficiency and high security. By looking at its market penetration, we can imagine that elliptic curve 
cryptography is going to take over RSA in future.

3.4 Applications
There are many applications of confidentiality but I have chosen some industry standards to 

show how these systems incorporate the given ciphers. The first one is PGP/SMIME, which is an email 
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privacy standard that sits at the application layer of the TCP/IP protocol suit. SSL/TLS is the current 
standard protocol which is used for secure communications over the Internet. The protocol works at the 
transport layer. The third protocol is IPSec that is a standard IP layer protocol for VPNs over the 
Internet. I will investigate in the next sections which ciphers they use for the confidentiality service and 
the reasons of using these ciphers in light of our previous discussion.

3.4.1 Application Layer: Email Confidentiality using PGP/SMIME

PGP supports three block ciphers for bulk data encryption to provide confidentiality. Any one of 
them can be used at a time. The ciphers are CAST, IDEA and Triple DES. As we have already seen in 
chapter, 3 that all these ciphers are now outdated. They could not even qualify to the final stage of the 
AES contest. They have some efficiency and security problems. Instead, I would recommend that PGP 
should include support for the current AES and SERPENT, which are vey secure and efficient. If we 
still continue to use the old ciphers then it will be easy for the attackers to attack the PGP. SMIME is 
having the same problem of using old ciphers, for confidentiality of data. The cipher supports only 
3DES which although is a good cipher, it has been under the observation of many cryptographers to 
analyze  the  strengths  and  weaknesses.  The  cipher  is  far  slower  than  the  current  AES.  I  would 
recommend that SMIME should include support for AES at least. SERPENT could also be a good 
choice to support, because of the level of AES use in almost all areas and its having some flexibility 
with its parameters.

Both PGP/SMIME use RSA for the transportation of session keys to be used in the block cipher. 
We have already seen that it is a good application of public key ciphers as they are well suited for 
small amount of data. RSA is a good choice, but for the future these protocols should also support 
elliptic curve encryption, for secure transportation of keys, which is very efficient and secure. For the 
reasons I have already discussed, the choice of cipher depends upon the situation and context in which 
PGP/SMIME is  used.  It  depends  for  example  how much  security,  efficiency and ease of  use  is 
required.

In short, since email can be a very private thing, it requires more careful attention regarding 
security.  Both  RSA and  elliptic  curve  are  good  ciphers  for  keys  transportation,  while  AES and 
SERPENT are good for the email body encryption.

3.4.2 Transport Layer: Web Confidentiality using SSL/TLS

SSL/TLS both support contemporary ciphers such as DES, 3DES, IDEA and AES. As we have 
already said that DES has been found insecure, it should be no more supported or at least one should 
not use it while using the SSL/TLS protocol. 3DES and IDEA are also suited to be used but they are 
inefficient compared to AES. I would recommend to use AES always, which is the current industry 
standard. Also I would recommend that SSL/TLS should include the support for SERPENT, MARS, 
RC6 and Blowfish, which are very well suited. But one should always try to use AES and SERPENT if 
the end systems support them.

For the key exchange, SSL/TLS supports both RSA and elliptic curves which is a good idea. 
Both are current industry standard. In future, I would recommend using elliptic curves instead of RSA 
due to its efficiency. If efficiency is not required, then RSA is a good choice.

3.4.3 Network Layer: IPSec

IPSec is a general purpose security protocol that works at the network layer. Since all packets 
have to go through t the network layer, it can provide security services to all kind of applications. The 
protocol incorporates the services of two block ciphers 3DES and AES. Both are good ciphers, but it 
should be more flexible with the choice of ciphers. IPSec should include support for SERPENT. The 
usage of AES and SERPENT are recommended, while trying to avoid 3DES due to its inefficiency 
compared to others. While one has a choice of using ciphers such as AES and SERPENT, there is no 
point in using the older ciphers apart from backward compatibility or the legacy systems that don’t 
support the latest ciphers.
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4 Message Integrity: Using Hashing

4.1 General
Message integrity and message authentication are one of the most important aspects of secure 

communications. The message authentication service can be provided using simple encryption. The 
cipher text of the message itself serves as its authenticator for both kinds of encryption techniques, 
shared secret key and public key. We know that the corresponding encryption key is known only to 
the sender and hence we assume that the message has been sent by a legitimate sender. We can 
assume the same for the receiver as the decryption key is known only to the receiver and hence he 
can decrypt the message. I have already discussed encryption techniques in the previous chapter. 
The recommended ones can be used for this purpose. I have also introduced other techniques for 
authentication services in chapter 2. Each one of these techniques has their pros and cons. The other 
techniques  are hashing and message authentication codes.  In the next sections I  give a broader 
comparison of different industry standard techniques to provide message integrity. 

Most of the requirements and evaluation criteria apply from section 2.2.6. In addition, hash 
functions should follow specific requirements, such as that it  should be infeasible to reverse the 
digest to find the message, and it should not be possible to find two messages having same message 
digest.
The table 4.1 summarizes and compares the most important and contemporary hash functions. 

PROPERTIES/HASH MD5 SHA RIPE-MD WHIRLPOOL

Digest Length(bits) 128 160/256/384/512 160 512

Block Size(bits) 512
512 for 160, 256
1024 for 384, 512 512 128

Message Size(bits)
Less Than

Arbitrary
Arbitrary length  but  Max 

264 for 160, 256
2128 for 384, 512

Arbitrary but Max 
264 2256

Rounds 4 4 5 10

Steps 64(4*16) 80(4*20) 160(16*5*2) 40(10*4)

Security:
Birthday Paradox 64 80/128/192/256 80 256

Speed/Efficiency Fast Medium Slow Extremely High

Complexity Simple simple Simple Very Simple

Flexibility
NO YES NO NO

Attacks
YES

Brute force, 
cryptanalysis

NO NO NO

Table 4.1: Comparison of well-known hash functions
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4.2 Hash Functions
Message Digest version 5 known as MD5 has developed by Ron Rivest at MIT and is one of 

the most widely used hash functions to provide information integrity in a wide variety of products 
today. The hash function MD5 is very well discussed in [1, pg 348]. It is very simple and easy to 
implement  in both software and hardware.  In particular,  it  is well  suited to hardware,  where it 
performs very well because originally,  it was made compatible for 32 bit architecture hardware. 
Therefore it is very efficient in some specific kinds of hardware. It takes on arbitrary length of input 
and processes 512 bits block from the input with some padding scheme. 

MD5 consists of four rounds, each round having 16 steps. More steps mean higher security 
but lower efficiency. Hence this is the trade off which should be balanced, but MD5 doesn’t give 
any choice to choose from. The scheme translates the arbitrary length input message to a fixed 
length 128 bits message digest. The whole process of mapping the input message to output digest 
consists of four steps. The first step adds some padding bits to make the message block size 512 
bits. This means that the padding is in the range of 1 and 512 bits. In the second step the total length 
of the message including the padding is appended to the message.  In the third step, the buffers 
which are used during the processing are initialized. The fourth and last step consists of the actual 
processing, where a compression function operates in 16 rounds. 

I will not go into the details of the algorithm. I have given these steps because for evaluation, 
we will have to refer back to these steps. Another reason of mentioning these steps is that these are 
the general  steps,  which are  followed in  other  hashing schemes.  It  means  that  the bases of all 
schemes are the same, but the actual processing in step four differs. The hashing scheme industry 
follows  the  same  trend  as  symmetric  block  ciphers,  which  still  rely  on  the  Feistel  network 
architecture. Since these bases are very much analyzed, it’s not a good idea to develop schemes 
based on new ideas. Those ideas may look very secure and efficient at first, but after analysis there 
may be some serious flaws, and hence it will require extensive evaluation and analysis. The base 
architecture of almost all hashing schemes follows from the MD4 scheme, which is the predecessor 
of MD5. It has been considered one of the most secure messages fingerprinting schemes, but now 
certain flaws in its architecture has been found. The basic flaw is the message digest length which is 
too  short.  This  short  length  gives  shorter  output  space,  where  any  kind  of  message  can  be 
transformed to only 2128 possible messages. It is possible to find two messages having the same 
message digest, hence violating the basic principle of hash functions. The upcoming hash schemes 
try to avoid this situation by using longer output space such as 256 and 512 bits. Another flaw in 
MD5 makes it possible to launch cryptanalysis based attacks, such as using the birthday paradox. 
This is a kind of brute force attack that tries to find the same mapping of different messages into 
same hash value.  The scheme is  secure only to provide 64 bit  security.  On average,  264 is  the 
amount of operations required to find collisions using brute force attacks. It’s not recommended to 
use it in any situation where integrity is the concern. But it can be used as a simple checksum for 
finding errors during transmission. 

Apart from this, MD5 should not be used in a practical environment. It can also be used to 
study the future hash functions due to the simplicity. It is easy to understand the architecture and 
based on this architecture new more secure and efficient schemes could be developed. It is not 
flexible in a sense that MD5 doesn’t give any choice for digest length in particular and number of 
rounds  in  general.  It  should  be  more  flexible  to  be  incorporated  into  many  applications  and 
hardware.  These  limitations  of  MD5 limit  its  usage  in  different  levels  of  security  requirement 
applications. 

SHA,  Secure  Hash  Algorithm,  is  a  family  or  suit  of  hash  functions  to  provide  message 
integrity. The scheme is very secure and efficient. It is currently used in most products due to its 
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flexibility, efficiency and high security. The scheme is based on the same ideas as MD4 and MD5 
[1, pg 357]. It consists of the same four rounds but the number of steps in each round differs, which 
is  20.  These  added  steps  add  to  its  security.  There  is  a  restriction  on  the  message  length  for 
particular digest lengths. It doesn’t take arbitrary length inputs as MD5. The message lengths should 
be less than 264 bits for 160 and 256 bits digest length and 2128 bits for 384 and 512 bits digest 
length. Accordingly, the scheme processes block size of 512 for 160 and 256 bits digest sizes and 
1024 for 384 and 512 bits digest sizes. SHA doesn’t use 128 bit digest size at all which was the 
basic flaw of MD5. This is a great flexibility that enables SHA to be used in different kinds of 
applications, software and hardware. The total amount of steps in SHA is 80 compared to MD5 60 
steps. It means SHA is less efficient but it’s not a big difference compared to the amount of security 
that it adds. There is no added complexity to the architecture of the scheme, to increase the security 
and to fix the flaws in MD5. Rather it was the added digest length and the transformation function 
in step 5 that increases the amount of security. 

It is as simple as MD5 not only in understanding but also in implementation. SHA provides 
80, 128, 192, and 256 bit security for 160, 256, 384 and 512 bits digest length respectively, against 
birthday paradox brute force attacks. SHA provides at least 32 bits more security than MD5. This is 
huge gain compared to MD5 only 64 bit security against brute force attacks. This means that brute 
force attacks are infeasible against SHA. Cryptanalysis has been also made difficult by changing the 
transformation function in step 4. Compared to MD5, this is another big improvement. Due to the 
high security, flexibility and efficiency I would recommend SHA for all kind of applications which 
need  highest  level  of  integrity  requirement.  It  has  been  used  in  a  wide  variety  of  applications 
currently. I will discuss some of them in the next section.

RIPE-MD  is  another  very  secure  message  fingerprint  algorithm [1,  pg  365],  which  was 
developed by the people who launched successful attacks on MD4 and MD5 earlier. Hence these 
people knew the weaknesses of hash algorithms. They tried to avoid all those weaknesses and came 
up with a new algorithm that inherits the design architecture from MD5 and SHA. Like both of 
these schemes, it consists of 4 rounds of the same functionality, but improving the transformation 
function in step 4. In addition, the digest length has been increased to thwart the known brute force 
attacks against shorter digest length, which is 160 bits. It operates on a block size of 512 bits which 
is the same as MD5 and SHA-1. RIPE-MD accepts arbitrary length input message but less than 264 

as maximum, which is the same as SHA. The process consists of 5 rounds, each of 16 steps in pairs 
of two which makes in total 160 steps. Compared to other schemes, this is huge. This makes it very 
inefficient  and slow in performance  compared to other  schemes.  For higher  security,  this  is  an 
unacceptable amount of processing overhead. The scheme can be used only where performance is 
not a concern but only high security is required. This limits its application domain and hence it is 
not so popular. It is difficult for someone to prefer it over SHA. There is no argument in any area 
which supports RIPE-MD against SHA but it is clearly preferable against MD5 which is far weaker 
in the area of security. Although there are no known attacks such as brute force and cryptanalysis 
against RIPE-MD, due to the above mentioned drawbacks it is not recommended. 

WHIRLPOOL is a hash function designed by Vincent Rijmen and Paulo Barreto. Vincent 
Rijmen is one of the co-founders of the current AES block cipher. He used his knowledge from 
AES and came up with a hashing scheme which was totally based upon AES; in fact a substantially 
changed form of AES.  WHIRLPOOL takes an arbitrary length input message but less than 2256 bits 
in size and transforms it into a 512 bits fixed size digest value and operates on a 128 bit block size 
at a time [28]. This 128 bit block size clearly reflects the effects from AES which also operates on 
the same size. The whole process consists of 10 rounds each one of 4 steps. In total this makes 40 
steps.  In  my view,  compared  to  all  other  schemes  in  table  4.1,  there  is  no  similarity  between 
WHIRLPOOL and the other schemes. It looks far better than MD5, SHA and RIPE-MD in all areas. 
It also inherits the amount of security from AES. The message digest length of 512 bits gives a very 
broad mapping domain for the messages to avoid collision. There are 2512 possible messages where 
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the arbitrary length message could be mapped. Therefore it is very difficult to find two messages 
having same digest. In comparison to MD5, which has only 128 bits and RIPE-MD 160 bits, 512 is 
a huge increase, while SHA can provide 512 bits of message digest. By looking at table 4.1, we can 
clearly  see  the  difference  in  all  areas.  I  recommend  WHIRLPOOL  for  all  levels  of  integrity 
requirement. In my opinion, it is going to be the hash function of the future. Currently, it is not 
widely deployed  because it  is  not  so popular  and just  recently  developed.  The AES trademark 
greatly increases it popularity. The people can trust in the security of this protocol because of the 
involvement of Vincent Rijmen who has been the co-founder of AES. It can be incorporated into all 
kinds of applications, although I can’t mention any commercial product, because it is very new and 
still in the phase of getting acceptance from the industry. 

4.3 Applications
There are many applications of information integrity.  I  have chosen three industry standard 

applications which use the protocols that I have evaluated in this chapter. I would like to see which 
protocols these application use and why do they use it. I will look into the details according to my 
results in this chapter.

4.3.1 Application Layer: Email Security through PGP/SMIME

PGP/SMIME use MD5 and SHA for email integrity. As we have already mentioned, that MD5 
has turned out to be insecure. Collisions can be found and hence two messages can have the same 
digest value. Therefore it is not trustable. SHA is a good choice which is very secure, efficient, simple 
and easy to implement. PGP/SMIME should also include support for RIPE-MD and WHIRLPOOL. I 
would recommend SHA and WHIRLPOOL. My final choice would be WHIRLPOOL for the reason I 
have already discussed. RIPE-MD should be used as a third choice because its not yet very mature in 
terms of evaluation in the industry. 

4.3.2 Transport Layer: Web Security through SSL/TLS
SSL/TLS also uses MD5 and SHA. The discussion from the previous section equally applies here.

4.3.3 Network Layer: IPSec

IPSec uses SHA-1 which has 160 bits  digest  length for integrity  protection.  As we have 
already seen that SHA is very secure, trustable, efficient and flexible protocol. If one needs more 
security then SHA can be used with larger digest lengths such as 256 bits. SHA is the only protocol 
that IPSec supports. It should include the support for RIPE-MD and WHIRLPOOL. My choice is 
WHIRLPOOL which I will recommend. It is far more efficient and secure than the other protocols, 
in my opinion.
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5 Conclusions

5.1 Results and Summary

The current results show that the security protocols and their parameters must be selected with 
great care. Otherwise a very secure method would turn into an inefficient and unsecure method. 
From the  previous  discussion,  I  have  summarized  the  results  in  table  5.1  which  contains  the 
recommended protocol suits, the reasons for choosing them and other key characteristics.

Characteristics/ 
Service

Confidentiality
(Symmetric key)

Confidentiality
(Asymmetric key or Public Key)

Integrity

Protocol AES and SERPENT RSA and Elliptic Curve SHA and WHIRLPOOL

Current Industry 
Standard

AES RSA SHA

Recommended 
Protocol for Future

SERPENT Elliptic Curve WHIRLPOOL

Reasons of 
Recommendation

Highly Secure
Efficient, Flexibility

Freely available

Highly Secure
Free

Easy to implement

Reliable
Efficient

Simple and Free

Best Usage Scenario Bulk Data Encryption Transportation of keys All

Care Required No Yes, parameters No

Table 5.1 Results for confidentiality and integrity services

AES and SERPENT are the two final contenders in my list for providing confidentiality. They 
are symmetric key ciphers which provide bulk data encryption. The current industry standard is 
AES but I prefer SERPENT over AES because of its high flexibility that makes it applicable to a 
wide variety of applications and hardware. Additionally it is as secure and efficient as AES. Both of 
these protocols don’t  require any care for choosing parameters,  because they have already well 
defined parameters. Additionally they can be used in cipher block chaining mode, which is a good 
choice  because  of  its  efficiency and security.   RSA and Elliptic  Curve are  the two public  key 
ciphers which are used largely for secure transportation of keys for symmetric block ciphers. They 
are also good choices for encryption of small amounts of data such as banking transactions. The 
reason is that  the security of these ciphers relies upon mathematical  functions.  There is a huge 
processing overhead associated due to these functions. Current industry standard is RSA but I prefer 
Elliptic Curve which is more efficient and secure than RSA. It also uses very small keys compared 
to  RSA which  makes  it  a  very  good choice  for  the  e-commerce  industry,  which  requires  less 
processing  overhead.  Both  of  these  ciphers  require  great  care  while  choosing  their  security 
parameters.  Otherwise  they  will  not  provide  the  required  service  with  service  guarantees.  To 
provide integrity, I have chosen SHA and WHIRLPOOL. Current industry standard is SHA but I 
have chosen WHIRLPOOL instead. The reason is its high efficiency, reliability, simplicity and that 
it’s freely available. There is no need to take care about its parameters, which are fixed.
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To conclude, I would like to quote a few very important facts from my teacher and this master 
thesis supervisor Viiveke F.

• “If there is no possible attacker, there is no need to do anything!
• If an attacker can’t do anything, you regard as damage (neither C, I nor A), there is no 

need to do anything.
• If  the security countermeasures  cost  more  than the expected  damage,  make sure you 

know  why  still  you  want  the  protection  (Reputations,  laws,  uncertain  about  max 
damage?). ”

5.2 Further Work
This  master  thesis  work  could  easily  be  extended  to  a  large  extent  in  the  future.   I  would 
recommend the following,

• The collected results could be verified in a simulated environment using simulators such 
as NS2. 

• The results can also be tested in real world scenarios.
• Authentication protocols can be evaluated in the same way and in simulated environment.
• The collected results could be compared with the results from other researchers working 

in this area such as the COSIC [2] project.
• The evaluation  process  can  take  into  account  more  parameters  such  as  mathematical 

properties of the algorithm.
• The security incidents related to this area, from the real world could also be gathered, 

finding out the reasons and explaining it in the context of this master thesis’ results. 
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APPENDIX A: Important Definitions

PGP: Pretty Good Privacy
PGP is a standard protocol for email privacy that sits at the application layer of the TCP/IP 

protocol suit. The protocol suit supports contemporary ciphers for confidentiality of emails.

SMIME: Secure Multipurpose Mail Extensions
SMIME is a standard framework for defining emails content. It works similar to the PGP. 

Initially,  MIME was defined to  standardize  the email  content.  Later  on,  security was added to 
MIME to provide confidentiality service for emails.

SSL/TLS: Secure Socket Layer/Transport Layer Security
SSL/TLS provides security to any kind of traffic at the transport layer of the TCP/IP protocol 

suit. It provides the services of confidentiality, integrity and non repudiation. It is a standard which 
gives a choice for one to choose from the best ciphers and protocols.

TCP/IP: Transport Control Protocol Internet Protocol
It is a standard Internet framework that contains protocols for different functions. It divides 

the communication system in five layers. The layers are application layer, transport layer, network 
layer, data link layer and physical layer.

IPSEC: Internet Protocol Security
IPSEC is a standard protocol suit that works at the network layer of the TCP/IP protocol suit. 

One can choose from many industry standard ciphers and protocols.

VPN: Virtual Private Network
VPN is a general term for encapsulation of one data packet into another. Another term that is 

frequently used for this concept is tunnelling. The example is, encapsulation of ipv6 packet into 
ipv4 packet to transport it over a tunnel where the communication cloud doesn’t support ipv6. The 
term is most frequently used for private communication over shared communication infrastructure 
such as the Internet. 

MD: Message Digest
The hash function transforms an arbitrary length input into a fixed length output. This output 

is called message digest of hash value.

SHA: Secure Hash Algorithm
SHA is an algorithm that calculates a message digest or hash value of an arbitrary length 

message.

CIA: Confidentiality, Integrity and Availability
It’s  a  terminology  for  representing  the  most  important  security  services  or  requirements 

namely confidentiality, integrity and availability.

CI+A: Confidentiality Integrity and Authentication
It is a terminology to represent confidentiality, integrity and authentication security services 

or requirements.

FN: Feistel Network
Feistel  network  is  a  structure  in  which  certain  operations  are  repeatedly  applied  through 

multiple rounds. The operations include bit shuffling through permutation-boxes, simple non-linear 
functions through substitution-boxes and linear mixing through XOR operation.
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SPN: Sub-Per Networks
Sub-Per networks or SPNs consist of mathematical operations which are linked together to 

transform input bits into output bits.

AES:  Advanced Encryption Standard
The Advanced Encryption Standard process consists of the work done by the National Institute 

of Standards and Technology,  NIST, and the cryptographic community to find the best suitable 
encryption algorithm.

NS2: Network Simulator version 2
NS2 is a network simulator which has two interfaces. One interface is used to implement any 

user defined network protocol or algorithm. The second interface shows it  output in a simulated 
environment. Currently, most important network protocols are implemented but its not yet mature to 
support the security.
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