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l. INTRODUCTION 

TELETEX is a new international telecommunication service 

for text communication between terminals capable of data 

storage and possibly integrated in a informat ion proce ss 

ing system, [l]. The new service is intended to fill the 

same needs as does business mail. With regard to informa

tion security this means that the information ha ndled by 

the TELETEX system shall not be unintentionally changed 

or destroyed or lost to an unintended receiver. Measures 

to prevent this are called information protection. (We 

prefer to use the terms information s ecurity and informa

tion protection rather than data security and data pro

tection. The reason is that "data " in the sense of a string 

of symbol s may be lost without revea ling the information 

represented by the data. This is for example the case 

when the data consists of encrypted information) . 

One of the most efficientmethodsfor information proteetlon 

is to use encryption. This means that the information is 

transmitted using a ''language" which i s not understood by 

other than the intended receivers. Thus the information 

is efficiently protected against loss and in most cases 

also against undetected change. Cryptological methods 

can also be used to detect information destruction. In 

Section 2 of this report we discuss the basic problems 

involved with the use of encryption in data networks in 

general. 

In a separate report we discuss the possible threats to 

the information security in TELETEX. This leads to sugges

tions regarding suitable protection methods . Our stand

point is that TELETEX shall offer at least the same level 

of information security as does the established mail di

stribution system. 
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2. ENCRYPTION FOR INFORMATION PROTECTION IN DATA NETWORKS 

2.1 General 

Encryption is a reversible transformation of the ( sui tably 

represented) information. The transformation is ehosen from 

a (large) set of possible transformations. The choice is 

governed by a key, which mus t be kept secret. The intended 

receivers, however, must have access to a corresponding 

key in order to decrypt the received data, i . e . to per

form the inverse to the encryption transformation. 

The simplest example of text encryption is the Caesar 

cipher. (The words "cipher" and "encryption transforma

tion" are used synonumously). Each letter i n the plain 

text is replaced by the letter K steps further i n the 

english alphabet, where Z is followed by A. Here K is the 

key. If, for example, K is 2 the word TELETEX is encrypted 

into VGNGVGZ. Evidently this cipher is weak, first because 

the low number of different transformations (26) which 

makes it easy to guess the correc t key a nd seeond because 

the symbol frequencies are unchanged. Since E is the most 

common symbol in english a good guess is that the most 

common symbol in the encrypted string, the cryptogram, 

earresponds to E in the clear text. The process, the crypt

analysis, is continued using a table of letter frequencies 

in english. 

From the above example we conclude that the number of keys 

corresponding to different transformations must be suffi

ciently large to make a correct guess unlikely and that 

the structure of the plain text must not be reflected in 

the cryptogram. 

To estimate the necessary number of keys we as s urne that 

the cryptanalyst (the "enemy") has available a fast com

puter, capable of testing o ne hypothetical key each micro-· 
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45 second. In one year the computer has tested about 2 keys. 

Thus, as a rule of thurnb, a binary key must have at least 

45 bits. The U.S. Data Encryption Standard (DES), described 

in the Annex) has 56 bits. Martin Hellman and Whitfield 

Diffie of Stanford University, however, have argued [2] 

that 2
56 

keys is insufficient regarding the possible fu

ture superfast parallell processors available to the crypt

analysts. The conclusion of this critisism is tha t a 56 

bit key (or a key of any size, for that matter) has to 

be changed frequently enough to make a correct guess of 

the actual key unlikely. 

One of the reasons that the cryptogram produced with the 

Caesar cipher reflected the structure of the plaj:n text 

is that only one symbol at a time is encrypted. The Caesa r 

cipher is an example of a block cipher (with block length l). 

The DES is also a block cipher (when used in a straight

forward manner) but with a block size of 64 bits. With 

large enough blocks there is a tendency that the possible 

blocks of symbols are grouped into one group of "typical" 

blocks with approximately the same prohability and one 

group of "nontypical" blocks with very low probability . 

(The equipartition principleJ. Thus the frequencies of the 

cryptogram-blocks corresponding to typical plain-text blocks 

are approximately eyual and thus of no help to the crypt

analyst. It must be observed, however, that the number of 

typical 64-bit blocks, for example, usually is far les s 

than 2
64

. If the 64 bits represents 8 characters of english 

text there is in the order of 2
12 

typical blocks. Thus 

a guess of single plain-text blocks when the DES is used 

as block cipher might be successful in reasonable time. 

2.2 Block Ciphers 

When block ciphers are used, the plain text is divided 

into blocks of equal length. Each block is subject to the 
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same encryption transformation until the key is changed. 

Thus the cryptograrn appear in blocks, usually of the same 

length and with the same symbol set as the plain text. 

We will lirnit our discussion to ciphers for binary re

presented information. The results are valid for any al

phabet. The block size of the plain text (x) and the cryp

tograrn (y) is b bits and the size of the key (z) is k bits . 

C.f. figure 2.1 

b bits 
x T(z) 

z k bits 

Figure 2.1 Block cipher 

b bits 
y 

When analysing the cipher there are two kinds of approaches: 

The statistical approach and the known plain text approach. 

The statistical approach was used by Shannon [3]. He 

assurned that the cryptanalyst observed the cryptograrn y 

and had cornplete knowledge of the set of encryption trans

formations T(z) and of the source producing the plain text 

x. The goal of the cryptanalyst is to derive the plain 

text x or the key z. Shannon's essential result is that 

it is possible for the cryptanalyst to achieve his goal 

after having observed a sufficient nurnber of cryptograrn 

symbols. It must be noted, however, that Shannon did not 

take into account the computational work involved in 

deriving t he plain t e x t or t he key. 
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When taking the known plain text approach we assume that 

the cryptanalyst knows the set of encryption transfor

mations T(z), together with any amount of plain text and 

the corresponding cryptogram. His goal i s to derive the 

key z. Due to Shannon it is possible for the cryptanalyst 

to do this, if it was not for the computational work in

volved. Thus the cipher must be designed to that the com

putational work needed to derive z from x and y (see fig

ure 2.1) exceeds all "practical'' limits. As yet (1978) 

there is no theory by which it is possible to quantitatively 

state (in terms of computer time or number of operations) 

the necessary amount of computation. The emerging theory 

of computational complexity offers promises in this direc

tion. 

Even if we today have to rely on empirically tested ciphers, 

the situation is not too disappointing. There are ciphers 

which are considered to be highly reliable and for which 

we know of no other way to break then to use t he exhaustive 

search, i.e. trying all possible keys. 

Note that we always assume that the cryptanalyst has a 

complete knowledge of the cipher, in the sense that he 

knows the set of transformations T(z). The only secret is 

the key z. This may sound strange, but the assumption is 

certainly realistic. The cryptanalyst always have some in

formation about the cipher. The information that is assumed 

to be hidden for the cryptanalyst can be regarded as a 

part of the key. 

The simple block cipher with fixed key is seldom a good 

choice for encryption in data networks. One of the reasons 

is that frequent plain text blocks eauses equally frequent 

cryptogram blocks. Thus by analysing the statistics of 

the cryptogram, the cryptanalyst may make correct estima

tions of when the most frequent plain text blocks appear 

and thus interpret this part of the data. This is avoided 

by using the methods described below. 
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2.3 Running Key Ciphers 

The main reason for the weakness of the block cipher is 

the fixed key. By varying the key in some irregular fash i o n 

we make it much worse for the cryptanalyst to derive the 

key sequence. The problem is now how to vary the key. The 

usual way to do this is to use a sequential generat or, 

for example a non-linear feed-back shift register. See 

figure 2.2. 

x T (z) y 

z 

ou ter 
key Sequential 

u 
generator 

inner 
key 

v 

Figure 2.2 Running key cipher 

The sequential generator is controlled by the outer key 

(often simply called key) provided by the user (or the 

using machine) and by an inner key which is usuqlly g~ne

rated automatically. 

The inner key is regenerated at the beginning of each 

message. The reason for this is to prevent that the same 

key sequence z is used for every message. The receiver 

must be informed about the inner key. Usually this is 

transmitted before the start of each message and is thus 

subject to wiretapping. The outer key is kept secret. 
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The idea is now that, by a suitable design of the sequen

tial generator, a moderatly long outer key (say 50-100 

bits) can be expanded into a very long (million s of bits) 

sequence of symbols z. The hope is that the sequence z 

behaves like a randomly ehosen key in the sense that it 

can not be derived from the knowledge of some of the sym

bols z. Theoretically it is always possible to derive the 

whole sequence z , given a sufficient number of symbol s z. 

Again we have to rely upon that t his derivation takes pro

hibitively long time. With a suitably designed sequential 

generator this is in pract ice fulfilled. (A linear se

quential generator does no t suffice!) 

Thus the cryptological strenght lies in the sequential 

generator and the transformation T(z) may be made very 

simple. Mostly the symbols z are added modulo 2 (ex

clusive OR) to the plain text symbols x. This is sym

bolized as shown in figure 2.3. 

_x ______ ~~~~------y~ 
y= x0 z 

z 

Figure 2.3 A common transformation T{z) for running 

key ciphers 

2.4 Cipher Feedback 

Another way to produce a random-like key sequence z is 

to use a transformatio n of the cryptogram, as in figure 

2.4. ThiR me t hod iH cnlled 9ipher feedback and is pro

posod by llw U. S . l~ l,dor a.l. Telecomrnunications s tandard 

Comrni ttee for us e with the DES as transformation s. [4]. 
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Encryption Decryption 

x y y x 
{.~ "~ 'V 

z z 

Key s s Key 

Figure 2.4 Cipher Feedback 

The transformation s is ~rucial to the strength of this 

cipher, and a good block encryption transformation, like 

the DES, is recornrnended. The modulo 2 adder in figure 2.4 

may of course be replaced by any reversible transformation. 

2.5 Cipher Block Chaining 

The weakness with block ciphers that frequent plain text 

blocks appear as frequent cry ptogram blocks may be avoided 

by adding the cryptogram blocks modulo 2 to the next plain 

text block before encryption . This is called cipher block 

chaining and is also proposed by the U.S. Federal Tele

cornrnunications standards Cornrnittee for use with the DES. [4]. 
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Encryption Decryption 

store of store of 
one block ~ o ne block 

x 
~ 

y 
-l T(z) T (z) + 

z z 

Figure 2.5 Cipher Block Chaining 

In comparing the two last methods we see that the block 

length when using cipher block chaining is fixed to 

the block length of the block cipher T. I f c ipher feed

back i s used the block length may be ehosen freely. If 

it is s maller than the block length of S (see figure 2.4 ) 

then the input to s is compos ed of several cryptogram 

blocks y and only a part of the output symbols of s is 

used as symobls z. In that case, however, cipher feedback 

is slower than cipher block chaining given that equiva

lent devices are used for S and T. 

x 

In both methods there is a need for an initial cryptogram 

block, (called seed), not belonging to the message crypto

gram. When using cipher feedback the transformation S needs 

an input block to start with and in the case of cipher 

block chaining the memory i n the feedback link must be ini

tially filled with one block of data. The seed is prefer

ably ehosen at randoro and transrnitted to the receiver. 
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Both methods suffer from some error propagation. This means 

that a transmission error in one bit will cause incorrect 

decryption of several following bits. If cipher feedback 

is used the error propagation extends to one block length 

of the transformation S. When using cipher block chaining 

the result is slightly worse as the block in which the 

error eecurs and the following block both yield erroneous 

message block after decryption. Thus, with DES as an ex

ample, an error in one bit eauses 128 bits (16 bytes) of 

erroneous decrypted message. 

2.6 Key Problems 

With the possible exception of the public key systems de

scribed in the following subseetian all ciphers require 

as secure channel for the transmission of the key to the 

receiver. Classically the key was transported by a courier, 

but unfortunately couriers fit poorly into the organiza

tion of a data network. still, however, similar methods 

may be used. One example, is that a magnetic tape or other 

storage media containing a large number of keys may be 

transported (in a reliable way!) to the receivers. The 

keys are numbered and before each message (or at some 

other instant) the transmitter informs the receiver about 

which key to use. 

A simple way, which in practice often proves to be the 

best compromise between security and camplexity is to use 

plastic cards with magnetically readable stripes of the 

same type as in unattended bank terminals etc. These cards 

can easily be distributed by registered mail. The key may 
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then be camposed of the data on the card, a memorized nurn

ber, data stored in the terminal, and data entered at the 

communication instant. The best solution depends on the 

actual application. 

In a data network with several users the key must be unique 

for each message or message category to avoid decryption 

by member s of the user group who are not supposed to read 

the message. One method with which this is approximately 

achieved is to have a key distribution center. In this cen

ter all t he private keys belonging to the users of the net

work are (safely!) stored. Before sending a message the 

transmitter calls the key distribut ion center for a session 

key. A s uch is ehosen randomly in the key distribution center 

and transmitted both to the transmitter a nd the intended 

receiver in encrypted form, using the private keys. The 

session key is decrypted in the transmitter and the intended 

receiver and thereafter used for encryption and decryption 

of the message and finally discarded. By making the set 

of keys from which the session key is drawn large the p r o·

bability of using the same session key twice can be made 

arbitrarily small. 

2. 7 Public Key Systems and Electronic Signatures 

An ingenious way to circumvent the need for a s ecure chan

nel to communicate the keys was published 1976 by Whitfield 

Diffie and Martin Hellman of Stanford University [5 ]. Their 

idea is built upon the existence of one-way functions. A 

one-way function f is computable in a reasonable amoun t of 

time in the "forward" direction, i.e: 
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y= f(x) can be computed. 

The function has a mathematical inverse f- 1 , but the time 

to compute the inverse is prohibitively long, i.e: 

-l x = f (y) can not be computed. 

The words "can" and "can not" has no precise interpreta

tion, since there is no theory of one-way functions as 

yet. In practice the interpretation must be that the 

time needed to calculate f(x) is of the same order as, 
x -l 

say the exponential function e while the inverse f (y ) 

should take more time than the lifetime of the actual 

equipment. 

still we can not prove that any function is one-way, but 

we have proroising candidates. One example is 

x y = a mod. p 

where p is a large prime and (p-1/2) has no small prime 

factors. This function was used by Diffie and Hellman in 

a public key distribution system requiring no secure chan

nel. 

All operations are done modulo p. The function of the 

boxes denoted "exp" in figure 2.6 is that the input is 

raised to the powers u and v respectively. Thus for user A: 

User B obtains: 

u v uv z = (a ) = a = z b a 

Thus the correct decryption is performed. 
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User A User B 

.. 
x Encryption y Decrypt ion x 

z z b a 

A' s 
key J ex p B' s 

u ... , ex p v 
key 

v ~ u 
a a 

Public table 

( "Phonebook") 

A au 

B a v 

. . . . . . 

Figure 2.6 Public Key Distribution Systern 

The pararneters u and v are randornly ehosen by A and B 

respectively and kept strictly secret. They are safely 

stored in the terminals and cornmunicated nowhere. I n

stead the users publish a function , au mod. p, of their 
v secret parameters. When transmitting to B, A reads a (B' s 

phone nurnber") from the public table. A raises av to the 

power u (mod. p) and uses the result as encryption key as 

shown above. 
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No one else, except B, is able to derive the correct 

encryption/decryption key due to the one-wayness of av 

mod. p. B knows that A is the sender of the e ncrypt ed 

message. B reads au from the public table and raises that 

to the power v (mod. p) and thus obtains the correc t de

cryption key. 

The clue is that u can not be calculated from a u mod . p 

and thus au can be publicly known. Except for cert ain 

prime number p there is no known algorithm for the c al

culation of u from au mod. p in reasonable time. I n the 

future, however, we might find faster algorithms a nd 

we feel that more research is needed before Diffie and 

Hellman's public key distribution system can be relied 

upon in a non-experimental data network. 

Other ideas for public key cryptosysterns have been pub

lished by Merkle and Hellman [6] and by Rivest [7]. 

These have eaused rnuch attention but have been seriously 

criticized by Tore Herlestam [8]. To our knowledge, the 

only public key cryptosystem that has resisted all atternpts 

to break it is Diffie and Hellman's public key distribu

tion system described above. Certainly, though, we will 

see more of this kind in the near future. 

One-way functions can be used for other purposes as well. 

One is the so called "electronic signature". A conventional 

signature is characterized by its uniqueness: No one but 

the person who has written it can write something similar. 

Thus a signature is a tie between an individual and the 

docurnent where upon the signature is written. 

The output of a one-way function serves the same purpose 

as a signature. An individual selects randornly a block of 

data, which he samehow rnemorize, and passes that through 
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a one-way function. Due to the one-wayness no one else ex

cept the one who rnernorize the data can produce the same 

output. The sirnplest way is perhaps to use a block en

cryption device, for exarnple the DES, and observe that 

the key input is one-way. The plain data input is not 

used (fed with an all zero block) and the cryptograrn is 

the signature. 

A more sophisticated idea forelectronic signature has 

been published by Ron Rivest and others [7]. 
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ANNEX 

THE U.S. DATA ENCRYPTION STANDARD 

The Data Encryption Standard, DES, [9] is transformation 

of 64 bit binary data info 64 bit cryptogram controlled 

by a 56 bit key. The general configuration is s hown in 

figure A.l. 

64 
p 

32 
bits 

. . . 

Figure A.l Principle of the DES 

P is an initial permutation with no cryptological signi

ficance. K1 to K16 consists of 48 bits ehosen from the 

56 bit key as shown in [9). The function f is shown in 

figure A.2. 

f takes 32 bits as input. E expands this to 48 bits by 

using some of the bits twice. The 48 bits are added bit

wise modulo 2 to K. (i=l, ... ,l6) and the result is divided 
1 

into 8 block of 6 bits each. These blocks are passed through 

the non-linear functions sl to sa the outputs of which 

are combined into the output of f. The detailed functions 

of P, E and s 1 to s 8 are given in [9]. 
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IN 

r-- - - 32'bits - - ., 

K. 148 bits 
1 

l l 6 bit 6 bits f 

l 
s2 .- . . sa 

4 bits l 
( l 

L - - - - - - - J 
OUT 

Figure A.2 The function f 

Decryption is performed by simply reversing the order of 

K
1 

to K16 (which is done by reversing the bit order in 

the key) and using the same algorithm. 

The algorithm is intended for realization in hardware 

and encryption/decryption units are available from seve

ral manufacturers. 
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