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l. POSSIBLE THREATS TO THE INFORMATION SECURITY IN TELETEX 

TELETEX uses a public data network. The messages communi

cated over the network may reach an unintended receiver 

either by mistake, eaused by an error in the system o r by 

a human operator, or the lines may be subject t o wi retapping. 

We observe that the unintended receiver may be a nother ~~b

scriber to the TELETEX service. The information l oss thu s 

feared can be prevented by encryption the messa ges with 

appropriately ehosen keys. 

There is also a risk of information destruction i n t he 

sense that some of the information in a mes s age never 

reaches the intended receiver. Again this may be eaused by 

a system error or by an intention to destroy the tran smi tted 

information. A similar threat is that the information is 

changed on its way from the transmitter to the rec eiver. 

For both types of threats we have essentially t wo typ~s 

of countermeasures: We can design the system so that the 

destructed or changed information can be r e constructed or 

we can incorporate means for detecting the e r rors and 

retransmit at a later instant. Er ror correcting devices 

or a algorithms may be used, but t hese are not covered in 

this report. Also a general rule is t hat if r etransmission 

is possible, it is mostly more efficient to use t hat to

gether with error detection than to use error correction. 

Detection of destruction or change of information i s 

facilitated by using either cipher feedback o r c ipher block 

chai ning and the redundancy in the binary r e prese nted plain 

text . This is d e scribed in more detail in the nex t sect ion. 

We might wish to transmit some of the information unen

crypted. This information might be changed, and since it 

is non-encrypted, the change may be made so that the 

result is accepted by the receiver and the e r r or is thus 
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undetected. To avoid this the unencrypted i nformat ion 

may be verified by amending a verifier, i. e . a block of 

data which is a secret function of theunencrypted data. 

Our standpoint is that the basic need for informat ion 

security in TELETEX is provided by the data network 

used together with the possibility to encrypt the mess

ages in the terminals, thereby protecting the messages 

from information loss. Means for detection of informa 

t ion destruction or change and f or verification at un

encrypted data may then be provided for by the user of 

the TELETEX system. 



2. SUGGESTIONS REGARDING THE USE OF ENCRYPTION 

IN TELETEX 

2.1 What to Encrypt 

3. 

As mentioned in the introduction encryption serves a 

similar function as does traditional protection measures 

in conventional mail. When using mail we are accustomed 

to diffferent means of information protection and TELETEX 

must offer at least the same provisions. 

The sir.~plest form (corresponding to a sealed envelope ) 

is message encryption. By this we mean that the document, 

i.e. the text appearing on the physical document , is en

crypted. By doing so we obtain an efficient protectio n 

against information loss. The inherent redundancy in the 

text enables the human receiver to partially detect infor

mation destruction or change, provided that the e nc ryp

tion method is appropriately chosen. See subseetian 2.3 

below. 

Even if the document as such is encrypted a wiretapper may 

collect valuable information from other transmitted datd . 

Such information includes the original source, title , 

dossier number, keywords (for searching) etc. This in

formation is included in Document data 2 (DD2) i n th~ 

document file described in Televerkets proposal fo r 

document organization [l), p 31. 

We thus recommend that DD2 and the document is encrypted . 

DD2 is proposed to contain: 

- Document reference (number or code) 

- Recipients reference (number or code) 

- Title 

- Aulhor or origlnuting source 

- Date of creation 

- Latest revision (date, number and author) 

- Operater ( if not same as a uthor) 
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- Dossier number 

- Key (when protected) 

- Keywords (for searching) 

- Abstracts 

- Links to comn1unication data files. 

Note that the key in DD2 is the key used by the access 

control mechanism, not the decryption key. 

2.2 Where and When to Encrypt and Decrypt 

To continue the analogy with conventional mail we want 

to seal the envelope ourselves before it is hand led by 

the mail processing system. In an automatic information 

processing system we thus want the information to be en

crypted before we leave the terminal. This is poss ible 

if the encrypted information is not necessary f or the pro

cessing. (There exist processable ciphers, but they a r e 

generally weak and restricted to very simple processing) . 

An e ncrypted message can not be searched or sor ted, on 

basis of the encrypted information. Thi s i s in f act no 

disadvantage since serting or searching may r e veal rele

vant information to the cryptanalyst. 

We may, however, wish to automatically sort and/ or zea r c h 

t he docume nt in the r e ceiving TELETEX terminal and still 

t ransmit the me ssage in encrypted form. This i s possibl e 

i f t he doc ument file i s encrypted just befo re t ransmiss ion 

and decrypted in the receiving terminal before s e arching 

o r s o rting. Since this may be performed automa t ically, wi t h 

o u t present operator , the decryption key must be stored 

in t he t e r minal. Thi s in qeneral offers less security 
~ 

than personal keys . (See subsection 2.5 below). 
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Hence we have essential two different answers to the 

question when encryption and decryption can be done. 

If we exclusively choose to encrypt and decrypt just be

fore and after transmission, respectively, then we can 

use hardware units connected between the terminals and 

the respective modems. These units are equipped with micro

processors and can be programmed to encrypt/decrypt a 

part of the transmitted data (as discussed in subsection 2.1). 

Another possibility is to equip the terminals with hard

ware or software to perform encryption and decryption. 

One advantage with this choice is that the instant for 

encryption or decryption is ehoosen by a program in t he 

terminal or by the operator. Thus some documents may be 

encrypted until the operator at the receiving terminal 

decides to decrypt them, with the aid of his perso nal key. 

We recommend that the terminals are equipped with hard

ware or with a program (see 2.3) to perform encryptio n 

and decryption. The unit or program shall be access ible 

by the terminal processor and shall be able to proces s 

the whole document (including Document data 2) or selected 

parts thereof. 

2.3 How to Encrypt and Decrypt 

The major problem in this subsection is the choice of 

encryption/decrypt ion algorithm. A natural choice today 

is the algorithm .(see: the Annex) that has been standardized 

by the National Bureau of standards in the USA . This Data 

Encryption standard is available as a programmed micro

processor and as hardware units. It is generally assumed 

that many computer manufacturers will offer hardware 

DES units as a part of the computer. This together with 

the impact that the DES already has had on the civil use 

of encrypt i on constitute a strong favour for the DES. 
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A drawback (in some cases) with the DES is that it is 

very slow when realized in software. (The DES is no t 

intended for software realization). The critisism [ 2) 

regarding the lack of cryptological strength is no t valid , 

at least for non-military use, if the algorithm is proper

ly used. 

Our conclusion is that the DES is a proper choice a s en

cryption/decryption algorithm for TELETEX. 

IBM has granted a royalty-free license [6) to make , use 

and sell apparatus which realized DES. This license i s 

extended in [7] to apparatus "manufactured outside o f t he 

United States". Thismay be interpretedas apparat u s com

plying with DES may be manufactured anywhere in t he world 

and sold anywhere in the world, provided it is sold fo r 

use or used within the U.S. This interpretation is c on

firmed by John Low, IBM Armonk, who is the rm-1 represen

tative r e sponsible for the above mentioned license . 

The ne xt problem is how to implement the DES algorithm. 

As mentioned previously, the DES is intended fo r imp l e

mentation in hardware. This is highly recommended since 

a software implementation is slower and may cause s e curity 

problems. Hardware implementation is facilitated by the 

presurned future availability of LSI chips contai n ing the 

algorithm . A fully compatible software implementation i s, 

however, a cceptable as an intermediate solution. I n tha t 

case t he whole document must be encrypted and stored be 

fore trans mis s ion, since most software implementations of 

the DES are not capable of deliviering data at 240 0 bps . 
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An encryption/decryption unit that is accessable by the 

programs in the terminal is usable for many different pur

poses. We may, for example, use the algorithrn for an effi

cient and highly secure operator identification procedure . 

As that is outside the scope of this report we do not de

scribe the procedure here. 

The main use of the encryption algorithrn is of course 

to e ncrypt the trC!-nsmitted docurnent. The only major re

maini ng problem in that respect is the choice of a proper 

way to u s e the DES. As discussed in subsection 2.2 of[8] the 

straight forward use of the DES as a block cipher is not 

a good choice. A better choice is either the ciphe r feed

back mode or the cipher block chaining, c:::EC, m::x:le as described 

i n [8], subsections 2.4 and 2. 5 respectively. The U. S . Federal 

standards Cornrnittee has proposed [4) the use o f cipher 

block chaining for synchronous datacornrnunication with end

t o-end encipherment, as we propose for TELETEX . We follow 

that recornrnendation and thus recornrnend the use of cipher 

block chaining with the DES for TELETEX . The o nly major 

drawback with that is that the data to be transmitted 

must be padded to a multiple of 64 bits, but we feel t hat 

this drawback is of less importance in TELETEX . See 

figure 2.1 . 
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2.4 How to Proteet Unencrypted I nformation 

Another use o f the encryption algorithm is to verify the 

correctness of unencrypted information. To facilitate de

tection of unwanted destruction or change of unencrypted 

information we may encrypt the i nfor mation in the trans

mitting terminal and transmit the encrypted information 

together with the unencrypted information. At the receivin g 

terminal, the received unencrypted information is encrypt ed 

and the result is compared with the encrypted version. I t 

is virtually impossible for someone not possessing the 

correct encryption key to change the information and the 

encrypted verifier and still satisfy the equality con

dition checked in the receiving terminal. To decrease 

the space occupied by the verifier we may instead transmit 

any function (such as a parity check) of the encrypted 

information. 

We feel that there in general is no need to verify unen

crypted information in TELETEX, but with the recommended 

implementation of the DES algorithm, this is an option 

open for any TELETEX user. 

2.5 Organization of Keys 

With the use of encryption as an efficient method for 

information protection the security problem is transformed 

inte the problem of how to create a reliable key distri

bution system (KDS) . Our basic assumption is that each 

subseriber to TELETEX has his own private key. If several 

terminals share a common key, they are regarded in this 

context as one subscriber. The keys used to encrypt and 

decrypl 'l'C:LE'l'EX metHit100M are callod conununication k'1~-_ 
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(For simplicity the encryption and decryption keys a r e 

assumed to be equal. Using DES, the decryption key is simp

ly the encryption key with the order of the bits reversed) • 

We observe that a communication key must be unique for 

each pair of subscribers. If, for example, A communica

ting with B and C communicating with D use the same keys, 

then C and D can decrypt the messages communicated be

tween A and B. Thus, with the exception of s mall groups 

of subscribers, it is impractical for a TELETEX subseriber 

to store all the communication keys that are needed by 

the encryption facility in the terminal. In most cases 

then, the communication key to be used to encrypt a speci

fic message has to be transmitted to the terminal or gene

rated there. Obviously the communication key can not be 

transmitted without protection. In practice there arethree 

ways to proteet the cornmunication keys. The first is to 

use courier or registred mail. This can be ruled out, ex

cept for small groups of subseribers within the TELETEX 

system. The seeond is to encrypt the cornmunication keys, 

which will be discussed below. The third way is to use a 

public key distribution system which we will discuss later 

in this section. 

If a communication key shall be encrypted, we ought to 

have a key for this encryption. If the communication keys 

are transmitted directly from one subseriber to another, 

then we arrive at the same key distribution problem as 

before. The cornmunication keys in that case replace the 

messages in the TELETEX systern. A way out of this dilemma 

is to have a key distribution center (KDC) . In the key 

distribution center there is a protected store, containing 

the private keys of all the subseribers to TELETEX. When 

subseriber A wants to send a message to B, he asks the 

KDC for a session key. In the KDC a session key is ehoosen 

randomly and transmitted to A and B in encrypted form 
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using the private keys of A and B respectively. A a nd B 

decrypt the session key and use that to encrypt and de

crypt the message. The session key is discarded either 

after the decryption of the message or whenever A and 

B decide not to use the same key anymore. The space of 

session keys should be so l arge so that the prohability 

of choosing the same session key twice is sufficiently 

low. 

Using session keys as described above means that the manager 

of the KDC is responsible for the protection of a file 

containing the private keys of all the TELETEX subscribe r s. 

(The KDC may be divided into several subcenters, each 

serv ing a group of subscribers, for example those within 

a country, but the responsibility problem remains). An 

alternative is to have a public key distribution system 

(PKDS) where the central file is publicly accessible . 

In a PKDS each subseriber centrally stores a function f(k) 

of his private key k. The outcome f(k) is cal led the pub

lic key of the subscriber. (The central file is similar 

to the phonebook and the public key to the telephone num

ber) . The function f(k) is a one-way function , i . e . it 

can not be inverted in a reasonable amount of time. 

If subseriber A intends to send a message to B then he 

looks in the central file for B's public key, f(kB), where 

kB is B's private key. A then performs the function: 

and uses z as communication key. B knows that the encrypted 

message comes from A and reads A's public key f(kA) in 

the central file. B then performs the function: 
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B obtains the correct key if the following equation is 

satisfied: 

The problem is now to find functions f and g which satis

fies the above equation and are one-way functions. The 

only example known so far is given in referenc e [5]: 

k f(k) = a mod. p 

v g(u, v) = u mod. p 

where p is a large prime number . a is an arbitrary integer. 

The re is no known fast algorithm to invert f and g (i.e. 

to calculate logarithms modulo p) except for certain p, 

which then can be avoided [10]. 

There are clear analogles between the two last described 

methods for key distribution: session keys distributed 

by a KDC and a PKDS. The security problem is different , 

though. In the KDC there is the problem of protec t ing the 

file of private keys. In PKDS there is the uncertainty 

that someone in the future may find an algorithm to invert 

the one-way functions used. For TELETEX though, we find 

that a PKDS has definite advantages and thus recommend 

t hat the problem of designing a suitable PKDS for TELETEX 

is carefully investigated. Thereafter the choice between 

PKDS and a KDC distributing session keys is made . 
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ANNEX 

THE U.S. DATA ENCRYPTION STANDARD 

The Data Encryption standard, DES, [ 9 ] is transformation 

of 64 bit binary dat3 info 64 bit cryptogram centralled 

by a 56 bit key. The general configurat ion is shown in 

figure A.l. 

64 
'ts 

32 
bits 

Figure A.l Principle of the DES 

-' 

P is an initial permutation with no cryptological signi

ficance . K
1 

to K
16 

consists of 48 bits ehosen from the 

56 bit key as shown in (9]. The function f is shown in 

figure A.2. 

f takes 32 bi t s as input. E expands this to 4 8 bl t c; b y 

u sing same of the bits twice. The 48 bits are added bit

wisc modula 2 to K
1 

(i:l, .•• ,l6) and the result is divided 

into 8 block of 6 bitH each. Thesc blocks are passed through 

the non-linear functions s
1 

to s
8 

the outputs of which 

are earobined into the output of f . The detailed functions 

of P, E and s 1 to s
8 

are given in [9]. 
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A2 

Figure A.2 The function f 

Decryption is pe rforme d by s imply r e ve r s1ng the orde r of 

K
1 

to K
1 6 

(which is done by reversing the bit orde r in 

the key) and using the same algorithm. 

The algorithm i s intended for realization in hardware 

and encryption/decryption units are available from seve

ral manufacturers. 
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