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Abstract 

This master thesis investigates how implantable devices can operate without the use of 

internal batteries. The idea is to be able to drive a circuit inside human tissue to i.e. 

monitor blood flow in patients. Methods such as harvesting energy from the 

environment to power up the devices and wireless energy transferring such as 

electromagnetic induction have been investigated. Implantable devices as this 

communicates wirelessly, this means that data will be transferred through the air. 

Sending data streams through air have security vulnerabilities. These vulnerabilities can 

be prevented and have been discussed. Measurements of the electromagnetic induction 

have been made with tissue-like material, to see how tissue affects the received signal 

strength indication levels. Optimization have been made to make printed inductors as 

efficient as possible by looking at the parameters that have an impact on it. This to get 

the most out of the inductor, while still keeping it small when it comes implantable 

devices. Smaller size is better for implantable device. 
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1. Introduction 

Using electronics to measure temperature and other physiological values of humans 

have always been a useful tool in the healthcare. As electronics gets smaller with time, 

more opportunities are available to improve the way we use our tools. Tools such as 

pacemakers have been available for many decades and the first implanted 1958 [1]. This 

pacemaker had to be powered up by an energy source outside the patient so wires had to 

be put through the skin. This would cause infections due to the wounds not being able to 

be properly sealed. Using batteries on the inside is hazardous due to the dangerous 

outcome if there would be any leakage. The solutions to this would either be to power it 

wirelessly or with some kind of self-powering method by harvesting energy from the 

environment. 

 

1.1 Motivation 

Today’s society is in need of energy to power up devices such as heavy machinery all 

the way down to microprocessors. This energy has been harvested from a location that is 

usually far away from the actual source of usage. There are ways to make this process 

more efficient by harvesting energy locally and where the actual usage is taking place. 

Resources can be saved by optimizing the path energy have to travel. If harvesting 

techniques were more cost efficient, more energy would be produces locally and that 

would save energy and the environment.  

The electronics that humans use today requires electrical current to operate. The 

common method is to use batteries to power the portable electronics. This can be an 

obstacle when the electronics need to be operated for extended periods. It would mean 

that the energy in a battery would eventually be consumed. This would require the 

battery to be changed for continued maintenance. Sometimes batteries are not an option 

since it is environmentally hazardous substances inside of the battery. Replacing the 

battery with other options could save a lot of resources, both energy and on the 

environment. 
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Today's technology makes this possible thanks to components such as solar cells and 

other harvesting technologies that can collect the energy from their environment in order 

to run the electronics. This way batteries will not be necessary for the maintenance of 

the electronics. 

The goal of this report is to determine whether the wireless communication without an 

internal energy source is useful and what alternatives of energy-generation sources that 

are appropriate for achieving sufficient power. The idea is to harness energy from the 

environment to power the implantable devices so measurements of blood flow can be 

measured wirelessly.  

 

1.2 Purpose 

The purpose of this thesis to learn more about different harvesting technologies for 

implantable devices and to be able to determine what is the most efficient way to power 

up implantable circuits without the use of batteries. 

 

1.3 Research Questions 

To find the most efficient way to power implantable devices and other aspects around 

implantable devices, research questions have been used as a guideline to divide the 

problems into smaller questions.  

1. What is the most efficient technique to power battery-less circuits inside human 

tissue?  

2. How safe is it to transfer inductive energy through skin?  

3. What security vulnerability should be considered when transferring wireless data? 

4. How does tissue affect the read range of NFC devices? 

5. What optimizations can be made to the inductor design in order to get as much 

performance as possible? 
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1.4 Limitations 

The limitations of this thesis is around implantable devices. Harvesting methods that is 

large in scale will not be concluded.  

Due to not knowing the electrical specification of the implantable device output 

requirement, there will not by any conclusion about which method is best for this case.  

Measurements will be evaluated from the hardware provided by ISY. The hardware is 

TRF7970EVM NFC/RFID transceiver, printed tags from Acreo and SL13A RFID 

sensor tag. 

 

1.5 Background 

This master thesis together with the thesis by Richard Skarphagen and Albin Suu ([22]) 

will be a part of how implantable devices can be used to measure blood flow inside 

tissue.  

Skin grafting may be used to treat different types of skin damages. Sometimes this 

healing process may take a long time and in some cases, even be ineffective. During 

skin grafting surgeries, skin is taken from another part of the body and is then moved to 

replace the damaged skin in order for the wound to be able to heal. This should be done 

on the damaged skin so the damaged skin can grow new cells to work with. If the 

healing of the wound does not heal as expected, the skin would most likely turn grey 

and dark and the skin would be considered dead, that is necrosis and should be avoided. 

This happens due to skin cells dying and cannot repair the skin on their own. 

If the skin of a skin grafting procedure is not healing as intended, the skin will die and 

surgery may need to be redone. It is advised to avoid this because it creates a lot of 

traumatic suffering for the patient. This can stress the patient and have a psychological 

negative impact on their well-being.  
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Using a blood flow measuring device could help a lot by determining if a skin graft 

procedure is healing as expected. Monitoring the healing process could be a part of the 

post treatment of a skin graft surgery. Measuring blood flow after a skin graft can be 

done under the transplanted skin. This could be done if a blood flow measuring device 

was installed during the skin crafting procedure. This kind of device would also need 

way to communicate as it needs to be inside the skin in order to heal properly. No cord 

can be put through the skin due to the risk of infections. Combining a blood flow 

measuring device with a wireless communication device would make this kind of device 

possible as an implantable device. By doing this, it would be possible to measure how 

the healing process is going from the outside rather than having cords attached through 

the skin. This could reduce number of complications that occur during the post 

treatment. It is good for the patient to eliminate the time spent on redoing any failed skin 

grafting surgeries. Minor procedures could be made rather than redoing the skin grafting 

procedure from scratch. If blood under the transplanted skin circulate, the skin is healing 

properly. By measuring the blood circulation under the skin, it is possible to follow up 

the healing process and smaller corrections can be made instead of just waiting for the 

skin to either heal as desired or wait for the skin to die. 

Below is a figure of how the idea is intended to work. This Unit consist of a sensor 

which that can detect blood flow, a circuit that can calculate and communicate with a 

NFC protocol. An RF interface for communication and energy harvesting. This sensor is 

then attached to a vein to measure the blood flow. A communication device from the 

outside can be used to evaluated the measurement. 
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Figure 1. A blood flow measuring device is attached to a vein (V) inside the skin. A smartphone with an 
application communicate with the device from the outside. The sensor (A) is attached to a vein and the 
circuit (B) is connected between the sensor and the RF interface (C). 
 

All electronic devices need electrical current to operate. Commercial batteries that is 

available today contain toxic substances that should not come in contact with a patient. 

Especially not a patient that will go through a surgery like this. Therefor using a 

wireless transferable energy such as induction or other alternative solutions like self-

sufficient energy harvesting is options that could power this kind of circuit. This is 

possible due to the low output power of microelectronic components that exist today. 

The output power of a small circuit can be as low as a few microwatts and that could be  
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enough to measure the blood flow. It is also desired that a device like this is as small as 

possible to not interfere with the patient even after the procedure. This would mean that 

the device could be inside the patient even after the procedure. As long as it does not 

bother the patient, there is no need to remove the device. Removing a device after a skin 

grafting procedure would mean that another surgery is required in order to remove it. 

This technology could increase the success of skin grafting and decrease the overall cost 

of medical procedures. It might even be useful in other areas as wirelessly powered unit 

could be used elsewhere and not limited to skin grafting. 
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2. Method 

In this section the method will be described in which this thesis was conducted. The 

subsections will bring up information about NFC, safety aspect for the patient, Wireless 

security, energy harvesting, measurements, inductive coil design with optimization and 

theory. 

 

2.1 Near Field Communication and Radio Frequency 

Identification 

NFC is a relatively new method for safe contactless communication technique [2]. It can 

be used for data transfer such as a payment method, ticket services and access control, 

but also other type of data transfer for communication. It has developed through 

discoveries made in the RFID-field [2].  

The highlighted difference between NFC and RFID is the distance that they operate 

within. NFC communicates within a few centimeters compared to the RFID which can 

communicate at ranges many times that [3] [4]. Depending of what requirements are, 

RFID could be more advantageous over NFC. The communication is different between 

these two technologies. RFID uses radio waves to broadcast its communication while 

NFC uses electromagnetic waves through induction [5]. NFC transfers energy and data, 

the communication range is limited compared to RFID. This is an advantage when it 

comes to security since eavesdropping and other attacks won't be as easily feasible when 

the range is limited as the communication distance is small. 

RFID is a wireless communication method much like NFC, but suits other kinds of 

operation since the operating range of RFID tags can be centimeter to meters depending 

of the circumstances [4]. 

What makes the NFC secure compared to RFID is the communication distance which is 

around a few centimeters, rather than a few meters. This will prevent most threats of 
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eavesdropping the data that is being sent between the NFC devices since the signal 

cannot reach any farther. 

The devices in NFC communication is inductively coupled so the energy is being 

transferred rather than transmitted. This technique makes it possible to transfer data as 

well as transfer energy wirelessly, which makes it possible to power electrical devices in 

many different shape and sizes. This is not limited to NFC field since there is passive 

RFID tags that can be powered up from radiating waves [6]. 

 

2.1.1 NFC Communication Modes 

NFC has three communication modes that it can operate in. Reader/Writer mode: also 

known as the active mode and is illustrated in figure 2, which is where the NFC device 

can read and write to passive NFC tag [5]. This is where an active device such as a 

smartphone is used to communicate with a passive tag. Useful as the tag is small and do 

not require any internal battery to operate.  

 

Figure 2. Reader/Writer mode. Active device (smartphone) sends a request for the passive device (tag) to 
respond to the request. The tag uses energy from the active device as the tag has no internal power source. 

 

Card emulation mode: also known as passive mode is illustrated in figure 3. Let the 

NFC device behave like a smart card which is useful for performing transactions. The 

active device sends a request which the passive device responds to the request. The 



9 

passive device is usually a smartcard, but smartphones can act as a smartcard in these 

situations [5]. 

 

Figure 3. Card emulation mode. Active device (card reader) a request for the passive device (smartcard, 
smartphone, tag) to responds to the request. As Reader/Writer mode, the passive device uses the energy 
from the active device as energy source 

 

Peer-to-peer mode: This is where one device is polling information and the other is 

listening, illustrated in figure 4. Both devices need to be active in order for the devices 

to communicate. This requires that both of the devices is powered on their own rather 

than transferring power from one source to the other [5]. This communication mode has 

a farther communication distance compared to the other modes. 

 

Figure 4. Peer-to-peer mode: both devices are active where as one is polling and the other is listening. This 
communication mode can send messages at a farther distance compared to the other modes. 
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The operation frequency of NFC is 13.56 MHz and can work in different operating 

speeds such as 106 Kbit/s. But also at higher speeds of 212 Kbit/s, 424 Kbit/s and even 

848 Kbit/s for some devices [5]. The way the data is being transferred is by the 

modulation schemes such Amplitude shift keying (ASK) or binary phase shift keying 

(BPSK) [5]. The Amplitude shift keying modulation uses a modulation depth of 100% 

or 10%. The data is more distinguishable at modulation depth of 100% since 100% 

amplitude represents a logic 1 and 0% amplitude a logic 0. Compare this with 10% 

modulation depth, 100% is still a logic 1, but 90% represents a logic 0. 10% modulation 

will require more output power since more waves will require the current to flow 

through the antenna [5].  

Different coding methods is used depending on different kind of NFC device that is in 

communication. Devices that works in data rate of 106 Kbit/s uses modified Miller 

coding with modulation ratio of 100%. In the other cases as 212 Kbit/s and 424 Kbit/s, 

Manchester coding is used with modulation ratio of 10% [5]. 

 

2.1.2 NFC Standards 

NFC have standards to make the devices compatible with each other. ISO 15693, ISO 

18092, ISO 14443-A and ISO 14443-B. These standards are essential for the technology 

to be able to grow and evolve. Without any standards there would not be any direction 

of how these devices could communicate with each other. The companies would have 

come up with different communication methods that would suit themselves and most 

likely be limiting the use of NFC in general [7]. 

ISO 14443A, 14443B and 15693 is common for contactless smartcards. They are 

usually referred as proximity cards and have a short communication range. ISO 15693 is 

standard for vicinity cards and usually have a farther communication range than the 

proximity cards [8]. 
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2.2 Safety for the Patient 

The safety aspect is a very important factor. Developing technologies that will hurt 

people to help them in other ways might be an option if the situation is critical, but to 

measure values from inside might not be as high of a priority as the safety of the patient. 

So all precaution and safety for the patient needs to be considered before implanting any 

electrical devices.  

When it comes to NFC devices that uses electromagnetic waves to transfer energy, some 

of the energy might get absorbed into the skin of the patient. This happens all the time 

with wireless electronic devices but there are regulations to limit the amount of energy 

output from devices. When electromagnetic waves are transferred through skin, the 

power loss is what the skin can absorb. This is why a high efficient wireless power 

transfer system is important in these cases. Less power loss means less power that can 

be absorbed by the tissue.  

When signal is transferred between the transmitter and the receiver of a NFC link, the 

power is dissipated throughout the shape of the coil. This is an advantage when it comes 

to safety due to it not being concentrated in a smaller area/point. Having the power 

transferred in a small area would mean a higher concentration of waves which could 

hurt the tissue with far less power than if the power were dissipated throughout the 

shape but with a higher output power. The way it damages tissue is by increase of 

temperature of the tissue. According to the regulations of FCC, the SAR limit is at 1.6 

W/kg spread throughout volume of 1 g tissue. SAR or Specific absorption rate is the 

way the determine how much energy is being absorbed by the body. 

𝑆𝐴𝑅 =
d

dt
(

dW

ρ × dV 
) =

σ|E| 2

ρ
,     (1) 

Where dW is time derivate of the energy and dV the incremental mass. ρ is mass density 

in kg/m3, σ is conductivity and is measured in Siemens per meter (s/m). Electric field E 

is measured in V/m. SAR is measured using liquid and material that represents human 

tissue. This is used as a blocking layer for the signals to give a representation of how it 

would affect the human tissue [9].   
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This study ([9]) shows how a powered a coil with 5V, 165 mW to transfer the energy 

through a coil implanted 1 cm in depth in left hand and one between the skull and brain. 

The result yielded from this experiment was SAR level of 2.43 × 10-16 mW/g for the 

hand and 6.05 × 10-2 mW/g for the skull. They had a power loss of 1.402 × 10-25 W and 

1.8364×10-25 W respectively. The SAR value is far less than the guidelines set up by 

FCC. This is comparable to the measuring tool TRF7970EVM which can outputs 200 

mW at 5V. According to above statements, using NFC to measure values inside the 

body is safe to power smaller electrical devices [9]. 
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2.3 Security Vulnerabilities for Wireless Communication 

When it comes to wireless communication, there will always be one way or another to 

get access to the data that is being transmitted through the air. This is why knowing 

about the security threats and other aspects let the user be safer and less vulnerable. The 

following is the most common ways that attacks occurs when it comes to wireless 

attacks. 

 

2.3.1 Eavesdropping 

Eavesdropping is the event of someone or something secretly listening to a conversation 

or message that is being sent. This is something that will always be threat if the 

technology is communicating wirelessly. When it comes to NFC however, this is a 

smaller issue since the distance that NFC communication happens is within 

approximately 10 cm and that is much smaller than other wireless technologies such as 

Wi-Fi or Bluetooth. Caution is advised depending on how sensitive the data that is being 

sent is because the threat is still there. 

 

There is 2 different power modes that NFC can use to communicate. There is active 

mode and passive mode where the active mode uses its own power supply to transmit 

the data. The passive mode is when the tag or something that uses the transmitted 

energy to supply its power. Active mode is easier to eavesdrop because it can 

communicate at a farther distance. So passive mode is best option if security is a 

concern. According to [10] eavesdropping is possible up to 30 cm when communication 

was in passive mode. This was more or less optimal conditions due to being in lab and 

doing the testing. When it comes to general conditions, there is a lot more noise that can 

give an even small eavesdropping range. Other electronic devices around the 

environment can disturb the eavesdropping such as cellphones and laptops etc. Only 

having small margins like 30 cm will mean that it will be rather difficult to eavesdrop a 

passive mode NFC device [10] [11]. 
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2.3.2 Data Corruption 

This is a way for the attacker to interrupt and disturb the data that is being sent. It will 

corrupt the data that is being sent so the message is not possible to understand. This can 

be done by transmitting randomized data from the attacker whenever actual data is being 

transmitted from the NFC device to the receiver. The receiver will receive a noise and 

corrupt the data and that will give errors. The effect is much like distributed denial of 

service attack (DDoS), which hinders the receiver to respond to anything at all [10] [11].  

 

2.3.3 Data Manipulation  

Manipulating transmitted bits is possible. This happens when the attacker transmits its 

own messages to overlap the transmitted data. The data will be understood by the 

receiver. Signal amplitude manipulation is very different between 100% and 10% 

modulation. When it comes to 10% Manchester modulation, it is possible to manipulate 

the data stream of bits. Its due to the decoder measures signal at 82% and 100% and 

compares them. If they are within correct range, the decoder accepts them as valid and 

will decode the signal. The way attacker can manipulate the signal is by increasing the 

amplitude so desired bits can be transmitted by the attacker. This is however not 

possible to do with 100% miller coding as it is either 0 amplitude or full signal (100%). 

The full amplitude case is not possible to manipulate into a 0 but the 0 is possible to fill 

in with a full signal. Making a full to be decoded into 0 would require to decrease the 

signal and that would only be possible with an anti-wave that needs to be perfectly in 

alignment so the signal gets cancelled out. That is not plausible because of any small 

errors would make it fail. Using 100% miller coding is safer but still possible for the 

attacker to manipulate the 0 bits, but not the Full bits [10] [11]. 
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2.3.4 Data Insertion 

This kind of attack is possible if the messages between the devices takes long time to 

transmit. The attacker can then abuse this by sending data streams earlier than the 

responder. If the responder and attacker sends the response at the same time, data would 

overlap each other and get corrupted [10]. 

 

2.3.5 Man-in-the-middle-attack 

Man-in-the-middle is when two devices that engage in communication believe they 

communicate with each other. But this is where attacker is in the middle and receive the 

messages from both device A and device B. So whenever A wants to transmit 

something, this goes through attacker and the attacker can decide whatever it wants to 

transmit to device B. It can either transmit the message that A sent or manipulate the 

message that is being sent by sending a completely different message. This threat would 

be bad if it happened since the attacker could send any message desired between the 

devices.  

But due to the NFC protocol, this scenario is most likely not feasible when NFC devices 

communicate in close proximity [10]. 
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2.4 Energy Harvesting 

 

Figure 5. Different harvesting methods. 

Energy is always transferred from one form to another. Energy harvesting in this section 

describes how energy is harvested from the environment such as light, heat, movement 

etc. Energy transfer is referred to the energy that have been harvested from sources prior 

to being transferred such as energy from batteries and generated in a power station. 

Energy harvesting have always been a part of human evolution. From collecting pieces 

of threes chunks for campfire to harvest oil and split atoms to power our homes and 

electronics. Lately people have tried to harvest energy by using as little resources as 

possible to harvest as much energy as possible.  This have partly led to an interest of 

powering small devices without the use of batteries, which have always been the main 

source of power. 

There is plenty of methods that can be utilized for this purpose. Limitations are often the 

cause of why it is not so common as it could have been. The limitations are often the 
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inefficiency of the scavenging methods not being sufficient enough. The amount of 

power that can be achieved is many times too small for the devices that is being used 

today. To solve this issue, the power requirement needs to either be lowered for the 

devices or the harvesting techniques need to be more efficient. 

The interest of energy harvesting within the health care have been growing rapidly the 

last decade since the electronics have been getting smaller. There are devices small as a 

pill that contains a camera with LEDs to record video footage of the insides of a patient 

to help the doctors to determine the diagnoses by letting the patients swallow a capsule 

with this device inside [12]. This is a region of interest of energy scavenging 

replacement for the batteries that are being used today. Since the batteries are extremely 

hazardous to the humans if anything would go wrong, like if the battery would start to 

leak. But there are many more areas that could use replacement of batteries today. 

 

2.4.1 Harvesting Techniques 

There is plenty of ways to harvest energy from the ambient and other sources. Some 

more efficient and useful depending of the requirements and others less efficient. This 

thesis has looked at many harvesting options that is available today and how they could 

be utilized to satisfy different needs. There are commercially available harvesting 

devices such as dynamo and solar cell but also new and not commercially available 

methods that have been introduced the last few years. 

 

2.4.1.1 Photovoltaic Harvesting 

Photovoltaic is a very common method of energy harvesting method today. The reason 

is because the amount of energy that can be harvested is large. This is because of the sun 

that have a large output power and large availability everywhere. The most common 

way of harvesting the sun rays is by using solar cells that can convert the light source 

into dc energy [19]. 
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The pros: The technology is easily available, it has no moving parts, devices have long 

life time, and no environmental effects (besides from the manufacturing) 

The cons: Requires direct sunlight to be efficient, can’t be used for implantable devices. 

In conclusion: Photovoltaic is a very efficient method of harvesting energy. However, 

implantable devices will get minimal to no amount of light which restrict this harvesting 

methods for implantable. 

 

2.4.1.2 Ambient Radiation Harvesting 

Energy can be scavenged from transmitted radio waves that is available, mostly around 

urban areas and less in suburban areas. The main ambient radiation sources are from 

GSM towers for mobile communications. but also radio waves from broadcasting TV 

stations that can be harvested [13] [17]. 

Pros: Easily available, no moving parts, long lifetime. 

Cons: Low power efficiency (<1 μW/cm2), area dependent. 

Conclusion: The idea of harvesting energy from ambient radiation is promising. It´s 

however not useful in theoretically or practically duo to its low power density 

 

2.4.1.3 Electromagnetic Harvesting 

Can generate energy by vibrations due to movement of magnetic mass. The small 

vibrations generate small amount of energy which have a potential to power smaller 

devices. This is possible due to Faraday's law of induction. Electromagnetic generators 

can achieve higher efficiencies, but the drawback is the volume of the generator. This is 

due to the number of windings around the coil. Another major drawback of 

electromagnetic generators is movement. Due to movement and friction, this leads to 

damages in the generator overtime. Long life is not an options with this harvesting 

method because of this [13]. 
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The pro: High power density (100 μW/cm2) 

The cons: Mechanical movement, short lifetime. 

In conclusion: The high power density makes it useful for many applications. But due 

to its short lifetime, its energy harvesting properties will be greatly restrictive and not 

useful in implantable devices. 

 

2.4.1.4 Electrostatic Harvesting 

Electrostatic energy generator is a way to generate energy from vibration. Energy is 

generated when there is mechanical movement of two conductors with electrostatic 

charge. This changes the potential difference in the conductor which in turn can be used 

to produce a current to generate energy. There are two methods to generate this potential 

difference. The conductor can be electrically charges by friction between two dissimilar 

materials, which is quite common method to demonstrate within classes to show how 

electron get charged with friction, also known as Triboelectric effect. The other method 

generates potential difference between the capacitive plates that have different charge. 

Vibration or movement will cause a potential change, thus power can be harvested. The 

drawback of this kind of generator is the fact that the in order for any potential 

difference, the capacitive plates needs pre-charge that can cause some trouble. This 

system can be fabricated using MEMS technology which makes it useful for microscale 

devices. It is also non resonant which makes it useful in any frequency for harvesting. 

Power densities of 12 µW/cm2 have been reported [13].  

Pros: MEMS fabrication, small size, non resonant. 

Con: Pre-charging. 

In conclusion: Could be useful in implantable devices depending of the power 

requirements. pre-charging requirement could cause issues in the process of use. The 12 

µW/cm2 can be used to charge a capacitor for low power biomedical implanted devices.  
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2.4.1.5 Thermoelectric Harvesting 

Energy is usually wasted as heat because of friction and chemical reaction when 

powering up mechanical and electrical devices. This waste of heat can be used to power 

up electrical devices using thermoelectric generators. Thermoelectric devices can 

generate energy from thermal gradient in conductive material. They consist of two 

junctions, one side as the hot side and one as the cold side. Exposing these two sides to 

different temperatures will cause the charge carriers diffusion, which will generate 

electrical current. This is known as the Seebeck effect. They will work the opposite way 

as well. By applying current to the poles, heat will be generated one side and cold on the 

other. This device is commercially available and in different sizes. Since it has no 

moving parts, a long life time is expected for this kind of generator. The material used 

for thermoelectric generator is bismuth telluride which is not safe for health since it is a 

toxic for humans. This could be challenging if it is going to be used in implantable 

devices from a health perspective [13] [14]. 

Pros: High power density of 40-100 µW/cm2, no moving parts, commercially available, 

long lifetime. 

Con: Made of toxic materials 

In conclusion: Thermoelectric generator is one of the most effective power generators 

that can be implanted inside humans. With the long lifetime and passively harvesting 

properties. But due to its material toxicity, a leakage could be harmful for the patient 

and therefore not a viable option as an implantable device. 

 

2.4.1.6 Piezoelectric Harvesting 

Piezoelectric is a method to scavenge energy from vibration.  The power is generated 

from changing the structure of the piezoelectric material. Piezoelectric materials are 

made of crystals like quartz and even certain synthetic ceramics. Applying pressure to 

these materials will change their static form which will yield an electrical current. 

Higher pressure on the piezoelectric material will give a higher voltage. This will result 
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in a voltage fluctuation which will make harvesting inefficient. That´s when a power 

management unit is required. Power management unit will stabilize the voltage so the 

energy can be harvested efficiently. 

Piezoelectric material can output energy from small vibrations as well. This is ideal for 

devices that is stationary and don´t move from an external source like human motion. 

The power from the vibrations is enough to power small devices. Aluminum nitride as 

the piezoelectric material have been used to get a maximum power density of 60 

μW/cm2 at 572Hz [13]. 

Pros: High power density, implantable. 

Cons: High frequency, requires power management unit. 

In conclusion: With its high power efficiency, this could be a promising energy 

generators due to its high power efficiency. The major drawback of this kind of 

generator is the requirement of a power management unit which is necessary in order to 

generate energy. This will not be concluded as an option. 

 

2.4.1.7 Pyroelectric Harvesting 

Pyroelectric like thermoelectric can generate energy from heat. But the difference is in 

the behavior of how the energy is generated. Pyroelectric generates its energy by the 

sudden change in temperature of a conductor which in turn generates an energy. 

Pyroelectric like piezoelectric uses crystals that changes shape when in this case is 

heated or cooled. This causes the crystal to change shape and generate small amount of 

current. Power efficiency of 50% is theoretically possible, but not considering the losses 

and other impacting factors. Pyroelectric generators don´t have any have market yet, but 

research is being pursued for future uses of this technology [20]. 

Pros: No moving parts, passively generating energy 

Cons: Not useable in humans due to constant temperature, not commercially available. 
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In conclusion: With its high power efficiency, this could be a promising energy 

generators due to its high power efficiency. But the technology is not mature to hit the 

market yet and therefore not concluded as an option. 

 

2.4.1.8 Kinetic Harvesting 

Kinetic energy is in everything that have a mass and are in motion. A common example 

is cars, where chemical combustion produces pressure in the chamber inside of the 

motor which can be used as force to drive the engine and rotate the axis. This result in 

torque that gives the acceleration which puts the body in motion. Kinetic energy can be 

harvested in plenty of ways and not only limited to velocity and rotation. It is a way to 

power wristwatches by applying pressure to a spring, this generates a force which in 

turn gives enough power to power the watch. 

Electronics can also be powered with kinetic energy and even inside the human body. 

There are many ways to get bodies in motion which could generate energy. The 

drawback with generating kinetic energy is life time of generators with parts in motion. 

For higher efficiency and density there needs to be a kinetic device that can modify the 

resonant frequency and damping. This is because of different physical motions have 

different frequencies. Not having a matching frequency would make the harvesting less 

efficient [15]. 

Pro: High power density (20-300 µW/cm3) 

Cons: Moving parts, requires physical movement, must modify resonant frequency and 

damping. 

In conclusion: Could be useful for large scale energy harvesting but due to mechanical 

movement and size it is not a sustainable solution for implantable devices.  
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2.4.1.9 Biofuel Cells Harvesting 

Biochemical energy harvesting is also a method to scavenge energy. By breaking down 

chemical bonds, energy can be converted from these chemical bonds into electrical 

current. Chemical reaction occurs at a pair of electrodes. Oxidation and a reduction 

occurs at either side of the electrodes. Oxidation at the anode and a reduction on the 

cathode. This reaction converts the chemical bond into electrical current that can be 

used to power electronic devices. Three methods of bio fuel cells will be brought up. 

The enzymatic biofuel cell, microbial biofuel cell and abiotic biofuel cell [13]. 

 

2.4.1.9.1 Enzymatic Harvesting 

Enzymes can be used for oxidation to convert chemical bonds into electrical current. It 

is especially useful of its high energy density properties, densities of up to 100 μW/cm2. 

But due to the properties of enzyme biofuel cell, the operating time is short and useable 

for a few months at most [13]. 

Pros: High power density, bio compatible. 

Con: Short lifetime 

In conclusion: With its high power efficiency, this could be a promising energy 

generators due to its high power efficiency. But the technology is not mature to hit the 

market yet and therefore not concluded as an option. 

  

2.4.1.9.2 Microbial Harvesting 

By using living microorganisms, catalysis reaction can be used to drive a current. The 

power densities are really high, around 1000 μW/cm2. The regenerative properties of the 

bacteria make this process have an almost infinite life time due to bacteria can 

reproduce itself.  The major drawback is that it is not safe to use inside of a patient [13]. 

Pros: High power densities, infinite lifetime. 
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Con: Not biocompatible  

In conclusion: With its high power efficiency, this could be a promising energy 

generators due to its high power efficiency. But the technology is not mature to hit the 

market yet and therefore not concluded as an option. 

 

2.4.1.9.3 Abiotic Harvesting 

The previous two biofuel cells are considered as biotic biofuel cells since they catalyze 

using living organisms. Abiotic biofuel cells utilize non-living organisms to catalyze 

materials such as activated metal and noble metals (for example glucose). The 

fabrication can be made on wafer, where CMOS circuit can be used to make these 

biofuel cells. The lifetime of abiotic biofuel cells is many months so depending of the 

specific use, it can be limiting factor. The major drawback if abiotic biofuel cells is the 

amount of power it generates, which is a few μW/cm2 (3.4 μW/cm2 for CMOS biofuel 

cells) [13]. 

Pro: Can be fabricated on wafer. 

Con: Low power density. 

In conclusion: The property of fabricating this on wafer make this kind of harvester 

more easily available. But due to its low power density, it will be a very limiting factor 

since it´s the major component of energy harvesting ideology. 
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2.5 Measurements 

 

Figure 6. Measurement setup where the clippers are holding TRF7970EVM and a tag from Acreo  

The measurements of how distance affects the response of the tag have been done using 

TRF7970EVM (figure 14), with the software that is available for the evaluation module 

(http://www.ti.com/tool/trf7970aevm - 13 Nov 2013). In the GUI software 

(http://www.ti.com/lit/zip/sloc301) there is several commands that can be used to 

operate the module. For the measurement, the basic command to request inventory have 

been used. Whenever Inventory is requested, a response will yield information about the 

unique identification (UID) of the tag and the received signal strength indication (RSSI) 

value. This RSSI value represents a value in hexadecimal. The higher the RSSI value, 

the stronger the signal. 

First a lot of measurements to make sure that the values are correct and not affected by 

noise. A lot of measurements will yield a statistical result which will direct toward a 

result that is statistically correct rather than having values fluctuate. 

http://www.ti.com/tool/trf7970aevm
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The measurements start from 10 mm between the TRF7970EVM and the tag that is 

aligned facing each other vertically and horizontally as seen in figure 6. The 

TRF7970EVM uses standard 5V power supply from a USB port of a laptop and is 

controlled using TI GUI. 

There is a lot of different settings that can be used for the measurements. The settings 

that will be used for measurements will be full power (FP), half power (HP), high data 

rate (HDR), double sub-carrier and data coding mode 1 out of 4 pulse position 

modulation and data coding mode 1 out of 256 pulse position modulation. 

Every measurement will be using full power, unless it is half power is specified. 1 out of 

4 pulse position modulation will be used in every measurement unless 1 out of 256 pulse 

position modulation parameter is specified. 

The first measurements are done using the NFC tag from Acreo [23]. This is just to 

make sure how the different settings affect the RSSI value. 

1000 measurements are made to make sure that the value is statistical and won't deviate 

because of the noise in the environment. 

From a distance of 10 mm, it is clear that all of the settings will yield a RSSI of 7F 

which is equivalent to 127 which is the maximum achieved value. 

Continuing with 2 cm distance between the tag and the module, still no difference in the 

RSSI value that is stays at 127 for all settings. When it comes to 3 cm, only when 

measuring using half power does that value change to 126 compared to the rest. At 4 

cm, all of the different settings have a decrease in RSSI with half power a significant 

drop compared to the rest. 

Half power reaches 0 RSSI at 5 cm and beyond where there is no signal that can be 

received. The other values are very similar to full power setting and difficult to 

distinguish from full power setting. That is why it looks like there is only 2 lines looking 

at figure 7. 
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Figure 7. Acreo tag 1 have been used to measure average RSSI in relation to distance. 

 

Table 1. Measurements of Acreo tag 1. 

RSSI in relation 

to different 

parameters and 

length 

1 cm 2 cm 3 cm 4 cm 5 cm 

FP 127 127 127 117 90,001 

HP 127 127 126 108 0 

HD 127 127 127 116,261 90 

DSC 127 127 127 116 90 

1of256 127 127 127 117 90 

 

Mean value has been used before the final value has been set. So measuring 1000 values 

at 1 cm gave 1000 results of 127 RSSI. But at full power at 5 cm, 999 values had 90 

RSSI wile one of them measured 91 so the mean value became 90,001 looking at table 

1. The fluctuation has been ± 1 RSSI value at most during the measurements. 
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2.5.1 Further Measurements 

Looking at the previous measurement method, the value given is not fluctuating very 

much. From this, it is concluded that noise do not have much impact on the measured 

value. Assuming that noise won’t give much of an impact, measurements won’t need to 

be repeated too many times since the result will yield the same value. But according to 

the measurements when having the distance farther away, there is small fluctuation that 

that can be neglected. It can be neglected due to small impact. 

Because of this, more time has been spent on doing less repetitive measurements and 

focus more on how distance have impact on the RSSI value. For these measurements, 

more of different kind of antennas will be measured and conclusion will be drawn 

afterwards why antennas behave as they do. 

Measurement will be done on using coil antennas printed from Acreo and SL13A-DK. 

The SL13A-DK is tuned to 13.56 MHz which makes it as a good reference since better 

tuned antennas will have a higher RSSI and be able to reach further.  

The measurements will be done systematically with an antenna placed as close as 

possible to the reader. TRF7970EVM will be used as in previous measurements. Since 

different antennas have different size, thus will have an impact on the results. So to 

make the measurements fair, antennas will be faced each other and as centered to each 

other as possible. In other words, they will face each other with the middle of antenna 

facing directly to each other. Plastic clippers will be used to have a minimal amount of 

impact as possible when measuring. This is because metallic objects have an impact on 

electromagnetic waves. 

 

2.5.2 Material 

Here are the tags that have been used in order to perform measurements. These tags are 

printed on thin transparent plastic with a SL13A tag chip on top. The design and 
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development of the inductor that the sensor tag is attached to have been made by Acreo 

and have been used for measurements. The different tags have different physical 

properties. What makes them different is the size. Some have more number of turns and 

some have smaller inner radius and outer radius while others have larger inner and outer 

radius. 

 

 

Figure 8. Tag 1: 9 number of turns with inner radius of 11.0 mm horizontally, 11.0 mm vertically. Outer 

radius of 16.25 mm horizontally and 17.25 mm vertically. 
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Figure 9. 5 number of turns with inner radius of 16.5 mm horizontally, 15.75 mm vertically. Outer radius of 

18.5 mm horizontally and 17.75 mm vertically. 

 

 

Figure 10. Tag 4: 7 number of turns with inner radius of 12.75 mm horizontally, 12.75 mm vertically. Outer 

radius of 17.0 mm horizontally and 17.25 mm vertically. 
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Figure 11. Tag 5: 7 number of turns with inner radius of 12.75 mm horizontally, 12.75 mm vertically. Outer 

radius of 17.0 mm horizontally and 17.0 mm vertically. 

 

 

Figure 12. Tag 6: 5 number of turns with inner radius of 16.5 mm horizontally, 16.25 mm vertically. Outer 

radius of 18.5 mm horizontally and 17.75 mm vertically. 
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Figure 13. Tag 8: 5 number of turns with inner radius of 10.5 mm horizontally, 24.75 mm vertically. Outer 

radius of 18.25 mm horizontally and 32.75 mm vertically. 

 

 

Figure 14. Tag SL13A-DK-ST-QFN16: 5 number of turns. 
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2.6 Inductive Coil Design and Optimization 

Induction is the basics of the NFC technology that is being used today. It is what makes 

it possible for the power and data to be transferred wirelessly over a smaller distance. 

 

2.6.1 NFC Coil Design 

NFC uses inductive coils to transmit energy electromagnetically rather than an antenna. 

NFC antenna is not really an antenna, but a coil. For convenience, NFC antenna could 

be used as a reference for the inductive coil. 

NFC antenna never radiates any radio waves because of the size of the antenna relative 

to the frequency that is used. A Frequency of 13.56 MHz have a half wave dipole of a 

couple of meters. This would incline that the antenna would require to be many times 

larger than what is possible to fit into today’s smartphones. Because of this it cannot 

radiate any radio waves but rather uses inductance to change the electromagnetic field to 

transfer its energy. 

 

2.7 Theory 

Using inductive power transfer, energy can be transferred wirelessly which have an 

interesting attribute when it comes to implantable devices. The main reason is that no 

cords will be necessary to be connected from the inside to the outside of an implantable 

device. It is also useful for not require to store any energy on the inside of a body since 

energy storing materials that is available commercially today is lethal as it is hazardous 

for the human body (comparing to commercial batteries). There is a health risk when it 

comes to inducing electric fields in human tissue. In order to avoid any unnecessary 

risks, there is safety standards that can be used as a guideline for the limitations. 

Maximum efficiency is limited by Figure-of-merit 𝐹𝑂𝑀 = 𝑘𝑄 , (2) where 𝑘 is magnetic 

coupling and 𝑄 is the inductor quality factor. ηmax   ≈ 1 −
2

𝑘𝑄
  , (3) where ηmax  is the 
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maximum efficiency of the power transmission. Higher values on 𝑘 and 𝑄 will yield a 

higher power transmission efficiency. Q ≈
ω0 L

Rac
 , (4) Where Q is mostly dependent on ω0 

that in turn is dependent of the frequency, Rac  is the winding resistance which have a 

much smaller impact compared to the frequency. So a higher frequency will in the end 

yield a higher Q inductor quality factor. If both sides of the resonant circuits are tuned to 

same resonance frequency, Maximum achievable efficiency = η𝑀𝐴𝑋 =
(𝑘𝑄)2

(1+√1+(𝑘𝑄) 2 )
2  ,  

(5). Q is defined by the average of the quality factors 

𝑄 = √𝑄1𝑄2  ,      (6) 

where 𝑄𝑖 =
𝜔0 𝑊𝐿𝑖

𝑃𝑙𝑜𝑠𝑠,𝑖
≈

𝜔0 𝐿𝑖

𝑅𝑎𝑐,𝑖
 , And  𝑖 = 1, 2.  (7) 

𝑊𝐿𝑖
 are stored energy, 𝑃𝑙𝑜𝑠𝑠,𝑖  is the power lost in the inductor. 𝐿 𝑖 is the inductance of the 

coils. 

𝑅𝑎𝑐 ,𝑖  is the resistance of the coils in the operating frequency 𝑓0 , 𝜔0 = 2𝜋𝑓0  , (8) Higher 

efficiency is dependent on 𝑘 and Q, so maximum 𝑘Q is desired. 

For power electronics, the switching losses should be considered in cases of high power 

circuits since it is a limiting part of an inductive power transfer (IPT) system. Efficiency 

is decreased with switches for high current voltage circuits [16]. 

 

2.7.1 Shape of the Inductor (Antenna) 

Different shape has different impact on the efficiency of the IPT. Shapes as circular, 

square and rectangular inductors are the most common type of shapes when it comes to 

coil design. The total area is also a major factor that impacts the amount of transferred 

energy. Therefore, a higher area is desired. But due to size limitation of many 

applications, area will also be limited. Shape of the inductor have an impact on the total 

amount of energy that can be transferred within a certain time. 
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The table [16] (Table 1) displays the dimensions and air gap to give a brief description 

of what is used during the simulation to give a broader understand of what is happening. 

The main focus however is to see how area impacts the total efficiency. 

The shapes described in [16] (Fig. 5) have been simulated using 1 number of turn. 

Looking at graph below, the graph clearly displays how shape and area have an impact 

on the k value. The graph is a simulation using 3D FE tool COMSOL [16]. 

According to [16] (Fig. 6) circular is best and can be explained by sharp edges. Circular 

might not be best solution to most situation due to the shape. In today’s smart phones 

i.e. using circular inductor to charge the phone might be useful. But using a square 

shape or rectangular shaped inductor might be more convenient because of the overall 

shape of the phone. Most phones today are rectangular so using a circular inductor 

shaped would be a wasteful way to implement as a receiver inductor and would limit the 

amount of area that could be used. Using a rectangular shaped inductor in the phone 

could give a higher total area of the inductor, which could yield a higher total k value 

and could be able to receive more energy rather than a circular inductor. Even if circular 

shaped inductor is more efficient in relation to the area used, it might be a drawback in 

some situations as described above. 

When varying diameter from 0.5 mm to 5 mm, Ra,1, N1 and Ri were held constant for 

both the transmitter and receiver coils. From [16] Fig. 8 (a) it is clear that changing the 

diameter winding dw have a small impact on k. [16] Fig. 8 (b) shows how number of 

turns impact the coupling coefficient k and it is clear that it has no impact. 

Looking at [16] Fig. 8 (c), it is clear that different value of Ri the inner radius has an 

impact on the k value. Smaller inner radius is desired for higher k. 

Outer radius efficiency is very dependent of the size between the transmitter coil and the 

receiving coil. The receiver coil has an outer radius of Ra,2 = 100 mm and [16] Fig. 8 (d) 

displays how the maximum k value is dependent of outer radius size, but also the air 

gap. For δ = 25 mm, the maximum value is around Ra,1 = 120 mm which is larger than 

Ra,2. 
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Quality factor is dependent of diameter winding dw and separation winding sw and also 

the resistance in the inductive coil wire. Higher resistance in the wire gives a reduced 

quality factor Q. [16] Fig. 10 (a) clearly displays that Q increases with increasing dw. 

From [16] Fig. 10 (b) sw decreases with increasing Q. [16]  
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3. Results 

In this result section, result of the measurement between the TRF7970EVM and the 

different tags are displayed and how range have an impact on the read range. In Figure 

15, All of the measurement is displayed to show the big picture of all the measurements 

together. 

 

Because it can be difficult to gain any specific information from figure 15, graphs have 

been divided into many smaller graphs so conclusion can be made more easily. 
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Figure 16. Result of the Acreo tags. Displays how the RSSI value drops with increasing distance. 

 

 

Figure 17. Result of the SL13A-DK with capacitor and meat as obstacle. Displays how the RSSI value drops 
with increasing distance. 

In figure 17, the result from how the SL13A demo kit behaves with different distances 

and how meat in between have an impact. The meat in this measurement is 6 mm thick. 
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Figure 18. Result of the SL13A-DK with and without a 2.2 µF capacitor. Displays how the RSSI value drops 
with increasing distance. 

In figure 18, the result from how the SL13A demo kit behaves when using a 2.2 µF 

capacitor is attached between the Vss and Vext pin on the demo kit. 

 

Figure 19. Result of the SL13A-DK with and without 2.2 µF capacitor and meat as obstacle. Displays how 
the RSSI value drops with increasing distance. 
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4.  Discussion 

The point of this thesis was to find a solution to power a circuit inside tissue without the 

use of a battery. This is because of the safety issues that comes with hazardous batteries. 

Instead of using batteries, many alternative method is viable to compensate for batteries. 

Many of the techniques to power the circuits are very dependent on the physical volume. 

More volume usually means more energy can be harvested.  

The patient is the focus when it comes to implantable devices, therefore determining the 

best way to power implantable devices might not have to do with efficiency but the 

actual size of the implantable device. The patient would not really care if a circuit inside 

them could harvest energy in the best possible way as long as it is comfortable and 

would not disturb their ordinary or general life. So comfort is higher priority rather than 

the efficiency of the device. With that said, having the smallest circuit that can do what 

is required is enough in this case. Therefore, an inductive solution where the patient or 

the doctor can power up the device whenever they need them is sufficient. Instead of 

harvesting and charging the device throughout the lifetime of the device, powering it up 

whenever it is needed is much more comfortable as the energy is transferred rather than 

harvested. This would shrink the size of the implantable as harvesting technique is 

dependent of the size. Higher volume correlates to higher amount of energy that can be 

harvested. Transferring energy would mean that size could be as small as possible, as 

long as the desired energy being transferred is sufficient.  

Using wireless transfer energy with induction would be the beneficial in this case as the 

user that want to retrieve information of the implantable device would transfer energy 

and be able to receive information at the same time. Rather than having a device to 

harvest energy and another wireless technique to transfer the information. Using NFC as 

wireless transfer of energy and data is the most efficient way as it is a small and reliable 

solution. There is no need to worry about not enough energy is stored as it is supposed 

to work only when it is powered up.  
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4.1 Energy Harvesting Methods 

Photovoltaic is a very efficient technique to harvest energy. But when it comes to 

implanting such a device, it won’t be as useful as it requires contact with a light source. 

This would not go well as an implantable device as the tissue would block most of the 

light that tries to penetrate the skin. This means that any kind of photovoltaic harvesting 

method is out of the question. 

Ambient radiation harvesting is a method to harvest energy from radio waves that is 

being broadcasted around the globe, the source of energy is from television broadcasting 

stations and cell base stations. This method of energy harvesting is good option due to 

the way energy is being harvested. It requires no moving part which is good for long 

term solutions. This is not a viable harvesting method as the drawback is that the 

amount of energy being harvested is too small, around 1 μW/cm2 and less. 

Electromagnetic harvesting is method to harvest energy from vibration of magnetic 

mass. It has a high power density compared to other harvesting methods but the 

drawback is the size of the generator.  

As there is movement when generating energy, this is not a viable option for longer 

periods of use. 

Electrostatic harvesting is different from electromagnetic harvesting. The difference is 

that electrostatic harvesting is done by change of potential between two conductors with 

electrostatic charge. Potential change occurs when mechanical movement is applied to 

the conductors. This kind of energy harvesting is useful because it can be manufactured 

using MEMS fabrication. It is also non-resonant which means that they are not bound to 

a certain frequency to operate efficiently. The conductors need to be pre-charged and the 

energy harvested is around 12 µW/cm2 so depending of the situation, it could be useful 

as an implantable device. 

Thermoelectric harvesting is the generation of energy when there is difference in 

temperature. Often a plate with two sides where one side and there is a temperature 

difference between them. Higher temperature difference will yield higher output power. 
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The power density is high but the material it is made out of is toxic material which is not 

desired as an implantable device. 

Piezoelectric harvesting is where energy can be generated by applying pressure to 

crystals like quarts and certain synthetic ceramic. It has a high power density but 

requires a power management unit to harvest efficiently. 

Pyroelectric harvesting is similar to thermoelectric harvesting. The difference is the way 

they use temperature to generate energy. Pyroelectric generates energy by the sudden 

change of temperature rather than having two sides with temperature difference. It can 

however not be used as implantable as body temperature of humans are constant and not 

fluctuating.  

Kinetic harvesting is energy harvesting method by change in mass by applying some 

kind of motion. There is plenty to harvest kinetic energy but due to movement and mass, 

there will be friction which is not useful for long-term use. It also requires that 

frequency and damping needs to be modified so it works efficiently which is not desired 

when it comes to implantable devices. 

The biofuel cells harvesting is also available to harvest energy by using the enzymes and 

bacteria to produce energy. If it is efficient, it is not viable as implantable because of the 

drawbacks which is referred to enzymatic harvesting and microbial harvesting. There is 

also Abiotic harvesting which can be fabricated on wafer, but it has low power density 

compared to the other two.  

 

4.2 Patient Safety 

Not all wireless devices are dangerous. It all comes down to the amount of energy that is 

being transferred through air and tissue. What happens when energy passes through 

tissue and mass is that the energy is being “wasted” and that would turn it into heat. Too 

much energy would be able to burn the tissue and damage it. This is why there is 

regulations for i.e. cell phones radiation. It is measured in SAR which is specific 
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absorption rate and that is a way to determine if it is safe for the humans. It is also 

relative to where the energy is passing the human. Different body parts will absorb 

different amounts of energy. This is why higher efficiency is desired as it would mean 

that less energy can be absorbed by tissue. When it comes to NFC and implantable, the 

power is dissipated throughout the shape of the coil which is an advantage as it is not 

concentrated. Concentrated power is much more harmful compared to dissipated power 

over certain area. The SAR limit is a good guideline to follow to avoid unnecessary 

dangers of transferring energy through skin. The TRF7970EVM example of a unit that 

is below the safety limit with its 200 mW output power when transmitting at full 

capacity, which is not near the limit and it is dissipated throughout the coil which makes 

it even safer. 

 

4.3 Wireless Security Threats 

From the mentioned threats, most of the threats can be eliminated with simple secure 

channel that can be set up between the NFC devices. This would prevent most of the 

security threats that can occur during communication. Man-in-middle-attack however 

would work against the secure channel method since the devices would think that they 

are secured to each other unless the agreement would be set up prior to a man in the 

middle attack. A good benefit of NFC is that communication between the devices have 

to be in close proximity. It would mean that the Man-in-middle-attacks needs to have a 

device physically in between the NFC devices. This will most likely render Man-in-

middle-attack useless as the device have to block the other devices from ever 

communicating from each other. If any of the device detect a third device, as device A 

gets signal from device B or vice versa, this could detect that there is Man-in-middle-

attack going on and any further communication can be prevented.  

Setting up a secure channel is recommended due to eavesdropping can be done from a 

farther distance than the actual NFC devices have to be to each other. But since the 

eavesdropping range is as small as around 30 cm, just using a secure channel would be 

enough to prevent these kinds of attacks. 



44 

Using wireless communication will always have safety issue as the information is being 

sent through air and not isolated by cables. But thanks to close proximity devices such 

as NFC for wireless communication makes eavesdropping and other attack methods 

much harder to execute as the attacker also needs to be in close proximity. That is why 

NFC is a preferred wireless solution as medium to long range technologies such as 

Bluetooth are more vulnerable to eavesdropping as the attacker can be farther away 

from the source. Encryption is highly recommended if the target is valuable to attack as 

there will always be people around if there is something to gain. 

Using NFC as method of wireless communication can be made secure enough to prevent 

most of today’s attacks that can be set-up against a wireless system. 

With this said, NFC as a wireless security option might be the safest method to transfer 

data wirelessly as eavesdropping and other attacks is much more difficult to execute due 

to the short range of the NFC communication. 

 

4.4 Analysis of Measurements, Distance and Shape  

Looking at the result of the measurements and RSSI values. It is clear that different type 

of tags impacts the effective range. Some of the tags with certain shape will reach 

farther than others with a different shape.  

Most of the tags seems to work equally stable up to 20 mm then they decline after the 

effectiveness of their shape and size. Tag 2 and tag 6 performed the worst in the 

measurements. They have a total fall off around 28 mm were the signals are too weak to 

be perceived. Tag 1 is the tag that performed the farthest among the Acreo tags. 

Comparing the strongest and the weakest can be done looking at the size and shape of 

the inductors.   

Comparing tag 1 with tag 2 and tag 6, tag 1 have a higher total area. The air gap 

between the loops is equally small (around 0.01 mm). The thickness of the lines is much 

thicker for tag 1 (around 3-4 times as thick). Combining thickness and more number of 



45 

turns means that the tag will have a higher total area. The result is a better performing 

inductor, this confirms figure 16 and the optimization guidelines when designing an 

inductor for higher performance. 

Tag 4, 5 and 8 performs in-between the worst and the best. Calculating the total area 

will be done with approximation for simplicity 

Tag 4 and 5 is very similar to each other but tag 4 have a higher total area and also 

performs better according to figure 16. The difference is not much but it confirms that 

more area will give better performance. Tag 8 is tricky as it has the highest total area if 

not considering the air gap. The air gap of tag 8 is the greatest so neglecting it is not an 

option. To explain why it performs worse is due to having the shape of a rectangle and a 

very large separation winding compared to the rest of the tags. It is also physically 

larger than the transmitter inductor (TRF7970EVM) which should be considered, as 

similar shapes should perform the best according to design optimizing guidelines. That 

explains why tag 8 behaves worse than tag 4 and 5 that have a smaller total area. 

Tag 2 and 6 might supposed to have the same dimensions and it also applies to tag 4 and 

5. Why they behave differently as they are expected to behave exactly similarly could 

have to do with human errors. Human errors in this case would be the measurement 

itself and also how the tags were handled. The conductive material that is printed on the 

transparent plastic have no physical protection so touching the conductive material 

might have an impact on the performance. 

The measurement with obstacle had a minor impact on the result. As the unit is 

measured in RSSI, the value does not say much without the actual output power that is 

being transmitted. The result can however be compared to the measurement without the 

obstacle and according to it, the signal strength is behaving similarly but a with a small 

delay. At 65 mm, the RSSI is measured to 100 for both. At 66 mm, the measurement 

with obstacle drops down to 92 RSSI while measurement without obstacle is still at 100. 

At 67 mm, both have the measurement of 92 RSSI.  

At 88 mm, both have RSSI of 81. At 89 mm, the one without obstacle is still 81 while 

the one with obstacle have dropped down to 73. At 90 mm, they are both down to 73 
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RSSI. Just in the very end of the measurement, instead of dropping the RSSI with 1 mm 

interval between, the distance where the one with obstacle drops down to 64 have a 2 

mm interval between the drop.  

The one without obstacle have RSSI of 72 at 94 mm to 96 mm and drops to 64 at 97 mm 

while the one with obstacle have the RSSI of 72 mm at 94, drops down to 64 at 95 mm 

to 96 mm and finally goes down to 0 at 97 mm. This concludes that the impact of the 

tissue is not behaving linearly. Having thicker obstacle would most likely have larger 

impact on the interval increase with distance. This can also be seen as having an 

obstacle like tissue would mean that the measurement has to be done at a closer distance 

to get equal result. Using NFC tags with less efficiency means that this interval where 

the distance is dropping might increase as the communication signal will not be as 

efficient as the case with SL13A-DK. 

 

4.5 Improve Performance 

When it comes to performance of the NFC, there is a handful of ways to improve it. 

NFC technology uses inductor to transfer data and energy wirelessly. The physical 

component can be altered to achieve desired attributes. Looking at how energy is being 

transferred through material, different material has an impact of how good energy is 

being transferred through materials. Electromagnetic waves have a difficult time to pass 

a much smaller impact on liquids such as water. This is because of the nature of how 

electromagnetic waves behave. This behavior is due to metallic materials draws the 

waves to itself much more easily than liquids. Electromagnetic waves can pass through 

air very easily compared to metal. Tissue is somewhere in-between metal and more 

towards air as the measurements above can confirm.  

The tissue does absorb the waves to a certain degree. This is why it have a reduction in 

the RSSI value looking at figure 17. The signal is not performing as good through the 

tissue as it is passing through the air. The way to improve the performance is by making 

the tissue in this case absorb less of the energy. This can be done by improving the 

efficiency of the transmitter and the receiver. Other things that have an impact on the 
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performance is the design of the shape and winding. Using more conductive material as 

winding will improve the performance but when working with NFC and small tags, size 

is a limiting factor that needs to be considered. When it comes to size of an implantable 

device, reducing the volume is of high importance as it might one day be inside patients. 

So the two-dimensional shape is important factor (minimal volume). The way that it can 

be affected is the shape, such as circular, square, rectangular or other shapes. Assuming 

that the inductor has the same amount of area, a circular shape will be must efficient per 

area according to [9]. But as it is not convenient all the time, there is alternative such as 

square and rectangular shapes that performs almost equally but slightly worse than 

circular shape.  

Other ways to improve the efficiency of the inductor is by the shape of the windings. As 

we know that more general area is better for performance, there is ways to improve how 

the area is being used. The goal is to improve the FOM=Qk where Q is the quality factor 

and k is the magnetic coupling. Quality factor Q is dependent of the number of turns, 

diameter of the winding and separation of the windings. More number of turns and more 

diameter winding dw is better and less of the winding separation sw. Just keep in mind 

that too small separation will introduce parasitic capacitance that will degrade the 

performance. When it comes to magnetic coupling k, a larger outer radius and smaller 

inner radius increases the magnetic coupling k. 

 

4.6 Conclusion 

For the RFID Transponder SL13A, adding a 2.2 µF capacitor between the Vss and Vext 

pin will improve the communication range by a small degree according to figure 18. The 

size of the capacitor might not be desired to have together with an implantable device. If 

the read range is not sufficient, it can be solved using a printed capacitor. Printed 

capacitors can be used as they have a much smaller volume compared to ordinary 

capacitors. According to [21], printed capacitor with 150 pF with the size of 7.07 mm2 

area is possible to achieve. 
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Having a secure link when it comes to wireless security is always advised unless the 

information is not sensitive. Most threats can be avoided with encryption, knowledge 

and caution. NFC is a great protocol when it comes to security because of the 

communication range is small and might be the best solution to prevent wireless attacks. 

Transferring energy wirelessly is in this case far from harmful as the output power is far 

below the safety regulation. Even if there is a case where a lot of energy needs to be 

transferred, doing it with an output below the limit is safe to do for longer sessions 

rather than having some bursts of energy for short periods. 

When it comes to antenna design, having tightly spaced turns together with more turns 

have a major impact, comparing tag 1 with the other tags. Tag 1 have more number of 

turns than any other tags from Acreo that was used for measurements and is the best 

performing tag out of the plastic printed tags. Tag 2 and 6 together with tag 4 and 5 

should have behaved similarly as their dimensions is most likely supposed to be the 

same but due to human errors, the result is similar but not exactly as expected. 

Using any of the practical energy harvesting technique to power a circuit would mean 

that more space would be required as there needs to be a way to transmit information as 

well. Instead of using something to gather energy and send energy, using induction 

could replace the harvesting part as it can be used for communication and receive 

energy wirelessly through tissue. Avoid using circuits with built in energy harvesting 

until they get smaller and more efficient, unless physical space is not an issue for 

implantable device. 
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