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ABSTRACT 

Mental models have been a popular concept for more than 30 years and used to explain many 
phenomena of human life – from logical reasoning and problem-solving to narrative 
comprehension and the understanding of complex dynamic systems. As such, the mental 
model has been studied with a great variety of techniques, from the cognitive interview and 
verbal protocol analysis to observations and computer-based network algorithms. However, 
while the concept has a keen interest, there exists no consensus on what a mental model is. 
Nor what methods to use when studying them. Instead, most researchers have used their own 
vague, and often intuitive, descriptions of the construct, resulting in an abundance of 
incomplete and incompatible concepts that have been studied without many methodological 
considerations. This thesis aims to examine the mental model concept, and provide a working 
definition by describing associated functions, characteristics and nature. Moreover, a new 
methodological framework is developed and used as means to highlight mental model 
methodological issues. Lastly, given the lack of mental model methodological issues in 
research, the Pathfinder technique is validated as a starting point of this important field of 
study. Among the results, it is concluded that the Pathfinder technique is not valid. 
Consequently, researchers should be wary of Pathfinder technique’s limited use in complex 
domains, such as information security. 
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1. FINDING PATHS TO MENTAL MODELS 
 

The sciences have developed in an order the 
reverse of what might have been expected. 
What was most remote from ourselves was 
first brought under the domain of law, and 
then, gradually, what was nearer: first the 

heavens, next the earth, then animal and 
vegetable life, then the human body, and last 

of all (as yet very imperfectly) the human 
mind. 

Bertrand Russell 

 

Introduction 
Mental models have been a popular concept for more than 30 years in psychology, cognitive 
science and related domains (Jones, Ross, Lynam, Perez, and Leitch, 2011). It has been used 
to explain many phenomena of human life – from problem-solving to narrative 
comprehension to analogical reasoning to understanding devices to human-computer 
interaction to interacting in a complex and dynamic world (Doyle and Ford, 1998). As such, 
the mental model has been studied with a great variety of techniques, from cognitive 
interview to verbal protocol analysis to content analysis to observations to graph 
representation to mention a few (Langan-Fox, Code, and Langfield-Smith, 2000). However, 
while the concept has a keen interest, there exists no consensus of what a mental model is (see 
e.g. Thagard, 2010). Nor what methods to use when studying them (see e.g. Rouse and 
Morris, 1986). Instead, most researchers have used their own vague, and often intuitive, 
descriptions of the construct, resulting in an abundance of incomplete and incompatible 
concepts that have been studied without many methodological considerations (Rouse and 
Morris, 1986). For example, the network algorithm Pathfinder has been used to examine, what 
is said to be, underlying structures in mental model research. However, if Pathfinder is a valid 
technique is still unclear. 
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Research objectives 

Much unclarity is surrounding the mental model concept and mental model methodology even 
though the concept is widely accepted and used in research (Thagard, 2010). Considering the 
unclear definitions, this thesis aims to provide a more precise working definition by 
describing a selected set of functions, characteristics, nature, and empirical findings that are 
associated with mental models as to provide an understanding for interested and opponents 
alike. Further, given the amount of different methods and techniques that have been used, it is 
suggested that a new methodological framework would benefit future research by allowing 
easy descriptions, comparisons, and evaluations. Moreover, to further the research of mental 
model methodology, the validity of the Pathfinder technique will be empirically evaluated by 
comparing and relating the resulting structure (Pathfinder network) with participants created 
cognitive maps1. Lastly, since expertise could be one factor affecting the resulting graphs 
from the cognitive mapping technique and Pathfinder technique, this is empirically examined. 

 

Research questions 

The following four research questions will be answered in this thesis: 

1. How should we understand and define the mental model construct? 
2. How can methods and techniques to study mental models be described, compared, and 

evaluated given a new framework? 
3. Is the Pathfinder technique valid for studying mental models in the information 

security domain?  
4. How do the Pathfinder technique and cognitive mapping technique relate to expertise 

in the information security domain? 

 

 

 

 

 

1Note. Cognitive maps is a term that may lead to confusion since it may refer to two different concepts (Doyle 
and Ford, 1999). First, a cognitive map may refer to the internal representation of routes and paths of the 
environment used by organisms. Second, a cognitive map may refer to the external representation resulting from 
a technique where the mind has created a map or a model of a territory or situation via elements (nodes) that are 
connected to form a structure in a graph (Chermack, 2003). In this thesis, only the second notion is used. 
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Scope and limitations 

This thesis aims to investigate the mental model construct and mental model methodology. 
However, some limitations of these aims should be clarified. First, many authors have tried to 
make definitions of a mental model in their domain (e.g. Doyle and Ford, 1998, 1999), while 
others have sought to provide an interdisciplinary and unified understanding (e.g. Wilson and 
Rutherford (1989). My aim is to do the latter one, but the definition will not be validated. 
Thus, the definition may or may not be accepted in the research community and among 
practitioners. The suggested working definition should, therefore, be treated as another 
starting point towards a shared understanding of the construct. Second, a mental model 
methodology framework will be described and discussed. Such framework will help describe, 
compare and evaluate techniques and methods used to study the mental model construct. 
However, it should be noted that such a framework is only one way to cut a cake so to say. 
Other frameworks exist, and it is suggested that each framework can contribute some aspects 
of the mental model methodology. Third, the Pathfinder technique will be validated by 
comparing and relate the resulting mental model representation to referent models created 
either by a participant or a group of experts. Doing so, the result is highly affected by the 
chosen analyses and referent models. For example, while two techniques to measure 
similarity is chosen in this thesis, there may be other that would have yielded different results. 
Fourth, the information security domain was chosen as target system to validate the 
Pathfinder technique.  As such, the results describe the Pathfinder technique in such context 
and has not been tested on other target systems. However, it is my contention that the result 
applies to other domains as well.  

 

Thesis disposition and approach 
The thesis is divided into five chapters and follows the described approaches. Chapter one is 
an introduction to the thesis, presenting the research problem, objectives, research questions, 
and scope. 
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Chapter two concerns the first research question: How should we understand and define the 
mental model concept? It provides a theoretical background by previously made descriptions, 
commonly associated functions and characteristics. It also described the nature of mental 
models, as well as some related empirical findings of mental models associated with its nature 
and functions. Finally, a working definition, summary, and discussion of the chapter are 
presented. This is done by a theoretical approach, where literature is used to support the 
claims. 

 

Chapter three relates to the second research question: How can we describe, compare and, 
evaluate techniques and methods to study mental models using a new framework? To answer 
this question, other frameworks are described as well as a new framework. The new 
framework is then used as to describe techniques and methods previously used to study 
mental models. Finally, the chapter concludes with a summary and discussion. The approach 
is theoretical in nature but has been practically applied. 

 

Chapter four answers the third and fourth research questions: Is the Pathfinder technique valid 
in the information security domain, and how does expertise of information security relate to 
the cognitive mapping and Pathfinder techniques used in this thesis? The chapter begins with 
describing two techniques to graphically represent mental models – the cognitive mapping 
technique and the Pathfinder technique. An empirical study is conducted to validate the 
Pathfinder as a technique to represent mental model graphically, as well as investigating how 
expertise is related to graph representation techniques. The used approach is an empirically 
done study. 

 

Chapter five concludes the thesis by shortly describe the results.  
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2. DEFINING THE MENTAL MODEL CONCEPT 
 

Everything that we see is a shadow cast by that 
which we do not see 

 -Martin Luther King, Jr. 
 

While Martin Luther King, Jr, did not speak of mental models in the above quote, we can use 
the metaphor. We can never see mental models, but rather the effects of casting light from 
different angles. It cannot be caught, nor perfectly described. However, it always surrounds 
us, affecting us in every moment of our lives. The notion of mental models was made popular 
with the two books published in 1983 by Johnson-Laird, and Gentner and Stevens. While 
these two books certainly are very cited, the idea of internal models was put forward earlier. 
Indeed, Johnson-Laird (2004) suggested that the first modern statement of the hypothesis that 
minds use internal representations of the world was by Kenneth Craik, who in his book The 
Nature of Explanation (1943, p. 61) wrote: 

 

If the organism carries a “small-scale model” of external reality and of its own 
possible actions within its head, it is able to try out various alternatives, conclude 
which are the best of them, react to future situations before they arise, utilize the 
knowledge of past events in dealing with the present and future, and in every 
way to react on a much fuller, safer and more competent manner to the 
emergencies which face it. 

  

While Craik certainly should be cited as one of the first proponents of how we conceptualize 
mental models today, similar ideas can be traced back to philosophers like Locke and Hume 
(Thagard, 2010). Another early notion of internal models includes Conant and Ashby, who in 
1970 suggested that the brain can operate by building an internal model of the environment, 
and with this give neuroscientists a theoretical basis of the brain acting as a complex regulator 
of the owner’s survival. Today the idea of mental models is a truism, and has been 
investigated in a wide range of tasks, from problem solving (e.g. Johnson-Laird, 1983) to 
narrative comprehension (e.g. Bower and Morrow, 1990) to analogical reasoning (e.g. 
Gentner and Gentner, 1983) to understanding physical devices (e.g. Gentner and Stevens, 
1983) to human-computer interaction (e.g. Carroll and Olson, 1988) to perceptual-motor 
control (e.g. Ito, 2008) to complex dynamic skills (e.g. Doyle and Ford, 1998) and so forth. 
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While mental models have had a keen interest and application in many fields the last 30 years, 
it is unfortunately rarely well defined (Doyle and Ford, 1998; Rook, 2013; Rouse and Morris, 
1986; Wilson and Rutherford, 1989), nor is the nature of mental models often described 
(Thagard, 2010). Therefore, the concept has many, often intuitive, meanings that are not 
shared among the disciplines (Rouse and Morris, 1986; Wilson and Rutherford, 1989). 
Alternatively, as Wilson and Rutherford (1989) note, the concept of mental model shares, as 
will be seen, characteristics with its referent – it is incomplete, unstable, non-exclusive, and 
unscientific (see also Norman, 1983). Even though years have passed by since these notions 
were put forward by authors, the issues have not changed. Consequently, it is difficult to 
provide a coherent view for interested, but confused, collaborators and opponents alike.  

 

As Wilson and Rutherford (1989) I will try to describe the concept to provide a shared 
understanding for all interested in using the concept both in theoretical as well as applied 
situations. I will also make a more precise working definition given the functions, 
characteristics, and nature of mental models as to circumvent the concept being, what Rouse 
and Morris (1986) implied, an all-including term.  

 

Existing descriptions of mental models 
There are many attempts to describe mental models, and while these can give a direction of 
how to understand the term, they are often vague and contradicting (Rouse and Morris, 1986). 
Moreover, many try to define the mental model concept for their domain (see e.g. Doyle and 
Ford, 1999, p. 414), rather than work interdisciplinary to make a unifying conceptualization 
(Wilson and Rutherford, 1989). Table 1 illustrates a sample of how mental models have been 
described over the years. For more discussion of definitions of mental models, see for 
example Bower and Morrow (1990), Doyle and Ford (1998), Mohammadi, Saberi, and 
Banirostam (2015), Moray (1999), Wilson and Rutherford (1989) and Zhang (2009). 
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Table 1 Examples of mental model description in chronological order. 

Author Description 

Craik  
(1943, p. 51) 

By a model we thus mean any type of 
physical or chemical system which has a 
similar relation-structure to that of a process 
that it imitates … it is a physical working 
which work in the same as the process it 
parallel 

Johnson-Laird  
(1980, p. 98) 

A [mental] model represents a state of 
affairs and accordingly its structure ... plays 
a direct representational or analogical role. 
Its structure mirrors the relevant aspects of 
the corresponding [perceived or conceived] 
state of affairs in the world. 

Johnson-Laird  
(1983, p. 10) 

At the first level, human beings understand 
the world by constructing working models 
of it in their minds. Since these models are 
incomplete, they are simpler than the entities 
they represent. In consequence, models 
contain elements that are merely imitations 
of reality – there is no working model of 
how their counterparts in the world operate, 
but only procedures that mimic their 
behaviour. 

Norman  
(1983, p. 8) 

1. Mental models are incomplete. 
2. People's abilities to “run” their models are 
severely limited. 
3. Mental models are unstable: People forget 
the details of the system they are using. 
especially when those details (or the whole 
system) have not been used for some period. 
4. Mental models do not have firm 
boundaries: similar devices and operations 
get confused with one another. 
5. Mental models are ‘unscientific’: People 
maintain ‘superstitious’ behavior patterns 
even when they know they are unneeded 
because they cost little in physical effort and 
save mental effort. 

6. Mental models are parsimonious: Often 
people do extra physical operations rather 
than the mental planning that would allow 

them to avoid those actions; they are willing 
to trade-off extra physical action for reduced 

mental complexity. This is especially true 
where the extra actions allow one simplified 

rule to apply to a variety of devices. Thus 
minimizing the chances for confusions 
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Rouse and Morris  
(1986, p. 351) 

 

Mental models are the mechanisms whereby 
humans are able to generate descriptions of 
system purpose and form, explanations of 
system functioning and observed system 
states, and predictions of future system 
states. 

Carroll and Olson  
(1988, p. 51) 

…a rich and elaborate structure, reflecting 
the user's understanding of what the system 
contains, how it works, and why it works 
that way. It can be conceived as knowledge 
about the system sufficient to permit the 
user to mentally try out actions before 
choosing one to execute. 

Sterman  
(1994, p. 295) 

…the term mental model stresses the 
implicit causal maps of a system we hold, 
our beliefs about the network of causes and 
effects that describe how a system operates, 
the boundary of the model (the exogenous 
variables) and the time horizon we consider 
relevant- our framing or articulation of a 
problem. 

Doyle and Ford  
(1999, p. 414) 

A mental model is… a relatively enduring 
and accessible, but limited internal 
conceptual representation of an external 
system (historical, existing, or projected) 
whose structure is analogous to the 
perceived structure of the system. 

Merrill  
(2000, p. 244) 

A mental model is a schema plus cognitive 
processes for manipulating and modifying 
the knowledge stored in a schema. 

Chermack  
(2003, p. 408) 

Humans constantly construct mental models 
of reality, which include their assumptions, 
beliefs, experiences, and biases about the 
world. In fact, humans construct mental 
models of reality often without an awareness 
of it. In decision making, mental models 
include an individual’s perception of a 
situation, variables in the system, alternative 
solutions, decision premises, and biases. 
Because mental models reflect the decision 
structure and are difficult to understand on a 
concrete level. 

Nersessian  
(2008, p. 93) 

[A] …structural, behavioral, or functional 
analog representation of a real-world or 
imaginary situation, event or process. It is 
analog in that it preserves constraints 
inherent in what is represented. 
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Jones et al.  
(2011, p. 1) 

Mental models are personal, internal 
representations of external reality that 
people use to interact with the world around 
them. They are constructed by individuals 
based on their unique life experiences, 
perceptions, and understandings of the 
world. 

 

As indicated in Table 1, there exist a plethora of descriptions of mental models. However, 
they are often vague and conflicting. For example, are mental models stable, such as stored in 
the long-term memory (e.g. Norman, 1983) or constructed at the moment for example during 
problem-solving tasks (e.g. Johnson-Laird, 1983; Khemlani, Barbey, and Johnson-Laird, 
2014)? Are they composed of iconic representations (e.g. Johnson-Laird, 1983), beliefs (e.g. 
Norman, 1983), implicit causal maps (e.g. Sterman, 1994), neural populations of features of 
the world (Thagard, 2010), or a rule-based inference system (Stewart and Eliasmith, 2009)? 
Are they accessible to be reported, which is the common assumption, or outside of conscious 
awareness (Rouse and Morris, 1986)? Do people have one mental model of a system, or can 
they have several alternate mental models of the same target system, as suggested by Moray 
(1987)? Are mental models seen as a unified whole, or can they be composites of many small 
mental models with a varying level of details (Carroll and Olson, 1988)? According to Rook 
(2013), the only consensus of mental models seems to be that they are internal and can affect 
how people act. I concur with these notions but remain optimistic that we can come to a 
consensus about more functions and characteristics.  
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Different types of models 
Before diving further into the mental model conceptualization, some clarifications about 
various types of models should be made. The first type can best be illustrated by Norman’s 
(1983) notion that we should differentiate between four different things when considering 
mental models: (1) the target system (which the mental model represents); (2) the conceptual 
model of the same target system; (3) the user's mental model of that target system; and (4) the 
scientist's conceptualization of the user’s mental model (see also Young, 1983). Carroll and 
Olson (1988) concur with these notions and add that some models are descriptive while others 
are prescriptive. That is, some models describe the mental model’s content and structure, 
while others describe how the content and structure should be, or ought to be, organized.  

 

Several taxonomies of mental models have also been proposed (Zhang, 2009). For example, 
Carroll and Olson (1988) make a distinction between four types of mental models: surrogates, 
metaphor models, glass box models and network representation of the system. Each type 
entails certain understandings and thus how to reach goals within or with the target system. 
With surrogate models, the user's behaviors work perfectly for reaching their goals in or with 
the target system. However, there is no understanding of the target system. Rather, they can 
be seen as rules that are followed, thus mimics an understanding of the system. For example, 
when novices use instructions to solve problems. Metaphor models, on the other hand, give 
some understanding of a target system via previous knowledge about some other target 
system. Using such knowledge can be fruitful in some instances, but also be misleading in 
others. With glass box model, people understand a system through the use of several 
composite metaphor models which allows them to make good decisions and interact 
successfully with a target system. Finally, network representation of the system contains 
states of a target system (nodes), and what actions (links) can be taken to reach one's goal. In 
essence, these descriptions show that behaviors can be based on instructions, similarities with 
other systems, knowledge, or a combination thereof. 

 

Thagard (2010) makes a distinction between static, dynamic, and combined mental models. In 
this case, a static mental model has a similar spatial structure as what it represents, whereas a 
dynamic mental model has a similar temporal structure. Moreover, combined mental models 
have both similar spatial and temporal structure as what they represent. A similar 
differentiation is made by Kotz, Stockert, and Schwartze (2014) who notes the existence of 
formal structure (what) and the temporal structure (when). In essence, such different types 
make aware that mental models may contain various types of elements and relations given 
different tasks. Related to this is Moray (1996, 1999), who suggests five different types of 
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mental models which can be characterized by the type of task; the degree to which the human 
interacts with the task and the environment; the temporal dynamics of the task; and the extent 
to which the environment interacts with the system. In doing so, as I see it, Moray unites 
several views of mental models by showing that the task and context influence what we study, 
but may still refer to the same concept. Consequently, this shows that when we refer to a 
mental model it can be used similarly in all level of description – from perceptual-motor skills 
(Ito, 2008) and logical reasoning (Johnson-Laird, 1983) to Human-computer interaction 
(Carroll and Olson, 1988) and complex dynamic systems (Doyle and Ford, 1998, 1999).  

 

Mental model functions 
Mental models have been associated with many phenomena over the years, most of these can 
be explained by some common functions. Namely, to allow interactions with or in the world, 
predict, infer and explain, and simulate. It is here contended that interacting with, or in the 
world, is the superordinate function, using mental models in particular cognitive processes to 
predict, infer, explain and simulate the state of affairs given the goal, context, and previous 
knowledge.  

 

Predict 

The notion that mental models are used to make predictions is very common in the literature 
(see e.g. Craik, 1943; Gentner and Gentner, 1983; Gentner, 2002; Johnson-Laird, 1983; 
Moray, 1999; Nersessian, 1992; Norman, 1983). Predictions have even been said to be mental 
models’ primary function for low-level cognition, such as motor control (Ito, 2008), as well as 
high-level cognition, such as reasoning (Johnson-Laird, 1983). Indeed, Filipowicz, Anderson, 
and Danckert (2016) note that: 

 

 The utility of any such mental model (or representation) lies in its predictive 
capacity (how accurately does the model predict the outcomes of a specific action 
or decision choices?)… 
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Mental models being able to represent future states is thus fundamental to operations 
underlying motor and non-motor functions relevant in domains from speech and music to 
optimal overt and covert behavior (Kotz et al., 2014; Thagard, 2010). Certainly, optimal 
timing implies a form of predictive adaptation to the spatial and temporal structure of 
situation of the environment to circumvent exclusively reactive behavior. That is, to modify 
behavior, an internal model must exist as to correct the output as to be congruent with what 
was intended.  

 

Infer and explain 

As with enabling a predictive capacity, inferences and explanations of the state of the world 
are another prevalent function associated with mental models (see e.g. Johnson-Laird, 1983, 
2006; Khemlani et al., 2014; Norman, 1983; Zhang, 2009 ). For example, Johnson-Laird 
(1983, 2006) stated that people can easily solve logical or narrative problems by mentally 
imagine such situations to make inferences and explanations. That is, people do not always 
solve problems by logical reasoning, rather they imagine situations to make probable 
inferences and explanations. One such is illustrated by Thagard (2010, p. 449) who wrote: 

 

What’s that awful smell?’ that generates an explanation that…’Joe was trying to 
grate cheese onto the omelet but he slipped, cursed, and got some cheese onto 
the burner 

 

Such inferences and explanations certainly suggest that they are created as hypothesized states 
of affairs by the use of context (e.g. sensory input) and previous knowledge (e.g. smell of 
burned cheese). Even though people generally do not concern themselves of different types of 
reasoning, theorists sometimes distinguish between three sorts: deduction, induction, and 
abduction which creates hypothesis or explanations (Khemlani et al., 2014 Thagard, 2010). 
With deductive reasoning, conclusions are drawn from the premises, whereas in inductive 
reasoning people use knowledge to go beyond the information given. With abduction, people 
use knowledge to incorporate new concepts into the premises to provide inferences and 
explanations. Indeed, it is often recognized that people are readily able to go beyond the 
available information to infer and explain events using experience (Zhang, 2009).  Using the 
same citation from above when Joe burnt some cheese, it is easy to see that we are going 
beyond the available information into abduction.  
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Simulate 

It is also widely recognized that people can simulate scenarios using mental models (e.g. 
Johnson-Laird, 2006; Nersessian, 1992; Norman, 1983; Zhang, 2009). For example, 
Nerssessian (1992, p.292) makes an excellent illustration of how mental models are used to 
predict, explain, and simulate when she writes:  

 

The original thought experiment is the construction of a dynamical model in the 
mind by the scientist who imagines a sequence of events and processes and infers 
outcomes.  

 

Such simulated scenarios may not even be realistic. For example, Johnson-Laird (2006) 
describes how we can imagine flying in, or even out of a window from, our home. Certainly, 
being able to imagine such scenarios go beyond our experience, further suggesting the 
existence of a model that can create hypothesized states – like flying. 

 

Mental model characteristics 
In addition to mental model functions, some characteristics can be described. It is my 
contention that, to fulfill the functions, mental models must be limited tokens structurally 
similar to what they represent, retaining multi-model knowledge about the current situation. 
These characteristics will be described and exemplified in more detail below.  

 

Limited 

Given the limited capacity of the biological computational power (Johnson-Laird, 1983; 
Norman, 1983; Thagard, 2010; Zhang, 2009), the ability to condense the input into a compact 
and coherent representation that captures the common and consistent signals should be part of 
any mental model theory. Indeed, Johnson-Laird (1983, p. 11) notes: 

 

…there are biological constraints on the nature of mental process and 
representations, and a theory should account for what is possible within those 
constraints. 
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An illustration of cognitive limitations can be made by Norman’s (1983) observations that 
people tend to make superfluous behavior patterns rather than dealing with mental 
complexity. The cognitive limitation is further supported by experiments. For example, 
Hegarty (1992, 2004) let participants solve problems of the kind seen in Box 1. Results show 
that when solving such problems, people tend to divide the task into several tasks rather than 
solving it as a whole. That is, rotate one or two gears at the time, rather than all at once. In 
essence, mental models should be characterized as only containing the most important or 
salient elements and relations of a target system. 

 

BOX 1 Gear rotation problem 

If rotating gear A clockwise, how would gear B rotate? 

 

 

Structurally similar 

Conant and Ashby (1970) argue that, for a controller of a complex system, such as a human, 
to be able to regulate, an isomorphic or homomorphic model is a must. That is, a mental 
model must keep or approximate the structure of what it represents (see also Gentner and 
Gentner, 1983; Johnson-Laird, 1983; Moray, 1999; Zhang, 2009). Moray (1996, 1999) concur 
with this idea and argues that mental models move from being isomorphic to homomorphic 
when task and context become more complex. That is, a consequence of the limited biological 
computational capacity, details of the mental model’s content and structure is lost when the 
complexity of the task and/or target system is increased. 
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An important implication of a homomorphic, or approximate, mental model is that it not 
necessarily retains the most relevant elements or structure of the target system. They are, what 
Norman (1983), calls – “incomplete” and “unscientific”. Indeed, it is a well-known fact that 
people often use analogies or metaphors to understand concepts or target systems (Gentner 
and Stevens, 1983; Moray, 1999), suggesting that the content is not as important as the 
relations between the elements.  

 

Mental models are tokens of the situation 

One frequent discussion about mental models is whether they are part of short-term memory 
(e.g. Johnson-Laird et al., 1992; Moray, 1999), long-term memory (Norman, 1983) or both 
(e.g. Nersessian, 2002). My contention is that they are created in the situation as a function of, 
for example, the task, context, and prior knowledge. This is similar to the argument given by 
Zhang (2009), who notes that mental models, as described in the literature, are depending on 
the task, context, and individual. As such, they are tokens of the here and now. An example of 
mental models being described as situational (and isomorphic) tokens can be found in 
Johnson-Laird,  Byrne, and Schaeken (1992, p. 419), who wrote: 

 

Our view is that models have a structure that corresponds directly to the 
structure of situations. Each individual in a situation is represented by a 
corresponding mental token, and the properties of individuals and the relations 
among them are likewise modelled in an isomorphic way. 

 

The claim that mental models are temporary structures that occupy working memory has 
received researchers support (Jones et al., 2011), but then again perhaps Nersessian’s (2002) 
notion of stored knowledge structures that are activated to support the mental model can 
bridge the gap. Indeed, if viewing mental models as tokens of a situation using knowledge 
structures, we might even consider them as patterns of firing in neural populations, implying 
that mental model might not necessarily be inherent to neither the short-term memory nor the 
long-term memory. Rather, they are a kind of representation that can be activated to fulfill 
some function. This is, as Thagard (2010) notes, a departure from common assertion among 
scientists, but is increasingly supported by data.  
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Mental models depend on prior knowledge 

Not only are mental models affected by the task and context, but also existing knowledge 
structures, or schemas. There are many opinions of how schemas relate to mental models (see 
e.g. Jones et al. 2011). My position is that schemas are knowledge structures retained in the 
long-term memory, and are used to store and access general information (see also Whitney, 
2001). A similar position is held by Merrill (2000, p. 244) who posit: 

 

 …a knowledge structure is a form of schema such as those that learners use to 
represent knowledge in memory. A mental model is a schema plus cognitive 
processes for manipulating and modifying the knowledge stored in a schema. 

 

Schemas, in this sense, hold general knowledge which grants easy and fast access to familiar 
target systems (Kleider, Pezdek, Goldinger, and Kirk, 2008; Whitney, 2001). Using such 
preconceptions of target systems help not only guide attention and fill in gaps of information, 
but also make stimuli meaningful. An illustration of this can be made by Bruner and 
Minturn’s (1955) example of how we can shift our inference of stimuli (see Box 2). In other 
words, reappraise the situation by shifting context and schema as means to create another 
mental model. The illustration shows that mental models can change with the context and 
knowledge used. That is, we can see both a letter and a number depending on what the context 
cue us to do, but also shift the schema, and thus inference, if required.  

 

Box 2 Mental model with different context and knowledge 

Does the central symbol represent a letter or a number? 
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Through a schema people can access typical (or general) knowledge of situations, but this 
access can also lead to stereotypical errors (Kleide et al., 2008). That is, when drawing 
information from a situation, people might use prior knowledge from such prototypical 
situations, leading to an incongruence between what was present and what was expected (see 
also Whitney, 2001). Consequently, people might filter some information and add other 
resulting in an improper mental model.  Not only do we use stereotypical knowledge about 
situations, we, as was mentioned earlier, also often use analogies and metaphors to make 
inferences and predict unfamiliar or abstract target systems (Rickheit and Sichelschmidt, 
1999).  

 

Mental models are dynamic 

We live in a dynamic and ever-changing environment, which necessitates that we adapt to and 
efficiently respond to changes if we want our behavior to be optimal (Filipowicz et al., 2016; 
Kotz et al., 2014). This can be done by either update the existing mental model or abandon it 
altogether in favor for using a new or existing one (Filipowicz et al., 2016). More specifically, 
change or choose underlying knowledge structures that are associated with the task and 
context. Piaget’s notion of assimilation and accommodation can be of use here. Assimilation 
refers to the process of integrating elements into an evolving or completed knowledge 
structure, whereas accommodation refers to the process of modifying knowledge structures 
(Block, 1982). These two processes are said to be cardinal, letting people construct and 
reconstruct perceptual and action schemas for behaving intelligently in the world.  Similarly, 
Rumelhart and Norman (1976) suggests that a person can assimilate new information as long 
as an adequate schema can be activated. If the used schema is not congruent with what was 
expected, it can be adjusted using either accretion (accumulating new elements and structures 
to the schema), tuning (adapt to a plausible structure), or restructuring (constructing a new 
schema). Of course, as Jones et al. (2011) note, people often filter or reject new information 
according to its congruence with existing understandings, beliefs, and values.  

 

Mental models are multi-modal, temporal, and abstract representations 

It has been a long-standing issue of what internal representations are. Are they iconic or 
propositional (see e.g. Johnson-Laird, 1980)? Here Thagard’s (2010) argument is strong. 
Remember the awful smell from when Joe tried to grate cheese onto the omelet, slipped, 
cursed, and spilled cheese on the burner? Such explanation combines verbal, visual, and 
auditory representations. With such explanations, we must acknowledge that we can make 
causal inferences based on several different senses. As such, it is here argued that multi-
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modality should be a characteristic of mental models. Not only do we involve various senses, 
but we also often use causal inferences when explaining scenarios. To do this, we must be 
able to represent elements following a temporal structure as well. In essence, this means that 
we do not only have image-like mental models but can also represent other modalities as well 
as temporal and abstract features. 

 

The nature of mental models  
Thagard (2010) notes that researchers often disagree about the nature of mental models. Do 
they involve propositions, concepts, rules, images, or some other kind of mental 
representation? In his paper, Thagard (2010) argues for a unified account of mental models, 
positing that we can understand them as one type of neural representations consisting of 
patterns of activation in highly interconnected collections of neurons (i.e. neural populations). 
In this sense, a mental model is a special kind of neural representation. 

 

As was noted earlier, mental models must be able to contain multi-modal, temporal, and 
abstract features. Thagard (2010) suggests that neural populations can encode such features of 
the world as their activity becomes causally correlated with those features being experienced. 
In this sense, mental representations are created and updated by statistical correlations 
between features of the world. For example, seeing event A being followed by B may store a 
causal representation between A and B. Further, one neural population can be encoded by the 
activity of other neural populations by them being causally correlated when active 
simultaneously, resulting in more abstract features being encoded. In this sense, there may 
exist neural representations of both the word “cat,” the iconic image of a cat and more abstract 
features of a cat. Seeing a cat might, therefore, activate a visual representation of a cat as well 
as more abstract features of it. Such as expectations that the cat will behave in a certain way 
suggest the need for multimodal, temporal and abstract representations. The same process is 
used in other situations, such as when interacting with a new computer program and one have 
certain expectations of states and transitions either by using similarities with another target 
system (i.e. metaphor model) or experience with the target system (i.e. network 
representation).  

 

There have also been suggestions of mental models being part of an error detections system 
(Ito, 2008; Kawato, 1999; Kotz et al., 2014; Zuccaro, 2013), implying that mental models are 
continually compared to the outcome. For example, Zuccaro (2013) argues that there is 
evidence for an internal model that, when a goal is set, continually compares the outcome 
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with the expected outcome, and producing prediction errors that are used to correct the 
internal model. In this sense, the mental model can be seen as how elements are expected to 
relate to each other given previous neural activation.  This certainly fits well with the notion 
that mental models being based on dynamic knowledge structures. Indeed, causally 
correlations of neural activation should be able to account for both creating new 
(restructuring) as well as add (accretion) or manipulate representations (tuning). Further, the 
notion of mental models being tokens of the situation similarly is congruent with mental 
models being patterns of activation in neural populations. That is, a mental model represents a 
situation by activation of salient or expected important elements and relations, learned from 
experience, of a target system given the current goal. Moreover, such token can be used in 
cognitive processes to predict by using probabilistic outcomes from given states. They can 
provide probable inferences. Moreover, they can be used to simulate events. All to be able to 
interact with and in a dynamic world. 

 

Mental model and the human brain  
Given the neural nature of mental models, it is expected to locate some brain areas relevant 
for the functions that have been described. Sadly, although mental models have had a keen 
interest in many disciplines, little is known at the neurocognitive level. However, some 
research of the mental model concept at this level of analysis can be described. According to 
Ito (2008), a prefrontal controller constructs and updates the neural substrates of mental 
models, which further demonstrate that a mental model is a token involved in a larger 
cognitive system as has been suggested in this thesis. While the prefrontal region is often 
associated with control, Khemlani et al. (2014) is more specific and argues for the critical role 
of the lateral prefrontal cortex for causal inferences. The lateral prefrontal cortex is known to 
play a central role in goal-directed thought and action, which confirms the idea of mental 
models being highly influenced by the task.  

 

The right hemisphere has been associated with both the building of new mental models of the 
world, as well as updating when information contradicts the prediction (Filipowicz et al., 
2016). More specifically, the right hemisphere has been associated with the spatial location, 
suggesting that this region might be more involved in spatial mental models. For example, 
studies have shown that lesions in the right hemisphere are associated with difficulties to 
build correct mental models of location prediction and that the mental model is not updated 
when a change occurs (Wolford, Miller, and Gazzaniga, 2000).  
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The cerebellum has been suggested as being a major part in updating temporal aspects of 
mental models (Kotz et al., 2014). Especially P3b, which is presumably active to update 
mental models when there is an incongruence between expectancies and sensory input. The 
cerebellum is usually associated with motor control and motor learning (Wolpert and Kawato, 
1998), which may make this area especially important when updating motor schemas to 
interact in and with the world. However, Wolpert and Kawato (1998) also notes that studies 
show that cerebellum is activated during mental imagery or motor control, thus further 
supporting mental models being neural pattern activation for both low-level cognition such as 
motor-control and high-level cognition such as simulations. 

 

Of course, the brain areas described here are likely only parts of a larger network that is 
involved in constructing and updating mental models according to the environmental 
structure. Moreover, how these brain areas relate to the constructing and updating of 
combined mental models and higher cognitive functions are not well understood. It is 
however increasingly clear that the brain seems to construct representations of the world 
based on probabilities of occurrence (see e.g. Johnson-Laird et al., 1999; Thagard, 2010; 
Wolford et al., 2000), which is in line with what has been suggested in this thesis. 

 

A working definition 
Given the functions, characteristics, nature and experimental data associated with mental 
models, a working definition of the concept in this thesis is: 

 

A mental model is a neural token of pattern activation, comprising a limited, 
multimodal and homomorphic representation of the expected state of affairs in a 
specific situation (e.g. task, context, and knowledge), used in a cognitive system 
to interact with the world by allowing the capabilities to predict, infer, explain, 
simulate, and learn. 
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Chapter summary and discussion 
In this chapter I have claimed and shown that mental model definitions and nature are often 
vaguely or intuitively described, leaving researchers with an incomplete, unstable, non-
exclusive, and unscientific understanding of the concept. By describing commonly associated 
functions and characteristics, as well as proposing how these relate to its nature, it is my 
contention that we can have a unified understanding, and thus a definition of the concept, 
bringing us closer to operationalize the construct with clarity. Such a construct would benefit 
any discipline, at any level of analysis. 

 

My suggested definition of a mental model is described as a neural token of pattern activation, 
comprising a limited, multimodal and homomorphic representation of the expected state of 
affairs in a specific situation (e.g. task, context, and knowledge), used in a cognitive system to 
interact with the world by allowing the capabilities to predict, infer, explain, simulate, and 
learn. The primary function of the mental model is thus to enable interaction in or with the 
world via an expected (or hypothesized) representation of the state of affairs (content and 
structure) of a situation given the input (e.g. goal, sensory data, knowledge, et cetera). This 
representation does not work in isolation; rather it is only a part of a larger cognitive system 
that can create predictions, inferences, explanations, as well as enable the human capacity to 
simulate events. It is also used in an error detection system that continuously compares 
outcomes with expected outcomes as means to correct behaviors and update underlying 
structures. 

 

Compared to other definitions, this working definition is more specific about the nature of 
mental models is neurologically based. While mental models certainly are of interest for 
artificial entities, such as robots (see e.g. Miwa, Okuchi, Itoh, Takanobu, and Takanishi, 2003. 
), this definition does not include those. This because specificity enhances communication. 
Also, some characteristics may not be true for artificial entities. For example, the biological 
computational constraints are, by comparison to a computer, very limited, resulting in losing 
detail in more complex tasks and environments (see also Moray, 1999). The only advantage 
of using mental models in any other circumstance would be to use it as an analog of a new 
target system to convey some understanding, in which it would create a metaphor model. 
However, it is possible to create a new term for such systems by keeping key functions and 
characteristics, but leaving the nature and thus allow artificial entities without confusion. 
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This definition also describes a mental model as a token of pattern activation, which may be 
different from other descriptions where it is often said to be either a token in the working 
memory (e.g. Johnson-Laird et al., 1992) or knowledge structures in the long-term memory 
(see e.g. Norman, 1983). While I do recognize that knowledge from the long-term memory 
influences a mental model, I also argue that the current task and context are influential. 
Recognizing this, mental models should be seen as a temporary object representing a 
situation. This lets us understand that two mental models will vary if any input in the situation 
is changed (i.e. task, context, or knowledge). Further, the argument of mental models being in 
the working memory may be misplaced due to how it has been investigated over the years. 
Certainly, if people are asked how they think about issues, it necessitates a representation 
being part of the working memory from which content and relations can be inferred and 
expressed. However, acknowledging that there may be mental models using implicit 
knowledge, such as how to ride a bike, illustrates how we may confuse an espoused mental 
models and a mental model that is used to ride a bike. That is, some mental models may in 
fact not naturally be part of the working memory, but rather inferred from an imagined 
situation. Related to this is that a mental model represents a situation as it is expected, not 
how it is, which is a common assumption. While representing a situation as it is, would be 
optimal for human behavior, it is not possible in a dynamic world. Consequently, what is 
represented in a mental model is a hypothesized and approximate state of affairs, not the 
actual state.   

 

Further, I have suggested that mental models are only a part of a larger cognitive system, thus 
stressing the point that mental models are objects used to interact with the world in a non-
reactive way (see also Ito, 2008). While most researchers would probably concur, this notion 
is often left unspoken. For example, Rouse and Morris (1986, p. 351) influential definition of 
mental models as “…the mechanisms whereby humans can generate descriptions of system 
purpose and form, explanations of system functioning and observed system states, and 
predictions of future system states” leaves an impression of mental models being a mechanism 
able to create descriptions of systems, whereas I do not think it is the mental model per se that 
produces such descriptions. Rather, the mental model is the result of a cognitive process 
which is used to infer and create descriptions.  
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While a definition has been suggested here, it should be noted that it is a working definition in 
the sense that it has not been validated or established. I have, for example, suggested that the 
task, context, and knowledge affect mental models. However, I also recognize that there may 
be other factors influencing the mental model, as for example, attitude (see e.g. Rouse and 
Morris, 1986). Some may also point out that it seems like knowledge is an inherent part of the 
mental models, and it is thus difficult to differentiate between the mental model of a situation 
and knowledge about the same situation. I concur with this notion but would argue that 
knowledge, depending on definition, may be latent, of non-neural nature, and so forth, leaving 
the term mental model the better option if we want to be clear about the object of interest. 
Thus, it is my contention that the concept described here captures most of its functions and 
characteristics, as well as its nature.  
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3. MODELING MODELS 
 

We have to remember that what we observe is 
not nature herself, but nature exposed to our 

method of questioning 

-Heisenberg 

 

A mental model has been described as a neural token of pattern activation, comprising a 
limited, multimodal and homomorphic representation of the expected state of affairs in a 
specific situation (e.g. task, context, and knowledge), used in a cognitive system to interact 
with the world by allowing the capabilities to predict, infer, explain, simulate, and learn (see 
chapter 2). As such, mental models are not directly observable, which introduces difficulties 
for anyone who are trying to study them. To be able to study mental models, the concept must 
be externalized into a meaningful format. Such externalization of mental models can only be 
revealed through the owners own communication via, for example, speaking out aloud, 
writing a text, drawing a picture, constructing a diagram, or behavioral patterns (Ifenthaler, 
2010; Jones et al., 2011). As indicated, there exist a plethora of techniques to study mental 
models. However, there is a gap of mental model methodology in the research literature 
(Zhang, 2009). That is, the techniques or methods used to study mental models are rarely of 
central interest in the research community. Instead, most researchers seem to use their 
approach reflecting their understanding. To set focus on this problem area, this chapter aims 
to describe techniques and methods used to study mental models. Moreover, a methodological 
framework will be developed and used as means to highlight mental model methodological 
issues. 

 

From here I will distinguish between method and technique. A method refers to a set of 
techniques used to achieve a goal, whereas technique refers to a specific procedure to reach 
the goal. 
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Representations of representations of representations… 
Before describing mental model methodology further, it is worth considering the importance 
of distinguishing between several different representations (Carroll and Olson, 1988; Norman, 
1983; Young, 1983). If using the same terminology as Norman (1983) we need to be aware of 
the difference between the target system (t), the conceptual model of the target system (C(t)), 
the users mental model of the target system (M(t)), the user’s representations of the mental 
model of a target system (C(M(t)), and the scientists’ conceptual model of the user’s mental 
model of the target system (C(C(M(t)))). Or in other words, as Thagard (2010) notes, mental 
models in the consciousness are representations of mental models themselves. Moreover, 
mental models themselves use representations. Consequently, we need to be aware of that 
what we model are representations of representations of representations…  

 

Mental model methodology 
Langan-Fox et al. (2000) described and evaluated the techniques cognitive interview, verbal 
protocol analysis, content analysis, observation of task, visual card sorting, repertory grid, 
causal mapping, pairwise ratings, ordered tree, multi-dimensional scaling, distance ratio 
formula, and Pathfinder. These techniques are only a sample of what have been used to study 
mental models.  Although these descriptions and evaluations of techniques are a good starting 
point for individuals interested in the study of mental models, a framework for describing, 
comparing and evaluating would be fruitful (Zhang, 2009). Indeed, Zhang (2009) argued for a 
systematic methodological framework to guide the process of mental model elicitation and 
representation. Such a framework should illuminate the underlying assumptions of methods 
and techniques. However, such a framework is lacking apart from very few exceptions (see 
e.g.  Grenier and Dudzinska-Przesmitzk, 2015; Jones et al., 2011; Langan-Fox et al., 2000; 
Rouse and Morris, 1986). 

 

According to Jones et al. (2011), there are two approaches when studying mental models – 
direct and indirect elicitation. Direct elicitation refers to approaches where participants are 
required to represent the structure and content of their mental model themselves by, for 
example, drawing, or arrange cards or pictures. Indirect elicitation refers to approaches where 
researchers use data, for example, text from interviews or written answers, to infer the content 
and structure of mental models. Rouse and Morris (1986) take another approach and describe 
that mental models have been studied by either objective methods or subjective methods. 
Objective methods refer to methods where mental models are created by empirical modeling, 
analytical modeling or empirical study, for example, model mental models from behavioral 
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patterns. Subjective methods, on the other hand, typically use verbal reports, as, from 
participants description in interviews. Related to this is Argyris and Schon’s (1974) ‘theories 
of action’. In this, they differentiate between espoused theory, which is what people say, and 
the theory in use, which is what they do. In this sense, a mental model that is created by an 
espoused theory, as when asking people about deeply held beliefs, is different from a mental 
model that is created by a theory in use, which is typically done with behavioral tasks as when 
operating an artifact.  

 

Grenier and Dudzinska-Przesmitzk (2015) distinguish between verbal elicitation, graphical 
elicitation, and hybrid representations. Verbal elicitation can be described as those techniques 
in which a participant’s mental model is externalized via some form of dialogue or discussion, 
whereas graphical elicitation refers to techniques that use a graphic or pictorial representation 
of an individual’s mental model. Graphical elicitation can further be described by author 
generated, where participants themselves draw their mental model, and computer generated 
where participant’s mental models are created by software. Lastly, they describe hybrid 
representations as a mix of verbal and graphical elicitation.  

 

As shown, there are many possible ways to cut a cake, so to say. However, it is my assertion 
that most methodological frameworks are not sufficient to describe, compare, nor evaluate the 
methods. For example, how can behavioral representations (i.e. observational data), which use 
neither dialog nor drawings, be classified to either verbal elicitation or graphical elicitation? 
Moreover, given that people must communicate something for a researcher to be able to 
model data, is direct and indirect, or subjective and objective, not only two different phases 
when representing mental models in a study?  

 

A new framework 
To better describe, compare, and evaluate methods, a methodological framework is beneficial. 
Given the natural order of techniques used in mental model research and the different types of 
representation, a methodological framework accounting for this order is suggested here. The 
framework consists of three categories, each relating to how a specific representation is 
manifested from a technique: 
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1. Elicitation techniques refer to the techniques that are used to manifest the mental 
model of a target system in the mind of participants, M(t). Can be described as either 
technique resulting in an espoused mental model or a mental model in use. 

2. Representation techniques, which refer to techniques where data are obtained from 
participants externalizing their mental model, C(M(t)). Can be characterized as either 
exploratory or confirmatory. 

3. Modeling techniques refer to the techniques used to analyze the externalized 
representations and create a conceptual model of the represented data, C(C(M(t))). 
Such techniques can broadly be categorized by the nature of the representations used. 
Thus, the two techniques qualitative data modeling and quantitate data modeling are 
proposed. 

 

These three are similar to the notion that techniques vary in terms of how mental model 
content is elicited, represented, and analyzed (Langan-Fox et al., 2000). Each of these parts 
can be seen as a technique together forming a method for studying mental models. Each 
technique has its advantages and disadvantages that must be considered before choosing a 
method.  

 

Elicitation techniques, M(t) 

Mental models have, in this thesis, been suggested as being tokens of the situation. 
Consequently, different mental models are manifested in the minds of people during different 
tasks and contexts. For example, it is likely that mental models that are elicited during 
interviews are different from those elicited during operating in simulations. In this sense, the 
elicited mental models can be described by Argyris and Schon’s (1974) espoused theory and 
theory in use. In other words, espoused mental model and mental model in use. 

 

Espoused mental model 
When people are asked questions about an issue, they form an espoused mental model, a 
conscious representation of their actual mental model, to provide an answer. This is by far the 
most common approach to elicit mental models. A typical technique of this is interviews 
where participants are asked about issues in a target system, and the mental models are then 
presumably elicited in the minds of participants. For example, Zhang (2012) asked 
participants to verbalize a predicted walk-through of steps that were to be taken to complete a 
task. In doing so, participants need to mentally enact such a scenario to be able to externalize 
it. The content is, in such case, externalized as content following a temporal structure. 
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Questionnaires is another very common approach where text, symbols, and pictures can be 
used as to elicit participants’ espoused mental models. For example, Frappart, Raijmakers, 
and Frède (2014) asked questions accompanied by pictures to elicit mental models about 
gravity, whereas Lau and Yuen (2010) asked participants to make pair-wise ratings of words 
on Likert-type scales. Participants can also be asked to draw, for example, the circulatory 
system (Gadgil, Nokes-Malach, Tand Chi, 2012) or prototypical placement of web page 
content (Roth, Schmutz, Pauwels, Bargas-Avila, and Opwis, 2010). They can be asked to 
represent content and structure of mental models by nodes and links in graphs by, for 
example, drawing causal maps (e.g. Jetter and Schweinfort, 2011), or cognitive maps (e.g. 
Douglas et al., 2016). Box 3 illustrates three elicitation techniques that are used to manifest an 
espoused mental model in the mind of people..  

 

Box 3 Three elicitation techniques 

 

 

Mental model in use 
If the target system can be directly interacted with, the mental model of use can be elicited. 
The typical approach is asking participants to perform a task in or with the target system. For 
example, Roth, Tuch, Mekler, Bargas-Avila, and Opwis (2013) used web pages to elicit users’ 
mental models when studying their expectations of content placement. And simulation such as 
driving a car (see e.g. Aziz, Horiguchi, and Sawaragi, 2013), and simulate nuclear plant 
accidents (Takano, Sasou, and Yoshimura, 1997), or even by using paper calculators (Bayman 
and Mayer, 1984) to elicit the so-called mental models in use in a similar fashion. 
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Advantages and disadvantages of elicitation techniques 
Techniques eliciting an espoused mental model have one major advantage – the target system 
can consist of non-tangible elements, as opposed to methods eliciting mental model in use 
where participants must interact with or in a target system. However, as is often clear, people 
often think different from what they do. To better describe how people perform tasks, eliciting 
a mental model in use is more naturalistic. Furthermore, the target system can be used to cue 
details that are otherwise missed. Indeed, Jones, Ross, Lynam, and Perez (2014) note that 
more detail can come from being in a target system, whereas more general data from mental 
models are verbalized in a typical interview setting. 

 

Representation techniques, C(M(t))  

The techniques to capture representations of mental models are very different in their nature. 
For example, the data can be obtained from interviews and drawings, diagrams, 
questionnaires, observations of behavioral patterns, and so on. One way to categorize such 
techniques is the relation between exploratory and confirmatory techniques (Carley and 
Palmquist, 1992). Exploratory techniques are predominantly aimed towards the creation of 
conceptual models, whereas confirmatory techniques use a pre-existing conceptual model to 
investigate mental models. In other words, is the study using a pre-existing conceptual model 
to collect and interpret data, or is data collected to build a conceptual model? 

 

Box 4 Exploratory or Confirmatory? 

What models what? 
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Box 4 illustrates an exploratory (bottom-up data-driven) technique and a confirmatory (top-
down knowledge-driven) technique. The application of these techniques result in a conceptual 
model of participant’s mental models of the target system, either by confirming data using a 
conceptual model or not. Undoubtedly, there exist no exclusively exploratory or confirmatory 
representation. The point is the extent of the participant being able to represent content and 
relations that are not pre-determined by the researcher.  

 

Exploratory techniques 
A high degree of freedom characterizes exploratory techniques. For example, a recording of 
an informal discussion would be classified as a technique with very high degree of freedom 
since there exist no real constraints of what the participant can represent. Normally, however, 
some conceptual models with content and structure are used. For example, a semi-structured 
interview with probe questions about an issue lets participant form their representation in their 
words but are limited to the issues presented by the researcher. Drawings and graph 
representations have also typically a high degree of freedom if the representations are made 
by themselves. For example, Hannust and Kikas (2007) let children draw as means to 
represent astronomical knowledge, and Douglas et al. (2016) let a group of experts make a 
map of factors influencing decisions of their domain.  

 

Confirmatory techniques 
When participants describe their mental model through a conceptual model, for example, 
when answering by choosing on a Likert-type scale or among multiple-choice alternatives, 
they do not need to construe their representation. Rather they map their mental model by 
selecting the corresponding elements and relations onto an existing conceptual model. For 
example, Guchait and Hamilton (2013) let participants rate the relative importance on a 
Likert-type scale, whereas Lau and Yuen (2010) let participants make word-pair ratings. 
Human-Vogel and Van Petegem (2008) let participants make causal judgments in a multiple-
choice questionnaire. Box 5 illustrates the difference between confirmatory and exploratory 
techniques. 
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Box 5 Exploratory and confirmatory techniques 

 

 

 

Advantages and disadvantages of representation techniques 
The main advantage of exploratory representations is that there exist no real constraints of 
content and relations that participants can represent. However, this also set very high demands 
on participants’ ability to convey the details of their mental models (Doyle and Ford, 1998; 
Rouse and Morris, 1986; Langan-Fox et al., 2000). Certainly, what is not in the mental model, 
cannot be represented. This illustrates how important it is for the researcher to facilitate the 
externalization to get as much detail as possible from the mental model. For example, people 
may know how things work but are unable to verbalize it in their own words. Alternatively, 
they might exclude it for different reasons. It is thus critical that the researchers use tasks and 
contexts that help the participant to externalize his or her mental models, for example by the 
use of visual cues. Indeed, Jones et al. (2014) examined how interviewees’ representations of 
a target system were affected of either being in the same target system or outside. They 
concluded that the interviewee gave more detailed answers about the target system when 
being in it, while more general representations were given when outside the target system. 
This can be interpreted as the target system being able to cue people to represent details of 
their mental models in the more natural setting while being outside the target system only 
allows the participant to represent salient features of their mental models. Using a conceptual 
model, for example by asking questions where participants confirm beliefs lessens much of 
these demands. However, a new problem can arise, such as guessing and leaving important 
elements untouched. The process of representing is also somewhat different in the two 
categories. Since the exploratory techniques set very few limitations, it can be a very lengthy 
process for both the researcher as well as the participant compared to confirmatory techniques 
where participants map their beliefs onto an existing model. Finally, if one intends to either 
create a new or update an old conceptual model of people’s mental models, the exploratory 
representation would be more appropriate. However, if the elements of the target system are 
well known, a confirmatory technique can be the better option being both faster and easier to 
administer. 
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Modelling representation techniques, C(C(M(t))) 

How representations are analyzed depends on the nature of the data and research objective. 
For example, research concerning risk often attempt to find people's misconceptions as to 
better the risk communication (see e.g. Bostrom et al., 2012), whereas researchers in the 
education domain are more interested in knowledge development (see e.g. Hannust and Kikas, 
2007) and organizational researchers are interested in the shared beliefs among teams 
(Guchait and Hamilton, 2013). In essence, what is reported depends on the research questions 
and the represented mental models. Typically, qualitative data modeling is used when the 
research question is to create a conceptual model, involving describing details of the content 
and structure of data, whereas quantitative data modeling techniques are used when the 
conceptual model exist and is to be confirmed. 

 

Qualitative data modeling 
Qualitative data from participant’s externalized mental models are common and typically 
obtained from verbal reports. The most common technique mentioned in mental model 
research is content analysis (see e.g. Prior, 2016; Ozcan and Gercek, 2015). Content analysis 
is a very general term which refers to ways of categorizing textual data to allow comparisons 
between aspects of the data and describe the contents (Howitt, 2013). Of course, other 
techniques, such as thematic analysis (see e.g. Cebrián, Grace, and Humphris, 2015), are 
applicable for analyzing qualitative data. Drawings are also often qualitatively analyzed since 
there exist no established techniques for analyzing such data. As with drawings, graph 
representations (e.g. cognitive maps, causal maps, concept maps) are usually qualitatively 
analyzed. However, there are some attempts to use techniques found in graph theory to make 
quantitative data analysis. For example, the number of nodes and relations, centrality 
measures and so forth (see e.g. Özesmi and Özesmi, 2004). 
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Quantitively data modeling 
When data have numerical form, as when having frequency data, scores, or data obtained 
from Likert-type scales, quantitative analysis is generally performed. For example, when 
measuring the development of mental models (see e.g. Hannust and Kikas, 2007), or the 
congruency between mental models (see e.g. Guchait and Hamilton, 2013). Multi-
dimensional scaling techniques have also been used (see e.g. Buijs and Elands, 2013). Also, 
as was noted earlier, there exist some attempts to use quantitative data modeling techniques 
for graph representations by network analysis, such as Pathfinder (see e.g. Lau and Yuen, 
2010). However, Pathfinder generates a graph representation which ultimately must be 
analyzed via some other technique. Indeed, most reports of mental models using a quantitative 
modeling technique end up using common statistical tests to measure the degree of similarity 
or difference in or between groups and time. 

 

Advantages and disadvantages of data modeling techniques 
Analysis of qualitative data, such as text and drawings, are often said to rely heavily on the 
researcher’s interpretations (see e.g. Langan-Fox et al., 2000). The inter-reliability from 
analyzing the qualitative data may, therefore, suffer more than when using quantitative data 
modeling techniques. Furthermore, analyzing qualitative data is a lengthy process, often 
meaning fewer participants being part of the study compared to quantitative data modeling 
techniques. Qualitative data modeling techniques are, however, often free from constraints 
from a conceptual model, making this the better option for creating or updating such models. 
Furthermore, the details of the mental model can be extensively described compared with 
quantitative data modeling which often lacks details of content and structure. That is, 
reporting a measure says little about the mental model content and structure. In other words, a 
quantitative measure may indicate that some aspect of mental models has changed, but what 
content and structure have been added or removed remain undeclared. 

 

Framework overview 

An overview of the different techniques and methodological highlights is provided in Table 2. 
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Table 2 Framework overview  

 Representation Positive Negative 
 E

lic
ita

tio
n 

te
ch

ni
qu

es
 

Espoused mental model 

+Can concern any target 
system, abstract or 

concrete 
 

-Not as what people do 
when interacting in or 
with a target system 

-May draw heavily on 
participant’s capacity to 
elicit the mental model 

Mental model in use 

+Naturalistic 
+Can be used to describe 
how people perform tasks 

 

-Participant must interact 
with or within a target 

system 
 
 

R
ep

re
se

nt
at

io
n 

te
ch

ni
qu

es
 Exploratory  

+Participants are not 
constrained to an existing 

conceptual model. 
 

-Demands ability to 
externalize details of a 

mental model 
-Often a slow and 

cumbersome process 
 

Confirmatory  

+Participants can use 
existing statements to 
confirm their mental 

models. 
+Often a fast and easy 
task for the participant 

 

-Participants are 
constrained to an existing 
conceptual model. Thus, 

content and structure may 
be missing. 

-Participants might be 
influenced by the existing 

conceptual model, 
affecting content and 

structure of their model. 

 M
od

el
in

g 
te

ch
ni

qu
es

 

Qualitative 

Can retain much 
information of the mental 

models 
 

-High demands on 
researcher’s skill and 

resources 
 

Quantitative 
+Can use established 

statistical tools to analyze 
data 

-Much of the information 
about mental models may 

be lost. 

 

Using the framework 
While most research on mental models use general techniques, as described by Langan-Fox et 
al. (2000), some methods have been developed especially for mental model research. 
Applying the methodological framework suggested in this thesis, these techniques and 
methods can be described as in Table 3 and 4. 
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Table 3. General techniques in mental model research 

# Technique Description Elicitation 
technique 

Representation 
technique 

Modelling 
technique 

1 Cognitive interview 
technique 

Participants are engaged in an open 
conversation aimed to elicit concepts and 

relations of their mental models 

Espoused mental 
model Exploratory Qualitative  

2 Verbal protocol 
analysis 

Participants talk aloud while interacting 
with a system Both Exploratory Qualitative and 

Quantitative 

3 Content analysis A systematic method for analyzing text Not applicable Exploratory Qualitative and 
Quantitative 

4 Observation of task The researcher observes participant’s 
behaviors. Mental model in use Exploratory Qualitative and 

Quantitative 

5 Visual card sorting 
technique 

Participants arrange cards with concepts 
by some relatedness 

Espoused mental 
model 

Exploratory or 
Confirmatory 

Qualitative and 
Quantitative 

6 Repertory grid 
technique 

Participants pair two of three concepts 
and explain how they relate 

Espoused mental 
model 

Exploratory or 
Confirmatory Qualitative 

7 Causal mapping Participants indicate how variables affect 
each other 

Espoused mental 
model 

Exploratory or 
Confirmatory Qualitative 

8 Pair-wise ratings Participants indicate similarity, or 
relatedness, of concepts 

Espoused mental 
model Confirmatory Quantitative 

9 Ordered tree Participants are to recall a large set of 
concepts from different starting points. 

Espoused mental 
model Confirmatory Quantitative 

10 Multi-dimensional 
scaling 

A matrix of similarity ratings (see pair-
wise ratings) 

Not applicable (see 
Pair-wise ratings) 

Not applicable (see 
Pair-wise ratings) Quantitative 

11 Distance ratio formula Similarity, or distance algorithm, of 
matrix 

Not applicable (see 
Pair-wise ratings) 

Not applicable (see 
Pair-wise ratings) Quantitative 

12 Pathfinder Network analyzing algorithm Not applicable (see 
Pair-wise ratings) 

Not applicable (see 
Pair-wise ratings) Quantitative 
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Table 4. Developed methods to study mental models 

# Approach Description Elicitation 
technique 

Representation 
technique 

Modelling 
technique 

13 SMD  
(Ifenthaler, 2010) 

Surface, Matching and Deep Structure (SMD) 
methodology let participant create graphical 

drawings or natural language statements, which 
is then converted into a dataset for further 

content and structural analysis. 

Espoused mental 
model Exploratory  Quantitative 

14 

Mental model approach 
 (Morgan, Bostrom, 

Fischhoff, and Atman, 
2002) 

Interview with a diagram from experts is used 
to create questionnaires about an issue. 

Espoused mental 
model 

Exploratory and 
Confirmatory 

Qualitative and 
Quantitative 

15 

Carley and Palmquist’s 
technique 

(1992) 
 

The researcher identifies concepts and relations 
in a text (e.g. from interview data), which is 

then used to make a map and analyzed 
statistically 

Espoused mental 
model or Mental 

model in use 

Exploratory or 
Confirmatory Quantitative 

16 
3CM  

(Kearney & Kaplan, 
1997) 

The conceptual content cognitive map (3CM) 
use a card-sorting technique where participants 
choose and sort relevant factors (provided by 

themselves and/or the researcher).   

Espoused mental 
model Exploratory Quantitative 

17 

Fuzzy cognitive mental 
models  

(e.g. Özesmi and 
Özesmi, 2004) 

 
 

A fuzzy cognitive map (FCM) is established 
using concepts and relations (with strength and 
direction) illustrating causal factors. The map is 

then analyzed through network analyses 

Espoused mental 
model Exploratory Quantitative 

18 ZMET  
(Zaltman, 1997;  

Zaltman metaphor elicitation technique 
(ZMET) uses metaphors and images to elicit 

mental models during interviews. Content 
analysis is used to map content and structure.  

Espoused mental 
model Exploratory Qualitative 
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By using the suggested framework, it is possible to describe the techniques and methods that 
have been used in mental model research. Given the result in table 3 and 4, it can be 
concluded that most methods elicit an espoused mental model. When looking into the 
exploratory or confirmatory representations, there exist exploratory techniques, confirmatory 
techniques as well as mixtures. For example, the card-sorting technique can use both cards 
created by the participant self, cards created by the researcher, or both. From reviewing the 
proposed methods to study mental models (Table 4), it is clear that techniques involving 
graph representations (e.g. cognitive map, causal map, concept map, and influence diagram) 
have been very influential. When analyzing the data, the techniques are often determined by 
the representation technique. That is, qualitative analyses are usually used to analyze data 
from exploratory approaches, whereas quantitative analysis is used for confirmatory 
representations. However, an indication of more quantitative analyses can be seen in Table 4, 
possibly reflecting a need to be able to use statistical techniques to analyze qualitative data 
such as graph representations.  

 

Chapter summary and discussion 
In this chapter, techniques and methods to study mental models have been the central issue. 
As with the definition of mental models, the approaches vary considerably with no consensus 
of how mental models should be studied. Instead, most research use general techniques, often 
without considering what type of representation is elicited and reported. Indeed, there might 
be great differences between the conceptual model provided by the researcher and the model 
the participant report, and differences between the models being verbalized, drawn and 
behaviorally inferred, thus highlighting the need for clarity and validation of methods and 
mental model methodology. 

 

A new framework 

Since there exist a plethora of techniques and methods used to study mental models, a   
framework to describe, compare and evaluate these would be fruitful to the researchers 
interested in mental model research. Such framework has been proposed, using the notion of 
three different phases that are naturally occurring during mental model research. Namely, the 
elicitation, or manifestation, of mental models, the represented data collected from such 
elicitation and the conceptual model of the data which the researcher then reports. Thus, there 
are three types of representations during a research project – the mental model itself, the 
representation of that mental model that the owner communicates, and the model that is 
obtained from analyzing the representations of the mental models. 
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Elicitation techniques 
When describing elicitation techniques, I have proposed a distinction between an espoused 
mental model and a mental model in use. An espoused mental model describes how people 
think about their mental models, whereas mental model in use describe how people interact in 
and with the world using their mental models. While seemingly different I contend that they 
are the same type, but not token. That is, they both are representations of the situation used to 
interact in or with the world, but are not the same object.  

 

An espoused mental model is a token often used in higher cognitive functions to explain and 
simulate events, whereas a mental model in use is a token more related to lower cognitive 
functions mainly used in interactions with the world. It should, however, be noted that it is 
sometimes difficult to differentiate between the espoused mental model and mental model in 
use. As, for example, when researchers use verbal protocol analysis where participants talk 
aloud (e.g. explain their own or a target system’s behavior) while interacting with the target 
system (see e.g. Otter and Johnson, 2000). Further, an espoused mental model and a mental 
model in use are certainly related, but knowing how provides a difficult problem for scientists 
today. It is, however, clear that they influence each other. For example, when planning for 
how to interact with a target system (reason), or interact with the same target system to update 
the existing mental model and facilitate an understanding (trial-and-error). Consequently, 
reasoning and interactions both together affect a mental model of the target system.  

 

As was shown when using the framework, most techniques elicit an espoused mental model, 
possibly since mental models are often more associated with reasoning tasks and the 
difficulties of inferring understanding without verbal information. However, this lack of 
mental model in use research may also provide opportunities for development of new 
techniques and future studies. For example, development of techniques that capture 
interaction patterns in or with a target system. Roth et al. (2013) developed one such 
technique using eye-tracking technology to measure where participants expected to find 
elements on a web page. Such techniques reflect what Nersessian (2002) notes - the study of 
cognition has undergone a major methodological change from typical experimental settings 
towards more observational studies conducted in naturalistic contexts using methods such as 
ethnography and protocol analysis. Further, future studies mapping the content and relations 
between an espoused mental model and a mental model in use would be of interest. For 
example, such research could clarify what content is salient or filtered when representing a 
mental model of an activity via verbal reports, in contrast, to performing the actual activity. 
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Representation techniques 
I have suggested that techniques to represent mental models can be categorized as either 
exploratory or confirmatory, with the distinction of the former letting participants themselves 
report their conceptual model by, for example, talk about an issue or make drawings without 
needing to relate to any pre-existing conceptual model provided by the researcher. A 
confirmatory technique, on the other hand, lets participants represent their mental models 
using an existing conceptual model. Normally a technique is on a spectrum between 
exploratory and confirmatory. Indeed, researchers often need to structure their techniques to 
limit the scope of the research. However, methods often have an emphasis on either creating 
or updating a conceptual model (exploratory technique) or testing a conceptual model 
(confirmatory technique). 

 

When people externalize their mental models, it is sometimes argued that it is knowledge that 
is represented. However, it is my contention that, from how a mental model has been defined 
in this thesis, mental models are a particular type of knowledge that is active during a task. 
Indeed, if mental models are the vehicles for task, context, and knowledge, it might be the 
case that knowledge might be latent if not activating it through cues. This highlights the 
problem of both inferring the knowledge from participants and, more importantly, confusing 
knowledge with mental models. Reflecting this issue, Rouse and Morris (1986) suggest that 
cue utilization is of great, but often neglected, importance in mental model research. 

 

Another problem commonly associated with representing mental models is that participants 
might be unaware of the content of their mental model (Norman, 1983; Rouse and Morris, 
1986). While this is certainly an important issue, it is misplaced here. What are mental models 
if not tokens of the task, context, and previous knowledge? In other words, created 
explanations, answers, or behavior, with or without the content the researcher expects. If 
content is missing, it may be the case that it was never part of the mental model at all, and 
again highlighting the need to use cues to facilitate the full representation. Another common 
issue about representing mental models is that participants may feel compelled to create 
answers or explanations to satisfy the researcher (see e.g. Norman, 1983; Rouse and Morris, 
1986). Such considerations are certainly important to manage in any research. In sum, any 
externalization given from a truthful participant should, therefore, be considered as the 
owner’s representation of their mental models and must be accepted – even if it is incomplete, 
unscientific, and unstable.  
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So, should we ignore methodological issues altogether since any truthful representation will 
do? No, using a tautology of the quote at the beginning of the chapter - we have to remember 
that what we capture is not the mental model itself, but the mental model exposed to our 
method of questioning. Indeed, since different tasks and contexts elicit different mental 
models also implies that these affects the mental model itself, much consideration must be 
made about these techniques. For example, Jones et al. (2014) showed that using different 
environments affect what is represented. More specifically, when participants were 
interviewed in the target system, more details were represented, whereas when the 
participants were at home, more abstract features were represented. Furthermore, Daniels, De 
Chernatony, and Johnson (1995) showed that changing the task and context from repertory 
grid technique to a cognitive mapping technique increased validity. It is even likely that 
changing statements in a questionnaire may influence the mental model, illustrating the need 
for creating unambiguous instruments to facilitate the representation of mental models. Such 
methodological issues are still imperative, even though we cannot capture a true mental 
model, but rather a shadow of itself. This lead us to two important questions. How should we 
capture something only casting shadows? And, how can we validate that what we have 
captured is what we say it is? First, we need to recognize that we cannot describe the mental 
model per se, rather the representation of it. Second, we need to develop and validate 
techniques to represent mental models. While the first may be done easily, the second has 
little attention in mental model research today. Only a few studies have been done to validate 
techniques. An example is asking participants to validate the resulting model from their 
externalization (see e.g. Daniels et al., 1995). However, since mental models are dynamic in 
nature, it is possible that such validation is problematic. For example, knowledge has might 
have changed between the assessments. Another problem that is present during some mental 
model research is that what is represented may, in fact, be a researcher or a coputer algorithm 
analyzing data in a way that the participant would not agree. Thus, the need of self-validation 
of participnts mental model is prominent. One way to externalize mental models and validate 
the result at the same time is to use graph representations such as card-sorting techniques, 
cognitive mapping techniques, causal mapping techniques and alike. Indeed, letting 
participants use a spatial layout to arrange and denote relations among the elements may 
lessen the cognitive demands as well as being validated by direct elicitation (see e.g. Jones et 
al., 2011). Graphs also represent both content as well as structure, which has been said to be a 
valid measure for predicting outcomes (Curtis and Davis, 2003).  It is also important to 
recognize that even if people may provide dozens of elements and a comprehensive structure 
of a target system, these representations most certainly are a composite of many limited 
mental models. Surely, only a few of these elements are part of any single mental model in a 
given situation.   
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Modelling techniques 
In general, as noted by Swan (1997), the resulting representation of mental models are defined 
by the techniques used. Considering this, I have suggested that we can distinguish between 
qualitative data modeling techniques and quantitative data modeling techniques. Generally 
speaking, a qualitative data modeling technique results in a detailed description of the content 
and structure of a mental model, whereas a quantitative data modeling technique is used to 
indicate the development or similarity of mental models.  

 

While seemingly straightforward, it is rarely so. Indeed, most researchers use a mixture of 
techniques, either by triangulation or by successively transforming data into other formats, 
such as interview recordings into transcripts and transcripts into scores before any results are 
reported. Thus, a method can use several modeling techniques before a conceptual model is 
reported. Consequently, such transformations entail that researchers may use several 
representations in a study, but use these as equivalent. However, this raises an important 
question - how much information are we willing to lose in comparison to the input? That is, 
when we transform data some information is often lost, as, when transcribing interviews that 
are later scored according to some pre-existing (explicit or implicit) conceptual model. Such 
data reduction techniques are therefore necessary to discuss in mental model research. 
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4. EXAMINING THE VALIDITY OF THE 
PATHFINDER TECHNIQUE  

  

Science, my boy, is made up of mistakes, but 
they are mistakes which it is useful to make, 
because they lead little by little to the truth. 

- Jules Verne 

 

Graphs provide representations where content and relations of mental models are denoted by 
nodes (content) and links (relations) resulting in a specific structure. Using the content as well 
as the structure of mental models, as opposed to only the content, has shown to be 
advantageous compared to more traditional measures (Curtis and Davis, 2003; Guchait and 
Hamilton, 2013). To create such representations, three general techniques exist: (1) let the 
participant represent their mental model, (2) let a researcher represent a mental model based 
on participant’s data, or (3) let an algorithm represent a mental model based on participant’s 
data. Each of these techniques results in a structure with content and relations of a mental 
model with the difference of who or what generates the representation. That is, does the 
participant, the researcher, or an algorithm create the structure of the mental model? More 
importantly, do they provide the same, or at least not significantly different, content and 
relations? The Pathfinder technique uses pair-wise ratings which let the researcher easily 
obtain data and represent mental model representations as graphs via computer software and 
the network algorithm. The technique is said to capture underlying cognitive structure 
(Cooke, 1992), is considered a valid technique for predictive capability (Curtis and Davis, 
2003; Cooke, 1992), and used in mental model research (e.g. Burtscher and Manser, 2012; 
Guchait and Hamilton, 2013; Lau and Yuen, 2010; Riemer and Schrader, 2016). As such, it is 
a very compelling technique to use in mental model research. However, this also presupposes 
the Pathfinder technique being valid of capturing the structure of mental models. Given that a 
mental model being a token of the situation (task, context, and knowledge), this 
presupposition might not hold. It is, in fact, possible that the changed task and context in the 
Pathfinder technique results in a representation significantly different from how participant’s 
themselves would represent their mental model. Thus, as means to further mental model 
methodology, this chapter examines the validity of the Pathfinder as a technique to represent 
mental models in the information security domain by comparing the Pathfinder structure to 
the participant’s structure from a cognitive mapping technique. Moreover, an investigation of 
how expertise affects the Pathfinder technique, the cognitive mapping technique and the 
relation of thereof is conducted.  
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Participant’s represented structures 
Cognitive mapping, causal mapping, influence diagrams, card-sorting, and alike are all part of 
a family of techniques where participants represent their mental models by spatially arranging 
elements and denoting relationships. Using the framework presented in this thesis, an 
espoused mental model is elicited and represented in a graph, either via a confirmatory or 
exploratory representation technique. Other frameworks would refer to this as direct 
elicitation (Jones et al., 2011) or graphic representations (Grenier and Dudzinska-Przesmitzk, 
2015). Although the mentioned techniques are not strictly defined, some general aspects and 
principles can be noted. For example, cognitive maps are said to capture peoples’ thoughts 
and beliefs in a structure (Armstrong, 2004).  

 

Each node in a graph represents an element or concept. What elements is used is typically 
decided by the technique in question. For example, spatial card-sorting technique, as 
described by Langen-Fox et al. (2000), can use three approaches – let the participant write all 
concepts on cards, let the participant add new concept not already included in the set of cards, 
or only allow the set of concepts determined by the researcher. Similarly, other techniques in 
this family use concept written that can be arranged. Relations in the graph representations are 
represented by unidirectional and bidirectional links (i.e. arrows). In cognitive maps, these 
links often represent causality and are accompanied by a symbol for an increase (+) or 
decrease (-), and a number to indicate how elements are affected (Özesmi and Özesmi, 2004). 
Causal maps are considered a sub-class of cognitive maps and are used to capture the 
structure of peoples’ causal assertions of a domain (Armstrong, 2004). Likewise, influence 
diagrams, as described by Morgan et al. (2002), use directional links between oval (states of 
the world) and rectangles (choices made by a decision-maker). Others, such as the method 
proposed by Ifenthaler (2010) represent statements like “A affects B,” and “C is part of D” in 
graphs by also denoting the type of relationship (e.g. “contains” and “consists of”). In sum, 
links are used to represent a type of relation. What kind of relation is typically decided by the 
researcher. In contrast to the elements, the relations are less constrained by the researcher. For 
example, participants typically can create as many links as needed.  An illustration of how a 
graph representation could look like is seen in figure 1. 
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The Pathfinder represented structures 
In contrast to letting participants represent their mental models in a graph-like fashion, an 
algorithm can be used. The Pathfinder network algorithm is one such modeling technique that 
extracts salient underlying patterns and represents them spatially in a graph in so-called 
Pathfinder networks (Chen, 1998; Cooke, 1992). Pathfinder networks are derived from pair-
wise relatedness measures, such as subjective ratings, correlations, distances, conditional 
probabilities or any other form of measured relationship among elements. The pairwise 
comparisons can be either ordered or unordered. That is if the only structure is of interest 
undirected links are used. However, if the order is of importance, a procedural or sequential 
structure is created using directed links (arrows). In a Pathfinder network, each node 
represents an element whereas links represent some relation. For example, if the relations are 
similarities, a link would represent two elements with a high degree of similarity. The 
Pathfinder algorithm creates such a network or of links between a set of nodes by calculating 
the shortest paths and removing violations of the rule. In this sense, only the closest or 
strongest paths are saved in the network. An example of how a Pathfinder network could look 
like is illustrated in figure 1. The Pathfinder network was created through a group of three 
experts in the information security domain together rated presented word-pairs. While 
cognitive maps are created by participants, they result in similar graph representations as in 
seen in figure 1. 

 

  

Figure 1 An example of a Pathfinder network and graph representation 
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Analyzing graphical representations 

As was noted earlier, there is a lack of consensus of how to analyze graphs representing 
mental models. Özesmi and Özesmi (2004) however note that graph theory provides ways to 
analyze graph representations. Such analyses can provide insights into differences between 
individuals’ mental models, as well as differences in mental models at different times within 
the same individual (Ifenthaler, 2010).  

 

When presenting the SMD method, Ifenthaler (2010) suggests that graph representations 
should be analyzed at the relational, structural, and semantic levels. To do this, he presents 
three formulas for calculating (1) the surface structure, (2) the matching structure, and (3) the 
deep structure. The surface is measured as the sum of propositions, such as A consists of B, 
made by a participant. Similarly, Özesmi and Özesmi (2004) propose using number 
connections in a graph representation. It has been argued that the number nodes (concepts) 
and connections (propositions or relations) in a graph representation be an indicator of 
knowledge (Ifenthaler,  201).  Related to this is density, which is an index of connectivity in a 
graph (Özesmi and Özesmi, 2004). It is calculated as the number of connections in a graph 
divided by the total number possible connections. Moreover, as nodes and connections, 
density has been an indicator of knowledge (Özesmi and Özesmi, 2004). At the matching 
structure, Ifenthaler (2010) suggest that the range and complicity of a graphical representation 
can be measured by as the diameter (number links of the shortest path between the most 
distant nodes) of the spanning tree of a model. Again, the spanning tree diameter has been 
argued as being an indicator of knowledge. The deep structure is supposed to measure the 
semantic composition of a graph representation with the help of Tversky´s (1977) similarity 
measure (Ifenthaler (2010). The similarity here is measured as the number features that are the 
same of two objects but also recognizes features not different shared. That is, it recognizes 
commonalities and differences, where a maximum similarity is reached when all features are 
common, and no differences exist. It is calculated by comparing the similarity between an 
individual graph and a referent graph (e.g. expert conceptual model), resulting in a measure 
from 0 (no similarity) to 1 (absolute similarity). Table N describes the mentioned techniques 
further. 
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Table 5 Analyzing graph representations 

Measure  Description 

Nodes (N) N Sum of nodes (Özesmi 
and Özesmi, 2004) 

Density (D) D =
𝐶𝐶

𝑁𝑁(𝑁𝑁 − 1)
 

An index of 
connectivity. Note, the 
number of connection, 
C, is divided by the the 
number of nodes 
squared (N2) if a node 
can connect to itself 
(Özesmi and Özesmi, 
2004). 

Surface structure (θ) θ = �𝑁𝑁𝑁𝑁
𝑛𝑛

𝑖𝑖=0

 

The sum of 
propositions 
(Ifenthaler, 2010). 
Similar to total number 
connections (C), by 
Özesmi and Özesmi 
(2004). 

Matching structure (μ) µ = 𝑚𝑚𝑚𝑚𝑚𝑚{𝑑𝑑(𝑁𝑁, 𝑗𝑗)} 

The diameter is calcite 
as the as the sum of 
links of the shortest 
path between the most 
distant nodes 
(Ifenthaler (2010). 

Deep structure (δ) δ =
𝑓𝑓(𝐴𝐴 ∩ 𝐵𝐵)

𝑓𝑓(𝐴𝐴 ∩ 𝐵𝐵) + 𝛼𝛼𝑓𝑓(𝐴𝐴 − 𝐵𝐵) + 𝛽𝛽𝑓𝑓(𝐵𝐵 − 𝐴𝐴)
 

The similarity is 
calculated between 
matrix A and a referent 
Matrix B by comparing 
common and unique 
propositions. A weight 
can be added but is 
usually set to 0.5 for 
both α and β 
(Ifenthaler, 2010). 
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Method 
As was described at the beginning of the chapter, there exists an assumption of the Pathfinder 
network structure being the same, or at least not significantly different to, the structure 
obtained from more traditional graph representation techniques (e.g. cognitive mapping 
technique, card-sorting technique, and alike). The aim of this chapter is to examine this 
assumption and validate Pathfinder as a technique to represent mental models as graphs in the 
information security domain. More specifically, (1) analyze if, and how, the surface structures 
compare and relate to a novice group, an expert group and a combined group; (2) analyze if, 
and how, the deep structures compare and relate to a novice group, an expert group and a 
combined group; and (3) analyze if, and how, expertise compare and relate to the surface 
structures and deep structures. Henceforth, the structure obtained from the card-sorting 
technique will be referred to as the “cognitive map,” whereas the structure obtained from the 
Pathfinder technique will be referred to as the “Pathfinder network”. 

 

Instruments 

Several instruments and techniques were developed and used in this study. Namely, the 
construction of a conceptual model, an instrument to obtain participant’s demographic and 
expertise information, instruments to complete Pathfinder and the cognitive mapping 
techniques, techniques and software functions to transform data and graphs into adjacency 
matrices, and software analysis tools. Table 6 shows an overview of these instruments, with 
an extensive description following. 

 
Table 6 Instruments developed and used in the study 

# Instrument Description 

1 Conceptual model 
 

A conceptual model consists of the elements 
(concepts) used in the card-sorting technique 
and Pathfinder technique. The structure of the 

conceptual model is also used as a referent 
model when analyzing deep structures. 

2 Demographic and expertise  An online survey to collect participants’ 
demographic data and expertise levels. 

3 Pathfinder technique 
 

An online survey to collect the data from pair-
wise ratings.  

4 Cognitive mapping technique 
 

Create cards with concepts from the conceptual 
model, portable whiteboard, and marker. Used 

to create cognitive maps. 

5 Transformation and Analyses 
Techniques and software to transform cognitive 
maps and Pathfinder networks into adjacency 

matrices, and analyze data. 
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Conceptual model 
To create a conceptual model, a procedure highly influenced by Jetter and Kok (2014) and 
Morgan et al. (2002) was followed. The procedure follows three steps, each following the 
previous (see Table 7).  

 

Table 7 The process of creating an expert conceptual model 

Step  Description 

1 Clarification of project 
objectives and scope.  

Select topic, define the target system, objective, and 
scope of the project.  

2 Plans for knowledge 
elicitation and capture 

Identify resources and techniques for capturing the 
knowledge of the target system. 

3 Knowledge capture Identify elements and relations of the target system.  
 

Step 1. Clarification of project objectives and scope 
The target system chosen was information security and risk. Information security is a broad 
term which often is functionally defined. For example, The International Organization for 
Standardization (2016, p. 6) define information security as: 

 

 …preservation of confidentiality, integrity, and availability of information. 

 

As such, the target system can include a wide variety of elements and relations to prevent the 
risk of unauthorized distribution, change or inaccessibility of information. To limit the scope 
of the project, it was determined that between 10 and 15 elements of the target system should 
be included. Hence, only salient or important elements should be included in the objective to 
create a conceptual model of factors affecting risk in the information security domain, and not 
be an all-encompassing project which Jetter and Kok (2014) cautions us. 

 

Step 2. Plans for knowledge elicitation and capture 
There exist several sources to capture knowledge about a target system. For example, the 
target system itself, documents, and experts (Collison & Parcell, 2005; Jetter & Kok, 2014). 
Information security, as a very complex target system, requires expert’s knowledge to select 
important and salient elements and relations. Also, it is often noted that one expert is 
insufficient. Thus workshops with experts providing their views while interacting and 
building on each other’s knowledge are beneficial (Jetter & Kok, 2014; Morgan et al. 2002). 
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For example, helpful debate and outlier model’s rationale may lead to better understanding of 
the target system (Fiol and Huff, 1992; Jetter & Kok, 2014).  

 

To create a conceptual model, cognitive maps technique (Jetter & Kok, 2014) and influence 
diagrams (Morgan et al. 2002) have been suggested as being fruitful. Cognitive mapping 
technique is said to be easy to teach and comprehend, and focus expert’s attention on the 
domain to capture the knowledge in great depth (Jetter & Kok, 2014). Cognitive mapping 
technique normally follows three steps: (1) the participants are trained in the technique; (2) 
concepts pertained to the target system, and the objective is identified; and (3) the structure is 
manifested by adding arrows between concepts indicating causal direction.  

 

Step 3. Knowledge capture 
Three information security experts, all working as researchers at the Swedish Defence 
Research Agency  (FOI), participated in a workshop to create a conceptual model of elements 
and relations in the target system affecting risk. Before the conceptual model could be 
created, the experts were informed of the objective and scope of the conceptual model. 
Further, written instructions about how to create a conceptual model using a team-based 
cognitive mapping technique were provided.  Clarifications of the cognitive mapping 
technique to support the creation of the conceptual model were given during the process. 

 

A total of two workshops, each about two hours, was conducted where the author was present 
at the second one. During the workshops, a cognitive mapping technique was used where 
experts identified and selected a set of concepts that were to be included as elements of the 
conceptual model. The process of selecting was highly influenced by a risk analysis tool 
(Sublime) developed by the Swedish Defence Research Agency and SIS TR-50:2015 
terminology. The final set of 13 concepts in the conceptual model was: Actor (Aktör), 
Adversary (Angripare), Preventive control (Förebyggande skydd), Threat (Hot), Consequence 
(Konsekvens), Consequence analysis (Konsekvensbeskrivning), Incident (Oönskad effekt), 
Risk (Risk), Likelihood (Sannolikhet), Asset (Skyddsvärd tillgång), Vulnerability (Sårbarhet), 
Modus operandi (Tillvägagångssätt), and Corrective action (Återställande skydd).  
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The relations and directions of the elements were discussed during the workshops until a 
satisfactory design was complete. It should, however, be noted that some relations were not 
included. For example, both redundant relations or loops were excluded. A final set of 14 
unidirectional relations created the conceptual model representing factors affecting risk in the 
information security domain (see fig. 2).   

 

Figure 2 Expert conceptual model 

 

Demographic and expertise 
To obtain information about participant’s demographic information as well as their expertise 
levels of risk analysis and information security, an online survey was developed consisting of 
questions related to age, gender, and four questions related to experience with risk analysis 
and information security. The four questions aimed to determine expertise level concerned 
experience with risk analysis and information security. Each question was answered by self-
rating on a Likert-type scale from one (do not agree) to 5 (fully agree). The total sum of the 
self-ratings was used as a measure of expertise ranging from 4 (no expertise) to 20 (high 
expertise).  
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Pathfinder technique 
The pathfinder technique makes use of pair-wise relatedness measures, which in this case is 
pair-wise ratings of causal relations.  Theoretically, to collect all possible pair-wise 

relatedness  𝑛𝑛(𝑛𝑛−1)
2

 ratings are needed, if excluding directionality and self-causes, thus 

effectively reducing the number of ratings from 169 to 78 in this study. Hence, the structure in 
this study only concerns causal relation between elements. Consequently, information of 
causal directionality of cause and effect is absent. 

 

To collect pair-wise rating about causal relations, an instrument was developed, and the 
demographic and expertise survey extended. Written instructions of how to perform the pair-
wise rating technique were presented before the trial began. To further help when making the 
pair-wise ratings, advice about reading the list of included words (in alphabetical order) to 
form ideas about the elements and relations before continuing. Also, an advice urging to start 
rate, then restart the process and correct ratings where appropriate after learning a strategy 
was included. The 78 pair-wise ratings were then presented in a random order where 
participants could rate the causal relatedness on a Likert-type scale ranging from 0 (no causal 
relation) to 5 (extreme causal relation). 

 

Cognitive mapping technique 
To create the instrument used in the cognitive mapping technique, all 13 concepts from the 
conceptual model were written on cards. This because it lets participants easily arrange and 
rearrange the concepts as they see fit. Also, a portable whiteboard and a marker were used to 
designate relations between the cards with concepts. This lets participant easily denoted 
relations but also allows for relations to be erased easily if needed. 

 

A cognitive mapping technique was also developed to obtain the mental model structure from 
participants. The technique was highly influenced by Daniels et al. (1995) and Jetter and Kok 
(2014) and followed the procedure of first instructing the participants of how to create a graph 
representation using the instruments. The instructions were to arrange the concepts as they 
considered appropriate when concerning the causal relations on a portable whiteboard. No 
concept was obligatory to use, nor was it possible to add a new concept. After arranging 
concepts, instructions were to draw arrows between the cards on the whiteboard using a 
marker to indicate causal relation and direction. Any concept could be causally related to any 
other concept, meaning that any concept could have up to twelve relations to, and up to 
twelve relations from, it.  
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Transformation and analyses 
Several instruments were developed as means to transform obtained data into a format that 
could be analyzed. These include instruments to represent causal relations in a format that 
could be used by Python functions. Also, Python functions that transformed the input data 
into corresponding adjacency matrices. These instruments are described in more detail bellow. 

 

First, a Python function was coded as means to semi-automatically transform the pair-wise 
ratings into a 13x13 adjacency matrix. Each cell in the matrix corresponded to a certain word-
pair containing a rating of causal relations between 0 (no causal relation) and 5 (extreme 
causal relation). This matrix was then transformed into a text file containing the same matrix 
where corresponding identifier and ratings were stored in the appropriate format.  Box 6 
shows an illustration of how concepts and rating used could look like during the 
transformation process. Note, since the matrices as symmetrical, only half of the pair-wise 
ratings were necessary. 

 

Box 6 Transforming the pair-wise rating into appropriate format 
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Second, an instrument was created as means to represent identification, type of representation 
(from the card-sorting technique or the Pathfinder technique), and the relations among 
elements from the graph representations in a table. With the instrument, each link (causal 
relation) between nodes (concepts) could be assigned by presenting each concept in turn with 
all other concepts as alternatives. Further, a Python function was developed to semi-
automatically extract all causal relation from the instrument and create a 13x13 adjacency 
matrix where causality links were represented. More specifically, if a vertical element has a 
direct causal relation to a horizontal element, it was assigned a 1. Otherwise, it was assigned a 
0, resulting in a symmetrical matrix. Note, causal directionality was removed as to be able to 
compare the structures from the two techniques. That is, causal directional information was 
reduced to the causal relation for the cognitive. Box 7 illustrates a simple example where 
horizontal and vertical elements (concepts) together represent the structure of a graph by an 
adjacency matrix. In the matrix, A and B has a direct causal link, whereas D have no causal 
relation at all. These matrices were then stored locally.  

 

Box 7 Graphs transformed into an adjacency matrix 

 

 

A third Python function was created as to compute the surface structure from locally stored 
adjacency matrices, as well as compute the deep structures by comparing one matrix to a 
referent adjacency matrix according to the algorithm previously described. The weight for α 
and β was both set to 0.5, as is suggested by Ifenthaler (2010).  Results from the function 
include number the of links in the two matrices, common links of the two compared matrices, 
and unique links in each matrix respectively, and the resulting deep structure measure. 
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To be able to get the Pathfinder networks from the word-pair ratings, JPathfinder 
(Schvaneveldt, 2017) was used. JPathfinder is a free Java-based Pathfinder network analysis 
tool which uses a text file with pair-wise relations as input and can display the structure either 
visually or by a list of connected elements of the resulting graph. The software has been used 
in other projects, such as Riemer and Schrader (2016) who used JPathdinder to assess mental 
model development by analyzing the structural differences. Lastly, IBM SPSS 24 was used to 
analyze the data obtained from the instruments described in this section. 

 

Analyses 

To validate the Pathfinder technique, or more specifically, the Pathfinder network as a graph 
representation identical, or at least not significantly different, to the cognitive map created by 
a participant, several analyses were conducted. Generally speaking, the analyses concerned 
statistical assumptions, surface structures, deep structures, and expertise. SPSS 24 was used to 
test all hypothesis, with the significance criterion set to .05. Each is described in more detail 
below. Box 8 illustrates different graph representations and type of analyses. 

 

BOX 8 Graph representations and analyses 
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Statistical assumption 
Before making descriptive and inductive analyses, the necessary statistical assumption was 
tested. For example, the assumption of normal distribution was checked for variables. If the 
assumptions were met, parametric tests were conducted, whereas if an assumption was 
violated, a non-parametric test was used. Thus, the described results reflect the appropriate 
type of test used. 

 

Surface structures 
Surface structure refers to the number of relations in a structure (Ifenthaler, 2010). Thus, 
testing the assumption that the surface structures are identical, or at least not significantly 
different, is done by comparing the two surface structures from of the cognitive map and 
Pathfinder network. Also, given that the surface structure is assumed to be identical, or at 
least not significantly different, correlations are tested. All test is done for the novice group, 
expert group, and the combined group.  

 

Deep structures 
Deep structure, in general terms, can be described as the degree of similarity between two 
graphs and can range from zero to one (Ifenthaler, 2010). Given the assumption of the 
structure of Pathfinder networks being identical or similar to cognitive maps, this was tested 
by comparing the deep structures. More specifically the deep structure of a cognitive map 
when using an expert model as a referent, and the deep structure of a Pathfinder network 
using the same expert model as a referent. Further, as with surface structure, the correlation of 
the deep structures was analyzed with the assumption that there being an association. These 
analyses were conducted for novice group, the expert group, and the combined group.  

 

Expertise 
Previous research has shown the expertise might influence both the surface structure and deep 
structure (see e.g Ifenthaler, 2010). Expertise can, therefore, be assumed to be an important 
factor when comparing methods. To investigate this assumption further, correlations were 
tested as to test the association between self-rated expertise and surface structure, as well as 
expertise and deep structure. Further, a test was performed as to analyze the deep structure 
when comparing the two groups novices and experts with each other. 
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Participants 

To examine the relationship between cognitive maps and Pathfinder networks, three main 
groups were of interest – novices, experts, and a combined group. A convenient sampling 
technique was conducted to recruit participants to both groups. Novices were recruited via 
social media and by approaching people. Experts were recruited via approaching a selected 
set of people with experience of information security and risk analysis at the Swedish Defence 
Research Agency. All were informed about the purpose of the trial procedure, the estimated 
time of one hour to complete the trial. If recruited to the study, the participant was scheduled 
at a convenient time to complete the trial.    

 

A total of 22 participants took part in the study, of which males (N=15) and female (N=7) had 
a mean age of 40.9 (SD=2.6) years. In the novice group male (N=4) and female (N=7) had a 
mean age of 36.7 (SD=4.6) years. In the expert group, all 11 participants were male with a 
mean age of 45.1 (1.8). Table 8 shows a summary of the participants. To confirm group 
belonging, the expertise questionnaire was used to match each participant into the 
corresponding group. As can be seen in Table 8, while there is a distribution of expertise, no 
overlap exist between the groups using self-estimated ratings. 

 

 

Table 8 Sample, groups and expertise 

Group Male Female 
Age 

Mean (SD) 
 

Expertise 
Mdn 

(Interquartile 
range) 

Expertise 
interval 

Novice 4 7 36.7 (4.6) 5.0 (1.0) 4.0-8.0 
Expert 11 0 45.1 (1.8) 15.0 (8.0) 9.0-19.0 

All 15 7 40.9 (2.6) 8.5 (10.5) 4.0-19.0 
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Procedure 

The study followed the following procedure. First, each participant was given a number as an 
identifier, which was later used to analyze corresponding structures. Then information of the 
study was again presented, including information about what was measured and compared 
(surface structures and deep structures). This was followed by half of the sample beginning 
with the cognitive mapping technique and the other half of the sample beginning with the 
Pathfinder technique. After the first technique was completed, the participant moved the the 
other technique. During the whole trial; the experiment leader was present as to support by 
answering questions related to the techniques. For example, if concepts were ambiguous, the 
participant was told to select one understanding and keep that throughout the whole trial.  

 

After each trial, the cognitive map structure was stored. Either this was done directly with the 
previously described instrument to represent relations among elements, or by a photograph of 
the structure in which the instrument was used at a later time. Further, the pair-wise ratings 
were transformed into adjacency matrices and test files by using the previously described 
Python function.  
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Results 
This section presents the results from analyses of surface structure, deep structure, and 
expertise. 

 

Surface structure 

To investigate if, and how, the surface structures of the cognitive map and the Pathfinder 
network relate several analyses were conducted. The theoretical assumption is that there is no 
significant difference between the surface structures. This assumption was tested with 
Wilcoxon matched-pair signed-ranks. Given the assumption, there should also be a significant 
association between the surface structures. This was tested by using Spearman’s Rho (see 
Table 11). Descriptive statistics of surface structures are described in Table 9. 

 

Table 9 Descriptive statistics of surface structures 

Group 
Surface structure 

Cognitive map Pathfinder network 
Median  Interquartile range Median  Interquartile range 

Novice 13.0  7.0 22.0  7.0 
Expert 19.0  8.0 20.0  7.0 

Combined 16.0  8.3 21.0  6.5 
 

Comparing the medians of novices’ surface structure in the cognitive maps (Mdn=13.0) and 
the median of the surface structure of the Pathfinder network (Mdn=22.0) indicate no 
significant difference (Z=50.5, p>.05). Similarly, no significant difference between experts’ 
surface structures was indicated (Z=44.0, p>.05) when comparing the medians in the 
cognitive maps (Mdn=19.0) with the medians of the surface structure of the Pathfinder 
networks (Mdn=20.0). However, a Wilcoxon matched-pair signed-rank test indicated that the 
surface structure of the Pathfinder network, Mdn=21.0, is significantly higher than the surface 
structure of the cognitive map, Mdn=16.0, Z=179.0, p<.05 (see Table 10).  

 

Table 10 Wilcoxon matched-pair signed-rank tests of surface structures 

Group N Z p 
Novice 11 50.5 .12 
Expert 11 44.0 .09 

Combined 22 179.0 .03  
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When analyzing the Spearman’s Rho between the surface structures no correlation was 
indicated for novices (rs=.66, p>.05), experts (rs=.58, p>.05), nor for the whole sample 
(rs=.19, p>.05). Table 11 presents the overview of the analyses. 

 

Table 11 Spearman’s Rho of surface structures 

Group Spearman’s Rho, rs p 
Novice .66 .15 
Expert .58 .06 

Combined .19 .40 
 

Deep structure I 

Testing the assumption of there being no significant difference between the deep structures 
several statistical tests were performed. The variables used to calculate the “deep structure I” 
between a referent model (B) and the cognitive map and Pathfinder network (A) are presented 
per group in Table 12 together with the calculated deep structure.  

 

Table 12 Descriptive statistics, M (SD), for and of deep structure I 

Technique Group Common  
f(A∩B) 

Unique A 
f(A-B) 

Unique B  
f(B-A) 

Deep 
structure I 

 

Cognitive 
map 

Novice 3.64 14.18 10.36 0.23 (0.10) 
Expert 6.55 13.27 7.45 0.39 (0.13) 

Combined 5.09 13.73 8.91 0.31 (0.14) 

Pathfinder 
network 

Novice 5.64 20.91 8.36 0.28 (0.06) 
Expert 6.82 14.91 7.18 0.37 (0.10) 

Combined 6.23 17.9 7.77 0.33 (0.02) 
 

Paired-sample t-tests were conducted to statistically compare the deep structures for each 
group respectively (see Table 13). The results show no statistically significant difference 
(t(10)=1.45, p>.05) between the deep structure of the cognitive maps (M=.23, SD=.10) and 
the deep structure of the Pathfinder networks (M=.28, SD=.06) for novices. Similarly, no 
indication of statistically significant difference (t(10)=-.67, p>.05) between the deep structure 
of the cognitive maps (M=.39, SD=.13) compared to the deep structure of the Pathfinder 
networks (M=.37, SD=.10) for experts. Nor was any significant difference found between the 
deep structure from the cognitive maps (M=.31, SD=.14) compared to the deep structure of 
the Pathfinder networks M=.33, SD=.02) for the combined group (t(21)=-.92, p>.05). 
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Table 13 Paired-sample t-tests of deep structure I 

 df t p 
Novice 10 1.45 .18 
Expert 10 -.67 .52 

Combined 21 .92 .37 
 

An implication of the assumption that the structures are identical or similar is a positive and 
high correlation between the deep structures of the cognitive maps and the deep structure of 
the Pathfinder Network. This was tested using Pearson’s r. The result indicates no significant 
correlation between the deep structures for novices (r=.10, p>.05). However, for the expert 
group the result indicates a significant, and strong, positive correlation (r=.87, p<.05) as well 
as in the combined group (r=.73, p<.05). Table 14 shows the results of the analyses. 

 

Table 14 Pearson r between deep structures 

 r p 
Novice .10 .76 
Expert .87 <.001 

Combined .73 <.001 
 

Deep structure II 

Another assumption is that there should be no difference between the deep structure of the 
two graph representations. This can be shown by calculation the deep structure between the 
cognitive map and the Pathfinder network. The descriptive statistics and deep structures are 
presented in Table 15. As indicated, the similarity of the two graph representations raise 
questions about the assumptions of the representations being similar with the novice group 
reaching a deep structure of 0.38, the expert's group 0.56 and the combined group 0.47.  

 

Table 15 Descriptive statistics, M (SD), for and of deep structures. 

Group Common  
f(A∩B) 

Unique A 
f(A-B) 

Unique B  
f(B-A) 

Deep structure 
II 

Novice 8.3 9.1 18.0 .38 (.16) 
Expert 11.4 8.5 10.4 .56 (.11) 

Combined 10.0 8.8 14.2 .47 (.16) 
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Expertise 

Given that expertise has been said to affect graph representations, further analyses into this 
matter may provide more insights. First, the surface structure has been said to increase with 
expertise. Similarly, the deep structure I am assumed to be positively correlated with 
expertise. That is, with expertise, a higher degree of similarity would be found between the 
graph representations. Descriptive statistics of expertise are presented in Table 8, descriptive 
statistics of surface structure, and deep structures can be found in Table 9, 12, and 15. 

 

Analyzing the correlations between self-rated expertise, surface structures were calculated, as 
well as the correlation between expertise and deep structures (see Table 16). As can be seen, 
no significant correlation between expertise and surface structures can be found for either the 
cognitive maps (rs=.34, p>.05) nor the Pathfinder network (rs=-.11, p>.05). However, 
correlation analyses of expertise and the deep structures show a strong significant correlation 
for the cognitive map (rs=.63, p<.05) as well as the Pathfinder network (rs=.63, p<.05). Also 
analyzing the assumption that there being a significant correlation between self-rated 
expertise and the deep structure II show no significant correlation (rs=.38, p>.05).  

 

Table 16 Spearman’s Rho of expertise and structures 

Technique Structure rs p 

Cognitive map Surface structure .34 .12 
Deep structure I .63 .002 

Pathfinder network Surface structure -.11 .64 
Deep structure I .66 .001 

Cognitive map and 
Pathfinder network Deep structure II .38 .079 

 

A final statistical analysis concerned expertise and deep structure II. More specifically, 
whether the deep structure II of the expert group was significantly higher than the deep 
structure II of novice group. An independent-sample t-test shows a significantly higher 
difference (t(20)=2.99, p<.05) between the expert group’s deep structure II (M=.56, SD=.11)  
compared to the novice group’s deep structure II (M=.38, SD=.16). 

 

Table 17 Independent-sample t-test of groups and deep structure II 

df t p 
20 2.99 .007 
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Chapter summary and discussion 
In this chapter, the aim was to examine the validity of the Pathfinder technique, with the 
assumption that resulting Pathfinder networks have the same, or at least not significantly 
different, structure than participants’ representations. Moreover, the relation of expertise and 
such techniques were investigated to provide some insights and attention to mental model 
research. The general approach was to examine the difference and relation between the 
surface structure and the deep structure of cognitive maps and Pathfinder networks obtained 
from novices and experts. To do this, a group of novices (N=11) and a group of experts 
(N=11) was recruited to participate in a trial consisting of the two techniques cognitive 
mapping and Pathfinder technique. In the following, some results, as well as methodological 
issues, will be presented and discussed. 

 

Surface structure 

Surface structure can be described as the number of statements, or relations, in a graph 
representation (Ifenthaler, 2010). For the Pathfinder technique to be valid, there should be no 
significant difference between the Pathfinder networks’ surface structure and the cognitive 
maps’ surface structure. A Wilcoxon matched-pair signed-rank test indicated that the surface 
structure of the Pathfinder network, Mdn=21.0, is significantly higher than the surface 
structure of the cognitive map (Mdn=16.0, Z=179.0, p<.05) for the combined group of both 
novices and experts. This result shows that the assumption of the surface structures is the 
same, or at least not significantly different, is violated when comparing a group consisting of 
both novices and experts. However, no significant result is shown when comparing the two 
groups respectively. This result indicates that there are no statistical differences between the 
surface structures. However, a closer look at the medians would suggest otherwise. Especially 
for the novice group with a median difference of 9.0 whereas the expert group have a median 
difference of 1.0. This indicates that expertise might be one important factor when validating 
the Pathfinder technique, and also suggest that the sample size per group is low. 

 

Further analyses of the association between the surface structures indicate no significant 
correlation for the novice group (rs=66, p>.05), the expert group (rs=.58, p>.05), nor the 
combined group (rs=.19, p>.05). This result further confirms that the Pathfinder technique is 
not valid if the assumption is that it would reflect owners created graph representation. 
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 Deep structure I 

The deep structure can be described as the similarity of two graph representations. It is 
calculated by dividing the total common relations with a weighted number of relations that are 
present in the two graph representations. The result is a deep structure measure ranging from 
0 (no similarity) to 1 (identical). The assumption in this thesis is that there should be no 
significant difference in the deeps structures of the Pathfinder networks and the cognitive 
maps. To test this assumption, deep structure were calculated by using an expert conceptual 
model as a referent. That is, to obtain the deep structures of all graph representations, they 
were compared to an expert conceptual model. 

 

The results indicate no significant different of the deep structure means for the novice group 
(t(10)=1.45, p>.05), the expert group (t(10)=-.67, p>.05), nor the combined group (t(21)=-.92, 
p>.05). Moreover, given the assumption that the structures are the same, or at least not 
significantly different, it is expected that a significant positive correlation is the case. This is 
partly confirmed by analyses. For the combined group the correlation between the deep 
structures is calculated to be a significant, strong, and positive correlation (r=.73, p<.05). 
Similarly, a correlation analysis of experts deep structures indicate a significant, strong, and 
positive correlation (r=.87, p<.05). However, for the novice group, the result indicates no 
significant relationship between the deep structures. Also, in comparison with experts and the 
combined group, the correlation is low (r=.10, p>.05). These results support the notion of 
expertise being an important factor to consider when validating techniques such as Pathfinder. 

 

Deep structure II 

Deep structure II is the same type of algorithm used as before, but instead measures the deep 
structure between participant cognitive maps and Pathfinder networks. Doing so, it can be 
said to be a similarity measure between the two graph representations that the participants 
themselves have created via the cognitive mapping technique and the Pathfinder technique. If 
assuming that the Pathfinder network is similar to the cognitive map, it is expected to have a 
high score of the deep structures when comparing the graph representations. When calculating 
the deep structures, this assumption is however not met with a score of .38 (SD=.16) for the 
novice group, .56 (SD=11) for the expert group, and .47 (SD=16) for the combined group.  
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With these results, it is clear that we should be wary about the assumption that the Pathfinder 
network is similar to the cognitive map when novices only reach 38% similarity, expert reach 
56% similarity and the combined reach 47% similarity of the graph representations. Of 
course, if such levels are assumed, the Pathfinder technique seems to be a valid technique for 
measuring deep structures. However, if we are interested in the relations in a Pathfinder 
network, we should not trust the Pathfinder technique as resulting in valid graph 
representations.  

 

 

Expertise 

As has been clear so far, expertise may play a major factor for the two techniques. 
Investigating this further, correlations between expertise and surface structure, expertise and 
deep structure I, and expertise and deep structure II was conducted. Given previous research 
on mental models and graph representations, it is expected to see a positive relation between 
these tests. Results, however, do not show any significant correlation between expertise and 
surface structure of the cognitive maps (rs=.34, p>.05), nor the Pathfinder networks (rs=-.11, 
p>.05). This result can be interpreted as the number of links not having any relation to 
expertise. 

 

Analyzing the correlation between expertise and deep structure I, on the other hand, indicate a 
significant statistical correlation for cognitive maps (rs=.63, p<.05) as well as Pathfinder 
networks (rs=.66, p<.05).  This suggests that the deep structure increase with the expertise of 
the subject domain, which would be expected. Given this, it was assumed that the deep 
structure II would also be positively correlated with expertise. However, no significant result 
was indicated when testing this assumption (rs=-.38, p>.05). One final analysis showed the 
deep structure of the novice group was significantly lower than the deep structure II of the 
expert group (t(29=2.99, p<.05). Together these results indicate that expertise has a major 
effect of producing similar representations, even though different techniques are used.  
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Is the Pathfinder technique valid? 

Together the results show that the Pathfinder technique does not result in valid surface 
structures. On the other hand, the deep structure, when compared to an expert conceptual 
model as referent, the Pathfinder technique indicate no significant difference, implying that 
the technique is valid if using the deep structure as a description. However, if researcher aims 
to study the structure in more detail, the structure is likely to be considerably different from 
what people self would represent. This is certainly true for participants with less expertise or 
knowledge about the target system. 

 

Explaining the results 

There may be several reasons for the discrepancies between the two graph representations. 
First, mental models have in this thesis been described as being affected by the current task, 
context, and knowledge. Given that the task, and to some extend the context, was changed 
between the two techniques, it is likely that different mental models were elicited. However, 
the results also indicate that expertise, or knowledge, can help provide more stable mental 
models even when changing tasks.  

 

Second, the nature of the domain is very complex and can be inferred and explained in many 
ways. In particular, the concepts that were used in this study might have been interpreted and 
used in several ways, which in combination with several types of meanings of causality could 
have affected the resulting discrepancy between the structures. Again, expertise seems to 
affect this, implying that knowledge can hold the key to create stable belief systems of 
complex target systems using abstract concepts. Thus, using other concepts with more 
specific meaning in a more concrete target system could lessen the discrepancies between the 
Pathfinder network and cognitive map. 

 

Third, given human’s limited cognitive capacity, a consistent, stable, and complete structure 
is likely not possible. It is thus possible that the nature of the task and context create multiple 
mental models that combine in inappropriate ways during trials. Indeed, presenting word-pairs 
might be locally true, but not globally. That is, comparing only the two words the designated 
weight or relation can be true, but extending the context to include all words might change 
this state. 
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Fourth, the Pathfinder technique uses pair-wise ratings. While the technique is rather straight-
forward, it is impossible for the participant to perceive how the ratings affect the structure. 
This is, by Jones and colleagues’ (2011) term, indirect elicitation. One disadvantage of such 
technique is that the participant cannot validate the structure directly, but rather need to trust 
the interpreted which in this case is an algorithm. It is possible that using software with word-
pair ratings that instantly visualizes a graph representation would change how people would 
rate, and thus the resulting Pathfinder network. 

 

Fifth, while the Pathfinder algorithm certainly seems to capture some aspects of mental 
models, the algorithm might not be appropriate for studying the structure per se.  For 
example, the algorithm might remove links because of redundancy, which would be important 
in the cognitive map. Moreover, the algorithm could retain relations that are inappropriate due 
to ratings the participant have done, further supporting the notion of direct elicitation and 
validation from earlier. 

 

Methodological consideration 

To validate the Pathfinder technique, there are some methodological considerations that may 
affect the result. For example, the role of the conceptual model and the chosen analyses.  

 

The conceptual model 
While 13 of the most salient or important elements and relations was chosen, these reflect 
only a group of expert’s mental models. Indeed, it should be noted that the conceptual model 
might not represent any single mental model (Jetter and Kok, 2014). Rather it should be 
treated as a compromise of three expert’s mental models. As such, it is important to recognize 
that it may not reflect any single experts conceptual model. Certainly, other elements and 
relations could have been chosen, resulting in a variety of other structures and subsequently 
results when validating the Pathfinder technique. On the positive side, with a calculated mean 
similarity (deep structure I) score of 0.28 for the novice group, 0.37 for the expert group, and 
0.33 for the combined group, it reaches similar scores as other studies. For example, Riemer 
and Schrader (2016) suggest a valid similarity score of individual experts’ models can be as 
low as 0.31. However, it is important to note that the similarity scores may have been 
differently calculated and the measure should thus only be treated as an indicator.  
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A second issue that should be considered are the concepts used. As was mentioned earlier, the 
concepts included in the conceptual model may have multiple meanings and thus usages for a 
single person.  Alternatively, the concepts might be difficult to comprehend, especially for 
people that do not have experience in the information security domain. To manage these 
problems the research leader was present during the trials as to support the externalization. 
This was done by letting participants reason what the concept meant for themselves, and 
emphasize that keeping a single interpretation of the concept through the whole trial. It is, 
however, no guarantee that this guidance was followed, and to some extent do all instructions 
affect the mental models. Thus, the results should be treated with this in mind.  

 

A third notion is that the terms used were Swedish and later translated into English for the 
purpose of non-Swedish readers comprehension. While not a methodological issue per se, it is 
important to recognize that the conceptual model, as presented here, used corresponding 
Swedish terms. Some issues related to the translations may, therefore exist. However, these 
did not affect the participants in any way, and should only be seen as a disclaimer for the 
reader's purpose of using the conceptual model in a language other than Swedish.  

 

The sample 
The sample in this study consisted of 22 participants. Each participant belonged to either a 
novice group or an expert group depending on where the participant was recruited. It was 
assumed that participants working with information security and/or risk analysis at the 
Swedish Defence Research Agency would belong to the expert group, whereas others would 
be novices. This assumption might not be true since experts can be found outside of the 
Swedish Defence Research Agency. When comparing the groups via the self-expertise rating, 
there was no overlap between the groups indicating that the groups were appropriate.  
However, it should be noted that there was a range of expertise level. Consequently, both 
groups had a range of self-rated expertise. Thus, expertise, in this sense, is not binomial as 
might be perceived by the two categories of participants. Consequently, it is possible to make 
another delimitation to categorize the sample into novices and experts. For example, by 
setting ranges of expertise levels. However, where this ranges start and end might be 
subjective, implying that there cannot be a single score separating a novice from an expert. 
Thus, categorizing the groups by working conditions provides a less arbitrary solution. 
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A second issue is relatively low sample size. With only eleven participants in the novice 
group and eleven participants in the expert group, the statistical power might be low. Thus, it 
is possible that some analyses did not indicate significant results, which lead to type II errors, 
and falsely keep the null hypothesis even though it should be rejected. While this might 
provide to be a problem for single tests in this thesis, I would argue that the combined results 
have clear support of the Pathfinder technique not resulting in a valid graph representation if 
assuming it would be a similar structure as if comparing it to a self-represented graph. At least 
not with the target system that has been investigated in this thesis, which should make us wary 
of using the Pathfinder technique in other target systems as well.    

 

The procedure 
To complete the trial, each participant completed two techniques where half of the sample 
begun with one technique, and the other half with the other. This was done to reduce possible 
interfering variables. For the same reason, the concepts were presented in a random order. 
However, while such measures were taken, the first technique likely affected the result of the 
other. For example, remembering past decisions could affect new judgments. However, if 
mental models, and thus judgments, are based on the task, context, and knowledge, it is 
difficult to see how this can be managed. It might not even be a problem if holding that the 
eventual bias that is the result of learning effects is knowledge. If so, does it matter if the 
knowledge was stored just before performing the second technique or years ago?  

 

Each trial lasted between 30 and 60 minutes, in when the participant was informed of the 
study, instructions, and performed the techniques. Doing so, it is important to recognize that 
learning the techniques, creating a graph representation of a complex target system using 
abstract concepts, and completing a lengthy word-pair rating technique, was likely cognitively 
demanding or even exhausting. It is thus possible that the participants were affected by this, 
resulting in less accurate ratings or denotations.  

 

During the whole trial, the experiment leader was present. This to support if there were any 
unclarity of how to complete the techniques. However, this could also have a negative effect 
if feeling observed or stressed during the trial.  Another approach could have been used where 
the participant could be on their own but instead losing the opportunity of having support 
nearby. 
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The analyses 
The surface structures and deep structures were chosen to analyze similarity between graph 
representations. The surface structure can be used as an easy indicator of expertise and was 
used as a simple measure of the number statements or relations that are used in a single graph 
representation. The deep structure was chosen since it emphasizes existing relations. More 
specifically, it compares the common links between two graphs with the total number of 
existing relations (common plus unique relations). These are only two techniques to measure 
similarity, and it is thus important to recognize that there exist other techniques that could 
have been used and possibly have yielded other results. For example, the Frobenius distance 
would be one such alternative which could indicate other results. In contrast to emphasizing 
existing relations, the Frobenius distance would include non-existing relations as equally 
important. That is, if no relation is between concept A and concept B in two graphs, this will 
count as a similarity. While this certainly could count as a similarity, it has the disadvantage 
of having exceptionally high similarities due to non-existent relations. To take an extreme 
example, using only one relation among 169 possible relations (13 x 13 word-pairs), this 
would be calculated as a distance of 2, or a 99% similarity,  if comparing it to no relations at 
all among the 169 possible word-pairs. Using deep structure, the same example would result 
in 0% similarity. 
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5. CONCLUSIONS 
The thesis set out to answer the following research questions: 

1. How should we understand and define the mental model construct? 
2. How can methods and techniques to study mental models be described, compared, and 

evaluated given a new framework? 
3. Is the Pathfinder technique valid for studying mental models in the information 

security domain?  
4. How do the Pathfinder technique and cognitive mapping technique relate to expertise 

in the information security domain? 

 

The conclusion related to the two first research questions will be presented in the next two 
subsequent subchapters. Concluding remarks about research question three and four are 
presented in the third and last subchapter. 

 

A mental model definition 
Since 1983, when mental models became popularized through two books, the mental model 
concept has been used in many disciplines. However, even today, after more than 30 years, 
the concept is still often vaguely and intuitively described in the literature. As an attempt to 
bring this issue forward, the first research question was answered by the following working 
definition: 

 

A mental model is a neural token of pattern activation, comprising a limited, 
multimodal and homomorphic representation of the expected state of affairs in a 
specific situation (e.g. task, context, and knowledge), used in a cognitive system 
to interact with the world by allowing the capabilities to predict, infer, explain, 
simulate, and learn. 

 

The definition was constructed via describing functions and characteristics that are often 
associated with the concept, as well as describing the nature of mental models b some 
empirical finding related to the described nature and functions. While this definition has not 
been tested, it is my contention that it provides an understating via the nature of mental 
models, as well as the central associated functions and characteristics for any level of 
analysis. Future studies and definitions of the construct may confirm or change this assertion.  
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A new mental model methodological framework 
Considering the many methods and techniques that have been used to study mental models 
over the past decades, there has been surprisingly little attention to methodological issues. To 
take a step forward in this regard, the second research question was answered by emphasizing 
different representations during the mental model research process. The framework let us 
describe, compare, and evaluate mental model methods and techniques via three 
representations that are naturally occurring during any mental model research: (1) the elicited 
mental model, which refers to the type of mental model that is manifested in the mind of 
people during tasks; (2) the represented mental model, which is the externalized mental 
model; and (3) the conceptual model, which is what researchers typically report. 

 

By using the framework and discussing the type of representations several methodological 
issues are put forward. For example, since mental models, in this thesis, are tokens of the 
situation (e.g. task, context, and previous knowledge) they are very unstable, implying that 
when we measure there are many variables to consider. Indeed, it has even been said that 
efforts to elicit, measure, or map mental models can induce changes (Doyle and Ford, 1998; 
Rouse and Morris, 1986). Alternatively, as Rouse and Morris (1986) conclude using an 
analogy to Heisenberg's principle – when directly measuring the mental model we introduce 
uncertainty into the system, and when we measure less intrusive, we get uncertain data. Thus, 
it might not be possible to measure both the mental model and its changes, implying that 
“truth” cannot be proven and must simply be accepted.  A second example of methodological 
issues is the impression of mental models consisting of dozens of elements and relations 
creating a vast structured network. Using the definition of mental models in this thesis, some 
doubt on this impression is cast. Indeed, considering mental models being constrained by the 
biological computational power, we should recognize that such descriptions of mental models, 
in fact, are composites of many limited mental models. A third example of methodological 
issues that have been discussed is the loss of information that often occurs when representing 
mental models. Indeed, little attention is made to the notion that what is reported in the 
literature is representation of representation of representations… This raises questions about 
how much information we are willing to lose on the way. 
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The validity of the Pathfinder technique 
It is my hope that a working definition and a new methodological framework can lead us on 
the right path to define mental model into a clearer and more precise construct, as well as 
understanding some of the methodological issues that we are presented with during mental 
model research. The Pathfinder technique provides a very compelling approach which lets 
researchers easily gather data from participants as well as represent mental models as graphs 
compared to more traditional methods (e.g. cognitive mapping, causal mapping, concept 
mapping, et cetera). However, even though the Pathfinder technique certainly have its 
advantages and has been used in mental model research, little attention has been directed 
towards the validity of this particular approach to study mental models. Thus, the validity of 
the Pathfinder technique was examined by comparing the graph representations resulting from 
the Pathfinder technique and graph representations resulting from the more traditional 
cognitive mapping technique. Moreover, since expertise may influence the resulting graph 
representations, this variable was examined as a possible factor to take into consideration 
when validating techniques, such as Pathfinder.   

 

It is concluded from validating the Pathfinder technique that the resulting graph representation 
cannot be used as a substitute to more traditional graph representations. For example, the 
Surface structure (i.e. a number of relation in the graph) is significantly higher (Mdn=21) 
when using the Pathfinder technique than the more traditional cognitive mapping technique 
(Mdn=16, Z=179.0, p<.05). Moreover, The Deep structure (i.e. the similarity score of 
common and unique relations of two graphs) is calculated to a mere average of 47% when 
comparing the graphs from the Pathfinder technique and the cognitive mapping technique. 
Certainly, researchers using representations only having half of the same and additional 
unique relations creates severe doubt about the usefulness of the Pathfinder technique in 
complex domains as information security.   
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Lastly, considering the effect of expertise, we can see an indication of expertise being 
positively correlated with deep structures. In essence, this implies two things. First, experts’ 
cognitive maps and Pathfinder networks are both more similar to an expert referent model 
than novices’ cognitive maps and Pathfinder networks. Second, an expert’s cognitive map 
will likely be more similar to his or her own Pathfinder network and vice versa. This suggests 
that there might be circumstances, other than information security, when the Pathfinder 
technique is valid. However, these include target systems that are relatively simple and very 
well-known which might raise questions about the utility of the Pathfinder technique at all. 
On the positive side, if only wanting a measure of similarity, the Pathfinder technique seems 
to capture similarity and expertise very well. 
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