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In today’s digital environment it has become crucial for
organizations to protect themselves against cyber security
attacks and incidents. Emerging technologies pose security
risks and the number of cyber security incidents are
increasing. Within the public sector it is considered as one of
the most challenging phenomenons that governments face
today, and awareness is limited. However, studies show that a
majority of cyber security incidents could have been
prevented. In addition, evidence indicates that incidents often
occurs due to internal actions, and not external threats.
The purpose of our study is to identify factors that may impact
public organizations’ capability to prevent cyber security
incidents, and subsequently how they could work towards
maintaining a proactive prevention.
This study has adopted a qualitative research strategy with the
design of a case study of cyber security incident prevention in
the public sector, examined through two organizations. In
order to collect empirical data, semi-structured interviews
were conducted.
In this study we have, based on previous literature and
empirical data, identified seven influential factors that may be
of importance for public organizations to take into
consideration when working with cyber security incident
prevention. Our findings have subsequently resulted in
insights that may inspire public organizations as to how they
could work proactively towards preventing incidents. The
identified factors revolve around the importance of
performing internal and external analyses, defining roles and
responsibilities, formulating goals and regulatory documents,
educating and communicating to employees, the aspect of
organizational culture, and consistent evaluation. How, and to
what extent, public organizations work with these factors,
indicate the level of preparation to prevent future cyber
security incidents.
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1. Introduction
The following chapter aims to introduce the plan for the thesis through a background
and a problem description. Subsequently, the purpose and the related research
questions will be presented. The chapter will conclude by explaining the intended
contribution, delimitations and target group as well as the disposition of the study.

1.1 Background
"There are only two types of companies: Those that have been hacked, and those that
will be." Those were the words used by former FBI Director Robert Mueller during an
annual gathering of cyber security professionals in 2012 (AP, 2012). In today’s digital
environment it has become critical for organizations to understand and handle risks in
order to stay competitive (PwC, 2017). However, it has also become crucial to know
how to protect organizations from cyber attacks (PwC, 2017). Horne (2014) argues that
ever since the first detected cyber security incident in 1988, there has been a landscape
filled with incidents and breaches. In addition, systems have become more accessible
and complex through cloud-based computing and mobility, which have brought along
significant security challenges. According to a survey conducted by PwC (2017),
business leaders are identifying new risks attached to emerging technologies. The
survey unveils that if a cyber attack on automated systems or robotic systems is
successful, it could lead to devastating results such as disruption of operations,
compromise of sensitive information and product quality damage. According to a report
by the Online Trust Alliance (2018), in 2017, the number of global cyber incidents
targeting organizations indicates an increase of over 90 percent compared to the
previous year. The report further states that 93 percent of the recorded cyber incidents in
2017 could have been prevented if organizations would have prepared and implemented
simple cyber practices. These practices could have been regular software updates, the
blockage of fake email messages, as well as employment training regarding recognition
of phishing attacks (Online Trust Alliance, 2018).
An increase in cyber incidents has occurred worldwide and is affecting the private as
well as the public sector (Van Dijk, Könen & Svartz, 2014). Within the public sector,
the phenomenon of digital transformation has occurred rapidly to assist with
improvements regarding government and citizen interaction (CGI, 2016; Omar,
Weerakkody & Sivarajah, 2017). The public sector has moved its services to mobile
devices, implemented more cloud-based services, as well as using Internet of Things.
Moving to new services and new technologies has resulted in a new kind of complexity
in terms of managing and securing large amounts of data (CGI, 2016). Cyber security is
considered as one of the most challenging phenomenons that governments face today.
However, the awareness of the phenomenon is limited (De Bruijn & Janssen, 2017).
The risk and the grade of vulnerability differs amongst organizational levels, which
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leads to a need for increased understanding of the security infrastructure, taking into
consideration all of the existing networks and IT applications (CGI, 2016; Omar,
Weerakkody & Sivarajah, 2017).
In 2017, several National Health Services (NHS) across England and Scotland were
targeted by cyber attackers (BBC, 2017). Hospitals were unable to access patient data
due to ransomware programs locking hospital computers (BBC, 2017), and some
operations were cancelled (Price, 2017). Another high-profile incident emerged in
Sweden during 2017 involving the Swedish Transport Agency (The Local, 2017). All
Swedish vehicles, including police and military, and data on Swede’s driving licenses
were potentially leaked to other countries (The Local, 2017). The register of vehicles
and licenses was outsourced by the Transport Agency to IBM in 2015 in a bid to reduce
costs. However, due to time pressure, the former director-general bypassed the usual
security regulations, which led to unauthorized personnel in Eastern Europe gaining
access to sensitive information that could potentially harm the Swedish national security
(The Local, 2017). The future trends regarding cyber security incidents and breaches
indicate a global increase, which reinforces the need for organizations to prepare
themselves in order to prevent these incidents efficiently.

1.2 Problem description
In this study, the issue we choose to attend to is the aspect of cyber security incident
prevention, within the public sector. De Bruijn and Janssen (2017) describe that focus
regarding cyber security issues often is on how to respond to incidents. However, the
authors further state that the aspect of preventing incidents has lagged behind and assert
the immediate need for better prevention. In addition, Ahmad, Maynard and Shanks
(2015) claim that previous research suggests that organizations are not learning from
previous incidents and thus indicate that there exists a lack of collaboration and
communication between functions and security management. Creasey (2013) argues
that when an organization is properly prepared for cyber security incidents, it will, in
case of an incident, help the organization recover their systems quickly, minimize the
impact and instill confidence in customers/citizens. In addition, we believe that if
organizations are properly prepared for incidents, some could even be prevented.
Creasey (2013) asserts that this preparation phase is crucial, but easily overlooked due
to a lack of support, awareness or resources. The author further argues that for an
organization to be seen as properly prepared it;
[...] should be able to determine the criticality of your key assets; analyze
threats to them; and implement a set of complementary controls to provide
an appropriate level of protection. Considering the implications of people,
process, technology and information; you can then update your cyber
security response capability and review your state of readiness in cyber
security response.
(Creasey, 2013, p.21)
2

Furthermore, De Bruijn and Janssen (2017) state that organizations are careful with
sharing information regarding cyber security investments since too little spending may
indicate that an organization is not prepared for attacks, while too much spending may
indicate that an organization is experiencing many attacks. Thus sharing this kind of
information could potentially harm the reputation of an organization and affect the trust
of clients (De Bruijn & Janssen, 2017). The authors further describe that due to
organizations different levels of knowledge, expertise, experience and vulnerability, it
affects the degree of generalization. We are in accordance with De Bruijn and Janssen
(2017) statement and since we are focusing on solely two public organizations we
cannot ensure a high degree of generalization, although differing factors might be
experienced within other public organizations.
Within the public sector, security vulnerabilities could have a negative impact on all
individuals, organizations, administrations and governments (Wirtz & Weyerer,
2017). Threats that may occur range from identity theft, fraud and abuse, to industrial
espionage and terrorist activities, which is a threat to public security and order (Wirtz &
Weyerer, 2017). Moreover, a measure of stability characterizes the public sector today,
however, several weaknesses and potential optimizations have been revealed that needs
to be further investigated (Wirtz & Weyerer, 2017). With the cyber threat landscape that
we are in today, it has become crucial for leaders in the public sector to be updated
about protection measures, as well as implementing these measures if they provide
added value (Wirtz & Weyerer, 2017). The public sector also needs to implement and
improve emergency management measures in order to establish cyber security, and
superior authorities are encouraged to fulfill their responsibility in terms of addressing
cyber security issues (Wirtz & Weyerer, 2017).
Richardson (2008) states that in the mainstream media computer hackers and criminals
are often depicted, whilst evidence indicate that information security incidents more
often occur due to actions of internal employees. Furthermore, Knapp, Marshall, Rainer
and Ford (2006) argue that the technology might be great, however, if the organizational
culture does not embrace information security then all the technology in the world will
not help. We have recognized a further need for insights regarding how public
organizations could proactively prepare in order to prevent these incidents from
occurring. In this study, our aim is to highlight the importance of establishing
sustainable socio-technical relationships, which entails that ‘soft values’ such as culture,
climate, goal orientation etc. impacts the success of cyber security prevention. Since
cyber security within the public sector is still considered an emerging field (Wirtz &
Weyerer, 2017), we wish to contribute and complement to the cyber security field with
insights regarding incident prevention within the public sector.

3

1.3 Purpose
The purpose of our study is to identify factors that may impact public organizations’
capability to prevent cyber security incidents, and subsequently how they could work
towards maintaining a proactive prevention. Within the framework of the purpose, the
following research questions has been constructed in order to fully contribute to
valuable findings in relation to the previously expressed problem.
RQ1. What factors may impact public organizations’ work towards cyber security
incident prevention?
RQ2. How could public organizations work to proactively prevent cyber security
incidents?

1.4 Intended Contribution
As authors of this study we aim at inspiring public organizations as to how to work in
preventing cyber security incidents. Moreover, our aim is that our findings could be
viewed as valuable across all public organizations in Sweden. In accordance with the
previously presented literature (De Bruijn & Janssen, 2017), we intend to contribute
with influential factors that impact the prevention of cyber security incidents, as this
area is deemed to not be explored enough. Hence, the importance of deepening the
knowledge regarding prevention of cyber security incidents in a bid to protect the public
organizations in Sweden from cyber threats.
The intended theoretical contribution with our study is to provide insights on the sociotechnical relationship, the ‘soft values’, when it comes to cyber security incident
prevention. Furthermore, we wish to highlight this area of research as we find it to be
somewhat unexplored. Due to our beliefs that the area of cyber security incident
prevention will grow in importance, we encourage more research within the field - for
both theoretical and practical contributions.

1.5 Delimitations and target group
In order to gain deeper insights regarding cyber security incident prevention, we have
decided to limit this study to exploring one case within the public sector, using two
organizations as examples; a nationwide Swedish authority and a Swedish county
council. Therefore, since the findings of our study are derived from a Swedish context,
the results will most likely only be applicable in Sweden, however the findings may be
of use as inspiration across national borders.
The intended target group is thus organizations within the public sector that face similar
challenges as those of our example organizations. Moreover, the study’s findings might
also be of interest to organizations or researchers who want to know more about the
socio-technical aspects of cyber security incident prevention. However, this study is
4

also intended to build upon current research and is arguably therefore relevant for other
researchers within the cyber security field.

1.6 Disposition
The thesis is divided into seven sections, the first one being the already viewed
introductory chapter. We continue this thesis with a literature review consisting of
previous research and theories which, in conjunction with the empirical data, will serve
as a foundation for analysis and conclusion. Following this chapter, we present the
methodology for the conducted research, including philosophical assumptions and
research design. After the methodology the empirical data collection will be presented,
here we describe the results of our case study. The two following sections include
analysis and conclusion, where the literature review is connected and compared to the
empirical results in a bid to answer the research questions and make a contribution to
the field of cyber security incident prevention. Lastly, we reflect upon our findings and
present our suggestions for future research.

5
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2. Previous literature
The following chapter aims to facilitate the understanding of important concepts
discussed later in the thesis. The first section aims at defining cyber security incidents.
The second section explains important characterizations of the public sector, which is
further divided into a section regarding peculiarities within the Swedish public sector.
The following section briefly describes management systems, which is followed by an
introduction of the LIS management system and its four sections. Each section and their
components are further described in detail and is complemented with additional
literature and research. Last, we will summarize this chapter in order to aid the reading
of the following chapters.

2.1 Defining Cyber Security Incidents
According to Von Solms and Van Niekerk (2013) definitions of the term cyber security
may vary, but they provide a definition as follows; “Measures taken to protect a
computer or computer systems against unauthorized access or attack” (p. 97). A cyber
security incident could, according to the authors, lead to a breach in integrity,
availability of information as well as confidentiality. The threats in cyberspace are
according to Lehto (2013) difficult to define due to the complexity in identifying the
source of the attack as well as the motives that drives them. Moreover, the author asserts
that is hard to foresee the course of an attack as it unfolds and develops. However,
Creasey (2013) argue that it is of great importance to at least try to define a cyber
security incident. The author claims that there exist two common understandings of
what a cyber security incident could entail; traditional information security incidents,
and cyber security attacks. The traditional information security incidents refer to smalltime criminals, hacktivists, and insiders. Whereas cyber security attacks could be
categorized as serious organized crimes, extremist groups, or state-sponsored attacks
(Creasey, 2013). Furthermore, the response requirements look different. Whilst the
needs for restoration following a basic security attack could entail restoring servers or
special monitoring, more sophisticated attacks require larger measures. These
sophisticated attacks require tailored guidance for specialist industry and specific
capabilities, implications for government security services or Critical National
Infrastructure (CNI) sector-specific industry response (Creasey, 2013).
Moreover, according to Creasey (2013), it can be useful to examine what the
organization needs to do before, during and after a cyber security incident in order to
build an effective cyber security incident response. These three phases could also be
named Prepare, Respond and Follow up. As previously mentioned, our study will focus
on the prevention of cyber security incidents, specifically within the public sector. As
De Bruijn and Janssen (2017) argued, the aspect of cyber security incident prevention is
7

falling behind. Therefore we will begin by going further into detail on the public sector
connected to digitalization and thereafter the aspect of prevention.

2.2 The public sector and digitalization
In this study we are in accordance with the definition presented by Lindgren and
Jansson (2013) regarding what a public organization constitutes. The authors define
public organizations as “...the formal public entities that decide on and organize public
administration of different sorts, e.g., state authorities, ministries, municipalities or
regional authorities.” (Lindgren & Jansson, 2013, p. 167). Public and private
organizations share some fundamental differences and the most paramount difference is
the aspect of citizens, since public organizations directly and indirectly work for all
citizens. Therefore, public organizations are required to have publicly elected
representatives (Lindgren & Jansson, 2013). Public organizations guarantee compliance
with political decisions by following a set of rules that are explicit, formal and
comprehensive (Cordella & Willcocks, 2010; Fountain, 2001; Peters, 2001).
Furthermore, public organizations are guided by something known as the public ethos
(O’Toole, 1993; Poole, Mansfield, Martinez Lucio, & Turner, 1995; Brereton &
Temple, 1999). O’Toole (1993) characterizes public sector ethos with three principles;
putting personal interests aside and working selflessly, promoting the public good by
working together with others anonymously, and finally it is about handling diverse
problems with integrity in a bid to promote the public good.
Another prominent difference between public and private organizations is the aspect of
suppliers (Lindgren & Jansson, 2013). According to Rothstein (2010), public
organizations are usually operating in mandatory situations or situations characterized
by monopoly. The author further explains that public services that are monopolized by
public organizations usually become the only alternative for several citizens, even when
private options are available. This is due to private services often being too expensive
(Rothstein, 2010). Moreover, public services are somewhat restricted by the aspect of
public procurement, e.g. when a public organization purchases a product, service or
system (Edquist & Zabala-Iturriagagoitia, 2012).
Public organizations are, according to Klievink, Bharosa and Tan (2015), shaped by the
environment they operate in, elements’ interactions, the behavior of internal systems, as
well as rules and norms imposed on them. In addition, Van der Heijden, Cairns, Burt
and Wright (2004) claim that organizations’ abilities are limited in terms of learning and
adaptation, due to organizational systemic lock-in. This entails that change is prevented
from entering managerial discussions and strategic conversations (Van der Heijden et
al., 2004). Parker and Bradley (2000) further describe that public organizations have
traditionally lacked an orientation towards change, risk-taking and adaptability. Instead,
the authors imply that public organizations are guided by rules, procedures and stability.
Moreover, in the digital era, the aspect of digital technology has shaped new
organizational functions for public organizations in order to increase public sector
8

legitimacy (Weerakkody, Omar, El-Haddadeh & Al-Busaidy, 2016). The organizational
functions, which pursue legitimacy, will define how public organizations should evolve
regarding systems, structures and culture in a bid to achieve established goals
(Weerakkody et al., 2016). Deriving from digital transformation initiatives within the
public sector are some key areas of support, such as e-payments, e-identification, as
well as challenges with privacy and security (Weerakkody et al., 2016).
2.2.1 Cyber Security in the Swedish Public Sector
In Sweden, the public procurement legislation is based on European Union (EU)
regulations, and according to the Swedish government: “Public procurement must be
efficient and legally certain, and make use of market competition. It must also promote
innovative solutions and take environmental and social considerations into account.”
(Government Offices of Sweden, 2015). Furthermore, the regulations surrounding
public procurement also state that they must assist in realizing the internal market and
facilitating the free movement of goods and services within the EU; “Opening
purchases made by public authorities and public bodies to competition can mean better
deals for the public sector and a more efficient use of public funds” (Government
Offices of Sweden, 2015).
Furthermore, in Sweden, there is an activity within the Swedish Civil Contingencies
Agency (i.e: MSB) known as CERT-SE (MSB, 2017a). CERT-SE is Sweden’s national
Computer Security Incident Response Team (CSIRT) and its divisions consists of the
governmental authorities, regional authorities, municipalities, enterprises and
companies. The activity’s purpose is to support the society in the work towards
managing and preventing IT-incidents. One task includes collaborating with other
authorities regarding specific tasks within the field of information security. Another task
is to respond quickly to incidents by distributing information and, when necessary, work
with coordination of actions and involvement in the work needed to remedy or alleviate
the effects of it occurred. The activity is also Sweden’s point of contact with
corresponding functions in other countries, and it has an obligation to develop
cooperation and information exchange with these countries (MSB, 2017a). In addition,
since 2016 all public authorities in Sweden have an obligation to report major IT
incidents to MSB (MSB, 2016). The incidents to be reported are those that can seriously
affect the security of information management for which the authority is responsible
(MSB, 2016). The purpose of mandatory reporting of IT incidents is to support the
information security of the society (MSB, 2017b). It also enables an improved
situational awareness of information security, creates conditions to take the right
precautions and develop the ability to prevent, detect and manage IT incidents.
According to MSB (2017b), reporting incidents quickly to MSB entails an opportunity
to coordinate measures to avert or limit the consequences of severe IT incidents.
However, remaining authorities, municipalities, county councils and private
organizations are not obliged to report incidents, but it is encouraged as it contributes to
the security of both individuals and the society (MSB, 2017c).
9

2.3 Management Systems
According to Rollenhagen and Wahlström (2013) a management system is a tool which
assists to define how the management of an organization should be conducted in terms
of roles and responsibilities, the planning and follow up of an organization. The authors
further divide management systems into two components; formal and informal. The
authors suggest that the division into two components allows the possibility to view it as
an ideal management system that afterwards is meant to be confronted with how the
intended management system works in practice. The formal part of the management
system usually exists in form of documents, and is often developed through a planned
effort in accordance with a predefined structure (Rollenhagen & Wahlström, 2013).
Subsequently, through examinations one can study to what extent the defined processes
are maintained and whether the purpose of the management system is in accordance
with the established goals.
The informal part is often associated with the organizational culture and represents in
which way the people within the organizations work in practice (Rollenhagen &
Wahlström, 2013). Rollenhagen and Wahlström (2013) indicate that the organizational
culture is usually developed spontaneously, even though people sometimes attempt to
steer the culture, and the culture is impacted by factors such as the surrounding world,
influential people, technical advancement, etc. (Rollenhagen & Wahlström, 2013).
However, if the formal or informal system differ greatly, then problems may arise
(Rollenhagen & Wahlström, 2013). A management system focusing on solely security
has been produced within organizations to develop and sustain a good security culture
(Rollenhagen & Wahlström, 2013).

10

2.3.1 LIS - Management System

Figure 1: LIS translated by us from Swedish to English (MSB, 2018a).

LIS (see figure 1) is a management system that provides guidance regarding how to
manage or govern an organization’s information security (MSB, 2018a). This system
was developed by a task force consisting of both practitioners and researchers together
with MSB (MSB, 2018a). The original, Swedish, LIS version can be found in Appendix
A. We have chosen to guide our section on previous literature based on LIS, as it
describes necessary components regarding the prevention of cyber security incidents. In
addition, we find this management system to be highly relevant since it has been
developed by the Swedish Civil Contingencies Agency (MSB) and is, according to the
authority, applicable on all organizations, no matter size or where they operate.
When organizations conduct information security tasks, they usually are based on bestpractices that are described in the standards for management system within information
security (MSB, 2018a). LIS is based on the standard SS-EN ISO/IEC 27001, and all the
standards for information security are collected in the 27000-series (MSB, 2018a).
11

Important to highlight is that LIS is adjustable, which entails that organizations may
adjust it to better suit their specific needs. LIS consists of four sections; Identify and
Analyze, Formulate, Use, and Follow up and Improve, and the sections affect each
other, similar to a chain effect. Hence, the components within each section are important
individually, but they are also input values to the following sections and components.
Each section will be further elaborated and confirmed or complemented with additional
research in the following sections.

2.4 Identify and Analyze
The first section of LIS, named Identify and Analyze, consists of four components;
activities (business analysis), business intelligence, risk analysis, and Gap-analysis
(MSB, 2018b). The four analyses ensure together that the information security within an
organization is formulated in accordance with a clearly defined present situation. The
results from these four analyses provide a list of identified internal as well as external
prerequisites and actors. A list of information assets to be protected is also produced,
also included on that list are risks, selected security measures and their status. All the
results are used in the second section of LIS; formulate, which means that the
formulation of policies, guidelines, routines, processes and measures regarding
information security is based on the information provided by the analyses in the first
section (MSB, 2018b).
A business analysis is conducted to identify the organization's most important
information assets and the mapping of internal stakeholders such as decision-makers,
employees, support units, as well as mapping of prerequisites such as goals, strategies,
organizational structure and infrastructure (MSB, 2018b). Included in internal
prerequisites is also the organizational culture, which unveils what is expected and what
functions internally in terms of governing information security. Some organizations are
used to having a detailed governance, whilst some organizations are used to having a
vague governance (MSB, 2018b). In order to form the governance of information
security within an organization in a cost-effective manner, one must perform different
types of analyses (MSB, 2018b). Business intelligence allows organizations to identify
external requirements and legal requirements, as well as the mapping of external
stakeholders such as owners, clients and suppliers. Business intelligence also maps out
prerequisites such as industry specific, technical, social, environmental and political.
In the third component called risk, a risk analysis is performed to identify risks related
to information security and the analysis can be used solely for one analysis object or
overall for all activities (MSB, 2018b). Furthermore, Ahmad, Maynard and Shanks
(2015) describe that there is an underlying belief within many organizations that cyber
security risks are predictable, which leaves organizations thinking that security learning
is not required. The authors argue that such beliefs are harmful, and insist that
organizations prone to face external attacks are vulnerable due to usage of innovative
methods. Instead of thinking of security risks as predictable, the authors insist that
12

organizations should view them as unpredictable risks that require security learning in
order to respond to incidents efficiently.
According to Borum, Felker, Kern, Dennesen and Feyes (2015), cyber intelligence
entails that focus is on prevention and anticipation in order to focus cyber security
efforts before an attack occurs. The authors further describe the concept of strategic
intelligence as: “[...] actionable information, analyzed and produced to inform a
decision or support a decision-maker” (Borum et al., 2015, p 320). The authors assert
that analysts assist in evaluating and generating choices, which leads to decisions, in a
bid to reduce uncertainty. To ensure the analyst to be effective, the analyst should be
able to understand problems, assess desired outcomes and be able to prioritize
disadvantageous outcomes as well as assess their impact (Borum et al., 2015). However,
in order to assess these kinds of outcomes, the analyst must collaborate with the senior
leaders in order to “[...] identify, define and prioritize the information requirements for
a given decision or set of decisions” (Borum et al., 2015, p. 320). Together, these two
concepts, strategic intelligence and cyber intelligence, form the concept strategic cyber
intelligence, which is used to inform three kinds of decisions; those regarding an
organization's goals, those regarding gaining advantage, and those regarding risk
management (Borum et al., 2015). Borum et al. (2015) assert that successful prevention
of cyber security incidents relies to a great extent on identification, assessment and
management of risks within the cyber domain. The authors further argue that cyber risks
should be considered in the context of an organization’s total risk and that strategic
cyber intelligence should thus be part of the organization’s existing risk terminology or
adapt the culture by communicating and creating awareness, so that the relevant cyber
terminology is understood.
The Gap-analysis is possible to perform based on the results from the internal business
analysis, the business intelligence as well as the risk analysis (MSB, 2018b). However,
the Gap-analysis could also be conducted prior to the previously listed analyses.
Subsequently, the analysis is based on the chosen security measures or all the security
measures listed in the standard for information security.

2.5 Formulate
In the section of LIS named Formulate the main components required for the
organizations systematic information security work is created (MSB, 2018c). These five
components are roles and responsibilities, goals, action plan, regulatory documents, and
classification.
The first component concerns the clarification of responsibilities and what roles that are
of the essence and should be a part of the work with information security (MSB, 2018c).
Jacobsen and Thorsvik (2008) express the importance of having defined roles as it
simplifies the understanding of the division of labor as well as norms. The role
responsible for leading and coordinating the information security work is referred to as
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the chief information security officer, or CISO (MSB, 2018c). To aid this role, the
CISO should have a close collaboration with the IT Security Officer, Information
Security Specialists and other security roles. The purpose of coordinating the
information security work is to guarantee that the organization as a whole takes
responsibility for the information security.
Another way for organizations to be prepared for incidents is to establish Incidents
Response Teams as they could be beneficial when responding to cyber security
incidents. Ahmad, Maynard and Shanks (2015) refer to the following definition of
Incident Response Teams;
“Incident Response Teams (IRTs) respond to information systems security
process failures or violations. IRTs diagnose incidents, contain them from
spreading, eradicate their (technical) causes, and facilitate organizational
recovery to normal business operations”
(Ahmad, Maynard & Shanks, 2015, p. 717)
These teams also go by the name SIRT, adding Security as an aspect, which Horne
(2014) describes as first being created as a response to the first detected cyber security
incident in 1988. Several researchers (Grispos, Glisson & Storer, 2015; Ponemon
Institute, 2014; Werlinger, Muldner, Hawkey and Beznosov, 2010) refer to the
importance of having SIRTs that possess a variety of skills and collaborate with many
different groups within an organization. A response team could include integrating
information technology experts with technical security experts, while working closely
with the legal department (Grispos, Glisson & Storer, 2015). However, it is important
that the roles and responsibilities are clearly defined within a multidisciplinary team.
Grispos, Glisson and Storer (2015) further state that organizations often do not have a
dedicated team to handle security incidents. Instead teams are put together on an ad hoc
basis, which entails teams being called together when the need to respond to an incident
arises (Van der Kleij, Kleinhuis & Young, 2017). Moreover, the authors state that these
teams often consist of members from the IT-department. Werlinger et al. (2010) also
describe that organizations often form these ad hoc teams when security incidents occur,
but that once the incident is cleared, the team dissolves. Salomon and Elsa (2004)
further argue that teams dedicated to handle security incidents delivers an added value
to organizations in terms of being a communications enabler. The SIRTs enable an
efficient flow of information throughout all levels of the organization. However, the
authors claim that establishing a strong SIRT is not to be considered as a quick fix:
“[...] an effective CSIRT requires a large amount of trust and credibility.” (Salomon &
Elsa, 2004, p. 6). Killcrece, Kossakowski, Ruefle and Zajicek (2003) explain that
having a team that focuses solely on security incidents allows the team to further
develop their understanding regarding attacks and trends, and the team also gains more
knowledge with each incident handling.
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In addition, Pereira (2015) has introduced the concept of an Incident Prevention Team
(IPT), whose purpose is to provide clear guidance for organizations in developing a
proactive cyber incident prevention process. According to Pereira (2015) the IPT “[...]
is a proactive approach to manage Information Security by using precursors affecting
external organisations with similar information systems, and evaluating the potential
risk to the organisation, thereby determining the risk control strategies.” (p. 8). This
process encourages organizations to change perspectives from a backward-looking to a
forward-looking approach, i.e. prevention approach. Instead of focusing on how to
respond after incidents occur, by using an incident prevention process the IPT can adapt
security controls in organizations proactively (Pereira, 2015).
The purpose of creating information security goals is to create internal unity within an
organization as to what level of information security the organization wants to possess
(MSB, 2018c). The goals connected to information security can be divided into two
categories, strategic goals and short-term goals. The strategic goals are connected to the
regulatory documents, whilst the short-term goals are turned into an action plan, usually
on a yearly basis (MSB, 2018c). Regulatory documents are set in place to regulate the
goal-driven activities within an organization (MSB, 2018c). These documents can for
instance include which activities that need to be conducted, by who, when, how and
where. The documents also include which requirements that are mandatory and which
ones that are recommended (MSB, 2018c). The regulatory documents are based on the
information gathered from business intelligence and Gap-analysis (see the previous
section of LIS). An action plan is created with the purpose of clarifying how the
organization goes from a need to a measure to reduce or eliminate the risks and flaws
connected to the information security, which is first detected in the analysis section of
LIS (MSB, 2018c). In order for the action plan to be considered feasible it is important
that all concerned parties in the organization take part in its creation (MSB, 2018c).
According to Locke and Latham (2002) working with goals enhances the knowledge,
performance and the ability to solve situations in a strategic manner. Furthermore, the
authors argue for the importance of relating goals to the people who are supposed to
fulfill them. The authors found that the highest levels of effort and performance by
workers could be found for the goals considered at the highest level of difficulty.
Moreover, forming specific goals led to a higher performance than simply urging people
to do their best (Locke & Latham, 2002). The authors further claim that goals affect the
performance of an organization through four mechanisms. First, goals direct attention
and effort towards those activities that are deemed goal-relevant, and at the same away
from activities that are goal-irrelevant. Secondly, goals possess an energizing function.
As previously mentioned, high goals lead the involved parties to invest greater effort
than low goals. The third mechanism is that goals affect persistence in that way that
when those involved are allowed to control the time they spend on a specific task,
harder goals prolong the effort. Lastly, action is indirectly affected by goals by leading
to the discovery, arousal and/or use of knowledge as well as strategies that are taskrelevant (Locke & Latham, 2002).
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Finally, by using a common classification model throughout an organization, the
information assets of the organization can be protected in a uniform manner based on
both internal and external requirements (MSB, 2018c). By classifying information
assets from requirements of confidentiality, availability and propriety, an organization
can identify what effect inappropriate protection of information assets could result in as
well as ensure proper protection. The consequences for breaching these requirements
could be economic loss, negative impact on the operative part of the organization, a
reduced trust, damage to society or a breach in legal requirements (MSB, 2018c).
According to Jouini, Ben Arfa Rabai and Ben Aissa (2014) it is important for
organizations to classify the sources of threats and areas of systems that may be affected
in case of incidents. This classification is made in order to have the possibility to protect
information security assets in advance, and thus obtain an effective security
classification.

2.6 Use
The third section of LIS is divided into three components; education and
communication, class information, and implement and comply (MSB 2018d). The last
component; implement and comply also consists of two smaller components called
monitor and review, as depicted in figure 1. After the governance of the information
security has been formulated it is time to implement it, which the components in this
section assists in achieving. The documentations made in this section are important for
the final section of LIS; Follow up and Improve.
In order to the increase awareness and the knowledge surrounding information security
it is of importance to educate and communicate internally (MSB, 2018d). An advantage
of education and communication is the decrease of risks as well as an improvement
regarding fulfillment of established goals. Another advantage is that increased education
and communication could enhance the level of acceptance regarding chosen security
measures. Information security is a relatively new area, which is a reason as to why
some people do not understand the purpose or benefit of it (MSB, 2018d). Moreover,
the area is competing with other questions within organizations, which further
highlights the importance of communicating why it is important with information
security. Weill (2004) argues that when implementing a successful IT governance, an
identified challenge is to communicate and describe the IT governance to both IT- and
non-IT employees. The author further asserts that the more managers who can describe
the IT governance, the higher the likelihood for the governance to become part of the
management culture. If the IT governance is part of the culture, and has an increased
awareness, then it is likely that it will be followed and even be challenged or improved
by others (Weill, 2004). Moreover, De Bruijn and Janssen (2017) assert that
communication and the immediate need for policies regarding issues concerning cyber
security is difficult and not easy to communicate in a convincing manner. Thereby, the
authors argue for the need for message framing, which entails a strategy for
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communication of complex, societal problems in a way that they are easily understood
and impossible to challenge. In order to offer better ways to frame cyber security, the
authors identified six strategies:
“1) do not exacerbate cybersecurity, 2) make it clear who the villains are,
3) give cybersecurity a face by putting the heroes in the spotlight, 4) connect
cybersecurity to values other than security alone, 5) personalize the
message for easy recognition and 6) connect to other tangible and clear
issues”
(De Bruijn and Janssen, 2017, p. 7)
The activities that are listed in the action plan are to be implemented and the regulatory
documents are to be complied according to the defined responsibilities (MSB, 2018d).
Knapp et al. (2006) assert that all programs developed for information security will fail
if management support does not exist, whether if it is real or perceived. Furthermore,
Knapp et al. (2006) highlight that evidence indicate that top management support
significantly predicts an organization’s security culture and its level of policy
enforcement. The authors argue that the organizational culture will be less tolerant of
good security practices if executive support is low. Furthermore, existing security
policies will have a decreased level of enforcement if support is low (Knapp et al.,
2006). Hu, Dinev, Hart and Cooke (2012) argue that understanding organizational,
individual and technical factors impact on information security outcomes is one of the
key challenges for organizations. Human agents within an organization have been
described to pose as more of a potential threat than outside agents due to the employees’
detailed knowledge of the information systems and access to data (Bulgurcu, Cavusoglu
& Benbasat, 2010; Johnston & Warkentin, 2010; Siponen & Vance, 2010). In addition,
De Bruijn and Janssen (2017) describe humans to be the weakest link in the cyber
security chain, since “[...] Humans play a role in maintaining and updating systems to
ensure that the newest defences are in place, that attacks are detected immediately, and
countermeasures can be taken” (p. 4). Hu et al. (2012) further assert that noncompliance behavior of employees have attributed to several significant security
breaches. The authors imply that their study indicate that perceived goal orientation in
terms of organizational culture have a substantial impact on employee attitudes.
Moreover, the authors argue that the top management’s perceived participation
influence the perceived cultural values, and thus the top management’s impact on
employee attitude is arbitrated by organizational culture; “Employees care about how
they are evaluated in relation to the attainment of goals, objectives, and compliance
with policies in an organization with a culture of strong goal and rule orientations.”
(Hu et al., 2012, p. 644).
However, Forslund (2009) describes that organizational culture sometimes can be
perceived as pointless since it could entail practically “everything” in an organizational
context, therefore the author describes that a word such as climate might have a better
effect. Moreover, Rollenhagen and Wahlström (2013) differ between the concepts of
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security culture and security climate. The authors describe that security culture revolves
around humans basic conceptions, assumptions, and values regarding security, whereas
a security climate revolves around how management prioritizes security issues within an
organization and whether security guidelines are followed. The largest difference
between the two concepts is that a security culture is viewed as a phenomenon that is
stable and extends over time, whilst a security climate can change relatively quickly
(Rollenhagen & Wahlström, 2013). An organization's culture is often characterized by
factors such as its environment, the used technology and its risks, its values, knowledge
and behavior. Furthermore, a good security culture is often characterized by continuous
learning and that people are informed and aware of the potential security risks
(Rollenhagen & Wahlström, 2013).
Last, the classification of information entails that the organization classifies information
and resources in accordance with the appropriate level, which is based on the
consequences that insufficient protection provides (MSB, 2018d). The analyses
conducted in the first section (Identify and Analyze) provide initial values to how the
organization should classify its information. The most important analyses for the
purpose of classification of information are business analysis, specifically critical
information assets and internal requirements, business intelligence, specifically external
and legal requirements.

2.7 Follow up and improve
In the last section of LIS, focus is on follow-up and improvement (MSB, 2018e). This
section consists of three components; meet goals, evaluate and management review.
According to MSB (2018e) the management is responsible for ensuring that the goals
related to information security are met and are in line with the organization’s strategic
alignment. In addition, the level of goal fulfillment should be documented with
suggestions for changes in future goals. The management review is set in place in order
to provide the management with an insight to the current information security work as
well as a foundation for future decision making within the area (MSB, 2018e). Forslund
(2009) argues that for goals to function they need to measurable, only then can
organizations judge how well the goals are fulfilled, in other words decide their
effectiveness. According to Locke and Latham (2002), feedback on progress in relation
to set goals are crucial in order for goals to be effective. In order for participants to be
able to adjust the level of their effort or their performance strategies if necessary, they
need feedback on how they’re doing so that goals can be achieved. Furthermore,
according to Matsui, Okada and Inoshita (1983), people in general increase their efforts
once they find out that they are below the set target.
In relation to the evaluation of the goals set, organizations should evaluate the
individual organization’s systematic information security process and the suitability,
adequacy and effectiveness of its governance for future work (MSB, 2018e). Suitability
entails that the organizations work regarding information security and its governance is
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in harmony with the overall goal of the organization. Adequacy refers to an evaluation
of previous decisions, guaranteeing that these are still adequate to handle the
organization's information security risks. Effectiveness entails an evaluation of the
security measures already set in place, making sure their function is satisfactory and
thereby reducing the risks connected to the organization’s information security (MSB,
2018e). In addition, Grispos, Glisson and Storer (2015) highlight the importance of
learning after security incidents. Every lesson learned from a security incident could be
used by organizations to improve their security infrastructure.

2.8 Summary
Our aim for this section is to summarize the chapter on previous research. Furthermore,
we will revise the LIS management system in accordance with the themes we selected
for our analysis. Given the purpose of our study, our aim is to identify factors we deem
as relevant in order to answer to our research questions. We have chosen to limit our
focus within the LIS management system, since we, due to our educational background
and some areas being more research heavy, perceive some components to be of higher
interest. Hence, within the four sections, we have chosen areas of interest in relation to
the study’s purpose, which have been complemented with previous literature and
research. Thereby, some components have been removed whilst others have been
combined to form our chosen factors.
We began by defining cyber security incidents, as the prevention of these incidents
serve as the subject of our thesis. As the literature suggests, cyber security incidents are
hard to define and may include many different kinds of incidents. However, since the
scope of the response requirements differ, the importance of prevention to avoid
incidents become more apparent, in order to avoid damage. Moreover, the purpose of
our study is further limited to examining the public sector, hence the characteristics of
this sector is discussed in relation to digitalization and cyber security. The public sector
is special as it represents and works for all citizens whilst following the public ethos as
discussed by O’Toole (1993), Poole, Mansfield, Martinez Lucio and Turner (1995) as
well as Brereton and Temple (1999). As the public sector digitally transforms, in
accordance with the rest of our society, focus lies on maintaining legitimacy while at the
same time offer digital services of various kinds. Due to this transformation, challenges
arise in terms of privacy and security (Weerakkody et al., 2016). In addition, the public
sector has traditionally been characterized by stability and a slow change culture. The
public organizations are also affected by external requirements such as the public
procurement legislation and the obligation to report major incidents. However, support
towards managing and preventing IT-incidents is offered by the Swedish Civil
Contingencies Agency as well.
The following section concerned management systems, which is described as a tool for
organizations to use when they want to define roles, goals etc. Rollenhagen and
Wahlström (2013) further described the ideal management system to consist of two
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components; a formal part and an informal part. The formal part takes shape in the form
of documents, whereas the informal part concerns organizational culture. In addition,
the authors assert that many organizations today have a management system dedicated
solely to security, which assists in the development of a good and sustainable security
culture. LIS is an example of a management system dedicated solely to security, which
is the management system we have chosen to be inspired by in this study. Within the
first section, Identify and Analyze, the area of focus is the aspect of internal and
external analyses, such as requirements, risk, business analysis, as well as business
intelligence (BI). Since these analyses are considered by MSB (2018b) to be input
values to the following sections, we decided to place focus on them and complement
with previous research and literature. Especially the aspect of risk, which we perceive
holds a great importance when organizations are to assess how they should work
towards preventing incidents.
In the following section, Formulate, we focus on two different areas; Roles and
Responsibilities as well as Goals and Regulatory Documents. An important part of
cyber security incident prevention is according to the presented literature to have clear
roles and responsibilities, and perhaps even specialized team within cyber security
prevention and response. This is an aspect we would like to investigate further in
relation to what we gather from the empirical data collection. Moreover, the factor of
goals and regulatory documents is depicted as important in order for organizations to be
effective and enhance performance among other things. From the previous literature we
gathered, we find it interesting to see how the organizations in our case work with goals
and if we can detect any impact on the organization. Goals are often driven by rules and
policies, and the other way around. Due to our case investigating the prevention of
cyber security incidents in the public sector specifically, we do believe this aspect may
play a big part in explaining many actions of the organizations. The unique regulations
of the public sector may play a defining role in how organizations can form and work
with cyber security incident prevention.
Within the Use section of LIS we focused on the aspect of education and
communication, as well as complemented this section with the aspect of culture. We
consider education and communication to be of importance to evaluate further, both
individually and in conjunction with each other. In LIS they are merged into one
component, however, we have decided to separate them into two components in the
analysis. In addition to these components, as previously mentioned, we have included
the aspect of culture. This aspect was also introduced in section 2.3 Management
Systems, when we touched upon Rollenhagen and Wahlström’s (2013) description of
management systems consisting of both a formal and an informal part. We find these
three focus areas to be of interest since we believe they may be important factors to take
into consideration when organizations aim to prevent cyber security incidents.
For the last section, Follow up and Improve, we chose one theme, evaluation, as we
believe this to include both general evaluation and evaluations concerning the
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fulfillment of goals. From this section in our previous literature review, it is apparent
that evaluation plays a crucial part in the work towards preventing cyber security
incidents. We do believe that in order to improve future routines and processes,
organizations need to evaluate what has been done in the past, both successful and
unsuccessful endeavors. In Table 1 below, the chosen factors or areas of focus are
depicted. These will be used as themes in our analysis in chapter five.
Identify and Analyze
•

Internal and External Analyses

Formulate
•
•

Roles and Responsibilities
Goals and Regulatory Documents

Use
•
•
•

Education
Communication
Culture

Follow up and Improve
•

Evaluation
Table 1: Chosen areas of focus.
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3. Methodology
The following chapter aims to present the study's methodology through the
philosophical assumptions, the research approach, and design including a description
of the case company. Further discussed in this chapter is the data collection method,
including qualitative interviews, interview guide, motivation for selection of
respondents, criticism of empirical data collection and secondary sources. Finally, the
study’s data analysis method, and the ethical aspects as well as the quality of the study
are deliberated.

3.1 Philosophical Assumptions
In the last decade, social issues related to computer based information systems have
grown to become important and increasingly recognized (Walsham, 1995). Due to the
growing importance, information systems researchers have adopted approaches that
focus on human interpretations and meaning (Walsham, 1995). Even though positivist
research is more common within business and management research than interpretive
research, interpretive research has gained ground within the past two decades (Myers,
2009). Myers (2009) describes that researchers that adopt an interpretive research
method assume that reality can only be accessed through social construction (e.g.
language, shared meanings or instruments). Kaplan and Maxwell (1994) state that as
situations emerges, researchers focus on the complexity of human sense-making.
Moreover, Myers (2009) describes that social scientists assert that a social researcher
conducts research as an insider, and thus the researcher speaks the same language as the
people being studied, or at least can understand interpretations being made. This is in
line with our study, since we deem that we as social researchers have the ability to
interpret data due to our educational background within business administration and
information systems.
We have followed the epistemological assumptions of interpretivism that Myers (2009)
presents. In interpretivism, context or theory determines the correct meaning of data,
and for researchers to better understand the intentions and meanings of the people
studied, a good theory is needed. Regarding generalizations, an interpretive researcher
will develop context bound generalizations that are close to the researchers methods.
Interpretive researchers are not keen on precise definitions of a phenomenon, instead
they seek to clarify emerging meanings. Finally, meanings in interpretivism are what
constitute the facts, rather than in positivism where meaning is separate from facts
(Myers, 2009).
Research strategy can be separated into two categories, qualitative and quantitative
research. Due to the nature of our study we used a qualitative research method. Justesen
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and Mik-Meyer (2011) explain the qualitative research method as a method used in
order to gain a greater understanding of a phenomenon. The authors further imply that
the qualitative research method is appropriate when conducting interviews with a
smaller group of people and thereafter performing an analysis of the gathered material.
In order to fulfill the purpose of our study we therefore considered this research method
as the most appropriate. The primary reason to undertake a qualitative method is that
this strategy allows deeper analysis (Justesen & Mik-Meyer, 2011). Since we are not
aware of the potential factors that can affect cyber security incidents and the related
preventions in advance, a qualitative method allows unknown factors to be identified.
Further, the aim of our study was to gain deeper understanding and knowledge within
the field, which a quantitative method could be argued not to fulfill due to its lack in
providing the necessary data in order to fulfill the study's’ purpose. We deemed that the
data collection required for this thesis had to be of an elaborated nature to ensure rich
empirical results and a strong analytical foundation, which we consider to be achieved
best through a qualitative method.
Furthermore, according to Myers (2009), a key advantage of conducting qualitative
research is that it allows the researcher to understand in which context actions and
decisions are made, and it is contexts that contribute to an explanation to why or why
not someone has acted the way they did. The most effective way of understanding
contexts and its impact on actions is to talk to people (Myers, 2009). The author further
describes that qualitative researchers claim that it is impossible to understand the
actions taken within an organization without talking to people. We view this aspect to
be of great relevance to our study, since the chosen research area, cyber security
incident prevention, is contextually based.

3.2 Research Approach
According to Bryman and Bell (2015), there exists two research approaches; deductive
and inductive approach. The authors explain that a deductive approach is used when
theories guide the research and it aims to verify or falsify theories that already exist. An
inductive approach, on the other hand, is used when the empirical evidence guides the
research and generates theory. Bryman and Bell (2015) argue that it is seldom that
researchers choose to only follow an inductive approach. Instead, researchers combine
both approaches and iterate between them, which is also known as an abductive or
iterative approach according to the authors. In accordance with the authors, our study
has adopted an iterative approach, with deduction as the foundation and subsequently
we iterated between deduction and induction. We believe this approach to be most
suitable in accordance with the research strategy and design. We found inspiration in
previous research as we constructed the interview guide for our empirical data
collection, as well as the empirical data collection acting as a guide for the direction of
our literature review. Hence, the research adopting an iterative approach. Moreover,
this study is of an interpretative nature, as previously mentioned, which Mantere and
Ketokivi (2013) describe to be the most common research reasoning when using an
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iterative approach. We are aware that having an interpretative study may impact the
degree of generalizability of our findings.

3.3 Research design
The design of the research method is the logic which constitutes of realizing the study,
with the initial research questions as a starting point in order to generate a result and
draw conclusions (Yin, 2009). The design of our research is that of a case study of the
Swedish public sector and their work with prevention of cyber security incidents.
According to Walsham (1995), an in-depth case study is often used within interpretive
IS research. A case study entails analyzing a single case intensively with attention to
details (Bryman & Bell, 2015). When one is performing a case study, it is most often an
organization, industry or workplace that is examined (Bryman & Bell, 2011; Yin,
2009). According to the authors, a case study research design differentiates itself from
other designs through its limitation regarding a situation with a purpose and functioning
parts. Walsham (1995) argues that Yin’s (1989) view, that case studies are the preferred
research strategy to answer questions of “how” and “why”, is accepted in the
interpretive school, despite the positivist stance of Yin. In order to fulfill the purpose of
our study and best answer the connected research questions, we deemed a case study
design to be the most appropriate. The case in our study is the phenomenon of cyber
security incident prevention within the public sector, and the phenomenon is explored
by examining two public organizations. These organizations are a nationwide Swedish
authority and a county council, which will be anonymous due to demands from both
organizations. We have chosen to focus on solely two organizations within the public
sector in order to be able to perform a deeper analysis, but also due to the time
limitation of this thesis.
One of the main advantages of conducting case study research is what Myers (2009)
refers to as ‘face validity’, which entails that a case study based on empirical evidence
in an organization represents a real story that researchers can identify with. Moreover,
most stories from case studies are contemporary and thus the issues that these
organizations deal with may be similar to what other organizations are currently
experiencing. Since cyber security is growing to become important within the public
sector, we believe that the issues mentioned within this study may be experienced by
other public organizations in Sweden. Another advantage of case study research is that
it allows the researcher to gain a deeper understanding regarding complexities that may
emerge in terms of actions or decisions made.
One of the main disadvantages of conducting case study research is gaining access to
the case organization (Myers, 2009). The degree of access may be influenced by firm
skepticism of the research value, and whether the findings will be worth the time.
Another disadvantage is the aspect of young, inexperienced researchers due to the fact
that they may experience difficulties to limit the focus and determining on what issues
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are important. This is something that we as researchers have taken into consideration,
and we have attempted to narrow our area to focus on areas of relevance.
3.3.1 The Case Companies
As the case companies requested to be anonymous in this study, the descriptions of the
organizations will be made on a more general level, describing the work of authorities
and county councils in Sweden in general.
The authority
The Swedish authorities, also known as government agencies, are state-controlled
organizations put into place to carry out policies of the Swedish Government. The
Swedish authorities consist of the government, courts of law and administrative
authorities and as of March 2016 there exists 448 authorities (SCB, 2018), with 260 000
employees (OFR, 2018). The administrative authorities can be either governmental or
municipal, and in our case, the organization is one of the nationwide governmental
authorities.
The county council
The second case company is, as previously mentioned a county council. In Sweden, the
county councils function as regional autonomous entities with primary responsibilities
in providing health care, local public transportation, libraries as well as regional
planning, to mention a few (SKL, 2017). Moreover, the division of the county councils
is decided by the government and Sweden is currently divided into 20 county councils.
The power of decision-making is exercised by elected assemblies and there currently
exists 3500 political assignments within the county councils and they employ
approximately 250 000 people (SKL, 2017).

3.4 Data Collection
3.4.1 Qualitative Interviews
For our study we used qualitative interviews as the source for our primary data. Lantz
(1993), argue that interviews is a method for systematic gathering of information.
Interviews could be considered to be the most widely employed method for data
collection in qualitative research (Bryman & Bell, 2015). Moreover, Walsham (1995)
argues that interviews should be used as the primary data source in interpretive case
studies. The use of qualitative interviews is seen as suitable when the researcher wants
to comprehend the world from the interviewee’s point of view according to Kvale and
Brinkmann (2014) and Walsham (1995).
In addition, the interview at the county council was recorded and transcribed. We chose
to use this method during the interview since it allowed us both to be present and more
involved, and not preoccupied by taking notes. Not only does recording allow the
interviewer to avoid distractions, the recorded material allow the interviewer to
transcribe not only what the interviewee says but also how they say it, which according
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to Bryman and Bell (2015) allow a deeper analysis. However, the interviews at the
authority were not allowed to be recorded due to the sensitivity of the information being
discussed. Thus, all interviews conducted at the authority were noted by hand and
transcribed afterwards.
Lastly, the interviews were held in the Swedish language, and all transcriptions
therefore had to be translated in English. We have attempted to translate and interpret
the quotes as accurately as possible. However, we are aware that the usage of quotes
could therefore be perceived as well-articulated, since the sentence structures had to be
altered.
3.4.2 Interview Guide
We used semi-structured interviews, which according to Bryman and Bell (2015) entail
that even though researchers follow an interview guide, they can still add questions
during the interview if it is of interest. Moreover, the semi-structured interview entails
no restrictions for the interviewee as to how to reply and if the interviewer wants to
highlight at topic presented by the interviewee, question may be added (Bryman & Bell,
2015). We chose this approach as we wanted to keep the interviews open for
discussions and subjects that we might be unaware of. Furthermore, this allowed the
interviews to explore further subjects that could be of interest and play a role in the final
results and recommendations. The decision of conducting the interviews in a semistructured manner is in accordance with Walsham (1995), who argues that the
interviewer should neither direct the interview too firmly nor be too passive. The
interview guide that contributed the foundation for our interviews can be located in
Appendix B. All interviewees were selected based on their relevant position within the
organizations, in regards to the selected phenomenon. Due to the interviewees demand
for anonymity, they will be referred to their titles instead of names. A list of
interviewees can be found below (see table 2).
Interviewee

Organization

IT Security Officer

County Council 2018-04-23 75 min

IT Security Officer

Authority

2018-04-27 50 min

Chief information Security Officer (CISO) Authority

2018-04-27 60 min

Information Security Specialist

2018-04-27 60 min

Authority

Date

Length

Table 2: List of interviewees.

3.4.3 Criticism of Empirical Data Collection
The first aspect to keep in mind considering the empirical data collection is the matter
of potential subjectivity with the interviewees. This due to a mixture of both
professional and personal opinions being expressed. Moreover, due to our study being
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limited to solely two public organizations’ perspectives, we cannot exclude that
subjectivity and bias could appear in our empirical data collection.
Another potential impact on the empirical data is the fact that the IT Security Officer at
the authority chose to be present at all conducted interviews, which may have
influenced the respondents’ response and discussion. Moreover, due to cyber security,
especially incident management, being a sensitive field for both organizations, the
interviewees may have excluded some information that could have had an impact on the
final results of this study. That this area of study is sensitive became even more
apparent during the interviews at the authority, which, as previously mentioned, we
were not allowed to be recorded.
Furthermore, the generalizability of the study may be limited due to only two
organizations being studied, as well as the study being limited to the organization’s
experienced challenges and opportunities. As we aim for our study to be generalizable
across the public sector, this could entail some authorities having a difficult time
relating to our empirical results. We understand that not all answers can be generalized,
although the intention is that other organizations within the public sector could relate to
a certain extent.
3.4.4 Secondary Sources
In order to gain knowledge about the existing research within the chosen field we
collected previously conducted research, industrial surveys and a suitable framework, in
accordance with Bryman and Bell (2015). As for the methodology sources, these were
derived from books retrieved at the library of Linköping University. However, the
majority of our overall sources were peer-reviewed literature retrieved online from the
following databases; Scopus, Google Scholar and Web of Science. The peer-reviewed
literature were chosen according to times cited, relevance regarding subject and/or
keywords, and dates going from newest to oldest.
Bryman and Bell (2015) emphasize the importance of possessing critical reading skills
when conducting a study of this nature. In accordance with the authors, it was of
importance for us to take into consideration the trustworthiness of the literature we
collected. To achieve trustworthiness of the information gathered, triangulation of
literature was attempted to the most possible extent, in accordance with Bryman & Bell
(2015). The authors describe triangulation as used when one wants to confirm
information with at least two sources to provide a stronger theoretical content, since
relying on one sole source could lead to gathering biased information.

3.5 Data analysis method
After transcribing and translating the empirical data we performed a categorization in
order to identify possible patterns, similarities or differences in the collected data, which
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is in accordance with Bryman and Bell (2015). It is important to clarify the connection
between analysis and the empirical material (Ahrne & Svensson, 2015). This
clarification is important as the empirical results disciplines and imposes limits for the
analysis. Thus, in accordance with Ahrne and Svensson (2015), we attempted to
maintain a connecting thread throughout the empirical results and the analysis, to the
greatest extent possible, to facilitate the identified linkages.
The method we have chosen for analyzing empirical data is known as a thematic
analysis. This method is described by Bryman and Bell (2015) and entails a systematic
categorization and analysis according to themes deemed relevant in line with the
purpose of the study. Furthermore, Berg (2004) explains that thematic analysis entails
categorization of text and identification of relationships among the formulated
categories. We deemed this analysis method to be most appropriate in relation to our
purpose and research questions. Our thematic analysis proceeded in the following
stages; we started off with a deductive thematic analysis, and subsequently iterated in
between theoretical concepts and empirical data. In addition, we followed the three
criteria presented by Owen (1984). The first criteria is recurrence, which entails that we
identified the recurrence of the same meaning of expressions in different words. The
second criteria is repetition, which means that we identified words, phrases and
sentences that were repeated in the texts. Finally, the third criteria entails the authors to
attach significance to the concepts. A theme is thus considered to be a set of papers that
is consistent with a phenomenon (Roberts, Galluch, Dinger & Gover, 2012). Hence, we
have chosen to identify and formulate themes that are consistent with cyber security
incident prevention, and themes we find to be influential factors when it comes to
preventing incidents.

3.6 Ethical Aspects
Ethical aspects were taken into consideration, since the content of the empirical
evidence that was presented in this study could be considered as sensitive information.
Kvale and Brinkmann (2014) has presented four principal guidelines to follow when
conducting research in an effort to protect individuals. The four guidelines consist of;
informed consent, confidentiality, consequences, and the role of the researcher.
Informed consent implies informing participants regarding the purpose and the design
of the research, as well as explaining risks and advantages with involving with the study
(Kvale & Brinkmann, 2014). Within this study, we informed the individuals that
participation is voluntary and could also be anonymous. All participants reviewed the
transcripts of the interviews and approved the content before it was used. The
requirement of confidentiality implies that agreements between researchers and
participants have been made regarding how the data will be used and its intent (Kvale &
Brinkmann, 2014). No material was used in this study that could potentially harm the
participating individuals or their line of work.
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The requirement of confidentiality could also be linked to the aspect of consequences.
By assessing consequences for the participating individuals in a qualitative study, as
presented by Kvale and Brinkmann (2014), the principle of ethics is to do good and
therefore the risk of doing harm to the interviewee should be minimal. This is an aspect
we strived to always keep in mind and always assessed risks and consequences
throughout the study. Finally, the role of the researcher is the fourth principle to follow
according to Kvale and Brinkmann (2014). The authors state that the researcher has a
responsibility of integrity, empathy and sensitivity in relation to moral questions. In this
study, we strived to always distance ourselves from personal values and feelings to the
greatest extent possible in accordance with literature.

3.7 Quality of the Study
In order to secure the trustworthiness and quality of our study we followed the four
criteria first acknowledged by Lincoln and Guba (1985), presented in Bryman and Bell
(2015). Trustworthiness is divided into the criteria of credibility, transferability,
dependability and confirmability. The criteria will be introduced and briefly discussed
down below, and some of them will also be reflected upon at the final stage of this
thesis.
3.7.1 Credibility
The criterion of credibility is defined as a trustworthiness criterion, which entails
carrying out research according to good practice as well as submitting the findings to
those taking part in the study for confirmation (Bryman & Bell, 2015). According to
Lantz (1993) it is of the essence that respondents taking part in a study are considered
reliable and for authors to critically examine responses in order for an interview to be
considered as an valuable foundation for a study. In order to fulfill this criterion, and for
our analysis and conclusion to be considered trustworthy, all transcribed material that
lies as a foundation for our empirical data has been returned to the interviewees for
approval. When doing this, we assured that no misinterpretations had been made on our
part and therefore we considered the criterion of credibility to be fulfilled, and the
trustworthiness to be assured.
3.7.2 Transferability
The authors further describe transferability as the ability of the performed study to be
generalizable in multiple contexts in order for the research to be considered reliable
(Bryman & Bell, 2015). Our study explored the subject of cyber security incident
prevention and was performed as a case study. Myers (2012) argue that findings from
conducted case studies cannot be fully generalized, since case studies are limited to the
context of the individual case. However, we believe the results from our study could be
transferred and applied to other empirical contexts. Therefore the results from our study
could provide indication of a generalizable result and thus fulfill this criterion to achieve
trustworthiness.
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3.7.3 Dependability
The third criterion, dependability, entails that more than one observer or member of the
research team partake and keep track of all the different processes in the study (Bryman
& Bell, 2015). In order for us to ensure dependability of our study, both authors
participated in all steps of the process. Furthermore, we worked closely with our
supervisor and received feedback and inputs from fellow students to ensure the quality
of our study.
3.7.4 Confirmability
The last criterion, confirmability, is described by Bryman and Bell (2015) as the
criterion for ensuring that the researcher/-s maintain objectivity throughout the study.
This means not letting personal values and opinions sway the direction of the study.
However, to accomplish complete objectivity within research is, according to Myrdal
(1969) an illusion as the viewpoints of researchers always guide the study throughout
some stages of the research process and thus imply some subjectivity. The previously
mentioned work with a tutor and other students helped us to maintain some level of
objectivity. We consider the input of these other people to our study to be objective and
could therefore be seen as a contributing factor to our study’s objectivity.
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4. Empirical Data Collection
The following section will present the results from the empirical data collection. The
chapter is divided in accordance with our two participating organizations, the authority
and the county council. The information within these two areas is subsequently
structured in accordance with the four areas of LIS; Identify & analyze, Formulate, Use
and Follow-up & improve.

4.1 The authority
4.1.1 Identify and analyze
The authority performs both internal and external activities in order to be better
prepared for cyber security incidents. The Information Security Specialist reveals that
the organization performs internal business analysis in terms of integrating the
information security work within management and projects. This is done to class
information for systems and obtain the requirements necessary for the systems. The
classification of information is considered to be the fundamental element within the
context according to the Information Security Specialist. Moreover, identification of
internal risks is of importance and the aspect of information processing. At the projects
within the authority, end users (employees) are included, and participates in the risk
analyses. Beyond the internal and external activities that the authority conducts, the
organization is also affected by external requirements and analyses. For instance, GDPR
has become an area of focus for the authority, which is also an area of focus for
probably all organizations within the European Union. Another regulation that will
affect multiple organizations in Sweden is the Security Protection Act1, which is
suggested to enter into force in Sweden on the 1st of April 2019. Regulations from the
Swedish Civil Contingency Agency (MSB) also affect how the organization deals with
incidents, for instance the authority, along with the rest of Sweden’s authorities, is
obliged to report all incidents to MSB. Moreover, according to the Specialist, there is a
trend that when security is discussed early in projects, and contact is made in the early
stages with the IT security department and information security department, then it is a
successful project.
The Information Security Specialist also states that the authority has concluded
collaborations with other authorities and each year the authorities have so called ‘round
table’ meetings with other specialists and executives. During these meetings the
participants discuss how they pay attention to incidents and how they work towards
preventing them. It is perceived as beneficial to have these kinds of collaborations since
1

The Security Protection Act is to be set in place to clarify the requirements of protection for safetysensitive organizations, within both the public and private sector. The act will entail a reinforcement of
protection from for example espionage and sabotage and will allow organizations to seek help and
support from the Swedish Armed Forces and the Swedish Security Service (Regeringen, 2018).
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many authorities face similar challenges. Furthermore, trend analyses has been
produced that is based on authorities and based on the reports six focus areas has been
identified in which the authority works with risk analysis and threat assessment
catalogues. Other external impacts that are considered by the authority is the assessment
of outsourcing and reliability of external suppliers, especially suppliers from other
nations.
Regarding how the authority defines cyber security incidents, the Information Security
Specialist mentions safeguard measurements, information that is worth protecting.
Beyond this the authority looks at the severity of incidents and what kind of information
that has been affected. At the authority it is important to relate to threats, and a part of
the threat scenario includes the handling of emails, in terms of phishing and
ransomware Moreover, regarding the kind of risks that the authority assesses, the CISO
claims that a clear risk that exists is that someone tries to access their IT systems and
destroy data in order to ensure trust for the authority is lost. Another risk according to
the CISO is the threat against their employees, especially against those who have high
authorizations and access to a lot of information. According to the IT Security Officer
the authority works well regarding prevention measures, although the risk might be that
the routines are not specific enough for those who perform them. Furthermore, it is of
importance that employees understands their everyday tasks and understands clearly
what IT security means within their context. It is also important how they can relate to
the IT security and how it is embedded in their processes. The Information Security
Specialist explains that the systems usually do what they should, and often it is the user
who is the indicator that incidents occur. The Officer further states that risks are
connected to protective measures, thus when a solution has been developed on an
architectural level by solution architects, and then subsequently they assess potential
risks. When conducting vulnerability analysis, the IT Security Officer argues that users
should be included at the right occasions, not when you look deep at more technical
risks.
The respondents at the authority perceive the IT security within the organization to be a
prioritized matter, especially at the headquarters due to the General Data Protection
Regulation (GDPR)2 exclaims the CISO. The work towards GDPR has affected a
majority of the information security area positively and the importance of both parts has
been highlighted. The Information Security Specialist describes that there has been an
improvement regarding the focus on IT and information security, and that the two areas
are now better integrated in the development process. The two areas have often
reconciliation meetings due to their perception that long-term work is important. The
departments handle incidents and try to figure out what has failed in the context. The IT
Security Officer finds that since the information security within the organization is
2

GDPR is the EU General Data Protection Regulation, which entered into force on the 25th of May to
harmonize data privacy laws across Europe in order to protect the data privacy of all EU citizens.
Moreover, the introduction of GDPR will require organizations to change and reshape the way they
approach data privacy (EUgdpr.org, 2018).
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prioritized then the IT security is as well. Furthermore, the IT Security Officer find that
these two areas will increase in importance, as well as an increased awareness of the
competences required, due to the fact that IT is becoming increasingly important in
organizational development linked to the authority’s digitization strategy.
4.1.2 Formulate
The Information Security Specialist works with requirements management within
projects and their management system, which is based on the SS-ISO/IEC 27000. The
IT Security Officer manages everything that affects IT security such as manuals,
guidelines, and incident management. The CISO of the authority leads and governs the
information security work on a comprehensive level, and has a close collaboration with
the IT security department. In total there are seven employees at the information and IT
security department.
However, the Information Security Specialist claims that the authority could improve in
areas such as defining roles regarding incident management and interaction. Although,
the authority does have defined areas of responsibility regarding incident management.
The CISO also mentions that they have defined areas of responsibility which are listed
in regulatory documents and decision basis. Furthermore, the organization works with
documentation in terms of a management plan which include areas of focus. Within the
management plan there exists an information security and IT security strategy that
extends over at least three years. At the authority there is a Management Lead for the IT
department and one for the business department. The Specialist further describes how
the authority works with projects, where information security is integrated, and the
fundamental components within all projects at the authority are vulnerability tests, risk
analyses, and classification of information.
The Information Security Specialist further explains that the authority has an IT support
that works around the clock, which is where people call first regarding an incident, and
the process afterwards depends on the scope of the incident. When a major incident
occurs, a standby team takes care of everything, and even though the roles are not
crystal clear, the work always gets done, according to the Specialist. According to the
IT security Officer the management system should be embedded in all routines and
strategies, and the development process should also be present and work as a basis.
Subsequently, it is important to do everything concrete in order to have a good security
culture. At the authority, they currently have access cards, and in the near future they
will implement cards to use when one wants to login to the computers. A card of such
kind entails greater credibility with login information and logs of traceability.
According to the CISO some goals are more of a technical nature, whilst one example
of a typical goal that is communicated to all employees is to lock the computer screen.
Regarding goals affecting preventive measures, the Information Security Specialist
discloses that the authority has an information security policy which states that the
organizations should work preventively against incidents. Included in the policy is,
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among other things, business intelligence and that incident management is functional.
The authority has implemented a framework called ITIL3, a framework common to
assist in the governance of services. Included within the framework is a section called
Incident Management, which includes the management of IT security incidents and it is
based on the 27000 series standards and best-practices. In addition, external audits at
both the information security department and IT security department leads to preventive
measurements. Regarding the external audits that are being made, the organization
assesses the shortcomings that give the most negative impact on business and
individuals. Furthermore, the CISO mentions that the authority also has a privacy policy
that is to be followed.
4.1.3 Use
Regarding how the importance of information security is mediated throughout the
organization, the CISO mentions that the authority has maintained a focus on education
and workshops. The CISO also discusses the waves of business intelligence, from time
to time the authority has the intel from business intelligence on the front page of a
newsletter as it has a more powerful impact than having constant news about
information security reaching the employees. The CISO means that it is all about
balance, and it is therefore important not to constantly feed them information and news
about information security, but rather now and then to remind them of the questions
surrounding the subject in the back of their minds.
In terms of how the work towards prevention of incidents is done in accordance with
routine and protocols, the CISO describes that the degree of awareness amongst
employees has increased significantly and it is due to the persistence of the management
to communicate. According to the CISO, employees located at other offices across the
country work with the broader perspective, which is also how the authority is able to
communicate out to to the activities. In addition, the organization has external support
that works within each region of the country. At the different activities they work a lot
with education and the employees receive tasks to remember and execute: “The tasks
can be as simple as remembering to log out from the computer” (CISO, 2018).
Moreover, the work towards prevention of incidents is guided by a deliberately strategic
long-term work, the CISO explains, and it is important to understand and respect that it
takes a very long time to change an organization. Part of this strategic long-term work
are site visits which entails that the CISO and others from the headquarters visit the
other offices around the country to mediate the importance of IT security and
information security. These visits have proven to be positive and are appreciated by the
employees. During these visits they try to mediate that this is not rocket science, and try
to talk about occured incidents so that the employees can better relate to the subject.
3

”The ITIL is a framework of best practices intended to facilitate the delivery of high quality IT services
at a justifiable cost. The ITIL is built around a process-based systems perspective of controlling and
managing IT operations, including continuous improvement and metrics.” (Galup, Dattero, Quan &
Conger, 2009, p.125)
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Although, the CISO also describes about the challenges related to information security,
and one challenge is to be sufficient, to have the time to be out among the employees:
“It all comes down to resources, much of such work is basically about being able to sit
down and talk to people. Not PowerPoints here and there” (CISO, 2018). According to
the CISO, being amongst employees and talking about the importance of information
security and prevention of incidents is a way of gaining respect and build personal
relationships, which is also considered to be a success factor in such work. The CISO
explains that people often believe that when you work at an authority it should be done
a certain way, which is not the case. Another challenge is the slow change culture at the
organization, but it helps to start by having all regulations and routines documented, and
subsequently influence by embedding them in internal processes.
The CISO explains that the security department can slow down the process or deny
requirements if they have well-substantiated reasons, and they can also VETO
suggestions. Other factors that may slow down progressions is the parliament and the
government through legislations, such as the new Security Protection Act. The CISO
also mentions that when risk analyses have been conducted, the authority must
sometimes accept potential risks. In addition, the IT security and information security
departments are involved in the authority's digitizing strategy, which sometimes entails
that they have to work together to be able to weigh business value against risk.
The Information Security Specialist also discusses regarding how the importance of
information security is mediated throughout the organization. Apart from the site visits,
the authority also has a mandatory education for employees about information and IT
security. The education is based on scenarios, and a manual that is published on the
intranet, which is similar to an encyclopedia to the end-user where for instance the
handling of emails is listed. The manual is based on internal reports and occurred
incidents. The manual is updated and adapted in accordance with the intel from business
intelligence, and in the near future it is planned that the manual and the mandatory
education is in harmony. The area of focus for the authority is currently the employees
since they are rejuvenated, and the responsibility is thus to mediate what is correct and
what is less appropriate, especially in this time with social media.
4.1.4 Follow up and improve
The Management Lead reviews measurements and follows them up, and each year the
authority is to perform risk analyses and inventory of the classification of information.
In addition, the only way to follow up the mandatory education is to see that the
employees have completed it, and then it is up to the authority how they want to follow
up, it could be if there are certain categories of incidents that recur. The Information
Security Specialist explain that certain incidents may recur due to working methods,
routines and process, and that it probably is historical and affected by the change
culture: “As an individual, it's not always fun with change” (Information Security
Specialist, 2018). Regarding challenges related to information security and IT security,
the Specialist describe that it is important that everybody are working towards the same
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goals and have a common vision of where they want to stand, agree on the present
situation and areas of focus for the future. Then it is the question of how the
organization gets to that expressed vision, and according to the Specialist it has to do
with priorities: “If we talk about GDPR that affects us with information security, it is at
the expense of other tasks being put aside” (Information Security Specialist, 2018).
Moreover, according to the CISO, the organization looks at the statistics to see if the
number of incidents decreases, and they also measure the level of awareness amongst
employees, which is increasing. The authority has a section where a team works with
how information is to be collected and treated, and the output from that section is
inserted into the education.

4.2 County Council
4.2.1 Identify & analyze
According to the IT Security Officer, the biggest threat to cyber security is not the
internet or hackers, as many might believe, but rather the employees making mistakes.
These mistakes may include emailing information that should not be sent, or something
as simple as leaving a paper on your desk. These mistakes become part of a routine,
which employees believe to be safe and risk free, when in reality it is not. Another
requirement on the county council from the Patient Data Act is that strong
authentication is required for the technical devices being used. All employees have an
identification card that is inserted in all computers, and then a pin is required as well to
log on. The IT Security Officer explains that the goal is to always minimize the risks,
and a part of this is to make it more difficult for people on the outside to get access.
However, as previously discussed, focus lies on the user. “It is still the human that does
something and we need to educate them to allow them to gain understanding of the
consequences of clicking a link in an email for instance.” (IT Security Officer, 2018).
The organization performs risk analyses, but the Officer believes they need to increase
the rate of which they are performed. In conclusion, the Officer states that focus for the
organization is not so much to achieve high security as it is to find the right level of
security. Trying to find an advanced level of security is a contributing factor to users
making mistakes or finding work-arounds. If the systems are not user-friendly, they will
not be secure in the long run either. The goal is to find the right combination of systems
being user-friendly and secure, what the Officer calls the right level of security.
Moreover, the IT Security Officer believe that the competence within the field of cyber
security in general is not lacking, however people do not see the value with it. Cyber or
IT security is solely an expense, nothing organizations can gain income from and as
long as no incidents occur, it is hard to see the benefits of making investments in the
field the Officer further explains. The IT Security Officer believes that the number of
incidents in statistics today may be misleading as many refrain from reporting incidents
as they occur. Incidents that are reported can come from all departments within the
organization and may include reports of late paychecks to IT breaches. Within the
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department of IT, focus lies on the so-called major incidents. As a county council, the
Officer explains that they are not obliged to file reports on incidents to authorities,
unlike the Swedish authorities. Furthermore, there are no clear instruction on what is
expected to be reported, and in addition, defining an IT security incident may be
difficult. The Officer has hopes that once the new data protection act enters into force,
where incidents regarding personal data need to be reported within 72 hours, it will be
easier to know how many that are actually affected.
Benefits from being part of an organization this big is, according to the Officer, that the
resources are many, and if incidents were to occur a lot can be done in response. In
order to minimize the risk, the aspect of traceability is the most important for the
organization and the belief that the organization is not immune to incidents. “We will be
exposed to attacks and we will lose data, the most important thing is to know what
happened and to be able to trace it. We can’t say that we are 100 percent safe, we never
will be.” (IT Security Officer, 2018). Finally, the Officer asserts that no matter how
much technology that is installed, it is still technology and it is vulnerable, which those
who want can turn to their advantage and obtain access.
4.2.2 Formulate
The county council has eleven security areas, including information security, which
consists of four so-called cornerstones that could be seen as explanatory as to how
everything is connected. These are accuracy, confidentiality, availability and
traceability. However, both the information security and the IT security area permeates
all these eleven areas. The IT Security Officer further explains that collaboration
between the security areas is high and monthly meetings are held where security is
discussed. The roles within the organization is, according to the IT Security Officer,
well-defined and communication is clear. Within the field of IT security and
Information security the collaboration is high and frequent. However, only three people
work in these areas, an IT Security Officer, a CISO and a newly employed member to
this team. The CISO has the overall responsibility for information security, more the
legal aspect, with focus on patient security and integrity. The role of the IT Security
Officer is, according to the Officer, to translate the legal aspect into technical solutions.
These three employees together are responsible for the overall level of security in the
organization. Despite the team being so small, the IT Security Officer asserts that they
have a functioning security grouping, at least collaboratively. To their aid, the
organization have IT coordinators in each division, which is administrative personnel
with whom the IT Security Officer and CISO have monthly meetings. Furthermore, the
county council have IT resources out “on the floor” in the different divisions of the
organization. These IT resources can be anyone in the organization, but someone who
possess an additional knowledge in IT, in addition to their usual work related duties,
compared to their co-workers in the same position. The IT Security Officer estimates
that 300-400 employees have this additional role of IT resource, and through these the
information can spread from the top, across the organization.
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In the case of a major incident, the organization has, according to the IT Security
Officer, a process that is set into motion. The department responsible for IT and
Medical Technology, start an incident coordination process where information is
gathered and operations managers are consulted regarding the impact of the incident in
their departments. Afterwards, the damage and impact on the organization is evaluated
and communicated to those whom it may concern. The IT Security Officer says “So we
don’t have a dedicated security team that only works with these types of questions,
instead we have this process that we follow where it is clear who does what and when.”
(2018). However, the organization have employees on call around the clock, whom you
can contact in case of an incident.
Regarding the goals for IT and information security, the IT Security Officer presents the
three overall goals of the organization. The first is to have guaranteed authorized access
to information in accordance with needs. This entails that employees should only have
access to for example systems and documents in accordance with the needs of their
position and work tasks. The second goal is to prevent unauthorized access, changes,
destruction or distribution of information. The last goal is that information security
should be a natural part of the organization and be considered in all changes made.
According to the IT Security Officer, the county council have a management system for
information security based on SS-EN ISO/IEC 27000 that they follow in a bid to
implement information security in all aspects of the organization. This legal framework
requires constant revision and it is important that the organization follow it. The
importance of communication within the organization is highlighted as dialogues
regarding information security are and should always be constant in order to ensure the
employees understanding. The Officer further claims that if they do not have seminars
or lectures and speak about cyber and information security with the employees, it will
not be a priority. Many of the tasks employees perform on a daily basis consists of
information security without their knowledge, thereby a part of the work is to achieve
this knowledge of what information security could entail. Moreover, the organization
perform risk management controls each year within each of the eleven security areas.
This control is made up from questions based on the management system and the level
of fulfillment is investigated, which results in the organization finding the focus points
for their future information security work.
4.2.3 Use
Regarding communication and education, the IT Security Officer asserts that how the
county council communicates and educates their employees regarding cyber security is
one of the most important aspects for the organization. Technology is important, but
working to implement different technologies fill no purpose unless the employees know
how and why to use it. Communication and education is the superior method to get
users to understand how to work in a secure manner according to the Officer. When the
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Officer is educating focus is more on subjects such as social engineering4 or how
individuals can be affected in case of an incident. This, as the Officer believes this
information is easier to relate to and make sense of compared to preaching about what
the regulations prescribe or how the organization should work. If focus for the
employees are on how they as individuals are affected by cyber incidents and how these
may occur, it is easier to implement this for the work life as well. The Officer believes
that preaching about what county council should and should not do simply is tiresome.
Hence, gaining an understanding for consequences is key since, as the Officer
previously mentioned, the biggest cyber threat is the employees making mistakes. “If
the users know what to do when they work, how to think and how it functions, well then
that is a security in itself” (IT Security Officer, 2018).
Furthermore regarding the education, the IT Security Officer believes the discussions
concerning IT security should start on a basic level, such as password security or the
importance of visible identification. “People may think that it doesn’t matter if you have
a nametag. However, it is an easy way in the IT security area to see if unauthorized
persons are here” (IT Security Officer, 2018). Moreover, the Officer asserts that
finding these somewhat easier measures is better, because implementing technologies to
solve problems related to cyber security often cause more issues.
The IT Security Officer asserts that the classification of information places demands on
the information management, which in turn places demands on availability, accuracy,
confidentiality and traceability. These are the demands, as previously mentioned, that
the organization apply to information security. The classification of information is a
way for the organization to know what security to place on systems, which is connected
to technology. However, the Officer describes that technologies are often expensive,
hard to handle and things can break. Thereby, the most important thing for the county
council to discuss regarding cyber security is processes and routines. If users do not
follow a secure routine, by for instance logging off their computer every time they leave
it unattended, the technology does not matter. “No matter how much technology we
have, if you don’t care to do the simplest things you won’t go very far” (IT Security
Officer, 2018).
As previously mentioned, the IT Security Officer and CISO work closely with ITcoordinators and in monthly meetings they discuss information and IT security. The IT
Security Officer explains that they discuss issues brought by the IT coordinators as well
as for instance informing the coordinator regarding new rules, regulations or changes in
the county’s technologies. “Then we have this kind of communication and it is a good
way for us to get the information out to everyone in the organization through the
coordinators” (IT Security Officer, 2018).

4

Social engineering is within IT security a set of methods to manipulate individuals to perform actions or
disclose confidential information (Goodchild, 2010).
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Lastly, the IT Security Officer explains that it does not exist a unified communication
platform or routine for county councils around Sweden concerning cyber incidents. If
something is to happen there exists no way for the Officer to communicate this to other
councils. Instead, communication is only made with those councils with which the
organization is friendly with, as the Officer calls it. This is described as an issue within
the field of cyber security and a connected issue is that more often than not, the county
council is not allowed to disclose what happened due to confidentiality. The IT Security
Officer asserts that this make communication hard, but importance also lies in using a
common language.
4.2.4 Follow up and improve
When discussing the work with follow-up and improvement, the IT Security Officer
argues that the most important aspect for the county council is the traceability, as
mentioned in previous sections. If an incident were to occur, the most important part is
the traceability in order to be able to perform a follow up and subsequently make
improvements. Errors or flaws in systems may occur, but in addition to technical
aspects deficits may also occur in manual routines. The Officer highlights once again
that in order to follow up on the deficits, manual or technological, the traceability is
key.
Moreover, revisions have been performed by an external revision agency concerning
cyber security in accordance with CIS/SANS 205. During this process, the agency ask
questions and investigate the level by which the organization have knowledge regarding
information security in relation to its management system. In conclusion, what the
agency wants to find out is if the organization actually work as it is supposed to
according to the implemented legal framework. These revisions help the organization,
once again, to find where focus should be for their work within cyber and information
security.
Finally, when asked if the organization could see an increase in incidents, the IT
Security Officer denies it. However, the Officer express that this might be because
employees avoid reporting all incidents. Statistically, once employees have gone
through education regarding information and cyber security, they report more frequently
for a following period in time. However, after a while this number starts to decrease as
people often find reporting tedious and have other tasks to perform, especially within
healthcare. “Their focus is to take care of the patient, which is totally correct. We just
need to make it easy for them to understand where focus should be regarding IT and
information security.” (IT Security Officer, 2018).

5

CIS/SANS 20 is a security control assessment for organizations to use in order to evaluate their current
IT security maturity as well as set goals to e.g. protect data and drive change management (Gerberding,
2017).
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5. Analysis
In the following chapter we analyze and discuss the results from the empirical data
collection in conjunction with previous literature. This chapter begins with a section on
management systems and organizations followed by a section on identified factors. The
identified factors is divided in accordance with the factors presented in section 2.8
Summary.

5.1 Management systems
Both public organizations that we have examined follow a management system of some
kind. The county council’s management system follows the standards from the 27000
series, which are the same standards depicted in LIS. The authority has adopted a
governance model, ITIL, that has a function for incident management, which is based
on best-practices as well as standards from the 27000 series. As Rollenhagen and
Wahlström (2013) pointed out, a management system is an assisting tool for
organizations to use when they want to define roles, formulate goals and knowing how
to evaluate their prevention work. Thereby, we find management systems to be
important tools when it comes to guiding organizations and establishing a structure as a
whole. In addition to Rollenhagen and Wahlström’s (2013) view of management
systems, we further find LIS to process a more detailed set of components which
complements the authors’ argument.
However, in accordance with Rollenhagen and Wahlström (2013), we assert the
significance of acknowledging that there are two aspects of management systems. As
the literature suggests, the ideal management system has two components; an informal
and a formal part. The formal part, e.g. regulatory documents, is something we perceive
to be an important aspect for both examined organizations. In addition, the informal
part, e.g. organizational culture, also seems to have an impact on how organizations
work towards prevention. However, we do not perceive the informal aspects of a
management system to be as highlighted as the formal aspects. We find the relationship
between the two parts to be significant, and that it also needs to be balanced. In order to
clarify this, we are going to further discuss certain factors that we have come to identify
as significantly influential towards cyber security incident prevention.

5.2 Identified influential factors
5.2.1 Internal and External analyses
The first identified influential factor is that of internal and external analyses related to
cyber security incidents. The organizations expressed a lack of definition of what
constitutes a cyber security incident, which leads to uncertainty amongst employees
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regarding what type of incidents that should be reported. According to the IT Security
Officer from the county council, this may result in a lack of incidents being reported,
which in turn may lead to misleading statistics. However, as an incident within the
county council includes minor incidents such as late paychecks, reported incidents of
these kinds may also result in misleading statistics. Therefore, we find it to be beneficial
to have some sort of system to distinguish the major incidents from minor ones, which
we believe would make the statistics more accurate as well as the prevention process
more effective. In addition, in accordance with the Officer at the county council, the fact
that county councils do not have to report incidents to MSB, unlike public authorities, is
something we find to be disadvantageous for both the organization as well as the society
as a whole. As the purpose of mandatory reporting of incidents, according to MSB
(2017b), is to improve awareness and create conditions for preventative measures
regarding major IT incidents, it further emphasizes the importance of reporting
incidents.
External requirements that affect public organizations in terms of how they work
towards preventing cyber security incidents, other than the aspect of mandatory
reporting of incidents, is the fact that public organizations are restricted by the Public
Procurement Act. The Officer at the county council talked about the importance of
having user-friendly systems and the “right” level of security, rather than having a
“high” level of security. We are in accordance with the Officer in this aspect, and we
further believe that advanced high-tech systems are not effective if they are too
complicated for users. This can in turn be related to the aspect of public procurement,
which indicates that the products given to public organizations are not adapted in
accordance to users’ habits and practices. According to the Government Offices of
Sweden (2015), public procurement must be efficient, legally certain and make use of
the market competition, which indicates that the systems given to public organizations
do not lack in terms of quality. However, from the empirical results it is apparent that an
advanced level of security is a contributing factor to users making mistakes or finding
workarounds. Thus, we assert that the aspect of public procurement may prove to be
obstructive to some extent in terms of user-friendliness, and may subsequently inhibit
the aspect of having a sustainable and secure prevention process.
Both public organizations expressed that they perform risk analyses in order to
minimize risks in a bid to prevent these incidents. The organizations identified many
different types of risks that they need to consider when working with preventative
measures. The authority implied that a clear threat is to lose the trust of citizens, which
is why external attacks is amongst risks that they assess, such as someone trying to
access their systems and destroy data. The authority also faces risks with external
attacks targeting their employees who have access to plenty of information and those
who have high authorizations. However, the biggest threat to the county council was not
considered to be external threats, but rather internal inadequacies in terms of employees
making mistakes. The Officer specified that if employees do not follow routines
regarding cyber security, then it does not matter how secure the technology is. The
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authority also considers internal threats to be a risk to assess, in particular in terms of
how well-defined routines are for those who will perform them. Thus, employee
mistakes are also considered to be a risk for the authority. For instance, both
organizations have access cards of some kind, which is considered to entail greater
credibility and traceability. The aspect of traceability was deemed by the IT Security
Officer at the county council to be of great importance in terms of minimizing risk.
However, if these routines are neglected by employees it entails a greater risk for
incidents to occur. This goes in line with literature (De Bruijn & Janssen, 2017;
Bulgurcu, Cavusoglu & Benbasat, 2010; Johnston & Warkentin, 2010; Siponen &
Vance, 2010), which imply that human agents are considered to pose more of a threat
than external agents.
Although, the literature suggests internal threats that are caused by employees with
intent, or in some cases due to neglect, human mistakes is an aspect we consider to also
pose as a potential threat for public organizations. Both organizations expressed that
they assess the same kind of threat; handling of email in terms of email-phishing, or
typing information that should not exist in emails, which could be seen as employee
mistakes. For instance, clicking a link in an email is a human mistake that according to
the Officer at the county council, could be avoided with the right education. This is
further strengthened by the report from the Online Trust Alliance (2018), which stated
that 93 percent of the recorded cyber incidents in 2017 could have been prevented if
measurements, such as employee training regarding phishing attacks, were
implemented. The kind of internal threats that the literature suggests may be perceived
by organizations as unpredictable, which goes in line with Ahmad, Maynard and Shanks
(2015), who mean that there exists an underlying belief within many organizations that
risks in terms of cyber security incidents are predictable. The authors claim that this
underlying belief leads organizations to think that the aspect of security learning is not
required. In addition, the IT Security Officer at the county council mentioned that one
of the most important aspects to minimize risks is the belief that the organization is not
immune to incidents. We are in accordance with the authors regarding the necessity to
rather view risks as unpredictable and thus encourage security learning in a bid to better
identify risks and subsequently prevent incidents more efficiently.
It is perceived that both public organizations perform other internal and external
analyses in relation to incident prevention. For the authority the fundamental aspect was
expressed to be the aspect of classification of information, which has initial values from
the performed internal business analysis. Within the LIS management system, the
components from identify and analyze are viewed as initial values as to how to classify
information in accordance with relevant roles (MSB, 2017b). Connected to the aspect of
risks is analyses and business intelligence. The examined organizations both perform
risk analyses to assess risks in relation to cyber security. Borum et al. (2015) argue that
risks regarding cyber security should be considered a part of the organization’s total
risk. Therefore, it is of importance that the current risk terminology takes into
consideration the intelligence that derives from risk- and trend analyses. We are in
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accordance with the authors, and believe that it is important for cyber risks to be
incorporated with total risks since consequences from lack of security affects the
organizations as a whole. Especially public organizations who may lose trust from
citizens.
Important to acknowledge is that we find the aspect of risks to permeate all factors
below, and affect them all to different extents. We believe that not taking into
consideration and evaluating all factors, individually and as a whole, constitutes a risk
in terms of creating a cohesive incident prevention.
5.2.2 Roles and Responsibilities
Another identified factor is that of roles and the related responsibilities. The empirical
results showed both similarities and dissimilarities. To begin with, the interviewees at
the authority expressed that defining roles was an area that could evolve and improve,
however, responsibilities were clearly defined in regulatory documents. The IT Security
Officer at the county council on the other hand described that they have well-defined
roles and clear communication regarding these. In addition, both organizations work in
accordance with MSB (2018c), in terms of having close collaborations between the IT
Security Officer and CISO. In accordance with literature (Jacobsen & Thorsvik, 2008),
we believe in the importance of defining roles as it simplifies both the division of labour
and the understanding of related responsibilities. By defining roles and responsibilities
we further believe organizations can move faster, as employees know their own tasks
clearly, and thereby enhance the process of preventing cyber security incidents.
A resemblance between the authority and county council is the way in which they
handle incidents in regards to dedicated staff. Both organizations described that they do
not have dedicated teams solely focused on incident prevention or response. However,
they have a process that is initiated when an incident occur, with teams on standby who
know what to do in these situations. In addition, both organizations have IT support
around the clock that employees can contact in case of incidents. Thereby, it is apparent
that neither of the organizations work with permanent incident response teams, which is
a common design according to previous literature (Grispos, Glisson & Storer, 2015;
Van der Kleij, Kleinhuis & Young, 2017). However, as Salomon and Elsa (2004)
argued, having dedicated teams may add value as SIRTs enable efficient flows of
information as well as deeper understandings for security incidents. In accordance with
literature, we believe these dedicated teams may present an added value. It is apparent
that the current situation at the organization currently seems to function, however the
benefits of both SIRTs (Ahmad, Maynard & Shanks, 2015) and IPTs (Pereira, 2015)
cannot be ignored. As stated above, neither of the organizations have dedicated teams
for incident prevention, instead focus is on responding to incidents when they have
already occurred. As our stance is that more focus needs to be directed towards
prevention, we believe public organizations need to do this as well. The report presented
at the beginning of our thesis by the Online Trust Alliance (2018), claiming that 93
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percent of all cyber security incidents could have been prevented with better
preparation, seconds our beliefs that focus needs to shift when it comes to the creation
of roles and formation of teams. We previously presented the importance of the public
sector’s legitimacy and the continued trust from citizens (Weerakkody et al., 2016).
With the right prevention and the avoidance of cyber security incidents, we believe this
trust would not be tested as much, at least not within this field. Keeping the trust of
citizens is essential, and implementing dedicated incident prevention teams, and thereby
hopefully be able to prevent cyber security incidents to a higher degree, could facilitate
this.
Finally, the size of the teams dedicated to IT security and information security is
relatively small in relation to the organizational size within both the authority and the
county council. The IT Security Officer at the county council asserted that this
constellation functions at the moment due to the close collaboration between the
members, and due to monthly meetings with IT coordinators within the organization.
These meetings assure that information flow throughout the different levels of the
organization, an important factor according to the previously mentioned literature.
However, due to these scarce resources it becomes more apparent to us that there are not
enough employees currently to be able to create dedicated incident prevention teams.
This is in conjunction with Creasey (2013), who argued that due to lack of support or
resources, the prevention phase is easily overlooked. As the importance of investing in
these preventative measures have been made clear both by us and previous literature, we
argue for the need of implementing teams of a preventive nature within an organization.
We do realize the additional expense these resources will bring to the organization, but
in relation to what they may achieve and the costs they may save by preventing cyber
security incidents, we do believe they are worth reviewing.
5.2.3 Goals and Regulatory documents
Regarding the aspect of regulatory documents, it is clear that both organizations
structure their work in accordance with goals and policies. The importance of goals is
discussed to a great extent by Locke and Latham (2002). These authors claim, as
previously mentioned, that clear goals can enhance knowledge, performance as well as
the situation solving ability of organizations. As the results from the empirical data
collection disclose, both organizations work with goals to some extent. The county
council have formulated three overall goals that the organization is to fulfill and keep in
mind throughout activities, whilst the Information Security Specialist at the authority
expressed that they work with strategies that extends over three years. As expressed by
MSB (2018c), strategic goals connected to information security are related to regulatory
documents, which regulate the goal-driven activities within an organization. The
authority’s information security policy has, among other things, received its input
values through business intelligence, which is in accordance with MSB’s (2018c)
guidelines regarding what the regulatory documents should consist of. Since both
organizations operate within the public sector, we believe it is of great importance that
the organizations are updated regarding trends and affecting factors that may have an
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impact on their work towards incident prevention. Public organizations have the aspect
of the public ethos to bear in mind, which emphasizes the need for ensuring to promote
the public good. We have previously discussed the aspect of external requirements,
which are important to identify and analyze regarding how they should adapt their
policies and ways of working preventatively.
However, it is unclear how both organizations work with goals operatively, and how
they are incorporated into the everyday tasks of employees. In accordance with
literature, we assert the importance of goals and goal-driven activities, as we do believe
it clarifies the employees work. Knowing why certain tasks are performed, and which
goals they are meant to fulfill, we do believe simplifies work and minimizes the risks of
employees making mistakes. Due to the limitations and clear goals of the public sector
as a whole, the importance is enhanced.
As stated in the empirical results, at the authority end-users are involved in projects
concerning security. We view the involvement of users within projects to be a
significant component when organizations aim to have a sustainable work with incident
prevention. This goes in line with MSB (2018c), who states that in order for
preventative measures to be considered feasible, it is of importance that concerned
parties are involved in the creation process, e.g. in terms of formulating goals. We find
users to play an important role in projects, and this is enhanced by the earlier discussion
regarding the organizations’ beliefs that users making mistakes are a large contributor to
why incidents occur. In addition, the Information Security Specialist at the authority
mentioned that involving the aspect of security early in all projects within organizations
often result in successful projects. We are in accordance with this belief, since the
aspect of security has become an important area of focus to take into consideration
when public organizations digitize services, which goes in line with Weerakkody et al.
(2016). Furthermore, as the authority has a digitizing strategy, the importance for them
to be involved in projects concerning digitizing is enhanced. We also find the aspect of
involving security in the early stages of projects as highly important since public
services are offered to the public, and if there exists shortcomings with these in terms of
security then the chances are great that they will negatively affect a majority of citizens.
In addition, alternatives beyond public services is not always available and, in
accordance Rothstein (2010), public services usually become the sole alternative for
several citizens, due to private options being too expensive.
5.2.5 Education
As the empirical results depict, educations within the fields of cyber security and
information security exist at both organizations. The importance of education and the
mediation of IT security and information security throughout the organization is evident
at both the authority and the county council. The IT Security Officer at the county
council described that education is approached on a basic level, by for example
discussing passwords, claiming that this is an easy way to implement cyber security.
Further, the belief is that information of this sort is easier to grasp once it is related to
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the individual, not just the organization as a whole. This way of thinking is also
implemented at the authority on site visits, as the CISO described. Aside from these
lectures regarding cyber security, the authority has imposed a mandatory education for
employees. As previously mentioned, both in the empirical results and by literature
(Bulgurcu, Cavusoglu & Benbasat, 2010; De Bruijn and Janssen, 2017; Johnston &
Warkentin, 2010; Siponen & Vance, 2010), one of the biggest threats to an
organization’s cyber security is mistakes made by employees. By educating employees
on how to act in a manner perceived as secure, both organizations hope to avoid these
internally driven incidents, in accordance with the literature. As De Bruijn and Janssen
(2017) argued, humans play a crucial role in ensuring the defense of organizations
against cyber security attacks. By the use of employment training the prevention of
cyber security incidents could be more efficient (Online Trust Alliance, 2018). In
accordance with these statements from both literature and our empirical data collection,
we believe the importance and possibilities of education to be apparent. As Creasey
(2013) argued, different cyber incidents need different responses and in addition, we
argue different levels of prevention. By educating employees in different scenarios
related to cyber security incidents, we believe suitable prevention measures could be
formed and adapted to the needs of the organization. The previously mentioned issue
with lack in reporting incidents as they occur, we assert, could be solved with recurring
educational efforts. Minimizing risks of incidents, as well as spreading awareness of
incidents as they occur, is not only important for the individual public organization but
for the public sector as a whole. By employees knowing what and how to report
incidents, the prevention of future, similar incidents could be simplified.
Furthermore, as described in the empirical results, technology is seen as idle unless
users know how to use it, hence the importance of education. The combination of secure
systems and employees, i.e. users, knowing how to operate them, provides the best
opportunity for a secure cyber environment. Which, in our opinion, is one of the best
possible prevention of cyber incidents. By educating the user in both consequence
thinking regarding cyber security and the correct usage of systems, organizations may
avoid the risks connected to employee mistakes. Organizations being aware of the
importance in understanding that both technical and human factors impact the level of
protection against cyber security incidents is of importance and also a challenge, in
accordance with Hu, Dinev, Hart and Cooke (2012). As both previous literature and the
empirical results have shown, the importance of education cannot be ignored. When
education is used, organizations can gain the most from their security systems. As
employees often have access to sensitive data, it is not, according to us, difficult to
understand why they are exposed to continuous attacks. Moreover, it is not only attacks
that constitutes a risk, as employees often work according to personal routines. If no
education is offered or no one questions these non-compliant routines, there is a high
likelihood that they will continue with it. This, which goes in line with Hu et al. (2012),
could lead to significant security breaches. Therefore, it is crucial to constantly be aware
of how you work, and get support from those with more knowledge within the field
when questions arise. As the empirical results show, we do believe that both
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interviewed organizations have understood the importance of education, however it
cannot be stressed enough. As previously discussed, security breaches within the public
sector could result in devastating consequences, in terms of losing trust with citizens
and legitimacy. This, relatively easy measure, could prevent one of the biggest security
risks organizations face and provide a safer workplace environment. Hence, we perceive
education as an instrument for public organizations to maintain their legitimacy as well
as civic trust.
5.2.6 Communication
Communication is a factor closely connected to that of education, since we consider
communication to be a key aspect in educating employees in routines towards cyber
security incident prevention. Not only is communication important between
management and the average user, but also between all levels of the organization. As
stated by Weil (2004), the aspect of communication is a contributing factor to
successful governance of IT, although a challenge is the ability to communicate the
strategy to both IT- and non-IT employees. The same reasoning can be applied to the
importance of being able to communicate the strategy and goals for cyber security, and
doing so in a way that ensures that the communication permeates throughout all levels
of the organization
Within both organizations, regular meetings are held with representatives from different
divisions to discuss matters of IT security and information security. Based on the
empirical results, we perceive the internal communication to be highly significant when
it comes to harnessing awareness throughout the organization. The CISO at the
authority was very clear with stating that communication plays a major role in terms of
creating prevention awareness, in conjunction with education. This goes in line with the
recommendations from MSB (2018d), which imply that awareness and knowledge
surrounding cyber security is increased when focus is put on both education and
communication. In addition, the described subsequent advantages, such as decreased
risks and improved fulfillment of goals, emphasize the important role that
communication holds in terms of incident prevention. Furthermore, as stated by De
Bruijn and Janssen (2017), when it comes to communication and spreading cyber
security awareness, it is important to not aggregate the aspect of cyber security. Instead
the authors encourage to connect cyber security to other values than limiting it to solely
security, and it is also encouraged to ensure recognition by personalization and try to
connect the security aspect to tangible issues. We are in accordance with the literature in
this aspect, and it is evident that both organizations work with communication to a great
extent to ensure that awareness is increased. For instance, site visits to other offices,
where the aim is to communicate and increase awareness with employees, is considered
to be a success factor according to the CISO. The focus when communicating to
employees is to mediate cyber security in a way that makes it relatable, which goes in
line with the previously expressed argument of De Bruijn and Janssen (2017). The IT
Security Officer at the county council shared the same thoughts regarding the best way
to reach out to employees, indicating that by creating awareness surrounding social
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engineering and making cyber security relatable, it will result in employees easier
implementing precautions to their routines.
Nonetheless, the empirical results depict that there is a lack of external communication
concerning the county council as it does not have a unified communication platform
where it can reach out to other county councils in Sweden. Instead, the county council
has limited communication solely with those councils that they have already
established, friendly, connections with. This may enable cyber intelligence being
exchanged to some extent, although it may also be inhibitory to some degree as valuable
intelligence that other councils may hold, is lost. A problem is that the council is not
allowed to disclose actual events due to confidentiality, which in turn may affect the
quality of the intelligence. However, we believe that by solely creating awareness
amongst county councils regarding for instance types of incidents that recur often and
suddenly, could entail better measures for prevention being put in place. The authority
also has external communication and exchange of intelligence with other authorities
through annual round-table meetings, which is perceived by the authority to be
beneficial as many authorities face similar challenges when it comes to preventing cyber
incidents. This further emphasizes our belief regarding the importance of external
communication and collaboration in a bid to increase awareness amongst public
organizations in a bid to prevent incidents.
5.2.7 Culture
The aspect of culture is perceived by us to be an influential factor in terms of incident
prevention, based on the empirical results and literature. The empirical results suggest
that incorporating the management system in all routines and strategies, and performing
them in a concrete order, leads to a good security culture. The CISO at the authority
expressed that a slow change culture is a challenge when it comes to incident
prevention, though it helps to have routines documented and subsequently embedding
them in the internal processes. Literature (Knapp et al., 2006) further suggests that
support from the top management predicts an organization’s security culture, and the
higher the support is, the more tolerant will the organization’s culture be towards good
security practices. Nonetheless, the slow change culture, which we perceive to be a
challenge that many large public organizations face, influences the speed of prevention.
As stated in the empirical results, incidents may recur due to working methods, routines
and processes, which is probably due to the perception that people do not always
appreciate change. The authority understands and respects that it takes a very long time
to change an organization, which is why the authority is guided by a deliberate, longterm strategy. Part of this strategy has to do with communication and site visits, which
was previously discussed. Acknowledging cultural aspects as a contributing factor to
commitment to routines and processes regarding cyber security, and taking these
aspects into consideration when formulating strategies is something we consider highly
beneficial in the long-term. Furthermore, the aspect of having access cards is something
both organizations view as beneficial in terms of sustaining a good security culture.
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Most importantly, communicating the necessity and advantages of having access cards
could possibly enhance the awareness and contribute to a better security culture.
Another important cultural aspect is, in accordance with MSB (2018d), that cyber
security is a relatively new area, and thus people often do not understand the purpose or
benefit of it. This is why, we perceive, communication and education to play an
important role when it comes to contributing to an organizational culture where security
measures are accepted and embraced. This is supported by the empirical results which
indicate that people often do not see the value with cyber security prevention, but
instead only views it as an expense. In addition, the IT Security Officer at the county
council implied if employees do not follow routines, then how secure the technology i
does not matter. This goes in line with what the literature (Knapp et al., 2006) argue;
that if organizational culture does not embrace information security, then all the
technology in the world will not help. We find it important to communicate the value
and increase the knowledge with the employees regarding cyber security incident
prevention. As earlier discussed, the biggest threat to cyber security is humans, and
literature (Hu et al., 2012) imply that perceived goal orientation in terms of
organizational culture has a substantial impact on employees attitudes. Which further
emphasizes how cultural aspects permeates other previously discussed factors.
Furthermore, the fact that both organizations operate within the public sector is
something we believe may inhibit the pace to adapt to changes to routines or
information gathered from business intelligence. As previously discussed, empirical
results suggest that there exists a slow change culture, and that it takes time for changes
to be embraced. This goes in line with literature (Van der Heijden et al., 2004) who
states that organizations are characterized by systemic lock-in and are thus limited to
learn and adapt to changes. We assert that public organizations may especially be
characterized by this systemic lock-in due to, as literature (Parker & Bradley, 2000)
depicts it, public organizations being characterized by rules, procedures and stability.
Hence, we perceive that public organizations may be, due to the aspect of stability and
rules imposed on them, experiencing a locked culture, which contributes to them being
characterized by a slow change culture. Taking into consideration the aspect of
digitalization, which is slowly transforming public services and entire public
organizations, we believe, in accordance with literature (Weerakkody et al., 2016), that
it will define how these organizations evolve, for instance regarding culture to fulfill
established goals. In addition, we believe that since it is voluntary for many public
organizations to report incidents, there exists a possibility that the culture at these
organizations is more relaxed towards reporting incidents. As previously mentioned, if
education is directed towards informing types of incidents that should be reported and
the consequences of reporting them, it may lead to a consistent culture of reporting
incidents.
However, culture is something that we perceive as intangible and could thus be hard to
define, since it could entail practically “everything”, as Forslund (2009) describes it.
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The authors argues that referring culture as climate may have a better impact, which
relates to Rollenhagen and Wahlström’s (2013) partition between security culture and
security climate. The authors suggested that security culture revolves around humans’
basic conceptions, assumptions, and values regarding security, whereas a security
climate revolves around how management prioritizes security issues within an
organization and whether security guidelines are followed. The authors also differed the
two concepts by explaining that security culture is characterized by stability and extends
over time, meanwhile a security climate changes fast. We assert the importance for
public organizations to be able to adapt to dynamic changes occurring in the cyber
environment, in order to keep up with maintaining a flexible security climate. This may
reasonably be challenging for public organizations, given our previous discussion
regarding the aspect of stability which restrains the organizations from being flexible.
However, we assert, in accordance with Rollenhagen and Wahlström (2013), that a
good security culture is often characterized by continuous learning, people being
informed as well as aware of potential security risks. Thereby, we perceive that when
management is working towards a good security culture in the long-term, it may enable
organizations to be increasingly better at adapting to dynamic changes within their
security climate.
5.2.8 Evaluation
Given all other presented factors, the evaluation and constant revision is deemed crucial
in order to ensure proactive prevention of possible future cyber security incidents. As
Ahmad, Maynard and Shanks (2015) argued, previous research are showing that
organizations are not learning from incidents that has already occurred, which we
believe should change. We believe that through evaluation of both previous incidents
and current preventative measures, organizations could adjust their efforts and thereby
minimize cyber security incidents. As expressed by MSB (2018e), organizations should
evaluate their systematic information security process. Both organizations discussed
work concerning evaluation of different aspects of the cyber security work. For
instance, the authority follows up the mandatory educations to make sure all employees
complete it and thereby have the same prerequisites to work securely with IT and
information. Moreover, as expressed by the IT Security Officer at the county council,
the organization has a management system, which is revised on a regular basis.
Similarly, the Management Lead at the authority performs continuous risk analyses and
vulnerability tests, which could also be seen as a way of evaluating current routines and
measures. Hence, both of our interviewed organizations perform evaluations to some
extent. The IT Security Officer at the county council expressed earlier that the aspect of
traceability is important within cyber security, including the evaluation process. To be
able to know if an incident occurred due to flaws in manual or technological routines is
important in order to know how to focus future efforts, and through this minimize the
risk of recurrence. This is in accordance with Forslund (2009), who asserted that if
goals are to fill any function, they need to be measurable. Likewise, the authority was in
agreement and expressed the importance of evaluation in order for resources to be
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prioritized in the area where they are needed the most, which is in accordance with what
Locke and Latham (2002) described about the necessity of feedback.
Furthermore, the authority claims that incidents may recur due to methods, routines or
processes being inadequate. The IT Security Officer at the county council also described
that the rate in which incidents are reported increase after educational efforts, however
this behavior fades shortly after and employees make fewer reports. This behavior goes
in line with what Matsui, Okada and Inoshita (1983) argued, that people generally tend
to increase efforts after they find that they are below target. Hence, once organizations
educate regarding what should be reported in order to prevent future cyber security
incidents and tell employees what needs to be done, they do it. However, we believe
and as the results show, that as time passes so does the commitment if the efforts are not
continued. We argue for that this again shows the importance of continuous educations
and conversations regarding cyber security, as we previously discussed, in a bid to
prevent incidents of this kind. The factor of evaluating and learning from incidents is of
importance for the prevention of future cyber security incidents. As Grispos, Glisson
and Storer (2015) argued, there is much to learn from evaluating both current work and
previous incidents as it helps organizations to improve their security infrastructure. In
addition, MSB (2018e) asserted the importance of organizations’ evaluation of the
suitability, adequacy and effectiveness of its governance for future work. The evaluation
of success rates from all factors above, we believe, to be a key aspect in improving the
prevention of cyber security incidents and minimizing the risks related to cyber security.
As shown within the sections above, all factors are linked together and affect one
another. Through evaluation, organizations could learn everything from what needs to
be further educated, where communication is lacking, if goals are fulfilled to how risks
can be minimized.
Moreover, since the examined organizations operate within the public sector, the aspect
of evaluating routines, procedures, and establishment of goals, among other things, is
something we perceive as fundamental when it comes to proactively preventing cyber
security incidents. With the public sector evolving in terms of digital transformation, it
has become imperative for public organizations to acknowledge the consequences of
digitized operations. In accordance with the empirical results and literature
(Weerakkody et al., 2016), we assert the importance of adapting to the digital society,
whilst maintaining a right of level of security. Thus, by ensuring a secure cyber
environment, the civic trust and the legitimacy of the public sector could be maintained
in the long-term.
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6. Conclusion
In the following section we will conclude the results from the analysis and answer the
purpose of our study. This section will focus on answering the purpose as a whole, and
provide complete, concluded answers to our research questions.
As the public sector evolves with the rest of today’s society and digitally transforms its
operations, it has become clear to us that many factors could affect the level of cyber
security within organizations. However, focus often lies in how organizations should
respond to incidents as they occur, and not how the incidents could have been
prevented. Within the public sector, the consequences of cyber security incidents could
negatively affect citizens and the society as a whole. In addition, previous research
indicates that these incidents often is the result of mistakes or actions from within
organizations, and not external threats, as often depicted in media. Thereby, the aim of
our study was to identify factors that may impact the ability of public organizations to
prevent cyber security incidents, and how organizations would work to maintain a
proactive prevention.
To answer our first research question, which was; What factors may impact public
organizations’ work towards cyber security incident prevention, we identified factors
that we argue as influential in the efforts towards preventing cyber security incidents.
These were; Internal and External analyses, Roles and Responsibilities, Goals and
Regulatory documents, Education, Communication, Culture, and Evaluation. As
depicted through our analysis, both previous literature and our empirical data highlight
the importance of these factors, both individually and in relation to each other. To what
extent public organizations work with these factors, indicates the level of how wellprepared they are for future security incidents. We believe the identified factors
contribute, both directly and indirectly, to the organization's ability to prevent cyber
security incidents. Given the identified influential factors, we have discussed possible
ways of how public organizations could work towards proactive prevention of incidents.
This leads us forward to our second research question; How could public organizations
work to proactively prevent cyber security incidents? Focus here lies on providing
inspiration as to how the prevention work could be established.
Due to the aspect that public organizations are characterized by stability and
regulations, the external requirements that affect the organizations are inevitable and
must thus be taken into consideration when formulating goals, policies and other
regulatory documents. Another important factor is that of risk, and being able to foresee
them and thereby implement appropriate measures in accordance with the assessed
risks. In order to prevent these risks from occurring it is of importance that the other
identified factors are taken into consideration. A part of the work towards preventing
cyber security incidents, and minimizing risks, is to have well-defined roles and
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responsibilities, and as previously mentioned, we argue for the need of dedicated
incident prevention teams, IPTs. Unlike SIRTs and current ad-hoc response teams, IPTs
would contribute to a proactive prevention process. Having a combination of both a
preventative and a responsive team, would most definitely entail an optimal allocation
of resources to ensure incident prevention. However, since empirical results indicate
that resources are currently scarce, it would be a process that would need to be initiated
as soon as possible, nonetheless, it will require time. Furthermore, employees working
towards clear and relatable goals is something we perceive to be highly influential as to
how well employees follow established routines and procedures. This is closely
connected to the aspect of education and communication. To adapt educations to
dynamic changes that occur in the cyber environment is imperative to ensure that
employees possess the required knowledge as to how to ensure routines to be followed
correctly and safely. In addition, it is important for the management to communicate
and make employees aware of the consequences of cyber security incidents and the
proper way to prevent them. Communicating and educating employees could further
influence the organizational culture, and subsequently the security culture. Public
organizations may be characterized by a slow change culture, however, we assert that
these organizations may also, with the right way to communicate and educate,
contribute to increased stability in security climates. Finally, the aspect of evaluation is
key to ensure a consistent, proactive approach to preventing incidents. To continuously
evaluate routines, procedures, and goals, is by us considered to be a key, influential
factor that contributes to the prevention of cyber security incidents.
Moreover, we are aware that there may exist additional factors that could impact public
organization’s ability to prevent cyber security incidents. However, the factors we
identified were collected from previous literature and this study’s empirical data. Since
our study is limited in terms of scope, we could solely base our answers on the literature
and the empirical data we were able to collect in relation to this limitation. The
continuous development of the public sector, in terms of both digital transformation and
related security aspects, will definitely introduce and uncover additional influential
factors, some of which may be critical.

6.1 Research Contribution
Based on the conclusions above, we deem the purpose of this study to be fulfilled. We
believe we have contributed with both theoretical contributions, as well as practical
implications. The theoretical contribution of this study is the highlighted importance of
the socio-technical relationship when it comes to preventing cyber security incidents. In
addition, the identified factors contribute to both current research, as well as providing
practical implications. We believe that other public organizations may be inspired by
the challenges and opportunities that the examined organizations in this study has faced.
We are aware that the generalizability of this study may be limited due to this study
solely examining two organizations in the Swedish context. However, we believe that
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the identified factors could still be relevant to many organizations within the public
sector, especially within cyber security, which we perceive to be a dynamic field.
Hence, the identified factors could become increasingly important, however the level of
importance may vary in between organizations, depending on matters of priority or
focus.
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7. Reflection and Suggestions for Future Research
In the final section of this thesis we will reflect over the study’s results in relation to this
study’s credibility and transferability, as well as present suggestions for future
research.
During the course of our study, we have strived to maintain trustworthiness and quality
by following the criteria introduced earlier in the methodology chapter, section 3.7. In
order to ensure that the empirical data that we collected was interpreted correctly, we
had our interviewees approve the content. This procedure entailed an increased
credibility to our study’s results. However, due to the subject of our study being
sensitive to the examined organizations, we are aware that they may have chosen to not
disclose the complete picture of their current situations and experienced challenges. Our
access to the organization’s work towards preventing cyber security incidents could
thereby be seen as somewhat limited. In addition, the number of interviewees could also
be perceived as scarce and thus limit the findings. Nonetheless, all interviewees were by
us viewed as reliable sources due to their expertise and/or management positions within
the organizations. Thus, we find the credibility of this study’s findings to be
trustworthy. However, due to the scarce number of interviewees and the fact that there
are solely two public organizations that have been examined, the study’s transferability
could be perceived as limited. Since we have limited our empirical data collection, we
have only been able to take into account two organization’s contexts, as well as the
interviewees own experiences and perceptions. Hence, this study’s findings may not be
widely applicable within other organizations or across industries. Although, as stated in
the empirical results, public organizations often face the same types of challenges, and
thereby we assert that our findings could contribute with insights that other public
organizations may view as valuable in terms of how to work to prevent cyber security
incidents.
Given the discussion above, we have come to realize the limits of our study. However,
these limitations, in turn, lead to possible areas of future research. In order to receive a
broader generalizability, we suggest that future research may include a qualitative or
quantitative study where employees are the main respondents. A study of this kind
could contribute with additional factors and significant relationships that may affect
organizations’ ability to prevent cyber incidents. Our study has solely taken into account
the perspectives of the management of each organization, thus a study that takes into
account employees’ perceptions and experiences, on different levels of an organization,
could uncover insights that our study has not been able to contribute with. A study of
this nature could, ideally, offer a more consistent representation of challenges and
opportunities in terms of preventing incidents.
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Another suggestion for future research is to limit focus to solely examining one of the
factors presented in this study. This could further deepen the knowledge regarding how
organizations could prevent cyber security incidents. For instance limiting the research
area to solely the aspect of education, could entail more detailed insights regarding
current shortcomings, difficulties, as well as possible educational enhancements. A final
suggestion is to apply the insights from our study to the private sector, and investigate
both differences and similarities, in order to reach insights that applies across sectors or
industries.
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Appendix B - Interview guide
1.
2.
3.
4.
5.

Are we allowed to record the interview?
Would you or your organization like to be anonymous?
What is your role and what does it entail?
What is your previous experience within the field?
Do you find IT -security/Information security to be a priority within the
organization? Should it be and to what extent?
6. What activities do you conduct in order to identify risks?
a.
Business Intelligence?
b.
Gap-analysis?
7. What are the risks in the current work situation connected to cyber security?
8. How does your organization work with prevention of cyber security incidents?
9. Is there a clear goal/goals with the work to prevent cyber security incidents? If
yes, what are they?
10. Are there clear roles and responsibilities within the team?
11. In case of incidents, are there already created teams in place to solve the
situation or is it more of an adhoc situation?
12. How do you work with documentation?
13. How do you express the importance of IT-security/Information security
throughout the organization?
14. How do you express the routines for work connected to cyber security?
Education/Communication?
15. How do you work with follow-ups to ensure that the work is conducted in
accordance with routines and existing protocol?
16. What to you perceive as the greatest challenges connected to the work with IT?
17. How is the collaboration between information security and IT-security?
18. Classifications?
19. Is the fact that you are a part of the public sector in any ways inhibitory or
enabling?
20. How and where do you store information? Cloudbased?
21. How do you balance demands from different stakeholders with different
requirements?
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