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Abstract 

This paper investigates the effects of automating system administration within a virtualized server 

environment. For system administrators, creation and configuration of new Virtual Machines has 

shown to be a common, and yet time and manual labour consuming task. Thus, this process has 

been studied thoroughly to find out in what degree it will lend itself to automation. The nature of 

the process was found to be well-suited for a high degree of automation. The automation tool is 

developed, presented and evaluated. A series of quantitative tests were orchestrated, testing both 

manual configuration and configuration by using the tool. The results were analysed, and it became 

visible that the manual configuration has an interruptive behaviour which is not the case in the 

produced process. The time improvements of the automation are approximated from the gathered 

test data and the results show a significant improvement in process speed-up with a test average 

of 300% corresponding to roughly 22 minutes per configured VM. Note that when calculating time 

saving and process speed-up the assumption is made that two employees are depending on the 

configuration which has been seen often to be the case. 

This work has shed light on the need for a more holistic estimation model of calculating process 

speed-up when you have factors as multiple people being dependent on a process and added time 

due to loss of operator focus (e.g. due to interruptive behaviour during the process). Furthermore, 

a strong case is made for the implementation of process automation in administrative tasks within 

virtualized server environments. 
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1 Introduction 
Virtualization has had a big impact on server environments at universities and commercial 

company’s offices all around the world. By viewing all available hardware as a pool of resources 

and introducing the concept of virtual machines, virtualization is enabling a more effective 

distribution and utilization of resources. [1] 

TEC is a department at Siemens Industrial Turbomachinery AB in Finspång, Sweden, that mainly 

works with developing control system standards for various gas turbine models. The department 

handles a virtualization server environment capsuling the employee’s virtual computers, which is 

the context of this thesis. The virtual machines are being deployed from pre-defined templates in 

the monitoring environment vSphere. System administrators at the employer has created a variety 

of templates with varying versions of the operating system Windows and the employer’s internal 

software installed, to use for fast deployment of new computers serving the needs of the control 

system developers and testers. 

1.1 Keywords 

Virtualization, IT Automation, System Administration, Human-Machine Systems 

1.2 Purpose 

The problem that this thesis will focus on is that it takes a lot of time and manual labour for the 

system administrators at TEC to deploy and configure new virtual machines in the described IT 

environment. Currently at the employer, operating system specific configuration like computer 

name, domain, users and permissions all need to be configured manually on the newly deployed 

virtual machines. Since there is a high demand for new computers the manual configuration takes 

a lot of worktime from the system administrators especially as some of the necessary configuration 

tasks require a system reboot before the configuration process can continue. Besides manual 

configuration is far from fault proof and errors can result in additional time being spent due to the 

process having to be troubleshooted or started over completely. 

The employer demands a tool that will automate the process of configuring virtual machines that 

has been newly deployed in the IT system. Thus, the purpose of this thesis is the development and 

evaluation of such a tool. The evaluation will be aimed at determining the improvements in time 

and manual labour of the process gained by using the produced tool instead of manual 

configuration. 
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1.3 Motive 

The purpose of this thesis is motivated by the employer’s urgency of a solution to the described 

problem. The employer is constantly transitioning to new versions of the internal control system 

software and now efforts are being made to start transitioning to a newer version of the operating 

system on the work computers. This will inevitably result in a lot of new virtual machines being 

created and added to the system during the transition period and the benefit of an automated 

solution of the configuration process will thus have a great impact. 

The employer has also noticed that a fair share of computers that’s in the system has either been 

abandoned by the user without being removed or is not being used enough for its existent to be 

defensible. Evidence points in a direction that this is partly due to the work heavy process of 

configuring new computers. 

1.4 Thesis 

• Which out of the OS configuration tasks, necessary on a new computer in the employer’s 

environment, can be automated? 

• What are the improvements in terms of time from using a produced automated tool versus 

doing the necessary configuration manually? 

1.5 Siemens Industrial Turbomachinery 

Siemens Industrial Turbomachinery AB Finspång is part of a large international concern that 

works with developing, deploying and maintaining power stations and turbomachinery. The 

concern has roughly 360 000 employees in over 190 countries. 
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2 Theory 
For the development of a tool as the one sought after by the employer research efforts are required. 

Some topics of interest for this thesis that will be researched are virtual machine monitors, 

Microsoft’s Windows operating system, a tool and programming language designed for 

automation of Windows administration; PowerShell and software design architectures and 

principals. Different methods for estimating and evaluating the improved process are also of key 

interest for this thesis. 

2.1 Virtual Machine Monitoring 

The virtual machine monitor is a software-abstraction that maps a hardware platform to one or 

more virtual machines first implemented in the late 60s. Because hardware was a scarce resource 

at the time VMM technology flourished. During the 80s and 90s the hardware prices had dropped 

significantly and this along with the new modern multitasking operating systems made the VMMs 

decline in popularity. [1] Even though the setback, the technology was further developed and is 

today widely used, both in fields of academics, research and industry. 

The VMM is the linking layer between the hardware resources and the virtual machines. Due to 

the VMM, the virtual hosts are not required to run on a single computer anymore. Instead they will 

view all available physical hardware as one pool of resources of which the virtual machines can 

utilize on demand. [1] 

VMM offers complete encapsulation of the hosts which leads to a total control over the system, 

enabling the administrators to perform maintenance tasks at run time like for example balancing 

the load on specific hardware or move computers in case of hardware failures. Administrators may 

also suspend and resume machines at any given time as well as perform rollbacks on computers to 

previously stored system states due to the hosts being encapsulated. [1] 

Virtualized IT systems are commonly referred to as cloud computing environments. The benefits 

of cloud computing are many. Firstly, having a centralized pool of hardware resources makes for 

a highly scalable system. The system can also be adapted to be suitable for many different 

developers’ needs of hardware resources. The quality of service (QoS) would often, in old (non-

cloud) computing environments, suffer from incidents such as hardware failures. Clouds deliver 

the flexibility to swap individual systems between hardware which can be used in order to retain 

the QoS in case of a system failure. Clouds can also be made into specialized environments by for 

example adopting the use of special tools or services to fit the purpose of the environment. Clouds 

are cost effective since the hardware resource pool can easily be expanded over time and thus 

minimizes the risk of overspending. Clouds also presents a simplified interface of an otherwise 

complex system of hardware and software interactions. [2] 
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In cloud computing of today VMware’s vCenter is a widely used VMM. vCenter is the VMM used 

for monitoring the computer system that is the context for this thesis. 

The operating system running on the virtual hosts is commonly referred to as the Guest OS. 

2.1.1 Templates 

In the context of computer virtualization, a clone is a copy of a virtual machine, hereby VM. A 

template is a master copy of a VM which can be used for cloning multiple new VMs. When cloning 

VMs the new VM will inherit all the settings, devices, installed software, etc of the machine that’s 

being cloned from. However, the clone will work as a completely individual computer and is not 

in any way linked or bound to the machine cloned from. When the system administrator is happy 

with the VM that will act as a standard for perhaps an entire office, he or she can decide to convert 

the VM into a template. The template cannot be powered on or changed and will now only act as 

a foundation for machines being deployed from it. By this the administrator can know for certain 

that all VMs that are being deployed from the template will be essentially the same. [3] 

2.2 Administration of Microsoft’s Windows OS 

Here some of the key elements of Windows administration will be described to give an overview 

of the characteristics of the operating system implementation. 

For the process that this paper focus on, some necessary Windows administration tasks involves 

editing registry keys, editing computer properties and editing local groups by adding users from 

the Active Directory. 

2.2.1 The Registry 

The Windows Registry is a central hierarchical database that stores configuration data, enabling 

the system to be configured for multiple users, applications and hardware devices. The registry 

will be continuously referenced at runtime for user profile data, application data, folder and file 

property data, data related to what hardware exists and are being used and much more. Though the 

registry can differ a bit from different versions of the operating system the fundamental concept 

and ideas behind the database is the same. [4] 

On Windows the registry is accessible through an interface called regedit. Although regedit offers 

the functionality to read and write entries in the registry often times a registry entry will be be set 

not manually but in a background process of an application. To have an application write an entry 

in the registry the permissions must be granted to both the user and the application. 
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2.2.2 Permissions, Groups and Users 

Like other operating systems Windows must have a way of handling the problem of file security. 

The operating system offers this security through explicitly whitelisting users, groups and/or 

computers that have permissions to the file or folder in question. The whitelisted user, group or 

computer can be located either on the local computer or in any trusted domain that the computer 

is joined to. Permissions can be granted with different object-specific access rights. The generic 

standard access rights are execute, read and write or any combination of these. 

Permission delegation is an important part of system administration especially in an office 

environment consisting of different employees, with different roles, having shared access to parts 

of the system. A good general practice is following the principal of least privilege when giving out 

permissions. The basis of this principle is that an employee is granted access to a file, folder or 

part of the system only if the access is absolutely necessary. Every employee should have as low 

privilege as possible while at the same time be able to perform the job assigned for that problem. 

[5] 

2.2.3 The Active Directory 

Active Directory, or AD for short, was introduced to replace domain functionality in Windows 

2000 Server. AD will keep track of all the objects in the network but in a more efficient way 

because it can be replicated across multiple domain controllers. Through replication of the crucial 

information stored in Active Directory you get both redundancy and load-balancing. 

The domain controller is the centrepiece of an AD. Its purpose is to respond to security 

authentication requests within the AD domain. The domain controller also stores user account 

information. 

The AD is structured with organizational units which is essentially groups or folders that can be 

used to categorize user and computer accounts within the AD. [6] 

2.3 PowerShell 

As previously mentioned PowerShell is a fast and powerful programming language for anyone 

who wants to automate administrative tasks on a Windows PC or Windows Server. 

PowerShell is an open source command-line shell and scripting language built by Microsoft on the 

.NET Framework. It’s a task-based language which is designed specifically for system 

administrators to rapidly automate the administration of a variety of operating systems. [7] 

PowerShell shares many similarities with the UNIX command-line shell which is making it easier 

for Linux and Mac system administrators that wants to transition to the Windows operating system. 
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2.3.1 Using PowerShell for OS configuration 

Functions or commands in the PowerShell programming language are called cmdlets. Listed below 

are some cmdlets, found in [8], that are deemed particularly interesting for implementing the 

automation of the configuration tasks that are necessary for computers in the employer’s IT system. 

• Rename-Computer takes a new name as an input and sets the local computer’s name. A 

flag –Restart can be used to have the computer reboot after the new name was set. 

• Add-Computer takes a domain name as an input and joins the local computer to the domain. 

The flag –OUPath can be used to specify an organizational unit in the Active Directory. A 

default OU path will be used if none has been specified. Add-Computer also gives the 

operator the option to specify a new name which will rename the computer after joining 

the domain. Just like Rename-Computer this cmdlet has a –Restart flag that can be used 

for restarting the computer to make the changes take effect. To be able to join a domain the 

input parameter –Credential must be set to a PSCredential object that has been initiated 

with a set of valid credentials to a domain administrator login. To get an idea of how such 

an object can be created please see Get-Credential below. 

• Get-Credential shows a simple dialog box for inputting a username and password 

combination. Upon pressing the OK button Get-Credential returns a PSCredential object 

that can be stored and used as an input for other cmdlets that require user credentials. 

• Get-ADUser is specific for a Windows Server that is a Domain controller and takes a filter 

as an input and returns the Active Directory user(s) that is included by the filter. The cmdlet 

shares similarities with Get-LocalUser which, like the name suggests, will only return the 

users on the local machine. Corresponding cmdlets exist that return groups, from a local or 

domain-global scope, instead of users. 

• Add-LocalGroupMember joins a user to a computer’s local group. The cmdlet requires 

both a user and group to be specified as parameters. Note that the user can be either located 

locally on the computer or inside the Active Directory domain. 

There isn’t any core PowerShell cmdlet for disabling local users on a Windows computer. 

However, the Windows command net can be used for this exact purpose and running old Windows 

commands in PowerShell pose no problems. The syntax for disabling a local user is net user 

<Username> /active:no. 

2.3.2 Windows Remote Management 

Windows Remote Management, commonly known as WinRM, is the WS-Management Protocol 

implemented by Microsoft. The Web Services for Management protocol is a public standard for 

remotely exchanging management data and was developed by several hardware and software 

manufacturers. This was done in an effort to provide consistency and interoperability for 

management operations across many platforms. 
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With WinRM an administrator can manage a number of computers remotely and simultaneously. 

The PowerShell cmdlet Invoke-Command gives the option to specify one or more remote 

computers to run a script block on. In cases were the computers are not in the same domain the 

remote computers IP address must be resided in the TrustedHosts file of the computer invoking 

the remote script and user credentials of the remote computer must be passed as a parameter. 

The remote computer must also have the WinRM service enabled and running to be able to accept 

remote management traffic. By running the command winrm quickconfig an administrator can 

perform a quick default configuration of WinRM. The default configuration will do the following: 

start the WinRM service and set the service to autostart on boot, set up a listener for the WS-

Management ports to send and receive management messages and create firewall exceptions which 

opens the HTTP and HTTPS ports for the WinRM service. [9] 

2.3.3 PowerCLI 

VMware’s PowerCLI is an extension to PowerShell that enables vCenter operations like cloning 

virtual machines through the PowerShell command-line. The extension provides cmdlets that gives 

the system administrator the power to automate administrative tasks on a virtual machine 

monitoring level. By implementing PowerCLI core cmdlets a developer could potentially automate 

the creation of new virtual machines together with the configuration as one major process which 

would most likely have a very positive impact on both the time and manual labour savings of these 

workloads. However, the design and evaluation of such a tool is beyond the scope of this report. 

2.4 Level of Automation 

It has been well established that the degree of automation of a process has high correlation with 

overall process performance and the mental load on the human operating that process. [10] 

Moreover, the traditional greedy approach of designing automation system that focuses on 

optimizing the utilization of the machine capabilities (technology-centred automation) have 

proven to not always be the most desirable. These design approaches are often driven by the goal 

of cost reduction from reducing the workload of the human operators. However, experiments 

conducted in [11] suggest that processes gain the most in terms of performance from automating 

the implementation portion and leaving the decision making or option generation portion to the 

human operator. The results further show that a full automation of the implementation portion can 

lead to great losses in performance by effect of a failure of the automated system. There are many 

proposed taxonomies of dividing option generation between human and machine by for example 

having the machine propose suggestions of options to the operator and the operator may then 

choose to accept or ignore the suggestion. The success of such systems will of course vary on the 

nature of the process and the implementation but the results from the conducted experiment 

showed that joining human and machine option generation significantly degraded performance 

compared to leaving the generation solely to the human or the machine. [11] 
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2.4.1 Computer Wait Time and Operator Attention Span 

According to earlier studies human operator’s frustration levels and attention span correlates 

heavily with the time spent waiting on a computer task. Studies have shown that after 10s delay 

the human operator is highly likely to shift focus from the current task and start doing something 

else. 

2.5 User testing 

Quantitative testing aims at producing statistical test results. It is not safe to assume that statistical 

results are generally more reliable than results gained from insight-oriented studies. Thus, it’s 

important to make sure that the quantitative study does not generate results that are too narrow or 

misleading. [12] 

When designing test cases, it is important that they resemble real-world problems, so that the 

yielded result become relevant for the project. The participant should not be provided with any 

clues for the task and leading text should be abstract by for instance not referring to the exact labels 

of buttons. Another important step is to make sure that the designed test case is tested before the 

actual test-series begin. [13] 

2.5.1 Quantitative studies 

Besides what’s been mentioned above, quantitative studies have some additional factors that may 

impact the quality of the study. The test should only be possible to solve in one way, i.e. there 

should only be one success criterion. If different participants vary in their methods for solving the 

test, or even has different solutions, then the results will not be comparable. The collected data 

won’t correspond to the same task or process. To avoid this, it is important to provide as many 

details as necessary and leave as little up for interpretation as possible. This will help in keeping 

the test narrow and focused. Any credentials or personal information required during the test 

should be generic or at least emotionally neutral to the test participant. This can avoid feelings of 

unease or hesitance from the participant when asked for such details during the test and will thus 

yield a better result. Lastly, when a quantitative test study has been started, no part of the tests 

should be changed in any way until the study is finished. [13] 
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3 Method 
Initially the scientific field will be overlooked in a qualitative literature study. The purpose of this 

study is to first get an introductory overview of the subject being studied and secondly to find good 

information sources that can be used as reference when developing and evaluating the tool. 

In order to evaluate the resulting product of this thesis and to answer the scientific issue “What are 

the improvements in terms of time from using a produced automated tool versus doing the 

necessary configuration manually?” a quantitative test-serie will be conducted and given to several 

system administrators working at the employer. All the test participants have a good general 

knowledge surrounding the types of tasks they will be presented to during the test. 

3.1 Research and planning 

During the literature study the following sources, not written in any particular order, will be used 

for finding scientific resource material: 

• Google Scholar – Google’s search engine for scientific articles. The scope of the engine is 

a great number of databases for online scientific material. Among these producers are well-

known brands like IEEE, ScienceDirect, ACM, etc. 

• Microsoft’s Documentation – Microsoft’s own documentation will be frequently used as 

reference during this project. Microsoft provides both a detailed documentation of 

PowerShell as well as information specific to the operating system Windows. 

• VMware’s Documentation – Information specific to VMware and vSphere will be gathered 

from documentation the documentation provided by VMware. 

• The employer’s internal documentation – To learn about the system and existing solutions 

at the employer. 

The goal with the introductory literature study is to gather enough information to be able to answer 

the first scientific issue “Which out of the OS configuration tasks, necessary on a new computer 

in the employer’s environment, can be automated?”, to develop a tool that fulfils the requirements 

of the employer and to be able to decide on a good method for evaluating the produced tool. 

3.1.1 Requirements 

The employer requires a tool that automates the process of configuring new computers in the 

employer’s IT system. These are the configuration tasks on a newly deployed VM that the 

employer demands to be automated: 

• Renaming the computer 

• Joining the computer to a domain 
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• Add any number of users to the computer and for each user being able to choose which 

local groups he/she will be a member of. 

• Disable the local administrator account on the computer. 

Furthermore, the tool should also uphold high coding standard, be well-documented and prepare 

way for future improvements and additions. 

To answer which of these can be automated with a PowerShell script the PowerShell and Windows 

documentation provided by Microsoft will be used as reference. To ensure a solution with a high 

level of automation different system design and architecture concepts will be studied. 

3.1.2 Planning 

A lot of time during this project was spent on planning and design. A time plan that scheduled the 

work on a week-by-week basis was carefully designed after discussion with the employer. 

Throughout the planning and design phase of the project meetings were held with representatives 

of the employer to ensure that the plans were made in the right direction. It was during these 

meetings that the initial idea of the project really took form and a concrete design was shaped out 

and specified. Even more meetings and demonstrations were scheduled and held during the 

development process to engage the employer in the solution. These appointments proved to be 

good for the project since some problems that would be hard to foresee in the design phase was 

brought to light and discussed during these sessions. Since the tool was developed by a single 

developer, having these reviews was very important especially for the user-friendliness and to 

ensure overall high quality of the tool. 

The work concluded in a presentation of the tool after which discussions took place regarding 

further development and future work. 

3.2 Quantitative User Testing 

The method chosen for evaluating the improved process of configuring new computers in the 

system is conducting a series of tests with 7 participants. The tests will be divided into two parts, 

with and without the tool, and for each test timestamps showing when the participant is 

active/inactive will be gathered. A test will have a single participant with a list of administrative 

tasks to perform that will correspond to the employer’s necessary Guest OS configuration, as 

previously have been listed. As established in theory, it is important that the test scenario closely 

resemble a real-world problem and thus interviewing the system administrators at the employer 

will be a crucial step in creating a good the test scenario. The participant will first perform all the 

tasks manually. When the new computer has been configured and fulfils all the specified 

configuration requirements the first part of the test is over. All the configurations will then be 

undone, and the computer will reset to its original, newly deployed, state. The participant will then 

start the second part of the test which will be configuring the computer, with the same set of 
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requirements, by using the tool designed to automate the process. That there is an equal process in 

both tasks will be made certain by providing a step-by-step guide for carrying out the manual 

configuration. This avoids the operator from getting stuck and not being able to finish and ensures 

that the results from the two tasks are comparable, i.e. the same process is being tested. Unfair bias 

between the two tasks will be avoided by making sure that each participant has enough time to 

read and understand the test scenario before starting the first task, i.e. the manual configuration. 

The following will be measured and written down: The overall time taken for performing all the 

tasks, timestamps for when the operator is actively doing something that is related to the 

configuration process, timestamps for when the operator is blocked by waiting for a subprocess to 

finish and whether the participant was able to complete the task with the corresponding method. 

For each test there will be a distinction between active and inactive/wait time. Active time will be 

defined as time when the operator is actively performing by either moving the mouse cursor or 

using the keyboard. Moreover, the distinction for these tests will be that all time when the operator 

is not blocked by a wait is denoted as active time and the rest of the time is denoted as inactive/wait 

time. 

A screencasting tool will be used to help managing all the data gathering during the tests. A video 

was recorded for both the manual and automated part of each test, which then was used as source 

material for gathering the total time, active times and wait times for each test. 

Only the result from the five most recent tests of the test series will be used as empirical evidence 

in this study. The leading two tests are only conducted in order to review the test scenario and find 

unclarities. As theory explains, this is an important step in improving the reliability of the test 

series. When test number three has started, no more changes will be made to the test scenario. 
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4 Result 
This chapter will present the results that were given by the studies listed under Method. Initially, 

the chapter will present the tool that has been produced as a result of an literature studying effort. 

Later, the results gained from testing the tool and comparing the new process to the old will be 

presented, compared and put into context. 

4.1 The produced tool 

The theory gathered, by studying the material in the PowerShell online documentation, showed in 

a convincing way that almost the entire configuration process could be automated by using the 

programming language PowerShell. This excludes setting the parameters computer name, domain, 

users and which groups the users shall belong to which vary on a case by case basis and thus will 

still require the input of a human operator. The decision was made to leave the option generation 

process entirely to the human operator. This was done in efforts to protect the operator’s situation 

awareness and to decrease the risk of having to do additional work or start over due to carelessly 

setting the wrong option parameters. 

To ensure a high level of automation one of the trivial but very important steps was to bundle all 

the tasks that require input from a human operator together and separate these tasks from the tasks 

that could be fully automated. This was achieved by creating a program that on an abstract level 

can be seen as having two separate phases as depicted by two blocks in Figure 1. 
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Figure 1. Flowchart of the automated process. The dotted arrows show in what stage of the implementation process the 

input data will be used in. The left-most block (GUI) is represent the option generation phase which require operator 

activity and the right-most block (Config Daemon) represent the implementation phase and is fully automated. 

4.1.1 The Option Generation Phase 

During the first phase the human operator must set all the parameters that will be required during 

the configuration. This is done through a Graphical User Interface. The GUI guides the operator 

through the Setup-process and lets the operator know what's required in each step of the Setup. 

The GUI also serves an important role in preventing failures by validating the input from the 

operator. One benefit of input validation is that it provides the system administrators with the 

power to enforce a general scheme for naming the computers in the system. The input validation 

is also essential for making sure that the configuration progress completes without failure. 



14 

 

The user input phase consists of two setup dialog windows. The first dialog, depicted in Figure 2, 

presents the user with a message explaining what the tool is used for and what information is 

required during the setup. The user is required to enter the IP-address of the computer that is being 

configured, hereby referred to as the target computer, a new name for the target computer, the 

name of the domain which the target computer will be joining, an organizational unit of the Active 

Directory to place the domain account in and finally whether or not the local administrator’s 

account should be disabled (true by default). 

The button labelled ‘Test’ must be clicked in order to validate that the computer is connected to 

the specified domain and that the operator has permission to make changes in the domain. When 

the operator presses the button an input dialog will appear prompting the operator to provide 

authentication for the specified domain. If the authentication is successful, the operator will now 

be able to browse and select an Active Directory organizational unit from the Combo Box1. The 

setup cannot continue until a successful authentication to a domain has been established and an 

organizational unit has been chosen. 

Upon pressing the button labelled ‘Next’ the input data will go through a validation process 

checking whether the form data upholds the following: 

• No empty fields 

• The IP-address is correctly formatted 

• The computer name and domain fields exceed their chosen representative lower character 

limit 

Furthermore, an upper character limit is set on each field (e.g. to prohibit the operator from typing 

a computer name that is longer than what’s supported by the operating system) and thus will 

already be validated upon pressing ‘Next’. 

If the input data passes through all the initial validation the parameters IP-address and Computer 

Name will be validated even further. This time the IP-address will be validated by testing the 

connection along with the previously provided set of local administrator credentials. The validity 

of which are an absolute necessity for the implementation part of the tool. The computer name is 

checked for uniqueness to avoid name conflicts in the domain and Active Directory. 

                                                 
1 A Combo Box is a certain type of graphical user interface element in .NET Framework. This type of element is also 

commonly referred to as a drop-down list and is a list of multiple options where the user can select only one.  
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Figure 2. Dialog window containing the first part of the setup. The right-most container holds information about the tool 

and lets the operator know what input data will be required by the configuration. The left-most container holds a form for 

setting the first set of parameters that will later be required by the configuration daemon. 

The second dialog, is depicted in Figure 3, and gives the operator the option to add one or multiple 

domain users to the target computer as well as showing a summary of the previously selected 

configuration options. When pressing the button labelled ‘Add a user’ the operator will be 

presented with another dialog, as can be seen in Figure 4, containing a list of all the available 

domain users in the chosen domain. Users can be found by using the respective search fields 

provided by the user-selection interface. Upon selecting a user to add a new dialog will pop-up 

containing a list of all local groups of the target computer, see Figure 5. Here the operator must 

choose at least one, but can be multiple, group(s) to join the selected user to. When a set of groups 

have been selected the name of the user will be added to the list labelled “These user(s) will be 

added:” from the dialog window in Figure 3 and the operator can choose to add another user by 

repeating the process. 

When the configuration setup is complete the operator clicks the button labelled “OK” which 

displays a confirmation dialog. Upon confirmation the input phase is finished, and the 

configuration phase of the tool will commence. 
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Figure 3. Dialog window containing the second part of the setup. Here the operator can choose domain users to add to 

specific local groups on the target computer. If the option to disable the local administrator account has not been selected 

in the previous dialog then the operator need not choose any users to add, otherwise atleast one user must be added. 

 

Figure 4. Dialog window for finding and choosing domain users from the domain specified previously in the setup. 
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Figure 5. Dialog window for finding and selecting one or several groups to join the previously selected domain user to. The 

groups are fetched from the target computer and corresponds to it’s local groups. The buttons labeled ‘Import’ can be used 

to quickly add a predfined set of  groups. The import-buttons can easily be editted (in a text-file) and are useful when 

configuring multiple computers for a specific well-known purpose.  

4.1.2 The Implementation Phase 

When all the required parameters are set they will be passed through to the second phase of the 

program. This part of the program will run in the background while providing the operator with 

some information showing the progress of the process. The background process will perform each 

task sequentially. If any of the tasks result in an unexpected error the process will stop and display 

an error message showing what went wrong. The background process part of the program is fully 

automated and require no interaction from the operator and by being set to execute last gives the 

operator the option of doing something else during the emerging wait time. 

In Figure 6 the dialog window giving feedback to the operator during the implementation phase 

can be seen. The dialog has three main elements for displaying the current status of the 

configuration process: 

• A text describing what step of the configuration process is currently being implemented by 

the background process. 

• A simple progress bar showing how many tasks out of all the tasks that has been completed. 

• A list that shows the result of each task. When a task has completed a message will be 

added to the list containing the result of the task (Success/Error) and information regarding 

the changes that been made due to the configuration task. 
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Figure 6. Dialog window showing the current progress of the configuration implementation process. In the list labeled 

‘Status log’ the operator can see results of the previous steps in the implementation. 

When the all the configuration tasks have completed a dialog window appears stating 

‘Configuration completed!’. Now the operator has the chance to go through the status codes of 

each task and also review the changes that has been made before clicking the button labelled ‘OK’ 

which will terminate the tool. This design was chosen to give the operator the freedom of doing 

other work while the configuration is implemented in the background and still being able to get a 

report on the result. 

 

Figure 7. When the implementation is done the tool gives the operator a chance to review the effective changes by looking 

at the messages in the ‘Status log’-list. 
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4.1.3 Overall System Design and Characteristics 

Due to the nature of automation this tool will provide a standardized configuration for all 

computers. Standardization has many benefits. In this case the most notable benefit is that the local 

administrator's account will be disabled by standard which provides an improvement in terms of 

IT-security for the computer environment. 

Efforts have been made to reach high modularity and thereby Separation of Concerns (SoC) 

throughout the development. As previously described the GUI has been separated from the code 

which carries out the actual configuration. Moreover, the program has been further broken down 

into even smaller, more well-defined modules each written in seperate files. A separate module 

was created for each configuration task, dialog window, input validation and test that is part of the 

program. This is in line with the concepts of modular programming and Separation of concerns 

and has proved to give benefits during this project. The most important benefits were seen during 

the development process in that a modular approach makes it easier to rewrite code in a module 

without effecting the other modules. Testing and finding errors will also be easier since you can 

test and debug modules individually. Modularity proved to be a necessity in order to achieve the 

two phases of the tool previously described as the option generation and the implementation phase. 

The way high modularity was achieved in this project was by dividing the program down into 

separate PowerShell scripts. A PowerShell script can call another PowerShell script and wait for 

it to return with a result. The caller can also pass input parameters to the script being called. By 

implementing this behaviour each subscript can be seen like a service that performs a well-defined 

job, which the caller necessarily doesn't know anything about, and whom then returns the result of 

the job back to the caller. This behaviour was implemented in the tool which has a main script that 

calls a number of small and well-defined subscripts in sequential order and waits for the results to 

be reported back to the main program to then be passed to the next stage of the pipeline. Here is 

an example: The main script calls a subscript that display a dialog window which asks the operator 

to enter a computer and domain name. When a button labelled ‘OK’ is pressed the subscript 

terminates and returns the two parameters back to the main script. The main script will then pass 

the parameters to another subscript which handles input validation. The validation script returns 

with a validation result. If the validation was successful the parameters will be passed to another 

subscript that will carry out the actual configuration, and so on. Note here that the script handling 

the input will have no knowledge of how the validation or configuration will be done and vice 

versa. 

  



20 

 

4.2 Test Results 

In this chapter the data gathered from the configuration tests, previously specified in the Method 

chapter, will be presented in graphs. Active and idle time are separated as previously declared 

under Method. 

During all the tests every operator was able to finish both parts. The test results showed that 

configuration with the automation tool yielded a significant time improvement, as visible in Figure 

8 and Figure 9. Both times spent by the operator being active and waiting were shorter in the tests 

with the automated configuration. 

 

Figure 8. Graph showing the distribution between active configuration and wait time during the tests of manual and 

automated configuration. 

The tests also showed that the operator is far more frequently interrupted by short wait times during 

the manual configuration tests; see Figure 10 and Figure 11 for a full comparison. In fact almost 

all the wait time during the automated configuration comes in one consequential block at the end, 

meaning that the operator is not being interrupted nearly as much by wait times throughout the 

active configuration time.  
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4.2.1 Process speedup 

All tests showed a significant speedup of the process when using the automated tool. The biggest 

improvement was seen in the times were the human operator is being active. 

 

Figure 9. Graph showing the process speedup gained by using the automation tool in active, wait and total time for each 

test. 

The highest speed-up was seen in active configuration time were the tests showed an average of 

2.78. The average speed-up for wait times was a little bit lower at 1.68. The average speed-up of 

the total time was 2.31. 
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4.2.2 Manual Configuration 

The test results from the manual configuration showed an interruptive behavior. Here the operator 

is frequently interrupted by wait times during the configuration process. 

 

Figure 10. Timeline showing the human operator's activity during each manual configuration test. 
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4.2.3 Automated Configuration 

In contrast to the interruptive behaviour seen in the manual configuration tests the automated tests 

had little-to-non wait time during the active configuration process. The idle/wait times during the 

active part of the tests are due to the program fetching data from the active directory or target 

computer and are all relatively small, varying from 1-5 seconds. The average wait time for an 

interrupt during the active part of the test is approximately 2.3 seconds. Aside from these, almost 

negligible, interruptions the automated configuration proves to have a two-phase behaviour were 

the first phase requires input from the operator and the seconds phase is purely wait/idle time and 

requires no input from the operator. 

 

Figure 11. Timeline showing the human operator's activity during each automated configuration test. 
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4.3 Time savings 

When computing the average time saving from the samples gathered during the testing 3 different 

computation models was evaluated. The models are defined here and will later be discussed in the 

chapter Discussion. 

4.3.1 Model 1 

The simplest model for computing the time savings of the automated process is to subtract the total 

time taken for manual configuration by the total time taken for the automated configuration. The 

listing below shows a formula representing this model. 

Time Saving = 𝑡𝑜𝑡𝑎𝑙𝑚 − 𝑡𝑜𝑡𝑎𝑙𝑎, 

where 𝑡𝑜𝑡𝑎𝑙𝑖 = total time taken for task i, 

𝑖 ∈ {𝑚 = manual configuration, 𝑎 = automated configuration}  

To get an average value from the samples measured during the testing, the formula below is 

applied. 

Average Time Saving =
∑ (𝑡𝑜𝑡𝑎𝑙𝑚𝑖

− 𝑡𝑜𝑡𝑎𝑙𝑎𝑖
)𝑛

𝑖=1

𝑛
 

Applying this formula on the samples collected during the testing gave an average time saving of 

approximately 9 minutes and 39 seconds. 

4.3.2 Model 2 

The model presented above is problematic since it does not consider the time saved during the 

implementation phase of the automated configuration. As previously mentioned the operator only 

needs to be active during the option generation phase of the automated configuration process, the 

actual implementation is taken care of fully by the tool. The opposite is seen in the analysis of the 

manual configuration were the operator must be active in both the start and end of the configuration 

process. A new formula that neglects this idle/wait time of the automated configuration and thus 

consider all time savings from the automated process is presented in the listing below. 

Time Saving = (𝑎𝑐𝑡𝑖𝑣𝑒𝑚 + 𝑤𝑎𝑖𝑡𝑚) − 𝑎𝑐𝑡𝑖𝑣𝑒𝑎, 

where 𝑎𝑐𝑡𝑖𝑣𝑒𝑖 = The active configuration time during task i, 

𝑤𝑎𝑖𝑡𝑖 = The wait time during task i, 

𝑖 ∈ {𝑚 = manual configuration, 𝑎 = automated configuration} 

The average time savings gained from the automation was 12 minutes and 48 seconds, when 

applying this formula on the data gathered from the tests. 



25 

 

4.3.3 Model 3 

In real usage cases at the employer the configuration of a new machine will take time from both a 

system administrator that is carrying out the configuration and an operator waiting to get access to 

the system. Examples on scenarios were two employees depend on the entire or part of the time of 

the configuration process are when a new employee is recruited or when an employee has for some 

reason lost access to the system, for example due to a corrupted computer image. In these cases, 

the time taken for deployment and configuration of a new computer has even higher significance. 

By making the assumption that the employee waiting for access to the system, hereby the user, 

can’t do anything productive during the time taken for the configuration, the formula below can 

be used to determine the time savings gained from automating. Please note that only the user must 

wait for the entirety of the automated configuration, the operator carrying out the configuration is 

only bound to the active part of the configuration, and thus 

Time Saving = (𝑇𝑆𝐵𝐴𝑚 + 𝑇𝑆𝐵𝑈𝑚) − (𝑇𝑆𝐵𝐴𝑎 + 𝑇𝑆𝐵𝑈𝑎) =*/ 

𝑇𝑆𝐵𝐴𝑚 = 𝑇𝑆𝐵𝑈𝑚 = 𝑎𝑐𝑡𝑖𝑣𝑒𝑚 + 𝑤𝑎𝑖𝑡𝑚, 

𝑇𝑆𝐵𝐴𝑎 = 𝑎𝑐𝑡𝑖𝑣𝑒𝑎, 

𝑇𝑆𝐵𝑈𝑎 = 𝑎𝑐𝑡𝑖𝑣𝑒𝑎 + 𝑤𝑎𝑖𝑡𝑎 

/∗= (𝑎𝑐𝑡𝑖𝑣𝑒𝑚 + 𝑤𝑎𝑖𝑡𝑚 + 𝑎𝑐𝑡𝑖𝑣𝑒𝑚 + 𝑤𝑎𝑖𝑡𝑚) − (𝑎𝑐𝑡𝑖𝑣𝑒𝑎 + 𝑎𝑐𝑡𝑖𝑣𝑒𝑎 + 𝑤𝑎𝑖𝑡𝑎) = 

2 ∙ (𝑎𝑐𝑡𝑖𝑣𝑒𝑚 + 𝑤𝑎𝑖𝑡𝑚) − (2 ∙ 𝑎𝑐𝑡𝑖𝑣𝑒𝑎 + 𝑤𝑎𝑖𝑡𝑎) 

where 𝑇𝑆𝐵𝐴𝑖 = Time Spent By Admin during task i,    

𝑇𝑆𝐵𝑈𝑖 = Time Spent By User during task i, 

𝑎𝑐𝑡𝑖𝑣𝑒𝑖 = The active configuration time during task i, 

𝑤𝑎𝑖𝑡𝑖 = The wait time during task i, 

𝑖 ∈ {𝑚 = manual configuration, 𝑎 = automated configuration}  

And thus, the average time saving can be computed by: 

Average Time Saving = ∑
(2 ∙ (𝑎𝑐𝑡𝑖𝑣𝑒𝑚𝑖

+ 𝑤𝑎𝑖𝑡𝑚𝑖
) − 2 ∙ 𝑎𝑐𝑡𝑖𝑣𝑒𝑎𝑖

− 𝑤𝑎𝑖𝑡𝑎𝑖
)

𝑛

𝑛

𝑖=1

 

While using this computation model the highest time saving was measured measuring to 

approximately 22 minutes and 27 seconds.  
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5 Discussion 
Careful measures have been taken to ensure that the method for evaluating the produced 

automation tool upholds high reliability. However, the decision to use the same configuration 

parameters for both the manual and automated tasks during each test might have had an negative 

impact on the reliability of the results. By that there is a risk that the operator is more familiar with 

the data during the second task. However as previously mentioned, some efforts were made to 

minimize this negative impact by urging the operators to familiarize with the configuration 

parameters in forehand. By placing the two tasks in the same order, i.e. manual first and automated 

second, there is also a risk that the test will be in favour of the last task due to the fact that the 

operator may feel more comfortable or focused when the first task is completed. This could and 

should have been avoided by switching around the order between the individual tests. 

The first computation model presented during this paper represents a very simplistic approach to 

computing the time savings gained from the improved process. For the case at the employer, 

however, this simple view is not sufficient in covering the full picture of the studied process and 

thus is not a good fit for estimating the average time savings gained by using the tool.  

Since the number of people waiting for the configuration process vary on a case by case basis it’s 

difficult to create a realistic computation model for the average time saving of the tool. Thus, a 

most realistic computation would presumably be a combination of model 2 and model 3 but 

additional research efforts would be required to investigate. 

Though the test results showed a relatively high performance of the process some new questions 

have arisen and remain unanswered regarding the true time savings of the automation tool. The 

first one being “What is the impact of the reduction in operator situation awareness and manual 

skill on the process performance?” To answer this question the performance during a failure of the 

developed system must be measured after it have been in use for a longer period of time. (Only 

then can it be expected to start seeing the negative impacts on operator skill and situation 

awareness.). 

The second point of discussion that arose is “What is the effect on performance due to interruptive 

wait times during the manual configuration”. As gathered from the studied articles, facing delays 

and wait times in the magnitude of seconds during a process increases the likelihood of the process 

being pre-empted by the human operator.  

The computation models presented in this paper don’t take in to consideration any additional time 

delay suffered from loss of focus of the operator due to an interruptive behaviour of the 

configuration process. Further research would be needed to determine whether a model that’s 

weighted by the degree of interruptive behaviour would prove to be more accurate to reality and 

perhaps give a more holistic image of the configuration process. The model proposed should be 
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weighted in such a way that a high frequency of interruptions suffered by the operator during the 

configuration process is more likely to take longer time due to loss of focus from the operator. 
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6 Conclusion 
In conclusion, the process of doing office environment-specific configuration is well-suited for 

automation to a high degree since the implementation portion of the process can be very consuming 

in terms of time and workload. 

The time improvements gained from the developed automation design has been calculated from 

the test data and the process speed-up seen was over 300% which corresponds to an average of 22 

minutes and 27 seconds per process. However as discussed, in the calculations there has been some 

limitations and lack of consideration for a few factors that can potentially have an impact on the 

result. Thus, some opportunities for further research efforts have been proposed to produce a 

method for more accurately approximating time improvements yielded by processes that multiple 

people might be depending on and were interruptive behaviour in form of system delay might have 

an impact on the operator focus and there by the total time of the process.  
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