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Abstract 

Since software products are heavily used in today’s connected society, design 

and implementation of such software products to make them resilient to security 

threats become crucial. 

This thesis addresses some of the challenges faced by software vendors when 

developing secure software. The approach is to reduce the risk of introducing 

security weaknesses to software products by providing solutions that support 

software developers during the software lifecycle.  Software developers are 

usually not security experts. However, there are methods and tools, such as the 

ones introduced in this thesis, that can help developers build more secure 

software. 

The research is performed with a design science approach, where the risk 

reducing method is the artifact that is iteratively developed.  Chronologically, 

the research is divided into two parts. The first part provides security models as 

a means of developing a detailed understanding of the extent of potential 

security issues and their respective security mitigation activities. The purpose is 

to lower the risk of introducing vulnerabilities to the software during its 

lifecycle. This is facilitated by the Sustainable Software Security Process (S3P), 

which is a structured and generally applicable process aimed at minimizing the 

effort of using security models during all phases of the software development 

process. S3P achieves this in three steps. The first step uses a semi-formal 

modeling approach and identifies causes of known vulnerabilities in terms of 

defects and weaknesses in development activities that may introduce the 

vulnerability in the code. The second step identifies measures that if in place 

would address the causes and eliminate the underlying vulnerability and support 

selection of the most suitable measures. The final step ensures that the selected 

measures are adopted into the development process to reduce the risk of having 

similar vulnerabilities in the future. 
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Collaborative tools can be used in this process to ensure that software 

developers who are not security experts benefit from application of the S3P 

process and its components. For this thesis, proof-of-concept versions of 

collaboration tools were developed to support the three steps of the S3P. 

We present the results of our empirical evaluations on all three steps of S3P 

using various methods such as surveys, case studies and asking for expert 

opinion to verify that the method is fully understandable and easy to perform 

and is perceived by developers to provide value for software security. 

The last contribution of the first part of research deals with improving product 

security during requirements engineering through integration of parts of S3P 

into Common Criteria (CC) and in this way to improve the accuracy of CC 

through systematically identifying the security objectives and proposing 

solutions to meet those objectives using S3P. The review and validation by an 

industrial partner leading in the CC area demonstrate improved accuracy of CC. 

Based on the findings in the first part of the research, the second part focuses 

on early phases of software development and vulnerability causes originating 

from requirements engineering. We study the challenges associated with 

introducing a specific security activity, i.e., Security Risk Assessment (SRA), 

into the requirements engineering process in a large-scale software development 

context. Specific attention is given to the possibility of bridging the gap between 

developers and security experts when using SRA and examines the pros and 

cons of organizing personnel working with SRA in a centralized, distributed, or 

semi-distributed unit. As the journey of changing the way of working in a large 

corporation takes time and involves many factors, it was natural to perform a 

longitudinal case study - all the way from pilot studies to full-scale, regular use. 

The results of the case study clarify that introduction of a specific security 

activity to the development process must be evolved over time in order to 

achieve the desired results. The present design of the SRA method shows that it 

is worthwhile to work with risk assessment in the requirements phase with all 

types of requirements, even at a low level of abstraction. The method aligns well 

with a decentralized, agile development method with many teams working on 

the same product. During the study, we observed an increase in security 

awareness among the developers in the subject company. However, it was also 

observed that involvement of security experts to ensure acceptable quality of the 

risk assessment and to identify all risks cannot be totally eliminated. 
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Populärvetenskaplig sammanfattning 

Med tanke på att programvaruprodukter i stor utsträckning används i dagens 

uppkopplade samhälle är det absolut nödvändigt att utforma och implementera 

sådana programvaruprodukter för att vara motståndskraftiga mot säkerhetshot. 

Denna avhandling presenterar forskning som tar itu med några av de 

säkerhetsutmaningar som programvaruleverantörer står inför. Tillvägagångs-

sättet är att minska risken för att säkerhetsbrister i programvaruprodukter 

överhuvudtaget införs genom att tillhandahålla stöd för programvaruutvecklare 

under programvarans hela livscykel. De flesta programvaruutvecklare är 

vanligtvis inte säkerhetsexperter. Det finns dock metoder och verktyg, likt de 

som beskrivs i denna avhandling, som kan hjälpa utvecklare att bygga säkrare 

programvara. 

Forskningen genomfördes med en ”design science” metod där vi gradvis 

byggde, prövade och förfinade vår metod för att upptäcka och hantera 

säkerhetsrisker. Kronologiskt är forskningen uppdelad i två delar. Den första 

delen tillhandahåller säkerhetsmodeller som medel för att utveckla en detaljerad 

förståelse för omfattningen av potentiella säkerhetsproblem och deras respektive 

motåtgärder. Syftet är att minska risken för att programvarusårbarheter 

introduceras i programvaran någon gång under dess livscykel. Detta görs med 

hjälp av S3P (Sustainable Software Security Process) som är en strukturerad och 

generellt tillämpbar process som syftar till att minimera arbetet med att använda 

säkerhetsmodeller under alla faser av programutvecklingsprocessen. Forsknings-

bidragen omfattar både stöd för att bygga säkerhetsmodeller av hot och hur 

hoten och deras motmedel hänger ihop. När väl motmedel är definierade byggs 

en process som garanterar att motmedlen ändvänds. Detta kompletteras med 

metoder och verktyg för att integrera processen med befintliga utvecklings-

metoder. 
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Forskningen i denna del har validerats kontinuerligt med enkäter, intervjuer 

och genom att hämta in expertomdömen om huruvida S3P är begripligt och 

användbart. 

Den andra delen av forskningen fokuserar på tidiga faser av programvaru-

utveckling och utmaningarna med att införa en specifik säkerhetsaktivitet, 

säkerhetsriskbedömning under kravutveckling (engelsk akronym: SRA) i en 

storskalig industriell kontext hos ett företag som utvecklar infrastruktur som är 

kritisk för hela samhället Det är många faktorer som påverkar införandet av en 

sådan process, både tekniska, metodmässiga och organisatoriska. Därför har det 

varit naturligt att genomföra denna del som en fallstudie över flera år där SRA 

införs och anpassas i flera etapper hela vägen från initiala pilotstudier till 

fullskalig, reguljär användning.  Speciellt var vi intresserade av att försöka hitta 

för- och nackdelar med att organisera personal som utför SRA i en centraliserad, 

distribuerad eller delvis distribuerad enhet. 

Resultaten från fallstudien visar på den långa resan man måste vara beredd på 

när man ändrar ett arbetssätt för att få önskat resultat. Det som kan konstateras 

med nuvarande utformning av SRA är att den ger ett positivt bidrag till 

företagets säkerhetsarbete och att den ursprungliga idén med att införa 

riskanalys på alla typer av krav på en relativt låg abstraktionsnivå håller. SRA 

harmonierar nu väl med den följsamma (en. agile) och decentraliserade 

utvecklingsmetoden som används med flera team som jobbar med samma 

produkt. Under studien kunde också noteras hur medvetenheten om säkerhet 

ökade hos alla utvecklare, även om det inte var specialister på säkerhet. Man bör 

dock notera att man inte helt kan utelämna säkerhetsexperter, då de spelar en roll 

i att övervaka processen och se till att inga risker blir oupptäckta. 
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Introduction 

1 Research context 

Technology is at the center of modern society and people’s lives are 

dependent on technology that is provided through different devices, solutions, 

and services. Software products are the building blocks of these artefacts in 

today’s globally connected society and are used by everyone in almost every 

area. Critical infrastructures rely on software solutions and continuity in the 

functioning of these infrastructures is heavily dependent on the reliability and 

security of respective software and information systems. A minor interruption in 

services provided by critical infrastructure may result in major impacts on 

individuals, governments, and organizations. Interruptions may be the result of 

software failures, especially failures due to intentional exploits of software 

flaws. 

The results of an intentional interruption or disturbance of certain critical 

infrastructures might not be limited to local consequences and could even result 

in a global crisis. In this thesis, we are interested in the risks related to software 

failures and aim to contribute to software society and to reduce the risk of 

exploiting software flaws. Contributions like this are part of what we know as 

Cybersecurity. 

According to the International Telecommunications Union, Resolution 181 

[1], “Cybersecurity is the collection of tools, policies, security concepts, security 

safeguards, guidelines, risk management approaches, actions, training, best 

practices, assurance and technologies that can be used to protect the cyber 

environment and organization and user’s assets. …  Cybersecurity strives to 

ensure the attainment and maintenance of the security properties of the 

organization and user’s assets against relevant security risks in the cyber 
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environment. The general security objectives comprise the following: 

Availability, Integrity, which may include authenticity and non-repudiation and 

Confidentiality".  

Figure 1 summarizes the cybersecurity concepts and their relationships. As 

mentioned, our focus in this thesis is on “risk” and its reduction as a central 

concept of cybersecurity. In the remainder of this chapter, we give an overview 

of cybersecurity challenges and provide an introduction to the existing 

approaches to supporting society in dealing with these challenges (including 

legislations and standards to deal with such legislations). Furthermore, we 

present examples of the type of difficulties that software vendors face when 

attempting to use these approaches and achieve proper risk management. Using 

this context, we present our research focus and contribution.  

 

 

Figure 1. Cybersecurity concepts and their relationships. 

1.1. Cybersecurity challenges 

There are various factors that contribute to cybersecurity challenges. These 

factors, as shown in Figure 2, have resulted in a significant increase in attack 

surface and more opportunities for an adversary to take the advantages of the 

situation. An increase in attack surface means that individuals and organizations 

are facing a higher risk to any asset they value in the cyber world including 
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personal information and all digital data and are dependent on effective and 

practical risk management approaches.  

1.1.1. Ever-increasing digitalization 

A report based on responses from 600 companies in 33 European countries by 

RSM International, concludes that “although 80% of leading European 

businesses say digital transformation is a current strategic priority for their 

business, a significant number of businesses do not have a formal cybersecurity 

strategy in place and amongst those that do, display a lack of faith in these 

strategies to protect them” [2]. Ever-increasing digitalization means that 

adversaries can run broader, and deeper attacks with more lasting impacts 

compared to less digitalized society. 

 

 

Figure 2 . Cybersecurity driving factors. 

1.1.2. New Technologies  

The speed of digitalization and the space it explores is largely under the 

influence of underlying technologies such as 5G and Internet of Things (IoT).  

5G networks [3] are on their way to touch all aspects of life. IoT  connects 

people, devices and industry sectors and it is predicted that up to 75.44 billion 

devices will be connected worldwide with IoT by 2025 [4]. These technologies 

also contribute to an increase of attack surface and a new threat sphere. 

1.1.3. Geopolitics 

Another important factor that increases the importance of software system 

security is the geopolitical situation we have been facing in recent years, 
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wherein the risk of cyber-attacks has increased due to cyberwarfare merging 

with traditional warfare.  

According to Rid [5], all politically motivated cyber-attacks are merely 

sophisticated versions of three activities that are as old as warfare itself: 

sabotage, espionage, and subversion. These are the factors that drive the ever-

increasing rate of state-sponsored cyber activities. Based on the Council of 

Foreign Relations’ tracker, twenty-eight countries are suspected of sponsoring 

cyber operations, including the United States [6], where states and their proxies 

conduct cyber operations that support their foreign policy interests. 

The impact of this trend on businesses and in particular information and 

communications technology (ICT), is becoming more critical, especially in 

recent years. For example, the increased tension between the United States of 

America and China, national security concerns around the world and 

international and national tensions have a direct, visible, and increasingly 

immediate impact on cybersecurity challenges. The coronavirus pandemic and 

its impact worldwide in 2020 has also impacted the situation by accelerating the 

conflicts between China and the United States [7].  

1.2. Legislations, regulations and standards  

The increased attack surface indicates that cybersecurity must become an 

essential part of all types of business, in particular businesses that specialize in 

software or information and communication technology. This puts the main 

responsibility on software vendors and infrastructure operators, as well as 

governmental and non-governmental organizations who are ICT stakeholders, to 

deploy effective and practical methods and processes to protect the society and 

individuals.  

In general, legislation is created to protect the interests of society against 

cybersecurity challenges. Governments develop regulations to enforce 

legislation and standards provide specifications to ensure that regulations are 

followed. By following cybersecurity standards and certification, vendors can 

address the diverse set of security and privacy regulations. In this way, vendors, 

provide a motivation on why users shall trust their products and offer the basis 

for software system users to compare the products of different vendors. Despite 

this benefit, vendors must deal with the challenge of how to comply with 

standards and provide the required evidence. In the following sub-sections, we 

provide an overview of existing legislation, examples of risk-based standards 

and challenges that software vendors face when following such standards. 
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1.2.1. Cybersecurity legislations 

To meet cybersecurity demands, there are an emerging number of directives, 

and regulations which put requirements on all software product stakeholders to 

provide secure solutions. Such requirements are driven by national policies of 

the European Union [8], federal [9] and state governments [10] in the US, and 

individual countries like China [11] and Japan [12]. 

On 13 September 2017, the European Commission adopted a cybersecurity 

package with the Cybersecurity Act at the core. The act ensures that European 

Union Agency for Network and Information Security (ENISA) provides support 

to member states, EU institutions and businesses in key areas, including the 

implementation of the directive on security of Network and Information Systems 

(NIS Directive) which is the first piece of EU-wide legislation on cybersecurity 

[13]. 

The European Union also requires that all member states comply with the 

General Data Protection Regulation (GDPR) including any company that 

operates elsewhere and provide services to the people in the European Union. 

The purpose of the GDPR is the protection of personal data and the privacy of 

individuals [14].  

On 18 December 2014, the US President signed into law the Cybersecurity 

Enhancement Act of 2014.  This law requires that a cybersecurity research and 

development (R&D) strategic plan should be developed and maintained by the 

National Science and Technology Council (NSTC) and the Networking and 

Information Technology Research and Development (NITRD) Program. This 

plan is used to guide the overall direction of federally funded cybersecurity 

research and development projects [10]. 

1.2.2. Information security standards 

Standards are developed by authorities for the purpose of measuring the 

quantity, extent, value, and quality [15] of products. The existing cybersecurity 

standards define functional requirements (what needs to be included in a 

product) as well as assurance requirements (how the product is developed) and 

provide a reliable metric for users of these products and systems.  

The National Institute of Standards and Technology (NIST) at the US 

Department of Commerce is responsible for developing information security 

standards and guidelines, including minimum requirements for federal 

information systems. This body has published NIST Special Publication (SP) 

800-30 which presents a risk management process to identify, estimate, and 

prioritize risk to organizational operations, organizational assets, and 
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individuals, … [16]. NIST SP 800-53, is another publication supporting SP 800-

30 which provides a catalog of security and privacy controls for federal 

information systems and organizations and a process for selecting controls to 

manage information security and privacy risks [17]. NIST SP 800-53 takes a 

risk-based approach, based on SP 800-30, to selecting the security controls 

through the Risk Management Framework (RMF) and categorizes information 

systems as low-impact, moderate-impact, or high-impact systems based on the 

security objectives of confidentiality, integrity, and availability. Then it provides 

a catalog to enable selection of security controls that are applicable to the 

category of the information system. For example, “Access control policy and 

procedure” is applicable to all three categories with the highest priority; 

“Information flow enforcement” is applicable for both moderate and high-

impact systems and “Separation of providers in Telecommunication services” is 

applicable to high-impact systems.  The controls are implemented, assessed to 

ensure that the implementation is correct, authorized through official 

management decision to move into operation and monitored in the operating 

environment to ensure their effectiveness and compliance with legislations, 

regulations, and standards [17].  

The ISO 27000 series, jointly published by the International Organization for 

Standardization (ISO) and the International Electrotechnical Commission (IEC) 

are set of standards providing best practices for information security 

management [18]. ISO 27001 is a specification for an information security 

management system (ISMS). This standard is also risk-based and requires that a 

security policy must be defined and committed to by management, in the context 

of the information system, information security risk assessment performed, and 

treatment plans created to address the identified risks.  It also requires that 

operational controls to address the identified risks must be implemented, and 

that their effectiveness must be monitored and continuously improved. 

ISO27001 consists of 114 operational controls to ensure that security and 

privacy are considered. Examples are “Access Management” and “Operations 

Security” [18].  

ISO/IEC 27001 and NIST 800-53 are current examples of the most commonly 

referenced standards in industry. These risk-based approaches support 

organizations by guiding cybersecurity activities and minimizing the risk of 

exposure and cyber-attacks.  

1.2.3. Security assurance standards 

Security assurance standards are another type of standard that are intended to 

ensure cybersecurity of software and information systems. An example of a 
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security assurance standard is the Network Equipment Security Assurance 

Scheme (NESAS), which is jointly defined by the 3rd Generation Partnership 

Project (3GPP) and GSM Association (GSMA) for mobile industry [19]. 3GPP 

defines security requirements and test cases for network products implementing 

network functions in the Security Assurance Specification (SCAS) [19]. GSMA 

defines and maintains the NESAS specification, which is used for accreditation 

of laboratories to evaluate the vendors’ product development processes and the 

security of network equipment.  

Example requirements by NESAS on vendor development and product 

lifecycles that are used in the accreditation process include [20]:  

• “[REQ-01] Security by Design: The vendor shall establish a 

documented procedure to ensure that all requirements and design 

changes, which may arise at any time during the product life cycle and 

which impact the Network Product are managed and tracked in a 

systematic and timely manner appropriate to the life cycle stage. 

• [REQ-04] Source Code Review: The vendor shall ensure that new and 

changed source code dedicated to a product is appropriately reviewed 

in accordance with an appropriate coding standard. If feasible, the 

review should also be implemented by means of utilizing a Source Code 

Analysis Tool. This will help to reduce the risk of software issues that 

could cause vulnerabilities in the Network Product.  

• [REQ-07] Vulnerability Remedy Process: The vendor shall establish a 

process to deal with vulnerabilities found in or in relation to released 

Network Products. Vulnerabilities shall be dealt with appropriately 

and, if applicable, patches/software upgrades shall be distributed to all 

operators to honor existing maintenance contracts within an agreed 

schedule.” 

Based on NESAS, the consistency of the accreditation requirements will be 

achieved by defining:  

• Vendor development and product lifecycle 

• Objectives to be achieved 

• Assets to be protected 

• Risk and threats against the objectives  

• Accreditation requirements 
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1.3. Challenges for software and information system 

vendors 

Software vendors are developing software products and information systems 

which handle valuable and sensitive assets on behalf of the users of these 

products and systems. The vendors are expected to reduce the risk to these assets 

by employing appropriately tested practices, and this expectation leads to 

several challenges faced by the vendors.  

1.3.1. Compliance with cybersecurity regulations 

Vendors are required to provide evidence of the cybersecurity regulations and 

requirements that their complete product supply chain complies with. This 

includes evidence of how software product security is achieved during software 

development as well as how the vendor is ensuring information security 

management in the organization that is developing the software product. 

Applying international security standards may support software vendors in 

achieving this goal, but the challenge of conforming to the requirements of such 

standards is significant for software vendors. This is because the standards 

provide a list of requirements but no clear guidance on how to achieve 

compliance [21]. The rationale for why and how fulfilling the requirements will 

be beneficial for improving cybersecurity is usually not evident.  

1.3.2. Cybersecurity risk management 

Most cybersecurity standards are risk-based approaches and understanding the 

risk and acting accordingly to reduce it is one of the well-known approaches to 

security. This stipulates the strong need for a focus on risk assessment by 

software and information system vendors, both to effectively manage the 

cybersecurity risks of respective products and further support compliance with 

such standards.  

Kaplan and Garrick [22] define risk as the answers to three questions: 

1. What can go wrong? 

2. How likely is it to go wrong? 

3. If it does go wrong, what are the consequences? 

To answer these questions, we need to understand the scenario or undesirable 

event that may occur, the weakness or the vulnerability that makes it possible for 

the scenario to happen, the probability that the scenario will really happen and 

the consequence of the scenario once it has happened [23].  
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Conventionally, the formula for calculating the risk is generally accepted as a 

function of the likelihood (L) of a given scenario, the likelihood of the existence 

of a vulnerability exploited through the scenario and the consequence of 

exploiting the vulnerability. 

Risk = L(Scenario) * L(Vulnerability) * Consequence 

In software security, the scenario is associated with Threat: “Any 

circumstance or event with the potential to adversely impact organizational 

operations (including mission, functions, image, or reputation), organizational 

assets, individuals, other organizations, or the Nation through an information 

system via unauthorized access, destruction, disclosure, modification of 

information, and/or denial of service.”  [17].  

Estimating the likelihood is the first step in identifying potential risks and 

figuring out how serious they are: how likely it is that a vulnerability exists and 

the likelihood that an actor will uncover the vulnerability and intentionally 

exploit it through a scenario. The next step is to identify the impact and 

consequence of such an exploit and the consequences [24].  

To reduce the risk, one or more of the abovementioned risk factors must be 

reduced. The likelihood of threat can be reduced by reducing the ability of 

actors/attackers to perform an attack [25]. For example, implementing 

appropriate security controls (as stated in well-known security standards) such 

as secure configuration of network devices like firewalls, malware protection, 

monitoring and logging, incident response and data recovery capabilities may 

limit an attacker desire to perform an attack since there will be a high probability 

of early attack discovery or reduction of the value of a successful attack.  

To reduce the likelihood of a vulnerability, one should note that 

vulnerabilities can be introduced into software products and information systems 

at any time during the software lifecycle, due to weaknesses and errors during 

development or improper deployment [25]. Preventing introduction of 

vulnerabilities during software development and proper deployment such as 

hardening (e.g., proper configuration) of the product or information system 

during installation may reduce the likelihood that vulnerabilities will exist and 

be exploited.  

In general, reducing the risk by reducing the consequence is not always 

feasible since if there is no consequence of a certain event there will be no risk 

associated with that event. Approaches like encrypting sensitive data and system 

partitioning to minimize the impact of undesirable events through isolation are 

examples of ways of reducing the consequence. 
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1.3.3. Cybersecurity as early as possible 

Planning for security as early as possible and getting an understanding of the 

cybersecurity risks that are involved when setting up software projects has been 

widely recognized as an efficient way to improve software security. One 

obvious expected benefit from this is  that it allows more time for finding risk 

management solutions. Another potential benefit minimizing the cost of 

addressing the risks without the need for costly changes, and before the risks are 

triggered. This will componsate the effort of addressing a faulty aspect by 

repeating  development activities if the risk is identified late.  

According to IBM Systems Science Institute, fixing software defects in the 

testing and maintenance phases of software development increases the cost by 

factors of 15 and 60, respectively, compared to the cost of fixing them during 

the design phase [26].  

1.3.4. Shortage of cybersecurity skills 

Another challenge, that software vendors face is the shortage of cybersecurity 

skills. Considering the factors that drive cybersecurity, the demand for 

competent expert support and building strong cybersecurity teams in 

organizations is increasing globally. This has resulted in a cybersecurity 

workforce gap that is getting bigger every year, according to the International 

Information System Security Certification Consortium (ISC2) [27]. According 

to the 2019 ISC2 Cybersecurity Workforce report, the estimated size of the 

cybersecurity workforce is currently at 2.8 million professionals and it is 

estimated that more than 4 million professionals will be needed to close the 

skills gap. This skills gap is impacting organizations especially software and 

information security vendors who are expected to address cybersecurity 

concerns. It also becomes crucial for software and information system vendors 

to utilize existing cybersecurity expertise to meet cybersecurity requirements. 

2 Research focus 

The main goal of the research effort presented in this thesis is to contribute to 

addressing some of the previously mentioned cybersecurity challenges, by 

providing support for software vendors to develop secure software and 

ultimately reduce cybersecurity risks.  

The thesis consists of two main approaches:  
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• A technical approach to reducing the likelihood that vulnerabilities will 

be introduced into a software product during the software development 

lifecycle. This is done through a structured unified process, named 

Sustainable Software Security Process (S3P). The S3P is a model for 

secure software development based on modeling software 

vulnerabilities in order to identify their causes; identifying mitigation 

techniques that eliminate the causes of vulnerabilities; and defining 

development process components in the form of activities to be 

performed by development team members that will prevent the causes 

and consequently the vulnerabilities. This approach is extended to 

explore the benefits of supporting developers (non-security experts). 

• Focusing on vulnerabilities that originate from requirements 

engineering and reducing the likelihood of vulnerability introduction by 

introducing security activities into requirements engineering. We have 

completed this part with an empirical approach to understanding the 

challenges faced by a large enterprise developing complex telecom 

products as they attempt to adopt security risk assessment into their 

requirements engineering process. The approach is focused on 

developers (non-security experts) and is supported through a 

longitudinal case study of the security risk assessment deployment in 

the organization, all the way from pilot studies to full-scale, regular 

use.  

2.1. Research questions and research papers 

The main research questions studied in this thesis are as follows: 

• RQ1: How can information on known vulnerabilities be used to 

prevent their introduction into software products during software 

development? 

• RQ2: How can software process improvement w.r.t. to security be 

achieved in a sustainable way? 

• RQ3: How can software process improvement for security be process 

agnostic? 

• RQ4: How can we improve product security during requirements 

engineering? 

• RQ5: Can we bridge the gap between security experts and software 

developers and let engineers, who are not specialized in security 

perform security activities? 
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• RQ6: What are the difficulties of introducing a security activity like 

security risk assessment into a big organization that is developing 

complex systems? 
 Table 1 shows the relationship between research questions and published 

scientific papers.  

Table 1. Research questions covered by research papers. 

Research Question Addressed in  

RQ1: How can information on known vulnerabilities be used 

to prevent against introducing them into software products 

during software development? 

 Paper I, II, III 

RQ2: How can software process improvement w.r.t. to security 

be achieved in a sustainable way? 

Paper I  

RQ3: How can software process improvement for security be 

process agnostic? 

Paper I, IV 

RQ4: How can we improve product security during 

requirements engineering? 

Paper V, VII 

RQ5: Can we bridge the gap between security experts and 

software developers and let engineers, who are not specialized 

in security perform security activities? 

Paper III, VI, 

VII 

RQ6: What are the difficulties of introducing a security activity 

like security risk assessment into a big organization that is 

developing complex systems? 

Paper VII 

 

RQ1 is addressed in Papers I, II, and III. In Paper I, we introduce the key 

elements of the approach we are taking to define validated software 

development process components that enhance security throughout the software 

lifecycle: modeling known vulnerabilities and identifying security activities to 

prevent them.  

We provide a complete methodology for modeling vulnerabilities in Paper II. 

In Paper III, we present how threat and vulnerability modeling can be used 

during software development and discuss the requirements on tools to support 

the use of security models. The approach presented in Paper I also addresses 

RQ2 through the idea of continuous process improvement by continuously 
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analyzing the reported vulnerabilities and feeding back the lessons learned to 

prevent the recurrence of these vulnerabilities in the form of new process 

components. In this way, new threats and vulnerabilities are continuously 

addressed as they evolve.  

The approach presented in Paper I is designed to be easily adaptable to any 

software development process, addressing RQ3. The adaptation of this approach 

to the OpenUp/Basic development process is presented in Paper IV.   

In Paper V, we focus on vulnerabilities that are introduced in requirements 

engineering and an existing standard (ISO 15408, commonly known as the 

Common Criteria (CC)), investigating RQ4. In Paper VII, we continue focusing 

on requirements engineering and introduce security risk assessment into 

requirements engineering as an example security activity. 

RQ5 is addressed in Paper III by investigating the key issues to be considered 

when supporting developers including security awareness, expert support and 

modeling methods and tools.  We continue this in Paper VI and discuss how 

security experts can provide their expertise in a reusable form that can be 

effectively used by developers through tool support. In Paper VII, we proceed to 

a real-life setup and evaluate the pros and cons of letting engineers who are not 

experts in security perform security activities. Specifically, we study centralized, 

distributed, and semi-distributed workforce setup for performing security risk 

assessment in requirements engineering.  

We conclude our research approach in Paper VII through a case study in an 

industrial setting which examines RQ6. This study highlights the challenges that 

come with process changes in a large organization 

Figure 3 shows the relationship between different research questions and the 

paper in which they are addressed. 

 

 

 

 

 

 

Figure 3. The relationships between research questions and research papers in this thesis. 

 

Paper II 

RQ1 

Paper I Paper IV 

RQ6 RQ2 RQ3 RQ4 RQ5 

Paper III Paper V Paper VI Paper 

VII 
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2.2. Personal contribution statement 

In Paper I, the author of this dissertation was the first author and contributed 

as the main writer. She provided the original idea of tracing back software 

vulnerabilities to defects introduced during software development phases and 

also proposed the workflow. The second author contributed by realization of the 

model for modeling known vulnerabilities and defining the security activities to 

prevent them. The third author oversaw the research activity and reviewed and 

commented on the original idea and the model realization.  

In paper II, the dissertation author was the second author. The idea of using 

vulnerability modeling in software maintenance and the extension of 

Vulnerability Cause Graph (VCG) with a formal model and semantics was 

proposed by the first author and as the second author, the author of this 

dissertation validated the formal model and semantics. She also supervised the 

design and implementation of the rudimentary version of the vulnerability 

analysis database. The third and fourth authors reviewed and commented on the 

models and validation.  

As the primary author, the author of the thesis elaborated the idea of 

supporting software developers with security models and using new security 

tools in paper III. This idea was then used as the basis for SHIELDS project 

(FP7 program framework, EU project). In this paper, the case study on VCGs 

was performed by the author of this thesis and the second author validated the 

case study. the third and fourth authors documented the use of attack trees, 

threat models and abuse and misuse cases and all authors jointly defined the 

requirements on security tools.  

The author was the primary investigator and writer of Paper IV. She also 

implemented the security plugin to the OpenUP/Basic development process 

based on S3P and using the Eclipse Development Framework1. The second 

author reviewed the results.  

 As the writer of Paper V, the author proposed the idea of improving the 

Common Criteria by introducing information on threats and vulnerabilities to 

security targets. She also sought approval from the industrial partner and 

designed, conducted, and reviewed the industrial validation activity. The second 

author supported by establishing the required relationship with the industrial 

partner and reviewed and commented on the results.   

The research presented in Paper VI was performed as part of the SHIELDS 

project which was a collaborative research and development project with eight 

 
1 https://www.eclipse.org 
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partners from across Europe, varying from academic institutions to the software 

industry. The author of this dissertation was the second writer and contributed to 

the Security Vulnerability Repository Service (SVRS) architecture and its 

relation to modeling tools. She also validated the concepts and information 

model of the SVRS. The third and fourth authors contributed with various parts 

of the information model and the fifth author supervised the research activity 

and reviewed the results.  

In Paper VII, the author was the driver of the project and led the research by 

defining the proposed method and implementing it in the target organization. 

She also designed and performed the evaluation and was the main writer of the 

paper. The second author supported by validating the evaluation data and also 

reviewed and commented on the results. The third author provided support with 

analysis of evaluation data.  

2.3. Research chronology 

The main contributions of this thesis were produced in three periods of time:  

• 2006-2011: when the author was a full time PhD candidate at the 

Division for Database and Information Techniques (ADIT), 

Department of Computer and Information Science, Linköping 

University. During this period, the first part of the research contribution 

was achieved, wherein a model and implementation of a security plug-

in for software life cycle was presented. This approach was then 

extended as a part of FP7 European Project, SHIELDS, to explore the 

ways that developers (non-security experts) could benefit from such 

technical approaches. 

• 2011-2013: during this time, the author worked as a full-time employee 

at a large telecom enterprise and focused on developing an 

understanding of the challenges faced by a large enterprise developing 

complex telecom products when they attempt to ensure software 

security. During this period, the earlier research background was used 

to identify the relevant industrial challenges and problem definition.  

• 2013-2019: In this period the author conducted the research by 

applying the findings during the previous time periods. This was done 

through an empirical approach, in which security risk assessment in 

requirements engineering was adapted and moved to the requirements 

analysis phase from the requirement verification phase.  The focus was 

on developers (non-security experts) and the research was conducted 

through a longitudinal case study of the security risk assessment 
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deployment, all the way from pilot studies to full-scale regular use. 

This part of the research was supervised by and performed in 

collaboration with the Programming Environment Lab in Division for 

Software and Systems, Linköping University. 

3 Research methodology 

In this thesis, we have focused on acquiring new knowledge and applying it to 

meet a specific need. Throughout the whole research process, we have 

collaborated with industrial partners to consider the relevance and constraints of 

a commercial setup where our solutions could be applied and evaluated.  

In our contributions, we take a design science research approach. “Design 

science research focuses on the creation of new knowledge through design of 

novel or innovative artifacts (things or processes) and the analysis of the 

artifact’s use and/or performance with reflection and abstraction” [30]. 

Design Science is considered as “knowledge in the form of constructs, 

techniques and methods, models, and/or well-developed theory for performing 

the mapping of the know-how for creating artifacts that satisfy given sets of 

functional requirements” [30].  

Through interchange between a knowledge base and an environment, the 

environment is improved by applying design science [32]. 

We use the process model by Peffers et al. [31] which consists of six 

activities:  

1. Define the specific research problem and justify the value of a solution. 

2. Define the objectives for the solution  

3. Create the artifactual solution which could be constructs, models, 

methods, or instantiations and determine the artifact’s desired 

functionality 

4. Demonstrate the effectiveness of the artifact to solve the problem 

involving its use in experimentation, simulation, a case study, proof, or 

other appropriate activity 

5. Evaluate how well the artifact solves the problem 

6. Communicate the problem, its importance, the artifact and its 

effectiveness to researchers and other relevant audiences 

We perform these six activities through three cycles of design science 

research approach as defined by Hevner [33]. Based on this approach, during a 

Relevance Cycle, a research context is set up which defines the requirements for 
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the research in terms of the problem to be addressed as well as the acceptance 

criteria for evaluating the research results. This cycle is covered in the first two 

steps of Peffers et al. [31] activities and defines the criteria used in steps 4 and 5. 

The results from these steps determine whether additional iterations of relevance 

cycle are needed. 

The Rigor Cycle connects the design science findings with the knowledge 

base by providing past knowledge to the research project based on the 

experiences and expertise that define the state-of-the-art in the application 

domain of the research. It also ensures that the research contribution is added to 

the knowledge base. This is including any extensions to the existing theories and 

methods, the new design products and processes as well as all experiences 

gained by performing the research [33]. This cycle starts with step 3 and is 

concluded by step 6 of  Peffers et al. [31] activities. 

The central Design Cycle iterates between the core activities of generating 

design alternatives and evaluating the alternatives against requirements until a 

satisfactory design is achieved which is done by steps 3 to 5. 

We defined our research questions in the relevance cycle wherein the 

requirements for an approach to improve software security during software 

development are defined. We used the knowledge base on known vulnerabilities 

and security best practices to propose new artifacts to assist software developers 

during the software lifecycle and evaluated the proposed artifacts against 

requirements we had identified in the relevance cycle. We iterated between 

design and development of the artifacts and identified new requirements and 

refined the artifacts in order to be pragmatic and consider practical 

consequences or real effects in industrial settings. 

3.1. Empirical evaluation methods 

The research presented in this thesis uses surveys [34], experts opinion [35], 

and case studies [36] (or a combination of these methods) to validate that the 

proposed artifacts fulfill the expected criteria.  

Surveys are used when the phenomena of interest must be studied in their 

natural setting, and when the phenomena of interest occur in current time or the 

recent past [29]. Easterbook et al. [37] state that “the defining characteristic of 

survey research is the selection of a representative sample from a well-defined 

population, and the data analysis techniques used to generalize from that 

sample to the population, usually to answer base-rate questions”. Defining a 

clear research question by asking about the nature of the target population is a 

precondition to survey research. We have used survey research to evaluate 
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vulnerability modeling (Paper II) and for validating the integration of S3P into 

the OpenUp/Basic development process (Paper IV).  

Using expert opinions is one of the four kinds of methods listed by Wieringa 

[35] for empirical validation in design science research, when researchers want 

to generalize from validation studies to future practices. The other three are 

single-case mechanism experiments, technical action research and statistical 

difference-making experiments [38]. Expert opinion can be elicited before the 

artifact is tested on models or in the field to gather early information about the 

possible usability and usefulness of the artifact in a real-world context [38]. 

Expert opinion was used in the research presented in this thesis to validate the 

possibility of using S3P in a large telecom enterprise where S3P was applied to 

two vulnerabilities specific to the enterprise’s own products. The experts were 

security team members with deep security competence that was relevant to the 

enterprise. We used the same approach to validate deploying vulnerability 

modeling into Common Criteria and during requirements engineering. The 

results were used to contribute to the research presented in Papers III and VI.   

Case study, as a research methodology for software engineering, studies 

contemporary phenomena in their real-life context and is used when the objects 

of study are contemporary phenomena, which are hard to study in isolation [39]. 

There are five steps to be followed when conducting a case. There can be a 

significant amount of iteration over the steps in a case study. The steps are [39]:  

1. Case study design to define objectives and plan 

2. Preparation for data collection 

3. Collecting evidence on the studied case. 

4. Analysis of collected data 

5. Reporting 

According to Yin [41], case studies can have a single-case design, i.e., one 

single context and one case within the boundaries of that context or a multiple 

case design where multiple contexts and cases within their boundaries are used.  

We have used case studies in our research for two purposes:  

• To address step 4 of the design science process and demonstrate the 

efficiency of the artifact to solve the problem: e.g., by applying a 

vulnerability modeling method to publicly reported software 

vulnerabilities by security experts in a software development 

organization. Note that we have used expert opinions to validate the 

results, as presented in Paper I and II.  

• To evaluate how well the artifact solves the problem and address step 5 

of the design science process: e.g., to evaluate how a large enterprise 
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developing complex telecom products adapted security risk assessment 

method as presented in Paper VII. 

We have used single-case design for both purposes and in the latter case, we 

have used survey to validate the case study design.  

3.2. Data collection methods 

Data collection is one of the important parts of research methodologies. 

Selection of a data collection method should be done in the context of a research 

goal or question [43].  The degree of the researcher’s involvement in collecting 

data is one of the important aspects to be considered when choosing the data 

collection method. In this thesis, we have used various data collection methods 

depending on the empirical evaluation setup and the goal of data collection. 

3.2.1. Questionnaire 

Questionnaires are sets of questions administered in a written format [43] 

Questions can be closed-ended or open-ended. For example, multiple choice 

questions are closed-ended and free-text answers are open-ended. We used 

questionnaires: 

• in a survey to ask experienced developers about how a security plug-in 

(in our case the security plug-in for OpenUp/basic, Paper IV) fits into 

the development process and how much value it adds. It helped us to 

gather input from subjects during the performed survey in a structured 

and targeted way.     

• in a case study to get feedback from experienced requirements 

engineers in a large enterprise on using security risk assessment during 

requirements engineering of complex products, as presented in Paper 

VII. The benefit was to gather input from a relatively large number of 

subjects and in a cost-effective way, and to easily quantify the results. 

In both cases, we used a Goal-Question-Metric (GQM) method for designing 

and creating the questionnaires. GQM is a paradigm for defining and 

interpreting software measurements [44]. A GQM model starts with a goal by 

specifying the purpose of measurement, the object to be measured, and the 

viewpoint from which the measure is taken [45]. Using goal-oriented 

measurement techniques like GQM, in data collection is discussed by Runeson 

et al. [39].  
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3.2.2. Interviews  

Similar to questionnaires interviews are question-based and the questions can 

be closed-ended or open-ended. The advantage of interviews is that the 

questions can be clarified, and unusual answers can be probed [43].  

The interviews can be structured with questions that are planned, semi-

structured where questions are planned but can be changed in wording and 

order, and unstructured where the interview is informal conversation about the 

interviewer’s general area of interest [46]. 

We used semi-structured interviews as a follow up to both questionnaires and 

went through the answers provided by the subjects to possibly get elaboration on 

answers they had provided. This helped us to validate our interpretations of the 

answers provided in the questionnaires. The interviews were either face to face 

or telephone meetings when the subject was not geographically located in the 

same place as the researcher.   

3.2.3. Focus group 

Focus groups refer to people getting together and focusing on a defined area 

of interest, with a moderator guiding the group and keeping them focused [43]. 

This method is a cost-effective way to obtain experience from practitioners and 

users [47] and is best suited to getting initial feedback, for example on new 

concepts or developing questionnaires. It usually lasts for 2-3 hours and has a 

defined structure. The value of using focus group is sensitive to the experience 

and insight of the participants with regards to the goal of the research for which 

the focus group is used [47]. 

In our research, we used focus group in one of surveys to determine the 

understanding of subjects when applying the vulnerability modeling method and 

get their reflection our proposed method (Paper II).  

We also used focus group to identify the subjects of the pilot case study when 

introducing security risk assessment in requirements engineering (as presented 

in Paper VII). This helped us to identify the target subjects to our case study 

considering the pre-assumptions we had regarding the competence of wanted 

subjects.  The group received a presentation of the goal of the empirical study 

and in an open discussion session, moderated by the researcher, the 

requirements for the case study subjects were discussed and the subjects were 

selected. The participants received the information and were told what would be 

expected of them in the meeting.  
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3.2.4. Content analysis and analysis of statistics 

Content analysis is a method of collecting data from written documents [46] 

and can be used when qualitative data are expressed in words and there is no 

statistical analysis to interpret the data. Lethbridge et al. classifies this method as 

“Third Degree Techniques” which is about analysis of work artifacts, e.g.,   

source code, documentation, and reports documentation generated by software 

engineers, including comments in the program code, as well as separate 

documents describing a software system [43].   
Analysis of statistics is used when there is quantitative data available in an 

empirical study. Statistical methods are used for interpretation, analysis, and 

organization and presentation of data when researchers would like to ascertain 

that their findings are statistically significant [48]. 

We have used content analysis in all of the papers presented in this thesis 

ranging from analysis of the documents resulting from surveys and case studies 

to the analysis of feedback provided by expert opinion. Statistical analysis is 

used as a part of the case study presented in Paper VII.  

4 Research contribution 

This section provides an overview of the main results and contributions 

presented in this thesis. We present our two main areas of contribution and how 

we used design science research to answer research questions.  

4.1.  Sustainable software security process (S3P) 

The first part of the contribution of this thesis includes introducing and 

implementing S3P, which is a model for secure software development. Below, 

we present the design science process leading to this contribution. 

4.1.1. Define the specific research problem and justify the value of 

a solution 

Security flaws can be prevented in many ways. There are approaches to 

achieving this goal but although they do indeed help prevent flaws, one problem 

of these solutions is:  
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• Problem 1: it is difficult to say with any certainty which vulnerabilities 

are prevented and to what extent, or to say whether there are alternative 

ways of achieving the same effects.  

More importantly, lessons learned from detected and internationally reported 

vulnerabilities need to be considered when addressing security in software 

development to prevent the recurrence of similar vulnerabilities. Catalogs like 

the National Vulnerability Database [49] and the SecurityFocus vulnerability 

database [50] provide descriptions and catalogs of publicly available 

information about vulnerabilities, after they have been detected/exploited in 

systems: 

• Problem 2: These catalogs do not provide an in-depth analysis and 

understanding of vulnerabilities, thereby supporting software vendors 

by making it possible to determine how to prevent them from recurring.  

In-depth analysis of software vulnerabilities requires in-depth security 

knowledge about software vulnerabilities and an understanding of software 

development issues that may lead to the presence of software vulnerabilities. 

This leads to another challenge faced by software vendors: 

• Problem 3: There is a shortage of security experts and a need for 

utilizing the competence of security experts to support non-security 

experts and developers in the best way. 

4.1.2. Define the objectives of the solution 

Our work has the following primary objectives:  

• defining validated software development process components that 

enhance security throughout the software lifecycle (and a method for 

creating such components);  

• developing a process improvement methodology that allows these 

components to evolve as new threats and vulnerabilities are discovered; 

• bridge the gap between security experts and software developers by 

providing the means for sharing security expertise, in a reusable form. 

4.1.3. Create the artifactual solution and determine the artifact’s 

desired functionality 

Our overall solution includes developing S3P to introduce security into the 

software lifecycle and a security plug-in that shows how S3P can be deployed in 

a real development process [41]. We also present alternatives for how 
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developers can be supported by security experts and use expert knowledge in 

secure software development through sharing and reuse of security models.  

S3P runs in parallel to a software development process and produces process 

components that improve the development process with respect to security. The 

main considerations we had in the design of S3P were:  

• S3P is built upon the fact that there is already a considerable amount of 

proven security know-how: known security issues and vulnerabilities 

and many approaches to software security in terms of methods, tools, 

and techniques. 

• Cost and resource issues are considered as an important issue when 

finding the best way to detect and mitigate a vulnerability. Providing 

information on various alternatives would be beneficial when 

preventing security problems. 

• Process changes are known to be difficult and costly. Identifying the 

problems that are to be addressed and changing or replacing the 

process activities/components to achieve that goal minimizes the effort 

and directs the cost to where it is needed.  

• Sustainable security is achieved by continuously identifying, 

analyzing, and addressing new threats and vulnerabilities as they 

occur. S3P is designed to be performed in iterations, both to identify 

the new issues and to consider the advances in mitigation techniques as 

they evolve.  

Figure 4 shows an overview of S3P and the security plug-in in the context of 

the software lifecycle [41]. 

One way to get an understanding of vulnerabilities and find the best way to 

prevent them is using graphical models. Graphical modeling has been used by 

numerous security and formal methods experts in the recent two decades [51]. 

We have used graphical models in two main steps of S3P, for modeling 

vulnerabilities and cause mitigation analysis.  

Model vulnerability: This is a process similar to root cause analysis. The 

difference is that all of the causes are as important as the root cause. The results 

of the analysis are presented in a directed acyclic graph called a Vulnerability 

Cause Graph (VCG). Causes are conditions or events that may contribute to the 

presence of a vulnerability; e.g., “inadequate design of implementation 

traceability” [52]. Figure 5 shows an example VCG modeling a vulnerability in 

MySQL [53]. 
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Figure 4. Security plug-in the context of software lifecycle. 

 

Figure 5. Vulnerability Cause Graph for CVE-2008-0227.  

Identify cause mitigation: The second step of S3P is the process of 

identifying how to prevent individual causes that are identified in a VCG. The 

identified mitigations are modelled in a structure called a Security Activity 

Graph (SAG) which shows how mitigative activities can be combined to 

mitigate a cause or vulnerability. Note that the activities in a SAG can belong to 

any phase of the development process and not necessarily where the 

vulnerability is first introduced or detected [41].  



4. Research contribution  27  

  

Figure 6 shows and example SAG. 

Define process components: This step is about selecting activities from the 

SAG and implementing to prevent software vulnerabilities. The activities are 

chosen with respect to the cost of implementation. The cost of an activity varies 

depending on the organization, product, process and team that implements it 

[41], [54].   

 

Figure 6. Example SAG. 

The typical scenario for using S3P in a software development process might 

contain the following steps:  

1. Security problems and vulnerabilities are found and documented during 

the software development process.   

2. The problems to be addressed are selected.  

3. The selected problems are used to create the input document to S3P.  

4. The steps of S3P are performed.  

5. The process components resulting from S3P are defined based on the 

software development process.  

6. The process components are introduced into the development process. 

All information that is gathered and created during S3P is stored in a shared 

repository called a Vulnerability Analysis Database (VAD). This supports the 

re-use of the results of analysis and modeling for new vulnerabilities, which is 

also one of the design criteria of S3P, the use of security know-how.  

Although S3P can be applied without any tool support, the use of a model 

editing tool would support the effective application of the whole process. We 
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have developed a modeling tool called GOAT that supports modeling by 

providing the ability to search in a VAD to re-use model elements. 

Bridging the gap between security experts and developers: Experience has 

shown that vulnerability modeling requires a mindset that developers are not 

used to: developers tend to think in terms of fixing problems rather than 

identifying the causes of them. We have also found that the more security 

experience individuals have, the more varied causes and respective mitigations 

they identify [25].  

By providing this information to developers in a VAD, they can learn both 

how to implement a mitigation and to prevent the existing vulnerability and 

what causes to avoid in the future. To support sharing such information, we have 

proposed a repository which can support three classes of stakeholders:  

• Providers, those who provide vulnerability information to an archive; 

• Subscribers, those who retrieve information from it;  

• Archive manager, who is responsible for maintaining its controls.  

We have defined high-level requirements for the tools supporting these 

stakeholders. Such a repository is not just for security engineers and software 

developers, it is also for software users, security researchers, and the security 

community in general.  

The SHIELDS EU project [63] has developed the SHIELDS internet-based 

Security Vulnerabilities Repository Service (SVRS) which is a VAD to support 

S3P and other applications [55], [56]. The GOAT tool is compatible with the 

SVRS and interfaces with it. Our work on S3P was used as a starting point to the 

SHIELDS project where the objective was to “develop formalisms for 

representing security information, such as known vulnerabilities, in a form 

directly usable by development tools, and accessible to software developers” 

stored in SVRS.   

Other applications: VCGs can be used in other applications outside S3P. We 

name some of them although they are not included in the scope of this thesis: 

• We applied VCGs in an area other than software process improvement 

and for post-mortem analysis of incidents [64]. In this application, the 

VCG is used to structure the effort of identifying the causes of 

incidents and the mitigations to prevent them in the future. 

• As part of the SHIELDS project, VCGs are used as input to develop a 

technique for detecting evidence of causes of vulnerabilities in 

execution traces [64]. 
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4.1.4. Demonstrate the efficiency of the artifact solving the 

problem  

To examine the efficiency of S3P and its steps, we have applied the S3P steps 

to a number of well-known and real-life examples of vulnerabilities:  

• In Paper I, we present the results of applying S3P by creating a 

vulnerability cause graph and a security activity graph for integer 

overflow/underflow problems.  

• In Paper II, the details of using vulnerability cause graphs for modeling 

buffer overflows is presented and CVE-2003–0161 (and, in a similar 

way, CVE-2003–0694), “buffer overflow resulting in denial of service 

in Sendmail”, is used as an example.  

• The application of S3P to CVE-2005-2558, a buffer overflow 

vulnerability in certain versions of My SQL, is presented in Paper III.  

• We applied all three steps of S3P to CVE-2005–3192, a remote heap 

overflow vulnerability in Xpdf, and presented in Paper IV. 

• A path traversal vulnerability in Tivoli Access Manager 5.1, CVE-

2006–0513, is modelled by VCG and presented in Paper V.  

• An example model for a Vulnerability Analysis Database to gather and 

efficiently reuse the S3P results is presented in Paper VI.  

4.1.5. Evaluate how well the artifact solves the problem 

The following evaluations were conducted for the S3P:  

• A survey of VCG modeling by a focus group of four developers with 

different backgrounds and levels of experience. The purpose of this 

evaluation was to determine: if developers could understand and apply the 

VCG modeling method; if the results of modeling were consistent; what 

developers’ reflections were on VCG modeling 

The developers were selected by our industrial partner. The input criterion 

was to select a sample of people who would typically be responsible for 

performing S3P activities.  

CVE-2005-2558 which is a complex vulnerability with causes in design 

and implementation phases was chosen as the vulnerability to be 

modelled by the subjects. We evaluated the results created by the subjects 

in terms of consistency and quality. The subjects received a tutorial on the 

VCG modeling method and a presentation of the vulnerability to be 

modelled. Afterwards, they performed individual modeling of the 



4. Research contribution  30  

  

vulnerability and verified it pairwise. At the end we interviewed the 

subjects.  

• Subjects were provided with the modeling method in printed form, a 

printed analysis of the vulnerability and the source code for the vulnerable 

application. According to the results of this evaluation, we concluded that 

the subjects found the method fully understandable and easy to perform. 

We also learned that the developers tend to think in terms of fixes rather 

than causes in the first place but with experience they easily shift their 

thinking towards identifying the causes of the vulnerabilities. A validity 

threat we identified in the setup was if the subjects were representatives of 

developers. We compared the results of the modeling by our subjects to 

our reference model (created and validated by two researchers) and found 

considerable overlap in the common causes that were identified 

especially, in design and implementation. More details on the survey are 

presented in David Byers’ dissertation [25].   We used expert opinion by 

asking four senior security experts in a large telecom enterprise to 

perform the entire S3P process for two vulnerabilities in their own 

products. The experts were given a written introduction to S3P and access 

to the GOAT tool for creating VCGs and SAGs. After applying S3P the 

evaluators completed a survey about their experience with it. The 

organization already addressed security in an explicit way and their 

current process already included an improvement process. This was an 

indication that the organization provided an appropriate context for 

evaluation with regard to getting expert opinion. Based on the answers to 

the survey, the evaluators found VCG modeling useful. They also 

commented that coming up with new mitigation techniques other than 

known/obvious ones was challenging. Overall feedback on S3P was that it 

would probably improve software security in the long-term and could be 

adapted to most process. However, several issues like inertia in the 

organization when adopting a new method, justification of cost and effort 

and the need to continuously see the benefits were listed as well. We took 

these factors as input to our second part of the contribution presented in 

section 4.2. More details on this evaluation are presented by Byers [25]. 

• We evaluated the integration of S3P with an agile development process by 

creating an adaptation of S3P to the OpenUP/Basic development process. 

The adaptation is in the form of extending OpenUP/Basic with additional 

roles, tasks, and artifacts to include S3P concepts and steps. OpenUP/Basic 

was chosen from architectural point of view and the possibility it provided 

for building process plug-ins (especially using Eclipse process 
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framework2) and also for being a representative sample for Rational 

Unified Process family which was the target environment at the time of 

investigation. The architecture for building processes by combining 

process components through plug-ins is also part of the contemporary 

Essence framework [40]. This adaptation is evaluated in a survey where 

we asked for the opinion of experts who were senior developers working 

with a similar agile development process. The expert feedback was 

collected through a questionnaire which was created using Goal-Question 

Metrics [41].  

• Our contribution on improving product security during requirements 

engineering through integration of VCGs in Common Criteria (CC) [57] 

and to improve the accuracy of CC was evaluated through applying the 

proposed methodology to a real-life example in a case study. The 

methodology and the results of our case study were then reviewed and 

approved by our industrial partner (to get expert opinion). This partner 

organization had expertise in the development of communication security 

products certified by CC (up to assurance levels EAL2+ and EAL4+).  

4.2. Security assurance in requirements engineering 

In the second part of the contributions presented in this thesis, we focus on the 

vulnerability causes originating from requirements engineering and examine the 

use of security risk assessment as a security activity in requirements engineering 

with a goal of achieving security assurance. We continue to study the possibility 

of bridging the gap between developers and security experts. The study is done 

through a longitudinal case study in a large enterprise that develops complex 

telecom products, all the way from pilot studies to full-scale, regular use. 

Through this case study, we examine the impact of skill and training of non-

security-expert requirements engineers on reducing the risk of vulnerabilities. 

The following factors were used as input to the research leading to this 

contribution:  

• Requirements engineering is one of the earliest phases of the software 

development lifecycle in which software vulnerabilities can be 

introduced into software products through inadequate requirements 

specifications.  Missing the identification of such causes in this phase 

will decrease the probability of detecting and preventing the 

vulnerabilities with acceptable costs.   

 
2 https://www.eclipse.org/epf/ 
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• Security risk assessment is a well-known security activity that is 

recommended by several software security approaches [58]-[61] and is 

a common denominator of the standards described in Section 1.2. 

Getting an understanding of the involved risks by understanding the 

involved threat models [58] and problems related to the use cases and 

misuse cases [61] enables early detection of potential issues and 

provides rationale for security-related decisions as well as respective 

security activities that will address security issues. We have also 

experienced that security risk assessment has been one of the frequently 

recurring activities in SAGs, functioning as a method for early 

detection and subsequent prevention.   

• In a typical S3P usage scenario, the input to S3P are security problems 

and vulnerabilities that are found and documented during the software 

development process.  S3P does not mandate a particular process for 

identifying security problems during the software development process. 

However, detection methods identified when constructing SAGs are 

introduced in the form of process components in order to prevent 

recurrence of the vulnerabilities. After identifying security problems, a 

risk assessment must be performed to determine the risks associated 

with each problem. This is required for prioritizing the security 

problems to be analyzed by S3P. The risk assessment step is not part of 

S3P, but it is a requirement for the software development process. 

• One of the findings when evaluating S3P was the impact of issues like 

inertia in the organization when adopting a new method, justification of 

cost and effort and the need for continuously seeing the benefits of 

using such a method. We examined how such factors could impact 

application of a specific security activity, such as a process component 

resulting from S3P. The lessons learned would allow us to gain 

knowledge of the impact of such factors in adopting a process like S3P 

rather than a single activity recommended by S3P. 

• It is widely understood nowadays that the basis for security assurance is 

security awareness among all members of a development organization. 

At the same time, it is inefficient and likely ineffective to involve every 

individual in every aspect of security. Forming a central security team 

to ensure that security activities are well attended has been 

recommended by several researchers [59], [66] but this can introduce 

bottlenecks especially in large organizations developing complex 

products. The remaining challenge is to find a proper distribution of 

responsibility between security experts and developers for performing 

security-related activities. 
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4.2.1. Define the specific research problem and justify the value of 

a solution 

There are many software security approaches and many recommendations 

regarding security activities to be performed during the software development 

lifecycle.  In our research we focus on:   

1. Challenges with bridging the gap between security experts and 

engineers, who are not specialized in security when performing security 

risk assessment and defining an efficient distribution of tasks between 

them. 

2. Required considerations (introduction or training) needed for engineers 

to achieve acceptable results.  

3. Difficulties of introducing an example security activity into a big 

organization that develops complex systems. 

4.2.2. Define the objectives for the solution  

One of the objectives we have is to introduce a security activity into the 

software development process of a large infrastructure development 

organization that produces complex systems. We choose to focus on early 

phases of the development process and ensuring security assurance during 

requirements engineering. Another objective is to study if this specific activity 

can be performed by engineers with good knowledge of the system under 

development who are not specialized in security.  

4.2.3. Create the artifactual solution and determine the artifact’s 

desired functionality 

Considering all these inputs, we developed an artifact that addressed the 

research problems in section 4.2.1 which was a light-weight security risk 

assessment method (SRA) to be applied by non-security experts in requirements 

engineering. We used Kaplan and Garrick’s [22] definition of risk and defined 

the SRA to be applied to assets in all requirements of a system under 

development. This artifact evolved over time and through case study iterations.  

The SRA is applied by requirements engineers during the requirements 

engineering phase. The input to requirements engineering is requirements that 

might emanate directly from customer requests for added functionality. Product 

managers receive customer requirements which are usually goal-like at a 

product strategy level. Requirements engineers study these requirements to 

check their feasibility, priority, and the cost of implementation. The results of 
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these studies are well-defined testable requirements that initiate the development 

project and lead to implementing the required functionality in the final product. 

Input requirements to the SRA method are feature-level requirements as defined 

in the Requirement Abstraction Model [62]. Such requirements are of a detailed 

nature representing information that about how something will be implemented.  

For every feature-level/detailed requirement, the requirements engineer 

performs a risk assessment by answering the following questions:  

1. What is the asset?  

2. What shall be protected?  

3. Who has access to the asset and how?  

4. Can the actor/user, identified in question 3, misuse the asset? 

Considering system and environmental assumptions as well as 

confidentiality, integrity, and availability criteria, can anyone harm the 

asset (any scenario)?  

5. How difficult is it to harm the asset? What is the probability over a 

certain period (e.g., one year) and what is the impact of harm? 

The purpose is that through answering these questions the requirement 

engineers identify: 

• Assets involved with the required functionality  

• System entry points 

• Attacker’s capability in terms of misusing the functionality 

• Likelihood and impact of functionality misuse 

• Possible misuse cases that could harm the identified assets 

The answers to these questions are used to define the risk level involved with the 

functionality to be implemented. The risks identified for each requirement are 

used to fine tune the use cases covered by the requirement. This can be done by 

either reformulating the requirement so that the risk is mitigated, or 

corresponding component-level requirements are defined to enforce the risk 

mitigation.  

4.2.4. Demonstrate the efficiency of the artifact for solving the 

problem  

We applied the SRA method to several real-life examples which were known 

functionalities in telecom networks. The detailed presentation on one of these 

examples was presented in Paper VII.  
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4.2.5. Evaluate how well the artifact solves the problem 

We performed a case study in a telecom company that is developing complex 

products using agile practices. The case study research process was as described 

by Runeson et al. with a flexible design and based on qualitative data [36] to 

evaluate how well we can answer the research question. We used a single case 

study design as defined by Yin [41], with the telecom company being the big 

context and performed the case study in several units of analysis over a period of 

four years. One reason for choosing case study as evaluation method was to 

study the problem in its context and evaluate how our proposed method was 

used in this context. Another reason was to develop an understanding on how a 

process improvement attempt through our proposed method was interpreted in 

real-life industrial setup.  

The case study was performed in iterations where the first case started with 

applying the SRA in a certain context and the contexts of succeeding cases were 

adjusted after analyzing the results of the previous cases. This was done in three 

iterative steps and followed with a final root cause analysis on the findings of 

the third iteration to identify the way forward.  

The first iteration was a pilot study with nine engineers experienced in 

requirements analysis. This iteration could be defined as Exploratory [36], 

which helped us to find out how the requirements engineering was performed 

and if SRA could be applied by pilot subjects. The output from this study led us 

to generation of the idea of training subjects on how to apply SRA and study the 

outcome in second iteration.  The second iteration involved a full-scale study of 

the SRA method in regular use with 45 requirements engineers, where the SRA 

method and how to apply it was presented to requirements engineers in a 

training session and it also was prescribed in the requirements engineers’ 

instruction document during requirements engineering. This iteration could be 

defined as Explanatory [36], as it was used to seek an explanation of the 

outcome of iteration one (subjects performing SRA without receiving any 

training) with the case where subjects did get a training on the method. The 

output from this study helped us to define the type of support needed by security 

experts. The third iteration started with a descriptive study of the organization in 

the last two years with requirements engineers using the SRA method and 

introduced the process of  raising risks to the SRA forum, where experts triaged 

the risks and initiated SRA workshops where further analysis of risks was 

performed. During the iterations of the case study, we used a combination of 

focus groups, surveys, and data collection methods like questionnaires (based on 

GQM), interviews, content analysis and statistical analysis.   
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To strengthen the validity of our empirical research in this case study, we 

used all four types of triangulation as defined by Stake [67]. We used 

methodological triangulation by combining different data collection methods. 

We used data triangulation by collecting the same type of data on different 

occasions specifically in content and statistical analysis. The iterative design of 

the case study was to achieve theory triangulation. The initial state was a team 

of security experts performing the SRA activity. We then examined the theories 

of fully distributing this task to non-security-expert requirements engineers, and 

finally a semi-distributed setup where the SRA forum would perform further 

analysis of results by requirements engineers if needed.    

All steps of the case study activities were designed and reviewed by three 

researchers and in order to reduce bias by an individual researcher, we 

conducted data analysis after the third iteration by three researchers 

independently, for investigator triangulation. 

The results of our case study showed that expert involvement was necessary 

to ensure that the quality of the risk assessment was acceptable and that all risks 

were identified. We also learned that changes of this type (introduction of a 

specific security activity to a development process) must be managed over time 

in order to achieve the desired results.  

During all iterations of the case study, the results clearly showed that having 

basic security knowledge, as well as understanding the purpose and expected 

outcome of the security risk assessment, was a crucial prerequisite to achieving 

the desired results. It is also important to ensure that training is refreshed 

continuously and is adapted to changes in the organization, development 

processes and daily way of working.  

In summary, despite all obstacles, comparing the initial state with the existing 

state, the case study showed an obvious increase in security awareness in the 

company and among developers, since everyone was expected to see security 

considerations as a part of the functional requirements to be developed in the 

final product. We have effectively shifted security risk assessment that had 

previously been done in later stages of the development to the earliest stage in 

which the requirements were elicited to implement the functionality. Through 

the continuous improvement process, we managed to reform the central team of 

subject matter experts to serve the development activities in a support function 

to the SRA-forum that acts in a corrective function.   
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5 Discussion  

The overall contribution of this thesis is to improve software development 

with respect to security by providing formalisms and models to support security 

experts and provide insight into how non-security experts can be included in 

security activities.  

In this section, we go through research questions and provide the answers 

based on conclusions drawn from our research.  

 

 

 

 

 

Vulnerabilities can be introduced into software products through inadequate 

requirements specifications, inappropriate design and improper or defective 

coding practices. Identifying the causes i.e., conditions or events that may 

contribute to the presence of vulnerabilities and preventing them can support 

software developers in developing secure software products.  

Our experience shows that vulnerabilities that are categorized in a specific 

vulnerability class such as buffer overflows, integer overflows, format strings,  

and other classes share common causes. Preventing the causes of vulnerabilities 

supports the prevention of the recurrence of vulnerabilities with the same causes 

and even the vulnerabilities that are not known yet.  

The S3P addresses this by providing a method for identifying these causes 

and preventing them in a way that suits the development process and the 

respective organization in the best way. VCGs provide a graphical 

representation of the causes of a vulnerability and SAGs visualize different 

alternatives for how to prevent a vulnerability by addressing its causes.  

  

 

 

 

Evolving threats to exploit existing weaknesses of software products and 

information systems has been an unchanging trend in the recent decade. This 

implies that security cannot be a onetime task and security approaches must be 

evolved as threats and vulnerabilities are evolved. The S3P is designed to 

achieve security in a sustainable way since it runs in parallel to the software 

development process and continuously identifies the weaknesses in the 

RQ1: How can information on known vulnerabilities be used to prevent 

against introducing them into software products during software 

development? 

RQ2: How can software process improvement wrt to security be achieved in 

a sustainable way? 
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development process activities (through identification about vulnerability 

causes). It provides the ability to re-use the information of new vulnerabilities, 

as they are detected by adding them into the VAD. It also supports including 

new security activities and mitigation techniques in SAGs and introduce into the 

development process where appropriate. 

 

 

 

 

Adopting new processes is known to be costly and difficult. We aimed at 

securing software development processes with an adjunct process rather than 

replacing them totally. The S3P runs in parallel to the software life cycle and 

interacts with it to provide a rational basis for introducing security best practices 

into the software development process. It also provides support for quantifying 

the effects that software development activities have on preventing 

vulnerabilities. The interaction between the S3P and any development process is 

mainly at two points:  

• Security reports on new or recurring vulnerabilities identified during 

the software development lifecycle are used as input to S3P 

• The process components resulting from S3P are defined and introduced 

into the development process. 

The S3P steps can be performed independently of the development process 

and the only requirement is that the S3P tasks are assigned to relevant members 

of development teams. 

 

 

 

 

The importance of considering security early in the development lifecycle is 

already a well-attended topic.  Our aim was to reuse the findings and lessons 

learned from developing the S3P to improve security in product design and 

through requirements engineering. We did this in two steps: using the S3P 

methodology in a widely used, known framework for security requirements, the 

Common Criteria; identify a security activity which frequently recurs in SAGs 

and study the application of this activity in a real-life setup in the requirement 

engineering phase. 

RQ3: How can software process improvement for security be process 

agnostic? 

RQ4: How can we improve product security during requirements 

engineering? 
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Vulnerability awareness in Common Criteria: ISO 15408, commonly 

known as Common Criteria, is the primary process for evaluation of security 

properties of IT products. It provides a framework for construction of security 

requirements in software. There is a wide range of consumers including 

governmental agencies (e.g., the US Department of Defense, US National 

Security Agency) that require CC evaluation and certification for all of their 

security-related products. We have introduced an improvement to the CC 

evaluation scheme so that customers can ensure that their CC-certified products  

withstand attacks that exploit software vulnerabilities and that threats from 

software vulnerabilities are considered during development of the products. The 

improvement is to include the use of VCGs and SAGs in CC, and it increases 

the accuracy of the CC by systematically identifying the security objectives and 

proposing solutions to meet those objectives. This is a way to ensure that a CC-

certified software product is protected against exploiting vulnerabilities if 

vulnerabilities are not present in it. This approach reduces the time needed for 

the evaluation as well, since it requires the systematic documentation of how 

security objectives are implemented and if they are implemented correctly using 

VCGs and SAGs. 

SRA in requirements engineering: The traditional mindset in the software 

development community has been to consider security in requirements 

engineering by having security requirements as a subgroup of software 

requirements (functional or non-functional). Various methods for eliciting, 

analyzing and specifying security requirements have been proposed by 

researchers. We use security risk assessment in elicitation of all functional 

requirements, not just security requirements. This is done by applying SRA to a 

lower abstraction level of customer requirements rather than on stakeholder 

goals and/or system-level risks. This addresses the risks at lower levels of detail 

in the design of the product. Identifying risks at this level helps us to refine the 

solution to counter the risk by choosing a security-tuned solution.  

 

 

 

 

One of the most common characteristics of existing security approaches is 

that the security activities, especially security assessments, are done by highly 

trained security experts. One way to support developers in producing secure 

products could be to facilitate a fast and easy interchange of security artefacts 

between security experts, software developers and their assisting tools. We have 

proposed and implemented a reference model for an online repository (SVRS) to 

RQ5: Can we bridge the gap between security experts and software 

developers and let engineers, who do not specialize in security perform 

security activities? 
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support software developers by sharing and reuse of software security in a form 

that can be effectively used by developers and the tools they use.  

When studying the distribution of responsibilities for performing security risk 

assessment in our longitudinal case study, we have concluded that expert 

involvement cannot be eliminated, as it is required to ensure that the quality of 

the risk assessment is acceptable. It is also observed that the bottleneck issue is 

solved when a cooperative/semi-distributed approach is used, wherein the 

central team of subject matter experts are reformed to serve as a support 

function to the SRA-forum which provides a corrective function. Comparing the 

target organization’s initial state before adopting SRA with the existing state 

(after SRA is adopted), we see an obvious increase in security awareness in the 

company and among developers since everyone is expected to see security 

considerations as a part of the functional requirements that would be developed 

in the final product. 

Our study shows having basic security knowledge as well as understanding 

the purpose and expected outcome of the security risk assessment is a crucial 

prerequisite to achieve the desired results. It is also important to ensure that 

training is refreshed continuously and is adapted to the changes in the 

organization, development processes and daily way of working. 

 

 

 

It is usually challenging to find concrete advice for immediate deployment of 

existing security best practices and standards especially in the complex context 

of large-scale software engineering. In our research, we have realized that 

introduction of a new security activity to an existing way of working or to a 

process artifact is not independent of the efficiency of the original way of 

working or of any deficiencies in existing artifacts. We have concluded that 

changes in the organization must also be monitored to adjust the proposed 

activity with respect to current setup. Changes of this type must be managed 

over time in order to achieve the desired results and a prerequisite is to ensure 

organizational buy-in and to achieve buy-in we need to gain trust. We have used 

a focus group to identify case study subjects and informed the subjects about the 

basis of this selection as the first step of building the trust. Our conclusion after 

performing the case study is that despite all obstacles, the organization has 

managed to effectively perform security risk assessment in the earliest stage in 

which the requirements are elicited to implement the functionality. The results 

show that SRA as a security activity can be successfully applied in a real-life 

industrial context when introduced starting from a small scope to a full scope 

RQ6: What are the difficulties of introducing a security activity like security 

risk assessment into a big organization that is developing complex systems? 
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and in a controlled way. This has been performed through three iterations of 

case study, from feasibility study, through a pilot group to a large group.  

We started our research journey focusing on technical aspects of secure 

software development and without considering any specific context where we 

assumed an organization with proper control over its development process. We 

proceeded with considering process aspects and focused on software process 

improvement and evaluated our findings by getting support from small 

organizations where process changes deemed to be less costly. In final step, we 

added real-life organization aspects and evaluated our findings in a large 

enterprise with high security awareness where the cost of process improvements 

would be much higher than small companies.  

6 Related work – S3P 

The study of related work to the research presented in this thesis is divided 

into two parts to cover both parts of the research. 

To review the related work to secure software development through security 

models, we have performed a review of related work published since 2016 to get 

an understanding of how the contribution provided in the first part of the 

research performed in 2006-2011 is currently positioned and how its scientific 

value can be evaluated. Based on review results and the experience from 

industry (acquired 2011-2019). It is evident that the research questions are still 

valid and challenging for the software development community.  

Additionally, the review clearly denotes the fact that both academia and 

industry have admitted that security cannot be patched into the software after the 

development stage and must be considered as early as possible. But the same 

review also shows that supporting software developers in development of 

software and systems that can withstand attacks is still challenging  [70].  

  As a part of this review we listed the approaches published after 2016 which 

cited our articles and went through the motivation behind the citation. This 

helped us the to get an understanding of whether our research questions were 

valid considering the time gap between the first idea and the final industrial case 

study, and to find out how our contributions on VCGs and SAGs are currently 

referred to. We identified three main areas where VCGs and SAGs are listed as 

well-known approaches: 

• Graphical security models 

• Security patterns 

• Vulnerability detection and knowledge sharing 
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6.1. Graphical security models 

Using graphs in different phases of the software development lifecycle is a 

known practice. Data Flow Diagrams (DFDs) and Finite State Machines (FSMs) 

in Requirement Specifications and Graphical Design Notation (GDN) to 

describe the relations among software modules in software design are some 

examples [68]. Graphical security models are graphs which are used to support 

secure software development. Hong et al. [69] provide a survey on the 

practicality and usage of graphical security models. They propose that the 

diverse family of graphical security models creates difficulties for users of such 

graphs to determine which model is the most suitable model for a given type of 

security analysis. The efficiency (scalability and modifiability) of a model is one 

of the factors that this approach focuses on and various graphical security 

models are assigned a complexity value with respect to generation, 

representation, evaluation, and modification of the model. The complexity could 

be Heuristic (when a heuristic method is used to evaluate the model) or Scalable 

(when the algorithm can evaluate the model in polynomial or linear time), VCGs 

and SAGs are categorized as attack graphs with scalable complexity of 

generation and representation and heuristic complexity for evaluation. The 

modification complexity of attack graphs is not analyzed. Among attack graphs, 

this approach categorizes VCGs and SAGs as the only methods that use the 

analysis approach “vulnerability elimination during software development” in 

the application area “software development”. VCGs and SAGs are presented as 

informal security graphs that are among the state-of-the-art approaches to 

guiding designers through the process of implementing security patterns and 

assessing their effectiveness against vulnerabilities [71].  

6.2.  Security patterns 

Patterns are an effective way of exchanging human knowledge and experience 

that support the reuse of solutions [71]. Yoshioka et al. define security pattern as 

a solution to a problem that arises within the context of security concepts [73]. 

They list security concepts as asset, attack, vulnerability, threat, risk, 

countermeasure, etc. Considering this definition, SAGs can be considered as 

security patterns that are directly related to the respective vulnerabilities they 

address.  

Regainia et al. [72] use this definition and propose a classification of security 

patterns to support software designers in choosing best practices for secure 

software development. This approach has the same basic idea as VCGs and 

https://www-sciencedirect-com.e.bibl.liu.se/topics/computer-science/heuristic-methods
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SAGs and their connection to each other i.e., identifying the relationships 

between security weaknesses and the security best practices and then identifying 

the security best practice that is most effective against a given security 

weakness. For weaknesses they focus on the Common Weakness Enumeration 

(CWE)3 database and consider a weakness as a root cause that may lead to a 

vulnerability.  

This approach uses our approach to Security Activity Graphs and proposes a 

methodology for mapping known security principles, security patterns and their 

strong points (sub-properties of the security pattern) to weaknesses and their 

mitigations. Classifying security patterns according to the vulnerabilities they 

address is a new application of SAGs, and it supports software designer’s ability 

to make more precise decisions about which security principles to implement.  

From the  perspective of data intelligence processing Jinan et al. [74] define 

software vulnerabilities as “security data patterns in bad manner occurring from 

operating system to application on to level”. They classify the research areas of 

software vulnerability analysis into four categories: Enumeration (building the 

basic database of vulnerabilities), Taxonomy (providing the classification of the 

data, drawing some common characteristics), Modeling (providing uniform 

formal or semi-formal intelligent data description with security semantics, 

mining the data patterns for vulnerabilities of specific classification), and 

Detection (applying a security data pattern to recognize the vulnerabilities in 

software).  This approach categorizes VCGs under modeling category, where 

both deterministic and uncertain causes of a vulnerability are expressed as a 

security pattern.  

6.3. Vulnerability detection and knowledge sharing  

In this thesis, we have focused on vulnerability prevention, but another 

important area of secure software development is vulnerability detection and 

supporting software developers in detecting software flaws and vulnerabilities 

before they can be detected and exploited by malicious actors.  

One of the use cases of vulnerability modeling is to support vulnerability 

detection by providing detailed knowledge of vulnerabilities and their causes 

and the using this information in detection methodologies, as published by 

Shahmehri et al. [65]. A review of existing related work in this area indicates 

that vulnerability detection is still a challenging area for software developers. 

Han et al. [76] proposes that one of the reasons that the currently available static 

 
3 https://cwe.mitre.org/ 
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detection technologies have limited applicability and the problem of state space 

explosion (the exponential increase in the size of system state space with 

growing number of state variables) is the lack of appropriate theory to accurately 

characterize vulnerabilities. Similar to Jinan et al. [74], this approach follows the 

idea that vulnerabilities follow certain behavior patterns and proposes that the 

identification of vulnerabilities depends on the precise description of these 

patterns. This approach describes the existing preconditions, characteristics, and 

decision rules for a vulnerability and then uses a formal description of a static 

vulnerability detection model to check the vulnerabilities executable path set 

without traversing all of the software program’s executable paths. We found the 

basic idea of describing a vulnerability in terms of its preconditions, 

characteristics, and decision rules to be similar to VCGs, where every path from 

the top cause in the graph, down to the vulnerability is describing a possible 

execution path that leads to the  existence of a vulnerability. Han et al. [76] 

refers to our vulnerability modeling technique as a structured method for 

analyzing and recording the causes of software vulnerabilities. VCGs are 

described as one of the detection frameworks for vulnerability positioning and 

discrimination. 

 Another challenge faced by software developers that is discussed by 

Alqahtani et al. [77] is the constantly increasing number of data sources 

describing vulnerability information. According to this approach, software 

developers are struggling to take full advantage of existing information, which 

in turn impacts software productivity and maintenance costs. This approach uses 

the semantic web and its technology for knowledge sharing and reuse and 

presents a knowledge model that captures vulnerability information from 

known, public databases and supports identification of missing vulnerability 

data. In this way, the authors aim at reducing silos between knowledge sources. 

VCGs and SAGs are listed as two of a number of existing ontologies in the 

security domain which can be used for reusing, sharing, and conceptualizing 

knowledge about software vulnerabilities. The authors state that in their view 

VCGs focus on capturing system level vulnerability information related to a 

particular information resource rather than trying to capture and integrate 

software vulnerability information as a domain of discourse [77]. 

7 Related work – SRA 

We have performed a literature review and gone through the publications on 

research approaches to security risk assessments applied in requirements 

engineering and studied the approaches which have used empirical studies 
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similar to our approach. During this literature study, we have compared the 

novelty of our contribution with existing research contributions, and concluded 

that: 

• We apply security risk assessment to all functional requirements of a 

system under development, not just security requirements as it is mostly 

the case for related work in this area [78]-[80]. 

• Our focus is on assets at a lower abstraction level than similar approaches, 

which start mostly from strategic interests of stakeholders or objectives 

[79], [81] and [82]. Going from system-level to subsystem-level analysis 

highlights functional aspects of the solution to be developed that might be 

missed in higher level analysis [83]. Identifying risks at this level helps us 

to refine the solution to counter the risk by choosing a security-tuned 

solution.  

• We emphasize on the technical knowledge of requirements engineers 

supported with security training and security expert consulting (when 

needed), to distribute the overhead of security activities. 

• We empirically verify the proposed approach in an industrial setup, over 

the course of several years and in large-scale software development 

projects using agile methods. This provides us a good understanding and 

lessons learned about the realities of introducing such approaches in a 

real-life setup.   

A detailed review of related work to each of abovementioned contributions 

can be found in Paper VII.  

8 Conclusion 

Based on our research contribution, our conclusions show that approaches 

such as modeling vulnerabilities and their mitigations would help software 

developers to reuse information on known vulnerabilities and improve software 

security. We also conclude that by using methods like S3P and continuously 

improving a development process by addressing causes of software 

vulnerabilities, we could sustain the security of a software product. Deploying 

activities like the proposed risk-based requirements engineering makes it 

possible to be prepared for security challenges from the earliest stages of 

software development and adjust to the solutions accordingly. Through our 

industrial case study, we examined the applicability and usability of the method 

used by distributed teams that are developing complex products in agile ways. 

Starting on a small scale and improving the method application through 
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iterations while increasing the scale gave us an understanding of the impacts of a 

security-expert-centric approach compared to a distributed and semi-distributed 

security competence setup. Based on our findings, expert involvement cannot be 

totally eliminated when performing security activities. Software developers need 

a certain level of security competence to perform security activities by 

themselves and will benefit from expert support when deep security knowledge 

is required. The importance of security training and ensuring that the training is 

refreshed from time to time is also evident in our study results. The application 

of design research methodology validates our findings and conclusions on 

answers to research questions.  
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