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Abstract 
This master’s thesis consists of a scenario-based evaluation of an IT-security assessment method 
known as the eXtended Method for Assessment of System Security (XMASS), as well as an 
assessment of a real-world network using the software implementation of this method known as 
the Security AssessmeNT Application (SANTA). 

This thesis also describes a number of improvements made to the software implementation, 
some which could also be added to the method itself. These were performed during the 
preparation of the assessment but had no effect on the outcome. 

The evaluation showed that the method and implementation contained a number of flaws in the 
way the filtering effect of the traffic mediators of a network, such as network-based firewalls, was 
implemented. When it comes to the assessment of the real-world network it was seen that the 
network, given the supplied information regarding the software and hardware setup of its entities, 
appeared to be sufficiently secure to handle the transmission of data at the lowest classification 
level (Restricted). However, as with almost all security assessments, this does not mean that the 
network is guaranteed to be secure enough; it just indicates that, given the information specified, 
the network has the potential of being sufficiently secure. 

The main conclusion of this thesis is that the way XMASS and SANTA calculates the effect of 
filtering traffic mediators should be looked into and improved to increase the usability of the 
tool. The method can however still be used in its current state, but requires the individual(s) 
performing the assessment to be aware of the drawbacks of the current implementation and thus 
compensate for these when producing the input for the assessment method. 
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1 Introduction 
As the amount of sensitive data being stored, as well as transmitted, through the use of computer 
systems increases, so does the need for security in such systems. However, it is not possible to 
achieve absolute security in the world of computers. Thus, there exists a demand for methods 
which can assure that a computer system is sufficiently secure with regards to what kind of 
information is being processed by it. However, the amount of time and money available for 
securing a system is also a key factor that needs to be considered when deciding what actions to 
take towards increasing IT security. The development of security assessment methods is essential 
for satisfying these needs. 

1.1 Motivation 
The Swedish Defence Research Agency (FOI) has developed a security assessment method called 
the eXtended Method for Assessment of System Security (XMASS). The software 
implementation of this method, the Security AssessmeNT Application (SANTA), is a plugin for a 
software framework, also developed by the FOI, called the New Tool Environment (NTE). To 
illustrate the applicability of the XMASS and the SANTA there is a need for real-world examples. 
These examples are also essential for the evaluation of the method and software implementation 
themselves. 

1.2 Problem formulation 
The stated purpose of this master’s thesis is to model and evaluate the security of a specific 
computer network using the software implementation (Bengtsson & Brinck, 2008), the SANTA, 
of the security assessment method developed by the FOI known as the 
XMASS (Hallberg et al, 2006), which has been implemented as a plugin for the 
NTE (Bengtsson & Brinck, 2008). 

The reason behind this evaluation is not only to use the method to evaluate a real-world network, 
but also to evaluate the method and its software implementation in hopes of finding ways to 
improve both the calculations as well as the presentation of the results. 
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1.3 Contributions 
The work presented in this thesis contributes with the following: 

▪ An evaluation of Region B of the network used at the international exercise known as 
Combined Endeavor 2007 (CE07). 

▪ An evaluation of the SANTA, the software implementation of the XMASS. 

▪ Improvements made to the SANTA and the XMASS, such as the implementation of 
a way of calculating and displaying exactly how the different entities in a network 
affect each others security. 

▪ Suggestions of further work that could be done to improve the usefulness of the 
XMASS. 

1.4 Report disposition 
Chapter 2 contains the relevant background information for this thesis, including an introduction 
to the area of IT security assessment followed by descriptions of the security requirements used 
to characterize the security of systems, the method being evaluated (XMASS) as well as the 
software implementation of this method (SANTA) and the software framework in which it has 
been implemented as a plugin (NTE). Finally, a short description of the Combined Endeavor 
military interoperability exercise is provided. 

In chapter 3, the workflow when using the NTE with the SANTA is presented through an 
explanation of each of the steps that need to be performed during the evaluation of a system as 
well as describing in which order these can be performed. 

Chapter 4 presents the improvements made to the SANTA and the XMASS, such as the 
implementation of a way to illustrate how much the security of a certain entity in the modelled 
network affects the security of other entities. 

Chapter 5 presents the work done on modelling the CE07-network using the NTE together with 
the SANTA plugin. This includes both the production of the data used as input for the SANTA 
as well as an illustration of the completed model. 

In chapter 6, the evaluations of the CE07-network as well as the method and the software 
implementation are presented. 

Chapter 7 contains a discussion of the evaluation results presented in the previous chapter.  

Chapter 8 concludes the report and gives suggestions for future work that could be done to 
improve the method and the software implementation. 
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2 Background 

The purpose of this chapter is to give an introduction to the field of security assessment followed 
by a description of the requirements on security functions, developed by the Swedish Armed 
Forces, henceforth referred to as the KSF. The chapter then continues by providing insight into 
how the eXtended Method for Assessment of System Security (XMASS) works as well as how 
the New Tool Environment (NTE) together with the 
Security AssessmeNT Application (SANTA) plugin is intended to be used. Finally, a short 
description of the Combined Endeavor exercise is given. 

2.1 IT Security assessment 
Before discussing the assessment aspect of IT security, exactly what is meant by IT security has 
to be defined. The definition of IT security used in this master’s thesis is the definition provided 
by the Swedish Standards Institute (2004), which defines IT security as the ability to maintain 
desired levels of confidentiality, integrity and availability. 

The purpose of an IT security assessment is to give an indication of how well a system meets 
specified criteria. Although perfect security is the ultimate goal for a system, an assessment 
cannot guarantee any level of security, but it can however provide a basis for confidence in the 
assessed system (Bishop, 2003). 

There are a number of different approaches to IT security assessment, amongst which are the 
penetration testing types of approaches that view the assessed system as a black box, which may 
or may not be stimulated through input. There are also more knowledge-based approaches which 
assume that the knowledge of the security of a system can be gained through the knowledge of 
the internals of the system. 

The few security assessment tools that are available today mostly rely on the knowledge-based 
approaches, such as the Microsoft Security Assessment Tool (MSAT) (Microsoft, 2008). MSAT 
uses a collection of over 200 questions to assess the security of a company’s IT system and also 
provides recommendations of improvements that could be made to increase the system’s level of 
security. 
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2.2 The KSF 
As mentioned in the introduction to this chapter, the KSF is a set of security requirements 
produced by the Swedish Armed Forces (2004). These requirements were produced to make it 
easier for the Swedish Military Intelligence and Security Service (MUST) to evaluate whether or 
not a certain system is secure enough to handle information of a certain classification level. The 
classification levels covered by the KSF are Restricted, Confidential and Secret. 

The requirements in the KSF covers seven different security features, namely the security 
functions for Access Control, Security Logging, Intrusion Detection, Intrusion Prevention, 
Protection against Malware, Protection against Compromising Emanations and 
Protection against Unauthorized Wire-tapping. 

However, only the first five of these security features are actually used by the SANTA, where 
they serve to give a better indication of the overall security of a system by presenting the security 
value for each security feature instead of for each individual security requirement. These five 
security features have the following definitions: 

Access Control (AC): The purpose of the security function for Access Control is to identify and 
authenticate users and to regulate the access to the different parts of the system which the user 
has or hasn’t been given access rights to. 

Security Logging (SL): The purpose of the security function for Security Logging is to register 
all security relevant activities in the system, including those which occur inside the scope of the 
other security functions. 

Intrusion Detection (ID): The purpose of the security function for Intrusion Detection is to 
monitor and process such events which could be of importance to the security of the system and 
which could have negative consequences for the systems resources if they were allowed to 
happen. 

Intrusion Prevention (IP): The purpose of the security function for Intrusion Prevention is to 
in a controlled way provide access to different services in a system, both from inside as well as 
outside the protected system. 

Protection against Malware (PM): The purpose of the security function for Protection against 
Malware is to protect the system against executable code which could in some way damage the 
system’s resources by disclosing, altering or deleting the information, files or programs present in 
the system. 

The translated subset of the KSF requirements used for the purpose of this master’s thesis can be 
found in Appendix A. 
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2.3 XMASS 
The XMASS is, as the eXtended part of the name suggests, an extension to a formerly FOI 
produced method known as the MASS (Andersson, 2005; Andersson & Hallberg, 2006). As 
stated in (Hallberg et al, 2006) the XMASS consists of five main parts, these are: 

▪ systems modelling, 

▪ calculation of entity security profiles, 

▪ calculation of traffic mediator filter profiles,  

▪ modelling of inter-entity relations, and 

▪ security values computation. 

The first four parts correspond to the parallel columns separated by the dashed lines in Figure 1, 
while the last part consists of the tasks at the top, namely Calculation of entity system-dependencies and 
Aggregation of system-level security profiles.   

 

 

Figure 1: Overview of the XMASS (Bengtsson & Brinck, 2008) 
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The systems modelling part of the XMASS handles the representation of entities and their 
relations to each other. In the XMASS there are two types of entities: traffic generators, such as 
servers, and traffic mediators, such as routers or firewalls. These entities are in turn interconnected 
either through a physical relation, representing a direct network connection between two entities, or 
a logical relation, representing for example a VPN tunnel. The relations bind the entities together 
into a network of traffic generators, possibly separated by traffic mediators and/or open insecure 
networks such as the Internet. 

As the name suggests, the security values computation part handles the actual computation of the 
security values used to evaluate the system. This is done by first calculating every entity’s 
individual Security Profile (SP), and then combining these depending on logical and physical 
inter-entity relations to create either Logical Security Profiles (LSPs) or Neighbour-dependent 
Security Profiles (NSPs). These are in turn combined to create each entity’s System-dependent 
Security Profile (SSP), which are all combined to produce the system-level security values used in 
the security evaluation of the whole system. A short description of each profile can be seen in 
Table 1 below. 

Table 1: Profile descriptions 

Profile Description 

SP Represents the security value of an entity before the effect of all of its related 
entities has been taken into consideration. 

LSP Represents the security value of a logically related entity. 

NSP Represents the security value of a physically related entity. 

SSP Represents the security value of an entity after the effect of all of its related 
entities has been taken into consideration. 

 
In the predecessor to XMASS, MASS, the relevant security and filter profiles were taken as input 
to the method, whereas in the XMASS the profile calculations have been integrated into the 
method. However, this requires a security profile template and a filter profile template to be 
produced before security and filter profiles can be created. 

The security profile template is produced by first dividing all the requirements into two 
categories, important and fundamental, where a requirement is considered fundamental if not 
fulfilling it would result in the security function it relates to being worthless. All non-fundamental 
requirements are placed in the important category and these are then prioritized in regards to 
each other to determine how much of an impact not fulfilling each of them should have on the 
overall fulfilment value of a security feature. 

Similarly, the filter profile template is produced by prioritizing, for each security feature, how 
much the fulfilment of each of the five filter functionalities defined below should affect the 
system-dependent security profiles of traffic generators connected through a traffic mediator. 
These five filter functionalities have the following definitions:  

Application Layer Gateway (ALG): An Application Layer Gateway is an application-specific 
server through which all application data (inbound and outbound) must pass. This enables the 
traffic mediator to make policy decisions based on application data in addition to the data found 
in TCP/UDP headers and IP headers. 
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Circuit Level Gateway (CLG): A Circuit Level Gateway is a rule-based filter which either 
blocks or allows both inbound and outbound connections. The accepted connections generate a 
new connection from the CLG to the destination host which forwards all packets received from 
the source host. 

Network Address Translation (NAT): Network Address Translation is a technique which 
allows an entire network to be hidden behind a single IP-address by remapping the source IP-
address of all outbound packets to that of the NAT-enabled device and similarly remap the 
destination IP-address of inbound packets to that of the true destination host. 

Packet Filtering (PF): Packet filtering is a rule-based technique that uses the information stored 
in a packet’s TCP/UDP header and IP header to decide whether to allow or deny a certain 
packet to traverse the device on which the filter is implemented. 

Stateful Inspection (SI): Stateful Inspection is a technique which enhances packet filters by 
filtering packets on a connection basis instead of on a packet-by-packet basis. This allows filtering 
decisions to be based on the state of a connection in addition to the contents of the TCP/UDP- 
and IP-headers of each packet. 

The security profile of an entity is created by specifying a fulfilment value for each security 
requirement. These values are decimal numbers in the interval [0, 1], where zero signifies that the 
requirement is not met in any way while a value of one reflects the fact that the requirement is 
completely fulfilled. 

The filter profile for a traffic mediator is created in a similar manner by specifying for each filter 
function how well that particular function is implemented. These filtering capability values are 
also decimal numbers in the interval [0, 1], where zero implies that the filtering function is not 
implemented at all, while a value of one signifies that the function has been correctly 
implemented with regards to what kind of legitimate traffic is expected to flow through it. 

The final part of XMASS, modelling of inter-entity relations, consists of the definition of three 
functions: 

▪ f – Used in the calculation of the effects of physical relations. 

▪ g – Used in the calculation of the effects of logical relations. 

▪ h – Used when calculating the system-dependent security profiles for each entity. 

These functions can for example be Average, Minimum, Maximum or Multiplication. As the 
name suggests the first three of these functions calculate the average, minimum or maximum of 
the values in relevant profiles, while the last function multiplies the values. 

For more information regarding the functionality of the XMASS, see (Hallberg et al, 2006) and 
(Andersson et al, 2007). 
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2.4 NTE and SANTA 
The NTE is a software framework which can be used to create software implementations of 
methods such as the XMASS. This is done by loading the assessment method as a plugin for the 
NTE. Even though the software framework can handle several different assessment methods this 
description will be limited to how the NTE works with the SANTA plugin loaded as it is the only 
relevant plugin for this master’s thesis. Figure 2 below shows an example of a network modelled 
using the NTE. 

 

Figure 2: The New Tool Environment using the SANTA plugin 

In addition to the ability to load assessment method plugins, the NTE also allows for the 
definition of external Requirement Collections (RCs), which can be used in combination with any 
plugins loaded by the NTE. These RCs enable the specification of different security features, 
which in turn can be broken down into a number of security requirements. It is also possible to 
supply a textual description for each security requirement that will be displayed whenever the 
cursor is moved over the name of a requirement in the NTE. 

2.4.1 Overview of the workflow when using NTE with SANTA 
The first thing that needs to be done when using the NTE is to either create a new RC or use an 
already existing one. RCs are created using the built-in RC editor in the NTE. Next, a new system 
needs to be created and if it’s the very first system being modelled, a new project also needs to be 
created. When creating a new project, the tool plugin (in this case the SANTA) needs to be 
selected in addition to the selection of the database plugin and RC that should be used. 



 9

Once the system has been created the system functions, effective filter weights, security profile 
template, filter profile template and physical relation profile need to be specified. When these 
have been specified the modelling of the system can begin by creating traffic generator and traffic 
mediator entities in the modelling area and specifying their relevant security and filter profiles. 
These entities can then be inter-connected using either physical relations or logical relations to 
create a network of entities, at which point the tool will start to calculate the system-dependent 
security profiles of inter-connected entities. The values in these system-dependent security 
profiles are then used by the tool to produce the overall system security values seen in the upper-
left corner of Figure 2. 

For further information about how to use the NTE with the SANTA plugin loaded, please read 
Chapter 3: Workflow when using NTE with SANTA 

2.5 Combined Endeavor 
Combined Endeavor is the largest military Security Cooperation and 
CIS (Communications and Information System) interoperability exercise in the world. The 
participants are members of the North Atlantic Treaty Organization (NATO) and the 
Partnership for Peace (PfP). 

Figure 3 below shows the organizational overview for Combined Endeavor 2007, the year in 
which the network chosen for evaluation was used. 

 

Figure 3: Combined Endeavor 2007 - Organizational overview 

Note that the bottom part of the figure only shows which countries were part of the 
Regional Control Groups, and not which countries’ networks actually belonged to those Regions. 
Thus, even though for example Sweden was head of the Control Group for Region A they still 
had equipment in - and networks connected to - Region B, which is the part of the network 
chosen as the target for the evaluation performed in this master’s thesis. 
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3 Workflow when using NTE with SANTA 

This chapter describes the workflow when using the New Tool Environment (NTE) with the 
Software AssessmeNT Application (SANTA) plugin loaded to evaluate the security of a system. 
Figure 4 below illustrates the order in which tasks need to be completed. The numbered arrows 
indicate that some tasks can be performed in parallel, but that they both need to be completed 
before moving on to the next set of tasks. 

 

Figure 4: Workflow 



 12 

3.1 Requirement Collection 
The first task that needs to be performed is the specification of the security features that the 
system should use during the assessment. Each of these features should then in turn be broken 
down into a set of requirements that needs to be fulfilled to ensure that the feature is correctly 
implemented. This set of security requirements is in the NTE represented in the form of a 
Requirements Collection (RC), which is needed when creating new evaluation projects. 

Once the RC has been specified, a new evaluation project can be created in the NTE. When 
creating a project in the NTE, the plugin that should be used for the assessment needs to be 
specified. In the case of the work concerning this master’s thesis, that plugin is the latest version 
of the SANTA (1.2.0.0). In addition to these two selections, the database plugin that should be 
used for storing the project information also needs to be selected. After finally specifying the 
name of the project, as well as an optional textual system description, it is time to proceed to the 
next step in the assessment process, namely creating the model of the system. 

3.2 Security profile template and filter profile template 
Before the entities can be placed in the modelling area of the SANTA, the Security Profile 
Template and Filter Profile Template for the system must be specified. The Security Profile 
Template requires subdivision of the requirements for each security feature into two different 
categories, namely fundamental requirements and important requirements. Fundamental 
requirements are those requirements which must be fulfilled if the security function is to be 
considered correctly implemented. Furthermore, the important requirements need to be 
prioritized to decide their relative influence on the score reflecting the fulfilment of the security 
feature. It is also possible to regulate how much the important requirements in general should 
affect the fulfilment score of each security feature by altering the Min. value of important requirements 
factor value. When it comes to the Filter Profile Template, the relative influence of the different 
filter functionalities need to be specified for each security feature, as well as the 
Filtering influence factor which represents the maximum effect a filter can have on the traffic flowing 
through it. 

3.3 Physical relation profile, security profiles and filter profiles 
When the two templates have been specified, there are three tasks that should be performed, in 
any order, before moving on to the next step. The first task is to specify the Physical Relation 
Profile, which regulates how entities connected through a physical relation affect each others 
security values. The second task is to start creating Security Profiles (SPs) for the entities in the 
system by specifying how well the entities fulfil all the different requirements included in the RC. 
The third and final task is to start specifying how well the traffic mediator entities of the network 
implement the different filter functionalities, thus creating the Filter Profiles (FPs) for these 
entities. Note that the SPs for traffic mediators do not affect the overall security values of the 
system; instead they influence the effects a traffic mediator’s FP values have on the traffic 
flowing through it. This represents the fact that the traffic mediators are also entities which could 
be subject to attacks, thus possibly enabling an attacker to bypass their filtering capabilities. How 
much each security feature affects the filtering capabilities of a traffic mediator can be altered by 
changing the Effective Filter Profile Weights. 
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3.4 Visual modelling 
Once all of the previous steps have been completed for at least a few of the entities, the visual 
modelling of the network can begin by placing the entities on the modelling surface and 
connecting them to each other, either through physical relations or logical relations (such as VPN 
tunnels etc.). One Logical Relation Profile has to be specified for each logical relation created 
between two entities. This profile reflects the influence the security profile of the source entity of 
the logical connection has on the security profile of the destination entity. 

Throughout the visual modelling process it is possible to click on the deployed traffic generator 
entities to see how well they individually fulfil the system security requirements, and also how 
well they fulfil said requirements once the effect of neighbours and traffic mediators located 
between the entities is taken into consideration. In addition, once the security and filter profiles 
have been specified for all deployed entities, the overall system security is calculated and 
displayed in the upper left corner of the SANTA. The calculation of this system wide fulfilment 
value can be influenced by changing the system functions for the calculation of each individual 
security feature.  

3.5 Advanced system evaluation 
Finally, a more advanced system evaluation can be performed, which consists of entering 
end state values for each selected profile and template and then having the system run 100 
evaluations starting from the original values specified in the model and ending with these 
end state values. The result of this evaluation is presented in the form of graphs depicting the 
changes in the security of the system brought on by the variation of the modelling values. 

For more details regarding how to use NTE together with the SANTA plugin please refer 
to (Bengtsson & Brinck, 2007). 
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4 Improvements made to XMASS/SANTA 

This chapter presents the improvements made to the 
eXtended Method for Assessment of System Security (XMASS) and its software implementation, 
the Security AssessmeNT Application (SANTA). 

4.1 Filter Profile Template 
A drawback with the original way of implementing the filter profile template was found during 
the creation of the filter profile template for the evaluated network presented in Chapter 5: 
Modelling of the CE07-network. This drawback was the fact that there existed no way of 
specifying exactly which of the five Filter Functional Requirements (FFRs) should be able to 
affect the fulfilment values of each of the security features. 

This was remedied by requiring the FFRs to be divided into two sets: Ineffective FFRs and 
Effective FFRs; where, as the name suggests, the Ineffective set contains those FFRs which have 
no effect on the traffic flowing through the traffic mediators with regards to the security feature 
in question. Figure 5 below illustrates the improvement by showing both the old, to the left, and 
the new, to the right, Filter Profile Template windows. 

 

Figure 5: Filter Profile Template improvement 
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4.2 Filter Functional Requirements 
During the work of improving the filter profile template and creating filter profiles for the traffic 
mediator entities of the evaluated network it was found that the set of 
Filter Functional Requirements (FFRs) needed a revision. 

The improvement made was that the redundant Circuit Level Gateway FFR was removed due to 
the fact that it is in many ways considered obsolete since the implementation of Stateful 
Inspection packet filters (Gollmann, 2006). In addition, two new FFRs were added, namely 
Anomaly Detection and Misuse Detection which are two techniques employed in network-based 
Intrusion Detection systems. Their definitions are as follows: 

Anomaly Detection (AD): Anomaly Detection is a technique which uses statistics to detect 
possible intrusions. The technique is based on first establishing what the normal behaviour of the 
network is and then using this as a baseline for determining whether or not the network might be 
under attack. 

Misuse Detection (MD): Misuse Detection is a technique which looks for so called attack 
signatures. These attack signatures are patterns of network traffic that in some way indicate 
suspicious behaviour.  

4.3 Influence 
During the evaluation of the network it was found that there was no way of seeing exactly how 
much each entity affected the system-wide security profiles of every other entity in the network 
except through manual calculations. 

Therefore, another improvement made to the SANTA was the implementation of a way to 
calculate and display the individual influence of traffic generator entities in the network. The 
visualization was realized through the creation of a System Influence window, as can been seen in 
Figure 6 below. This window can be accessed through the XMASS-menu of the NTE. 

 

Figure 6: System Influence 
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The Actual influence tab shows how much each traffic generator actually affects other entities in 
the network given the current modelling setup, while the Potential influence tab displays to which 
extent each pair of generators would affect each other if they were the only generators currently 
being modelled. Finally, the Unfiltered tab shows the influence generators could potentially have 
on each other if they were the only generators being modelled and no traffic mediators had been 
placed between them. The calculation of these three different types of influence values needs to 
be performed differently depending on the system function used (e.g. Avg, Min, Max or Mult). 
The calculations for the influence when using these system functions can be seen in Table 2 and 
Table 3, where NSP is the neighbour-dependent security profile and SP is the security profile of 
the influenced traffic generator. Each calculation is performed once per security feature (SF). 

Table 2: Actual influence calculations 

System 
function Influence calculation Description 

Average 
( )( )

SF

SFSFSFSF

rencessumofDiffe
SPSSPSPNSP −−

 

The variable sumofDifferencesSF is the sum of 
differences (NSPSF - SPSF) of all the 
neighbours of the influenced traffic generator. 
The SSP is the system-dependent security 
profile of the influenced traffic generator. 

Minimum 

0
 else

 
then 

)(if

SFSF

SFSFSF

SPNSP

minimumInfSPNSP

−

==−

 

The variable minimumInfSF is the lowest 
influence value discovered for the security 
feature considering all neighbours of the 
influenced traffic generator. 

Maximum 

0
 else

 
then 

)(if

SFSF

SFSFSF

SPNSP

maximumInfSPNSP

−

==−

 

The variable maximumInfSF is the highest 
influence value discovered for the security 
feature considering all neighbours of the 
influenced traffic generator. 

Multiplication ( )1−⋅ SFSF NSPvalue  

The variable valueSF is the resulting security 
feature value of the affected traffic generator 
after other entities have influenced its security 
profile. If the influencing generator happens 
to be the first to affect the other entity then 
valueSF is equal to the security profile value for 
that security feature of the affected generator, 
as in the case of the potential and unfiltered 
influence calculations shown in Table 3. 
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Table 3: Potential and unfiltered influence calculations 

System 
function Potential influence calculation Unfiltered influence calculation 

Average ( )
2

SFSF SPNSP −
 

Minimum 

0
else

then
)0(if

SFSF

SFSF

SPNSP

SPNSP

−

≤−

 

Maximum 

0
else

then
)0(if

SFSF

SFSF

SPNSP

SPNSP

−

≥−

 

Multiplication ( )1−⋅ SFSF NSPSP  

The calculation of the unfiltered influence is 
similar to the calculation of the potential 
influence, with the only difference being that 
the neighbour-dependent security profile (NSP) 
is replaced by an unfiltered neighbour-
dependent security profile (UNSP). The UNSP 
represents what the NSP would have been if the 
two entities had been located right next to each 
other in the logical overview of the network. 

 

 
In addition to the earlier mentioned system functions, a fifth function was created during the 
work on this master’s thesis. This system function is currently named Special and works similarly 
to Multiplication with the addition that the individual impact of entities, on the security values of 
the influenced entity, is lowered further as more entities are added to the network. This is realized 
through the following calculation of the System-dependant Security Profile (SSP) of entities, 
where the value for each Security Feature (SF) is calculated independently: 

SSPSF = ∏
=

−⋅
N

j

j
SFSF 1]NSPs[jSP

1

1  

The variable N is the number of generators in the network and the variable NSPs is a sorted 
array-list containing neighbour-dependent security profiles ordered so that the profile resulting in 
the worst influence is placed at the beginning of the list. 

The influence calculations for this newly added system function is performed, for each security 
feature, as follows: 

Actual influence Special, SF = ( )( )111 −⋅ +index
SFSF NSPvalue  

The variable valueSF is the resulting security feature value of the affected traffic generator after 
other entities have influenced its security profile. The variable index is the index of the NSP of the 
influencing entity in the array-list mentioned above after having been sorted with regards to the 
specific security feature. If the influencing generator happens to be the first to affect the other 
entity then valueSF is equal to the security profile value for that security feature of the affected 
generator and index is zero, as in the case of the potential and unfiltered influence calculations. 
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This causes the potential and unfiltered influence calculations for the Special system function to 
be exactly the same as the corresponding calculations for the Multiplication function described 
earlier. 

In the case of traffic generator entities with a quantity value higher than one, representing sub-
networks of such entities connected only through a hub or switch, the influence they have on 
others as well as the influence others have on them is scaled to accurately reflect the fact that they 
consist of several separate entities. Internal influences are also taken into consideration as can be 
seen in the case of the Windows servers entity shown in Figure 6 which has a quantity value of two 
and thus also affects itself as well as the other entities in the modelled network. Similarly, the 
weight of generators is taken into consideration so that negatively influencing a very important 
traffic generator with a high weight value is considered worse than negatively influencing a 
generator with a lower weight value. 

In addition to being displayed in the previously described System Influence window, the results of 
the potential influence calculation were also used to enable the marking of traffic generators 
which have the worst potential influence on other generators in the network. The calculation for 
this marking also takes into consideration the quantity of the traffic generators when deciding 
which entities have the worst potential influence, as illustrated by the Windows servers entity seen in 
Figure 7 below. This is done in such a way that in case the generators represented by the sub-
network entity would have been marked if they had been individually modelled, then the entity 
representing the sub-network is marked. 

 

Figure 7: Worst influence marking 

Lastly, the System Influence window and modelling area were linked together so that selecting an 
entity in the list to the left in the influence window causes the corresponding entity to be selected 
in the modelling area. This results in a better overview of which entity’s influence is being 
presented, especially in the case where several entities have the same name.
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5 Modelling of the CE07-network 

The purpose of this chapter is to present the work done on modelling Region B of the network 
used at Combined Endeavor 2007 (CE07) through the use of the New Tool Environment (NTE) 
with the Security AssessmeNT Application (SANTA) plugin loaded. 

The logical infrastructure of the network can be seen in Figure 8 below.  

 

Figure 8: Overview of the CE07 network (Swedish Armed Forces, 2007) 
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The switches used were from the Cisco Catalyst 2900 series and Allied Telesis AT8016. The two-
letter abbreviation at the start of each sub-network and router label signifies which country the 
network or router belongs to. The involved countries were: Sweden (SW), Finland (FI), Denmark 
(DA), Norway (NO), Ireland (EI), Belgium (BE), Estonia (EN) and the United Kingdom (UK). 
All routers whose label only contains a two-letter abbreviation followed by a number are Cisco 
routers of the type indicated by the number. The entities labelled Färist, and the other entities 
represented by the same image, are firewalls while the entities labelled IDS are Intrusion 
Detection Systems. The entities labelled APN1, APN FUM TC, FUM TC, APF1 and APF2 are 
combinations of different entities which can, in a logical sense, be modelled by the routers which 
handle the core routing functionality of the entities. The entity labelled EN Client was only 
included in the actual planning and never ended up being used at the actual exercise and is thus 
not displayed in the final model. 

5.1 Assumptions and simplifications 
Due to no focus on security when designing the setup of the APN1, APN FUM TC, FUM TC, 
APF1 and APF2 entities in the evaluated network, these were generalized to be represented by 
Cisco 7500 series routers. 

All switches have been modelled as belonging to the Cisco Catalyst 2900 series since little 
difference was found between the two types of switches used in terms of security. 

In addition, all Cisco routers were assumed to have the latest, at the time, Cisco 
Internal Operating System (IOS) installed. 

The IDSs were modelled as being part of the switches to which they were connected as it was 
only possible to model inline traffic generators in the current version of SANTA. 

The satellite link was modelled as a simple physical relation as it is identical to a normal properly 
encrypted wireless transmission from a security point of view. 

The country-specific networks have been modelled as groups of ten Windows workstations 
connected through a simple switch as no information was obtained regarding their internal 
structures. The firewalls connecting these networks to the backbone-network were modelled as 
Färists as no specific information regarding their hardware or software configurations was found. 

The SMTP- and IP-servers were modelled as simple Windows servers as no further information 
was provided regarding the structure of the secure networks to which they belonged. 

The VoIP network was not included in the model as no information regarding its structure was 
obtained. 

5.2 Security Profile Template 
The Requirements Collection (RC) used, which is a translated version of a subset of the KSF 
(Swedish Armed Forces, 2004), can be found in Appendix A. 

The subdivision of the security requirements in the RC into fundamental and important, with the 
help of security experts at the FOI, yielded the results included in Table 4. 
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Table 4: Fundamental and important requirements 

 Fundamental Important 

Access Control AC1, AC3, AC4, AC6, AC9, 
AC10, AC14, AC18 

AC2, AC5, AC7, AC8, AC11, 
AC12, AC13, AC15, AC16, 
AC17, AC19 

Security Logging SL1, SL2, SL3, SL4, SL5, SL6, 
SL10, SL11 

SL7, SL8, SL9, SL12 

Intrusion Prevention IP2, IP3, IP4, IP5, IP6, IP8, 
IP11, IP12, IP16 

IP1, IP7, IP9, IP10, IP13, 
IP14, IP15, IP17 

Intrusion Detection ID1, ID3, ID6, ID12 ID2, ID4, ID5, ID7, ID8, 
ID9, ID10, ID11 

Protection against Malware 
PM1, PM3, PM4, PM5, PM6, 
PM8, PM9, PM13, PM15, 
PM16 

PM2, PM7, PM10, PM11, 
PM12, PM14 

 

Prioritization of the important requirements of each security feature using the Analytical 
Hierarchy Process (AHP) (Saaty, 1994), once again with the help of the same security experts, 
yielded the results shown below in Table 5. 

Table 5: Prioritization of important requirements 

Access Control Security Logging Intrusion 
Prevention 

Intrusion 
Detection 

Protection 
against Malware 

AC2: 0,03 SL7: 0,05 IP1: 0,09 ID2: 0,06 PM2: 0,06 
AC5: 0,27 SL8: 0,11 IP7: 0,10 ID4: 0,13 PM7: 0,31 
AC7: 0,04 SL9: 0,48 IP9: 0,03 ID5: 0,06 PM10: 0,07 
AC8: 0,09 SL12: 0,36 IP10: 0,33 ID7: 0,13 PM11: 0,23 
AC11: 0,08  IP13: 0,05 ID8: 0,13 PM12: 0,20 
AC12: 0,02  IP14: 0,10 ID9: 0,30 PM14: 0,14 
AC13: 0,08  IP15: 0,21 ID10: 0,12  
AC15: 0,07  IP17: 0,10 ID11: 0,08  
AC16: 0,09     
AC17: 0,10     
AC19: 0,13     
 
For information regarding the subdivision and prioritization of the Intrusion Detection security 
requirements please refer to (Andersson et al, 2007). Further information regarding the 
subdivision and prioritization of the security requirements belonging to the other four security 
features can be found in Appendix B.  

The results shown in Table 5 were used to create the Security Profile Template, in which a 
minimum value for the important requirements factor was automatically specified for each 
security feature by the software after the AHP prioritization had been completed. This is done to 
compensate for the fact that for example Security Logging only had four out of sixteen important 
requirements, thus the non-fulfilment of those four should have a lesser impact on the overall 
security value of the feature than if half of the requirements had been classed as important. 
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5.3 Filter Profile Template 
The Filter Profile Template was created by deciding for each security feature which filter 
functionalities should be effective, prioritizing how effective each of them should be, as well as 
specifying how much a traffic mediator should be able to influence the security values of 
connected traffic generators. These influence factors were selected to be 0.9 for 
Intrusion Prevention (IP), Access Control (AC), Protection against Malware (PM) and Intrusion 
Detection (ID) and 0.25 for Security Logging (SL). The identified filter functionalities were:  
Packet Filtering, Stateful Inspection, Application Layer Gateway, Anomaly Detection, 
Network Address Translation and Misuse Detection.  

The reasoning behind the filtering influence factors and the basis for the prioritization can be 
seen in Appendix C and the result of the prioritization can be seen in Table 6 below1.  

Table 6: Filter functionality priorities 

 AC SL IP ID PM 

FF1: Packet Filtering 0.20 0.13 0.20 - 0.20 

FF2: Stateful Inspection 0.20 0.38 0.20 - 0.20 

FF3: Application Layer Gateway 0.52 0.38 0.52 - 0.52 

FF4: Anomaly Detection - 0.13 - 0.17 - 

FF5: Network Address Translation 0.08 - 0.08 - 0.08 

FF6: Misuse Detection - - - 0.83 - 

5.4 Profiles 
The resulting Security Profiles and Filter Profiles from the individual evaluation of the entities 
can be found in Appendix D and in Table 7 below. These were produced through extensive 
literature studies of the relevant product documentation, e.g. Cisco Systems, Inc (2008). 

Table 7: Filter profiles 

Färist v2.3 Cisco router XSR 1805 Switch Cisco r. (IDS) Switch (IDS) Switch (IDSx2)
FF1 Packet Filtering 1,00 0,00 0,00 0,00 0,00 0,00 0,00
FF2 Stateful Inspection 1,00 0,00 0,00 0,00 0,00 0,00 0,00
FF3 Application Layer Gateway 1,00 0,00 0,00 0,00 0,00 0,00 0,00
FF4 Anomaly Detection 0,00 0,00 0,00 0,00 0,00 0,00 0,00
FF5 Network Adress Translation 1,00 0,00 0,00 0,00 0,00 0,00 0,00
FF6 Misuse Detection 0,00 0,00 0,00 0,00 0,50 0,50 0,75

 

                                                 

1 The absence of values signifies the fact that the security feature is considered to be unaffected by the 
filter functionality. 
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5.5 Physical and logical relation profiles 
The physical relation profile used for the evaluation can be seen in Figure 9 below. For further 
information regarding the creation of this template please refer to Appendix E. 

 

Figure 9: Physical relation profile 

5.6 System functions and Effective Filter Profile Weights 
The settings used for the system functions and effective filter profile weights can be seen in 
Figure 10 below. 

 

Figure 10: System Functions and Effective Filter Profile weights – Average 
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The system functions were chosen to be Average to, in combination with the physical relation 
profile used, enable filtering traffic mediators such as firewalls to increase, and not just lessen the 
decrease of, the security values of traffic generators with bad Intrusion Prevention, Intrusion 
Detection and/or Security Logging. 

5.7 System model 
The resulting system model of Region B of the network used at Combined Endeavor 2007 can 
be seen below in Figure 11. 

 

Figure 11: Model of the CE07 network 
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6 Evaluation 

This chapter starts by describing the work done on evaluating Region B of the network used at 
Combined Endeavor 2007, using the software implementation of the 
eXtended Method for Assessment of System Security (XMASS) called the 
Security AssessmeNT Application (SANTA). The chapter then moves on to presents the 
evaluation of the SANTA itself through the use of three generalized networks. 

6.1 Evaluation of the CE07-network 
The scenarios considered in this evaluation were the following: 

1. The firewalls are compromised, resulting in no Intrusion Prevention (IP) filtering effect. 
2. The IDSs are compromised, resulting in no Intrusion Detection (ID) filtering effect. 
3. The IP filtering is reinforced by activating the filter functionality of the routers. 
4. A combination of scenario #1 and scenario #3. 

 
These scenarios were all realized by using the System Security Assessment option of the SANTA 
in which end state values are specified for any number of profiles. After the end states have been 
specified, the tool runs a 100-step evaluation in which the security values of the profiles are 
linearly changed from their original values to the end values. The result of this 100-step 
evaluation is then presented in the form of graphs which depict, among other things, how the 
overall security of the modelled network changes as the security values of the entities using these 
profiles are altered. It is also possible to directly see the derived profiles of entities, the 
Neighbour-dependent Security Profiles (NSPs) and System-dependent Security Profiles (SSPs), 
and how these change with each step toward the end values. 
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6.1.1 Scenario #1 
In this scenario, the event considered was that of a malicious attacker compromising all the 
firewalls in the network, thus removing all filtering with regards to Intrusion Prevention (IP). 
This was realized by altering the Färist Filter Profile (FP) from having values of 1 to having 
values of 0 for all IP-related filtering functions. The result of this scenario can be seen in 
Figure 12 below, where the y-axis shows the system-wide security value of each security feature 
and the x-axis shows the evaluation step. The graph shows that removing all IP-related filter 
functionality resulted in the system-wide security value for Intrusion Prevention dropping from 
0.73 to 0.61, the values of Intrusion Detection changing from 0.94 to 0.90 and the values for 
Security Logging dropping from 0.92 to 0.78. 

 

Figure 12: Result of scenario #1 
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6.1.2 Scenario #2 
The event considered in this scenario was that of an attacker disabling the Intrusion Detection 
(ID) filtering functionality of the IDS entities in the network. This was realized by changing the 
EI Cisco 2651 + IDS, Switch + IDS and Switch + 2xIDS FPs from having fulfilment values of 
0.50, 0.50 and 0.75 respectively for the Misuse Detection filter functionalities to having fulfilment 
values of 0. The result of this scenario can be seen in Figure 13 below, where the y-axis shows the 
system-wide security value of each security feature and the x-axis shows the evaluation step. The 
graph shows that removing the ID-related filter functionality from the IDS entities had no effect 
on neither the system-wide security value for Intrusion Detection or any other security feature. 

 

Figure 13: Result of scenario #2 
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6.1.3 Scenario #3 
In this scenario it was examined what effect the event of introducing filtering in all routers has on 
the overall security of the network. This was realized by changing the fulfilment values of the FP 
for all Cisco and XSR routers from 0 to 1 for the filter functionalities Packet Filtering and 
Stateful Inspection and to 0.5 for the Application Layer Gateway filter functionality. In addition, 
the fulfilment value of the XSR routers FP with regards to Network Address Translation was 
changed from 0 to 1. The result of these changes can be seen in Figure 14 below, where the y-
axis shows the system-wide security value of each security feature and the x-axis shows the 
evaluation step. The graph shows that adding IP-related filtering to all the routers in the network 
resulted in an increase from 0.73 to 0.75 of the system-wide security value for Intrusion 
Prevention and an increase from 0.92 to 0.97 of the value for Security Logging. 

 

Figure 14: Result of scenario #3 
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6.1.4 Scenario #4 
This scenario was a combination of Scenario #1 and Scenario #3. Thus, the scenario was realized 
by changing the FPs of the Färists, Cisco routers and XSR routers in the same way as in the 
above mentioned scenarios. The result of the scenario can be seen in Figure 15 below, where the 
y-axis shows the system-wide security value of each security feature and the x-axis shows the 
evaluation step. The graph shows that removing the IP-related filtering functionality from the 
Färists and instead adding it to the routers of the network, increased the system-wide security 
value for Intrusion Prevention from 0.73 to 0.74 while the value for Security logging increased 
from 0.92 to 0.93. 

 

Figure 15: Result of scenario #4 
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6.2 Evaluation of the SANTA 
In order to evaluate the software implementation itself, and thus determine if any of the results in 
the previous evaluation were due to the tool and not the network, a more generalized evaluation 
was also performed. This evaluation was based on networks and scenarios from a previous 
master’s thesis also performed at the FOI (Bengtsson, 2005). The purpose of this previously 
performed master’s thesis was to evaluate the software implementation, ROME2, of the 
predecessor of XMASS called MASS. Thus, the reuse of the networks and scenarios used also 
served to examine which of the suggested improvements had been implemented in the extension 
of the method and which, if any, of the drawbacks discovered still existed. 

The profiles, templates and settings used for the evaluation were the same as in the modelling of 
the CE07 network described earlier with the exceptions that the Färist FP was divided into two 
different profiles and that the Cisco router FP was modified to include some filtering capabilities. 
The Inner Firewall FP was chosen to be the same as the Färist FP while the Border Firewall FP 
was changed to be slightly less effective to reflect the fact that it had to have less strict filtering 
rules. The three networks used in the evaluation were the following: Low Security Network, 
Medium Security Network and High Security Network. Furthermore, a security profile for a 
Red Hat Enterprise Linux 5 Desktop workstation was specifically created for the modelling of 
the medium- and high-security networks. 

6.2.1 Low Security Network 
The network labelled Low Security Network was a model of a small network in which security 
was not the main concern of its designers. An illustration of the network can be seen in Figure 16 
below. 

 

Figure 16: Low Security Network (Bengtsson, 2005) 
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The scenarios considered for this network were the following: 

1. Removal of the firewall. 
2. Removal of the internet connection. 
3. Addition of two extra firewalls between the Switch and the Border router. 
4. Addition of a direct connection between the Internet and Windows workstation 1. 
 
Scenario #1 was realized by changing all the values in the FP of the Border Firewall to 0. The 
result can be seen in Figure 17 below, where the y-axis shows the system-wide security value of 
each security feature and the x-axis shows the evaluation step. The graph shows that the 
fulfilment value for the Intrusion Prevention security feature decreased from 0.55 to 0.38 while 
the values for Security Logging and Intrusion Detection decreased from 0.91 and 0.85 to 0.85 
and 0.76. 

 

Figure 17: Low security network - Result of scenario #1 – Removal of the firewall 
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The remaining scenarios could not be realized using the System Security Assessment option of 
SANTA due to the fact that no support exists for adding/removing entities as part of the 100-
step evaluation. Thus, no graphs could be produced and the results are instead presented in 
Table 8 to Table 10 below. 

Table 8: Low security network - Result of scenario #2 – Removal of the internet connection 

Security Feature Original fulfilment value Resulting fulfilment value 

Access Control 0.84 0.84 

Intrusion Prevention 0.55 0.61 

Intrusion Detection 0.85 0.95 

Security Logging 0.91 0.98 

Protection against Malware 0.73 0.73 

 

Table 9: Low security network - Result of scenario #3 – Addition of two extra firewalls 

Security Feature Original fulfilment value Resulting fulfilment value 

Access Control 0.84 0.84 

Intrusion Prevention 0.55 0.68 

Intrusion Detection 0.85 0.93 

Security Logging 0.91 0.97 

Protection against Malware 0.73 0.73 

 

Table 10: Low security network - Result of scenario #4 – Addition of a direct connection 

Security Feature Original fulfilment value Resulting fulfilment value 

Access Control 0.84 0.84 

Intrusion Prevention 0.55 0.43 

Intrusion Detection 0.85 0.79 

Security Logging 0.91 0.87 

Protection against Malware 0.73 0.73 
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6.2.2 Medium Security Network 
The Medium Security Network is a model of a network in which security is an important issue 
but the budget has required some restrictions to be made to the design of the network. Figure 18 
below shows the structure of the network.  

 

Figure 18: Medium Security Network (Bengtsson, 2005) 

The following scenarios were considered for this network: 

1. The use of only Windows workstations. 
2. The use of only Linux workstations. 
3. The relocation of the servers to the internal network and thus the lowering of the fulfilment 

values of the border firewall’s internal network interface FP, reflecting the need for the 
interface to now also let server-related traffic through. 
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Scenario #1 was realized by changing the fulfilment values of the Linux workstations to those of 
the Windows workstations, thus making it seem as if only Windows workstations were used in 
the network. The result can be seen in Figure 19 below, where the y-axis shows the system-wide 
security value of each security feature and the x-axis shows the evaluation step. The graph shows 
that the value for Security Logging increased from 0.87 to 0.90, while the values for Intrusion 
Prevention and Protection against Malware dropped from 0.69 and 0.76 to 0.64 and 0.68. 

 

Figure 19: Medium security network - Result of scenario #1 – Windows workstations only 

The realization of scenario #2 was done in a similar manner to the realization of scenario #1 by 
changing the fulfilment values of the Windows workstations to those of the Linux workstations. 
The results can be seen in Figure 20, where the y-axis shows the system-wide security value of 
each security feature and the x-axis shows the evaluation step. The graph shows that the values 
for Intrusion Prevention and Protection against Malware increased from 0.69 and 0.76 to 0.71 
and 0.84, while the value for Security Logging decreased from 0.87 to 0.85. 
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Figure 20: Medium security network - Result of scenario #2 – Linux workstation only 

The final scenario, scenario #3, could not be realized using the System Security Assessment option of 
SANTA due to the fact that it has no support for moving entities as part of the 100-step 
evaluation. Therefore, no graph could be produced and the results are instead presented in 
Table 11 below. 

Table 11: Medium security network - Result of scenario #3 – Relocation of servers 

Security Feature Original fulfilment value Resulting fulfilment value 

Access Control 0.85 0.85 

Intrusion Prevention 0.69 0.67 

Intrusion Detection 0.54 0.53 

Security Logging 0.87 0.87 

Protection against Malware 0.76 0.76 
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6.2.3 High Security Network 
The network labelled as High Security Network was a model of a network where the security is a 
high priority and the budget is not a problem. However, this does not mean that it is a maximum 
security network, as the modelling of such a network would be far too complex to implement 
properly. The structure of the network is illustrated in Figure 21 below. 

 

Figure 21: High Security Network (Bengtsson, 2005) 

The following scenario was considered for this network: 

1. Removal of the border firewall. 
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The scenario was realized by removing the filter functionality of the border firewall, thus 
nullifying its effect on the traffic passing through it. The results can be seen in Figure 22 below, 
where the y-axis shows the system-wide security value of each security feature and the x-axis 
shows the evaluation step. The graph shows that the value for Security Logging dropped from 
0.87 to 0.85 while the value for Intrusion Prevention decreased from 0.72 to 0.65. 

 

Figure 22: High security network - Result of the scenario – Removal of the firewall 
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7 Discussion 

The purpose of this chapter is to discuss the results of the evaluations performed in the previous 
chapter. The chapter starts out by discussing the results of the evaluation of the software 
implementation, the Security AssessmeNT Application (SANTA), of the eXtended Method for 
Assessment of System Security (XMASS) before moving on to discuss the evaluation of Region B 
of the network used at Combined Endeavor 2007 (CE07) with regards to the results found in the 
evaluation of the SANTA.  

7.1 SANTA 
The evaluation of the SANTA was performed using three different networks, labelled Low Security 
Network, Medium Security Network and High Security Network, and a number of different scenarios 
for each network. 

The scenarios using the network labelled Low Security Network revealed a couple of flaws in the 
way the filtering effect of traffic mediators were calculated. The first flaw was discovered in 
Scenario #1 where removing the network-based Intrusion Prevention (IP) filtering, realized by 
the Border firewall entity, also caused the security value for Intrusion Detection (ID) to drop. 
This was due to the fact that both IP and ID were affected by the Access Control (AC) and 
Protection against Malware (PM) values of its neighbours. The second and final flaw discovered, 
or rather rediscovered since it had already been found in the previously performed evaluation 
(Bengtsson, 2005) mentioned earlier, was seen in Scenario #3 where adding two additional 
identical firewalls resulted in an increase of the security values. 

The Medium Security Network scenarios revealed yet another previously discovered flaw 
(Bengtsson, 2005), albeit a rather minor one. This flaw was the fact that the XMASS, and thus the 
SANTA, does not take the drawbacks of having a homogeneous network into account when 
calculating the overall system security. 

The scenario using the High Security Network did not reveal any further flaws as the removal of 
the firewall resulted in a relatively small decrease in both the security values for IP and SL as 
would be expected. 
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7.2 CE07-network 
The evaluation of the CE07-network was conducted through the use of four different scenarios. 
The purpose of these scenarios was to evaluate what would happen to the security of the network 
if one type of filtering traffic mediator would be compromised, or if the traffic mediators in the 
network would have been configured differently.  

The result of the first scenario was that if an attacker would compromise the firewalls in the 
system then the security values for IP, SL and ID would go down. The first two consequences 
are as would be expected, while the third was shown in the evaluation of the SANTA to be due 
to a flaw in the assessment method/tool and not due to the design of the network. The degree to 
which the security values for IP and SL were decreased showed that the network would still have 
a reasonable protection against attacks even if the main firewalls were compromised. This can be 
seen as a result of the hosts themselves having adequately implemented host-based firewalls.  

Scenario #2 indicated that an attacker compromising the intrusion detection systems (IDSs) of 
the network would have no effect on the overall security of the network. This was traced back to 
being the result of a flaw in the way the assessment tool was configured in combination with the 
calculation of the filtering effect of traffic mediators. However, a manual review of the network 
showed that if the IDSs would be compromised this would leave the servers in the network 
completely without any form of intrusion detection, while the workstations in the sub-networks 
would still be adequately protected thanks to having a very strong host-based IDS 
implementation. However, it should be noted that the KSF only has requirements on ID for 
systems which are intended to handle information classified at the levels of Confidential or 
Secret.  

The result of scenario #3 showed that introducing IP based filtering in the routers of the 
network increased the security values for both IP and SL slightly. However, in light of the 
evaluation performed of the SANTA, this increase was most likely due to the flaw discovered in 
the third scenario of the Low Security Network model described earlier and not a result of the 
network. 

Scenario #4 showed that moving the IP filtering functionality from the dedicated firewalls to the 
routers resulted in a minor increase of the security values of IP and SL. However, the fact that 
this would put more strain on the routers should also be taken into consideration, as this could 
result in the throughput of the network being lowered due to increased processing delays. This 
could especially become a problem for transmissions which traverse as many as eight routers; 
whereas when the filtering is performed in the dedicated Färists, the processing delay of the 
filtering is only induced twice per inter-subnet transmission. 

In conclusion the evaluation of the CE07-network showed that the network appears to be, given 
the attained information regarding the hardware and software configurations of the entities, 
sufficiently secure to handle information classified at the Restricted level. It would however need 
improvements to ensure that information of the higher classifications could be safely transferred 
through it. However, given that the network was part of an international military exercise, the 
information being transferred through it was most likely classified at the Restricted level or 
possibly not classified at all, making the non-fulfilment of the higher classification levels 
irrelevant. 
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8 Conclusions 

This chapter presents the conclusions drawn from the discussion of the results of the two 
evaluations, before presenting suggestions for future work that could be performed to improve 
the assessment method and its software implementation.  

The evaluation of the SANTA revealed a number of flaws, some of which had been discovered 
previously during an evaluation of the MASS (Bengtsson, 2005), one of the predecessors of 
XMASS. Two of the three flaws discovered were related to the way the filtering effect of traffic 
mediators is currently calculated, which indicates that it might be something that should be 
looked into.  

While the evaluation of the CE07-network revealed no major flaws in the network itself, it did 
however reveal another flaw with the way the filtering effect of traffic mediators is calculated in 
the XMASS. This, along with the two related flaws found in the evaluation of the SANTA itself, 
indicates that the issue should definitely be looked into. 

8.1 Future work 
Suggestions for further work that could be done to improve the assessment method are 
presented below. Some of these were also suggested in the evaluation performed in the master’s 
thesis mentioned earlier (Bengtsson, 2005). The suggested improvements are: 

▪ Altering the way the filtering effect of traffic mediators is calculated in the XMASS so 
that it is unaffected by the settings of the physical relation profile. 

▪ Implementing some way of determining if several traffic mediators filter the same 
thing, and if so make sure that their effect is only counted once when calculating the 
impact they have on the traffic flowing through them. 

▪ Implementing new ways of displaying the assessment results in the SANTA. 

▪ Implementing penalties for using the same operating system on all workstations, and 
possibly servers, in a network. 

▪ Changing the way filter functional requirements (FFRs) are implemented in the 
SANTA to something similar to that of the requirement collection to allow for FFRs 
to be added/removed without access to the source code.  
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Appendix A: Translation of the KSF (FOI, 2007) 
In the KSF documentation2, the requirements for the different security features3 are specified in 
several lists, one for each classification level4. To decide the sets of security requirements 
corresponding to each security feature, the requirements on systems at the different classification 
levels have to be merged into one list per security feature. 

Table 12 to Table 16 include the lists of requirements compiled from the 
KSF documentation (Swedish Armed Forces, 2004). The descriptions of the requirements have 
been translated from their original formulation in Swedish. The original identification tags of the 
requirements, referred to as KSF id, are kept for reference, while new tags have been added for 
use in this document. The second letter of the original tag enables each requirement to be mapped 
to the level of classification, that is, restricted (R), confidential (C), and secret (S). Naturally, there 
is overlap between the original lists of requirements for the different levels of classification. This 
overlap is visible in the following tables through the clustering of the original tags. In some cases, 
the clustering has been performed based on the interpretation of the requirements rather than 
their exact formulation. Requirements relating to the same security function, but specifying 
solutions of different strengths, are grouped in the tables.  

Table 12: Security requirements for access control. 

KSF id Req. id Description (and strength for grouped requirements) 

HRG-5-1 

HCG-5-1 

HSG-5-1 

AC1 The security function shall, together with the other security 
functions in the IT system, maintain its own security domain which 
protects against manipulation and disturbances, both from subjects 
and users that belong to or do not belong to this domain.  

HRG-5-2 

HCG-5-2 

HSG-5-2 

AC2 The security function shall, together with the other security 
functions in the IT system, have the possibility to provide for 
reliable time. 

HRG-5-3 

HCG-5-3 

HSG-5-3 

AC3 The security function shall make sure that only authorized 
administrators can maintain the security function and handle its 
security settings.  

                                                 

2 Försvarsmakten (2004). Krav på säkerhetsfunktioner – Grunder. 10 750: 78976. 2004-12-20. 
3 That is, access control, security logging, protection against intrusions, intrusion detection, and 
protection against malware. 
4 That is, restricted, confidential, and secret.  
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HRBK-4-1 

HCBK-4-1 

HSBK-4-1 

AC4 The security function for access control shall prevent the access to 
the IT system’s subjects and objects of users as well as subjects that 
are not authorized nor have access rights to the IT system.  

HRBK-4-2 

HCBK-4-2 

HSBK-4-2 

AC5 The security function for access control shall uniquely identify and 
authenticate a user before access to any functionality or provision 
of access rights is allowed to take place in the IT system which is 
protected by the security function. 

HRBK-4-3 

HRBK-4-3 

HSBK-4-3 

AC6 The security function for access control shall authenticate a user 
when: 

• logging in,  
• cancelling temporary access protection,  
• changing security attributes for authentication, and  
• the time for time-limited use of the IT system’s resources has 

expired.  
HRBK-4-4 AC7 The security function for access control shall ensure a certain 

quality of the security attribute, if it is a password, used for 
authentication, by making sure that the security attribute is 
provided with:  

• a minimum period of validity,  
• a minimum number of approved characters that are used for 

creating the security attribute, and  
• a maximum period of validity. 

HRBK-4-5 

HCBK-4-4 

HSBK-4-11 

AC8 The security function for access control shall ensure that all users 
can be made individually responsible (that is non-repudiation) for 
their actions in the IT system. 

HRBK-4-6  AC9 The security function for access control shall use security attributes 
of users, subjects, and objects as a control mechanism when 
regulating access. 

HRBK-4-7 The security function for access control shall use password or 
equivalent as control mechanism and security attribute for 
authentication. 

HCBK-4-5 

HSBK-4-5 

AC10 

The security function for access control shall fulfil the requirements 
for strong authentication in compliance with the HKV MUST 
ITSA and TSA requirements for signal protection systems. 

HRBK-4-8 

HCBK-4-6 

HSBK-4-5 

AC11 The security function for access control shall be able to take 
automatic precautions in case of failed authentications. Such 
precautions shall embrace denial of access to the IT system and 
locking of the affected user account for a certain period of time. 
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HRBK-4-9 

HCBK-4-7 

HSBK-4-6 

AC12 The security function for access control shall support different 
specified roles. 

HRBK-4-10 

HCBK-4-8 

HSBK-4-10 

AC13 The security function for access control shall ensure locking of 
security attributes considered to be revealed for users or subjects 
that are not authorized nor have access rights to the IT system. The 
locking can be initiated directly or at next log in. 

HCBK-5-4 

HSBK-5-1 

AC14 The security function for access control shall be able to maintain a 
defined secure state when parts of or the entire functionality 
containing data relating to:  

• assigned rights for roles,  
• users belonging to a role, or  
• the relations and restrictions of roles are corrupt or inaccessible. 

HSBK-4-7 AC15 The security function for access control shall ensure that there is no 
role, user, or subject, which has access to all subjects and objects 
that are available in the IT system the security function is meant to 
protect.  

HSBK-4-8 AC16 The security function for access control shall ensure that authorized 
administrators, whose task is to handle the security in the IT system 
the security function is meant to protect, by no means have 
authority or access to the security logs in the same IT system. 

HSBK-4-9 AC17 The security function for access control shall ensure that authorized 
administrators, whose task is to handle and inspect the security logs 
in the IT system the security function is meant to protect, by no 
means have the same authority or access as the authorized 
administrators who handle the security in the same IT system. 

HSBK-5-2 AC18 The security function for access control shall be able to maintain a 
defined state of security when the security attributes used for 
authentication and access decisions are corrupt or inaccessible. 

HSBK-5-5 AC19 The security function for access control shall be able to provide 
defined and agreed on administrative roles with the possibility to 
verify the correctness of the executable code that involves the 
security function. 
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Table 13: Security requirements for security logging. 

KSF id Req. id Description (and strength for grouped requirements) 

HRG-5-1 

HCG-5-1 

HSG-5-1 

SL1 The security function shall, together with the other security functions in 
the IT system, maintain its own security domain which protects against 
manipulation and disturbances, both from subjects and users that 
belong to or do not belong to this domain. 

HRG-5-2 

HCG-5-2 

HSG-5-2 

SL2 The security function shall, together with the other security functions in 
the IT system, have the possibility to provide reliable time. 

HRG-5-3 

HCG-5-3 

HSG-5-3 

SL3 The security function shall make sure that only authorized 
administrators can maintain the security function and handle its security 
settings.  

HRSL-4-1 

HCSL-4-1 

The security function for security logging shall, in a security log, register 
events that are of relevance for the security of the IT system. 

HSSL-4-1 

SL4 

The security function for security logging shall, in a security log, register 
events that are of relevance for the security of the IT system, including: 

• the use of control mechanisms for authentication,  
• access to subjects and objects, and  
• changes to access control lists. 

HRSL-4-2 

HCSL-4-2 

HSSL-4-2 

SL5 The security function for security logging shall, together with each 
registered event, also register date and time for the event and the 
identity of the user or subject.  

HRSL-4-3 

HCSL-4-3 

The security function for security logging shall ensure that tracking of 
misuse, and attempts to misuse, of the IT system can be performed. 

HSSL-4-3 

SL6 

The security function for security logging shall ensure that the tracking 
of misuse, attempts to misuse, and potential misconfigurations of the IT 
system endangering the security can be performed.  

HRSL-4-4 

HCSL-4-4 

The security function for security logging shall ensure that all events 
registered in the security log can be presented in readable format.  

HSSL-4-4 

SL7 

The security function for security logging shall ensure that all events 
registered in the security log can be presented in readable format and 
that the inspection of the registered events can be performed. 
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HRSL-4-5 

HCSL-4-5 

The security function for security logging shall enable tool-based 
inspection of the events registered in the security log.  

HSSL-4-5 

SL8 

The security function for security logging shall enable tool-based 
inspection of the events registered in the security log. The inspection 
shall be based on the possibility to sort and seek registered events. 

HRSL-4-6 

HCSL-4-6 

The security function for security logging shall enable back up of the 
security log. 

HSSL-4-6 

SL9 

The security function for security logging shall enable back up of the 
security log. Back ups should be based on printouts or copying to other 
storage medias. 

HRSL-4-7 

HCSL-4-7 

HSSL-4-7 

SL10 The security function for security logging shall ensure that no registered 
events are erased, overwritten, or in other ways destroyed as a 
consequence of flaws in the security function or the security log being 
full. 

HSSL-5-1 SL11 The security function for security logging shall be able to maintain a 
defined secure state when events cannot be logged. 

HSSL-5-2 SL12 The security function for security logging shall ensure that no user 
activity takes place in the IT system if the security log is inactive. 

 

Table 14: Security requirements for intrusion prevention. 

KSF id Req. id Description (and strength for grouped requirements) 

HRIS-5-1 

HCIS-5-1 

HSIS-5-1 

IP1 The security function for intrusion prevention shall, through self-
inspection, perform controls of integrity:  

• at start-up,  
• when authorized administrators so calls for, and 
• when resuming ordinary operations from a secure state in order 

to demonstrate correct functionality of the underlying solution.
HRIS-5-2 

HCIS-5-2 

HSIS-5-2 

IP2 The security function for intrusion prevention shall be able to maintain 
a defined state of security when the entire or parts of the functionality, 
which restricts the information allowed to be transferred through the 
security function, is corrupt or inaccessible. 

HRG-5-1 

HCG-5-1 

HSG-5-1 

IP3 The security function shall, together with the other security functions in 
the IT system, maintain its own security domain which protects against 
manipulation and disturbances, both from subjects and users that 
belong to or do not belong to this domain. 
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HRG-5-2 

HCG-5-2 

HSG-5-2 

IP4 The security function shall, together with the other security functions in 
the IT system, have the possibility to provide for reliable time. 

HRG-5-3 

HCG-5-3 

HSG-5-3 

IP5 The security function shall make sure that only authorized 
administrators can maintain the security function and handle its security 
settings. 

HRIS-4-1 

HCIS-4-1 

HSIS-4-1 

IP6 The security function for intrusion prevention shall hinder all access to 
the subjects and objects of the IT system for those subjects that do not 
have access rights to the IT system. 

HRIS-4-2 

HCIS-4-2 

HSIS-4-4 

IP7 The security function for intrusion prevention shall restrict the 
information allowed to be transferred through the security function by 
controlling both incoming and outgoing flows of information. 

HRIS-4-3 

HCIS-4-3 

HSIS-4-5 

IP8 The security function for intrusion prevention shall ensure that no 
information is transferred without using the configured filters of the 
security function.  

HRIS-4-4 

HCIS-4-7 

The security function for intrusion prevention shall enable 
configurations allowing information to flow only in one direction 
through the security function.  

HSIS-4-7 The security function for intrusion prevention shall be constructed so 
that the transferring of information through the security function takes 
place with separate interfaces for incoming and outgoing flows of 
information.  

HSIS-4-8 

IP9 

The security function for intrusion prevention shall be constructed so 
that each interface ensures that information can only flow in one 
direction through the interface. 

HRIS-4-5 The security function for intrusion prevention shall ensure that 
information classified as RESTRICTED is not transferred to other IT 
systems than those which can handle information classified as 
RESTRICTED or higher.  

HCIS-4-8 

IP10 

The security function for intrusion prevention shall ensure that 
information classified as CONFIDENTIAL is not transferred to other 
IT systems than those which can handle information classified as 
CONFIDENTIAL or higher.  
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HSIS-4-9 The security function for intrusion prevention shall ensure that 
information classified as SECRET is not transferred to other IT 
systems than those which can handle information classified as SECRET 
or higher.  

HRIS-4-6 

HSIS-5-8 

The security function for intrusion prevention shall prevent not 
identified subjects from using, influencing, or in other ways 
manipulating the security function. 

HCIS-4-6 

HSIS-4-3 

IP11 

The security function for intrusion prevention shall in case of 
identification and authentication errors deny access to, and use of the 
security function. 

HRIS-4-7 

HCIS-4-9 

HSIS-4-10 

IP12 The security function for intrusion prevention shall ensure that no 
disallowed network traffic is transferred through the security function. 

HRIS-4-8 

HCIS-4-10 

HSIS-4-11 

IP13 The security function for intrusion prevention shall limit the 
information a user or a subject receives as response when denied access 
to the security function. 

HCIS-4-4 The security function for intrusion prevention shall be constructed so 
that those filters used in the security function are equivalent to the 
application protocol level, and that there exist a filter for each protocol.

HSIS-4-6 

IP14 

The security function for intrusion prevention shall be constructed so 
that those filters that are used in the security function are equivalent to 
the application protocol level, and that there exist a filter for respective 
protocol. Further, additional restrictions shall be able to be performed 
at protocol level, e.g., only certain types of instructions can be 
transferred.   

HCIS-4-5 The security function for intrusion prevention shall identify and 
authenticate subjects that transfer information through the security 
function when establishing such communication. The authentication 
shall involve two different security attributes. 

HSIS-4-2 

IP15 

The security function for intrusion prevention shall identify and 
authenticate those subjects that transfer information through the 
security function when establishing such communication The 
authentication shall involve three different security attributes of whom 
one is a cryptographic function. 

HCIS-5-3 

HSIS-5-3 

IP16 Following an incorrect behaviour of the security function or an 
interruption for maintenance, the security function for intrusion 
prevention shall resume at a defined secure state.  
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HSIS-5-6 IP17 The security function for intrusion prevention shall be able to provide 
defined and decided on administrative roles with the possibility to verify 
the correctness of the executable code of the security function.  

 

Table 15: Security requirements for intrusion detection. 

KSF id Req. id Description (and strength for grouped requirements) 

HCG-5-1 

HSG-5-1 

ID1 The security function shall, together with the other security functions in 
the IT system, maintain its own security domain which protects against 
manipulation and disturbances, both from subjects and users that 
belong to or do not belong to this domain. 

HCG-5-2 

HSG-5-2 

ID2 The security function shall, together with the other security functions in 
the IT system, have the possibility to provide for reliable time. 

HCG-5-3 

HSG-5-3 

ID3 The security function shall make sure that only authorized 
administrators can maintain the security function and handle its security 
settings. 

HCID-4-1 

HSID-4-1 

ID4 The security function for intrusion detection shall enable detection of 
already performed intrusions as well as ongoing intrusions. 

HCID-4-2 

HSID-4-2 

ID5 The security function for intrusion detection shall, together with each 
separate registered event, also register time and date for the event as 
well as the identity of the user or subject. 

HCID-4-3 The security function for intrusion detection shall ensure that all 
registered events can be presented in a form that is interpretable for 
authorized persons. 

HSID-4-3 

ID6 

The security function for intrusion detection shall ensure that all 
registered events can be presented in a form that is interpretable for 
authorized persons and that inspection of the registered events can be 
performed. 

HCID-4-4 

HSID-4-4 

ID7 The security function for intrusion detection shall enable tool-based 
inspection of registered events. The inspection shall be based on the 
possibility to sort and seek registered events. 

HCID-4-5 

HSID-4-6 

ID8 The security function for intrusion detection shall ensure that tracing of 
misuse as well as attempts to misuse that could endanger the security of 
the IT system can be performed. 

HCID-4-6 

HSID-4-8 

ID9 The security function for intrusion detection shall ensure that no 
registered events are erased, overwritten or in other ways destroyed as a 
consequence of flaws in the security function or the event log being 
full.  
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HSID-4-5 ID10 The security function for intrusion detection shall, through automatic 
analysis, be able to conclude whether defined rules have been violated. 
The defined rules shall include such events that are known to represent 
misuse of or intrusion in IT systems. 

HSID-4-7 ID11 The security function for intrusion detection shall ensure that registered 
events can be analyzed together with security relevant events registered 
by the security function for security logging.  

HSID-5-1 ID12 Following an incorrect behaviour of the security function or an 
interruption for maintenance, the security function for intrusion 
detection shall resume at a defined secure state.  

 

Table 16: Security requirements for protection against malware. 

KSF id Req. id Description (and strength for grouped requirements) 

HRG-5-1 

HCG-5-1 

HSG-5-1 

PM1 The security function shall, together with the other security functions in 
the IT system, maintain its own security domain which protects against 
manipulation and disturbances, both from subjects and users that 
belong to or do not belong to this domain. 

HRG-5-2 

HCG-5-2 

HSG-5-2 

PM2 The security function shall, together with the other security functions in 
the IT system, have the possibility to provide for reliable time. 

HRG-5-3 

HCG-5-3 

HSG-5-3 

PM3 The security function shall make sure that only authorized 
administrators can maintain the security function and handle its security 
settings. 

HRSK-5-4 

HCSK-5-1 

HSSK-5-1 

PM4 The security function for protection against malware shall, through 
self-inspection, perform controls of integrity at start-up and when 
authorized administrators so calls for, in order to demonstrate correct 
functionality of the underlying solution. 

HRSK-4-1 

HCSK-4-1 

PM5 The security function for protection against malware shall hinder all 
access to the resources of the IT system by objects containing malware.

HRSK-4-2 

HCSK-4-2 

PM6 The security function for protection against malware shall, through the 
control mechanism, ensure that no malware can:  

• change,  
• destroy, or 
• in other ways manipulate the objects in the IT systems protected by 

the security function. 
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HRSK-4-3 

HCSK-4-4 

HSSK-4-4 

PM7 The security function for protection against malware shall ensure 
detection of malware by controlling both incoming and outgoing 
information flows. 

HRSK-4-4 

HCSK-4-5 

HSSK-4-5 

PM8 The security function for protection against malware shall ensure that 
no information is transferred to or from the IT system without the 
control mechanism of the security function being in use. 

HRSK-4-5 

HCSK-4-7 

HSSK-4-7 

PM9 The security function for protection against malware shall, if malware is 
detected, be able to automatically take measures. Such measures shall 
include the placement of infected subjects or objects in quarantine as 
well as warning authorized administrators and the affected user. 

HRSK-4-6 

HCSK-4-3 

PM10 The security function for protection against malware shall use a 
definition file as control mechanism for the objects in the IT system 
protected by the security function.  

HRSK-4-7 

HCSK-4-8 

HSSK-4-8 

PM11 The security function for protection against malware shall perform 
controls of subjects and objects:  

• during operation,  
• at start-up, and 
• when authorized administrators call for it. 

HRSK-4-8 

HCSK-4-9 

HSSK-4-9 

PM12 The security function for protection against malware shall be able to 
automatically update the protection against malware in a secure 
manner. 

HCSK-4-6 

HSSK-4-6 

PM13 The security function for protection against malware shall, through 
automatic analysis, be able to detect potential malware. Such analysis 
shall include comparison to the definition file for the objects protected 
by the security function. 

HSSK-4-3 PM14 The security function for protection against malware shall use two from 
each other independent control mechanisms for protection against 
malware for the objects in the IT system protected by the security 
function. The first control mechanism shall be control against the 
definition file and the second shall be configuration control. 

HSSK-5-2 PM15 The security function for protection against malware shall only accept 
verified and validated objects for use as control mechanisms. 

HSSK-5-3 PM16 The security function for protection against malware shall be able to 
maintain a defined secure state when the entire or parts of the 
functionality that detects malware, is corrupt, inaccessible, or out of 
date. 
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Appendix B: Security Profile Template 
The security profile template was created by asking five security experts at the FOI to classify the 
security requirements of the KSF into fundamental and important requirements. Once the results 
of this classification had been collected and combined, the same group of experts was asked to 
do pair-wise prioritization of the important requirements regarding their relative importance for 
each of the four security features Security Logging, Protection against Malware, 
Intrusion Prevention and Access Control. The results of the subdivisions and prioritizations are 
presented below. 

Security Logging 
Table 17 below presents the result of the classification of the Security Logging (SL) security 
requirements. 

Table 17: Security Logging - Classification results 

Req. id Description Fundamental Important 

SL1 The security function shall, together with the other security 
functions in the IT system, maintain its own security 
domain which protects against manipulation and 
disturbances, both from subjects and users that belong to or 
do not belong to this domain. 

4 1 

SL2 The security function shall, together with the other security 
functions in the IT system, have the possibility to provide 
reliable time. 

5 0 

SL3 The security function shall make sure that only authorized 
administrators can maintain the security function and 
handle its security settings.  

4 1 

SL4 The security function for security logging shall, in a security 
log, register events that are of relevance for the security of 
the IT system. 

5 0 

SL5 The security function for security logging shall, together 
with each registered event, also register date and time for 
the event and the identity of the user or subject.  

4 1 

SL6 The security function for security logging shall ensure that 
tracking of misuse, and attempts to misuse, of the IT system 
can be performed. 

4 1 
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Req. id Description Fundamental Important 

SL7 The security function for security logging shall ensure that 
all events registered in the security log can be presented in 
readable format.  

0 5 

SL8 The security function for security logging shall enable tool-
based inspection of the events registered in the security log. 1 4 

SL9 The security function for security logging shall enable back 
up of the security log. 0 5 

SL10 The security function for security logging shall ensure that 
no registered events are erased, overwritten, or in other 
ways destroyed as a consequence of flaws in the security 
function or the security log being full. 

4 1 

SL11 The security function for security logging shall be able to 
maintain a defined secure state when events cannot be 
logged. 

3 2 

SL12 The security function for security logging shall ensure that 
no user activity takes place in the IT system if the security 
log is inactive. 

1 4 

 
As mentioned in the introduction, the requirements which were classified as important, namely 
SL7, SL8, SL9 and SL12, were then prioritized pair-wise by the same group of experts yielding 
the results shown in Table 18 to Table 23. A random index of 0.89 was used to calculate the 
consistency ratio (Saaty, 1994). 

Table 18: Security Logging - Median 

 SL7 SL8 SL9 SL12  Eigenvector
SL7 1,00 0,33 0,20 0,14  0,052433953
SL8 3,00 1,00 0,33 0,14  0,105732885
SL9 5,00 3,00 1,00 3,00  0,47860421
SL12 7,00 7,00 0,33 1,00  0,363228952
 
The resulting λmax is 4.487339, which gives a consistency ratio of 0.182524. 

Table 19: Security Logging - Security expert #1 

 SL7 SL8 SL9 SL12  Eigenvector
SL7 1,00 0,33 0,20 0,11  0,044787777
SL8 3,00 1,00 0,33 0,11  0,086120585
SL9 5,00 3,00 1,00 0,20  0,194000226
SL12 9,00 9,00 5,00 1,00  0,675091412
 
The resulting λmax is 4.182053, which gives a consistency ratio of 0.068184. 
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Table 20: Security Logging - Security expert #2 

 SL7 SL8 SL9 SL12  Eigenvector
SL7 1,00 0,20 0,20 3,00  0,112721869
SL8 5,00 1,00 3,00 5,00  0,530696757
SL9 5,00 0,33 1,00 3,00  0,285229517
SL12 0,33 0,20 0,33 1,00  0,071351858
 
The resulting λmax is 4.346652, which gives a consistency ratio of 0.129832. 

Table 21: Security Logging - Security expert #3 

 SL7 SL8 SL9 SL12  Eigenvector
SL7 1,00 0,33 1,00 5,00  0,226087944
SL8 3,00 1,00 3,00 5,00  0,512826497
SL9 1,00 0,33 1,00 3,00  0,193000477
SL12 0,20 0,20 0,33 1,00  0,068085082
 
The resulting λmax is 4.115460, which gives a consistency ratio of 0.043244. 

Table 22: Security Logging - Security expert #4 

 SL7 SL8 SL9 SL12  Eigenvector
SL7 1,00 0,33 0,20 0,14  0,053115018
SL8 3,00 1,00 0,20 0,14  0,090820854
SL9 5,00 5,00 1,00 3,00  0,511881142
SL12 7,00 7,00 0,33 1,00  0,344182987
 
The resulting λmax is 4.423116, which gives a consistency ratio of 0.158470. 

Table 23: Security Logging - Security expert #5 

 SL7 SL8 SL9 SL12  Eigenvector
SL7 1,00 0,20 0,20 0,14  0,049265795
SL8 5,00 1,00 0,33 0,14  0,129728892
SL9 5,00 3,00 1,00 1,00  0,338709856
SL12 7,00 7,00 1,00 1,00  0,482295457
 
The resulting λmax is 4.300202, which gives a consistency ratio of 0.112435. 
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Protection against Malware 
The result of the categorization of the Protection against Malware (PM) security requirements can 
be seen in Table 24 below. 

Table 24: Protection against Malware - Classification results 

Req. id Description Fundamental Important 

PM1 The security function shall, together with the other security 
functions in the IT system, maintain its own security 
domain which protects against manipulation and 
disturbances, both from subjects and users that belong to or 
do not belong to this domain. 

4 1 

PM2 The security function shall, together with the other security 
functions in the IT system, have the possibility to provide 
for reliable time. 

2 3 

PM3 The security function shall make sure that only authorized 
administrators can maintain the security function and 
handle its security settings. 

4 1 

PM4 The security function for protection against malware shall, 
through self-inspection, perform controls of integrity at 
start-up and when authorized administrators so calls for, in 
order to demonstrate correct functionality of the underlying 
solution. 

3 2 

PM5 The security function for protection against malware shall 
hinder all access to the resources of the IT system by 
objects containing malware. 

3 2 

PM6 The security function for protection against malware shall, 
through the control mechanism, ensure that no malware 
can:  

• change,  
• destroy, or 
• in other ways manipulate the objects in the IT systems 

protected by the security function. 

4 1 

PM7 The security function for protection against malware shall 
ensure detection of malware by controlling both incoming 
and outgoing information flows. 

2 3 

PM8 The security function for protection against malware shall 
ensure that no information is transferred to or from the IT 
system without the control mechanism of the security 
function being in use. 

4 1 
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Req. id Description Fundamental Important 

PM9 The security function for protection against malware shall, if 
malware is detected, be able to automatically take measures. 
Such measures shall include the placement of infected 
subjects or objects in quarantine as well as warning 
authorized administrators and the affected user. 

3 2 

PM10 The security function for protection against malware shall
use a definition file as control mechanism for the objects in 
the IT system protected by the security function.  

0 5 

PM11 The security function for protection against malware shall 
perform controls of subjects and objects:  

• during operation,  
• at start-up, and 
• when authorized administrators call for it. 

2 3 

PM12 The security function for protection against malware shall 
be able to automatically update the protection against 
malware in a secure manner. 

0 5 

PM13 The security function for protection against malware shall, 
through automatic analysis, be able to detect potential 
malware. Such analysis shall include comparison to the 
definition file for the objects protected by the security 
function. 

3 2 

PM14 The security function for protection against malware shall 
use two from each other independent control mechanisms 
for protection against malware for the objects in the IT 
system protected by the security function. The first control 
mechanism shall be control against the definition file and 
the second shall be configuration control. 

0 5 

PM15 The security function for protection against malware shall
only accept verified and validated objects for use as control 
mechanisms. 

3 2 

PM16 The security function for protection against malware shall
be able to maintain a defined secure state when the entire or 
parts of the functionality that detects malware, is corrupt, 
inaccessible, or out of date. 

5 0 
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Pair-wise prioritization was then performed by the same group of security experts on the 
requirements classified as important, which yielded the results shown in Table 25 to Table 30. A 
random index of 1.25 was used for calculating the consistency ratio (Saaty, 1994). 

Table 25: Protection against Malware - Median 

 PM2 PM7 PM10 PM11 PM12 PM14  Eigenvector
PM2 1,00 0,33 0,33 0,33 0,33 0,33  0,05574536
PM7 3,00 1,00 5,00 1,00 3,00 3,00  0,31026452
PM10 3,00 0,20 1,00 0,33 0,33 0,20  0,07066039
PM11 3,00 1,00 3,00 1,00 1,00 3,00  0,22935
PM12 3,00 0,33 3,00 1,00 1,00 3,00  0,19822818
PM14 3,00 0,33 5,00 0,33 0,33 1,00  0,13575156
 
The resulting λmax is 6.646238, which gives a consistency ratio of 0.103398. 

Table 26: Protection against Malware - Security expert #1 

 PM2 PM7 PM10 PM11 PM12 PM14  Eigenvector
PM2 1,00 0,20 0,33 0,14 0,20 0,14  0,03120242
PM7 5,00 1,00 3,00 0,33 1,00 0,33  0,128579
PM10 3,00 0,33 1,00 0,20 0,33 0,11  0,05260865
PM11 7,00 3,00 5,00 1,00 1,00 0,33  0,21967863
PM12 5,00 1,00 3,00 1,00 1,00 0,33  0,15193509
PM14 7,00 3,00 9,00 3,00 3,00 1,00  0,41599621
 
The resulting λmax is 6.270416, which gives a consistency ratio of 0.043267. 

Table 27: Protection against Malware - Security expert #2 

 PM2 PM7 PM10 PM11 PM12 PM14  Eigenvector
PM2 1,00 0,33 3,00 3,00 0,33 3,00  0,15666608
PM7 3,00 1,00 5,00 5,00 5,00 5,00  0,4446798
PM10 0,33 0,20 1,00 0,33 0,33 1,00  0,05263889
PM11 0,33 0,20 3,00 1,00 1,00 3,00  0,11474527
PM12 3,00 0,20 3,00 1,00 1,00 3,00  0,17863107
PM14 0,33 0,20 1,00 0,33 0,33 1,00  0,05263889
 
The resulting λmax is 6.539421, which gives a consistency ratio of 0.086307. 

Table 28: Protection against Malware - Security expert #3 

 PM2 PM7 PM10 PM11 PM12 PM14  Eigenvector
PM2 1,00 0,33 0,33 0,11 0,14 0,20  0,03153581
PM7 3,00 1,00 1,00 0,14 3,00 3,00  0,17516652
PM10 3,00 1,00 1,00 0,33 1,00 0,33  0,09650379
PM11 9,00 7,00 3,00 1,00 3,00 3,00  0,43813153
PM12 7,00 0,33 1,00 0,33 1,00 0,33  0,09786539
PM14 5,00 0,33 3,00 0,33 3,00 1,00  0,16079696
 
The resulting λmax is 6.878341, which gives a consistency ratio of 0.140534. 
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Table 29: Protection against Malware - Security expert #4 

 PM2 PM7 PM10 PM11 PM12 PM14  Eigenvector
PM2 1,00 0,20 0,33 0,33 1,00 0,33  0,06142535
PM7 5,00 1,00 5,00 3,00 3,00 3,00  0,36898516
PM10 3,00 0,20 1,00 0,33 1,00 0,20  0,08457308
PM11 3,00 0,33 3,00 1,00 1,00 3,00  0,19231428
PM12 1,00 0,33 1,00 1,00 1,00 3,00  0,15012893
PM14 3,00 0,33 5,00 0,33 0,33 1,00  0,14257321
 
The resulting λmax is 6.921759, which gives a consistency ratio of 0.147482. 

Table 30: Protection against Malware - Security expert #5 

 PM2 PM7 PM10 PM11 PM12 PM14  Eigenvector
PM2 1,00 0,33 3,00 0,33 0,33 0,33  0,07476833
PM7 3,00 1,00 5,00 1,00 0,33 0,33  0,1438628
PM10 0,33 0,20 1,00 0,33 0,20 0,11  0,03777028
PM11 3,00 1,00 3,00 1,00 1,00 1,00  0,1892892
PM12 3,00 3,00 5,00 1,00 1,00 3,00  0,3183388
PM14 3,00 3,00 9,00 1,00 0,33 1,00  0,2359706
 
The resulting λmax is 6.471987, which gives a consistency ratio of 0.075518. 
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Intrusion Prevention 
Table 31 below shows the result of the classification of the Intrusion Prevention (IP) security 
requirements.  

Table 31: Intrusion Prevention - Classification results 

Req. id Description Fundamental Important 

IP1 The security function for intrusion prevention shall, 
through self-inspection, perform controls of integrity:  

• at start-up,  
• when authorized administrators so calls for, and 
• when resuming ordinary operations from a secure 

state in order to demonstrate correct functionality of 
the underlying solution. 

2 3 

IP2 The security function for intrusion prevention shall be able 
to maintain a defined state of security when the entire or 
parts of the functionality, which restricts the information 
allowed to be transferred through the security function, is 
corrupt or inaccessible. 

5 0 

IP3 The security function shall, together with the other security 
functions in the IT system, maintain its own security 
domain which protects against manipulation and 
disturbances, both from subjects and users that belong to or 
do not belong to this domain. 

4 1 

IP4 The security function shall, together with the other security 
functions in the IT system, have the possibility to provide 
for reliable time. 

3 2 

IP5 The security function shall make sure that only authorized 
administrators can maintain the security function and 
handle its security settings. 

3 2 

IP6 The security function for intrusion prevention shall hinder 
all access to the subjects and objects of the IT system for 
those subjects that do not have access rights to the IT 
system. 

3 2 

IP7 The security function for intrusion prevention shall restrict 
the information allowed to be transferred through the 
security function by controlling both incoming and 
outgoing flows of information. 

2 3 

IP8 The security function for intrusion prevention shall ensure 
that no information is transferred without using the 
configured filters of the security function.  

3 2 
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Req. id Description Fundamental Important 

IP9 The security function for intrusion prevention shall enable 
configurations allowing information to flow only in one 
direction through the security function.  

0 5 

IP10 The security function for intrusion prevention shall ensure 
that classified information is not transferred to other IT 
systems than those which can handle classified information 
of that level or higher.  

2 3 

IP11 The security function for intrusion prevention shall prevent 
not identified subjects from using, influencing, or in other 
ways manipulating the security function. 

5 0 

IP12 The security function for intrusion prevention shall ensure 
that no disallowed network traffic is transferred through the 
security function.  

4 1 

IP13 The security function for intrusion prevention shall limit the 
information a user or a subject receives as response when 
denied access to the security function. 

2 3 

IP14 The security function for intrusion prevention shall be 
constructed so that those filters used in the security 
function are equivalent to the application protocol level, and 
that there exist a filter for each protocol. 

0 5 

IP15 The security function for intrusion prevention shall identify 
and authenticate subjects that transfer information through 
the security function when establishing such
communication. The authentication shall involve two 
different security attributes. 

0 5 

IP16 Following an incorrect behaviour of the security function or 
an interruption for maintenance, the security function for 
intrusion prevention shall resume at a defined secure state. 

4 1 

IP17 The security function for intrusion prevention shall be able 
to provide defined and decided on administrative roles with 
the possibility to verify the correctness of the executable 
code of the security function.  

1 4 

 
The security requirements that were classified as important were then prioritized pair-wise by the 
same group of experts to give the results shown in Table 32 to Table 37. To calculate the 
consistency ratio a random index of 1.40 was used (Saaty, 1994). 
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Table 32: Intrusion Prevention - Median 

 IP1 IP7 IP9 IP10 IP13 IP14 IP15 IP17  Eigenvector 
IP1 1,00 1,00 3,00 0,14 3,00 1,00 0,33 1,00  0,0889002 
IP7 1,00 1,00 3,00 0,33 3,00 1,00 0,33 1,00  0,09620059 
IP9 0,33 0,33 1,00 0,20 0,33 0,33 0,20 0,33  0,0334339 
IP10 7,00 3,00 5,00 1,00 3,00 3,00 3,00 3,00  0,32587357 
IP13 0,33 0,33 3,00 0,33 1,00 0,33 0,33 0,33  0,05391813 
IP14 1,00 1,00 3,00 0,33 3,00 1,00 0,33 1,00  0,09620059 
IP15 3,00 3,00 5,00 0,33 3,00 3,00 1,00 3,00  0,20927242 
IP17 1,00 1,00 3,00 0,33 3,00 1,00 0,33 1,00  0,09620059 
 
The resulting λmax is 8.502443, which gives a consistency ratio of 0.051270. 

Table 33: Intrusion Prevention - Security expert #1 

 IP1 IP7 IP9 IP10 IP13 IP14 IP15 IP17  Eigenvector 
IP1 1,00 3,00 3,00 0,14 5,00 1,00 0,33 1,00  0,08950913 
IP7 0,33 1,00 1,00 0,11 3,00 0,33 0,20 0,33  0,03864901 
IP9 0,33 1,00 1,00 0,11 3,00 0,33 0,20 0,33  0,03864901 
IP10 7,00 9,00 9,00 1,00 9,00 7,00 3,00 3,00  0,41715659 
IP13 0,20 0,33 0,33 0,11 1,00 0,20 0,14 0,20  0,02144596 
IP14 1,00 3,00 3,00 0,14 5,00 1,00 0,33 1,00  0,08950913 
IP15 3,00 5,00 5,00 0,33 7,00 3,00 1,00 3,00  0,20603131 
IP17 1,00 3,00 3,00 0,33 5,00 1,00 0,33 1,00  0,09904985 
 
The resulting λmax is 8.328345, which gives a consistency ratio of 0.033505. 

Table 34: Intrusion Prevention - Security expert #2 

 IP1 IP7 IP9 IP10 IP13 IP14 IP15 IP17  Eigenvector 
IP1 1,00 1,00 3,00 0,14 0,14 3,00 0,33 3,00  0,08465317 
IP7 1,00 1,00 3,00 3,00 3,00 3,00 3,00 3,00  0,24799845 
IP9 0,33 0,33 1,00 0,20 0,20 1,00 0,20 1,00  0,03630993 
IP10 7,00 0,33 5,00 1,00 3,00 5,00 3,00 3,00  0,24691739 
IP13 7,00 0,33 5,00 0,33 1,00 5,00 3,00 3,00  0,18923058 
IP14 0,33 0,33 1,00 0,20 0,20 1,00 0,33 0,33  0,03422545 
IP15 3,00 0,33 5,00 0,33 0,33 3,00 1,00 3,00  0,10935799 
IP17 0,33 0,33 1,00 0,33 0,33 3,00 0,33 1,00  0,05130703 
 
The resulting λmax is 9.414159, which gives a consistency ratio of 0.144302. 
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Table 35: Intrusion Prevention - Security expert #3 

 IP1 IP7 IP9 IP10 IP13 IP14 IP15 IP17  Eigenvector 
IP1 1,00 0,33 1,00 0,11 1,00 0,20 0,33 0,33  0,04302272 
IP7 3,00 1,00 1,00 0,20 0,33 0,33 0,33 1,00  0,06195681 
IP9 1,00 1,00 1,00 0,33 0,33 0,20 0,33 1,00  0,05423876 
IP10 9,00 5,00 3,00 1,00 3,00 3,00 5,00 3,00  0,32999358 
IP13 1,00 3,00 3,00 0,33 1,00 0,33 3,00 1,00  0,12154563 
IP14 5,00 3,00 5,00 0,33 3,00 1,00 3,00 1,00  0,19564134 
IP15 3,00 3,00 3,00 0,20 0,33 0,33 1,00 1,00  0,09549411 
IP17 3,00 1,00 1,00 0,33 1,00 1,00 1,00 1,00  0,09810705 
 
The resulting λmax is 8.827599, which gives a consistency ratio of 0.084449. 

Table 36: Intrusion Prevention - Security expert #4 

 IP1 IP7 IP9 IP10 IP13 IP14 IP15 IP17  Eigenvector 
IP1 1,00 0,33 3,00 0,20 7,00 3,00 0,33 1,00  0,10009299 
IP7 3,00 1,00 5,00 0,33 3,00 5,00 0,33 1,00  0,14274433 
IP9 0,33 0,20 1,00 0,20 3,00 0,33 0,14 0,20  0,03307687 
IP10 5,00 3,00 5,00 1,00 3,00 1,00 0,20 0,33  0,16165852 
IP13 0,14 0,33 0,33 0,33 1,00 0,33 0,20 0,20  0,02877825 
IP14 0,33 0,20 3,00 1,00 3,00 1,00 0,33 0,33  0,06702372 
IP15 3,00 3,00 7,00 5,00 5,00 3,00 1,00 3,00  0,3074978 
IP17 1,00 1,00 5,00 3,00 5,00 3,00 0,33 1,00  0,15912751 
 
The resulting λmax is 9.425061, which gives a consistency ratio of 0.145414. 

Table 37: Intrusion Prevention - Security expert #5 

 IP1 IP7 IP9 IP10 IP13 IP14 IP15 IP17  Eigenvector 
IP1 1,00 1,00 5,00 1,00 3,00 1,00 1,00 1,00  0,15431777 
IP7 1,00 1,00 3,00 1,00 1,00 1,00 1,00 1,00  0,12676088 
IP9 0,20 0,33 1,00 0,33 0,33 0,33 0,33 0,33  0,03983791 
IP10 1,00 1,00 3,00 1,00 1,00 1,00 1,00 1,00  0,12676088 
IP13 0,33 1,00 3,00 1,00 1,00 0,33 0,33 0,33  0,07751895 
IP14 1,00 1,00 3,00 1,00 3,00 1,00 0,20 1,00  0,12579868 
IP15 1,00 1,00 3,00 1,00 3,00 5,00 1,00 1,00  0,20404162 
IP17 1,00 1,00 3,00 1,00 3,00 1,00 1,00 1,00  0,14496332 
 
The resulting λmax is 8.517421, which gives a consistency ratio of 0.052798. 
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Access Control 
The result of the classification of the Access Control (AC) security requirements can be seen in 
Table 38 below. 

Table 38: Access Control - Classification results 

Req. id Description Fundamental Important 

AC1 The security function shall, together with the other security 
functions in the IT system, maintain its own security 
domain which protects against manipulation and 
disturbances, both from subjects and users that belong to or 
do not belong to this domain.  

4 1 

AC2 The security function shall, together with the other security 
functions in the IT system, have the possibility to provide 
for reliable time. 

2 3 

AC3 The security function shall make sure that only authorized 
administrators can maintain the security function and 
handle its security settings.  

4 1 

AC4 The security function for access control shall prevent the 
access to the IT system’s subjects and objects of users as 
well as subjects that are not authorized nor have access 
rights to the IT system.  

5 0 

AC5 The security function for access control shall uniquely 
identify and authenticate a user before access to any 
functionality or provision of access rights is allowed to take 
place in the IT system which is protected by the security 
function. 

2 3 

AC6 The security function for access control shall authenticate a 
user when: 

• logging in,  
• cancelling temporary access protection,  
• changing security attributes for authentication, and  
• the time for time-limited use of the IT system’s 

resources has expired.  

3 2 

AC7 The security function for access control shall ensure a 
certain quality of the security attribute, if it is a password, 
used for authentication, by making sure that the security 
attribute is provided with:  

• a minimum period of validity,  
• a minimum number of approved characters that are 

used for creating the security attribute, and  
• a maximum period of validity. 

0 5 
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Req. id Description Fundamental Important 

AC8 The security function for access control shall ensure that all 
users can be made individually responsible (that is non-
repudiation) for their actions in the IT system. 

0 5 

AC9 The security function for access control shall use security 
attributes of users, subjects, and objects as a control 
mechanism when regulating access. 

3 2 

AC10 The security function for access control shall use password 
or equivalent as control mechanism and security attribute 
for authentication. 

3 2 

AC11 The security function for access control shall be able to take 
automatic precautions in case of failed authentications. Such 
precautions shall embrace denial of access to the IT system 
and locking of the affected user account for a certain period 
of time. 

2 3 

AC12 The security function for access control shall support 
different specified roles. 0 5 

AC13 The security function for access control shall ensure locking 
of security attributes considered to be revealed for users or 
subjects that are not authorized nor have access rights to 
the IT system. The locking can be initiated directly or at 
next log in. 

0 5 

AC14 The security function for access control shall be able to 
maintain a defined secure state when parts of or the entire 
functionality containing data relating to:  

• assigned rights for roles,  
• users belonging to a role, or  
• the relations and restrictions of roles are corrupt or 

inaccessible.  

3 2 

AC15 The security function for access control shall ensure that 
there is no role, user, or subject, which has access to all 
subjects and objects that are available in the IT system the 
security function is meant to protect.  

0 5 

AC16 The security function for access control shall ensure that 
authorized administrators, whose task is to handle the 
security in the IT system the security function is meant to 
protect, by no means have authority or access to the 
security logs in the same IT system. 

1 4 
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Req. id Description Fundamental Important 

AC17 The security function for access control shall ensure that 
authorized administrators, whose task is to handle and 
inspect the security logs in the IT system the security 
function is meant to protect, by no means have the same 
authority or access as the authorized administrators who 
handle the security in the same IT system. 

1 4 

AC18 The security function for access control shall be able to 
maintain a defined state of security when the security 
attributes used for authentication and access decisions are 
corrupt or inaccessible. 

5 0 

AC19 The security function for access control shall be able to 
provide defined and agreed on administrative roles with the 
possibility to verify the correctness of the executable code 
that involves the security function. 

1 4 

 

Table 39 to Table 44 show the result of the pair-wise prioritization of the requirements classed as 
important. The random index used to calculate the consistency ratio was 1.51 (Saaty, 1994). 

Table 39: Access Control - Median 

 AC2 AC5 AC7 AC8 AC11 AC12 AC13 AC15 AC16 AC17 AC19  Eigenvector
AC2 1,00 0,14 1,00 1,00 0,33 5,00 0,20 0,33 0,20 0,14 0,33  0,03304919
AC5 7,00 1,00 5,00 3,00 3,00 7,00 5,00 5,00 5,00 3,00 5,00  0,26804251
AC7 1,00 0,20 1,00 0,20 0,33 3,00 0,33 0,33 1,00 1,00 0,33  0,03943933
AC8 1,00 0,33 5,00 1,00 3,00 5,00 3,00 1,00 0,33 0,33 0,33  0,08867976
AC11 3,00 0,33 3,00 0,33 1,00 3,00 1,00 5,00 0,33 0,33 1,00  0,0825994
AC12 0,20 0,14 0,33 0,20 0,33 1,00 0,20 0,20 0,33 0,20 0,20  0,01751753
AC13 5,00 0,20 3,00 0,33 1,00 5,00 1,00 1,00 1,00 1,00 1,00  0,0776265
AC15 3,00 0,20 3,00 1,00 0,20 5,00 1,00 1,00 1,00 1,00 0,33  0,06526391
AC16 5,00 0,20 1,00 3,00 3,00 3,00 1,00 1,00 1,00 1,00 0,33  0,09306226
AC17 7,00 0,33 1,00 3,00 3,00 5,00 1,00 1,00 1,00 1,00 0,33  0,10360714
AC19 3,00 0,20 3,00 3,00 1,00 5,00 1,00 3,00 3,00 3,00 1,00  0,13111246
 
The resulting λmax is 12.98000, which gives a consistency ratio of 0.131126. 
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Table 40: Access Control - Security expert #1 

 AC2 AC5 AC7 AC8 AC11 AC12 AC13 AC15 AC16 AC17 AC19  Eigenvector
AC2 1,00 0,11 0,20 0,14 0,14 0,33 0,20 0,14 0,11 0,11 0,20  0,01192833
AC5 9,00 1,00 7,00 3,00 3,00 7,00 5,00 3,00 1,00 1,00 5,00  0,18561182
AC7 5,00 0,14 1,00 0,20 1,00 3,00 0,33 0,14 0,11 0,11 0,20  0,02475335
AC8 7,00 0,33 5,00 1,00 5,00 5,00 3,00 1,00 0,20 0,20 0,33  0,07480351
AC11 7,00 0,33 1,00 0,20 1,00 3,00 1,00 0,33 0,14 0,14 0,33  0,03511537
AC12 3,00 0,14 0,33 0,20 0,33 1,00 0,20 0,14 0,11 0,11 0,20  0,01642553
AC13 5,00 0,20 3,00 0,33 1,00 5,00 1,00 0,33 0,14 0,14 0,33  0,03869318
AC15 7,00 0,33 7,00 1,00 3,00 7,00 3,00 1,00 0,20 0,20 0,33  0,07579578
AC16 9,00 1,00 9,00 5,00 7,00 9,00 7,00 5,00 1,00 1,00 3,00  0,21846489
AC17 9,00 1,00 9,00 5,00 7,00 9,00 7,00 5,00 1,00 1,00 3,00  0,21846489
AC19 5,00 0,20 5,00 3,00 3,00 5,00 3,00 3,00 0,33 0,33 1,00  0,09994334
 
The resulting λmax is 12.22161, which gives a consistency ratio of 0.080901. 

Table 41: Access Control - Security expert #2 

 AC2 AC5 AC7 AC8 AC11 AC12 AC13 AC15 AC16 AC17 AC19  Eigenvector
AC2 1,00 0,33 5,00 3,00 3,00 5,00 0,20 3,00 7,00 7,00 7,00  0,14924417
AC5 3,00 1,00 5,00 5,00 3,00 7,00 3,00 5,00 7,00 7,00 5,00  0,23732051
AC7 0,20 0,20 1,00 0,20 0,20 3,00 0,20 3,00 3,00 3,00 1,00  0,03738457
AC8 0,33 0,20 5,00 1,00 3,00 5,00 0,33 5,00 7,00 7,00 5,00  0,12090117
AC11 0,33 0,33 5,00 0,33 1,00 7,00 5,00 5,00 7,00 7,00 5,00  0,15656876
AC12 0,20 0,14 0,33 0,20 0,14 1,00 0,20 0,33 3,00 3,00 3,00  0,03063853
AC13 5,00 0,33 5,00 3,00 0,20 5,00 1,00 5,00 7,00 7,00 5,00  0,16828758
AC15 0,33 0,20 0,33 0,20 0,20 3,00 0,20 1,00 1,00 1,00 0,20  0,02618022
AC16 0,14 0,14 0,33 0,14 0,14 0,33 0,14 1,00 1,00 1,00 0,14  0,01501702
AC17 0,14 0,14 0,33 0,14 0,14 0,33 0,14 1,00 1,00 1,00 0,14  0,01501702
AC19 0,14 0,20 1,00 0,20 0,20 0,33 0,20 5,00 7,00 7,00 1,00  0,04344045
 
The resulting λmax is 13.58442, which gives a consistency ratio of 0.171154 

Table 42: Access Control - Security expert #3 

 AC2 AC5 AC7 AC8 AC11 AC12 AC13 AC15 AC16 AC17 AC19  Eigenvector
AC2 1,00 0,11 1,00 1,00 0,33 0,33 0,20 0,33 0,20 0,14 0,20  0,01959667
AC5 9,00 1,00 9,00 5,00 5,00 5,00 3,00 7,00 5,00 3,00 5,00  0,29124227
AC7 1,00 0,11 1,00 0,33 0,20 0,20 0,20 0,33 0,20 0,14 0,20  0,01652634
AC8 1,00 0,20 3,00 1,00 0,33 0,33 0,33 1,00 0,33 0,20 0,33  0,03107098
AC11 3,00 0,20 5,00 3,00 1,00 3,00 1,00 5,00 0,33 0,20 0,33  0,07801577
AC12 3,00 0,20 5,00 3,00 0,33 1,00 0,33 3,00 0,33 0,20 0,33  0,05282438
AC13 5,00 0,33 5,00 3,00 1,00 3,00 1,00 1,00 1,00 0,33 1,00  0,08201063
AC15 3,00 0,14 3,00 1,00 0,20 0,33 1,00 1,00 1,00 0,33 1,00  0,05037831
AC16 5,00 0,20 5,00 3,00 3,00 3,00 1,00 1,00 1,00 1,00 0,33  0,09198906
AC17 7,00 0,33 7,00 5,00 5,00 5,00 3,00 3,00 1,00 1,00 0,33  0,14828563
AC19 5,00 0,20 5,00 3,00 3,00 3,00 1,00 1,00 3,00 3,00 1,00  0,13805996
 
The resulting λmax is 12.42844, which gives a consistency ratio of 0.094599. 
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Table 43: Access Control - Security expert #4 

 AC2 AC5 AC7 AC8 AC11 AC12 AC13 AC15 AC16 AC17 AC19  Eigenvector
AC2 1,00 0,14 5,00 3,00 0,33 7,00 3,00 1,00 3,00 3,00 0,33  0,10507509
AC5 7,00 1,00 5,00 3,00 3,00 7,00 5,00 7,00 7,00 7,00 3,00  0,27874242
AC7 0,20 0,20 1,00 0,33 0,33 5,00 3,00 5,00 3,00 3,00 0,33  0,06903577
AC8 0,33 0,33 3,00 1,00 0,33 5,00 3,00 5,00 5,00 5,00 0,33  0,098109
AC11 3,00 0,33 3,00 3,00 1,00 3,00 5,00 5,00 5,00 5,00 1,00  0,15381414
AC12 0,14 0,14 0,20 0,20 0,33 1,00 0,33 0,20 0,33 0,33 0,20  0,01765275
AC13 0,33 0,20 0,33 0,33 0,20 3,00 1,00 3,00 1,00 1,00 0,33  0,03974662
AC15 1,00 0,14 0,20 0,20 0,20 5,00 0,33 1,00 3,00 3,00 0,33  0,04504699
AC16 0,33 0,14 0,33 0,20 0,20 3,00 1,00 0,33 1,00 3,00 0,33  0,03221723
AC17 0,33 0,14 0,33 0,20 0,20 3,00 1,00 0,33 0,33 1,00 0,33  0,0264092
AC19 3,00 0,33 3,00 3,00 1,00 5,00 3,00 3,00 3,00 3,00 1,00  0,13415078
 
The resulting λmax is 12.79204, which gives a consistency ratio of 0.118678. 

Table 44: Access Control - Security expert #5 

 AC2 AC5 AC7 AC8 AC11 AC12 AC13 AC15 AC16 AC17 AC19  Eigenvector
AC2 1,00 0,33 0,33 0,33 0,20 5,00 0,20 0,11 0,11 0,11 0,33  0,02249084
AC5 3,00 1,00 0,33 3,00 5,00 7,00 7,00 3,00 3,00 3,00 7,00  0,20285512
AC7 3,00 3,00 1,00 0,20 0,33 3,00 5,00 0,33 1,00 1,00 5,00  0,11781114
AC8 3,00 0,33 5,00 1,00 5,00 5,00 3,00 0,33 0,33 0,33 0,33  0,10658478
AC11 5,00 0,20 3,00 0,20 1,00 5,00 1,00 0,33 0,33 0,33 1,00  0,06258135
AC12 0,20 0,14 0,33 0,20 0,20 1,00 0,20 0,20 0,20 0,20 0,20  0,01508373
AC13 5,00 0,14 0,20 0,33 1,00 5,00 1,00 0,33 1,00 1,00 3,00  0,05662863
AC15 9,00 0,33 3,00 3,00 3,00 5,00 3,00 1,00 3,00 3,00 3,00  0,16067406
AC16 9,00 0,33 1,00 3,00 3,00 5,00 1,00 0,33 1,00 1,00 3,00  0,10074181
AC17 9,00 0,33 1,00 3,00 3,00 5,00 1,00 0,33 1,00 1,00 3,00  0,10074181
AC19 3,00 0,14 0,20 3,00 1,00 5,00 0,33 0,33 0,33 0,33 1,00  0,05380674
 
The resulting λmax is 14.33223, which gives a consistency ratio of 0.220677. 
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Appendix C: Filter Profile Template 
Table 45 below shows the filtering capability value of each security feature as well as short 
motivations upon which the prioritization of the filter functional requirements is based for those 
security features which were given a filtering capability value greater than zero. 

Table 45: Filter Profile Template data 

Security 
Feature 

Filtering 
capability 

value 

Filter 
functional 

requirement 

Motivation 

Access 
Control 0,9 See IP 

The security feature Access Control is unaffected 
by traffic mediators as access control is assumed to 
be done through a client-based solution and not 
through a distributed architecture such as 
Kerberos. However, due to the way traffic 
mediators are implemented, these values have 
been set to the same as those for Intrusion 
Prevention. 

Packet 
Filtering 

The logs of the packet filter can possibly show 
what other network-based attacks were blocked by 
the filter in the same time interval as the event 
being audited. 

Stateful 
Inspection 

The logs of the stateful filter can reveal the active 
connections that existed at the time of the audited 
event. 

Application 
Layer Gateway

The logs of the ALG can be used to identify which 
application the attack was launched 
through/masqueraded as. 

Anomaly 
Detection 

If the AD keeps a log of suspicious activity that 
doesn’t quite reach the alert-threshold, but is still 
outside normal activity, it could possibly be used in 
a post-attack analysis to gain further clues as to 
what type of attack was performed 

Network 
Address 

Translation 

Ineffective as the NAT generally does not keep 
logs and even if it did the information in such logs 
would be of little use in a post-event audit. 

Security 
Logging 0,25 

Misuse 
Detection 

Ineffective as misuse detection uses log-analysis as 
part of its signature recognition and also if it does 
detect what it believes to be an attack signature 
then it will automatically send out a warning and 
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thus has no need for a log of its own. 

Packet 
Filtering 

Ineffective as its filtering is based on pre-
configured rules. 

Stateful 
Inspection Ineffective as it is a rule-based filtering technique. 

Application 
Layer Gateway

Ineffective as it uses static rules and thus only 
blocks what it has been configured to block and 
nothing else. 

Anomaly 
Detection 

The AD filter functionality can be used to detect 
intrusion attempts by sending out alerts as soon as 
the traffic exceeds a certain alert-threshold, such as 
the amount of established network connections 
over the time span of a couple of minutes being 
substantially larger than what has been observed 
previously. 

Network 
Address 

Translation 

Ineffective as the NAT is of no use when trying to 
detect an intrusion. 

Intrusion 
Detection 0,9 

Misuse 
Detection The core of IDS systems. 

Packet 
Filtering 

The packet filtering technique can be used to 
block some of the more basic intrusion attempts 
such as outside hosts trying to spoof their address 
so that they appear to be located on the same 
network as the victim. 

Stateful 
Inspection 

Allows the packet filter to base its decisions on the 
state of connections and can thus prevent attacks 
such as SYN flooding and other attacks which 
exploit the way protocols initialize or terminate 
connections. 

Application 
Layer Gateway

The ALG can be configured to stop known 
application-layer attacks. 

Anomaly 
Detection 

Ineffective as abnormal traffic should generally be 
blocked by the other filter functions. 

Intrusion 
Prevention 0,9 

Network 
Address 

Translation 

The NAT can indirectly help prevent intrusions by 
hiding the entire network behind a single IP-
address. 
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Misuse 
Detection 

Ineffective as it still requires an administrator to 
react to the warnings and update the rules of the 
IPS. 

Protection 
against 

Malware 
0,9 See IP 

The security feature Protection against Malware is 
unaffected by traffic mediators as malware is 
hidden inside application program code which 
traffic filters in general cannot detect. An 
exception to this is an ALG acting as a mail proxy, 
but as this is an application-specific case the 
overall filtering value is still considered to be zero. 
However, due to the way traffic mediators are 
implemented, these values have been set to the 
same as those for Intrusion Prevention. 
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Appendix D: Security profiles 
Values in italic have not been completely confirmed. In these cases a one has been entered except 
for the requirement SL12, as there is good reason to believe that the other requirements are met 
but no documentation has been found that verifies this for the majority of the entities. 
The R next to the fulfilment value for AC10 indicates that the fulfilment of the requirement has 
only been confirmed for the Restricted level of classification. 

The security profiles for the Cisco routers assume that they have the latest (at the time) Cisco 
Internal Operating System (IOS) installed. 

The security profile for the Windows XP SP2 client assumes that Symantec Endpoint Protection 
and Snort is installed and in the case of the profile for Windows Server 2003 Enterprise SP1 it is 
assumed to have McAfee VirusScan Enterprise 8.0 installed. 

The Red Hat Enterprise Linux 5 Desktop security profile assumes that Snort is installed and that 
the iptables etc. are correctly configured.  

All entities are assumed to use a SysLog client/server setup for their security logging in addition 
to any locally stored logs.  

Table 46: Security profile for Cisco router using SysLog 

AC1 1,0 SL1 1,0 IP1 0,0 ID1 0,0 PM1 0,0
AC2 1,0 SL2 1,0 IP2 0,0 ID2 0,0 PM2 0,0
AC3 1,0 SL3 1,0 IP3 0,0 ID3 0,0 PM3 0,0
AC4 1,0 SL4 1,0 IP4 0,0 ID4 0,0 PM4 0,0
AC5 1,0 SL5 1,0 IP5 0,0 ID5 0,0 PM5 0,0
AC6 1,0 SL6 1,0 IP6 0,0 ID6 0,0 PM6 0,0
AC7 0,0 SL7 1,0 IP7 0,0 ID7 0,0 PM7 0,0
AC8 1,0 SL8 1,0 IP8 0,0 ID8 0,0 PM8 0,0
AC9 1,0 SL9 1,0 IP9 0,0 ID9 0,0 PM9 0,0
AC10 1,0 R SL10 1,0 IP10 0,0 ID10 0,0 PM10 0,0
AC11 1,0 SL11 1,0 IP11 0,0 ID11 0,0 PM11 0,0
AC12 1,0 SL12 0,0 IP12 0,0 ID12 0,0 PM12 0,0
AC13 1,0 IP13 0,0 PM13 0,0
AC14 1,0 IP14 0,0 PM14 0,0
AC15 0,0 IP15 0,0 PM15 0,0
AC16 0,0 IP16 0,0 PM16 0,0
AC17 0,0 IP17 0,0
AC18 1,0
AC19 1,0  
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Table 47: Security profile for Färist v2.3 using SysLog 

AC1 1,0 SL1 1,0 IP1 0,0 ID1 0,0 PM1 0,0
AC2 1,0 SL2 1,0 IP2 0,0 ID2 0,0 PM2 0,0
AC3 1,0 SL3 1,0 IP3 0,0 ID3 0,0 PM3 0,0
AC4 1,0 SL4 1,0 IP4 0,0 ID4 0,0 PM4 0,0
AC5 0,0 SL5 1,0 IP5 0,0 ID5 0,0 PM5 0,0
AC6 1,0 SL6 1,0 IP6 0,0 ID6 0,0 PM6 0,0
AC7 0,8 SL7 1,0 IP7 0,0 ID7 0,0 PM7 0,0
AC8 0,0 SL8 1,0 IP8 0,0 ID8 0,0 PM8 0,0
AC9 1,0 SL9 1,0 IP9 0,0 ID9 0,0 PM9 0,0
AC10 1,0 R SL10 1,0 IP10 0,0 ID10 0,0 PM10 0,0
AC11 0,5 SL11 1,0 IP11 0,0 ID11 0,0 PM11 0,0
AC12 1,0 SL12 1,0 IP12 0,0 ID12 0,0 PM12 0,0
AC13 1,0 IP13 0,0 PM13 0,0
AC14 1,0 IP14 0,0 PM14 0,0
AC15 0,0 IP15 0,0 PM15 0,0
AC16 0,0 IP16 0,0 PM16 0,0
AC17 0,0 IP17 0,0
AC18 1,0
AC19 1,0  

Table 48: Security profile for Router: XSR 1805 using SysLog 

AC1 1,0 SL1 1,0 IP1 0,0 ID1 0,0 PM1 0,0
AC2 1,0 SL2 1,0 IP2 0,0 ID2 0,0 PM2 0,0
AC3 1,0 SL3 1,0 IP3 0,0 ID3 0,0 PM3 0,0
AC4 1,0 SL4 1,0 IP4 0,0 ID4 0,0 PM4 0,0
AC5 1,0 SL5 1,0 IP5 0,0 ID5 0,0 PM5 0,0
AC6 1,0 SL6 1,0 IP6 0,0 ID6 0,0 PM6 0,0
AC7 0,0 SL7 1,0 IP7 0,0 ID7 0,0 PM7 0,0
AC8 1,0 SL8 1,0 IP8 0,0 ID8 0,0 PM8 0,0
AC9 1,0 SL9 1,0 IP9 0,0 ID9 0,0 PM9 0,0
AC10 1,0 R SL10 1,0 IP10 0,0 ID10 0,0 PM10 0,0
AC11 1,0 SL11 1,0 IP11 0,0 ID11 0,0 PM11 0,0
AC12 1,0 SL12 0,0 IP12 0,0 ID12 0,0 PM12 0,0
AC13 1,0 IP13 0,0 PM13 0,0
AC14 1,0 IP14 0,0 PM14 0,0
AC15 0,0 IP15 0,0 PM15 0,0
AC16 0,0 IP16 0,0 PM16 0,0
AC17 0,0 IP17 0,0
AC18 1,0
AC19 1,0  

Table 49: Security profile for Switch: Cisco Catalyst 2955C-12 using SysLog 

AC1 1,0 SL1 1,0 IP1 0,0 ID1 0,0 PM1 0,0
AC2 1,0 SL2 1,0 IP2 0,0 ID2 0,0 PM2 0,0
AC3 1,0 SL3 1,0 IP3 0,0 ID3 0,0 PM3 0,0
AC4 1,0 SL4 1,0 IP4 0,0 ID4 0,0 PM4 0,0
AC5 1,0 SL5 1,0 IP5 0,0 ID5 0,0 PM5 0,0
AC6 1,0 SL6 1,0 IP6 0,0 ID6 0,0 PM6 0,0
AC7 0,0 SL7 1,0 IP7 0,0 ID7 0,0 PM7 0,0
AC8 1,0 SL8 1,0 IP8 0,0 ID8 0,0 PM8 0,0
AC9 1,0 SL9 1,0 IP9 0,0 ID9 0,0 PM9 0,0
AC10 1,0 R SL10 1,0 IP10 0,0 ID10 0,0 PM10 0,0
AC11 1,0 SL11 1,0 IP11 0,0 ID11 0,0 PM11 0,0
AC12 1,0 SL12 0,0 IP12 0,0 ID12 0,0 PM12 0,0
AC13 1,0 IP13 0,0 PM13 0,0
AC14 1,0 IP14 0,0 PM14 0,0
AC15 0,0 IP15 0,0 PM15 0,0
AC16 0,0 IP16 0,0 PM16 0,0
AC17 0,0 IP17 0,0
AC18 1,0
AC19 1,0  



 79

Table 50: Security profile for Windows Server 2003 Enterprise SP1 using McAfee VirusScan Enterprise 8.0 
and SysLog 

AC1 1,0 SL1 1,0 IP1 1,0 ID1 0,0 PM1 1,0
AC2 1,0 SL2 1,0 IP2 1,0 ID2 0,0 PM2 1,0
AC3 1,0 SL3 1,0 IP3 1,0 ID3 0,0 PM3 1,0
AC4 1,0 SL4 1,0 IP4 1,0 ID4 0,0 PM4 1,0
AC5 1,0 SL5 1,0 IP5 1,0 ID5 0,0 PM5 0,9
AC6 1,0 SL6 1,0 IP6 1,0 ID6 0,0 PM6 0,9
AC7 1,0 SL7 1,0 IP7 1,0 ID7 0,0 PM7 1,0
AC8 1,0 SL8 1,0 IP8 1,0 ID8 0,0 PM8 1,0
AC9 1,0 SL9 1,0 IP9 0,0 ID9 0,0 PM9 1,0
AC10 1,0 R SL10 1,0 IP10 0,0 ID10 0,0 PM10 1,0
AC11 1,0 SL11 1,0 IP11 1,0 ID11 0,0 PM11 1,0
AC12 1,0 SL12 0,0 IP12 1,0 ID12 0,0 PM12 1,0
AC13 1,0 IP13 1,0 PM13 1,0
AC14 1,0 IP14 0,0 PM14 0,0
AC15 0,0 IP15 0,0 PM15 1,0
AC16 0,0 IP16 1,0 PM16 0,8
AC17 0,0 IP17 1,0
AC18 1,0
AC19 1,0  

Table 51: Security profile for Windows XP SP2 client using Symantec Endpoint Protection, Snort and 
SysLog 

AC1 1,0 SL1 1,0 IP1 1,0 ID1 1,0 PM1 1,0
AC2 1,0 SL2 1,0 IP2 1,0 ID2 1,0 PM2 1,0
AC3 1,0 SL3 1,0 IP3 1,0 ID3 1,0 PM3 1,0
AC4 1,0 SL4 1,0 IP4 1,0 ID4 0,9 PM4 0,9
AC5 1,0 SL5 1,0 IP5 1,0 ID5 1,0 PM5 0,9
AC6 1,0 SL6 1,0 IP6 0,9 ID6 1,0 PM6 0,9
AC7 0,8 SL7 1,0 IP7 1,0 ID7 1,0 PM7 1,0
AC8 1,0 SL8 1,0 IP8 1,0 ID8 0,9 PM8 1,0
AC9 1,0 SL9 1,0 IP9 1,0 ID9 1,0 PM9 1,0
AC10 1,0 R SL10 1,0 IP10 0,0 ID10 0,9 PM10 1,0
AC11 1,0 SL11 1,0 IP11 1,0 ID11 1,0 PM11 1,0
AC12 1,0 SL12 1,0 IP12 0,9 ID12 1,0 PM12 1,0
AC13 1,0 IP13 1,0 PM13 1,0
AC14 1,0 IP14 1,0 PM14 1,0
AC15 0,0 IP15 0,0 PM15 1,0
AC16 0,0 IP16 1,0 PM16 1,0
AC17 0,0 IP17 1,0
AC18 1,0
AC19 1,0  

Table 52: Security profile for Red Hat Enterprise Linux 5 Desktop using Snort and SysLog 

AC1 1,0 SL1 1,0 IP1 0,0 ID1 1,0 PM1 1,0
AC2 1,0 SL2 1,0 IP2 1,0 ID2 1,0 PM2 1,0
AC3 1,0 SL3 1,0 IP3 1,0 ID3 1,0 PM3 1,0
AC4 1,0 SL4 1,0 IP4 1,0 ID4 0,9 PM4 1,0
AC5 1,0 SL5 1,0 IP5 1,0 ID5 1,0 PM5 1,0
AC6 1,0 SL6 1,0 IP6 1,0 ID6 1,0 PM6 1,0
AC7 0,8 SL7 1,0 IP7 1,0 ID7 1,0 PM7 1,0
AC8 1,0 SL8 1,0 IP8 1,0 ID8 0,9 PM8 1,0
AC9 1,0 SL9 1,0 IP9 1,0 ID9 1,0 PM9 1,0
AC10 1,0 R SL10 1,0 IP10 0,0 ID10 0,9 PM10 1,0
AC11 1,0 SL11 1,0 IP11 1,0 ID11 1,0 PM11 1,0
AC12 1,0 SL12 0,0 IP12 1,0 ID12 1,0 PM12 1,0
AC13 1,0 IP13 1,0 PM13 1,0
AC14 1,0 IP14 1,0 PM14 1,0
AC15 0,0 IP15 0,0 PM15 1,0
AC16 0,0 IP16 1,0 PM16 1,0
AC17 0,0 IP17 1,0
AC18 1,0
AC19 1,0
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Appendix E: Physical Relation Profile 
Table 53 below contains the weights and functions that were produced during the work of 
creating the Physical Relation Profile for the modelled network. For each relation there is also a 
short motivation for the weight and function assigned. 

Table 53: Physical Relation Profile data 

Relation Weight Function Motivation 

AC <-> AC 0 - 
Regardless if you have good or bad access control on a 
host it should not affect the access control on hosts 
connected to the same network. 

AC -> SL 0.1 Minimum 

If you have bad access control on a host it might affect 
the usefulness of the logs on other hosts connected to 
the same network as they might show that the 
connection attempts related to the attack was made 
from a valid user on the host with flawed access 
control. 

However, if you have good access control on a host it 
should not affect the access control of the other hosts 
connected to the same network. 

AC -> ID 0.15 Minimum 

If you have bad access control on a host it might affect 
the intrusion detection on hosts on the same network 
as attacks can be performed through a valid user 
account on the host with faulty access control and thus 
not be classed as an attack by the intrusion detection 
system. 

If you on the other hand have good access control on a 
host it should not affect the intrusion detection of 
hosts connected to the same network. 

AC -> IP 0.30 Minimum 

See AC -> ID. The problem is however worse in this 
case as you often have a much less strict policy for 
intrusion prevention than intrusion detection as the 
consequences of false positives tend to be much more 
severe. 

AC -> PM 0 - 
Regardless if you have good or bad access control on a 
host it should not affect the protection against malware 
on hosts connected to the same network. 
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SL -> AC 0 - 
Regardless if you have good or bad security logging on 
a host it should not affect the access control on hosts 
connected to the same network. 

SL <-> SL 0.15 Maximum

If you have bad security logging on a host it should not 
affect the security logging of hosts connected to the 
same network. 

If you have good security logging on a host this could 
have a slightly positive effect on the security logging on 
hosts connected to the same network.  This is due to 
the fact that you could possibly derive that an attack 
occurred in a specific way if the same attack was also 
performed against a host with good security logging or 
went through a traffic mediator with good logging 
functionality. 

SL -> ID 0 - 
Regardless if you have good or bad security logging on 
a host it should not affect the intrusion detection on 
hosts connected to the same network. 

SL -> IP 0 - 
Regardless if you have good or bad security logging on 
a host it should not affect the intrusion prevention on 
hosts connected to the same network. 

SL -> PM 0 - 
Regardless if you have good or bad security logging on 
a host it should not affect the protection against 
malware on hosts connected to the same network. 

ID -> AC 0 - 
Regardless if you have good or bad intrusion detection 
on a host it should not affect the access control on 
hosts connected to the same network. 

ID -> SL 0 - 
Regardless if you have good or bad intrusion detection 
on a host it should not affect the security logging on 
hosts connected to the same network. 
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ID <-> ID 0.20 Maximum

If you have bad intrusion detection on a host this 
should not affect the intrusion detection of other hosts 
connected to the same network. 

If you have good intrusion detection on a host this 
could to some degree affect the intrusion detection of 
other hosts connected to the same network by the fact 
that a warning sent by the IDS on a host with good 
intrusion detection could indicate that also other hosts 
on that part of the network are about to be or has been 
the victims of an attack. 

Also, due to the way the effects of traffic mediators are 
implemented in the SANTA, this has to be raised to 
enable network IDS entities to affect the security values 
of generators whose traffic passed by them.  

ID -> IP 0 - 
Regardless if you have good or bad intrusion detection 
on a host it should not affect the intrusion prevention 
on hosts connected to the same network. 

ID -> PM 0 - 
Regardless if you have good or bad intrusion detection 
on a host it should not affect the protection against 
malware on hosts connected to the same network. 

IP -> AC 0 - 
Regardless if you have good or bad intrusion 
prevention on a host it should not affect the access 
control on hosts connected to the same network. 

IP -> SL 0 - 

Regardless if you have good or bad intrusion 
prevention on a host it should not affect the reliability 
of the security log on hosts connected to the same 
network. 

IP -> ID 0 - 
Regardless if you have good or bad intrusion 
prevention on a host it should not affect the intrusion 
detection on hosts connected to the same network. 

IP <-> IP 0,40 Maximum

Regardless if you have good or bad intrusion 
prevention on a host it should not affect the intrusion 
prevention on hosts connected to the same network. 

However, due to the way traffic mediators are 
implemented, this has to be modified so that network 
IPS entities can have an effect on the security values of 
generators whose traffic flows through them. 

IP -> PM 0 - 

Regardless if you have good or bad intrusion 
prevention on a host it should not affect the protection 
against malware on hosts connected to the same 
network. 
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PM -> AC 0 - 
Regardless if you have good or bad protection against 
malware on a host it should not affect the access 
control on hosts connected to the same network. 

PM -> SL 0.10 Minimum 

If you have bad protection against malware on a host 
this could affect the usability of the logs on hosts 
connected to the same network as these may show that 
the connection attempts made around the time of the 
attack all came from a valid user account on the host 
with flawed protection against malware. 

If you have good protection against malware on a host 
this should not affect the security logging on other 
hosts connected to the same network. 

PM -> ID 0.15 Minimum 

If you have bad protection against malware on a host 
this could affect the intrusion detection on hosts 
connected to the same network as attacks can be 
performed through a valid user account on the host 
with faulty protection against malware and thus not be 
classified as an attack by the IDS. 

If you have good protection against malware on a host 
this should not affect the intrusion detection of hosts 
connected to the same network. 

PM -> IP 0.30 Minimum 

See PM -> ID. However, the problem is even greater 
for intrusion prevention as the policy is usually less 
strict than that for intrusion detection as the negative 
impact of false positives is much greater in intrusion 
prevention. 

PM <-> PM 0 - 

Regardless if you have good or bad protection against 
malware on a host it should not affect the protection 
against malware on hosts connected to the same 
network. 
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