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ABSTRACT We consider Global Navigation Satellite Systems (GNSS) spoofing attacks and devise a
countermeasure appropriate for mobile GNSS receivers. Our approach is to design detectors that, operating
after the signal acquisition, enable the victim receiver to determine with high probability whether it is under
a spoofing attack or not. Namely, the binary hypothesis is that either the GNSS receiver tracks legitimate
satellite signals, H0, or spoofed signals, H1. We assume that there exists an unknown number of multiple
spoofers in the environment and the attack strategy (which legitimate signals are spoofed by which spoofers)
is not known to the receiver. Based on these assumptions, we propose an algorithm that identifies the number
of spoofers and clusters the spoofing data by using Bayesian information criterion (BIC) rule. Depending
on the estimated and clustered data we propose a detector, called as generalized likelihood ratio (GLRT)-
like detector. We compare the performance of the GLRT-like detector with a genie-aided detector in which
the attack strategy and the number of spoofers is known by the receiver. In addition to this, we extend the
GLRT-like detector for the case where the noise variance is also unknown and present the performance
results.

INDEX TERMS Bayesian information criterion (BIC), global navigation satellite systems (GNSS), gener-
alized likelihood ratio test (GLRT), maximum likelihood (ML), spoofing.

I. INTRODUCTION
Global Navigation Satellite Systems (GNSS) are widely used
in civilian and military applications to obtain position, veloc-
ity and time information [2]. Especially today’s evolving
technologies, such as unmanned aerial vehicles and cars, are
strongly relying on GNSS.

However, GNSS technology may be vulnerable to
malicious attacks, notably jamming, meaconing, replay-
ing/relaying, and spoofing [3]–[7]: Jamming can prevent nav-
igation signal acquisition and degrade or deny positioning and
synchronization altogether. Meaconing/replaying and spoof-
ing can manipulate the position (and the time correction)
computed by the victim GNSS receivers. Spoofing attacks,
for which the attacker forges GNSS signals, can be the most
harmful from the victim’s viewpoint (and the most effec-
tive from the attacker’s viewpoint). One can easily spoof
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the global positioning system (GPS) with low-cost software-
defined radios [8]. Moreover spoofing is powerful because
it allows the attacker to dictate the position, and this is
especially effective when there is no authentication, as it is
typically the case for existing civilian systems (GPS, BeiDou,
GLONASS, and unauthenticated Galileo). Then, the antic-
ipation of authentication with services, such as navigation
message authentication for Galileo, will be valuable - yet
until there is broad deployment and for most applications it
remains important to detect spoofing attacks. Therefore the
main focus of this paper is spoofing.

Spoofers deployed in the environment either have sin-
gle or multiple antennas [9]. The spoofers with multi-
ple antennas are superior to the ones having a single
antenna, because they can exploit spatial degrees of free-
dom. The spoofers may transmit either time-synchronous or
time-asynchronous spoofing signals. Time-synchronization
refers to whether the correlation peak of the spoofed signal
is in the tracking window of the receiver. Therefore the
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time-synchronous spoofing attack may be more dangerous
than a time-asynchronous spoofing attack but the spoofer
needs some prior knowledge such as the location of the
receiver [9].

In the next section, we briefly mention the countermeasure
techniques in the literature.

A. COUNTERMEASURE TECHNIQUES
There is a fairly large body of literature on methods for
the detection of spoofing attacks. For example, the GNSS
receiver can monitor the signals (or simply the automatic gain
control) to check if the received signals contain imperfections
or not [10]. Monitoring of the AGC is relatively effective to
detect signal power inconsistencies. However, if the spoofing
signal has comparable power to that of the legitimate signal,
then its effectiveness is limited. In order to control the GNSS
receiver, the spoofers have to use higher power than the
legitimate signals. Based on this, [11] proposes a spoofing
detector by measuring differences between the expected and
the actual received signal strength. However, [12] states that
considering only power differences is an insufficient solution,
and proposes a detector that both measures power differences
and performs signal quality monitoring. The paper [13] pro-
poses to measure the variance of the signal quality to detect
the existence of a spoofer.

Another popular spoofing detection technique is receiver
autonomous integrity monitoring (RAIM) [14], [15]. This
techniquewas developed to detect satellite faults by searching
for redundancies in the satellite measurements. A measure of
redundancy is formed and accumulated over time, and when
the measure exceeds a pre-determined threshold, the system
declares that there is a flaw.

Another category of spoofing detection methods is spatial
signal processing techniques. For instance, [16] derives a
detector that investigates the spatial correlation between mul-
tiple received signals that occur when these signals originate
from a single signal source (the spoofer). By using a rotating
antenna, the paper [17] proposes to measure the correlation
between the carrier phases, while the paper [18] proposes
to measure spatial power measurements. Both [17] and [18]
measure spatial correlation by considering different metrics
to detect the spoofer’s presence. Reference [19] proposes a
method that employs a moving hand-held receiver. Based on
the estimation of the spatial correlation of received signals,
if the received signals are highly correlated, they are identi-
fied as spoofing signals.

Reference [20] proposes a detector with two antennas that
exploits the carrier phase difference between these two anten-
nas to estimate the direction-of-arrival of the spoofed signals.
In [21], the time difference of arrival of the GNSS signals
derived from pseudorange measurements is utilized to detect
a spoofer’s presence in the environment. In [22], a statistical
approach that uses range measurements of multiple GNSS
receivers located on a rigid body is proposed to detect multi-
ple spoofers in the environment.

Another category of defense mechanisms is to encrypt
the GNSS signals. This approach is especially used in mil-
itary applications. For example, a novel navigation message
authentication scheme for the GNSS signals is given in [23].
A detection strategy is proposed in [24] for spoofing attacks
against cryptographically-secured GNSS signals. A practical
civil GPS signal authentication method is developed in [25].

Other works, for example [26], utilize multiple commer-
cial off-the-shelf (COTS) GNSS receivers in order to detect
spoofing. Specifically, [26] proposes a detector utilizing the
fact that COTS receivers report the same position informa-
tion when they are affected by the same spoofer. A similar
approach is taken in [27].

B. CONTRIBUTIONS
In this work, we formulate a statistical test and propose a
detector for multiple spoofers based on received GNSS base-
band signals. In lieu of a more complex receiver, or multiple
receivers, we set out to devise a countermeasure for modern
mobile platforms equipped with a GNSS receiver that moves
along a path with linear direction. The receiver samples the
signals at specific points on this path. We formulate a binary
hypothesis test where H0 is the hypothesis that the receiver
tracks the satellites andH1 corresponds to the case that some
of the satellite signals are spoofed. For both hypotheses,
we first estimate time-delays and Doppler frequencies based
on the least-squares (LS) principle. Under H0 the angle-
of-arrivals (AoA), the receiver clock drift and the complex
amplitudes of the received signals are treated as unknowns,
and estimated based on themaximum-likelihood (ML) princi-
ple. UnderH1, the number of spoofers and the attack strategy
(which legitimate signals are spoofed by which spoofers) are
assumed to be unknown.We propose an algorithm that jointly
estimates the unknown parameters and clusters the spoofed
signals. Finally, we establish a generalized likelihood ratio
(GLRT)-like detector.

A few other, previous papers in the literature have used
GLRT tests for spoofing detection as well [28], [29]. Also,
in [19], a spoofing detection technique for a moving GNSS
receiver is proposed. However, these works consider a single
attacker (spoofer) in their system setups, whereas in contrast,
we consider the case of more than one spoofer and, most
importantly, a number of spoofers that is unknown to the
receiver.

Parts of the results in this paper were presented in our
conference paper [1]. The novel aspects of this paper over
[1] are: Here we consider unknown Doppler frequencies and
time-delays, and estimate them from data. (In [1], the Doppler
frequencies and time-delays were perfectly known.) Also,
in the system model here, in contrast to [1], the number
of spoofers is unknown, and we develop a new algorithm
accordingly.

The paper is organized as follows: In Section II, the system
model is explained in detail. In Section III, we explain the
algorithm that we propose and the statistical test (GLRT-like)
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for spoofing detection. Finally, we present simulation results
and conclude the paper.
Notation:Upper-case and lower-case bold-faced letters are

used to denote matrices and column vectors, respectively.
|.|, (.)T , (.)∗ and (.)H refer to the absolute value of a scalar and
the determinant of a matrix, transpose, conjugate and con-
jugate transpose operators respectively. ‖.‖ is the Frobenius
norm and IN×N represents the N × N identity matrix.

II. SYSTEM MODEL
We consider a system setup with M visible satellites and a
moving GNSS receiver. In the setup, there are S motion-
less and distributed spoofers. The distributed spoofers are
connected to a central processing unit so that they can syn-
chronized with each other. S is assumed to be unknown by
the receiver and, it is less than M , otherwise the detectors
presented in this work cannot work properly (see detailed
discussion later). Each spoofer attacks different legitimate
signals and it may attack one or more than one legitimate sig-
nals. Inherently, the receiver does not know which legitimate
signals are attacked by which spoofers.

We assume that the receiver moves along a straight line
whose direction can be estimated, for example, with the
help of on-board inertial measurement units (IMUs) such as
gyroscopes or accelerometers [28], [30], [31]. It is important
to note that the receiver does not know its location but only
follows an arbitrary but straight line whose direction is known
from IMUs. Furthermore, the receiver’s trajectory might not
be truly a straight line, but it is well enough approximated by a
straight line during the time over which the spoofing detection
algorithm is run. The receiver samples the received satellite
signals at N points on the line spaced d units apart. Fig. 1
depicts the system model. Note its similarity to the uniform
linear array model, one of the widely used models in array
signal processing [32]. However, note also that in our setup d
is not selected in relation to the wavelength in any way.

It might appear that a uniform linear array model in 2D
is not valid for the GNSS setup, since all objects are fun-
damentally located in a 3D space. However, in this work
we can restrict all geometric considerations to a 2D model
for the following reason. Consider the 2D plane spanned
by the line that defines the receiver’s trajectory, and a spe-
cific satellite/spoofer. Every satellite, and every spoofer, has
such an associated 2D plane. In each such plane, there is
a line between satellite/spoofer and the first point in the
receiver’s trajectory. All angles (for that satellite/spoofer) are
now defined in these planes, and relative to the line that
defines the receiver’s trajectory. In particular, the AoA is as
depicted in Fig. 1. Specifically, θm and θ sl are the AoAs of the
signals transmitted by themth satellite and the l th the spoofer,
respectively.
sm, s̃l and pn refer to the mth satellite, the l th spoofer and

the nth point where the GNSS receiver processes the received
signals, respectively. The time required for moving from the
(n− 1)th point to the nth point is d

v where v is the velocity of
the receiver.

We define a binary hypothesis testing problem as follows:
H0 is the hypothesis where the receiver tracks only legitimate
satellite signals.H1 is the hypothesis in which the receiver is
spoofed. We assume that the difference in signal propagation
time from the satellite to different points on the receiver’s
trajectory is small relative to the reciprocal signal bandwidth.

The change in received power for legitimate signals along
the trajectory is negligible, because d is small relative to
the satellite-receiver distance. In many scenarios, the length
of the trajectory will also be very small compared with the
spoofer-receiver distance. Numerically, consider the follow-
ing model for the path loss between the spoofer and the
receiver (in dB):

10n log10(d/d0)+ P(d0),

where d0 is the reference distance with 1 meter, P(d0) is
the path loss at this reference distance, n is the path loss
exponent (which may range from 2 to 4), and d is the distance
between the spoofer and the receiver. Suppose the trajectory is
40 meters long and d = 1000meters nominally.When n = 2,
the change in path loss between the startpoint and endpoint of
the trajectory is 0,34 dB. This increment is very low. When
n = 4, the corresponding change is 0.58 dB. For d =
100 meters, the corresponding increments are 0.83 (n = 2),
and 1.65 (n = 4) dB. As long as the spoofer-receiver distance
is reasonable, the amplitude changes along the trajectory are
marginal.

In practice, a navigation message including position and
time information is embedded in the transmitted signal, but
for simplicity, we do not consider the message signal explic-
itly in this work and this does not have any effect on the
spoofers detection algorithm presented in this work. Under
these assumptions, the received complex baseband signal can
be expressed as

H0 : rn(t) =
M∑
m=1

Pmam,ncm(t − τm)fm(t, τm)+ wn(t), (1)

H1 : rn(t) =
∑
mεA1

Ps1a
s
1,ncm(t − τ

s
m)e
−j2π fcτ sm + . . .

+

∑
mεAS

PsSa
s
S,ncm(t − τ

s
m)e
−j2π fcτ sm + wn(t), (2)

where rn(t) and wn(t) are the received signal and the noise
signals, respectively, when the receiver is located at the nth

point. We model the noise as a complex white Gaussian
process. Pm is the complex amplitude of the received signal
corresponding to the mth satellite, fm(t, τm) = ej2π (fd,mt−fcτm),
and τm is the time-delay of the signals transmitted by the mth

satellite. fc and fd,m are the carrier and Doppler frequencies
corresponding to the mth satellite, respectively. cm(t) is the
pseudo-random noise (PRN) code for the mth satellite. am,n
and asl,n are the phase shifts of the mth satellite and the l th

spoofer, respectively when the receiver is located at the nth

point. These phase shifts are induced by the propagation
delay.
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FIGURE 1. The model used in this work is similar to a uniform linear array
model.

Attacker Model:We use the signal models for the attackers
that have been widely used in the literature [5]. When we
consider (2), we observe that there are S terms, which means
that the spoofed signals are distributed in the environment
and grouped in sets {A1, . . . ,AS}. The distributed spoofers are
synchronized, by leveraging accurate time services accessible
over the network, on-board stable clocks/oscillators, or pos-
sibly by connecting to a central processing unit that is part of
the adversarial equipment. Al contains the index of the legiti-
mate signals that are spoofed by the l th spoofer. For example,
let us assume Al = {1, 3}. This means that the l th spoofer
transmits c1(t) and c3(t) with the same complex amplitude,
Psl , and these signals are received by the GNSS receiver with
the same AoAs that are represented by the phase shift, asl,n.
This is so because these signals are transmitted by the same
spoofer. Moreover, the sets {A1, . . . ,AS} are non-empty and
disjoint, i.e., Ak∩Al = ∅ for k 6=l. More specifically, the
spoofers can transmit the same PRN signals, but the receiver
can track only one unique spoofed PRN signal. Therefore, the
assumption of disjoint sets is reasonable. The number and the
members of these sets are unknown by the receiver.

When we consider (2), we assume that each spoofer trans-
mits the spoofed signals with the same amplitudes. In prin-
ciple, one could think of a spoofer using different power
for different signal components. However, that would make
the detection of power discrepancies easier, making it harder
for the spoofer to conceal its operation. There are already
available algorithms that can detect such power discrepan-
cies [33]. Therefore the transmitted power should be in a
certain interval and for simplicity we assume that they are
same.

If the initial position of the receiver is taken as a reference,
am,n and asl,n can be explicitly written as

am,n = e−j(2π fc(n−1)d(cos(θm)/c−1/v−1)), (3)

asl,n = e−j(2π fc(n−1)d(cos(θ
s
l )/c−1/v−1)), (4)

where c is the signal propagation velocity, 1 is the receiver
clock drift. Without loss of generality, the term 1/v can be
absorbed by the (unknown) clock drift.

With this system model, 1 (also v) cannot be estimated
with the ML approach because there is an ambiguity between
the AoA and 1. More specifically, the corresponding Fisher
information matrix becomes singular; see Appendix C for
details. However, we do not need to estimate1 and the AoAs
explicitly. Instead, we define new parameters

ωm = fcd(cos(θm)/c−1)

and

ωsl = fcd(cos(θ sl )/c−1)

and find the ML estimates of ωm and ωsl . With these new
parameters, the phase terms can be re-expressed as

am,n = e−j(2π (n−1)ωm), (5)

asl,n = e−j(2π (n−1)ω
s
l ). (6)

Note that in our model, the number of spoofers must be
less than the number of visible satellites. To understand why,
suppose that the number of spoofers and the number of visible
satellites are equal, i.e., S = M . The hypothesisH1 in (2) can
then be expressed as

H1 : rn(t) =
M∑
m=1

Psma
s
m,ncm(t − τ

s
m)e
−j2π fcτ sm + wn(t). (7)

From (1) and (7), it is clear that both expressions are identical
except for notational differences. Therefore, if the number of
spoofers and the number of visible satellites are equal, both
hypotheses are identical and the detector presented in this
work cannot differentiate between them.

Moreover, some of the legitimate signals may be spoofed,
and some of them may not. In such a scenario, the detector
and the algorithm that will be explained in the later sections
are capable of detecting the spoofers’ attacks if at least two
legitimate signals are spoofed by the same spoofer. Other-
wise, the detector will not work. To clarify this issue we give
the following example. Suppose that there are 10 legitimate
signals and 6 spoofers. Each spoofer transmits 1 counterfeit
signal (in total 6) to the receiver. This scenario is indistin-
guishable from that ofH0, as there is not sufficient similarity
structure (complex amplitudes and AoA) in the received sig-
nals to tell that the receiver is being spoofed. In contrast, if at
least one spoofer transmits 2 counterfeit signals, our detector
can detect similarities between these 2 signals because these
2 signals have same complex amplitudes and AoAs and so
the detector can differentiate betweenH0 andH1.

When (1) and (2) are considered, the received signals
include unknown parameters such as time-delays, complex
amplitudes and ωm, and ωsl . In the next sections, we explain
how to estimate these unknown parameters which are needed
by the detector.
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III. SPOOFING DETECTION
In this chapter, we first mention the estimation of the
time-delays and the Doppler frequencies. Afterwards, the
estimation technique of the remaining unknown parameters,
such as complex amplitudes and the algorithm description
will be presented.

A. LEAST-SQUARES BASED TIME DELAY ESTIMATION FOR
H1 AND SIGNAL ACQUISITION
In this section, the estimation of the time-delays for the
spoofed signals, τ sm, is described (Note that in this section
we use index m for the spoofed signal although the spoofer
index is denoted as l in the previous section). One estimation
approach is the joint ML estimation of these time-delays [34].
However, the joint estimation may have high computational
complexity. Another approach is that each time-delay can
be estimated by the receiver by looking at the autocorrela-
tion function of the PRN codes, and exploiting the quasi-
orthogonality property of these codes:

R(τm − τk )δmk≈
∫
cm(t − τm) c∗k (t − τk ) dt, (8)

where δmk is the Kronecker delta function.We assume that the
PRN codes are normalized, i.e., R(τ −τm) = 1 when τ = τm.
By exploiting this property, we can find the time-delays as
follows.
Proposition 1: The least-squares based time-delay esti-

mate for the mth spoofed signal can be found by

τ̂m≈ argmax
τ

N∑
n=1

Cm,n(τ ), (9)

where Cm,n(τ ) is defined as

Cm,n(τ ) =

∣∣∣∣∫ r∗n (t)cm(t − τ )dt

∣∣∣∣ .
Proof: See Appendix A.

After estimating the time-delay for themth spoofed signal, the
output of the correlator corresponding to mth spoofed signal
can be obtained:

Gm,n(τ ) =
∫
r∗n (t)cm(t − τ )dt, (10)

and the corresponding signal sample when the receiver is
located at the nth point can be expressed as:

H1 : rm,n = Gm,n(τ̂m)ej2π fc τ̂m (11)

≈ Psma
s
m,ne

j2π fc(τ̂m−τm)R(τ̂m − τm)+ wm,n,

where rm,n is the signal sample corresponding to mth spoofed
signal, wm,n is additive white Gaussian noise. It is important
to note that Psm and asm,n are the complex amplitude and the
phase shift corresponding to the mth spoofed signal, respec-
tively, and that they are elements of the sets {Ps1, . . . ,P

s
S} and

{as1,n, . . . , a
s
S,n}, respectively.

B. LEAST-SQUARES BASED JOINT TIME DELAY AND
DOPPLER FREQUENCY ESTIMATION UNDER H0
In this section, the joint estimation of the time-delays and
Doppler frequencies for the legitimate signals, τm and fd,m,
is described. These parameters can be estimated as follows.
Proposition 2: The LS-based joint time-delay andDoppler

frequency estimates for themth legitimate signal can be found
as

f̂d,m, τ̂m≈ argmax
f ,τ

N∑
n=1

Cm,n(f , τ ), (12)

where Cm,n(f , τ ) is expressed as,

Cm,n(f , τ ) =

∣∣∣∣∫ r∗n (t)cm(t − τ )e
j2π ftdt

∣∣∣∣ .
Here Cm,n(f , τ ) is the absolute value of the ambigu-
ity function corresponding to the mth legitimate signal
[35, Chapter 4].

Proof: See Appendix B.
It is important to note that the orthogonality property of

the PRN codes does not hold when a Doppler frequency
cross-term appears in the received signal because:∫

cm(t − τm) c∗k (t − τk )e
j2π fd tdt 6=0 k 6=m. (13)

Therefore, the legitimate signals interfere with each other
after correlators’ output. More specifically, consider the fol-
lowing function:

R̃mk =
∫
cm(t − τm) c∗k (t − τ̂k )e

j2π (fd,m−f̂d,k )tdt, (14)

and consider the mth correlator output corresponding to the
mth legitimate signal. By using the time-delay and Doppler
frequency estimates in (12), the signal sample after the mth

correlator output can be expressed as:

H1 : rm,n = Pmam,nR̃mm +
M∑

i=1,i6=m

Piai,nR̃mi + wm,n. (15)

From (15), the first term corresponds to the mth legitimate
signal, the second term corresponds to the interference of the
legitimate signals with the mth legitimate signal and the last
term is additive white Gaussian noise.

Typically, GNSS receivers are designed based on a super-
heterodyne receiver architecture [36]. In this receiver struc-
ture, we need to sample the received radio-frequency sig-
nal. Therefore, we present the time-delay and the Doppler
frequency estimates in discrete-time domain. Suppose that
the received signal is sampled with sampling frequency fs,
selected by considering the Nyquist criterion. Based on (9),
the time-delay estimates for the mth spoofed signal can be
obtained as

τ̂m ≈
k̂m
fs

where k̂m = argmax
k

N∑
n=1

Cm,n[k], (16)
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where

Cm,n[k] =

∣∣∣∣∣
L∑
l=1

rn[l]c∗m[l − k]

∣∣∣∣∣ ,
and where, L is the total number of samples, and rn[l]
and cm[l] are the samples of the signals rn(t) and cm(t),
respectively.

Similarly, for the mth legitimate signal, the time-delay and
Doppler frequency can be obtained from the discrete samples

τ̂m ≈
k̂m
fs
, f̂d,m ≈ f̂mfs, (17)

where

f̂m, k̂m = argmax
f ,τ

N∑
n=1

Cm,n[f , k], (18)

and

Cm,n[f , k] =

∣∣∣∣∣
L∑
l=1

rn[l]c∗m[l − k]e
j2πfl

∣∣∣∣∣ .
For future use, we define an M × N matrix denoted as D.

The nth element of the mth row of D is the signal sample,
rm,n. Depending on the considered hypothesis, rm,n can be
the signal sample in (11) or in (15).

C. COMPLEX AMPLITUDES AND ωm ESTIMATION FOR
THE LEGITIMATE SIGNALS (H0)
In this section, we will explain the estimation of unknown
parameters for the legitimate signals. We assume that the
complex amplitudes, Pm, and ωm, are unknown.
The ML solutions of {Pm}Mm=1 and {ωm}

M
m=1 can be written

as [37]

argmin
P1, ...PM
ω1, ... ωM

M∑
m=1

‖dm − Pmam(ωm)‖2, (20)

where dm is the mth row of D, am(ωm) is 1 × N row vector
represented as am(ωm) = [am,1, . . . , am,N ] in which am,n is
defined in (5). It is important to note that am is denoted as
am(ωm) to emphasize that it is a function of ωm. Without
changing the problem, we decouple (20) into M separate
equations as follows:

argmin
Pm,ωm

‖dm − Pmam(ωm)‖2. (21)

TheML estimates corresponding to themth satellites can then
be expressed as

ω̂m = argmax
ωm

|a∗m(ωm)(dm)
T
|
2, (22)

and

P̂m =
a∗m(ω̂m)(dm)

T

N
. (23)

D. JOINT COMPLEX AMPLITUDES AND ωs
l ESTIMATION

AND CLUSTERING FOR THE SPOOFED SIGNALS (H1)
In this section, we explain how to cluster the spoofed signals
and estimate the unknown parameters for these signals. One
possible approach would be to use the ML metric directly.
However, this metric always gives the most flexible model.
To prevent this, several information criterion rules exist in
the literature [38], see Appendix D for a brief summary.
Among these rules, we use the BIC rule which generally
gives good performance. In addition to parameter estimation,
we need to cluster the spoofed data. We next propose an algo-
rithm that jointly clusters the data and estimates the unknown
parameters. Before the algorithm description, we define the
following functions:

a(ω) =
[
1 e−j2πω . . . e−j2π (N−1)ω

]
,

p(X,Y) =
1

πMNσ 2MN exp
(
−
‖Y− X‖2

σ 2

)
,

where X and Y are M×N matrices. The algorithm is as
follows:
• Estimate the complex amplitudes Ps and ωs from D
based on (22) and (23) as if there wereM spoofers in the
environment. Thus we estimate 2M parameters. Create
anM × N matrix D̂2M of which the mth row is given by
P̂sma(ω̂

s
m).

• Next find ith and jth rows of D̂2M that minimize
‖P̂sia(ω̂

s
i )− P̂

s
ja(ω̂

s
j )‖ for i6=j. Concatenate the i

th and jth

rows of D and find new Ps and ωs for these rows. Now,
the number of estimates reduces to 2(M − 1).

• Create an M × N matrix D̂2(M−1) where the mth row is
represented as P̂sma(ω̂

s
m) except that the i

th and jth rows
are the same because the data in these rows is assumed to
be transmitted by the same spoofer in the previous step.

• Apply the BIC rule:

BIC2M = − log
(
p
(
D, D̂2M

))
+ log(MN )M

for D̂2M and

BIC2(M−1) = − log
(
p
(
D, D̂2(M−1)

))
+ log(MN )(M − 1)

for D̂2(M−1).
If BIC2M −BIC2(M−1) > 0 we apply the algorithm with
D̂2(M−1) until we get a negative value for the difference.
If BIC2M − BIC2(M−1) < 0 then D̂2M is better than
D̂2(M−1) in the sense of the BIC, and we terminate the
algorithm.

In order to decide the hypothesis, we propose to use a
GLRT-like approach. With the GLRT, the unknown parame-
ters under both hypotheses should be estimated based on ML
[39]. However, we do not have the ML estimates under H1.
Instead, we heuristically use the BICmetric for the unknowns
under H1, and define a GLRT-like detector that is expressed
in (19), as shown at the bottom of the next page. The threshold
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Algorithm 1: Joint Parameter Estimation and Clustering
Algorithm
Input: D, a(ω), p(X,Y), Set k = 0
repeat

1) For mth row of D, find ML estimation of Psm and
ωsm. Create a matrix D̂2(M−k) where mth row is
represented as P̂sma(ω̂

s
m).

2) Find ith and jth rows of D̂2(M−k) that minimize
‖P̂sia(ω̂

s
i )− P̂

s
ja(ω̂

s
j )‖ for i6=j. Update the ML

estimates of ith and jth rows by concatenating the ith

and jth rows of D. Create aM × N matrix
D̂2(M−k−1) where ith and jth rows are same.
3) Apply the BIC rule for D̂2(M−k) and D̂2(M−k−1):

BIC2(M−k) = − log
(
p
(
D, D̂2(M−k)

))
+ log(MN )(M − k)

BIC2(M−k−1) = − log
(
p
(
D, D̂2(M−k−1)

))
+ log(MN )(M − k − 1)

k = k + 1
until the following is satisfied:

BIC2(M−k) − BIC2(M−k−1) < 0

Output: Estimates Ŝ, {Â1, . . . , ÂŜ}, {P̂
s
m}

Ŝ
m=1, {ω̂

s
m}

Ŝ
m=1.

T in (19) is determined by fixing the probability of false
alarm, Pf , and numerically searching for the value of T that
achieves that Pf . We define a set Âl that contains the indices
of the legitimate signals that are spoofed by the l th spoofer.
Also we denote by Ŝ the estimated (by our algorithm) number
of spoofers in the environment.

The joint parameter estimation and clustering algorithm
is summarized in Algorithm 1. The detection algorithm is
immune to soft transitions from operation normally to oper-
ation under spoofing. Specifically, assume that the attacker
somehow estimates the received power of the legitimate sig-
nal at the GNSS receiver side (this is a sophisticated attack
scenario). The attacker starts increasing the power of the
spoofed signal gradually until it reaches or mildly exceeds
the power of the legitimate signal and gets the targeted victim
receiver to lock to that. Until the point in time the targeted
victim locks on the adversarial signals, the algorithm does not

raise an alarm (detect an attack); right after the targeted victim
receiver locks on the adversarial signals, whether due to the
soft ‘‘lift off’’ or any other approach the attacker used, the
algorithm detects the attack after having sufficient samples.
The AoAs of the adversarial (meaconed, spoofed) signal and
the legitimate signals are different, and owing to that, the
algorithm can identify the attacker.

E. DETECTOR WITH UNKNOWN NOISE VARIANCE
Next we develop an extension to our proposed algorithm that
can deal with the case that the noise variance is unknown
(under both hypotheses). Towards this end, we find the ML
estimate of the noise variance and establish a modified ver-
sion of the GLRT in (19). The likelihood function under
H0 can be written as

f
(
D|H0, σ

2, {Pm}Mm=1, {ωm}
M
m=1

)
=

1
πMNσ 2MN

M∏
m=1

exp(−‖dm − Pma(ωm)‖2/σ 2). (24)

By considering the new objective function in (24), the ML
estimates of {θm}Mm=1 and {Pm}Mm=1 are identical to (22) and
(23), respectively. The ML estimate of σ 2 can be written as

σ̂ 2
0 =

1
MN

M∑
m=1

‖dm − P̂ma(ω̂m)‖2. (25)

Hence,

f
(
D|H0, σ̂

2
0 , {P̂m}

M
m=1, {ω̂m}

M
m=1

)
=

1

πMN σ̂ 2MN
0

exp (−MN ) . (26)

For H1, we also need to insert an estimated variance into
the likelihood function. The new BIC metric for the k th

iteration is

BIC2(M−k) = − log
(
p
(
D, D̂2(M−k)

))
+ log(MN )

2(M − k)+ 1
2

, (27)

where D̂2(M−k) contains the variance estimate, the set of P̂s

and the set of ω̂s. We can apply the same procedure as in
Algorithm 1 to this new BIC metric.

Based on the derivation in (26) and the algorithm output,
the GLRT-like detector for the case of unknown variance can

log



M∏
m=1

exp(−‖dm − P̂ma(ω̂m)‖2/σ 2)∏
mεÂ1

exp(−‖dm − P̂sma(ω̂
s
m)‖

2/σ 2) . . .
∏
mεÂŜ

exp(−‖dm − P̂sma(ω̂
s
m)‖

2/σ 2)

 /(MN )Ŝ


H0
>

<

H1

T (19)
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be expressed as

log

( σ̂ 2
1

σ̂ 2
0

)MN
(MN )(2Ŝ+1)/2

H0
>

<

H1

T , (28)

where σ̂ 2
1 is the estimated variance given as follows:

σ̂ 2
1 =

1
MN

( ∑
mεÂ1

‖dm − P̂sma(ω̂
s
m)‖

2
+ . . .

+

∑
mεÂŜ

‖dm − P̂sma(ω̂
s
m)‖

2
)

(29)

By fixing Pf , we can determine the threshold in (28) that
satisfies the fixed Pf .

IV. SIMULATION RESULTS
Next we present numerical performance comparisons in fully
and partially spoofed scenarios.

A. FULLY SPOOFED SCENARIO
In this section, we present the simulation results where all
legitimate signals are spoofed. Unfortunately, we do not have
GNSS spoofing and anti-spoofing equipment. Existing data
sets (e.g. TEXTBAT) from specific attacks could have been
useful but they lack unfortunately the element that is inherent
in our algorithm, the short straight line motion and the related
sampling. Therefore, our results are entirely simulation-
based. We hope the proposed algorithm will inspire others
who have access to actual laboratories and testbeds to test
our algorithms in practice on real data.

Although the number of deployed satellites in the space
is around 30 (24 for Galileo and 31 for GPS), the number
of visible satellites is 5 to 10 depending on the latitude [40].
In this work, the number of visible satellites, M , is 10. The
number of sampled points in the spatial domain,N , is taken to
be 20 and 80 and the distance between two adjacent receiver
locations, d , is taken to be 50 cm. Therefore, the whole
path length is 10 and 40 m, respectively (for two different
simulated cases). The number of spoofers which is denoted
as S is taken as 1, 3 and 5 and the legitimate signals are
randomly assigned to the spoofers. By doing so, we increase
the sophistication of the attack strategy. Note that the number
of physical attackers is less than the number of satellites, but
the attackers spoof all visible satellite signals in the results
presented in this section. In the next section, the attackers
spoof only some of the satellite signals.

The numbers of satellites spoofed by the first, second,
third, fourth and fifth spoofer, respectively, are given in
Table 1.
We have 5000 and 50000 Monte Carlo simulations for the

false alarm rates 10−2 and 10−3, respectively. The average
power of the received signals from the satellites is normal-
ized and taken as 0 dB. The (normalized) average received
spoofing power is chosen to be 6 dB. The AoAs are chosen

TABLE 1. The number of spoofed signals that are transmitted by each
spoofer.

TABLE 2. Parameters for the simulations.

uniformly at random between 20 and 70 degrees, and are
fixed for all simulation results. The phase of the signals, φm
and φs, take on values from a uniform distribution between
0 and 2π , and these values are also fixed for all simulation
results.

The receiver clock drift, 1, is 100 ppm. The carrier fre-
quency, fc, is 1.2 GHz and the sampling frequency, fs, is
2 × 1.023 MHz [40]. The L1 frequency is around 1.5 GHz
and the L2 frequency is around 1.2 GHz [2]. We use the L2
frequency in our paper. From the detector’s point of view this
is not important and similar simulations could be obtained
with L1, too. Each chirp has a 1 ms duration, so we have
2 × 1.023 samples for each chirp. The propagation delay
between a satellite and a user is chosen between 65 ms and
85 ms [41]. We use Doppler frequencies in the range from
−5 kHz to 5 kHz [42].

In Fig. 2, we present the detector performances for different
signal-to-noise ratios (SNRs) when Pf is equal to 10−2. SNR
is defined as the ratio between the power of the legitimate sig-
nal after the correlator’s output and that of noise. We compare
the performance of the proposed algorithm with some genie-
aided scenarios. In genie-aided scenarios, the receiver is
assumed to know the number of spoofers in the environment
and the attack strategy, i.e., it knows S, the sets {A1, . . . ,AS}
and the members in these sets. We observe that when there is
a single spoofer in the environment, our algorithm detects the
spoofer presence at −3 dB SNR with very high probability,
while the genie-aided detector detects the spoofer presence
at −4 dB SNR. However, the performance gap between the
genie-aided detector and the detector using the algorithm
increases when the SNR decreases. Another observation is
that the genie-aided detector’s performances are close to each
other when the numbers of spoofers are 1,3 and 5. The reason
is that knowing the attack strategy optimizes the threshold, T ,
based on Pf although this is not the case for the detector using
our proposed algorithm. Therefore, when there is a single

VOLUME 9, 2021 166389



Z. Gülgün et al.: Multiple Spoofer Detection for Mobile GNSS Receivers Using Statistical Tests

FIGURE 2. Comparison of the detector’s performance using algorithm
with the genie-aided detector’s performance (Pf = 10−2,N = 80,
M = 10).

FIGURE 3. Performance of the detector with different number of sample
points in the space (Pf = 10−2,M = 10).

spoofer, the performance of the detector using our algorithm
is the best because all the spoofed signals have same complex
amplitudes and AoAs.

In Fig. 3, we present the performance of detector with dif-
ferent N , that is number of sample points in the space. Based
on Fig. 3, it can be seen that the performance of detector
decreases when the number of sample points diminishes from
N = 80 to N = 20. This result is expected because the
estimation error decreases with the increasing of number of
realizations and this also affects the detector performance.
Numerically, one spoofer can be detected at−3 dB SNRwith
very high probability when N = 80 and one spoofer can be
detected at 0 dB SNR when N = 20. Performance loss is
approximately 3 dB. Similar comparisons can be easily done
for the other scenarios based on Fig. 3. To give some context,
note that depending on the location of the receiver, the signal
band and so forth, typical SNR values in GNSS receiver vary
from 10 dB to 40 dB [43], [44]. From Fig. 3, we see that our
detectors are capable of detecting spoofers for realistic SNRs.

FIGURE 4. Performance of the detector with Pf = 10−2 and Pf = 10−3

(N = 20,M = 10).

FIGURE 5. Performance of the detection algorithm which is unaware of
the noise variance (Pf = 10−2,M = 10,N = 20).

In Fig. 4, we present the performances with different
false alarm rates, namely Pf = 10−2 and Pf = 10−3.
We observe that the performances (detection with high proba-
bility) degrade almost 1 dBwhen the false alarm rate becomes
Pf = 10−3 from Pf = 10−2.

In Fig. 5, we present the performance of the detector
that is unaware of the noise variance. The detector’s perfor-
mance decreases when the noise variance is unknown. This
result is expected because the number of unknowns increases.
Although the performance decreases, the detector which is
unaware of the variance can detect the spoofing attack with
90% probability at 6 dB SNRwhen there are 5 spoofers in the
environment.

B. PARTIALLY SPOOFED SCENARIO
In this section, we investigate the partially spoofed scenario
where only some of the legitimate signals are spoofed. In this
case, the received signal in (2) forH1 will be a linear combi-
nation of some spoofed and some legitimate signals. From the
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FIGURE 6. Performance of the detector in the partially spoofed scenario
(σ is known, Pf = 10−2,M = 10,N = 20).

algorithm’s point of view, each legitimate signal can be con-
sidered as a signal that has been spoofed by a single spoofer.
Therefore, the partially spoofed scenario is another version of
the fully spoofed scenario where there are some spoofers such
that each one only attacks one legitimate signal. Moreover,
the algorithm cannot separate the legitimate signals because
these signals are assumed to be spoofed. At this point, one
more time wewant to emphasize that the detector can identify
the attack for the partially spoofed scenario if there exists
at least one spoofer which attacks more than one legitimate
signal.

For a case study, we assume that there are 2 spoofers. In the
first case, each spoofer attacks 3 different legitimate signals
and the remaining 4 legitimate signals are not spoofed. From
the algorithm’s perspective, this scenario is equivalent to the
situation that there are 6 spoofers and two of them attack 3 dif-
ferent legitimate signals and each of the remaining spoofers
attacks a different, unique legitimate signal. In the second
case, each spoofer attacks 2 different legitimate signals. The
performances are presented in Fig. 6.

Based on Fig. 6, the performance decreases with a decreas-
ing number of spoofed signals. This result is expected also
from the previous simulation because the number of degrees
of freedom increases with a decreasing number of spoofed
signals and an increasing number of spoofers. However for
this particular case study, the detector can identify the attack
at 6 dB SNR with high probability.

V. CONCLUSION
We developed an algorithm for the detection of multiple
spoofers that attack mobile GNSS receivers. Specifically,
we formulated a binary hypothesis testing problem in which
the receiver tracks the legitimate signals underH0, and tracks
spoofed signals under H1. We assume that the receiver does
not know the number of spoofers and their attack strategy, i.e.,
which legitimate signals that are spoofed by which spoofers.
We proposed an algorithm that jointly estimates complex
amplitudes and AoAs and clusters the spoofed signals based

on the similarities among these signals. Via simulations,
we compared our algorithm with a genie-aided detector.
We observed that when there is a single spoofer, our algorithm
performs close to the genie-aided detector. Another obser-
vation is that when the number of spoofers decreases, the
performance of our algorithm improves because the degrees
of freedom signals decreases with the decreasing of number
of spoofers. Moreover, the algorithm also works and detects
the attack for the partially spoofed cases.

For our algorithm to work, at least one spoofer should
spoof at least two legitimate signals, otherwise our proposed
statistical test cannot differentiate between the hypotheses.
Also, in case the number of spoofers is equal to the number
of visible satellites, the algorithm will break down. These are
fundamental limitations that result from the model, and to
detect spoofing in these cases, other measures must be taken.
Hence, our proposed algorithm can be one component in a
system that uses many different techniques to detect spoofing
attacks.

Our performance results are obtained from simulations.
In reality, there will be additional effects that we have not
modeled. For example, the complex amplitudes of the satel-
lite signals may fluctuate due to atmospheric effects, which
could affect the results. Moreover, the signals (either spoofed
or legitimate) may be distorted due to hardware impairments.
There may also be additional sources of interference. These
effectsmay affect the performance of our detection algorithm.
Future work should quantify the impact of these effects in
more detail.

APPENDIX A
THE LEAST-SQUARES BASED TIME DELAY ESTIMATION
The received signal at the nth point can be found in (2). Let
us define the following vector:

rm(t) =


rm,1(t)
rm,2(t)
...

rm,N (t)

 . (30)

We can write the LS fit metric such that

P̂m, τ̂m, φ̂m = argmin
P,τ,φ

∫
‖rm(t)− r(P, τ,φ, t)‖2 dt, (31)

where r(P, τ,φ, t) =


√
Pcm(t − τ )ej2πφ1√
Pcm(t − τ )ej2πφ2

...
√
Pcm(t − τ )ej2πφN

 and φ =

[φ1 . . . φN ]. After expanding (31), we can write the following

argmax
P,τ,φ

<

{∫ N∑
n=1

r∗m,n(t)
√
Pcm(t − τ )ej2πφndt

}
−
NP
2
.

(32)

Let us define the following function:

Cm,n(τ )ej2πφτ,m,n =
∫
r∗m,n(t)cm(t − τ )dt, (33)
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where Cm,n(τ ) is the absolute value of the corresponding
integral. We can rewrite (32) as

argmax
P,τ,φ

<

{
N∑
n=1

√
PCm,n(τ )ej2πφτ,m,nej2πφn

}
−
NP
2
. (34)

Based on (34), τ̂m can be expressed as

τ̂m = argmax
τ

N∑
n=1

Cm,n(τ )

= argmax
τ

N∑
n=1

∣∣∣∣∫ r∗m,n(t)cm(t − τ )dt

∣∣∣∣ . (35)

Since the PRN signals are quasi-orthogonal, (35) is approxi-
mately equal to

τ̂m≈ argmax
τ

N∑
n=1

∣∣∣∣∫ r∗n (t)cm(t − τ )dt

∣∣∣∣ . (36)

APPENDIX B
THE LEAST-SQUARES BASED JOINT TIME DELAY AND
DOPPLER FREQUENCY ESTIMATION
The received signal at the nth point can be found in (1). Let
us define the following vector

rm(t) =


rm,1(t)
rm,2(t)
...

rm,N (t)

 . (37)

We can write the LS fit metric such that

P̂m, f̂d,m, τ̂m, φ̂m=argmin
P,f ,τ,φ

∫
‖rm(t)− r(P, f , τ,φ, t)‖2 dt,

(38)

where

r(P, f , τ,φ, t) =


√
Pcm(t − τ )ej2π ftej2πφ1√
Pcm(t − τ )ej2π ftej2πφ2

...
√
Pcm(t − τ )ej2π ftej2πφN

 ,
and φ = [φ1 . . . φN ]. If the same steps in Appendix A are
followed, the following expression can be obtained

f̂d,m, τ̂m≈ argmax
f ,τ

N∑
n=1

∣∣∣∣∫ r∗n (t)cm(t − τ )e
j2π ftdt

∣∣∣∣ . (39)

APPENDIX C
CRAMER-RAO BOUND OF THE LEGITIMATE SIGNAL
In this section, we present the Cramer-Rao bounds (CRB)
of the estimated parameter for legitimate signals and show
estimation ambiguity between velocity and AoA. Consider
the observation vector dm that is obtained from mth row
of D for the mth satellite. The distribution of this vec-
tor is a Gaussian distribution with CN (µ(2),6), where

2 =
[
|Pm| θm 1 φm

]T and Pm = |Pm|ejφm . µ(2) is a
N × 1 complex vector that can be expressed

µ(2)=
[
|Pm|ejφm . . . |Pm|ejφme

−j
(
2π fcd(N−1)

(
cos(θm)

c −1
))]T

,

and 6 = σ 2IN×N .
To obtain Fischer informationmatrix, we use Slepian-Bang

formula [45]

[I(2)]ij =
2
σ 2<

(
∂µ(2)H

∂2i

∂µ(2)
∂2j

)
, (40)

where [.]ij denotes an element in ith row and jth column of
a matrix. From (40), one can infer that I(2) is a symmetric
matrix. By using (40), I(2) can be expressed as

I(2) =


I(2)11 0 0 0

0 I(2)22 I(2)23 I(2)24
0 I(2)23 I(2)33 I(2)34
0 I(2)24 I(2)34 I(2)44

 , (41)

where I(2)11 =
2N
σ 2

. In order to find the other parameters in
the matrix, we define some variables such that

K =
2|Pm|2

σ 2 , A =
N∑
n=1

(2π fc(n− 1)d)2, (42)

B =
N∑
n=1

2π fc(n− 1)d, D =
sin(θm)
c

. (43)

After calculations, the 3 × 3 block matrix in (41) can be
expressed I(2)22 I(2)23 I(2)24

I(2)23 I(2)33 I(2)34
I(2)24 I(2)34 I(2)44

 = K

 AD2
−AD BD

−AD A −B
BD −B N

 .
(44)

From (44), the first and second columns of the block matrix
are linearly dependent. This implies that the Fischer informa-
tion matrix is singular and we have an estimation ambiguity
between θm and 1. Therefore, we define a new variable as
zm =

cos(θm)
c − 1 and change parameters of interest as

2̃ =
[
|Pm| zm φm

]T . The new Fischer information matrix
can be noted as

I(2̃) =

 I(2̃)11 0 0
0 I(2̃)22 I(2̃)23
0 I(2̃)23 I(2̃)33

 . (45)

Before defining the matrix elements, we denote the numer-
ators of A and B as Anum and Bnum. As a result, the matrix
elements can be expressed as I(2̃)11 = 2N

σ 2
, I(2̃)22 = KAnum,

I(2̃)23 = −KBnum and I(2̃)33 = KN .
The CRBs are just the diagonal elements of the inverse

Fischer information matrix and it is easy to calculate inverse
of (45). The bounds can be expressed as

Var
(
|P̂m|

)
≥

1

I(2̃)11
=
σ 2

2N
, (46)
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Var(ẑm) ≥
I(2̃)33
|I(2̃)Blo|

=
KN

|I(2̃)Blo|
, (47)

Var(φ̂m) ≥
I(2̃)22
|I(2̃)Blo|

=
KAnum
|I(2̃)Blo|

, (48)

where Var() denotes a variance of a random variable and
I(2̃)Blo is a 2×2matrix that refers to the blockmatrix in (45).

APPENDIX D
BACKGROUND ON MODEL ORDER SELECTION RULES
A parameter vector s(L) is supposed to be estimated from the
observation vector r ∈ CN×1, where L (1 ≤ L ≤ K ) is the
unknown dimension of s(L). One can write ML expression
for L and s(L) as

L̂, ŝ(L̂) = argmax
L,s(L)

p(r|L, s(L)), (49)

where p(r|L, s(L)) denotes the conditional probability density
function of the observation vector r given L and s(L). Based
on (49), L̂ is always set K because

max
s(K )

p(r|K , s(K )) ≥ . . . ≥ max
s(1)

p(r|1, s(1)).

In other words, ML always chooses the most flexible model.
To overcome this problem in model order selection, objective
functions different from (49) are derived by using different
metrics such as Kullback–Leibler information metric [46] in
the literature. In this part of the work, we briefly introduce
different information criteria rules.

A. THE AKAIKE INFORMATION CRITERION (AIC) RULE
In this approach [47], the following objective function should
be minimized with respect to L

−2 log(p(r|ŝ(L)))+ 2L. (50)

For AIC, it has been shown that the probability of overfitting
is nonzero in asymptotic case in which L approaches infinity.

B. THE GENERALIZED INFORMATION CRITERION (GIC)
RULE
This approach can be considered as a generalized version
of (50) and GIC rule minimizes [38]

−2 log(p(r|ŝ(L)))+ (1+ ρ)L, (51)

where ρ is a parameter which is greater than 1. If ρ is
taken 1, GIC is equivalent to AIC. GICmay handle overfitting
problem and may outperform AIC because the penalty term
in (51), that is (1+ρ)L, is greater than the similar term in (50),
that is 2L.

C. THE BAYESIAN INFORMATION CRITERION (BIC) RULE
The objective function that should be minimized for BIC rule
can be written [48]

−2 log(p(r|ŝ(L)))+ log(N )L. (52)

When (50), (51) and (52) are examined, the first terms are
common and refer to the ML expression. The second terms

that can be considered as penalty terms differ with the infor-
mation criterion rules. However, there is no standard metric
that shows which information criterion rule is the best [38].
Depending on the problems, the performances of these infor-
mation criterion rules may change.
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