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Abstract 
In recent years the aviation industry is moving towards the use of programmable logic 
devices in airborne safety critical systems. To be able to certify the close to fail-safe 
functionality of these programmable devises (e.g. FPGAs) to the aviation authorities, 
the aviation industry uses a guideline for design assurance for airborne electronic 
hardware named RTCA DO-254. At the same time the PLD industry is developing 
ever more complex embedded system-on-chip solutions integrating more and more 
functionality on a single chip. 
 
This thesis looks at the problems that rise when trying to certify system-on-chip 
solutions according to RTCA DO-254. Used as an example of an embedded FPGA, 
the Actel Fusion FPGA chip with integrated analog and digital functionality will be 
tested according to the verification guidance. The results show that for the time being, 
the examined embedded system-on-chip FPGAs can not be verified to be used in 
airborne safety critical systems. 
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1 Introduction 

1.1 Background 
SAAB Aerosystems is a part of SAAB AB which offers advanced airborne computer 
systems, sub-systems and services to both defense customers and civil aerospace 
industries on the world market. In recent years SAAB Aerosystems as well as the rest 
of the aerospace industry is moving towards building safety critical systems that 
include technologies using more and more complex programmable logic devices for 
example FPGAs as a complement of only using software, CPUs and ASICs. 
 
The usage of new technologies raises new challenges for an industry where fail-safe 
and redundancy implementations are of the most importance to prevent any system 
error from causing incidents that might endanger people’s life. In a safety critical 
system the reliability on the implementation in civil aircrafts must be so strict that a 
catastrophic error must not appear more than once in109 flight hours in average. 
 
To help the aviation industry verifying that these new technologies still meet the close 
to fail-safe requirements set up by the aviation authorities Federal Aviation 
Administration (FAA) and European Aviation Safety Agency (EASA) a new 
guideline for design of airborne electronic hardware called RTCA DO-254 was 
released by the Radio Technical Commission for Aeronautics in April, 2000. 
 
Actel Corporation is a small company on the FPGA market compared to market 
leaders Altera and Xilinx. Actel has for several years built programmable logic 
solutions that are useable in safety critical designs in very demanding environments 
for example in space and aviation systems. In 2005 Actel launched a mixed signal 
FPGA named Fusion which included an ADC, making it possible to process both 
analog and digital signals on a single chip. The ability to test and independently verify 
the functionality of both the analog and digital part of this FPGA chip is crucial to 
whether or not it can be usable in safety critical airborne systems. 
 
This final thesis has been written in accordance with the regulations at Linköpings 
Universitet (LiU) for a Bachelor of Science degree. Advisors for this thesis have been 
Kjell Wistedt at the division for airborne computer systems at SAAB Aerosystems 
and Kent Palmkvist at the department of electrical engineering at Linköpings 
Universitet. 

1.2 Purpose 
The purpose of this thesis was to examine the Actel Fusion FPGA and determine 
whether or not it could fulfill the verification requirements needed to be useable in an 
airborne safety critical system. During the work with this thesis, studies of 
specifications and the technologies used to manufacture the Fusion FPGA has been 
made. A system design project was also implemented showing how a project could be 
verified using a none-embedded FPGA on the FPGA level of a larger system. 
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The objectives for this thesis were: 
 

• To create a detailed picture of how the Actel Fusion FPGA is designed with 
emphasis on the analog parts which sets it aside from the other FPGAs on 
today’s market. 

• To show an overview of the different sections of the verification process 
needed for a certification analysis in accordance with the RTCA DO-254 
guidance. 

• To show in detail how the hardware design life cycle described in RTCA DO-
254 provides guidance for FPGA verification between the system process and 
the manufacturing process. 

• To build a complex design project using two FPGAs and a data bus following 
and fulfilling system specifications. Then verifying the design using the 
guidance in RTCA DO-254 and conclude whether or not the Actel Fusion 
FPGA can be used in airborne safety critical system. 

1.3 Methods 
Firstly, several tutorials were carried out to get acquainted with the Actel software 
environment and how to use the Actel development boards. The knowledge gathered 
from these tutorials was greatly needed once the design project started. 
 
Information about how to use the RTCA DO-254 guidance was gathered from 
numerous sources including external documents published by IEEE, internal 
documents, internal seminars and interviews with people working with certification 
issues at SAAB Aerosystems in Linköping and SAAB Avitronics in Jönköping.  
 
Information about the design and specifications of the different Actel chips was 
gathered from E-mail consultations with Actel technicians in the United States, Actel 
sales representatives in Sweden and Actel product information from the company’s 
website1. 
 
The objective was always to gain knowledge about the verification process, how the 
Actel Fusion FPGA was designed and finally motivate whether or not I believed that 
the Fusion FPGA could pass the verification process for a safety critical system. 

1.4 Limitations 
The time limit for a Bachelor of Science thesis has contributed to the fact that a 
complete verification process could not be done. Instead thoughts about verification 
of Actel Fusion and thoughts and recommendations for verifying a real project on 
FPGA level are presented. 

                                                 
1 http://www.actel.com/products/devices.aspx 
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2 Actel Fusion 
This chapter describes the design of the mixed-signal Fusion FPGA from Actel. 
Emphasis is made on technologies that puts Fusion apart from other FPGAs; the 
immunity to single event upsets and the built in analog parts including the I/Os, the 
MUX and the ADC. 
 
The Fusion circuit from Actel was introduced in July 2005 and is a flash based mixed-
signal FPGA with a flash memory in sizes up to 8MB. Fusion is based on the FPGA 
circuit ProASIC3/E, also from Actel. The major difference between Fusion and other 
flash based FPGAs is the built-in analog block which eliminates the need for external 
discrete analog components or the use of expensive and time-consuming mixed-signal 
solutions using ASIC-technology. 
 
Fusions nonvolatile memory eliminates the need of loading instructions from an 
external PROM during power-up since the configuration information in the circuit is 
available as soon as the circuit is powered-up. Flash based circuits like Fusion is 
unlike SRAM-based circuits, by design insensitive to so called Single Event Upsets 
(SEU). SEU means that a circuit may act in an unpredictable way or in worst case 
stop working if the circuit is hit by a high energy particle like a proton, electron or 
alpha particle. Techniques to mitigate the effects of SEUs in SRAM based circuits 
exists but often results in larger FPGAs which affects power consumption and leads to 
more complex and larger systems. In environments where the risks of SEU exists, like 
in aviation or space-flight, SEU immune systems like flash based or antifuse based 
circuits are preferred. 
 
To protect the chip from ESD-damage all I/O-pads have two clamp diodes connected 
to them according to Figure 1. Both diodes are normally biased in their off state 
except when the pad voltage exceeds VCC or drops below GND. This is a normal 
system of protection for most integrated circuits. 
 

 
 

Figure 1 Schematic of ESD-protection for chip I/Os 
 
The analog part of Actel Fusion contains a number of Analog Quad blocks containing 
the basic analog I/Os. Each Analog Quad block contains three inputs and one output 
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channels. The inputs can be used to measure voltage, current or temperature. The 
output can be used to drive external P-channel or N-channel MOSFET transistors. 
 
The voltage monitor block can handle input voltages up to 12 V and contains a 
scaling device, which if necessary automatically scales the input voltage measured by 
the ADC, the ADC voltage measuring range is 0 - +2.56V. The scaled input or the 
direct input is connected to the ADC using a 2:1 MUX. The designer must manually 
specify the expected maximum input voltage in the Actel development software. 
 
The current monitor block measures the voltage drop over an external resistor. The 
voltage drop over the resistor which is not allowed to be larger than 256 mV is 
multiplied by ten in the analog quad block shown in Figure 2 and the resulting voltage 
is used to calculate the actual current measured.  
 
A multiplied voltage drop of 1 V is equivalent to a current of 1 A if a 1 Ω resistor is 
used, a voltage drop of 0.2 V is equivalent to a current of 0.2 A and so on. Depending 
on the expected current to be measured, the designer is free to choose a suitable 
resistor in the range 0.005 Ω to 100 Ω. The designer must take into consideration that 
the voltage drop over the resistor must exceed 1 mV which is the smallest voltage 
drop that the analog quad block can detect, but must not exceed 256 mV. The 
designer must specifies the resistor size used in the Actel development software. 
 
The temperature monitor block is using an external diode connected bipolar transistor 
as a temperature monitor probe. The current through the diode is switched between 10 
µA and 100 µA. The temperature monitor block is measuring the voltage drop which 
is multiplied by 12.5 over the transistor for the two diode currents. The voltage drop is 
used to calculate the equivalent temperature of the bipolar transistor which is accurate 
to ±5 ºC. 
 
The gate driver is used as a current generator working with a maximum switching 
frequency of 1.25 MHz to drive an external P-channel or N-channel MOSFET. The 
gate driver requires an external pull-down or pull-up resistor for proper operation. 
Figure 2 shows the schematic of the different sections with in an analog quad block. 
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Figure 2 Schematic of the analog quad block 
 
If needed, all of the analog I/Os can be used for digital signals using the direct digital 
input options for each pad. The signal is then bypassing the analog MUX and the 
ADC, routed directly to the FPGA. 
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The outputs from the analog quad blocks are hardwired by an analog 32:1 MUX to 
the ADC. The ADC can operate using 8, 10 or 12 bits with frequencies up to 600 
ksps. 
Figure 3 shows the connection between the analog quad blocks, the 32:1 MUX and 
the ADC. 
 

 
 
Figure 3 Connection between Analog Quad blocks, 32:1 MUX and ADC 
 
The chip layout of the Fusion FPGA can be seen in Figure 4. All of the analog I/Os 
are located in Bank 3 separating the analog I/Os from the digital I/Os as much as 
possible. To be able to design a chip for testability, separation between analog and 
digital parts is required. Since the whole point of the Actel Fusion chip is to integrate 
analog and digital functions the chip design selected is probably the best tradeoff 
between testability and functionality. 
 
The gate arrays consist of VersaTile blocks. Each block can be configured as any 
three-input logic function, Latch with clear or set, D-flip-flop with clear or set or 
enabled D-flip-flop with clear or set on a fourth input [1]. 
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Fusion also includes security features to protect the chip from unauthorized copying 
of the intellectual propriety (IP) on the chip. This is done by using 128 bits AES-
encrypted source files that is decrypted on chip prior to being written to the FPGA 
core. Seven layers of metal covering the flash cells which can not be removed without 
disturbing the flash gates make invasive attacks difficult. The possibility to use 
encrypted programming files makes it possible for distributing updates or upgrades to 
remote environments or systems through public networks. The Fusion circuit 
performs MAC checks to authenticate the file prior to programming making sure that 
the correct decryption of the encrypted file is performed and no erroneous or 
corrupted data will be used to program the FPGA [2]. 
 

 
 
Figure 4 Actel Fusion chip layout 
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3 System analysis in accordance with RTCA DO-254 
This chapter discusses why the RTCA DO-254 design guidance was introduced and 
the most important analysis and design techniques used to be able to verify an 
airborne system. It also discusses the different assurance levels that exist since not all 
airborne systems are safety critical and therefore different verification demands exists 
for systems with different criticality. 
 
While planning for the construction of the Boeing 777, a large part of the system 
functionalities was planned to move into for the aviation industry at that time new 
complex technology, in the form of different types of PLDs which lacked regulatory 
guidance. The problem was first addressed when the Radio Technical Commission for 
Aeronautics, RTCA on request from the Federal Aviation Authority, FAA published 
guidance for design assurance during the development of airborne electronics to 
ensure continued airworthiness. These guidance, RTCA DO-254 were finished in 
April 2000 and are today the certification standard for hardware development within 
the aviation industry. The objectives with RTCA DO-254 are to develop hardware 
that has been thoroughly tested and verified so that any type of failure that might 
occur will not affect flight safety. 

3.1 Functional Hazard Analysis (FHA) 
The first analysis is called Functional Hazard Analysis (FHA). FHA is used to 
identify all eventual hazards at the functional level of the entire system and to 
determine all effects of eventual functional failure. Another FHA is thereafter 
performed for each subsystem following the allocation of functions. For each 
subsystem, their behavior and purposes are identified along with the consequences of 
functional failure. System safety requirements to prevent functional failure for the 
subsystem are derived along with calculations to make sure that the system has 
acceptable rate of occurrence of hazardous failures. 

3.2 Preliminary System Safety Analysis (PSSA) 
Following the FHA is the Preliminary System Safety Analysis (PSSA). The PSSA 
assists in validating the proposed system and subsystem architecture derived from the 
FHA and allocates appropriate safety requirements to the components. If they are met, 
they will enable the architecture to meet its safety requirements. An evaluation based 
on system functionality helps to decide which System Development Assurance Level 
(SDAL) the system will receive. There are five different assurance levels running 
from A to E, each with an individual failure condition classification. Level A means 
that a system failure or system anomalous behavior might have catastrophic 
consequences that will prevent continuous safe flight or landing. On the other hand, 
level E means that a system failure or system anomalous behavior will not in any way 
affect the safety while flying. 
 
The functional failures found in the FHA are analyzed so that a strategy to prevent 
them is developed. During the PSSA tradeoffs between performance, safety and cost 
will be made with safety having the highest priority. The objective of the PSSA is to 
reduce risk, add value to the system and to show that the system can be safe if the 
components are implemented properly. 
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A schematic of the design process for systems with difference design assurance levels 
is shown in Figure 5. 
 

 
 
Figure 5 Decision making process for selecting Hardware Design Assurance strategy 
 

3.3 Simple or complex hardware system 
Identification of the system as simple or complex decides how thorough the 
continuing development process needs to be. A simple system is one where all 
combinations of the circuits I/Os for each and every circuit can be simulated and 
verified. A system that only contains simple circuits does not automatically become a 
simple system. Only when all of the individual I/Os for each circuit can be thoroughly 
tested from the I/Os of the complete system can the system be labeled as simple. All 
other systems are labeled as complex. 
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To be able to certify the functionality of a system with design assurance level A or B 
there are several different analysis that must be performed if the system is complex. 
All of these analyses are iterative and must be reevaluated whenever a design change 
is made. 
 
Since you in a simple system only with the help of extensive testing on system level 
can verify the correct functionality without any anomalous behavior under all 
foreseeable conditions the development process becomes a lot easier as shown in 
Figure 5. However almost all systems based on PLD technology are complex, 
therefore they can not be completely tested on the system level and therefore more 
complicated testing methods to verify the correct functionality of the system is 
needed. 

3.4 Functional Failure Path Analysis (FFPA) 
A system with a lot of different functionality will have subsystems with different 
system development assurance levels. To make sure that the functionality of each 
subsystem can be certified according to the requirements derived from the individual 
assurance level a Functional Failure Path Analysis (FFPA) is performed. The 
objective of the FFPA is to split up the different functional failures for the system into 
small paths called Functional Failure Paths (FFP). Thereafter an analysis to decide the 
system consequences of the failure for each FFP is made. During the FFPA, analysis 
to identify dependences and independences between different FFP’s is made to make 
sure a FFP with a lower assurance level does not affect an FFP with a higher 
assurance level. Errors in an FFP that might propagate into other FFPs are also 
documented. The FFPA is performed top-down from system level via hardware level, 
circuit level, component level to the elemental level.  
 
For each FFP there are a number of different methods that can be used to make sure 
that acceptable assurance data is provided when considering each FFP’s potential loss 
or anomalous behavior as well as the entire FFPA. 

3.4.1 Service experience 
Using service experience as a verification tool requires that the FFP consists only of 
previously developed hardware. A clean record of service experience data when the 
hardware was used in other applications can be enough to prove correct functionality. 
Another way of using service experience is the use of COTS. COTS are ready-made 
components available for sale to the general public. The functionality documentation 
of the COTS provided by the manufacturer must be extensive enough to prove the 
nonexistence of anomalous behavior. 

3.4.2 Common Mode Analysis (CMA) 
To make sure that errors that occur in one FFP can not interfere with the functionality 
of other FFPs a common mode analysis (CMA) is performed. The objective of the 
analysis is to provide evidence that failures assumed to be independent are truly 
independent. 

3.4.3 Architectural Mitigation 
The objectives of Architectural Mitigation are to make changes in the design to 
eliminate any single electrical point of failure, meaning that no failure of a node in the 
design risks the functionality of the entire system. Techniques to mitigate node errors 
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include subsystem isolation, implementation of subsystem redundancies or 
introduction of system monitor circuits.  The CMA must make sure that there are no 
errors in the design that may omit any implemented mitigation technique. If 
implemented redundancy is based on a replica of the same design then architectural 
mitigation will only cover random failures, systematical errors in the design can still 
exist.  

3.4.4  Functional Failure Mode & Effect Analysis (F-FMEA) 
The main purpose of F-FMEA is to find all possible ways a system might malfunction 
and analyze the effects of these errors as early in the development process as possible, 
thereby reducing the cost of design changes later in the development process. 
Experience, fantasy and engineering judgment are the most import tools while 
performing the  
F-FMEA together with experience from other projects so that previously discovered 
errors are not repeated.  
 
Historical data of the failure modes for each specific component can be of great help 
when trying to eliminate the effects of component failures. The F-FMEA should be 
updated whenever a design change has been done. For each error found the following 
information needs to be provided: possible errors, effect, cause, existing error control, 
error probability, seriousness, discover probability, risk priority and recommended 
action. 

3.4.5  Advanced Verification Methods 
A number of analytical methods for verifying subsystem functionality can be used. 
The most common verification methods are: elemental analysis, safety specific 
analysis and formal methods. 
 
Formal methods are based on discrete mathematical logic to prove the correctness of 
the design. One begin with building a mathematical model of the design, a set of input 
stimuli along with the expected output result is then used while simulating the 
subsystem to detect and preclude errors. 
 
Elemental analysis is performed bottom-up starting with functionality verification of 
primitive blocks (e.g. counters, multiplexers, adders, filters). Verification that the 
design is performing correctly using elemental analysis is extremely costly, time 
consuming and can not be used for components where access to the internal structure 
is limited e.g. PLDs. 
 
Safety Specific Analysis, SSA is used to limit the set of input conditions so that a 
potentially infinite set of input test cases do not have to be addressed. Nevertheless, 
due to the detailed (sub-component level) functional analysis to determine the specific 
safety-sensitive and unmitigated attributes of the component’s functions, SSA is also 
a very time-consuming strategy [3]. 

3.5 System development documentation 
Two documents needs to be produced during the development process, the Plan for 
Hardware Aspects of Certification (PHAC) which is done before the development 
process and the Hardware Accomplishment Summary (HAS) which is done after the 
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development process.  The PHAC tells the certification authority what will be done to 
verify system functionality and the HAS tells them what was actually done. 
 
The PHAC is a summary of the system functionality, its architecture, hardware and 
how to validate and verify fail safe operation of the system using different redundancy 
strategies. The PHAC also includes information about which software tools will be 
used during development, system testing and the different phases of system hardware 
development. How to document the progress of the project is important, as well as 
including a plan for traceability. Finally a time plan marking the most important 
milestones of the project needs to be included. This time plan includes a preliminary 
date when the project should be ready for certification. Once the PHAC is approved 
the development, testing and implementation of the system can begin according to the 
guidelines in the PHAC document. 
 
The HAS is a conclusion of the development process which identifies differences 
between the approved PHAC and the final design. The HAS should include change 
history and status of the hardware along with system and hardware overview, 
Hardware life cycle data, alternative methods used for certification and of previously 
developed hardware [4]. 
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4 Hardware Design Life Cycle 
This chapter discusses guidelines for planning, developing and testing a new design. 
The design starts with the system specifications and ends up in a produced piece of 
hardware. The different steps will be discussed again in chapter 7, where these 
guidelines will be applied on a real design project. 
 
The hardware design life cycle offers guidelines to different important processes in 
the design process of the system throughout production. These processes are needed 
for hardware certification according to RTCA DO-254. The guideline objectives are 
to assist in developing failsafe reliable hardware. The hardware design life cycle is 
divided into different key processes, each with its own objectives. Changes made in 
one process must be iterated into all other processes to assure that a modification in 
one process does not affect objectives in other processes. Figure 6 shows how the 
different processes in the hardware design lifecycle interact. 

4.1 Planning 
The planning process objectives is to control the converting of the documented 
functionality specifications and security specifications for the airborne hardware into 
a developed hardware with appropriate design assurance so that the hardware 
performs its intended functions without any anomalous behavior. The planning 
process includes choices and definitions of standards as well as choosing the design 
environment for system development and testing. 

4.2 Requirements Capture 
The requirements capture objectives are to identify, define and document the 
hardware specifications. The specifications include the requirements derived from the 
Preliminary System Safety Assessments (PSSA) which means that in the proposed 
system architecture, consideration is taken according to the System Development 
Assurance Level of the design. A testability strategy is also defined so that the design 
can be tested at each step to verify consistency between the system design and the 
system specification. 

4.3 Conceptual Design 
A conceptual design on a high system level is produced so that an assessment of the 
possibility of verifying that the developed systems design corresponds with the 
derived system requirements can be performed. A conceptual design can be made 
using functional block diagrams or architecture descriptions. 
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Figure 6 Dependences between different key processes in the hardware design life cycle 
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4.4 Detailed Design 
The objectives of the detailed design is to assure that the objectives derived from the 
system requirements and hardware specifications can be meet in the system design on 
a low level of the design. If the system is based on an FPGA the detailed design can 
be written in Verilog or VHDL code. The constructions of test benches for system and 
safety verification are also made in the detailed design. 

4.5 Implementation 
The implementation process objectives are to develop manufacturing processes so that 
production of the hardware from the detailed design is possible. During this stage all 
data needed for implementation, assembly and installation are available. 

4.6 Production Transition 
The objectives for the product transition are to establish base lines containing 
complete design and assembly data to be able to start consistent hardware 
manufacturing. Production control focuses on safety requirements which should be 
established and documented during this process. 

4.7 Verification Process 
The verification process objectives are to control that the implemented hardware is 
compliant with the hardware requirements of the detailed design. A traceability 
control is performed to make sure it is chronologically possible to follow the 
development process and the modifications made to the system. Furthermore a control 
is done to verify that it is possible to implement the test criteria and that the test 
criteria are thorough enough depending on the system development assurance level. 

4.8 Validation Process 
The objectives of the validation process are to control that the final requirements in 
the derived hardware specification are meet by the original requirements according to 
functionality and safety. The validation process is performed using analysis, tests and 
reviews. 

4.9 Configuration Management 
Configuration Management is a tool to maintain control of different versions of 
designs, hardware, test benches and documentation developed during the hardware 
design life cycle. The objective with configuration management is to identify and 
document each version of the different parts of the hardware design life cycle so that 
the traceability never risks being compromised. 

4.10 Process assurance 
The process assurance manages the documentation of all progress and modifications 
made during the system development. Its objective is to make sure that traceability 
between the interactions of the different steps during the development process is 
documented and that the derived hardware complies with the approved plans. All 
deviations from the original hardware plans must be detected, evaluated and 
approved. 
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The documentation needed during process assurance includes progress or 
modifications regarding hardware specifications, design, implementation, validation 
and verification. 

4.11 Certification Liaison 
Communication between the applicant and the certification authorities is part of the 
certification liaison. This is a negotiation process where the applicant must prove to 
the certification authorities that the implemented design fulfills all requirements 
according to the assurance level of the system. At completion of a project a summary 
of the design processes, outputs produced and status of the hardware item should be 
described in the HAS2. 
 
All issues raised by the certification authorities during the certification liaison must be 
resolved before final airworthiness approval of the airborne system. 
 

                                                 
2 See chapter 3.5, page 12 

 18



 

5 Possible problems testing and using Actel Fusion 
in a Level A or B system 
This chapter deals with problems derived from various testing methods that might be 
encountered if verification for an airborne safety critical system including an Actel 
Fusion would be performed. My conclusions are that the embedded design of the 
Fusion FPGA prevents it from being certified according to RTCA DO-254, at least 
not for Level A or B systems. 
 
The biggest problem with FPGAs in general and the Fusion circuit in particular is the 
lack of access to the FPGA’s internal structures. To be able to thoroughly test the 
functionality of physical circuits, one needs to divide the different parts of a circuit 
and test them individually (Ad-Hoc), something that is not possible for most 
embedded FPGAs. For proper testing, analog and digital signals must be kept separate 
and isolated from each other. Actel tries to keep the digital and analog signals 
separate in different I/O banks and on different locations on the die3 but the two 
technologies still share the same die and possibly the same voltage supply and ground. 
Another problem is that the ADC is embedded in the circuit and can not be tested and 
calibrated separately. Actel’s solution is using a built-in calibration system running 
automatically every time the ADC is powered-up. The calibration mitigates offset and 
non-linearity errors and compensate for temperature variations to ensure that the ADC 
remains consistent with its specifications. 
 
Another problem is that the voltage range which the ADC operates within is specified 
in the designer software. How changes made in the software are transformed into 
hardware functionality is not revealed by Actel and can therefore not be as thorough 
tested as needed for verification. 
 
When choosing a new technology like the Fusion FPGA, which to this date does not 
have any previous service history in airborne safety critical designs, additional design 
assurance methods like architectural mitigation or advanced verification is needed. 
Using circuits with limited access to internal structure prevent the designer from 
testing the circuit to find systematical design errors in the hardware design; therefore 
mitigation techniques must include the use of different technologies like usage of 
external COTS ADCs together with standard FPGA circuits. The results point out that 
system mitigation forfeits the usage of a mixed-signal FPGA in the first place. 
Isolation obviously can not be used as a mitigation technique since there is no way to 
add isolation to different parts within an FPGA that consists only of one die. 
 
The three most common advanced verification methods available; elemental analysis, 
SSA and formal methods also faces problem in helping to certify the Fusion chip. 
Elemental analysis is a bottom-up approach that requires detailed design knowledge at 
a silicon level of the component design to assure correct implementation. This is 
information that Actel is not providing to their customers, therefore making the use of 
elemental analysis impossible. Apart from this, RTCA DO-254 states that elemental 
analysis on high-level behavioral language code (e.g. Verilog or VHDL) is not 
sufficient as a stand alone assurance method [3]. 

                                                 
3 See Figure 4, page 7 
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SSA performs a second FFPA which looks at intermediate points within a circuit. The 
objective is to find boundaries that separate components from each other addressing 
the correct design assurance level to each component. The lack of access to internal 
structures of the FPGA prevents a SSA to be performed and therefore is useless as a 
certification tool. 
 
Formal methods apply mathematics to prove correctness of a design using 
mathematical models of the actual design. Once again the lack of access to internal 
structures prevents formal methods from making a good model of the FPGA and 
therefore can not be used as a certification tool. 
 
To be able to use Actel Fusion in level A or B applications the first thing that needs to 
be done is to give the developers access to the elemental design plans of the FPGA 
and knowledge about the interactions between the designer software and FPGA 
hardware, without them neither formal methods, SSA nor elemental analysis can be 
performed. Clarification on dependences between the different parts of the analog 
blocks for example what happens to the other analog quad blocks if one fails is 
needed to determine the risk for common mode errors. 
 
The analog and digital functionality needs to be separated from each other physically 
meaning that they should be implemented on different dies with separate voltage 
supplies. The solution with different dies omits the feature of being able to choose 
whether or not using the analog I/Os for digital or analog signals. The output of the 
ADC would then be the only connection between the analog and digital dies. The 
analog and digital I/O pads also need to be kept separated. The possibility to measure 
the analog output of each analog quad block also needs to be implemented to ease 
testing of each block individually. 
 
The conclusions, based on the design and documentation provided so far is that the 
Actel Fusion FPGA can not be used in systems where Level A or B validation and 
verification according to RTCA DO-254 is required. Fusion is however a milestone in 
FPGA development being the first mixed-signal circuit. There are probably a lot of 
areas where it can simplify the development of new products. The lack of access to 
the internal structure which is a feature to prevent reverse engineering or unauthorized 
copying of intellectual property is the major flaw along with the design choice of 
integrating analog and digital signals. 
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6 Design project 
This chapter describes how a small but complex design project was planned, coded 
and implemented in an FPGA environment. The project used the internal ADC of the 
Fusion circuit, a data bus with error detection and an automatic control system both 
coded in VHDL, an external motion control and an optical encoder attached to a 
small DC motor. The design must fulfill several requirements that have been stated in 
chapter 7.1. 
 
As a result of the unsuccessful tries to verify the Actel Fusion FPGA, a small project 
was created for verification purposes. The project objective was to build a complex 
system to control the position of a rod attached to a motor with a potentiometer where 
each voltage output from the potentiometer had a position equivalence of the motor. 
The potentiometer would be connected to the built-in ADC in the Actel Fusion. All 
other implementations would be done on another development board containing an 
Actel ProASIC3/E FPGA using only VHDL. The communication between the two 
boards should be handled using a serial bus with some sort of error detection. 
 
Like in all projects, this projected started with a design specification. The 
specification stated several minimum requirements that must be fulfilled during the 
design process. If it can be proven that all requirements has been fulfilled then 
assurances can be made that the design meets the requirements. 
 
A list of the requirements for this project is found in Chapter 7.1. Each requirement 
has an ID tag starting with the letter ‘R’ and then a unique number. The design 
solutions will fulfill the specifications during the project, one by one. When a part of 
the design fulfills a certain requirement, reference to the ID-tag for that requirement 
will be stated throughout this chapter. 
 
To control the motor, two external components where used: A switching motion 
control H-block to control speed, break and direction of the actual motor and an 
optical encoder attached to the motor axis to send data about the position and 
movement of the motor back to the automatic control system. At a later stage an LCD 
was included in the design to display system information using system signals. 
 
The project was successfully tested when using only the Actel Fusion FPGA. 
However, during the phase of dividing the project from one to two boards the Actel 
Fusion development board suddenly stopped working. Therefore no final testing on 
the actual wired data bus and of how well the system worked on two separate boards 
could be performed. 
 
Using ProASIC3/E and Fusion FPGAs which both are flash memory based fulfills the  
R 1, R 5, R 8 and R 11 requirements. By choosing a large enough FPGA from any of 
these families requirement R 4 will also be met. 
 
In the HAS the source code for all IP blocks will be provided. The design will thereby 
fulfill the R 10 requirement. 
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Figure 7 A complete schematic of the design project 

 22



 

A schematic of the intended final design of the project can be seen in Figure 7. As 
mentioned earlier the system could only be tested with all blocks, buses and signals 
implemented on the Actel Fusion development board. 

6.1 Clocks 
Both development boards use their individual oscillators to create their respective 
system clock. The Actel Fusion has a 100 MHz RC Oscillator and the Actel 
ProASIC3/E has a 40 MHz RC Oscillator. The system clocks were used to drive 
various clock divider blocks to generate synchronous clocks with lower frequencies. 
To be able to use the RCO 100 MHz oscillator, an Actel IP-block implementing a 
Phase Lock Loop (PLL) was needed. The PLL generated a clock signal with a 
frequency of 10 MHz used for the ADC IP-block in the Fusion FPGA.  
 
The clock dividers on the Actel ProASIC3/E board were coded in VHDL to generate 
two system clocks with 20 kHz and 400 kHz frequencies  
 
The chosen approach to use two global clocks and several clock dividers in the design 
does fulfill the R 2 requirement and also simplified the interaction between the two 
cards to only include the data bus. 

6.2 Analog/Digital converter 
The reference input voltage for the automatic control system was generated using a 2 
kΩ potentiometer attached to the Actel Fusion development board, varying the input 
voltage to the ADC from 0V to +5V. The ADC was the only Fusion specific IP-block 
used in the design.  Due to limitations in the ADC IP-block the maximum useful 
voltage was limited from +5V from +4V, an increase in voltage above +4V would not 
change the output signal from the ADC. The ADC output was a ten bit vector, where 
“1111111111” was equivalent to +4V and “0000000000” was equivalent to 0V. The 
ADC IP-block system ran at a frequency of 10 MHz, with an actual ADC sampling 
rate of 62.5 ksps. 

6.3 Optical encoder and decoder 
To determine the position and direction of the motor in the project an optical encoder 
was attached to the motor axis. The output from the encoder was then processes using 
a decoder implemented using VHDL. 

6.3.1 HEDM-5500 Optical encoder 
The optical encoder attached to the motor axis was from Agilent Technologies with 
model number HEDM-5500. Like most other optical encoders, the HEDM-5500 
utilizes a code wheel to detect movement of the motor axis, in the case of the HEDM-
5500 model with a code wheel resolution of 1024 counts per revolution making it 
very accurate. There are two output signals from the encoder, Signal A and Signal B. 
To determine the direction of the code wheel the system samples and looks at the two 
signals over a period of time. If signal A leads signal B the code wheel rotates 
clockwise (positive direction). If signal B leads signal A the code wheel rotates 
counter clockwise (negative direction) as viewed from the encoder end of the motor.  
When the motor was running at full speed, signal A and signal B had a frequency of 
about 30 kHz. Example of output signals from the optical encoder can be seen in 
Figure 8. 
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Figure 8 Diagram showing how the direction of the motor is calculated based on Signal A and 
Signal B from the optical encoder. 
 
A change in direction of the axis is detected according to Figure 8 at the third 11-state 
and then again at the fifth 11-state. 

6.3.2 Optical decoder 
The output signals from the HEDM-5500 were processed using a state machine to 
decode the motor axis speed and direction. At first the decoder sampled the input 
signals at 20 kHz but at a later stage it was discovered that this was not fast enough so 
the sampling frequency was changed to 400 kHz. Any movement from one state to 
another was counted and when four states in one direction has been passed in either 
positive or negative direction, the motor has moved 1/1024 of a complete revolution. 
Figure 9 shows the state machine used including transitions between the different 
states. In any other case than the transitions shown, the decoder remained in its last 
known state. 
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Figure 9 State machine showing relationship between Signal A, Signal B and the direction of the 
motor detected by the optical encoder. 
 
The output from the optical decoder is a ten bit vector identifying the current position 
of the motor axis. According to design specifications the axis was at maximum allow 
only to move ±90º from its initial position. Therefore, when the reset signal was 
active the output vector was set to “1000000000” corresponding to 0º. A move 
through four states in positive direction increments the output vector with ‘1’, a move 
through four states in negative direction reduces the output vector with ‘1’. The end 
states are defined by the values “1111111111” equivalent to a movement of +90º 
from the initial position and “0000000000” equivalent to a movement of -90º 
respectively. 
 
To gain a safety margin and reduce the risk of system instability due to signal 
overflow in the output vector, the end states where redefined to “1111111000” and 
“0000000111”. A movement of the motor axis outside these values triggers the 
“Emergency Shutdown” signal forcing the motor to change direction. If the axis 
continued and reached the end states “1111111111” or “0000000000” the signal 
“Failure” was triggered and the entire system was shutdown to prevent system 
instability and uncontrolled behavior of the motor. A system reset and recalibration of 
the position of the motor axis was then needed to make the system operational again. 
 
Implementation of the optical decoder fulfills the R 3, R 9, R 11 and R 14 
requirements. 
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6.4 Difference 
The Difference block uses the output signals from the Receiver block and the optical 
decoder to determine in which direction the rod should move in, the block samples the 
input signals with a frequency of 20 kHz. If the signal from the Receiver block was 
larger than the signal from the optical encoder, the motor axis moves counter 
clockwise, if the signal from the optical encoder was larger than the signal from the 
Receiver block the motor axis moves clockwise, the difference between the two 
signals was also calculated. The calculated difference was used by the automatic 
control system to apply more or less power to the motor, the larger the difference, the 
fast the motor moved. The output signal from the Difference block was an eleven bit 
vector where the MSB was the direction bit and the remaining ten bits contained the 
calculated difference between the two signals. 

6.5 Automatic control 
The automatic control block was used to control the direction of the motor and if 
needed apply a break signal to force the motor to a halt. The Automatic control block 
also controlled the data bus to the Pulse Width Modulator and thereby controlling the 
speed of the motor. As an input signal the Automatic control block uses an eleven bit 
data bus from the difference block. The MSB of the signal is the direction signal 
which is directly passed to the System_direction output signal. The rest of the signal 
included information about the difference between the current position of the rod and 
the wanted position from the ADC. This difference is used to calculate how fast the 
motor should move, the larger the difference, the larger output signal to the PWM 
thereby increasing the speed of the motor. The Automatic control block samples the 
input data at a frequency of 20 kHz. 
 
If the Emergency_shutdown signal goes high it means that the motor is very close to 
move out of its legal area and might become unstable. If the Emergency_shutdown 
signal goes high, both PWM_high and System_break are set to logical high. This 
means that both System_break and System_PWM are set to constant logic high and 
forces the motor to come to a forced halt. Only a system reset can move the 
Automatic control block out of this error mode. 

6.6  Pulse width modulator 
A Pulse Width Modulator (PWM) is often used to control analog devices for example 
light bulbs or motors with a digital signal without the need of using a separate D/A 
converter. The PWM used in the system design creates a signal with a fixed frequency 
of 18.6 kHz. The period within one pulse of the signal was split into 20 different 
independent sections (δ) and depending on the value of the ten bit input signal from 
the automatic control block, a larger or smaller part of the period of the output signal 
would be logical high. 
 
The first two sections would always be logical high and the two last sections would 
always be logical low, leaving the logical value of 16 δ sections to be determined by 
the value of the signal from the automatic control block. Figure 10 shows the PWM 
output signal for minimum and maximum input signals. 
 
To be able to force to motor to shut down if it would move outside its legal range the 
Automatic control block can send a special shutdown signal to the PWM called 
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PWM_High. If that shutdown signal goes high the output signal from the PWM is 
changed to a constant high value. 
 
Together with a constant high value on the System_break signal from the Automatic 
control block the motor will be forced to a halt by the LMD 18200 Motion Control. 
Only a reset signal can pull the PWM out of this error mode. 
 

 
 

Figure 10 Diagrams showing the output signal from the PWM for the input signals “0000000000” 
(left) and “1111111111” (right) 
 
The PWM was internally running at 400 kHz producing a pulse with a frequency of 
18.6 kHz. The PWM output signal was used by a LMD18200 H-Bridge motor control 
circuit to control the speed of the motor. The larger the part of the period that consists 
of logical high values, the faster the motor would rotate. A simulation of the PWM 
showing the output signal is found in Figure 15, Appendix A. Simulations. 

6.7 LCD-controller 
Attached to the Actel ProASIC3/E development board is a 1 row, 8 character 
intelligent LCD. The LCD is driven by an LCD-controller component using a four bit 
data bus and three control signals; Enable, Read/Write and Register select. The 
information shown on the LCD is updated from the data bus whenever the Enable 
signal switches from high to low. Each character on the LCD consists of an eight bit 
word but since the data bus is only four bit wide the LCD controller is required to 
send two nibbles of data instead of one byte for each character to the LCD.  The LCD-
controller block was continuously updating the display using the Enable signal as a 
clock, running at a frequency of 400 Hz. 
 
The information about the movement of the motor axis was taken from the output data 
bus Current_position from the Optical decoder block. In this design case the display 
only showed if the motor is moving in a clockwise or counter clockwise position to 
prove functionality. 
 
Adding more features to the controller block in the future can improve the 
information displayed, for example showing the motor axis position in degrees or 
display error codes if a problem is detected on the data bus or if the motor axis is 
moving close to or out of the valid range. The LCD-controller block is the only design 
component not vital to the functionality of the system design. 

6.8 Data bus 
A requirement of the system design was that it would include some form of point-to-
point data bus used to transfer the output of the ADC from one FPGA development 
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board to another. The protocol chosen was based on the serial PS/2 data bus most 
commonly used for communication between a standard keyboard, mouse and PC. The 
basics of the original protocol are that it uses two one bit buses, one for the clock 
signal and one for the data signal, the clock signal determines the speed of the data 
bus. The data bus is idle high, a low signal on the data bus when the clock signal goes 
from high to low indicates the start of a new word (start bit).Thereafter an eight bit 
word is clocked with LSB first and MSB last. The last bit is a parity bit used for error 
detection, the entire signal including the parity bit should contain an odd number of 
high bits. After the parity bit, the data bus enters an idle high state waiting for the next 
start bit. 
 
In this altered version of the PS/2 protocol the word length was changed from eight to 
ten bits and a second data bus was used for improve error detection at the Receiver 
block. The second data bus sends an inverted signal of the signal transmitted on the 
first data bus. Figure 11 shows how the data signal looks like. 
 
In Figure 14, Appendix A. Simulations, results of the data bus simulations is shown. 
The simulations verified that the maximum bus_clk frequency for stable data transfers 
were 100 kHz. These simulations were later verified by tests running on the actual 
FPGA; the original PS/2 data bus operates at 10.0 - 16.7 kHz [5]. 
 

 
 
Figure 11 Transmitter to Receiver communication. The bus_positive bus changes value when 
bus_clk is high and that data is valid when bus_clk is low. The bus_negative bus is an inverse to 
bus_positive and is used for error detection. 
 
When the Transmitter is ready to receive new data from the ADC the signal is first 
processed to control if the parity bit of the word should be set to either high or low. A 
twelve bit vector is then designed using a state machine starting with the low start bit, 
the ten data bits and the parity bit. 
 
For error control the inversed data on the second bus was used meaning every high 
signal on the first data bus was changed to a low signal and vice versa. Triggering on 
the low to high clock signal, both vectors were clocked bit by bit onto the 
bus_positive and bus_negative data bus respectively. 
 
The receiver block is in an idle state as long as the bus_positive data bus is high and 
triggers for changes on the data bus on the high to low change in the clock signal. 
When a low start bit was detected a state machine was used to store the following 
eleven bits in a bit vector. At the same time the eleven bits following the start bit on 
the bus_negative data bus were also stored in another vector using the same state 
machine. 
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The most common errors that can occur on a data bus are bit flips of individual bits or 
disturbance on the data bus when it is in idle mode showing up as a false start bit at 
the Receiver. To prevent this, two error detection processes were implemented in the 
Receiver block. First the two vectors are checked to se if they are still the exact 
inverse of each other; this is done by checking if the result when adding the two 
vectors equals “1111111111”. Thereafter a parity check on the signal from 
bus_positive is performed. The state machine both at the receiver and transmitter 
blocks are clocked through four idle states before starting processing new data. That 
means that any disturbance on the data bus detected by the receiver block when in idle 
mode will be ignored. 
 
Even though the error detection chosen in the design is not foolproof it will detect a 
majority of the errors that can occur. The simplest error that can pass the error 
detection without detection is if two bit flips occur on the same data position for both 
signals. If an error is detected, the Error output signal will go high and the 
Reference_position data bus will not be updated with the corrupt data. 
 
The Receiver block is also responsible for the clock signal used by both the Receiver 
and Transmitter blocks; therefore it can prevent the Transmitter block from sending 
data on the bus by setting the signal bus_clk to a constant low state. Both 
development boards also shares the same ground potential. A schematic of the entire 
data bus is shown in Figure 12. 
 
The implementation of the data bus including the methods for handling error 
detections will fulfill the R 6 and R 7 requirements. 
 

 
 
Figure 12 Schematic showing the entire bus system including: Transmitter, Receiver, input and 
output data buses, control and clock signals. 

6.9 Problems during system design development 
Several problems were detected and solved during the design process. One problem 
was that the maximum allowed input signal +5V to the ADC did not generate the 
maximum allowed output signal 1111111111. This problem was solved after 
consultation with Actel technicians who informed me that a maximum output signal 
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was only achieved if certain maximum voltages were chosen (+1V, +2V, +4V, +8V 
and so on). If the maximum input voltage was set to +5V, the ADC IP-block would 
automatically change this setting to the nearest higher allowed voltage (+8V). This 
limitation, due to fixed scaling factors in the ADC IP-block forced me to change the 
maximum input signal to +4V. 
 
Another problem was that I underestimated the frequency of signal A and B from the 
HEDM-5500 optical encoder. Like most other blocks in the design the optical decoder 
block sampled the input signal at 20 kHz. During the design and testing phases when 
signal A and B was simulated the decoder block worked fine but the design and 
specifically the break signal to shutdown the system did not work in reality. At last I 
realized that when the motor ran at full speed signal A and B had a frequency of over 
30 kHz and therefore the decoder block was sampling the signal with a too slow 
frequency. A change in the sampling frequency from 20 kHz to 400 kHz solved the 
problem. 
 
Initialization and timing of the data bus was another problem. During simulations the 
Error signal spiked for a short period of time at the end of each transmitted word. 
Separation of signal control and error control to two separate states in the state 
machine in the Receiver block solved this problem. Getting both the transmitter and 
receiver to initialize properly was solved by letting the Receiver block control the bus 
clock and using a global reset signal for both FPGAs. This meant that the receiver 
went into an idle mode prepared to receive new data before the transmitter could start 
sending its first word. 
 
The last problem was how to implement an automatic control algorithm in VHDL. 
The motor used was both large and strong and the rod attached to the motor quite 
heavy giving the system a rather large momentum. After reading [6] on the subject I 
realized that I could spend the remaining time set aside for project on design and 
implementation of the algorithm, something that was out of scope for project 
objective. After discussing this problem with my advisor at SAAB I decided to 
implement a very simple automatic control algorithm in the automatic control block. 
 
During simulation I realized that ModelSim could not simulate analog input signals to 
drive the ADC. After consultation with Actel technicians it was verified that analog 
simulations could not be performed with the software tools provided in their current 
designer package. I also discovered that ModelSim had problem simulating some 
VHDL files that contained more than one process. This problem could not be solved 
during the project. So instead of using simulations, some verifications were done only 
by reviewing the VHDL code and testing the processes on the actual FPGA chip. 
 
At a final stage in the design the Actel Fusion development board stopped working. 
Testing revealed that the 1.5V source malfunctioned probably due to a short circuit 
somewhere on the development board. Therefore some features on the FPGA among 
them the RCO oscillator responsible for generating the 100 MHz clock signal 
suddenly did not work properly. Before the voltage source failure the entire system 
design including the data bus was successfully tested on the Fusion development 
board but it was not possible to test the system running on two different connected 
boards. 
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7 Plans for verification of the design project 
according to RTCA DO-254 
In this chapter plans to verify the project on the FPGA level according to the different 
hardware design life cycle steps explained in chapter 4 are shown. Each step has a 
short description of requirements and solutions on how to fulfill these requirements 
are presented. 
 
Plans were early made during the work of this thesis to verify the design project 
described in chapter 6 in accordance with the design assurance guidance RTCA DO-
254. During the work with this thesis I came to realize that this would not be possible. 
A complete Level A verification process on a complete system normally takes 
between several months and several years to complete and includes up to 27 different 
documents. Therefore the scope of verifying the design process in chapter 6 is limited 
to the FPGA level which today is the lowest possible level for system specification 
and verification when it comes to PLDs. 
 
Emphasis was laid on changing the design and document the development process 
and the tools used so that the FPGA specifications can be verified as a Level A 
system. Assumptions were made that all system components above the FPGA 
specification level already has sufficient documentation and design redundancies to be 
able to pass Level A verification. These components includes: the voltage input to the 
ADC, the LMD 18200 Motion control unit, the DC motor unit, the HEDM-5500 
Optical encoder and the LCD, all shown in Figure 7. Excluded from the FPGA 
specification are also the power supplies for the FPGA and all I/Os between the 
FPGA and the circuit board it’s assembled on. 
 
How a typical customer specification is derived into verifiable smaller parts ending up 
in a complete verifiable system is shown in Figure 13. 
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Figure 13 How a customer specification is split up into smaller individually verifiable parts. 
 

7.1 Project specifications on FPGA level 
On the FPGA specification level, redundancy implementations such as fail-safe 
operation, single electrical point of failure or fault tolerance mechanisms can not be 
implemented. These redundancies must be implemented on Apparatus or Circuit 
board level. This is because you can not implement and prove independencies on a 
single FPGA chip. Therefore, the objective became to be able to program single 
FPGAs and verify that the functionality of each FPGA would meet the requirements 
stated below. According to the RTCA DO-254 guidance specifications should be 
written so that they are: unambiguous, complete, verifiable, consistent, modifiable and 
traceable [7]. 
 
According to chapter 3.3, a system implementation can be either simple or complex. 
The functionality of a simple system is easier to verify and therefore require less work 
and less documentation than verification of a complex system. An FPGA however can 
not be verified on a lower level than by simulate the functionality using the external 
I/Os, therefore any system including FPGAs must be treated as complex. 
 
It is up to the design team to derive the customer specification into the specifications 
on each design level. The team must also decide how to verify the given 
specifications. Each specification is tagged in this format R< Number>. These tags 
are unique for each requirement within the entire system. 
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When describing how a specification has been met one should always refer to these 
tag IDs. In this project the specifications on the FPGA level were: 
 
R 1. The FPGA must not loose functionality if there is an external power failure. 
 
R 2. Connections between the two FPGAs must be kept to a minimum and each 

FPGA should have its own global clock. If clocks with lower frequencies are 
required clock divider circuits based the global clock can be used. 

 
R 3. The valid range of the motor is ±90º from the motor’s initial position. 
 
R 4. At least 30% of the FPGA’s gate arrays must be unused to allow for 

implementations changes. 
 
R 5. The FPGA must be resistant to Firm Errors. 
 
R 6. Data transmission between the ADC and the FPGA must be done using a 

serial bus. 
 
R 7. Error detection must be included in the receiver part of the data bus. Corrupt 

data must not be forwarded to the automatic control part of the system. 
 
R 8. The FPGA technology chosen must use 3.3 voltage techniques. 
 
R 9. A warning signal must be implemented to warn if the motor is about to move 

out of the valid range. 
 
R 10. A shutdown signal to force the motor to a halt must be implemented if the 

motor is moving outside the valid range. 
 
R 11. The FPGA chosen must be specified for the industrial temperature range (-

40ºC to +85ºC). 
 
R 12. All IP-Blocks used must be open source with provided source code. 
 
R 13. Documentation to establish correlation between system specification, detailed 

design, implementation and verification must be kept and updated throughout 
the design process. 

 
R 14. The minimum resolution of position change of the motor must be 

determined by the optical encoder, not the optical decoder. 
 

Once the specification list is complete solutions to each requirement can be presented. 
If a requirement can not be met without violating another requirement, reviews of the 
specification higher up in the hierarchy must be made to make sure the modifications 
still meet the original specifications. 
 
An example of a change in the specification that required reviews is if the FPGA first 
chosen in the end does not have enough free system gates according to the 
requirements, a larger FPGA is therefore needed. The new FPGA uses more power 
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than the original FPGA. It must the be verified that the new FPGA can be used 
without violating the power requirement in the specifications of either the FPGA or 
somewhere higher up in the system requirements hierarchy. 

7.1.1 Solutions to project specification 
These are the solutions chosen for the project specifications using the specification 
tags: 
 
R 1 The FPGA must not loose functionality if there is an external power 

failure.
Solution: By using a flash based or antifuse based FPGA, the device will not 

loose functionality in case of a power failure. Both Actel Fusion and 
Actel ProASIC3/E are flash based. 

 
R 2 Connections between the two FPGAs must be kept to a minimum and 

each FPGA should have its own global clock. If clocks with lower 
frequencies are required clock divider circuits based the global clock 
can be used.

Solution: To keep signals between the two development boards to a minimum 
each board used its own oscillator circuit. The Fusion development 
board had a built-on 100 MHz oscillator and the ProASIC3/E 
development board had a built-on 40 MHz oscillator. 

 
R 3 The valid range of the motor is ±90º from the motor’s initial position.
Solution: The Optical decoder keeps track of the motor axis position in reference 

to its initial position. As long as it moves within the valid range the 
Emergency shutdown signal will not be triggered, allowing the system 
to operate within the valid range. 

 
R 4 At least 30% of the FPGA’s gate arrays must be unused to allow for 

implementations changes.
Solution: Independent of how large the final system will be there are FPGAs in 

both the Fusion and the ProASIC3/E families that have a sufficient 
amount of system gates to meet this specification. 

 
R 5 The FPGA must be resistant to Firm Errors.
Solution:  By using Flash or Antifuse FPGAs the design will be immune to Firm 

Errors. 
 
R 6, R 7 Data transmission between the ADC and the FPGA must be done using 

a serial bus. Error detection must be included in the receiver part of the 
data bus. Corrupt data must not be forwarded to the automatic control 
part of the system.

Solution:  A bus protocol that satisfies these specifications was implemented in 
the design. Details about the bus design are found in chapter 6.8. 

 
R 8 The FPGA technology chosen must use 3.3 voltage techniques.
Solution: Both the Fusion and ProASIC3/E families meet this specification. 
 
R 9 A warning signal must be implemented to warn if the motor is about to 

move out of the valid range.
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Solution: The optical decoder block described in chapter 6.3.2 has this 
functionality and therefore the specification is met. 

 
R 10 A shutdown signal to force the motor to a halt must be implemented if 

the motor is moving outside the valid range.
Solution: The optical decoder block described in chapter 6.3.2 together with the 

automatic control block described in chapter 6.5 has this functionality 
and therefore the specification is met. 

 
R 11 The FPGA chosen must be specified for the industrial temperature 

range (-40ºC to +85ºC).
Solution: Certain members of the both the Fusion and ProASIC3/E families meet 

this specification. 
 
R 12  All IP-Blocks used must be open source with provided source code.
Solution: VHDL code for all blocks used on the FPGA will be provided for 

verification. No company secret propriety code will be used. 
 
R 13 Documentation to establish correlation between system specification, 

detailed design, implementation and verification must be kept and 
updated throughout the design process.

Solution: All VHDL code will include comments including version numbers and 
dates. This information can be cross-referenced to the system 
requirements and other documents making sure no design changes will 
violate other requirements. 

 
R 14 The minimum resolution of position change of the motor must be 

determined by the optical encoder, not the optical decoder.
Solution: Every move of the motor is detected by the optical encoder with a very 

high accuracy and forwarded to the optical decoder. The Optical 
decoder block is set to trigger on every change of the input signal 
according to the state machine in Figure 9 and diagram in Figure 8. 
The maximum frequency of the input signal to the Optical decoder is 
33 kHz which is sampled by the Optical decoder block at 400 kHz. 
Therefore no change in the Optical encoder can be undetected by the 
Optical decoder. 

7.2 Hardware development tools 
To help with verification and traceability of the development process, all support 
software programs used for VHDL design, simulation, verification and FPGA 
programming must be listed. All tools in this design process were run on a Microsoft 
Windows XP SP2 PC. These tools were: 
 
VHDL Design tool: 
 Actel Libero IDE ver. 7.2.3.2, release: v7.2 SP2 
 
VHDL Simulation tool: 
 Mentor Graphics ModelSim Actel ver. 6.1b 
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Synthesis tool: 
 Synplicity Synplify ver. 8.5F 
 
Place & Route tool: 
 Actel Designer ver. 7.2.3.2 
 
FPGA Programming tool: 
 Actel FlashPRO ver. 7.1.0.13, release: v4.2 
 
Waveformer Stimulus tool: 
 SynaptiCAD WaveFormer Lite ver.10.04a 

7.3 Following the Hardware Design Life Cycle 
Chapter 4 and Figure 6 described the Hardware Design Life Cycle between the 
system process and the manufacturing process. This section will follow the different 
processes described there and use them on the design project. The supporting 
processes will only be mentioned briefly since it is outside the scope of the design 
project to validate and verify the project with focus on establishing guides for 
continuous hardware production. The supporting processes includes: validation and 
verification processes, configuration management, process assurance and certification 
liaison. 

7.3.1 Planning 
The planning process is when the specifications derived from the apparatus level are 
to be implemented on the FPGA level. In this project the specifications are given in 
chapter 7.1. It’s up to the developer to make sure that they are implemented and that 
the final design does not include any unintended behaviors. 

7.3.2 Conceptual design 
The conceptual design can be a functional schematic on a block level showing the 
functionality of the project. In this design project the conceptual design is shown in 
Figure 7. 

7.3.3 Requirements capture 
The requirements capture identifies all hardware to be used in the design. In the 
system design to be verified this means only the FPGAs. All other hardware is not on 
the FPGA level and is therefore not included in the scope of the requirements capture 
of this project. 

7.3.4 Detailed design 
The detailed design includes all code used for the project, either in Verilog or VHDL. 
Since one of the requirements of this project (R 12) was that all IP Blocks must be 
open source all VHDL code will be included as a part of the hardware design process. 

7.3.5 Implementation process 
In the implementation process a hardware item should be produced. In the case of 
FPGAs this includes performing a place & route file derived from the detailed design. 
This place and route file must not be altered because two place and route files derived 
from the same detailed design must not be identical. The place and route file is then 
used to program the FPGA with the intended functionality. 
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7.3.6 Product Transition 
Product transition means that a production line should be establish to reproduce the 
hardware from the implementation process. This includes a test and control 
mechanism for the programmed FPGAs. Establishing test and control mechanisms are 
normally important but outside the scope of the design process since these hardware 
items are only produced in one unit. Normally the quantities produced in the aviation 
industry are so small that it would not be a problem to individually test each FPGA 
according to the implementation process. 

7.3.7 Validation and Verification Process 
The validation process intends to ensure that the derived requirements on FPGA level 
are complete and correct with respect to requirements on higher levels as shown in 
Figure 13. 
 
In the verification process tests are performed to verify that the produced hardware 
meets the original requirements. The validation and verification process includes 
reviews, analyses and tests. For hardware with design assurance level A and B the 
validation and verification process must be performed by other people than those in 
the design team. With sufficient documentation during the design process showing 
traceability between hardware requirements, implementation, validation and 
verification procedures and the result the design project should not have any problem 
passing neither the validation or verification process. 

7.3.8 Configuration Management 
The configuration management handles changes that are applied to a system during 
development. To ensure traceability even through multiple design changes every 
configuration must be uniquely identified and documented.  Reasons for a change 
must be given to make sure that a system change does not effect other requirements. 
As long as the documentations for the project are updated and kept intact the required 
traceability through out the design life cycle will be fulfilled. 

7.3.9 Process assurance and Liaison process 
The process assurance and Liaison process are global support processes to verify that 
initial objectives are met and activities have been completed as scheduled in the 
outline. The liaison process describes the communication between the designer 
applicant and the certification authorities and lists the documentations needed to be 
provided for authority approval, the process assurance is an internal control process. 
As with the processes mentioned in chapter 7.3.7 and 7.3.8 the requirements in this 
process will be fulfilled as long as the documentations supply traceability throughout 
the design process. 
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8 Results and discussion 
In this chapter the results of the thesis are provided, the future of FPGAs and the 
difficulties with using system on chip solutions for safety critical systems are 
discussed. Finally thoughts of questions that can be answered if more studies are 
performed are presented. 
 
Being a rather small customer on the PLD market with extreme demands of fail-safe 
behavior the aviation industry has difficulties using normal industrial standard 
hardware in safety critical systems. Redundancy technologies are of no use if the 
functionality of the single chip can not be verified in the first place. 
 
On the other hand the PLD industry faces much larger development costs if their 
products were to meet all requirements set up by the aviation authorities. On a market 
where the ongoing battle between several semiconductor companies forces launches 
of products using new technologies where functionality is more important than 
stability and without plans for providing the design information needed for safety 
critical system certification, the aviation industry is forced to use older and more 
reliable technologies with a service history. 
 
The Actel Fusion is a good example of the results of implementing more functionality 
on a single chip which eliminates the need of external ADCs. However there is still 
too much information about how the different systems within the chip interacts that 
Actel is not revealing for the Fusion FPGA to pass through certification according to  
RTCA DO-254. 
 
Standard FPGAs, programmed using Verilog or VHDL languages are today used in 
several real airborne safety critical systems, for example more than 700 Actel FPGAs 
are used in the Airbus A380 commercial airliner [8]. That a certification procedure for 
a standard non-embedded FPGA based safety critical system is possible has been 
shown in this thesis. 
 
In the future I believe that simple FPGAs will continue to play an important part of 
airborne system development. Complex FPGAs which moves towards complete 
embedded system-on-chip solutions can and will be used in non-critical airborne 
systems within a few years. 

8.1 FPGA vs. ASIC 
The alternative to the FPGA technology are ASICs. I believe that the FPGAs have an 
advantage over ASICs due to the much lower manufacturing costs for small series. In 
the aviation industry and especially in the military aviation industries the number of 
chips needed are much lower than for example the mobile telephone industry. 
Therefore the cost per unit for small production series is substantially lower using 
FPGAs than using ASICs. Another FPGA advantage is that the time from complete 
design to testable hardware is only a few minutes. An error that requires a modified 
design does not lead to the same cost both in money and time if FPGAs are used 
instead of ASICs. 
 

 39



 

On the other hand ASICs are safer to use than FPGAs. While designing an ASIC the 
designer knows exactly how the silicon layout looks like and that the layout of all 
ASICs are identical and unchangeable. Even an antifuse FPGA could theoretically 
malfunction if unwanted connection between different routing channels would 
randomly occur during operation. In safety critical systems, redundancies would take 
care of this problem and since FPGAs are used in Level A systems today the systems 
must fulfill the requirements of not failing more than once every 109 flight hours. 

8.2 Future work 
The programmable logic industry will continue to design system-on-chip solutions for 
the market including for example soft processors, analog and digital amplifiers, 
communication interfaces and filters. If these solutions could be used in the aviation 
industry it would mean using fewer systems that could do more, thereby among other 
things reducing system complexity and developing costs. The question of how these 
embedded chips could pass certification to be used safety critical systems remains 
unanswered. 
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Appendix A. Simulations 
10

10
10

10
11

01
10

01
01

11
11

01
00

11
11

00
11

11
00

10
10

00
00

11
01

10
10

10
10

11
01

10
01

01
11

11
01

00
11

11
00

11
11

00
10

10
00

00
11

01

0
40

0 
us

80
0 

us
12

00
 u

s

/te
st

be
nc

h/
ad

c
10

10
10

10
11

01
10

01
01

11
11

01
00

11
11

00
11

11
00

10
10

00
00

11
01

/te
st

be
nc

h/
cl

k4
00

k

/te
st

be
nc

h/
sy

st
em

_r
es

et

/te
st

be
nc

h/
re

fe
re

nc
e_

po
si

tio
n

10
10

10
10

11
01

10
01

01
11

11
01

00
11

11
00

11
11

00
10

10
00

00
11

01

/te
st

be
nc

h/
er

ro
r

/te
st

be
nc

h/
bu

s_
po

si
tiv

e

/te
st

be
nc

h/
bu

s_
ne

ga
tiv

e

/te
st

be
nc

h/
bu

s_
cl

k

E
nt

ity
:te

st
be

nc
h 

 A
rc

hi
te

ct
ur

e:
tb

ge
ne

ra
te

dc
od

e 
 D

at
e:

 F
ri 

F
eb

 0
2 

08
:5

5:
43

 V
ˆ⁄s

te
ur

op
a,

 n
or

m
al

tid
 2

00
7 

  R
ow

: 1
 P

ag
e:

 1

 
 
Figure 14 Simulation of the data bus running at 100 kHz 
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Figure 15 Simulation of the Pulse Width Modulation generated by the PWM IP-Block 
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Appendix B. Abbreviations 
ADC  Analog/Digital-Converter 

AES  Advanced Encryption Standard 

ASIC  Application-Specific Integrated Circuit 

CMA  Common Mode Analysis 

COTS  Commercial of The Shelf 

ESD  Electrostatic Discharge 

FAA  Federal Aviation Authority 

FFP  Functional Failure Path 

FFPA  Functional Failure Path Analysis 

FHA  Functional Hazard Analysis 

F-FMEA Functional Failure Mode & Effect Analysis 

FPGA  Field Programmable Gate Arrays 

HAS  Hardware Accomplishment Summary 

I/O  Input/Output 

IP (here) Intellectual Property 

LSB  Least Significant Bit 

MAC (here) Message Authentication Code 

MSB  Most Significant Bit 

MUX  Multiplexer 

PHAC  Plan for Hardware Aspects of Certification 

PLD  Programmable Logic Device 

PSSA  Preliminary System Safety Analysis 

PWM  Pulse-Width Modulation 

RTCA  Radio Technical Commission for Aeronautics 

SEU  Single Event Upset 

SSA  Safety Specific Analysis 

VHDL  VHSIC Hardware Description Language 

VHSIC Very High-Speed Integrated Circuit
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