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A B S T R A C T

Fault diagnosis of dynamic systems is done by detecting changes in time-series data, for example residuals,
caused by system degradation and faulty components. The use of general-purpose multi-class classification
methods for fault diagnosis is complicated by imbalanced training data and unknown fault classes. Another
complicating factor is that different fault classes can result in similar residual outputs, especially for small
faults, which causes classification ambiguities. In this work, a framework for data-driven analysis and open-set
classification is developed for fault diagnosis applications using the Kullback–Leibler divergence. A data-
driven fault classification algorithm is proposed which can handle imbalanced datasets, class overlapping,
and unknown faults. In addition, an algorithm is proposed to estimate the size of the fault when training
data contains information from known fault realizations. An advantage of the proposed framework is that it
can also be used for quantitative analysis of fault diagnosis performance, for example, to analyze how easy
it is to classify faults of different magnitudes. To evaluate the usefulness of the proposed methods, multiple
datasets from different fault scenarios have been collected from an internal combustion engine test bench to
illustrate the design process of a data-driven diagnosis system, including quantitative fault diagnosis analysis
and evaluation of the developed open set fault classification algorithm.
. Introduction

Fault diagnosis of technical systems deals with the problem of de-
ecting and isolating faults by comparing model predictions of nominal
ystem behavior and data from sensors mounted on the monitored
ystem (Jung, Ng, Frisk, & Krysander, 2018). Early detection of faults
nd identifying their root cause are important to improve system relia-
ility and to be able to select suitable counter measures. Two common
pproaches of fault diagnosis are model-based and data-driven (Gao,
ecati, & Ding, 2015).

Model-based fault diagnosis relies on a mathematical model de-
cribing the nominal system behavior, where the model is derived
ased on physical insights about the system. Residuals are computed
y comparing model predictions and sensor data to detect inconsisten-
ies caused by faults (Isermann, 2005; Jiang, Yin, & Kaynak, 2020).
ata-driven fault diagnosis uses training data from different operating
onditions and faulty scenarios to capture the relationship between a
et of input and output signals (Dai & Gao, 2013). The output signal
ould be a feature or sensor value to be predicted, which is referred to
s regression, or the class label that input data belong to, referred to as
lassification (Hastie, Tibshirani, & Friedman, 2009).

Fault detection and isolation are complicated by prediction inac-
uracies and measurement noise (Eriksson, Frisk, & Krysander, 2013).
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For nonlinear dynamic systems, the sensor data distribution varies due
to different operating conditions which requires complex data-driven
classifiers to capture the distribution of different classes to distinguish
between faults. One solution, see for example (Jung, 2020a), is to use
residual generators to compute residual outputs as features to filter out
the system dynamics before classifying faults.

Even though system dynamics can be filtered out in feature data, the
distribution of faulty data is not only dependent on fault class but also
the realization of the fault, e.g., fault magnitude and excitation. Thus,
collecting representative training data from various fault scenarios that
can occur in the system is a complicated task, especially when develop-
ing a diagnosis system during early system life when failures are still
rare (Theissler, 2017). General-purpose models for supervised multi-
class classification, such as Random Forests and Neural Networks, have
a risk of misclassifications when training data are limited since these
methods assume that training data are representative of all data classes.
In many technical applications, it is necessary that a diagnosis system
can handle limited, and imbalanced, training data and is able to detect
likely unknown fault scenarios that would require special attention
by an operator or technician (Theissler, 2017). One application is,
for example, computer aided troubleshooting where a priority list of
plausible fault hypotheses can guide a technician when identifying
the faulty component (Pernestål, Nyberg, & Warnquist, 2012). It is
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Fig. 1. The figure shows residual data from the engine case study where data from three of four residual generators are plotted against each other. The different colors correspond
o data from different fault classes where 𝑁𝐹 represents the fault-free class. (For interpretation of the references to colour in this figure legend, the reader is referred to the web

version of this article.)
also important to update the models over time as more training data
become available to improve classification performance (Dong, Shulin,
& Zhang, 2017; Jung et al., 2018; Sankavaram, Kodali, Pattipati, &
Singh, 2015).

Another complicating factor of data-driven fault diagnosis is class
overlapping (Lee & Kim, 2018) when different faults have similar
impact on the system behavior. One example is when trying to clas-
sify small faults at an early stage, which can result in classification
ambiguities (Campagner, Cabitza, & Ciucci, 2020). This is illustrated
in Fig. 1 where real data from a set of residual based fault detectors for
an internal combustion engine test bench (Jung, 2020a), are plotted
against each other. The figure shows that fault-free data (No Fault
- 𝑁𝐹 ) and data from the different fault classes 𝑓𝑖 are overlapping,
especially data from small faults close to the origin. It can also be
different fault classes that have similar impact on system behavior,
e.g., the faults 𝑓𝑦𝑝𝑖𝑚 and 𝑓𝑦𝑖𝑚𝑙 that are both related to the engine intake

anifold. Thus, it is not desirable to compute only the most likely
ault hypothesis (class label), since this could fail to identify the true
ault, but instead find all plausible fault hypotheses that can explain the
bserved data. Note that this is different from multi-label classification
ince each sample belongs to one fault class but can be explained by
ultiple classes (Campagner et al., 2020).

Different classifiers that can handle overlapping classes have been
roposed in, for example, (Lee & Kim, 2018). Because of overlapping
ault classes, analysis methods that can quantify how easy it is to
istinguish between different fault classes are necessary during the
iagnosis system design process (Eriksson et al., 2013). Applying quan-
itative analysis early during the system development phase can be used
o predict if, for example, fault diagnosis performance requirements
an be met. Some of the most common performance analysis methods
f multi-class classifiers are cross-validation and confusion matrices,
ee e.g. Hastie et al. (2009). Note that these methods are used to
valuate the performance of a given classifier rather than analyzing the
istribution of data from different fault classes. There are also methods,
uch as (Van der Maaten & Hinton, 2008), that can help to visually
nalyze multi-dimensional data. However, it is not obvious how to use
his information to quantitatively measure separation between different
lasses.

Besides fault detection and isolation, an important task of diagnosis
ystems is to track system degradation, for example by continuously
2

estimating the size, or severity, of a fault that is present in the system.
Accurate information about fault size is important for predictive main-
tenance (Larsson, Å slund, Frisk, & Eriksson, 2014), prognostics (Daigle,
Saha, & Goebel, 2012), and fault reconstruction algorithms (Yan & Ed-
wards, 2007). Several model-based techniques for fault size estimation
have been proposed, see e.g. (Daigle et al., 2012). Still, it is a non-trivial
problem to estimate the fault size when no fault models are available.

The main objective of this work is to develop a framework for
data-driven analysis and classification for fault diagnosis of dynamic
systems. The first contribution is a quantitative analysis method for
data-driven fault classification using the Kullback–Leibler (KL) diver-
gence to model data from different fault classes and to analyze fault
detection and isolation performance for a given set of features. The
second contribution is a data-driven open set classification algorithm
designed for fault diagnosis applications that can handle: limited train-
ing data, unknown fault classes, and overlapping regions of different
classes. A third contribution is a data-driven fault size estimation
algorithm, using the same modeling framework, when training data are
available with known fault sizes. As a case study, real data are collected
from an internal combustion engine test bench which is operated during
both nominal and faulty operation (Jung et al., 2018).

The outline of this paper is as follows. First, the problem statement
is presented is Section 2. Related research is summarized in Section 3
and some background to fault diagnosis and quantitative fault detection
and isolation analysis is given in Section 4. Then, the proposed frame-
work for data-driven quantitative analysis is presented in Section 5, the
proposed open set fault classification algorithm in Section 6, and the
fault size estimation algorithm in Section 7. The internal combustion
engine case study is described in Section 8 and the results of the
experiments are presented in Section 9. Finally, some conclusions are
summarized in Section 10.

2. Problem statement

The main objective is to develop a data-driven framework for
supervised machine learning and data-driven analysis to systemati-
cally address the complicating factors of data-driven fault diagnosis
of non-linear dynamic systems. The characterizing properties of the
data-driven fault diagnosis problem are summarized in the following
bullets:
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• Training data are not representative of all relevant fault realiza-
tions

• There are both known and unknown fault classes
• Feature data from different fault classes are overlapping
• The distribution of feature data is not only depending on fault

class, but also fault magnitude and excitation

Even though there has been significant work done in data-driven fault
diagnosis and machine learning, it is still an open question how to
address all these complicating factors in a common framework.

In the problem formulation, it is assumed that a set of 𝑛 features
has been developed to monitor a non-linear dynamic system. The set of
computed features is time-series data, for example residuals computed
from sensor outputs, that can be used to detect faults in the system. It
is assumed that a set of training data has been collected from different
nominal and faulty scenarios where the samples are correctly labeled.
Labeling mainly considers which fault class each sample belongs to, but
it will also be investigated what can be done when information about
fault sizes is available as well. It is assumed that the available training
data fulfill the characterizing properties listed above.

The first objective of this work is to develop a data-driven frame-
work for modeling of different fault classes. To analyze the properties
of training data, a quantitative method will be developed that is able
to analyze the ability to classify the different faults. The proposed
method should be able to quantify how easy it is to distinguish between
different fault classes which can give valuable insights about the nature
of different faults.

The second objective is to develop a fault classification algorithm
that is designed to detect and classify known fault classes that can
explain the observations but also identify scenarios with unknown
faults. Because feature data is assumed to overlap between different
classes, the classifier should be designed such that the computed fault
hypotheses are based on the characterizing properties of training data
to avoid misclassifications.

The third objective considers the case when training data are col-
lected from different fault realizations with known fault magnitudes,
e.g., a given sensor bias or leakage diameter. The purpose is to use the
proposed framework to estimate the magnitude of a detected known
fault to track the system health when no mathematical model is avail-
able to estimate the fault.

3. Related research

There has been an increasing focus on data-driven classification
algorithms that can handle unknown classes, which is referred to
as open set classification, see e.g. Scheirer, de Rezende Rocha, Sap-
kota, and Boult (2013), and overlapping classes, see e.g. Lee and
Kim (2018). However, it is still an open problem how to address all
these mentioned characteristics of data-driven fault diagnosis problems.
Open set classification has been used in, e.g., computer vision, to
deal with unknown classes not covered by training data (Scheirer
et al., 2013). Different algorithms have been developed to solve the
open set classification problem, for example Weibull-calibrated support
vector machines (Scheirer, Jain, & Boult, 2014) and extreme value
machines (Rudd, Jain, Scheirer, & Boult, 2018).

Different data-driven approaches have been proposed for open set
fault classification to handle both known and unknown fault scenarios,
for example, one-class support vector machines (Jung, 2020b; Jung
et al., 2018), conditional Gaussian network (Atoui, Cohen, Verron, &
Kobi, 2019), ensemble methods (Theissler, 2017), and Hidden Markov
Models (Yan, Luh, & Pattipati, 2018). Several papers have proposed
open set classification algorithms for machinery condition monitoring,
see for example (Tian, Wang, Zhang, Lu, & Ma, 2018; Wang, Xin,
& Xu, 2021; Yu et al., 2021). The authors of Tian et al. (2018)
propose a hybrid approach combining different data-driven methods
and subspace learning. In Wang et al. (2021), a neural network with
residual learning blocks is proposed and Yu et al. (2021) proposes a
3

deep learning neural networks-based approach to handle the situations
where training data and test data are collected from different operating
conditions. In Michau and Fink (2019), a domain adaptation open
set classification approach is proposed combining auto-encoders, a
proposed homothety loss, and an origin discriminator, to monitor a
system using training data from other similar systems. With respect
to previous works, the proposed data-driven framework can also be
used to evaluate fault diagnosis performance given a set of features.
The same framework is used to design an open set fault classification
algorithm that handles overlapping classes, including scenarios with
unknown faults, and estimates the fault sizes of known fault classes by
evaluating the probability distribution of feature data.

Quantitative fault detection and isolation analysis has been con-
sidered in, for example, (Eriksson et al., 2013; Li & Ding, 2020).
In Eriksson et al. (2013), the KL divergence is used to analyze time-
discrete linear descriptor models. Similar approaches have also been
used in e.g. Fu, Wang, Li, and Li (2020) and Gienger, Wagner, Böhm,
Sawodny, and Tarín (2020). In Li and Ding (2020), diagnosis perfor-
mance is measured based on the distance between different kernel
subspaces. One application of quantitative analysis is sensor selection,
see for example (Jiang & Li, 2019; Jung, Dong, Frisk, Krysander, &
Biswas, 2020). The KL divergence has also been used for fault detection,
see for example (Chen, Jiang, & Lu, 2018; Yan et al., 2018). With
respect to these mentioned works, a data-driven framework is proposed
here for quantitative fault diagnosis performance analysis, open set
fault classification, and fault size estimation.

Developing a mathematical model of complex systems with suffi-
cient accuracy for fault diagnosis purposes is a time-consuming pro-
cess (Naderi & Khorasani, 2017; Shen & Khorasani, 2020). This has
motivated the use of machine learning and data-driven fault diagnosis
methods to instead learn the system behavior from collected data. Still,
model-based techniques can be used to derive useful features for system
monitoring, see e.g. Larsson et al. (2014). One example is model-
based residuals that can filter out system dynamics and improve signal
fault-to-noise ratio which reduces the need for complex data-driven
classification models to distinguish between different fault classes (Jung
et al., 2018).

Several recent papers consider hybrid diagnosis system designs for
dynamic systems combining, e.g., model based residual generators
and machine learning. In Luo, Namburu, Pattipati, Qiao, and Chigusa
(2009), model-based residuals and observers are used for fault detec-
tion in an automotive braking system where a hybrid fault isolation
approach is proposed combining model-based fault isolation and sup-
port vector machines. The same braking system case study is also
considered in Slimani, Ribot, Chanthery, and Rachedi (2018) where an
ensemble classifier is proposed combining both model-based and data-
driven fault detectors. In Khorasgani and Biswas (2018), both sensor
data and residual data are used as input to a tree augmented naive
Bayes fault classifier. In Zhang, Biswas, Zhao, Zhao, and Feng (2019),
feature selection using neural networks is applied before training the
fault classifiers. In Tidriri, Tiplica, Chatti, and Verron (2018), model-
based residuals and sensor data are used as inputs to a Bayesian
network to perform fault classification and in Matei, Zhenirovskyy,
de Kleer, and Feldman (2018) model data features are extracted and
fed into a neural network classifier. With respect to previous work, the
proposed diagnosis system can identify unknown fault scenarios and
estimate the fault size of known faults.

Fault size estimation is important for tracking system degrada-
tion (Larsson et al., 2014), prognostics (Daigle et al., 2012) and fault
reconstruction (Yan & Edwards, 2007). In Wan, Keviczky, Verhaegen,
and Gustafsson (2016), a robust linear receding horizon model-based
approach is proposed for fault estimation for linear discrete-time state
space models with additive faults. In Naderi and Khorasani (2018), a
data-driven fault estimation algorithm is evaluated on an aircraft gas
turbine case study where a linear state-space model, is estimated from
data, and then used to estimate the fault size by assuming additive fault
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models. In these mentioned works, the faults are included as parameters
in the system model and estimated using model-based techniques. With
respect to these works, a data-driven fault size estimation algorithm is
proposed when no model of the fault is available.

Some work on data-driven fault size estimation has been done, see
for example (Guo, Chen, & Shen, 2016; Sawalhi, Randall, & Endo,
2007). In Sawalhi et al. (2007), faults are assumed to appear as pulses
in the time domain data which is inherently tied to the bearing case.
In Guo et al. (2016), Paris’ formula (Paris & Erdogan, 1963), estimating
crack growth in bearings, is used to interpolate between distributions
from known fault sizes. A hybrid method is proposed in Ezzat, Tang,
and Ding (2020) for structural health monitoring combining finite
element models and machine learning to estimate fault location and
severity. In Zhang, Delpha, and Diallo (2020), a fault detection and
estimation scheme are proposed for incipient faults using the Jensen–
Shannon divergence measure. With respect to previous work, fault
size estimation is formulated as an optimization problem using the KL
divergence and training data from different types of fault realizations.

4. Background

To address the fault diagnosis problem, a data-driven framework
is proposed to model data from different fault classes and quantify
fault diagnosis performance. A summary of the relevant results and
definitions from previous work (Eriksson et al., 2013) is presented here.

4.1. Modeling fault classes

Let �̄� = (𝑟1, 𝑟2,… , 𝑟𝑛) denote a set of 𝑛 signals or features, for
example residuals. A sample of �̄� at time index 𝑡, denoted �̄�𝑡, belongs
to one of 𝑚 known fault classes {𝑓1, 𝑓2,… , 𝑓𝑚}. The fault-free class is
denoted 𝑁𝐹 (No Fault). To capture the impact of model uncertainties
and measurement noise, each dataset {�̄�1, �̄�2, �̄�3,…} is partitioned into
batches of size 𝑁 , for example 𝑅 = {�̄�𝑡−𝑁+1, �̄�𝑡−𝑁+2,… , �̄�𝑡}, where the
distribution of data in each batch is modeled as a probability density
function (pdf) 𝑝 = 𝑝(𝑅). An illustration of the one-dimensional case
is shown in Fig. 2. The figure shows partitioned time-series data and
the estimated Gaussian distribution for each batch. For comparison,
the distribution for each batch is also estimated using a kernel density
estimator. It is assumed that all samples in one batch belong to the
same fault class.

The pdf 𝑝(𝑅) of each batch 𝑅 varies depending on different system
operating conditions, such as, operating point and fault realization. Let
𝛺𝑖 = 𝛺𝑖(�̄�) denote the set of pdfs, based on the feature set �̄�, that can
be explained by fault 𝑓𝑖 where 𝑝(𝑅) ∈ 𝛺𝑖(�̄�) is used to denote one pdf
𝑝(𝑅) in the set. For example, if 𝑝 ∼  (𝜇,𝛴) is a multivariate normal
distribution, the mean estimate �̂� and covariance estimate �̂� can be
obtained from a batch of 𝑁 samples, 𝑅 = {�̄�1, �̄�2,… , �̄�𝑁}, as

̂ = 1
𝑁

𝑁
∑

𝑡=1
�̄�𝑡 �̂� = 1

𝑁 − 1

𝑁
∑

𝑡=1
(�̄�𝑡 − �̂�)(�̄�𝑡 − �̂�)T (1)

The following definition is used to model each fault class.

Definition 1 (Fault Mode). Let {�̄�1, �̄�2, �̄�3,…} be a set of time series data,
when fault 𝑓𝑖 is present, that is partitioned into a set of consecutive
batches where each batch is represented by a pdf 𝑝(𝑅). A fault mode is
defined by the set 𝛺𝑖(�̄�) with corresponding pdfs 𝑝(𝑅) ∈ 𝛺𝑖(�̄�) for each
batch that can be explained by fault class 𝑓𝑖.

To simplify notation, 𝑝 and 𝛺𝑖 are used where the dependence
on 𝑅 and �̄�, respectively, are omitted. Different fault classes 𝑓𝑖 are
represented by different modes 𝛺𝑖 where 𝛺𝑁𝐹 is used to denote the
fault-free mode. Note that each fault mode 𝛺𝑖 is modeled independently
and there can be pdfs that belong to multiple fault modes, i.e., different
fault realizations can result in the same distribution of data in one
batch.
4

Detectability and isolability of different fault classes depend on if
there are observations (pdfs) that can be explained by one fault class
but not another, i.e., a fault class 𝑓𝑖 can be isolated from another fault
𝑓𝑗 if there is a 𝑝 ∈ 𝛺𝑖 such that 𝑝 ∉ 𝛺𝑗 .

Definition 2 (Fault Isolability). A fault class 𝑓𝑖 is isolable from another
fault class 𝑓𝑗 if 𝛺𝑖 ⧵ 𝛺𝑗 ≠ ∅. If a fault 𝑓𝑖 is isolable from the fault-free
class, then the fault is said to be detectable.

Using Definition 2, it is possible to analyze fault detection and
isolation performance by comparing the different sets 𝛺𝑖 where 𝑖 =
1, 2,… , 𝑚 (Jung, Khorasgani, Frisk, Krysander, & Biswas, 2015). Note
that, even though fault modes are isolable from each other it does not
mean that all pdfs 𝑝 ∈ 𝛺𝑖 can distinguish 𝑓𝑖 from 𝑓𝑗 . These ambiguities
are caused by, for example, model uncertainties and sensor noise or
lack of fault excitation. One illustration of fault excitation is leakage
detection where the flow through the orifice, and thus detection per-
formance, depends on the pressure difference since a small difference
will result in a small leakage flow which can be difficult to detect.

4.2. Fault classification by rejection of fault hypotheses

Assuming that faults can be small or have varying impact on the
feature set �̄�, each fault class 𝑓𝑗 is modeled such that the nominal
mode 𝛺𝑁𝐹 ⊆ 𝛺𝑗 . An implication is that it is possible to distinguish
faults from nominal behavior but not vice versa. This is consistent
with the principles of consistency-based fault isolation algorithms, such
as (De Kleer & Williams, 1987), where 𝑝 ∈ 𝛺𝑁𝐹 can be explained by
a fault free system but also that the system is faulty (in case the fault
has not yet been detected).

Instead of selecting the most likely target class, the set of plausible
fault hypotheses is computed by rejecting fault classes that cannot
explain data. A fault is detected when the fault-free class is rejected,
i.e., when 𝑝 ∉ 𝛺𝑁𝐹 . Similarly, fault classification is not performed by
selecting the most likely fault class but by rejecting fault hypotheses,
e.g., a fault class 𝑓𝑗 is rejected if 𝑝 ∉ 𝛺j. This principle will be used
here when performing data-driven fault isolation.

4.3. Quantitative fault diagnosis analysis

The similarities between the different fault modes {𝛺1, 𝛺2,… , 𝛺𝑚}
can be used to analyze fault diagnosis performance for a given system.
However, only analyzing qualitative performance, such as fault isolabil-
ity in Definition 2, does not give sufficient information regarding how
easy it is to detect and isolate different faults. If feature distributions
are used to model each fault class, one way to quantify fault diagnosis
performance is to use the KL divergence to measure the similarity
between two pdfs (Eriksson et al., 2013). The KL divergence can be
used as a similarity measure between pdfs and is defined as (Kullback
& Leibler, 1951)

𝐾(𝑝 ∥ 𝑞) = ∫ 𝑝 log
(

𝑝
𝑞

)

𝑑𝑝 = E𝑝

[

log
𝑝
𝑞

]

(2)

where E𝑝 [⋅] denotes the expected value given the pdf 𝑝.
From a fault diagnosis perspective, (2) can be interpreted as the

expected value of a log-likelihood ratio test determining if �̄� is drawn
from a distribution with a pdf 𝑝 or 𝑞 when 𝑝 is the true density function.
If 𝑝 and 𝑞 are two pdfs representing two different fault realizations, the
larger the value of 𝐾(𝑝 ∥ 𝑞) the easier it is to distinguish 𝑝 from 𝑞 when
𝑝 is true. However, since each fault can have different realizations,
quantitative isolation performance of fault 𝑓𝑖 with realization 𝑝 from
another fault 𝑓𝑗 is defined by the smallest value of 𝐾(𝑝 ∥ 𝑞) for all
𝑞 ∈ 𝛺𝑗 . This measure is proposed in Eriksson et al. (2013), called
distinguishability, and is defined as

∗
𝑖,𝑗 (𝑝) = min 𝐾(𝑝 ∥ 𝑞) (3)
𝑞∈𝛺𝑗
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Fig. 2. An illustration of the one-dimensional residual which is partitioned into consecutive batches and the estimated data distribution of each batch. The distribution is estimated
using a Gaussian distribution and a kernel density estimation. The upper plot shows the estimated Gaussian distribution using all samples in each batch and the lower plot the
estimated distribution after removing 10% of the outliers in each batch.
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If the distribution of batch �̄� is described by pdf 𝑝 when fault 𝑓𝑖 is
present, i.e., 𝑝 ∈ 𝛺𝑖, the distinguishability measure ∗

𝑖,𝑗 (𝑝) quantifies
how easy it is to isolate 𝑓𝑖 from 𝑓𝑗 . A large value of (3) corresponds
to an easier isolation problem (Jung et al., 2020). Fault detection
performance is denoted ∗

𝑖,𝑁𝐹 (𝑝). The distinguishability measure ∗
𝑖,𝑗 (𝑝)

is non-negative and equal to zero if and only if 𝑝 ∈ 𝛺𝑗 , i.e., when it
is not possible to isolate from fault class 𝑓𝑗 . Another property of the
distinguishability measure is that if 𝛺𝑁𝐹 ⊆ 𝛺𝑗 , then (Eriksson et al.,
2013)

∗
𝑖,𝑁𝐹 (𝑝) ≥ ∗

𝑖,𝑗 (𝑝) (4)

This result can be interpreted as that it is easier to detect a fault 𝑓𝑖 than
to isolate it from another fault 𝑓𝑗 .

If 𝑝 ∼  (𝜇𝑝, 𝛴𝑝) and 𝑞 ∼  (𝜇𝑞 , 𝛴𝑞) are two 𝑛-dimensional mul-
tivariate normal distributions with known mean vectors, 𝜇𝑝, 𝜇𝑞 ∈ R𝑛,
and covariance matrices, 𝛴𝑝, 𝛴𝑞 ∈ R𝑛×𝑛, 𝐾(𝑝 ∥ 𝑞) can be computed
analytically as (Bishop, 2006)

𝐾(𝑝 ∥ 𝑞) = 1
2

[

Tr
(

𝛴−1
𝑞 𝛴𝑝

)

+ (𝜇𝑞 − 𝜇𝑝)⊺𝛴−1
𝑞 (𝜇𝑞 − 𝜇𝑝) − 𝑛 + log

( det 𝛴𝑞

det 𝛴𝑝

)]

(5)

Even though 𝐾(𝑝 ∥ 𝑞) can be computed analytically if 𝑝 and 𝑞
re multivariate normally distributed, other probability distributions,
uch as Gaussian mixture models (Bishop, 2006), can be used to model
 f

5

the distribution of �̄�. Gaussian mixture models are more flexible than
ultivariate normal distributions but have no analytical expression

or the KL divergence. Even though there are methods to numerically
pproximate (2), see for example (Hershey & Olsen, 2007), it is a
radeoff between model fit and evaluation cost of ∗

𝑖,𝑗 (𝑝).
For illustration, Fig. 2 shows an example of residual data from

he case study. The upper plot shows that the normal distribution
an approximate the mean and variation in batch data, except when
here are outliers, and the variance is overestimated. One solution is to
emove the extreme values, e.g., 10% of the samples in each batch, by
onsidering them as outliers before estimating the normal distribution.
he lower plot in Fig. 2 shows the resulting normal distributions and

t is visible that the estimated variance better captures the variation
n data represented by a kernel density estimator. In this work, it is
ssumed that data in each batch can be represented by a multivariate
ormal distribution.

. Approximated distinguishability measure using training data

In many applications, the sets 𝛺𝑗 are either partially, or completely,
nknown because training data only consist of a limited number of
ault realizations. This means that the distinguishability measure (3)
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Fig. 3. The upper plot shows an illustration of the approximate distinguishability measure (6) from a set of pdfs, 𝑝1, 𝑝2, and 𝑝3, to a fault mode �̂�𝑗 . The dashed lines show each
pdf 𝑞 that minimizes (6) for each 𝑝𝑖. For illustration, the computed KL divergence for each 𝑞 ∈ �̂�𝑗 is written in the lower plot given 𝑝2.
cannot be used. Instead, an approximated distinguishability measure is
proposed where each fault mode is estimated from training data.

5.1. Distinguishability measure for data-driven analysis

If training data are correctly labeled, partitioning the data into
batches can be used to estimate pdfs belonging to different fault classes.
The estimated pdfs belonging to fault class 𝑓𝑗 can be used to make a
lower approximation of the true fault mode 𝛺𝑗 denoted �̂�𝑗 ⊆ 𝛺𝑗 . Then,
an approximation of (3) can be computed as

𝑖,𝑗 (𝑝) = min
𝑞∈�̂�𝑗

𝐾(𝑝 ∥ 𝑞) (6)

i.e., distinguishability is computed based on the set of already observed
realizations of each fault 𝑓𝑗 available in training data.

The approximate distinguishability measure (6) is illustrated in
Fig. 3 where three pdfs, 𝑝1, 𝑝2, and 𝑝3, are compared to a set of pdfs that
is used to represent a fault mode �̂�𝑗 . The dashed lines show each pdf 𝑞
that minimizes (6) for each 𝑝𝑘. The lower plot shows the computed KL
divergence from one pdf, 𝑝2, to all 𝑞 ∈ �̂�𝑗 which, in general, increases
for pdfs 𝑞 that are located further away from 𝑝2.

Since �̂�𝑗 ⊆ 𝛺𝑗 , the relation between (3) and (6) is given by the
inequality 0 ≤ ∗

𝑖,𝑗 (𝑝) ≤ 𝑖,𝑗 (𝑝) which is derived from

∗
𝑖,𝑗 (𝑝) = min

𝑞∈𝛺𝑗
𝐾(𝑝 ∥ 𝑞) ≤ min

𝑞∈�̂�𝑗

𝐾(𝑝 ∥ 𝑞) = 𝑖,𝑗 (𝑝) (7)

The approximation (6) gives an upper bound of how easy it is to reject
𝑓 for 𝑓 given 𝑝. Note that (4) also holds for (6), i.e.,  (𝑝) ≥  (𝑝).
𝑗 𝑖 𝑖,𝑁𝐹 𝑖,𝑗

6

6. Open-set fault classification using distinguishability

Since different faults can have similar impact on system operation, it
is relevant to not only select the most likely fault class but to identify
all fault classes that can explain a set of observations. Here, a set of
𝑚 one-class classifiers is used to model data from each of the 𝑚 fault
classes to see if each class can explain the observation or not. If a pdf 𝑝
cannot be explained by any of the known fault classes, i.e., 𝑝 ∉ �̂�𝑗 for
all 𝑓𝑗 , it belongs to an unknown fault class. Note that there can be two
types of unknown faults (Scheirer et al., 2014):

• Data belong to a new unknown fault class, or
• Data is a new realization of a known fault class 𝑓𝑗 , i.e., 𝑝 ∈ 𝛺𝑗⧵�̂�𝑗 .

These unknown fault scenarios require extra attention, for example, by
a technician, to identify the root cause and correctly label data to be
used for updating the corresponding fault mode.

6.1. One-class classification

Here, a one-class classifier is proposed using the approximate dis-
tinguishability measure (6) to tests if a new pdf 𝑝 can be explained
by a fault mode 𝑓𝑗 or not. The proposed classifier is denoted 𝑗 (𝑝) =
min𝑞∈�̂�𝑗

𝐾(𝑝 ∥ 𝑞) with respect to (6) to emphasize that the class label
of 𝑝 is unknown. Hereafter, the classifier modeling a fault mode 𝑓𝑗 will
be referred to in the text as 𝑗 .

An open set classification algorithm for fault diagnosis is then
formulated using one 𝑗 classifier for each known fault class 𝑓𝑗 . Fault
classification is then performed such that the fault hypothesis 𝑓 is
𝑗
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Fig. 4. Kernel density estimation of within-class distinguishability for the fault-free class (pdf in upper plot and cdf in lower plot). Dashed line represents threshold 𝐽𝑁𝐹 tuned to
have a 5% outlier rate.
rejected if

𝑗 (𝑝) > 𝐽𝑗 (8)

where 𝐽𝑗 is a threshold. A small threshold 𝐽𝑗 increases the risk of falsely
rejecting the true fault class while a large threshold 𝐽𝑗 means that fault
𝑓𝑗 is more likely to be a wrong hypothesis increasing fault classification
ambiguity.

6.2. Tuning of the one-class classifier thresholds using within-class distin-
guishability

A tuning strategy of the threshold 𝐽𝑗 in (8) is proposed such that
ost of the pdf’s 𝑝 ∈ �̂�𝑗 should be explained by fault class 𝑓𝑗 if 𝑝 is

removed from �̂�𝑗 . Let

𝑗,𝑗 (𝑝) = min
𝑞∈(�̂�𝑗⧵{𝑝})

𝐾(𝑝 ∥ 𝑞) (9)

which is here referred to as within-class distinguishability. Analyzing the
distribution of 𝑗,𝑗 (𝑝) for all 𝑝 ∈ �̂�𝑗 can be used to select a threshold.
The distribution will have non-negative support and is here approxi-
mated using a kernel density estimation method (Hastie et al., 2009)
as illustrated in Fig. 4. Note that (9) does not state anything about the
relation between the sets �̂�𝑗 and 𝛺𝑗 but rather gives information about
how scattered training data are from that fault class. Let 𝛷(𝑥) denote
he cumulative density function (cdf) of the estimated distribution and
et 𝛼 denote a desired false alarm rate. Then, the threshold 𝐽𝑗 is selected
uch that 𝛷(𝐽𝑗 ) = 1 − 𝛼. The lower plot in Fig. 4 illustrates selecting a
hreshold corresponding to 𝛼 = 5%.

.3. Computing fault hypotheses

If 𝑗 (𝑝) is large, it means that 𝑝 is not likely to be explained
y fault 𝑓𝑗 . If 𝑗 (𝑝) is large for all fault classes 𝑓𝑗 , this means that

no known fault class can explain 𝑝, thus indicating the occurrence
of an unknown fault class. These results give a systematic approach
to compute fault hypotheses, including the unknown fault case, by
evaluating and comparing 𝑗 (𝑝) for each known fault class 𝑓𝑗 .

The classifier (diagnosis) output 𝐷 given an observation 𝑝 is deter-
mined using the following decision rule:
7

Table 1
Fault classes considered in the case study. All sensor faults are induced as multiplicative
faults.

Fault class Description

𝑁𝐹 Fault-free class
𝑓𝑦𝑝𝑖𝑚 Fault in intake manifold pressure sensor
𝑓𝑦𝑝𝑖𝑐 Fault in intercooler pressure sensor
𝑓𝑦𝑤𝑎𝑓 Fault in air-mass flow sensor
𝑓𝑖𝑚𝑙 Leakage in the intake manifold

Table 2
Fault classes and known magnitudes (i.e., 𝜃 for multiplicative sensor faults and leakage
diameters) represented in training data. Data from the leakage 𝑓𝑖𝑚𝑙 have been collected
from two known diameters of the orifice.

Fault class Fault magnitudes

𝑁𝐹
𝑓𝑦𝑝𝑖𝑚 −20% −15% −10% −5% 5% 10% 15%
𝑓𝑦𝑝𝑖𝑐 −20% −15% −10% −5% 5% 10% 15%
𝑓𝑦𝑤𝑎𝑓 −20% −15% −10% −5% 5% 10% 15% 20%
𝑓𝑖𝑚𝑙 4 mm 6 mm

1. If 𝑁𝐹 (𝑝) ≤ 𝐽𝑁𝐹 then 𝐷 = {𝑁𝐹 }, i.e., the output of the classifier
is that the system is fault-free.

2. If 𝑁𝐹 (𝑝) > 𝐽𝑁𝐹 then 𝐷 = {𝑓𝑗 ∶ 𝑗 (𝑝) < 𝐽𝑗}, i.e., the output is
the set of all known fault classes that can explain 𝑝.

3. If 𝑗 (𝑝) > 𝐽𝑗 for all known fault classes 𝑓𝑗 , i.e., no known fault
class can explain 𝑝, then 𝐷 = {𝑓𝑥} where 𝑓𝑥 denotes an unknown
fault class.

An advantage of testing the fault hypothesis for each fault class
individually, is that there is no bias in the diagnosis output if the fault
models are trained using imbalanced datasets. A fault 𝑓𝑗 is a diagnosis
candidate if 𝑗 (𝑝) does not exceed the threshold 𝐽𝑗 . Note that when
the output 𝐷 contains at least one known fault class, it is still plausible
that an unknown fault type has occurred, thus 𝑓𝑥 is always a plausible
fault hypothesis. However, 𝑓𝑥 is only explicitly stated as a diagnosis
output if 𝑗 (𝑝) is large for all 𝑓𝑗 . If the 𝑁𝐹 class is not rejected, i.e., if
 (𝑝) ≤ 𝐽 , there could still be an undetected fault present in
𝑁𝐹 𝑁𝐹
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Fig. 5. The engine test bench which was used for data collection. The engine is a commercial four-cylinder combustion engine with standard sensor and actuator configuration (Jung,
2020a).
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the system since �̂�𝑁𝐹 ⊆ �̂�𝑗 for all 𝑓𝑗 . However, if the 𝑁𝐹 class is
not rejected, it is more likely that the system is fault-free than faulty.
Therefore, the only diagnosis output in this case is that the system is
fault-free.

7. Data-driven fault size estimation

The method presented in Section 6 provides a means to classify
new data, but it does not give any information about the severity
of these faults. If each pdf 𝑞𝑘 ∈ �̂�𝑗 has a known fault size 𝜃𝑘, this
information can be utilized to estimate the size of new realizations of
fault 𝑓𝑗 by comparing how similar the distribution of new data is to
training data. One approach that has been suggested in Grezmak, Wang,
Sun, and Gao (2019) is to model faults into qualitative classes, such as
{normal, slight, large}. Another way, which is a method that is largely
unexplored, is to find a quantitative severity estimation �̂�. Here, it is
assumed that two pdfs 𝑝 and 𝑞 are from the same fault class 𝑓𝑖 and
ave similar fault sizes 𝜃𝑝 ≃ 𝜃𝑞 should also be similar in a KL divergence
ense, i.e., 𝐾(𝑝 ∥ 𝑞) should be small. Fault size estimation is formulated
s a convex optimization problem by using the KL divergence as a
issimilarity measure.

The fault size of a pdf 𝑝 is estimated by finding a representation of 𝑝
sing a set of training distributions. Assume that for a given 𝑝, 𝑓𝑗 ∈ 𝐷 is
fault hypothesis. Then, the fault size 𝜃 of the corresponding fault class
is estimated from a linear combination of pdfs {𝑞 , 𝑞 ,… , 𝑞 } = �̂� ,
𝑗 1 2 𝑀 𝑗 t

8

here 𝑀 = |�̂�𝑗 |, by solving the following optimization problem:

∗
1 ,… , 𝜆∗𝑀 = arg min

𝜆1 ,…,𝜆𝑀
𝐾(𝑝 ∥ 𝜆1𝑞1 +⋯ + 𝜆𝑀𝑞𝑀 )

s.t.
𝑀
∑

𝑘=1
𝜆𝑘 = 1

𝜆𝑘 ≥ 0, ∀𝑘 = 1, 2,… ,𝑀

(10)

he fault size estimate �̂� is then computed as a weighted sum of the
ault sizes 𝜃1, 𝜃2,… , 𝜃𝑀 , corresponding to the pdfs 𝑞1, 𝑞2,… , 𝑞𝑀 , as
̂ =

∑𝑀
𝑘=1 𝜆

∗
𝑘𝜃𝑘. The estimate �̂� in (10) is obtained by using all pdfs

𝑘 ∈ �̂�𝑗 in the optimization. This is an ineffective strategy since it
ncreases the computational cost by adding numerous distributions 𝑞𝑘
ikely to correspond to 𝜆𝑘 = 0. If multiple datasets have been collected
rom a variety of severities and conditions, it is unlikely that batches
f new data would have a distribution that is similar to all pdfs in the
raining set. Using this line of reasoning, only a small subset of all pdfs
s reasonably of interest when formulating the optimization problem
10).

Let {𝑞(1), 𝑞(2),… , 𝑞(𝑀)} = �̂�𝑗 denote an ordered set of all elements
uch that 𝐾(𝑝 ∥ 𝑞(1)) ≤ 𝐾(𝑝 ∥ 𝑞(2)) ≤ ⋯ ≤ 𝐾(𝑝 ∥ 𝑞(𝑀)). Then �̂�𝑙

𝑗 ⊆ �̂�𝑗 is
efined as the first 𝑙 elements in the ordered set to reduce the number
f parameters in (10). The parameter 𝑙 ≤ 𝑀 is the cardinality of �̂�𝑙

𝑗 and
s calibrated to include the subset of elements in �̂�𝑙

𝑗 that are ‘‘similar’’
o 𝑝, i.e., 𝐾(𝑝 ∥ 𝑞) is relatively small and similar in value to 𝐾(𝑝 ∥ 𝑞 ).
(1)
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Fig. 6. A schematic of the model of the air flow through the model. Available output signals are sensors 𝑦 and actuators 𝑢. The figure is used with permission from (Eriksson,
Frei, Onder, & Guzzella, 2002).
Fig. 7. Speed profile for the WLTC class 3 test cycle. The dashed line represents the time when a fault is introduced in each fault scenario.
9
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Fig. 8. An example of a residual 𝑟 comparing measurements from the system 𝑦(𝑡) with
odel predictions �̂�.

If 𝑞(1), 𝑞(2),… , 𝑞(𝑙) are multivariate normal distributions then
𝑙
𝑘=1 𝜆𝑘𝑞(𝑘) is a Gaussian mixture model (Hastie et al., 2009). Here,
onte Carlo sampling is used to estimate 𝐾(𝑝 ∥ 𝑞), where 𝑞 =
𝑙
𝑘=1 𝜆𝑘𝑞(𝑘), as

𝑀𝐶 (𝑝 ∥ 𝑞) = 1
𝑣

𝑣
∑

𝛾=1
log

( 𝑝(𝑥𝛾 )
𝑞(𝑥𝛾 )

)

(11)

by generating 𝑣 samples {𝑥𝛾}𝑣𝛾=1 from 𝑝 to approximate the integration
in (2). By the law of large numbers lim𝑣→∞ 𝐾𝑀𝐶 (𝑝 ∥ 𝑞) = 𝐾(𝑝 ∥ 𝑞).
A closer examination of the actual upper and lower bounds of this
approximation is found in Durrieu, Thiran, and Kelly (2012).

Applying (11) in (10) gives the updated algorithm:

𝜆∗1 ,… , 𝜆∗𝑙 =

arg min
𝜆1 ,…,𝜆𝑙

1
𝑣

𝑣
∑

𝛾=1
log

( 𝑝(𝑥𝛾 )
𝜆1𝑞(1)(𝑥𝛾 ) +⋯ + 𝜆𝑙𝑞(𝑙)(𝑥𝛾 )

)

s.t.
𝑙

∑

𝑘=1
𝜆𝑘 = 1 𝜆𝑘 ≥ 0, ∀𝑘 = 1, 2,… , 𝑙

(12)

where {𝑞(1), 𝑞(2),… , 𝑞(𝑙)} = 𝛺𝑙
𝑗 and the fault size is estimated as �̂� =

∑𝑙
𝑘=1 𝜆

∗
𝑘𝜃𝑘. Note that if the diagnosis output 𝐷 contains multiple fault

hypotheses 𝑓𝑗 , a fault size is estimated for each fault hypothesis by
solving (12) for each 𝑓𝑗 ∈ 𝐷.

. Case study

The diagnostic framework is evaluated by using experimental data
ollected from an engine test bench, see Fig. 5. The engine is a com-
ercial, turbo charged, four-cylinder, internal combustion engine from
olvo Cars. The sensor and actuator setup are the standard commer-
ial configuration for the engine (Jung et al., 2018). Fig. 6 shows a
chematic view of the engine along with the monitored signals where 𝑦
enotes sensor measurements and 𝑢 denotes actuator signals. The sys-
em represents the air path through the engine and is an interesting case
tudy for fault diagnosis because of its non-linear dynamic behavior and
ide operating range. In addition, the coupling from the exhaust flow

o the air intake by the turbocharger complicates fault isolation since
he effect of a fault anywhere in the system will affect the behavior of
any other components in the whole system.

.1. Data collection

Engine sensor data are collected from various operating scenarios
ncluding different types of faults and fault magnitudes. The fault
lasses include four multiplicative sensor faults, a leakage in the intake
anifold after the throttle, as well as nominal system operation, see
able 1. The sensor faults are introduced by altering the sensor output
ain in the engine control system. Since the errors are injected in this
ay, the faulty signal output is used in the engine control scheme
10
Table 3
Comparison of mean values of distinguishability measure of fault detection as a function
of fault size and used batch size when estimating pdfs.
𝑓𝑦𝑝𝑖𝑐,𝑁𝐹

𝜃 \𝑁 50 100 200 300

−20% 37.7 45.9 69.5 77.1
−15% 23.7 27.8 39.7 43.0
−10% 13.4 14.8 18.6 19.1
−5% 7.7 7.2 7.0 6.6
5% 9.1 7.1 7.0 7.3
10% 17.0 14.9 18.3 20.9
15% 31.0 28.8 40.0 45.6

𝑓𝑦𝑝𝑖𝑚,𝑁𝐹

𝜃 \𝑁 50 100 200 300

−20% 9.5 9.4 10.1 10.7
−15% 6.7 6.5 6.8 7.1
−10% 5.1 4.6 4.2 4.2
−5% 2.6 2.2 1.8 1.6
5% 3.2 2.8 1.7 2.3
10% 4.7 4.2 3.9 3.8
15% 6.3 6.0 6.0 6.1

𝑓𝑦𝑤𝑎𝑓,𝑁𝐹

𝜃 \𝑁 50 100 200 300

−20% 3.9 3.3 3.0 2.9
−15% 3.7 3.1 2.6 2.4
−10% 3.1 2.7 2.1 1.9
−5% 2.4 2.0 1.8 1.6
5% 1.8 1.4 1.1 0.8
10% 2.2 1.9 1.4 1.1
15% 2.6 2.1 1.6 1.4
20% 3.0 2.5 2.1 2.0

𝑓𝑖𝑚𝑙,𝑁𝐹

𝜃 \𝑁 50 100 200 300

4 mm 4.0 3.6 3.0 2.6
6 mm 6.9 6.7 6.4 5.8

which gives a more realistic fault realization compared to if the error is
simulated in the data using post processing. Each sensor fault is injected
by multiplying the measured variable 𝑥𝑖 in each sensor 𝑦 by a factor
𝜃 such that the resulting output is given as 𝑦 = (1 + 𝜃)𝑥 where 𝜃 is
the fault size and 𝜃 = 0 corresponds to the nominal case. The leakage
in the intake manifold is introduced by opening valves with different
diameters during operation.

Each dataset was collected during transient operation following the
class 3 Worldwide harmonized Light-duty vehicles Test Cycle (WLTC),
which is part of the World harmonized Light-duty vehicles Test Proce-
dure (WLTP) (Tutuianu, Marotta, Steven, Ericsson, Haniu, Ichikawa, &
Ishii, 2014). The cycle is shown in Fig. 7 and is used since it covers
a variety of operating conditions. One dataset has been collected for
each fault class and fault size in Table 2 resulting in 26 datasets (24
fault scenarios and two fault-free datasets). Each fault is introduced in
the dataset after approximately two minutes of the driving cycle.

8.2. Residual generation

The proposed method can be applied to any set of features to
be used for fault diagnosis. In dynamic systems operated in various
transient operating conditions, such as the engine, using raw sensor
data as features requires that a data-driven classifier captures these
dynamics since these signals can vary significantly over time. Here,
a set of four residual generators �̄� = (𝑟1, 𝑟2, 𝑟3, 𝑟4) is generated by
comparing predictions from a set of Recurrent Neural Networks (RNN)
with the corresponding sensor outputs, see Fig. 8, that will be used
as features for fault diagnosis in the case study. A summary of the
set of residual generators used in the case study is presented here.
For the interested reader, a more detailed description is given in Jung
(2020a).
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Fig. 9. The upper plot compares data from sensor 𝑦𝑝𝑖𝑐 and model predictions from an RNN regression model. The lower plot shows the resulting residual 𝑟3.
Fig. 10. The upper plot compares data from sensor 𝑦𝑝𝑖𝑚 and model predictions from an RNN regression model. The lower plot shows the resulting residual 𝑟4.
Table 4
Example of calibrated thresholds 𝐽𝑗 for each 𝑗 classifier.

𝐽𝑁𝐹 𝐽𝑓𝑦𝑝𝑖𝑐 𝐽𝑓𝑦𝑝𝑖𝑚 𝐽𝑓𝑦𝑤𝑎𝑓 𝐽𝑓𝑖𝑚𝑙
1.98 3.03 2.43 2.36 2.31

The prediction performance of two of the four residual generators
s shown in Fig. 9 and Fig. 10, respectively. The figures show that the
esidual generators filter out most of the system dynamics and have a
mall relative prediction error. To show the impact of different faults
n the residual output, three of the four residuals are plotted against
ach other for different fault classes in Fig. 1. The different faults are
rojected into different directions in the residual space which indicates
hat it is possible to distinguish between these faults. However, some
ault classes are partially overlapping, e.g., a fault in the sensor measur-
ng pressure after the intake manifold, 𝑓𝑦𝑝𝑖𝑚, and a leakage in the intake
anifold, 𝑓𝑖𝑚𝑙. It is expected that it is more difficult to distinguish

etween these two faults since they are related to the pressure after
he throttle.
11
9. Evaluation

The proposed methods for quantitative fault diagnosis analysis and
open-set fault classification are evaluated using data from the engine
case study. Residual data from all fault scenarios in Table 2 are parti-
tioned into batches where each batch is used to estimate a multivariate
normal distribution. Different batch sizes are tested to evaluate the
effect on classification performance. First, the distinguishability mea-
sure (6) is used to evaluate fault detection and isolation performance.
Then, the proposed 𝑗 classifier is evaluated, including classification
of unknown faults and fault size estimation.

9.1. Data processing

To analyze how the batch size will impact fault diagnosis per-
formance, outputs from the four residual generators are partitioned
into batches of various lengths in the interval of 50–300 samples. For
each interval, the mean and covariance matrix of a four-dimensional
multivariate normal distribution are estimated.

To evaluate the modeling assumption that batch data are multivari-
ate normal distributed, the distribution of residual data is compared
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Fig. 11. Residual data from four different batches compared to estimated multivariate normal distributions. The blue ellipses correspond to the covariance estimated using the
whole batch data. The orange ellipses are estimated using a subset of batch data after removing 10% of the samples that are outliers.
to the estimated normal distribution. In Fig. 11, samples from the
four residuals are plotted pairwise against each other together with
an ellipse representing the estimated covariance with 95% confidence
interval. Each column represents one batch of data and each row rep-
resent one combination of residual outputs. The blue ellipses represent
the covariance estimated from all samples. To avoid an overestimation
of the covariance due to outliers, the orange ellipses show the estimated
covariances after removing 10% of the outliers in each batch. These
two approaches of estimating the pdfs of each batch will be further
discussed in later sections. It is visible that the assumption that data is
multivariate normal distribution is an approximation, especially when
there are model uncertainties and outliers in residual data. Still, it
gives some information about data distribution and correlation between
features which can be used for fault classification.

Before designing the set of 𝑗 classifiers, the set of estimated
pdfs for each fault class is then randomly split into a training and
validation set where 67% are used for training. The training set from
each fault class is used to model each fault mode �̂�𝑖 for the different
fault classes represented in training data, see Table 2. The training set
covers different realizations and magnitudes of each fault. Note that
pdfs estimated from the fault-free case are included in all fault modes,
i.e., �̂� ⊆ �̂� for all 𝑗 = 1, 2,… , 𝑚.
𝑁𝐹 𝑗

12
9.2. Evaluating fault diagnosis performance

The first step of the analysis is to evaluate the set of modeled fault
modes to quantify how easy it is to distinguish between the different
fault classes. In the analysis of fault diagnosis performance using the
distinguishability measure, all available datasets from the different
fault classes are used. The distinguishability measure is evaluated for all
pdfs 𝑝 ∈ �̂�𝑖 with respect to all other fault modes and the distributions
of 𝑖,𝑗 (𝑝) values for different fault magnitudes when the batch size
𝑁 = 100 are plotted in Fig. 12. The subplot at position (𝑖, 𝑗) shows the
distribution of 𝑖,𝑗 (𝑝) for all 𝑝 ∈ �̂�𝑖. The marks on each vertical line
represent the 10%, 25%, 50%, 75%, and 90% quantiles. The results
show that detection and isolation performance, in general, improves
with increasing fault magnitude and that all faults are distinguishable
from each other. In addition, fault 𝑓𝑦𝑝𝑖𝑐 should be the easiest of the
three sensor faults to distinguish while, e.g., 𝑓𝑦𝑤𝑎𝑓 is more difficult
since the distinguishability measure is significantly smaller. Another
observation is that the distinguishability measure is not symmetric,
i.e., it might not be as easy to distinguish mode 𝑓𝑖 from 𝑓𝑗 as the
other way around (Eriksson et al., 2013). For example, it is easier to
distinguish 𝑓𝑦𝑝𝑖𝑐 from 𝑓𝑦𝑝𝑖𝑚 than vice versa which is shown by that the
distinguishability measure is larger, see Fig. 12. Also, it is easier to
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Fig. 12. Evaluating the distinguishability measure (6) between fault modes (modeled using all data) as function of fault size. Each vertical line shows the quantiles
{10%, 25%, 50%, 75%, 90%} of the distribution of distinguishability measures. Each plot (𝑖, 𝑗) shows that fault 𝑓𝑖 is easier to distinguish from fault mode 𝑓𝑗 with increasing fault size

hich is expected. Note that the distinguishability measure is non-symmetric, e.g., it is easier to distinguish 𝑓𝑦𝑝𝑖𝑐 from 𝑓𝑦𝑝𝑖𝑚 (or 𝑓𝑦𝑤𝑎𝑓 ) than vice versa.
istinguish each fault mode from the fault-free mode, see the leftmost
olumn in Fig. 12, than to distinguish from the other fault modes, which
s consistent with (4).

Some of the results are summarized in Table 3 corresponding to
etection performance of the different fault classes. The tables show
he mean value of 𝑖,𝑗 (𝑝) when 𝑝 are estimated from batches of different
izes (between 50 and 300 samples). It is visible that 𝑖,𝑗 (𝑝) increases
or fault sizes with higher distinguishability values when increasing
he batch size, while it is stable or slightly decreasing when the dis-
inguishability measure is small. In general, longer batch sizes make
t easier to distinguish fault 𝑓𝑦𝑝𝑖𝑐 while it becomes more difficult for
he other three fault classes. One explanation is that shorter batches
an make it easier to distinguish the impact of the fault when fault
xcitation and residual noise level varies over time.

.3. Fault classification

The open set fault classification algorithm described in Section 6
s implemented where a 𝑗 classifier is trained for each known fault
lass 𝑓𝑗 , as described in Section 6. A threshold is selected based on
he distribution of the within-class distinguishability measure (9) using
ernel density estimation to have a 5% outlier rate. The calibrated
hresholds for each fault class are presented in Table 4. For comparison,
he kernel density estimations of both training and validation data for
ne fault class are shown in Fig. 4.

.3.1. Classification of known fault classes
First, the set of 𝑗 classifiers are evaluated using pdfs from the

nown fault classes in the validation set. Since each batch of residual
ata is modeled as a multivariate normal distribution, estimation of the
ovariance matrix can be sensitive to outliers in the residual outputs.
herefore, an additional set of  classifiers are trained using trimmed
𝑗

13
estimates of the covariance matrix by first removing 10% of the out-
liers, denoted 𝑡𝑟𝑖𝑚

𝑗 . For comparison, two sets of one-class support
vector machines (1SVM) (Schölkopf, Williamson, Smola, Shawe-Taylor,
& Platt, 2000) are trained. The 1SVM classifiers are implemented using
the function fitcsvm in Matlab and their kernel parameters are fit
to training data using a subsampling heuristic (MATLAB 2018b Statistics
and Machine Learning Toolbox, 2018). When analyzing the results of
the 𝑗 classifier, the false alarm rate (< 2%) was lower compared to
the outlier rate of 5% when selecting the threshold 𝐽𝑗 . Therefore, an
outlier rate of 2% was selected when training the 1SVM classifiers
to give more comparable results. The first 1SVM classifier uses the
mean of the pdfs as input, referred to as 1SVM-𝜇 and the second set
uses the raw residual data as input, referred to as 1SVM-r. Results
are presented when the pdfs are estimated using two different batch
sizes: 50 samples and 300 samples. Ideally, the probability of rejecting
a fault class should be small for the true class and large for all other
fault classes. The probabilities of rejecting each fault class given data
from different fault realizations using the three different open set fault
classifiers are shown in Fig. 13 using batch size 50 and Fig. 14 using
batch size 300, respectively. The curves show the mean values of 10
Monte Carlo evaluations.

Ideally, probability of rejection should be 100%, for all non-zero
fault sizes except when classifying data from the same fault class
that the classifier has been trained on. In that case, probability of
rejection should be as small as possible because this would otherwise
mean that the true fault class is rejected. Classification performance is
consistent with the previous results in Fig. 12 showing 𝑓𝑦𝑝𝑖𝑐 is easiest
to diagnose, since the probabilities to reject the wrong fault hypotheses
are higher compared to the other fault scenarios. The most difficult
fault to diagnose is 𝑓𝑦𝑤𝑎𝑓 . The results in Table 3 are also consistent
with the analysis in Fig. 12 since classification performance of the 𝑗
classifier is better for smaller batch sizes.
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Fig. 13. Monte Carlo evaluation of detection and isolation performance using a batch size of 50 samples. Each curve shows the average of 10 runs. The decision boundary is
selected using an approximate 2% training outlier rate. Each subplot at position (𝑖, 𝑗) shows the probability of rejecting fault class 𝑓𝑗 when a fault 𝑓𝑖 occurs as function of fault
size. The 𝑗 classifier using trimmed covariance estimates is labeled 𝑡𝑟𝑖𝑚

𝑗 .
When comparing the results between the four algorithms in Figs. 13
and 14, the 1SVM-r classifier has the overall worst performance while
1SVM-𝜇 improves with increasing batch size. However, using trimmed
estimates of the covariance matrix in the 𝑡𝑟𝑖𝑚

𝑗 classifiers improve
classification performance for both shorter and longer batch sizes.
Table 5 shows the detection performance values to compare 𝑗 , 𝑡𝑟𝑖𝑚

𝑗 ,
nd 1SVM-𝜇, for the two different batch sizes. These results indicate
hat outliers in residual data could explain the reduced performance of
he original 𝑗 classifiers for longer batch sizes. Thus, one solution to
mprove classification performance is to apply robust estimation of the
ormal distribution parameters.

Another interesting observation is that 𝑗 and 𝑡𝑟𝑖𝑚
𝑗 are signifi-

cantly better at distinguishing fault 𝑓𝑖𝑚𝑙 from 𝑓𝑝𝑖𝑚 compared to the
1SVM classifiers. These faults are expected to be difficult to distinguish
from each other since data from the two classes are overlapping, as
illustrated in Fig. 1. However, classifying distributions instead of only
sample means, makes it possible to distinguish between the two classes,
which is expected from the quantitative analysis in Fig. 12. The results
from the experiments show that approximating residual data using
a multivariate normal distribution is sufficient in this case study to
distinguish between the different fault classes. However, it is likely that
classification accuracy can be improved by using a more flexible model
to estimate the distribution, at the expense of increased computational
cost. Another approach to improve classification accuracy, especially
detection of small faults, is to compare the diagnosis output over
consecutive batches. Since more and more data will be collected over
time, the classification accuracy in Fig. 13 and Fig. 14, respectively,
can most likely be improved by allowing a longer time to detect.

An advantage of using the 𝑗 classifiers is that less memory is
needed to store information, since it is sufficient to store distribution
parameters and not the original batch data. If different remote di-
agnosis solutions are used which have access to more computational
14
capabilities for data analysis compared to what is available in an on-
board diagnosis system, it is also relevant to minimize the amount of
transmitted data (Langarica, Rüffelmacher, & Núñez, 2019; You, Krage,
& Jalics, 2005).

A limitation of the 𝑗 classifier is that evaluating (6) corresponds
to a nearest neighbor search problem, which can be computationally
heavy when the cardinality of the set �̂�𝑗 is large. Parallelization and the
use of different heuristics could help to prune the search space and thus,
significantly reduce the computation time, see for example (Cayton,
2008).

9.3.2. Classification of unknown fault class
Fault classification is here performed by rejecting fault hypotheses,

as described in Section 6.3 where each 𝑗 classifier is used to determine
if fault class 𝑓𝑗 can explain the distribution of batch data or not. Note
that each pdf in the validation set is evaluated against each known fault
class, independently of the other fault classes. Thus, the performance
of classifying unknown fault classes is based on the probabilities that
all known fault classes are rejected. This can be evaluated by using
the previous results in Figs. 13 and 14. A scenario where one of the
fault classes is assumed to be unknown can be evaluated by ignoring
the results in the column that corresponds to the 𝑗 classifier which
models the unknown fault class.

In the first example, an unknown fault scenario is evaluated using
validation data from fault 𝑓𝑦𝑝𝑖𝑐 , i.e., it is assumed that there are no
training data from that fault. To evaluate the probability that the
known fault classes, 𝑁𝐹 , 𝑓𝑦𝑝𝑖𝑚, and 𝑓𝑦𝑤𝑎𝑓 , are correctly rejected in
this scenario, the first row is analyzed in Fig. 13 (and Fig. 14) while
ignoring the second column which corresponds to the 𝑗 classifier
modeling fault 𝑓𝑦𝑝𝑖𝑐 . In this case all classifiers have more than 80%
probability of rejecting the 𝑁𝐹 class for all realizations of 𝑓𝑦𝑝𝑖𝑐 in
validation data. Similarly, the other known fault classes have a high
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Fig. 14. Monte Carlo evaluation of detection and isolation performance using a batch size of 300 samples. Each curve shows the average of 10 runs. The decision boundary is
selected using an approximate 2% training outlier rate. Each subplot at position (𝑖, 𝑗) shows the probability of rejecting fault class 𝑓𝑗 when a fault 𝑓𝑖 occurs as function of fault
size.
probability of correctly being rejected, except for the 1SVM-𝑟 classifier
modeling fault 𝑓𝑦𝑝𝑖𝑚 which has a low probability of rejecting 𝑓𝑦𝑝𝑖𝑚 for
scenarios when 𝑓𝑦𝑝𝑖𝑐 is of size 5%. This shows that 𝑓𝑦𝑝𝑖𝑐 is likely to be
correctly classified as an unknown fault since all known fault classes
will be rejected with high probability. Note that the probabilities of
rejecting each fault class are evaluated by classifying one pdf. The
probability of correctly classifying smaller faults can be significantly
improved by evaluating multiple pdfs corresponding to consecutive
batches and compare the rate that each fault class is rejected with
respect to the probability that it is falsely rejected when it is the true
fault class.

As a second example, fault 𝑓𝑖𝑚𝑙 is simulated as an unknown fault
while the other fault classes in the training set are known. Then, the
last row is analyzed in Fig. 13 (and Fig. 14) while ignoring the last
column. When comparing the probability of correctly rejecting each
known fault class in the last row the 1SVM-𝜇 performs better than
the 𝑗 (𝑝) and 𝑗 (𝑝)𝑡𝑟𝑖𝑚 classifiers to detect the fault (rejecting the 𝑁𝐹
class). The 1SVM-𝑟 classifier modeling the 𝑁𝐹 class has significantly
worse performance, especially for the 4 mm leakage. However, when
analyzing the probability of rejecting the other known fault classes,
𝑓𝑦𝑝𝑖𝑐 , 𝑓𝑦𝑝𝑖𝑚, and 𝑓𝑦𝑤𝑎𝑓 , the 𝑗 (𝑝) and 𝑗 (𝑝)𝑡𝑟𝑖𝑚 classifiers have an overall
better performance compared to 1SVM-𝜇 and 1SVM-𝑟, especially for the
4 mm leakage. The 1SVM-𝑟 is not able to reject 𝑓𝑦𝑝𝑖𝑐 and 𝑓𝑦𝑝𝑖𝑚, for any
of the leakage sizes since the probabilities of correctly rejecting those
fault classes are not significantly higher than the probability that each
classifier is falsely rejecting the true fault class. For the larger batch
size, the 1SVM-𝜇 performs significantly better for the 6 mm leakage
compared to the 4 mm leakage but is not able to reject 𝑓𝑦𝑝𝑖𝑚.

The two examples show the ability of the proposed open set fault
classification algorithm, using  (𝑝) or  (𝑝)𝑡𝑟𝑖𝑚 classifiers, to identify
𝑗 𝑗
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unknown fault classes. The examples also illustrate the computational
benefits since there is no need of recalibrating the whole set of 𝑗
classifiers for the existing set of known fault classes when updating one
classifier 𝑗 with new training data or when including a new classifier
for a new fault class.

9.4. Fault size estimation

The fault estimation algorithm (10) described in Section 7 is applied
to the validation set when the corresponding fault size of each pdf in the
training set is known. The numerical KL divergence (11) is evaluated
using 1000 Monte Carlo samples where the cost function is minimized
using the 10 pdfs in training data with the smallest 𝑗 (𝑝) values. The
fault size estimation for each pdf 𝑝 using (10) is denoted �̂�𝐾𝐿.

The prediction results for each fault class are shown in Table 6 by
presenting the 10% and 90% quantiles of the fault size predictions.
To evaluate the proposed data-driven fault size estimation algorithm
(10), it is compared to estimating the fault size �̂�𝑚𝑒𝑎𝑛 by computing the
mean fault size of the 10 pdfs with the smallest 𝑗 (𝑝) values. For the
proposed algorithm, the true fault sizes are within the intervals while
for the estimate �̂�𝑚𝑒𝑎𝑛, the true fault sizes are outside the intervals for
the largest realizations of 𝑓𝑦𝑤𝑎𝑓 . The algorithm (10), in general, has
a narrower interval compared to using the mean estimate. Note that
a limitation of the evaluated methods is that they are not capable of
estimating fault sizes beyond what is available in training data.

The prediction error correlates with the analysis of distinguishabil-
ity between different fault modes in Fig. 12. The intervals are smaller
for 𝑓𝑦𝑝𝑖𝑐 while 𝑓𝑦𝑤𝑎𝑓 has the largest intervals. One solution to improve
the estimation accuracy over time is to look at the distribution of the
estimated fault size over consecutive batches.
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Table 5
Results from comparing fault detection accuracy in Figs. 13 and 14 of 𝑗 classifier,

𝑡𝑟𝑖𝑚
𝑗 , and 1SVM-𝜇, respectively, when a fault is present, and false alarm rate when

ault size is 0%.
𝑓𝑦𝑝𝑖𝑐 Batch size 50 Batch size 300

𝜃 𝑗 𝑡𝑟𝑖𝑚
𝑗 1SVM-𝜇 𝑗 𝑡𝑟𝑖𝑚

𝑗 1SVM-𝜇

−20% 99.0% 99.0% 99.0% 98.6% 98.6% 98.6%
−15% 100% 100% 100% 100% 100% 100%
−10% 100% 100% 100% 100% 100% 100%
−5% 96.1% 95.5% 98.2% 97.6% 98.1% 98.6%
0% 1.5% 1.4% 2.0% 2.1% 1.1% 1.4%
5% 87.4% 86.9% 91.0% 96.7% 96.4% 100%
10% 100% 100% 100% 100% 100% 100%
15% 100% 100% 100% 100% 100% 100%

𝑓𝑦𝑝𝑖𝑚 Batch size 50 Batch size 300

𝜃 𝑗 𝑡𝑟𝑖𝑚
𝑗 1SVM-𝜇 𝑗 𝑡𝑟𝑖𝑚

𝑗 1SVM-𝜇

−20% 98.9% 100% 100% 100% 100% 100%
−15% 93.4% 96.1% 96.3% 97.4% 97.6% 97.4%
−10% 84.6% 91.8% 60.8% 85.2% 98.0% 98.2%
−5% 50.8% 51.7% 40.6% 38.4% 45.3% 67.1%
0% 1.3% 1.2% 2.2% 1.5% 1.3% 1.1%
5% 53.5% 60.9% 34.6% 42.1% 53.4% 59.0%
10% 71.6% 77.6% 52.1% 65.0% 77.6% 99.2%
15% 85.5% 89.3% 93.5% 90.8% 96.0% 100%

𝑓𝑦𝑤𝑎𝑓 Batch size 50 Batch size 300

𝜃 𝑗 𝑡𝑟𝑖𝑚
𝑗 1SVM-𝜇 𝑗 𝑡𝑟𝑖𝑚

𝑗 1SVM-𝜇

−20% 74.8% 83.7% 49.6% 63.7% 87.9% 89.4%
−15% 71.6% 81.5% 49.6% 59.5% 84.3% 79.3%
−10% 58.1% 69.6% 45.8% 44.9% 56.9% 68.1%
−5% 42.2% 45.3% 33.6% 33.7% 38.6% 55.9%
0% 1.1% 1.3% 2.8% 2.0% 1.4% 1.7%
5% 31.6% 28.3% 15.0% 10.7% 12.2% 30.1%
10% 38.3% 43.1% 18.2% 21.6% 30.0% 33.2%
15% 46.6% 50.7% 31.6% 25.5% 32.1% 47.2%
20% 53.0% 60.7% 45.5% 36.7% 49.0% 67.9%

𝑓𝑖𝑚𝑙 Batch size 50 Batch size 300

𝜃 𝑗 𝑡𝑟𝑖𝑚
𝑗 1SVM-𝜇 𝑗 𝑡𝑟𝑖𝑚

𝑗 1SVM-𝜇

0 mm 1.5% 1.5% 2.1% 0.9% 1.4% 1.4%
4 mm 62.3% 65.9% 78.4% 53.6% 64.6% 93.6%
6 mm 80.8% 85.2% 95.3% 93.1% 97.8% 100%

10. Concluding remarks and future works

A data-driven framework for fault diagnosis of technical systems
and time-series data is proposed that can handle imbalanced training
data and unknown faults. The KL divergence is used as a similarity
measure when evaluating if new data can be explained by that class or
not. An advantage of the proposed 𝑗 classifier, with respect to other
black-box models, is interpretability, where the quantitative perfor-
mance analysis and modeling of different fault modes can give valuable
insights about the nature of different faults, and the ability to integrate
fault size estimation within the proposed framework. The open set fault
classification algorithm consists of a set of one-class classifiers modeling
each fault class which makes it possible to identify all plausible fault
hypotheses including scenarios with likely unknown faults. Instead of
sample-by-sample classification, the KL divergence is used to classify
if a batch of data can be explained by a given fault class or not.
Experiments using real datasets from an internal combustion engine test
bench show that the proposed framework can predict which faults that
are easy to classify. They also show that the 𝑗 classifiers can classify
faults that were difficult to distinguish using the 1-SVM classifiers and
that it is possible to give an accurate estimation of the fault size without
the need of a parametric model of the fault.

Estimating pdfs from training data becomes complicated when the
number of features grows. For future works, the objective is to adapt the
16
Table 6
Results from using the fault size estimation algorithm (10) on engine residual data. For
each fault size 𝜃, the intervals represent the 10% and 90% quantiles of the estimates
�̂�𝐾𝐿 that are computed using (12) and �̂�𝑚𝑒𝑎𝑛 which is the mean fault size computed
from the 10 pdfs with smallest 𝑗 (𝑝) values.

𝑓𝑦𝑝𝑖𝑐
𝜃 �̂�𝐾𝐿 �̂�𝑚𝑒𝑎𝑛
−20% [−20.0%, 18.4%] [−20.0%, 14.5%]
−15% [−15.0%, 14.8%] [−15.5%, 11.4%]
−10% [−10.0%, 10.0%] [−10.0%, 8.0%]
−5% [−5.0%, 5.0%] [−5.5%, 5.0%]
0% [−1.4%, 0.0%] [−2.0%, 0.5%]
5% [5.0%, 5.0%] [4.5%, 5.0%]
10% [10.0%, 10.0%] [8.5%, 10.0%]
15% [15.0%, 15.0%] [13.0%, 15.0%]

𝑓𝑦𝑝𝑖𝑚
𝜃 �̂�𝐾𝐿 �̂�𝑚𝑒𝑎𝑛
−20% [−20.0%, 17.2%] [−20.0%, 17.0%]
−15% [−16.2%, 12.3%] [−16.5%, 12.5%]
−10% [−12.8%, 8.4%] [−12.5%, 7.0%]
−5% [−6.1%, 1.4%] [−7.2%, 1.5%]
0% [−3.2%, 1.8%] [−3.0%, 2.0%]
5% [3.2%, 9.2%] [2.1%, 9.5%]
10% [8.6%, 12.6%] [8.1%, 12.0%]
15% [10.8%, 15.0%] [10.0%, 15.0%]

𝑓𝑦𝑤𝑎𝑓

𝜃 �̂�𝐾𝐿 �̂�𝑚𝑒𝑎𝑛
−20% [−20.0%, 12.0%] [−19.5%, 11.6%]
−15% [−17.4%, 11.3%] [−17.5%, 7.9%]
−10% [−13.5%, 6.3%] [−14.0%, 5.7%]
−5% [−10.1%, 0.1%] [11.0%, 1.7%]
0% [−2.6%, 7.9%] [−2.0%, 7.5%]
5% [1.3%, 10.3%] [−1.5%, 9.0%]
10% [4.4%, 13.5%] [5.0%, 13.0%]
15% [7.9%, 17.6%] [7.0%, 16.5%]
20% [10.2%, 20.0%] [8.2%, 18.3%]

proposed methods for large-scale problems by using distributed fault di-
agnosis techniques but also reduce computation complexity of, e.g. (6)
when training data grows, by using different heuristics or systematic
search algorithms. Another interesting continuation of this work is to
extend the proposed methods for applications in condition monitoring
and prognostics to be used for predicting system degradation rate by
using batch data to track changes in fault size.
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