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This report is part of an evaluation of EnCase 6.8 and LinEn 6.1 conducted by the Securi-
ty and Networks Group within the Division for Database and Information Techniques 
(ADIT) at the Department of Computer and Information Science (IDA) at Linköping 
University under the supervision of Professor Nahid Shahmehri. 

The evaluation was funded by, and conducted at the request of, the Swedish National La-
boratory of Forensic Science. 

 

The following documents constitute the full evaluation report: 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Survey of the state-of-the-art 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Tools for testing and evaluation 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Tool requirements 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Test plan 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Test results 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Project report 
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Project manager 
davby@ida.liu.se 

Professor Nahid Shahmehri 
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1 Summary 

Good tools are critical to successful examination of digital evidence, yet the quality of 
such tools is very often an unknown. Independent testing is currently the only way to as-
sess the performance and quality of the tools available to digital forensic examiners, and 
independent testing is critical in order to know whether tools deliver what they promise, 
and to assess the level of trust one can place in them. 

This project has aimed to thoroughly assess the quality of the disk imaging functionality 
in EnCase 6.8 and LinEn 6.1 under a variety of conditions and with respect to the re-
quirements of Swedish law enforcement. The project has been conducted in four phases: 
survey, requirements, test planning and testing and analysis. 

Details of the project results are published in separate reports related to each phase. The 
overall conclusions are as follows: 

• No independent, public evaluations of EnCase version 6 other than this one exist. 

• EnCase 6.8 performs as expected on the Windows platform when using a hardware 
write blocker. Operation without a write blocker was not assessed, as this was not a 
requirement. Hidden sectors were, as expected, not acquired. 

• LinEn 6.1 performs as expected only when operating in “BIOS mode”, but fails 
many tests when operating under “direct ATA mode”. Hidden sectors were, as ex-
pected, not acquired in “BIOS mode”. 

Based on the test results, we conclude that provided the limitation of not acquiring hidden 
sectors is acceptable, EnCase 6.8 is an adequate tool for imaging ATA drives when using 
a hardware write blocker, whereas LinEn 6.1 should be avoided if complete and accurate 
acquisition is a desired. 

All the work was conducted by experienced staff in test labs belonging to the Security 
and Networks group within the Division for Database and Information Techniques 
(ADIT) at the Department of Computer and Information Science (IDA) at Linköping 
University under the supervision of Professor Nahid Shahmehri. 

 

Linköping, March 5, 2008  

David Byers 
Project manager 
davby@ida.liu.se 

Professor Nahid Shahmehri 
Head of division 
nahsh@ida.liu.se 
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2 Sammanfattning 

Bra verktyg är nödvändiga för framgångsrik undersökning av digitala bevis, men kvalite-
ten hos sådana verktyg är ofta okänd. För närvarande är oberoende testning det enda sättet 
att utvärdera om verktygen håller vad de lovar och för att bedöma hur mycket man kan 
lita på dem. 

Det här projektet har syftat till att utförligt bedöma kvaliteten hos avbildningsfunktionen i 
EnCase 6.8 och LinEn 6.1 under ett antal olika användningsmönster, med hänsyn till kra-
ven som den svenska polisen har. Projektet har genomförts i fyra faser: förstudie (survey), 
kravställning (requirements), testplanering (test planning) och testning och analys (testing 
and analysis). 

Detaljerade rapporter från varje fas finns i separata rapporter. Sammanfattningsvis är pro-
jektets huvudslutsatser följande: 

• Det finns ingen annan oberoende allmänt tillgänglig utvärdering av EnCase version 
6 förutom denna. 

• EnCase 6.8 fungerar som förväntat under Windows då man använder ett hårdvaru-
skrivskydd. Funktionen utan skrivskydd har inte utvärderats eftersom detta inte var 
ett av kraven och eftersom sådan användning inte rekommenderas. Som väntat 
kunde inte dolda sektorer avbildas. 

• LinEn 6.1 fungerar som förväntat i ”BIOS mode”, men fungerar mycket dåligt i 
”direct ATA mode”. Som väntat kunde dolda sektorer inte avbildas i ”BIOS 
mode”.  

Baserat på testresultaten drar vi slutsatsen att, givet begränsningen att inte kunna avbilda 
dolda sektorer, EnCase 6.8 är ett acceptabelt verktyg för avbildning av ATA-enheter då 
ett hårdvaruskrivskydd används. LinEn 6.1 bör inte under några omständigheter användas 
om en fullständig och korrekt avbildning önskas. 

Allt arbete utfördes av erfaren personal i testlabb som hör till Säkerhet och nätverksgrup-
pen inom Avdelningen för databas och informationsteknik vid Institutionen för datave-
tenskap vid Linköpings universitet, under ledning av Professor Nahid Shahmehri. 

 

Linköping den 5:e mars 2008  

David Byers 
Project manager 
davby@ida.liu.se 

Professor Nahid Shahmehri 
Head of division 
nahsh@ida.liu.se 





DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1 PROJECT REPORT 
  

March 2008  11(16) 

3 Project overview 

3.1 Survey 

The purpose of the survey phase was to determine what work has been done in the area of 
evaluation of tools for computer forensics, and to determine if there were evaluations of 
recent versions of EnCase either planned or already completed.  

No tests of current version of EnCase or LinEn were available at the time of the survey. 
Since then, the National Institute of Justice has published test reports for EnCase 4.22a 
and LinEn 5.05f, and NIST has announced that they plan to evaluate EnCase and LinEn 
version 6 at some point in the future. 

A secondary concern was to determine what supporting tools would be required and were 
available to conduct the evaluation. A number of tools were identified, but we also found 
that there were no tools available on the Linux platform that could be used to configure 
certain aspects of the drive, such as add a host protected area or device configuration 
overlay. Such tools do exist for MS-DOS. 

The complete results of the survey phase are published in two separate reports: Disk Im-
aging Evaluation: EnCase 6.8/LinEn 6.1 Survey of the State-of-the-Art and Disk Imaging 
Evaluation: EnCase 6.8/LinEn 6.1 Tools Survey. 

3.2 Requirements 

The purpose of the requirements phase was to develop a set of high-level requirements on 
the disk imaging tool, as well as determine the technical variations under which the tool 
would be evaluated. 

Requirements and technical variations were collected from a number of sources, includ-
ing the CFTT project, discussions with law enforcement officials and, analysis of the 
ATA specifications and abuse scenarios. A total of nineteen high-level requirements and 
39 individual technical variations were identified and documented. 

The results of the requirements phase are published in the report Disk Imaging Evalua-
tion: EnCase 6.8/LinEn 6.1 Tool Requirements. 

3.3 Test planning 

The purpose of the testing planning phase was to design a set of concrete test cases that 
would evaluate the tools in accordance with the requirements defined in the previous 
phase. Initially a total of 97 individual test cases were identified. Following the first 
round of testing the number of test cases was expanded to 142 in order to account for 
added technical variations and certain issues that had been discovered during testing. 

The test plan has been published as Disk Imaging Evaluation: EnCase 6.8/LinEn 6.1 Test 
Plan. 

3.4 Testing and analysis 

The final phase of the project consisted of testing and analysis of the test results. Tests 
were conducted according to the procedures set out in the test plan and the results from 
were analyzed to determine the cause of any failures and evaluate the consequences of 
failures and problems encountered during testing. 
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Following the first round of testing, additional testing was conducted in order account for 
added technical variations and to gather additional data needed to analyze certain ano-
malous behavior. 

The results of the testing and analysis phase were published as Disk Imaging Evaluation: 
EnCase 6.8/LinEn 6.1 Test Results. 

4 Reports overview 

The results of this project are reported in several separate documents relating to the dif-
ferent phases: 

EnCase 6.8/LinEn 6.1 Survey of the State-of-the-Art 

This report provides an survey of the efforts in forensic tool testing, as well as published 
plans for future testing. The purpose of the survey was to ensure that this project did not 
duplicate work done elsewhere and to ensure that the quality of this project was at least as 
high as any other similar project. 

Disk Imaging Evaluation: EnCase 6.8/LinEn 6.1 Tools Survey 

This report is a survey of tools that could support testing of disk imaging tools. The pur-
pose of the survey was to determine if all tools needed for the project were available and 
to identify any weaknesses in the tools. 

Disk Imaging Evaluation: EnCase 6.8/LinEn 6.1 Tool Requirements 

This document lists the requirements on disk imaging tools that are relevant in the context 
of this project. The requirements identified here can be re-used when testing other disk 
imaging tools, and the methodology can be used for other kinds of tools. 

Disk Imaging Evaluation: EnCase 6.8/LinEn 6.1 Test Plan 

This document describes all tests that have been conduced in the project. Each test is de-
scribed in sufficient detail that it can be replicated by others. The purpose of this is to en-
sure that all relevant requirements are tested and that the test results can be verified by re-
testing in the future. The test plan can be used as a basis for testing other disk imaging 
tools. 

Disk Imaging Evaluation: EnCase 6.8/LinEn 6.1 Test Results  

This report documents the results of all tests, and includes an analysis of the results (in 
particular the failures). Its purpose is to show the test results in such a way that they can 
be independently analyzed. 

5 Results overview 

This is a condensed version of the full results and analysis presented in Disk Imaging 
Evaluation: EnCase 6.8/LinEn 6.1 Test Results. 
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5.1 EnCase 6.8 on Windows 

EnCase 6.8 on Windows meets all requirements that it was expected to meet. It was not 
expected to pass all tests, and fails the following: 

• EnCase 6.8 is not capable of detecting or acquiring hidden sectors of any kind. 

• EnCase 6.8 does not handle drives with more than 25 partitions as it should. 

• EnCase 6.8 has some problems with acquiring individual partitions from drives that 
have abnormal partition tables. 

The last two issues are not serious problems as they are easily recognizable and EnCase 
can acquire the whole drive in such cases. 

5.2 LinEn 6.1 on Linux 

LinEn 6.1 can operate in two different modes in Linux: BIOS mode and direct ATA 
mode. The two modes yield very different test results.  

LinEn 6.1 operating in BIOS mode 

LinEn 6.1 on Linux meets nearly all requirements that it was expected to meet when op-
erating in BIOS mode. It was not expected to pass all tests, and fails the following: 

• LinEn 6.1 is not capable of detecting or acquiring hidden sectors of any kind. 

• LinEn 6.1 does not handle drives with a large number partitions as it should. 

• LinEn 6.1 has some problems with acquiring individual partitions from drives that 
have abnormal partition tables. 

• The minimum error granularity possible is eight in the tested configuration. 

The partition-related issues are not serious as they are easily recognizable and LinEn can 
acquire the whole drive in such cases. The issue concerning error granularity is rather se-
rious, but is fundamentally due to how the Linux operating system works. The problem 
could have been avoided in LinEn. 

Sectors hidden using a host protected area are usually acquired because Linux removes 
the host protected area when it boots. 

LinEn 6.1 operating in direct ATA mode 

LinEn 6.1 on Linux fails a significant number of critical requirements when operating in 
direct ATA mode. It was expected to pass all tests, but fails the following: 

• LinEn 6.1 is very sensitive to operating system settings, and if the wrong combina-
tion of settings is used, may acquire incorrect data without notifying the user. With 
other settings no sectors are acquired at all. 

• LinEn 6.1 fails to remove the device configuration overlay when a host protected 
area is present, thus failing to acquire all hidden sectors. 

• LinEn 6.1 fails to notify the user that hidden sectors may be present on drives that 
it cannot access using direct ATA mode, and fails to notify the user that these 
drives can only be accessed in BIOS mode. 

• LinEn 6.1 sometimes reverts to BIOS mode without notifying the user. 

• When a very large number of sectors are hidden, LinEn 6.1 fails to acquire any sec-
tors at all. 
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• When there are read errors, LinEn 6.1 often fails to acquire any sectors after the 
first error, and reports all as having read errors. 

• LinEn 6.1 does not handle drives with a large number partitions as it should. 

• LinEn 6.1 has some problems with acquiring individual partitions from drives that 
have abnormal partition tables. 

5.2.1 Incomplete and inaccurate acquisition 

In a number of test cases, LinEn 6.1 failed to acquire all visible sectors, and in some test 
cases LinEn acquired data not present on the digital source. These are extremely serious 
failings in a tool whose sole purpose is the acquisition of data from digital sources. 

Analysis shows that this is due to incorrect use of low-level Linux APIs (which causes 
Linux do deliver invalid data to LinEn) as well as sensitivity to operating system settings 
(specifically multcount), but failure to control or validate such settings. The rest results 
report contains a full analysis of these issues. 

When attempting to acquire a partition that consisted partially of hidden sectors, LinEn 
failed to acquire sectors that were originally hidden. Analysis shows that LinEn attempts 
to acquire from the device representing the partition, which does not support direct ATA 
mode, then reverts to BIOS mode without notifying the user. The Linux operating system 
prevents reading beyond the original end of the partition in this case. 

When LinEn is started, it scans for devices to acquire. It does this by looking for devices 
with names starting with hd, sd and scd. It will also detect up to 25 partitions per de-
vice. Devices that do not have names like this cannot be acquired in LinEn.  

5.2.2 Failures related to unreadable sectors 

When operating in BIOS mode, LinEn consistently failed to read at least eight consecu-
tive sectors when a single unreadable sector was encountered, regardless of the block size 
and error granularity settings. In BIOS mode, LinEn uses buffered I/O, which in the test 
environment always results in a minimum of eight sectors being read at once. 

In direct ATA mode a single error would cause all subsequent attempts to read from the 
digital source to fail. LinEn correctly attempts to read subsequent sectors, but the operat-
ing system signals an error for every sector. We have not been able to determine the cause 
of this, but it appears that LinEn may not be at fault. However, LinEn fails to diagnose 
this situation accurately and simply reports all sectors as unreadable. 

5.2.3 Failures related to hidden sectors 

LinEn has the capacity to detect and acquire hidden sectors when operating in direct ATA 
mode. However, when libATA drivers were used, hidden sectors were not acquired since 
LinEn either did not offer direct ATA mode or silently reverted to BIOS mode.  

When a HPA (Host Protected Area) and DCO (Device Configuration Overlay) were both 
present, then LinEn was unable to remove the DCO when the HPA was disabled by the 
Linux operating system (which is the normal behavior of Linux). The reason for this is 
that the DCO can only be removed when there is no HPA; merely disabling the HPA is 
not sufficient. LinEn does not properly detect the situation where there is a disabled HPA 
present on the drive. 

When there were a sufficiently large number of hidden sectors, LinEn failed to acquire 
anything. This appears to be due to a failed attempt to read sector 33554691, which caus-
es all subsequent commands to the drive to fail as well. 
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5.2.4 Failure to leave the digital source unchanged 

Although LinEn does not alter the data stored on the digital source, it sometimes affects 
its configuration when hidden sectors are acquired. To some extent this is unavoidable, 
but LinEn neither attempts to restore the original configuration, not attempts to document 
what it was. 

6 Conclusions 

The evaluation of EnCase 6.8 and LinEn 6.1 shows that: 

• EnCase 6.8 for Windows performs as expected. It acquires data accurately but fails 
to acquire or detect hidden sectors on the digital source. 

• LinEn 6.1 performs as expected only when operating in “BIOS mode”, but fails 
many tests when operating under “direct ATA mode”. Hidden sectors were, as ex-
pected, not acquired in “BIOS mode”, and single unreadable sectors resulted in 
contiguous groups of sectors not being acquired. 

Based on these tests, both EnCase 6.8 under Windows and LinEn 6.1 operating in BIOS 
mode appear to be reliable ways of imaging ATA drives, provided that the limitations are 
acceptable. Although these tools fail to meet all requirements, they have been consistent 
in the tests. 

LinEn 6.1 operating in direct ATA mode is so unreliable and sensitive to the operating 
environment that it cannot be recommended for any purpose. If hidden sectors need to be 
acquired, the HPA and DCO can be removed using third-party tools, allowing the drive to 
be imaged using EnCase 6.8 or LinEn 6.1 in BIOS mode. 

6.1 The CFTT evaluation of EnCase LinEn 5.05f 

In January 2008, the National Institute of Justice, U.S. Department of Justice published 
test results for data acquisition using EnCase Linen 5.05f based on the test plans devel-
oped by the Computer Forensics Tool Testing program (CFTT). The report concludes that 
only two test cases failed: acquisition of sectors hidden using DCO and acquisition of un-
readable sectors. Furthermore, acquisition of sectors hidden using HPA was successful 
due to the test environment, not the acquisition tool. 

Our results agree with those presented in the NIJ report where the test cases coincide. 
However, we have tested additional technical variations and combinations of technical 
variations that were either not available to the NIJ testers or were simply omitted. 

Insofar as Linen is only used in the manner tested by the NIJ, it appears to be a reliable 
tool. However, our test results indicate that usage outside these parameters, or use of the 
new acquisition-related features in LinEn 6.1 (in particular “direct ATA mode”), renders 
the tool very unreliable. 

6.2 Using LinEn 6.1 in direct ATA mode 

Given the poor and unpredictable performance of LinEn 6.1 in direct ATA mode, it is 
highly questionable whether LinEn 6.1 should ever be used in direct ATA mode. Howev-
er, the following guidelines will improve the chances of successful acquisition. 
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• Enable CONFIG_IDE_TASK_IOCTL in the Linux kernel configuration. This is 
required to enable direct ATA mode. 

• Use a Linux kernel modified to not automatically disable the host protected area. 

• Ensure that the conventional Linux IDE drivers are always used. The newer li-
bATA drivers do not support direct ATA mode. 

• Always disable multcount on the drive, and acquire using block size and error 
granularity set to one. 

• Always acquire the entire drive. Never acquire single partitions. Ensure that all 
drives acquired have a name starting with hd. 

• Carefully monitor the output from LinEn to make sure that unreadable sectors have 
not caused the majority of the acquisition to fail. 
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This report is part of an evaluation of EnCase 6.8 and LinEn 6.1 conducted by the Securi-
ty and Networks Group within the Division for Database and Information Techniques 
(ADIT) at the Department of Computer and Information Science (IDA) at Linköping 
University under the supervision of Professor Nahid Shahmehri. 

The evaluation was funded by, and conducted at the request of, the Swedish National La-
boratory of Forensic Science. 

 

The following documents constitute the full evaluation report: 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Survey of the state-of-the-art 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Tools for testing and evaluation 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Tool requirements 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Test plan 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Test results 

• Disk imaging evaluation: EnCase 6.8/LinEn 6.1: Project report 

 
Linköping, March 15, 2008  
David Byers 
Project manager 
davby@ida.liu.se 

Professor Nahid Shahmehri 
Head of division 
nahsh@ida.liu.se 
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1 Summary/sammanfattning 

Summary in English 

The digital data acquisition function of EnCase 6.8 for Windows and EnCase LinEn 6.1 
for Linux were tested in accordance with the Disk Imaging Tool Evaluation Test Plan for 
EnCase LE 6.8/LinEn 6.1. In summary the results are as follows: 

• EnCase 6.8 for Windows performs as expected. It acquires data accurately but fails 
to acquire or detect hidden sectors on the digital source. 

• EnCase LinEn 6.1 for Linux does not perform as expected. Under certain very spe-
cific circumstances it acquires data accurately, but fails to acquire hidden sectors 
and fails to acquire good sectors contiguous with an unreadable sector. Under other 
circumstances the tool fails many requirements, including the requirement to ac-
quire data accurately.  

This report contains detailed test results, as well as an analysis of the failures. We con-
clude that EnCase 6.8 for Windows is an acceptable tool for imaging ATA drives, whe-
reas EnCase LinEn 6.1 should never be used if effective and accurate acquisition is a 
concern. 

Sammanfattning på svenska 

Funktionen för avbildning av en digital källa I EnCase 6.8 för Windows of EnCase LinEn 
6.1 för Linux testades enligt Disk Imaging Tool Evaluation Test Plan for EnCase LE 
6.8/LinEn 6.1 som har publicerats tidigare. Resultaten kan sammanfattas enligt följande: 

• EnCase 6.8 för Windows fungerar som väntat. Den avbildar den digitala källan 
korrekt, men saknar förmågan att avbilda dolda sektorer. 

• EnCase LinEn 6.1 för Linux fungerar inte som väntat. Under vissa mycket specifi-
ka förhållanden avbildar den digitala källor korrekt, men den misslyckas avbilda 
dolda sektorer och för varje oläsbar sektor kan upp till sju andra sektorer inte heller 
läsas. Under andra förhållanden uppfyller verktyget långt ifrån alla de ställda kra-
ven, inte ens kravet att göra en korrekt avbildning. 

Den här rapporten innehåller detaljerade testresultat och en analys av de tester som miss-
lyckades. Vi drar slutsatsen att EnCase 6.8 för Windows är ett acceptabelt verktyg för av-
bildning av ATA-hårddiskar, men EnCase LinEn 6.1 för Linux inte bör användas i något 
sammanhang där en korrekt avbildning önskas. 
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2 Testing environment 

2.1 Hardware 

Two test computers, one with Windows and one with Linux were used in this test. Com-
plete hardware specifications for both, generated with the lshw utility, are available in 
separate files. 

Windows computer 

Hewlett-Packard HP xw6400 Workstation  
Hewlett-Packard Motherboard 
Hewlett-Packard BIOS version 786D v02.10 
Intel Xeon 5140 Dual Core CPU 
2GiB memory 
On-board USB 2.0, Ethernet, SATA and PATA controllers 
Texas Instruments TSB82AA2 IEEE-1394b FireWire Controller 
HL-DT-ST DWD+-RW GSA-H21L DVD writer 
TS-H352C DVD-ROM 

Linux computer 

Tyan Thunder K8WE S2895 Motherboard 
Phoenix BIOS version 2004Q3 
2 x AMD Opteron 285 2.6GHz Dual Core CPU 
4GiB memory 
On-board USB 2.0, FireWire, Ethernet, SATA and PATA controllers 
2 x Optiarc DVD RW AD-7170 
WDC4000KS-00M 372GB SATA hard drive 
Promise Technologies 20269 IDE controller 

2.2 Software 

The following software was used, as specified in the test plan: 

Windows software 

EnCase The tool under test. 

cygwin Used to run ewfexport, imgcheck, imageverify.sh. 

ewfexport Part of libewf; used to convert EnCase evidence files to raw disk 
images, compiled for cygwin. 

imgchk Used to check the correctness of an acquired image file. 

imageverify.sh Used to automate certain aspects of the test procedures. 

Linux software 

linen The tool under test. 

diskwipe Used to write a predictable pattern to a digital source. 
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diskhash.csh Used to compute a hash over an entire digital source. 

ewfexport Part of libewf; used to convert EnCase evidence files to raw disk 
images. 

hdparm Linux hard drive tool, used to change parameters of the test drive. 

sfdisk Linux hard drive partitioning tool. 

strace Used to trace system calls made by LinEn. 

atatool Used to configure ATA and SATA drives. 

imgchk Used to check the correctness of an acquired image file. 

imageverify.sh Used to automate certain aspects of the test procedures. 

The diskwipe and diskhash programs are part of the FS-TST tool package, devel-
oped by NIST. FS-TST can be obtained from http://www.cftt.nist.gov/diskimaging/fs-
tst20.zip. 

The ewfexport program is part of the libewf open source library, which can be obtained 
from http://www.uitwisselplatform.nl/projects/libewf/ 

The hdparm, sfdisk and strace programs are part of most Linux distributions. 

The atatool program is unreleased software. Contact the authors of this report for addi-
tional information. 

The imgchk and imageverify.sh programs were developed specifically for this 
project. Contact the authors of this report for additional information. 

In addition the Linux kernel used was patched to support the READ LONG and WRITE 
LONG commands. A special kernel version that does not remove HPA was also em-
ployed for certain tests. Contact the authors of this report for additional information. 

3 Deviations from the test plan 

For the most part, tests were conducted in accordance with the test plan. However, there 
were some deviations that did not affect the end results of the tests: 

• Certain metadata, such as examiner name, evidence description and so forth, were 
not entered in accordance with the test plan. However, only fields that should have 
no impact on the acquisition process were affected. 

• Due to errors in the firmware of the hard drives used (related to the creation and 
removal of HPA and DCO), a small number of tests had to be run on hardware oth-
er than that which was planned. The end results of the test cases in question were 
not affected by the use of different hardware or the errors in the drive firmware. 

• Verification of the acquired images was not done using a generic script, as speci-
fied in the test plan, but a custom script for each test case. The custom script, how-
ever, executes exactly the same commands as the generic one, so the end results are 
not affected in any way. 
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• When running some of the tests with unreadable sectors (ER variations), the entire 
drive was acquired, rather than a portion of the drive. This does not affect the end 
results in any way. 

4 EnCase 6.8 test results 

Although a number of requirements were not satisfied, EnCase functioned as expected on 
Windows.  

4.1 Requirement SKL-DI-01 

Description: The tool shall be able to acquire a digital source using a supported physi-
cal interface and access method in the execution environment. 

Result: Partially satisfied by EnCase 6.8 

This requirement was satisfied on Windows with one exception. When acquiring a parti-
tion, EnCase only displays the first 25 partitions for selection by the user. Test cases 
SKL-DITC-67 and SKL-DITC-115 had 37 partitions, and the digital source was partition 
number 35. This partition was not available for selection, and could therefore not be ac-
quired. 

The inability to select partitions beyond the first 25 is a fairly serious flaw because a user 
presented with a list of the first 25 partitions is given no indication that there are addition-
al partitions on the drive. 

4.2 Requirement SKL-DI-02 

Description: The tool shall be able to create an image of the digital source. 

Result: The requirement is satisfied by EnCase 6.8 

The only cases where an image could not be created were those cases where the digital 
source could not be acquired at all. In all cases where acquisition was possible, an image 
file was created. 

4.3 Requirement SKL-DI-03 

Description: The tool shall completely acquire all visible data sectors from the digital 
source. 

Result: The requirement is satisfied by EnCase 6.8 

The only cases where all visible sectors were not acquired were those cases where the 
digital source could not be acquired at all. In all cases where acquisition was possible, all 
visible sectors were acquired. 

4.4 Requirement SKL-DI-04 

Description: The tool shall completely acquire all hidden data sectors from the digital 
source. 

Result: Not satisfied by EnCase 6.8 
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EnCase 6.8 does not support acquiring hidden sectors of any kind. This is clearly stated in 
the EnCase user manual, so EnCase does perform as expected in this regard. 

4.5 Requirement SKL-DI-05 

Description: The tool shall notify the user if it detects that the digital source contains 
hidden data sectors. 

Result: Not applicable to EnCase 6.8 

EnCase 6.8 does not support detecting hidden sectors of any kind. This is implied in the 
EnCase user manual, so EnCase does perform as expected in this regard. 

4.6 Requirement SKL-DI-06 

Description: If the tool is unable to detect hidden sectors on the digital source due to an 
incompatibility with the execution environment or access interface, the 
tool shall notify the user that hidden sectors may be present but unde-
tected. 

Result: Not satisfied by EnCase 6.8 

Although EnCase 6.8 can never detect hidden sectors the tool itself does not warn the us-
er that hidden sectors may be present. The user manual does contain a general warning to 
that effect. 

4.7 Requirement SKL-DI-07 

Description: If the tool is unable to acquire hidden sectors from the digital source due 
to an incompatibility with the execution environment or access interface, 
the tool shall notify the user that hidden sectors will not be acquired. 

Result: Not applicable to EnCase 6.8 

EnCase does not support detecting hidden sectors of any kind, so requirements concern-
ing acquisition of hidden sectors is not applicable. 

4.8 Requirement SKL-DI-08 

Description: All data sectors acquired by the tool from the digital source shall be accu-
rately acquired. 

Result: The requirement is satisfied by EnCase 6.8 

In all cases where acquisition was possible, it was also accurate. 

4.9 Requirement SKL-DI-09 

Description: If there are unresolved errors reading from a digital source, then the tool 
shall notify the user of the error type and the error location. 

Result: The requirement is satisfied by EnCase 6.8 

In all cases where acquisition of a digital source with uncorrectable read errors was per-
formed, EnCase recorded information concerning error type and location. 
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4.10 Requirement SKL-DI-10 

Description: If there are unresolved errors reading from a digital source, then the tool 
shall use a benign fill in the destination object in place of the inaccessible 
data. 

Result: The requirement is satisfied by EnCase 6.8 

In all cases where acquisition of a digital source with uncorrectable read errors was per-
formed, EnCase zeroed out the corresponding sectors in accordance with the error granu-
larity setting. 

4.11 Requirement SKL-DI-11 

Description: The tool shall be able to acquire an unprotected digital source without 
modification of the source. 

Result: Not applicable in this evaluation 

All tests on the Windows platform were conducted with a hardware write blocker, so this 
requirement was not tested. However, the EnCase user manual warns not to attempt to 
acquire an unprotected digital source on Windows, as the Windows operating system it-
self may modify the source. 

4.12 Requirement SKL-DI-12 

Description: The tool shall acquire the same data regardless of which access method is 
used to access the physical interface. 

Result: The requirement is satisfied by EnCase 6.8 

Although no tests directly assess this requirement on the Windows platform, it can be in-
ferred that the requirement is satisfied, since the digital source was prepared in an identic-
al way in all tests. 

4.13 Requirement SKL-DI-13 

Description: If image file creation is selected then the tool shall create an image file in 
the selected format on the selected image destination device such that the 
image file contains all the data acquired by the tool. 

Result: The requirement is satisfied by EnCase 6.8 

All image files that were created were verified to ensure that all the data that should have 
been acquired was present in the image files. 

4.14 Requirement SKL-DI-14 

Description: If the creates an image file that contains data not present in the digital 
source, then the tool shall provide a mechanism for creating an image file 
containing only the data present in the digital source. 

Result: Not satisfied by EnCase 6.8 

EnCase 6.8 only support creation of images in the Evidence File (EWF) format. Conver-
sion to a raw image file is possible using third-party tools. 
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4.15 Requirement SKL-DI-15 

Description: If there is an error when writing an image file, the tool shall notify the us-
er of the condition. 

Result: This requirement could not be reliably tested 

There was no way to test this requirement as we did not have access to a drive with relia-
ble write errors. Drives with write errors tend to be unpredictable, making systematic test-
ing impossible. 

4.16 Requirement SKL-DI-16 

Description: If there is insufficient space on the image destination device to contain the 
image file, then the tool shall notify the user of the condition. 

Result: This requirement is satisfied by EnCase 6.8 

When writing to a drive with insufficient space to store the resulting image, EnCase of-
fers to save excess data in a different location. 

4.17 Requirement SKL-DI-17 

Description: If the tool allows the user to select the access method, the tool shall use 
the access method selected by the user. 

Result: Not applicable to EnCase 6.8 

The access method used is determined by the physical interface the digital source is con-
nected to. Hence this requirement is not applicable. 

4.18 Requirement SKL-DI-18 

Description: The tool shall notify the user of any irregularities in the configuration of 
the digital source. 

Result: Not satisfied by EnCase 6.8 

In no test where the digital source had an irregular configuration did EnCase 6.8 notify 
the user. It did, however, succeed in acquisition in nearly all such cases (except where 
hidden sectors or a very large number of partitions were involved), so unless the irregu-
larities themselves are of interest, this is not a serious flaw.  

4.19 Requirement SKL-DI-19 

Description: The tool shall communicate to the user at least the following information 
concerning acquisition: device, start sector, end sector, nature and number 
of errors encountered, and time of acquisition. 

Result: This requirement is satisfied by EnCase 6.8 

In all cases where acquisition was possible, EnCase recorded the required information. In 
those cases where acquisition was not possible, this requirement is not applicable. 
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5 LinEn 6.1 test results (BIOS mode) 

For the most part, LinEn 6.1 operating in BIOS mode performed as expected. It was ex-
pected to perform much as EnCase 6.8, but failed one additional requirement. 

5.1 Requirement SKL-DI-01 

Description: The tool shall be able to acquire a digital source using a supported physi-
cal interface and access method in the execution environment. 

Result: Partially satisfied by LinEn 6.1 operating in BIOS mode 

This requirement was satisfied with one exception. When acquiring a partition, LinEn 
does not identify all partitions, and the user interface where the user selects partitions to 
display cannot handle a large number of entries. As a result, it is impossible to select par-
tition number 35. Figure 1 on page 21 shows what the user interface looks like in this sit-
uation. 

The inability to select handle a large number of partitions is a fairly serious flaw because 
a user is given no indication that there may be additional partitions on the drive. 

5.2 Requirement SKL-DI-02 

Description: The tool shall be able to create an image of the digital source. 

Result: The requirement is satisfied by LinEn 6.1 operating in BIOS mode 

The only cases where an image could not be created were those cases where the digital 
source could not be acquired at all. In all cases where acquisition was possible, an image 
file was created. 

5.3 Requirement SKL-DI-03 

Description: The tool shall completely acquire all visible data sectors from the digital 
source. 

Result: Partially satisfied LinEn 6.1 operating in BIOS mode 

In all test cases with unreadable sectors, LinEn failed to acquire a number of adjacent 
readable sectors. If sector N was unreadable, then at least sectors ⎣N/8⎦ through ⎣N/8⎦ + 8 
were not acquired. This failure to read these sectors is due to LinEn using an inappro-
priate I/O mode to access the digital source. 

Furthermore, in a test case where 48 bit addressing was disabled (HS-LBA28 variation), 
LinEn failed to acquire a large portion of the visible sectors of the drive. 

5.4 Requirement SKL-DI-04 

Description: The tool shall completely acquire all hidden data sectors from the digital 
source. 

Result: Not satisfied by LinEn 6.1 operating in BIOS mode 

LinEn 6.1 operating in BIOS mode does not support acquiring hidden sectors of any kind. 
This is clearly stated in the EnCase user manual, so EnCase does perform as expected in 
this regard. 
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However, the standard behavior of current Linux kernels is to disable any HPA on boot, 
causing the HPA to become visible to LinEn. Therefore LinEn can be used in BIOS mode 
to acquire the HPA provided that the appropriate Linux kernel is used. 

5.5 Requirement SKL-DI-05 

Description: The tool shall notify the user if it detects that the digital source contains 
hidden data sectors. 

Result: Not applicable to LinEn 6.1 operating in BIOS mode 

LinEn 6.1 operating in BIOS mode does not support detecting hidden sectors of any kind. 
This is implied in the EnCase user manual, so EnCase does perform as expected in this 
regard. 

5.6 Requirement SKL-DI-06 

Description: If the tool is unable to detect hidden sectors on the digital source due to an 
incompatibility with the execution environment or access interface, the 
tool shall notify the user that hidden sectors may be present but unde-
tected. 

Result: Not satisfied by LinEn 6.1 operating in BIOS mode 

Although LinEn 6.1 operating in BIOS mode can never detect hidden sectors the tool it-
self does not warn the user that hidden sectors may be present. The user manual does con-
tain a general warning to that effect. 

5.7 Requirement SKL-DI-07 

Description: If the tool is unable to acquire hidden sectors from the digital source due 
to an incompatibility with the execution environment or access interface, 
the tool shall notify the user that hidden sectors will not be acquired. 

Result: Not applicable to LinEn 6.1 operating in BIOS mode 

EnCase does not support detecting hidden sectors of any kind, so requirements concern-
ing acquisition of hidden sectors is not applicable. 

5.8 Requirement SKL-DI-08 

Description: All data sectors acquired by the tool from the digital source shall be accu-
rately acquired. 

Result: The requirement is satisfied by LinEn 6.1 operating in BIOS mode 

In all cases where acquisition was possible, it was also accurate. 

5.9 Requirement SKL-DI-09 

Description: If there are unresolved errors reading from a digital source, then the tool 
shall notify the user of the error type and the error location. 

Result: The requirement is satisfied by LinEn 6.1 operating in BIOS mode 

In all cases where acquisition of a digital source with uncorrectable read errors was per-
formed, EnCase recorded accurate information concerning error type and location. 
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5.10 Requirement SKL-DI-10 

Description: If there are unresolved errors reading from a digital source, then the tool 
shall use a benign fill in the destination object in place of the inaccessible 
data. 

Result: The requirement is satisfied by LinEn 6.1 operating in BIOS mode 

In all cases where acquisition of a digital source with uncorrectable read errors was per-
formed, EnCase zeroed out the corresponding sectors in accordance with the error granu-
larity setting. 

5.11 Requirement SKL-DI-11 

Description: The tool shall be able to acquire an unprotected digital source without 
modification of the source. 

Result: The requirement is satisfied by LinEn 6.1 operating in BIOS mode 

Provided that LinEn is run in a Linux environment that does not automatically mount par-
titions on the digital source, this requirement is med when LinEn is run in BIOS mode. 
Although Linux disables any HPA present on the drive, this is done in a volatile fashion, 
so that the HPA is restored when the drive is powered down or reset. 

5.12 Requirement SKL-DI-12 

Description: The tool shall acquire the same data regardless of which access method is 
used to access the physical interface. 

Result: Partially satisfied by LinEn 6.1 

Provided that data is accurately and completely acquired, LinEn 6.1 acquires the same da-
ta regardless of access mode. However, under many circumstances acquisition using di-
rect ATA mode is neither complete nor accurate, so under these conditions the data ac-
quired in BIOS mode will differ from that acquired in direct ATA mode. 

When operating in BIOS mode, the same data is acquired regardless of whether conven-
tional IDE drivers or libATA drivers are used. 

5.13 Requirement SKL-DI-13 

Description: If image file creation is selected then the tool shall create an image file in 
the selected format on the selected image destination device such that the 
image file contains all the data acquired by the tool. 

Result: The requirement is satisfied by LinEn 6.1 operating in BIOS mode 

All image files that were created were verified to ensure that all the data that should have 
been acquired was present in the image files. 

5.14 Requirement SKL-DI-14 

Description: If the tool creates an image file that contains data not present in the digital 
source, then the tool shall provide a mechanism for creating an image file 
containing only the data present in the digital source. 

Result: Not satisfied by LinEn 6.1 
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LinEn 6.1 only supports creation of images in the Evidence File (EWF) format. Conver-
sion to a raw image file is possible using third-party tools. 

5.15 Requirement SKL-DI-15 

Description: If there is an error when writing an image file, the tool shall notify the us-
er of the condition. 

Result: This requirement could not be reliably tested 

There was no way to test this requirement as we did not have access to a drive with relia-
ble write errors. Drives with write errors tend to be unpredictable, making systematic test-
ing impossible. 

5.16 Requirement SKL-DI-16 

Description: If there is insufficient space on the image destination device to contain the 
image file, then the tool shall notify the user of the condition. 

Result: This requirement is satisfied by LinEn 6.1 operating in BIOS mode 

When writing to a drive with insufficient space to store the resulting image, EnCase of-
fers to save excess data in a different location. 

5.17 Requirement SKL-DI-17 

Description: If the tool allows the user to select the access method, the tool shall use 
the access method selected by the user. 

Result: This requirement is satisfied by LinEn 6.1 operating in BIOS mode 

When BIOS mode is selected by the user, LinEn 6.1 reliable uses BIOS mode. When di-
rect ATA mode is selected, LinEn 6.1 sometimes reverts to BIOS mode without notifying 
the user. 

5.18 Requirement SKL-DI-18 

Description: The tool shall notify the user of any irregularities in the configuration of 
the digital source. 

Result: Not satisfied by LinEn 6.1 operating in BIOS mode 

In no test where the digital source had an irregular configuration did LinEn 6.1 operating 
in BIOS mode notify the user.  

5.19 Requirement SKL-DI-19 

Description: The tool shall communicate to the user at least the following information 
concerning acquisition: device, start sector, end sector, nature and number 
of errors encountered, and time of acquisition. 

Result: This requirement is satisfied by LinEn 6.1 operating in BIOS mode 

In all cases where acquisition was possible, EnCase recorded the required information. In 
those cases where acquisition was not possible, this requirement is not applicable. 
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Figure 1: LinEn with too many partitions 
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6 LinEn 6.1 test results (direct ATA mode) 

6.1 Requirement SKL-DI-01 

Description: The tool shall be able to acquire a digital source using a supported physi-
cal interface and access method in the execution environment. 

Result: Partially satisfied by LinEn 6.1 operating in direct ATA mode 

Under most circumstances LinEn 6.1 operating in direct ATA mode succeeded in acquir-
ing a digital source using one of the supported physical interfaces, but there were in-
stances where acquisition failed. As in BIOS mode, the LinEn only detects some of the 
partitions on the drive when very many partitions are present. Additionally, it fails to ac-
quire partitions under certain configurations. 

6.2 Requirement SKL-DI-02 

Description: The tool shall be able to create an image of the digital source. 

Result: This requirement is satisfied by LinEn 6.1 operating in direct ATA mode 

The only cases where an image could not be created were those cases where the digital 
source could not be acquired at all. In all cases where acquisition was possible, an image 
file was created. 

6.3 Requirement SKL-DI-03 

Description: The tool shall completely acquire all visible data sectors from the digital 
source. 

Result: Not satisfied by LinEn 6.1 operating in direct ATA mode 

When read errors were present on the digital source, LinEn would frequently fail to ac-
quire any sectors following the read error. With block size and error granularity set above 
one and multiple sector mode (multcount) disabled, LinEn failed to acquire any sectors.   

6.4 Requirement SKL-DI-04 

Description: The tool shall completely acquire all hidden data sectors from the digital 
source. 

Result: Not satisfied by LinEn 6.1 operating in direct ATA mode 

LinEn 6.1 operating in direct ATA mode fails to acquire hidden sectors if a HPA and 
DCO coexist on the same drive, and the HPA is disabled by the operating system (which 
is currently the standard behavior of Linux). 

If the HPA or DCO is very large (i.e. the maximum addressable sector is fairly small), 
switching to direct ATA mode LinEn “forgets” the drive, making acquisition impossible.  

When acquiring a partition that includes hidden sectors, LinEn will fail to acquire the 
hidden sectors even if it successfully disables HPA or DCO. 

If the drive is accessed using libATA drivers, LinEn will revert to BIOS mode without 
notifying the user, failing to detect or acquire any hidden sectors. 
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6.5 Requirement SKL-DI-05 

Description: The tool shall notify the user if it detects that the digital source contains 
hidden data sectors. 

Result: Not satisfied by LinEn 6.1 operating in direct ATA mode 

LinEn 6.1 operating in direct ATA mode does not notify the user if there are hidden sec-
tors regardless of whether they can be acquired or not. 

6.6 Requirement SKL-DI-06 

Description: If the tool is unable to detect hidden sectors on the digital source due to an 
incompatibility with the execution environment or access interface, the 
tool shall notify the user that hidden sectors may be present but unde-
tected. 

Result: Not satisfied by LinEn 6.1 operating in direct ATA mode 

LinEn 6.1 operating in direct ATA mode is unable to detect hidden sectors if the drive is 
accessed using anything but conventional IDE drivers. Hidden sectors are never detected 
or acquired on devices connected through USB, FireWire or SATA. In this case it does 
not notify the user of the possibility of hidden sectors. 

6.7 Requirement SKL-DI-07 

Description: If the tool is unable to acquire hidden sectors from the digital source due 
to an incompatibility with the execution environment or access interface, 
the tool shall notify the user that hidden sectors will not be acquired. 

Result: Not satisfied by LinEn 6.1 operating in direct ATA mode 

LinEn 6.1 operating in ATA mode does not notify the user of success or failure in at-
tempting to acquire hidden sectors. 

6.8 Requirement SKL-DI-08 

Description: All data sectors acquired by the tool from the digital source shall be accu-
rately acquired. 

Result: Not satisfied by LinEn 6.1 operating in direct ATA mode 

Under certain circumstances LinEn 6.1 operating in direct ATA mode will record data 
that is not present on the digital source. The most consistent example of this is when mul-
tiple sector mode (multcount) is set higher than one and error granularity is also higher 
than one. In some tests we observed LinEn inserting additional sectors, but this behavior 
was not consistent. 

6.9 Requirement SKL-DI-09 

Description: If there are unresolved errors reading from a digital source, then the tool 
shall notify the user of the error type and the error location. 

Result: The requirement is satisfied by LinEn 6.1 operating in direct ATA mode  

In all cases where acquisition of a digital source with uncorrectable read errors was per-
formed, EnCase recorded accurate information concerning error type and location. 
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6.10 Requirement SKL-DI-10 

Description: If there are unresolved errors reading from a digital source, then the tool 
shall use a benign fill in the destination object in place of the inaccessible 
data. 

Result: The requirement is satisfied by LinEn 6.1 operating in direct ATA mode 

In all cases where acquisition of a digital source with uncorrectable read errors was per-
formed, EnCase zeroed out the corresponding sectors in accordance with the error granu-
larity setting. 

6.11 Requirement SKL-DI-11 

Description: The tool shall be able to acquire an unprotected digital source without 
modification of the source. 

Result: Partially satisfied by LinEn 6.1 operating in direct ATA mode 

In order to acquire hidden sectors, LinEn 6.1 operating under direct ATA mode perma-
nently removes any detected HPA or DCO if a DCO is present. No changes were made to 
the data stored on the digital source.  

6.12 Requirement SKL-DI-12 

Description: The tool shall acquire the same data regardless of which access method is 
used to access the physical interface. 

Result: Partially satisfied by LinEn 6.1 

Provided that data is accurately and completely acquired, LinEn 6.1 acquires the same da-
ta regardless of access mode. However, under many circumstances acquisition using di-
rect ATA mode is neither complete nor accurate, so under these conditions the data ac-
quired in BIOS mode will differ from that acquired in direct ATA mode. 

When operating in direct ATA mode, the same data is acquired regardless of whether 
conventional IDE drivers or libATA drivers are used. 

6.13 Requirement SKL-DI-13 

Description: If image file creation is selected then the tool shall create an image file in 
the selected format on the selected image destination device such that the 
image file contains all the data acquired by the tool. 

Result: The requirement is satisfied by LinEn 6.1 operating in direct ATA mode 

All image files that were created were verified to ensure that all the data that should have 
been acquired was present in the image files. 

6.14 Requirement SKL-DI-14 

Description: If the tool creates an image file that contains data not present in the digital 
source, then the tool shall provide a mechanism for creating an image file 
containing only the data present in the digital source. 

Result: Not satisfied by LinEn 6.1 
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LinEn 6.1 only supports creation of images in the Evidence File (EWF) format. Conver-
sion to a raw image file is possible using third-party tools. 

6.15 Requirement SKL-DI-15 

Description: If there is an error when writing an image file, the tool shall notify the us-
er of the condition. 

Result: This requirement could not be reliably tested 

There was no way to test this requirement as we did not have access to a drive with relia-
ble write errors. Drives with write errors tend to be unpredictable, making systematic test-
ing impossible. 

6.16 Requirement SKL-DI-16 

Description: If there is insufficient space on the image destination device to contain the 
image file, then the tool shall notify the user of the condition. 

Result: This requirement is satisfied by LinEn 6.1 operating in direct ATA mode 

When writing to a drive with insufficient space to store the resulting image, EnCase of-
fers to save excess data in a different location. 

6.17 Requirement SKL-DI-17 

Description: If the tool allows the user to select the access method, the tool shall use 
the access method selected by the user. 

Result: Not satisfied by LinEn 6.1 operating in direct ATA mode 

Direct ATA mode can be selected any time a drive supporting direct ATA mode is con-
nected. When direct ATA mode is selected and the digital source being acquired does not 
support it (e.g. is connected through USB, FireWire or SATA), LinEn reverts to BIOS 
mode without notifying the user. 

6.18 Requirement SKL-DI-18 

Description: The tool shall notify the user of any irregularities in the configuration of 
the digital source. 

Result: Not satisfied by LinEn 6.1 operating in direct ATA mode 

In no test where the digital source had an irregular configuration did LinEn 6.1 operating 
in direct ATA mode notify the user.  

6.19 Requirement SKL-DI-19 

Description: The tool shall communicate to the user at least the following information 
concerning acquisition: device, start sector, end sector, nature and number 
of errors encountered, and time of acquisition. 

Result: This requirement is satisfied by LinEn 6.1 operating in direct ATA mode 

In all cases where acquisition was possible, EnCase recorded the required information. In 
those cases where acquisition was not possible, this requirement is not applicable. 
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7 Analysis of the results 

The test results indicate that EnCase 6.8 for Windows works nearly as expected. The only 
significant failure is the inability to display more than 25 partitions on a single device. 

The test results show a number of unexpected failures when using LinEn 6.1, particularly 
when operating in direct ATA mode. These failures are further analyzed in this section. 

7.1 Incomplete and inaccurate acquisition 

In a number of test cases, LinEn 6.1 failed to acquire all visible sectors, and in some test 
cases LinEn acquired data not present on the digital source. These are extremely serious 
failings in a tool whose sole purpose is the acquisition of data from digital sources. 

7.1.1 Failures related to block size and error granularity 

LinEn allows the user to set two parameters related to acquisition: block size and error 
granularity. Block size determines how many sectors are read from the drive per call to 
the operating system and error granularity determines the number of sectors that are ze-
roed out when an unreadable sector is encountered. 

Analysis using strace shows that LinEn issues a READ SECTORS EXT command 
through the HDIO_DRIVE_TASKFILE ioctl when reading a digital source. This function 
includes a parameter called data phase, which LinEn sets to TASKFILE_MULTI_IN 
when reading more than one sector, and TASKFILE_IN when reading a single sector. 

When reading from the digital source in direct ATA mode, LinEn first tries to read block 
size sectors at a time. If that fails, it re-reads the same sectors, error granularity sectors at 
a time. Reading is done using the READ SECTORS EXT command through the 
HDIO_DRIVE_TASKFILE ioctl. This function takes a parameter called data phase, 
which LinEn sets to TASKFILE_MULTI_IN when reading multiple sectors, and TASK-
FILE_IN when reading a single sector (i.e. if block size or error granularity is set to one). 

The Linux kernel only permits the TASKFILE_MULTI_IN data phase when multiple 
sector mode is enabled on the digital source (multiple sector mode is sometimes called 
multcount). LinEn does not verify that multiple sector mode is enabled prior to acquisi-
tion, nor does it attempt to enable it. Therefore, if multiple sector mode is disabled and 
both block size and error granularity is set higher than one, LinEn fails to acquire any da-
ta at all. 

Furthermore, TASKFILE_MULTI_IN is intended to be used in conjunction with the 
READ MULTIPLE EXT command. When issuing READ SECTORS EXT, the correct 
data phase is TASKFILE_IN, regardless of the number of sectors being read. Experi-
ments show that when TASKFILE_MULTI_IN is used together with READ SECTORS 
EXT, the Linux kernel returns incorrect data to the program. The cases where LinEn fails 
to acquire data accurately are due to this behavior. 

LinEn is highly sensitive to the multcount setting, but this is not mentioned in the docu-
mentation or managed by the software itself. Most combinations of multcount, error gra-
nularity and block size result in incomplete or inaccurate acquisition. 

7.1.2 Failure to acquire partially hidden partitions 

When LinEn acquires a partition it reads from the device corresponding to the partition. It 
does not read from the device corresponding to the entire drive. The devices representing 
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partitions do not appear to fully support direct ATA mode, so LinEn silently reverts to 
BIOS mode. In this mode, the Linux operating system prevents reading beyond the origi-
nal end of the device (i.e. prevents reading any hidden sectors). 

Devices corresponding to partitions that are partially hidden by HPA or DCO have their 
maximum address set to the last visible sector in the partition. Even if the HPA or DCO is 
subsequently removed, the maximum address remains the same. Because of this LinEn 
always fails to read the part of a partition that was originally hidden. 

7.1.3 Failure to detect partitions and devices 

When LinEn is started, it scans for devices to acquire. It does this by looking for devices 
with names starting with hd, sd and scd. When a device is found, it also scans for 25 
partitions on the device. LinEn does not recognize any devices that do not conform to this 
pattern. There are a number of devices that do not fit this pattern, including HP SmartAr-
ray devices, Compaq SmartArray devices, loop devices and raw devices. 

7.2 Failures related to unreadable sectors 

When operating in BIOS mode, LinEn consistently failed to read at least eight consecu-
tive sectors when a single unreadable sector was encountered, regardless of the block size 
and error granularity settings. In direct ATA mode a single error would cause all subse-
quent attempts to read from the digital source to fail. 

7.2.1 Failure to acquire undamaged sectors in BIOS mode 

The standard I/O path in Linux always reads one full memory page at a time (typically 
4KiB) from disk. If any sector within that page is unreadable, Linux fails to read the en-
tire page. As a result, a single damaged sector will result in at least eight sectors being un-
readable. This can be avoided by using direct I/O or by attaching a raw device to the de-
vice for the drive being acquired. 

In BIOS mode, LinEn uses the standard buffered I/O path of the operating system, and 
does not use direct I/O or raw devices. As a result, a single damaged sector will cause Li-
nEn to fail to read at least eight sectors. 

The same behavior was observed when LinEn was used to acquire a raw device that had 
been bound to a digital source. A system call trace showed that LinEn did successfully 
read all undamaged sectors, but not all were written to the image file. 

7.2.2 Failure to acquire undamaged sectors in direct ATA mode 

In cases where LinEn failed to acquire any sectors beyond the first damaged sector, we 
have observed that LinEn correctly attempts to read subsequent sectors, but the operating 
system signals an error for every sector. We have not been able to determine the cause of 
this, but it appears that LinEn may not be at fault. 

It is important to note that LinEn fails to diagnose this situation properly. During all read 
failures following the first, the error returned by the drive indicates the original sector as 
unreadable. LinEn should be able to recognize this failure mode and either notify the user 
or reset the drive, which in most cases would make it possible to read from it again. In-
stead, LinEn simply silently applies a benign, as it would for an unreadable sector. 
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7.3 Failures related to hidden sectors 

Hidden sectors are sectors on disk that are not accessible to the operating system or appli-
cations through the normal I/O mechanisms. A forensic disk imaging tool must be capa-
ble of acquiring hidden sectors. For ATA disks, we identified three ways to hide sectors: 

• Install a Host Protected Area (HPA) on the disk, making part of it inaccessible. 

• Use a Device Configuration Overlay (DCO) to reduce the apparent capacity of the 
disk. 

• Use a Device Configuration Overlay to disable 48-bit addressing, thereby reducing 
the capacity of the disk to a maximum of 128GiB. 

These three methods can be combined arbitrarily. 

Hidden sectors were not acquired in Windows or in LinEn when using BIOS mode. When 
using direct ATA mode hidden sectors were acquired only under certain conditions. 

7.3.1 Failure to acquire hidden sectors when using libATA drivers 

Linux provides two distinct families of drivers for ATA devices: conventional IDE driv-
ers, which support a number of parallel ATA interfaces, and libATA, which supports 
serial ATA interfaces as well as parallel ATA interfaces. The libATA drivers are succes-
sively replacing the conventional IDE drivers. Drives connected through USB or Fire-
Wire are accessed using a completely different set of drivers. 

Direct ATA mode in LinEn is implemented using the HDIO_DRIVE_TASKFILE ioctl, 
which allows applications to communicate directly with ATA drives. This ioctl is imple-
mented only by the conventional IDE drivers, not by the libATA, USB or FireWire driv-
ers. LinEn makes direct ATA mode available in the user interface whenever any of the 
drives it detects supports HDIO_DRIVE_TASKFILE. 

When direct ATA mode is selected in the user interface, but the drive being acquired does 
not support it, LinEn reverts to BIOS mode without notifying the user. This means that 
when acquiring drives connected through serial ATA, USB or FireWire, LinEn fails to 
acquire hidden sectors even if direct ATA mode is selected in the user interface. 

7.3.2 Failure to remove DCO when HPA is present 

When an HPA and DCO are both present, LinEn fails to acquire sectors hidden using 
DCO because it fails to remove the DCO. The failure to remove the DCO is caused by a 
failure to recognize that a HPA is present on the disk. 

There are two types of HPA settings. A permanent HPA setting survives power-on and 
hardware reset. A volatile HPA setting is removed on power-on and hardware reset (caus-
ing the drive to revert to its permanent setting). 

When the Linux IDE drivers detect a disk, they automatically disable any HPA by using a 
volatile HPA setting, so the drive appears to not have a HPA. However, the permanent 
setting is still in place. 

LinEn does not properly detect this situation. Since the capacity of the drive does not ap-
pear to be reduced, LinEn assumes that there is no HPA present and does not remove it. 
Subsequent removal of the DCO fails because of the permanent HPA setting. 

7.3.3 Failure to acquire from drive with large HPA or DCO 

We found that LinEn failed to acquire drives with a very large HPA or DCO (i.e. small 
maximum address). Consistently, if the maximum address was set to sector 33554691 or 
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lower, then LinEn would remove the drive from the user interface as soon as direct ATA 
mode was selected, thus making it impossible to acquire the drive. 

Tracing the system calls (using strace) made by LinEn shows that when switching to 
direct ATA mode LinEn attempts to read sector 33554691. If this fails, all subsequent 
commands to the drive also fail. We fail to see why LinEn would attempt to read this par-
ticular sector when switching to direct ATA mode. 

7.4 Failure to leave the digital source unchanged 

Although LinEn does not alter the data stored on the digital source, it sometimes affects 
its configuration when hidden sectors are acquired. In order to access hidden sectors, the 
capacity of the drive must be restored by disabling any HPA and removing or changing 
the DCO, if one is present. If both HPA and DCO are present, the HPA must be perma-
nently removed. If only a HPA is present it can be temporarily disabled. 

When a DCO is present, LinEn permanently removes and HPA and permanently removes 
the DCO, thereby permanently changing the configuration of the drive. LinEn does not 
record the original contents of the DCO. Since the DCO can be used for many things be-
sides altering the capacity of the drive, removing it could potentially impact acquisition. 

7.5 Other issues 

During testing a number of other issues were encountered, most of which can be traced to 
the interaction between LinEn and the Linux operating system, or issues in the Linux op-
erating system itself. These are not failures in LinEn, but issues that users of LinEn never-
theless need to be aware of. 

7.6 Hardware incompatibility 

When acquiring from a Samsung serial ATA drive with bad sectors, the computer would 
reboot as soon as the bad sector was reached. This was determined to be an issue with the 
implementation of the sata_nv driver. In order to acquire from the disk, the sata_nv driver 
had to be loaded with ADMA disabled. 

7.7 Unstable drives 

Most of the drives we tested with exhibited a behavior where the drive would stop res-
ponding to commands after an attempt to read a bad sector (and in some cases, after other 
kinds of failed commands). We have been unable to determine the cause of this behavior. 

The evaluation of EnCase 6.8 and LinEn 6.1 shows that: 

• EnCase 6.8 for Windows performs as expected. It acquires data accurately but fails 
to acquire or detect hidden sectors on the digital source. 

• LinEn 6.1 performs as expected only when operating in “BIOS mode”, but fails 
many tests when operating under “direct ATA mode”. Hidden sectors were, as ex-
pected, not acquired in “BIOS mode”, and single unreadable sectors resulted in 
contiguous groups of sectors not being acquired. 

Based on these tests, both EnCase 6.8 under Windows and LinEn 6.1 operating in BIOS 
mode appear to be reliable ways of imaging ATA drives, provided that the limitations are 
acceptable. Although these tools fail to meet all requirements, they have been consistent 
in the tests. 
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LinEn 6.1 operating in direct ATA mode is so unreliable and sensitive to the operating 
environment that it cannot be recommended for any purpose. If hidden sectors need to be 
acquired, the HPA and DCO can be removed using third-party tools, allowing the drive to 
be imaged using EnCase 6.8 or LinEn 6.1 in BIOS mode. 

The CFTT evaluation of EnCase LinEn 5.05f 

In January 2008, the National Institute of Justice, U.S. Department of Justice published 
test results for data acquisition using EnCase Linen 5.05f based on the test plans devel-
oped by the Computer Forensics Tool Testing program (CFTT). The report concludes that 
only two test cases failed: acquisition of sectors hidden using DCO and acquisition of un-
readable sectors. Furthermore, acquisition of sectors hidden using HPA was successful 
due to the test environment, not the acquisition tool. 

Our results agree with those presented in the NIJ report where the test cases coincide. 
However, we have tested additional technical variations and combinations of technical 
variations that were either not available to the NIJ testers or were simply omitted. 

Insofar as Linen is only used in the manner tested by the NIJ, it appears to be a reliable 
tool. However, our test results indicate that usage outside these parameters, or use of the 
new acquisition-related features in LinEn 6.1 (in particular “direct ATA mode”), renders 
the tool very unreliable. 

7.8 Using LinEn 6.1 in direct ATA mode 

Given the poor and unpredictable performance of LinEn 6.1 in direct ATA mode, it is 
highly questionable whether LinEn 6.1 should ever be used in direct ATA mode. Howev-
er, the following guidelines will improve the chances of successful acquisition. 

• Enable CONFIG_IDE_TASK_IOCTL in the Linux kernel configuration. This is 
required to enable direct ATA mode. 

• Use a Linux kernel modified to not automatically disable the host protected area. 

• Ensure that the conventional Linux IDE drivers are always used. The newer li-
bATA drivers do not support direct ATA mode. 

• Always disable multcount on the drive, and acquire using block size and error 
granularity set to one. 

• Always acquire the entire drive. Never acquire single partitions. Ensure that all 
drives acquired have a name starting with hd. 

• Carefully monitor the output from LinEn to make sure that unreadable sectors have 
not caused the majority of the acquisition to fail. 
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8 Detailed test results 

The following section contains the results of each individual test. Each test is reported in 
a table following this format: 

Test: Identifier for this tests 

Digital source: Details of the digital source used in the test 

Drive setup: How the drive was configured (HPA, DCO, bad sectors) 

EnCase image file 
highlights: 

Pertinent details from the EnCase image file 

Verification 
result: 

Overall result of the test. Note that a failure does not 
necessarily imply that the failure is due to a defect in 
EnCase or LinEn. 

Verification log 
highlights: 

Pertinent details from the verification step. 

Results by 
assertion: 

Pass/fail per assertion tested. In some cases assertions are 
not applicable due to failures of other assertions.                

Comments: Free-form comments from the tester. 

Some elements in the table may be missing if not available or relevant. For example, if 
acquisition could not be performed, verification highlights may not be present. 

In many of the test cases where a HPA is present, the drive setup indicates that the HPA 
is locked. In reality the HPA is not locked; the drive incorrectly reports that the HPA se-
curity extension is available and active, even when it is inactive. The tests show that this 
does not interfere with LinEn; in the cases where it detects the HPA it is also able to re-
move it. 
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Test: SKL-DITC-1 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Tue Dec 18 14:09:34 2007 
run finish Tue Dec 18 14:55:36 2007 
elapsed time 0:46:2 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         18/12/2007 16:16:57 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    2000001 
Bytes per sector:     512 
Media size:           1024000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Tue Dec 18 16:22:19 2007 
... 
Status: at 90%. 
exported 879 MB (922288128 bytes) of total 976 MB (1024000512 
bytes). 
completion in 1 second(s) with 97 MB/s (102400051 bytes/second). 
Export completed at: Tue Dec 18 16:22:28 2007 
Written: 976 MB (1024000512 bytes) in 9 second(s) with 108 MB/s 
(113777834 bytes/second). 
2000001 sectors scanned; 0 sectors with errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: The HPA was not detected, so only the first 2000001 sectors were 
acquired. 
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Test: SKL-DITC-2 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA6LN 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Tue Dec 18 15:40:19 2007 
run finish Tue Dec 18 16:28:00 2007 
elapsed time 0:47:41 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         18/12/2007 16:43:12 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 550 - 551 amount: 1 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Dec 19 10:22:44 2007 
... 
Sector 550 expected bad 
Status: at 0%. 
exported 44 MB (47087616 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 51 MB/s (54439701 bytes/second). 
Export completed at: Wed Dec 19 10:47:14 2007 
Written: 74 GB (80026361856 bytes) in 24 minute(s) and 30 second(s) 
with 51 MB/s (54439701 bytes/second). 
156301488 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Block 550 was filled with 0s.
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Test: SKL-DITC-3 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA6LN 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Tue Dec 18 15:40:19 2007 
run finish Tue Dec 18 16:28:00 2007 
elapsed time 0:47:41 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 
/dev/hda: marking sector 551 as bad...done 
... 
/dev/hda: marking sector 560 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         19/12/2007 10:57:37 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 550 - 561 amount: 11 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Dec 19 12:59:14 2007 
... 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Status: at 0%. 
exported 33 MB (35454976 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 56 MB/s (59587760 bytes/second). 
Export completed at: Wed Dec 19 13:21:37 2007 
Written: 74 GB (80026361856 bytes) in 22 minute(s) and 23 second(s) 
with 56 MB/s (59587760 bytes/second). 
156301488 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: All bad sectors were filled with 0s.
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Test: SKL-DITC-4 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA6LN 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Tue Dec 18 15:40:19 2007 
run finish Tue Dec 18 16:28:00 2007 
elapsed time 0:47:41 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 
/dev/hda: marking sector 551 as bad...done 
... 
/dev/hda: marking sector 560 as bad...done 
/dev/hda: marking sector 1070 as bad...done 
/dev/hda: marking sector 1071 as bad...done 
... 
/dev/hda: marking sector 1080 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         19/12/2007 13:40:36 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 2 
in sector(s): 550 - 561 amount: 11 
in sector(s): 1070 - 1081 amount: 11 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Dec 19 14:52:05 2007 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Sector 1070 expected bad 
Sector 1071 expected bad 
... 
Sector 1080 expected bad 
Status: at 0%. 
exported 68 MB (71925760 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 57 MB/s (60170196 bytes/second). 
Export completed at: Wed Dec 19 15:14:15 2007 
Written: 74 GB (80026361856 bytes) in 22 minute(s) and 10 second(s) 
with 57 MB/s (60170196 bytes/second). 
156301488 sectors scanned; 0 sectors with unexpected errors 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: All bad sectors were filled with 0s.
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Test: SKL-DITC-5 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb 11 13:44:38 2008 
run finish Mon Feb 11 14:29:36 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         12/02/2008 13:34:09 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb 12 15:00:43 2008 
Status: at 0%. 
exported 89 MB (93421568 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 99 MB/s (104200992 bytes/second). 
Export completed at: Tue Feb 12 15:13:31 2008 
Written: 74 GB (80026361856 bytes) in 12 minute(s) and 48 second(s) 
with 99 MB/s (104200992 bytes/second). 
156301488 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-6 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Dec 21 13:35:18 2007 
run finish Fri Dec 21 15:05:38 2007 
elapsed time 1:30:20 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  2000000 0x1e8480 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 310581807 sectors (locked) 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         21/12/2007 15:44:39 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    2000001 
Bytes per sector:     512 
Media size:           1024000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Fri Dec 21 15:56:28 2007 
Status: at 1%. 
exported 11 MB (12058624 bytes) of total 976 MB (1024000512 bytes). 
completion in 1 minute(s) and 39 second(s) with 9.7 MB/s (10240005 
bytes/second). 
... 
Status: at 97%. 
exported 948 MB (994410496 bytes) of total 976 MB (1024000512 
bytes). 
completion in 0 second(s) with 97 MB/s (102400051 bytes/second). 
Export completed at: Fri Dec 21 15:56:38 2007 
Written: 976 MB (1024000512 bytes) in 10 second(s) with 97 MB/s 
(102400051 bytes/second). 
2000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: The HPA was not detected, so only the first 2000001 sectors were 
acquired. 
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Test: SKL-DITC-7 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Dec 21 16:17:39 2007 
run finish Fri Dec 21 17:48:03 2007 
elapsed time 1:30:24 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  298435455 0x11c9c37f 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 10000000 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

EnCase image 
file highlights: 

Acquiry date:         27/12/2007 10:19:31 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    298435456 
Bytes per sector:     512 
Media size:           152798953472 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Thu Dec 27 13:23:33 2007 
Status: at 0%. 
exported 79 MB (82870272 bytes) of total 142 GB (152798953472 
bytes). 
Status: at 1%. 
exported 1.4 GB (1528004608 bytes) of total 142 GB (152798953472 
bytes). 
completion in 23 minute(s) and 6 second(s) with 104 MB/s (109142109 
bytes/second). 
... 
Status: at 100%. 
exported 142 GB (152798953472 bytes) of total 142 GB (152798953472 
bytes). 
completion in 0 second(s) with 99 MB/s (104442210 bytes/second). 
Export completed at: Thu Dec 27 13:47:56 2007 
Written: 142 GB (152798953472 bytes) in 24 minute(s) and 23 
second(s) 
with 99 MB/s (104442210 bytes/second). 
298435456 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Test failed because the HPA/DCO was not detected, so only the first 
298435456 sectors were acquired. 
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Test: SKL-DITC-8 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Dec 21 16:17:39 2007 
run finish Fri Dec 21 17:48:03 2007 
elapsed time 1:30:24 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         01/01/2008 15:52:46 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 550 - 551 amount: 1 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Jan  1 20:12:44 2008 
Sector 550 expected bad 
Status: at 0%. 
exported 5.3 MB (5636096 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 108 MB/s (113424440 bytes/second). 
Export completed at: Tue Jan  1 20:36:15 2008 
Written: 149 GB (160041885696 bytes) in 23 minute(s) and 31 
second(s) 
with 108 MB/s (113424440 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Block 550 was filled with 0s.
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Test: SKL-DITC-9 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors:  312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Dec 21 16:17:39 2007 
run finish Fri Dec 21 17:48:03 2007 
elapsed time 1:30:24 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 
/dev/hdb: marking sector 551 as bad...done 
... 
/dev/hdb: marking sector 560 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         02/01/2008 09:26:57 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 550 - 561 amount: 11 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Jan  2 13:26:20 2008 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Status: at 0%. 
exported 75 MB (78675968 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 108 MB/s (113746898 bytes/second). 
Export completed at: Wed Jan  2 13:49:47 2008 
Written: 149 GB (160041885696 bytes) in 23 minute(s) and 27 
second(s) 
with 108 MB/s (113746898 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: All bad sectors were filled with 0s. 
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Test: SKL-DITC-10 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Dec 21 16:17:39 2007 
run finish Fri Dec 21 17:48:03 2007 
elapsed time 1:30:24 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 
/dev/hdb: marking sector 551 as bad...done 
... 
/dev/hdb: marking sector 560 as bad...done 
/dev/hdb: marking sector 1070 as bad...done 
/dev/hdb: marking sector 1071 as bad...done 
... 
/dev/hdb: marking sector 1080 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         02/01/2008 18:45:54 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 2 
in sector(s): 550 - 561 amount: 11 
in sector(s): 1070 - 1081 amount: 11 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Jan  3 10:00:01 2008 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Sector 1070 expected bad 
Sector 1071 expected bad 
... 
Sector 1080 expected bad 
Status: at 0%. 
exported 10 MB (10977280 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 110 MB/s (115470336 bytes/second). 
Export completed at: Thu Jan  3 10:23:07 2008 
Written: 149 GB (160041885696 bytes) in 23 minute(s) and 6 second(s)
with 110 MB/s (115470336 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: All bad sectors were filled with 0s. 
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Test: SKL-DITC-11 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Thu Jan  3 10:06:47 2008 
run finish Thu Jan  3 11:37:06 2008 
elapsed time 1:30:19 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  312581807 0x12a19eaf 
/dev/hda: native max lba:   312581807 0x12a19eaf 
/dev/hda: physical max lba: 312581807 0x12a19eaf 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         16/01/2008 10:54:01 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Fri Jan  4 10:31:49 2008 
Status: at 0%. 
exported 88 MB (92667904 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 99 MB/s (104808045 bytes/second). 
Export completed at: Fri Jan  4 10:57:16 2008 
Written: 149 GB (160041885696 bytes) in 25 minute(s) and 27 
second(s) 
with 99 MB/s (104808045 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-12 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Jan  4 10:35:27 2008 
run finish Fri Jan  4 11:20:28 2008 
elapsed time 0:45:1 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         04/01/2008 11:49:21 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    2000001 
Bytes per sector:     512 
Media size:           1024000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Fri Jan  4 12:06:21 2008 
Status: at 5%. 
exported 51 MB (54427648 bytes) of total 976 MB (1024000512 bytes). 
completion in 19 second(s) with 48 MB/s (51200025 bytes/second). 
... 
Status: at 96%. 
exported 943 MB (989593600 bytes) of total 976 MB (1024000512 
bytes). 
completion in 0 second(s) with 69 MB/s (73142893 bytes/second). 
Export completed at: Fri Jan  4 12:06:35 2008 
Written: 976 MB (1024000512 bytes) in 14 second(s) with 69 MB/s 
(73142893 bytes/second). 
2000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Test failed because the HPA was not detected, so only the first 
2000001 sectors were acquired. 
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Test: SKL-DITC-13 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Jan  7 16:12:56 2008 
run finish Mon Jan  7 16:58:02 2008 
elapsed time 0:45:6 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         14/01/2008 09:42:06 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 448 - 688 amount: 240 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Jan 14 10:10:18 2008 
Error at LBA=448; EXP=00000/007/08 000000000448; GOT= 
Error at LBA=449; EXP=00000/007/09 000000000449; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Error at LBA=551; EXP=00000/008/48 000000000551; GOT= 
Error at LBA=552; EXP=00000/008/49 000000000552; GOT= 
... 
Error at LBA=687; EXP=00000/010/58 000000000687; GOT= 
Status: at 2%. 
exported 54 MB (57245696 bytes) of total 2.3 GB (2560000000 bytes). 
completion in 49 second(s) with 48 MB/s (51200000 bytes/second). 
... 
Status: at 98%. 
exported 2.3 GB (2510225408 bytes) of total 2.3 GB (2560000000 
bytes). 
completion in 0 second(s) with 69 MB/s (73142857 bytes/second). 
Export completed at: Mon Jan 14 10:10:53 2008 
Written: 2.3 GB (2560000000 bytes) in 35 second(s) with 69 MB/s 
(73142857 bytes/second). 
5000000 sectors scanned; 239 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors. 
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Test: SKL-DITC-14 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Jan  7 16:12:56 2008 
run finish Mon Jan  7 16:58:02 2008 
elapsed time 0:45:6 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 
/dev/hdb: marking sector 551 as bad...done 
... 
/dev/hdb: marking sector 560 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         14/01/2008 14:23:03 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 440 - 680 amount: 240 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Jan 14 15:01:17 2008 
Error at LBA=440; EXP=00000/006/63 000000000440; GOT= 
Error at LBA=441; EXP=00000/007/01 000000000441; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=679; EXP=00000/010/50 000000000679; GOT= 
Status: at 1%. 
exported 37 MB (39682048 bytes) of total 2.3 GB (2560000000 bytes). 
completion in 1 minute(s) and 39 second(s) with 24 MB/s (25600000 
bytes/second). 
... 
Status: at 98%. 
exported 2.3 GB (2510094336 bytes) of total 2.3 GB (2560000000 
bytes). 
completion in 0 second(s) with 55 MB/s (58181818 bytes/second). 
Export completed at: Mon Jan 14 15:02:01 2008 
Written: 2.3 GB (2560000000 bytes) in 44 second(s) with 55 MB/s 
(58181818 bytes/second). 
5000000 sectors scanned; 229 sectors with unexpected errors 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors. 
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Test: SKL-DITC-15 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Jan  7 16:12:56 2008 
run finish Mon Jan  7 16:58:02 2008 
elapsed time 0:45:6 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 
/dev/hdb: marking sector 551 as bad...done 
... 
/dev/hdb: marking sector 560 as bad...done 
/dev/hdb: marking sector 1060 as bad...done 
/dev/hdb: marking sector 1061 as bad...done 
... 
/dev/hdb: marking sector 1070 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         14/01/2008 15:47:15 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 2 
in sector(s): 448 - 688 amount: 240 
in sector(s): 1056 - 1072 amount: 16 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Jan 14 16:43:51 2008 
Error at LBA=448; EXP=00000/007/08 000000000448; GOT= 
Error at LBA=449; EXP=00000/007/09 000000000449; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=687; EXP=00000/010/58 000000000687; GOT= 
Error at LBA=1056; EXP=00000/016/49 000000001056; GOT= 
Error at LBA=1057; EXP=00000/016/50 000000001057; GOT= 
Error at LBA=1058; EXP=00000/016/51 000000001058; GOT= 
Error at LBA=1059; EXP=00000/016/52 000000001059; GOT= 
Sector 1060 expected bad 
Sector 1061 expected bad 
... 
Sector 1070 expected bad 
Error at LBA=1071; EXP=00000/017/01 000000001071; GOT= 
Status: at 1%. 
exported 27 MB (28409856 bytes) of total 2.3 GB (2560000000 bytes). 
completion in 1 minute(s) and 39 second(s) with 24 MB/s (25600000 
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bytes/second). 
... 
Status: at 98%. 
exported 2.3 GB (2529230848 bytes) of total 2.3 GB (2560000000 
bytes). 
completion in 0 second(s) with 62 MB/s (65641025 bytes/second). 
Export completed at: Mon Jan 14 16:44:30 2008 
Written: 2.3 GB (2560000000 bytes) in 39 second(s) with 62 MB/s 
(65641025 bytes/second). 
5000000 sectors scanned; 234 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors. 
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Test: SKL-DITC-16 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Jan 10 23:31:36 2008 
run finish Fri Jan 11 00:16:36 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         11/01/2008 09:05:11 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Fri Jan 11 11:03:20 2008 
Status: at 0%. 
exported 35 MB (37683200 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 61 MB/s (64123687 bytes/second). 
Export completed at: Fri Jan 11 11:24:08 2008 
Written: 74 GB (80026361856 bytes) in 20 minute(s) and 48 second(s) 
with 61 MB/s (64123687 bytes/second). 
156301488 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-17 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Jan  9 14:50:31 2008 
run finish Wed Jan  9 16:20:46 2008 
elapsed time 1:30:15 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  2000000 0x1e8480 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 310581807 sectors (locked) 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         11/01/2008 11:37:48 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    2000001 
Bytes per sector:     512 
Media size:           1024000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Fri Jan 11 11:50:38 2008 
Status: at 3%. 
exported 39 MB (40894464 bytes) of total 976 MB (1024000512 bytes). 
completion in 32 second(s) with 29 MB/s (31030318 bytes/second). 
... 
Status: at 97%. 
exported 950 MB (996179968 bytes) of total 976 MB (1024000512 
bytes). 
completion in 0 second(s) with 61 MB/s (64000032 bytes/second). 
Export completed at: Fri Jan 11 11:50:54 2008 
Written: 976 MB (1024000512 bytes) in 16 second(s) with 61 MB/s 
(64000032 bytes/second). 
2000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Test failed because the HPA was not detected, so only the first 
2000001 sectors were acquired. 
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Test: SKL-DITC-18 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Jan  9 14:50:31 2008 
run finish Wed Jan  9 16:20:46 2008 
elapsed time 1:30:15 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  298435455 0x11c9c37f 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 10000000 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

EnCase image 
file highlights: 

Acquiry date:         11/01/2008 12:03:36 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    298435456 
Bytes per sector:     512 
Media size:           152798953472 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Fri Jan 11 15:27:24 2008 
Status: at 0%. 
exported 7.1 MB (7471104 bytes) of total 142 GB (152798953472 
bytes). 
... 
Status: at 100%. 
exported 142 GB (152798953472 bytes) of total 142 GB (152798953472 
bytes). 
completion in 0 second(s) with 63 MB/s (66376608 bytes/second). 
Export completed at: Fri Jan 11 16:05:46 2008 
Written: 142 GB (152798953472 bytes) in 38 minute(s) and 22 
second(s) 
with 63 MB/s (66376608 bytes/second). 
298435456 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Test failed because the HPA/DCO was not detected, so only the first 
298435456 sectors were acquired. 
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Test: SKL-DITC-19 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Mon Jan 14 17:00:59 2008 
run finish Mon Jan 14 18:55:49 2008 
elapsed time 1:54:50 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  312581807 0x12a19eaf 
/dev/hda: native max lba:   312581807 0x12a19eaf 
/dev/hda: physical max lba: 312581807 0x12a19eaf 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         15/01/2008 09:27:03 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 448 - 688 amount: 240 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Tue Jan 15 09:49:34 2008 
Error at LBA=448; EXP=00000/007/08 000000000448; GOT= 
Error at LBA=449; EXP=00000/007/09 000000000449; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Error at LBA=551; EXP=00000/008/48 000000000551; GOT= 
Error at LBA=552; EXP=00000/008/49 000000000552; GOT= 
... 
Error at LBA=687; EXP=00000/010/58 000000000687; GOT= 
Status: at 0%. 
exported 3.3 MB (3506176 bytes) of total 2.3 GB (2560000000 bytes). 
... 
Status: at 98%. 
exported 2.3 GB (2525429760 bytes) of total 2.3 GB (2560000000 
bytes). 
completion in 0 second(s) with 67 MB/s (71111111 bytes/second). 
Export completed at: Tue Jan 15 09:50:10 2008 
Written: 2.3 GB (2560000000 bytes) in 36 second(s) with 67 MB/s 
(71111111 bytes/second). 
5000000 sectors scanned; 239 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors.  
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Test: SKL-DITC-20 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Jan 30 09:48:10 2008 
run finish Wed Jan 30 11:44:04 2008 
elapsed time 1:55:54 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  312581807 0x12a19eaf 
/dev/hda: native max lba:   312581807 0x12a19eaf 
/dev/hda: physical max lba: 312581807 0x12a19eaf 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 
/dev/hda: marking sector 551 as bad...done 
... 
/dev/hda: marking sector 560 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         30/01/2008 12:57:09 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721616PLAT80 
Serial number:        PV7904Z9UP0VDV 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 448 - 568 amount: 120 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Wed Jan 30 13:07:39 2008 
Error at LBA=448; EXP=00000/007/08 000000000448; GOT= 
Error at LBA=449; EXP=00000/007/09 000000000449; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=567; EXP=00000/009/01 000000000567; GOT= 
Status: at 0%. 
exported 3.7 MB (3932160 bytes) of total 2.3 GB (2560000000 bytes). 
... 
Status: at 99%. 
exported 2.3 GB (2558164992 bytes) of total 2.3 GB (2560000000 
bytes). 
completion in 0 second(s) with 61 MB/s (64000000 bytes/second). 
Export completed at: Wed Jan 30 13:08:19 2008 
Written: 2.3 GB (2560000000 bytes) in 40 second(s) with 61 MB/s 
(64000000 bytes/second). 
5000000 sectors scanned; 109 sectors with unexpected errors 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors.  
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Test: SKL-DITC-21 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Jan 30 09:48:10 2008 
run finish Wed Jan 30 11:44:04 2008 
elapsed time 1:55:54 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  312581807 0x12a19eaf 
/dev/hda: native max lba:   312581807 0x12a19eaf 
/dev/hda: physical max lba: 312581807 0x12a19eaf 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 
/dev/hda: marking sector 551 as bad...done 
... 
/dev/hda: marking sector 560 as bad...done 
/dev/hda: marking sector 1060 as bad...done 
/dev/hda: marking sector 1061 as bad...done 
... 
/dev/hda: marking sector 1070 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         30/01/2008 13:50:17 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721616PLAT80 
Serial number:        PV7904Z9UP0VDV 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 2 
in sector(s): 544 - 568 amount: 24 
in sector(s): 1056 - 1072 amount: 16 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Wed Jan 30 14:13:59 2008 
Error at LBA=544; EXP=00000/008/41 000000000544; GOT= 
Error at LBA=545; EXP=00000/008/42 000000000545; GOT= 
Error at LBA=546; EXP=00000/008/43 000000000546; GOT= 
Error at LBA=547; EXP=00000/008/44 000000000547; GOT= 
Error at LBA=548; EXP=00000/008/45 000000000548; GOT= 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=567; EXP=00000/009/01 000000000567; GOT= 
Error at LBA=1056; EXP=00000/016/49 000000001056; GOT= 
Error at LBA=1057; EXP=00000/016/50 000000001057; GOT= 
Error at LBA=1058; EXP=00000/016/51 000000001058; GOT= 
Error at LBA=1059; EXP=00000/016/52 000000001059; GOT= 
Sector 1060 expected bad 
Sector 1061 expected bad 
... 
Sector 1070 expected bad 
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Error at LBA=1071; EXP=00000/017/01 000000001071; GOT= 
Status: at 0%. 
exported 11 MB (12386304 bytes) of total 2.3 GB (2560000000 bytes). 
... 
Status: at 97%. 
exported 2.3 GB (2492006400 bytes) of total 2.3 GB (2560000000 
bytes). 
completion in 1 second(s) with 67 MB/s (71111111 bytes/second). 
Export completed at: Wed Jan 30 14:14:34 2008 
Written: 2.3 GB (2560000000 bytes) in 35 second(s) with 69 MB/s 
(73142857 bytes/second). 
5000000 sectors scanned; 18 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors. 
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Test: SKL-DITC-22 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Jan  9 14:50:31 2008 
run finish Wed Jan  9 16:20:46 2008 
elapsed time 1:30:15 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         10/01/2008 09:25:42 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Jan 10 22:43:17 2008 
Status: at 0%. 
exported 55 MB (58425344 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 67 MB/s (70940552 bytes/second). 
Export completed at: Thu Jan 10 23:20:53 2008 
Written: 149 GB (160041885696 bytes) in 37 minute(s) and 36 
second(s) 
with 67 MB/s (70940552 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-23 
Digital source: Disk (DS-DISK) 

Model: Seagate ST380817AS 
Serial: 5MR0ANCK 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Feb 28 11:51:50 2008 
run finish Thu Feb 28 12:52:19 2008 
elapsed time 1:0:29 
Normal exit 
/dev/sdb: LBA support:      48-bit 
/dev/sdb: current max lba:  156200000 0x94f6c40 
/dev/sdb: native max lba:   156300000 0x950f2e0 
/dev/sdb: physical max lba: 156301487 0x950f8af 
/dev/sdb: HPA: capacity reduced 100000 sectors 
/dev/sdb: DCO: capacity reduced 1487 sectors 

EnCase image 
file highlights: 

Acquiry date:         28/02/2008 13:22:22 
Operating system:     Linux 
Software version:     6.01 
Model:                ST380817AS 
Serial number:        5MR0ANCK 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156200001 
Bytes per sector:     512 
Media size:           79974400512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Thu Feb 28 14:56:06 2008 
Status: at 0%. 
exported 15 MB (16384000 bytes) of total 74 GB (79974400512 bytes). 
... 
Status: at 100%. 
exported 74 GB (79974400512 bytes) of total 74 GB (79974400512 
bytes). 
completion in 0 second(s) with 57 MB/s (60449282 bytes/second). 
Export completed at: Thu Feb 28 15:18:09 2008 
Written: 74 GB (79974400512 bytes) in 22 minute(s) and 3 second(s) 
with 57 MB/s (60449282 bytes/second). 
156200001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Due to hardware problems with the normal test drive, this test was 
executed with a smaller drive. The sizes of the HPA and DCO areas 
were also reduced. This does not affect the outcome of the test, 
since the assertions being tested does not specify the number of 
hidden sectors. As expected in BIOS mode, LinEn failed to detect any 
hidden sectors.  
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Test: SKL-DITC-24 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS72161 
Serial: PVG904Z9T0V83V 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Mon Jan 28 08:28:32 2008 
run finish Mon Jan 28 10:02:53 2008 
elapsed time 1:34:21 
Normal exit 
/dev/sdb: LBA support:      28-bit 
/dev/sdb: current max lba:  268435455 0xfffffff 
/dev/sdb: native max lba:   268435455 0xfffffff 
/dev/sdb: physical max lba: 312581807 0x12a19eaf 
/dev/sdb: HPA: capacity not reduced 
/dev/sdb: DCO: capacity reduced 44146352 sectors 

EnCase image 
file highlights: 

Acquiry date:         29/01/2008 08:56:45 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721616PLA380 
Serial number:        PVG904Z9T0V83V 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    268435455 
Bytes per sector:     512 
Media size:           137438952960 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Tue Jan 29 11:12:17 2008 
Status: at 0%. 
exported 40 MB (42565632 bytes) of total 127 GB (137438952960 
bytes). 
... 
Status: at 100%. 
exported 127 GB (137438952960 bytes) of total 127 GB (137438952960 
bytes). 
completion in 0 second(s) with 58 MB/s (61438959 bytes/second). 
Export completed at: Tue Jan 29 11:49:34 2008 
Written: 127 GB (137438952960 bytes) in 37 minute(s) and 17 
second(s) 
with 58 MB/s (61438959 bytes/second). 
268435455 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Test FAILED because LinEn failed to acquire hidden sectors. 
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Test: SKL-DITC-25 
Digital source: Disk (DS-DISK) 

Model: ST380817AS 
Serial: 5MR0ANCK 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Jan 31 14:14:49 2008 
run finish Thu Jan 31 15:15:25 2008 
elapsed time 1:0:36 
Normal exit 
/dev/sdb: LBA support:      48-bit 
/dev/sdb: current max lba:  156301487 0x950f8af 
/dev/sdb: native max lba:   156301487 0x950f8af 
/dev/sdb: physical max lba: 156301487 0x950f8af 
/dev/sdb: HPA: capacity not reduced 
/dev/sdb: DCO: capacity not reduced 
/dev/sdb: marking sector 550 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         31/01/2008 16:21:49 
Operating system:     Linux 
Software version:     6.01 
Model:                ST380817AS 
Serial number:        5MR0ANCK 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 544 - 704 amount: 160 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Thu Jan 31 16:35:42 2008 
Error at LBA=544; EXP=00000/008/41 000000000544; GOT= 
Error at LBA=545; EXP=00000/008/42 000000000545; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Error at LBA=551; EXP=00000/008/48 000000000551; GOT= 
Error at LBA=552; EXP=00000/008/49 000000000552; GOT= 
... 
Error at LBA=703; EXP=00000/011/11 000000000703; GOT= 
Status: at 2%. 
exported 48 MB (51347456 bytes) of total 2.3 GB (2560000000 bytes). 
completion in 49 second(s) with 48 MB/s (51200000 bytes/second). 
... 
Status: at 99%. 
exported 2.3 GB (2559115264 bytes) of total 2.3 GB (2560000000 
bytes). 
completion in 0 second(s) with 64 MB/s (67368421 bytes/second). 
Export completed at: Thu Jan 31 16:36:20 2008 
Written: 2.3 GB (2560000000 bytes) in 38 second(s) with 64 MB/s 
(67368421 bytes/second). 
5000000 sectors scanned; 159 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors.  
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Test: SKL-DITC-26 
Digital source: Disk (DS-DISK) 

Model: ST380817AS 
Serial: 5MR0ANCK 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Jan 31 14:14:49 2008 
run finish Thu Jan 31 15:15:25 2008 
elapsed time 1:0:36 
Normal exit 
/dev/sdb: LBA support:      48-bit 
/dev/sdb: current max lba:  156301487 0x950f8af 
/dev/sdb: native max lba:   156301487 0x950f8af 
/dev/sdb: physical max lba: 156301487 0x950f8af 
/dev/sdb: HPA: capacity not reduced 
/dev/sdb: DCO: capacity not reduced 
/dev/sdb: marking sector 550 as bad...done 
/dev/sdb: marking sector 551 as bad...done 
... 
/dev/sdb: marking sector 560 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         31/01/2008 16:44:57 
Operating system:     Linux 
Software version:     6.01 
Model:                ST380817AS 
Serial number:        5MR0ANCK 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 544 - 704 amount: 160 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Thu Jan 31 17:10:42 2008 
Error at LBA=544; EXP=00000/008/41 000000000544; GOT= 
Error at LBA=545; EXP=00000/008/42 000000000545; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=703; EXP=00000/011/11 000000000703; GOT= 
Status: at 2%. 
exported 60 MB (63242240 bytes) of total 2.3 GB (2560000000 bytes). 
completion in 49 second(s) with 48 MB/s (51200000 bytes/second). 
... 
Status: at 97%. 
exported 2.3 GB (2503933952 bytes) of total 2.3 GB (2560000000 
bytes). 
completion in 1 second(s) with 69 MB/s (73142857 bytes/second). 
Export completed at: Thu Jan 31 17:11:16 2008 
Written: 2.3 GB (2560000000 bytes) in 34 second(s) with 71 MB/s 
(75294117 bytes/second). 
5000000 sectors scanned; 149 sectors with unexpected errors 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors. 



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 

March 2008  66(197) 

Test: SKL-DITC-27 
Digital source: Disk (DS-DISK) 

Model: ST380817AS 
Serial: 5MR0ANCK 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Jan 31 14:14:49 2008 
run finish Thu Jan 31 15:15:25 2008 
elapsed time 1:0:36 
Normal exit 
/dev/sdb: LBA support:      48-bit 
/dev/sdb: current max lba:  156301487 0x950f8af 
/dev/sdb: native max lba:   156301487 0x950f8af 
/dev/sdb: physical max lba: 156301487 0x950f8af 
/dev/sdb: HPA: capacity not reduced 
/dev/sdb: DCO: capacity not reduced 
/dev/sdb: marking sector 550 as bad...done 
/dev/sdb: marking sector 551 as bad...done 
... 
/dev/sdb: marking sector 560 as bad...done 
/dev/sdb: marking sector 1060 as bad...done 
/dev/sdb: marking sector 1061 as bad...done 
... 
/dev/sdb: marking sector 1070 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         01/02/2008 08:40:35 
Operating system:     Linux 
Software version:     6.01 
Model:                ST380817AS 
Serial number:        5MR0ANCK 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 2 
in sector(s): 544 - 704 amount: 160 
in sector(s): 1056 - 1072 amount: 16 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Fri Feb  1 09:18:02 2008 
Error at LBA=544; EXP=00000/008/41 000000000544; GOT= 
Error at LBA=545; EXP=00000/008/42 000000000545; GOT= 
Error at LBA=546; EXP=00000/008/43 000000000546; GOT= 
Error at LBA=547; EXP=00000/008/44 000000000547; GOT= 
Error at LBA=548; EXP=00000/008/45 000000000548; GOT= 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=702; EXP=00000/011/10 000000000702; GOT= 
Error at LBA=703; EXP=00000/011/11 000000000703; GOT= 
Error at LBA=1056; EXP=00000/016/49 000000001056; GOT= 
Error at LBA=1057; EXP=00000/016/50 000000001057; GOT= 
Error at LBA=1058; EXP=00000/016/51 000000001058; GOT= 
Error at LBA=1059; EXP=00000/016/52 000000001059; GOT= 
Sector 1060 expected bad 
Sector 1061 expected bad 
... 
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Sector 1070 expected bad 
Error at LBA=1071; EXP=00000/017/01 000000001071; GOT= 
Status: at 1%. 
exported 42 MB (44269568 bytes) of total 2.3 GB (2560000000 bytes). 
completion in 1 minute(s) and 39 second(s) with 24 MB/s (25600000 
bytes/second). 
... 
Status: at 98%. 
exported 2.3 GB (2532638720 bytes) of total 2.3 GB (2560000000 
bytes). 
completion in 0 second(s) with 54 MB/s (56888888 bytes/second). 
Export completed at: Fri Feb  1 09:18:47 2008 
Written: 2.3 GB (2560000000 bytes) in 45 second(s) with 54 MB/s 
(56888888 bytes/second). 
5000000 sectors scanned; 154 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors. 
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Test: SKL-DITC-28 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS72161 
Serial: PVG904Z9T0V83V 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Mon Jan 28 08:28:32 2008 
run finish Mon Jan 28 10:02:53 2008 
elapsed time 1:34:21 
Normal exit 
/dev/sdb: LBA support:      48-bit 
/dev/sdb: current max lba:  312581807 0x12a19eaf 
/dev/sdb: native max lba:   312581807 0x12a19eaf 
/dev/sdb: physical max lba: 312581807 0x12a19eaf 
/dev/sdb: HPA: capacity not reduced 
/dev/sdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         28/01/2008 14:01:16 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721616PLA380 
Serial number:        PVG904Z9T0V83V 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Mon Jan 28 17:00:40 2008 
Status: at 0%. 
exported 32 MB (34406400 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 59 MB/s (62712337 bytes/second). 
Export completed at: Mon Jan 28 17:43:12 2008 
Written: 149 GB (160041885696 bytes) in 42 minute(s) and 32 
second(s) 
with 59 MB/s (62712337 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-29 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb 11 13:44:38 2008 
run finish Mon Feb 11 14:29:36 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

Boot log 
highlights: 

hda: Host Protected Area detected. 
current capacity is 2000001 sectors (1024 MB) 
native  capacity is 156301488 sectors (80026 MB) 
hda: Host Protected Area disabled. 
hda: 156301488 sectors (80026 MB) w/7376KiB Cache, CHS=65535/16/63, 
UDMA(133) 

EnCase image 
file highlights: 

Acquiry date:         11/02/2008 15:00:31 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721680PLAT80 
Serial number:        PV6805Z8TXA87N 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb 12 08:13:17 2008 
Status: at 0%. 
exported 49 MB (52133888 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 61 MB/s (64175109 bytes/second). 
Export completed at: Tue Feb 12 08:34:04 2008 
Written: 74 GB (80026361856 bytes) in 20 minute(s) and 47 second(s) 
with 61 MB/s (64175109 bytes/second). 
156301488 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-08 N/A 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: The HPA was removed by Linux kernel, not LinEn. 
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Test: SKL-DITC-30 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Jan  4 12:21:30 2008 
run finish Fri Jan  4 13:06:30 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         04/01/2008 15:19:08 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721680PLAT80 
Serial number:        PV6805Z8TXA87N 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 448 - 552 amount: 104 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Jan  7 09:35:51 2008 
This could take a while. 
Error at LBA=448; EXP=00000/007/08 000000000448; GOT= 
Error at LBA=449; EXP=00000/007/09 000000000449; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Error at LBA=551; EXP=00000/008/48 000000000551; GOT= 
Status: at 0%. 
exported 66 MB (70221824 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 62 MB/s (65327642 bytes/second). 
Export completed at: Mon Jan  7 09:56:16 2008 
Written: 74 GB (80026361856 bytes) in 20 minute(s) and 25 second(s) 
with 62 MB/s (65327642 bytes/second). 
156301488 sectors scanned; 103 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors. 
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Test: SKL-DITC-31 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Jan  4 12:21:30 2008 
run finish Fri Jan  4 13:06:30 2008 
elapsed time 0:45:0 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 
/dev/hdb: marking sector 551 as bad...done 
... 
/dev/hdb: marking sector 560 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         07/01/2008 10:53:54 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721680PLAT80 
Serial number:        PV6805Z8TXA87N 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 448 - 568 amount: 120 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Jan  7 12:47:15 2008 
Error at LBA=448; EXP=00000/007/08 000000000448; GOT= 
Error at LBA=449; EXP=00000/007/09 000000000449; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=567; EXP=00000/009/01 000000000567; GOT= 
Status: at 0%. 
exported 23 MB (24608768 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 68 MB/s (72291203 bytes/second). 
Export completed at: Mon Jan  7 13:05:42 2008 
Written: 74 GB (80026361856 bytes) in 18 minute(s) and 27 second(s) 
with 68 MB/s (72291203 bytes/second). 
156301488 sectors scanned; 109 sectors with unexpected errors 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors. 
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Test: SKL-DITC-32 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Jan  4 12:21:30 2008 
run finish Fri Jan  4 13:06:30 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 
/dev/hdb: marking sector 551 as bad...done 
... 
/dev/hdb: marking sector 560 as bad...done 
/dev/hdb: marking sector 1060 as bad...done 
/dev/hdb: marking sector 1061 as bad...done 
... 
/dev/hdb: marking sector 1070 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         07/01/2008 13:13:08 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721680PLAT80 
Serial number:        PV6805Z8TXA87N 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 2 
in sector(s): 448 - 568 amount: 120 
in sector(s): 1056 - 1072 amount: 16 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Jan  7 15:07:35 2008 
Error at LBA=448; EXP=00000/007/08 000000000448; GOT= 
Error at LBA=449; EXP=00000/007/09 000000000449; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=1059; EXP=00000/016/52 000000001059; GOT= 
Sector 1060 expected bad 
Sector 1061 expected bad 
... 
Sector 1070 expected bad 
Error at LBA=1071; EXP=00000/017/01 000000001071; GOT= 
Status: at 0%. 
exported 11 MB (11534336 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 

March 2008  74(197) 

bytes). 
completion in 0 second(s) with 58 MB/s (61844174 bytes/second). 
Export completed at: Mon Jan  7 15:29:09 2008 
Written: 74 GB (80026361856 bytes) in 21 minute(s) and 34 second(s) 
with 58 MB/s (61844174 bytes/second). 
156301488 sectors scanned; 114 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire some visible, readable sectors. 
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Test: SKL-DITC-33 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Jan  7 16:12:56 2008 
run finish Mon Jan  7 16:58:02 2008 
elapsed time 0:45:6 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         07/01/2008 17:08:00 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721680PLAT80 
Serial number:        PV6805Z8TXA87N 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Jan  8 09:09:36 2008 
Status: at 0%. 
exported 52 MB (54722560 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 60 MB/s (63613960 bytes/second). 
Export completed at: Tue Jan  8 09:30:34 2008 
Written: 74 GB (80026361856 bytes) in 20 minute(s) and 58 second(s) 
with 60 MB/s (63613960 bytes/second). 
156301488 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-34 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Tue Feb  5 17:11:08 2008 
run finish Tue Feb  5 18:44:20 2008 
elapsed time 1:33:12 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  298435455 0x11c9c37f 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 10000000 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

Boot log 
highlights: 

hdb: Host Protected Area detected. 
current capacity is 298435456 sectors (152798 MB) 
native  capacity is 308435456 sectors (157918 MB) 
hdb: Host Protected Area disabled. 
hdb: 308435456 sectors (157918 MB) w/7376KiB Cache, 
CHS=19199/255/63, 
UDMA(133) 

EnCase image 
file highlights: 

Acquiry date:         06/02/2008 10:07:22 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721616PLAT80 
Serial number:        PV7904Z9UP0VDV 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    308435456 
Bytes per sector:     512 
Media size:           157918953472 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Wed Feb  6 12:55:46 2008 
Status: at 0%. 
exported 34 MB (36667392 bytes) of total 147 GB (157918953472 
bytes). 
... 
Status: at 100%. 
exported 147 GB (157918953472 bytes) of total 147 GB (157918953472 
bytes). 
completion in 0 second(s) with 65 MB/s (68215530 bytes/second). 
Export completed at: Wed Feb  6 13:34:21 2008 
Written: 147 GB (157918953472 bytes) in 38 minute(s) and 35 
second(s) 
with 65 MB/s (68215530 bytes/second). 
308435456 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: The HPA was removed by Linux, and LinEn failed to remove the DCO and 
was therefore able to acquire sectors hidden by the DCO. 
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Test: SKL-DITC-35 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Jan  4 16:01:33 2008 
run finish Fri Jan  4 17:51:04 2008 
elapsed time 1:49:31 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  268435455 0xfffffff 
/dev/hda: native max lba:   268435455 0xfffffff 
/dev/hda: physical max lba: 312581807 0x12a19eaf 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity reduced 44146352 sectors 

EnCase image 
file highlights: 

Acquiry date:         08/01/2008 14:56:08 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721616PLAT80 
Serial number:        PV7904Z9UP0VDV 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    44146352 
Bytes per sector:     512 
Media size:           22602932224 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Tue Jan  8 15:39:58 2008 
Status: at 0%. 
exported 9.6 MB (10092544 bytes) of total 21 GB (22602932224 bytes).
... 
Status: at 100%. 
exported 21 GB (22602932224 bytes) of total 21 GB (22602932224 
bytes). 
completion in 0 second(s) with 69 MB/s (73148647 bytes/second). 
Export completed at: Tue Jan  8 15:45:07 2008 
Written: 21 GB (22602932224 bytes) in 5 minute(s) and 9 second(s) 
with 
69 MB/s (73148647 bytes/second). 
44146352 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: Sectors were hidden by disabling LBA48, so only the first 268435456 
were initially addressable. LinEn only acquired the first 44146352 
sectors. 
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Test: SKL-DITC-36 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Jan  4 16:01:33 2008 
run finish Fri Jan  4 17:51:04 2008 
elapsed time 1:49:31 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         07/01/2008 23:08:20 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721616PLAT80 
Serial number:        PV7904Z9UP0VDV 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Jan  8 09:06:53 2008 
Status: at 0%. 
exported 78 MB (82313216 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 64 MB/s (67499740 bytes/second). 
Export completed at: Tue Jan  8 09:46:24 2008 
Written: 149 GB (160041885696 bytes) in 39 minute(s) and 31 
second(s) 
with 64 MB/s (67499740 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-37 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb 11 13:44:38 2008 
run finish Mon Feb 11 14:29:36 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

Boot log 
highlights: 

hda: Host Protected Area detected. 
current capacity is 2000001 sectors (1024 MB) 
native  capacity is 156301488 sectors (80026 MB) 
hda: Host Protected Area disabled. 
hda: 156301488 sectors (80026 MB) w/7376KiB Cache, CHS=65535/16/63, 
UDMA(133) 

EnCase image 
file highlights: 

Acquiry date:         12/02/2008 09:03:22 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb 12 12:58:12 2008 
Status: at 0%. 
exported 24 MB (25853952 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 60 MB/s (63112272 bytes/second). 
Export completed at: Tue Feb 12 13:19:20 2008 
Written: 74 GB (80026361856 bytes) in 21 minute(s) and 8 second(s) 
with 60 MB/s (63112272 bytes/second). 
156301488 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-08 N/A 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: The HPA was removed by Linux, not by LinEn.
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Test: SKL-DITC-38 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb  8 15:06:52 2008 
run finish Fri Feb  8 16:12:27 2008 
elapsed time 1:5:35 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 

EnCase image 
file highlights: 

System date:            11/02/2008 08:47:24 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 512 - 5000000 amount: 4999488 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Feb 11 08:56:26 2008 
Error at LBA=512; EXP=00000/008/09 000000000512; GOT= 
Error at LBA=513; EXP=00000/008/10 000000000513; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Error at LBA=551; EXP=00000/008/48 000000000551; GOT= 
Error at LBA=552; EXP=00000/008/49 000000000552; GOT= 
... 
Error at LBA=4252; EXP=00000/067/32 000000004252; GOT= 
Error at LBA=4253; EXP=00000/067/33 000000004253; GOT= 
Error at LBA=4254; EXP=00000/067/34 000000004254; GOT= 
... 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire all visible sectors after the first read 
error. After acquisition the drive was found to reject all ATA 
commands until reset with hdparm. 
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Test: SKL-DITC-39 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb  8 15:06:52 2008 
run finish Fri Feb  8 16:12:27 2008 
elapsed time 1:5:35 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 
/dev/hda: marking sector 551 as bad...done 
... 
/dev/hda: marking sector 560 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         11/02/2008 09:01:49 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 512 - 5000000 amount: 4999488 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Feb 11 09:12:12 2008 
Error at LBA=512; EXP=00000/008/09 000000000512; GOT= 
Error at LBA=513; EXP=00000/008/10 000000000513; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=4252; EXP=00000/067/32 000000004252; GOT= 
Error at LBA=4253; EXP=00000/067/33 000000004253; GOT= 
Error at LBA=4254; EXP=00000/067/34 000000004254; GOT= 
... 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire all visible sectors after the first read 
error. After acquisition the drive was found to reject all ATA 
commands until reset with hdparm. 
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Test: SKL-DITC-40 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb  8 15:06:52 2008 
run finish Fri Feb  8 16:12:27 2008 
elapsed time 1:5:35 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 
/dev/hda: marking sector 551 as bad...done 
... 
/dev/hda: marking sector 560 as bad...done 
/dev/hda: marking sector 1060 as bad...done 
/dev/hda: marking sector 1061 as bad...done 
... 
/dev/hdb: marking sector 1070 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         11/02/2008 09:16:15 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 512 - 5000000 amount: 4999488 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Feb 11 09:12:12 2008 
Error at LBA=512; EXP=00000/008/09 000000000512; GOT= 
Error at LBA=513; EXP=00000/008/10 000000000513; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=1059; EXP=00000/016/52 000000001059; GOT= 
Sector 1060 expected bad 
Sector 1061 expected bad 
... 
Sector 1070 expected bad 
Error at LBA=1071; EXP=00000/017/01 000000001071; GOT= 
Error at LBA=1072; EXP=00000/017/02 000000001072; GOT= 
... 
Error at LBA=4252; EXP=00000/067/32 000000004252; GOT= 
Error at LBA=4253; EXP=00000/067/33 000000004253; GOT= 
Error at LBA=4254; EXP=00000/067/34 000000004254; GOT= 
... 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire all visible sectors after the first read 
error. After acquisition the drive was found to reject all ATA 
commands until reset with hdparm. 
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Test: SKL-DITC-41 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Jan  7 16:12:56 2008 
run finish Mon Jan  7 16:58:02 2008 
elapsed time 0:45:6 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         11/01/2008 16:30:41 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Mon Jan 14 09:01:57 2008 
Status: at 0%. 
exported 17 MB (18251776 bytes) of total 74 GB (80026361856 bytes). 
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 68 MB/s (72030928 bytes/second). 
Export completed at: Mon Jan 14 09:20:28 2008 
Written: 74 GB (80026361856 bytes) in 18 minute(s) and 31 second(s) 
with 68 MB/s (72030928 bytes/second). 
156301488 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-42 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  8 15:07:25 2008 
run finish Fri Feb  8 17:00:12 2008 
elapsed time 1:52:47 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  298435455 0x11c9c37f 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 10000000 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

Boot log 
highlights: 

hdb: Host Protected Area detected. 
current capacity is 298435456 sectors (152798 MB) 
native  capacity is 308435456 sectors (157918 MB) 
hdb: Host Protected Area disabled. 
hdb: 308435456 sectors (157918 MB) w/7376KiB Cache, 
CHS=19199/255/63, 
UDMA(133) 

EnCase image 
file highlights: 

Acquiry date:         12/02/2008 17:30:45 
Operating system:     Linux 
Software version:     6.01 
Unknown value dc:     4146352 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    308435456 
Bytes per sector:     512 
Media size:           157918953472 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Wed Feb 13 08:14:05 2008 
Status: at 0%. 
exported 55 MB (58228736 bytes) of total 147 GB (157918953472 
bytes). 
... 
Status: at 100%. 
exported 147 GB (157918953472 bytes) of total 147 GB (157918953472 
bytes). 
completion in 0 second(s) with 67 MB/s (71263065 bytes/second). 
Export completed at: Wed Feb 13 08:51:01 2008 
Written: 147 GB (157918953472 bytes) in 36 minute(s) and 56 
second(s) 
with 67 MB/s (71263065 bytes/second). 
308435456 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: The HPA was removed by Linux, and LinEn failed to remove the DCO.
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Test: SKL-DITC-43 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Jan  9 14:50:31 2008 
run finish Wed Jan  9 16:20:46 2008 
elapsed time 1:30:15 
Normal exit 
/dev/hdb: LBA support:      28-bit 
/dev/hdb: current max lba:  268435455 0xfffffff 
/dev/hdb: native max lba:   268435455 0xfffffff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity reduced 44146352 sectors 

EnCase image 
file highlights: 

Acquiry date:         09/01/2008 16:53:42 
Operating system:     Linux 
Software version:     6.01 
Unknown value dc:     44146352 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Jan 10 08:43:54 2008 
Status: at 0%. 
exported 74 MB (78348288 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 109 MB/s (114643184 bytes/second). 
Export completed at: Thu Jan 10 09:07:10 2008 
Written: 149 GB (160041885696 bytes) in 23 minute(s) and 16 
second(s) 
with 109 MB/s (114643184 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-44 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  1 09:33:29 2008 
run finish Fri Feb  1 11:03:47 2008 
elapsed time 1:30:18 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         01/02/2008 13:10:29 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 512 - 5000000 amount: 4999488 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Fri Feb  1 13:19:10 2008 
Error at LBA=512; EXP=00000/008/09 000000000512; GOT= 
Error at LBA=513; EXP=00000/008/10 000000000513; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Error at LBA=551; EXP=00000/008/48 000000000551; GOT= 
Error at LBA=552; EXP=00000/008/49 000000000552; GOT= 
... 
Error at LBA=1279; EXP=00000/020/20 000000001279; GOT= 
Status: at 0%. 
exported 640 kB (655360 bytes) of total 2.3 GB (2560000000 bytes). 
Error at LBA=1280; EXP=00000/020/21 000000001280; GOT= 
Error at LBA=1281; EXP=00000/020/22 000000001281; GOT= 
... 
Error at LBA=6581; EXP=00000/104/30 000000006581; GOT= 
Error at LBA=6582; EXP=00000/104/31 000000006582; GOT= 
Error at LBA=6583; EXP=00000/104/32 000000006583; GOT= 
... 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire all visible sectors after the first read 
error. After acquisition the drive was found to reject all ATA 
commands until reset with hdparm. 
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Test: SKL-DITC-45 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Jan 30 09:48:10 2008 
run finish Wed Jan 30 11:44:04 2008 
elapsed time 1:55:54 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  312581807 0x12a19eaf 
/dev/hda: native max lba:   312581807 0x12a19eaf 
/dev/hda: physical max lba: 312581807 0x12a19eaf 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 
/dev/hda: marking sector 551 as bad...done 
... 
/dev/hda: marking sector 560 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         30/01/2008 13:24:28 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 512 - 5000000 amount: 4999488 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Wed Jan 30 13:38:50 2008 
Error at LBA=512; EXP=00000/008/09 000000000512; GOT= 
Error at LBA=513; EXP=00000/008/10 000000000513; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=1023; EXP=00000/016/16 000000001023; GOT= 
Status: at 0%. 
exported 512 kB (524288 bytes) of total 2.3 GB (2560000000 bytes). 
Error at LBA=1024; EXP=00000/016/17 000000001024; GOT= 
Error at LBA=1025; EXP=00000/016/18 000000001025; GOT= 
... 
Error at LBA=3475; EXP=00000/055/11 000000003475; GOT= 
Error at LBA=3476; EXP=00000/055/12 000000003476; GOT= 
... 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                
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Comments: LinEn failed to acquire all visible sectors after the first read 
error. After acquisition the drive was found to reject all ATA 
commands until reset with hdparm. 
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Test: SKL-DITC-46 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Jan 30 09:48:10 2008 
run finish Wed Jan 30 11:44:04 2008 
elapsed time 1:55:54 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  312581807 0x12a19eaf 
/dev/hda: native max lba:   312581807 0x12a19eaf 
/dev/hda: physical max lba: 312581807 0x12a19eaf 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 
/dev/hda: marking sector 551 as bad...done 
... 
/dev/hda: marking sector 560 as bad...done 
/dev/hda: marking sector 1060 as bad...done 
/dev/hda: marking sector 1061 as bad...done 
... 
/dev/hda: marking sector 1070 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         30/01/2008 14:21:11 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 512 - 5000000 amount: 4999488 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Wed Jan 30 14:32:32 2008 
Error at LBA=512; EXP=00000/008/09 000000000512; GOT= 
Error at LBA=513; EXP=00000/008/10 000000000513; GOT= 
... 
Error at LBA=549; EXP=00000/008/46 000000000549; GOT= 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Error at LBA=561; EXP=00000/008/58 000000000561; GOT= 
Error at LBA=562; EXP=00000/008/59 000000000562; GOT= 
... 
Error at LBA=1058; EXP=00000/016/51 000000001058; GOT= 
Error at LBA=1059; EXP=00000/016/52 000000001059; GOT= 
Sector 1060 expected bad 
Sector 1061 expected bad 
... 
Sector 1070 expected bad 
Error at LBA=1071; EXP=00000/017/01 000000001071; GOT= 
Error at LBA=1072; EXP=00000/017/02 000000001072; GOT= 
... 
Error at LBA=5339; EXP=00000/084/48 000000005339; GOT= 
Error at LBA=5340; EXP=00000/084/49 000000005340; GOT= 
... 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 FAILED                

Comments: LinEn failed to acquire all visible sectors after the first read 
error. After acquisition the drive was found to reject all ATA 
commands until reset with hdparm. 
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Test: SKL-DITC-47 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  1 17:04:25 2008 
run finish Fri Feb  1 18:34:40 2008 
elapsed time 1:30:15 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         03/02/2008 12:53:14 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Mon Feb  4 11:36:56 2008 
Status: at 0%. 
exported 22 MB (23461888 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 65 MB/s (68658037 bytes/second). 
Export completed at: Mon Feb  4 12:15:47 2008 
Written: 149 GB (160041885696 bytes) in 38 minute(s) and 51 
second(s) 
with 65 MB/s (68658037 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 

March 2008  93(197) 

Test: SKL-DITC-48 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS72161 
Serial:  PVG904Z9T0V83V 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-07 N/A 
SKL-DIA-02 FAILED               SKL-DIA-08 N/A 
SKL-DIA-03 PASSED               SKL-DIA-13 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-49 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS72161 
Serial:  PVG904Z9T0V83V 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-07 N/A 
SKL-DIA-02 FAILED               SKL-DIA-08 N/A 
SKL-DIA-03 PASSED               SKL-DIA-13 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-50 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS72161 
Serial: PVG904Z9T0V83V 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-13 N/A 
SKL-DIA-02 FAILED               SKL-DIA-14 N/A 
SKL-DIA-03 PASSED               SKL-DIA-15 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 

March 2008  96(197) 

Test: SKL-DITC-51 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS72161 
Serial: PVG904Z9T0V83V 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-13 N/A 
SKL-DIA-02 FAILED               SKL-DIA-14 N/A 
SKL-DIA-03 PASSED               SKL-DIA-15 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 

March 2008  97(197) 

Test: SKL-DITC-52 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS72161 
Serial: PVG904Z9T0V83V 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A               SKL-DIA-13 N/A 
SKL-DIA-02 FAILED               SKL-DIA-14 N/A 
SKL-DIA-03 PASSED               SKL-DIA-15 N/A 
SKL-DIA-04 N/A               SKL-DIA-18 N/A 
SKL-DIA-05 N/A               SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-53 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS72161 
Serial:  PVG904Z9T0V83V 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A               SKL-DIA-06 N/A 
SKL-DIA-02 FAILED               SKL-DIA-13 N/A 
SKL-DIA-03 PASSED               SKL-DIA-18 N/A 
SKL-DIA-04 N/A               SKL-DIA-25 N/A 
SKL-DIA-05 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-54 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-07 N/A 
SKL-DIA-02 FAILED               SKL-DIA-08 N/A 
SKL-DIA-03 PASSED               SKL-DIA-13 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-55 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-13 N/A 
SKL-DIA-02 FAILED               SKL-DIA-14 N/A 
SKL-DIA-03 PASSED               SKL-DIA-15 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-56 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-13 N/A 
SKL-DIA-02 FAILED               SKL-DIA-14 N/A 
SKL-DIA-03 PASSED               SKL-DIA-15 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-57 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-13 N/A 
SKL-DIA-02 FAILED               SKL-DIA-14 N/A 
SKL-DIA-03 PASSED               SKL-DIA-15 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-58 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-06 N/A 
SKL-DIA-02 FAILED               SKL-DIA-13 N/A 
SKL-DIA-03 PASSED               SKL-DIA-18 N/A 
SKL-DIA-04 N/A                  SKL-DIA-25 N/A 
SKL-DIA-05 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-59 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-07 N/A 
SKL-DIA-02 FAILED               SKL-DIA-08 N/A 
SKL-DIA-03 PASSED               SKL-DIA-13 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-60 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-07 N/A 
SKL-DIA-02 FAILED               SKL-DIA-08 N/A 
SKL-DIA-03 PASSED               SKL-DIA-13 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-61 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-13 N/A 
SKL-DIA-02 FAILED               SKL-DIA-14 N/A 
SKL-DIA-03 PASSED               SKL-DIA-15 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-62 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-13 N/A 
SKL-DIA-02 FAILED               SKL-DIA-14 N/A 
SKL-DIA-03 PASSED               SKL-DIA-15 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-63 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-13 N/A 
SKL-DIA-02 FAILED               SKL-DIA-14 N/A 
SKL-DIA-03 PASSED               SKL-DIA-15 N/A 
SKL-DIA-04 N/A                  SKL-DIA-18 N/A 
SKL-DIA-05 N/A                  SKL-DIA-25 N/A 
SKL-DIA-06 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-64 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 N/A                  SKL-DIA-06 N/A 
SKL-DIA-02 FAILED               SKL-DIA-13 N/A 
SKL-DIA-03 PASSED               SKL-DIA-18 N/A 
SKL-DIA-04 N/A                  SKL-DIA-25 N/A 
SKL-DIA-05 N/A                

Comments: Test FAILED because LinEn is not able to use direct ATA mode when 
libATA drivers are used. 
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Test: SKL-DITC-65 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  1 14:13:00 2008 
run finish Fri Feb  1 15:43:16 2008 
elapsed time 1:30:16 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1     268435456 300000000   31564545   c  W95 FAT32 (LBA) 
/dev/hdb2             0         -          0   0  Empty 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         01/02/2008 16:45:44 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Serial number:        x0 
Block size:           64 
Media type:             fixed disk 
Media is physical:      no 
Amount of sectors:      31564545 
Bytes per sector:       512 
Media size:             16161047040 
Error granularity:      1 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Mon Feb  4 13:55:10 2008 
Status: at 0%. 
exported 51 MB (54296576 bytes) of total 15 GB (16161047040 bytes). 
... 
Status: at 100%. 
exported 15 GB (16161047040 bytes) of total 15 GB (16161047040 
bytes). 
completion in 0 second(s) with 44 MB/s (46843614 bytes/second). 
Export completed at: Mon Feb  4 14:00:55 2008 
Written: 15 GB (16161047040 bytes) in 5 minute(s) and 45 second(s) 
with 44 MB/s (46843614 bytes/second). 
31564545 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 

March 2008  111(197) 

Test: SKL-DITC-66 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1     4294966297     19000      20000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-24 FAILED               

Comments: Neither Windows nor EnCase recognized any valid partitions on the 
drive, or notified the user about a corrupt partition table. 
Acquisition was not completed because the partition intended for 
acquisition was not available in EnCase. 
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Test: SKL-DITC-67 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb  4 15:06:00 2008 
run finish Mon Feb  4 15:51:59 2008 
elapsed time 0:45:59 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   4000001    4000001   5  Extended 
/dev/hda2       4000002 156296384  152296383  83  Linux 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 
/dev/hda5            50     99999      99950   c  W95 FAT32 (LBA) 
/dev/hda6        100050    199999      99950   c  W95 FAT32 (LBA) 
/dev/hda7        200050    299999      99950   c  W95 FAT32 (LBA) 
/dev/hda8        300050    399999      99950   c  W95 FAT32 (LBA) 
/dev/hda9        400050    499999      99950   c  W95 FAT32 (LBA) 
/dev/hda10       500050    599999      99950   c  W95 FAT32 (LBA) 
/dev/hda11       600050    699999      99950   c  W95 FAT32 (LBA) 
/dev/hda12       700050    799999      99950   c  W95 FAT32 (LBA) 
/dev/hda13       800050    899999      99950   c  W95 FAT32 (LBA) 
/dev/hda14       900050    999999      99950   c  W95 FAT32 (LBA) 
/dev/hda15      1000050   1099999      99950   c  W95 FAT32 (LBA) 
/dev/hda16      1100050   1199999      99950   c  W95 FAT32 (LBA) 
/dev/hda17      1200050   1299999      99950   c  W95 FAT32 (LBA) 
/dev/hda18      1300050   1399999      99950   c  W95 FAT32 (LBA) 
/dev/hda19      1400050   1499999      99950   c  W95 FAT32 (LBA) 
/dev/hda20      1500050   1599999      99950   c  W95 FAT32 (LBA) 
/dev/hda21      1600050   1699999      99950   c  W95 FAT32 (LBA) 
/dev/hda22      1700050   1799999      99950   c  W95 FAT32 (LBA) 
/dev/hda23      1800050   1899999      99950   c  W95 FAT32 (LBA) 
/dev/hda24      1900050   1999999      99950   c  W95 FAT32 (LBA) 
/dev/hda25      2000050   2099999      99950   c  W95 FAT32 (LBA) 
/dev/hda26      2100050   2199999      99950   c  W95 FAT32 (LBA) 
/dev/hda27      2200050   2299999      99950   c  W95 FAT32 (LBA) 
/dev/hda28      2300050   2399999      99950   c  W95 FAT32 (LBA) 
/dev/hda29      2400050   2499999      99950   c  W95 FAT32 (LBA) 
/dev/hda30      2500050   2599999      99950   c  W95 FAT32 (LBA) 
/dev/hda31      2600050   2699999      99950   c  W95 FAT32 (LBA) 
/dev/hda32      2700050   2799999      99950   c  W95 FAT32 (LBA) 
/dev/hda33      2800050   2899999      99950   c  W95 FAT32 (LBA) 
/dev/hda34      2900050   2999999      99950   c  W95 FAT32 (LBA) 
/dev/hda35      3000050   3099999      99950   c  W95 FAT32 (LBA) 
/dev/hda36      3100050   3199999      99950   c  W95 FAT32 (LBA) 
/dev/hda37      3200050   3299999      99950   c  W95 FAT32 (LBA) 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-06 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-13 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-18 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-05 FAILED                

Comments: EnCase only shows 25 partitions. The partition that was intended for 
acquisition was not listed in the partition list. 
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Test: SKL-DITC-68 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb  4 16:48:08 2008 
run finish Mon Feb  4 17:33:06 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1             1   3000000    3000000   c  W95 FAT32 (LBA) 
/dev/hdb2       2000001   4000000    2000000   c  W95 FAT32 (LBA) 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         05/02/2008 08:32:45 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Tue Feb  5 08:38:38 2008 
Status: at 1%. 
exported 15 MB (16220160 bytes) of total 976 MB (1024000000 bytes). 
completion in 1 minute(s) and 39 second(s) with 9.7 MB/s (10240000 
bytes/second). 
... 
Status: at 97%. 
exported 948 MB (994738176 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 97 MB/s (102400000 bytes/second). 
Export completed at: Tue Feb  5 08:38:48 2008 
Written: 976 MB (1024000000 bytes) in 10 second(s) with 97 MB/s 
(102400000 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-24 FAILED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Acquired correctly but no notification about irregularities in the 
partition table. 
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Test: SKL-DITC-69 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  1 14:13:00 2008 
run finish Fri Feb  1 15:43:16 2008 
elapsed time 1:30:16 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1     268435456 4294967294 4026531839   c  W95 FAT32 (LBA) 
/dev/hdb2             0         -          0   0  Empty 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         05/02/2008 09:34:31 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    44146352 
Bytes per sector:     512 
Media size:           22602932224 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Tue Feb  5 10:11:20 2008 
Status: at 0%. 
exported 17 MB (18350080 bytes) of total 21 GB (22602932224 bytes). 
... 
Status: at 100%. 
exported 21 GB (22602932224 bytes) of total 21 GB (22602932224 
bytes). 
completion in 0 second(s) with 51 MB/s (53688675 bytes/second). 
Export completed at: Tue Feb  5 10:18:21 2008 
Written: 21 GB (22602932224 bytes) in 7 minute(s) and 1 second(s) 
with 
51 MB/s (53688675 bytes/second). 
44146352 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-24 FAILED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: The partition was acquired as expected but there was no notification 
about the irregularity in the partition table. 
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Test: SKL-DITC-71 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Tue Feb  5 15:25:35 2008 
run finish Tue Feb  5 16:10:33 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1       1000000   4999999    4000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         05/02/2008 16:31:35 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    1000001 
Bytes per sector:     512 
Media size:           512000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Tue Feb  5 16:36:29 2008 
Status: at 16%. 
exported 78 MB (81985536 bytes) of total 488 MB (512000512 bytes). 
completion in 5 second(s) with 81 MB/s (85333418 bytes/second). 
... 
Status: at 79%. 
exported 388 MB (407568384 bytes) of total 488 MB (512000512 bytes).
completion in 1 second(s) with 97 MB/s (102400102 bytes/second). 
Export completed at: Tue Feb  5 16:36:33 2008 
Written: 488 MB (512000512 bytes) in 4 second(s) with 122 MB/s 
(128000128 bytes/second). 
1000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: EnCase failed to acquire the part of the partition that was situated 
in the HPA. 
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Test: SKL-DITC-72 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Tue Feb  5 15:25:35 2008 
run finish Tue Feb  5 16:10:33 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  2000000 0x1e8480 
/dev/hdb: native max lba:   2000000 0x1e8480 
/dev/hdb: physical max lba: 156301487 0x950f8af 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity reduced 154301487 sectors 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1       1000000   4999999    4000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/02/2008 13:53:58 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    1000001 
Bytes per sector:     512 
Media size:           512000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Thu Feb 21 13:54:50 2008 
Status: at 3%. 
exported 16 MB (17432576 bytes) of total 488 MB (512000512 bytes). 
completion in 32 second(s) with 14 MB/s (15515167 bytes/second). 
... 
Status: at 85%. 
exported 416 MB (436502528 bytes) of total 488 MB (512000512 bytes).
completion in 0 second(s) with 97 MB/s (102400102 bytes/second). 
Export completed at: Thu Feb 21 13:54:55 2008 
Written: 488 MB (512000512 bytes) in 5 second(s) with 97 MB/s 
(102400102 bytes/second). 
1000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: EnCase failed to acquire the part of the partition that was situated 
in the DCO. 
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Test: SKL-DITC-73 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  1 14:13:00 2008 
run finish Fri Feb  1 15:43:16 2008 
elapsed time 1:30:16 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1     268435456 300000000   31564545   c  W95 FAT32 (LBA) 
/dev/hdb2             0         -          0   0  Empty 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

EnCase image 
file highlights: 

System date:            01/02/2008 15:54:23 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    31564545 
Bytes per sector:     512 
Media size:           16161047040 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Fri Feb  1 16:18:47 2008 
Status: at 0%. 
exported 28 MB (29687808 bytes) of total 15 GB (16161047040 bytes). 
... 
Status: at 100%. 
exported 15 GB (16161047040 bytes) of total 15 GB (16161047040 
bytes). 
completion in 0 second(s) with 68 MB/s (72147531 bytes/second). 
Export completed at: Fri Feb  1 16:22:31 2008 
Written: 15 GB (16161047040 bytes) in 3 minute(s) and 44 second(s) 
with 68 MB/s (72147531 bytes/second). 
31564545 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-74 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301487 

Drive setup: 156301488 sectors wiped with DD 
run start Tue Feb  5 15:25:35 2008 
run finish Tue Feb  5 16:10:33 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1     4294966297     19000      20000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         22/02/2008 08:57:57 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    19990 
Bytes per sector:     512 
Media size:           10234880 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 0 - 19990 amount: 19990 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-24 FAILED               

Comments: Acquisition was performed, but all sectors were reported as 
unreadable.  
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Test: SKL-DITC-75 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb  4 15:06:00 2008 
run finish Mon Feb  4 15:51:59 2008 
elapsed time 0:45:59 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   4000001    4000001   5  Extended 
/dev/hda2       4000002 156296384  152296383  83  Linux 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 
/dev/hda5            50     99999      99950   c  W95 FAT32 (LBA) 
/dev/hda6        100050    199999      99950   c  W95 FAT32 (LBA) 
/dev/hda7        200050    299999      99950   c  W95 FAT32 (LBA) 
/dev/hda8        300050    399999      99950   c  W95 FAT32 (LBA) 
/dev/hda9        400050    499999      99950   c  W95 FAT32 (LBA) 
/dev/hda10       500050    599999      99950   c  W95 FAT32 (LBA) 
/dev/hda11       600050    699999      99950   c  W95 FAT32 (LBA) 
/dev/hda12       700050    799999      99950   c  W95 FAT32 (LBA) 
/dev/hda13       800050    899999      99950   c  W95 FAT32 (LBA) 
/dev/hda14       900050    999999      99950   c  W95 FAT32 (LBA) 
/dev/hda15      1000050   1099999      99950   c  W95 FAT32 (LBA) 
/dev/hda16      1100050   1199999      99950   c  W95 FAT32 (LBA) 
/dev/hda17      1200050   1299999      99950   c  W95 FAT32 (LBA) 
/dev/hda18      1300050   1399999      99950   c  W95 FAT32 (LBA) 
/dev/hda19      1400050   1499999      99950   c  W95 FAT32 (LBA) 
/dev/hda20      1500050   1599999      99950   c  W95 FAT32 (LBA) 
/dev/hda21      1600050   1699999      99950   c  W95 FAT32 (LBA) 
/dev/hda22      1700050   1799999      99950   c  W95 FAT32 (LBA) 
/dev/hda23      1800050   1899999      99950   c  W95 FAT32 (LBA) 
/dev/hda24      1900050   1999999      99950   c  W95 FAT32 (LBA) 
/dev/hda25      2000050   2099999      99950   c  W95 FAT32 (LBA) 
/dev/hda26      2100050   2199999      99950   c  W95 FAT32 (LBA) 
/dev/hda27      2200050   2299999      99950   c  W95 FAT32 (LBA) 
/dev/hda28      2300050   2399999      99950   c  W95 FAT32 (LBA) 
/dev/hda29      2400050   2499999      99950   c  W95 FAT32 (LBA) 
/dev/hda30      2500050   2599999      99950   c  W95 FAT32 (LBA) 
/dev/hda31      2600050   2699999      99950   c  W95 FAT32 (LBA) 
/dev/hda32      2700050   2799999      99950   c  W95 FAT32 (LBA) 
/dev/hda33      2800050   2899999      99950   c  W95 FAT32 (LBA) 
/dev/hda34      2900050   2999999      99950   c  W95 FAT32 (LBA) 
/dev/hda35      3000050   3099999      99950   c  W95 FAT32 (LBA) 
/dev/hda36      3100050   3199999      99950   c  W95 FAT32 (LBA) 
/dev/hda37      3200050   3299999      99950   c  W95 FAT32 (LBA) 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-06 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-13 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-18 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-05 FAILED                
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Comments: LinEn only lists some of the partitions for acquisition, and the 
user interface was so confused that selecting a specific partition 
was difficult. Analysis with strace shows that LinEn did not detect 
the partition intended for acquisition. 
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Test: SKL-DITC-76 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  156301487 0x950f8af 
/dev/hdb: native max lba:   156301487 0x950f8af 
/dev/hdb: physical max lba: 156301487 0x950f8af 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   3000000    3000000   c  W95 FAT32 (LBA) 
/dev/hda2       2000001   4000000    2000000   c  W95 FAT32 (LBA) 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         22/02/2008 13:09:44 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Fri Feb 22 13:13:32 2008 
Status: at 8%. 
exported 80 MB (84770816 bytes) of total 976 MB (1024000000 bytes). 
completion in 11 second(s) with 81 MB/s (85333333 bytes/second). 
... 
Status: at 95%. 
exported 935 MB (981270528 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 65 MB/s (68266666 bytes/second). 
Export completed at: Fri Feb 22 13:13:47 2008 
Written: 976 MB (1024000000 bytes) in 15 second(s) with 65 MB/s 
(68266666 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-24 FAILED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Acquired correctly but no notification about irregularities in the 
partition table. 
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Test: SKL-DITC-77 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  1 14:13:00 2008 
run finish Fri Feb  1 15:43:16 2008 
elapsed time 1:30:16 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1     268435456 4294967294 4026531839   c  W95 FAT32 (LBA) 
/dev/hdb2             0         -          0   0  Empty 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         05/02/2008 09:02:42 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    0 
Bytes per sector:     512 
Media size:           0 
Block size:           64 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-13 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-18 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-24 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-05 FAILED                

Comments: The partition could not be acquired. When selected for acquisition, 
LinEn reported the size of the partition as 0 sectors. 
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Test: SKL-DITC-79 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Tue Feb  5 15:25:35 2008 
run finish Tue Feb  5 16:10:33 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1       1000000   5999999    5000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

Boot log 
highlights: 

hda: Host Protected Area detected. 
current capacity is 2000001 sectors (1024 MB) 
native  capacity is 156301488 sectors (80026 MB) 
hda: Host Protected Area disabled. 

EnCase image 
file highlights: 

Acquiry date:         05/02/2008 16:19:01 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    5000000 
Bytes per sector:     512 
Media size:           2560000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb  5 16:23:59 2008 
Status: at 1%. 
exported 46 MB (48726016 bytes) of total 2.3 GB (2560000000 bytes). 
completion in 1 minute(s) and 39 second(s) with 24 MB/s (25600000 
bytes/second). 
... 
Status: at 99%. 
exported 2.3 GB (2549153792 bytes) of total 2.3 GB (2560000000 
bytes). 
completion in 0 second(s) with 65 MB/s (69189189 bytes/second). 
Export completed at: Tue Feb  5 16:24:36 2008 
Written: 2.3 GB (2560000000 bytes) in 37 second(s) with 65 MB/s 
(69189189 bytes/second). 
5000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-08 N/A 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: The HPA was removed by Linux.
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Test: SKL-DITC-80 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Tue Feb  5 15:25:35 2008 
run finish Tue Feb  5 16:10:33 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  2000000 0x1e8480 
/dev/hdb: native max lba:   2000000 0x1e8480 
/dev/hdb: physical max lba: 156301487 0x950f8af 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity reduced 154301487 sectors 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1       1000000   4999999    4000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-07 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-18 FAILED 
SKL-DIA-05 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-06 FAILED                

Comments: The drive disappeared from the list of devices when LinEn was 
switched to direct ATA mode. 
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Test: SKL-DITC-81 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000   4  FAT16 <32M 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         26/02/2008 12:07:11 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb 26 12:11:02 2008 
Status: at 4%. 
exported 45 MB (47906816 bytes) of total 976 MB (1024000000 bytes). 
completion in 24 second(s) with 39 MB/s (40960000 bytes/second). 
... 
Status: at 95%. 
exported 932 MB (977797120 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 97 MB/s (102400000 bytes/second). 
Export completed at: Tue Feb 26 12:11:12 2008 
Written: 976 MB (1024000000 bytes) in 10 second(s) with 97 MB/s 
(102400000 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-82 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         26/02/2008 12:15:48 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb 26 12:18:10 2008 
Status: at 5%. 
exported 48 MB (51249152 bytes) of total 976 MB (1024000000 bytes). 
completion in 19 second(s) with 48 MB/s (51200000 bytes/second). 
... 
Status: at 91%. 
exported 893 MB (937164800 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 108 MB/s (113777777 bytes/second). 
Export completed at: Tue Feb 26 12:18:19 2008 
Written: 976 MB (1024000000 bytes) in 9 second(s) with 108 MB/s 
(113777777 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 
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Test: SKL-DITC-83 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000   7  HPFS/NTFS 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         26/02/2008 12:22:01 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb 26 12:24:06 2008 
Status: at 2%. 
exported 20 MB (21495808 bytes) of total 976 MB (1024000000 bytes). 
completion in 49 second(s) with 19 MB/s (20480000 bytes/second). 
... 
Status: at 90%. 
exported 883 MB (926449664 bytes) of total 976 MB (1024000000 
bytes). 
completion in 1 second(s) with 88 MB/s (93090909 bytes/second). 
Export completed at: Tue Feb 26 12:24:16 2008 
Written: 976 MB (1024000000 bytes) in 10 second(s) with 97 MB/s 
(102400000 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-84 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000  83  Linux 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         26/02/2008 12:28:34 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb 26 12:30:03 2008 
Status: at 0%. 
exported 4.9 MB (5210112 bytes) of total 976 MB (1024000000 bytes). 
... 
Status: at 97%. 
exported 952 MB (998342656 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 97 MB/s (102400000 bytes/second). 
Export completed at: Tue Feb 26 12:30:13 2008 
Written: 976 MB (1024000000 bytes) in 10 second(s) with 97 MB/s 
(102400000 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-85 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000  39  Plan 9 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         26/02/2008 12:36:25 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb 26 12:38:20 2008 
Status: at 8%. 
exported 84 MB (88145920 bytes) of total 976 MB (1024000000 bytes). 
completion in 11 second(s) with 81 MB/s (85333333 bytes/second). 
... 
Status: at 94%. 
exported 920 MB (964886528 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 108 MB/s (113777777 bytes/second). 
Export completed at: Tue Feb 26 12:38:29 2008 
Written: 976 MB (1024000000 bytes) in 9 second(s) with 108 MB/s 
(113777777 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-86 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Dec 20 10:05:44 2007 
run finish Thu Dec 20 10:50:46 2007 
elapsed time 0:45:2 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000   4  FAT16 <32M 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/12/2007 09:40:20 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Fri Dec 21 09:58:56 2007 
Status: at 3%. 
exported 35 MB (37224448 bytes) of total 976 MB (1024000000 bytes). 
completion in 32 second(s) with 29 MB/s (31030303 bytes/second). 
... 
Status: at 99%. 
exported 968 MB (1015218176 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 40 MB/s (42666666 bytes/second). 
Export completed at: Fri Dec 21 09:59:20 2007 
Written: 976 MB (1024000000 bytes) in 24 second(s) with 40 MB/s 
(42666666 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-87 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Dec 20 10:05:44 2007 
run finish Thu Dec 20 10:50:46 2007 
elapsed time 0:45:2 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/12/2007 10:05:46 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Fri Dec 21 10:30:52 2007 
Status: at 0%. 
exported 160 kB (163840 bytes) of total 976 MB (1024000000 bytes). 
... 
Status: at 98%. 
exported 957 MB (1004273664 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 51 MB/s (53894736 bytes/second). 
Export completed at: Fri Dec 21 10:31:11 2007 
Written: 976 MB (1024000000 bytes) in 19 second(s) with 51 MB/s 
(53894736 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-88 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Dec 20 10:05:44 2007 
run finish Thu Dec 20 10:50:46 2007 
elapsed time 0:45:2 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000   7  HPFS/NTFS 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/12/2007 10:36:21 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Fri Dec 21 10:50:33 2007 
Status: at 4%. 
exported 48 MB (50659328 bytes) of total 976 MB (1024000000 bytes). 
completion in 24 second(s) with 39 MB/s (40960000 bytes/second). 
... 
Status: at 99%. 
exported 971 MB (1018691584 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 37 MB/s (39384615 bytes/second). 
Export completed at: Fri Dec 21 10:50:59 2007 
Written: 976 MB (1024000000 bytes) in 26 second(s) with 37 MB/s 
(39384615 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-89 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Dec 20 10:05:44 2007 
run finish Thu Dec 20 10:50:46 2007 
elapsed time 0:45:2 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000  83  Linux 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/12/2007 11:24:06 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Fri Dec 21 11:30:25 2007 
Status: at 5%. 
exported 50 MB (53182464 bytes) of total 976 MB (1024000000 bytes). 
completion in 19 second(s) with 48 MB/s (51200000 bytes/second). 
... 
Status: at 99%. 
exported 973 MB (1020723200 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 54 MB/s (56888888 bytes/second). 
Export completed at: Fri Dec 21 11:30:43 2007 
Written: 976 MB (1024000000 bytes) in 18 second(s) with 54 MB/s 
(56888888 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-90 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Dec 20 10:05:44 2007 
run finish Thu Dec 20 10:50:46 2007 
elapsed time 0:45:2 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000  39  Plan 9 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/12/2007 11:33:50 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Fri Dec 21 11:40:37 2007 
Status: at 3%. 
exported 33 MB (35127296 bytes) of total 976 MB (1024000000 bytes). 
completion in 32 second(s) with 29 MB/s (31030303 bytes/second). 
... 
Status: at 97%. 
exported 948 MB (994902016 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 69 MB/s (73142857 bytes/second). 
Export completed at: Fri Dec 21 11:40:51 2007 
Written: 976 MB (1024000000 bytes) in 14 second(s) with 69 MB/s 
(73142857 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-91 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Mon Mar  3 15:41:32 2008 
run finish Mon Mar  3 17:11:57 2008 
elapsed time 1:30:25 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Method 1 (ATA)                       
Acquiry date:           03/03/2008 23:11:42 
Operating system:       Linux 
Software version:       6.01 
Media type:             fixed disk 
Media is physical:      yes 
Amount of sectors:      312581808 
Bytes per sector:       512 
Media size:             160041885696 
Error granularity:      1 

Block size:             64 
 

Method 2 (BIOS) 

Acquiry date:           04/03/2008 16:06:01 
Operating system:       Linux 
Software version:       6.01 
Model:                  Hitachi HDS721616PLAT80 
Serial number:          PV7904Z9UP0VDV 
Media type:             fixed disk 
Media is physical:      yes 
Amount of sectors:      312581808 
Bytes per sector:       512 
Media size:             160041885696 
Error granularity:      1 

Block size:             64 
Verification 
result: 

PASSED 

Verification log 
highlights: 

Method 1 (ATA) 
Export started at: Tue Mar  4 13:57:51 2008 
Status: at 0%. 
exported 42 MB (44662784 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 64 MB/s (67301045 bytes/second). 
Export completed at: Tue Mar  4 14:37:29 2008 
Written: 149 GB (160041885696 bytes) in 39 minute(s) and 38 
second(s) with 64 
MB/s (67301045 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 
 

Method 2 (BIOS) 
Export started at: Wed Mar  5 08:33:16 2008 
Status: at 0%. 
exported 7.9 MB (8355840 bytes) of total 149 GB (160041885696 
bytes). 
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... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 63 MB/s (66684119 bytes/second). 
Export completed at: Wed Mar  5 09:13:16 2008 
Written: 149 GB (160041885696 bytes) in 40 minute(s) and 0 second(s) 
with 63 
MB/s (66684119 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-16 PASSED            SKL-DIA-17 PASSED    

Comments: Test PASSED as expected for two available methods, but the part of 
the test that required direct ATA mode with libATA drivers was 
skipped since this combination is not supported by LinEn. 
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Test: SKL-DITC-92 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Verification 
result: 

PASSED 

Results by 
assertion: 

SKL-DIA-22 PASSED               

Comments: EnCase breaks the image file into files of smaller size. When there 
was not enough space to save the next file on the current drive, a 
dialog appeared asking for a new save location. 
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Test: SKL-DITC-93 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Feb  7 09:33:35 2008 
run finish Thu Feb  7 10:18:33 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Strace log 
highlights: 

Physical interface 1 (Write blocker) 
read(9, "00150/031/10 000002411712\0\335\335\335\335\335\335"..., 
32768) = 32768 
read(9, "00150/032/11000002411776\0\335\335\335\335\335\335"..., 
32768) = 32768 
read(9,"00150/033/12 000002411840\0\335\335\335\335\335\335"..., 
32768) =32768 
read(9, "00150/034/13 000002411904\0\335\335\335\335\335\335"..., 
32768) = 32768 
read(9, "00150/035/14000002411968\0\335\335\335\335\335\335"..., 
32768) = 32768 

 
Physical interface 2 (SATA) 
read(10, "00000/001/02 000000000064\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(10, "00000/002/03 000000000128\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(10, "00000/003/04 000000000192\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(10, "00000/004/05 000000000256\0\335\335\335\335\335\335"..., 
32768) = 32768 
 

Physical interface 3 (PATA) 
read(4, "00254/232/43 000004095168\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(4, "00254/233/44 000004095232\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(4, "00254/234/45 000004095296\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(4, "00254/235/46 000004095360\0\335\335\335\335\335\335"..., 
32768) = 32768 

Verification 
result: 

PASSED 

Results by 
assertion: 

SKL-DIA-23 PASSED               

Comments: After investigating strace logs of all 3 acquisitions it becomes 
evident that BIOS access method was use in all 3 cases. 
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Test: SKL-DITC-94 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Thu Feb  7 09:33:35 2008 
run finish Thu Feb  7 10:18:33 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/had: DCO: capacity not reduced 

Strace log 
highlights: 

Physical interface 1 (Write blocker) 
read(9, "00026/192/39 000000429824\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(9, "00026/193/40 000000429888\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(9, "00026/194/41 000000429952\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(9, "00026/195/42 000000430016\0\335\335\335\335\335\335"..., 
32768) = 32768 

 
Physical interface 2 (SATA) 
read(10, "00000/007/08 000000000448\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(10, "00000/008/09 000000000512\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(10, "00000/009/10 000000000576\0\335\335\335\335\335\335"..., 
32768) = 32768 
... 
read(10, "00000/010/11 000000000640\0\335\335\335\335\335\335"..., 
32768) = 32768 

 
Physical interface 3 (PATA) 
ioctl(4, 0x31d, 0x82439d8)              = 0 
... 
ioctl(4, 0x31d, 0x82439d8)              = 0 
... 
ioctl(4, 0x31d, 0x82439d8)              = 0 
... 
ioctl(4, 0x31d, 0x82439d8)              = 0 
... 
ioctl(4, 0x31d, 0x82439d8)              = 0 
... 
ioctl(4, 0x31d, 0x82439d8)              = 0 
... 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-23 FAILED               

Comments: After investigating strace logs of all 3 acquisitions it becomes 
evident that the ATA access method was used only with the PATA 
physical interface, even though ATA method was selected in all 
cases. 
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Test: SKL-DITC-95 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Dec 21 16:17:39 2007 
run finish Fri Dec 21 17:48:03 2007 
elapsed time 1:30:24 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  298435455 0x11c9c37f 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 10000000 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

EnCase image 
file highlights: 

Acquiry date:         27/12/2007 10:19:31 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Serial number:        x0 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    298435456 
Bytes per sector:     512 
Media size:           152798953472 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-09 FAILED               

Comments: There were no notifications about the presence or possible presence 
of hidden sectors. 
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Test: SKL-DITC-96 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  8 15:07:25 2008 
run finish Fri Feb  8 17:00:12 2008 
elapsed time 1:52:47 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  298435455 0x11c9c37f 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 10000000 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

Boot log 
highlights: 

hdb: Host Protected Area detected. 
current capacity is 298435456 sectors (152798 MB) 
native  capacity is 308435456 sectors (157918 MB) 
hdb: Host Protected Area disabled. 
hdb: 308435456 sectors (157918 MB) w/7376KiB Cache, 
CHS=19199/255/63, 
UDMA(133) 

EnCase image 
file highlights: 

Acquiry date:         12/02/2008 17:30:45 
Operating system:     Linux 
Software version:     6.01 
Unknown value dc:     4146352 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    308435456 
Bytes per sector:     512 
Media size:           157918953472 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-10 FAILED               

Comments: There were no notifications about the presence or possible presence 
of hidden sectors. 
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Test: SKL-DITC-97 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Tue Feb  5 17:11:08 2008 
run finish Tue Feb  5 18:44:20 2008 
elapsed time 1:33:12 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  298435455 0x11c9c37f 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 10000000 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

Boot log 
highlights: 

hdb: Host Protected Area detected. 
current capacity is 298435456 sectors (152798 MB) 
native  capacity is 308435456 sectors (157918 MB) 
hdb: Host Protected Area disabled. 
hdb: 308435456 sectors (157918 MB) w/7376KiB Cache, 
CHS=19199/255/63, 
UDMA(133) 

EnCase image 
file highlights: 

Acquiry date:         06/02/2008 10:07:22 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721616PLAT80 
Serial number:        PV7904Z9UP0VDV 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    308435456 
Bytes per sector:     512 
Media size:           157918953472 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-10 FAILED               

Comments: There were no notifications about the presence or possible presence 
of hidden sectors. 
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Test: SKL-DITC-98 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Verification 
result: 

PASSED 

Results by 
assertion: 

SKL-DIA-22 PASSED               

Comments: EnCase breaks the image file into files of smaller size. When there 
was not enough space to save the next file on the current drive, a 
dialog appeared asking for a new save location. 
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Test: SKL-DITC-99 
Digital source: Disk (DS-DISK) 

Model: FUJITSU MPD3064AT 
Serial: 08108748 
Number of sectors: 12672450 

Drive setup: 12672450 sectors wiped with DD 
run start Mon Feb 18 12:51:04 2008 
run finish Mon Feb 18 13:10:09 2008 
elapsed time 0:19:5 
Normal exit 
/dev/hdb: LBA support:      28-bit 
/dev/hdb: current max lba:  12672449 0xc15dc1 
/dev/hdb: native max lba:   12672449 0xc15dc1 
/dev/hdb: physical max lba: 12672449 0xc15dc1 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: not supported 

EnCase image 
file highlights: 

Acquiry date:         18/02/2008 13:19:26 
Operating system:     Linux 
Software version:     6.01 
Model:                FUJITSU MPD3064AT 
Serial number:        08108748 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    12672450 
Bytes per sector:     512 
Media size:           6488294400 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Mon Feb 18 13:33:52 2008 
Status: at 0%. 
exported 24 MB (25165824 bytes) of total 6.0 GB (6488294400 bytes). 
... 
Status: at 98%. 
exported 5.9 GB (6418169856 bytes) of total 6.0 GB (6488294400 
bytes). 
completion in 1 second(s) with 67 MB/s (70524939 bytes/second). 
Export completed at: Mon Feb 18 13:35:23 2008 
Written: 6.0 GB (6488294400 bytes) in 1 minute(s) and 31 second(s) 
with 67 MB/s 
(71299938 bytes/second). 
12672450 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-100 
Digital source: Disk (DS-DISK) 

Model: FUJITSU MPD3064AT 
Serial: 08108748 
Number of sectors: 12672450 

Drive setup: 12672450 sectors wiped with DD 
run start Mon Feb 18 12:51:04 2008 
run finish Mon Feb 18 13:10:09 2008 
elapsed time 0:19:5 
Normal exit 
/dev/hdb: LBA support:      28-bit 
/dev/hdb: current max lba:  12672449 0xc15dc1 
/dev/hdb: native max lba:   12672449 0xc15dc1 
/dev/hdb: physical max lba: 12672449 0xc15dc1 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: not supported 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-06 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-13 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-18 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-05 FAILED                

Comments: The drive disappeared from the list of devices after switching to 
direct ATA mode. Acquisition was not possible. 
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Test: SKL-DITC-101 
Digital source: Disk (DS-DISK) 

Model: FUJITSU MPD3064AT 
Serial: 08108748 
Number of sectors: 12672450 

Drive setup: 12672450 sectors wiped with DD 
run start Mon Feb 18 12:51:04 2008 
run finish Mon Feb 18 13:10:09 2008 
elapsed time 0:19:5 
Normal exit 
/dev/hdb: LBA support:      28-bit 
/dev/hdb: current max lba:  12672449 0xc15dc1 
/dev/hdb: native max lba:   12672449 0xc15dc1 
/dev/hdb: physical max lba: 12672449 0xc15dc1 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: not supported 

EnCase image 
file highlights: 

Acquiry date:         18/02/2008 14:00:16 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    12672450 
Bytes per sector:     512 
Media size:           6488294400 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Mon Feb 18 14:57:36 2008 
Status: at 0%. 
exported 45 MB (48037888 bytes) of total 6.0 GB (6488294400 bytes). 
... 
Status: at 99%. 
exported 6.0 GB (6457884672 bytes) of total 6.0 GB (6488294400 
bytes). 
completion in 0 second(s) with 67 MB/s (71299938 bytes/second). 
Export completed at: Mon Feb 18 14:59:07 2008 
Written: 6.0 GB (6488294400 bytes) in 1 minute(s) and 31 second(s) 
with 67 MB/s 
(71299938 bytes/second). 
12672450 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-102 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb 11 13:44:38 2008 
run finish Mon Feb 11 14:29:36 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         12/02/2008 16:47:45 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    2000001 
Bytes per sector:     512 
Media size:           1024000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 
Export started at: Tue Feb 12 16:55:57 2008 
Status: at 8%. 
exported 81 MB (85458944 bytes) of total 976 MB (1024000512 bytes). 
completion in 11 second(s) with 81 MB/s (85333376 bytes/second). 
... 
Status: at 93%. 
exported 912 MB (956760064 bytes) of total 976 MB (1024000512 
bytes). 
completion in 0 second(s) with 108 MB/s (113777834 bytes/second). 
Export completed at: Tue Feb 12 16:56:06 2008 
Written: 976 MB (1024000512 bytes) in 9 second(s) with 108 MB/s 
(113777834 bytes/second). 
2000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Hidden sectors were not detected, so only the first 2000001 sectors 
were acquired. 
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Test: SKL-DITC-103 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb 11 13:44:38 2008 
run finish Mon Feb 11 14:29:36 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         13/02/2008 09:26:58 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000001 
Bytes per sector:     512 
Media size:           2560000512 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 550 - 551 amount: 1 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Feb 13 09:33:37 2008 
Sector 550 expected bad 
Status: at 0%. 
exported 19 MB (20250624 bytes) of total 2.3 GB (2560000512 bytes). 
... 
Status: at 99%. 
exported 2.3 GB (2556723200 bytes) of total 2.3 GB (2560000512 
bytes). 
completion in 0 second(s) with 46 MB/s (49230779 bytes/second). 
Export completed at: Wed Feb 13 09:34:29 2008 
Written: 2.3 GB (2560000512 bytes) in 52 second(s) with 46 MB/s 
(49230779 bytes/second). 
5000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Sector 550 was was filled with 0s.
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Test: SKL-DITC-104 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb 11 13:44:38 2008 
run finish Mon Feb 11 14:29:36 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 
/dev/hda: marking sector 551 as bad...done 
... 
/dev/hda: marking sector 560 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         13/02/2008 09:50:13 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000001 
Bytes per sector:     512 
Media size:           2560000512 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 550 - 561 amount: 11 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Feb 13 09:56:31 2008 
... 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Status: at 1%. 
exported 37 MB (39321600 bytes) of total 2.3 GB (2560000512 bytes). 
completion in 1 minute(s) and 39 second(s) with 24 MB/s (25600005 
bytes/second). 
... 
Status: at 99%. 
exported 2.3 GB (2553872384 bytes) of total 2.3 GB (2560000512 
bytes). 
completion in 0 second(s) with 46 MB/s (48301896 bytes/second). 
Export completed at: Wed Feb 13 09:57:24 2008 
Written: 2.3 GB (2560000512 bytes) in 53 second(s) with 46 MB/s 
(48301896 bytes/second). 
5000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: All the bad sectors were filled with 0s.
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Test: SKL-DITC-105 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb 11 13:44:38 2008 
run finish Mon Feb 11 14:29:36 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 
/dev/hda: marking sector 550 as bad...done 
/dev/hda: marking sector 551 as bad...done 
... 
/dev/hda: marking sector 560 as bad...done 
/dev/hda: marking sector 1060 as bad...done 
/dev/hda: marking sector 1061 as bad...done 
... 
/dev/hda: marking sector 1070 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         13/02/2008 10:22:01 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000001 
Bytes per sector:     512 
Media size:           2560000512 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 2 
in sector(s): 550 - 561 amount: 11 
in sector(s): 1060 - 1071 amount: 11 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Feb 13 10:29:48 2008 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Sector 1060 expected bad 
Sector 1061 expected bad 
... 
Sector 1070 expected bad 
Status: at 0%. 
exported 9.3 MB (9830400 bytes) of total 2.3 GB (2560000512 bytes). 
... 
Status: at 99%. 
exported 2.3 GB (2558951424 bytes) of total 2.3 GB (2560000512 
bytes). 
completion in 0 second(s) with 47 MB/s (50196088 bytes/second). 
Export completed at: Wed Feb 13 10:30:39 2008 
Written: 2.3 GB (2560000512 bytes) in 51 second(s) with 47 MB/s 
(50196088 bytes/second). 
5000001 sectors scanned; 0 sectors with unexpected errors 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: All the bad sectors were filled with 0s.
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Test: SKL-DITC-106 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb 11 13:44:38 2008 
run finish Mon Feb 11 14:29:36 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         12/02/2008 15:17:58 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    156301488 
Bytes per sector:     512 
Media size:           80026361856 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb 12 16:12:25 2008 
Status: at 0%. 
exported 99 MB (104431616 bytes) of total 74 GB (80026361856 bytes).
... 
Status: at 100%. 
exported 74 GB (80026361856 bytes) of total 74 GB (80026361856 
bytes). 
completion in 0 second(s) with 99 MB/s (104065490 bytes/second). 
Export completed at: Tue Feb 12 16:25:14 2008 
Written: 74 GB (80026361856 bytes) in 12 minute(s) and 49 second(s) 
with 99 MB/s (104065490 bytes/second). 
156301488 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-107 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  8 15:07:25 2008 
run finish Fri Feb  8 17:00:12 2008 
elapsed time 1:52:47 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  2000000 0x1e8480 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 310581807 sectors (locked) 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         13/02/2008 09:11:42 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    2000001 
Bytes per sector:     512 
Media size:           1024000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Wed Feb 13 09:18:47 2008 
Status: at 6%. 
exported 67 MB (70418432 bytes) of total 976 MB (1024000512 bytes). 
completion in 15 second(s) with 61 MB/s (64000032 bytes/second). 
... 
Status: at 96%. 
exported 944 MB (990380032 bytes) of total 976 MB (1024000512 
bytes). 
completion in 0 second(s) with 97 MB/s (102400051 bytes/second). 
Export completed at: Wed Feb 13 09:18:57 2008 
Written: 976 MB (1024000512 bytes) in 10 second(s) with 97 MB/s 
(102400051 bytes/second). 
2000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Hidden sectors were not detected, so only the first 2000001 sectors 
were acquired. 
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Test: SKL-DITC-108 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  8 15:07:25 2008 
run finish Fri Feb  8 17:00:12 2008 
elapsed time 1:52:47 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  298435455 0x11c9c37f 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 10000000 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

EnCase image 
file highlights: 

Acquiry date:         12/02/2008 08:59:01 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    298435456 
Bytes per sector:     512 
Media size:           152798953472 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Tue Feb 12 13:02:59 2008 
This could take a while. 
Status: at 0%. 
exported 77 MB (81100800 bytes) of total 142 GB (152798953472 
bytes). 
... 
Status: at 100%. 
exported 142 GB (152798953472 bytes) of total 142 GB (152798953472 
bytes). 
completion in 0 second(s) with 100 MB/s (104872308 bytes/second). 
Export completed at: Tue Feb 12 13:27:16 2008 
Written: 142 GB (152798953472 bytes) in 24 minute(s) and 17 
second(s) 
with 100 MB/s (104872308 bytes/second). 
298435456 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Hidden sectors were not detected, so only the first 298435456 
sectors were acquired. 
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Test: SKL-DITC-109 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  8 15:07:25 2008 
run finish Fri Feb  8 17:00:12 2008 
elapsed time 1:52:47 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         13/02/2008 09:40:26 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000001 
Bytes per sector:     512 
Media size:           2560000512 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 550 - 551 amount: 1 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Feb 13 09:44:59 2008 
Sector 550 expected bad 
Status: at 1%. 
exported 34 MB (35913728 bytes) of total 2.3 GB (2560000512 bytes). 
completion in 1 minute(s) and 39 second(s) with 24 MB/s (25600005 
bytes/second). 
... 
Status: at 97%. 
exported 2.3 GB (2504916992 bytes) of total 2.3 GB (2560000512 
bytes). 
completion in 1 second(s) with 45 MB/s (47407416 bytes/second). 
Export completed at: Wed Feb 13 09:45:52 2008 
Written: 2.3 GB (2560000512 bytes) in 53 second(s) with 46 MB/s 
(48301896 bytes/second). 
5000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Block 550 was filled with 0s.
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Test: SKL-DITC-110 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 

Number of 
sectors: 

 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  8 15:07:25 2008 
run finish Fri Feb  8 17:00:12 2008 
elapsed time 1:52:47 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 
/dev/hdb: marking sector 551 as bad...done 
... 
/dev/hdb: marking sector 560 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         13/02/2008 10:15:08 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000001 
Bytes per sector:     512 
Media size:           2560000512 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 550 - 561 amount: 11 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Feb 13 10:19:07 2008 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Status: at 0%. 
exported 12 MB (13336576 bytes) of total 2.3 GB (2560000512 bytes). 
... 
Status: at 99%. 
exported 2.3 GB (2538700800 bytes) of total 2.3 GB (2560000512 
bytes). 
completion in 0 second(s) with 47 MB/s (50196088 bytes/second). 
Export completed at: Wed Feb 13 10:19:58 2008 
Written: 2.3 GB (2560000512 bytes) in 51 second(s) with 47 MB/s 
(50196088 bytes/second). 
5000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: All the bad sectors were filled with 0s.
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Test: SKL-DITC-111 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  8 15:07:25 2008 
run finish Fri Feb  8 17:00:12 2008 
elapsed time 1:52:47 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 
/dev/hdb: marking sector 550 as bad...done 
/dev/hdb: marking sector 551 as bad...done 
... 
/dev/hdb: marking sector 560 as bad...done 
/dev/hdb: marking sector 1060 as bad...done 
/dev/hdb: marking sector 1061 as bad...done 
... 
/dev/hdb: marking sector 1070 as bad...done 

EnCase image 
file highlights: 

Acquiry date:         13/02/2008 10:32:53 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    5000001 
Bytes per sector:     512 
Media size:           2560000512 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 2 
in sector(s): 550 - 561 amount: 11 
in sector(s): 1060 - 1071 amount: 11 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Feb 13 10:37:47 2008 
Sector 550 expected bad 
Sector 551 expected bad 
... 
Sector 560 expected bad 
Sector 1060 expected bad 
Sector 1061 expected bad 
... 
Sector 1070 expected bad 
Status: at 1%. 
exported 37 MB (39321600 bytes) of total 2.3 GB (2560000512 bytes). 
completion in 1 minute(s) and 39 second(s) with 24 MB/s (25600005 
bytes/second). 
... 
Status: at 98%. 
exported 2.3 GB (2530344960 bytes) of total 2.3 GB (2560000512 
bytes). 
completion in 1 second(s) with 47 MB/s (50196088 bytes/second). 
Export completed at: Wed Feb 13 10:38:37 2008 
Written: 2.3 GB (2560000512 bytes) in 50 second(s) with 48 MB/s 
(51200010 bytes/second). 
5000001 sectors scanned; 0 sectors with unexpected errors 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-14 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-15 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: All the bad sectors were filled with 0s.
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Test: SKL-DITC-112 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  8 15:07:25 2008 
run finish Fri Feb  8 17:00:12 2008 
elapsed time 1:52:47 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  312581807 0x12a19eaf 
/dev/hda: native max lba:   312581807 0x12a19eaf 
/dev/hda: physical max lba: 312581807 0x12a19eaf 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         11/02/2008 14:48:04 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Tue Feb 12 08:28:59 2008 
Status: at 0%. 
exported 416 kB (425984 bytes) of total 149 GB (160041885696 bytes).
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 98 MB/s (103386231 bytes/second). 
Export completed at: Tue Feb 12 08:54:47 2008 
Written: 149 GB (160041885696 bytes) in 25 minute(s) and 48 
second(s) 
with 98 MB/s (103386231 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-113 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  1 14:13:00 2008 
run finish Fri Feb  1 15:43:16 2008 
elapsed time 1:30:16 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1     268435456 300000000   31564545   c  W95 FAT32 (LBA) 
/dev/hdb2             0         -          0   0  Empty 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/02/2008 09:52:54 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    31564545 
Bytes per sector:     512 
Media size:           16161047040 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Feb 21 10:36:53 2008 
Status: at 0%. 
exported 77 MB (81231872 bytes) of total 15 GB (16161047040 bytes). 
... 
Status: at 100%. 
exported 15 GB (16161047040 bytes) of total 15 GB (16161047040 
bytes). 
completion in 0 second(s) with 99 MB/s (104264819 bytes/second). 
Export completed at: Thu Feb 21 10:39:28 2008 
Written: 15 GB (16161047040 bytes) in 2 minute(s) and 35 second(s) 
with 99 MB/s (104264819 bytes/second). 
31564545 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-114 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301487 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1     4294966297     19000      20000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-24 FAILED               

Comments: Neither Windows nor EnCase recognized any valid partitions on the 
drive, or notified the user about a corrupt partition table. 
Acquisition was not completed because the partition intended for 
acquisition was not available in EnCase. 
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Test: SKL-DITC-115 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb  4 15:06:00 2008 
run finish Mon Feb  4 15:51:59 2008 
elapsed time 0:45:59 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   4000001    4000001   5  Extended 
/dev/hda2       4000002 156296384  152296383  83  Linux 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 
/dev/hda5            50     99999      99950   c  W95 FAT32 (LBA) 
/dev/hda6        100050    199999      99950   c  W95 FAT32 (LBA) 
/dev/hda7        200050    299999      99950   c  W95 FAT32 (LBA) 
/dev/hda8        300050    399999      99950   c  W95 FAT32 (LBA) 
/dev/hda9        400050    499999      99950   c  W95 FAT32 (LBA) 
/dev/hda10       500050    599999      99950   c  W95 FAT32 (LBA) 
/dev/hda11       600050    699999      99950   c  W95 FAT32 (LBA) 
/dev/hda12       700050    799999      99950   c  W95 FAT32 (LBA) 
/dev/hda13       800050    899999      99950   c  W95 FAT32 (LBA) 
/dev/hda14       900050    999999      99950   c  W95 FAT32 (LBA) 
/dev/hda15      1000050   1099999      99950   c  W95 FAT32 (LBA) 
/dev/hda16      1100050   1199999      99950   c  W95 FAT32 (LBA) 
/dev/hda17      1200050   1299999      99950   c  W95 FAT32 (LBA) 
/dev/hda18      1300050   1399999      99950   c  W95 FAT32 (LBA) 
/dev/hda19      1400050   1499999      99950   c  W95 FAT32 (LBA) 
/dev/hda20      1500050   1599999      99950   c  W95 FAT32 (LBA) 
/dev/hda21      1600050   1699999      99950   c  W95 FAT32 (LBA) 
/dev/hda22      1700050   1799999      99950   c  W95 FAT32 (LBA) 
/dev/hda23      1800050   1899999      99950   c  W95 FAT32 (LBA) 
/dev/hda24      1900050   1999999      99950   c  W95 FAT32 (LBA) 
/dev/hda25      2000050   2099999      99950   c  W95 FAT32 (LBA) 
/dev/hda26      2100050   2199999      99950   c  W95 FAT32 (LBA) 
/dev/hda27      2200050   2299999      99950   c  W95 FAT32 (LBA) 
/dev/hda28      2300050   2399999      99950   c  W95 FAT32 (LBA) 
/dev/hda29      2400050   2499999      99950   c  W95 FAT32 (LBA) 
/dev/hda30      2500050   2599999      99950   c  W95 FAT32 (LBA) 
/dev/hda31      2600050   2699999      99950   c  W95 FAT32 (LBA) 
/dev/hda32      2700050   2799999      99950   c  W95 FAT32 (LBA) 
/dev/hda33      2800050   2899999      99950   c  W95 FAT32 (LBA) 
/dev/hda34      2900050   2999999      99950   c  W95 FAT32 (LBA) 
/dev/hda35      3000050   3099999      99950   c  W95 FAT32 (LBA) 
/dev/hda36      3100050   3199999      99950   c  W95 FAT32 (LBA) 
/dev/hda37      3200050   3299999      99950   c  W95 FAT32 (LBA) 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-06 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-13 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-18 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-05 FAILED                

Comments: EnCase only shows the first 25 partitions. The partition that was 
intended for acquisition was not listed. 
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Test: SKL-DITC-116 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 0x950f8af 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   3000000    3000000   c  W95 FAT32 (LBA) 
/dev/hda2       2000001   4000000    2000000   c  W95 FAT32 (LBA) 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         22/02/2008 13:19:02 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Fri Feb 22 13:23:17 2008 
Status: at 2%. 
exported 24 MB (25886720 bytes) of total 976 MB (1024000000 bytes). 
completion in 49 second(s) with 19 MB/s (20480000 bytes/second). 
... 
Status: at 96%. 
exported 946 MB (992477184 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 97 MB/s (102400000 bytes/second). 
Export completed at: Fri Feb 22 13:23:27 2008 
Written: 976 MB (1024000000 bytes) in 10 second(s) with 97 MB/s 
(102400000 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-24 FAILED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Acquired correctly but no notification about irregularities in the 
partition table. 



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 

March 2008  164(197) 

Test: SKL-DITC-117 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1     268435456 4294967294 4026531839   c  W95 FAT32 (LBA) 
/dev/hdb2             0         -          0   0  Empty 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/02/2008 13:10:09 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721616PLAT80 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    44146352 
Bytes per sector:     512 
Media size:           22602932224 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Thu Feb 21 13:39:43 2008 
Status: at 0%. 
exported 26 MB (27656192 bytes) of total 21 GB (22602932224 bytes). 
... 
Status: at 100%. 
exported 21 GB (22602932224 bytes) of total 21 GB (22602932224 
bytes). 
completion in 0 second(s) with 100 MB/s (105621178 bytes/second). 
Export completed at: Thu Feb 21 13:43:17 2008 
Written: 21 GB (22602932224 bytes) in 3 minute(s) and 34 second(s) 
with 100 MB/s (105621178 bytes/second). 
44146352 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-24 FAILED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Acquired correctly but no notification about irregularities in the 
partition table. 
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Test: SKL-DITC-118 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1       1000000   4999999    4000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         25/02/2008 16:18:04 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    1000001 
Bytes per sector:     512 
Media size:           512000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Feb 25 16:20:34 2008 
Status: at 15%. 
exported 76 MB (79790080 bytes) of total 488 MB (512000512 bytes). 
completion in 5 second(s) with 81 MB/s (85333418 bytes/second). 
... 
Status: at 79%. 
exported 386 MB (405700608 bytes) of total 488 MB (512000512 bytes).
completion in 1 second(s) with 97 MB/s (102400102 bytes/second). 
Export completed at: Mon Feb 25 16:20:38 2008 
Written: 488 MB (512000512 bytes) in 4 second(s) with 122 MB/s 
(128000128 bytes/second). 
1000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: EnCase failed to acquire the part of the partition that was situated 
in the HPA. 
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Test: SKL-DITC-119 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Tue Feb  5 15:25:35 2008 
run finish Tue Feb  5 16:10:33 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  2000000 0x1e8480 
/dev/hdb: native max lba:   2000000 0x1e8480 
/dev/hdb: physical max lba: 156301487 0x950f8af 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity reduced 154301487 sectors 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1       1000000   4999999    4000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/02/2008 13:46:53 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    1000001 
Bytes per sector:     512 
Media size:           512000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Thu Feb 21 13:49:41 2008 
Status: at 11%. 
exported 57 MB (60096512 bytes) of total 488 MB (512000512 bytes). 
completion in 8 second(s) with 54 MB/s (56888945 bytes/second). 
... 
Status: at 93%. 
exported 458 MB (480313344 bytes) of total 488 MB (512000512 bytes).
completion in 0 second(s) with 97 MB/s (102400102 bytes/second). 
Export completed at: Thu Feb 21 13:49:46 2008 
Written: 488 MB (512000512 bytes) in 5 second(s) with 97 MB/s 
(102400102 bytes/second). 
1000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: EnCase failed to acquire the part of the partition that was situated 
in the DCO. 
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Test: SKL-DITC-120 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb 11 13:44:38 2008 
run finish Mon Feb 11 14:29:36 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         12/02/2008 08:46:59 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721680PLAT80 
Serial number:        PV6805Z8TXA87N 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    2000001 
Bytes per sector:     512 
Media size:           1024000512 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Tue Feb 12 08:49:10 2008 
Status: at 4%. 
exported 47 MB (49774592 bytes) of total 976 MB (1024000512 bytes). 
completion in 24 second(s) with 39 MB/s (40960020 bytes/second). 
... 
Status: at 94%. 
exported 920 MB (965443584 bytes) of total 976 MB (1024000512 
bytes). 
completion in 1 second(s) with 57 MB/s (60235324 bytes/second). 
Export completed at: Tue Feb 12 08:49:26 2008 
Written: 976 MB (1024000512 bytes) in 16 second(s) with 61 MB/s 
(64000032 bytes/second). 
2000001 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Hidden sectors were not detected, so only the first 2000001 sectors 
were acquired. 
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Test: SKL-DITC-121 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Fri Feb  8 15:07:25 2008 
run finish Fri Feb  8 17:00:12 2008 
elapsed time 1:52:47 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  298435455 0x11c9c37f 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 10000000 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

EnCase image 
file highlights: 

Acquiry date:         12/02/2008 13:29:01 
Operating system:     Linux 
Software version:     6.01 
Model:                Hitachi HDS721616PLAT80 
Serial number:        PV7904Z9UP0VDV 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    298435456 
Bytes per sector:     512 
Media size:           152798953472 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Tue Feb 12 15:53:58 2008 
Status: at 0%. 
exported 29 MB (31326208 bytes) of total 142 GB (152798953472 
bytes). 
... 
Status: at 100%. 
exported 142 GB (152798953472 bytes) of total 142 GB (152798953472 
bytes). 
completion in 0 second(s) with 63 MB/s (66146733 bytes/second). 
Export completed at: Tue Feb 12 16:32:28 2008 
Written: 142 GB (152798953472 bytes) in 38 minute(s) and 30 
second(s) 
with 63 MB/s (66146733 bytes/second). 
298435456 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: Hidden sectors were not detected, so only the first 298435456 
sectors were acquired. 
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Test: SKL-DITC-122 
Digital source: Disk (DS-DISK) 

Model: IBM-DPTA-373420 
Serial: JXYJX011434 
Number of sectors: 66835440 

Drive setup: 66835440 sectors wiped with DD 
run start Wed Mar  5 11:05:43 2008 
run finish Wed Mar  5 12:09:40 2008 
elapsed time 1:3:57 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  40000000 0x2625a00 
/dev/hda: native max lba:   66835439 0x3fbd3ef 
/dev/hda: physical max lba: 66835439 0x3fbd3ef 
/dev/hda: HPA: capacity reduced 26835439 sectors 
/dev/hda: DCO: not supported 

Boot log 
highlights: 

hda: Host Protected Area detected. 
current capacity is 40000001 sectors (20480 MB) 
native  capacity is 66835440 sectors (34219 MB) 
hda: Host Protected Area RETAINED. 
hda: 40000001 sectors (20480 MB) w/1961KiB Cache, CHS=39682/16/63, 
UDMA(66) 

EnCase image 
file highlights: 

Acquiry date:         05/03/2008 13:17:11 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    66835440 
Bytes per sector:     512 
Media size:           34219745280 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Wed Mar  5 16:38:40 2008 
Status: at 0%. 
exported 21 MB (22904832 bytes) of total 31 GB (34219745280 bytes). 
... 
Status: at 100%. 
exported 31 GB (34219745280 bytes) of total 31 GB (34219745280 
bytes). 
completion in 0 second(s) with 69 MB/s (72807968 bytes/second). 
Export completed at: Wed Mar  5 16:46:30 2008 
Written: 31 GB (34219745280 bytes) in 7 minute(s) and 50 second(s) 
with 69 MB/s 
(72807968 bytes/second). 
66835440 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: The HPA was removed by LinEn.
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Test: SKL-DITC-123 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      28-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-07 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-18 FAILED 
SKL-DIA-05 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-06 FAILED                

Comments: After switching to direct ATA mode, the drive disappeared from the 
list of devices, so acquisition was not possible. 
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Test: SKL-DITC-124 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  298435455 0x11c9c37f 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 10000000 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

EnCase image 
file highlights: 

Acquiry date:         14/02/2008 13:34:27 
Operating system:     Linux 
Software version:     6.01 
Unknown value dc:     4146352 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    312581808 
Bytes per sector:     512 
Media size:           160041885696 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Mon Feb 18 16:15:44 2008 
Status: at 0%. 
exported 1.4 MB (1507328 bytes) of total 149 GB (160041885696 
bytes). 
... 
Status: at 100%. 
exported 149 GB (160041885696 bytes) of total 149 GB (160041885696 
bytes). 
completion in 0 second(s) with 63 MB/s (66324859 bytes/second). 
Export completed at: Mon Feb 18 16:55:57 2008 
Written: 149 GB (160041885696 bytes) in 40 minute(s) and 13 
second(s) with 63 MB/s (66324859 bytes/second). 
312581808 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: HPA and DCO were removed by LinEn but there was no notification 
about hidden areas. 
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Test: SKL-DITC-125 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  20000000 0x1312d00 
/dev/hdb: native max lba:   308435455 0x126259ff 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity reduced 288435455 sectors (locked) 
/dev/hdb: DCO: capacity reduced 4146352 sectors 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-07 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-18 FAILED 
SKL-DIA-05 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-06 FAILED                

Comments: After switching to direct ATA mode, the drive dissappeared from the 
list of devices. Acquisition was not possible. 
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Test: SKL-DITC-126 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  40000000 0x2625a00 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 116301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1      30000000  44999999   15000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

Boot log 
highlights: 

hda: Host Protected Area detected. 
current capacity is 40000001 sectors (20480 MB) 
native  capacity is 156301488 sectors (80026 MB) 
hda: Host Protected Area RETAINED. 
hda: 40000001 sectors (20480 MB) w/7376KiB Cache, CHS=16383/255/63, 
UDMA(133) 

EnCase image 
file highlights: 

Acquiry date:         28/02/2008 15:44:35 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    14999990 
Bytes per sector:     512 
Media size:           7679994880 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 10000000 - 14999990 amount: 4999990 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Information for export required, please provide the necessary input 
Export started at: Thu Feb 28 15:56:42 2008 
Status: at 0%. 
exported 7.8 MB (8224768 bytes) of total 7.1 GB (7679994880 bytes). 
... 
Status: at 66%. 
exported 4.7 GB (5068816384 bytes) of total 7.1 GB (7679994880 
bytes). 
completion in 37 second(s) with 67 MB/s (70458668 bytes/second). 
Error at LBA=40000000; EXP=02489/225/41 000040000000; GOT= 
Error at LBA=40000001; EXP=02489/225/42 000040000001; GOT= 
Error at LBA=40000002; EXP=02489/225/43 000040000002; GOT= 
... 
Error at LBA=40003627; EXP=02490/028/14 000040003627; GOT= 
Error at LBA=40003628; EXP=02490/028/15 000040003628; GOT= 
Error at LBA=40003629; EXP=02490/028/16 000040003629; GOT= 
... 
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Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                

Comments: LinEn successfully detected and removed the HPA, but when acquiring 
the partition, only the sectors that were originally visible were 
acquired. The remaining sectors were reported as unreadable. 

Analysis with strace shows that LinEn acquires from the device 
representing the partition, not the device representing the drive 
and does so in BIOS mode, not direct ATA mode.  
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Test: SKL-DITC-127 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Fri Feb 22 10:51:34 2008 
run finish Fri Feb 22 11:36:34 2008 
elapsed time 0:45:0 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  2000000 0x1e8480 
/dev/hda: native max lba:   156301487 0x950f8af 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity reduced 154301487 sectors (locked) 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1      30000000  44999999   15000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

Boot log 
highlights: 

hda: Host Protected Area detected. 
current capacity is 2000001 sectors (1024 MB) 
native  capacity is 156301488 sectors (80026 MB) 
hda: Host Protected Area RETAINED. 
hda: 2000001 sectors (1024 MB) w/7376KiB Cache, CHS=1984/255/63, 
UDMA(133) 
hda: cache flushes supported 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-07 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-18 FAILED 
SKL-DIA-05 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-06 FAILED                

Comments: The drive disappeared from the device list after switching to direct 
ATA mode. Acquisition was not possible. 
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Test: SKL-DITC-128 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb 11 13:44:38 2008 
run finish Mon Feb 11 14:29:36 2008 
elapsed time 0:44:58 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  40000000 0x2625a00 
/dev/hda: native max lba:   40000000 0x2625a00 
/dev/hda: physical max lba: 156301487 0x950f8af 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity reduced 116301487 sectors 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1      30000000  44999999   15000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/02/2008 16:28:29 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    14999990 
Bytes per sector:     512 
Media size:           7679994880 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 10000000 - 14999990 amount: 4999990 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Thu Feb 21 16:55:43 2008 
Status: at 0%. 
exported 1.0 MB (1096704 bytes) of total 7.1 GB (7679994880 bytes). 
... 
Status: at 66%. 
exported 4.7 GB (5068796928 bytes) of total 7.1 GB (7679994880 
bytes). 
completion in 46 second(s) with 53 MB/s (56058356 bytes/second). 
... 
Error at LBA=40000000; EXP=39682/008/41 000040000000; GOT= 
Error at LBA=40000001; EXP=39682/008/42 000040000001; GOT= 
Error at LBA=40000002; EXP=39682/008/43 000040000002; GOT= 
... 
Error at LBA=40002850; EXP=39685/005/56 000040002850; GOT= 
Error at LBA=40002851; EXP=39685/005/57 000040002851; GOT= 
Error at LBA=40002852; EXP=39685/005/58 000040002852; GOT= 
... 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-07 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-08 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-05 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-06 PASSED                



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 

March 2008  177(197) 

Comments: LinEn successfully detected and removed the DCO, but when acquiring 
the partition, only the sectors that were originally visible were 
acquired. The remaining sectors were reported as unreadable. 

Analysis with strace shows that LinEn acquires from the device 
representing the partition, not the device representing the drive 
and does so in BIOS mode, not direct ATA mode. 
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Test: SKL-DITC-129 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         20/02/2008 10:40:08 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    1000000 
Bytes per sector:     512 
Media size:           512000000 
Error granularity:    64 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 0 - 1000000 amount: 1000000 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Wed Feb 20 10:43:15 2008 
Error at LBA=0; EXP=00000/000/01 000000000000; GOT= 
Error at LBA=1; EXP=00000/000/02 000000000001; GOT= 
Error at LBA=2; EXP=00000/000/03 000000000002; GOT= 
... 
Error at LBA=4864; EXP=00000/077/14 000000004864; GOT= 
Error at LBA=4865; EXP=00000/077/15 000000004865; GOT= 
Error at LBA=4866; EXP=00000/077/16 000000004866; GOT= 
... 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 FAILED 
SKL-DIA-02 PASSED               SKL-DIA-13 N/A 
SKL-DIA-03 PASSED               SKL-DIA-18 N/A 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Only first 1000000 sectors were acquired in this test. Acquisition 
finished OK, but the image log file indicates errors in every 
sector, as does the image verification tool. 
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Test: SKL-DITC-130 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         20/02/2008 10:55:07 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    1000000 
Bytes per sector:     512 
Media size:           512000000 
Error granularity:    64 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Feb 20 10:59:15 2008 
Status: at 4%. 
exported 20 MB (21364736 bytes) of total 488 MB (512000000 bytes). 
completion in 24 second(s) with 19 MB/s (20480000 bytes/second). 
... 
Status: at 82%. 
exported 401 MB (421265408 bytes) of total 488 MB (512000000 bytes).
completion in 1 second(s) with 81 MB/s (85333333 bytes/second). 
Export completed at: Wed Feb 20 10:59:20 2008 
Written: 488 MB (512000000 bytes) in 5 second(s) with 97 MB/s 
(102400000 bytes/second). 
1000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-131 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         20/02/2008 11:10:13 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    1000000 
Bytes per sector:     512 
Media size:           512000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Feb 20 11:15:49 2008 
Status: at 2%. 
exported 10 MB (11206656 bytes) of total 488 MB (512000000 bytes). 
completion in 49 second(s) with 9.7 MB/s (10240000 bytes/second). 
... 
Status: at 82%. 
exported 404 MB (424050688 bytes) of total 488 MB (512000000 bytes).
completion in 1 second(s) with 81 MB/s (85333333 bytes/second). 
Export completed at: Wed Feb 20 11:15:54 2008 
Written: 488 MB (512000000 bytes) in 5 second(s) with 97 MB/s 
(102400000 bytes/second). 
1000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-132 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         20/02/2008 11:22:00 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    1000000 
Bytes per sector:     512 
Media size:           512000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Wed Feb 20 11:26:09 2008 
Status: at 13%. 
exported 64 MB (67993600 bytes) of total 488 MB (512000000 bytes). 
completion in 6 second(s) with 69 MB/s (73142857 bytes/second). 
... 
Status: at 92%. 
exported 450 MB (471891968 bytes) of total 488 MB (512000000 bytes).
completion in 0 second(s) with 97 MB/s (102400000 bytes/second). 
Export completed at: Wed Feb 20 11:26:14 2008 
Written: 488 MB (512000000 bytes) in 5 second(s) with 97 MB/s 
(102400000 bytes/second). 
1000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 

March 2008  182(197) 

Test: SKL-DITC-133 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         20/02/2008 11:30:11 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    1000000 
Bytes per sector:     512 
Media size:           512000000 
Error granularity:    8 
Block size:           8 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Error at LBA=1; EXP=00000/000/02 000000000001; GOT=<D0> 
Error at LBA=2; EXP=00000/000/03 000000000002; GOT=<D0> 
.. 
Error at LBA=7; EXP=00000/000/08 000000000007; GOT=<D0> 
Error at LBA=9; EXP=00000/000/10 000000000009; GOT=<D0> 
Error at LBA=10; EXP=00000/000/11 000000000010; GOT=<D0> 
.. 
Error at LBA=15; EXP=00000/000/16 000000000015; GOT=<D0> 
Error at LBA=17; EXP=00000/000/18 000000000017; GOT=<D0> 
... 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-18 N/A 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: LinEn did not report any acquisition errors, but the data acquired 
did not match the data on the drive. 



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 

March 2008  183(197) 

Test: SKL-DITC-134 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         20/02/2008 11:41:27 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    1000000 
Bytes per sector:     512 
Media size:           512000000 
Error granularity:    64 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Wed Feb 20 12:20:39 2008 
Error at LBA=1; EXP=00000/000/02 000000000001; GOT=<D0> 
Error at LBA=2; EXP=00000/000/03 000000000002; GOT=<D0> 
.. 
Error at LBA=7; EXP=00000/000/08 000000000007; GOT=<D0> 
Error at LBA=9; EXP=00000/000/10 000000000009; GOT=<D0> 
Error at LBA=10; EXP=00000/000/11 000000000010; GOT=<D0> 
... 
Error at LBA=15; EXP=00000/000/16 000000000015; GOT=<D0> 
Error at LBA=17; EXP=00000/000/18 000000000017; GOT=<D0> 
Error at LBA=18; EXP=00000/000/19 000000000018; GOT=<D0> 
Error at LBA=19; EXP=00000/000/20 000000000019; GOT=<D0> 
... 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-18 N/A 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: LinEn did not report any acquisition errors, but the data acquired 
did not match the data on the drive. 



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 
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Test: SKL-DITC-135 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         06/03/2008 17:56:42 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    1000000 
Bytes per sector:     512 
Media size:           512000000 
Error granularity:    64 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 0 - 1000000 amount: 1000000 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Thu Mar  6 17:59:00 2008 
Error at LBA=0; EXP=00000/000/01 000000000000; GOT= 
Error at LBA=1; EXP=00000/000/02 000000000001; GOT= 
Error at LBA=2; EXP=00000/000/03 000000000002; GOT= 
... 
Error at LBA=920; EXP=00000/014/39 000000000920; GOT= 
Error at LBA=921; EXP=00000/014/40 000000000921; GOT= 
Error at LBA=922; EXP=00000/014/41 000000000922; GOT= 
... 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-18 N/A 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Only first 1000000 sectors were acquired in this test. Acquisition 
finished OK, but the image log file indicates errors in every 
sector, as does the image verification tool. 
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Test: SKL-DITC-136 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         06/03/2008 09:08:52 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    1000000 
Bytes per sector:     512 
Media size:           512000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Mar  6 09:13:52 2008 
Status: at 10%. 
exported 51 MB (53641216 bytes) of total 488 MB (512000000 bytes). 
completion in 9 second(s) with 48 MB/s (51200000 bytes/second). 
... 
Status: at 89%. 
exported 437 MB (458850304 bytes) of total 488 MB (512000000 bytes).
completion in 0 second(s) with 97 MB/s (102400000 bytes/second). 
Export completed at: Thu Mar  6 09:13:57 2008 
Written: 488 MB (512000000 bytes) in 5 second(s) with 97 MB/s 
(102400000 
bytes/second). 
1000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-137 
Digital source: Disk (DS-DISK) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

EnCase image 
file highlights: 

Acquiry date:         06/03/2008 09:31:22 
Operating system:     Linux 
Software version:     6.01 
Media type:           fixed disk 
Media is physical:    yes 
Amount of sectors:    1000000 
Bytes per sector:     512 
Media size:           512000000 
Error granularity:    1 
Block size:           1 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Mar  6 09:51:57 2008 
Status: at 12%. 
exported 59 MB (62195712 bytes) of total 488 MB (512000000 bytes). 
completion in 7 second(s) with 61 MB/s (64000000 bytes/second). 
... 
Status: at 90%. 
exported 440 MB (461711360 bytes) of total 488 MB (512000000 bytes).
completion in 0 second(s) with 81 MB/s (85333333 bytes/second). 
Export completed at: Thu Mar  6 09:52:03 2008 
Written: 488 MB (512000000 bytes) in 6 second(s) with 81 MB/s 
(85333333 
bytes/second). 
1000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-138 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb  4 15:06:00 2008 
run finish Mon Feb  4 15:51:59 2008 
elapsed time 0:45:59 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000   4  FAT16 <32M 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/02/2008 10:56:20 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Feb 21 10:59:09 2008 
Status: at 2%. 
exported 25 MB (27033600 bytes) of total 976 MB (1024000000 bytes). 
completion in 49 second(s) with 19 MB/s (20480000 bytes/second). 
... 
Status: at 96%. 
exported 946 MB (992608256 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 97 MB/s (102400000 bytes/second). 
Export completed at: Thu Feb 21 10:59:19 2008 
Written: 976 MB (1024000000 bytes) in 10 second(s) with 97 MB/s 
(102400000 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 
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Test: SKL-DITC-139 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb  4 15:06:00 2008 
run finish Mon Feb  4 15:51:59 2008 
elapsed time 0:45:59 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000   c  W95 FAT32 (LBA) 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/02/2008 11:07:17 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Feb 21 11:08:54 2008 
Status: at 2%. 
exported 24 MB (26116096 bytes) of total 976 MB (1024000000 bytes). 
completion in 49 second(s) with 19 MB/s (20480000 bytes/second). 
... 
Status: at 96%. 
exported 946 MB (992903168 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 97 MB/s (102400000 bytes/second). 
Export completed at: Thu Feb 21 11:09:04 2008 
Written: 976 MB (1024000000 bytes) in 10 second(s) with 97 MB/s 
(102400000 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 
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Test: SKL-DITC-140 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb  4 15:06:00 2008 
run finish Mon Feb  4 15:51:59 2008 
elapsed time 0:45:59 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000   7  HPFS/NTFS 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/02/2008 11:16:09 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Feb 21 11:17:19 2008 
Status: at 2%. 
exported 22 MB (23724032 bytes) of total 976 MB (1024000000 bytes). 
completion in 49 second(s) with 19 MB/s (20480000 bytes/second). 
... 
Status: at 96%. 
exported 940 MB (986677248 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 97 MB/s (102400000 bytes/second). 
Export completed at: Thu Feb 21 11:17:29 2008 
Written: 976 MB (1024000000 bytes) in 10 second(s) with 97 MB/s 
(102400000 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1  TEST RESULTS 
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Test: SKL-DITC-141 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb  4 15:06:00 2008 
run finish Mon Feb  4 15:51:59 2008 
elapsed time 0:45:59 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000  83  Linux 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/02/2008 11:23:36 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    64 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Feb 21 11:24:55 2008 
Status: at 5%. 
exported 58 MB (61374464 bytes) of total 976 MB (1024000000 bytes). 
completion in 19 second(s) with 48 MB/s (51200000 bytes/second). 
... 
Status: at 97%. 
exported 951 MB (998113280 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 97 MB/s (102400000 bytes/second). 
Export completed at: Thu Feb 21 11:25:05 2008 
Written: 976 MB (1024000000 bytes) in 10 second(s) with 97 MB/s 
(102400000 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-142 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721680PLAT80 
Serial: PV6805Z8TXA87N 
Number of sectors: 156301488 

Drive setup: 156301488 sectors wiped with DD 
run start Mon Feb  4 15:06:00 2008 
run finish Mon Feb  4 15:51:59 2008 
elapsed time 0:45:59 
Normal exit 
/dev/hda: LBA support:      48-bit 
/dev/hda: current max lba:  156301487 
/dev/hda: native max lba:   156301487 
/dev/hda: physical max lba: 156301487 
/dev/hda: HPA: capacity not reduced 
/dev/hda: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   2000000    2000000  39  Plan 9 
/dev/hda2             0         -          0   0  Empty 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         21/02/2008 11:31:34 
Operating system:     XP 
Software version:     6.8 
Model:                HDS721680PLAT80 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Thu Feb 21 11:32:48 2008 
Status: at 9%. 
exported 92 MB (96993280 bytes) of total 976 MB (1024000000 bytes). 
completion in 10 second(s) with 88 MB/s (93090909 bytes/second). 
... 
Status: at 92%. 
exported 903 MB (947519488 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 108 MB/s (113777777 bytes/second). 
Export completed at: Thu Feb 21 11:32:57 2008 
Written: 976 MB (1024000000 bytes) in 9 second(s) with 108 MB/s 
(113777777 bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-143 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1     268435456 300000000   31564545   c  W95 FAT32 (LBA) 
/dev/hdb2             0         -          0   0  Empty 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         07/03/2008 12:44:20 
Operating system used:  Linux 
Software version used:  6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    31564545 
Bytes per sector:     512 
Media size:           16161047040 
Error granularity:    1 
Block size:           64 

Verification 
result: 

PASSED 

Verification log 
highlights: 

Export started at: Fri Mar  7 13:06:13 2008 
Status: at 0%. 
exported 31 MB (32997376 bytes) of total 15 GB (16161047040 bytes). 
... 
Status: at 100%. 
exported 15 GB (16161047040 bytes) of total 15 GB (16161047040 
bytes). 
completion in 0 second(s) with 65 MB/s (69064303 bytes/second). 
Export completed at: Fri Mar  7 13:10:07 2008 
Written: 15 GB (16161047040 bytes) in 3 minute(s) and 54 second(s) 
with 65 MB/s 
(69064303 bytes/second). 
31564545 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-06 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Test PASSED as expected.
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Test: SKL-DITC-144 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1     4294966297      1000       2000   c  W95 FAT32 (LBA) 
/dev/hdb2             0         -          0   0  Empty 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         07/03/2008 13:29:15 
Operating system used:  Linux 
Software version used:  6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    1990 
Bytes per sector:     512 
Media size:           1018880 
Error granularity:    1 
Block size:           64 
Read errors during acquiry. 
total amount: 1 
in sector(s): 0 - 19990 amount: 19990 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-24 FAILED               

Comments: Acquisition can be performed, but read errors are reported in all 
sectors. No notification about the irregular partition table.  
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Test: SKL-DITC-145 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hda1             1   4000001    4000001   5  Extended 
/dev/hda2       4000002 156296384  152296383  83  Linux 
/dev/hda3             0         -          0   0  Empty 
/dev/hda4             0         -          0   0  Empty 
/dev/hda5            50     99999      99950   c  W95 FAT32 (LBA) 
/dev/hda6        100050    199999      99950   c  W95 FAT32 (LBA) 
/dev/hda7        200050    299999      99950   c  W95 FAT32 (LBA) 
/dev/hda8        300050    399999      99950   c  W95 FAT32 (LBA) 
/dev/hda9        400050    499999      99950   c  W95 FAT32 (LBA) 
/dev/hda10       500050    599999      99950   c  W95 FAT32 (LBA) 
/dev/hda11       600050    699999      99950   c  W95 FAT32 (LBA) 
/dev/hda12       700050    799999      99950   c  W95 FAT32 (LBA) 
/dev/hda13       800050    899999      99950   c  W95 FAT32 (LBA) 
/dev/hda14       900050    999999      99950   c  W95 FAT32 (LBA) 
/dev/hda15      1000050   1099999      99950   c  W95 FAT32 (LBA) 
/dev/hda16      1100050   1199999      99950   c  W95 FAT32 (LBA) 
/dev/hda17      1200050   1299999      99950   c  W95 FAT32 (LBA) 
/dev/hda18      1300050   1399999      99950   c  W95 FAT32 (LBA) 
/dev/hda19      1400050   1499999      99950   c  W95 FAT32 (LBA) 
/dev/hda20      1500050   1599999      99950   c  W95 FAT32 (LBA) 
/dev/hda21      1600050   1699999      99950   c  W95 FAT32 (LBA) 
/dev/hda22      1700050   1799999      99950   c  W95 FAT32 (LBA) 
/dev/hda23      1800050   1899999      99950   c  W95 FAT32 (LBA) 
/dev/hda24      1900050   1999999      99950   c  W95 FAT32 (LBA) 
/dev/hda25      2000050   2099999      99950   c  W95 FAT32 (LBA) 
/dev/hda26      2100050   2199999      99950   c  W95 FAT32 (LBA) 
/dev/hda27      2200050   2299999      99950   c  W95 FAT32 (LBA) 
/dev/hda28      2300050   2399999      99950   c  W95 FAT32 (LBA) 
/dev/hda29      2400050   2499999      99950   c  W95 FAT32 (LBA) 
/dev/hda30      2500050   2599999      99950   c  W95 FAT32 (LBA) 
/dev/hda31      2600050   2699999      99950   c  W95 FAT32 (LBA) 
/dev/hda32      2700050   2799999      99950   c  W95 FAT32 (LBA) 
/dev/hda33      2800050   2899999      99950   c  W95 FAT32 (LBA) 
/dev/hda34      2900050   2999999      99950   c  W95 FAT32 (LBA) 
/dev/hda35      3000050   3099999      99950   c  W95 FAT32 (LBA) 
/dev/hda36      3100050   3199999      99950   c  W95 FAT32 (LBA) 
/dev/hda37      3200050   3299999      99950   c  W95 FAT32 (LBA) 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-06 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-13 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-18 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-05 FAILED                
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Comments: LinEn only lists some of the partitions for acquisition, and the 
user interface was so confused that selecting a specific partition 
was difficult. Analysis with strace shows that LinEn did not detect 
the partition intended for acquisition. 
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Test: SKL-DITC-146 
Digital source: Partition (DS-PART) 

Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1             1   3000000    3000000   c  W95 FAT32 (LBA) 
/dev/hdb2       2000001   4000000    2000000   c  W95 FAT32 (LBA) 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

EnCase image 
file highlights: 

Acquiry date:         07/03/2008 13:37:50 
Operating system used:  Linux 
Software version used:  6.01 
Media type:           fixed disk 
Media is physical:    no 
Amount of sectors:    2000000 
Bytes per sector:     512 
Media size:           1024000000 
Error granularity:    1 
Block size:           64 

Verification 
result: 

FAILED 

Verification log 
highlights: 

Export started at: Fri Mar  7 13:43:13 2008 
Status: at 5%. 
exported 57 MB (60588032 bytes) of total 976 MB (1024000000 bytes). 
completion in 19 second(s) with 48 MB/s (51200000 bytes/second). 
... 
Status: at 96%. 
exported 939 MB (984678400 bytes) of total 976 MB (1024000000 
bytes). 
completion in 0 second(s) with 65 MB/s (68266666 bytes/second). 
Export completed at: Fri Mar  7 13:43:28 2008 
Written: 976 MB (1024000000 bytes) in 15 second(s) with 65 MB/s 
(68266666 
bytes/second). 
2000000 sectors scanned; 0 sectors with unexpected errors 

Results by 
assertion: 

SKL-DIA-01 PASSED               SKL-DIA-13 PASSED 
SKL-DIA-02 PASSED               SKL-DIA-18 PASSED 
SKL-DIA-03 PASSED               SKL-DIA-24 FAILED 
SKL-DIA-04 PASSED               SKL-DIA-25 PASSED 
SKL-DIA-05 PASSED                

Comments: Acquisition was successful, but no notification about irregularities 
in the partition table 
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Test: SKL-DITC-147

Digital source: Partition (DS-PART) 
Model: Hitachi HDS721616PLAT80 
Serial: PV7904Z9UP0VDV 
Number of sectors: 312581808 

Drive setup: 312581808 sectors wiped with DD 
run start Wed Feb 13 10:59:52 2008 
run finish Wed Feb 13 12:52:54 2008 
elapsed time 1:53:2 
Normal exit 
/dev/hdb: LBA support:      48-bit 
/dev/hdb: current max lba:  312581807 0x12a19eaf 
/dev/hdb: native max lba:   312581807 0x12a19eaf 
/dev/hdb: physical max lba: 312581807 0x12a19eaf 
/dev/hdb: HPA: capacity not reduced 
/dev/hdb: DCO: capacity not reduced 

Partition table: Device Boot    Start       End   #sectors  Id  System 
/dev/hdb1     268435456 4294967294 4026531839   c  W95 FAT32 (LBA) 
/dev/hdb2             0         -          0   0  Empty 
/dev/hdb3             0         -          0   0  Empty 
/dev/hdb4             0         -          0   0  Empty 

Verification 
result: 

FAILED 

Results by 
assertion: 

SKL-DIA-01 FAILED               SKL-DIA-13 FAILED 
SKL-DIA-02 FAILED               SKL-DIA-18 FAILED 
SKL-DIA-03 PASSED               SKL-DIA-24 FAILED 
SKL-DIA-04 FAILED               SKL-DIA-25 FAILED 
SKL-DIA-05 FAILED                

Comments: The partition could not be acquired. When selected for acquisition, 
LinEn reported thr size of the partition as 0 sectors. 
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1 Summary 

This document defines a test plan for assessing whether EnCase 6.8 and LinEn 6.1 sup-
port the requirements on disk imaging tools that are relevant to Swedish law enforcement 
as described in “Disk Imaging Tool Requirements”. 

The tests plan covers the following combinations of hardware and software: 

• EnCase LE 6.8 on Windows XP with FastBloc2 FE (FireWire) and P-ATA drive. 

• EnCase LE 6.8 on Windows XP with Drive Lock (USB) and P-ATA drive. 

• LinEn 6.1 on Linux 2.6.22 with directly connected P-ATA drive. 

• LinEn 6.1 on Linux 2.6.22 with directly connected S-ATA drive. 

• LinEn 6.1 on Linux 2.6.22 with FastBloc FE (FireWire) and P-ATA drive. 

• LinEn 6.1 on Linux 2.6.22 with Drive Lock (USB) and P-ATA drive. 

Directly connected drives are not tested on Windows for the following reasons: 

• The hardware typically used by Swedish law enforcement, does not have spare 
ports for connecting additional P-ATA drives, and additional S-ATA drives can 
only be connected with considerable difficulty. 

• Swedish law enforcement normally uses hardware write blockers when acquiring 
evidence. FastBloc2 FE and Drive Lock are the most commonly used write block-
ers. 

• Guidance software acknowledges that EnCase will fail to acquire hidden sectors 
when run on Windows with a directly connected drive; all other sectors can be ac-
quired through a write blocker. 

The tests on Linux are more varied than the ones on Windows due to the open nature of 
Linux. Guidance Software does not prescribe or even recommend any particular Linux 
distribution or configuration, so we must test LinEn in a variety of environments to de-
termine in which, if any, it meets the specified requirements. 

A small number of tests are included that target specific problems with EnCase. These 
were added after initial testing so that future versions can readily be evaluated with re-
spect to these problems. 

Updates March 2008 

This document was updated with tests for physical interfaces PI-WB-FB and PI-WB-DL, 
execution environment XE-LX-HPA, additional tests for physical interface PI-SATA, and 
with a small number of tests that address problems specific to LinEn 6.1. The generic test 
procedures were updated to accommodate the new test cases. 
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2 Assertions 

The following assertions relate to the requirements in Disk Imaging Tool Requirements. 
Each assertion is a testable statement that, when true, is evidence that one or more re-
quirements are met. The correspondence between test assertions and requirements is 
shown in table 1 on page 171. 

2.1 List of assertions 

SKL-DIA-01 The tool uses a supported access interface to access the digital source. 

SKL-DIA-02 The tool uses a supported access method to access the digital source. 

SKL-DIA-03 The tool executes in the execution environment. 

SKL-DIA-04 The tool acquires a digital source. 

SKL-DIA-05 The tool creates an image file of the digital source. 

SKL-DIA-06 All visible data sectors are acquired from the digital source. 

SKL-DIA-07 All hidden data sectors are acquired from the digital source. 

SKL-DIA-08 The tool notifies the user about the presence of any hidden data sectors. 

SKL-DIA-09 The tool notifies the user that hidden sectors may be present but unde-
tected if the tool is unable to determine whether hidden sectors are 
present due to an incompatibility with the execution environment. 

SKL-DIA-10 The tool notifies the user that hidden sectors may be present but unde-
tected if the tool is unable to determine whether hidden sectors are 
present due to an incompatibility with the access interface. 

SKL-DIA-11 The tool notifies the user that hidden sectors will not be acquired if the 
tool is unable to acquire hidden sectors due to an incompatibility with 
the execution environment. 

SKL-DIA-12 The tool notifies the user that hidden sectors will not be acquired if the 
tool is unable to acquire hidden sectors due to an incompatibility with 
the access method. 

SKL-DIA-13 All sectors acquired from the digital source are acquired accurately. 

SKL-DIA-14 If unresolved errors occur while reading from the digital source, the 
tool notifies the user of the error type and location within the digital 
source. 

SKL-DIA-15 If unresolved errors occur while reading from the digital source, the 
tool uses a benign fill in the destination object in place of the inaccess-
ible data. 

SKL-DIA-16 The digital source is unchanged by the acquisition process if the tool 
executes in a forensically safe environment. 

SKL-DIA-17 The same data is acquired from the digital source regardless of which 
access interface is used to access it. 

SKL-DIA-18 The data represented by an image file created by the tool is the same as 
the data acquired by the tool. 
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SKL-DIA-19 The tool creates an image file in specified format if an image file for-
mat is specified. 

SKL-DIA-20 The tool provides a mechanism for creating an image file containing 
only the data present in the digital source. 

SKL-DIA-21 The tool notifies the user if there is an unresolved error while writing 
the image file. 

SKL-DIA-22 If the tool is creating the image file and there is insufficient space on 
the image destination device to contain the image data, the tool notifies 
the user. 

SKL-DIA-23 The tool uses the access method selected by the user. 

SKL-DIA-24 The tool notifies the user about any irregularities in the configuration 
of the digital source. 

SKL-DIA-25 The tool indicates, during or after acquisition, or in the acquired image 
file, which digital source was acquired, the start and end sector of the 
data acquired, and the time of acquisition. 

2.2 Untested assertions 

The following assertions are not tested in this test plan: 

SKL-DIA-19: The tool creates an image file in specified format if an image file format is spe-
cified. 

EnCase only supports one image file format, so as long as it creates an image file of any 
kind, it will be in the specified format. By default, EnCase meets the corresponding re-
quirement. 

SKL-DIA-20: The tool provides a mechanism for creating an image file containing only the 
data present in the digital source. 

Such a mechanism is not provided by EnCase, so this assertion cannot be tested. EnCase 
does not meet the corresponding requirement. 

SKL-DIA-21: The tool notifies the user if there is an unresolved error while writing the image 
file. 

It is infeasible to test write errors, as the precise location of writes on the target drive are 
unpredictable. Furthermore, simulated errors (e.g. created using WRITE LONG or 
WRITE UNCORRECTABLE EXT) are cleared by writing to the faulty sectors. We are 
unable to determine whether EnCase meets the corresponding requirement or not. 

3 General test prerequisites 

The general test prerequisites are assumptions concerning the test environment that must 
be met in order for the test procedures to work as shown in this report. 

3.1 Test drives 

The following test drives must be available: 
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• One drive with at least 2GiB capacity that supports ATA-6 as well as the (obsolete) 
WRITE LONG command. 

• One drive with at least 160GB capacity that supports ATA-6. 

• All test drives must support the READ MULTIPLE command. 

3.2 Windows system 

A Microsoft Windows system must be available that meets the following requirements: 

• Windows XP Professional is installed with Service Pack 2, updated with all auto-
matically installed updates as of the current date. 

• Drive C has more free capacity than any test drive being used.  

• The cygwin environment is installed, a shortcut to the cygwin shell exists on the 
desktop, and the cygwin root directory is set to C:\. 

• A writable directory named C:\testcase exists. 

The following tools must be installed on the Windows system: 

EnCase The tool under test. 

cygwin Used to run ewfexport, imgcheck, imageverify.sh. 

ewfexport Part of libewf; used to convert EnCase evidence files to raw disk 
images. Must be compiled for cygwin. 

imgchk Developed for this test plan; used to check the correctness of an 
acquired image file. 

imageverify.sh Script developed for this test plan; used to automate certain aspects 
of the test procedures. 

 

3.3 Linux system 

A Linux system must be available that meets the following requirements: 

• Debian/Gnu Linux etch is installed. 

• Kernel version 2.6.22 patched to support READ/WRITE LONG via the LX-IDE 
access method is installed. Support for the LX-IDE and LX-ATA access method 
and PATA, SATA and USB physical interfaces is enabled. 

• Kernel version 2.6.22 as above but also patched to not disable the host protected 
area if one is detected. 

• Boot loader configured to allow switching between the two kernel versions. 

• The tester logs in as root and root shell is bash. 

• The tools listed below are installed and in a directory listed in the PATH environ-
ment variable for the user conducting the tests. 

• A writable directory named /data exists and there is enough free capacity in 
/data to store a full image of the any of the drives used in the test cases. 
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The following tools must be installed on the Linux system: 

linen The tool under test. 

diskwipe From the NIST CFTT tool set. Used to write a predictable pattern 
to a digital source. 

diskhash.csh From the NIST CFTT tool set; used to compute a hash over an 
entire digital source. 

ewfexport Part of libewf; used to convert EnCase evidence files to raw disk 
images. 

hdparm Linux hard drive tool, used to change parameters of the test drive. 

sfdisk Linux hard drive partitioning tool. 

atatool* Used to configure ATA and SATA drives. 

imgchk* Used to check the correctness of an acquired image file. 

imageverify.sh* Used to automate certain aspects of the test procedures. 

* Source code for these tools can be provided on request. 

4 Generic procedures 

The following procedures are used in the test cases for various common tasks. If any of 
the steps cannot be completed, or returns an unexpected error, then the current test case 
cannot be completed, and is considered failed. 

4.1 Drive reset 

The drive reset procedure removes the effects of a test. It is never necessary to conduct 
two drive reset procedures in a row on the same drive. If the drive is known to be defect-
free, then step 8 does not need to be completed. 

On Linux 

1. Shut down the Linux machine. 

2. Connect the test drive using PATA or SATA to the Linux machine. 

3. Boot the computer and log on as root. 

4. Determine the name of the device corresponding to the test drive (e.g. /dev/hda for 
a drive accessed using conventional IDE drivers, or /dev/sda for a drive accessed 
using libATA drivers). 

5. Set the environment variable TESTDRIVE to the name of the device correspond-
ing to the test drive: 
export TESTDRIVE='drive' 

where drive is the name of the device corresponding to the test drive. 
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6. Verify that there is no host protected area (HPA) set: 
atatool –d $TESTDRIVE hpa show 

The last two lines of the output show if the capacity has been reduced due to a 
HPA. If the capacity has been reduced, attempt to remove the HPA: 
atatool –d $TESTDRIVE hpa remove 

Verify that this operation was successful. If it was not, then select a new test drive 
and repeat the entire procedure from the start. 

7. Verify that there is no device configuration overlay set: 
atatool –d $TESTDRIVE dco show 

If, for every line of the output, the columns “DCO” and “ID” are identical, or the 
“ID” column reads “Unchanged” or is empty, then no DCO has been set. If there is 
a DCO set, then attempt to remove it: 
atatool –d $TESTDRIVE dco remove 

Verify that this operation was successful. If it was not, then select a new test drive 
and repeat the entire procedure from the start. 

8. Remove any (simulated) bad sectors on the test drive: 
dd if=/dev/zero of=$TESTDRIVE bs=512 conv=noerror,sync \ 
 oflag=direct 

This step can be skipped if the drive is guaranteed to be error-free. If errors are re-
ported by this command, then the drive contains hard media errors and must be re-
placed. 

9. Perform a drive reset: 
hdparm –w $TESTDRIVE 

10. Enable multiple sector mode on the test drive: 
hdparm –m1 $TESTDRIVE 

4.2 Drive setup 

The drive setup procedure is used to prepare a drive for testing. The drive is configured, 
wiped, and bad sectors (if any) are set up. 

Inputs 

TESTNAME The name of the current test case. 
DCOMAX The maximum addressable sector of the drive 
HPAMAX The maximum accessible sector of the drive 
BADBLOCKS A list of LBA addresses to be marked as bad 

On Linux 

1. Perform the Drive reset procedure on the test drive. 

2. Create a directory for the current test case and set it to the current working directo-
ry: 
mkdir /data/TESTNAME 
cd /data/TESTNAME 

3. Install a predictable pattern on all sectors of the test drive: 
diskwipe $TESTNAME linux operator $TESTDRIVE CC -src 
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4. Check the diskwipe log file to make sure that disk is initialized successfully: 
cat wipeslog.txt 

The number of wiped sectors shown in the log must equal the total number of sec-
tors on the test drive and the log must indicate a normal exit. The total number of 
sectors on the drive can be found with atatool: 
atatool –d $TESTDRIVE capacity 

The line “physical max LBA” indicates the total number of sectors on the drive. 

5. If bad blocks are to be simulated on the drive (BADBLOCKS input is given to this 
procedure) then use atatool to write sectors with invalid checksums to the drive: 
atatool –d $TESTDRIVE bad=BADBLOCKS 

Note that BADBLOCKS must not contain any whitespace. Verify that atatool 
did not report any errors. If errors were reported, then either the disk does not sup-
port the required commands, the operating system does not support the appropriate 
commands, or the operation was unsuccessful for reasons unknown. You may at-
tempt this step more than once, but consecutive failures indicate that either the 
drive needs to be replaces or the execution environment does not support this step. 

6. If the capacity of the drive is to be reduced using the DCO (DCOMAX input is 
given to this procedure) then install a DCO using atatool: 
atatool -d $TESTDRIVE dco lba=DCOMAX 

7. If the capacity of the drive is to be reduced using a HPA (HPAMAX input is given 
to this procedure), then install a HPA using atatool: 
atatool -d $TESTDRIVE hpa lba=HPAMAX  

8. If the capacity of the drive was reduced using DCO or HPA, verify that this was 
successful: 
atatool –d $TESTDRIVE capacity 

The output from the tool shows both DCO and HPA capacities. 

9. If 48 bit addressing is to be disabled using DCO (input ADDRESSING is LBA28), 
then use the device configuration overlay to disable reporting of LBA48 support: 
atatool –d $TESTDRIVE dco disable=lba48 

Verify that this operation was successful: 
atatool –d $TESTDRIVE dco show 

The “ID” column of the “48-bit addressing” line should now read “No”. 

10. If the test drive is to be used next on Windows or a different physical interface than 
it is currently connected to, shut down the Linux computer and disconnect the test 
drive. 

4.3 Partition setup 

The partition setup procedure is used to partition a test drive.  

Inputs 

Partition table A table with one entry per partition to be set up on the drive. Each 
entry indicates first and last sector of the partition, the partition type 
and code to enter into the sfdisk program to create the partition. 
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On Linux 

1. Start sfdisk, disabling sanity checks, using sectors as units and read input from a 
“here document”: 
sfdisk –f –uS $TESTDRIVE << END 

2. For each entry in the partition table input, type in the code to create the partition 
and press return. 

3. Type in “END” (without the quotes) to indicate the end of the “here document”.
  

4. If the test drive is to be used next on Windows or a different physical interface than 
it is currently connected to, shut down the Linux computer and disconnect the test 
drive. 

4.4 Windows acquisition 

This procedure performs an acquisition of a digital source on Windows. 

Inputs 

TESTNAME The name of the current test case 
BADBLOCKS A list of LBA addresses to be marked as bad 
PARTITION Partition number to acquire 
SECTORS Number of sectors to acquire 

On Windows 

1. Connect test drive to Windows machine via the physical interface indicated by the 
physical interface variation for this test case, boot the Windows machine and log in 
as a user with sufficient rights to run EnCase. 

2. Start EnCase and create a new case. 

3. If input PARTITION is specified, locate partition number PARTITION on the test 
drive in the EnCase GUI and right-click it and select “Acquire” from the menu. 

4. If input PARTITION is not specified, locate the test drive in the EnCase GUI and 
right-click it and select “Acquire” from the menu. 

5. Specify output path c:\testcase and file name wintest 

6. Leave the alternate path blank. 

7. Leave the case number blank. 

8. Enter “nobody” as the name of the operator. 

9. Leave the evidence number blank. 

10. Leave the note blank. 

11. Choose compression “none”. 

12. Choose not to generate the hash value. 

13. Leave the password field blank. 

14. If input SECTORS is specified, indicate that as the number of sectors to acquire, 
otherwise acquire a number of sectors equal to the size of the digital source. 

15. Specify 2000 as the maximum file size. 
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16. Do not change the default block size. 

17. Set the error granularity to one. 

18. Press Finish to start acquisition. 

19. Wait until EnCase indicates that acquisition is complete. 

4.5 Windows verification and cleanup 

This procedure verifies that acquisition on the Windows platform has resulted in a correct 
image file, with errors handled as expected by the test case. 

Inputs 

TESTNAME The name of the current test case. 
BADBLOCKS A list of LBA addresses to be marked as bad 
SECTORS Number of sectors to acquire 
PARTITION Partition number to acquire 

Outputs 

RESULT Pass/fail result for the test case. 

On Windows 

1. Start a cygwin shell by double-clicking the cygwin shortcut on the desktop. 

2. Set the required environment variables: 
export BADBLOCKS='BADBLOCKS' 
export TESTNAME='TESTNAME' 

If input PARTITION is specified, locate the partition in the partition table and set 
the FIRSTLBA and LASTLBA variables according to the “First LBA” and “Last 
LBA” values in the partition table: 
export FIRSTLBA='First LBA' 
export LASTLBA='Last LBA' 

If SECTORS is specified as input and the digital source is not a partition, then set 
LASTLBA to SECTORS-1: 
export LASTLBA='SECTORS-1' 

3. Change current directory to testcase: 
cd /cygdrive/c/testcase 

4. Verify the correctness of the acquired image: 
imageverify.sh wintest 

Set output RESULT to “pass” if imageverify.sh reports a pass, and fail other-
wise. In case of a failure, detailed information is available in imageveri-
fy.log. 

5. Delete all EnCase evidence files created during the test: 
rm wintest.E* 

6. Shut down the Windows machine if this is required for safe removal of the test 
drive. Disconnect the test drive from the Windows machine. 
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4.6 Linux acquisition 

This procedure performs an acquisition of a digital source on Windows. 

Inputs 

TESTNAME The name of the current test case. 
BADBLOCKS A list of LBA addresses to be marked as bad 
MULTCOUNT Multiple sector mode value 
PARTITION Partition number to acquire 
TRACING Trace key system calls (yes or no) 
SECTORS Number of sectors to acquire 

On Linux 

1. Connect test drive to Linux machine via the physical interface indicated by the 
physical interface variation for this test case, boot the Linux machine and log in as 
root. 

2. If the access method variation is AM-LX-IDE or AM-LX-ATA, then verify that 
the correct device driver for the ATA controller is loaded. For AM-LX-IDE, the 
correct device driver for the ATA controller is loaded if the device name of the test 
drive starts with /dev/hd; for AM-LX-ATA, the correct device driver for the ATA 
controller is loaded if the device name of the test drive starts with /dev/sd. 

3. If input MULTCOUNT is specified, set the multiple sector mode to the corres-
ponding value: 
hdparm –m MULTCOUNT $TESTDRIVE 

If input MULTCOUNT is not specified and the access method variation is AM-
LX-IDE, then set the multiple count mode value to one: 
hdparm –m1 $TESTDRIVE 

4. Login as root and change directory to the test directory: 
cd /data/$TESTNAME 

5. Start linen by issuing the linen command from the shell. 

6. Select “Mode” in the linen interface. If the access method variation is AM-LX-
ATA, then select “ATA” as the mode. If the access method variation is AM-LX-
BIOS, then select “BIOS”. If the appropriate mode is not shown, then the test can-
not be completed. 

7. Select “Acquire” and choose the digital source. If input PARTITION is specified, 
then choose the device corresponding to that partition. Otherwise choose the device 
corresponding to the test drive. 

8. Enter the input TESTNAME as the image file name. 

9. Leave the alternate path blank and press return. 

10. Leave the case number blank and press return. 

11. Input “linux” as the name of the operator and press return. 

12. Leave the evidence number blank and press return. 

13. Input “test” in the description and press return. 

14. Verify that the date is the same as the current date and press return. 

15. Leave the note blank and press return. 
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16. Choose not to compress the file. 

17. Choose not to generate the hash value. 

18. Leave the password field blank and press return. 

19. If input SECTORS is specified, indicate that as the number of sectors to acquire, 
otherwise acquire a number of sectors equal to the size of the digital source. 

20. Enter 2000 as the maximum file size and press return. 

21. If input BLOCKSIZE is specified, enter the corresponding value and press return, 
other wise leave the default block size and press return. 

22. If input ERRGRAN is specified, enter the corresponding value and press return, 
otherwise set the error granularity to one. 

23. If input TRACING is yes, then log in as root to a separate shell, find the process ID 
of linen and attach strace to the linen process and dump all calls to the ioctl 
system call: 
strace –p PID –o linen.trace –e ioctl,read 

24. Wait until the end of acquisition and select OK in the linen interface. 

25. Exit the linen by typing q. 

26. Verify that linen has generated at least one evidence file: 
ls ./*.E01 

If a file is listed, then an evidence file has been created. 

4.7 Linux verification and cleanup 

This procedure verifies that acquisition on the Linux platform has resulted in a correct 
image file, with errors handled as expected by the test case. 

Inputs 

TESTNAME The name of the current test case. 
BADBLOCKS A list of LBA addresses to be marked as bad 
PARTITION Partition number to acquire 
SECTORS Number of sectors to acquire 
TRACING Key system calls were traced (yes or no) 

Outputs 

RESULT Pass/fail result for the test case. 

On Linux 

1. Set the required environment variables: 
export BADBLOCKS='BADBLOCKS' 
export TESTNAME='TESTNAME' 

If PARTITION is specified as input, locate the partition in the partition table and 
set the FIRSTLBA and LASTLBA variables according to “First LBA” and “Last 
LBA” values in the partition table: 
export FIRSTLBA='First LBA' 
export LASTLBA='Last LBA' 
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If SECTORS is specified as input and the digital source is not a partition, then set 
LASTLBA to SECTORS-1: 
export LASTLBA='SECTORS-1' 

2. Set the current directory to the test case directory: 
cd /data/$TESTNAME 

3. Verify the correctness of the acquired image: 
imageverify.sh $TESTNAME 

Set output RESULT to “pass” if imageverify.sh reports a pass, and fail otherwise. 
In case of a failure, detailed information is available in imageverify.log. 

4. Delete all EnCase evidence files created during the test: 
rm $TESTNAME.E* 

5. If input TRACING is yes, then verify the access method. Examine the contents of 
linen.trace. If there are a large number of lines similar to the following, then 
access method AM-LX-ATA or AM-LX-IDE was used: 
ioctl(4, 0x31d, 0x82429d8)              = 0 

If there are a large number of lines similar to the following, then AM-BIOS was 
used: 
read(5, "\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0"..., 32768) = 32 

Note that the file descriptor (4 and 5 in the examples above) may differ, but will 
always be higher than 2; the third argument to ioctl and the second and third to 
read may also differ from these examples. 

Set output RESULT to “fail” if the access method variation does not match the 
mode linen used during acquisition. 

6. If the next use of the test drive is in a different computer, then shut down the Linux 
machine if this is required for safe removal of the test drive and disconnect the test 
drive from the Linux machine. 

5 Test cases 

The following section lists the details of each test case.  
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SKL-DITC-1  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-1 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX 2000000 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-2  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-2 
BADBLOCKS 550 
DCOMAX Not set 
HPAMAX Not set 
SECTORS 5000000 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-3  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-3 
BADBLOCKS 550-560 
DCOMAX Not set 
HPAMAX Not set 
SECTORS 5000000 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-4  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: non-consecutive errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-4 
BADBLOCKS 550-560,1070-1080 
DCOMAX Not set 
HPAMAX Not set 
SECTORS 5000000 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-5  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-5 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-6  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-6 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX 2000000 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-7  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48, HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-7 
BADBLOCKS Not set 
DCOMAX 308435455 
HPAMAX 298435455 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output. 
2. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-8  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-8 
BADBLOCKS 550 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-9  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-9 
BADBLOCKS 550-560 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-10  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: non-consecutive errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-10 
BADBLOCKS 550-560,1070-1080 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-11  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-11 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-12  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-12 
DCOMAX Not set 
HPAMAX 200000 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-13  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-13 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-14  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-14 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-15  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: non-consecutive errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-15 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560,1060-1070 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-16  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-16 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-17  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-17 
DCOMAX Not set 
HPAMAX 200000 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-18  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48 + HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-18 
DCOMAX 308435455 
HPAMAX 298435455 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-19  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-19 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-20  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-20 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-21  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: multiple errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-21 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560,1050-1060 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-22  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-22 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-23  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Serial ATA (PI-SATA) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48, HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-23 
DCOMAX 308435455 
HPAMAX 298435455 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-24  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Serial ATA (PI-SATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: LBA48 disabled (HS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-24 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen acquires the entire disk, not just the first 128GiB 
3. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-25  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-SATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-25 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-26  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-SATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-26 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-27  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-SATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: multiple errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-27 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560, 1050-1060 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1 TEST PLAN 

December 2007 updated March 2008  46(181) 

SKL-DITC-28  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Serial ATA (PI-SATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-28 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-29  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-29 
DCOMAX Not set 
HPAMAX 200000 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-30  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-30 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-31  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-31 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-32  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: non-consecutive errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-32 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560,1050-1060 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-33  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-33 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

5. Linux verification and cleanup produces “pass” as its output. 
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SKL-DITC-34  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48 + HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-34 
DCOMAX 308435455 
HPAMAX 298435455 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-35  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: LBA48 disabled (HS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-35 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen acquires the entire disk, not just the first 128GiB 
3. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-36  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-36 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-37  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-37 
DCOMAX Not set 
HPAMAX 200000 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-38  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-38 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-39  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-39 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-40  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: non-consecutive errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-40 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560, 1050-1060 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-41  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-41 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
TRACING Yes 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

5. Linux verification and cleanup produces “pass” as its output. 
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SKL-DITC-42  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48 + HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-42 
DCOMAX 308435455 
HPAMAX 298435455 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-43  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: LBA48 disabled (HS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-43 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen acquires the entire disk, not just the first 128GiB 
3. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-44  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-44 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-45  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-45 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-46  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: multiple errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-46 
SECTORS 5000000 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560, 1050-1060 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-47  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive:  ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-47 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-48  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Serial ATA (PI-SATA) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48 + HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-48 
DCOMAX 308435455 
HPAMAX 298435455 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-49  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Serial ATA (PI-SATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: LBA48 disabled (HS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-49 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen acquires the entire disk, not just the first 128GiB 
3. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-50  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Serial ATA (PI-SATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-50 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-51  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Serial ATA (PI-SATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-51 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-52  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Serial ATA (PI-SATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: multiple errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-52 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560, 1050-1060 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-53  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Serial ATA (PI-SATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-53 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1 TEST PLAN 

December 2007 updated March 2008  72(181) 

SKL-DITC-54  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-54 
DCOMAX Not set 
HPAMAX 200000 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-55  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-55 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-56  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-56 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-57  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: non-consecutive errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-57 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560, 1050-1060 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-58  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-58 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

5. Linux verification and cleanup produces “pass” as its output. 
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48 + HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-59 
DCOMAX 308435455 
HPAMAX 298435455 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-60  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: LBA48 disabled (HS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-60 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen acquires the entire disk, not just the first 128GiB 
3. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present. 
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SKL-DITC-61  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-61 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-62  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-62 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-63  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: multiple errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-63 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS 550-560, 1050-1060 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-64  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Linux libATA drivers (AM-LX-ATA) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-64 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-65  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-BEG32) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-65 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 268435456 300000000 268435456,31564545,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-66  

Assertions tested 

SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 
source. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-END48) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-66 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Size Code 
1 Primary, FAT32 -1000 2000 -1000,2000,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Drive reset 

Verification criteria 

1. EnCase notified the user about irregular partition table.  
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SKL-DITC-67  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-MANY) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-67 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 35 

Partition table: 
Nr. Type First LBA Last LBA Code 
1.  Extended 1 4000001 1,4000000,E 
2.  Empty - - ,, 
3.  Empty - - ,, 
4.  Empty - - ,, 
5.  Logical, FAT32 50 100000 50,99950,c 
6.  Logical, FAT32 100050 200000 100050,99950,c 
7.  Logical, FAT32 200050 300000 200050,99950,c 
8.  Logical, FAT32 300050 400000 300050,99950,c 
9.  Logical, FAT32 400050 500000 400050,99950,c 
10.  Logical, FAT32 500050 600000 500050,99950,c 
11.  Logical, FAT32 600050 700000 600050,99950,c 
12.  Logical, FAT32 700050 800000 700050,99950,c 
13.  Logical, FAT32 800050 900000 800050,99950,c 
14.  Logical, FAT32 900050 1000000 900050,99950,c 
15.  Logical, FAT32 1000050 1100000 1000050,99950,c 
16.  Logical, FAT32 1100050 1200000 1100050,99950,c 
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17.  Logical, FAT32 1200050 1300000 1200050,99950,c 
18.  Logical, FAT32 1300050 1400000 1300050,99950,c 
19.  Logical, FAT32 1400050 1500000 1400050,99950,c 
20.  Logical, FAT32 1500050 1600000 1500050,99950,c 
21.  Logical, FAT32 1600050 1700000 1600050,99950,c 
22.  Logical, FAT32 1700050 1800000 1700050,99950,c 
23.  Logical, FAT32 1800050 1900000 1800050,99950,c 
24.  Logical, FAT32 1900050 2000000 1900050,99950,c 
25.  Logical, FAT32 2000050 2100000 2000050,99950,c 
26.  Logical, FAT32 2100050 2200000 2100050,99950,c 
27.  Logical, FAT32 2200050 2300000 2200050,99950,c 
28.  Logical, FAT32 2300050 2400000 2300050,99950,c 
29.  Logical, FAT32 2400050 2500000 2400050,99950,c 
30.  Logical, FAT32 2500050 2600000 2500050,99950,c 
31.  Logical, FAT32 2600050 2700000 2600050,99950,c 
32.  Logical, FAT32 2700050 2800000 2700050,99950,c 
33.  Logical, FAT32 2800050 2900000 2800050,99950,c 
34.  Logical, FAT32 2900050 3000000 2900050,99950,c 
35.  Logical, FAT32 3000050 3100000 3000050,99950,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-68  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 

source. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-OVR) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-68 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 2 

Partition table: 
Nr. Type First LBA Last LBA Code 
1. Primary, FAT32 1 3000000 1,3000000,c 
2. Primary, FAT32 2000001 4000000 2000001,2000000,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user about irregular partition table. 
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SKL-DITC-69  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 

source. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-END) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-69 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 268435456 Last addressable LBA, 

indicated by atatool 
268435456, 
4026531839,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user about irregular partition table. 
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SKL-DITC-70  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 

source. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-ERR) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-70 
BADBLOCKS 0 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user about irregular partition table. 
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SKL-DITC-71  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-HPA) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-71 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX 200000 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 100000 500000 100000,400000,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-72  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-DCO) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-72 
BADBLOCKS Not set 
DCOMAX 200000 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 100000 500000 100000,400000,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-73  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-BEG32) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-73 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 268435456 300000000 268435456,31564545,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-74  

Assertions tested 

SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 
source. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-END48) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-74 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Size Code 
1 Primary, FAT32 -1000 2000 -1000, 2000,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Drive reset 

Verification criteria 

1. Linen notified the user about irregular partition table. 
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SKL-DITC-75  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-MANY) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-75 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 35 

Partition table: 
Nr. Type First LBA Last LBA Code 
1.  Extended 1 4000001 1,4000000,E 
2.  Empty - - ,, 
3.  Empty - - ,, 
4.  Empty - - ,, 
5.  Logical, FAT32 50 100000 50,99950,c 
6.  Logical, FAT32 100050 200000 100050,99950,c 
7.  Logical, FAT32 200050 300000 200050,99950,c 
8.  Logical, FAT32 300050 400000 300050,99950,c 
9.  Logical, FAT32 400050 500000 400050,99950,c 
10.  Logical, FAT32 500050 600000 500050,99950,c 
11.  Logical, FAT32 600050 700000 600050,99950,c 
12.  Logical, FAT32 700050 800000 700050,99950,c 
13.  Logical, FAT32 800050 900000 800050,99950,c 
14.  Logical, FAT32 900050 1000000 900050,99950,c 
15.  Logical, FAT32 1000050 1100000 1000050,99950,c 
16.  Logical, FAT32 1100050 1200000 1100050,99950,c 
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17.  Logical, FAT32 1200050 1300000 1200050,99950,c 
18.  Logical, FAT32 1300050 1400000 1300050,99950,c 
19.  Logical, FAT32 1400050 1500000 1400050,99950,c 
20.  Logical, FAT32 1500050 1600000 1500050,99950,c 
21.  Logical, FAT32 1600050 1700000 1600050,99950,c 
22.  Logical, FAT32 1700050 1800000 1700050,99950,c 
23.  Logical, FAT32 1800050 1900000 1800050,99950,c 
24.  Logical, FAT32 1900050 2000000 1900050,99950,c 
25.  Logical, FAT32 2000050 2100000 2000050,99950,c 
26.  Logical, FAT32 2100050 2200000 2100050,99950,c 
27.  Logical, FAT32 2200050 2300000 2200050,99950,c 
28.  Logical, FAT32 2300050 2400000 2300050,99950,c 
29.  Logical, FAT32 2400050 2500000 2400050,99950,c 
30.  Logical, FAT32 2500050 2600000 2500050,99950,c 
31.  Logical, FAT32 2600050 2700000 2600050,99950,c 
32.  Logical, FAT32 2700050 2800000 2700050,99950,c 
33.  Logical, FAT32 2800050 2900000 2800050,99950,c 
34.  Logical, FAT32 2900050 3000000 2900050,99950,c 
35.  Logical, FAT32 3000050 3100000 3000050,99950,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-76  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 

source. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-OVR) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-76 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 2 

Partition table: 
Nr. Type First LBA Last LBA Code 
1. Primary, FAT32 1 3000001 1,3000000,c 
2. Primary, FAT32 2000001 4000001 2000001,2000000,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user about irregular partition table. 
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SKL-DITC-77  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 

source. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-END) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-77 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 268435456 Last addressable LBA, 

indicated by atatool 
268435456, 
4026531839,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user about irregular partition table. 
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SKL-DITC-78  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 

source. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-ERR) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-78 
BADBLOCKS 0 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user about irregular partition table. 
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-HPA) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-79 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX 200000 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 100000 500000 100000,400000,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-DCO) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-80 
BADBLOCKS Not set 
DCOMAX 200000 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 100000 500000 100000,400000,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-F16) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-81 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT16 1 20000 1,20000,4 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-F32) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-82 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 1 200000 1,200000,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-83  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-NTFS) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-83 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, NTFS 1 200000 1,200000,7 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-Linux) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-84 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, Linux 1 200000 1,200000,83 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-85  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-UNKNOWN) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-85 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, Plan 9 1 200000 1,200000,39 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-F16) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-86 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT16 1 20000 1,20000,4 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-F32) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-87 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 1 200000 1,200000,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-NTFS) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-88 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, NTFS 1 200000 1,200000,7 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-Linux) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-89 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, Linux 1 200000 1,200000,83 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-UNKNOWN) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-90 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, Plan 9 1 200000 1,200000,39 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-91  

Assertions tested 

SKL-DIA-16: The digital source is unchanged by the acquisition process if the tool executes in a 
forensically safe environment. 

SKL-DIA-17: The same data is acquired from the digital source regardless of which access inter-
face is used to access it. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers, Linux libATA drivers, BIOS (AM-LX-IDE, AM-LX-

ATA, AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-91 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 

 

Procedure 

1. Perform procedure Drive setup 
2. Calculate hash value of the disk before acquisition: 

diskhash test linux nobody $TESTDRIVE stdisk before 

3. Perform procedure Linux acquisition, using access method AM-LX-IDE. 
4. Perform procedure Linux verification and cleanup. 
5. Perform procedure Linux acquisition, using access method AM-LX-ATA. 
6. Perform procedure Linux verification and cleanup. 
7. Perform procedure Linux acquisition, using access method AM-LX-BIOS. 
8. Calculate hash value of the disk after acquisition: 

diskhash test linux nobody $TESTDRIVE stdisk after 

9. Verify the disk hash: 
diff hashblog.txt hashalog.txt 

Verification criteria: 

1. Linux verification and cleanup produces “pass” as its output for all three methods. 
2. The hash values are the same before and after acquisition. 
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SKL-DITC-92  

Assertions tested 

SKL-DIA-22: If the tool is creating the image file and there is insufficient space on the image des-
tination device to contain the image data, the tool notifies the user. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-92 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition choosing the destination drive, which has less free 

space than the size of the test drive. 
3. Perform procedure Drive reset 

Verification criteria 

1. Linen notified the user before or during the acquisition about insufficient disk space to save 
the image of the test drive.  
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SKL-DITC-93  

Assertions tested 

SKL-DIA-23: The tool uses the access method selected by the user. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS mode (AM-LX-BIOS) 
Physical interface: Parallel ATA, Serial ATA, Write Blocker (PI-PATA, PI-SATA, PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive 1: ATA drive supporting LBA48 addressing on physical interface PI-WB-DL 
2. Test drive 2: ATA drive supporting LBA48 addressing on physical interface PI-PATA 
3. Test drive 3: ATA drive supporting LBA48 addressing on physical interface PI-SATA 
4. Parameters: 

TESTNAME SKL-DITC-93 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
TRACING Yes 

Procedure 

1. Perform procedure Drive setup on each of the test drives. 
2. Perform procedure Linux acquisition using test drive 1 as the test drive. 
3. Examine the contents of linen.trace. If there are a large number of lines similar to the 

following, then access method AM-LX-ATA or AM-LX-IDE was used: 
ioctl(4, 0x31d, 0x82429d8)              = 0 

If there are a large number of lines similar to the following, then AM-BIOS was 
used: 
read(5, "\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0"..., 32768) = 32 

Note that the file descriptor (4 and 5 in the examples above) may differ, but will 
always be higher than 2; the third argument to ioctl and the second and third to 
read may also differ from these examples. 

4. Perform procedure Linux acquisition using test drive 2 as the test drive. 
5. Determine the access method used by examining linen.trace again. 
6. Perform procedure Linux acquisition using test drive 3 as the test drive. 
7. Determine the access method used by examining linen.trace again. 
8. Perform procedure Drive reset on each of the test drives. 

Verification criteria 

1. The test passes if access method AM-BIOS was used for each test drive.  
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SKL-DITC-94  

Assertions tested 

SKL-DIA-23: The tool uses the access method selected by the user. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE)  
Physical interface: Parallel ATA, Serial ATA, Write Blocker (PI-PATA, PI-SATA, PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive 1: ATA drive supporting LBA48 addressing on physical interface PI-WB-DL 
2. Test drive 2: ATA drive supporting LBA48 addressing on physical interface PI-PATA 
3. Test drive 3: ATA drive supporting LBA48 addressing on physical interface PI-SATA 
4. Parameters: 

TESTNAME SKL-DITC-94 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
TRACING Yes 

Procedure 

1. Perform procedure Drive setup on each of the test drives. 
2. Perform procedure Linux acquisition using test drive 1 as the test drive. 
3. Examine the contents of linen.trace. If there are a large number of lines similar to the 

following, then access method AM-LX-ATA or AM-LX-IDE was used: 
ioctl(4, 0x31d, 0x82429d8)              = 0 

If there are a large number of lines similar to the following, then AM-BIOS was 
used: 
read(5, "\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0"..., 32768) = 32 

Note that the file descriptor (4 and 5 in the examples above) may differ, but will 
always be higher than 2; the third argument to ioctl and the second and third to 
read may also differ from these examples. 

4. Perform procedure Linux acquisition using test drive 2 as the test drive. 
5. Determine the access method used by examining linen.trace again. 
6. Perform procedure Linux acquisition using test drive 3 as the test drive. 
7. Determine the access method used by examining linen.trace again. 
8. Perform procedure Drive reset on each of the test drives. 

Verification criteria 

1. The test passes if access method AM-LX-IDE or AM-LX-ATA was used for each test 
drive.  
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SKL-DITC-95  

Assertions tested 

SKL-DIA-09: The tool notifies the user that hidden sectors may be present but undetected if the 
tool is unable to determine whether hidden sectors are present due to an incompati-
bility with the execution environment. 

SKL-DIA-11: The tool notifies the user that hidden sectors will not be acquired if the tool is una-
ble to acquire hidden sectors due to an incompatibility with the execution environ-
ment.  

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48, HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-95 
BADBLOCKS Not set 
DCOMAX 308435455 
HPAMAX 298435455 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Drive reset 

Verification criteria 

1. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 
present. 
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SKL-DITC-96  

Assertions tested 

SKL-DIA-10: The tool notifies the user that hidden sectors may be present but undetected if the 
tool is unable to determine whether hidden sectors are present due to an incompati-
bility with the access interface. 

SKL-DIA-12: The tool notifies the user that hidden sectors will not be acquired if the tool is una-
ble to acquire hidden sectors due to an incompatibility with the access method. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48 + HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-96 
DCOMAX 308435455 
HPAMAX 298435455 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Drive reset 

Verification criteria 

1. Linen notified the user, during, before or after the acquisition, that hidden sectors were 
present. 
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SKL-DITC-97  

Assertions tested 

SKL-DIA-10: The tool notifies the user that hidden sectors may be present but undetected if the 
tool is unable to determine whether hidden sectors are present due to an incompati-
bility with the access interface. 

SKL-DIA-12: The tool notifies the user that hidden sectors will not be acquired if the tool is una-
ble to acquire hidden sectors due to an incompatibility with the access method. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48 + HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-97 
DCOMAX 308435455 
HPAMAX 298435455 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Drive reset 

Verification criteria 

1. Linen notified the user, during, before or after the acquisition, that hidden sectors were 
present. 
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SKL-DITC-98  

Assertions tested 

SKL-DIA-22: If the tool is creating the image file and there is insufficient space on the image des-
tination device to contain the image data, the tool notifies the user. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-98 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition choosing the destination drive, which has less free 

space than the size of the test drive. 
3. Perform procedure Drive reset 

Verification criteria 

1. EnCase notified the user before or during the acquisition about insufficient disk space to 
save the image of the test drive.  

 

 



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1 TEST PLAN 

December 2007 updated March 2008  119(181) 

SKL-DITC-99  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-99 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output. 
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SKL-DITC-100  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-100 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output. 
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SKL-DITC-101  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: BIOS (AM-BIOS) 
Physical interface: Write Blocker (PI-WB-DL) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-101 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-102  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-102 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX 2000000 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-103  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-103 
SECTORS 5000000 
BADBLOCKS 550 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-104  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-104 
SECTORS 5000000 
BADBLOCKS 550-560 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-105  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA28 (CS-LBA28) 
Unresolved errors: non-consecutive errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-105 
SECTORS 5000000 
BADBLOCKS 550-560,1070-1080 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-106  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-106 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-107  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-107 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX 2000000 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-108  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48, HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-108 
BADBLOCKS Not set 
DCOMAX 308435455 
HPAMAX 298435455 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output 
2. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-109  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: single error (ER-ONE) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-109 
SECTORS 5000000 
BADBLOCKS 550 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-110  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: consecutive errors (ER-SPAN) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-110 
SECTORS 5000000 
BADBLOCKS 550-560 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-111  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-14: If unresolved errors occur while reading from the digital source, the tool notifies the 

user of the error type and location within the digital source. 
SKL-DIA-15: If unresolved errors occur while reading from the digital source, the tool uses a be-

nign fill in the destination object in place of the inaccessible data. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Unresolved errors: non-consecutive errors (ER-MULTI) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-111 
SECTORS 5000000 
BADBLOCKS 550-560,1070-1080 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1 TEST PLAN 

December 2007 updated March 2008  132(181) 

SKL-DITC-112  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-112 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Windows acquisition 
3. Perform procedure Windows verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-113  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-BEG32) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-113 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 268435456 300000000 268435456,31564545,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-114  

Assertions tested 

SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 
source. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-END48) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-114 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Size Code 
1 Primary, FAT32 -1000 2000 -1000,2000,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Drive reset 

Verification criteria 

1. EnCase notified the user about irregular partition table 
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SKL-DITC-115  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-MANY) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-114  
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 35 

Partition table: 
Nr. Type First LBA Last LBA Code 
36.  Extended 1 4000001 1,4000000,E 
37.  Empty - - ,, 
38.  Empty - - ,, 
39.  Empty - - ,, 
40.  Logical, FAT32 50 100000 50,99950,c 
41.  Logical, FAT32 100050 200000 100050,99950,c 
42.  Logical, FAT32 200050 300000 200050,99950,c 
43.  Logical, FAT32 300050 400000 300050,99950,c 
44.  Logical, FAT32 400050 500000 400050,99950,c 
45.  Logical, FAT32 500050 600000 500050,99950,c 
46.  Logical, FAT32 600050 700000 600050,99950,c 
47.  Logical, FAT32 700050 800000 700050,99950,c 
48.  Logical, FAT32 800050 900000 800050,99950,c 
49.  Logical, FAT32 900050 1000000 900050,99950,c 
50.  Logical, FAT32 1000050 1100000 1000050,99950,c 
51.  Logical, FAT32 1100050 1200000 1100050,99950,c 
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52.  Logical, FAT32 1200050 1300000 1200050,99950,c 
53.  Logical, FAT32 1300050 1400000 1300050,99950,c 
54.  Logical, FAT32 1400050 1500000 1400050,99950,c 
55.  Logical, FAT32 1500050 1600000 1500050,99950,c 
56.  Logical, FAT32 1600050 1700000 1600050,99950,c 
57.  Logical, FAT32 1700050 1800000 1700050,99950,c 
58.  Logical, FAT32 1800050 1900000 1800050,99950,c 
59.  Logical, FAT32 1900050 2000000 1900050,99950,c 
60.  Logical, FAT32 2000050 2100000 2000050,99950,c 
61.  Logical, FAT32 2100050 2200000 2100050,99950,c 
62.  Logical, FAT32 2200050 2300000 2200050,99950,c 
63.  Logical, FAT32 2300050 2400000 2300050,99950,c 
64.  Logical, FAT32 2400050 2500000 2400050,99950,c 
65.  Logical, FAT32 2500050 2600000 2500050,99950,c 
66.  Logical, FAT32 2600050 2700000 2600050,99950,c 
67.  Logical, FAT32 2700050 2800000 2700050,99950,c 
68.  Logical, FAT32 2800050 2900000 2800050,99950,c 
69.  Logical, FAT32 2900050 3000000 2900050,99950,c 
70.  Logical, FAT32 3000050 3100000 3000050,99950,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-116  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 

source. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-OVR) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-116 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 2 

Partition table: 
Nr. Type First LBA Last LBA Code 
1. Primary, FAT32 1 3000000 1,3000000,c 
2. Primary, FAT32 2000001 4000000 2000001,2000000,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user about irregular partition table 
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SKL-DITC-117  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 

source. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-END) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-117 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 268435456 Last addressable LBA, 

indicated by atatool 
268435456, 
4026531839,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user about irregular partition table 
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SKL-DITC-118  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-HPA) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-118 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX 200000 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 100000 500000 100000,400000,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-119  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-DCO) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-119 
BADBLOCKS Not set 
DCOMAX 200000 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 100000 500000 100000,400000,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
2. EnCase notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-120  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) with automatic HPA removal disabled  
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA28 addressing but not LBA48 
2. Parameters: 

TESTNAME SKL-DITC-120 
DCOMAX Not set 
HPAMAX 200000 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-121  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) with automatic HPA removal disabled 
Access method: BIOS (AM-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48 + HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-121 
DCOMAX 308435455 
HPAMAX 298435455 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-122  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) with automatic HPA removal disabled 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-122 
DCOMAX Not set 
HPAMAX 40000000 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-123  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) with automatic HPA removal disabled 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Hidden sectors: HPA (HS-HPA) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-123 
DCOMAX Not set 
HPAMAX 2000000 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-124  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) with automatic HPA removal disabled 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48 + HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-124 
DCOMAX 308435455 
HPAMAX 298435455 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-125  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) with automatic HPA removal disabled 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Hidden sectors: HPA48 and DCO (HS-HPA48 + HS-DCO) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-125 
DCOMAX 308435455 
HPAMAX 20000000 
BADBLOCKS Not set 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup  
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-126  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) with automatic HPA removal disabled 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-HPA) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-126 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX 40000000 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 30000000 44999999 30000000,15000000,c 

Procedure 

3. Perform procedure Drive setup 
4. Perform procedure Partition setup 
5. Perform procedure Linux acquisition 
6. Perform procedure Linux verification and cleanup  
7. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-127  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) with automatic HPA removal disabled 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-HPA) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-127 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX 2000000 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 100000 500000 100000,400000,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-128  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-07: All hidden data sectors are acquired from the digital source. 
SKL-DIA-08: The tool notifies the user about the presence of any hidden data sectors. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-DCO) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-128 
BADBLOCKS Not set 
DCOMAX 40000000 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 30000000 44999999 30000000,15000000,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user, during, before or after the acquisition, that hidden sectors were 

present 
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SKL-DITC-129  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-129 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
MULTCOUNT 0 
BLOCKSIZE 64 
ERRGRAN 64 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output 
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SKL-DITC-130  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-130 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
MULTCOUNT 1 
BLOCKSIZE 64 
ERRGRAN 64 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output 
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SKL-DITC-131  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-131 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
MULTCOUNT 0 
BLOCKSIZE 64 
ERRGRAN 1 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output 
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SKL-DITC-132  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-132 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
MULTCOUNT 1 
BLOCKSIZE 64 
ERRGRAN 1 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output 
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SKL-DITC-133  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-133 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
MULTCOUNT 8 
BLOCKSIZE 8 
ERRGRAN 8 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output 
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SKL-DITC-134  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-134 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
MULTCOUNT 8 
BLOCKSIZE 64 
ERRGRAN 64 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output 
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SKL-DITC-135  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-135 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
MULTCOUNT 2 
BLOCKSIZE 64 
ERRGRAN 64 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output 
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SKL-DITC-136  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-136 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
MULTCOUNT 2 
BLOCKSIZE 64 
ERRGRAN 1 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output 
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SKL-DITC-137  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-IDE) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA28 (CS-LBA28) 
Digital source: disk (DS-DISK) 

Setup 

1. Test drive: LBA28 drive 
2. Parameters: 

TESTNAME SKL-DITC-137 
DCOMAX Not set 
HPAMAX Not set 
BADBLOCKS Not set 
MULTCOUNT 2 
BLOCKSIZE 1 
ERRGRAN 1 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Linux acquisition 
3. Perform procedure Linux verification and cleanup 
4. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output 
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SKL-DITC-138  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-F16) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-138 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT16 1 20000 1,20000,4 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-139  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-F32) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-139 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 1 200000 1,200000,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-140  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-NTFS) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-140 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, NTFS 1 200000 1,200000,7 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-141  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-Linux) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-141 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, Linux 1 200000 1,200000,83 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-142  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Windows (XE-WXP) 
Access method: Windows XP (AM-WXP) 
Physical interface: FastBlock Write Blocker (PI-WB-FB) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PART-UNKNOWN) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-142 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, Plan 9 1 200000 1,200000,39 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Windows acquisition 
4. Perform procedure Windows verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Windows verification and cleanup produces “pass” as its output  
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SKL-DITC-143  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-BEG32) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-143 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 268435456 300000000 268435456,31564545,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-144  

Assertions tested 

SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 
source. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-END48) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-144 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Size Code 
1 Primary, FAT32 -1000 2000 -1000, 2000,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Drive reset 

Verification criteria 

1. Linen notified the user about irregular partition table. 
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SKL-DITC-145  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-MANY) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-145 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 35 

Partition table: 
Nr. Type First LBA Last LBA Code 
36.  Extended 1 4000001 1,4000000,E 
37.  Empty - - ,, 
38.  Empty - - ,, 
39.  Empty - - ,, 
40.  Logical, FAT32 50 100000 50,99950,c 
41.  Logical, FAT32 100050 200000 100050,99950,c 
42.  Logical, FAT32 200050 300000 200050,99950,c 
43.  Logical, FAT32 300050 400000 300050,99950,c 
44.  Logical, FAT32 400050 500000 400050,99950,c 
45.  Logical, FAT32 500050 600000 500050,99950,c 
46.  Logical, FAT32 600050 700000 600050,99950,c 
47.  Logical, FAT32 700050 800000 700050,99950,c 
48.  Logical, FAT32 800050 900000 800050,99950,c 
49.  Logical, FAT32 900050 1000000 900050,99950,c 
50.  Logical, FAT32 1000050 1100000 1000050,99950,c 
51.  Logical, FAT32 1100050 1200000 1100050,99950,c 
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52.  Logical, FAT32 1200050 1300000 1200050,99950,c 
53.  Logical, FAT32 1300050 1400000 1300050,99950,c 
54.  Logical, FAT32 1400050 1500000 1400050,99950,c 
55.  Logical, FAT32 1500050 1600000 1500050,99950,c 
56.  Logical, FAT32 1600050 1700000 1600050,99950,c 
57.  Logical, FAT32 1700050 1800000 1700050,99950,c 
58.  Logical, FAT32 1800050 1900000 1800050,99950,c 
59.  Logical, FAT32 1900050 2000000 1900050,99950,c 
60.  Logical, FAT32 2000050 2100000 2000050,99950,c 
61.  Logical, FAT32 2100050 2200000 2100050,99950,c 
62.  Logical, FAT32 2200050 2300000 2200050,99950,c 
63.  Logical, FAT32 2300050 2400000 2300050,99950,c 
64.  Logical, FAT32 2400050 2500000 2400050,99950,c 
65.  Logical, FAT32 2500050 2600000 2500050,99950,c 
66.  Logical, FAT32 2600050 2700000 2600050,99950,c 
67.  Logical, FAT32 2700050 2800000 2700050,99950,c 
68.  Logical, FAT32 2800050 2900000 2800050,99950,c 
69.  Logical, FAT32 2900050 3000000 2900050,99950,c 
70.  Logical, FAT32 3000050 3100000 3000050,99950,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
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SKL-DITC-146  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 

source. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-OVR) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-146 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 2 

Partition table: 
Nr. Type First LBA Last LBA Code 
1. Primary, FAT32 1 3000001 1,3000000,c 
2. Primary, FAT32 2000001 4000001 2000001,2000000,c 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user about irregular partition table. 
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SKL-DITC-147  

Assertions tested 

SKL-DIA-01: The tool uses a supported access interface to access the digital source. 
SKL-DIA-02: The tool uses a supported access method to access the digital source. 
SKL-DIA-03: The tool executes in the execution environment. 
SKL-DIA-04: The tool acquires a digital source. 
SKL-DIA-05: The tool creates an image file of the digital source. 
SKL-DIA-06: All visible data sectors are acquired from the digital source. 
SKL-DIA-13: All sectors acquired from the digital source are acquired accurately. 
SKL-DIA-18: The data represented by an image file created by the tool is the same as the data ac-

quired by the tool. 
SKL-DIA-24: The tool notifies the user about any irregularities in the configuration of the digital 

source. 
SKL-DIA-25: The tool indicates, during or after acquisition, or in the acquired image file, which 

digital source was acquired, the start and end sector of the data acquired, and the 
time of acquisition. 

Variations 

Execution environment: Linux (XE-LX) 
Access method: Conventional IDE drivers (AM-LX-BIOS) 
Physical interface: Parallel ATA (PI-PATA) 
Command set: LBA48 (CS-LBA48) 
Digital source: Partition (DS-PT-END) 

Setup 

1. Test drive: ATA drive supporting LBA48 addressing 
2. Parameters: 

TESTNAME SKL-DITC-147 
BADBLOCKS Not set 
DCOMAX Not set 
HPAMAX Not set 
PARTITION 1 

Partition table: 
Nr. Type First LBA Last LBA Code 
1 Primary, FAT32 268435456 Last addressable LBA, 

indicated by atatool 
268435456, 
4026531839,c 

 

Procedure 

1. Perform procedure Drive setup 
2. Perform procedure Partition setup 
3. Perform procedure Linux acquisition 
4. Perform procedure Linux verification and cleanup  
5. Perform procedure Drive reset 

Verification criteria 

1. Linux verification and cleanup produces “pass” as its output  
2. Linen notified the user about irregular partition table. 
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6 Tables 

The following tables summarize the test cases: 

• Table 1 lists the correspondence ot assertions to requirements. 

• Table 2 lists the correspondence of test cases to assertions. 

• Table 3 lists the correspondence of test cases to technical variations. 

 

Table 1: Correspondence of assertions to requirements 
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1 X                   

2 X                   

3 X                   

4 X                   

5  X                  

6   X                 

7    X                

8     X               

9      X              

10      X              

11       X             

12       X             

13        X            

14         X           

15          X          

16           X         

17            X        

18             X       

19             X       

20              X      

21               X     

22                X    

23                 X   

24                  X  

25                   X 
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Table 2: Correspondence of test cases to assertions 
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1 X X X X X X X X     X     X       X

2 X X X X X X       X X X   X       X

3 X X X X X X       X X X   X       X

4 X X X X X X       X X X   X       X

5 X X X X X X       X     X       X

6 X X X X X X X X     X     X       X

7 X X X X X X X X     X     X       X

8 X X X X X X       X X X   X       X

9 X X X X X X       X X X   X       X

10 X X X X X X       X X X   X       X

11 X X X X X X       X     X       X

12 X X X X X X X X     X     X       X

13 X X X X X X       X X X   X       X

14 X X X X X X       X X X   X       X

15 X X X X X X       X X X   X       X

16 X X X X X X       X     X       X

17 X X X X X X X X     X     X       X

18 X X X X X X X X     X     X       X

19 X X X X X X       X X X   X       X

20 X X X X X X       X X X   X       X

21 X X X X X X       X X X   X       X

22 X X X X X X       X     X       X

23 X X X X X X X X     X     X       X

24 X X X X X X X X     X     X       X

25 X X X X X X       X X X   X       X

26 X X X X X X       X X X   X       X

27 X X X X X X       X X X   X       X

28 X X X X X X       X     X       X

29 X X X X X X X X     X     X       X

30 X X X X X X       X X X   X       X

31 X X X X X X       X X X   X       X

32 X X X X X X       X X X   X       X

33 X X X X X X       X     X       X

34 X X X X X X X X     X     X       X

35 X X X X X X X X     X     X       X

36 X X X X X X       X     X       X

37 X X X X X X X X     X     X       X

38 X X X X X X       X X X   X       X

39 X X X X X X       X X X   X       X

40 X X X X X X       X X X   X       X

41 X X X X X X       X     X       X

42 X X X X X X X X     X     X       X

43 X X X X X X X X     X     X       X

44 X X X X X X       X X X   X       X

45 X X X X X X       X X X   X       X

46 X X X X X X       X X X   X       X

47 X X X X X X       X     X       X
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48 X X X X X X X X     X     X       X

49 X X X X X X X X     X     X       X

50 X X X X X X       X X X   X       X

51 X X X X X X       X X X   X       X

52 X X X X X X       X X X   X       X

53 X X X X X X       X     X       X

54 X X X X X X X X     X     X       X

55 X X X X X X       X X X   X       X

56 X X X X X X       X X X   X       X

57 X X X X X X       X X X   X       X

58 X X X X X X       X     X       X

59 X X X X X X X X     X     X       X

60 X X X X X X X X     X     X       X

61 X X X X X X       X X X   X       X

62 X X X X X X       X X X   X       X

63 X X X X X X       X X X   X       X

64 X X X X X X       X     X       X

65 X X X X X X       X     X       X

66                        X  

67 X X X X X X       X     X       X

68 X X X X X X       X     X      X X

69 X X X X X X       X     X      X X

70 X X X X X X       X X X   X      X X

71 X X X X X X X X     X     X       X

72 X X X X X X X X     X     X       X

73 X X X X X X       X     X       X

74                        X  

75 X X X X X X       X     X       X

76 X X X X X X       X     X      X X

77 X X X X X X       X     X      X X

78 X X X X X X       X X X   X      X X

79 X X X X X X X X     X     X       X

80 X X X X X X X X     X     X       X

81 X X X X X X       X     X       X

82 X X X X X X       X     X       X

83 X X X X X X       X     X       X

84 X X X X X X       X     X       X

85 X X X X X X       X     X       X

86 X X X X X X       X     X       X

87 X X X X X X       X     X       X

88 X X X X X X       X     X       X

89 X X X X X X       X     X       X

90 X X X X X X       X     X       X

91                X X         

92                      X    

93                       X   

94                       X   

95         X  X               
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96          X  X              

97          X  X              

98                      X    

99 X X X X X X       X     X       X

100 X X X X X X       X     X       X

101 X X X X X X       X     X       X

102 X X X X X X X X     X     X       X

103 X X X X X X       X X X   X       X

104 X X X X X X       X X X   X       X

105 X X X X X X       X X X   X       X

106 X X X X X X       X     X       X

107 X X X X X X X X     X     X       X

108 X X X X X X X X     X     X       X

109 X X X X X X       X X X   X       X

110 X X X X X X       X X X   X       X

111 X X X X X X       X X X   X       X

112 X X X X X X       X     X       X

113 X X X X X X       X     X       X

114                        X  

115 X X X X X X       X     X       X

116 X X X X X X       X     X      X X

117 X X X X X X       X     X      X X

118 X X X X X X X X     X     X       X

119 X X X X X X X X     X     X       X

120 X X X X X X X X     X     X       X

121 X X X X X X X X     X     X       X

122 X X X X X X X X     X     X       X

123 X X X X X X X X     X     X       X

124 X X X X X X X X     X     X       X

125 X X X X X X X X     X     X       X

126 X X X X X X X X     X     X       X

127 X X X X X X X X     X     X       X

128 X X X X X X X X     X     X       X

129 X X X X X X       X     X       X

130 X X X X X X       X     X       X

131 X X X X X X       X     X       X

132 X X X X X X       X     X       X

133 X X X X X X       X     X       X

134 X X X X X X       X     X       X

135 X X X X X X       X     X       X

136 X X X X X X       X     X       X

137 X X X X X X       X     X       X

138 X X X X X X       X     X       X

139 X X X X X X       X     X       X

140 X X X X X X       X     X       X

141 X X X X X X       X     X       X

142 X X X X X X       X     X       X

143 X X X X X X       X     X       X
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144                        X  

145 X X X X X X       X     X       X

146 X X X X X X       X     X      X X

147 X X X X X X       X     X      X X
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Table 3: Correspondence of test cases to technical variations 
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1 X   X    X    X  X       X              

2 X   X    X    X      X   X              

3 X   X    X    X       X  X              

4 X   X    X    X        X X              

5 X   X    X    X         X              

6 X   X    X     X X       X              

7 X   X    X     X  X X     X              

8 X   X    X     X     X   X              

9 X   X    X     X      X  X              

10 X   X    X     X       X X              

11 X   X    X     X        X              

12  X   X   X    X  X       X              

13  X   X   X    X      X   X              

14  X   X   X    X       X  X              

15  X   X   X    X        X X              

16  X   X   X    X         X              

17  X   X   X     X X       X              

18  X   X   X     X  X X     X              

19  X   X   X     X     X   X              

20  X   X   X     X      X  X              

21  X   X   X     X       X X              

22  X   X   X     X        X              

23  X   X     X   X  X X     X              

24  X   X     X  X     X                  

25  X   X     X   X     X   X              

26  X   X     X   X      X  X              

27  X   X     X   X       X X              
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28  X   X     X   X        X              

29  X   X      X X  X       X              

30  X   X      X X      X   X              

31  X   X      X X       X  X              

32  X   X      X X        X X              

33  X   X      X X         X              

34  X   X      X  X  X X     X              

35  X   X      X X     X                  

36  X   X      X  X        X              

37  X    X     X X  X       X              

38  X    X     X X      X   X              

39  X    X     X X       X  X              

40  X    X     X X        X X              

41  X    X     X X         X              

42  X    X     X  X  X X     X              

43  X    X     X X     X                  

44  X    X     X  X     X   X              

45  X    X     X  X      X  X              

46  X    X     X  X       X X              

47  X    X     X  X        X              

48  X     X   X   X  X X     X              

49  X     X   X  X     X                  

50  X     X   X   X     X   X              

51  X     X   X   X      X  X              

52  X     X   X   X       X X              

53  X     X   X   X        X              

54  X     X    X X  X       X              

55  X     X    X X      X   X              

56  X     X    X X       X  X              

57  X     X    X X        X X              
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58  X     X    X X         X              

59  X     X    X  X  X X     X              

60  X     X    X X     X                  

61  X     X    X  X     X   X              

62  X     X    X  X      X  X              

63  X     X    X  X       X X              

64  X     X    X  X        X              

65                           X        

66 X   X    X     X               X       

67 X   X    X     X                X      

68 X   X    X     X                 X     

69 X   X    X     X                  X    

70 X   X    X     X                   X   

71 X   X    X     X                    X  

72 X   X    X     X                     X 

73  X    X     X  X              X        

74  X    X     X  X               X       

75  X    X     X  X                X      

76  X    X     X  X                 X     

77  X    X     X  X                  X    

78  X    X     X  X                   X   

79  X    X     X  X                    X  

80  X    X     X  X                     X 

81 X   X    X     X         X             

82 X   X    X     X          X            

83 X   X    X     X           X           

84 X   X    X     X            X          

85 X   X    X     X             X         

86  X   X   X     X         X             

87  X   X   X     X          X            
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88  X   X   X     X           X           

89  X   X   X     X            X          

90  X   X   X     X             X         

91  X   X X X    X  X        X              

92  X    X     X  X        X              

93  X   X   X  X X  X        X              

94  X    X  X  X X  X        X              

95 X   X    X     X  X X     X              

96  X    X     X  X  X X     X              

97  X   X      X  X  X X     X              

98 X   X    X     X        X              

99  X   X      X X         X              

100  X    X     X X         X              

101  X   X   X    X         X              

102 X   X     X   X  X       X              

103 X   X     X   X      X   X              

104 X   X     X   X       X  X              

105 X   X     X   X        X X              

106 X   X     X   X         X              

107 X   X     X    X X       X              

108 X   X     X    X  X X     X              

109 X   X     X    X     X   X              

110 X   X     X    X      X  X              

111 X   X     X    X       X X              

112 X   X     X    X        X              

113 X   X     X    X              X        

114 X   X     X    X               X       

115 X   X     X    X                X      

116 X   X     X    X                 X     

117 X   X     X    X                  X    
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118 X   X     X    X                    X  

119 X   X     X    X                     X 

120   X  X      X X  X       X              

121   X  X      X  X  X X     X              

122   X   X     X X  X       X              

123   X   X     X X  X       X              

124   X   X     X  X  X X     X              

125   X   X     X  X  X X     X              

126   X   X     X  X                    X  

127   X   X     X  X                    X  

128  X    X     X  X                     X 

129  X    X     X  X        X              

130  X    X     X  X        X              

131  X    X     X  X        X              

132  X    X     X  X        X              

133  X    X     X  X        X              

134  X    X     X  X        X              

135  X    X     X  X        X              

136  X    X     X  X        X              

137  X    X     X  X        X              

138 X   X     X    X         X             

139 X   X     X    X          X            

140 X   X     X    X           X           

141 X   X     X    X            X          

142 X   X     X    X             X         

143  X   X      X  X              X        

144  X   X      X  X               X       

145  X   X      X  X                X      

146  X   X      X  X                 X     

147  X   X      X  X                  X    
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1 Summary 

This document identifies the main requirements on disk imaging tools that are relevant to 
Swedish law enforcement. These have been gathered through the following means, sup-
ported by a thorough review of the literature: 

• Review of existing work, in particular the NIST CFTT specifications for digital data 
acquisition tools. 

• Through discussions and interviews with representatives of the Swedish law en-
forcement community. 

• Review of relevant technical standards, in particular the ATA specifications, to iden-
tify technical challenges. 

• Review of the documentation for various disk imaging tools, to identify technical 
challenges. 

We have chosen to structure the requirements in a manner similar to the CFTT require-
ments specification. The set of requirements overlaps with the CFTT requirements, but 
omits several optional requirements from the CFTT and includes several new require-
ments. We have also identified the technical variations that are relevant in this project. 

Updates March 2008 

Requirement SKL-DI-19 was added. The following technical variations were added: PI-
WB-FB, PI-WB-DL, HS-LBA28, XE-LX-HPA and PT-END48. Documented that testing 
will include additional physical interfaces and other variations. 
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2 Background 

2.1 NIST CFTT specifications 

The goal of the Computer Forensic Tool Testing (CFTT) project at the National Institute 
of Standards and Technology (NIST) [1] is to establish a methodology for testing com-
puter forensic software tools by development of general tool specifications, test proce-
dures, test criteria, test sets, and test hardware. CFTT is the most comprehensive forensic 
tool test framework we are aware of today. 

CFTT divides the activities of forensic investigations into categories, and then develops a 
test methodology for each category. The test methodologies follow a standard validation 
and verification procedure, where first a set of generic requirements and test cases are de-
veloped, and then a tool-specific test procedure is create for each tool. 

The most recent requirements specification published by the CFTT is the 2004 draft of 
the Digital Data Acquisition Test Specification, version 4.0. Earlier versions of the docu-
ment have limited utility in this project, as technology has progressed significantly since 
the earlier standards were published. 

The CFTT specification identifies a set of eight mandatory features, and 18 optional fea-
tures of a disk imaging tool. The features are independent of hardware and execution en-
vironment, so thorough tool testing must test each feature under a variety of conditions. 
The possible variations are not identified in the CFTT specifications. 

We have identified certain flaws in the CFTT specification, some of which have resulted 
in additional requirements: 

1. Although the CFTT specifications state that digital acquisition tools must acquire 
hidden sectors on the source medium, it ignores the fact that while the tool may be 
capable to do so, the hardware or execution environment may prevent such acquisi-
tion. There are no requirements stating how the tool should behave in such a situa-
tion. 

2. The CFTT requirements to not address acquisition of multi-disk volumes (e.g. RAID 
sets). Hardware and software RAID is affordable and common today, and should be 
addressed in the specification. 

3. For tools that offer acquisition of unprotected sources, CFTT mandates that the tool 
must not modify the source during the acquisition process. This requirement has sev-
eral problems: it is not testable, and ignores the fact that acquisition of hidden sectors 
requires modifying the configuration of the source. 

We have created a set of requirements matching the first point. The second point is ig-
nored as the focus of this project is on the accuracy of acquisition; the ability of the tool 
to piece together a multi-disk volume from separate images does not have any bearing on 
the accuracy of those images. Finally, in response to the third point, we have modified 
CFTT requirement DI-RO-18.  

2.1.1 Implications of the CFTT specifications 

We intend to base our specifications on the CFTT specifications, but we will not test all 
optional requirements, will need to modify some of the CFTT requirements, and will need 
to add additional requirements. 
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2.2 Discussions and interviews 

SKL, RKP, and the Police have indicated a number of issues they are interested in, which 
we have translated into requirements. In particular, the following issues were identified: 

• Accuracy of the image files 

• Ability to acquire data hidden by HPA and/or DCO 

• Accuracy in the presence of read errors on the storage medium. 

• Accuracy in various usage scenarios (hardware and execution environment varia-
tions). 

These points are mostly covered by the CFTT requirements (with our additions). The last 
point does not give rise to additional requirements (as they are designed to be indepen-
dent of the hardware and execution environment), but will affect the test plan. 

In addition to issues concerning disk imaging, most of the issues that were raised related 
to use of EnCase (and other tools) to analyze acquired data. These are outside the scope 
of this project. 

We also gathered information concerning the methods and hardware used by the Police 
and RKP. From this information, it is clear that write blockers of various kinds are gener-
ally used, but that there is no standard on what product or even physical interface to use. 

2.2.1 Implications of discussions and interviews 

The discussions and interviews show which areas are of primary concern. This will lead 
to a reduction in the total set of requirements tested. For example, we will not test clone 
creation or logging facilities of the tool. 

For test case construction, the discussions and interviews show that the following execu-
tion environments are of interest: 

• Linux 

• Windows XP 

The following physical interfaces are of interest: 

• Parallel ATA (PATA) 

• Serial ATA (SATA) 

• DriveLock (USB 2.0) 

• FastBloc®2 FE (Firewire interface) 

Since we have only committed to conducting tests using the PATA interface, only limited 
testing will be conducted using other interfaces. 

2.3 ATA standards review 

The ATA standards specify the technology of interest in this project. Review of the stan-
dards has resulted both in the exclusion of certain scenarios that were initially thought to 
be of interest for the project, and identification of additional scenarios not previously con-
sidered. 

The most recent draft of the CFTT requirements was published when ATA-6 was the cur-
rent ATA standard. Today, ATA-7 is current, and ATA-8 is under development. We have 
focused our study on ATA-6 [7], ATA-7 [8] and ATA-8 [9]. 
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Defect lists 

Acquisition of data in sectors marked as defective (the permanent and grown defect lists) 
by the disk will not be tested, as the ATA interface does not provide commands to mani-
pulate defect lists. Requirements related to the defect list should be considered if evalua-
tion is conducted using the SCSI interface, which does permit certain manipulation of the 
grown defect list. 

Addressing 

The current ATA interface supports three different modes of addressing individual sectors 
on the drive. The original addressing method, used prior to the first ATA specification, 
CHS, is limited to the first 8GB of a drive. The second method, LBA28, introduced in the 
ATA-1 [4] specification, is limited to the first 128GB of the drive. The address size was 
increased to 48 bits in the ATA-6 [7] standard. 

ATA-4 

The ATA-4 [6] standard introduced the Host Protected Area (HPA) feature set, which can 
be used to reduce the apparent size of a disk. 

HPA is anticipated by version 4 of the CFTT requirements, which makes reference to 
“hidden sectors”. We will need to include test cases where hidden sectors are the result of 
configuring an HPA. Reading sectors hidden by HPA requires temporarily changing the 
configuration of the drive. Since one of the requirements of forensic acquisition is that the 
subject disk is unchanged, it is important to verify that the tool makes minimal changes to 
the configuration, and properly restores the original configuration after acquiring the 
drive. 

ATA-6 

The ATA-6 [7] standard introduced the Device Configuration Overlay (DCO) feature set, 
which can be used to reduce the apparent size of a disk, and 48 Bit Logical Block Ad-
dressing (LBA48). 

DCO is anticipated by version 4 of the CFTT requirements, which makes reference only 
“hidden sectors”. We will need to include test cases where hidden sectors are the result of 
configuring the DCO. Reading sectors hidden by DCO requires temporarily changing the 
configuration of the drive. Since one of the requirements of forensic acquisition is that the 
subject disk is unchanged, it is important to verify that the tool makes minimal changes to 
the configuration, and properly restores the original configuration after acquiring the 
drive. 

The DCO can be used to reduce the apparent capacity of a drive, which creates hidden 
sectors. Less recognized is that the DCO can also be used to disable 48 bit addressing, 
which effectively makes only the first 128GiB of the drive accessible. 

The relevance of LBA48 to testing is determined by how the tool accesses the disk. If the 
disk is accessed through the operating system, then support for LBA48 is independent of 
the tool. If, however, the tool accesses the disk directly through the ATA protocol (for 
example, by issuing SG_IO/ATA16 or HDIO_DRIVE_TASKFILE ioctls on Linux, or 
IOCTL_ATA_PASS_THROUGH on Windows), then support for LBA48 is determined 
by the tool itself. For this reason the requirements must cover situations where LBA48 is 
required, where it is optional and where it is unsupported. 

ATA-7  

ATA-7 [8] introduces the long physical and long logical sector feature sets for non-packet 
devices (i.e. fixed hard disks).  



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1 TOOL REQUIREMENTS 
  

October 2007 updated March 2008  11(23) 

Long physical sectors are motivated by the need for better storage efficiency (less over-
head for error correcting codes), and do not affect acquisition tools. 

Long logical sectors are intended to support server applications. Here, the size of a logical 
sector is increased from the normal 512 bytes (256 words). Common sizes are 520 and 
528 bytes. Long logical sectors may affect acquisition tools, particularly if they use low-
level interfaces to access the disks. 

ATA-8 

ATA-8 [9] is currently under development, so information gathered from the ATA-8 draft 
is subject to change. Certain manufacturers support parts of the ATA-8 standard in recent 
products, but such support is sporadic, may be undocumented, and may not follow the 
standard precisely.  

Since ATA-8 is still subject to quite extensive change, we will not identify any require-
ments related to this standard. 

2.3.1 Implications of the ATA standards 

The ATA specifications have a number of implications for requirements and test cases, 
summarized below: 

• Test cases will be constructed where hidden sectors are the result of a HPA to ensure 
that the tool is capable of detecting and removing HPA. 

• Test cases will be constructed where hidden sectors are the result of a DCO to ensure 
that the tool is capable of restoring device size limited by DCO. 

• Test cases will be constructed where hidden sectors are the result of disabling 48 bit 
addressing using the DCO. 

• Test cases will be constructed where hidden sectors are the result of both a HPA and 
a DCO to ensure that the tool is capable of manipulating the two in the correct order. 

• Test cases will be constructed testing that the configuration changes made in order to 
read hidden sectors are as insignificant as possible. 

• Test cases will be constructed testing that the tool does not affect the configuration of 
the drive (HPA and DCO) after the conclusion of acquisition, and subsequent power-
cycling of the drive. 

• Test cases where LBA48 addressing is required to read visible sectors will be con-
structed to ensure that the tool uses 48 bit addresses when needed. 

• Where there are two addressing variants of a command (LBA28 and LBA48) tests us-
ing equipment supporting only the older command and tests requiring the newer 
command (due to the use of 48 bit addresses) will be performed. 

• Tests will be conducted using equipment that does not support LBA48 to ensure that 
the tool is capable of selecting the appropriate command depending on the capabili-
ties of the hardware. 

• Requirements related to the long logical sector sizes will be identified (but may be 
left untested, as the requisite hardware is currently not available). 

2.4 Review of the tools 

The documentation for the tool itself can also provide clues as to what technical chal-
lenges there might be. EnCase provides two fundamental mechanisms for acquiring a 
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subject drive: a Linux-based solution (LinEn), which replaces the DOS-based solution 
provided in earlier versions of EnCase, and a Windows-based solution (i.e. acquisition 
from within the EnCase user interface). 

The documentation states that hidden sectors can only be acquired using LinEn, and then 
only if something called “direct ATA mode” is supported and used. Guidance Software 
technical support was unable to specify what precisely “direct ATA mode” means. Our 
own analysis of the tool’s behavior1 has determined that “direct ATA mode” is supported 
if “IDE Taskfile Access” (the CONFIG_IDE_TASK_IOCTL configuration parameter) is 
enabled in the Linux kernel. This enables the HDIO_DRIVE_TASKFILE ioctl, which is 
supported by Linux’ conventional IDE drivers. 

Furthermore, EnCase has the ability to acquire individual partitions, which implies that it 
is sensitive to the partition table. 

2.4.1 Implications of tool review 

We will need to conduct two sets of tests: one for the Linux-based solution and one for 
the Windows-based solution. 

Typically, requirements are defined without taking into account the implementation de-
tails of the tools under test. However, our review of the tools has brought to light several 
issues concerning their interaction with the operating system, hardware, and user. In the 
case of LinEn, these are mainly related to the use of “direct ATA mode”, which is re-
quired in order to acquire drives with hidden sectors. 

Because LinEn sends ATA commands directly to the drive when using “direct ATA 
mode”, it may be very sensitive to the command set implemented by the subject drive. 
This means that we will need to conduct separate tests using drives that implement vari-
ous versions of the ATA command set.  

The HDIO_DRIVE_TASKFILE interface is supported only by the original Linux IDE 
drivers. The original IDE drivers are successively being replaced by drivers based on the 
libATA software library. These drivers expose the generic SCSI API (SG_IO) as well as 
a set of legacy functions, but not HDIO_DRIVE_TASKFILE.  The libATA library trans-
lates SCSI commands to ATA commands according to SCSI/ATA Translation standard 
(SAT) [10]. Low level access to ATA devices equivalent to that provided by 
HDIO_DRIVE_TASKFILE can be accomplished by issuing the ATA PASS THROUGH 
(16) command, specified in SAT. 

We will need to verify that LinEn uses “direct ATA mode” whenever it is selected, re-
gardless of what kinds of drivers are loaded in the operating system. In particular, we 
must test acquisition of drives with HPA or DCO through libATA to determine if LinEn 
can use “direct ATA mode” with this interface. 

Requirements involving variations of the partition table will also need to be identified. 
However, since acquisition is typically done one drive at a time rather than one partition 
at a time, such requirements may be left undeveloped or untested. 

                                                 
1 Our analysis of the behavior of LinEn was conducted by observing its behavior in several different configura-
tions of the Linux kernel. No reverse engineering was attempted or required. 
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3 Fundamental requirements 

ID Description Variations

SKL-DI-01 The tool shall be able to acquire a digital source using a 
supported physical interface and access method in the ex-
ecution environment. 

XE, AM, 
PI, DS 

SKL-DI-02 The tool shall be able to create an image of the digital 
source. 

XE 

SKL-DI-03 The tool shall completely acquire all visible data sectors 
from the digital source. 

XE, AM, 
PI, DS 

SKL-DI-04 The tool shall completely acquire all hidden data sectors 
from the digital source. 

XE, AM, 
PI, DS, HS 

SKL-DI-05 The tool shall notify the user if it detects that the digital 
source contains hidden data sectors. 

XE, AM, 
PI, DS, HS 

SKL-DI-06 If the tool is unable to detect hidden sectors on the digital 
source due to an incompatibility with the execution envi-
ronment or access interface, the tool shall notify the user 
that hidden sectors may be present but undetected. 

XE, AM, 
PI, DS, HS 

SKL-DI-07 If the tool is unable to acquire hidden sectors from the digi-
tal source due to an incompatibility with the execution envi-
ronment or access interface, the tool shall notify the user 
that hidden sectors will not be acquired. 

XE, AM, 
PI, DS, HS 
 

SKL-DI-08 All data sectors acquired by the tool from the digital source 
shall be accurately acquired. 

XE, AM, 
PI, DS 

SKL-DI-09 If there are unresolved errors reading from a digital source, 
then the tool shall notify the user of the error type and the 
error location. 

XE, AM, 
ER 

SKL-DI-10 If there are unresolved errors reading from a digital source, 
then the tool shall use a benign fill in the destination object 
in place of the inaccessible data. 

XE, ER 

SKL-DI-11 The tool shall be able to acquire an unprotected digital 
source without modification of the source. 

XE, AM, 
PI, DS 

SKL-DI-12 The tool shall acquire the same data regardless of which 
access method is used to access the physical interface. 

XE, AM, 
PI 

SKL-DI-13 If image file creation is selected then the tool shall create an 
image file in the selected format on the selected image des-
tination device such that the image file contains all the data 
acquired by the tool. 

XE 

SKL-DI-14 If the tool creates an image file that contains data not 
present in the digital source, then the tool shall provide a 
mechanism for creating an image file containing only the 
data present in the digital source. 

XE 



DISK IMAGING EVALUATION: ENCASE 6.8/LINEN 6.1 TOOL REQUIREMENTS 
  

October 2007 updated March 2008  14(23) 

ID Description Variations

SKL-DI-15 If there is an error when writing an image file, the tool shall 
notify the user of the condition. 

XE 

SKL-DI-16 If there is insufficient space on the image destination device 
to contain the image file, then the tool shall notify the user 
of the condition. 

XE 

SKL-DI-17 If the tool allows the user to select the access method, the 
tool shall use the access method selected by the user. 

XE, AM 

SKL-DI-18 The tool shall notify the user of any irregularities in the 
configuration of the digital source. 

XE, CI 

SKL-DI-19 The tool shall communicate to the user at least the follow-
ing information concerning acquisition: device, start sector, 
end sector, nature and number of errors encountered, and 
time of acquisition. 

XE 

Correspondence to CFTT requirements  

The mandatory features specified by CFTT are specialized or included in the require-
ments above. The following table indicates where each mandatory CFTT requirement can 
be found in the requirements table. 

CFTT Requirement specified in this document 

DI-RM-01 Specialized in SKL-DI-01 and SKL-DI-12 

DI-RM-02 Specialized in SKL-DI-02 

DI-RM-03 Implied by SKL-DI-01 

DI-RM-04 SKL-DI-03 

DI-RM-05 SKL-DI-04 

DI-RM-06 SKL-DI-08 

DI-RM-07 SKL-DI-09 

DI-RM-08 SKL-DI-10 

DI-RO-01 SKL-DI-13 

DI-RO-02 SKL-DI-15 

DI-RO-03 SKL-DI-16 

DI-RO-18 SKL-DI-11 

4 Technical variations 

The requirements listed above are general in nature, intended to be reusable even when 
the relevant digital sources, access methods, etc change. Each requirement depends on a 
number of concrete variations, indicated by the “variations” column. 
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The technical variations listed below are limited to the variations relevant in the SKL 
project. For example, the digital source is limited to disks and partitions, where a more 
complete test might include USB mass storage devices, zip drives, or DVDs. 

Many of the variations listed below are never tested directly (e.g. CS-ATA-6), but imply 
variations that are tested directly. In particular, any variation that has no implications 
must be tested directly, which variations with implications are often not tested directly.  

 

ID Description Implications 

DS Digital source DS-DISK 
DS-PART 

DS-DISK The digital source is a hard disk.  

DS-PART The digital source is a single partition on 
some other digital source. 

PT 

XE Execution environment. XE-WXP 
XE-LX 

XE-WXP Microsoft Windows XP with recommend-
ed updates as of the test date. 

 

XE-LX Linux, using kernel version 2.6.22 with 
IDE taskfile support enabled. 

 

XE-LX-
HPA 

Linux, using kernel version 2.6.22 with 
IDE taskfile support enabled and automat-
ic HPA removal disabled. 

 

AM Access method. AM-WXP if XE-WXP 
AM-DATA if XE-LX 
AM-BIOS if XE-LX 

AM-WXP EnCase’s default access method in Win-
dows XP is used to acquire the digital 
source. 

 

AM-DATA EnCase “Direct ATA mode” is used to 
access the digital source. 

AM-LX-IDE if XE-LX 
AM-LX-ATA if XE-LX 

AM-LX-
IDE 

The conventional IDE drivers are used to 
access the drive. 

PI-PATA 

AM-LX-
ATA 

The libATA drivers are used to access the 
drive. 

PI-PATA or PI-SATA 

AM-BIOS EnCase “BIOS mode” is used to access 
the digital source. 

 

PI Physical interface used to access the digi-
tal source. 

PI-PATA 
PI-SATA 
PI-WB-FB 
PI-WB-DL 
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ID Description Implications 

PI-WB-FB The physical interface used to access the 
digital source is a FastBloc®2 FE device 
connected through a FireWire interface 

 

PI-WB-DL The physical interface used to access the 
digital source is a DriveLock device con-
nected through a USB interface. 

 

PI-PATA The physical interface used to access the 
digital source is parallel ATA. 

One of CS-ATA-1, CS-
ATA-2, CS-ATA-4, CS-
ATA-6, CS-ATA-7, CS-
ATA-8 

PI-SATA The physical interface used to access the 
digital source is serial ATA. 

One of CS-ATA-7, CS-
ATA-8 

CI There are irregularities in the configura-
tion of the digital source. Each implica-
tion of this variation is an instance of such 
an irregularity. 

PT-OVR if PT 
PT-END if PT 
PT-ERR if PT 
PT-HPA if PT and HS-HPA 
PT-DCO if PT and HS-DCO 

PF Partition table format PF-DOS 

PF-DOS The digital source is partitioned using a 
DOS partition table. 

 

PT Partition table contents PT-BEG32 if CS-LBA48 
PT-END48 
PT-MANY 
PT-OVR 
PT-END 
PT-ERR 
PT-HPA if HS-HPA 
PT-DCO if HS-DCO 

PT-BEG32 The start of the partition to be acquired 
cannot be represented by a 28 bit number. 

 

PT-END48 The address of the last sector of a parti-
tion cannot be represented by a 32-bit 
number. 

 

PT-MANY The partition table contains as many parti-
tions as any available execution environ-
ment is capable of creating. 

 

PT-OVR The partition table has overlapping parti-
tions (partition A and B overlap if the 
start of partition A is below the start of 
partition B and the end of partition A is 
above the start of partition B) that are to 
be acquired. 
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ID Description Implications 

PT-END The end address of a partition to be ac-
quired is greater than the physical capaci-
ty of the digital source. 

 

PT-ERR The partition table cannot be read due to 
an unresolved read error. 

 

PT-HPA The partition to be acquired is completely 
or partially within sectors hidden using a 
host protected area. 

 

PT-DCO The partition to be acquired is completely 
or partially within sectors hidden using 
the device configuration overlay. 

 

CS-ATA-1 The ATA-1 command set is (probably) 
supported. 

CS-LBA28 

CS-ATA-4 The ATA-4 command set is supported. CS-ATA-1 
CS-HPA 

CS-ATA-6 The ATA-6 command set is supported. CS-ATA-4 
CS-LBA48 
CS-DCO 

CS-ATA-7 The ATA-7 command set is supported. CS-LLC 

CS-ATA-8 The ATA-8 command set is supported.  

CS-LBA28 28-bit LBA addresses are supported.  

CS-LBA48 48-bit LBA addresses are supported.  

CS-HPA The Host Protected Area feature set is 
supported. 

CS-HPA48 if LBA48 

CS-DCO The Device Configuration Overlay feature 
set is supported. 

 

CS-LLC The Long Logical Sector feature set is 
supported. 

 

HS The digital source contains sectors that 
have been hidden in some way. 

HS-HPA if CS-HPA 
HS-HPA48 if CS-HPA and 
CS-LBA48 
HS-DCO if CS-DCO 
HS-LBA28 

HS-HPA The digital source contains a host pro-
tected area, and the entire digital source 
can be accessed using 28 bit addresses. 

XE-LX-HPA if XE-LX 

HS-HPA48 The digital source contains a host pro-
tected area, and accessing the entire digi-
tal source requires the use of 48 bit ad-
dresses (i.e. to remove the HPA, the tool 
must use the SET MAX ADDRESS EXT 
command). 

HS-HPA 
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ID Description Implications 

HS-DCO The size of the digital source has artifi-
cially been reduced by using a device 
configuration overlay, using the DEVICE 
CONFIGURATION SET command. 

 

HS-LBA28 The number of addressable sectors of the 
digital source has been reduced by disabl-
ing 48 bit addressing using the DEVICE 
CONFIGURATION SET command on a 
digital source with more than 128GiB ac-
tual capacity. 

 

HS-LONG Data is stored in the vendor-specific bytes 
that can be read and written using WRITE 
LONG and READ LONG. 

 

ER There are unresolved errors reading the 
digital source. 

ER-ONE 
ER-SPAN 
ER-MULTI 

ER-ONE When reading the digital source, a single 
unreadable sector is encountered. 

 

ER-SPAN When reading the digital source, three 
consecutive unreadable sectors are en-
countered. 

 

ER-MULTI When reading the digital source, two non-
consecutive unreadable sectors are en-
countered. 

 

4.1 Execution environment (XE) 

EnCase offers two different acquisition tools: the acquisition function built-in to EnCase 
for Windows, and LinEn, which runs in console mode under Linux. Although LinEn sup-
ports acquisition over the network, we will only test direct acquisition (to image file on a 
local hard drive). 

Each execution environment places limitations on what the tool can do. For example, the 
EnCase documentation states that hidden sectors can only be acquired using LinEn (and 
then only if the execution environment supports “direct ATA mode”). 

Windows XP (XE-WXP) 

It is very difficult to pinpoint a specific configuration used for testing, as Microsoft pub-
lish frequent updates to the system. There have even been instances of updates that are in-
stalled without user notification or permission. For this reason, the configuration used can 
only be defined as Windows XP updated with all automatically installed updates as of the 
date the test was run. 

Linux (XE-LX, XE-LX-HPA) 

There are several different options for the Linux execution environment. SKL has not re-
quired any particular configuration, and Guidance Software makes no specific recom-
mendations. 
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We will perform the tests using Debian/Gnu Linux 4.0 with a custom-built kernel, version 
2.6.22. The custom kernel is configured to support all access modes and physical inter-
faces required in this test, as well as the READ LONG and WRITE LONG commands. 

Tests involving HS-HPA will be conducted both on a Linux kernel that automatically re-
moves HPA on boot (the current default behavior) and a Linux kernel patched to retain 
the HPA (thus requiring the tool to remove the HPA). 

4.2 Digital source (DS) 

The digital source is the medium from which data is to be acquired, separate from the 
access method, command set, and physical interface.  

Partitions (DS-PART; PT) 

Where individual partitions are acquired we intend to conduct tests with partitions of 
types FAT (several variants), NTFS, Linux, and at least one type indicating a file system 
format not supported by EnCase. 

Entire drive (DS-DISK) 

Tests involving acquisition of an entire drive will be conducted using drives that support 
LBA28 but not LBA48, and with drives that support (and require) LBA48. No tests will 
be conducted using drives that only support CHS addressing, as this would predate the 
ATA-1 specification. 

4.3 Access method (AM) 

The access method is determined by which access methods the tool supports. We will 
limit the test to access methods involving access to a local hard drive; network acquisition 
will not be tested. 

EnCase offers one access method in Windows (through the Windows operating system) 
and two in Linux (“BIOS” and “direct ATA mode”). Linux itself offers two different sets 
of device drivers for parallel ATA disks: the traditional IDE interface and the new libA-
TA interface. The difference between these only comes into play only when using “direct 
ATA mode”, as in BIOS mode EnCase does not communicate directly with the device 
drivers. 

Windows mode (AM-WXP) 

Access is through an unspecified Windows API. This mode supports all digital sources 
supported by EnCase. 

BIOS mode (AM-BIOS) 

Access is through the Linux operating system’s general block device interface. This mode 
supports all digital sources supported by EnCase. The EnCase documentation indicates 
that when BIOS mode is used, hidden sectors are neither detected not acquired. 

Direct ATA mode (AM-DATA) 

Access is through the HDIO_DRIVE_TASKFILE ioctl, supported by the conventional 
Linux IDE driver interface. In this mode, EnCase sends ATA commands directly to the 
drive, and handles the replies internally. This mode requires IDE taskfile access to be 
enabled in the Linux kernel. 
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EnCase makes direct ATA mode available in the user interface only when it is supported 
by the operating system and at least one connected device. 

Conventional IDE drivers (AM-LX-IDE) 

Access is through the conventional (non-libATA drivers) in Linux. Since the convention-
al IDE drivers only support PATA controllers, and are being phased out of the kernel, this 
variation only applies when the physical interface is parallel ATA. 

Linux libATA drivers (AM-LX-ATA) 

Access is through the libATA drivers in Linux. The libATA drivers support both serial 
and parallel ATA controllers, so both apply in this variation. 

4.4 Physical interface (PI) 

The physical interface is the interface through which the digital source is connected to the 
acquisition tool, separate from access method and command set. Variation PI-PATA indi-
cates the parallel ATA interface (40 or 80 lead connector). Variation PI-SATA indicates 
the serial ATA interface.  

Variations PI-WB-DL and PI-WB-FB are two different hardware write blockers. While 
both support USB 2.0 and FireWire connections, we will test the former only with USB 
and the latter only with FireWire. This corresponds to how these products are used by 
Swedish law enforcement. 

Additional interfaces can be defined, but are not relevant in this specific project. 

4.5 Configuration irregularities (CI) 

This variation captures all configurations of the digital source that are in some way out-
side the norm, and that may lead to acquired data being corrupt or misinterpreted, or lead 
to data not being acquired at all. Requirement SKL-DI-18 requires that the user be noti-
fied of any instance of the variations implied by the CI variation. 

4.6 Partition table format (PF) 

The most common partition table format is the DOS partition table format (PF-DOS), a 
four-entry hierarchical format. Other partition table formats exist, but are not relevant in 
the context of this project. 

4.7 Partition table contents (PT) 

This variation captures all relevant configurations of the partition table, including irregu-
lar configurations. This includes tables with partitions starting at high addresses (PT-
BEG32), tables with very many entries (PT-MANY), tables with overlapping partitions 
(PT-OVR), unreadable partition tables (PT-ERR), tables with partitions that are hidden or 
partially hidden (PT-HPA, PT-DCO), and tables with partitions outside the physical ca-
pacity of the digital source (PT-END). 

4.8 Command set (CS) 

Most of the CS variations do not need to be tested directly, but merely imply other varia-
tions that are tested directly. The exceptions are listed below: 
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28-Bit Linear Block Addresses (CS-LBA28) 

The ATA-6 standard introduced new commands for reading and writing data using 48 bit 
addresses (LBA48). Tools should be tested using a digital source that does LBA48, in or-
der to test that the tool can read the source using an older command set. 

48-Bit Linear Block Addresses (CS-LBA48) 

The ATA-6 standard introduced new commands for reading and writing data using 48 bit 
addresses (LBA48). Tools should be tested using a digital source that requires LBA48, in 
order to test that the tool can read the source using an newer command set.  

The Long Logical Sector Feature Set (CS-LLC) 

The ATA-7 standard introduced support for reading and writing sectors longer than 256 
words. The standard set of commands for reading data from a disk are modified to return 
more than 256 words of data when this feature is in use. The capability of a tool to ac-
quire all such data should be tested. 

4.9 Hidden sectors (HS) 

Requirements SKL-DI-04, SKL-DI-05, SKL-DI-06, and SKL-DI-07 relate to sectors that 
have been hidden on the digital source. The possible methods of hiding sectors are largely 
determined by the command set used to control the digital source. For ATA disks, sectors 
can be hidden using a host protected area (HS-HPA, HS-HPA48) and the device configu-
ration overlay (HS-DCO). 

Data hidden by disabling 48-bit addressing (HS-LBA28) 

Support for 48-bit addressing can be disabled in the device configuration overlay. When 
this is done, only the first 128GiB of the digital source can be accessed; the rest is hidden. 
The acquisition tool should be able to detect this situation and re-enable 48-bit addressing 
to access the entire digital source. 

Data hidden in vendor-specific bytes (HS-LONG) 

Early ATA standards include the commands WRITE LONG and READ LONG, which 
access not only data bytes, but also vendor specific bytes (typically used for error correc-
tion, and generated by the digital source itself). Using WRITE LONG, it is possible to 
write a minimum of four extra bytes per sector, which can be accessed using READ 
LONG (whereas a normal read operation would usually return an error for a sector writ-
ten this way). Using WRITE LONG consistently, it is possible to store a significant 
amount of data in the vendor specific bytes. 

Although WRITE LONG and READ LONG have been removed from the ATA standard, 
they are still widely supported by hardware. However, they are not supported in most 
access methods.  

4.10 Unresolved read errors (ER) 

This variation captures various scenarios in which errors are encountered on the digital 
source. Since there is an endless range of possible variations, a representative set, based 
on previous known behavior of acquisition tools, has been selected, involving single er-
rors, consecutive errors, and non-consecutive errors. 
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5 Tested variations 

The following variations will be fully tested in this project: 

XE-WXP , XE-LX, DS-DISK, DS-PART, AM-WXP, AM-LX-IDE, AM-LX-ATA, AM-
BIOS, PI-PATA, PI-SATA, PI-WB-DL, PI-WB-FB, PF-DOS, CS-LBA28, CS-LBA48, 
HS-HPA, HS-HPA48, HS-DCO, HS-LBA28, PT-BEG32, PT-MANY, PT-OVR, PT-
END, PT-END48, PT-HPA, PT-DCO, ER-ONE, ER-SPAN, ER-MULTI 

The CS-LLC and HS-LONG variants will not be tested in this project. 

Data hidden in vendor-specific bytes (HS-LONG) 

HS-LONG will not be tested because the WRITE LONG and READ LONG commands 
are obsolete. Furthermore, READ LONG is supported in the access methods used by En-
Case. 

The Long Logical Sector Feature Set (CS-LLC) 

CS-LLC will not be tested because suitable equipment has not been made available. Fur-
thermore, no currently available version of Linux supports long logical sectors, support is 
not expected to become available in the access methods used by EnCase, and support in 
Windows is undetermined. 

Serial ATA (PI-SATA) and write blockers (PI-WB-DL, PI-WB-FB) 

Tests involving serial ATA and write blockers are outside the project specification, but 
will be tested anyway. 
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1 Summary 

The purpose of this project is to evaluate the disk imaging (DI) functionality of EnCase 
Forensic version 6.8, from Guidance Software. This document is an overview of existing 
work done to evaluate DI software in general, and EnCase (any version) in particular, 
with the following aims: 

• Are there any comprehensive test frameworks that can be applied in this project? 

• Have others evaluated the disk imaging functionality of EnCase? 

These questions have been answered to our satisfaction: 

Are there any comprehensive evaluation frameworks that can be applied in this project? 

The only evaluation framework we have been able to find are the requirements tests de-
veloped by the National Institute of Standards and Technology (NIST) Computer Foren-
sic Tool Testing program (CFTT) in the USA. In reviewing this set of tests we have 
found that while they are very comprehensive in some ways, they are lacking in others. 
The tests developed by CFTT can (and should) be used, but additional tests will also have 
to be developed. 

Have others evaluated the disk imaging functionality of EnCase? 

We have found several evaluations of various aspects of EnCase up to version 5.0, but the 
only comprehensive evaluation was performed on EnCase version 3.20, by the National 
Institute of Standards and Technology (NIST) Computer Forensic Tool Test program 
(CFTT). Others, including the Swedish Defense Research Establishment (FOI) have 
tested minor aspects of EnCase. There are no publicly available test results for versions 
beyond 5.0, and we have found no indications of any tests being conducted. In January 
2008, the National Institute of Justice published evaluations of EnCase 4.22a and LinEn 
5.05f as part of the CFTT program. 

1.1 Conclusions 

Although researchers and practitioners in the field have begun to understand the need for 
systematic testing of forensic tools, testing is not yet standard practice. The testing that is 
performed is typically incomprehensive, insufficiently documented, and not repeatable. 

We have found no existing work that significantly overlaps with this project. The tests 
done to date on EnCase are not sufficiently comprehensive, do not reflect how the Swe-
dish Police uses EnCase, and were performed on obsolete versions of the software. Since 
earlier tests have uncovered issues with EnCase that may remain in later versions, we 
recommend that the evaluation of EnCase continue as planned.  

 

Updates March 2008 

In March 2008 this document was updated to reference the evaluations of EnCase 4.22a 
and LinEn 5.05f that were published by the National Institute of Justice in January 2008. 
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2 Method 

This report has been prepared based on a survey of the available literature in the area. The 
following resources were consulted in preparing this report: 

Peer-reviewed journals 

• The Journal of Digital Forensic Practice 

• The International Journal of Digital Evidence 

• IEEE Transactions on Information Forensics and Security 

• Journal of Digital Forensics, Security and Law 

• International Journal of Electronic Security and Digital Forensics 

• Digital Investigation 

Conferences 

• Digital Forensic Research Workshop 

• Australian Digital Forensics Conference 

• International Conference on IT-Incident Management & IT-Forensics 

• Systematic Approaches to Digital Forensic Engineering 

• IFIP WG 11.9 International Conference on Digital Forensics (published as Ad-
vances in Digital Forensics) 

• Workshop on Digital Forensics & Incident Analysis 

Other 

• National Institute of Standards and Technology (NIST) Computer Forensic Tool 
Testing (CFTT) home page 

• National Institute of Justice (NIJ) CFTT home page 

• The World Wide Web (various searches related to digital forensics, tool evaluation, 
etc.) 

3 Testing Frameworks 

3.1 NIST CFTT 

The goal of the Computer Forensic Tool Testing (CFTT) project at the National Institute 
of Standards and Technology (NIST) [1] is to establish a methodology for testing com-
puter forensic software tools by development of general tool specifications, test proce-
dures, test criteria, test sets, and test hardware. CFTT is the most comprehensive forensic 
tool test framework we are aware of today. 

CFTT divides the activities of forensic investigations into categories, and then develops a 
test methodology for each category. The test methodologies follow a standard validation 
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and verification procedure, where first a set of generic requirements and test cases are de-
veloped, and then a tool-specific test procedure is create for each tool. 

To date, the CFTT has published a set of requirements for disk imaging tools, and con-
ducted evaluations of several such tools, including IXImager version 2.0, EnCase 3.20 
and 4.22a, LinEn 5.05f, SafeBack 2.18, and DD from FreeBSD 4.4. They have also pub-
lished requirements for write block devices and write block tools, and conducted tests on 
a number of such tools. 

Limitations 

The most recent version of the disk imaging requirements were published in 2001 (a draft 
of an update was published in 2004). The requirements are the most comprehensive that 
have been published, but even a cursory examination shows that certain aspects are lack-
ing in the 2001 requirements. For example, they do not specify in detail how read errors 
should be handled, do not cover a number of obscure cases (e.g. unusual partition confi-
gurations) and do not address interface-specific issues (e.g. HPA and DCO on the ATA 
interface). 

The 2004 draft improves matters significantly, but ignores certain realities. For example, 
it states that a disk imaging tool must acquire hidden sectors, but ignores the fact that this 
is occasionally impossible due to hardware or execution environment issues, and thus 
fails to specify requirements on tools used under such conditions. 

Conclusions 

The 2004 draft specifications can be used as a starting point for the requirements in this 
project. It is likely that most, if not all, basic requirements are covered by the CFTT. 
However, we expect both to add requirements missing from the CFTT draft, and remove 
requirements that are important, but not relevant to this project. Furthermore, we will 
need to specify a test plan suitable for our selection of execution environment and hard-
ware interfaces.  

3.2 Brian Carrier’s DFTT 

Brian Carrier started a project in 2003 aimed at bridging the gap between the comprehen-
sive test developed by the CFTT and the needs of practitioners [6]. The project, named 
Digital Forensics Tool Testing, collects test cases contributed by practitioners in the field. 
There are currently thirteen test cases available (the latest addition was in January 2006). 

Limitations 

The test cases are not as comprehensive as the CFTT test cases, and have only limited 
utility when testing disk imaging. Unlike the CFTT, the CFTT does not start with re-
quirements, and does not include a testing methodology, so it is not a complete frame-
work (nor is it intended to be one). 

Conclusions 

The cases included in DFTT that relate to disk imaging should be covered by the test cas-
es developed in this project, and we need to ensure that we include the requirements that 
lead to these test cases. 
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4 Existing Evaluations of EnCase 

4.1 NIST CFTT 

The CFTT program [1] has evaluated the disk imaging functions of EnCase version 3.20, 
based on the disk imaging requirements published by CFTT in 2001. In October 2006, the 
head of CFTT reported [13] that testing of EnCase 4 and EnCase 5 were in progress, but 
to date, no evaluation report has been published. 

Test results for EnCase 4.22a  [2] and LinEn 5.05f [3] were published in January 2008. 

Limitations 

The CFTT evaluations were performed on an obsolete version of EnCase, using specifica-
tions that are now over six years old. The relevance to current users is questionable. 

The evaluations published in January 2008 use more up-to-date specifications, but were 
performed on obsolete versions of EnCase. Furthermore, even with the updated specifica-
tions, the tests are incomplete. 

Conclusions 

We should use the CFTT evaluation of EnCase as a reference during this project, to en-
sure that nothing tested there (which is relevant in this project) is omitted in this project. 

4.2 SC Magazine 

In 2006 SC Magazine reviewed nine forensic tools [4], among them EnCase Forensic, 
version 5.0. Their results indicate that further comprehensive evaluation of EnCase is 
called for. They write: 

 “The product performed well under our testing parameters. It had a 
reasonable acquisition time and we were able to gather most of the data on 
our test disk. But it did miss some hidden or deleted data in unformatted 
sections of the test disk.” 

SC Magazine has also reviewed version 6.0 of EnCase Forensic, but have not published 
any information on its disk imaging performance. 

Limitations 

SC Magazine did not publish how they tested the tools, so their evaluation is not inde-
pendently reproducible, and it is impossible for outsiders to assess the quality of their 
evaluation. 

Conclusions 

The results from the tests conducted by SC Magazine indicate that EnCase has problems 
with disk imaging up to version 5.0. This version is fairly recent, which is an indication 
that problems may still remain. 

4.3 Swedish Defense Research Establishment (FOI) 

In the report “Computer Forensics and the ATA Interface” [5], a number of tools are eva-
luated to determine if they detect host protected area (HPA) or device configuration over-
lays (DCO) on ATA disks. One of the tools tested is EnCase version 4.18. The report 
concludes that when run under Windows, EnCase failed to detect both HPA and DCO, 
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and that when run under DOS, it succeeded in detecting the presence of HPA, but not the 
presence of DCO. 

Limitations 

The tests conducted by FOI did not test the disk imaging functionality directly, only the 
ability of the tools to detect the presence of HPA and DCO. From the perspective of this 
project it is of great interest to determine if (and to what extend) EnCase images these 
areas and how it alerts the user to their presence if they are not automatically imaged. 
Furthermore, EnCase has evolved considerably since version 4.18, so the results of the 
FOI study are no longer particularly relevant. 

5 Other Related Work 

The discipline of digital forensics is still quite immature from a scientific and engineering 
point of view, but appears to be rapidly developing. In surveying the current state of the 
art we have encountered a number of publications related to the evaluation of disk imag-
ing tools. 

Targets and corpora 

There has been some work done on the issue of creating or collecting data for use by re-
searchers, educators and evaluators, with a focus on research and education. 

Adelstein et al. [7] have published on methods for automatically creating targets for fo-
rensic examination. Automatically created targets have a clear place in education, and 
may find use in automated tool evaluation as well. The work of Adelstein and Gao does 
not directly impact this project. 

In a working paper, Simson Garfinkel [8] discusses the need for corpora for digital foren-
sic research, as well as the applications of such corpora, barriers to its creation and so 
forth. Judging from this, it would appear that readily accessible corpora for doing re-
search in digital forensics are still a long way off. 

Evaluation methods and frameworks 

Several authors have published on systematic testing, evaluation, validation and verifica-
tion of digital forensic tools, but it seems that the area has not progressed very far, as even 
recent papers deal with fundamental issues, such as the need for evaluation in the first 
place, and the need for systematic evaluation. 

Colin Armstrong [9] discusses the development of a test framework for use by state and 
federal police agencies (Australian) to evaluate the appropriateness of forensic tools. 
However, the project does not appear to have progressed beyond the initial stages (at least 
not in public view). 

At DFRWS 2004, Mark Hirsh published a paper [10] on the need for formalizing testing 
of forensic tools, where he indicated that testing and evaluation does take place, but that 
there is a great variance in process and procedures, and that testing is often not adequately 
documented or repeatable. Systematic testing techniques, such as those used by the CFTT 
and planned for this project address the technical concerns of Hirsh. 

Tom Wilsdon and Jill Slay have published papers in 2005 [11] and 2006 [12] on valida-
tion and verification of digital forensic tools, that reiterates the need for rigorous evalua-
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tion of forensic tools. They call for the use of best-practice black-box techniques, similar 
to those used by the CFTT and planned for this project. 
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1 Summary 

This report is a survey of tools that may be useful in conducting tests of disk imaging 
tools, as well as tools that might be alternatives to EnCase (one of the questions for the 
project was whether some other tool than EnCase should be used). 

The types of tools surveyed in the report are disk imaging tools (e.g. variants of dd) and 
disk manipulation tools. Disk imaging tools are possible alternatives to EnCase, and may 
be used to construct baseline disk images and to write test data to disk. Disk manipulation 
tools are used to configure low-level features of disks. 

At this stage in the project we cannot make specific recommendations with respect to 
whether EnCase should be used or not, but based on our early findings, if EnCase is not 
used, then the rdd tool, developed by the Netherlands Forensic Institute (NF) appears to 
be a strong contender. We also note the existence of the open source efwacquire, 
which creates EnCase evidence files. 

With respect to disk manipulation tools, we find that the most capable tools run under 
DOS only. It is possible that additional tools to configure specific aspects of the disks 
may need to be developed. 
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2 Disk Imaging Tools 

Disk imaging tools are used to create forensic copies of disks. We are only interested in 
tools that create image files, since direct disk-to-disk copying is not within the scope of 
the project. Most, if not all, of the tools listed can also perform disk-to-disk copying. 

We survey disk imaging tools because we expect to need to create baseline images to 
which we can compare EnCase images, and because the project brief asks if other tools 
than EnCase should be used for acquisition. 

Linux-specific issues 

Linux version 2.4.x prevents tools from accessing the last sector of a disk or partition 
with an odd number of sectors. Linux version 2.6.21, which is used in our test systems, 
does not appear to have this problem. To verify this, a partition table was created with 
one odd-sized partition and one even-sized partition: 

Partition Table for /dev/hde 

               First       Last 

 # Type       Sector      Sector   Offset    Length   Filesystem Type (ID) Flag 

-- ------- ----------- ----------- ------ ----------- -------------------- ---- 

 1 Primary           0         100*    38#        101*Linux (83)           None 

 2 Primary         101*        200*     0         100*Linux (83)           None 

   Pri/Log         201*    1667231      0     1667031*Free Space           None 

Then Gnu dd was used to copy each partition. The sizes of the output files were verified 
to be consistent with the sizes of the partitions. 

2.1 Variants of dd 

The most common tool for copying block devices in Linux is dd, which has been availa-
ble in Unix and Unix-like environments for a very long time. The interface to dd is cur-
rently specified in IEEE STD-1003.1 (POSIX) and the Single Unix Specification (SUS). 

Recommendations 

Most variants of dd are useful for creating raw disk images. For forensic acquisition rdd, 
developed by the Netherlands Forensic Institute appears to be the best choice, as it is ro-
bust in the presence of errors, can calculate checksums as it acquires an image, can split 
its output and can send images over the network. 

For reading input devices with errors, Gnu ddrescue is an alternative to rdd, provided 
that checksumming is not required. If the input device has intermittent errors, ddrescue 
can be run multiple times against the same input device and output file to create a succes-
sively more accurate copy. 

A well-known alternative to rdd is dcfldd, but dcfldd is not as robust in the presence 
of read errors. It should therefore only be used on known good media and only with the 
noerror and sync conversions. Additionally, to reduce the impact of any read errors, 
dfcldd should be run with the input and output block sizes set no higher than the hard-
ware block size of the input device. 
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If standard dd is used, it should always be run with the noerror and sync conversions 
(not supported by all versions of dd), and with the input and output block sizes set no 
larger than the hardware block size. 

2.1.1 dd 

Standard component in Unix-like operating systems. 

This is a block copier intended to copy data from one device to another. Data is copied in 
fixed-size blocks from the input device (or file) to the output device (or file). It is possible 
to limit the number of blocks copied, seek to a specific block on the input (or output), and 
perform data conversion while copying. 

Performance in the presence of read errors 

Traditionally, and by default, dd terminates when a read error is encountered. However, 
current POSIX and SUS standards mandate a noerror conversion, which causes dd to 
ignore read errors, and a sync conversion, which causes dd to pad all output blocks to 
their specified size. In combination, the noerror and sync conversions enable the crea-
tion of disk images where sectors with read errors are replaced with nulls. 

Recommendations 

Use a version of dd that supports the noerror and sync conversions, and use both together 
(conv=noerror,sync on the command line). Set the input and output block sizes to 
the hardware block size of the input device to ensure that read errors only affect as small 
an area of the image as possible. 

2.1.2 rdd 

This tool was developed and is used by NFI, the Netherlands Forensic Institute. It is de-
signed to be robust in the presence of read errors, supports calculating checksums on the 
fly, can split output files, and can acquire images over the network. 

Performance in the presence of read errors 

When rdd encounters a read error, it retries the failed location repeatedly using a smaller 
block size (which should be set to the hardware block size). If a block cannot be read at 
all, it is replaced with zeroes. 

2.1.3 ddrescue 

Available from http://www.gnu.org/software/ddrescue/ddrescue.html 

This tool is similar to dd, but is designed for recovering data from (possibly multiple cop-
ies of) damaged media. It does not abort when encountering errors, but attempts to read 
successively smaller blocks (down to the hardware block size) in order to read as much 
data as possible. The operation of ddrescue is entirely automatic. 

2.1.4 dcfldd 

Available from http://dcfldd.sourceforge.net/ 

This is a variant of dd intended for use in forensics. In addition to the functionality pro-
vided by dd, it supports hashing the input data as it is being transferred, wiping disks, ve-
rifying copies, sending output to multiple files a, splitting output and piping both output 
and logs. 
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Performance in the presence of read errors 

Based on the documentation, dcfldd can be expected to perform identically with Gnu 
dd. 

2.1.5 sdd 

Available from the author; linked from http://directory.fsf.org/sdd.html 

This is a replacement for dd that claims better performance when input and output block 
sizes differ. This is not a particularly important concern for disk imaging. 

Performance in the presence of read errors 

Read errors cause sdd to terminate unless the command-line switch –noerror is used, 
sdd will skip unreadable sectors (zeroes are written to the output unless –noerrwrite 
is specified on the command line). Furthermore, sdd supports a tunable number of retries 
when encountering read errors (using the try command-line parameter).  

2.1.6 dd_rescue 

Available from http://www.garloff.de/kurt/linux/ddrescue/ 

This tool is similar to dd (and ddrescue), but does not abort on error. It supports read-
ing the input file from both beginning and end and reading with one block size when 
there are no errors, and a different block size when errors are detected.  

Performance in the presence of read errors 

When dd_rescue encounters a read error, it starts reading with a smaller block size in 
order to isolate the error (much like most other robust versions of dd). Failed blocks are 
filled with zeroes in the output file. 

2.2 Other imaging tools 

There are a few tools other than variants of dd that may be used. This includes a selection 
of graphical front ends. 

2.2.1 ewfacquire 

Available as part of libewf from https://www.uitwisselplatform.nl/projects/libewf/ 

This is an imaging tool that outputs data in the Expert Witness Compression Format, 
which is used by EnCase. The focus of libewf is the programming library itself, not the 
acquisition tool. According to the documentation libewf is compatible with all versions 
of EnCase up to version 6. 

Performance in the presence of read errors 

Based on a cursory source code inspection, it appears that libewf handles errors similar-
ly to many other imaging programs by attempting to re-read sectors with errors, and skip-
ping them if re-reading fails. 

Recommendations 

Not enough is known about ewfacquire to make any specific recommendations. 
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2.2.2 aimage 

Available as part of AFF, from http://www.afflib.org/ 

This is an imaging tool that outputs data in the Advanced Forensic Format. The output 
file format is an AFF file, which can be read by an increasing number of open source fo-
rensics tools. Unlike raw images, AFF files include metadata (e.g. which sectors are real-
ly empty, and which are the result of read errors). 

Performance in the presence of read errors 

According to the aimage help text (the only documentation that is currently available), it 
will read until a specified number of read errors are encountered, then try copying the in-
put device from the end, until a specified number of read errors are encountered, at which 
point it gives up. This is similar to how ddrescue operates. 

Recommendations 

Although aimage is a very promising tool, it still seems to be somewhat immature, and 
the lack of documentation makes evaluating it difficult. Furthermore, the AFF image file 
format is not supported by EnCase. 

2.2.3 pcopy 

Available from http://www.lysator.liu.se/~pen/pcopy/ 

This tool was designed for fast partition-to-partition copying, where dd was too slow 
and/or error prone. 

Performance in the presence of read errors 

When a read error is encountered, pcopy successively tries to read smaller and smaller 
blocks, down to a (hard coded) block size of 512 bytes. If read errors persist, it writes a 
zero-filled block and logs an error. 

Recommendations 

It does not appear that pcopy offers anything over many of the dd variants, so there is 
little reason to use this tool. 

2.2.4 AIR (Automated Image and Restore) 

Available from http://air-imager.sourceforge.net/  

AIR is a graphical front-end to Gnu dd and dcfldd. It simplifies operations of these 
tools, particularly when imaging across the network (in which case it uses netcat or 
cryptcat). Fundamentally, AIR does not offer anything that the command-line tools do 
not offer, other than a simpler interface. 

Recommendations 

The command-line tools offer more flexibility than AIR, and should be used whenever 
possible. 

2.2.5 Adepto (Grab) 

The Helix Live Linux CD includes a graphical front end for dd/dcfldd/sdd named Adepto 
(previously named Grab). It is similar in concept to AIR, but also included the creation of 
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a chain of custody form. With respect to disk imaging, Adepto offers nothing that AIR or 
the command line tools do not. 

Recommendations 

Adepto should only be used if the automatic chain of custody form is required. 

3 Disk manipulation tools 

These are tools used to perform low-level diagnostics or manipulation of ATA disks. 
Such tools may be useful for setting up test cases and for examining disks if unexpected 
problems are encountered while conducting evaluation. Only tools for ATA disks are 
considered here; the SCSI interface is more flexible, and the corresponding tool set more 
powerful. 

Recommendations 

Although detecting HPA or reduced size through DCO (the main issues for this project) is 
straightforward on Linux (the operating system itself will indicate if the disk size is re-
duced), there are not convenient tools to view and manipulate disk size through both these 
mechanisms. 

Use of HDAT2, MHDD or TAFT is possible, but very inconvenient. If a large number of 
different disk configurations are required for testing, a new tool should be developed. 

3.1.1 smartctl 

Part of the smartmontools project, available from http://smartmontools.sourceforge.net/ 

smartctl is a utility for reading S.M.A.R.T. data from the hard drive and for issuing 
S.M.A.R.T. related commands to the drive. In the context of this project, the main use for 
smartctl is to evaluate the reliability of disks being used in testing, and to run self 
tests. 

3.1.2 HDAT2 

Available from http://www.hdat2.com/ 

HDAT2 is a DOS-based tool for viewing and manipulating the configuration of ATA 
disks. It supports standard ATA commands, including SET MAX ADDRESS (for HPA) 
and the DCO feature set. HDAT2 also supports writing sectors with an invalid ECC, 
which can be used to create sectors that will appear to be bad when reading. This function 
depends on the disk supporting the obsolete WRITE LONG command. 

HDAT2 is present on the Ultimate Boot CD. 

3.1.3 MHDD32 

Available from http://files.hddguru.com/  

MHDD is available as part of the Ultimate Boot CD, and primarily a diagnostics tool. 
MHDD can be used to set HPA and DCO parameters. MHDD (through the MAKEBAD) 
command can write sectors with invalid ECC, which can be used to create sectors that 
appear to be bad when reading. This function depends on the disk supporting the obsolete 
WRITE LONG command. 
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3.1.4 TAFT 

Available from http://vidstrom.net/stools/taft/ 

TAFT (DOS-based) can be used to view and change the configuration of ATA disks, in-
cluding HPA and DCO. 

3.1.5 disk_stat and disk_sreset 

These tools are part of The Sleuth Kit, and are capable of detecting and (temporarily) re-
moving HPA. They do not address the DCO. 

4 CFTT tools (FS-TST) 

Available from http://www.cftt.nist.gov/diskimaging/fs-tst20.zip 

FS-TST is a set of tools used in CFTT evaluations of disk imaging tools. The current 
generation of these tools work under Linux, and have been made available by NIST. 
There are 12 separate utilities: 

diskwipe  Initializes each sector of the disk to a  unique value, according to the 
specific pattern. 

corrupt Changes one specified byte in the image file. 
adjcmp Compares two disks, where one of them is cylinder aligned clone of 

the other. 
diskcmp Compares two identical disks. 
partcmp Compares two partitions. 
diskhash Calculates SHA-1 hash for all sectors of specified hard drive. 
sechash Calculates SHA-1 hash for block of continuous sectors of specified 

hard drive. 
logcase Logs the test case information to the specified log file. 
logsetup Logs the hard drive information to the specified log file. 
parttab  Prints the partition table of the specified hard drive. 
diskchg Can set a specified byte on a specified sector to a specified value, or 

fill entire sector in the way diskwipe fills the hard drive. Diskchg can 
also interactively display the content of the sector. 

seccmp Compares two sectors. 
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5 Conclusions 

This project will require disk imaging tools to create baseline disk images, and disk ma-
nipulation tools to set up test cases. For disk imaging, there are a number of suitable tools 
available; we will most likely make use of rdd. For disk manipulation, it would be bene-
ficial to develop a Linux-based tool, as tests involving the DCO will otherwise be very 
cumbersome to run. If this it done, it would be reasonable to include functionality to ma-
nipulate the HPA; source code to do this is readily available. 

A tool to set up partitions will be needed; Gnu parted seems to be a suitable choice as it 
is designed for non-interactive use (as well as interactive use), which is an advantage 
when creating automated tests. Should a custom tool be required, Gnu libparted 
would be a suitable base to build on. 

A tool to write predictable data to the disk will be useful in order to create test images. 
The CFTT diskwipe tool will be used for this purpose. 

The ability of HDAT2 and MHDD to write invalid ECC to disk sectors can be used to test 
read performance with defective media, but cannot be used to test writing to defective 
media. Furthermore, the commands used to write invalid ECC to disk are obsolete and 
may be unsupported by hardware or BIOS. Our test systems do support this command, 
but future tests should make use of the WRITE UNCORRECTABLE EXT command that  

There are no Linux tools that support manipulating the DCO, and support for HPA with 
48 bit addresses is questionable. A new tool will need to be developed for these purposes. 
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