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Sammanfattning 

 
 

Företaget Siemens Industrial Turbomachinery AB producerar och driftsätter bland annat 
gasturbiner, ångturbiner och kompressorer, samt utför service för komponenter till värme- och 
kraftproduktion. Siemens bedriver också forskning, utvecklingsarbete, marknadsföring, 
försäljning och installationer av turbiner och kompletta kraftverk samt inspektioner och 
maskinunderhåll.  

Vårt examensarbete har varit att ta fram en automatiserad statuslogg som ska användas som 
ett hjälpverktyg för att kontrollera status före och efter en serviceåtgärd på en gasturbin. 
Driftstörningar ska registreras på ett strukturerat sätt för att få en bra möjlighet för uppföljning 
av tillförlitligheten på anläggningen. 

En automatisk loggningsfunktion har utvecklats, som aktiveras vid start, stopp och tripp av 
kontrollsystemet. Loggfiler med namn av händelse, datum och tid skapas automatiskt. De 
uppgifter som loggas är händelsedatum och tid, signalnamn, mätvärden och mätenheter på de 
signaler som ska analyseras av supportpersonalen. Med hjälp av loggfilerna kan de göra en 
bedömning av felorsaken. 



 
 
 
 

Abstract 

 
 
The Company Siemens Industrial Turbo Machinery AB manufactures and launches in 
operation among other things gas turbines, steam turbines, compressors, turn-key power 
plants and carries out service for components for heat and power production. Siemens also 
performs research and development, marketing, sales and installations of turbines and 
completes power plants, service and refurbish. 
 
Our thesis for the engineering degree is to develop an automatic status log which will be used 
as a tool to control how the status of the machine is before and after technical service at gas 
turbines. Operational disturbances will be registered in a structured way in order to get a good 
possibility to follow up the reliability of the application.  
 
An automatic log function has been developed and will be activated at start, stop and 
shutdown of the turbine system. Log files are created automatically and get a name with the 
event type, the date and the time. The files contain data as timestamp, name, measured values 
and units of the signals which are going to be analyzed by the support engineers. They can 
evaluate the cause of the problem using the log files. 
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1 Introduction 
 

This chapter will describe the purpose of this thesis and the background of why it was 
performed. The scope will explain the conditions that had to be considered in this work. 

 

1.1 Aim 

The purpose of this thesis is to develop an automatic status log for the gas turbine SGT-600. 

When the service department is going to perform fault tracing, they have access to an alarm 
and event list written on paper or a list in the control system. Sometimes there are problems 
because the toner is low or the printer is out of function. Another problem with the alarm and 
event list is the size since the data sometimes reaches the maximal size of the buffer it 
happens that files with important information are not saved. To make it possible for the 
service engineers to investigate the problem it is important to have information of what might 
be the cause of the operational disturbances. On several plants they have no access to the 
Data-collector which is a program that collects information about data and events on the 
turbine. 

On those gas turbine plants that are not equipped with a Data-collector a solution with logs 
shall be used instead. One method to find the reason of errors of the turbine is to check 
different parameters from the time before the problem occurred. The values of the signals 
should be saved automatically when a start, a stop or a trip event takes place. These values are 
going to be stored in Excel files in a folder outside the operative control system.   

The log files should contain the names, the positions in the archive, the measured values and 
the units of the signals. The service engineers are going to be able to use the files to make 
diagrams and compare with values at normal state. 

 

1.2 Method 

The steps that have been followed to develop this thesis are to collect information about the 
hardware and the software in PCS 7 that could be useful for the creation of the log files. To 
acquired knowledge, the help files and instructions that are available in PCS 7 have been read. 
The support personal specialized in automation and drives in PCS 7 were very helpful with 
more detailed information required.  

The following step was to analyze the collected information and to start the realization of the 
task. The signals were configured; a script was created to experiment if the configurations of 
the signals and the script that was trigged manually were correct. Thereafter some tests were 
done to automate the execution of the script until satisfactory results were obtained. 

The last step was to evaluate the results and draw conclusions about the advantages, 
disadvantages and other alternatives to improve the results. 
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1.3 Background 

In 2003 Siemens bought the business areas Gas and Steam Turbines from the company 
Alstom in Finspong. It had also earlier been owned by ABB. Since 2004 it is called Siemens 
Industrial Turbomachinery AB. 

During the ABB period the control system Advant was used but after the sale it was switched 
to Siemens control system SIMATIC PCS 7. A rather large group of engineers and consults 
has been involved in this process. To start using a new control system is a challenge that 
requires adaptation and flexibility of the staff.  

Customers can order extra options as a tool to collect data and perform diagnostic analysis of 
the gas turbine behavior. However not all plants have been sold with this option. That is the 
reason why it has been necessary to create a new tool that can easily be used for collecting 
data and analyze it. 

 

1.4 Problems to be Solved 

The task to develop an automatic status log for the gas turbine SGT-600 has been divided in 
two parts; 1.3.1 Edith’s tasks and 1.3.2 Susanne’s tasks. 

 
1.4.1 Edith’s Tasks 

• Find and analyze which programs, tools and documents are needed to create a status 
log file. 

• Configure the selected tags which will be exported into the Excel file. 
• Automation of the exportation of the files. 
• Test, simulate and evaluate the results. 

 
1.4.2 Susanne’s Tasks 

• Create the log files with the collected data.  
• Name the log files with date and time for the log event. 
• Exportation of the log files to a folder outside the control system. 
• Implement protection of the folder and the log files in such way that unauthorized 

persons should not be able to change or delete them. 
• Check the size of the log files. 
• Automatically remove the oldest files when the log files folder reaches a certain limit. 
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1.5 Scope 

The gas turbine model to test and verify is of the type SGT-600. 

The control system program to use is SIMATIC PCS 7. 

The Excel export files are going to contain data as name of the signal, signal value and signal 
unit. The files should be named with date and time. The log files will be saved only in the 
occurrence of start, stop or trip of the system. 

The folder and the log files have to be located outside the control system directory and must 
be protected against being changed or deleted.  

The Excel files should have write protection. The folder for the log files must be limited to a 
certain size. 

 

1.6 The Structure of the Thesis 

This thesis has been divided in a theoretical and construction part. 

The basic functionality of the Gas turbine and Siemens control system is explained and so are 
some other applications and tools that can be useful while solving these problems. 

In the construction part the realization of the assignment is explained. Then the result, 
conclusions and suggestions are given at the end of this thesis. 

This thesis has been written by Edith García and Susanne Jonas, where Edith is the author of 
chapter 2-3; 5.1-5.2; 6.1; 7.1; and 8.1 and Susanne is the author of chapters 4; 5.3; 6.2; 7.2; 
and 8.2. The rest of the thesis has been written together.  
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2 Gas Turbine Theory 

This chapter will give basic information about the gas turbine SGT-600. A more detailed 
overview on this chapter can be found in [1]. 

 

2.1 Siemens Gas Turbine SGT-600 
 

The SGT-600 is a low-weight heavy-duty industrial gas turbine with a power generation of 
24.77MW (e) and mechanical drive 34.00bhp (25.40MW).  

 

 
Figure 1 Gas turbine SGT-600 

The compressor, the bleed valve 1 (BV1), the bleed valve 2 (BV2), 
 the combustion chamber and the power turbine (PT). 

 
 

2.2 Overview 

A gas turbine is a rotary engine that extracts energy from a flow of combustion gas, where 
liquid or gaseous fuel is burned to produce electric power and heat. Hot combustion gases are 
passed to the turbine and expand to drive the generator and then it is used to run the 
compressor. The purpose of the gas generator system is to run power turbine for energy 
production.  

The components of the engine gas turbine are the gas generator and the power turbine. The 
gas generator consists of compressor, combustor chamber with compressed air (see figure 1). 
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2.3 The Compressor 

The compressor produces high pressure air for the combustion. A ten stage axial-flow 
compressor is used to compress the air. The rotor assemblies are built up to several electron-
beam welded discs and an intermediate shaft is welded on to the rotor.  

 

2.4 The Combustor 

The combustor mixes the compressed air with fuel for continuous combustion and production 
of hot gases.  

 

2.5 The Turbine 

The turbine converts the hot gases into rotational energy for drive the generator or 
compressor.  

 

2.6 Function of the System  

This part will explain the states of the gas turbine: the start up to normal operation, the stop 
and the shutdown. 

When starting the gas turbine, there is a speed reference given for the starting system. This 
reference corresponds to a speed for purging of the gas generator. The gas generator 
accelerates to 2300 rpm. When the gas turbine has ventilated and a purging time around 1 
hour has elapsed, the gas generator accelerates and the power turbine accelerates up to 
nominal speed. The main fuel supply is opened to the combustion chamber.  

The gas turbine starts to accelerate as the fuel valves are slowly opened. The low pressure 
bleed valve BV1 is kept open until 6600 rpm and the high pressure bleed air valve BV2 is 
open until 7700 rpm.  

The gas turbine is at normal operation when the BV1 is closed and BV2 closes gradually and 
the speed is between 7700 rpm and 8500 rpm. The power turbine is kept at constant speed 
(~7700 rpm) at all load conditions.  

The gas turbine is stopped from the operator station (OS) and the shutdown or trip happens 
automatically or manually when there is a dangerous situation, for example high level gas 
detection. 
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3 The Control System 

This chapter will cover the information about the hardware and software that is used in the 
Siemens control system for the gas turbine SGT 600. 

  

 
 

 
Figure 2 SIMATIC PCS 7 System View. 

 
 

3.1 Siemens SIMATIC PCS 7 

Siemens SIMATIC PCS 7 is a process control system that integrates the industry automation 
process with the Human Machine Interface. This application has been used in different 
automation areas. PCS 7 has three important parts, Automation Technology, Human Machine 
Interface (HMI) and Communication technology. PCS 7 combines the processors network 
hardware and the control software. [2] 

The SIMATIC PCS 7 automation system (AS1) is used for sequencing of opened and closed 
loop control. The SIMATIC PCS 7 automation system (AS2) is used for protection, in case of 
failure of the AS1. SIMATIC WinCC is a PC based operator station. [2] 

There is a hardcopy printer used for alarm and event printouts. AS1 and AS2 communicate 
via Ethernet with the network board CP443-1 and via Profibus DP with I/O stations.  

 



 

7 

3.2 The Hardware Configuration of PCS 7  

The process control is located in the CPUs, they are the boarding card AS417-4 in AS1 and 
the boarding card 417-4H in AS2. The Digital Input DI, Digital Output DO, Analogue Input 
AI and Analogue Output AO boards are located in the IO stations. The CPUs are connected to 
the I/O stations with the PROFIBUS. The CPUs are also connected to an Operator Station 
with Human Machine Interface (HMI) via Ethernet (see figure 2). [2] 

The SIMATIC PCS 7 project is created on the Engineering System. In most cases the 
Engineering system is configured in the operator station but in some cases another PC is used 
for the Engineering System that depends of special requirements from the customer. The 
project contains the Automation Systems AS1 and AS2, the Operator System OS and the 
communication data via the CP443-1 boards that are located in the Automated Stations AS1 
and AS2. [2] 

 
Redundant Project 

A project is structured for redundancy when a second functionally identical server is made to 
run in parallel. It is in reserve and ready to take over in case of failure. The server is 
connected to the client and AS1 and AS2, see (figure 3). [2] 

 
 
 
 

 
 

Figure 3 PCS 7 Redundancy option. 
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3.3 The software of the PCS 7 project 

This part will describe how the software is implemented in the Automate System AS  

 
PLC 
 
The Programmable Logic Controllers (PLC) are control devices used for automation and 
control of the process. The PLC contains a variable number of input/output (I/O) ports. They 
are designed for real-time applications. The control program code is loaded into the CPU.  
 
 
PCS 7 Software and Installation Software Requirements  

The Process Control System PCS 7 is the software used for creating the control program.  

CFC (Continuous Function Chart) is a graphic editor that is used to create the entire software 
structure of the CPU from ready-made blocks. When working with the editor, you place 
blocks on function charts, assign parameters to them, and interconnect them (see figure 4). 
The values are transferred from one output to one or more inputs during communication 
between blocks. The compiled code is downloaded to the CPUs. [3] 

 

 

 

Figure 4 Example of a CFC chart. 
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SFC (Sequential Function Chart) is a tool for creating a sequential control system for process 
flow control. The engineering system allows you to create SFC charts/type/instances, compile 
them, and load them into the Automation System (AS). Every step in the SFC contains a 
group of signals that have to be checked from the CFC. The SFC continuously check the 
status or values of that group of signals (see figure 5). [4] 

 
Figure 5 Communications between SFC and CFC. 

 
 

3.4 The hardware of the SIMATIC PCS 7 Controllers 

The controllers are called Automation System (AS). In a redundant system there are two, AS1 
and two AS2. In a non redundant system there is one AS1 and one AS2. 

Automation System AS1 
 
The S7 400 controller has 9 slots, which are physically separated in the case of redundant 
systems (see figure 6). AS 417-4 Automation System, comprise of: 

The PS 407 power supply; 10A for 120/230 VAC, 2 backup batteries.[2] 

The CPU 417-4 with integrated interfaces Process Field Bus Decentralized Peripheral  
(PROFIBUS DP) and Multi Point Interface (MPI), 20 Mbyte main memory (10 Mbyte 
available user memory), memory card 4 Mbyte RAM. [2] 

The CP 443-1 board is used for communication to Industrial Ethernet plant bus. [2]  

 

Figure 6 The S7-400 controller, AS1 with its components. 
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Automation System AS2 

The only difference between AS1 and AS2 are the CPU boards. The CPU 417-4 is in AS1 and 
CPU 417-4H is in AS2. CPU 417-H has integrated PROFIBUS DP interfaces, 1.4 Mbyte 
main memory (700 Kbyte available user memory), memory card 4 Mbyte RAM. It has a fail-
safe license and function block library. Automation systems can be designed as single-channel 
systems or redundant systems. [2] 

The hardware of the SIMATIC Distributed I/Os ET 200M 

The ET200M distributed I/O stations’ control functions for process control applications with 
SIMATIC PCS 7 (see figure 7) consist of: 

• 1 or 2 (redundant) IM 153 interface modules for connecting through PROFIBUS DP with 
data transfer rates up to 12 Mbit/s. 

• All I/O modules are optically isolated from the backplane bus. [2] 

 

Figure 7 ET 200M distributed I/O stations. 
Fail-safe I/O Modules 

The fail-safe automation system is also I/O ET 200M with the difference that this module 
contains slightly different hardware (see in figure 8) and software which is connected through 
the PROFIBUS DP to the AS2 that is used for protection of the gas turbine. The modules with 
diagnostics capability automatically send the corresponding signal to the operator system 
when a fault occurs, enabling the trouble to be solved quickly and easily. The fail-safe 
automation system module is used when a faulty code that indicates high risk, to damage the 
plant or the environment appears. When errors are detected it automatically puts the plant in 
safe position. [2] 

 

Figure 8 ET 200M Fail-safe module . 
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3.5 The Network Communication 

This part will describe the communication in the control system. 

 
MPI 

The MPI (Multi Point Interface) is suitable for networking at the field and cell level with 
small aerial extent. The MPI interface of the central module group is used for communication 
with the PLC. [5] 

 

PROFIBUS 

The PROFIBUS (Process Field Bus) is a real time bus that permits the communication 
between the Automation System and the I/O stations. The PROFIBUS (Process Field Bus) is 
a sub-net designed for field and cell level. PROFIBUS is an open, digital communication 
system with a wide range of applications, particularly in the fields of factory and process 
automation. [5] 

 

PROFIBUS DP 

The PROFIBUS DP channel is used for the communication between a WinCC station and an 
automation system, for example, S7. [5] 

 

Industrial Ethernet 

The Industrial Ethernet is a sub-net suitable for automation communication. It facilitates the 
exchange of extensive amounts of data over large distances between many participants. 
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Integral OS-AS-ES System Architecture 

The SIMATIC architecture for PCS 7 is configured as (see figure 9). It is divided in the 
human machine level, the WinCC computer (OS), the network (Ethernet), the controllers (I/O 
boards) and the Engineering system that is located in the Engineering Station (ES). [2] 

 

 

 
 

Figure 9 Operator Station to Automate Station Architecture. 
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3.6 Configuration Steps to create a project  

This part will describe how to create and configure a project in the Simatic Manager 
application. 

The configuration steps are the following: 
 

• Create a project 
The project created in SIMATIC Manager handles all data that is generated under the 
configuration, (see figure 10). The SIMATIC Manager has three different views, 
Component View, Plant View and Process Object View. The views represent different 
aspects of the same object. Component View is the view for the hardware, (see figure 
11) and Plant View is the view for the system and program, (see figure 12). The 
process object view is used when details of process tags and CFC charts such as 
attributes and aspects need to be edited. [6] 
 

• Configuration of the hardware 
The hardware components of the AS and the OS are configured according to the 
hardware’s structure. [6] 
 

• Create Operator Station 
OS is created as a SIMATIC PC in Component View. The PC is also configured in the 
hardware Configuration and is called OS. [6] 
 

• Test 
The software must be loaded to the configured hardware for testing and for the 
operation on-line. [6] 
 
 
 

 
 

Figure 10 SIMATIC Manager configuration steps. 
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Figure 11 SIMATIC Component View shows the hardware setup. 
 
 
 
 
 

 
 

Figure 12 Plant View shows the signals blocks CFC and SFC. 
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SIMATIC Manager S7 Program Object  

The S7 program object is part of the Program Module. The S7 program object contains the 
source files and blocks.  

 

 
 

Figure 13 SIMATIC Manager S7 program object and components. 
 

 
• S7 program object  

The S7 program contains the source code and the blocks Continuous Function Chart 
(CFC) and Sequential Function Chart (SFC), (see figure 13). The CFC interconnects 
the blocks and the inputs and outputs of the blocks are configured in a table. The SFC 
is used for programming sequences. Modules can be created with the programming 
languages SCL, FBD and STL, which will be described below. [7] 
 
The programming language S7- SCL (Structured Control Language) is appropriated 
for formula calculations, complex optimization algorithms, or the management of 
larger quantities of data, among other things. [7] 
 
The programming language Function Block Diagram (FBD) is based on Boolean 
algebra in graphic logic. Complex functions such as math functions can also be 
displayed directly in combination with the logic boxes (see figure 14). [7] 
 
 
 

 
Figure 14 Logic boxes. 

Statement List STL is a textual representation of the STEP 7 programming language, 
similar to machine code. If a program is written in Statement List, the individual 
instructions correspond to the steps with which the CPU executes the program. [7] 
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• Block folder object  
A block folder of an off-line view contains the logic blocks as function block FB, 
organization block OB, system function block SFB, system function SFC type, data 
blocks DB, user-defined data types (UDT) and variable tables. 
A block folder of an on-line view contains the executable program part that has been 
loaded to the control.[7] 

• Charts folder object  
It contains CFC, SFC and the simulation object with its respective PLC. [7] 

 
 
AS Hardware Configuration  

The configuration of the hardware refers to the arranging of racks, modules, distributed I/O 
racks, and interface sub modules in a station window.  Racks are represented by a 
configuration table that permits a specific number of modules to be inserted, (see figure 15). 
In the configuration table, STEP 7 automatically assigns an address to each module. In figure 
15 the AS1 has been configured. The assigned parameters are downloaded to the CPU and 
transferred during startup by the CPU to the respective modules. [8] 

 
 
 

 
 

Figure 15 AS1 Hardware configurations with its respective configuration table. 
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AS Hardware Properties 

The CPU 417-4 and CP443-1 properties will be described in this part. 

 

CPU 417-4 Properties 

CPU 417-4 contains some information that is usable in the configuration of the archive tags. 
Information from Cycle interrupts has been considered while configuring archive tags in the 
tag logging archive. Every Organization block OB has an execution sample time in (ms). The 
sample time for every Organization Block (OB) needs to be checked and has to be considered 
for the configuration of the tags in the Tag Logging archive in SIMATIC WinCC. 

 

Ethernet interface CP 443-1 properties 

CP 443-1 communications module is connected to the Automation System via Industrial 
Ethernet plant bus. The industrial Ethernet switches SCALANCE X204 and SCALANCE 
X208 are used for this purpose. SCALANCE X-204 and 208 can manage switches for 
electrical and/or optical ports, (see figure 16). 

 

 

 
 

Figure 16 Scalance X-204 and Scalance X-208. 
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3.7 SIMATIC WinCC Application 

SIMATIC WinCC is a process visualizing program that is used in the Operator Station (OS), 
(see figure 17). WinCC contains software required for automation purpose. The 
communication process software includes the SIMATIC Human Machine Interface (HMI) 
components. WinCC and SIMATIC Manager are integrated in PCS 7.  

 
 

 
 

Figure 17 The WinCC Application. 
 
 
 
 
WinCC Tag Management Communication 

WinCC uses what is known as tag management to handle the centralized administration of its 
tags. All the data and the tags are created in a project and are stored in the project database. 
They are displayed and can be managed by WinCC in Runtime [9]. 

 



 

19 

Communication between WinCC and the Automation Systems (AS) 

WinCC communicates to exchange information in the form of tags and process values. To 
acquire the process values, the WinCC communication driver sends job messages to the AS, 
which then sends a corresponding reply message containing the requested process values back 
to WinCC. 

 

WinCC Graphic Designer Editor 

Graphic Designer Editor is a tool in SIMATIC WinCC that is used to create, configure and 
import pictures etc, (see figure 18). The configured graphic system is used in process 
management for operating and monitoring the process actions and events. Graphic pictures 
are displayed in the working area. They consist of a static and a dynamic picture component. 
Static picture component refers to all picture elements that do not change within the display in 
Runtime (see in figure 19). Dynamic picture component refers to all picture elements that 
display process values or states. [10] 

 

 
 

Figure 18 Graphic Designer Editor. 
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Figure 19 The Unit Operation display is an on-line picture in Runtime. 
 
 
 
 
 

3.8 Archiving the Project in a Dump 

The dump is a program that contains all parts of the created project, the hardware and 
software configuration. The created project is archived in a dump. 
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4 Creating and Managing Folder and Log Files  

This chapter will give information about tools that can be used to create and manage log files 
and a folder for storing files. 

 

4.1 Scripting in WinCC 

In order to create the log files, programming was necessary. When a turbine is running or 
simulated in WinCC there is an interface to the operator called Runtime. In order to make 
Runtime mode in WinCC more dynamic there are built-in programming interfaces for the 
programming language C and the script language Visual Basic Scripting Edition, also called 
VBS or VBScript (see figure 20). We have chosen to use VBS and therefore this section will 
be limited to clarify how that can be used in WinCC. The reason why VBS was chosen as the 
tool to work with is that it has got an internal interface in WinCC for handling tags and 
picture objects, something that does not exist for the C language. Handling tags is an 
important issue in this task since the log files will consist of Runtime data that will be 
collected from the tags. [18] 

 

 
 

Figure 20 In the Global Script Editor, there are interfaces for programming in C and VBS. 
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Visual Basic Scripting Edition is a script language developed by Microsoft. The syntax is 
similar to the syntax in other programming languages developed by Microsoft, for example, 
Visual Basic (VB) and Visual Basic for Applications (VBA). [19] 

Except for the programming interface in WinCC, VBS is also included in all Windows 
operative systems since Windows 98 and it is executed by a Windows compatible script 
engine. In VBS there is only one data type, VARIANT that can represent many types of 
variables. The VARIANT data type automatically adapts to the data it is given. When a 
variable is declared no data type has to be defined. That can be compared to most other 
programming languages where the variable usually is associated with a data type. In the 
example below the file name in VBS could be given any value, not just a text string, it could 
just as well be an integer. In the Java example the data type is defined as a string and 
assigning another type of value would not be accepted. [20] 

 

In VBS 
Dim Filename  
Filename = “Rapport.doc”    OK 
Filename = 12                       OK 
 

  

 

In WinCC there are possibilities using VBS to read or write a tag value, change the properties 
of an object, read data from a file or write data to a file dynamically in Runtime. There are 
two different types of VBScripts in WinCC and that is event scripts and global action scripts. 
[18] 

 

In Java 
String Filename  
Filename = “Rapport.doc”    OK 
Filename = 12                        Not OK 
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4.1.1 Event Scripts 

Event scripts were used in the beginning while developing a script for exporting runtime data 
to a csv file. In WinCC Runtime the interface to the operator is through a number of pictures, 
where the operator can see dynamically measured values from the process or different parts of 
the turbine, for example, if a valve is opened or closed. These pictures are created in the 
Graphics Designer Editor in WinCC, where it can be edited which objects the picture will 
contain. The objects are put in the picture by drag and drop functions and colors and other 
properties can be chosen (see figure 21). Apart from the already mentioned parts the pictures 
can also contain objects like controls for tag values, buttons, list boxes and so on and these 
objects have properties and events. Events scripts are used in the pictures and are connected to 
events of an object, for example, a click on a button. A script can be written that is executed 
when that event occurs. Tag values, files, values in text fields and list boxes in the picture can 
be used as input data for the script. [18] 

 
 

 
 

Figure 21 Properties of a button is edited in Graphics Designer Editor. 
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4.1.2 Global Action Scripts 

When starting to automate the execution of the script, a global action script was used. The 
execution of a global action script is not dependent of an event in a picture, instead it is 
automatically triggered by a change of a tag value or by a cyclic or acyclic timer as described 
in chapter 6.1.1. In the Global Script VBS Editor in WinCC several different types of scripts 
can be created: actions, modules and procedures (see figure 22). [18] 

 
 

 
 

Figure 22 VBS – Global Script Editor. 
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 A code that is going to be used several times does not need to be repeated. Instead it can be 
stored as a procedure and be called from an action. There are different types of procedures, 
standard procedures that can be used to several projects on the same computer and project 
procedures which can only be used in the project where they have been created. [18] 

Modules are used to connect related procedures to each others when they are going to be 
compiled (see figure 23). Here as well there are standard modules and project modules, where 
the first mentioned contain global procedures and the second procedures specific for the 
actual project. Global action scripts created in the VBS-editor get the file extension “.bac”, 
the modules get the file extension “.bmo”. Actions, modules and procedures can all be 
password protected. [18] 

 
 
 

 
 

Figure 23 Schematic of the functionality in Global Script. 
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In order to activate an action script in Runtime, Global Script Editor must be registered in the 
Runtime start list (see figure 24). [18] 

 

 
 

Figure 24 Activation of the Global Script Editor in the start list of Runtime. 
 
 
 
 

4.2 Windows Script Host  

In this thesis Windows Script Host (WSH) will be used to execute a batch file to automate an 
action on the computer system. WSH is a scripting host for Windows scripts. The scripts can 
be run from the desktop of Windows or from the command prompt and it is usable for non-
interactive scripts, for example, administrative scripts and machine automation [21]. WSH 
can be used to execute files written in various script languages. This applies to the file 
extensions “.vbs”, “.js” and “.wsf”. The script can be written in a text editor like Notepad, a 
HTML editor or in some programming compilers [22]. WSH is included in the installation of 
all Windows operative systems from Windows 98 and also in the Internet Explorer browser 
from version 5. [23] 
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4.3 The Csv File Format  

The log files have to be possible to read in the Excel application and a decision was made to 
create them in csv file format since exportation of files in the csv format is supported in the 
WinCC application. It is a format that is well known and often used in various database 
systems and table based programs. The name csv is an abbreviation for Comma Separated 
Values and it is used for storing tabular data. In short that implies that data that are going to 
be on the same row but in different columns, are separated with a comma. The row is 
terminated with a line feed or return and a line feed, and the following data will be written on 
the next row. [24]. Here are some examples how the csv format works:  

• Fields are separated with a comma 
 
820830-1907,Karl,Riding will be shown as 
 
820830-1907 Karl Riding 

 
 

• The first row in a csv file can contain column names in each field, for example, 
 
Personal number,Name,Interests 

 

One of the advantages of using the csv-format is the availability. It can be used in many table 
based programs, for example, Microsoft Excel in which a file with csv format can be opened 
and used as a base for creating diagrams, calculations and sorting data in different ways (see 
figure 25). [25] 

 
 

 
 

Figure 25 A csv file can easily be used to make diagrams or calculations in Excel. 
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So, are there any limits of the csv-format? Yes, when a csv file is used in older version of 
Excel than 2007 the maximal size of the table is 65536 rows and 256 columns and the file can 
only contain one sheet. In Excel 2007 the maximal size is 1 million rows and 16 000 columns 
in one sheet. If storing more data is necessary more files has to be created or another format 
has to be used. Data can only be stored as text which means that all formatting, graphics and 
other objects will be lost and mathematical formulas will become text and loose its function. 
[26] 

 

4.4 Structured Query Language 

Data from the control system will be stored in databases. With Structured Query Language, 
also called SQL, this data will be retrieved from the databases and then stored in the log files. 
SQL is a special language created for retrieving data from relational databases, where data is 
stored in tables representing objects. The tables have columns and rows. The columns contain 
column name, data type and other attributes and the rows contain the data or so called records. 
One or a combination of several columns must be a primary key, which means that it has to be 
unique and there can not be two records with the same primary key. When a query is made to 
the database a number of records, called a recordset, is returned. It is like a multiple array 
where one dimension is the number of fields in the table and the other dimension is the 
number of records (or rows) in the database table. It is possible to use wildcards like “*” to 
fetch all columns or only select some fields that are going to be retrieved from the database 
table. In that case the recordset will only contain those fields that were fetched. [27] 

Some examples: 

SELECT * FROM Dogs ORDER BY Name; 
 
Result – All columns and records from the table Dogs will be retrieved and the records are 
ordered by the dogs name. 
 
 
SELECT Name, Breed FROM Dogs; 
 
Result – All Names and breeds from Dogs will be retrieved. Other columns in the database 
table will not be fetched. [27] 
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4.5 Security in Microsoft Windows XP Professional 

For the security issue of the log files some already built-in functions in Microsoft Windows 
XP Professional were considered and these will be discussed in the following parts.  

 

4.5.1 Create User Accounts 

In Microsoft Windows XP Professional different user groups and individual users can be 
created by the administrator (see figure 26). They can be given different rights in the system 
depending on their work tasks and their needs to access different parts of the computer 
system. This administration takes place in the Control Panel in Users accounts. The different 
groups can be given passwords and the security level for a group can be set. Individual users 
can be set to belong to a certain group (see figure 27). Administration of groups simplifies the 
security administration. [28] 

 
 

 
 

Figure 26 Set account type for a new user. 
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Figure 27 A password is created for a new user. 

 
 
4.5.2 Configuration of Folders 

When the user accounts have been created by the administrator, the security for the folder can 
be configured, for instance if the folder should be shared with others or not (only available 
choice for the administrator) (see figure 28) or if it should be read-only or hidden. For each 
user or group it can be configured what they are allowed to do with the folder, for instance get 
full control, read, write, change or show content (see figure 29). The security level can be set 
to be inherited by files in the folder and subfolders. It can also be configured more detailed if 
wanted and the data can be encrypted for a higher security level. [28] 

 

  

Figure 28 This folder will not be shared. Figure 29 Set security level for different users. 
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5 The Automatic Status Log Setup 

This chapter will describe the hardware and software that is used to create the status log files.  

 

5.1 Overview 

The task is performed for the SGT 600. The control process is S7-400. For this task some 
additional software license as WinCC Connectivity Pack, Microsoft Script Debugger and MS 
Excel has been installed.  

The decision to choose this solution was to consider the economical part that means that no 
extra software is needed that is not used in a standard project, except for the MS Excel 
program. 

The construction, simulation and verification had been done with a dump for SGT-600. 

 

5.2 Tag Logging Setup  

To configure the selected tags the Tag Logging tool and the Graphic Designer tool in WinCC, 
the CFC for each tag in SIMATIC Manager and the WinCC Archive Configuration tool in 
Excel will be used. 

The Global Script tool in WinCC, the Graphic Designer tool in WinCC and the Microsoft 
SQL Server Enterprise Manager will be used to make the communication and connections for 
the automation of the exportation of the log files. 

Information about the CFC and the Graphic Designer tool are found in chapter 3.  More 
details about the Tag Logging tool, Global Script tool and the WinCC Archive Configuration 
tool in Excel are found in chapter 6.1.  

The following programs and tools have been required to create the tag logging files: 
Connectivity Pack, SQL, WinCC OLE DB Provider 

The WinCC/ Connectivity Pack is an additional option, that permits the access to transfer 
process values and production data to higher level systems for information conditioning such 
as Microsoft Excel. Process values can be exported into a csv file. [11] 

Structured Query Language (SQL) is a language that provides an interface to relational 
databases. SQL is also described in chapter 6.1.2. WinCC data is stored in the MS SQL 
Server Database. To work with the data in the database, a set of command and statements 
(language) has to be used. The WinCC OLE DB provider is used to access the SQL server 
Database. 
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The WinCC OLE-DB Provider makes it possible to directly access the archive data that 
WinCC stored in the Microsoft SQL Server database (alarms, process values and user data). 
This connection can also be used for statistic functions (see figure 30). [12] 

 

Figure 30 WinCC OLE DB access to the local WinCC RT Database. 
 
 
 

5.3 Setup for Exporting Data and Adding Security 

The following programs and tools are required to export data and add security: WinCC, 
Microsoft SQL Server Enterprise Manager, Microsoft Excel and Microsoft Windows XP 
Professional. 

In WinCC some programming tools are used. Graphics Designer Editor is needed to develop 
an event script that generates a log file when a button is pushed. The Global Script VBS 
Editor is needed to create a global action script that automatically generates a log file when a 
start, a stop or a trip event occurred. 

While fetching data from the two databases, SQL OLE DB and ADODB, Microsoft SQL 
Server Enterprise Manager and the query language SQL will be used. The results of the 
database queries will be returned as recordsets and stored in the log file. [27] 

Microsoft Excel is used for opening the log files in the csv file format. It was a demand for 
this thesis that the log files were going to be able to be read in the Excel application. [26] 

The control system of the gas turbines is usually delivered with the computer operative 
system Microsoft Windows XP Professional and therefore it is also used in this setup. 
Amongst many features of Microsoft Windows XP Professional it has functions for creating 
user groups, adding security in a network, administrating folders and files and executing 
scripts. [23 and 28] 
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6 Constructions 

This chapter will describe the construction of the program that is going to automate export 
process data to excel files. The construction has been divided in 2 parts: Construction of the 
automatic tag logging and Construction of the log files management. 

A manual program was tested before the automation program was developed. The manual 
program was tested because it was possible to learn how to configure the tags, make the 
necessary communication and learn how to use all the elements that are parts of this task. 

The difference between the manual and the automatic program was that the manual program 
was executed when a button was pushed and the execution of the automatic program on the 
other hand had to be trigged by a timer or a change of the value of a specified signal. 

 

6.1 Construction of the Automatic Tag Logging 

This part is divided in two parts, the configuration of the Tag Logging archive with the 
selected tags and the automation of the exportation of the log files. 

6.1.1 The Tag Logging Archive Configuration  

Service control engineers decided which signals or so called KKS that should be logged. The 
designation of their names is based on the Kraftwerk-Kennzeichen-System, KKS and is used 
for identifying plants sections and equipment according to their function. [17] 

The test was done in a dump that has been used in an internal project in Siemens. A dump is a 
package that contains a copy of a system as hardware, configuration, CFC, SFC, pictures etc. 

The gas turbine are managed and controlled by the operators through pictures created in the 
Graphic designer tool in WinCC. The picture “Unit sequence” contains very important 
information about the turbine. In that picture the turbine can be started and stopped. This 
picture was used for testing and to retrieve the names of the tags before the configuration of 
the tags was done.  

The next task was to check where in PCS 7 the measurement unit of each tag where 
configured because it could not be retrieved from the pictures in the Graphic designer tool. 
They were found in the Continuous Function Chart CFC in the SIMATIC Manager. The unit 
information and their respective tags should be saved in the log files.  

Tag logging is a tool that can be used to create the process values archives. Some 
considerations have been taken of the configuration of the process value archive. [13] 

Tag configuration was done in the archive “Start” that was created for this purpose. Around 
50 KKS were selected by the service engineers. The list increased up to 120 signals. A 
process value archive with the 120 KKS was created in the tag logging archive “Start”. To 
configure the tags was very important otherwise the connection and the communication with 
the script could not work.  
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The process tag properties were configured first. The process tag has a lot of suffix, the first 
task was to find out which suffix should be used in order to get the value of the tag and this 
information was found in the graphic designer pictures. In this case the suffix was “.U”. With 
that suffix of the tag it was possible to obtain the value of the tag. The value of the tag is part 
of the information that should be saved in the status log file. 

There are different acquisitions types and for this task the cyclic continuous type was chosen. 
That means that actual values of the tags are given when they are required. With the other 
acquisitions types no values were retrieved. 

The acquisition time had to be chosen right otherwise the value of the tag would not be 
written correctly in the log file. The information about the sample time was found in the CPU 
properties. Each tag belongs to a certain organization block (OB). To find out which OB 
group the tag belonged to the CFC of the selected tag had to be checked out (see in figure 31 
and 32 for an overview about the configuration of the tags). 

 
 

 
Figure 31 Process tag properties Archive Tag  
name of the archive tag, the process tag, the 
acquisition type, cycle acquisition and archiving are 
filled. 
 

 
Figure 32 In Process Tag properties the Parameters 
“Processing value”, “Unit” and “Save on error last 
value” are filled. 
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All the tags in the Tag logging Archive in WinCC were configured (see figure 33).  

 
 

Figure 33 Tag logging process value archive. 
 
 
 

Process values are data stored in the memory of one of the connected automation systems 
(see figure 34). They represent the status of a plant; for example, temperatures, fill or states 
(e.g. motor off). The value of a process tag is obtained by reading out the process value from 
the memory of the automation system. [13] 

 

 
 

Figure 34 Process tag’s process value 
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The WinCC Archive Configuration Tool is an Excel add-in enabling simple, quick creation 
of archives for the Tag logging tool (see figure 35). A new archive in the Tag logging tool can 
be created with the WinCC Archive Configuration Tool. [16] 

 

 
 

Figure 35 WinCC Archive Tag read values. 
 
 
 
6.1.2 Automation of the Exportation of Log Files 

This part will describe the steps that have been used to make the exportation of the log files 
automatic. The first step was to get the information about the tag like the name, the measured 
value, the time, the measurement unit. They were retrieved from the databases in the SQL 
server using the WinCC OLE DB provider and the SQL OLE DB provider. The first step was 
to build the part of the script that allows the connections between the SQL server, the WinCC 
OLE DB provider and the SQL OLE DB provider. The second step was to make the 
automation of the exportation of the log files. The Global script editor was used to build the 
script. To make it possible to automate the exportation of the log files the script was done in 
an action and the action was trigged with one tag trigger for the start and stop event and the 
other tag trigger for the trip event. 

The Global Script Editor is a design editor that is used to create project modules and action 
modules. WinCC uses Visual Basic Script to program global actions and procedures as well 
as to speed up and trigger graphic objects in Runtime.  

An action is always activated by a trigger event. An action, for example, is triggered in 
Runtime when an object is operated by a mouse click, a certain time has occurred or a tag has 
been modified. Actions are defined once in the Global Script and then they are available 
independent of the picture. Global Script actions are only valid in the project in which they 
were defined. Actions linked to a graphic object are only valid in the picture in which they 
were defined. [14] 

Action Triggers are required to execute actions in Runtime. A trigger is linked to an action 
thus forming the triggering event which calls the action. Actions without a trigger are not exe-
cuted. There are different types of action trigger for this task the tag trigger was chosen. [14] 
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Tag Triggers consist of one or more specified tags. The action which is connected to such a 
trigger is always executed or activated when a change in the value of one of these tags has 
been detected in Runtime (see figure 36). [14] 

 

Figure 36 The action script is activated when the tag value changes. 
 
 
 

Building the Script 

The WinCC archive software had been installed in Excel. With that tool it is possible to create 
a process value archive and reload it to tag logging archive in case that the dump has become 
corrupt. 

The configuration of the process value archive was done in the tag logging tool. The script is 
divided in two parts called Part I and Part II. Part I is used for accessing the uncompressed 
archive and Part two is used for accessing the compressed archive. There are two providers 
the SQL OLE DB provider for access of the uncompressed archive database and the WinCC 
OLE DB provider for the access of the compressed archive database.  

 

Make Connection String for ADODB 

The ADODB is a database library that permits the connection with different databases. The 
provider, the data source name and the data source are the parameters that are used for 
establishing the connection ADODB. There are two databases that have to be connected via 
their respective provider.  

Parts of the process values are stored in the Runtime archive database. WinCC OLE DB 
provider is used to access dynamic data from the signals in Runtime from tag logging and 
alarm logging that means signals from Runtime which can change value under a time period. 

SQL OLE DB provider is used to access the database with the uncompressed tables. These 
tables contain data that have a constant value once they have been configured, for example, 
the measuring unit. [15]  
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The following text blocks contain examples how the SQL and WinCC OLE DB provider are 
used to make the connections to the databases. 

 

 

 

 

 

WinCC Connectivity Pack software and license has to be installed. It permits the access to the 
SQL Server via the providers. 

 

Define Command Text in SQL 

The command text (SQL) is used for the communication with the databases. There are two 
databases that will be accessed using the command text (SQL). It is possible to select the data 
that will be fetched from the databases. The Script is divided in two parts, part I and Part II.  

The flow diagram is briefly described in two parts Part I and Part II. In the flow diagram Part 
I (see in figure 37) SQL OLE DB provider should access are the parameters. 

• Tag name 
• Tag ID 
• Measured unit 

 
The following text box is an example how to SQL OLE DB provider access a database with a 
SQL command 
 

In the flow diagram Part II (see in figure 38) WinCC OLE DB should access the parameters: 
Name of the archive, tag name, value ID, time stamp and measured value. 
 
 

Make connection via SQL OLE DB provider 
Set conn = CreateObject("ADODB.Connection") 
conn.open "Provider=SQLOLEDB.1; Integrated Security=SSPI; Persist Security 
Info=false; Initial Catalog=CC_GT4_OS_07_06_29_07_27_51; Data 
Source=OS1\WinCC" 

Make connection via the WinCC OLE DB 
Set conn1 = CreateObject("ADODB.Connection") 
"Provider=WinCCOLEDBProvider.1;Catalog=CC_GT4_OS_07_06_29_07_27_51R; 
Data Source=OS1\WinCC" 

SQL Command to the database that access via the SQL OLE DB provider 
oCom.CommandText = "SELECT TLGTAGID, VARNAME, UNITDIRECT FROM 
PDE#TAGs ORDER BY TLGTAGID" 
In this example the tag ID, the tag name and measured unit are selected  
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The following text box is an example how to access the Runtime database via WinCC OLE 
DB provider with a SQL command. 

 

 
 
The Script Algorithm 

The steps of the script for part I and part II are: make the connection, command text for query, 
error handling and close the Recordset. 

 

Make the Connections 

The ADODB Database connection object is created as the example: 

Set conn = CreateObject("ADODB.Connection") 

 

Command Text for Query  

In this part the the SQL commands are written, the data that will be fetched is selected in the 
command as the example: 

oCom.CommandText = "SELECT ValueID, ValueName FROM Archive" 

The CommandText is executed in a recordset as the example: 

Set oRs = oCom.Execute 

 

Error Handling  

The function exits in case of an error. No log file will be created. The next time an event 
happens the function will be executed again. 

 

Close Recordset   

The connection is closed as in the example: oRs.Close 

SQL Command to the Runtime database via WinCC OLE DB provider 
sSql="TAG:R,6,'0000-00-00 00:20:00.000', '0000-00-00 00:00:00.000'" 
R is the abbreviation for Runtime, 6 is the value ID and Time stamp=Time Begin 
=’0000-00-00 00:20:0:00.000’, Time End= '0000-00-00 00:00:00.000  
In this example the parameters values will logged the last 20 minutes. 
 



 

40 

 

  
 
 
 
 
 
 
 
 
  
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
Figure 37 Flow diagram Part I.
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Figure 38 Flow diagram Part II. 

 
 
 
 

Automation of the Exportation of the Log Files 

Tag triggers were needed to execute the script and to make the automation of the exportation 
of the log files. The tag triggers were found in the Runtime pictures of the Operator Station. 
The complete names of the tag triggers were found in the same pictures but in the Graphic 
designer editor.  
 

 

End 
Part II 

Start 
Part II 

Define command text in Sql for WinCC OLE 
DB provider compressed archives, relative 

time 

Create Connection for 
ADODB and record set

Continue in part 2 See figure 40 Part 2 

 
Close Connection
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6.2 Construction of the Log File Management 

In this part it will be described how log files are created with data from databases, the creation 
of the file name, how security is added to files, folder and scripts and how the storing folder is 
kept at a certain size. 

 

6.2.1 Create a Log File  

While eveloping a script that was going to create a log file it was first done in the easiest way, 
with an event script connected to a button in a picture. Examples from the on-line help was 
used as a model and customized to fit the task. After that an action script was made using 
signals as triggers for an automatic execution of the script. 

In order to create the csv file with measured values two different databases in Microsoft SQL 
Server Enterprise Manager had to be used. In one database, SQL OLE DB, parameters that 
are configured for the tags are stored. From that database the following data were retrieved: 

• Tag Id-number 
• Tag Name 
• Measuring unit 

 

In the other database, ADODB, Runtime data are stored and from that database the following 
data were fetched: 

• Tag Id-number 
• Timestamp 
• Measured value 

 
 

The two results from the queries were then combined together by joining the Tag Id-number 
from both database queries and then the data was written to the file.  
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First an attempt to open both databases at the same time, using different variables for the 
connections and the recordsets, was done. Since that did not work, another approach was 
made. Instead an attempt was done to create one connection, fetch the wanted data, store the 
result temporarily in an array and then close that connection. Then the other database was 
opened and the rest of the required data was fetched from it. That method worked 
successfully. In the block schemes the process is divided into two parts. In part I the SQL 
OLE DB, here referred to as Database I, is opened and the configured tags properties, that is 
the result from the database query, is stored into a temporary array (see figure 39). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 39 Fetch data from Database I. 
 
 

In part II, Runtime data is collected from ADODB, here referred to as Database II. In the 
database query command, two time variables are added in order to collect values from ten 
minutes before the event happened until twenty minutes after the event took place. That is the 
time period that the service engineers are interested in. The SQL can not be executed straight 
away because when the event takes place there are not yet any measurements from twenty 
minutes in the future. So a time delay has to be done and after that the SQL is executed and 
the result from Database I and II are combined together into the csv file. The control signals 
are checked to establish what event has taken place (see figure 40) and that part will be 
described more closely in chapter 6.2.2. Some security was added to the log files as well and 
that part will be described more closely in chapter 6.2.3. 

Start of part I – See figure 37

Put the result of the first database query in a recordset 

Store the recordset in an array 

Close the recordset 

Close the connection 

Continuation of Part I 
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Figure 40 Fetch data from Database II and create a csv file. 

Put the result from the second 
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Add start and stop 
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Start of part II – See figure 38 

Continuation of Part II

Yes 
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6.2.2 Naming the Log Files 

In the global action script the log files were given names. According to the specification the 
log files should be named with the date and time for the occasion when the log file was 
created. The date and time was fetched from the system and the time is there formatted as 
xx:xx:xx. However, some characters are not allowed in file names in Windows XP and those 
are: 

 \ / : * ? “ < > |    

Therefore the “:” was replaced with “.” and the date and time was added to the file name (see 
figure 41). 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 41 The schematic picture of the naming process so far. 

Create file name variable

Get date 

Add date to the file name

Get time 

Replace ”:” with ”.” 
in time 

Add time to the file name

Create File Name 
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It would be an advantage if it was easier for the service engineers to identify the files that they 
are interested of. Therefore the kind of event that has taken place was added to the file name. 
The structure of the name would now be: 

 

 

 

 

 
 

In order to decide what event had taken place, reading control signals that indicates start, stop 
and trip was necessary. A start is after the start button has been pushed and the turbine has 
reached start status, which takes some time. A stop is when the stop button has been pushed 
and a trip is when a control signal from the fail-safe system turns the turbine off. Tests were 
done with different control signals, read more about it in the chapter 7.2.1.  

One signal was chosen that indicated either start or stop/trip and another one that indicated 
either no trip or trip. Depending on the combination of the values of these two control signals 
the event could be recognised and added to the file name (see figure 42).  
 
So if one signal indicated a stop value the other signal also had to be checked to see if it was a 
stop or a trip that had taken place. When a start was indicated only one signal needed to be 
checked. 

 

Date + _ + Time (log created) + _ + Type of event + File extension 
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Figure 42 Adding the type of event to the file name. 
 
 
 
 
 
 
 

Event = Start Event = Stop Event = Trip 

Add event to 
file name 

Add file extension 
to file name 

End of the 
naming block 
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or Stop? 
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Start 

Stop Trip 

No Trip 

Continuation of Creating File 
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6.2.3 Security Aspects 

While discussing the security aspect with our instructor at Siemens some facts were presented 
that influences on the possible solutions of this issue.  

• At some sites Siemens service engineers are logged in as administrators on the 
computer system and at other sites they are not.  

 
• Siemens wants the customer to have reading rights to the log files so that the customer 

can send the log files to the Service Department at Siemens for evaluation when there 
are problems at the site.  

 
• The log files should not be possible to manipulate or delete. 

 
 

In order to address this problem, security was added in: 

• the global VBS-action script  
 

• the control system WinCC  
 

• Microsoft Windows XP Professional 
 

While working with files or folders in VBScript a File System Object can be used. The file 
and the folder can be created as an instance of the File System Object. Then methods that 
belong to the File System Object can be used for instance copying, moving, deleting or 
changing attributes of the object.  

In the global VBS-action script the files were given the attribute that makes them read-only, 
so that no unauthorized persons can be able to change or delete them. When a log file is 
created it can not be given the read-only attribute from the beginning, since data first should 
be written to the file. When all data has been transferred into the file, it is given the attribute 
1, indicating that the file is in read-only mode. Now the csv file has been locked for writing 
and the file and the File System Object are being closed (see figure 43).  
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Figure 43 Make the csv file read-only. 
 
 
 
 
 
 

 

Create File System Object

Create csv-file 

Code that writes data into 
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csv file read-only  

Close csv file 

Close File System Object

End of function 
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In WinCC it is possible to protect an action script, a module or a procedure with a password 
and this function was now used. This was configured in the Global Script Editor in the 
Info/Trigger editor for each action script, module and procedure (see figure 44). Since only 
authorized persons have access to the code, others do not know what the scripts are 
performing and the execution happens relatively unnoticed. This is an advantage because only 
a few people will know that there is a log file being created with the name “xxxxx.csv” and 
that it will be stored in the folder “fffffff”. 

 

 
 

Figure 44 Actions, modules and procedures are being password protected. 
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Then the log file folder was configured in Microsoft Windows XP Professional. Since 
Siemens service engineers not always have administrator’s rights in the operator system the 
implementation of security has been limited to such actions that a user with lower authority 
can perform. The folder was made read-only and the change was also applied to subfolders 
and the log files in the folder (see figure 45). When Siemens service engineers have 
administrator’s rights in the operator system, it would be preferable if they only give 
permissions to read and execute the folder and the subfolders and files to others than 
administrators. Otherwise there will be a disadvantage that somebody can change the read-
only attribute for the folder or the files. 

 

 

Figure 45 The folder was configured read-only. 
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6.2.4 Numbers of Signals in One File  

The file is limited in size to the maximal numbers of rows that a csv file can contain and that 
are 65536 rows in older versions of Microsoft Excel than 2007, see chapter 4.3. The Csv File 
Format. A service engineer had suggested a sampling period of 500 ms and a sampling time 
of 30 minutes. With those variables it was estimated that approximately 18 signals could be 
logged in the same file. If the sampling period was reduced to 1 s, and the sampling time 
remained 30 minutes, approximately 36 signals could be logged in the same file.  

 

 

 

 

 

 

 

 
 
 
6.2.5 Automatically Remove the Oldest Log Files 

Two different approaches on how to remove the oldest log files from the folder automatically 
were tried. In chapter 7.2.4. it is discussed which method is preferable to use. The first idea 
how to address the issue was to create a batch-file in VBScript in the file format “.vbs”. The 
script was executed with Windows Script Host and it removed the oldest files in the folder 
when the folder had reached a certain size limit. The script was scheduled in the operative 
system Microsoft Windows XP Professional to be executed once a day (see figure 46 and 47). 

Figure 46 The batch file was scheduled in Windows 
XP. 

Figure 47 The batch file was executed daily. 

Maximal number of signals in one file:
Sampling Period 500 ms, Sampling Time 30 min 
Number of rows for one signal: 
 
(samples/s) x (s/1 min) x sample time = number of rows  2 x 60 x 30 = 3600 rows 
 
Maximal number of rows / number of rows for one signal =   
Maximal numbers of signals in one file    65536 / 3600 ≈ 18 signals 
 
 
Maximal number of signals in one file: 
Sampling period 1 s, sampling time 30 min 
Number of rows for one signal:     1 x 60 x 30 = 1800 rows 
 
Maximal numbers of signals in one file    65536 / 1800 ≈ 36 signals 
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Another solution to this problem was to implement the “Cleaning Folder Script” as a 
procedure in WinCC in the global script action, from where the call to the procedure was 
made. In the script the folder and the files were made writable, the files were sorted after date 
and time. Then the oldest files were being deleted if the folder size was too large and after that 
the files and the folder were made read-only again (see figure 48). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 48 Automatically remove the oldest log files. 
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7 Testing 

This chapter will describe the environment for testing, simulating and verifying of the 
construction of the status log files. 

 

7.1 The Simulation and Verification of the Automatic Export of Files 

This part of chapter 7 will describe the steps: simulation and verification of the tag logging 
configuration archive and the automation of the exported log files. 

 

The Environment 

WinCC is the visualizing program which is used as an operator station (OS). The pictures that 
will be handled are created in the operator station. The tags are configured in the Tag Logging 
Archive in WinCC. The script is written as an action and two event tags will trigger the script 
in WinCC Global Script. The script debugger will appear when the script is compiled. If any 
errors are found in the script the debugger will point out the errors. 

Without the installation of the script debugger the script will not work. The script debugger 
will start every time SIMATIC WinCC is changed to the Runtime mode. The operator should 
close the script debugger window.  

 

Preparations for the Test 

WinCC has to be in “Runtime” mode to initiate the test. A user identity and a password are 
necessary to open WinCC in Runtime. 

With the simulation program X-Sim in SIMATIC Manager it is possible to simulate a trip 
event in the gas turbine. There is a CFC X-Sim block for every trip signal. It is used for 
simulating trips.  

 

The Simulation of the Script 

The on-line pictures show the process of the gas turbine, for example, how the turbines motor 
speeds up, or if the valves are closed or opened. Some sequences have to be to be activated 
manually in order to simulate a start of the system.  
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The Sequential Function Charts SFCs can give information about the progress in the start 
sequence. A Sequence Function Chart SFC contains steps; each step has conditions that have 
to be fulfilled before it can go to the next step. This information was very useful in cases 
when there were problems with the start sequence (see in figure 49). 

The sequence that contains the steps for the start and stop is the Unit sequence. The turbine 
sequence indicates that the gas turbine is in operation. The gas fuel sequence contains some 
steps that are activated when a shutdown or trip is done.  

 

 
 

Figure 49 The SFC of the turbine sequence.  
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Testing the Script Functions 

The first test was made manually and many important observations were done. A picture was 
designed to do the manually test. In this part there were no triggers. 

The SQL databases are created automatically when a new dump is loaded. The databases 
contain some tables with data that can be accessed with administrator permissions. This 
information was very useful in the configuration of the tag logging archive and to write the 
SQL commands in the VBScript. 

After the first test was done, it was possible to detect if some configurations were wrong or 
they were missing in the Tag logging archive. The server names, catalogs and data sources 
were found in the SQL databases. The manual test was very useful for the understanding of 
the uncompressed archives and the compressed archives. 

 In the action script some parameters were changed and added. The tag triggers were used to 
be able to change the script from manually execution of the script to an automatically 
executed action. Before using the tag trigger, a timer trigger was selected; the script did not 
work automatically, at that moment it was realized that the software of the script debugger 
had to be installed. To make an action dynamic the script debugger had to be configured in 
the PC properties (see in figure 50) and then the automatic exportation of the log files started. 
 
 
 

 
 

Figure 50 Global script Runtime has to be selected in the computer properties. 
The script debugger will activate the script when WinCC will be in run mode. 
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Automatic Exportation of the Log Files 

The script was trigged and it worked well and some tag triggers were tested. There are two tag 
triggers, one tag trigger for start and stop and one tag trigger for trip. 

The sample time had to be delayed, more functions were added to the script as file and folder 
attribute, a password to the script was added too and the limits of the folder size were 
checked. 

The picture “Unit operation” in the operator station (OS) was accessed to perform the start 
and the stop test. 

The shutdown test was simulated from CFC in SIMATIC Manager (see figure 51). In the 
picture “Trips” it was possible to check when a trip was performed. Under the test some errors 
were found in the script and they were corrected with success and the script started to work 
automatically. 

 

 
 

Figure 51 Simulation of a trip from CFC in Simatic Manager. 
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7.2 Testing of the Log Files Printout and Folder Management 

In this part the testing and verification of the log files printout, checking of the file sizes, the 
security and the management of the storing folder and the log files are described. 

7.2.1 The Log Files 

Creating the script was first done in the easiest way, with an event script connected to a button 
in a picture, where a mouse click generated a log file printout. Examples from the internal 
documentation of WinCC was used as a model and customized to fit our task. The two queries 
to the databases were first made separately and the results were put in separate csv files, then 
a work started to combine the results from the two database queries into one csv file. After 
that a global VBS-action script was made and different triggers for the action were tested in 
order to automate the execution and also which control signals to use for the naming process. 

Testing of the resulting log files was done while simulating start and stop in the WinCC 
Runtime simulation and trip in SIMATIC CFC in blocks called X-SIM, which are used for 
simulation. The following parameters were then checked: 

• Date and time in the file name depending of when the simulated event had taken place 
• Name dependent of which event had been simulated 
• Correspondence between the actual time delay and the delay stipulated in the script 
• If created file contained the expected data and in the right columns 
• If created files were read-only 

While trying to combine the result from the two databases an attempt to open both databases 
in the same time using different variables for the connections and recordsets was done. Since 
that did not work, another approach was made. Instead one connection was created, the 
wanted data was fetched, the recordset was stored temporarily in an array and the connection 
was closed before the other database was opened and that method worked better.  

There had to be a time delay in the script because a period after the event had happened 
should also be logged. It was first tested to configure a tag as a timer, but it was discovered 
that it is not allowed to set the value of a tag from a global script, only reading the value is 
allowed. Instead a variable in the global VBS-action script was used as a timer and in a while-
loop the actual time was compared to the timer variable. When the actual time had past the 
timer, the database query for the runtime data could be executed. 

When the resulting log file was created with the appropriate parameters it was time to add the 
event that had occurred to the file name. In order to decide what event had taken place, 
reading the analog attribute “event” of the control signal that had been used for trigging the 
script was done and also one binary attribute of the signal that indicated a trip event. The 
analog attribute was expected to indicate start or stop and the binary signal no trip or trip. So 
if the analog attribute indicated a stop value the binary attribute also had to be checked, if it 
was a stop or a trip that had taken place. If the value of the binary attribute was 0 no trip had 
occurred, if the value was 1 the turbine had tripped. When a start was indicated by the analog 
attribute, the binary attribute was always 0. Depending on the combination of the values of 
these attributes of the control signals the event could be recognised and added to the file 
name.  
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In the beginning of the test period the analog attribute always had the value 537190395 when 
a start had occurred and 319483 when a stop or trip had taken place and therefore they were 
considered to be static values that always indicated a start and a stop. In order to check which 
event had taken place the value of the analog attribute was compared to these values. While 
simulating different events to see if the VBScript was functioning as expected, for a long time 
it was totally stable.  

However, after a power failure the whole control system went unstable and the analog 
attribute of the control signal that were used to set the file name sometimes had other values 
than the two known from before. Now a start could be indicated with the value 537190xxx 
and a stop or trip with 319xxx. This showed that the values that first appeared to be static 
were not, and therefore this signal could not be used while naming the files. Instead another 
binary attribute was used which became 1 when the turbine was in start or 0 when the turbine 
was in stop mode. During the rest of the testing period using the binary attribute worked fine. 

 

7.2.2 Security 

When Siemens service engineers have administrators rights on the computer operator station 
they have possibilities to add more security if wanted. If they have created different users or 
user groups they can decide who is going to have access to the files and folders and who is not 
and this was now tested. Logged in as an administrator user accounts belonging to different 
groups of users and guests were created in Microsoft Windows XP Professional. The folder 
for storage of the log files was configured as read-only and one user was given rights to read 
and open the folder and the files and the other user was not. Then it was checked that the 
folder and the log files could not be used by the user that had no authority to the folder and 
the files. After that it was checked that it could be used by the user with authority.  

After that logging in as a user with a lower authority was also tested, since the service 
engineers sometimes only have the right as an ordinary user on the computer operator system. 
Then the folder was configured as read-only.  

The global VBS-action script and the procedure were made password protected, in order to 
check if the protection of the scripts worked properly. While testing to add a password to the 
scripts in the global script VBS-editor, a problem occurred. The instructions in the on-line 
help said that the script that should be password protected should be selected in the navigation 
window. When it was done in the wrong way, opened in the editor-window, the whole control 
system was hung up and then help was needed from the WinCC support to remove the 
password from the script. When the procedure was done according to the instructions there 
was no problem, but a great deal of attention must be kept to this while adding a password in 
order to avoid problems. 

The script that automatically removes the oldest files from the folder did not make any 
changes concerning the authority to the folder in Microsoft Windows XP Professional. 
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7.2.3 File Size 

When an action script had been created which logged the acquired signals with the necessary 
parameters, checking of the file size was done. The tags in the tag logging archive was first 
configured with a sampling period of 500 milliseconds and then with 1 second. In both cases 
the database query in the global VBS-action script was changed to fetch more signals to test 
how many signals could maximally be collected in the same file and with the chosen sampling 
period. The approximate number had been calculated in advance and it was now tested and 
verified. 

If one column for each field of data was used in the log file, totally five columns were used. 
With a sampling period of 500 milliseconds, a sampling time of 30 minutes, a maximum of 18 
signals could be logged in the same file. This resulted in a file size of approximately 6000 kB. 

If the sampling period instead was set to 1 second and the sampling time remained 30 
minutes, a maximum of 36 signals could be logged in one file. After discussions with our 
instructor it was decided that a sampling period of 1 second would be enough. 

There is a size limit of 65536 rows in the csv file when used in Excel however if most of the 
256 columns would be used, 1836 signals could be stored in the same file using that method. 
However the file would be more difficult to read for the user and with too much information 
presented at the same time wrong conclusions could easily be made. 

The number of files that can be stored in a folder, for example, with a maximal size of 200 
MB was estimated to be 33 files. 

 

 

 
 
 
 
7.2.4 Automatically Remove the Oldest Log Files  

A VBScript for automatically removing the oldest files from the folder was created and first 
tested separately in a VBScript executed as a scheduled task in Microsoft Windows XP 
Professional. Then it was implemented as a procedure in the global action module triggered 
every time a new file was created. It was first tested in another folder and then later on the 
appropriate folder where the log files were stored. The folder and the files were checked 
before and after the methods were tested to see if the folder size had been reduced (see figure 
52) and that the oldest files were the ones that had been deleted (see figure 53 and 54). 

Both methods to clean the folder were tested and they both worked satisfying. The size limit 
was set to 20 MB and when the folder was too large the oldest files were deleted and then the 
folder and the rest of the files were made read-only again. The method that is preferred is to 
integrate the script as a procedure in the global action script in WinCC. In that way the folder 
size will be checked every time a new log file is created and even if many events occur during 
a short period of time the folder will not become to large. 

 
Number of files stored in the folder: 
 
Folder size / File size =  Number of files in a folder  (200 x 106 ) /  ( 6000 x 103 ) ≈ 33 
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Another reason to choose the method with a procedure in WinCC is that antivirus programs or 
the system administrator sometimes forbid a separate script to be run on a computer because 
of security reasons. They can pose a potential threat to the computer system spreading viruses.  

        

Figure 52 The folder size before and after removing the oldest files.  
 
 

 

Figure 53 The files in the folder before removing the oldest files. 
 
 

 

Figure 54 The oldest files have been deleted by the script. 
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8 Conclusions 

In this chapter the result of the automatic status log will be presented. The advantages the 
disadvantages and future developments will be described. 

 

8.1 Results of the Automation of the Exportation of the Log Files 

A status log for the start, stop and trip system event has been created for a SGT600 control 
system. 

The signals or KKS selected are saved in a tag logging archive. That archive can be changed 
and configured in the WinCC archive tool in case the dump will be corrupt. 

The action script in the Global Script Editor is protected with a password and can only be 
open by authorized users. 

The log files are automatically saved when the tag triggers change their values.  

 

8.2 Result of the Log Files Management 

When a start, stop or trip event takes place, a log file is created and named after the date, time 
and event. 

The log files are saved in a folder outside the control system.  

The folder and the log files are assigned read only attribute. 

The oldest files are automatically removed from the folder when the folder reaches a certain 
limit. 

The action script that creates the log files and the procedure that keeps the folder size at a 
certain level are both password protected. 
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8.3 Discussion 

It has been very instructive to work with this assignment. The knowledge from our studies, for 
example, the topics of electronics, control system, programming and database have been 
useful in some parts of this task. The realization of the task has sometimes been difficult since 
there were not so many persons to ask about the automation of the script and useful tools in 
WinCC.  

 

The Advantages  

The status log can be used to test signals in the control system and the signals can be chosen 
for different purposes.  

This solution is very economically from the point of view that the only extra software 
required is Excel. 

The resulting log files are very easy to manage and it is possible to get more functionalities as 
diagrams and statistics. 

It can be used in projects that are missing tools to collect data and perform diagnostics. 

This thesis can also be used for educational purposes for persons that work with the control 
system PCS 7. 

 

The Disadvantages  

There is a size limit for the rows of the Excel file. Only 36 signals can be stored in the same 
file. 
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An overview of the flow from the control signal to the csv log file printout can be seen in 
figure 55. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 

Figure 55 Overview of the flow from the control signal to the log file. 
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8.4 Further Development  

The status log program can be developed as a monitoring system. A possible improvement 
would be to create a better interface to the users. A dynamic picture in WinCC graphic 
designer tool could be implemented where the signals could be selected from a list box and 
trends could be made from the chosen signals during a specified period. Then the chosen 
signal could appear as a diagram in order to improve the visualization for the viewer. Old 
archives can be accessed with already existing tools in WinCC. 

An advanced statistic application is possible to add into the resulting log file. With all the data 
information it is possible to calculate statistic functions, for example, the maximum, the 
minimum and the mean value. In case the upper and lower values are being logged, it is 
possible to check which signals have passed the limits under a period of time.  

The log files can be accessed and managed remotely by the service engineers. Via the File 
Transfer Protocol FTP it can be possible for the service engineers to log on remotely in the 
Operator Stations and select the log files that they are interested of. 
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9 Glossary and Abbreviations 
 
ADODB  Database Library 
AS   Automation Station 
BV   Bleed Valve 
CFC   Continuous Function Chart 
CMS   Condition Monitoring System 
CPU   Central Processor Unit 
csv   Comma Separated Values, a file format 
DB   Data Block 
ES   Engineering System 
ES   Engineering Station 
FB   Function block 
FDB   Function Block diagram 
HMI   Human Machine Interface 
I/O   Input / Output 
KKS   Kraftwerk-Kennzeichen-System 
MPI   Multi Point Interface 
OB   Organization Block 
OS   Operator Station 
PCS 7   Process Control System 
PG/PC   Interface between the PCI board and the Ethernet board. 
PLC   Programmable Logic Controller 
PROFIBUS       Process Field Bus 
PROFIBUS DP   Profibus Communication Protocol, Decentralized Peripherals 
PT   Power Turbine 
RT   Runtime 
S7   Step 7 
SFB   System Function Block 
SFC Chart  Sequential Function Chart 
SFC Type  System Function 
SLC   Structure Control Language 
SQL   Structured Query Language, use for retrieving data from databases 
SQL OLE DB   Database Provider 
STL   Statement List 
VB   Visual Basic, a programming language 
VBA Visual Basic for Applications, a programming language for Microsoft     

Office Applications 
VBS, VBScript Visual Basic Scripting Edition, a programming script language 
WinCC  A software interface to the control system 
WSH   Windows Script Host, a script engine 
X-SIM   Continuous Function Chart for simulation 
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