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Abstract
Verification of users’ identities are normally carried out via PIN-codes or ID- cards. Biometric identification, 
identification of unique body features, offers an alternative solution to these methods.

Fingerprint scanning is the most common biometric identification method used today. It uses a simple and 
quick method of identification and has therefore been favoured instead of other biometric identification 
methods such as retina scan or signature verification.

In this report biometric security systems have been evaluated based on fingerprint scanners. The evaluation 
method focuses on copies of real fingers, artificial fingers, as intrusion method but it also mentions currently 
used algorithms for identification and strengths and weaknesses in hardware solutions used.

The artificial fingers used in the evaluation were made of gelatin, as it resembles the surface of human skin in 
ways of moisture, electric resistance and texture. Artificial fingers were based on ten subjects whose real 
fingers and artificial counterpart were tested on three different fingerprint scanners. All scanners tested 
accepted artificial fingers as substitutes for real fingers. Results varied between users and scanners but the 
artificial fingers were accepted between about one forth and half of the times.

Techniques used in image enhancement, minutiae analysis and pattern matching are analyzed. Normalization, 
binarization, quality markup and low pass filtering are described within image enhancement. In minutiae 
analysis connectivity numbers, point identification and skeletonization (thinning algorithms) are analyzed. 
Within pattern matching, direction field analysis and principal component analysis are described. Finally 
combinations of both minutiae analysis and pattern matching, hybrid models, are mentioned.

Based on experiments made and analysis of used techniques a recommendation for future use and 
development of fingerprint scanners is made.
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Introduction
1 Introduction

1.1 Goal
The goal of this report is to examine fingerprint readers’ capability to withstand an attack 
of an artificial finger using techniques based on earlier research made in [1] and [2] for 
making false fingerprints. I will thereafter try to conclude and evaluate how well the secu-
rity level of the latest fingerprint readers stand against the ones tested earlier in [1] and [2] 
and other security measures in ways of personal security and identification.

1.1.1 Limitations
This report focuses on fingerprints, simply because it is the easiest, cheapest, most avail-
able (and used) biometric security feature on the market today. It is important to clarify if it 
is worth incorporating in our daily life or if it does not provide enough security to motivate 
its use. The concern is on what level of security we can rely on fingerprint readers, not in 
what way fingerprints can be used as forensic evidence. 

Some of the most common techniques for detecting fingerprints will be explained briefly, 
to enable a discussion of whether or not the chosen technique is to be considered safer or 
better than others when detecting (artificial) fingerprints. 

1.2 Background
This paper is mainly based on two papers, therefore a short summary of both will be pre-
sented in this chapter.

1.2.1 Biometrical fingerprint recognition: Don’t get your fingers burned 
Ton van der Putte and Jeroen Keuning, september 2000 [1].

This article is published “as a warning to those thinking of using new methods of identifi-
cation without first examining the technical opportunities for compromising the identifica-
tion mechanism”. 

Generally when a biometric verification occurs, some sort of scan of the biometrics of the 
person is made and compared with characteristics stored in that profile. Normally a certain 
margin of error is allowed. If this margin is too small the system will reject authorized 
users. If it is too high the probability of an attacker being accepted is increased.

In European courts at least 12 minutiae have to be identified in the fingerprint for a posi-
tive identification. This “12 point rule” is based on empirical assumptions that in a popula-
tion of ten million not two persons will have 12 coinciding minutiae. For fingerprint 
scanners most give a positive result of 8 or more minutiae are found. Manufacturers claim 
a FAR of one in a million, reasonable when based on at least these 8 minutiae.

Today’s sensors are so small that they can be built into virtually any machine. A sensor is 
under development that will be built in a plastic card the size of a normal credit card. When 
Evaluation of biometric security systems against artificial fingers 1 of 70



Introduction
sensors of this size hits the market the number of applications using fingerprint technology 
will boost considerably.

Fingerprint sensors used today usually use one of the following sensor techniques:
• Optical sensor, uses a LED source and a system of lenses to project the image on a cam-

era.
• Ultrasonic sensor, measures the acoustic impedance of the skin in the ridges and the air 

in the valleys.
• Electric field sensor, an array of pixels measures the variations in the electric field.
• Capacitive sensor, an array of pixels that measure variation in capacity.
• Temperature sensor, often smaller than the finger, uses a sweeping technique to scan the 

entire finger area to measure distinctions between the temperature of the skin in the 
ridges and the air in the valleys. 

The biggest problem with biometric identification on the basis of fingerprints is the fact 
that none, to the knowledge of the authors, of the fingerprint scanners currently available 
can distinguish between a finger and a well-created artificial finger. Still some producers 
claim this in their documentation. This distinction problem will be proven by describing 
two methods for creating artificial fingers. The difference between these methods depend 
on the cooperation of the owner of the fingerprint. There are without doubt many more 
ways of forging fingerprints but these methods are enough to fool the scanners in this 
report.
• Duplication with cooperation.

First a plaster cast of the finger is created. The cast should preferably be of a good qual-
ity, for example such as dental technicians use or kits for creating plaster figures. This 
cast is later filled with silicon rubber to create a thin silicon dummy of the finger. If a 
thin dummy is desirable the top of the finger can be moulded beforehand using plaster 
(with 1-2 mm. room for the dummy fingerprint). Silicon waterproof cements or liquid 
silicon is then placed in the mould. When the silicon has hardened it should carefully be 
removed, then it is ready to use. This dummy can later be glued on someone’s finger to 
make it unnoticable.

• Duplication without cooperation.
When duplicating a fingerprint without the owners consent it is necessary to obtain a 
print of the finger from a glass or another surface (sometimes even the scanner itself). 
First the finger has to be copied from the source. The method the police use can easily 
be used for this, by putting a fine powder on the print and use some scotch tape to 
remove it from the underlying surface. A camera and film is then used to create a photo 
of the print. After developing the film the negative is attached to a PCB and is exposed 
to UV light. After washing away the parts that were exposed to UV light and etching the 
parts of the copper exposed a copy of the print will be available. This has a very slim 
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Introduction
profile (around 35 micron) so deepening the profile to resemble a print might be neces-
sary. The PCB now has a profile that can be copied by putting a waterproof silicon 
cement on the print. It takes around eight hours to create this type of artificial finger-
print.

Six fingerprint sensors have been tested using dummy fingers created as above. All tested 
sensors accepted a dummy finger as a real finger, most of them at the first attempt. Several 
more sensors have also been tested on various fairs (mainly at CeBIT) and all sensors 
tested accepted the silicone finger at the first attempt.

Van der Putte and Keuning are quite clear in their security statement about fingerprint 
scanners, which this quote shows: “Manufacturers of fingerprint scanners cannot deliver 
convincing evidence that they can make a distinction between a real, living finger and a 
dummy created from silicone rubber or any other material. Therefore, our advice is not to 
use fingerprint verification with applications where the identification serves as proof of 
presence. Comparing all biometric verification possibilities, fingerprint scanners are (per-
haps apart from keystroke dynamics) the least secure means of verification. It is the only 
system where the biometrical characteristic can be stolen without the owner noticing it or 
reasonably being able to prevent it.”

However they also leave a disclaimer that their statements are based on current technol-
ogy, and that fingerprint scanners technical development might soon make them able to 
distinguish real fingers from artificial.

1.2.2 Impact of Artificial “Gummy” fingers on fingerprint systems
T. Matsumoto, H Matsumoto, K. Yamada and S. Hoshino, January 2002 [2].

The authors chose to focus on fingerprint systems “since they have become widespread as 
authentication terminals for PCs or smart cards or portable terminals”. Their focus lie in 
whether or not these systems should accept artificial fingers as substitutes for real fingers. 

Artificial fingers can be a necessary substitute for real fingers. Legitimate users can for 
several reasons loose their ability to access a fingerprint reader with the right finger such as 
accidents, dry or worn fingers or fingers with a low quality print. However, having a stored 
artificial finger is a risk as artificial fingers can be stolen and used by intruders. In order to 
prevent this, fingerprint systems must generally reject artificial fingers. In order to reject 
them, fingerprint systems should take measures to examine som other features intrinsic to 
live fingers than those of fingerprints. Although a number of fingerprint systems have 
come into use, it is not clear whether or not features for detecting this have been imple-
mented or still lie in the development stages or in patent literature.

Prior to this paper the writers made silicone fingers and tested fingerprint systems with 
them. From the results they concluded that systems with capacitive sensors and some sys-
tems with optical sensors could reject silicone fingers. In order to investigate this, they car-
ried out experiments to determine whether or not fingerprint systems could detect an 
artificial finger or not.
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Their artificial fingers were made by using an impression obtained from a live finger. The 
fingerprint image of an impression is transposed from left to right as in a mirror reflection 
of the original print. This impression may the be used to create a mold for an artificial fin-
ger. 

Two different methods were used to create the prints:
1. An impression made by directly pressing a live finger into a plastic material and then 

mold an artificial finger with it.
This artificial finger is made by using a molding plastic as a mold and then pouring a 
gelatin solution (gelatin and water in a 50% solution heated to its melting point) into the 
mold to create an artificial finger.

2. A fingerprint image captured from a residual fingerprint with a digital microscope and 
used to make a mold to reproduce an artificial finger.
This fingerprint is created by pressing a finger against a glass plate to make a residual 
fingerprint and then enhance this fingerprint with a cyanoacrylate adhesive to get a 
clearly outlined print. The fingerprint is captured with a digital microscopic camera. The 
image is then transposed back right to left and the contrast is enhanced. The image is 
later printed on a transparency sheet to make a mask for a photo sensitive PCB. When 
the PCB has been processed (i e. UV-light, remove photo resist and expose the copper 
and then etch). The remaining copper will have the form of the fingerprint and can be 
used as a mold for an artificial finger. The finger is made by a gelatin solution (gelatin 
(40%) and water in a solution heated to its melting point) and poured over the PCB to 
make a print.

The experiments (see Table 1 on page 31) were performed with 5 subjects for method 1 and 
1 for method 2. They all attempted one to one verification 100 times in each type of exper-
iment. When enrolling the template retries was allowed. 11 fingerprint readers were tested.   

The result of the artificial fingers cloned with molds (as in method 1) was that all artifi-
cial fingers were enrollable. The fingerprint systems also accepted the fingers with a prob-
ability varying between 68% and 100%.The result for the artificial fingers made by method 
2 was that all artificial fingers were enrollable. It was concluded that the fingerprint sys-
tems accepted the artificial fingers with the probability of more than 67%.

This shows that there are many ways to deceive the fingerprint systems even if their tem-
plates and communication are protected. The authors found results to be enough evidence 
for fact that artificial fingers can be accepted by commercial fingerprint systems and that it 
is possible to make artificial fingers of other materials than silicone.

Since users of biometric systems cannot change their biometric data, systems dependant 
on this type of logins are sensitive to cloning such as artificial fingers which now can be 
made by easily obtainable materials. It is recommended that these kind of systems should 
be carefully examined and the results made public so that users can have a full understand-
ing of the security level of the systems.
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1.3 Reading Guide
• Section 1, “Introduction,” on page 1 tries to give a first glimpse at the area of finger-

prints, it will present a summation of the two papers this report is based on. It will also 
present the goal of this report.

• Section 2, “Biometric overview,” on page 6 explains biometrics as a whole, its base and 
different techniques. This section works as a foundation for the next chapter.

• Section 3, “Fingerprints,” on page 10 explains fingerprints in physical detail, its use in 
history and current use.

• Section 4, “Theoretical background for fingerprint scanners,” on page 15 carefully clar-
ifies fingerprint scanners use, availability and technical solutions. It also mentions possi-
ble ways of attacking a security system based on fingerprint scanners and available 
protection schemes against these attacks.

• Section 5, “Algorithms for processing of fingerprint images,” on page 19 will briefly 
explain some of the most used techniques currently available for identifying finger-
prints.

• Section 6, “Experimental description,” on page 31 explains why certain methods were 
used, follows the creation process of artificial fingers and experiments performed. It also 
describes features of the software used for the evaluation.

• Section 7, “Results,” on page 37 clearly shows the results of performed evaluations with 
charts and comments.

• Section 8, “Analysis, conclusions and recommendations,” on page 45 discusses finger-
print identification’s use today and the expected and true security level of fingerprint 
scanners. It also states the writers opinion on the possible advantages and disadvantages 
of intrusion methods, defence methods and currently used algorithms. It also gives a rec-
ommendation for future use and development.

• Section 9, “References,” on page 54 contains references for this report.
• Section A, “Appendix,” on page 56 contains a small dictionary and detailed information 

about materials and scanners used in the experiments. It also contains some comments 
meant for reproduction purposes. Pictures of participants fingerprints scanned with one 
of the scanners are included along with detailed data (in numbers) of the results 
achieved in the experiments. 

1.3.1 Notes
For words marked with italics there is an explanation of the word in Section A.1, “Dictio-
nary for common abbreviations and technical terms,” on page 56. 

References placed in the report uses the following notation: references placed before a 
period (.) in a sentence refers to this sentence only, a reference placed after the period refers 
the whole paragraph. 
Evaluation of biometric security systems against artificial fingers 5 of 70
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2 Biometric overview

The older sense of biometrics (also known as biometry), from Encyclopedia Britannica 
XXVIII; 1902, was “The application of modern statistical methods to the measurements of 
biological (variable) objects”. This however should not be confused with one of the newer 
“The identification of an individual based on biological traits, such as fingerprints, iris pat-
terns, and facial features” [3]. This newer sense gives a much more accurate explanation on 
what biometrics is all about nowadays; identification of individuals.

2.1 Identification and identity verification
Both identification and verification is something we use in our daily lives to show who we 
are. There is however an important difference between the two that is easily forgotten. In 
this report they are therefore defined here as follows: 
• Identification 

Comparison of input data with an entire database of stored data. If a match is found the 
user who presented the data is accepted as the person in the database that matched the 
input data.

• Verification
Comparison of input data from an individual with earlier stored data from the same indi-
vidual. If they match the verification is a success.

For identification or verification of an individual the definition provided by [4] explain 
available options. This is done via a separation into three things.
1. What you have, i.e a VISA-card, passport or an ID-card, an easy solution that is practi-

cal in its use. These items can however be stolen and later on used or copied. This 
enables an intruder to use them to get access to formerly restricted areas or information.

2. What you know, i.e a memorized PIN-code, a password or an address. Often used since 
it does not require anything more than a good memory. It is not as secure as it first looks, 
since all it takes is for someone to overlook or overhear you mentioning this secret infor-
mation. Since nothing else than a memory is required, it is now easy to use this to your 
advantage. 

3. What you are, i.e a fingerprint, DNA, retinal scan of the eye or even your voice. This is 
what biometrics focus on, something that cannot easily be stolen or forged since it 
belongs to you only. Since you can not change these details, a successful forgery might 
prove to be unstoppable since you cannot change your biometric information.

For higher security it is necessary to combine these three together because separately any 
of these are quite easy to forge or use, but combined they form quite a high level of secu-
rity.
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Biometric overview
The use of verification of as a proof of our identity is something most people are used to. 
We often claim to be someone and the systems verify this claim by checking against a pass-
word, signature or card that only this person should be able to present. An example of this 
verification that we use almost every day is credit cards. We use a PIN-code, something 
we, if we are who we claim to be, should know. This is combined with a card, something 
only we should have access to, to form a higher level of security. 

With identification, the system does not try to verify a claim, instead it checks its entire 
database for someone or something that could match the data given by a user. This is nor-
mally done by collecting as much data as possible and then scanning in the entire database 
for something that matches all data. Compared to verification this extends the time and 
effort to identify someone greatly since verification only demand one comparison.

Verification is to be considered safer than identification since an attacker has to specify 
which user it tries to verify itself as. With identification an attacker can present arbitrary 
information and hope it matches something in the database. 

With biometrics the main area is identification. Using biometrics should however limit 
the time needed to search for a certain characteristic since the ways to identify an individ-
ual today are limited to a couple of unique features. This makes the search much more lim-
ited and quicker since only one specific area is searched. Biometric identification is not 
something which could be lost or forgotten either, which makes it ideal for applications 
where identification is important. Higher levels of security nowadays often use some sort 
of biometrics to verify identity since it is the only simple way to use identification. A pass-
word for example is not practical to have as an identification method since it can be 
attacked easily. Anyone can come up with a password and compare it against the one in 
database. A “high security” facility might have a fingerprint scan combined with a smart-
card and a PIN-code to combine all three categories of authentication. This is of course the 
most effective way of limiting intrusion since the effort for a forger increases rapidly as 
another way of identification is added.

The terminology used when displaying results around verification and identification are 
Success rate, false rejection rate (FRR) and false acceptance rate (FAR). The definitions 
used in this report are as follows:
• Success rate

The rate at which successful verifications or identifications are made compared to the 
total number of trials.

• False rejection rate (FRR)
The rate at which the system falsely rejects a registered user compared to the total num-
ber of trials. 

• False acceptance rate (FAR)
The rate at which the system would falsely accept a non registered (or another regis-
tered) finger as a registered one compared to the total number of trials. This applies only 
when identifying since in verification the user is already defined.
Evaluation of biometric security systems against artificial fingers 7 of 70



Biometric overview
The general opinion is that biometrics is the most advanced and secure of the available 
ways of identification, even though it is impossible to obtain a 100 per cent accurate 
answer to the question of identity. This opinion might not cause any real concern since 
forging biometric details has not been a known area for criminals. However, recent studies 
that have included successful forgeries have caused some unrest among the makers of bio-
metric equipment, interest among researchers and maybe also criminals. 

2.2 Biometric technologies
Biometric technology’s use in identifying and authenticating people is fairly new. The stud-
ies involving faking or imitating physical attributes has just recently started expanding. The 
current technical advances usually involve retina scans, face identification and fingerprint 
scanning to mention some, with the latter in focus here (see Section 3 on page 10 for fur-
ther details). 

Currently there are more than ten different techniques available to identify a person based 
on biometrics [1]. These techniques are applied within two main categories, physical and 
behavioral characteristics.

2.2.1 Physical characteristics
• Fingerprint recognition - Scans the fingerprint for recognition, compares acquired data 

with templates enrolled earlier. 
• Recognition of hand or finger - Scans the entire hand or larger parts of the finger. It 

compares patterns in the skin in the same way as in fingerprint recognition. The differ-
ence between the two lie mostly in the size of the scanner and the resolution of the scan-
ning array. 

• Face recognition - Detects patterns and shapes and shadows in the face. Comparison is 
made between the detected data and stored templates. 

• Face geometry - Works similar to face recognition but focuses more on shapes and 
forms instead of patterns.

• Vein pattern recognition - Detects veins in the surface of the hand and compares them 
against an earlier stored templates. These patterns are considered to be as unique as fin-
gerprints. The advantage is that they are not easily copied or stolen.

• Retina recognition - Scans the surface of the retina and compares nerve patterns, blood 
vessels and such features.

• Iris recognition - Scans the surface of the iris to compare patterns. 

2.2.2 Behavioral characteristics 
• Voice recognition - Compares characteristics of the voice such as pitch, tone and fre-

quency with a stored originals.
• Signature recognition - Measures pressure of the pen and frequency in the writing to 

identify a person via a signature. 
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• Keystrokes dynamics - Recognition via statistics, for example time between keystrokes, 
word choices, word combinations, general speed of typing etc.
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Fingerprints
3 Fingerprints

Fingerprints are interesting since they show measurable differences in pattern and the pat-
tern is quite stable trough out our lifetime. These two things combined form an excellent 
possibility to identify individuals. This has been known for a long time and fingerprints 
have been used in crime investigation for decades now.

3.1 History
Fingerprints have long been involved in recognition and as signatures:
• In prehistoric time fingerprints were put on clay tablets for business contracts (ancient 

Babylon) and on clay seals (ancient China) [5,6].
• Official government paper had fingerprint impressions on them in 14th century Persia. 

One government official (a doctor) also observed that no fingerprints were exactly alike 
[5,6].

• Marcello Malpighi, a professor of anatomy at the University of Bologna, noted in 1686 
in his treatise; ridges, spirals and loops in fingerprints. He did not address their value as 
a tool for individual identification [5,6].

• Sir William Hershel began using fingerprints on contracts with the natives in India 1856. 
In the beginning the whole handprint was used but later on Hershel only required the 
right index and middle finger as identification on the contracts. Hershel had a limited 
experience with fingerprints but his personal conviction was that every fingerprint was 
unique as well as permanent throughout the individuals life.[5]

• During the 1870’s Dr. Henry Faulds took up the study of “skin-furrows” after noticing 
marks on specimens of “prehistoric” pottery. Faulds did not just recognize the impor-
tance of fingerprints as means of identification, he also devised a method of classifica-
tion. In 1880 he forwarded an explanation of his classification system and sample forms 
for recording inked impressions to Sir Charles Darwin. The same year Faulds also pub-
lished an article in the scientific journal “Nature” where he discussed fingerprints as 
means of personal identification and the use of ink as a method for obtaining these. [5] 

• In Mark Twain’s (Samuel L. Clemens) book “Life on the Mississippi” from 1883 a mur-
derer was identified with the use of fingerprint identification [5].

• The British anthropologist Sir Francis Galton, cousin of Charles Darwin, began his 
observations of fingerprints as a means of identification in the 1880’s. His observations 
originated in the book “Fingerprints” in 1892, establishing the individuality and perma-
nence of fingerprints. This book contained the first classification system for fingerprints. 
Galton’s primary interest in fingerprints was as an aid for determining heredity and 
racial background. He did however soon discover that there were no real clues for this 
theory. Instead he ended up scientifically proving that fingerprints do not change during 
the individuals lifetime and that there are no fingerprints that are exactly alike. Galton 
also identified the characteristics in which fingerprints can be classified. These charac-
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teristics (minutiae) are still today referred to as Galton’s Details and their basic use are 
the same. [5]

• Juan Vucetich an Argentine police official made the first criminal fingerprint identifica-
tion in 1892. A woman had murdered her two sons and later cut herself in the throat to 
place blame on someone else. Her fingerprint in blood was found on the door post, prov-
ing her identity as the murderer. [5]

• In 1901 fingerprints were introduced for criminal identification in England and Wales. 
The technique was based on Galton’s observations, but had been revised by Sir Edward 
Richard Henry. The Henry Classification System is still used in English speaking coun-
tries today. [5]

• Edmond Locard wrote in 1918 that if 12 points (Galton Details) were the same between 
two fingerprints it would suffice as a positive identification. This is where the often 
quoted “12 point rule” originated. There is still no required number of points for identi-
fication and the needed points vary between countries. [5] 

3.2 Present time
Nowadays fingerprints are mostly used within three areas:
1. Security, as identification of individuals, most often via pattern matching (Section 5.3 

on page 26) or minutiae analysis (Section 5.2 on page 22). It is in this area most devel-
opment (i.e time and money) is spent compared to the other two. Biometrics as identifi-
cation form is on the advance. Along with fingerprints are also techniques as retina scan 
and voice recognition (see Section 2.2 on page 8). Since fingerprints have been the most 
known method for identification of individuals, with over 100 years of use, it is also the 
one that is most spread. 

2. Forensics, as an identification method. Criminals are obligated to leave their fingerprints 
when arrested so comparisons can be made with prints found at the crime scene and in 
earlier unsolved crimes. This area rely heavily on the development within the security 
area nowadays. Identification methods are now shifting against the more flexible DNA 
analysis. DNA analysis as identification are not dependant on a certain part of the body 
that has to have been pressed somewhere (i.e. a print). For DNA analysis it is enough 
with some hair, skin cells or bodily fluids from the person that is to be identified. Still 
fingerprints are a big part of the justice system, the US secret service for example oper-
ates Automated Fingerprint Identification System (AFIS). As of 1999, this network is 
the largest of its kind in the world. It provides remote latent fingerprint terminals with 
access to databases with more than 30 million fingerprints. This enables the fingerprint 
specialist to digitize a single latent fingerprint from an item of evidence and search in 
fingerprint databases throughout the country. [7] 

3. Personal characteristics and dermatoglyphics [8], often involved with horoscopes and 
similar non scientifically proven prophesies. This is by far the smallest area, but it origi-
nates from the same area as the security area, from characterization and identification of 
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individuals. It was however shown as early as 1880:s that neither intelligence or genetic 
history was determinable via fingerprints [5].   

3.3 Fingerprint characteristics
There are several ways to find characteristics that define a unique fingerprint. It is possible 
to focus on small parts of the print, or the pattern as a whole or even the positions of pores 
in the skin [9].

3.3.1 Physical attributes
A picture of a fingerprint contain dark and light areas, these areas reflect the real finger’s 
surface structure. The light parts of the print are called valleys and the dark parts are called 
ridges. Valleys and ridges are also used to describe landscapes and close up fingerprints 
can be seen as a miniature landscape each with its own unique structure and pattern. 

3.3.2 Distinct features
All fingerprints have features that combined make the print unique. It can be the pattern as 
a whole, certain areas or points called minutiae. The basic minutiae points are bifurcations 
(ramifications) and ending points. These two types of patterns are combinable to form 
other types of minutiae points. [10]

Other characteristics that are used in fingerprint identification are the core and delta. 
These two characteristics are called singularity points. The core is the centre part of the fin-
gerprint where lines (ridges) coincide. The delta is shown in Figure 1. [10]

FIGURE 1. Delta point, [8]

3.3.3 Pattern types
There are many different ways to classify and identify the most commonly apparent finger-
print patterns. One that is commonly used is based on Henry Faulds classification and is 
simply called Henry classes. This classification contains five categories, right loop, left 
loop, narrow (tented) arch, arch and whorl. By classifying fingerprints you simplify for 
matching algoritms to find the right fingerprint when searching in large databases. [10]

In this report, classification of these pattern types are made by dividing them into three 
basic groups with combinations of the three as a fourth classification.
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Loops, the loop is the most common fingerprint pattern [10]. They are usually separated 
into right loops and left loops. The difference between these two are the direction that the 
ridges turn to. If the ridges turn to the left it is a left loop and vice versa. Figure 2 shows a 
left loop.

FIGURE 2. Left Loop, [8]

Whorls, whorls are the second most common pattern [10]. Here the ridges form circular 
patterns around the core. Most often they form to spirals, but they can also be appear as 
concentric circles, consult Figure 3 to see the differences. 

FIGURE 3. Whorl: spiral (left), Whorl: concentric circles (right) [8]

Arch, the arch does not have any specific larger patterns to define it. It is also more uncom-
mon than loops and whorls [10]. Usually arches are classified into simple and tented (nar-
row) arches. The narrow arch often has a delta point below (see Figure 4). 

FIGURE 4. Arch: simple (left), Arch: narrow (right) [8]

Combinations, the classes mentioned above can also be combined to form other easy rec-
ognizable prints, examples are for instance arch with loop, double loops (see Figure 5) or 
just a mixture of a number of available features. The print can also become deformed to the 
extent that it no longer exists a complete type of print, in some cases not even a pattern at 
all (see Figure 6). [8]
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FIGURE 5. Double loop (left), Arch with loop (right) [8]

FIGURE 6. Composite (left), No pattern (right) [8]
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4 Theoretical background for fingerprint scanners

Fingerprints contain a lot of information, to the extent that much of it is not needed to iden-
tify someone. Fingerprint scanners does not store all available information of a scan since it 
would take too much space and a lot of the information would be redundant. Fingerprint 
scanners instead focus on distinct features that combined makes an unique print. These 
details are used to identify the person against patterns that where stored earlier.

4.1 Fingerprint scanners
Scanning a fingerprint can be done in many different ways. Most of the techniques used 
nowadays falls within one of the categories below.

4.1.1 Optical sensors
These sensors use a light source (often a LED light) which illuminates a plate where the 
finger is pressed against. The reflection of the finger goes through prisms and lenses and is 
caught by a camera, which stores the image for analysis. Recently this regular CCD camera 
has been replaced by a CMOS camera making it possible for the sensor to shrink consider-
ably in size.

4.1.2 Electrical field sensors
These sensors measure the variations in the conductive layer under the skins surface. The 
difference in thickness between the ridges and the valleys of the fingerprint cause these 
fluctuations. This forms an unique “print” of the finger that can be analyzed. The sensor is 
built up by arrays of pixel like sensors that all measure independently but still the normal 
size of this sensor is not larger than a stamp. 

4.1.3 Capacitive sensors
The capacitive sensors are similar to the electric field sensors both in size and function. 
They use an array of sensors that measure the difference in capacity between the ridges and 
the valleys of the fingerprint. I.e the difference in capacity between the skin in the ridges 
and the air in the valleys.

4.1.4 Ultrasonic sensors
Ultrasonic sensors measure the difference in acoustic impedance between the ridges and 
the air in the valleys between. These sensors use a frequency from just above the limit of 
human hearing (20kHz) to several GHz. This is necessary to get a resolution high enough 
to be able to differentiate fingerprints.

4.1.5 Temperature sensors
The temperature sensors use an array of temperature sensitive elements that measure the 
the temperature of the skin (in the ridges) and the temperature of the air (in the valleys). Via 
this the pattern of the fingerprint is recognized. The temperature sensors are often much 
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smaller than the size of the finger. A scan can not be preformed by simply pressing the fin-
ger against the sensor. Instead you sweep the finger over it to get a scan of the entire finger.

4.1.6 Pressure sensors
The pressure sensors have an elastic surface that contains pressure sensitive elements that 
differentiate between the pressures of the ridges and valleys. This information builds an 
image of the print. 

4.1.7 Future technology
The problem with the current sensors lie in that they can not for sure recognize if a finger is 
alive or not. Some companies claim to check pulse, blood flow or blood pressure to verify 
that the finger pressed against the sensor is alive. Their accuracy has not yet been tested 
thoroughly. If their technology works as claimed a lot of the issues with artificial fingers 
might be solved.

4.2 Protection schemes and possible ways of intrusion
There are several ways of attacking a biometric system, copying transferred data, cracking 
encryption and reverse engineering of algorithms. Since this report only focus on the actual 
physical fingerprint and how it may be presented only this will be discussed thoroughly.

To have a security product that is functioning well it is necessary to have working 
schemes against all forms of attacks and violations. No matter what type of scheme used, 
false acceptance rate (FAR) and false rejection rate (FRR) are to be kept low. 

4.2.1 Registered finger
There are several ways a for an attacker to use someone’s registered finger. The most com-
mon one is probably under threat forcing the subject to give access with his/her registered 
finger. Another is using a subject that is knocked out, either by drugs or trauma. FRR for 
registered fingers should be rare since it is annoying to have to try several times to get an 
acceptance. 

It is normally almost impossible for a fingerprint system to falsify a registered finger 
without some kind of extra security check. This may be a pin code or a security card. The 
advantage with a PIN code is that you can have two different kinds, one that is the normal 
one and one that triggers a silent alarm. Another way to avoid these kinds of attacks is to 
have a two person system. Where another person also has to use his or her verification for 
the system to accept. This is hardly applicable for personal security like home computers or 
such since personal property should not need to involve more than one person. 

4.2.2 Unregistered finger
The unregistered finger is probably the most common way to attack a fingerprint system. In 
this method the attacker tries to get the system to acknowledge his/hers finger as a regis-
tered finger. If he attacker is unsuccessful he/she can try to modify the attack by changing 
the surface of the finger by injuring it or smearing out the prints with oil or paint.
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The attack with an unregistered finger is probably the most common. The measured FAR 
value is a good indicator for how well the system works against this form of attack. Opti-
mum for FAR should be 0, but since the encoding of a unregistered fingerprint might be 
similar to that of an already registered one this is not always possible. To prevent such 
attacks you might limit the number of consecutive erroneous inputs and send out an silent 
alarm after this number has been reached.

4.2.3 Stolen registered finger
This attack is a bit extreme, it involves stealing a registered persons whole finger, not just 
the prints. Hence the intruder has to remove the finger from a corpse or a live person by 
force. This way he/she can have an exact copy (print wise) of a registered finger with 
which he/she can try to attack the system. 

This attack is probably very rare but still possible. Ways of preventing the system to 
accept this finger are similar to those described in Section 4.2.1 on page 16. Ways of deter-
mining if the finger is alive or not is also a way of deterring these attacks. Some of the cur-
rent fingerprint systems claim to have this feature built in.

4.2.4 Clone of registered finger 
No prints are actually identical, it always differs from person to person [11]. Identical twins 
have very similar prints. The features of a fingerprint depend on the nerve growth in the 
skin’s surface. This growth is determined by genetical factors and environmental factors 
such as nutrients, oxygen levels and blood flow which are unique for every individual. If 
cloning becomes common practice more individuals will have similar genetic factors, the 
prints will therefore have a largely increased risk of being falsely accepted as another indi-
vidual.

The cloning-attack is not really a threat yet. However with genetic engineering this can 
become a serious threat to security. The best way to prevent this attack is to combine the 
fingerprint with another check, preferably a PIN-code or similar, (see Section 4.2.1 on 
page 16). 

4.2.5 Artificial copy of registered finger
In this attack the intruder has somehow copied a print from a registered user with or with-
out the registered users knowledge. The intruder can now reproduce the print of a regis-
tered user, create a mold to make an artificial finger. With this finger the attacker now has a 
print wise identical copy of a registered fingerprint which he/she can use to simulate a real 
finger. 

This sort of attack is what this report focuses on. Earlier reports [1,2,12] have shown that 
attackers can with ease use artificial fingers as means for attacking fingerprint based secu-
rity. With the help of mold the attacker can make an almost perfect copy of the finger. Even 
a print on a glass or cup can be lifted, enhanced and copied to make a fingerprint that is 
able to fool fingerprint readers [1,2]. The equipment used to preform this attacks is not 
especially advanced either. So in theory even a person with very limited knowledge can 
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copy someone’s fingerprint. Every person leave around 25 almost perfect fingerprints each 
day that are possible to make a copy of [1]. The protection against this kind of attack is to 
check if the finger is alive or synthetic, a task that has become more difficult than imagined 
when the materials and ways of copying fingerprints become more advanced. There are 
companies that claim to have built in checks against non-alive fingers. But so far none of 
the tested scanners in [1,12,13] has been able to cope with all attacks successfully. 

4.2.6 Input with interference
An attack based on trying to get the fingerprint scanner outside its tolerance levels can be 
highly effective if it is combined with other methods. It can also affect results of the scan-
ners functionality alone. Changing the environmental factors such as temperature, humid-
ity, light, electrical fields, magnetic fields or vibration might make the unit malfunction.

Attacks involving interference can occur differently depending on what kind of finger-
print scanner that is involved. Sensors depend on certain conditions to operate correctly. A 
temperature sensor might have a hard time recognizing fingers that have been outside in an 
environment where the temperature can vary over +/- 30 degrees. The sensor might have a 
hard dime differentiating between sensor inputs that vary 100 th:s of a degree when the 
input varies to that extent. Every type of sensor work similarly, all with strengths and 
weaknesses. Capacitive sensors have trouble with moist, optical with light, ultrasound with 
same frequency sounds, and so on. Simply breathing on a capacitive sensor made it accept 
the residues of the print that was left on the sensor from earlier logins [12]. In [12] the 
researchers also used graphite powder and a transparent film together with the residues of 
earlier fingerprints left on the scanner to fool the fingerprint reader into accepting it as a 
real finger. A strong light source together with residual fingerprints and graphite powder 
can be used to “overstimulate” an optical sensor into using the remainder of the present fin-
gerprint and the external light source other than its own. It creates a sort of “snow blind-
ness” where the small extra light added by the sensor does not affect the total light.

Here temperature sensors have the advantage of a smaller area than an actual print. The 
finger is swept over the scanning area instead of being pressed against it. A full residual 
fingerprint can for this reason not be available on this type of scanner since the scanning 
area is to small and the sweeping makes the traces smudged. 
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5 Algorithms for processing of fingerprint images

This chapter aims to describe a few of the ideas and techniques that are used to enhance, 
identify and verify fingerprints. This to give an overview of the general ways to identify 
fingerprints and their strengths and weaknesses in forms of forging.

Figure 7 below shows a simplified way of how a fingerprint system works. The finger-
print system has 2 main parts, first the actual scanning device (to the left, Cap-
ture&Enhancement), this is where the algorithms in Section 5.1, “Sensor image 
enhancements,” on page 19 are used. The fingerprint data is then transferred to the part 
were the extraction of minutiae/patterns are made and compared/stored with the help of a 
database see Section 5.2, “Minutiae analysis,” on page 22, Section 5.3, “Pattern recogni-
tion,” on page 26 and Section 5.4, “Hybrid models,” on page 30 for more specified infor-
mation. 

FIGURE 7. Structure of a typical fingerprint system [13]

5.1 Sensor image enhancements
When a finger is placed on the sensor a fuzzy image full of distortion appears. To be able to 
make a good comparison the fingerprint scanner first needs to enhance the features of the 
fingerprint. The interesting parts of a fingerprint is the structural pattern that exist between 
the ridges and the valleys. Therefore such things as difference in gray scale between ridges 
and valleys or the total amount of darkness are not in interest. To find the right pattern the 
algoritms has to disregard such things as scars and dry and moist fingers. It must also over-
come fingers pressed too hard or too gently on the sensor to get an acceptable image. Get-
ting an acceptable image is probably the most important factor in determining a 
fingerprints genuinity. Bad picture quality can result in unsuccessful recognition attempts 
or even worse, erroneous logins. Still applying filters on the image to improve the picture 
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quality has to take a limited time to be useful. Considering importance of the time aspect 
compared to image quality is crucial to finding a good solution.

5.1.1 Normalization
Normalization is a good first step for improving image quality. To normalize an image is to 
spread the gray scale in a way that it spread evenly and fill all available values instead of 
just a part of the available gray scale. 

The normal way to plot the distribution of pixels with a certain amount of gray (the inten-
sity) is via a histogram. 

To be able to normalize an image the area which is to normalize within has to be known. 
Thus it is necessary to find the highest and the lowest pixel value of the current image. 
Every pixel is then evenly spread out along the scale.

(EQ 1)

The equation (EQ 1) above represents the normalization process. Imin is the lowest pixel 
value found in the image, Imax is the highest one found. M represents the new max value 
of the scale. Inorm(x,y) is the normalized value of the pixel on coordinates x,y in the origi-
nal image I(x,y).

When images have been normalized it is much easier to compare and determine quality 
since the diffusion now have the same scale. Without the normalization it would not be 
possible to use a global method for comparing quality.

5.1.2 Binarization
Binarization is the process for turning a gray scale picture into a binary picture (only two 
different values). The binary values 0 and 1 are represented by the colors black and white. 
To preform binarization of an image a threshold value in the gray scale image is picked. 
Everything darker (lower in value) than this threshold value is converted to black and 
everything lighter (higher in value) is converted to white. This process is performed to 
facilitate finding identification marks in the fingerprints such as singularity points or minu-
tiae.

The difficulty with binarization lies in finding the right threshold value to be able to 
remove unimportant information and enhance the important one. It is impossible to find a 
working global threshold value that can be used on every image. The variations can be too 
large in these types of fingerprint images that the background in one image can be darker 
than the print in another image. Therefore algorithms to find the optimal value must be 
applied separate on each image to get a functional binarization. There are a number of algo-
rithms to preform this, the most simple one use the mean value or the median of the pixel 
values in the image. A more advanced method was developed by Otsu [14], his method 
assumes that both object and background has gaussian distribution of gray levels with dif-
ferent mean values. 

Inorm x y,( )
I x y,( ) Imin–
Imax Imin–

------------------------------- M×=
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All of these algorithms are based on global thresholds. What is often used nowadays are 
localized thresholds. The image is separated into smaller parts and threshold values are 
then calculated for each of these parts. This enables adaptations that are not possible with 
global calculations. Localized thresholds demands a lot more calculations but mostly com-
pensate it with a better result.

The Min-Max algorithm is an example of a type of algorithm that exist as one based on 
global thresholds and local thresholds. The most simple global algorithm simply finds the 
highest and lowest pixel value in the image, normalizes the image to get a more even 
spread of the pixel values and then implement a threshold using mean or median values.

Implementations of more advanced versions of Min-Max vary quite a bit. One described 
in [15], for instance, uses the nearby pixel values. These values are limited by a constant 
that defines the width for the square centered around the pixel. The max and min values are 
calculated as global values and are represented as angle values: . 
The average value of the angle in this square is then calculated and weighted depending on 
the distance to the center. This value is then compared to the threshold value (most often 

) this then determines the center pixel’s value. 

5.1.3 Low pass filtering
Low pass filtering is performed to smoothen the images to match the pixels nearby in a 
way that no points in the image differ from its surroundings to a greater extent [10]. This to 
remove errors and incorrect data and simplify the acquisition process of patterns or minu-
tiae. The weight of the closest pixels can be modified depending on how much influence is 
desired. Normally the filtering cores are weighted depending on their distance to the pixel 
in focus. In this example, the 3x3 core must be divided with the sum in the matrix to keep 
the same weight, as Figure 8 below shows. The choice of core size depends on how much 
of the surrounding area that is supposed to affect the center pixel, the core is often much 
greater in size but with much smaller weights. The calculations required for a larger core is 
not that demanding, therefore a core with a size of 49x49 is not unusual in larger images 
[15].

FIGURE 8. Core with equal weight (left) and Gauss core, weighted on distance (right) 

5.1.4 Quality markup
The input image of a fingerprint from a fingerprint scanner contains a lot of unuseful data. 
This data need to be removed before further analysis can be performed and specific fea-
tures of the fingerprint can be extracted. For fingerprints this means that the actual print 
needs to be separated from the background. This process is called segmentation [10]. The 
simple way of removing the background is to use a threshold value that separates the back-
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ground from the print by making all of the gray scale higher than the threshold belong to 
the print and the lower values to the background. If the threshold value is chosen globally 
without consideration of the specific image it is necessary to normalize the image before 
the segmentation is performed. The problem here is if the background has parts similar to 
the print in intensity. These parts will be categorized as belonging to the print and they can 
therefore cause unwanted minutiae points to appear.

Unwanted minutiae can also appear if the print is of bad quality. If the person trying to 
get his/her fingerprint accepted by the scanner is a bit to quick, imprudent or rough with the 
equipment the prints often have large parts that are unuseful. These parts also need to be 
removed otherwise false minutiae might appear. This however is not as simple as removing 
the background since the gray scale values are similar to the “good parts” of the print. One 
way of finding parts that are unuseful is the use of field direction analysis discussed in 
Section 5.3.1 on page 26. The idea is to remove all parts that do not follow an even pattern 
as the valleys and ridges of the fingerprint does. Bad parts and the background will consist 
mainly of parts where there is no unifying direction. These parts are then removed from the 
image. 

In [10] a combination of methods has been chosen, that method for quality markup uses a 
linear composition of mean value and variance shown in (EQ 2),(EQ 3) and (EQ 4). 

(EQ 2)

(EQ 3)

(EQ 4)

The character v represents the calculated weight of the markup. Characters a, b and c in 
(EQ 2) are constants that are chosen after evaluating the values for a large number of fin-
gerprint images. I in (EQ 3) and (EQ 4) represents the image elements intensity and A is 
the area that this mean value is calculated within. 

This method is to work well on every type of fingerprint if they have been normalized 
beforehand. The main issue is still finding a working threshold.

5.2 Minutiae analysis
The most common way of recognizing fingerprints is the identification of the unique pat-
tern of minutiae that exist in every print. The two available options for minutiae points are 
endpoints and bifurcations. These two combined form up a total of 30 minutiae points in 
one print on average [10]. Finding these points are more difficult, most often is the finger-
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print enhanced and stripped of unuseful information before it is analyzed. The normal way 
is the use of a skeleton image. A skeleton image is the result of a thinning algorithm (see 
Section 5.2.2 on page 23). Finding minutiae in a skeleton image is quite easy since the 
width of every ridge is only one pixel wide. The use of point identification (see 
Section 5.2.3 on page 25) is the normal way for these identifications. However there are 
more complex algorithms that analyze the gray scale image directly from the fingerprint 
scanner. The one in [16] analyses the signal input from the gray scale image, finds the high-
est intensity on the ridges and “sail” on this edge to make a pattern of the print similar to 
what is achieved with binarization and thinning.

5.2.1 Connectivity numbers
The use of connectivity numbers is a simple way of determining the amount of objects a 
pixel has in its surroundings and remove unwanted or unuseful pixels. This is performed on 
images which has been put through a binarization process and is represented with only 
black/white. The core pixel in the image below has 8 neighboring pixels. The available 
connectivity numbers are 0,1,2,3 and 4 calculated by taking the minimal value of neighbor-
ing pixels of either black or white. The total sum always add up to 8. 0 is represented by no 
neighboring pixels or 8 of them. 1 by a single pixel or 7 and so forth. 

FIGURE 9.  Available connectivity options for a pixel

The first picture (the one to the left) in Figure 9 above represents the connectivity number 
0. The black square in the middle represents the selected pixel which connectivity number 
is to be calculated. The circle represents one foreground pixel and the white squares are 
background pixels. The second has connectivity number of 1, third 2, forth 3 and last the 
fifth has 4. 

5.2.2 Thinning algorithms/skeleton modelling
Most thinning algorithms are partly based on connectivity numbers (see Section 5.2.1 on 
page 23). The technique takes a binary image of a fingerprint and makes the ridges that 
appear in the print just one pixel wide without changing the overall pattern and leaving 
gaps in the ridges creating a sort of “skeleton” of the image hence the name. Skeleton mod-
elling makes it easier to find minutiae and removes a lot of redundant data which would 
have resulted in longer process time and sometimes different results. There are a lot of dif-
ferent algorithms that differ slightly. This report will explain one of them proposed by 
Chang & Fu (based on the Chang-Suen algorithm described in [17]). This algorithm has 
together with Holt’s algorithm proved to handle thinning problems very well without cre-
ation of distortion or thinning artifacts [18]. 
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The algorithm contains two main ideas: 
1. The surrounding pixels for the algorithm must be appropriate, no pixels that are in the 

middle of an object (surrounded by foreground pixels) or at the end of a line (one neigh-
boring foreground pixel) can be removed.

2. There should be two locations where adjacent pixels differ in value if a clockwise move 
around the pixel is made.This is to ensure that the pixel lies at the edge of the object 
instead of at an intersection of lines or areas. A check is also made to verify that certain 
strategic pixels are set to the background color.

FIGURE 10. Thinning algorithm, Chang-Suen, pass requirements [19]

One of the requirements to be allowed to erase a pixel is that either one of the dark grey 
pixels or both the light gray pixels must be of background value. The Figure 10 above 
shows the current pixels for the corresponding pass. The black pixel in the middle repre-
sents the pixel that the algorithm is checking the surroundings of. The image to the left rep-
resents the check that is made in the first pass, the right image represents the check that is 
made in the second pass.

FIGURE 11. Thinning algorithm, Chang-Suen, Skeletonization Example [17]

Black pixels in Figure 11 above to the right indicate the resulting image from the image to 
the left. The other colors indicate in which pass of the algorithm that the pixel was 
removed.

If applied properly this algorithm will cause the image to become eroded in a way that 
places the resulting thinned object at the center of the original object. The object is also true 
to the general shape and location of the original object, thus this algorithm works well 
when thinning fingerprints. 
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5.2.3 Point identification
Point identification is used for finding minutiae points. A skeleton image greatly eases the 
computational difficulties, but there are still considerations to be made when choosing 
method depending on how the skeleton image was made. The most important factor is if 
the pixels in the image are connected to other pixels to all 8 of their neighboring pixels or 
just the 4 that lie directly in contact with the pixel. The Zhang-Suen (explained in 
Section 5.2.2 on page 23) results in a skeleton image in which every pixel has 8 neighbor-
ing pixels. The normal way for determining minutiae points are choosing a foreground 
pixel and then checking which of the 8 surrounding pixels that are foreground pixels.
• One - The chosen foreground pixel is an ending point.
• Two - The chosen foreground pixel lie on a ridge.
• Three or more - The chosen foreground pixel lie in a bifurcation.

5.2.4 Matching minutiae
Even if the exact same minutiae points have been found in two different images it is likely 
that their data will not match. There is a big probability that the finger had another angle or 
was translated a bit the last time the input was made. This makes it impossible to use the 
fingerprint scanner’s sensor elements as absolute coordinates for the minutiae. The normal 
way of finding matching the minutiae is to put the core point of the fingerprint as a refer-
ence point for the coordinate system. With this reference point the relative distance and 
angle to every other minutiae point is calculated. This way the elimination of the transla-
tion of the finger is possible. Still the angle might differ but there is no good solution for 
this, normally the matching algorithm try and rotate the other minutiae points around the 
core point so that different angles in a limited interval are compared. This is usually limited 
to around +/- 10 degrees (or less) to limit the calculations. Most scanners nowadays are 
also designed so that the finger placed on the scanner has limited angular movement (but 
also transitional movement is reduced). 

If no core point is found the algorithm has to choose another point to act as core point. 
Most often a delta point is chosen, but since there may be a number of delta points in a sin-
gle print only one must be chosen as the same point every time. One way to make this more 
certain is to save not just the coordinates but also the angle of the minutiae point. This way 
it is always possible to compare angles between the minutiae to be more accurate in the 
choice of core point.
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FIGURE 12. Minutiae points with both angle (v) and placement (x,y) marked out 

Speed and accuracy optimizations can also be made if classifications between bifurcations 
and endings are made after the minutiae has been identified [19]. This allows for the identi-
fying algorithm to compare type of minutiae together with other available data. Since there 
are two available options adding this check to the rest of the algorithm theoretically should 
double the precision.

5.3 Pattern recognition
Pattern recognition is a more global method for identifying fingerprints compared to minu-
tiae analysis. It focuses on general flows and directions more than special points. Core 
points and delta points will appear clearly in the pattern, and be used for identification.

5.3.1 Direction field analysis
Direction fields can be used to determine how the ridges (and valleys) of the fingerprint 
change. This field can be used to find minutiae points or to determine weights when using 
low pass filtering (Section 5.1.3 on page 21) [10]. 

To create this direction field the gradient for each pixel is calculated. There are a number 
of ways to calculate the gradient. One way is to use the Sobel-operators. They weigh the 
pixel values on both sides of the chosen pixel to determine which orientation the pixel has. 

FIGURE 13. Sobel Operators (Sx left, Sy right) [10]

Convolution is the normal method name for this procedure, which is a normal procedure 
within the areas of image and signal processing. The orientations given by the gradient are 

1– 0 1
2– 0 2
1– 0 1

1 2 1
0 0 0
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perpendicular to the direction field. When the gradients have been calculated for the image 
they need to be low-pass filtered (or averaged as it also called) (see Section 5.1.3 on 
page 21 for more details). This is done because there are often a lot of disturbances and 
impurities in the image. (EQ 5) below shows the gradient vector, I(x,y) represents the gray-
scale image of the fingerprint. 

 (EQ 5)

Since the valleys and ridges only have one general orientation locally, i.e. they remain 
unchanged when rotated 180 degrees, opposite directions of a ridge indicate equivalent ori-
entations. This means that gradients cannot be directly averaged since they will cancel each 
other falsely on some places. One solution to this problem is doubling the angles of the gra-
dient vectors before averaging. This makes opposite gradient vectors point in the same 
direction and reinforce instead of cancelling each other. After the averaging the gradient 
vectors has to be converted back to their single representation. In [20] also the length of the 
gradient vector is squared, this makes strong orientations have a higher impact in the aver-
age orientation than weaker orientations. These two operations is shown below. A jump 
from cartesian to polar coordinates is made when doubling the angle and squaring the 
length.

 (EQ 6)

This results in a squared and double angled gradient vector,  with squared 
length and doubled angle.

(EQ 7)
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Now when averaging the squared and doubled gradient vector in some neighborhood with 
a window W the result is the following:

(EQ 8)

In (EQ 8)  are used as 

estimates for the variance and cross covariance of Gx and Gy averaged over the window W. 

The average gradient direction , with  is given by:

(EQ 9)

The average ridge-valley direction , with , is perpendicular to , which 

leaves (EQ 10)

(EQ 10) above shows the how the ridge-valley direction is calculated. Figure 14 below is 
one example of how the direction fields turn out depending on which process they have 
gone through.
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FIGURE 14. Gradients vectors (left) and corresponding direction field (right) [20]

FIGURE 15. Core point and (left) and corresponding direction field (right) [20]

FIGURE 16. Delta point (left) and corresponding direction field (right) [20]

Figure 15 and Figure 16 shows how singular points can be found. Together with the rest of 
the pattern they make a base for identifying the print. Below (Figure 17) is a full print with 
its pattern and singular points marked out. The direction field in middle clearly shows 
where the core point (circle) and delta point (triangle) is placed.
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FIGURE 17. A fingerprint (left), Direction field for the fingerprint (middle) and singularity points (delta 
and core point). [20]

5.3.2 Principal component analysis
Principal component analysis (PCA) involves a mathematical procedure that transforms a 
number of correlated variables into a smaller number of uncorrelated variables called prin-
cipal components. The first principal component accounts for as much of the variability in 
the data as possible and each succeeding component accounts for as much of the remainder 
as possible. [21]

PCA’s main use when it comes to fingerprint identification is reducing the correlation 
data between the fingerprint image and the previously stored templates. The correlation 
data have a high feature space and PCA is used to reduce these dimensions enabling visual-
ization with ordinary methods and simplifying calculations. The reduction is most often 
performed in the frequency domain where high frequency variations are reduced. During 
this procedure it also reduces the complexity of the data to make it representable on a 
screen to enable a quick evaluation. [22] 

5.4 Hybrid models
Hybrid models use both minutiae analysis and direction field information to identify fin-
gers. The method proposed in [23] uses ridge feature map by observing local ridge orienta-
tion using tessellation. This is however done on enhanced images by convolving the image 
with eight Gabor filters [23]. It is also possible to preform this procedure on raw data, as in 
[24]. The fingerprint image is aligned using minutiae features extracted from the enhanced 
image. Local variations are then compared via tessellated cells.

This hybrid fingerprint matcher utilizes two distinct sets of fingerprint information; 
minutiae features and ridge feature maps. These two are then calculated separately and 
each given a matching score, which are combined to generate a single matching value.
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6 Experimental description

This chapter explains how, and why methods and experiments were performed in a certain 
way. It will together with Section A.3, “Material,” on page 58, Section A.4, “Creation of 
artificial fingers,” on page 59 and Section A.5, “Enrollment and verification of fingerprints 
for each software,” on page 60 make it possible to fully recreate the performed experi-
ments.

6.1 Method
The method used for experiments is based on Ton van der Putte & Jeoren Keuning [1] and 
T Matsumoto’s experiments [2,13].

6.1.1 Subjects
The subjects were chosen depending on age and gender in attempt to represent a natural 
population but since there were only 10 subjects, due to limited experimental time, it was 
not possible to get a standardized representation of the population. The age of the people 
varied between 20 to 60 years of age. 

6.1.2 Fingerprint input
The possible ways to test the sensors are shown below in Table 1. 

• Experiment 1, a subject will present his/her finger to verify the enrollment made by their 
finger. 

• Experiment 2, a subject will present an artificial copy of their finger to verify the enroll-
ment made by their finger.

• Experiment 3, a subject will present his/her finger to verify the enrollment made by an 
artificial finger that is a copy of their own finger.

• Experiment 4, a subject will present an artificial finger to verify the enrollment made by 
an artificial finger made from the same mold. 

Only experiments 1 and 2 in Table 1 was performed since these two resemble biometric 
security systems’ normal use. Every part of the verification procedure in experiment 1 and 
2 in was tested 50 times while counting the number of times the system verified the finger, 

TABLE 1. Experiment types

Experiment Enrollment Verification
1 Live finger Live finger
2 Live finger Artificial finger
3 Artificial finger Live finger
4 Artificial finger Artificial finger
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falsely rejected it or logged in another person. Experiment 1 is important for the FRR, the 
success rate here should be as high as possible. This is the normal use for the fingerprint 
scanner. In experiment 2 where the real finger has been enrolled and an artificial finger is 
used as verification ideally the results should be the other way around (i.e no accepted log-
ins) to minimize the FAR. Experiment 3 and 4 are normally used as controls to see if 
enrollment of an artificial finger might complicate or simplify recognition.

6.2 Artificial fingers
Artificial fingers in this report are made from a mold created from a real finger. A gelatin 
solution was used to create the artificial fingers used in the experiments.     

6.2.1 Mold
Matsumoto used a form of molding plastic called “Freeplastic” [13] in his research. In this 
report a different material was used. Important with the choice of material for this study 
was that it should be available for purchase almost anywhere. For further info of the 
choices made, refer to Appendix A.4.1 on page 59. 

6.2.2 Making of the mold
To make a good copy of an artificial finger an exact mold is necessary. Finding a molding 
material that works well under most circumstances can be quite troublesome. I found test-
ing of materials proved worth the effort later because depending on available products the 
results differed much. 
To make a mold silicone paste is needed. The paste chosen for has two separate parts, one 
blue and one white part (see Section A.3 on page 58 for further details). Use equal quanti-
ties of the paste, and then knead and roll these two for about a minute until a uniform color 
is obtained. The paste is now ready to become a mold for an artificial finger.

Roll the paste into a ball and then gently press the finger to be copied against the paste 
until a it forms around the fingertip. Since it takes about five minutes for the paste to stiffen 
after the initial minute of preparing quickly press the chosen finger against the paste and 
keep the finger in the same position until the mold has become solid. It is vital to keep still 
because any movement involving the finger and the paste in this stage can result in an inex-
act mold that will deliver a non matching print that can not be used for making artificial 
fingers. When the finger is pressed into the mold it is also important to try and keep the fin-
ger in the same position as if the finger was pressed against a fingerprint scanner. This is 
important since bending the tip of the finger can for instance cause unwanted patterns, such 
as wrinkles and scars, to appear more clearly. These patterns can complicate the identifica-
tion process and lessen the chances of a good result. There can also be traces of air left 
when the finger is pressed down into the mold. The air form small pockets of air visible as 
bubbles on the fingerprint pattern of the mold. If bubbles like these are discovered I recom-
mend to making another mold.
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FIGURE 18. Molds for artificial fingers.

6.2.3 Artificial fingers
Artificial fingers made do not resemble a real fingers to every single detail. Since the artifi-
cial finger’s purpose are to fool the fingerprint scanners the focus was on getting the same 
appearance as a real finger would on the scanner’s surface. Things in focus were perme-
ability, humidity and solidity.

In previous studies a couple of different materials have been used as the artificial fingers 
and results varied depending on the type of fingerprint scanner. The possibility to optimize 
the artificial fingers to maximize the results of a certain type of scanner is achievable with 
just a number of tests. In this study however the material to represent the finger, gelatin, is 
already chosen for comparability reasons with earlier studies. Since gelatin is made out of 
parts of pig skin (or algae) it has a close resemblance to human skin in ways of conductiv-
ity and texture (if it is mixed with the right amount of water). In optical perspective this 
might not be the best material to choose since it is quite transparent. In this sense silicone 
might be more suitable since its opaque and the texture of the right kind of silicone resem-
ble skin at an acceptable level [13].

Because the imprint on the artificial finger match the outer appearance of a real finger the 
acceptance of the artificial finger depend on the its ability to match the real finger’s other 
characteristics; shape, “stickiness”, electrical conductivity and moisture. The electrical 
conductivity and moisture levels in gelatin prints resemble that of the human finger as 
Table 2 below shows. According to [13] this makes artificial fingers based on gelatin suit-
able as an artificial finger to use against fingerprint systems based on capacitive sensors. 

 

TABLE 2. Characteristics of artificial (gelatin) fingers compared to real fingers [13]

Type Moisture Electric Resistance
Artificial (gelatin) finger 23% 20 Mohm/cm
Real finger 16% 16 Mohm/cm
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6.2.4 Making of the artificial finger
Making the gelatin solution to use for the artificial fingers proved to be quite tricky because 
of the high amount of gelatin used in the solution. In my artificial fingers I used a solution 
of 45% gelatin and 55% water. To avoid bubbles I used water that had just been boiling. I 
mixed the gelatin and water and just stirred gently. A violent stirring often cause air to get 
into the pockets of the water-gelatin solution and that is something that should be avoided. 
When every gelatin leaf has dissolved let the solution cool, this will allow the lighter air of 
the bubbles to rise to the top and end up at the surface the solution. This will hopefully 
make most of them disappear. If this does not succeed the first time heating the solution 
gently and letting it cool several times often does the trick. 

Now with both a solution and a mold most work is done. Heat the solution just enough to 
make it melt. Pour the solution slowly into the mold covering the whole part of the print 
evenly. When this is done check if bubbles has formed when pouring the solution into the 
mold and remove them if there are any. If the solution is poured in a way that the gelatin 
solution in the bottom comes out first there is a larger chance of having a fingerprint com-
pletely clear of bubbles since the lighter bubbles will have floated upwards in the solution. 

Put the mold filled with the gelatin solution into a refrigerator and let it cool. About ten 
minutes later the artificial finger will be ready. Remove it carefully from the mold without 
bending too much. The mold can then be used to make another finger. The artificial print 
can also be left to let cool in room temperature but this takes longer time and often makes 
the surface of the artificial print dry. 

FIGURE 19. Artificial fingers of varying sort and quality. 

6.3 Software
The software used in these experiments need to have their specifications and special 
attributes explained to motivate choices made when designing the experiments. 
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6.3.1 Software limitations
Since both the sensors and the software are marketed at specific levels of security and areas 
of use a single unifying program could not be used to test the sensors at “equal terms”. 
Therefore the provided software for every sensor was used. These software’s might have 
optimizations for the supplied hardware which hopefully helped to produce the better 
results in the experiments. This however limits the way of testing the fingerprint scanners 
since every input method is not identical. For a further clarification see Section A.5 on 
page 60. 

6.3.2 Recommended areas of use
• Softex Omnipass - Softex Omnipass is the software that was bundled with Targus fin-

gerprint scanner. Omnipass provides password capabilities to Microsoft Windows based 
operating systems. It allows users to use a single “master” password to access a pass-
word protected program or site (or login to a computer). Its main purpose however lies 
in simplifying for the user by giving the possibility to use a single password to access all 
other passwords that the user has stored for each program and filling them in automati-
cally.

• Identicator Technology BioLogon (BioEngine) - Biologon was the software that was 
included together with Identrix fingerprint scanner. BioLogon improves security on both 
Microsoft Windows and Novell workstations. It provides fingerprint authentication to 
both local and network resources. Users can use a single password or just their finger-
print instead of remembering a number of passwords for each program and site. 

• Precise Logon - Precise Logon was used together with the Precise fingerprint scanner. 
Precise Logon is mostly a demonstration software but it has full features when it comes 
to logging in. This however was the only software that did not work on Microsoft Win-
dows XP, it had to be run on Microsoft Windows 2000 instead. 

6.3.3 Attributes of the software
• Softex Omnipass - Softex Omnipass’s main feature is that it catches passwords that the 

user writes and makes another option available; logging in via the presentation of a fin-
gerprint (or a master password) instead. It can also store multiple data for any number of 
users and combine windows users with users of Omnipass when logging onto Windows. 
It is possible to change identities while logged onto a Windows session. 

• Identicator Technology BioEngine (BioLogon) - BioLogon works as a security shell on 
the Microsoft Windows client, it replaces the standard login process and when a user is 
logged in it can restrict access to certain programs or directories until a proper pass is 
given. Included in the software is a password collector that can replace all other login 
screens with a fingerprint or a password. It is also equipped with network administration 
possibilities. To change identity you have to logoff current session and login as a differ-
ent user.
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• Precise Logon - This software has an advanced template storing mechanism that cor-
rects the users mistakes when making a template or logging in. It corrects placement and 
moisture. However it has no identification method. It only has verification of the user 
selected. This makes it unable to compare it with the other readers in the category false 
acceptance rate (FAR).

6.4 Experimental procedures
The subjects were informed about the experimental design, technology and how their prints 
were to be stored. They also tried the different sensors under supervision and were shown 
how to place and press their fingers against the sensors to get accepting prints. This to be 
able to exclude unfamiliarity with the input mechanisms as an erroneous source. They were 
however allowed to use their own technique when presenting their finger to the sensors. 
This was after they had learned how the sensor worked and the optimal way acceptance 
wise to get good results. The reason this was allowed was to simulate a normal working 
environment where everyone uses their own style. 

When enrolling or verifying, the subject (or the tester) presented the finger (or the artifi-
cial finger) in a way that it suited the center of the scanning area of the fingerprint scanner. 
Some of the artificial fingers had their shape modified to fit the scanning area better. 

6.4.1 Enrollment
The subjects’ right index finger or right middle finger was enrolled into the system. The 
enrollment was performed with the provided software for each fingerprint scanner using 
their provided specification. The enrollment was also supervised carefully and each users’ 
enrollment was verified by logging onto the system once making sure that the finger was 
enrolled properly. 

6.4.2 Verification/Identification
In experiments 1 in Table 1 on page 31 the subjects presented their own finger under super-
vision as they were taught during the initial phase. The supervisor surveyed and counted 
the number of times the fingerprint scanner successfully logged in the user, falsely denied 
the user or when an erroneous identification was made.

In experiment 2 in Table 1 on page 31 the supervisor presented the artificial fingers to the 
fingerprint scanners. This to minimize the time each subject had to spend on the experi-
ments. It also served as guarantee that enrollment and verification was performed in the 
same way on every fingerprint scanner and that the results of the scanners could be com-
pared.
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7 Results

This chapter will describe in diagrams and numbers results from performed experiments. 
All the data used for diagrams is available in Section A.6, “Test results,” on page 64.

7.1 Real fingers
The results of the real fingers serves as a control when comparing with the artificial fingers. 
These results show how well the scanners work in their intended way of use. Important 
here is high login rate and low FRR and especially no FAR. A high FRR does not form a 
security threat but works as an annoyance for the user. FRR around 10% or lower is to be 
considered acceptable.

7.1.1 Targus
Targus had a high login rate. Very few rejections, which is good, the annoyance level is 
kept low. The numbers for most users are above annoyance levels and for four users every 
login was successful.

FIGURE 20. Login rate Targus

7.1.2 Identrix
Identrix sensor was a bit more sensitive, and took longer time to preform the logon. Suc-
cessful login rates were not as high as expected, but the data was still within acceptable lev-
els for most users. Interesting here was that FAR >0; on one occasion a user logged in as 
another user. The same user didn’t have a single false rejection either which is noticeable. 
This however might have been a coincidence, scanners are most often configured for a 
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FAR below 0,01%. This single false acceptance was enough to put FAR above this limit. 
Only one user was logged in successfully at every try. 

FIGURE 21. Login rate Identrix

7.1.3 Precise
Precise software was not fully comparable since it only performed verification not recogni-
tion. It means that it was not possible to evaluate FAR and how it performed in identifica-
tion purposes. Still FAR is a very small part of the possible outcome that fingerprint 
scanners usually have. Normally it is not noticeable at all if large amounts of tests are not 
performed. 

The software was very picky during the logon process and the users spent quite some 
time adjusting their fingers until the software was satisfied. The results however where 
quite similar for every user. Most stayed within annoyance limits too.
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FIGURE 22. Login rate Precise

7.2 Artificial fingers
The results of the artificial fingers were quite interesting. In this part the sensors would 
optimally reject every artificial finger for every user. Most manufacturers also claim they 
do. The results however where quite mixed. For some users their artificial fingers were 
accepted almost every time, while others were rejected every time. This might give a hint 
that the artificial fingers are heavily depending on the mold and the appearance of the users 
prints. 
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7.2.1 Targus
Targus had a high acceptance rate for the artificial fingers, in fact the highest of the three 
readers compared. Users U1,U2,U7 was never falsely logged in. All other users had quite 
success in faking a real finger. Success rates where as high as 94%!

FIGURE 23. Login rate Targus

7.2.2 Identrix
The sensor from Identrix performed better than the one from Targus but logging in with an 
artificial finger was still possible for all users except U1,U2 and U7. Success rates on the 
other users where at 76% as maximum.
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FIGURE 24. Login rate Identrix

7.2.3 Precise
Since the precise software only verified the finger pressed against the sensor there was no 
possibility of FAR when logging in. The Precise reader performed similarly between 
almost every user. Only U1 and U7 was unable to log in using a fake finger. Precise maxi-
mum false acceptance rate was 78%. Precise numbers on rejected logins were generally 
much higher than the other tested.

FIGURE 25. Login rate Precise

7.3 Statistical numbers
Below are a number of statistical data extracted from the experiments. These data give 
more of an overview and shows more clearly (in summed numbers) how the readers per-
formed together per user and separate (with all users counted together). 

7.3.1 Real fingers
The login rates for all sensors where almost all within 90% successful. This number is 
within the range of what can be found acceptable. Note that the diagram (Figure 26) cannot 
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clearly show the 0,2% FRR that the Identrix reader had, since that part is almost too small 
to be visible. 

FIGURE 26. Login rates for real fingers (in percent) for each sensor

The success rate varied a bit between users. U1’s FRR clearly differs from the rest by more 
than 15%. All in all values are around what is to be expected.

FIGURE 27. Total success rate (in percent) for real fingers (per user)
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7.3.2 Artificial fingers
The results of the test with the artificial fingers clearly shows that the fingerprint scanners 
cannot fully cope with artificial copies. Targus result with a FA on 55,4% is way to high, 
and even the best fingerprint scanner in this test, Precise, with its 24,0% is too high to be a 
good number. Identrix places in between these two with 34,4%.

FIGURE 28. Login rates for artificial fingers (in percent) for each sensor

When it comes to rejection rates users U1,U2 and U7 clearly differ from the others with a 
rejection rate of nearly 100%. If results were as good as these for every finger tested artifi-
cial fingers would not be of such a great concern as it is now. For all other users the FA 
averages around 50%.
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FIGURE 29. Total rejection rate (in percent) for artificial fingers (per user)

7.3.3 Summations
The diagram below shows mean and median values for both real fingers and artificial fin-
gers.

FIGURE 30. Mean and median values (in percent) for artificial fingers and real fingers
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8 Analysis, conclusions and recommendations

This chapter analyses the results, theory and available algorithms. It combines facts with 
algorithms to make recommendations and speculations for future development and studies 
within the field of fingerprint recognition. 

8.1 Method
The method that was chosen for these experiments was performed to resemble earlier stud-
ies. This affected choice of materials and evaluation methods. The main reason experi-
ments were performed this way was to enable some sort of comparison between research 
and studies made before and this evaluation. Still some changes were made that might have 
affected the results. These changes were mostly of convenience and necessity since 
unavailability of certain materials and equipment hindered its use. This involved modelling 
plastic, used in [2,13], and microscopic cameras used for residual prints in [1,2,13].   

8.1.1 Methodical advantages
One of the main reasons for this evaluation to occur was that it was accomplished under 
circumstances that could be performed without expensive laboratory equipment. The mak-
ing and preparations of the artificial fingerprints were performed in an environment that 
could resemble a kitchen. All materials (Appendix A.3 on page 58) were easily available. 
The creation method is easy, making it possible for everyone to make their own artificial 
fingers with a little bit of practice. Even with materials of even lesser quality some success 
was made as mentioned in Section A.4.1 on page 59. However with the cheapest materials 
the reproducibility suffered which resulted in that its use was discarded.

Users were allowed to login as they would have done in real life. They were not obligated 
to use an exact technique. Using an exact technique would have made it easier for a forger 
(in this case a researcher) to learn a pattern that gives high acceptance rates for artificial 
fingers i.e. exactly how and at what angle and pressure to place the artificial fingers for a 
successful login. Allowing users to login as they like also made the identification phase 
resemble reality.

Reproducibility is also one great factor in the chosen method. If more tests within the 
area will be performed or if the results are to be further verified it is important to be able to 
recreate the same environment. With a simple, well documented and explained method this 
will not be an issue.

8.1.2 Methodical errors
There were some methodical errors that might have affected the results in a negative way, 
i.e. lowering FAR for the artificial fingers. Since this was the first study of this sort at the 
University, routines were not fully developed when the experiments began. 

The fingers were thoroughly checked for marks, scratches and wounds that could affect 
enrollment and verification in a later stage. Damaged fingers were discarded and others 
chosen. Still small pieces of dirt and particles might still have been present on the chosen 
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finger, since users were not obligated to wash their hands before making the mold for the 
artificial finger. This could have resulted in a more inexact mold. 

The handling of the gelatin was also a big factor to consider when it came to erroneous 
handling of equipment. Mixing high amounts of gelatin into a solution took quite some 
time. What proved to be most difficult was removing the bubbles that formed when stirring 
the gelatin. Stirring was necessary to dissolve the gelatin in the water. The bubbles were 
removable by heating the solution and cooling it repeatedly. This forced the lighter bubbles 
to flow upwards when the solution changed from a semi solid state to a liquid state. The 
number of times this procedure was performed was not strictly set. Instead it was per-
formed until only a tiny amount of the bubbles were left in the solution. This number was 
not 0% which means remaining bubbles could have affected the fingerprint scanners not to 
accept an artificial finger. The percentage of water in the solution was a factor that was not 
controllable. The repeated heating and cooling of the gelatin solution caused parts of the 
water to evaporate and disappear every time an artificial finger was to be made. The differ-
ent amount of fingers made from every solution resulted in lower water concentration in 
the last ones of every batch. A variation in water content results in a difference in quality 
between the prints (not stating what amount of water is the best). 

A thing that can be seen as both an advantage and a disadvantage is the software used in 
the experiments. As a unifying software could not be used there was not any possibility to 
compare only the hardware in the fingerprint scanners. Certain differences in the software 
that might give some reader an edge had to be tested (see Section 6.3 on page 34 and 
Appendix A.5 on page 60). Instead the devices are looked at as a total solution where both 
software and hardware is considered, but as the solution recommended from the manufac-
turers have been used it should not leave any issues open on the question if the software 
tested was not suitable for the readers.

8.2 Theoretical analysis
An analysis of the material used in the Section 4, “Theoretical background for fingerprint 
scanners,” on page 15 and Section 5, “Algorithms for processing of fingerprint images,” on 
page 19 was made to address if there are any strengths or weaknesses associated with some 
methods.

8.2.1 Algorithms
The image analysis of fingerprint images has a great influence on the outcome of a compar-
ison. It is then natural to evaluate every step made when enhancing the parts that identify 
the user i.e. the ridges and the valleys.

When using normalizing (Section 5.1.1 on page 20) an image is given a more even distri-
bution within the given gray scale. This operation can be performed to distinguish more 
clearly between dark and light parts of the fingerprint. 

Binarization (Section 5.1.2 on page 20) on the other hand reduces the information in the 
image from gray scale to black and white. While this simplifies for further algorithms to 
decode the fingerprint image into information useful for identification (such as minutiae 
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and singular points). It also reduces the complexity of the image and removes information 
that might prove to have been vital for the fingerprint’s identification. A reduction in infor-
mation is not necessarily a negative thing though. When a quality markup (Section 5.1.4 on 
page 21) is performed it marks the areas that are unuseful in identification. These parts are 
areas where some error in scanning of the fingerprint causes faulty unuseful information to 
appear. This information should not be used when identifying fingerprints as it can cause 
false minutiae points. It is not, however, necessary to remove the pixels marked as “bad”. 
Instead the influence of these pixels can be greatly reduced. Then an error among these pix-
els will not cause a large disturbance in the total identification process.

Binarization is a necessary step for many of the algorithms used for minutiae analysis. 
Analysis of connectivity numbers (Section 5.2.1 on page 23) and more advanced forms as 
skeletonization (Section 5.2.2 on page 23) will only work if this process is performed. The 
“stripping” performed in skeleton modelling enables a direct point identification 
(Section 5.2.3 on page 25) via simple counting of the nearby pixels. When this process has 
been performed a mapping of available minutiae in the image is made. It is now compara-
ble to earlier stored templates.

If pattern recognition is used instead, it is not necessary to preform binarization (or even 
normalization). Instead every pixels’ direction is calculated and a direction field 
(Section 5.3.1 on page 26) of the total image is created. In this image the errors made when 
scanning show up as irregular directions in the local pattern. Here the information reduc-
tion comes when averaging the image (Section 5.1.3 on page 21). The low pass filtering 
performed removes irregularities and errors in the image (see Figure 14 on page 29). Spe-
cial patterns found in the image corresponds to singularity points, these are used to align 
the image for pattern comparison with stored templates.

In PCA (Section 5.3.2 on page 30) the reduction of correlating variables into uncorre-
lated variables simplifies the information comparison. Both PCA and direction field analy-
sis uses the remaining patterns to find earlier stored templates that resemble each other. The 
reduction of high frequency components in PCA also resembles the low pass filtering per-
formed in direction field analysis. 

The advantage with PCA (and direction field analysis for that matter) is that the align-
ment comparison of templates can be performed smoother. Both minutiae analysis (and 
direction field analysis to some extent) has to align their patterns for comparison with tem-
plates which are often tilted another way than the acquired image. But some minutiae based 
algorithms need to have a core point as a base for pattern alignment. If none is found the 
fingerprint is rejected [10]. 

Hybrid models (Section 5.4 on page 30) try and combine the advantages of both pattern 
matching and minutiae analysis. The main reason here is the alignment, pattern analysis is 
performed to align patterns and minutiae extracted from the same aligned image are then 
compared with the stored templates. A weighted comparison of minutiae points and pattern 
resemblance is then made to determine if the login is successful or not.
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8.2.2 Results
The success rates are not as high as in [13]. [1] and [12] also claim to have a high success 
rate when using artificial fingers but no exact figures are revealed. The results still show 
that the fingerprint scanners are not close to being 100% secure.
The scanners were quite reliable when it came to logging in a real finger. There was only 
one false acceptance and that is to be considered OK as it did not happen again with any 
other user. Both median and mean values were around 90% for all readers. In this part of 
the tests Targus, with a successful login rate of 93,4%, performed better than both Precise 
(89,4%) and Identrix (87,8%) (the exact data can be found in Appendix A.6 on page 64). 

When it came to rejecting artificial fingers, readers showed varying results. Targus had 
the highest false acceptance rate (55,4%), Identrix came second (33,4%) and Precise was 
the best with 24,0%. These are not good numbers for the manufacturers, but a lot better 
than earlier results, ([1,13]), where nearly every login with an artificial finger was 
accepted. Still a false acceptance rate of around every forth try is not to be considered good. 
A false acceptance rate of one third is worse, and it is unacceptable when over half of the 
logins are falsely accepted.

Logins compared between users showed interesting results. Artificial fingers from users 
U1,U2 and U7 were denied almost every single time on every reader while other artificial 
fingers could log in at least every forth time. This combined with the fact that the finger-
print scanners had some real trouble identifying U1 but worked better on the other users 
makes it interesting to look at the patterns of their fingerprints (see Appendix A.7 on 
page 68). A comparison between the fingerprints might make it possible to conclude if cer-
tain parts, patterns or characteristics of fingerprints are more easily forgeable. Other factors 
that might affect the outcome of a scan are the way users pressed their fingers against the 
scanners. A quick view of the prints show that both U1 and U7 have a dense fingerprint 
image. The ridges are very close to each other and the valleys are narrow. This combined 
with that heated fingerprints stick more easily to the scanner’s surface and this eliminates 
the valleys can be a probable cause of the inability to forge their fingers. Another possible 
explanation to these results is that no singularity point was found when their fingers were 
scanned, and the algorithms used in the software therefore discarded the print as they could 
not align the fingerprint image.

An interesting thing that is not presented in the statistics is the fact that all of the fingers 
that were falsely accepted worked at the first try. This fact cannot be explained fully, but 
the probable cause is the lower temperature of the print and remainder of moisture on the 
edges of the print that serves as a coating that limits the possibility for it to stick to the 
scanner. 

8.2.3 Intrusion methods
When it comes to intrusion methods, the only thing that sets the limit is the attackers imag-
ination. Every fingerprint scanner has different weaknesses depending on which method of 
scanning it uses. This report only discusses the intrusion methods available by directly 
manipulating the surroundings and the sensor of the scanner. Data acquisition between 
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scanner and computer via sniffer programs to use in attacks where earlier stored data is 
retransmitted to the computer is not discussed here. 

There are still numerous ways to affect the scanners using the fact that the scanners FRR 
cannot be to high. This forces the sensitivity range of the scanner to be quite large. Thus 
makes it exploitable. The obvious protection scheme against all these attacks is to have 
some kind of independent sensor that decides whether or not the sensor works within its 
specifications or if they have been voided and the outgoing results from the sensor should 
be considered erroneous. This might not prove to be enough, since many exploits are possi-
ble to preform within the working limits of the sensor. Section 4.2.6 on page 18 states a few 
possible ways of compromising a system. 

In an attempt to take focus from and miscredit artificial fingers claims are made that new 
scanners are more sensitive and recognize any attempt at faking real fingers and other 
intrusion methods. Below are a few statements that are put up against facts to show that 
even the artificial fingers created today in a regular kitchen can probably handle many of 
the most advanced defences available on the market today designed to find artificial fin-
gers.
• “Silicone or rubber fingers will have a much lower temperature than real fingers. This 

can be detected”
Normally the temperature of the epidermis is around 8-10 degrees higher than the room 
temperature. An artificial finger made of silicone rubber only decreases the temperature 
transfer to the sensor by at most 2 degrees compared to a real finger [1]. This clearly 
falls within the margins a fingerprint sensor must work within since working tempera-
ture can vary up to 50 degrees (see Appendix A.2 on page 57). 

• “Heartbeat and blood pressure detection will make rejecting an artificial finger an ease”
This definitely is possible, still the variations of the pulse causes practical problems. A 
person with a pulse around 40 beats per minute must keep the finger motionless for at 
least 4 seconds for the pulse to be detectable. If stressed or upset the same person can 
have a pulse of over 80 beats per minute which makes this parameter incomparable. A 
blood pressure sensor needs measurements at two different places to be able to detect 
the propagation speed of the heart pulse. If a thin artificial finger is used, the heartbeat 
and the blood pressure of the underlying finger might be detected, thus disabling its 
intended use, rejecting artificial fingers.

• “The conductivity of an artificial finger is far different than the one of a real finger”
The conductivity of a finger is fairly easy to measure. However depending on the sur-
roundings a real finger can have a conductivity varying between a couple of kilo-Ohm to 
several mega-Ohm depending on if the finger is dry or sweaty [1]. With limits this large 
it is quite easy to put enough saliva on the artificial finger to get within these limits.

• “Silicone or rubber fingers will have another relative dielectric constant (RDC)”
It is possible to use RDC as a comparison between a real finger and an artificial finger 
made of silicone. Because RDC is as conductivity affected by humidity, it is then neces-
sary to have large margins to avoid high FRR. To find the suitable RDC on an artificial 
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finger [1] suggests putting a combination of 90% alcohol and 10% water on the artificial 
finger. Alcohol and water has RDC below (24) and above (80) the RDC of a normal fin-
ger. As Alcohol evaporates quicker than water it will make the RDC of the artificial fin-
ger rise until it falls within the right margins making it accepted as a real finger. This is 
much more important for a silicone finger. An artificial finger made of gelatin already 
resemble a human finger’s RDC enough to make it pass through most tests.

8.3 Discussion
The results of the experiments were not surprising. Compared to earlier studies 
([1,2,12,13]) the false acceptance rate is lower in the experiments performed here. It is still 
not clear whether this decrease depends on better scanning methods, better algorithms, my 
inexperience, unoptimized method of testing or low quality equipment. Section 8.1.2 on 
page 45 discusses some of the errors that might have lowered the results. Many of those 
reasons can be connected to the quality of the artificial fingers and their making but also 
the fact that the experiments were carried out during “life like” conditions to better simu-
late what can be expected if the devices would have been used as a security measure today. 
However, if an amateur can produce good results with limited equipment, an experienced 
forger will not do worse with better materials. The problems with the gelatin (sticking to 
the scanner surface when it got warmer) noticed in these experiments will not affect the 
results as much for an attacker as it does for a researcher that does repeated tests with the 
same finger. An attacker would only use the finger for a small amount of time, when it is 
likely that only a limited number of successful tries are needed. It is probably likely that an 
attacker will achieve much better results than those in this report, something that should 
concern anyone planning to use biometric security systems based on fingerprints.

Another advantage for an attacker is that artificial fingers are easily hidden. Depending 
on how thick the artificial print has been made, the possibility to hide it becomes innumer-
able and since gelatin is edible destroying evidence of the used artificial finger would sim-
ply be done by eating it. It should, however, be noted that with smaller easily concealable 
copies comes greater sensitivity to changes in temperature as the gelatin solution in many 
ways is very delicate when used in small amounts.

An interesting fact is that both Precise and Targus use the same scanner sensor, still they 
perform very differently in the experiments. Therefore the main difference between these 
two clearly lies in the software. If their software makes the results vary to this extent, one 
of the main goals of further development within the fingerprint scanner area must be soft-
ware development. Non optimized algorithms are probably the cause of most of the false 
acceptance in the fingerprint systems. It shall however be noted that the Precise software’s 
limitation to only verification (see Section  on page 32) makes it more difficult to make a 
fair comparison. Targus software seems to be aimed at the home market and therefore their 
settings for accepting fingers might have been lowered as a convenience for the users. The 
software from Identrix has a more robust appearance and it seems to be aimed for office 
use (like Precise). The software from both companies performed better than the one from 
Targus. Does this, however, mean that their security level is enough for office use, on com-
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puters that are regularly used by more than a few people and to whom access cannot be 
restricted? Impressions gathered from these studies suggest no. For home use definitely but 
for office use they should at least be a lot safer than the normal username/password combi-
nation to be an interesting solution to invest in. An advantage of this technique is that it is 
cheaper to administrate, because fingerprints remain but passwords can be forgotten or 
keys lost as Section 2.1 on page 6 explains. The only thing needed is the first enrollment 
and then the system would ideally work for life. However if it is to be more secure, com-
bining it with a smart card as the option is for Precise 100 MC would limit this advantage 
since then the smart cards could be forgotten or lost. The largest disadvantage is the price 
of these solutions and the initial work that has to be made in the computer systems since 
this function is not built into modern operating systems yet.

The algorithms used in different software has not been analyzed. Thus there is no com-
parison between their efficiency. From the brief analysis made of different techniques 
available for identification today, my recommendation would be to use pattern analysis. It 
is chosen since pattern matching does not seem as dependant on a having a high quality 
image of the fingerprint as the minutiae algorithms seem. The robustness also ought to be 
higher since a general pattern will not be ruined if a small spot has been scanned falsely. If 
this spot happens to be exactly at the point of an important minutiae point minutiae analysis 
has more to loose than pattern analysis. A hybrid model should however in most ways be 
the best choice since it combines and compares both available techniques and uses 
weighted values to determine the result. 

It is difficult to tell if the reduction of information in some algorithms affects the outcome 
in a negative way. The raw data from the scanners contain a lot more information but most 
of the removed data would not be useful anyway. The reduction of data will hopefully be 
well weighted in the algorithms that uses it, thus compensating for the loss with faster and 
more efficient algorithms. 

When it comes to the specific sensors used in different scanners each has pros and cons 
(see Section 4.2.6 on page 18 for some examples). Some of the newer techniques such as 
ultrasonic sensors, Section 4.1.4 on page 15, might be able to scan deeper into the finger, 
thus avoiding the first layer of skin that is more easily forgeable. This however has not 
been made certain since there are no articles available on the subject today. 

Temperature sensors nowadays have one clear advantage that has not been discussed that 
much, the advantage of a smaller scanning area. Firstly the sensor becomes cheaper since 
smaller chips are built, which reduces materials used and losses because of material dam-
ages. The important one however is the security advantage: since it is too small to scan the 
whole fingerprint at once, a “sweeping motion” must be used when scanning the finger (see 
Figure 31). This eliminates the possibility to leave residual fingerprints on the fingerprint 
scanners surface that can be used and exploited. It also has the benefit that it adds another 
dimension for the forger to master when logging in. Normally factors for a successful login 
is placement (x,y), and pressure (z). When using a small sensor, movement speed in the y 
direction has to be handled along with correct placement in the x direction, initial place-
ment in y direction and constant pressure z (see Figure 31 below).
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FIGURE 31. Placement of fingers when scanning with different fingerprint sensors

Biometrical products are considered to be “high-tech” and as such it should be safe and 
secure. This is not necessarily true. The results in this report indicates a definite sign; 
today’s fingerprint scanners are not as secure as they ought to be. Their price and complex-
ity can hardly be measured against their increased security (if any), that they provide today. 
However this does not mean that the technology is unusable or impossible to develop fur-
ther. The next few years will probably be the decider for if fingerprints as biometric identi-
fication will be a success or not. Other techniques such as retina scan (Section 2.2 on 
page 8) are evolving as an alternative to fingerprints but in [12] they proved that even this 
technology is not safe from false acceptance. Concealing the equipment used to attack the 
system was much more difficult than with fingerprints but as an initial try at fooling the ret-
ina scan they showed that even this technology was not totally secure. Can any form of bio-
metric security system ever be considered secure?

8.4 Summary
Fingerprint scanning is the one biometric identification method available today that is 
mostly used. It uses a simple and quick method of identification. Fingerprint identification 
also has a strong foundation as a secure method for identification since it has been accepted 
and used within the justice system for over a decade. 

Fingerprints’ reputation began to crumble within well informed sources that noted sev-
eral reports involving successful attacks on fingerprint systems using artificial fingers. 
Crime investigations has also started to rely more on DNA analysis instead of fingerprints 
thus limiting fingerprints’ use to the identification area.

As the market for biometric identification systems is growing it is important to evaluate 
how secure biometric security systems based on fingerprint scanners really are. This was 
done via experiments with artificial fingers and studies of intrusion methods and the algo-
rithms involved when identifying fingers. The experiments were carried out using equip-
ment found in a regular kitchen with materials available in normal stores. If artificial 
fingers could be created using simple equipment if would show that anyone wanting to do a 
forgery could, even with very little knowledge of the area. 
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Sensor with small
scanning area

Pressure (z) Pressure (z)
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Placement in both (x,y) on the sensor area together with:
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Results were not as good as earlier studies but the artificial fingers still managed to get 
falsely accepted between 24,0% and 55,4% of the times with a mean value of 37,9% and a 
median of 50,3%. Contemplating these results it is hard to see fingerprint identification as a 
secure biometric solution. If fingerprint scanners cannot learn to distinguish between real 
and artificial fingers within a few years its role as the biggest biometric identification 
method will be lost. 

8.5 Future work
The future work that can be done has two sides. Both artificial fingers and fingerprint scan-
ners will evolve but probably in different directions depending on how quick newer tech-
nology becomes available. 

8.5.1 Artificial fingers
The quality of the artificial fingers must increase to ensure better results at successfully 
faking real fingers. This will probably come naturally as the experience within this area 
increases. An important step is copying residual fingerprints and making artificial fingers 
of those. It has been done earlier in [1] and [2,13] so it is fully viable. If copying artificial 
fingers via residual fingerprints is made easy, then the use of fingerprints as identification 
method will be ruined, if the scanning methods or the algorithms of the scanners do not 
evolve. Every day each person leaves a number of prints without knowing. It would then be 
fairly easy for a determined attacker to get hold of one of these residual prints and make a 
copy. Fingerprints can become one of the few biometric characteristics that can be stolen 
without the owner being aware of it. 

8.5.2 Fingerprint scanners
Fingerprint scanners need to develop a way to detect and separate real fingers from artifi-
cial ones. If this is accomplished many of the issues concerning security around fingerprint 
scanners will vanish. 

Since the artificial fingerprints created today are close to the original real finger it might 
prove extremely difficult to separate them via image processing algorithms. The next step 
has to be some extended hardware that can differentiate between living tissue and artifi-
cially created materials resembling it.

8.6 Disclaimer
This report is based on information from earlier studies, private material and experiments. 
Many of statements made in this report are based on currently available technology. During 
the writing of this report newer technologies might have evolved that can distinct artificial 
fingers from real ones. The scanners tested have also been used as they normally would. 
With the highest security settings false acceptance of artificial fingers might have been 
lower. This however has not been tested thoroughly for reasons stated earlier.
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A Appendix

A.1 Dictionary for common abbreviations and technical terms
Here follows a short alphabetized explanatory list of abbreviations and technical terms 
often used in this report.

Artificial fingers A finger made of some sort of life like material made to imitate a real 
(living) finger. In this report artificial fingers are made of gelatin. But they can also be 
made out of silicone or other materials.

Bifurcation An area where one ridge is divided into two forming a “two ended” fork.
CCD Abbreviation for Charge Coupled Device. It Is a image-sensing device of semicon-

ductor material that has an array of individual sensing elements that each correspond to an 
image pixel. CCD:s are normally used in camcorders and digital cameras.[25]

CMOS Abbreviation for Complementary Metal Oxide Semiconductor. It Is a family of 
integrated circuits that is widely used in building small low speed and low power electronic 
systems.

Core point This point is the “centre” of the print. It is often an area that contain a couple 
of minutiae points that makes it easily identifiable.

Delta point The delta point is named after the greek letter delta, since the print of it looks 
like the capital delta (∆) with three lines forming up.

Ending point A point where a ridge ends.
False acceptance rate (FAR) The percentile at which the system would falsely accept a 

non registered (or another registered) finger as a certain registered one. This applies only 
when identifying a user not verification of a user. Both examples below show false accep-
tance: 
• Registered user A tries to log in and gets logged in as user B. 
• Non registered user C tries to log in an gets logged in as user B.

False rejection rate (FRR) The percentile at which the system falsely rejects a registered 
user. 

Identification Comparison of input data with an entire database of stored data. If a match 
is found the user who presented the data is accepted as the person in the database that 
matched the input data.

LED Abbreviation for Light Emitting Diode.
Minutiae point Minutiae is the collective term for ridge endings an bifurcations found 

on a fingerprint. These minutiae points make it possible to separate and identify finger-
prints since their appearance and number vary from person to person.

PCB Abbreviation for Printed Circuit Board.
PIN Abbreviation for Personal Identification Number.
Pixel Shorter name for “picture element”.
Pore A pore (as used in this paper) is a small opening in the skin of a human (or animal) 

from which water vapor and different substances are released.
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Principal component analysis (PCA) transforms a number of correlated variables into a 
smaller number of uncorrelated variables called principal components.

Real finger A (human) finger which is still living i.e. has blood pumping through it etc. 
Real fingers are in some reports referred to as live fingers.

Relative Dielectric Constant (RDC) (also called relative permittivity) is the ratio of the 
permittivity of a substance to the permittivity of free space. 

Ridge A part of the fingerprint that like ridge in a normal landscape raises itself above 
the rest of the area. The ridges are the part of the fingerprint that show up as dark parts 
when a fingerprint is scanned. 

Singularity point A point that is globally unique to the fingerprint. Examples of these 
are delta points and centre points.

Valley The part of the fingerprint that like a valley in a landscape lies lower than the rest 
of the area. The valleys show up as light parts when a fingerprint is scanned since they 
never touch the scanners surface and the air between the valley and the scanner is scanned 
instead.

Verification Comparison of input data from an individual with earlier stored data from 
the same individual. If they match the verification is a success.

A.2 Sensors
Precise Biometrics 100 MC (Figure 32) and Targus Defcon (Figure 33) use an AES4000. 
AES4000 is a silicon sensor that has a resolution of 250dpi. Its operating temperature is 0-
70 degrees Celsius. Its array size is 0.384x0.384 inches (9,753x9,753mm) and a matrix size 
of 96x96. It has an ESD tolerance of 8 kV (IEC 61000-4-2 Level 3) and it has an asynchro-
nous serial interface and a 8-bit parallel interface. Precise also has a built in smart card 
reader that enables it to combine these two techniques of verification for a higher security 
level.

FIGURE 32.  Precise Biometrics MC100
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FIGURE 33. Targus Defcon

Identrix, a Compaq OEM (nowadays Hewlett Packard) uses an DFR-300 optical sensor. 
The optical sensor uses a CMOS-camera with 380 dpi resolution. The capturing surface 
measures 17x17mm. ESD contact >8 kV, 16 kV (air discharge) causes no permanent dam-
age. Its operating temperature is 0-55 degrees.

A.3 Material
Silicone clay used for molding (Figure 34): 
Siligum - Silicone Moulding Paste  (GEDEO - Service consommateurs 305, Avenue du Pic 
de Bertagne 13420 GEMENOS - FRANCE) available in sweden through Panduro Hobby 
(www.panduro.se) Costs 110 SEK.

FIGURE 34. Silicone clay used for molding.
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Gelatin used for making artificial fingers:
Favorit Gelatin - extra guld (17g) (AB Törsleff & Co, Box 4017 - 17104 Solna. Phone 08-
629 45 40). Costs around 10 SEK.

FIGURE 35. Gelatin used for artificial fingers 

A.4 Creation of artificial fingers
This part serves as a clarification to Section 6.2 on page 32 it also points out why certain 
choices were made and provides other useful information. 

A.4.1 Mold
For the experiments a two-component “clay-resembling” silicon paste was used. This sili-
con paste was the one material found that was both easy to work with and soft enough to 
make a good impression of the prints. It is available in “Do it yourself”-stores and via inter-
net. It is normally used to make molds for objects with odd shapes enabling plaster casts to 
be made of these objects. The mold made from this clay renders it possible to make several 
artificial fingers without ruining the print. 
Several other materials were tested, but most were discarded due to either lack of reproduc-
ibility, difficulty to work with or availability. A couple of types of clay were tested. Even 
the cheapest one, it costs around 6 SEK (around 0,68€), produced decent prints that in ini-
tial tries fooled the scanners at least once. But since the mold lost its shape after the first 
artificial finger was made it was not considered further. Paraffin-wax also worked as a 
fairly exact mold if the finger was pressed into it at the right moment when the temperature 
and the degree of hardness was right. The reproducibility on the other hand was more diffi-
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cult to achieve since the timing was crucial. For reasons of availability plastics and more 
expensive molds were discarded. 

A.4.2 Artificial fingers
The creation of the artificial fingers was more troublesome than expected. I mixed high 
amounts (45%) of gelatin leaf with water just below boiling temperature. Since such a large 
amount of gelatin was used the solution got very stiff. When the solution thickened it was 
harder to dissolve more gelatin and bubbles formed easily. The bubbles were a big factor 
when making artificial fingers. If just one bubble happened to end up on the surface of the 
print it often ruined the whole print or lessened the chances of a successful false accep-
tance. Bubbles inside the print did not seem to affect the artificial finger to that extent but 
they are still a large factor to consider since the surface just beneath the prints often affect 
the fingerprint scanners results.
The gelatin used in the artificial fingers somewhat melted when the temperature rose. Even 
with lower temperature changes it got sticky and lost some of its shape in the experiments. 
Since the prints had a tendency to stick to the surface they were pressed against as they got 
warmer. The pattern of ridges and valleys were thereby partly ruined forming a flatter and 
more irregular pattern when read by the fingerprint scanners. This caused more trouble 
with repeated tests as the artificial finger got heated up by the scanners surface and heat 
from the hands that held them during experiments. 

 This became more cumbersome when the fingerprint were used on optical readers since 
they use diodes to illuminate the surface. These diodes heated up and this was sometimes 
enough to make the fingerprint stick to the surface area causing the fingerprint to get unrec-
ognizable. 

As even a warm surrounding temperature was found to be enough for the print to loose 
some of its characteristics I recommend using a low room temperature to be able to use the 
prints for a longer time. The imprints are to be kept cold, the colder the better (as long as 
the temperature stay a couple degrees above zero). Cold slows down decomposition of the 
solution. Since it is organic it can even get mould on it if it is stored in the wrong environ-
ment. For these reasons I do not recommend making a big batch of gelatin solution to store 
for later production of artificial fingerprints. 

A.5 Enrollment and verification of fingerprints for each software
The difference between fingers was quickly noticeable, both in patterns and success in 
matching the fingers against the enrolled one and when trying to do the same with artificial 
fingers. 

A.5.1 Softex Omnipass
Softex Omnipass from www.softexinc.com (v 1.00.4) is a software for simplifying the 
login process for restricted pages on the internet that requires username and password. 
Omnipass catches these and makes another option available; logging in via the presentation 
of a fingerprint instead. 
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Softex’s software was generally more acceptable. Enrollment was quick and easy, and 
when it came to identification it was often quick both when finding the right person and 
when accepting an artificial finger.

FIGURE 36. Screenshot of Softex Omnipass

Identification in Omnipass was made via a click on an icon in the system tray. From there 
login was possible. It was also possible to use standard windows login to log in a user with 
same username as the one logged onto windows. To fasten up the process of having to click 
on an icon and then on a menu to log in macros to preform these specific procedures were 
made. This allowed a single keyboard combination to preform these specific commands.

A.5.2 Identicator Technology BioLogon (BioEngine)
The software that was bundled with the identrix fingerprint scanner, BioLogon (version 
2.03B), had three numbers of security settings depending on “how safe” you want your 
system to be. During the tests the default setting 2 was used. Both setting 1 and 3 was 
tested unofficially. There were some differences between the levels as the system changed 
in sensitivity, FRR went up with each level and level 2 had an acceptable level (around 
10%) which together with the fact that it was the default setting resulted in that it was cho-
sen. 
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BioLogon has a full set of features that both handle logon in the operating system and 
when limiting or speeding up access to installed software via fingerprint identification.

FIGURE 37. Screenshot of one of Identicator Technology’s bundled software.

Identrix logon is integrated into the windows logon. It replaces the normal logon screen 
with its own. In this process you can present either a finger or write in username and pass-
word normally. Having to log onto a windows session each time an identification is made 
takes a lot of time. To speed up this process every executable that was not absolutely neces-
sary was stripped from the logon process of the users. A registry key was also added among 
the processes run at startup that logs off current user. This made the whole log in/log off 
process quick enough to preform the tests.

A.5.3 Precise Logon
Precise’s own (www.precisebiometrics.se) software, Precise Logon (version 2.1), was used 
during the fingerprint tests. It is a logon software for windows (2000 client and NT4 with 
SP6) whose main purpose is verifying identities. This software didn’t have any identifica-
tion possibility, instead only verification was performed when testing the software. The 
reason this software was used was that no software was bundled with precise own reader. 
Precise had two different demonstration software available on their web site and Precise 
recommended buying third party software compatible with their reader to enable full fea-
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tures. This however took longer time than expected to receive and since the features to be 
tested was only logon features it enabled Precise own software to be used. 

Precise Logon has an 8 level security setting that regulates “how safe” the logon process 
is when determining the presented fingerprint. The default setting 4 was used. Both lower 
and higher settings were tested unofficially. A high setting that makes the sensor more sen-
sitive also resulted in a lot more unsuccessful logins, the successful amount of logins for 
tested real fingers were below 80%. As an FRR of more 20% was not acceptable, this set-
ting was not considered.

Precise Logon took quite a while to enroll fingers but it constantly explained what was 
wrong, during the enrollment even though the changes in the fingers’ placement were min-
imal.

FIGURE 38. Screenshot of Precise Biometrics Biomanager

Precise Logon is also integrated with the windows logon process. Like the problems with 
time between trials with Identrix software (page 61) the Precise software also needed to log 
in and out to make another verification. But since there was only verification only one ses-
sion had to be stripped of executables that started on logon. Microsoft Windows 2000 also 
worked a bit differently which made the use of the automatic logoff script impossible. The 
logoff was performed manually since only three keys need to be pressed.   
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A.6 Test results
Some enrollments had to be remade after an initial test to log in the user with a real finger. 
In those two cases (users U1 and U6) when this option was used the FRR was about 85% 
(which is unacceptable). In both cases when a new enrollment was made the FRR was low-
ered drastically. In those cases where there was no success with the artificial fingers a new 
mold was made and tested to se if there was a big difference between different molds. This 
was made to rule out an eventual badly made mold. 

A.6.1 Targus
The full results, both real fingers and artificial fingers, in numbers for the Targus finger-
print scanner.

TABLE 3. Results of real fingers on the Targus reader.

TABLE 4. Results of artificial fingers on the Targus reader.

Name Successful logins False acceptance False rejection
U1 34 0 16
U2 48 0 2
U3 42 0 8
U4 50 0 0
U5 46 0 4
U6 50 0 0
U7 48 0 2
U8 49 0 1
U9 50 0 0
U10 50 0 0
Sum 467 0 33

Percent 93,4% 0,0% 6,6%

Name Rejected logins FA (other user) FA (faked user)
U1 50 0 0
U2 50 0 0
U3 26 0 24
U4 7 0 43
U5 9 0 41
U6 6 0 44
U7 50 0 0
U8 13 0 37
U9 3 0 47
U10 9 0 41
Sum 223 0 277

Percent 44,6% 0,0% 55,4%
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A.6.2 Identrix
The full results, both real fingers and artificial fingers, in numbers for the Identrix finger-
print scanner.

TABLE 5. Results of real fingers on the Identrix reader.

TABLE 6. Results of artificial fingers on the Identrix reader.

A.6.3 Precise Biometrics
The full results, both real fingers and artificial fingers, in numbers for the Precise finger-
print scanner.

Name Successful logins False acceptance False rejection
U1 38 0 12
U2 50 0 0
U3 47 0 3
U4 31 0 19
U5 46 0 4
U6 49 1 0
U7 40 0 10
U8 46 0 4
U9 49 0 1
U10 43 0 7
Sum 439 1 60

Percent 87,8% 0,2% 12,0%

Name Rejected logins FA (other user) FA (faked user)
U1 50 0 0
U2 50 0 0
U3 33 0 17
U4 39 0 11
U5 19 0 31
U6 25 0 25
U7 50 0 0
U8 22 0 28
U9 12 0 38
U10 28 0 22
Sum 328 0 172

Percent 65,6% 0,0% 34,4%
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TABLE 7. Results of real fingers on the Precise reader.

TABLE 8. Results of artificial fingers on the Precise reader.

A.6.4 Values per user
The full results per user, in numbers and percent, for both real fingers and artificial fingers.

Name Successful logins False rejection
U1 27 23
U2 48 2
U3 40 10
U4 47 3
U5 47 3
U6 47 3
U7 48 2
U8 47 3
U9 49 1
U10 47 3
Sum 447 53

Percent 89,4% 10,6%

Name Rejected logins FA (faked user)
U1 50 0
U2 47 3
U3 43 7
U4 27 23
U5 11 39
U6 42 8
U7 50 0
U8 41 9
U9 38 12
U10 31 19
Sum 380 120

Percent 76,0% 24,0%
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TABLE 9. Sums of trials per user for real fingers.

TABLE 10. Percent, mean and median values for real fingers.

TABLE 11. Sums of trials per user for artificial fingers.

Name Successful logins FAR FRR
U1 99 0 51
U2 146 0 4
U3 129 0 21
U4 128 0 22
U5 139 0 11
U6 146 1 3
U7 136 0 14
U8 142 0 8
U9 148 0 2
U10 140 0 10

Name Successful logins FAR FRR
U1 66,0% 0,0% 34,0%
U2 97,3% 0,0% 2,7%
U3 86,0% 0,0% 14,0%
U4 85,3% 0,0% 14,7%
U5 92,7% 0,0% 7,3%
U6 97,3% 0,7% 2,0%
U7 90,7% 0,0% 9,3%
U8 94,7% 0,0% 5,3%
U9 98,7% 0,0% 1,3%
U10 93,3% 0,0% 6,7%

Mean Value 90,2% 0,1% 9,7%
Median 93,0% 0,0% 7,0%

Name Rejected logins FAR FA (faked user)
U1 150 0 0
U2 147 0 3
U3 102 0 48
U4 73 0 77
U5 39 0 111
U6 73 0 77
U7 150 0 0
U8 76 0 74
U9 53 0 97
U10 68 0 82
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TABLE 12. Percent, mean and median values for artificial fingers.

A.7 Pictures of participating users fingerprints
These prints are scanned in by the precise reader, the show an partly processed image of the 
fingerprint pressed against the scanner. This to show how and what the scanner normally 
had when identifying users.

FIGURE 39. Fingerprints from users U1 (left), U2 (right)

Name Rejected logins FAR (other user) FAR (faked user)
U1 100,0% 0,0% 0,0%
U2 98,0% 0,0% 2,0%
U3 68,0% 0,0% 32,0%
U4 48,7% 0,0% 51,3%
U5 26,0% 0,0% 74,0%
U6 48,7% 0,0% 51,3%
U7 100,0% 0,0% 0,0%
U8 50,7% 0,0% 49,3%
U9 35,3% 0,0% 64,7%
U10 45,3% 0,0% 54,7%

Mean Value 62,1% 0,0% 37,9%
Median 49,7% 0,0% 50,3%
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FIGURE 40. Fingerprints from users U3 (left), U4 (right)

FIGURE 41. Fingerprints from users U5 (left), U6 (right)

FIGURE 42. Fingerprints from users U7 (left), U8 (right)
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FIGURE 43. Fingerprints from users U9 (left), U10 (right)
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