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Abstract 
 
With the possibility of connecting several computers and networks 
the necessity of protecting the whole data and machines from 
attackers (hackers) that try to get some confident information to use 
for their own benefit or just destroy or modify valuable information 
was born. At this point IDS appears to help users, companies or 
institutions to detect when they are getting compromised. This thesis 
will cover two main parts: the first one consists of an intense 
research study about the world of IDS and its environment. 
Subsequently, we will conclude this part with some points where IDS 
still needs to be questioned and show up desirable requirements for 
“the perfect” intrusion detection system. This “perfect” adjective can 
of course be discussed variously. The second part of the thesis 
approaches the implementation of the most used open source IDS: 
Snort. Some basic attacks on the machine where Snort is installed 
will be performed in order to make the future user see what kind of 
protection it ensures and the usability of this. There is a brief 
discussion about two of the main challenges in IDS will follow: 
analyzing big amounts of packets and encrypted traffic. Finally there 
are conclusions for a safe computer environment as well as the 
suggestion that some skilled programmer should give Snort a more 
friendly interface for every kind of users and a built-in programme 
package which includes webserver, database and other libraries that 
are needed to run it properly with all its features. 
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1  Introduction 
 
1.1 Thesis purpose 
 
The thesis purpose is to give a review of the world of IDS and show 
that although being a mature technology it still has flaws that should 
be improved such as encrypted traffic analysis and the high volume 
of false positives. It also will discuss the tools available today that 
together with IDS can be used to build a strong security system for 
home users as well as companies or institutions. Extra protection 
tools such as the well-known and exploited firewall or less 
consolidated ones such as honeypots are going to be analysed in 
order to inform the reader about the pros and cons as well as its 
various modes of operation and setting options. All this will help the 
reader to acquire information about what kind of security he wants 
for his environment and therefore to choose the most suitable tools 
to use on his network.  
 

The thesis will also cover the topic of IDS limitations and we 
will also survey all the features that a manufacturer or supplier of 
IDS should take into account when developing such a system.  
 

Finally our thesis will show the reader the IDS open source 
program most used to date, Snort. The steps taken for installation 
and interconnection with different platforms such as Apache and 
Mysql for the collection of alerts and results will be discussed. The 
thesis will explain some of the most interesting possibilities and 
suggest some more that are not included. We also show the 
complications of the implementation of all this, that pretends us to be 
tech-savy users who install it. To end with we will show the results of 
attacking Snort with some “good” hacker tools like Nmap. 

 
1.2 Brief Thesis outline 
 
Chapter 1 is an introduction into the computer security world from its 
very beginning showing up some figures concerning to them. 
 
Chapter 2 consists of some computer security definitions that will 
help the reader to understand the whole thesis more easily. 
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Chapter 3 contains an IDS overview that covers points such as 
history, why to use and IDS, classification, modes of use as well as 
architecture. 
 
Chapter 4 discusses some complementary tools for IDS, such as 
honeypots, padded cell or vulnerability scanners. The user is being 
shown advantages and disadvantages of all of them in order to get 
an idea of what can protect with those ones. 
 
Chapter 5 covers the desirable requirements for an IDS. 
 
Chapter 6 is about limitations and weakness of IDS nowadays. 
 
Chapter 7 treats current work lines concerning IDS improvement.  
 
Chapter 8 is all about Snort, characteristics, mode of use, usability, 
implantation on a home user system. Also the possibility of adding 
some tools is shown, such as database, web servers or front end 
applications to connect snort to them so it becomes more powerful 
and friendly. 
 
Chapter 9 concludes the thesis and contains our suggestions in 
order to make Snort a tool not just for computer expertises but for 
medium home users. 
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2  Computer security background 
 
Nowadays computers and the Internet are used almost in every part 
of our lives. Since the personal computer was invented it has been 
growing faster and faster and it is now impossible to imagine 
companies, universities or even a little shop that does not keep all 
the data of their customers, purchases and inventory in an electronic 
database or computer. 
 

With the possibility of connecting several computers and 
networks was born the necessity of protecting all this data and 
machines from attackers (hackers) that would like to get some 
confidential information to use for their own benefit or just destroy or 
modify valuable information. 

 
When the Internet appeared, the security necessities started 

growing and no pause was possible. Equilibrium between privacy 
and used resources is not an easy concept; the network must also 
be flexible enough to fulfil the requirements needed to allow the 
pursuit of the bad guys. 

 
There are several security measures available to protect the 

computer resources of a company or a home user, but even if all 
expert recommendations are followed, our systems will never be 
safe against possible successful attacks.  It is very difficult to get an 
invulnerable system, probably impossible and one may need to 
spend a lot of money designing and developing it. In companies, a 
very isolated system could drastically reduce productivity and for a 
not very experienced home user it may become a “hating 
technology” disease. For all these reasons the user or the security 
department should know what their values are, if they need to be 
protected and how much it costs, doing Risk Analysis [1] 

 
A good security policy and a good risk analysis with well-

educated users will make the system more secure to intrusions. An 
intrusion in the system will try to compromise one of the three main 
aspects in computer security. 
 

• Confidentiality: the intruder has access to confidential 
information. 
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Confidentiality  

Availability  
Integrity  

 
• Integrity: information can be modified or altered by the 

attacker. 
 

 

• Availability: the system gets blocked so it can not be 
used normally. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: The three main compromised aspects  

 
 
 

An intrusion is any kind of action that compromises the integrity, 
confidentiality and availability of some information or computer 
resource. The intruders can use the weakness or flaws in the 
system architecture as well as inner knowledge of the operator 
system to circumvent the authentication or authorization process. 

 
The way of detecting an intrusion is by the characterization of 

some anomalous behaviour and use of the system. That kind of 
detection tries to quantify the normal behaviour of a user. For a 
correct distinction it has to take into account the three main kinds of 
attacks, according to who carries them out: 
 
 

• External penetration: the attack is suffered from outside 
of the network attacked. 
 

• Internal penetration: an unauthorized user attacks from 
inside the network. 
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• Resources abuse: authorized users use data and/or 
resources to which they have access, in unintended and 
unwanted ways. 

 

 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

Figure 2: The three main kind of attacks  

 
 
 
 

The security in a system can be classified into two modes: 
active and passive. The active security consists in protecting, acting 
in case of attack. A firewall is a good example of active security, 
filtering the access to some services or specific connections to avoid 
the abuse of some of them. On the other hand, passive security is 
the one implanted in the system just to inform if something bad is 
happening. It does not pretend to protect on the fly, just to alert that 
something wrong is going on.  An intrusion detection system is a 
passive security although that concept can be discussed since there 
are also Intrusion prevention systems (IPS). 
 

An intrusion detection system (IDS) is one that permits to obtain 
information from different sources of the system where it has been 
implanted to alert of a possible intrusion in our network.  The system 
will be informed about how the attack is being carried out or who is 
trying to break into the system. Sometimes it only can inform about 
the presence of an attack and nothing else. 

 

COMPANY "ATTACK ME"  SYSTEM 

External Attack

Resources
   abuse

  Internal
Penetration
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An IDS a passive measure and not like a measure to ensure 

system integrity. It helps the system administrator or security 
department to be aware of bad things against the system 
administrated. 

 
Finally, in the case of a security audit, all the information 

obtained by the IDS will help to take decisions in order to protect the 
system and to establish a suitable security policy. 

 
The security audit is becoming more and more necessary every 

day. These technologies not only identify and keep track of 
intrusions; they even improve the stability and reliability of other 
security mechanisms. Intrusion detection is the process of 
monitoring the events that occur in a system or network to analyze 
them, searching for security problems.  

 
Such technology is currently not considered mature, but almost. 

Since the 80s, a lot of effort has been put into finding a solution to 
this complicated problem. Taking a look on the 2007 CSI Survey [2], 
the 12th Annual Computer Crime and Security Survey where takes 
part around 400 computer security practitioners in U.S corporations, 
government agencies, universities… it is shown that due to the high 
investment in computer security, the losses from attacks are going 
down. The use of IDSs is in the top 5 of tools used in information 
security as shown in the figure 3. Anti-Virus and firewalls are already 
consolidated in the first positions. 
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Figure 3: Security technologies used (from [2]) 

 
 
The following chapters will show some of the most important 

concepts in computer security as well as an overview of IDS in 
general. Then there will be a study of some open source tools like 
Snort, desirable requirements for IDSs as well as deficiencies found 
in them. The last chapter will dedicated to the conclusions of this 
study. 
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3 Computer Security terminology 
 

     “Social engineering bypasses all technologies” 
 Kevin Mitnick 

 
In order to make the next chapters more understandable, the most 
common words and definitions of the “Computer Security” field will 
be explained.  
 

Intrusion detection is the process by which the networks and 
computers are monitored in order to identify and isolate possible 
intrusions. IDS are composed of three main blocks: 
 

• An information source that provides system events. 
 
• An analysis engine looking for intrusion evidences.  

 
• A response mechanism (manual or automatic) 

 
An audit trail is the process of reviewing the system events to 

make sure that security policies are not being violated. If some 
violation is found, new basic definitions can be added: 

 
• Finding out the source of the violation. 
 
• Damage evaluation: verify damage in the system and how it 

has been carried out. 
 
• Recovery: which actions are needed to reach the normal 

state. 
 

The number of events is increasing with the continuous growth of 
microchip frequency. It cannot be analyzed normally, so the system 
audit needs more efficient systems to simplify so many events and 
reduce them, comparing them with static patterns.  
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3.1 Security definitions 
 

Trust: It is one very important aspect in the security system. The 
confidence is the hope one has that a system is to work properly as 
it should. If you make trust relations without any guarantee, 
vulnerabilities will be created and become threats. 
  
Vulnerability: Vulnerabilities are holes in the system security that 
can be used to violate security policies. There are many kinds of 
vulnerabilities. Software or hardware design problems can be the 
reason as well as failing security policy plans. 
 
Threat:  Threats are the result of taking advantage of vulnerabilities. 
It looks like threats and vulnerabilities could be the same, but they 
are not. A threat is a situation that can damage the system. Intrusion 
detection is about identifying and responding to both threats and 
vulnerabilities. 
 
Security Policies:  a security policy is the statement of rules that 
define what actions are permitted or prohibited in a system. 
Machines, users or data objects are domains of the security policy. 
[1] 
 
There are other concepts and components which take part into the 
strategic protection system. Some of them are explained in the 
following part: 
 

• Identification and authentication: Those are the 
mechanisms that make the identification of a subject 
possible in a system. Depending on what data is needed it 
can be divided into three main types. If the user data match 
with the template stored in the system, the user is validated 
and gets access. 

 
� What you know: each user is identified and 

authenticated with a user name and a 
password. This mechanism can always be 
broken by brute force or by just trying the most 
typical ones. 

� What you have: the user has something like a 
smartcard, a key, array number cards… It can 
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be improved if the user also needs to introduce 
a password. 

� What you are: use of biometrics is growing 
nowadays being more and more important in 
authentication and identification processes. 
Fingerprints, iris patterns, face recognition are 
some of the methods which are used in that 
kind of systems. [3] 

 
• False positive: This concept is very important in computer 

security. Intrusion detection systems try to minimize this rate. In 
IDS, a false positive is defined as a false alarm the system 
creates because of some code not coming from an attacker or 
just because of the abnormal behaviour that it is not an attack 
either.  

 
• Access Control: This is tool is used to protect objects from being 

used, modified and deleted by non-authorised persons. Typical 
operations included in access control are read/write/execute 
UNIX but other kinds of attributes can be given to objects, like 
delete, change permission, change ownership. 

 
• Firewalls: Systems that implement the security policy between 

an internal network and an external untrusted network. A firewall 
can protect from: 

 
• Intrusions: based on the policy of the network only 

authorised callers can enter the network.  
 

• Unauthorized access to private information: It only allows 
access to callers that have privileges of certain areas or 
sectors of the network.  
 

Firewalls are also used for access optimization: It then identifies 
the internal elements of the network and optimizes so that the 
communication among them is more direct if desired. This aids to 
easily reshape the security parameters. 

 
3.2 Security problems: why?  
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There can be several numbers of reasons for a security problem to 
come out. Three main categories are exposed in the following 
points: development/design, trust and management. 
 
3.2.1 Trust 
 
It is probably one of the main reasons of computer security 
problems. There are many kinds of transactions of data and links in 
which the user really does not know whether they can be trusted or 
not. The designers trust the user to use the system under certain 
conditions and the users trust the administrators controlling the 
system to be reliable and efficient. The problem appears when the 
trust is broken. That happens continuously on the Internet when the 
user surfs the web and fills forms in web pages where he does not 
certainly know if they are trust worthly or not. 
 
There are so many trust relationships that must be taken into 
account such as DNS servers, sharing passwords, servers for 
authentication… 

 
 
 
 

 
 
 
 
 

 
 
 

Figure 4: trust relationship between computer and   DNS server) 

 
 
 
 
 
3.2.2 Development / design 
 
Problems originated by wrong / bad development or design affect 
both software and hardware. For instance smartcards, since they 
were invented, have been attacked by several methods such as 

TRUST RELATIONSHIP? 

DNS server
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power analysis (tempest), memory linearization attack or with the 
Focused IonBeam Workstation and these are only a few of several 
kinds of attacks performed against smartcards. [4] 
 

Buffer overflow is one of the most common attacks. It is done 
by overflowing a buffer with more data than really fits in there, 
overwriting in the code memory part so the attacker can modify 
pointers and change the flow of control. [5] 
 

Another typical attack due to bad design is the Race 
Condition. It can be performed because two actions are not atomic 
and the attacker can change some value in the time interval 
between these two actions. [6] 
 

Preventing all these attacks can only be done by a very well 
done design taking into a account all possibilities and trying to follow 
every rule of the guides to design and develop secure software [7, 8] 
and hardware although attackers will be always alert looking for any 
new possible flaws. 
 
 
3.2.3 Management 
 
A bad configuration of a system, firewall or any security mechanism 
will result in security problem. Wrong permission of objects or files 
and a bad security policy can be used by insiders or hackers to get 
into the system or to get some confidential information. A correct 
management is one of the main goals in every system due to the 
fact that there are some security measures that are not that secure 
and nobody knows about them (Except the hacker). 
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4  IDS Overview 
 
4.1 History 

 
The first paper about IDSs is dated on 26th February 1980 and was 
written by James P. Anderson. The topic was “Computer Security 
Threat: Monitoring and Surveillance”- 
  
 James Anderson split penetrations in external and internal 
ones based on whether the user had access permission to the 
computer or not. The main targets of the security audit trail were 
these: 
 

• Data could be obtained from different resources of the system. 
• To avoid internal attacks, unusual behaviour of users of 

resources should be detected. 
• Enough data should be obtained in order for the security 

administrators to find the problem. 
• The security audit trail should be able to recognise the attacker 

strategy. 
 

Anderson was focused on the collection of records that showed 
abnormal use of the system, such as use outside of time, abnormal 
frequency of use, abnormal patterns of reference to programs or 
data. He also alerted about the problem of the legitimate user that 
maybe has access to confidential data; it would be very difficult to 
record a feasible trail to detect some misuse. His paper was the first 
based on host intrusion detection and IDS in general.[9] 

 
The next works on the IDS field were mostly done by SRI 

International, a non-profit research institute created in the 40s in 
order to research and develop for government agencies. In 1983 Dr. 
Dorothy Denning started a project to analyze audit trails in the 
government. The system would take records of the computer 
activities of all the users in order to detect some possible misuse. 
Later the Intrusion Detection Expert System (IDES) was developed 
between 1984 and 1986 by Denning and Peter Neumann. The 
project was originally launched by the Navy of U.S. Everything was 
based on the study of user profiles that would shed some light in 
case of abuse or misuse. Rules of “normal” activities and user 
profiles were compared to detect possible misuse. IDES was a 
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hybrid system since it used both misuse statistics and security rules. 
[10] 

 
Meanwhile, other advances on IDS were done, like the Haystack 

project for the US Air Force by Lawrence Livermore Labs. The 
system was developed in C and SQL and the principle was always 
the same: Focus on “bad” traffic and comparison with patterns to get 
a possible abuse. The system was turned into the Distributed 
Intrusion Detection System (DIDS), which improved the first project 
by also using traces from the servers; that was the reason of it being 
named Distributed. In 1989, the company called Haystack Labs was 
launched with the apparition of Stalker, an improved Haystack 
original system.  

 
Both SRI International and Haystack helped in the development 

and improvement of host-based intrusion detection systems. 
 
The first IDS that monitored network traffic was the Network 

System Monitor (NSM) and was developed in the California 
University to work on an UNIX station of Sun. The mode of use was 
very close to the IDS of today. 

 
• All traffic was captured even if it was not directed to the 

system. 
 

• Network packets were obtained. 
 

• The protocol was identified in order to get the necessary 
data. 

 
• Data was inspected and compared with statistics and 

rules so the abuses or misuse could be noticed. 
 
All that work was done by  Todd Heberlein. With the Haystack 

project the IDS field changed and permitted the beginning of 
commercial applications.[11] Finally the market was opened for the 
companies to show all their technology. 

 
The first commercial product was developed by Haystack Labs, 

the already named Stalker, host based.  Also the Air force 
Cryptologic Center came out with the Automated Security 
Measurement System and its work group made a spin-off to launch 
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to the market a hardware and software mixed product in the field of 
network intrusion detection in 1994, known as Netranger. [12] 

 
 During the last decade numerous vendors (Cisco, Internet 
Security Systems, Enterasys… have been continuously emerging 
due to the exponential growth of the internet and every company 
right now knows that a good shield for its computer-network system 
must be present and updated. For a home user there also exists IDS 
products. A wide range of offerings can be found, from costly 
products to very good open source ones, like Snort that will be 
studied in depth in the following chapters. 

 
4.2 Why use an IDS? 
 
Intrusion detection allows to protect organization systems against 
threats that appear with increasing network connectivity and the 
interdependency of information systems. 
 

IDSs have gained acceptance as a main part of the security 
infrastructure within an organization. There are several reasons for 
acquiring and using an IDS: 
 
  
Avoid problems by dissuading hostile individuals 
 
When increasing the possibility of discovering and penalizing 
attackers, the behaviour of some of them will change, reducing the 
number of attacks launched. This can be a drawback as well, as the 
presence of a sophisticated security system can increase the 
attacker curiosity. 
 
   
Detect attacks and other security violations not prevented by other 
protection measures. 
 
Attackers, using known techniques, can access non-authorized 
systems, especially those connected to public networks. This usually 
occurs when known vulnerabilities are not fixed. 
 
 Although vendors and administrators try to fix these 
vulnerabilities, there are some situations where it is impossible: 
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• In some inherited systems, the operating systems cannot 
be updated. 
 
• Even if the systems can be updated, sometimes 
administrators do not have time or resources for installing 
new updates. This is a common problem, mainly within 
scenarios with a large number of hosts with varied operating 
systems and hardware. 
 
• Users and administrators can make mistakes when 
configuring systems. 

 
An IDS can be an excellent protection tool. An IDS can detect 

when an attacker has attempted to access the system exploiting a 
non-fixed failure. In this way we could alert the administrator to carry 
out a backup avoiding the loss of valuable information. 
 
 
Detect attack preambles 
 
When an individual attacks a system, it is done in predictable steps. 
During the first step, the attacker tests and examines the system or 
network looking for the optimum point to enter. In systems or 
networks where there is no IDS, the attacker is free to examine the 
system with minimum risk of being detected. This helps him in his 
search of a weak point. 
 

The same network, with an IDS monitoring his activities, hinders 
him. Even if the attacker can examine the network, the IDS will 
capture these tests, identify them as suspicious, block the access to 
the attacker, and alert security administrators. 
 
 
Record the organization risk 
 
When a plan for the security management or the organization 
security policy is done, it is desirable to know the organization risk to 
possible threats, the probability of receiving an attack or if it is 
already being attacked. 
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An IDS can help us find out the existing threats inside and 
outside the organization, helping us to take decisions about the 
security resources that should be used in the network. 

 
 
Provide useful information about the intrusions currently taking place 
 
Even if the IDS cannot block attacks, they can collect important 
information about them. That information can, under some 
circumstances, be used as evidence in legal actions. Furthermore, it 
can be used to correct failures in security configuration or in the 
organization security policy. 
 

 
4.3 IDS CLASSIFICATION 

 
There are several ways to classify IDSs depending on some criteria, 
such as information source, analysis type, type of response and 
detection time. These ones are the most common criteria and they 
will be explained in more detail in the following pages. 

 
4.3.1 Information sources 

 
 

Information sources are one of the first issues to focus on when 
designing an intrusion detection system. These sources can be 
classified in many ways. With regard to the detection of intrusions, 
they are classified according to the location due to some IDSs 
analysing network packages, captured from the network backbone or 
LAN segments while other IDSs analyse events generated by the 
operating systems or application software for signs of intrusion. 

 
 
 
NIDS (Network-based) 
 

Most of the intrusion detection systems are Network-based. These 
IDSs detect attacks by capturing and analysing network packets. 
Listening in a segment, a NIDS can monitor traffic affecting multiple 
hosts connected to that network segment, thus protecting these 
hosts. 
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They are installed more frequently than those based on host 
because their configuration is general for the entire segment in which 
they operate. 

 
The network-based IDSs are often formed by a set of sensors 

located at various points of the network. These sensors monitor 
traffic doing local analysis and reporting attacks carried out to the 
management console. 

 
As sensors are limited to run the detection software, they can be 

more easily secured against attacks. Many of these sensors are 
designed to run in hidden mode, so it is more difficult for an attacker 
to determine their presence and location. There is the possibility of 
using a one-way cable for reception (sniffing cable), so the sensor 
can only receive data, preventing physically any outgoing signals. 
One equivalent option to the one-way cable is the use of a network 
tap (listening network device) a device similar to a network hub that 
enables to listen to communications without being detected [13]. 

 
A NIDS has the following advantages and disadvantages: 
 
 Advantages 
 
• A well-located IDS can monitor a large network as long as it 

has enough capacity to analyse the traffic in its totality. 
 
• The NIDSs have a small impact on the network, usually 

remaining passive and not interfering with normal operations of 
the latter. 

 
• NIDSs can be configured to be invisible to the network in order 

to increase the security against attacks. 
 
 
Disadvantages 
 
• The sensors not only analyse the headers of the packages, 

they also analyse their content, so they may have difficulties 
processing all packages in a large network or with much traffic 
and may fail to recognize attacks during periods of high traffic. 
Some vendors are trying to solve this problem by implementing 
IDSs completely in hardware, which makes them much faster. 
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• The network-based IDSs do not analyse the encrypted 
information. In environments where communication is 
encrypted it is unfeasible to examine the package contents and 
therefore unable to assess whether this is a package with 
malicious contents or not. This problem is increased when the 
organization uses encryption in the network layer (IPSec: 
Internet Protocol Security) between hosts, but can be solved 
with a more relaxed security policy (eg, IPSec in tunnel mode). 

 
 

• The network-based IDSs do not know whether the attack was 
successful or not, the only thing known is that it was launched. 
This means that after a NIDS detects an attack, administrators 
must manually investigate every host attacked to determine if 
the attempt was successful or not. 

 
• Some NIDSs have problems dealing with network-based 

attacks travelling in fragmented packages. These packages 
make the IDS not notice the attack or be volatile and may even 
get to fail. 

 
• Due to their general configuration, NIDSs may have a high 

false acceptance or false positive rate. They may report a lot of 
normal activities identified as attacks. The problem comes 
when the number of such alarms is unacceptably high. 

 
• Perhaps the biggest drawback of NIDSs is their 

implementation of the stack for network protocols that may 
differ from the stack of the systems they protect. Many servers 
and desktop systems do not follow in some aspects the current 
TCP / IP standards, thus it is possible to have them discard 
packages the NIDS has accepted. An example of an open 
source NIDS and one of the most used nowadays is Snort on 
which we will focus more in-depth later. 
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HIDS (Host-based) 
 
 

HIDS were the first type of IDSs developed and implemented. They 
run on the information acquired from inside a computer, such as 
audit files of the operating system. This allows the IDS to analyse 
actual activities with great precision, determining exactly which 
processes and users are involved in a particular attack within the 
operating system. 

 
Like any intrusion detection system, HIDSs also report multiple 

false positives. Once the system is adjusted, the reduction of false 
positives is remarkable and then also this type of IDSs ignores very 
few attacks against the system. 

 
In contrast to NIDSs, HIDSs can see the result of an attempted 

attack, as well as directly access and monitor data files and 
processes of the attacked system [14]. 

 
Although NIDSs have greater development and these days are 

more accepted, HIDS have certain advantages over them: 
 
Advantages 
 
• The host-based IDSs, having the ability to monitor local events 

of a host, can detect attacks that cannot be seen by a network-
based IDS. 

 
• They can often operate in an environment in which network 

traffic travels encrypted, since the source of information is 
analysed before the data is encrypted on the origin host and / 
or after the data is decrypted on the destination host. 

 
Disadvantages 
 

• Host-based IDSs are more costly (in time and money) to 
administer as they must be managed and configured at 
each monitored host. While the NIDSs have an IDS for 
multiple monitored systems, HIDSs have an IDS for each 
of them. 
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• If the analysis station is within the monitored host, the 
IDS can be disabled if an attack attains success on the 
machine 

 
 

• They are not adequate for detecting attacks on an entire 
network (for example, port scans) since the IDS only 
analyses those network packets sent to it. 

 
• They can be disabled by certain Denial of Service 

attacks. 
 

• HIDSs use resources of the host that they are monitoring, 
influencing its performance. 

 
As a subclass of HIDS, we should quote the multi-host-based 

IDS. They use the information collected from two or more hosts 
analysing it and trying to catch any threat. 

 
Its approach is very similar to the classic HIDS with the additional 

difficulty of having to coordinate the data from several sources. 
 
As we mentioned Snort as an open source project in NIDS, we 

should mention Osiris as an example of HIDS. 
 

4.3.2 Analysis type 
 

There are two approaches to the analysis of events for detecting 
attacks: detection of signatures and detection of anomalies. The 
signature detection is the technique used by most commercial 
systems. The anomalies detection, in which the analysis looks for 
unusual patterns of activity, has been and remains under 
investigation. The detection of anomalies is used by a small number 
of IDSs [15][16]. 

 
 
 
Signature-based Detection 
 
 

Signature-based detectors analyse system activities looking for 
events matching a predefined pattern or signature that describes a 
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well-known attack. They collect network traffic and then proceed to 
analyse it.  

 
The analysis is based on a comparison of patterns (pattern 

matching). The system contains a database of attack patterns and 
will be looking for similarities with them and when a match is 
detected the warning will go off. 

        
 These systems are truly effective in detecting attacks but they 

generate a large number of false positives. Therefore it is necessary 
that the period in which they get regulated (tuning period) is as short 
as possible. 

          
The proper operation of such a system depends not only on a 

good installation and configuration, but also on the fact that the 
database where the attack patterns are stored is updated. 
 

 
Advantages 
 

• Signature detectors are very effective in detecting attacks 
without generating a large number of false alarms. 

 
• They can quickly and accurately diagnose the use of a 

specific attack technique. This can help those 
responsible for security to easily follow security problems 
and to prioritize corrective actions. 

 
 
Disadvantages 
 
 

• Signature detectors only detect the attacks they 
previously know, so they must be constantly updated with 
signatures of new attacks. 

 
• Many signature detectors are designed to use very tight 

patterns that prevent them from detecting variants of 
common attacks. 
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Anomaly-based Detection 
 
 

The anomaly detection focuses on identifying unusual behaviour in a 
host or a network. They operate assuming that the attacks are 
different from the normal activity. Anomaly detectors construct 
profiles representing the normal behaviour of users, hosts or network 
connections.  

 
These profiles are constructed from historical data collected 

during normal operation. The detectors collect data from the events 
and use a variety of measures to determine when the monitored 
activity deviates from normal activity. The measures and techniques 
used in the detection of anomalies include:  

 
• Detecting a threshold on certain attributes of user 

behaviour. Such behaviour attributes may include the 
number of files accessed by a user in a given period of time, 
the number of unsuccessful attempts to enter the system, 
the amount of CPU used by a process, and so on. This level 
can be static or heuristic. 

 
• Statistic measures, which can be parametric, where it is 

assumed that the distribution of the profiled attributes fits a 
certain pattern, or non - parametric, where the distribution of 
the profiled attributes is learnt from historical values 
observed over time. 

 
 
 Advantages 
 

• The IDSs based on anomaly recognition detect unusual 
behaviour. Thus they have the ability to detect attacks for 
which they have no specific knowledge. 

 
• Anomaly detectors produce information that is very 

useful to define new patterns for signature detection. 
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Disadvantages 
 

• The detection of anomalies produces a high number of 
false alarms due to the unpredictable behaviour of users 
and networks. 

 
• They require very hard training to characterize patterns of 

normal behaviour. 
 
4.3.3 Response 

 
Once the events have been analysed and an attack has been 
detected, an IDS reacts. 

 
Responses can always be grouped into two categories: passive 

and active. The passive IDSs send reports to some others who will 
then take action on the matter, if it is appropriate. The active IDSs 
automatically launch replies to such attacks [13]. 

 
Passive Response 
 

In this type of IDS, the security manager or the system users are 
notified of what happened. 

 
It is also useful to alert the administrator of the site from which the 

attack was launched, but it is possible that the attacker can monitor 
the email of the organization or that he has used a false IP for the 
attack. In that case it would be useless to alert him. 

 
Active Response 
 

The active responses are automatic actions that are taken when 
certain types of intrusions are detected. Two different categories can 
be set: 

 
• Collection of additional information: It consist in 

incrementing the sensor’s sensitivity level in order to 
obtain more clues of the possible attack (e.g. catching all 
packages from the source that launched the attack, 
during a certain period of time). 
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• Changing the environment: Another active response 
could be to stop the attack; For example, in the case of a 
TCP connection, the session can be closed by injecting 
TCP RST segments to the attacker and the victim, or 
filter the IP address of the intruder or the attacked port, to 
the access router or to the firewall in order to avoid future 
attacks. 

 
 

4.3.4 Detection time 
 

Two main groups can be identified, those which detect intrusions in 
real time (in-line) and those which process audit data with some 
delay (off-line), that means not real time.  

 
Some systems that have in-line detection can also carry out off-

line detection over historic audit data. This type of systems 
combining both types of detection time is called hybrids [15]. 

 
 

 
 

 
Figure 5: IDS classification 
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4.4 IDS ARCHITECTURE 

 
Practically all intrusion detection systems have some well-defined 
parts that are described broadly in the next points: 

 
• Application data collection sources: The place for collection of 

data for current or later analysis. It can be a network, a system 
or elements situated in the system itself. 

 
• Rules: These rules are often those that characterize the 

violations that may be committed and which the data obtained 
in the previous point are compared to. 

 
• Filter: This part is in charge of constraining rules used for the 

obtained data. 
 
•  Anomaly detectors: In case of having IDSs based on anomaly 

analysis, they are those that detect strange events in the 
system or monitored resources. 

 
• Alarm or report generator: Once the data have been processed 

with the filter rules, if there is any situation that gives the 
impression that the system security has been (or attempted to) 
compromised, this part of the intrusion detector informs the 
administrator about this fact (by mail, sms, acoustic alerts...). 
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Figure 6: Typical IDS architecture 

 
 

 
As we mentioned, this is a broad description of IDSs architecture, 

since each IDS implements its architecture in a different way [17]. 
 
As an example, Snort has a three-subsystem-architecture: 
 

• Packages decoder 
 

• Detection system 
 

• Alarms and logs. 
 
Obviously the three subsystems are part of the general 

architecture described previously [18]. 
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4.5 Where to place an IDS 
 

There are many ways to add the IDS tools to our network; each has 
its advantages and its disadvantages. The best choice would be a 
compromise between cost and desired properties, while maintaining 
a high level of benefits and a controlled number of disadvantages, all 
in accordance with the needs of the organization. 

 
For this reason, the positions of the IDS within a network provide 

different characteristics. Then we will see different possibilities in the 
same network. We will suppose that we have a network where a 
firewall divides the Internet from the demilitarized zone (DMZ-
Demilitarized Zone), and another one that divides the DMZ from the 
intranet of the organization as shown in the next figure. The DMZ is 
the area between the Internet and the internal network. It is used to 
provide public services without having to allow access to the private 
network of the organization. In this subnet are usually located the 
main services such as HTTP, DNS and other servers [19]. 

 
 

INTERNET

DMZ

ROUTER

 
 

Figure 7: Typical Network scenario 

 
 
 
1. In front of the external firewall 
 

In this position the IDS will capture all the incoming and outgoing 
traffic of our network, so it will monitor the number and type of 
attacks against the organization infrastructure, and the external 
firewall. IDSs in this location should be configured with a low 
sensitivity since the number of false alarms here is high. 
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 The main drawbacks of this location are that the IDSs can’t 
detect attacks using in their communications some methods to hide 
information, such as encryption algorithms, and that in this location 
the traffic rate is usually so high that the IDSs can’t monitor all the 
packages [15]. 

 
 

Figure 8: IDS in front of external firewall 

 
 
 
 
 
2. Behind the external firewall 
 

Another option is to place the IDS within the demilitarized zone, 
between the firewalls.  

 
Intrusions that successfully pass through the main firewall are 

monitored. Attacks against servers that provide public services in 
this subnet can be detected. 

 
The identification of the most common attacks enhances the main 

firewall configuration to be able to block them next time. 
 
As in the previous case, the drawbacks are about the encrypted 

attacks, and the saturation of the IDS due to the high traffic rate. This 
area has fewer false alarms since at this point access only to our 
servers should be allowed [13]. 
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Figure 9: IDS in the DMZ 

 
 
 
 
3. Behind the second firewall 
 
 

In this case the IDS is located between the second firewall and the 
internal network. It is not inside the internal network so it will not 
listen to any internal traffic. 

 
This IDS should be less powerful than those commented on 

before, as the volume of traffic is smaller at this point. 
 
Any atypical traffic that comes up here must be considered 

hostile. At this point of the network fewer false alarms will occur, so 
any alarm from the IDS should be immediately studied. 

 
This implementation makes these systems particularly vulnerable 

to attacks, not only from the outside but also inside their own 
infrastructure. It is vital to keep this in mind when implementing an 
intrusion detector in this location, in order to detect attacks produced 
from within the network itself, such as those launched by internal 
staff [15]. 
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Figure 10: IDS after the second firewall 
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5. ADDITIONAL TOOLS 
 
Intrusion detection systems do not ensure complete security, 
therefore some security tools can help to supplement the task of 
intrusion detectors. In this chapter will described some mechanisms 
and security tools that, due to their features, have in one way or 
another a close relationship with the intrusion detection. 

 
5.1 Vulnerability scanner 

 
A vulnerability scanner is a tool that performs a set of tests, usually 
attacks, to determine whether a network or host has security flaws. 
These systems could be considered as a special case of intrusion 
detectors.  
 

It is easy to realize the weaknesses a system like this have. 
They can only detect vulnerabilities stored in their database. 
Furthermore, they are only able to identify security failures while 
they are executed [20]. 
 

The general operation process of a vulnerability scanner has the 
following steps: 
 

• A specific set of the system attributes is sampled. 
 
• The sampling results are stored in a secure file. 

 
• These results are compared with at least a set of reference 

data generated previously by hand. 
 

•  A report with the differences found between both sets of data 
is generated. 

 
 

5.1.1 Types of vulnerabilities analysis 
 

There are two ways to analyse vulnerabilities, depending on the 
data source. Analysis can be host-based or network-based [19]. 
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5.1.1.1 Vulnerabilities analysis based on host 
 
This type of analysis was the first one that was used for this task. It 
uses elements such as configuration settings, files contents, or any 
other kind of information of the system useful for vulnerabilities 
detection. This information can be obtained either through system 
queries or revising some system attributes. 
 

In this case it is assumed that the analyser has authorized 
access to the system, therefore it is called credential analysis, or 
passive evaluation. 
 
 The analysis of vulnerabilities based on host are related to the 
operating system they evaluate. This makes the maintenance 
expensive and the management difficult in heterogeneous 
environments. The credentials used should be protected properly as 
well as the information collected by them, in order to avoid attacks 
against them to be under attack. 
 
 
5.1.1.2 Vulnerabilities analysis based on network 
 
Vulnerabilities analyses based on network have appeared recently 
and become very popular. They obtain the necessary information 
through network connections established with the target. They carry 
out a set of attacks and store the obtained replies. Even if an 
analyser of these characteristics is very similar to an intrusion 
detector, its solution is not as good as the latter. 
 

This type of analysis usually doesn’t need authentication. 
Attacks are launched without having access permission to the 
system. For this reason they are called non-credential analysis. 
Furthermore, the analysis is carried out attacking the target in an 
effective way; therefore it is called active evaluation. 
 
 One of the most popular techniques used for the analysis of 
vulnerabilities based on network is: 
 

Testing by exploit: This technique consists of launching real 
attacks to the target. Instead of taking advantage of the vulnerability 
to access the system, a gauge is returned, showing if the attack was 
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successful or not. Obviously, these types of techniques are very 
aggressive, especially when DoS attacks are tested. 
 
  
5.1.2 Advantages and disadvantages  
 

Advantages 
 

• Vulnerability analysers improve the security of a system in a 
significant way, especially in environments where there is no 
intrusion detection system. 

 
• A vulnerability scanner reduces efficiently the most common 

security failures in a system. It reports a lot of configuration 
problems that could have been ignored by a system 
administrator or a security manager. 

 
• Analysers based on host, which are dependent on the 

operating system, are better adapted to their target. This 
makes them able to identify particular attacks or intrusion 
signs in a more efficient way than other general systems. 

 
• A periodic use of vulnerability analysis makes it possible to 

detect changes in successive system configurations, informing 
security managers about these changes. 

 
Disadvantages 

 
• Vulnerability analysis based on host, due to their dependence 

on the operating system they are evaluating, are more 
expensive and complicated to manage. 

 
• Vulnerability analysers based on network are independent of 

the platform, but also they are less exact, and more prone to 
emit false alarms in their results. 

 
• In scenarios where intrusion detection systems are executed, 

vulnerability analysis can be blocked by them. This situation 
gets worse when there is the risk of training the intrusion 
detection mechanisms in a wrong way, making them ignore 
real attacks. 
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• Some tests based on network, such as attacks of denial of 

service can cause failure on the target. Therefore, this type of 
tests should be carried out with control and while being aware 
of the potential negative effects. 

 
 
5.2 Honeypot 
 
In computer terminology, a honeypot, according to [21], is a trap 
set to detect, deflect or in some manner counteract attempts at 
unauthorized use of information systems. Generally it consists of 
a computer, data or a network site that appears to be part of a 
network but which is actually isolated, (un)protected and 
monitored, and which seems to contain information or a resource 
that would be valuable to attackers. 
 
 In the last years they have become very popular. Even if they 
are not intrusion detection systems, they can help improve their 
detection methods and catch new attack patterns. It is a system 
designed to mislead intruders, and study their activities, learning 
about their methods. 
 
 Honeypots are designed to imitate the behavior of the systems 
that could be of some interest for the intruder. They usually have 
protection mechanisms to avoid that a successful attacker 
accesses the totality of the network. Obviously, if an intruder 
succeeds in accessing a honeypot system, he should not notice 
that he has been monitored [22]. 
 
 Bearing in mind that honeypots can be useful both for external 
and internal attackers, three possible locations for honeypots are 
considered: 
 

In front of the first firewall  
 
This location avoids the increase of the risk inherent to the 

honeypot installation. As it is placed out of the area protected by 
the firewall, it can be attacked without any risk to our network.  

 
With this configuration, it is possible to avoid alarms from other 

security systems of our network, as IDSs, when receiving attacks 
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INTERNET
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to the honeypot. However, there exists the danger of generating 
too much traffic due to the easiness of attacking the honeypot. 

 
The honeypot in this location is the first thing an attacker finds, 

so a lot of bandwidth and log files will be consumed. On the other 
hand, this location avoids the detection of internal attacks. 

 
 
 
 
 
 
 

 
 
 
 
 

 
Figure 11: Honeypot before the first firewall  

 
 

 
 
 Behind the second firewall 
 
In this position, the honeypot is affected by the firewall filtering. 
On one hand, we should change the firewall rules to allow some 
access to the honeypot by external attackers, but, on the other 
hand, introducing a dangerous element in our network could 
allow the attacker access on our whole network. 
 
 Placing the honeypot behind the firewall allows us to detect 
internal attacks, firewalls configured in a wrong way, hosts 
infected with worms or viruses and external attacks as we 
mentioned before. 
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 However, there will be a lot of security alarms generated by 
other security systems (Firewalls, IDS…) when receiving attacks 
to the honeypot, and there will also be the necessity of ensuring 
the integrity of the rest of our network against the honeypot, using 
extra firewalls or access blocking systems, because an attacker 
who compromises the honeypot system will have free way to 
attack the rest of our network.  
 
 Although there are some disadvantages to this location, there 
are some circumstances that force its use, for example the 
detection of internal attackers, or the impossibility of using an 
external IP address for the honeypot.  

 
 
 
 
 

 
Figure 12: Honeypot behind the second firewall  

 
 
  

In the Demilitarized Zone (DMZ) 
 
The location of the honeypot in the demilitarized zone allows the 
control of the danger of using it, since there is a firewall isolating it 
from the rest of our local network. 
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This architecture allows the possibility of detecting external and 
internal attacks with a simple reconfiguration of our firewall system, 
since the honeypot is in an area of public access. 

 
Alarms from the internal security systems and the danger that 

involves the fact of not being in direct contact with our network are 
eliminated. 

 
The detection of internal attackers is weakened, since the fact 

of being isolated from the internal network makes it impossible for a 
local attacker to access the honeypot. However, it is possible to 
access the honeypot from the local network, if the internal attacker 
tries to compromise our public servers, or other external systems. In 
this case it is very likely it will be detected. 
 
 
 

 
Figure 13: Honeypot within the DMZ  

 
 
5.2.1 Advantages and disadvantages 
 
These systems have a set of features that distinguish them from 
other security solutions. Some advantages and disadvantages 
associated to them are described below [23]. 
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Advantages 
 

• These systems log few but valuable data. A honeypot is not 
used as a production system, just as an attack target. 
Therefore they don’t use to log big amounts of information. All 
the information is useful since it is related to hostile activities. 
This makes also, that the obtained data is clear and easy to 
analyse. 

 
• The philosophy of these systems eliminates the existence of 

usual activity since these security tools should only receive 
suspicious activities. This reduces significantly the number of 
false positives and false negatives. 

 
• These tools do not analyse the activities log. Therefore, the 

resources they use are reduced, as opposed to IDSs, which 
can discard information for this reason. Honeypots focus their 
needs on the necessary infrastructure for logging all the 
activity taking place on them. 

 
• One of the most important points in favour of honeypots is 

their simplicity. They use neither complicated analysis 
algorithms nor elaborate methods for logging the intruders’ 
activity. They just need to be installed and then, just wait. The 
easier a method is, the more possibilities are there for it to 
work properly.  

 
• Monitor problems related to encrypted protocols appear when 

a communication between two organizations protected with 
encryption is caught. In this case, the honeypot usually is one 
of the ends of the encrypted communication during the attack, 
so such problems do not affect them. 

 
• One of the problems of some security tools is that they do not 

support the IPv6 protocol, successor of the IPv4 protocol used 
in internet. If an attacker uses IPv6 tunnelling over IPv4, the 
detection system will not detect the attack. However, 
honeypots log all the activity, therefore it is possible to identify 
this kind of attacks. As it was mentioned before, honeypots do 
not log too much data. 
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Disadvantages 
 

• Honeypots lack value if they do not receive attacks. If an 
attacker identifies one of these systems, he can destroy its 
effectiveness by avoiding it. Honeypots can lack attacks 
although they are located in the same network as others being 
attacked. 

 
•  If a honeypot is successfully attacked, it can be used by the 

intruder to access the rest of the systems in the network where 
it is installed. The risk varies, depending on the complexity of 
the honeypot. The simpler it is, the less risk it implies. This 
aspect is critical when implementing these systems, so 
adequate measures have to be taken to minimize it. 

 
5.3 Honeynet 

 
According to [24], “a honeynet is nothing more than one type of 
honeypot. Specifically, it is a high interaction honeypot designed 
primarily for research, to gather information about the enemy. A 
honey net is different from traditional honeypots; it is what we should 
categorize as a research honeypot.” 

 
The most important differences between a honeynet and a 

honeypot are: 
 

• A honeynet is not a solitary system, it is a network. This 
network can be formed by different honeypots such as 
Linux, Windows, Solaris, routers, etc. Providing a network 
environment contributes to its credibility in front of the 
attacker. A heterogeneous system environment has the 
attention of more intruders, some of whom are specialized 
in attacking particular operating systems. On the other 
hand, it makes it possible to learn a bigger and varied 
number of attack tactics. 
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Figure 14: Honeynet and real system in a network 
 
 

• Systems used in a honeynet are production systems. In 
other words, they are real systems, although they are used 
to monitor its activity. There is no system or service 
emulated. There is no attempt to decrease its security. The 
main aim is to collect real information about how attackers 
do in a real environment. 

 
A honeynet has two basic requirements to be useful and allow 

the extraction of valuable information. 
 
• Data control: Every time we interact with an attacker, the 

danger grows with an exponent factor. Although the task of 
the honeynet is to be compromised and attacked, we 
should always have a data control to avoid that the attacker 
uses it against the honeynet itself or against others. 
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HONEYNET
REAL SYSTEM

windows linux solaris 
     log
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As the interaction with the outside increases, we will obtain 
more real data from the attacker. These risks should be 
evaluated. Analogously, a honeynet that prevents the 
activity from the outside will not be attractive for an attacker 
and will lose its utility. A break-even point should be 
reached. 

 
• Data capture: The capture of every action carried out by the 

attacker in our network will show us his techniques and 
motivations. Although it is essential that the level of 
surveillance and capture is high, if it is excessive or 
detected by the attacker, the honeynet will not be effective. 
 
Obviously, data capture should be carried out stealthily; 
therefore it should be planned with care. 
The place where the information is stored, should be 
located outside the honeynet in order to avoid that an 
attacker compromising a system finds it and deletes or 
falsifies it. 

 
 

Honeynets are security tools with a different point of view than 
the traditional one, the defensive one, present in firewalls, encrypted 
systems or intrusion detection systems. They are tools designed 
basically for learning and acquiring experience in security area. 

 
 

5.3.1 Advantages and disadvantages 
 

The systems mentioned in this section, allow study in depth the 
tactics, methods and reasons of the intruders, an aspect that 
differentiates them from the rest of products and security solutions. 
But legal aspects should be known before taking the decision of 
implementing these systems [16].  

 
Advantages 
 

• Help to discover new attacks; sometimes not published by the 
security authorities. This enhances the detection of intrusion 
detection systems. 

 
• Attackers do not damage real systems. 



  5 Additional Tools 
 

46 

 
• Honeynets help to improve response mechanisms when an 

incident occurs. 
 

• Bring a lot of security experience. 
 

Disadvantages 
 
• These systems have presented a lot of doubts about their 

effectiveness in improving the security. However their 
acceptance among the security community members keeps 
increasing. 

 
• A system with these characteristics needs a high level of 

knowledge and experience in network and security subjects in 
order to install it effectively.  

 
• Legal implications due to the installation of one of theses 

systems are not well defined. 
 

 
 
5.3.2 GenI, GenII and Virtual-Honeynets 

 
According to the “Honeynet Project”, there are two basic 
architectures of honeynets, GenI and GenII [25]. 

 
 
GenI 
 

This simple architecture was the first developed. A network is 
situated behind an access control device, usually a firewall, as it is 
shown in the next figure. 
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Figure 15 : GENI architecture    

 
 

Every incoming or outgoing package will pass through the 
firewall and the router. The firewall filters the incoming and outgoing 
traffic, and the router complements the filtering. The firewall is 
designed to allow all the incoming traffic, but control the outgoing 
one. 

 
This architecture is effective against automated or basic attacks. 

But they are not useful with advanced attacks. The environment 
given by the honeynets-GenI is not so attractive, therefore it is falling 
into disuse, and its successor GenII is becoming more popular. 
 

    
 

   GenII 
 

This architecture was developed pretending to solve most of the 
problems existing in the previous model. Contrary to the technology 
of GenI, it is easier to implement, harder to detect, and has a more 
secure maintenance. 
 
 

 
 
 
 
 
 



  5 Additional Tools 
 

48 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

Figure 16: GENII architecture 

 
As the figure shows, the first difference with regards to GenI 

architecture is that it uses a honeynet gateway that combines the 
IDS and the firewall, which appeared separated in GenI. This 
simplifies its management. The second difference is that the 
gateway runs on the second level, which means without an IP 
address, decreasing the possibilities of being detected by the 
attackers. 

 
Moreover, the gateway does not route packages; instead of 

blocking the outgoing traffic, it limits the attacker band, making the 
environment more real. 

 
The honeypots within the honeynet usually consist of basic 

installations of the more common operating systems, sometimes 
activating some network servers in order to make them more 
attractive as attack targets.   
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Virtual honeynets 
 

One of the most serious problems of network administrators and 
security managers is the resource availability. GenI and GenII 
architectures need more hosts and resources each time. Small 
companies usually discard honeypots or honeynets simply because 
they do not have enough resources. 

 
A virtual honeynet would be the solution for implementing a 

honeynet schema using just one host. It is virtual because every 
operating system in the honeynet seems to have their own host, but 
actually they all run on the same hardware. 

 
Virtual honeynets can be classified into two groups[25]: 

 
• Self-contained: All the software (honeynet firewall so called 

honeywall, and honeypots) is executed in the same host. First 
of all, the real operating system is installed, then the 
virtualization software. After that, for each emulation software, 
the corresponding operating system that forms the honeynet is 
installed, controlled by that software. Finally, the configuration 
of each of them is carried out. This can be seen in the next 
figure. 
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Figure 17: self contained virtual honeynet 
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The main advantages are the reduced number of needed resources 
with the corresponding reduces in cost, and the installation 
easiness. 

 
On the other hand, if the hardware fails, the whole honeynet will 

stop working. It only needs one host, but it has to be enough 
powerful, with enough memory and processor capacity. Another 
drawback is the software limitation. Since all the software has to be 
executed in the same host, some software will not be able to be 
used due to incompatibility problems.  

 
• Hybrid: It is a combination of a honeynet and a virtual 

software. This means that the honeynet gateway(IDS sensors 
and logs storage) is in a separated and isolated system, in 
order to reduce the risk of compromise. All the honeypots are 
executed in the same host as in the self-contained schema, as 
shown in the figure. 

 
The advantages of this architecture, is the security. In 

self-contained honeynets there was the risk that the attacker 
could access other parts of the honeynets such as the 
gateway, but in this schema, the only risk is that the attacker 
accesses other honeypots. Another advantage is the flexibility 
when using the software to control and capture network data. 
The drawbacks are the higher cost and the use of more 
resources. 
VIRTUAL HONEYNET
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Virtual Machine
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Virtual Machine
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Figure 18: separated honeywall 
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5.4 Padded cell 
 

Systems based on padded cells have a methodology similar to 
honeypot systems, but it is not exactly the same. They work together 
with a device that routes and detects intrusions, and when this 
occurs, it re-directs the attack to a special host called “padded cell”. 

 
As other honeypot systems mentioned before, a padded cell 

provides an apparent real environment. The fact of being isolated 
protects the rest of the network. As honeypot systems, padded cells 
can be used for better understanding of intruder methods[16]. 

 
A possible schema for a padded cell system is the following 

 
Figure 19: Padded cell scheme 
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6 Desirable Requirements of IDS 
 
Any intrusion detection system, regardless of the mechanism in use, 
should have the following features [13][15][17][19]: 
 
1. It must run continuously without intervention or supervision of a 
human operator. The system must be reliable enough to be run in 
the background within the host that is being controlled. However, it 
should not be a black box, it must be able to be browsed from the 
outside. 
 
2. It must be fault-tolerant in order to survive if the system fails 
without having to rebuild its knowledge data base when restarting. 
 
3. The system should be able to monitor itself to ensure it has not 
been disturbed. 
 
4. Its implementation must not load the system in a way that 
prevents it from performing other tasks with some normality. If it 
slows down the system, it simply will not be used. 
 
5. It should detect deviations from standard behaviour. 
 
6. It must be easily adapted to the changing behaviour of the system 
already installed. Each system has a different pattern of operation 
and the intrusion detection system must be easily adapted to these 
patterns. 
 
7. It must cope with the behaviour changes of the system as new 
applications are added to it, in order to be properly updated. 
 
8. It must be hard to trick when it has been configured in an 
appropriate way. 
 
9. It must be configured in line with the security policy followed by 
the organization. 
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7 Limitations of intrusion detection systems 
 
These are some things that IDSs do not do. Here are some of their 
flaws [23]: 
 

• No definitive solution: Security problems can originate from 
many reasons. There is not a unique solution for all of them, 
and intrusion detection systems are not an exception. 
However, they have some unique features that make them 
helpful tools in many environments. 

 
• False positives: One of the main drawbacks of intrusion 

detection systems is the alarm failures (false positives and 
false negatives). False positives are false alarms when there is 
not any real intrusion taking place. There are some codes 
which have some parts that match with attack patterns; these 
are detected as intrusions when they are not. On the other 
hand, anomaly detectors may interpret the appearance of a 
new type of traffic as hostile due to the recent installation of a 
new service, when in fact the situation is perfectly normal. The 
most negative point of this is that the continuous appearance 
of false positives can make the administrator ignore some 
alarms.   

 
• False negatives: It is a type of alarm failure, and it is produced 

when a real attack or intrusion remains undetected. These 
situations are obviously problematic. They occur when an 
attacker uses a new technique, a modified attack based on an 
existing one, a specialized attack against this type of systems, 
or when an anomaly detector is “trained” progressively by an 
intruder, to make it interpret a hostile action as normal. These 
are just some situations where there can be false negatives. 

 
• Resources: The process of analysis and data logging, 

especially in real-time, makes intrusion detection systems 
have important requirements on system resources such as 
process time or stored space in data bases. This is especially 
true when high speed networks are monitored. 
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• Self-sufficiency: Intrusion detection systems cannot make up 
for the lack or weakness of other infrastructure security 
systems, as low-quality passwords, firewalls, antivirus… 

 
• Overload: They cannot detect, analyse, and report alarms 

against attacks in an instantaneous way when there is an 
overload (excessive network traffic or system activity). These 
systems may discard network packages or information 
segments of the system activity when the overload is critical 
[26]. 

 
• Defence against new attacks: In most cases, intrusion 

detection systems cannot detect recently appeared attacks or 
variants of existing ones. This happens with most commercial 
products that have detectors based on signature, with attack 
patterns. On the other hand, anomaly detectors, due to their 
type of analysis, extend the detection range of these attacks, 
but do not recognize all of them.  

 
• Defence against sophisticated attacks: As it has been 

mentioned, these systems are helpful simplifying the security 
audit tasks. They can detect effectively common attacks, or 
simple attacks. They filter a high amount of information, 
stressing data that can be related to possible intrusions. 
However, they should not be overestimated. Intrusion 
detection systems are not yet prepared for identifying 
sophisticated attacks, launched by experts who sometimes 
use packages fragment techniques or their own protocols. In 
this case, human intervention is still needed. 

 
• Defence against direct attacks: As other products such as 

antivirus or firewalls, intrusion detection systems are not able 
to block attacks designed to avoid or disable specifically these 
systems. These actions are always done by attackers with 
wide knowledge in this type of systems. 

 
• Automatic research: They carry out analysis tasks, and report 

alarms in case of detecting intrusions or hostile actions. 
However, a human should do the research on each received 
attack. 
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• Knowledge of each situation: These systems do not know the 
particularities of each environment where they are 
implemented. The person in charge of security has to 
configure and adapt them to each situation. 

 
• Data quality: Intrusion detection systems cannot make up for 

mistakes produced due to the use of low quality data. Some 
attacks consist of saturating IDSs with redundant information 
or just noise. Each additional data source increases the 
possibility of obtaining information corrupted by an attacker. 
Working with useless data invalidates the obtained results. 

 
• Protocols quality: They do not make up for weaknesses 

associated to a protocol design. For example, TCP/IP and 
many other protocols were not created to carry out robust 
authentication mechanisms. When someone launches an 
attack, the origin address of involved packages may not be the 
attacker’s address. This makes it harder to identify and 
prosecute the culprit through legal and judicial processes. 

 
• Switched environments:  Intrusion detectors based on network 

do not operate properly within network environments where 
switches are used. These devices just send network traffic that 
is addressed to them, making it hard to monitor global network 
traffic. 

 
• Ciphering: The use of encrypted communication may disable 

the use of an intrusion detector based on network, because it 
cannot interpret what it is monitoring. Even if it could interpret 
what it receives, deciphering the data would cause an extra 
load to the process. This will increase the resources required 
and could make this task almost unfeasible in environments 
with high traffic load. To avoid this problem, detectors are 
usually installed at the end points of the communication, to 
examine data deciphered by the hosts. 

 
• IPv6: Many commercial intrusion detectors can not interpret 

the IPv6 protocol. Within IPv4 environments, IPv6 can be used 
by tunnelling. This makes it unfeasible for intrusion detectors 
to detect attacks using it.  
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Insertion and escape: The anti-IDSs attacks that cause most 
damage are “insertion” and “escape” [27] 
 

Insertion 
 
The insertion attack is based on the fact that an IDS can 
accept packages that a host is going to discard. 
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1 The attacker sends a character per packet and 

adds an extra one with special properties 

2 NIDS accepts the extra character and is not able to 
detect the attack. 

3 The final system discards the extra packet and 
rebuilds. 

 
Figure 20: Insertion scheme  

 
 
 
As we can see in the figure above, an attacker sends a flow of 
packages, in which one of them will appear just in the intrusion 
detection system. As a result, the IDS and the host will rebuild 
a different chain of packages for each of them. Usually, an 
insertion attack occurs when the IDS is less strict about 
processing the package than the host. An obvious reaction to 
this problem would be to make the IDS as strict as possible 
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when processing the network packages. This could minimize 
the insertion attacks; however, doing it could make it easier to 
launch another type of attack, the escape attack that is 
explained below.   
 
Escape 
 
A final host may accept a package that an IDS has discarded. 
In the picture we can see an example of this type of attack. 
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1 The attacker sends a character per packet and 

adds special properties to one of them 

2 NIDS discards the packet with special properties. 

3 The final system accepts the special character and 
rebuilds. 

 
Figure 21: Escape scheme 

 
 
The escape attack makes the IDS catch a different flow than the 
final host. However, this time, the final host will take more packages 
than the IDS, and the information that the IDS misses is critical for 
the attack detection. 
 
Insertion and escape in the real world 
 
Many protocols are simple and easy to analyse, but others are more 
complex and require considering many other packages before 
knowing if they are part of the current transaction. For a network 
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monitor to analyse them, a lot of state information of the packages 
should be taken into account. 
 
 For example, assume that the IDS is between the organization 
router and the ISP (Internet Service Provider) router. If the attacker 
sends a package that has a TTL (Time To Live) of value one when it 
arrives to the IDS, the IDS will accept it, but the organization router 
will discard it. 
 
 There are also other ways to do insertion and escape attacks. 
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8 Lines of work 
 
Although the intrusion detection systems have appeared some years 
ago, several aspects must still be improved. There are development 
groups whose task focuses on some of these aspects. 
 

In this chapter, some lines of work carried out to solve some 
deficiencies are tackled [19].  
 
8.1 Normalization 
 
Except for rare situations, no system becomes widely used if it is not 
normalized in some way. 
 
 Practically everything we use in our daily life are under rules 
and standards. The organizations in charge of creating standards 
make it possible for different companies to take the same solution 
for a given problem. 
 
 Regarding the information technologies, there are some rules 
and standards for communication and programming interfaces. 
Communication protocols such as IP,TCP, etc. are just some 
examples of these rules.  
 
 On the other hand, there are solutions based on translators, or 
communication vehicles, independently of the platform or 
architecture used. This approach allows different platforms to work 
together. 
 
 Intrusion detection is not an exception on the regulation issue. 
The collaboration and agreement among different organizations and 
companies, is needed more and more. Many companies, due to the 
lack of an optimum solution, have proposed their own products. 
Fortunately, there are some organization proposals to avoid that 
situation. 
 
8.1.1 CIDF 
 
CIDF (Common Intrusion Detection Framework) is one of the most 
ambitious projects regarding to the normalization of intrusion 
detection. It was founded by Teresa Lunt for the DARPA (Defence 
Advanced Research Projects Agency) [28] 
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 It is a group in charge of creating interfaces that allow the 
intrusion detection developers to share their knowledge and thus be 
able to reuse obtained results from other systems. 
 
 As a result of the creation of CIDF, a working group 
specializing in the detection of intrusions by the IETF (Internet 
Engineering Task Force) appeared. 
 
8.1.2 CRISIS 
 
CRISIS (Critical Resource Allocation and Intrusion Response for 
Survivable Information) is a working group with similar aims as 
CIDF. Their aim is to unify the mechanisms of detection, response 
and control of the intrusion detection systems. They deal with two 
aspects [29]: 
 

• Designing a common architecture for the intrusion detection 
development: In the current framework, there are several tools 
for intrusion detection and intrusion response. CRISIS tries to 
supply a platform that allows the cooperation among them. 

 
• Supplying mechanisms for the distribution of critical resources: 

Some attacks may block the compromised system. This 
aspect focuses on looking for solutions that allow the detection 
systems to use their resources for carrying out their response 
tasks against attacks. 

 
 
8.1.3 Audit data format 
 
 
The audit trail format is linked to the operating system, and 
unfortunately, there are important differences among most of them. 
This is one of the main handicaps for the intrusion detection to get 
standardized.  
 
 One proposal regarding the audit trail, is defined in the 
“Orange Book” (Trusted Computer System Criteria)[30] and in the 
“Tan Book” (A Guide to Understanding Audit in Trusted 
Systems)[31]. 
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 In these documents, the requirements that the audit 
mechanisms should meet are explained in detail. 
 
 However, these specifications have caused a lot of confusion 
due to the lack of accuracy in some details. For example, they 
specify the contents the trails should have but not their format. On 
the other hand, they set which events can be audited but not which 
ones should be audited. 
 
 This has caused the appearance of operating systems that, 
even while carrying out the described requirements, are completely 
different regarding to their audit mechanisms and trails. 
 
 The IETF created a working group within the security area to 
focus on the intrusion detection called IDWG (Intrusion Detection 
Working Group). Some of the group aims are: 
 

• Edit a document that specifies the requirements for the 
communication among IDSs and among IDSs and 
management systems. 

 
• Develop a specification for a common intrusion language, 

which describes a data format that carries out the 
requirements. 

 
• Develop a document which describes the best protocols for 

the communication among IDSs, and which points out how 
they are related with the data formats. 

 
They have developed a data exchange system and transport 
mechanisms that allow the intrusion detectors to have a specific 
message system, sharing the obtained data among all of them.   
 
8.2 Scalability 
 
The security management of networks can become a hard task 
when they are large enough. This is one challenge that intrusion 
detectors have to face up to. The processing capacity and other 
system resources could not be enough in some situations. The two 
more common elements related to scalability problems, are 
described below: time and space [19]. 
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8.2.1 Time 
 
The scalability problems related to the time are produced when an 
attack is carried out during a long period of time. This can make an 
intrusion detector not have enough resources for storing and relating 
all the intrusion evidences. As an example, if an attacker decides to 
scan a server in a deliberately slow way, opening a port every hour, 
or every day, he will take much time to reach his target, but he could 
make the detector not recognize the attack progress. 
 
 Extending the period of time in which the detector should 
relate the events that have taken place can solve these situations. 
But this has a physical bound, due to the system resources such as 
the available memory or hard disk. 
 
 However, the system resources cannot be added to extend the 
period of time in which the detector can relate the occurred events 
without discretion. A very long period of time may cause the system 
to relate events that, due to their distance in time, may not be 
related at all, increasing the number of false positives. 
 
8.2.2 Space 
 
The other element that can take part in an infrastructure is the 
space. It is related to the number of network members. When such a 
number begins to be around several thousand, a scalable design of 
the intrusion detection system will help adapt the system to the new 
situation. 
 
 When a large network is managed, it not only has a lot of 
hosts, but they can be allocated in several geographic areas and 
have different connection capacity. This causes the appearance of 
problems associated to the delay in each member’s clock. On the 
other hand, this can cause problems when representing the 
obtained data. 
 
 The intrusion system used should offer facilities for 
implementing it in a stratified manner, with a hierarchical structure 
with tree shape. The most basic detectors can focus in monitoring 
local host groups and be monitored and coordinated by high level 
detectors. 
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Figure 22: Hierarchical Tree scheme 
 
 

8.2.2.1 GrIDS 
 
GrIDS (Graph-Based Intrusion Detection System) is a project 
supported by DARPA (Defense Advanced Research Projects 
Agency), developed by the California University. It is an example of 
detection system whose design allows adapting the system to the 
space scalability problems[28]. 
 
 The mechanism that is used is to build activity graphs that 
represent the structure of large scale distributed activities. 
 
 The nodes of an activity graph correspond to system hosts, 
and the edges correspond to the network activity between them. The 
activity in a monitored network can be modelled with graphs 
representing such activity. These graphs are then compared to 
known patterns of intrusive and hostile activities, and if their 
similarity is greater than a given threshold, an alarm goes off. 
 
 GrIDS models an organization as a department hierarchy. For 
this to be easily configured, it has a drag and drop interface that 
allows the reconfiguration even during the system activity. Each 
department in the hierarchy has its own GrIDS module that builds 
and evaluates activity graphs within the department. When an 
activity crosses the department bounds, it moves upwards to the 
next level in the hierarchy.  
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 This makes the GrIDS a scalable design. Most efforts are 
focused on achieving that the department aggregation in its global 
hierarchy is a scalable mechanism, and allowing the system 
dynamic configuration in order for it to keep being functional when 
the network becomes large. 
 
Nowadays, it is not possible to ensure the communication integrity 
among GrIDS modules; therefore it is impossible to prevent an 
attacker from replacing some parts of the GrIDS with malicious 
code. The prototype is neither resistant against denial of service 
attacks nor against failures in the networks or hosts it is running in. 
Another problem that appears is that small or slow intrusions are not 
detected. 
 
 As it was mentioned before, the main aim of this project is to 
develop a technology for intrusion detection for extensive area 
networks. The research goes in two directions: 

 
• Size: It is desirable to handle thousands or tens of 

thousands hosts, instead of the hundreds currently 
possible. 

• Infrastructure protection: It is desirable to protect routers, 
domain servers, etc, instead of only protecting the 
production hosts. 

 
The desirable system features are the following: 
 

• Interoperability with technology of network management. 
 
• Independency of operating systems. 

 
• Extendibility to new network components and services. 

 
At this moment, the project is halfway done. Most of the 
underlying problems have been researched and the work now 
is focus on incorporating the accumulated experience in a real 
prototype. 
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8.3 More research projects 
 
There are several projects that have research in security and, 
more specifically, in detection systems such as AID (Adaptive 
Intrusion Detection System), AAFID (Autonomous Agents For 
Intrusion Detection), ASAX (Advanced Security audit trail Analysis 
on UNIX), GrIDS (mentioned before), NADIR (Network Anomaly 
Detection and Intrusion Reporter), NID (Network Intrusion 
Detector), etc[32]. 
 
 In this chapter some of them are described in order to 
appreciate their job. 
 
8.3.1 AID   
 
The development of the AID system was carried out in the 
Bradenburg University. The system was designed for network 
auditing based on monitoring hosts from a LAN, and it is useful for 
the privacy audit research[33]. 
 
 The system has an architecture of client-server formed by a 
central monitor and several servers placed on the monitor hosts. 
The central monitor has a director program, the client, and an 
expert system. The servers take relevant events from the hosts 
through audit functions, and afterwards, change their format to a 
different one, independent of the operating system. That is why the 
system can be used with heterogeneous environments. 
 
 Audit data are sent to the central monitor, stored in a cache 
memory and analyzed on line by the person in charge. 
 
 On the other hand, the client supplies functions for the monitor 
hosts’ security management. It controls the audit functions, 
requesting new events and returning the expert system decisions 
to the servers.  
 
 The expert system uses a knowledge base with attack 
signatures. 
 
 Even if it is an old system focused as a host-based IDS, it was 
the first effort on creating a unified language for the events. 
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Furthermore, it created an automaton rule model that was used 
later by intrusion detection systems based on network. 
 
8.3.2 Autonomous Agents For Intrusion Detection   
 
This group was created by CERIAS from the Purdue University, 
and they are studying distributed methods for intrusion 
detection[32]. 
 
 The group focuses the intrusion detection as a distributed 
architecture using small parts, the agents, for detecting irregular 
behaviours. 
 

Its design enhances scalability, efficiency and flexibility. They 
develop the systems, and then measure their performance and 
their detection capacities. This way they will find out the limitations 
of their design applied in real systems.  

 
The first architecture had a hierarchical structure that is still in 

use. From then to now, the architecture has developed by adding 
filters to it. Such a developed architecture is the one being studied 
nowadays. 

 
When using the first architecture AAFID, each agent was 

responsible for obtaining the needed data. This caused several 
problems that were solved by the introduction of filters. The 
architecture with filters was called AAFID2. 

 
New mechanisms for event processing were added and 

AAFID2v2 appeared. Its aim was to be easy to implement and to 
be flexible. 
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9 Snort  
 
9.1 What is Snort?  
 
Snort is the most popular open-source detection intrusion system. It 
is able to analyze the TCP/IP datagram traffic on a network in real 
time. It is network-based and can be used either as a sniffer or as an 
IDS. 
 
 It is a very flexible software which can be connected to the 
most important databases such as Oracle, MySql… It is composed 
of an attack detection engine as well as a port scanner, which allows 
alerting or responding to any kind of previously defined attack. 
 
 Furthermore, Snort has other possible complements to make 
the analysis easier to the user. There can be found GUI interfaces 
such as IDScenter or a web application such ACID or BASE that will 
get data from the database and will show it in a friendlier html 
format. These and some other complementary tools will be 
explained more in depth in the following points. 
 
 Snort implements an easy rule creation language, powerful 
and clean. There are several packs of rule-packages against DoS, 
Nmap, backdoors… which can be downloaded from the snort 
webpage and many other sites. 
 
 As said before, Snort can work as a sniffer ( like Ethereal) so 
the traffic in the network can be shown. But the side we want to use 
is the IDS one: When a packet matches some rule pattern it is 
logged. Afterwards or at that moment the user knows when, how 
and from where the attack was performed. 
 
 Snort can be implemented on Linux, Unix and Windows. It has 
many kinds of predefined patterns, as well as new updates every 
time a new generation of attack has been discovered. 
 
 As said on the Snort webpage: “Snort is an open source 
network intrusion prevention and detection system utilizing a rule-
driven language, which combines the benefits of signature, protocol 
and anomaly based inspection methods.”  [34] 
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9.1.1 What is going on inside Snort? 
 

The figure below shows the flow of the Snort process to detect 
intrusions: 

  Wincap gets raw
data from the network

Snort decodes
  the packets

Snort normalizes
    the traffic

Detection engine
 

    Output

Log-Database

INTERNET

RULES

 
Figure 23: Snort stages 

 
The elements that take part in each box can be explained from the 
figure. 
 

- Decoder: translates the packets to C language and identifies 
the link layer protocol. Then goes up one level on the protocol 
stack, decodes IP and then TCP/UDP. From there it obtains 
the ports and addresses. 

 
- Pre-processors: A kind of filters that identify some properties 

that will be checked later in other modules. Its function is to get 
the potential dangerous packets to be analyzed without 
changing the original packet and to permit the detection 
engine to find known patterns. 
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- Rules package: It is where the list of rules is. Inside the rules 
are specified the protocol, addresses and plug-ins to detect. 
These files are updated periodically. 

 
- Detection engine: check the packets against the rules. 

 
- Output plug-ins: The modules that give form to the notifications 

so they can be accessed by different ways such as database, 
files…) 

 
 
9.2 Configuration 
 
Here will be explained the way we have followed to install and 
configure Snort on a computer running Windows Xp Home Edition.  
 

The first tool needed is WinCap [35] Snort uses this library to 
sniff the packets from the network. 
  
From the Snort web [34] you download the file for windows and 
proceed to install it. It is not compulsory but convenient to get the 
latest version: 2.8.0.1 in our case. Since we plan to use it with a 
Mysql database the first box (default) must be marked as shown in 
the figure below. 
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Figure 24: Mysql and log file option 
 
 
  

The program will be installed in C:\snort. Taking a look inside 
the folder we found a few subfolders. The most important ones are 
etc, bin, log and rules. 

 
• Bin: snort.exe is allocated in this folder and will be used 

to execute the program.  
 
• Etc: it is where the main snort file [snort.conf] is 

allocated. This file is important because it holds the 
configuration of the program. To open it, we can use a 
txt viewer like notepad. 

 
• Log: the log files are in that folder. 

 
• Rules: In this subfolder Snort has the *.rules files. Rules 

to detect the attacks are in those archives. 
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9.2.1 Configuration file : snort.conf 
 
Snort.conf is the configuration file of Snort. Looking at it, 6 parts are 
found: 
 

1- Network variables 
2- Dynamic libraries 
3- Preprocessors 
4- Output pluggins 
5- Configuration directives 
6- Rule set 

 
Note: Commenting with # will ignore the line when executing.  
 

1. Network variables:  In this section snort is advised about the 
local network to be scanned. It can be configured as a unique 
or several hosts as well as a network. 

 
# var HOME_NET $eth0_ADDRESS 
# 
# You can specify lists of IP addresses for HOME_NE T 
# by separating the IPs with commas like this: 
# 
# var HOME_NET [10.1.1.0/24,192.168.1.0/24] 
# 
# MAKE SURE YOU DON'T PLACE ANY SPACES IN YOUR LIST ! 
# 
# or you can specify the variable to be any IP addr ess 

 
In our case we will set any or the IP of the host. Both will work 
properly. 
 

var HOME_NET any 
 

 
2. Dynamic libraries: This part needs a pair of changes for snort 

to work properly since the file is configured to be run on Unix. 
The path of 2 dynamic processors has to be changed to a 
windows format: 

 
Dynamicpreprocessor directoryc:\Snort\lib\snort_dyn amicpreprocessor  
 
dynamicengine c:\Snort\lib\snort_dynamicengine\sf_e ngine.dll  
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3. Pre-processors: Pre-processors configuration is not modified. 
The stream4 pre-processor is disabled in order to make 
possible the snort test with stateless tools such as Sneeze, 
Snot… These tools test Snort by creating traffic that is 
identified as malicious [36] 

 
4. Output plug-ins: This is a very important piece of the 

configuration. It will set which are the outputs that Snort will 
use when it comes up with alerts. Snort can store the data in 
several ways: to a simple .log file, databases such as Mysql, 
Oracle, Sql… and even can send the alert to a remote 
machine using the Syslog service. 

 
We primarily set the .log file storage with the fast option 

that will show the result in just one line with the most important 
details of the attack. 
 
output alert_fast: snort.log 

 
 Since a Mysql database is going to be used too we will set the 
details but commented so it will not interfere if Snort is run 
before the database is created.  
  
 The attributes are as follows: user, password, dbname, host, 
port and sensor name. 
 
 User=nacho 
 Pass=xxxxxxxxx 
 Dbname=dbsnort 

Host=localhost [in case of using the database on the 
same computer, localhost can be written] either IP or the 
name of the machine obtained by writing “hostname” in 
the prompt line] 

 Port= 3306  
 Sensor_name= sensor [any name can be given] 
 
#output database: log, mysql, user=nacho password=x xxxxxx 
#dbname=dbsnort host=localhost port=3306 sensor_nam e=sensorsnort  
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5. This part only needs the rewriting of two paths to Windows 
mode. 

 
include c:\snort\etc\reference.config 
 
include c:\snort\etc\classification.config  
 
 

6. Rule settings: The most common rules are included but there 
are some that are not seen like a real attack but like a policy 
security requirement such as chat, p2p, porn, multimedia… 
(these are disabled by default).  

 
According to the last rules downloaded, running the program 
fails in a rule set (web-misc.rules) so the line is commented. 
 

 
9.2.2 Running snort! 
 
Finally the snort.conf is about to be run in a simple mode. We will 
use the shell to run it. It has many options but the most important we 
use are:  
 
-dev : d show the application info, e layer 2 info and v is the verbose 

mode. 
 
-l : the path where the logs are going to be stored 
 
- i :network interface [In case of several can be obtained by typing: 

snort -W] 

 
 

Figure 25: Snort –W command capture 
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 In our case the interfaze is the 3rd. 
 
- c: the snort.conf path. 
 
 
 
Finally writing in the command line: 
 
C:\Snort\bin> snort -dev -c c:\Snort\etc\snort.conf -l C:\Snort\log -i3 
 
The information is shown on the screen with the data asked in the 
command line. 

 
Figure 26: Capture of snort running and sniffing packets 

 
 
The alerts will be stored in the snort.log file in the following format:  
 
12/02-18:29:02.328843  [**] [122:1:0] (portscan) TC P Portscan [**] 
[Priority: 3] {PROTO:255} 69.93.0.234 -> 85.8.3.154  

 
There is a tip so we do not have to write again and again the 
command in the prompt when we want to run snort. It can be added 
to the services so it is loaded when Windows starts. 
 
It is done by issuing the following command: 
 
Snort /SERVICE /INSTALL -l C:\Snort\Log -i 3 -c C:\Snort\etc\snort.conf -E 
 
After doing so, we must go to: 
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Start/Configuration/Control Panel /administrativetools /services 
 
Then we can set the snort service as Automatic. See figure below: 
 

 
Figure 27: Services on windows 

 
 
 
9.3 Installing Mysql, Apache, PhP, ACID 
 
Snort is a very powerful tool but it needs some other elements to 
see the result in a more friendly and easy to analyze way. That is 
where Mysql, Apache and ACID come up. 
 
9.3.1. Mysql 
 
First the Mysql database must be downloaded from its website [37]. 
It will also need another driver called ODBC that can be also found 
in the Mysql webpage. 
 
 Once both files are installed it will proceed to create the user 
and the snort database. 
 
The commands always have to be prompted from the mysql-
path\bin: 
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• Accessing mysql with root privileges to add the databse 
 

C:\mysql\bin>mysql –u root – p [password set when 
installing mysql] 
 
 
 

• Then we are inside mysql and need to create the Snort 
database. It will be named dbsnort:  

 
Mysql> create database dbsnort; 
 
Note: every action inside mysql must be finished with ; 
 

• To completely create the Snort database it is necassary to 
use a file inside the schemas subfolder inside the Snort folder 
called create_mysql: 

 
C:\mysql\bin> mysql –u root –p –D snort< C:\mysql\schemas\create_mysql 
 
• Taking a look inside our database: 
 

Mysql> show tables; 
 

 
 Figure 28: Mysql ACID table attributes  

 
• Now a user must be created to manage the database, taking 

a look we set “nacho” as user configuring the outputs: 
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grant insert, select, update, create, delete on dbsnort.* to nacho@localhost identified by 
'xxxxxxx'; 
 

• To test if everything is ok we may try to check the privileges of the 
user and take a look at the event table so we can see if it really 
stores the alerts: 

 
Mysql>select * from event; 

 

 
Figure 29: testing the database 

 
 
9.3.2. Apache/Php/ACID 
 
ACID (Analaysis Console for Intrusion Databases) is a system 
based on Php that will get the result from the mysql database to 
show them via a friendlier webpage interface. 
 

In order to install ACID, a web-server that can interpret Php is 
needed. We chose Apache. Both Php and Apache can be obtained 
from the Appserv website [38] that implements all packages in only 
one installable file. 
 
 For ACID to work properly, 2 more files must be downloaded: 
PHPlot [39] and adodb [40]. The first one is a graphic library and the 
second is a database abstraction php library. They must be 
unzipped in the Snort main folder. 
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 The next step is to change some lines in the PHP.ini file that 
can be found in the Windows path. 
 
 
  

The lines to be modified are: 
 

max_execution_time = 60 
 
extension=php_gd2.dll 
 
extension_dir = "C:/AppServ\php5\ext"  
 
session.save_path = "N;/path"  

 

 
 Now it is time to install ACID [41]. The file must be unzipped in 
the web-server folder. In our case it is C:\AppServ\www.  
  
 Some lines regarding database details must be modified and 
set up with our Snort database info. It has to be done in the 
acid_conf.php in the acid directory. 
 

$alert_dbname   = "dbsnort"; 
$alert_host     = "localhost"; 
$alert_port     = "3306"; 
$alert_user     = "nacho"; 
$alert_password = "xxxxxxx"; 

 

 
 Finally everything is done and it is time to access to the web-
server and take a look at the ACID web. 
 
 In the web-browser type http://ip/acid/index.html 
 
 The fist time the web is opened it must be configured in two 
steps: Select the setup page and then click on “Create Acid AG”. 
After that the initial ACID webpage will be shown, see figure 30. 
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Figure 30:ACID main window 

 
Note: Jpgraph and Gd libraries can be installed [42] that will perform 
graphics to show the results. This option has not been implemented 
because of technical difficulties concerning Windows XP 
incompatibility. 
 
Let’s take a look at some program captures: 
 
Note: In the alert list, as we can see in the signature attribute, the 
type of attack is described. Previously it could not be shown 
because of a little syntax change in Mysql 5. To solve the problem 
we had to look closely and finally we found it in the Snort forums 
[43]. Fixing the problem consists of changing the acid_db.inc file in 2 
lines 
 
84: $sql = "SELECT vseq FROM `schema`";  
153: $sql = "SELECT vseq FROM `schema`"; 
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Figure 31: Alerts showed in ACID 

 
When you click on some particular alert [ICMP] the information of 
the datagram is shown as follows: 

 
Figure 32: Datagram information in ACID 
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Ports from where the attack alerts have been received: 
 

 
Figure 33: Ports window in ACID 

 
Another interesting window to analyze is the source IPs from where 
the attacks have been performed. 
 

 
Figure 34: IP window in ACID 

 
As we see our own ip is shown in the table. That is because of 

the policy rules such as chat. The computer where Snort is installed 
is using a chat client and Snort detects it as a policy security 
violation since that rule in the configuration file is uncommented. 
 
9.4 Other programs  
 
There are some other programs that could be interesting to use. 
Three very different programs have been chosen to improve the 
Snort skills. 
 

The first one is a graphical interface, IDScenter, that shows 
the Snort configuration and offer the possibility of modifying just by 
clicking on the boxes. 
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The second one is Snortalog, a very useful tool that reads 
from the Snort logs and shows them in a more friendly html 
interface. 
 

And the last one KiwiSyslog makes it possible to send the 
information that Snort gets to a remote machine. 
 
 
9.4.1 IDScenter (front end application)[44] 
 
It is a tool that perfectly complements Snort for people who do not 
like to deal with just code. Every configuration attribute in the 
snort.conf file can be modified in the multiple windows of IDScenter. 
 
It will use a capture of the main ones with the most important 
attributes: 
 
In the figure below the general configuration windows are shown, 
where can be found the path of the Snort.exe as well as the log and 
the viewer (ACID in our case) 
 

 
Figure 35: IDScenter main window 
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Access to settings is very easy. Besides it also supports the update 
of Snort, as well as the rules. It also has a web-browser to see the 
ACID web. Sounds alerts, syslog pluging, snortSnarf…, everything 
is in the options of IDScenter, so the user can modify without any 
complication. 
 
Other interesting screenshots are shown below: 
 

 
Figure 36: Rules window in IDScenter 

 
 
9.4.2 Snortalog [45] 
 
This tool is able to read directly from the Snort logs and show the 
results in a html way. It does not need any database like ACID so it 
could be a good idea to use it if the user is not familiarized with 
databases and webservers. 
 
It can be installed in almost every OS because it is implemented in 
perl. The user will only need the perl interpreter to run the program. 
[ 46] 
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Taking a look at the interface, it is quite similar to ACID. IP 
sources, destinations, protocols, attacks by source, alerts… are 
shown.  
  
 In the attacks window, they will be shown in different colours 
depending on the risk of being attacked with such attacks. 
 
9.4.3 KiwiSyslog 
 
Sending the logs to a remote computer is a good idea, so the 
attacker can not compromise both machines. That can be done with 
the syslog utility.   
 
 In Windows there is not a syslog tool, but there is a syslog 
daemon, KiwiSyslog [47] 
 
 To configure we just need to add a line in the snort.conf and 
configure the KiwiSyslog with the correct port. 
 
 output alert_syslog: host:IP receiver:514,  LOG_AUT H LOG_ALERT  

 
 The user will have the data on two computers. For the attacker 
it is more difficult to compromise both. 
 
 
9.5 Possible attacks!  
 
We have tried to find some kind of violations to perfom against the 
machine where Snort is located. There are many tools to attack a 
machine: Nmap, Metasploit, Nessus and some snort rules testing 
like Sneeze, Mucus and Stick (those 3 last ones only for Linux). 
 
 

• Death Ping 
 

We will perform first an old fashioned attack very useful to get any 
server down in the last years of the 90s. It consists of sending 
infinite packets to the machine to attack. This machine will have to 
answer to all these ping packets so it will be a kind of DoS. We 
mean “kind” because nowadays of two reasons: nowadays any well 
configured firewall would stop the attack immediately and second, to 
get a real DoS we would need several machines sending packets to 
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the target because of the high speed ADSL or cable, so we would 
have to make the machine to defeat wasting all its broadband 
responding to our pings. 
 
  
 

Open a cmd window and write the following: 
 
Ping <ip target> -t –l 65500 
 

 It will send ping packets of 65kb (the maximum possible) to the 
target till ctrl+C is pressed. 
 

 
Figure 37: Death ping to 192.168.0.128 

 

 
From the snort log it shows how it alerts of the attack from the ip 
192.168.0.5: 
 
[1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol Command Decode] [Priority: 
3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:30:57.935497  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:30:57.940965  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:31:56.783362  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
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02/01-13:31:56.815421  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
 
 
 
02/01-13:31:58.190551  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:31:59.973314  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:32:01.063474  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:32:07.014678  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:32:08.302204  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:32:30.677618  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:32:41.023120  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:32:41.037197  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:1802 -> 192.168.0.128:139 
02/01-13:33:21.242884  [**] [1:466:4] ICMP L3retriever Ping [**] [Classification: Attempted Information Leak] [Priority: 2] 
{ICMP} 192.168.0.128 -> 192.168.0.5 
02/01-13:33:21.408267  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.128:1468 -> 192.168.0.5:139 

 
 
The security auditor after watching this would be aware of installing 
a firewall or setting up it properly in case of already having one. 
 
 
 
 

• Nmap “attack” [48] 
 
Nmap is an opensource tool that will perform a port scan of the 
targeted machine as well as many other options such as getting the 
OS, what kind of firewalls are in use and services on open ports. 
 
This tool obviously can be used in a bad way but also for security 
audits like we do. 
 
In the following figure is shown some of the captures of the program 
when performing the “attack" 
 
 
 
 
 
 
 
 



Snort 
 
 

91 

 
 

Figure 38: Obtaining the MAC and OS 

 

 
 Figure 39: Obtaining open ports and services on them 
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Now the alerts of Snort show the individual port scans as well as the 
Nmap scan. This log should  be audited by the security expertise to 
take measures against possible recurrent attacks. It must be aware 
192.168.0.5 only does bad things to our machine, so a firewall rule 
rejecting all tcp connections to any port but 80 should be set. 
 
[**] [119:4:1] (http_inspect) BARE BYTE UNICODE ENCODING [**] [Priority: 3] {TCP} 192.168.0.5:2257 -> 
192.168.0.128:80 
02/01-13:48:56.102377  [**] [119:4:1] (http_inspect) BARE BYTE UNICODE ENCODING [**] [Priority: 3] {TCP} 
192.168.0.5:2262 -> 192.168.0.128:80 
02/01-13:49:12.047645  [**] [116:59:1] (snort_decoder): Tcp Window Scale Option found with length > 14 [**] [Priority: 3] 
{TCP} 192.168.0.5:33143 -> 192.168.0.128:1 
02/01-13:49:12.047645  [**] [1:1228:7] SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 
{TCP} 192.168.0.5:33143 -> 192.168.0.128:1 
02/01-13:49:12.047671  [**] [122:1:0] (portscan) TCP Portscan [**] [Priority: 3] {PROTO:255} 192.168.0.5 -> 
192.168.0.128 
02/01-13:49:14.347475  [**] [116:59:1] (snort_decoder): Tcp Window Scale Option found with length > 14 [**] [Priority: 3] 
{TCP} 192.168.0.5:33143 -> 192.168.0.128:1 
02/01-13:49:14.347475  [**] [1:1228:7] SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 
{TCP} 192.168.0.5:33143 -> 192.168.0.128:1 
02/01-13:49:15.459823  [**] [119:18:1] (http_inspect) WEBROOT DIRECTORY TRAVERSAL [**] [Priority: 3] {TCP} 
192.168.0.5:2277 -> 192.168.0.128:80 
02/01-13:49:15.470564  [**] [119:18:1] (http_inspect) WEBROOT DIRECTORY TRAVERSAL [**] [Priority: 3] {TCP} 
192.168.0.5:2278 -> 192.168.0.128:80 
02/01-13:49:15.481313  [**] [119:18:1] (http_inspect) WEBROOT DIRECTORY TRAVERSAL [**] [Priority: 3] {TCP} 
192.168.0.5:2279 -> 192.168.0.128:80 
02/01-13:49:15.492053  [**] [119:18:1] (http_inspect) WEBROOT DIRECTORY TRAVERSAL [**] [Priority: 3] {TCP} 
192.168.0.5:2280 -> 192.168.0.128:80 
02/01-13:49:16.834878  [**] [1:466:4] ICMP L3retriever Ping [**] [Classification: Attempted Information Leak] [Priority: 2] 
{ICMP} 192.168.0.5 -> 192.168.0.128 
02/01-13:49:16.980578  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:2286 -> 192.168.0.128:139 
02/01-13:49:16.983118  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:2286 -> 192.168.0.128:139 
02/01-13:49:17.006447  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:2286 -> 192.168.0.128:139 
02/01-13:51:19.899482  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:2286 -> 192.168.0.128:139 
02/01-13:51:19.912649  [**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**] [Classification: Generic Protocol 
Command Decode] [Priority: 3] {TCP} 192.168.0.5:2286 -> 192.168.0.128:139 
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10 Conclusions and suggestions 
 
The IDSs are gaining importance in the field of internet security. It is 
not a tool intended to replace firewalls or anti-virus, but a pillar within 
the network security 

 
We have seen many lines of work on IDSs, which deduct the 

relevance of this tool in the computer field. A whole range of users is 
covered within the development of IDSs - from consumers, who 
install Snort to defend its small network, to companies or institutions, 
who buy powerful security tools, and to firms already consolidated in 
the development of IDS. 
 

Although an intrusion detection system is a good option to 
keep us aware of what is taking place in our network in terms of 
attacks, this option is not useful at all if we do not take into account 
other aspects much more basic such as having appropriate 
passwords in our systems, correct firewall settings, or an always 
available back up.  
 

IDSs are not autonomous systems; they are alert tools that 
must be interpreted by security expertise to get knowledge of who 
attacks and how the attacks are performed to apply measures so 
that the system cannot be compromised again. Audit is necessary to 
improve the security.  
 
 We should accept that intrusion detection systems are not 
suitable for all organizations. If an organization cannot afford a 
specialist on attack responses, having an intrusion detection system 
will not provide any additional security. For the rest of the 
organizations, the use of IDSs should be stated in their security 
policy, completely coordinated with the other resources. 
 
 We have noticed that the Intrusion detection systems are not 
perfect yet, since new malicious codes are constantly coming up just 
as holes in new software. Those can be exploited by the hacker to 
bypass the security system. Two very important recommendations 
can be given to pre- avoid bad things: Developers of software must 
carefully follow the rules to create secure programmes and the 
security system must be always updated to prevent the zero day 
attacks. 
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Snort is a light open source program from which very good 

results can be obtained. We have found it quite difficult to install 
because it needed to interconnect various platforms that had not 
been used ever before, such as Mysql and Apache. Therefore we 
suggest the creation of a package that includes everything needed 
to be able to configure and use snort in a more friendly and easy 
way. 
 

It has been used as a detection system but also has 
prevention functions such as closing the connection in case of 
detecting an attack. We believe it to be something that must be 
improved mainly because of the high number of false positives that 
are detected currently because if there is not a real attack it would 
be creating a DoS attack on ourselves. 

 
Another interesting fact in our Snort testing is the amount of 

dropped packets. Currently the high speed of ADSL and cable 
makes that a point to take into account. In our little network with no 
much traffic the percent of packets that have not been analyzed is 
really negligible. Snort works very good in this way. 

 
 Another important challenge to Snort is how it deals with 
encrypted traffic. We have found some Snort rules that detect 
unusual encrypted traffic as well as VPN, but the real difficulty is 
going inside those packets and decrypt them without having the key. 
Snort will not notice attacks carried out by an encrypted channel. 
Obviously, if we had the key of the encryption it would be easier. 
Snort should be placed just behind the tool that decrypts the 
message. 
 

While statistics say that more and more companies have IDS 
in their security, for us the collection of information in some 
institutions as well as small and medium enterprises has been 
complicated.  Most of them had hired external services providing 
computer security and in others could not give us information 
because of the possible danger of disclosing data. 
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