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Abstract 
This is a study on the development of a re-authentication prototype. Re-
authentication serves as a receipt for e.g. system administrators that 
authorise them to carry out a critical operation in a system that already is 
protected by a security architecture. A critical operation is a kind of 
operation that can cause serious damage to a network node or a set of 
network nodes, if it is done without one giving it a second thought. The 
purpose is to prevent mistakes and secure the users’ audit trail. 
The main task is to propose and implement a re-authentication 
prototype, that is to enable the incorporation of the re-authentication 
prototype to an already complete security architecture and yet preserve 
the security and performance level of the architecture. 
This thesis deals with this problem by using digitally signed certificates 
to provide the necessary security issues. The certificates used are called 
re-authentication certificates and follows the X.509 attribute certificate 
standard. The re-authentication certificate is optimised so that it only 
holds authorisation information regarding one critical operation. An 
access control decision function is used to decide if the re-authentication 
certificate and its owner are authentic. On basis of that decision the user 
can get the authority to execute critical operations. 
The finished prototype confirms that a re-authentication can be 
incorporated with the security architecture. The report also shows that 
the security status of the architecture is preserved. The performance of 
the prototype is rather difficult to prove since the prototype 
implementation only initialises the objects that are required to prove the 
security issues. A performance test can therefore never prove how the 
prototype will perform in an authentic environment. The performance is 
assumed to be adequate since it uses the same authentication function 
that is used by the security architecture. 
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This chapter introduces the background information of the work 
presented in this thesis. 

1.1 Background 
The Operation and Maintenance (O&M) systems form a fraction of the 
third generation cellular systems from Ericsson. They are highly 
distributed and based on the IP family of protocols making them much 
more exposed than previous systems to the countless attacks that are 
available for the IP protocol. A security architecture is being developed 
at Ericsson to counteract these attacks. Key functions in the architecture 
are: Application Security and Network Security. Many additional 
functional requirements have come up through discussion with 
customers. One of these functional requests is to add re-authentication of 
critical operations to the application layer of the architecture. A protocol 
of re-authentication is expected to reduce non-intentional execution of 
critical operations and by this means reduce performance lost to the 
network. 
This master thesis has been written at the Security Solutions department 
at Ericsson Radio Systems, Center for Radio Network Control in 
Linköping, Sweden. The department develops security solutions for IP 
based cellular networks e.g. the O&M, operation and maintenance part 
of the network. 

1.2 Purpose 
The purpose of this master thesis is to design and implement a  
re-authentication protocol that will verify the possibility to add a method 
of re-authentication to the security architecture. 

1.3 Methodology 
This thesis started with a planning phase where the thesis was divided 
into phases. This resulted in the pre-study, analysis, design, 
implementation and after-study phase. Each phase was assigned an 
amount of time that corresponded to its assumed time consumption. 

1.4 Targeted Readers 
The targeted readers of this report is except personnel at the Security 
Solutions department, persons that have interest in computer security, 
access control, authentication and the use of certificates to achieve re-
authentication of critical operations. 
The reader is assumed to have basic knowledge in computer security and 
cryptography. 
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1.5 Disposition 
The disposition of the report is: 
Chapter 2,  “Problem Description” gives a short description of the 

architecture, the task and the problem. 
Chapter 3, “Theory” contains some theory that is required to fully 

comprehend the report. 
Chapter 4, “System Overview” describes thoroughly the system within 

which the re-authentication prototype is implemented. 
Chapter 5, “Analysis” gives the design proposals that evolved during 

this phase and the delimitation of the chosen design 
prototype. 

Chapter 6, “Requirement Specification” represents all the requirements 
that are defined for the prototype. 

Chapter 7, “System Design” includes a comprehensive design 
specification for the prototype. 

Chapter 8, “Detailed Design” includes the class diagrams that the 
objects mentioned in the system design give rise to. 

Chapter 9, “Problem Solution” describes how problems were handled 
during implementation and testing. It also gives brief 
statements on security, performance, auditing, delegation 
and re-authentication over unsecured networks. 

Chapter 10, “Conclusions” describes the achieved results and gives a 
recommendation for further work. 

Chapter 11, “Abbreviations” includes a list of abbreviations. 
Chapter 12, “References” presents the references used while writing this 

report. 
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In this chapter the problem is described and a proposal is given on how 
it can be divided into sub-problems. A short description on how the 
systems different parts interact is also given. 

2.1 The Architecture 
This part includes a short description of the security architecture within 
which the re-authentication prototype will be adopted. A more thorough 
description can be found in chapter 4, System Overview and in 
[Ericsson01]. 
Several entities are brought together to build the whole security 
architecture. The main parts are the Application Security Module 
(ASM), the Single Logon Server (SLS) and the Lightweight Directory 
Access Protocol (LDAP) Server. 

Application Security Module 
The ASM makes it possible for distributed applications to communicate 
with each other in a secure way. It consists of a Client ASM and a 
Server ASM. A client running an application that is secured by an ASM 
application can communicate securely with other applications by using 
the Internet Protocol if the server side have a Server ASM installed. 
Access control is managed by another entity, the Access Control 
Decision Function (ADF), which is a part of the Server ASM. The ADF 
controls all operations a client application wants to run on the server 
application. 

Single Logon Server 
The Client ASM accesses the SLS when a user wants to log on to the 
system. The Client ASM sends username and password obtained from 
the user to the SLS. A successful user authentication leads to the transfer 
of three main items to the Client ASM: 

• The private key. 

• A Public Key Certificate (PKC) that contains the corresponding 
public key. 

• One or more Attribute Certificates (AC) that contains the attribute 
values denoting what the user is authorised to do. 

LDAP Server 
LDAP is a standard mechanism for accessing directory services. To 
perform the authentication procedure the SLS accesses a user register 
containing the user authentication and authorisation data. This is done 
using the LDAP protocol. 
Figure 1 illustrates a very simple view on how these entities co-operate. 
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Figure 1: Overview of the security architecture. 

2.2 My Task 
Re-authentication will serve as a receipt for e.g. system administrators 
that authorise them to carry out a critical operation. A critical operation 
is a kind of operation that can cause serious damage to a network node 
or a set of network nodes, if it is done without one giving it a second 
thought. The purpose is to prevent mistakes and secure the users audit 
trail. The task is to propose and implement a re-authentication prototype, 
that is to enable the incorporation of the re-authentication prototype with 
the previously described system architecture and yet preserve the 
systems security standard and performance. 

2.3 Re-authentication 
This part gives a more thorough explanation of how re-authentication 
works and why it is not that trivial to add to an already complete security 
architecture. 

What Is Re-authentication? 
The O&M systems have characteristics that call for certain special 
security functions. The most remarkable characteristic is the great 
number of distributed servers (thousands), which in this case are the 
base stations with their Network Elements and the comparatively low 
number of user clients (administrators). 
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Some administrative functions are extremely critical, which results in a 
tremendous loss of network performance when they are executed, for 
example re-booting a group of base stations. This makes the company in 
possession of these network elements less profitable. Two important 
scenarios for this loss of network performance are: 

• The administrator can by mistake execute the operation and thereby 
cause the loss of network performance. 

• A corrupt employee can position himself behind an administrator’s 
workstation and intentionally execute a critical operation while the 
administrator is away from his/her office. 

This can be handled by adding a re-authentication function to the 
Security Architecture. This means that all the operations that can cause 
performance loss or other kinds of damage to the network are referred to 
as re-authentication operations. Thus, when a user requests authority to 
execute a re-authentication operation he/she will have to enter his/her 
username and password. Thereafter he/she will be granted operation 
execution depending on whether he/she is authorised to execute this 
operation or not. 

Bringing Re-authentication To An Already Whole Architecture 
Adding new functionality to an already complete Security Architecture 
can give rise to new security holes if the new function design does not 
take into consideration the necessary security issues. 
The re-authentication operations discussed above have to send messages 
back and forth in a client-server environment. That means sending 
messages over the Internet, which is considered to be an unsecured 
network. This gives rise to the following security problems: 

• We have to be certain of the identity of the user that made this 
authorisation request. 

• We have to know if the authority that has authorised this user to 
execute this type of operation is trustworthy. 

• We have to know the validity time for the operation. 

• We have to know that the information sent above has not been 
altered on its way through the Internet. 

• When all the points mentioned above are verified we have to be able 
to decide whether this user is authorised to execute this operation or 
not. 

This thesis deals with these security problems by using Public Key 
Certificates (PKC), Attribute Certificates (AC) and by using an Access 
control Decision Function (ADF) that is located on the server side. 
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2.4 Problem Formulation 
Important questions to answer regarding re-authentication are stated 
here. These questions give a systematic approach for solving the 
problem by dividing a large problem into several smaller problems 
formulated as questions. 

What does the system look like? 
The Security Architecture is a large and complex system, a study of the 
Architecture is necessary for which I have to develop a deeper 
knowledge about how the various entities co-operate. 

How can a re-authentication prototype be integrated with the 
Security Architecture? 
An analysis must be carried out to develop different proposals for how a 
re-authentication prototype can be designed. The choice of design will 
be based on the best security and performance. 

What additional security features have to be added to the 
architecture when the prototype is absorbed into it? 
During the analysis phase this question must be answered before going 
further to the requirement and/or design phase. 

How can the re-authentication process be logged? 
It shall be possible to track the events that caused a  
re-authentication. The easiest way is to audit all the  
re-authentication related events, including the responsible user identity. 
This must be done in a fashion, which prevents users from altering the 
audit file and deleting occurring events. 

System performance and security 
The impact the prototype may have on performance and security is very 
essential. An analysis will be done on the prototype and a discussion 
covering these two subjects will be performed. 
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This chapter includes the theoretical parts that the reader should have 
knowledge about to fully comprehend the contents in this thesis report. 

3.1 Certificates 
This part describes how certificates are used in distributed systems. 
There are different kinds of certificates; the ones described here are 
Public Key Certificates (PKC) and Attribute Certificates (AC). Both 
PKC and AC are a part of the X.509 standard. Some sources refer to a 
PKC as a X.509 certificate. To avoid ambiguous statements the 
certificates will be referred to as PKC or AC. The use for certificates is 
to provide means to send integrity-protected information over an 
unsecured network.  

3.1.1 What is Digital Certification? 
Digital certification is described in the draft [PKCS93]. Digital 
certification involves a Certification Authority (CA) signing a special 
message M containing the name of some user, say "Alice", and her 
public key in such a way that anyone can "verify" that the message was 
signed by no one other than the CA and thereby develop trust in Alice's 
public key: 

• The CA forms a special message M from Alice's request and signs 
M under its private key, obtaining a signature S. The CA returns the 
message M and the signature S to Alice. The two parts together form 
a certificate.  

• Alice sends the certificate to Bob to convey trust in her public key. 

• Bob verifies the signature S under the CA's public key. If the 
signature verifies, he accepts Alice's public key.  

As with an ordinary digital signature, anyone can verify at any time that 
the certificate was signed by the certification authority, without access to 
any secret information. 
A broader use of digital certification includes not only Alice's name and 
public key but also other information about Alice in the special message 
M. Such a message, together with a signature, forms an extended 
certificate. Extended certificates enable the CA not only to give Bob the 
means of trusting Alice's public key, but also that other information. The 
other information may include, for example, Alice's electronic mail 
address, her authorisation to sign documents of a given value, or her 
authorisation to sign other certificates. 
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3.1.2 X.509 Certificates 
X.509 is a part of the X.500 series of recommendations that define a 
directory service. The directory is, in effect, a server or distributed set of 
servers that maintains a database of information about users. X.509 
defines a framework for the provision of authentication services by the 
X.500 directory to its users.  
The directory serves as a repository of X.509 certificates. Each 
certificate is signed with the private key of a trusted certification 
authority. X.509 is based on the use of public key cryptography and 
digital signatures. The standard does not dictate the use of a specific 
algorithm but recommends RSA. The digital signature scheme is 
assumed to require the use of a hash function. The standard does not 
dictate a specific hash algorithm. 
These X.509 certificates are assumed to be created by some trusted 
Certification Authority (CA) and placed in a directory by the CA or by 
the user. The Directory server itself is not responsible for the creation of 
the certification function, it merely provides an easily accessible location 
for users to obtain certificates. The interested reader can find more 
information about X.509 certificates in [RFC2459]. 

3.1.3 Public Key Certificate (PKC) 
Public Key Certificates are profiled in the above mentioned [RFC2459]. 
PKCs are used to send public keys over unsecured networks. They can 
also contain additional information that has the same duration as the 
public key. Figure 2 shows the general format of a certificate, which 
includes the following elements: 

• Version: Differentiates among successive versions of the certificate 
format. 

• Serial number: A unique number within the CA that is associated 
with this certificate. 

• Signature algorithm identifier: This field is actually repeated at the 
end of the certificate. It includes the algorithm used to sign the 
certificate together with any associated parameters. 

• Issuer name: The name of the CA that created and signed this 
certificate. 

• Period of validity: Consists of two dates, the not valid before date 
and the not valid after date. 

• Subject name: The name of the user to whom this certificate refers. 
That is, this certificate certifies the public key of the subject who 
holds the corresponding private key. 
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Figure 2: X.509 Public Key Certificate [Stallings99]. 

• Subject’s public key information: The public key of the subject, 
plus the identity of the algorithm for which this key is to be used, 
together with any associated parameters. 

• Issuer unique identifier: An optional field used in version 2 and 3. 
It is used to uniquely identify the issuing CA. 

• Subject unique identifier: An optional field used in version 2 and 3. 
It is used to uniquely identify the subject. 

• Extensions: A set of one or more extension fields. 

• Signature: Covers all of the fields of the certificate, it contains the 
hash code of the other fields, encrypted with the CA’s private key. 
This field includes the signature algorithm identifier. 

3.1.4 Attribute Certificate (AC) 
The main difference between the Public Key Certificate (PKC) and the 
AC is that the AC does not hold a public key but it contains a reference 
to a PKC, which in turn contains a public key. This makes is less 
dependent on the public keys duration. Attribute Certificates are profiled 
in [InetDraft01]. 
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Figure 3: X.509 Attribute Certificate. 
Figure 3 above shows the general format of a certificate, which includes 
the following elements: 

• Version: Version 2 is not backward compatible with previous 
attribute certificate versions. Thus, the version field must have the 
value version 2. 

• Holder: The holder contains information about the user to whom this 
certificate refers. 

• Issuer: Contains the name of the Certificate Authority (CA) that 
created and signed this certificate. 

• Signature Algorithm Identifier: This field is actually repeated at 
the end of the certificate. It contains the algorithm identifier used to 
validate the AC signature. 

• Serial Number: An integer value, unique within the issuing CA. 

• Period of Validity: This field specifies the period for which the CA 
certifies that the binding between the holder and the attribute field 
will be valid. 
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• Attributes: The attribute field gives information about the AC 
holder. When the AC is used for authorisation this will often contain 
a set of privileges. The attribute field contains a sequence of 
attributes. Each Attribute may contain a set of values. For a given 
AC, each attribute type in the sequence must be unique. That is, only 
one instance of each attribute can occur in a single AC, but each 
instance can be multi-valued. AC users must be able to handle 
multiple values for all attribute types. An AC must contain at least 
one attribute.  

• Extensions: The extensions defined for AC’s provide methods for 
associating additional attributes with holders. This field also allows 
designers to define private extensions to carry information that is 
unique for their purpose.  

• Signature Algorithm: This field contains the algorithm identifier 
used to validate the AC signature. 

• Signature Value: This field covers all of the other fields of the 
certificate containing the hash code of the other fields, encrypted 
with the CA’s private key. 

3.1.5 Public Key Certificates vs. Attribute Certificates 
Public key certificates (PKC) bind an identity and a public key. An 
attribute certificate (AC) is a structure similar to a PKC, the main 
difference is that the AC do not contain any public key. An AC may 
contain attributes that specify group membership, role, security 
clearance, or other authorisation information associated with the AC 
holder. 
[InetDraft01] gives the following comparison between the two 
certificate types: 
A PKC can be viewed as a passport: it identifies the holder, lasts for a 
long time and is not trivial to obtain. An AC is more like an entry visa: it 
is typically issued by a different authority and does not last for as long a 
time. Acquiring an entry visa requires presenting a passport, getting a 
visa can be a simpler process. 
Authorisation information can be placed in a PKC extension or placed in 
a separate AC. The placement of authorisation information in PKCs is 
usually undesirable for two reasons. First, authorisation information 
often does not have the same lifetime as the binding of the identity and 
the public key. When authorisation information is placed in a PKC 
extension, the general result is the shortening of the PKC lifetime. 
Second, the PKC issuer is not usually authoritative for the authorisation 
information. This results in additional steps for the PKC issuer to obtain 
authorisation information from the authoritative source.  
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For these reasons, it is often better to separate authorisation information 
from the PKC. Yet, authorisation information also needs to be bound to 
an identity. An AC provides this binding; it is simply a digitally signed 
identity and set of attributes. 
An AC may be used with various security services, including access 
control, data origin authentication, and non-repudiation.  
PKC’s can provide an identity to access control decision functions. 
However, in many contexts the identity is not the criterion that is used 
for access control decisions, rather the role or group- membership of the 
accessor is the criterion used. Such access control schemes are called 
role-based access control. 
When making an access control decision based on an AC, an access 
control decision function may need to ensure that the appropriate AC 
holder is the entity that has requested access. One way in which the 
linkage between the request or identity and the AC can be achieved is by 
including a reference to a PKC within the AC and the use of the private 
key corresponding to the PKC for authentication within the access 
request. 

3.2 Abstract Syntax Notation One (ASN.1) 
It is said that abstraction is a key to managing software development. 
Doing so a designer can specify a part of a system without concern for 
how the part is actually implemented or represented. This leaves the 
implementation open; it simplifies the specification; and it makes it 
possible to state rules about the part that can be proved when the part is 
implemented, and assumed when the part is employed in another, 
higher-level part. 
Open Systems Interconnection (OSI) is an internationally standardised 
architecture that governs the interconnection of computers from the 
physical layer up to the user application layer. Objects at higher layers 
are defined abstractly and are meant to be implemented with objects at 
lower layers. For instance, a service at one layer may require transfer of 
certain abstract objects between computers; a lower layer may provide 
transfer services for strings of ones and zeros, using encoding rules to 
transform the abstract objects into such strings. 
OSI's method of specifying abstract objects is called ASN.1, which is a 
flexible notation that allows one to define a variety of data types, from 
simple types such as integers and bit strings to structured types such as 
sets and sequences, as well as complex types defined in terms of others. 
One set of rules for representing ASN.1 objects as strings of ones and 
zeros is called the Basic Encoding Rules (BER). Another set of rules is 
the Distinguished Encoding Rules (DER). 
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Basic Encoding Rules (BER) 
The Basic Encoding Rules for ASN.1, BER, give one or more ways to 
represent any ASN.1 value as an octet string.  

Distinguished Encoding Rules (DER) 
The Distinguished Encoding Rules for ASN.1, DER, are a subset of 
BER. They give exactly one way to represent any ASN.1 value as an 
octet string. DER is intended for applications in which a unique octet 
string encoding is needed, as is the case when a digital signature is 
computed on an ASN.1 value.  
ASN.1, BER and DER is defined more thoroughly in [Layman93]. 

3.3 The GSS-API 
The Generic Security Service Application Interface (GSS-API) is a 
software specification for providing security services to network 
applications in general.  
There are two components in a GSS-API implementation: an interface to 
a set of security services and mechanisms that provide the services. The 
interface is provided to a caller through a GSS-API library that can be 
linked to the application code. The interface hides from the application 
the specific details of the mechanism. A mechanism is usually a security 
architecture, for example Kerberos or SESAME that is found on secured 
hosts. The main benefit in separating the interface and mechanism is that 
the programmer is only required to have limited knowledge of how the 
security services are implemented. 

 
Figure 4: Conceptual model of the GSS-API [AshVan99] 
Figure 4 above shows the model of the GSS-API. The arrows indicate 
network communication. A GSS-API enhanced application provides 
itself the communications, calling on the GSS-API in order to provide 
data authentication and data confidentiality to these communications. 
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A GSS-API caller accepts ticket like tokens provided to it by its local 
GSS-API implementation and transfers these tokens to a peer on a 
remote system, which in turn passes the received tokens to its local  
GSS-API implementation for processing. 
An entity that wants to take part in the GSS-API security process must 
possess appropriate credentials. These credentials are mechanism 
specific. It is the responsibility of the underlying mechanism to ensure 
only those entities entitled can gain access to credentials. 
The GSS-API is context oriented, it separates the operations by 
initialising a secure context and achieving peer entity authentication, 
thus providing message data authentication and data confidentiality for 
messages subsequently transferred within the context. To establish a 
context the entities involved in the process pass credential tokens to each 
other to prove their identity and then session data is established at each 
entity to be used in subsequent data transfers. 
The GSS-API has been incorporated into many security technologies, 
for example the previously mentioned security architectures Kerberos 
and SESAME. More information on the GSS-API is available in 
[AshVan99]. 

3.4 Existing Security Architectures 
This part includes a short description of other existing security 
architectures. 

3.4.1 Kerberos 
The name of Kerberos comes from Greek mythology, where Kerberos is 
the name of the three-headed dog that guards the entrance to Hades. 
Kerberos was developed at the Massachusetts Institute of Technology to 
enhance the security of their computer networks. The primary goal for 
Kerberos was to provide a secure network authentication service. 
Traditional computing environments relied on username and password 
to authenticate users, which is quite suitable for single mainframe 
environments where users had one account and communication of user 
information was along controlled channels. Modern environments 
however are quite different. Users need to access a number of computers 
across a WAN or LAN, user information is passed across these 
networks, and eavesdropping is very easy. 
The risks that were considered by the Kerberos designers were 
unauthorised use of resources by unauthorised parties as well as 
violation of a person’s privacy as in browsing through personal files. 
Kerberos thus has two main goals, [AshVan99]: 
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• Allow single log on to the network. The user should only type the 
username and the corresponding password once at session-start. For 
the remainder of the session Kerberos authenticates the user to the 
different application servers. 

• Protect the authentication information so that masquerading is far 
more difficult than in unsecured systems. 

The components of the Kerberos system are: 
The Client: 
Since the user is sitting at the console, she has full control over the 
client. Thus, the overall security should not depend on the client. 
The Authentication Server (AS): 
Defines which users are entitled to log on to the system and provide the 
users with the possibility to authenticate to the system. This means 
exchanging the password for a cryptographic key. 
The Ticket Granting Server (TGS): 
The client gets a Ticket Granting Ticket (TGT) from the AS. From that 
ticket the TGS produces a Server Application Ticket (SAT). SAT is a 
proof that the user has been authenticated and is entitled to use a specific 
application. 
The Server: 
After a successful logon the client authenticates to the server and in case 
of mutual authentication the server authenticates to the client. 

 
Figure 5: Kerberos interaction [AshVan99]. 
Here follows a short description of the interaction between the systems 
components: 
1. The user logs on to the system. 
2. The Client receives a TGT. 
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3. From the TGT, the TGS generates a SAT and a Session Key (SK) for 
encrypted communication between clients and application servers. 

4. The SAT and the TGT is sent back to the Client. 
5. The Client Authenticates the Server. 
6. And optionally the server authenticates the client. 
More information regarding Kerberos can be found in [Tung96] and 
[AshVan99]. 

3.4.2 SESAME 
Due to governing export regulations in the U.S., Kerberos was not 
available on a large scale in Europe until the late 80’s. In the absence of 
a suitable product in Europe many organisations chose to either do 
nothing at all or to buy an insurance policy against the almost inevitable 
disaster. It was this situation that the SESAME project set out to 
improve upon. The main computer manufacturers were thus a driving 
force behind the SESAME project. Three major computer and software 
manufacturers where involved; Bull, ICL and Siemens with partial 
funding from the European Commission. 
The SESAME design is divided into four entities: 

 
Figure 6: The SESAME entities [AshVan99]. 

The Security Server: 
Comparing the SESAME security server with Kerberos security server, 
the difference is the presence of the Privilege Attribute Sever (PAS). 
The PAS has been added to manage the access control mechanism in 
SESAME. 
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 The Authentication Server (AS) and Key Distribution Server (KDS) 
(Ticket Granting Server in Kerberos) has basically the same 
functionality as in Kerberos, providing a single sign-on without storing 
the password in the local cache and managing the cryptographic key. 
The AS has mainly two goals: 
1. Enabling the user sponsor to act on behalf of the user on remote 

servers. This is done as the users give their consent to the user 
sponsor to act on their behalf and carry out the commands, which are 
typed by the user into the computer on which the user sponsor runs. 

2. Convince the user sponsor that the person who is entering commands 
into the system is authorised to do so. 

The PAS provides information about the privileges of users and user 
sponsors. These so-called privilege attributes contain information about 
entities that are used in making access control decisions. 
The KDS provides cryptographic keys for mutual authentication 
between the user and a remote application server. 

The Client 
The user sponsor authenticates the user to the authentication server. By 
doing so the user sponsor obtains a Privilege Attribute Certificate (PAC) 
and necessary keys from the PAS through the Authentication Privilege 
Attribute (APA) client, which is passed on to the Secure Association 
Context Manager (SACM). When an application client wants to set up a 
connection with an application server, the client sends the user’s 
credentials using the SACM. This also takes care of cryptographically 
enhancing the rest of the communication. The SESAME design does not 
allow the SACM to obtain new user credentials, as it cannot access the 
AS or the PAS, which means that it is impossible that a user’s 
credentials would be changed without the user realising this. 
The User Sponsor acts on behalf of the user performing complex 
cryptographic operations on data and sending it through the computer 
network. 
The APA provides a set of function calls to the application program 
making it possible for the user sponsor to communicate through these 
calls with the AS and the PAS to obtain user authentication and 
credentials. 
The SACM provides: data authentication, data integrity, origin 
authentication and confidentiality. This is provided for the 
communication between an application client and application server. It 
is implemented as a set of subroutines, which can be incorporated into 
application specific clients and servers. 
Every application client, for example Telnet, needs to be adapted to use 
SESAME. 
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The Server 
The application server receives a message from an application client 
indicating that it wants to set up a secure connection. The AS then 
forwards the client’s credentials and keying material via the SACM to 
the PAC Validation Facility (PVF). This checks if the client has the 
rights to access the application. When this is successful the PVF 
decrypts the keying material and sends the dialogue integrity and 
confidentiality keys to the SACM on the server side. By obtaining these 
keys the client has been authenticated and it enables the application 
server to secure the communication with the client. 
The PAC Validation Facility (PVF) applies various checks to the PAC. 
If one of these conditions is not met the PVF will reject the PAC and 
will not reveal the PAC’s contents to the SACM. This will prevent 
servers from using an invalid PAC and also prevent servers, which have 
been subverted by an attacker from making unauthorised use of a PAC 
that was intended for a different server. Another duty for the PVF is 
performing key management for the AS. 
The SACM on the server side of the communication has essentially the 
same functionality as the SACM on the client side. 
The application server, for example a Telnet daemon; also needs to be 
changed to introduce SESAME calls. 

Support Components 
Several pieces of SESAME’s functionality are required in a number of 
places within the SESAME architecture. 
The Public Key Management (PKM) is a set of functions with which all 
the entities involved in the SESAME set up can manage their public and 
private keys. 
The Cryptographic Support Facility (CSF) provides all the cryptographic 
primitives. Its modular structure makes it easy to replace algorithms 
with faster and more secure algorithms. 
The Audit Facility (AF) records security relevant events. The main idea 
is that no system is 100% secure. With the detailed audit information log 
it is possible to react more efficiently to intrusion attempts. 

The SESAME Access Control Design 
SESAME uses Role Based Access Control (RBAC) to deal with 
authorisation problems. 
In [AshVan99] some problems are stated with regular Access Control 
(AC): 

• The Access Control Lists (ACL) have to be managed at the 
resources. 
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• Each resource has to keep ACL’s up-to-date and there are as many 
ACL’s as there are resources in the system. 

• It is difficult to scale. In a distributed system there are numerous 
objects involved. This means that it is difficult to implement for large 
distributed systems. 

Role Based Access Control (RBAC): 
In [AshVan99] they compare RBAC with regular AC. The subjects are 
replaced by roles and what subject is entitled to act in which role is 
defined separately. This means that access decisions are made based on 
the role of the user that is trying to run an application or access a 
resource. The result is a big improvement in the management of the 
system if the number of required roles is smaller than the number of 
users. 
RBAC can provide a solution to the following problems: 

• Distribution of privileges: 
How can the user get access to resources when she joins the system? 

• Revocation of privileges: 
How do users lose access to resources they previously had access to? 

• Forwarding of privileges: 
End users should not be able to pass their access rights to others. 

A system with RBAC provides many advantages: 

• RBAC provides a means for administrating the access to data that is 
natural and consistent with the way most enterprises are organised. 

• The users can be granted membership to roles based on their 
responsibility. 

• User memberships can be revoked or re-established. 

• The administrative functions can be applied centrally, locally or 
remotely. 

• Administrators can create roles and place constraints on role 
memberships. 

• It is possible to define role hierarchies. 
More information regarding SESAME can be found in [ParPin95] and 
[AshVan99]. 
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This chapter gives a basic understanding of the system within which the 
re-authentication prototype is implemented. The system description 
intends to give the reader a comprehension of the system appearance and 
the overall purpose of the system. A more thorough description of the 
system can be found in [Ericsson01]. 

4.1 Overview 
The Operation and Maintenance (O&M) systems form a fraction of the 
third generation cellular systems from Ericsson. They are highly 
distributed and based on the IP family of protocols. They also use 
standard languages such as Java and C++ on standard platforms. All this 
makes them much more exposed than older generation of O&M 
systems. This requires a security update for these systems and their 
components. 
The Security Solution Management of Cellular Networks is built on a 
common Security Architecture for Internet Protocol (IP) based 
management systems within Ericsson. 
Key functions in the architecture are: 

• Application Security, i.e. authentication and authorisation of users or 
applications. 

• Network Security, i.e. authentication of hosts in the management 
network and integrity protection for communications. 

These functions are implemented in all nodes in the management 
network and supported by a common Security Infrastructure for user 
authentication, administration and distribution of security policy 
information in the network. 

4.2 The Environment 
The architecture is to be applied in environments of distributed O&M 
applications for radio access networks, this is portrayed in Figure 7 
below. The Network Elements (NE), the Radio Network Servers (RNS) 
and Radio Base Stations (RBS) in Figure 7, have associated Network 
Element Managers (NEM), normally located at the NE. Radio network 
aspects and other non-local functions are located to Sub Network 
Managers, SNMs. NEMs and SNMs contain the server applications, 
which the clients connect to. 
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Figure 7: Illustration of an IP based cellular network. 
Clients can be plugged in at the NEs. Portable computers are used as 
Local Craft Terminals (LCT) at RBSs. There may be thousands of RBSs 
in a large network, many of them located at remote and abandoned sites 
where physical security can hardly be provided, neither for the hosts nor 
for the communication lines. An LCT can be used as a client for a local 
NEM at the NE to which it is connected, even if the NE is disconnected 
from the O&M network. 

4.3 Driving Forces 
A system of operating and managing a radio access network consists of 
hosts (at which the users work) and a great number of nodes. The clients 
and nodes form a network that is using Internet technology. There is in 
all cases some contact with the Internet. The nodes contain distributed 
parts of the O&M network and are servers accessible from the clients. 
This makes the O&M system very vulnerable to a number of new 
threats, [Ericsson02]: 

• Well spread knowledge of the Internet technology and available 
Internet tools for attacks. 

• The accessibility of the Internet. 
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• The deserted locations of many base stations, where the system can 
be physically accessed. 

• The potential for doing much simultaneous damage from one single 
point of access. 

4.4 The Architecture Of The Security Solution 
The Architecture offers a range of security measures classified as layers 
of an Internet technology based distributed system. This is illustrated as 
layer A, B and C. Security measures on the three layers work 
independently. 

 
Figure 8: Illustration of the network layers in the IP protocol. 
For layer C in Figure 8 the situation is that an Intranet is used, which 
most likely is somehow open to the Internet. This is an area where a 
great deal of experience of security measures has accumulated. Virtual 
Private Networks (VPN) or when thought of as for data communication 
only, Data Communication Networks (DCN), is a popular concept. 
It is possible to apply powerful security measures to a DCN, 
transforming it into a Secure DCN, as in layer B. This can be achieved 
by using the IP security protocol (IPSEC), for more information 
regarding IPSEC see [IpSec01]. For all VPN/DCN this provides no 
protection from insider attacks. As these attacks are known to be the 
great majority another set of powerful security measures must be 
applied. It is in layer A, the application layer, where the emphasis of the 
Security Solutions architecture lies. 
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4.5 Architecture Components Of The Application Layer 
As it is previously mentioned, the architecture is spread over three layers 
of the O&M IP network. Yet, the main concern is located at the 
application layer. It is in layer A where the main part of the study for 
this thesis is located. A more extensive study on the architecture 
components of the application layer is presented. 

4.5.1 Application Layer Functions 
To prevent the large number of threats posed from malicious insiders 
and from impersonation it is necessary to look at security functions that 
act in, or close to, the applications. 
Access control is in order to achieve the first security objective, that is 
preserving the ideal functioning of the cellular networks. To meet the 
requirement to detect and prevent illicit access attempts and to make the 
acting operator accountable, application near functions are necessary. It 
is the server applications that execute the operations on targets, and 
access control is about controlling what the initiating user can do to the 
targets. 
[Ericsson02] states that the following is required of the application layer 
security solution: 

• Secure authentication. Only legitimate users should be able to act 
in the system. 

• Mutual authentication of communicating parties. A client must 
not be fooled into sending sensitive data to a fake server. The client 
must be able to verify the identity of the server. Likewise, a server 
must be able to verify the origin of requests. User authentication is 
also a prerequisite for access control as well as recording of logs and 
audit trails. 

• Integrity protection. An attacker should not be able to undetected 
alter communicated messages. 

• Confidentiality. The following things must be kept confidential: 
Payload, accounting, authorization and authentication information, 
and security related information such as passwords and 
cryptographic keys. It shall always be possible to keep information 
confidential that is judged as sensitive. 

• Access control decision function (ADF). The ADF makes decisions 
based on the user’s authority, whether to allow operation execution 
or not. 
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• Logging, audit trail. The last of the objectives requires at least that a 
log or audit trail can be recorded in a server host. It shall be possible 
to record the identity of the originator of a request causing the 
recording. 

4.5.2 Application layer Components 
Several entities are brought together to build the whole security 
architecture. The main parts are the Single Logon Server (SLS), the 
Application Security Module (ASM), and the LDAP Server (LS). 

 
Figure 9: A more detailed illustration of the application layer components  
co-operation. 

The Single Logon Server (SLS) 
A client ASM using SSL accesses the SLS. An introduction to SSL can 
be found at [NetSSL98] and a more thorough specification can be found 
at [RFC2246]. 
To actually perform the authentication the SLS accesses the LS server 
containing a register of users and their authentication and authorisation 
data. The user register is accessed by LDAP. The authentication is 
password based, the data is a secure hash of the password. 
Communication with LS is secured by LDAP SASL/SSL, which is a 
LDAP server using SSL to secure its communications. 
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SLS owns a CA certificate, enabling it to sign authentication and 
authorization certificates. It also generates the private key passed to the 
client at single logon. 

The Client Side ASM (C-ASM) 
The ASM makes it possible for distributed applications to communicate 
with each other in a secure way. The C-ASM is started as a service, 
running in a process of its own and waiting to receive messages on an 
inter process communication channel. It is shared by all applications 
running in the client. 
The interprocess communication channel is of a special variety that 
cannot be captured from outside the host, a Secure Interprocess 
Communication Channel. The communication security is explained in 
more details in section 4.5.4 Communication Security. 

The Server Side ASM (S-ASM) 
Servers in a management network are in the nodes. The node contains an 
ASM working in much the same way as an ASM in a client. It accepts 
context establishments at which it authenticates its own node as 
legitimate, and receives and stores the user’s certificates. It performs the 
wrapping and unwrapping of user data. 
For authentication of its own node it uses a private key, the node key, 
contained in the node, and unique for it. The peer uses the corresponding 
public key to verify. This key can be found in the node’s Public Key 
Certificate, sent to the peer both when accepting and when initiating a 
context establishment. 
The main added feature in the server side ASM is the ADF. See section 
4.5.5 for further information on the ADF. 

4.5.3 Authentication 
When logging on the user is authenticated to a Single Logon Server, 
SLS, using a secured connection by HTTPS, that is a HTTP server using 
SSL to secure its communications. A successful authentication leads to 
the transfer of four main items into the Application Security Module: 

• The private key to be used for authentication of the user towards 
servers.  

• An authentication certificate that contains the corresponding public 
key. 

• One or more attribute certificates that contain attribute values 
denoting what the user is authorized to do. Special certificates may 
be used for e.g. access control by security aware applications. 

• Any Certificate Authority (CA) certificates that may be intermediate 
down the trust chain to the previously mentioned certificates and thus 
needed for certificate verification. 
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The Public Key Certificates are issued with a short validity time, 
typically what is expected for a normal work shift of an operator. The 
private key is also never re-used after that time. This makes it difficult to 
use cryptanalysis, as a cracked key can anyway be used just for the day. 

4.5.4 Communication Security 
Message wrapping 
When the user is to perform operations in the server, the requests pass as 
CORBA calls from the applet. By an interceptor mechanism in CORBA 
the corresponding Internet Inter Orb Protocol (IIOP) messages will be 
subjected to a protection transformation, often called wrapping. There 
are interceptors on both sides. The wrapping consists, in one alternative, 
in integrity protection, data authentication, and playback protection. All 
this is achieved by adding a sequence number and a Message Integrity 
Code (MIC). In a second alternative confidentiality assurance is added, 
by means of encryption. The wrapping and corresponding unwrapping 
are executed by the ASM’s on the respective sides, by calls from the 
interceptors. Unwrapping for integrity protection means checking MIC 
and sequence number and removing them from the IIOP message. For 
confidentiality protection it means decrypting the message. 

Contexts 
Wrapping needs a key. This is a symmetric cryptographic key valid for 
some period of message exchange, a so-called session key. In order to 
keep track of this key and other security related parameters we need 
entities in both ends that store them in agreement with each other. These 
entities are called security contexts and they are contained in the ASMs. 
When the CORBA interceptor finds that there is no context (because this 
is the first CORBA call on behalf of the user), it calls the ASM to 
establish one with the ASM on the server side. It uses CORBA to speak 
with its peer. 

Context establishment and expiration 
At context establishment the first things that the ASM’s do is to 
establish a secure channel and to mutually authenticate the user and the 
called server host. All certificates in the client ASM are passed on to the 
server side ASM. User authentication is accomplished by asking the 
client ASM to encrypt a random number (Nonce) sent to it. Server host 
authentication is the same, reversed, where the server encrypts with a 
private key kept in the host. To the secure channel belongs the 
mentioned symmetric session key, which is generated and agreed on. 
A context has a limited lifetime. When it is about to expire a new 
context between the same peers is automatically established, with the 
same content of credentials. The rationale for this is that the session keys 
should not be used for too long to decrease the risk from compromised 
keys. Context lifetime is configurable. 
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4.5.5 Access Control Decision Function (ADF) 
Description 
At the start of execution of a method call on the server side the Access 
control Decision Function (ADF) must be called to see if it is allowed to 
go on processing the requested operation.  
The CORBA interceptor at the server end can call ADF with the 
CORBA interface name and method name as input, and in case of access 
not allowed an exception is raised instead of letting through the call to 
the application.  
In [Ericsson02] the ADF is clarified and is said to make decisions on the 
basis of the following inputs: 

• Identification of the operation to be performed is the first main input 
to ADF (Access request of the Access Decision Information (ADI) in 
Figure 10). This is the CORBA interface and method name. 

• User authorization information is the second main input (Initiator 
ADI). This is given by data in the user’s attribute certificate, which 
was transferred together with all other certificates at context 
establishment. 

• Attributes of the target of the operation make up the third main input 
(Target ADI). It could be a target identity, a group, region, or any 
arbitrary administrative information. 

• Access control policy rules make up the fourth main ADF input. 
Generally speaking they state conditions on the other inputs to be 
satisfied for the operation to be allowed. 

• Environment state information provides a fifth input; typically day, 
and time of day (Contextual Information).  

• Saved data in the ADF object could be a sixth input (Retained ADI). 

Target ADI

Contextual information
“Environment”

Decision

Initiator
ADI

Access
request
ADI
“Operation”

Decision
request

Retained
ADI

ADF

Access control
policy rules

 
Figure 10: The Access Control Decision Function (ADF) 
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The Decision request is the call that activates ADF and the Decision is 
returned with the call. 

Access Control Enforcement 
Access control is enforced at the interceptor level on the server side. 
When a client application calls a CORBA server object the interceptor 
calls the ADF with information about the invoked interface and method 
as argument. The ADF compares the supplied information with that 
received through the attribute certificate at context establishment. The 
access decision is made in the following order, [Ericsson02]: 
1. The ADF searches for the interface and method in the privileges 

(these so-called privileges are located within the actor attribute 
certificate). If the method is not found access is denied. If the ADF 
finds the method in a privilege, the access decision continues with 
the next step. 

2. The ADF compares the target information within the privilege with 
the target information on the server node where the method resides. 
If the target information is not equal access will be denied, otherwise 
the access decision continues with the next step. 

3. The ADF controls the time constraint with the system time. If the 
system time is out of the scoop of the time constraint, access is 
denied, otherwise access is granted. 

On denial of access an exception will be thrown. This must be handled 
by the application that implements the security solution. 
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This chapter gives an extensive description of the work done under the 
analysis phase. All the design proposals are presented here. Each 
proposal has lists of pros and a cons that works as a decision base for the 
election of the design, from which the prototype will evolve. 

5.1 Design Proposals 
This part includes three different design proposals. The first proposal is 
based on the Access Decision Function (ADF) and its access control 
abilities. The second proposal is based on creating a so-called Re-
authentication Decision Function (RDF), which has the same access 
control ability regarding re-authentication as the ADF. The third 
proposal is the Re-authenticating Third Party (RTP), which is imagined 
to be a separate application outside the security architecture. 

5.1.1 The ADF design proposal 
The ADF solution is server based. This means that the responsibility of 
re-authentication lies on the server ASM. This solution is based on the 
use of already existing methods and interfaces, in the Security Solutions 
security architecture, to solve the problem. When an operation execution 
starts, the ADF must be called to see if it is allowed to go on processing 
the execution, regarding the ADF, see chapter 4 System Overview for 
further information.  

 
Figure 11: Illustration of the ADF design proposal. 
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The solution is described in a step by step manner below and can be 
followed in Figure 11, which illustrates the procedure: 
1. Use SSL to connect to the SLS. If all the steps in the SSL handshake 

are completed it means that the user is trusted and authorised to 
access the SLS. 

2. Now that the client is identified, the SLS can send the client the 
necessary data, which includes a private key, a public key certificate 
and necessary attribute certificates, see 4.5.4, Communication 
Security for more details about the data. These data enable the client 
ASM to communicate with the server ASM in a secure way. 

3. Context is established between the client ASM and the server ASM, 
see 4.5.4, Communication Security for more details about context 
establishment between the C-ASM and S-ASM. When a context is 
established multiple operation requests will pass from the C-ASM to 
the S-ASM. Some of these requests will require re-authentication. A 
list with the operations that need re-authentication is added to the 
ADF component. The ADF compares this list with the operation that 
is about to get processed. 

4. When an operation request needs re-authentication, the list is 
checked and if the operation is on that list, the call to the ADF has 
the outcome: “Re-authenticate”. This is derived from the AC Policy 
Rules input, see section 4.5.5 Access Control Decision Function 
(ADF) for details. 

5. The server application involved in this operation execution shall treat 
this as an exception and back up to the point before the call. 

6. This condition is now propagated back up to the C-ASM where the 
ASM prompts the user for re-authentication. The user will now re-
authenticate himself and by doing so he initiates a context 
establishment between the C-ASM and the SLS. The SLS will now 
send a re-authentication certificate to the C-ASM. 

7. Now the C-ASM re-issues the operation request that caused the 
exception. The ADF goes through the same procedure as with all 
operation requests. When the ADF once again checks the re-
authentication list it also checks for a re-authentication certificate, 
which at this point is available and the ADF will approve the 
operation execution. 

Pros and Cons 
Here are the advantages and disadvantages of this design proposal. 

Pros: 
• This design is probably the least time consuming solution to 

implement. The reason for this is that it takes advantage of already 
existing methods and interfaces to solve the problem. 
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• It is likely to be the most secure one. The design uses the security 
that is already embedded in the architecture. This is considered, from 
a security point of view, as a good property because this security 
architecture has passed the tests from the test team of the Security 
Solutions department at Ericsson. 

• It preserves the systems performance. Since the design uses already 
existing parts of the system it will reduce the amount of newly 
implemented classes and methods to be added to the system and 
therefore allow a minimum increase of the processing overhead. 

Cons: 
• The implementation will span over a wide area of the security 

architecture. This demands of the programmer to have great 
knowledge about the systems architecture, which should enable him 
to carefully pick out the files where the changes should be added. 

• It is a very large system to familiarise oneself with. This requires a 
great deal of reading Java code, which in many cases will be hard to 
understand since there is very little design documentation over the 
architecture. 

• Modules and methods might have to be added into different parts of 
the system causing the solution to be hard to survey. 

5.1.2 The RDF Design Proposal 
The RDF solution is client based. This means that we have to be certain 
that the user that needs re-authentication is the user that was initially 
logged in at session start. 
In this solution we have to establish a context between C-ASM and the 
SLS at logon and wait for a critical operation request. The RDF has a list 
of all the operations that might need re-authentication. How that list is 
used is described during the steps below that are carried out when a user 
logs on and tries to execute an operation. 
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Figure 12: Illustration of the RDF design proposal. 
This proposal involves these steps: 
1. Use SSL to connect to the SLS. If all the steps in the SSL handshake 

are completed it means that the user is authorised to access the SLS. 
2. To be absolutely sure about the user identity an extra check is made 

causing him to submit a user certificate obtained through a trusted 
Certificate Authority (CA) just before SLS logon. If the certificate is 
up to date and valid, the logon process may proceed. 

3. Now that the client is identified the SLS can send the client the 
necessary data in addition to the data that are usually sent by the 
SLS. 

4. The C-ASM tries to establish a context with the S-ASM, see section 
4.5.4 Communication Security for more details. During the context 
lifetime a method call in need of re-authentication might occur. 

5. If so, the RDF in the C-ASM will react and check the list with the 
operations that require re-authentication to see if the operation needs 
re-authentication. 

6. If that is the case the RDF will prompt the user to re-authenticate 
himself. 

7. The user re-authenticates himself, which is by typing his username 
and password into the console. 
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8. Now the RDF re-establishes a context with SLS. This is done to 
ensure that the user is who he claims to be. The data that are usually 
transmitted during this session do not have to be transmitted in this 
case. Instead an acknowledgement can be sent back to the client. In 
case of an authentic authentication the operation is approved 
execution. 

9. If the user fails during the re-authentication procedure, the operation 
request will not be initiated and the user will be told that he is not 
authorised to execute this operation. The RDF solution in this case 
stops here and all entities retain their normal state. In the case when 
the re-authentication succeeds the process will stay alive and 
continue to step 10. 

10. At this level the client has succeeded with the re-authentication 
procedure. Now the operation request is sent to the S-ASM through 
the network. 

11. From here the operation call follows the usual route for normal 
operation calls. 

Pros and Cons 
Here are the advantages and disadvantages of this design. 

Pros: 
• No communication with the S-ASM is needed to perform the re-

authentication. This makes the process faster than the solutions that 
need to capture re-authentication calls on the server side. 

• Easy to implement. There are fewer entities involved in this solution 
than in the ADF solution, making the implementation easier. 

Cons: 
• From a security point of view this solution is the least secure one. 

This is based on the fact that the re-authentication software is located 
on the client side. Attackers can alter the client-based software rather 
undisturbed. 

• Needs to be installed or downloaded to every client. 

• The CA entity has to be secured as well. 

5.1.3 The RTP Design Proposal 
The RTP is implemented as a separate application, which can be seen as 
a third party where all communications regarding re-authentication pass 
through. A step by step description on what a re-authentication 
procedure may look like when the RTP solution is used is described 
below. All context establishments between any entity and the RTP will 
use SSL to secure the transmission. 
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Figure 13: Illustration of the RTP design proposal. 
This proposal involves these steps: 
1. The C-ASM establishes a context with the SLS. 
2. The SLS informs the RTP about this particular user’s login by 

establishing a context between SLS and the RTP. SSL is used to 
secure the context between the SLS and the RTP. 

3. If all the steps in the SSL handshake are completed it means that the 
user is trusted and authorised to access the SLS. The SLS now sends 
the user attributes that are required to identify the user. 

4. The RTP makes the necessary preparations to enable a re-
authentication of an operation request. This means accessing the 
LDAP Server for a list with all the operations for which this 
particular user has to go through a re-authentication before 
continuing the execution. 

5. The RTP now establishes a context with the S-ASM and waits for the 
ADF to react upon an operation request in need of re-authentication. 
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6. When this occurs, a call to the ADF has the outcome: “Re-
authenticate”. The operation execution is paused and the ADF makes 
a call to the RTP with the name of the operation that needs re-
authentication. The RTP checks whether this particular user needs to 
re-authenticate this particular operation. 

7. If so the RTP will set up a context with the C-ASM. This is done 
only if this is the first time an operation needs re-authentication. 
After the first time this context will be available as long as the user is 
logged on. 

8. With the help of the C-ASM the RTP will prompt the user for re-
authentication. 

9. The C-ASM will, after the user has typed his username and password 
into the console, send this information to the SLS, which verifies its 
authenticity. If the information is authentic the SLS will provide a re-
authentication certificate, which is sent to the RTP. 

10. When the RTP receives the certificate, it propagates a call to the 
ADF ordering continued execution of the re-authenticated operation. 

Pros and Cons 
Here are the advantages and disadvantages of this design. 

Pros: 
• This design holds the operation execution instead of ending it, 

making it possible to resume the call if the user is allowed to execute 
the operation. This may increase the prototype’s performance. 

• Since this solution is a free-standing application it is the least time 
consuming design to set up when a customer decides that he needs 
the re-authentication functionality added to their system. 

Cons: 
• Performance degradation due to a need for securing multiple 

contexts compared to the ordinary architecture. 

• From a security point of view it is harder to secure entities which are 
not included in the original design. 

• The designer still would have to familiarise himself with the whole 
security architecture to be able to pick out the files that are of interest 
for this project. This requires a great deal of reading Java code, 
which in many cases will be hard to understand since there is very 
little design documentation over the architecture. 

• This solution would probably take most time to implement, since 
implementing a secured separate application would mean doing 
everything from scratch. 
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5.2 Choosing One Of The Design Proposals 
The choice of the design to proceed the analysis and further work on 
was based on a Line of Reasoning list and it was ranked as follows: 
1. The security of the prototype is of essential importance. The 
prototype should provide the same level of security when incorporated 
with the architecture as without. 

2. The system should maintain its performance when the prototype is 
consolidated with it. 

3. The time of developing the chosen design should be with the limits 
of the thesis design and implementation phase. 

From the design proposals “pros and cons” list and the above defined 
Line of Reasoning as a decision base the choice was not that difficult. 
I will now give a shorter version of the “pros and cons” list for every 
design proposal. Those lists together with the list for the Line of 
Reasoning will make the choice more obvious. 

Pros and Cons – ADF Design 
Pros: 

• The least time consuming solution to implement. 

• The most secure solution. 

• Preserves the system’s performance. 
Cons: 

• The implementation will span over a wide range of the security 
architecture. 

• It is a very large system to familiarise oneself with. 

• Modules and methods might have to be added into different parts of 
the system causing the solution to be hard to survey. 

Pros and Cons – RDF Design 
Pros: 

• Fewer context establishments. 

• Easy to implement. 
Cons: 

• Least secure. 

• Needs to be installed or downloaded to every client. 

• Yet another entity has to be secured. 
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Pros and Cons – RTP Design 
Pros: 

• Free-standing application makes installation very easy. 
Cons: 

• Performance degradation due to multiple secured contexts. 

• Entities outside the architecture make the system less secure. 

• Requires most time to implement. 
The RDF solution only applies to the Line of Reasoning list at one 
point: The time limitation of the thesis. The implementation is supposed 
to be rather simple so that it is fast to implement. On the other hand 
there is one point in the cons list that directly opposes the Line of 
Reasoning list: Least secure. This point is also graded to be the most 
important property of the prototype. This solution is therefore out of the 
question. 
No point in the pros list for the RTP solution applies directly to the Line 
of Reasoning list. On the other hand it directly opposes the Line of 
Reasoning list in the cons list. This makes the RTP solution a bad 
candidate to continue the research upon. 
The ADF solutions pros list includes all the properties mentioned in the 
Line of Reasoning and the cons list do not oppose it. This makes it a 
good candidate to continue the research upon. The cons mentioned in the 
ADF design are of a kind that a software developer encounters whenever 
he is supposed to do some changes in already existing software. 
The Design that I will continue the analysis on is the ADF design 
proposal. 

5.3 The ADF Prototype Delimitation 
To accomplish my task I need to limit the size of the project. The 
previously mentioned design proposals were complete in the way that 
they included a complete design proposal for the re-authentication 
prototype. This would take more time to accomplish than that which is 
available during this thesis work. Therefore the task is split up into three 
parts, which are described below. These parts shall be implemented and 
thereby verify the possibility to add a method of re-authentication to the 
security architecture. 

5.3.1 Part One - Intercepting a Critical Operation 
This part discusses how the ADF intercepts a call in need of re-
authentication. A prerequisite to this part is to have read section 4.5.5, 
Access Control Decision Function (ADF). 
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Figure 14: Illustration of part one of the re-authentication prototype. 
Here is a step by step description of how the first part is meant to work: 
1. When an operation call occurs, the S-ASM usually calls the ADF 

with information about the invoked interface and operations as 
argument. In this prototype this call will be a simulated call from 
another entity than the S-ASM with the same arguments as the call 
from the S-ASM. The entity is denoted “S-ASM”. However, this call 
from the “S-ASM” is a critical operation in need of re-authentication. 

2. When the ADF receives the arguments described in bullet number 1 
above it starts to compare the supplied information with that received 
through the attribute certificate. The ADF searches for the operation 
in the user’s privileges within the actors attribute certificate. The 
attribute certificate will be re-designed to contain a new type of 
privilege named “re-auth. privilege”. If the method is not found in 
the “re-auth. privilege”, access is denied and an “access denied 
exception” will be thrown. 

3. If the ADF finds the operation in the “re-auth. privilege” a “re-
authenticate exception” will be thrown causing a call back to the C-
ASM. In this prototype the exception writes a message to the 
standard output e.g. “Re-authentication required!”. 

The essential work during this part is how to add the privilege type to 
the attribute certificate including the operations in need of re-
authentication, making it possible for the ADF to react on the re-
authentication. 

5.3.2 Part Two – Creating a Re-authentication Certificate 
The second part of the re-authentication process is meant to verify the 
certificate, which is issued when a method call requires re-
authentication. 
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Figure 15: Illustration of part two of the re-authentication prototype. 
Here is a step by step description of how the second part is meant to 
work: 
1. A simulation of a critical method call is performed. This will activate 

the re-authentication user interface, which prompts the user for 
authentication. When the user fills in the fields UserId, Password and 
Operation a context is established between the re-authentication 
interface and the SLS-server. The context will be similar to the 
context established between the C-ASM and the SLS. The SLS 
therefore receives the UserId, Password and the Operation name for 
the actual operation that requires re-authentication. 

The SLS creates and signs PKCs and ACs. 
2. The SLS uses these attributes as a decision base for the user data it 

has to access from the LDAP Server (LS). The LS contains a register 
of users and their authentication and authorisation data. Usually the 
C-ASM is the one who will request the user credentials from the 
SLS. In this prototype it will be done through the re-authentication 
interface. At login the SLS creates user credentials for the user. The 
user credentials contain the private key and the corresponding PKC 
for the user and the certificates needed to verify this certificate, the 
SLS certificate and the Public Key Servers (PKS) root certificate. 
The user credentials also contain an AC associated with the PKC. 
The AC defines the user’s authority to use certain resources in the 
system. All these are created during logon. However, during 
operation re-authentication, a re-authentication certificate with the 
authority to execute the requested operation is created. 
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3. At this point the re-authentication certificate is produced and 
normally sent through the protocol stack over the network to the S-
ASM and further to the ADF. But in this prototype solution the 
certificate is put into print to a file and the second part of the thesis 
work is finished. 

A lot of work will be disposed on the design of the re-authentication 
certificate. This is one of the most important parts of the thesis work, 
which is to be able to produce a re-authentication certificate that holds 
during a security review. 

5.3.3 Part Three – Confirming Re-authentication 
The development of this part of the prototype depends on part two 
described above and the comprehensive specification of the re-
authentication certificate. At this point the requirement specification for 
the re-authentication certificate must have been brought into conclusion. 

 
Figure 16: Illustration of part three of the re-authentication prototype. 
Here is a step by step description of how part three is meant to work: 
1. A new call is generated for the operation request in part one above. 

This time a re-authentication certificate will accompany the call. In 
this part this means an appropriate delivery of the certificate and the 
arguments. The idea is to feed it manually into the ADF. 

2. The ADF will now do the same checks as it usually does when 
receiving an operation request. This time the re-authentication 
certificate will clear the path for the operation to continue its 
execution.  

3. In this prototype, when execution is permitted, the ADF writes a 
confirmation to the standard output: “Re-authentication Confirmed!” 

5.3.4 Audit Trail 
The Audit trail has to be written twice during a re-authentication of an 
operation request. 
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1. The first time is when the ADF becomes aware of an operation 
request that requires re-authentication (the first part of the protocol). 
The recording could be activated at the same time as the exception is 
invoked. The information written to the log should confirm that a re-
authentication attempt has been made. It should also confirm who made 
this attempt. 

2. The second time is when the method execution is completed. The 
information written to the log should say that the re-authenticated 
method has been executed. The user who has been granted method 
execution should be logged as well. 

5.4 Choosing Certificate Type 
This part discusses what certificate standard a re-authentication 
certificate shall be profiled as. The choice stands between a Public Key 
Certificate (PKC) and an Attribute Certificate (AC). 
The use of certificates is based on the need of sending authorisation 
information over an unsecured network and to be certain that the 
information you have sent has not been altered. These criteria are 
fulfilled by both the PKC and the AC. The problem is that authorisation 
information often does not have the same lifetime as the binding of the 
identity and the public key. When authorisation information is placed in 
a PKC extension, the general result is the shortening of the PKC’s 
lifetime. Another problem is that the PKC issuer is not usually 
authoritative for the authorisation information. This results in additional 
steps for the PKC issuer to obtain authorisation information from the 
authoritative source. This is explained more thoroughly in section 3.1.5, 
Public Key Certificates vs. Attribute Certificates.  
The Re-authentication Certificate (RC) requires the same properties as 
the AC. The only difference is that the RC will only include one 
operation for which the user can be allowed to execute and the validity 
time is set to 5 minutes. I have chosen to use the AC standard to 
implement a Re-authentication Certificate. 
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This section presents how every requirement is documented. All 
requirements that involve the prototype are included here. 

6.1 Requirement representation 
In this part a representation of the requirements is defined. This includes 
the information that shall be available for each requirement. 

Identity Number 
Every requirement is assigned an identitiy number to increase 
traceability. An identity number is denoted AX, where A is either F or N, 
which respectively stands for Functional Requirement and Non-
Functional Requirement. X corresponds to the requirements numerical 
identity e.g. F1 and N2. 

Requirement Level 
Every requirement is placed into one specific requirement level, which 
determines the requirement’s priority. The requirements are fulfilled in 
the following order. 

• Basic: Requirements for the prototype’s fundamental functionality. 
In order to entitle the project as successful, these requirements have 
to be implemented. 

• Normal: 
Requirements at this level are implemented unless some 
extraordinary event takes place. 

• Extra: 
These requirements are implemented only if the other tasks take less 
time than expected. 

Requirement Description 
Each requirement has a clarification, which describes why this 
requirement is significant for the prototype development and gives a 
more thorough understanding of the requirements’ impact on the 
prototype. 

6.2 Functional Requirements 
In this part the functional requirements, which the prototype shall fulfill, 
are specified. 

6.2.1 Part One 
This part includes the functional requirements for the first part of the 
prototype. 
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F1: Catching the re-authentication process in the ADF 
Level: Basic 
Description: The prototype will be able to catch an operation in need of 
re-authentication. This shall be done in the ADF implementation. 

F2: Notification for method re-authentication 
Level: Basic 
Description: When an operation is caught needing re-authentication, the 
prototype will write information of the operation, which requires  
re-authentication to standard output. 

F3: Notification for method execution 
Level: Normal 
Description: When an operation does not need re-authentication the 
prototype should write to standard output that this operation is allowed 
to execute. 

6.2.2 Part Two 
This part includes the functional requirements for the second part of the 
prototype. 

F4: Include re-authentication attributes into AC 
Level: Basic 
Description: The attributes in this case are operations in need of re-
authentication. These operations should be included in the Attribute 
Certificate, which normally is produced by the SLS on user logon. 

F5: Re-authentication Certificate (RC) 
Level: Basic 
Description: A certificate that is delivered by the SLS when re-
authentication of an operation is required. This certificate allows only 
the specific operation in need of re-authentication to execute and is only 
valid for a very short time period. The time period is in the boundary of 
5 minutes. 

F6: Write RC to file 
Level: Basic 
Description: The RC will be written to a file, which later can be fed as 
an argument into the ADF. 
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F7: GUI for the re-authentication procedure 
Level: Normal 
Description: When a re-authentication is required a dialog box will 
appear prompting the user to submit his/her username, password and 
operation name. 

F8: Role-based re-authentication 
Level:  Extra 
Description: Create roles for two types of users e.g. an administrator 
role and a regular user role. The motive behind the role-based re-
authentication is that a more experienced user is trusted to execute 
operations to a higher degree than a regular user. 

6.2.3 Part Three 
This part includes the functional requirements for the third part of the 
prototype. 

F9: Perform requirement F1 with an RC included 
Level: Basic 
Description: The re-authentication is here once again hooked by the 
ADF. The only difference is that a RC is included as an argument to the 
ADF. 

F10: Re-authentication confirmation 
Level: Basic 
Description: A confirmation that an operation has been approved for 
further execution, is given through standard output. The information will 
include the operation name. 

6.2.4 Audit Trail 
Under this headline the functional requirements for how to audit a re-
authentication process are specified. The Audit trail has to be written 
twice during a re-authentication process, which are described in the two 
requirements below. 

F11: Audit the method in need of re-authentication 
Level:  Extra 
Description: This is the first step in auditing an operation in need of re-
authentication. The recording is activated directly after the ADF 
confirms that it has caught the operation, which needs re-authentication. 
The information written to the log will confirm that a re-authentication 
attempt has been made and who has made this attempt. 
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F12: Audit complete re-authentication and execution 
Level: Extra 
Description: This is the second step in auditing an operation in need of 
re-authentication. The information written to the log should indicate that 
the re-authenticated operation has been executed. The user who has been 
granted operation execution would be logged as well. 

6.3 Non-functional Requirements 
In this part the non-functional requirements, which the prototype shall 
fulfill, are specified. 

6.3.1 Performance 
These requirements are meant to guarantee that the prototype will not 
slow down the overall security architecture. 

N1: Re-authentication impact on ADF performance 
Level: Extra 
Description: A test will be performed to control the performance 
reduction in the ADF, before and after adding the operations needed for 
the re-authentication prototype to work with the security architecture. 

N2: Re-authentication impact on SLS performance 
Level: Extra 
Description: A test will be performed to control the performance 
reduction in the SLS, before and after adding the operations needed for 
the re-authentication prototype to work with the security architecture. 

6.3.2 Compatibility 
Compatibility related non-functional requirements are located under this 
headline. 

N3: Platform independent 
Level: Basic 
Description: As a platform-independent environment, the Java platform 
is used in the product within which the prototype will be incorporated. 

6.3.3 Security 
Security related non-functional requirements are located under this 
headline. 

N4: Preserve security status 
Level: Basic 
Description: The security level has to maintain the same degree before 
as after the prototype is incorporated into the security architecture. 
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N5: Use SLS login for re-authentication 
Level: Normal 
Description: The SLS login procedure will be used for re-
authentication. This is a consequence of the previous requirement, which 
intends to maintain the security level. 

N6: Theoretical re-authentication protocol over Unsecured Networks 
Level: Normal 
Description: Due to time restrictions I will write a very short statement 
about what a protocol of re-authentication will look like in an authentic 
system, that is, to describe the handshake between the entities involved 
over the network. 
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In this chapter a comprehensive design specification is documented. The 
re-authentication prototype is a part of the whole security architecture. 
This part will show how it will be incorporated into the architecture. 

7.1 The Prototype 
The prototype design work is split up into three parts. They will prove 
that the re-authentication function can be added to the Security 
Architecture. The first part illustrates how the ADF intercepts a call in 
need of  
re-authentication. The second part illustrates how a re-authentication 
certificate can be obtained for a specific operation. The third part 
illustrates how an operation gets execution rights when the ADF has 
received a re-authentication certificate for that specific operation. This 
chapter also includes a section about the re-authentication certificate 
design. A more detailed explanation on how the prototype works and 
what functionality it includes is given in section 5.2.5, The ADF 
Prototype Delimitation, and chapter 6, Requirement Specification. 

7.2 System Design methodology 
The design method is object oriented and follows  
[Fagerström98]. The work is divided into three parts: Generating 
Objects, Identifying Scenarios and Executing Scenarios. 
At the end of each part of the prototype design there is a section with 
design feedback from the requirement specification. It includes the 
identity number and name for all requirements that are carried out 
during scenario execution. This is meant to give the reader an easy way 
to see the requirements that are executed during scenario execution in 
the system design and trace them back to the requirement specification. 

Generating Objects 
One important feature of object oriented design is that the finished 
system consist of a set of co-operating objects. To understand the system 
one has to start with the identification and generation of the objects 
needed for the system to work. Many objects are selected directly from 
the Requirement Specification. However a lot of time has been 
consumed reading the code available for the system and thereby become 
aware of the need for certain objects. An object in the system design is 
what later will be referred to as a Class in the detailed design. In those 
cases when an object is not implemented as a Class the reader will be 
notified. 
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In some object descriptions I start by notifying the reader by stating the 
sentence: “This object is an already existing class”. By this I mean that 
this object already exists in the Security Architecture. Thus both the 
source code and the class files are available for the designer. 

Identifying Scenarios 
Objects are supposed to work together to achieve desired results. A good 
way of arranging objects and their co-operation is by identifying 
scenarios. Thus, a scenario should be an example on how the objects 
work together in the system. 

Executing Scenarios 
The scenario execution will be visualised with  
“Time Sequence Diagrams”. These diagrams are intended to show how 
certain events relate to each other. This gives birth to yet another entity 
to be defined, the event. The rules for an event are defined in 
[Lamport79]: 
1. An event A cannot occur before it self. 
2. If an event A results in an object sending a message M and the event 

B involves an object in receiving the message M then A will occur 
before B. 

3. If the event A occurs before B and the event B occurs before C then 
A occurs before C applies. 

In a sequential system these rules imply that events will have a mutual 
order. An event in the system design is what later will be referred to as a 
method in the detailed design. In those cases when an event is not 
implemented as a method the reader will be notified. 
The scenarios with objects and events are illustrated as described in the 
figure below. 

 
Figure 17 Scenario illustration. 
The naming of the objects and events may not always be equivalent with 
the names of the classes and methods, described later in the detailed 
design. One reason for this is that some of the classes and methods are 
already implemented in the system and will be reused in this prototype. 
Other names have therefore been chosen to increase scenario readability. 
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Since some objects and events already exist and some of these are of no 
relevance for the prototype, they will not be included in the system 
design. Therefore the reader cannot expect any other objects or events to 
be included in this design specification except those who are of 
relevance to the prototype. 

7.3 Part One - Intercepting a Critical Operation 
This part includes a scenario for the first part of the prototype. 

Scenario – Catch operation in need of re-authentication 
This scenario illustrates how an operation is processed in the ADF and 
how it is possible to capture an operation, which needs re-authentication. 

Objects and Events 
The objects defined in this scenario are: 

• “S-ASM” (Server-ApplicationSecurityModule): 
This object will simulate the S-ASM. Its only task in this part is to 
provide the ADF Object with an operation call, which includes a 
request to execute a specific operation. 

• ADF (AccesscontrolDesicionFunction): 
The ADF is an already existing object. Its task in this part is to 
control if an operation is critical and in need of re-authentication. 

• STDOUT: 
This is not actually a real object. It is used in this part to increase the 
comprehension of the scenario. Its task is to write acknowledgement 
messages to the command prompt sent by the ADF. 

The events defined in this scenario are: 

• do Op. (Do Operation): 
Feed the ADF with the correct argument for execution of an 
operation. 

• evaluate Op. (Evaluate Operation): 
This event checks if the user is allowed to execute a specific 
operation. The check is made through reading the attribute 
certificate. 

• check need to re-auth.: 
Checks if this operation needs re-authentication. This check is 
attained from reading the attribute certificate. 

• check for RC (Re-authentication Certificate): 
Checks if the ADF possesses a RC. 
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Identifying the Scenario 
This scenario is based on the object “S-ASM” executing the event Do 
Op. The event is called with a different kind of operation request every 
time, thereby yielding three possible outcomes. In the first kind of 
request, the ADF receives an operation which the user is not authorised 
to execute. In the second kind of request, the ADF receives an operation 
for which the user is authorised and for which he does not need to re-
authenticate. In the third kind of request, the ADF receives an operation 
for which he is authorised but for which re-authentication is required. 
More detailed information about the scenario: 
1. The first time Do Op. is called it generates a call to the ADF with the 

proper arguments for the operation. This invokes the Evaluate Op. 
event. Since the user is not allowed to execute the operation, the 
ADF will write to the STDOUT “Operation not allowed”. 

2. Do Op. is called for the second time. Once again the ADF invokes 
the Evaluate Op. event. This time the user is allowed to execute the 
operation. This will invoke the Check need to re-auth. event. The 
response from the ADF in this case will be written to STDOUT to 
confirm operation execution. 

3. The third time the same procedure as in bullet number 2 is 
performed, after the event Check need to re-auth. is invoked. This 
time the ADF has received an operation for which the user is 
authorised to execute but for which he is required to re-authenticate. 
This will invoke the event Check for RC. In this case no RC will be 
found. “Op. needs re-authentication” is written to STDOUT. 

Executing the Scenario 
The scenario execution is illustrated below in a “Time Sequence 
Diagram”. 
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Figure 18 Illustration of the Scenario “Catch operation in need of re-
authentication”. 
Design Feedback From The Requirement Specification 
This section lists all the requirements that are fulfilled during the first 
part of the prototype: 
F1: Catching the re-authentication process in the ADF 
F2: Notification for method re-authentication 
F3: Notification for method execution 

7.4 Part Two - Creating a Re-authentication Certificate 
This part includes three scenarios for the second part of the prototype. 

Scenario1 – Re-authentication GUI 
The first scenario shows how the Graphical User Interface (GUI) 
interacts with the SLS. 

Objects and Events 
The objects defined in this scenario are: 
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• GUI: 
The GUI is the object that will prompt the user for re-authentication. 
It will also be the object which writes the re-authentication certificate 
to file. 

• SLS (Single Logon Server): 
The SLS is an already existing object. Its task in this part is to return 
a re-authentication certificate when the user wants to access a critical 
operation. 

• LDAP (Lightweight Directory Access Protocol): 
This is an already existing object. Its task is to provide information 
needed by the SLS to create the certificates. 

• STDOUT: 
This is not actually a real object. It is used in this part to increase the 
comprehension of the scenario. Its task is to write acknowledgement 
messages to the command prompt, sent by the GUI. 

The events defined in this part are: 

• re-authenticate: 
This event feeds the SLS with the correct arguments which in this 
case are username, password and operation name. 

• write RC to file: 
This event writes the received re-authentication certificate to file. 

• re-auth. Op.: 
When the SLS receives the necessary arguments this event is 
invoked. This event results in generating a RC and sending it back to 
the GUI object. 

• get op. info.: 
A request from the SLS with arguments that specifies the 
information to be sent back depending on what kind of certificate the 
SLS is about to create. 
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Identifying the Scenario 
This scenario is based on the object GUI executing two events. The first 
event Re-authenticate feeds the SLS with the arguments that are needed 
to re-authenticate an operation. This could be seen as a user that is 
prompted to re-authenticate on a critical operation. Therefore he will 
write his username, password and operation name. The user will only be 
asked to write the operation name in the prototype implementation. In an 
authentic system the operation name will be transparent to the user. 
When the SLS receives the arguments it invokes the Re-authenticate op. 
event. This event invokes the get op. info. event, which communicates 
with LDAP that provides the necessary information to create a re-
authentication certificate and send it back to the GUI. The process of 
creating a RC is described in more detail in Scenario2. The second event 
to be executed during this scenario is the Write RC to file event. Its only 
task is to write the RC to file and print a message to STDOUT that the 
RC has been printed to file. 

Executing the Scenario 
The scenario execution is illustrated below in a “Time Sequence 
Diagram”. 

 
Figure 19 Illustration of scenario 1 “Re-authentication GUI”. 
Scenario2 – Get Re-authentication Certificate 
This scenario follows the previously described Scenario1. It shows how 
a Re-authentication Certificate (RC) can be received from the SLS. 

Objects and Events 
The objects defined in this part are: 

• SLS (Single Logon Server): 
The SLS is an already existing object. Its task in this part is to return 
a re-authentication certificate when the user wants to access a critical 
operation. 
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• Attribute: 
The Attribute is an already existing object. Its task in this part is to 
get the attribute type that shall be included in the RC. A RC can only 
hold one attribute type. 

• Privilege: 
The Privilege is an already existing object. Its task in this part is to 
get the privilege type that shall be included in the RC. A RC can only 
hold one privilege type. 

• LDAP (Lightweight Directory Access Protocol) 
In this part the LDAP object shows when the re-authentication 
operation data is added to the Re-authentication Certificate. 

• RC_Generator: 
The RC_Generator is the object that adds all necessary data into the 
RC. 

• RC_Creator (Re-authenticationCertificate Creator): 
The RC_Creator is an object that creates empty Re-autentication 
Certificates. A Re-authentication Certificate is a usual Attribute 
Certificate, which is assigned only one attribute type and only one 
operation in the privilege field. The RC is filled with data by the 
RC_Generator object. 

The events defined in this scenario are: 

• re-auth. Op. (Re-authenticate Operation): 
This event starts the process of re-authentication. This will process 
the whole creation of the RC, making all the necessary calls to the 
other events involved. 

• getAttribute: 
Gets the one and only attribute type needed for the RC. 

• getPrivilege: 
Gets the one and only privilege type needed for the RC and adds it to 
the attribute. 

• getOperation: 
Gets the operation that requires re-authentication and adds it to the 
Re-authentication Certificate. 

• generateRC: 
Takes an attribute as one of its parameters which by now includes a 
privilege and sends it to RC_Generator. 

• getNewRC: 
Gets an empty RC which is filled with necessary data by the 
RC_Generator. 



 

 
- 70 - 

Re-authentication of Critical Operations 

Identifying the Scenario 
This scenario involves the creation of a re-authentication certificate. The 
SLS object does the most part of the work. The scenario starts with the 
invocation of the re-auth. Op. event which in turn starts to collect 
information from the Attribute object, the Privilege object and the 
RC_Generator object. This information is necessary to create a valid 
RC. The RC_Generator object will have access to the information 
received from the Attribute and Privilege objects when it calls upon the 
RC_Creator. The RC_Creator creates a new and empty RC and sends 
it back to the RC_Generator, which fills in the necessary arguments 
and sends it back to the SLS. The information including the operation in 
need of re-authentication is accessed through LDAP. 

Executing the Scenario 
The scenario execution is illustrated below in a “Time Sequence 
Diagram”. 

 
Figure 20 Illustration of scenario 2 “Get Re-authentication Certificate”. 

Scenario3 – Add Critical Processes to AC 
This scenario shows how the attribute certificate is created and how 
additional information containing the critical processes that needs re-
authentication is added to an attribute certificate to make the process of 
re-authentication possible. This scenario is very similar to Scenario2. 
The difference is that this scenario treats an Attribute Certificate instead 
of a Re-authentication Certificate. This scenario also shows when the 
critical operations are added to the Attribute Certificate. 

Objects and Events 
The objects defined in this part are: 
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• SLS (Single Logon Server): 
The SLS is an already existing object. Its task in this part is to return 
an attribute certificate when the user logs on to the Security 
Architecture. 

• Attribute: 
The Attribute is an already existing object. Its task in this part is to 
claim the attribute types that shall be included in the AC. 

• Privilege: 
The Privilege is an already existing object. Its task in this part is to 
claim the privilege types that shall be included in the AC. One of 
these types is the critical processes that are needed for re-
authentication. 

• LDAP (Lightweight Directory Access Protocol) 
In this part the LDAP object shows when the re-authentication 
information is added to the Attribute Certificate. 

• AC_Generator (Attribute Certificate Generator): 
The AC_Generator is an already existing object. The 
AC_Generator is the object that adds all necessary data into the AC. 

• AC_Creator (Attribute Certificate Creator): 
The AC_Creator is an already existing object. The AC_Creator is 
an object that creates empty Attribute Certificates. 

The events defined in this scenario are: 

• get AC (get Attribute Certificate): 
This event starts the process of getting hold of an Attribute 
Certificate. This will process the whole creation of the AC, making 
all the necessary calls to the other events involved. 

• getAttribute: 
Gets the attribute types needed for the AC. 

• getPrivilege: 
Gets the privilege types needed for the AC and adds them to the 
attribute. 

• getOperations: 
Gets the list of the operations that require re-authentication and adds 
it to the Attribute Certificate. 

• generateAC: 
Takes the attributes in its parameters which by now also include the 
privileges and sends them to the AC_Generator object. 

• getNewAC: 
Gets an empty AC which is filled up with necessary data by the 
AC_Generator. 
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Identifying the Scenario 
This scenario discusses the creation of the Attribute Certificate. The 
SLS object does most of the work. The get AC event starts the process 
of collecting information, which is very similar to Scenario2. The 
gathering of information involves the Attribute object, the Privilege 
object and the AC_Generator object. When the Privilege object 
receives information to send further to the SLS, it also receives all the 
operations that needs re-authentication from the LDAP Server. The 
AC_Generator object will have access to the information received from 
the Attribute and Privilege object when it calls upon the AC_Creator. 
The AC_Creator creates a new and empty AC and sends it back to the 
AC_Generator, which fills in the necessary arguments in the AC and 
sends it back to the SLS. 

Executing the Scenario 
The scenario execution is illustrated below in a “Time Sequence 
Diagram”. 

 
Figure 21 Illustration of scenario 3 “Add Critical Processes to AC”. 
Design Feedback From The Requirement Specification 
This section lists all the requirements that are fulfilled during the second 
part of the prototype: 
In Scenario1: 
F6: Write RC to file 
F7: GUI for the re-authentication procedure 
In Scenario2: 
F5: Re-authentication Certificate (RC) 
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In Scenario3: 
F4: Include re-authentication attributes into AC 
Non Functional requirement: 
N5: Use SLS login for re-authentication 

Attribute Certificate vs. Re-authentication Certificate 
The re-authentication certificate is in fact an attribute certificate. The 
difference is that an attribute certificate can hold multiple attributes and 
multiple privileges, which in turn holds multiple operations. A Re-
authentication certificate on the other hand holds only one type of 
attribute and one type of privilege. Within the privilege there will be 
only one operation for which the user can be granted execution. A more 
detailed description of the Certificate design is given later in this 
chapter. 

7.5 Part Three – Confirming Re-authentication 
Scenario – Re-authentication Granted 
This scenario is very similar to the scenario represented in part one. The 
only difference this time is that a re-authentication certificate will be 
available. Thus the user will be granted execution for the operation he 
required. 

Objects and Events 
The objects defined in this scenario are: 

• “S-ASM” (Server - Application Security Module): 
This object will simulate the S-ASM. Its task in this part is to provide 
the ADF Object with a RC and with a call requesting authority to 
execute the operation involved. 

• ADF (Access control Decision Function): 
The ADF is an already existing object. Its task in this part is to 
control if an operation is critical and is in need of re-authentication. 

• RC (Re-authentication Certificate): 
This Object provides methods to verify and read the information in 
the certificate. 

• STDOUT: 
This is not actually a real object. It is used in this part to increase the 
comprehension of the scenario. Its task is to write acknowledgement 
messages to the command prompt, sent by the ADF. 

The events defined in this scenario are: 

• submit RC: 
This event delivers the RC to “S-ASM”. 
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• do Op. (Do Operation): 
Feed the “S-ASM” with the correct argument for execution of an 
Operation. 

• Store Certificate: 
The event stores the certificate in the ADF as a hash table. 

• evaluate Op. (Evaluate Operation): 
This event controls if the user is allowed to execute a specific 
method. The control is made from reading the attribute certificate. 

• check need to re-auth.: 
Controls if this method needs re-authentication. 

• check for RC (Re-authentication Certificate): 
Controls if the ADF possesses a RC. 

• check RC Validity: 
In this event the certificate will be verified for authenticity by 
verifying the RC signatures validity. 

Identifying the Scenario 
This scenario is based on the object “S-ASM” executing the event Do 
Op. This time the ADF has already received a RC. In this request, the 
ADF receives an operation for which the user is authorised but a re-
authentication is required. The Operation will be allowed to execute 
since the RC is available and gives the user authority to execute the 
operation. 
More detailed information about the scenario: 
Do Op. is called. The ADF invokes the Evaluate Op. event. The user is 
allowed to execute the operation. This will invoke the Check need to re-
auth. event. The ADF has received an operation for which the user is 
authorised to execute but is required to re-authenticate. This will invoke 
the event Check for RC. A RC is found and the RC object checks its 
validity. If the RC is valid the method will be allowed to execute and the 
ADF writes to the STDOUT “Operation execution granted!”. 

Executing the Scenario 
The scenario execution is illustrated below in a “Time Sequence 
Diagram”. 
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Figure 22 Illustration of the scenario “Re-authentication granted”. 

Design Feedback From The Requirement Specification 
This section includes all the requirements that are fulfilled during the 
third part of the prototype: 
F9: Perform requirement F1 with an RC included 
F10: Re-authentication confirmation 

7.6 Certificate Design 
This part contains design details of the Attribute certificate and the Re-
authentication certificate. 

Attribute Certificate 
The Attribute Certificate (AC) is created by the SLS during the login 
phase subsequent to the user authentication. SLS searches the LDAP to 
gather information for the creation of the AC. After assembling the 
information and creating the AC, it is signed by the SLS and sent over to 
the user client. 
The AC is defined in [Ericsson03]. It defines a standardised structure 
that can package information used for access control. More information 
regarding the AC structure can be found in [InetDraft01]. 
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Here follows a description of how Access Decision Information (ADI) is 
structured in an AC. It can be used in an access control mechanism, the 
structure used here is based on the ASN.1 structure, which is described 
in section 3.2, Abstract Syntax Notation One (ASN.1): 
Attribute ::= SEQUENCE {

Type AttributeType

Values SET OF Privilege

}

Attributetype ::= OBJECT IDENTIFIER

Privilege ::= SEQUENCE {

usageType UsageAttribute

operation OpSpec

target SET OF Target, Attr. Imp. from X.500

constraint Constraint

Usageattribute ::= Interceptor privilege |
Application privilege | re-auth privilige

OpSpec ::= BIT STRING {

Operation

}

Target ::= SEQUENCE {

TARGET IDENTIFIER

}

Constraint ::= BIT STRING {

<DAY>:<STARTHOUR><STARTMINUT>-
<STOPHOUR><STOPMINUT>

}

This is an example implementation of the above ASN.1 structure for the 
security solution: 
Attribute {

Type = v1.0 Ericsson Security Solution
Values {

usageType = interceptor privilege

operation {

19089_CXA1100243_cs.createMO,

19089_CXA1100243_cs.convertMO,

19089_CXA1100243_cs.getMO,

method1,
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method2,

method3

}

Target {

region = Östergötland,

id = RBS_Linköping,

type = RBS,

location = Linköping,
}

Constraint {

153:15-16

}

Values {

usageType = re-auth. privilege

operation {

method1,

method2,

method3

}

Target {

}

Constraint {

}

Values {…

}

} 
 

Labels 
The Attribute Certificate contains the following labels: 
Privilege: Sequence of attributes, corresponding to an operation role, 
which describes a privilege of the user. There can be one or more 
sequences in the attribute certificate.  
Operation: The bitstring contains interfaces with their methods. It is in 
here that the re-authentication operations are included.  



 

 
- 78 - 

Re-authentication of Critical Operations 

Target: Target information describes target attributes and matches 
labels in the target system. 
Constraints: Constraints is currently the date and time when the access 
is granted. 
As I have mentioned before the Attribute Certificate should include the 
list with all the operations that need re-authentication. In the example 
above I have added a usageType = “re-auth. privilege”, there you can 
see how an attribute certificate holding re-authentication privileges looks 
like. The Target label and the Constraint label for the re-auth. usage type 
are empty. 

Re-Authentication Certificate 
The reason for introducing a new type of certificate is that once a 
certificate has been written it can not be altered (without notice). This 
makes it a perfect candidate for verifying user authority. The problem in 
this case is to prove that a specific user is allowed to execute a critical 
operation. Since a certificate can prove a user’s authority with integrity 
protection we chose to develop a Re-authentication Certificate (RC) 
from the above specified AC. A more detailed discussion about that 
choice can be found in section 5.4, Choosing Certificate Type. 
The Re-authentication Certificate will have the same structure as the 
AC. The only difference is that the RC will only have one operation 
instead of a set of operations as in the AC. Here is an example 
implementation of the RC’s ASN.1 structure. Note that the Target and 
Constraint fields are empty, the reason is to decrease the payload. Note 
also that this information already exist in the AC for this particular 
operation. 
Attribute {

Type = v1.0 Ericsson Security Solution
Values {

usageType = re-auth. privilege

operation {

method1

}

Target {

}

Constraint {

}

7.7 Requirements Not Included In The System Design 
This section states those requirements that were not included in the 
system design: 



 

 
- 79 - 

Re-authentication of Critical Operations 

F8: Role-based re-authentication 
F11: Audit the method in need of re-authentication 
F12: Audit complete re-authentication and execution 
N1: Re-authentication impact on ADF performance 
N2: Re-authentication impact on SLS performance 
N4: Preserve security status 
N6: Theoretical re-authentication protocol over the IIOP 
The requirements listed above are not included in the system design. In 
chapter 9, Problem Solution all these requirements are discussed. 
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This part includes the class diagrams corresponding to the objects 
mentioned in the system design. 

8.1 Detailed Design Methodology 
The work is divided into two parts: Class Description and Class 
Interaction.  
Class Description: The first part of the Detailed Design includes the 
Class diagrams that are used in the prototype. The Class description 
follows the list below: 

• Every Class is shortly described. The previous object name is also 
mentioned. 

• A UML representation of the class is presented and follows 
[Larman97]. The UML tables have tree rows. The first row defines 
the class name. The second row gives the attributes of the class. The 
third row gives the methods in the class. 

• A short description of the methods used in the class is included. The 
previous event name if different from the method name, is mentioned 
here to increase traceability. Only the methods that are directly used 
by the prototype are described here. 

Class interaction: After describing every class that is of relevance for 
each part of the prototype an illustration of the class interaction is given. 
It is meant to give the reader a good overview of how the classes co-
operate to achieve the goals that are set for the prototype. 

8.2 Part One and Three 
The main difference between part one and part three is that in part three 
the event submitRC is invoked before the event do Op. and there is an 
additional RC object included in part three. It is natural to have both 
these parts of the prototype under the same headline. In this case it is 
assumed that the ADF already owns an attribute certificate. 

Class Description: SimulatedSASM 
SimulatedSASM is called “S-ASM” in the system design. The class 
has two main purposes. The first is to invoke a method call meant to 
give the ADF class a decision base to either allow operation execution 
or not and to ask for re-authentication of the specific operation. 
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The UML representation of the SimulatedASM class: 

 
A short description of the prototype relevant methods is given below: 

• doOperation ( ): Is called doOp. in the System Design. The method 
invokes a call to the ADF class with correct arguments. 

• SubmitRC ( ): Submits the re-authentication certificate to the ADF 
class as a Byte array. 

Class Description: ADF  
The ADF’s class name is equal to the object name in the System Design. 
This is the class that makes the access control decisions regarding the 
operation the user wants to execute. 
The UML representation of the ADF class: 

 
A short description of the prototype relevant methods is given below: 

• associatePeer ( ): This method gets the privileges from the attribute 
certificate. These are later used to compare if certain operations are 
allowed for this particular user. 

• evaluate ( ): Controls if the user is allowed to execute the operation. 

• checkReAuth ( ): Controls if the user needs to re-authenticate for the 
execution of the operation. 

• isRCAvailable ( ): Checks if a RC is available. If so, the operation is 
allowed execution. 
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Class Description: ReAuthenticationCertificate 
ReAuthenticationCertificate is called RC in the System Design. This 
class implements different methods to make the information in the re-
authentication certificate available for the ADF class. This class is very 
similar to the AttributeCertificate class, which can be useful to peek at 
during implementation. 
The UML representation of the ReAuthenticationCertificate class: 

 
A short description of the prototype relevant methods is given below: 

• isValid ( ): Checks if this certificate currently is valid. 

• getAttribute ( ): Gets the attribute of the certificate. 

• getEncoded ( ): Returns the DER encoded form of this certificate. 

• getNotAfter ( ): Returns the date for when the certificates validity 
time ends. 

• getNotBefore ( ): Returns the date the certificate validity time starts. 

• getSerialNumber ( ): Returns the serial number of this certificate as a 
BigInteger. 
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• verify ( ): Verifies that this certificate was signed using the private 
key that corresponds to the specified public key. 

Class Interaction – For Part One & Part Three 
This section shows the interaction between the classes. To increase the 
comprehension of the interaction only the method names that are of 
relevance for the prototype are included in the UML diagrams. 

 

8.3 Part Two 
This part includes the classes that are included in the second part of the 
prototype and a Class interaction illustration between the classes. 

Class Description: ReAuthenticationCertificateGUI 
This is the graphical user interface used to demonstrate the re-
authentication process and to write a re-authentication certificate to file. 
This class uses the Sls class. 
The UML representation of the ReAuthenticationCertificateGui class: 
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A short description of the prototype relevant methods is given below: 

• reAuthenticate ( ): Initiates a re-authentication of an operation with 
the Sls class. The method gets back a re-authentication certificate. 

• writeRCtoFile ( ): Writes a certificate to a file. 

Class Description: Sls 
This is an already existing class within the system. It is used to create 
certificates and authenticate users. This is precisely what it will be used 
for in the prototype. A re-authentication certificate will be created by the 
Sls class and then sent back to the GUI. 
The UML representation of the Sls class: 

 
A short description of the prototype relevant methods is given below: 

• reAuthenticateOperation ( ): Re-authenticate the user and initiate the 
necessary calls to create a re-authentication certificate. Returns a re-
authentication certificate. 

Class Description: ReAuthenticatinCertificateGenerator 
This class uses the ReAuthenticationCertificateCreator class to 
generate the certificate. 
The UML representation of the ReAuthenticatinCertificateGenerator 
class: 

 
A short description of the prototype relevant methods is given below: 

• getNewReAuthenticationCertificate ( ): Creates a new re-
authentication certificate. 
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Class Description: ReAuthenticatinCertificateCreator 
This class is an already existing class. It provides methods for creating 
an Re-authentication certificate. It follows the X.509 standard for 
certificate creation. 
The UML representation of the ReAuthenticatinCertificateGenerator 
class: 

 
A short description of the prototype relevant methods is given below: 

• setValidNotAfter ( ): Used to set the time when the Re-authentication 
certificate expires. 

• setValidNotBefore ( ): Used to set the time when the  
Re-authentication certificate starts to be valid. 



 

 
- 86 - 

Re-authentication of Critical Operations 

• setSerialNumber ( ): Used to set the serial number of the  
Re-Authentication Certificate. 

• setSignatureAlgorithm ( ): Used to set the signature algorithm within 
the AttributeCertificateInfo field. 

• encode ( ): DER encodes the Re-authentication Certificate. 

• addAttribute ( ): Used to add attribute objects to the attributes 
SEQUENCE within the attribute certificate. The attribute objects is 
ordered within the SEQUENCE in the same order as they where 
added. 

• sign ( ): Used for signing the reAuthenticationCertificateInfo 
SEQUENCE field. The reAuthenticationCertificateInfo is DER-
encoded before signing. 

Class Description: Attribute 
This is an already existing class, which creates an Attribute object and 
adds the privileges to it. The class is used by the Sls class as a step in the 
creation of the certificates. 
The UML representation of the Attribute class: 

 
A short description of the prototype relevant methods is given below: 

• getType ( ): Gets the type of the Attribute. 

• addPrivilege ( ): Adds a privilige to the Attribute. 

• getPrivilege ( ): Gets the privileges of the Attribute. 

• toASM1Object ( ): Converts the Attribute to an ASN1Object. 

• decode ( ): Decodes an Attribute from the given ASN1Object. 

Class Description: Privilege 
This is an already existing class. It represents a privilege within an 
attribute. The operations that are to be allowed authorisation are located 
inside a privilege object. 
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The UML representation of the Privilege class: 

 
A short description of the prototype relevant methods is given below: 

• setUsageType ( ): Sets the usage type of the privilege. Is a constant 
value in the case of the protoype. 

• getUsageType ( ): Gets the usage type of the privilege. 

• setOperations ( ): Sets the operations of the privilege. In the case of 
the re-authentication prototype there will only be a single operation 
that can be included in this field. 

• getOperations ( ): Gets the operations of the privilege. 

• addConstraint ( ): Adds a time constraint to the privilege. 

• getConstraint ( ): Gets the time constraint of the privilege. 

• toASN1Object ( ): Converts the privilege to an ASN1Object. 

• equals ( ): Compares two privileges. 
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Class Interaction – Part Two 
This section shows the interaction between the classes. To increase the 
comprehension of the interaction only the method names that are of 
relevance for the prototype are included in the UML diagrams. 
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This chapter describes how the problems were handled during 
implementation and testing. It also gives brief statements on 
performance, auditing, role-based re-authentication, re-authentication 
over the unsecured networks and delegation. 

9.1 Implementation 
The Java language has been used to implement the Security 
Architecture, which made it the obvious language choice for the  
re-authentication prototype. I had very little Java coding experience 
before. Nevertheless the implementation worked out rather smoothly. 
That is at the mercy of the fine readability of the Java programming 
language. 
The time assigned for implementation was initially 4 weeks. However, 
the design progressed slower than expected. When the design was at last 
finished it was one week later than planned. But when it was time to 
start implementing the prototype the design proved to be very helpful. 
The implementation only acquired two and a half-week of the originally 
assigned 4 weeks, which put me back on track regarding the initial time 
schedule. 
All the functional requirements on the Basic and Normal level are 
implemented. Those that are left are on the Extra level. They were not 
implemented due to the time restriction of this thesis. The non-
functional requirements on the level Basic and Normal are discussed 
later in this chapter. The non-functional requirements on the level Extra 
i.e. N1 and N2, are performance related. They will be indirectly 
mentioned later in this chapter under section 9.2.2, Performance. 

9.2 Security And Performance Review 
This section gives a brief discussion over how the prototype 
implementation influences the overall Security and performance of the 
Security Architecture. 

9.2.1 Security 
In chapter 5 of this thesis three design proposals were given. The one 
with the best-presumed security was chosen for implementation. One of 
the reasons for choosing this solution was that it uses certificates to send 
the information over the Internet. Certificates provide integrity and 
authority of information and if they are encrypted they provide 
confidentiality as well.  
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The prototype uses the already existing security functionality of the 
Security Architecture. The lack of security in the prototype may be 
caused by the increased amount of information sent over the Internet in 
the form of Re-authentication Certificates and certificate requests, which 
is a result of the re-authentication protocol. Even if non-authorised 
individuals gain access to this information, it will be of no use to them. 
The reason for using certificates is to gain assurance of the validity of 
the information included within it since the signature value field in a 
certificate contains a checksum of the other fields, encrypted with the 
CA’s private key (the CA in this case is the SLS). Thus, no unauthorised 
user will be able to change the content of a certificate without the system 
noticing it and no unauthorised user will be able to use a certificate to 
gain authority in the system. 

9.2.2 Performance 
Initially, while specifying the requirements of the prototype, I chose to 
add requirements for testing the performance of the system with the 
prototype incorporated with it. The prototype is not implemented to send 
information packages over the network. This makes performance tests 
on the prototype of no relevance for the authentic system. That is why 
no performance tests have been performed on the prototype.  
Nevertheless, the same method of authentication is used for the  
re-authentication process as in the login process. Furthermore, the 
amount of information that has to be accessed from the LDAP server for 
the creation of the re-authentication certificates is much less than the 
amount that has to be accessed during login. This does not prove that the 
performance of the re-authentication process will be good enough. 
However it will most likely be acceptable for the re-authenticating user. 

9.3 Auditing Re-authentication 
The auditing of the re-authentication process is included in the 
requirement specification as the requirements F11 and F12. The 
requirement level of the above mentioned requirements is Extra, which 
puts them on a very low priority. The definition of the level extra is that 
requirements at this level will only be implemented if the requirements 
at the levels Basic and Normal take less time than expected. I have 
therefore chosen not to design and implement these two requirements. 
However, designing and implementing a method for auditing the re-
authentication process is not a difficult task and I have given an idea of 
how this can be done in section 5.3.4, “Audit Trail”. 

9.4 Role Based Re-authentication 
Role based re-authentication is used when there are different levels of 
users in the system. 
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The motive behind the role based re-authentication is that a more 
experienced user is trusted to execute operations to a higher degree than 
a regular user, that is, the trusted user is allowed to execute some of the 
operations that normally require re-authentication without going through 
the re-authentication process. This is mentioned in the requirement 
specification as requirement F8 and it has the requirement level Extra. 
There was no time to design and implement this requirement. A 
suggestion on how this can be done is given below: 
When the user logs on and starts to fetch his credentials from the LDAP 
Server, the attribute certificate is written and sent back to the user as a 
part of his credentials. Depending on how trusted this user is (what role 
he has), he receives a different list of re-authentication operations to his 
attribute certificate. In this manner different roles get different  
re-authentication lists. 
Before adding this functionality to the security architecture there are 
some security issues that have to be dealt with. A consequence of this 
functionality is if a fraudulent employee starts executing operations from 
an administrators workstation while the administrator is on a coffee 
break. Role based re-authentication makes some of the critical 
operations directly executable for experienced users and can therefore 
jeopardise the security of the security architecture. The security issue 
has to be weighed up against the convenience of the user. In most cases 
the security will have the upper hand, but in systems where some 
operations are considered to be semi-critical they can be ordered so that 
experienced users are allowed to execute them without going through 
the re-authentication procedure. 

9.5 Re-authentication Over Unsecured Networks 
This section is meant to give a very short description of the re-
authentication protocol’s communication over unsecured networks. 
There are some different approaches for how the re-authentication 
protocol should behave over Unsecured Networks. Here is one of them: 
When a call to the ADF has the outcome: re-authentication required, the 
server application treats this as an exception and backs up to the point 
before the call. After that the condition is propagated back to the client, 
where the user is prompted for authentication. The client application will 
after this is done re-issue the call that caused the exception. A re-
authentication certificate will then accompany the new call back to the 
server. When the call is returned and the operation is executed the 
certificate is deleted and the ADF can retain its ordinary state. 
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9.6 Delegation of Re-authentication 
Delegating re-authentication to other servers and operations is a must in 
larger systems. It means that when a server receives an operation call 
that requires re-authentication it might need to call another server which 
in turn calls yet another server and so on. This gives us a chain of 
servers, which in turn are required to execute further operations that 
might require re-authentication. This significantly complicates the re-
authentication process and consequently demands of the servers to be 
able to single-handedly ask for re-authentication certificates. I have not 
taken delegation under consideration during this thesis work since 
delegation probably requires yet another 20 weeks of work to design. 
This problem has to be designed and implemented if re-authentication is 
added to the authentic system. 
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In this chapter the conclusions that can be made from this report are 
presented and discussed. Suggestions for further work are also 
presented. 

Methodology 
The methodology used (and mentioned in section 1.3, Methodology) 
during this master thesis is ideal for projects where you have to develop 
and implement software prototypes. The only problem is that it is rather 
difficult to plan how much time every phase will acquire. The only 
solution to this problem seems to be years of experience planning this 
type of projects. Nevertheless, the deadline of twenty project weeks was 
kept even if the time for one phase had to be reduced to deposit it into 
another phase i.e. the design did take one extra week, which was taken 
from the implementation phase. 

Security 
The security of the re-authentication process relies on two objectives: 
1. The use of certificates to insure the required security that is needed 

for the re-authentication process. Certificates are very useful in cases 
where you need to send information over unsecured networks. They 
provide means to submit information about the users identity, the 
identity of the authority, that gave the user the authority to execute a 
critical operation and a validity time for the critical operation. By 
signing the above mentioned information integrity is provided to the 
certificate making it very difficult to forge. The certificate used is a 
Re-authentication Certificate (RC), which is an Attribute Certificate 
(AC) that only holds information about one specific re-authentication 
operation in its attribute field. The AC had to be re-designed so that 
it only possesses the authority of one critical operation. Otherwise 
the AC standard has been followed as far as possible. That is to 
guarantee the security demands on the certificate. 

2. An access control decision function is used when making access 
control decisions based on the RC. That is to ensure that the 
appropriate RC holder is the entity that has requested access. The 
access control decision function used is the one that is previously 
discussed in the report, section 4.5.5, Access Control Decision 
Function (ADF). This function already existed in the security 
architecture. A method has been added to catch the re-authentication 
process to that object. The security of the re-authentication process is 
presumed to be adequate and have been tested at the department. 

The objectives above give the re-authentication process the necessary 
security that was originally demanded in the beginning of this report see 
section 2.3, Re-authentication. 
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Performance 
The implementation of the prototype is meant to prove that the  
re-authentication function is possible to add to the security architecture 
without any security and performance loss. The performance issue is 
rather difficult to test in this case, since the implementation is based on 
the initialisation of the necessary objects i.e. the ADF, the SLS and the 
insertion of the required functionality into these objects to prove the  
re-authentication process. As a consequence of that, a performance test 
can never prove how the prototype will work in an authentic 
environment. On the other hand the same authentication function is 
inherited to the re-authentication process that is used by the security 
architecture to authenticate the user during the re-authentication process. 
This does not prove that the re-authentication function will be 
adequately fast but it will most likely be acceptable for the re-
authenticating user. 

Conclusions on security and performance: 
• It is proven that a re-authentication protocol can be added to a total 

security architecture. 

• The prototype is proven to be sufficiently secure by the use of 
certificates and an access control decision function. 

• The prototype’s performance is not guaranteed since no tests have 
been done that can insure the performance of the re-authentication 
process in an authentic environment. 

Recommendation For Further Work 
To be able to insert the re-authentication functionality to the security 
architecture some additional work is needed. Some of the work is very 
essential for the existence of the prototype in an authentic environment 
while other work offer functional convenience. 
The necessary work is: 

• Making the re-authentication work over unsecured networks. 

• Delegating re-authentication to other servers and operations. 

• Auditing re-authentication. 
More details on the above-mentioned recommendations are given in, 
chapter 9 “Problem Solution”. The first two have to be added in a 
system to make the re-authentication work in an authentic system. The 
auditing of re-authentication is not required to provide the re-
authentication functionality, but nevertheless no security architecture is 
100 percent secure, which means that something can go wrong. By 
recording re-authentication related events, including user identity in the 
audit trail full user accountability can be upheld for important critical 
operations. 
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The functional convenience work is: 

• Role based re-authentication 
More details on the role based re-authentication is given in, chapter 9, 
Problem Solution. The security issues in this function make it less useful 
in systems where the security level is very high. Nevertheless the 
function can be added to architectures where different degrees of critical 
operations exist. 
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ADF  Access control Decision Function 
ADI  Access control Decision Information 
AEF  Access control Enforcement Function 
APA  Authentication and Privilege Attributes 
API  Application Programming Interface 
AS  Authentication Server 
ASM  Application Security Module 
ASN.1  Abstract Syntax Notation One 
BER  Basic Encoding Rules 
CA  Certifying Authority 
CORBA  Common Object Request Broker Architecture 
DCN  Data Communication Network 
DER  Distinguished Encoding Rules 
GSS-API  Generic Security Service-API 
GUI  Graphical User Interface 
HTTP  Hyper Text Transfer Protocol 
IDL  Interface Description Language 
IIOP  Internet Inter ORB Protocol 
IP  Internet Protocol 
IPSec  IP Security 
IT  Information Technology 
LDAP  Lightweight Directory Access Protocol 
LCT  Local Craft Terminal 
MIC  Message Integrity Code 
NE  Network Element 
NEM  Network Element Manager 
NMS  Network Management System 
O&M  Operations and Maintenance 
ORB  Object Request Broker 
PKI  Public Key Infrastructure 
PAC  Privilege Attribute Certificate 
PAS  Privilege Attribute Server 
RBAC  Role Based Access Control 
RBS  Radio Base Station 
RFC  Request For Comment 
RNC  Radio Network Controller 
RNS  Radio Network Server 
RSA  Rivest, Shamir and Adleman 
S-HTTP  Secure-HTTP 
SACM  Secure Association Context Manager 
SLS  Single Logon Server 
SNM  Sub Network Management Protocol 
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TGS  Ticket Granting Server 
TGT  Ticket Granting Ticket 
TLS  Transport Layer Security 
VPN  Virtual Private Network 
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Abstract 
This is a study on the development of a re-authentication prototype. Re- authentication 
serves as a receipt for e.g. system administrators that authorise them to carry out a critical 
operation in a system that already is protected by a security architecture. A critical 
operation is a kind of operation that can cause serious damage to a network node or a set 
of network nodes, if it is done without one giving it a second thought. The purpose is to 
prevent mistakes and secure the users’ audit trail. The main task is to propose and 
implement a re-authentication prototype, that is to enable the incorporation of the re-
authentication prototype to an already complete security architecture and yet preserve 
the security and performance level of the architecture. This thesis deals with this problem 
by using digitally signed certificates to provide the necessary security issues. The 
certificates used are called re- authentication certificates and follows the X.509 attribute 
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On basis of that decision the user can get the authority to execute critical operations. The 
finished prototype confirms that a re-authentication can be incorporated with the security 
architecture. The report also shows that the security status of the architecture is 
preserved. The performance of the prototype is rather difficult to prove since the 
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prototype implementation only initialises the objects that are required to prove the 
security issues. A performance test can therefore never prove how the prototype will 
perform in an authentic environment. The performance is assumed to be adequate since it 
uses the same authentication function that is used by the security architecture.  
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