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Abstract 

Secure networks require each node to individually be as secure as possible. Transporting 

telecommunication data using IP based networks increases the need for security solutions due to 

increased exposure to threats. Ericsson currently provides a reference solution for carrying radio 

traffic over standardized Ethernet using IP, which in the current version relies on third party 

equipment. This equipment, and their recommended configuration, needs to be tested to ensure 

that the reference solution is as secure as possible.  

The main purpose of this thesis is to provide Ericsson with a template that describes how 

security testing of the currently recommended equipment can be carried out. 
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1 Introduction 

Security is of great concern for everyone designing network solutions, especially if the 

solution is an important part of a nation’s infrastructure. As a developer of telecommunication 

systems, Ericsson is responsible for providing secure solutions. As more and more of these 

systems rely on the Internet Protocol (IP), both in public and semi-public networks, protecting 

them becomes more important. 

Ericsson’s current reference solution for an IP based transport network carrying radio 

traffic over standardized Ethernet may be placed in possibly hostile environments. It thus needs 

to include different security mechanisms than those used in private, trusted environments.  

Defense in depth is a strategy used to secure computer networks in which hardening 

(securing) all nodes is fundamental. While hardening nodes is important, being able to verify the 

level of node security is equally important. This simplifies the process of identifying 

configuration and design mistakes. 

When recommending third-party equipment as part of a reference solution, which is 

currently the case, Ericsson must be able to guarantee that these products provide a certain level 

of security. To do this, being able to verify the level of node hardening done is crucial. Without 

access to internal documents describing design and configuration decisions, verifying how well 

the node is hardened becomes complicated. Therefore there is a need for a template describing 

how to do this, preferably using automated tools where possible to reduce costs. 

1.1 Reading instructions 

This report is divided into several sections to simplify for the reader. The background is 

mainly for those unfamiliar with computer security, risk assessments and node hardening. It can 

also be useful for those who need to refresh their memory. 

The most important results, which are the templates, are presented in the section called “
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Proposed templates”, while intermediate results that are used to motivate decisions made when 

creating the templates are available in “Research findings”. Result sections focus on describing 

processes and only briefly mentions final results. Detailed results, such as complete templates, 

are available in internal Ericsson documents. 

At the end of this report there is a glossary which explains expressions and abbreviations 

used in this document. 
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2 Research methodology 

This section describes the goals and scope of this research as well as the research 

environment and previous work. Neither the tests carried out nor the resulting verification 

templates are guaranteed to fully comply with any existing security test methodology such as The 

Open Source Security Testing Methodology Manual (OSSTMM) [P-1] or Common Methodology 

for Information Technology Security Evaluation (CEM) [P-2]. This is because gaining enough 

knowledge about each of them would require more time than what is available for this thesis and 

none of them are used within Ericsson today. In the scope of this thesis they are only used as 

inspiration and sources of knowledge.  

Early during this research practical security tests were carried out on the equipment 

described in “Research Environment”. The results and knowledge gained from theses tests were 

used when creating the generic and vendor specific verification templates. 

2.1 Research goals 

The research presented here tries to identify a way of working with node hardening 

verification in an Ericsson solution network, more precisely in packet radio access network 

(PRAN). To pursue this goal a plan consisting of several steps is used: 

• Identify assets in, and threats against PRAN nodes. 

• Identify vulnerabilities in PRAN nodes. 

• Identify whether sufficient controls are in place to prevent identified vulnerabilities. 

• Identify requirements for tools to help automate the node hardening verification process. 

• Identify tools which may satisfy these requirements. 

• Perform practical node hardening analyses on Ericsson’s network equipment. 

• Create a template that describes how to work with node hardening verification of a 

generic PRAN node, preferably divided into several levels of priorities. 

• Create vendor specific templates for nodes recommended in the PRAN R2 connectivity 

solution. [E-1] 
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The templates provide an evaluation method which is repeatable and tries to prevent that a 

serious flaw is found in the evaluated product later. Repeatability is important as different 

evaluations of the same product must give similar results. 

2.2 Research Environment 

The environment used in tests and as a basis for decisions is primarily based on the 

reference solution described in “Packet RAN Connectivity Solution R2” [E-1]. It specifies a 

packet radio access network using several nodes, switches, security gateways (SEGw) and time 

servers, which are all interesting from a node hardening perspective. 

In the R2 reference solution, RAN switches are Extreme Networks Summit X450a 

(24/48p)1, which operate in layer 2 and supports management using IP-based applications (telnet, 

ssh etc). The SEGw’s are Juniper Networks SSG 550
2
, with security features such as stateful 

firewall, IPSec, VPN etc. 

The time servers are realized, in the R2 reference solution, using Symmetricom 

SyncServer S2003 with nanosecond time accuracy, synced using GPS signals and with optional 

built-in oscillators. 

2.3 Research Scope 

The scope for this research is based on “Packet RAN Connectivity Solution R2” [E-1], 

more specifically the nodes specific to PRAN. These are, as mentioned before, RAN switches, 

RAN security gateways and time servers. The focus is on node level, rather than business or 

network level security. These levels would have required inspecting customer specific policies, 

such as policies for overall security, patch management, backup, logging etc. Configuration of 

internal services, such as firewall rules and routing tables depend on the surrounding network and 

verification of these is therefore not part of this research. Neither is verifying physical node 

                                                   

1 http://www.extremenetworks.com/products/summit-400-24t.aspx 

2 http://www.juniper.net/products/integrated/ssg_500.html 

3 http://www.ntp-systems.com/product_syncserver-s200.asp 
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security part of this research; this would have included testing power supplies, cooling, fire 

protection etc.  

Vendor specific templates are developed only for those nodes recommended by Ericsson 

in “Packet RAN Connectivity Solution R2” [E-1], these are described in the research environment 

section.  

Examination of tools is narrowed down by only treating those listed in “Vulnerability 

Analysis Tools” [E-2] and “Top 100 Network Security Tools” [T-1]. Requirements are limited to 

those needed to perform the tests with high or mandatory priority and are based solely on the 

needs for testing nodes in Ericsson’s PRAN solution. It is only tools needed to perform 

mandatory tests that are examined and compared thoroughly. 

2.4 Prior work 

No similar work of this extent has been carried out for PRAN purposes earlier. The 

equipment is delivered by third-party companies and the security tests performed by Ericsson 

today are very simple and require improvement. Other departments with similar equipment have 

documented the hardening process of these nodes, and in rare cases security tests as well. The 

information provided by these internal Ericsson documents is used as background information for 

this research. 

There are also documents describing the baseline security level [E-3] and rules regarding 

security [E-4] available, which needs to be followed when designing a network element in 

Ericsson's portfolio so that it complies with the Ericsson security architecture. In this context 

these documents are used to verify that the templates ensure a certain security level. 

The current situation at Ericsson and thus prior work as well, is described in more detail 

in the section “Current situation at Ericsson”. 
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3 Background 

This section provides background theories necessary to understand the results of this 

thesis. It covers computer and network security as well as risk assessment, node hardening and 

node hardening verification. The intention is not to completely cover computer or network 

security, rather those parts most important for this thesis. 

Basic knowledge in computers and computer networks is required to fully understand this 

section. At the end of this report there is a glossary which explains expressions and abbreviations 

used. 

3.1 Computer security 

This section treats basic computer security and essential knowledge necessary to 

understand the results presented in this report. It is written with [P-3] as its primary source of 

information, but some paragraphs have additional references. 

Computer security is about protecting assets. A classification of protective measures can 

be made into those made for prevention, detection and reaction. This thesis, i.e. node hardening, 

is mainly about prevention, taking measures that prevent assets from being damaged. 

Information assets have several properties which may be compromised; the most 

frequently proposed are confidentiality, integrity and availability. Not everyone considers this list 

complete and there is no common definition that all security experts agree on. Availability is 

considered the most important property in PRAN. This thesis uses the following definitions, 

taken from ITSEC [P-4]: 

• Confidentiality: prevention of unauthorized disclosure of information. 

• Integrity: prevention of unauthorized modification of information. 

• Availability: prevention of unauthorized withholding of information or resources. 

 

Confidentiality is historically closely related to security, and is by many still considered 

the main objective of computer security. Unauthorized users shall not be able to read, or learn, 
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sensitive information. Integrity has no concise definition, but in general it is about making sure 

that everything is as it is supposed to be. Within computer security integrity deals with preventing 

unauthorized writing, or changing of data. Availability is about preventing denial of service, 

techniques to improve availability come from areas such as fault-tolerant computing rather than 

traditional computer security. In addition to these properties accountability is important in the 

context of this thesis, which means that it shall be possible to hold a user responsible for his or 

her actions. 

Authentication is the process of verifying a user’s identity. This is important for two 

reasons, as a parameter in access control decisions and to record user identities when logging 

events. As we cannot prevent all kind of unauthorized actions, being able to keep an audit trail of 

security relevant events is very important. Authentication is often performed by comparing the 

username and password provided by the user, with the ones stored in the system. This process is 

compromised if someone obtains someone else’s password, and thus steals their identity. There 

are several ways this can be done, such as password guessing and compromise of the password 

file. Selecting a good password is a critical security issue, as the probability of the password 

being guessed shall be kept low. Password guessing can be performed either using exhaustive 

search (brute force attack) or intelligent search (dictionary attack). To improve password security 

the system should, using password checkers which simulate an attack against the system, prevent 

the usage of weak passwords. It is also important to protect the password file using access control 

and encryption. 

Controlling access to information assets is done by authentication together with 

authorization, which is the process of ensuring that the authenticated identity has legitimate 

access to the requested object. Access control is primarily used to ensure integrity rather than 

confidentiality, and is based on two access modes, observe (read) and alter (write). It is provided 

using access rights with attributes such as execute, append, read and write, as well as object 

ownership. 

Ensuring that a system is secure requires security policies in place, which describe how to 

handle things such as logging and backup. Policies are simply strategies on how to protect your 

systems. If well written, they make it possible to react and recover from most situations quickly. 
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Policies are preferably based on a risk assessment, and contain a detailed password policy, 

responsibilities, email and Internet policies etc.  

A risk assessment is the process of identifying assets, threats against them and 

vulnerabilities which may be exploited. With this information the policies will be able to 

accurately focus on important issues. [P-5] 

3.1.1 Secure design principles 

Saltzer and Shroeder wrote in their classic paper The Protection of Information in 

Computer Systems [P-6] about 8 basic principles of information protection. These are still 

considered fundamental when designing secure systems. Other design strategies such as defense 

in depth, which plays an essential part in network security, have emerged out of these. 

• Principle of Economy of Mechanism 

Keep the design as simple and small as possible. This applies to any aspect of a system, 

especially protection mechanisms. 

• Principle of Fail-safe Defaults 

Access shall be denied in the default situation; permissions shall grant rather than restrict 

access. 

• Principle of Complete Mediation 

Access permissions shall be checked for every access to every object as they might have 

been changed since the last access attempt. 

• Principle of Open Design 

Security shall not depend on keeping the design secret, but rather on possession of more 

easily protected assets such as keys and passwords. 

• Principle of Separation of Privilege 

Requiring two keys to unlock a protection mechanism is more secure as the keys can be 

physically separated. 

• Principle of Least Privilege 

Every user and application shall operate using the least privileges possible to reduce the 

impact of an attack. 



 

 

 

9 

• Principle of Least Common Mechanism 

The number of shared mechanisms shall be kept at a minimum as every mechanism 

shared among users represents a potential information path.  

• Principle of Psychological Acceptability 

The human interface shall be easy to use to ensure that users apply the protection 

mechanisms correctly. 

3.1.2 Attacks and attack prevention 

There is a wide range of attacks by which a user may gain unauthorized access to 

information or services. This is often referred to as privilege escalation if the user already has 

basic access and simply increases his or her rights. Exploiting misconfiguration and 

implementation flaws are the most common ways of gaining unauthorized access, and depending 

on the targeted service and node these kinds of attacks may be very different. 

One of the most well known ways of exploiting implementation flaws is by an attack 

called a buffer overflow attack. It takes advantage of the fact that computers use finite buffers to 

store their data. If the user is allowed to store more data than what fits into the buffer he or she 

may be able to overwrite data stored by other applications. Carefully crafted data enables the 

attacker to take over other applications completely. If these are executed with higher privileges 

than the attacker has, privileges have been successfully escalated. It is primarily applications 

written in C and C++, where programmers handle all the memory addressing, which are 

vulnerable to these attacks. There are several ways to protect against buffer overflows, such as 

using protected C/C++ libraries etc. [P-7] 

If preventing intrusions fails it is important to at least be able to detect them. This can be 

done using an intrusion detection system (IDS), which can be either network or host based. H-

IDS’s detect intrusions in a node by monitoring logs and the file system to identify changes made, 

while N-IDS’s detect intrusions in a network by monitoring the traffic. [P-8] 
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3.2 Network security 

This section provides basic knowledge about network security and is written with [P-9] as 

the primary source of information. 

As with computer security in general the desirable properties of secure communication 

include confidentiality, integrity and availability, and in addition to these authentication. In the 

context of secure communication, confidentiality requires messages to be encrypted to ensure that 

no eavesdropper can intercept and interpret the message. Hosts may also want the fact that they 

are communicating to be a secret, which is harder to accomplish as messages are routed through 

several nodes on its way between two hosts. Authentication allows the sender and receiver of a 

message to confirm the identity of each other. This is important when transferring data to ensure 

that the sender’s and receiver’s identities have not been forged. In addition to being able to 

authenticate each other the sender and receiver may want to ensure that the message has not been 

altered during transmission. Message integrity, as well as some techniques for authenticating the 

communicating parties, relies on cryptography just like confidentiality does.  

As mentioned before, availability is the single most important property for all services 

provided by PRAN. This can be ensured using access control to distinguish legitimate traffic 

from denial of service attacks. 

An attacker may potentially perform eavesdropping, modification, insertion or deletion of 

messages or message content. Unless appropriate countermeasures are taken this allows the 

attacker to mount a wide rage of attacks involving snooping on communication, impersonating 

another entity, hijacking an ongoing session, denying service to legitimate network users etc.  

There are several methods, which combined may mitigate these attacks. The most 

important strategy to improve security in PRAN is defense in depth. By using as many 

complementary security mechanisms as possible, and arrange them to back each other up, 

security becomes redundant. If one of these mechanisms fails there are others to ensure that the 

system is not compromised. The importance of this principle is further motivated by the wide 

range of threats today’s networks are exposed to, there is not one solution to mitigate all of them. 

[P-10] [P-11] 
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“The siting of mutually supporting defense positions designed to absorb and 

progressively weaken attack, prevent initial observations of the whole position by the enemy, and 

to allow the commander to maneuver his reserve.” - Department of Defense [P-12] 

Script kiddies, professional crackers and trusted users do have methods in common but 

still present unique threats against a network. By using protection according to the strategy of 

defense in depth all these attackers will hopefully be discouraged. Firewalls, intrusion detection 

and prevention systems, competent users and administrators, policies and strong passwords are 

examples of things that go into a security strategy. They are all important, but have little value by 

themselves compared to when they are implemented together. [E-5] 

Many networks only implement perimeter defense, i.e. firewalls, to protect against attacks 

from the outside. The local network access vector is often forgotten and attacks from this are 

unexpected [P-8]. The lack of protection against attacks from this vector is an example of trust 

relations; other examples include local servers which are never authenticated etc. According to 

Computer Security Institute/FBI and Ernst & Young, nearly 50% of all network attacks come 

from the inside [P-13]. This shows the importance of a defense in depth strategy, in which node 

hardening plays a crucial part. 

3.2.1 Cryptography 

The focus of cryptography is often on providing confidentiality, but as mentioned before 

it is also important to provide authentication and message integrity. As these are all necessary 

properties of a secure network they show the importance of cryptography. The techniques used 

date far back in history, but modern methods are mainly based on advances made in the past 30 

years.  

Cryptography allows the sender of a message to disguise data so that it cannot be 

interpreted by an intruder, but still read by the receiver. The message in its original form is 

referred to as plaintext, using an algorithm this is transformed into an encrypted message, called 

cipher text. Encryption methods are divided into symmetric key systems, where the sender and 

receiver share a secret key, and public key systems where each user has two keys (one public and 

one private).  
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PRAN use several protocols, typically for management, which provide confidentiality and 

integrity as well as authentication. This is essential as they transport confidential information, 

which if modified affects the services provided by PRAN. But encryption does not solve all 

problems, configuration is still essential to provide secure services. SSH for instance, which is 

used to configure nodes, allows for man-in-the-middle attacks if it is not configured to 

authenticate the server in a secure way. SNMP which is used to send alarms and diagnostic data 

from the nodes is far too often configured to use default passwords (known as community strings). 

3.2.2 Certificates 

In the computer security context a certificate can be defined as a digitally signed 

document that binds a person, name, key etc. to some other information. They are crucial in 

public-key systems to enable an entity to verify that the keys used to check signatures and 

decrypt messages belong to the right party. The binding between a key and for instance a name, is 

established by the certificate issuer, which is the party that signs the certificate. This certificate 

issuer is often referred to as a certification authority (CA). It needs to verify the identity of a user 

before signing a certificate, and all certificate users must trust the CA.  

Public Key Infrastructure (PKI) is a term used to describe the system for issuing and 

managing certificates, X.509 version 3 is the most commonly used PKI standard today. It was 

originally intended to bind passwords to pathnames, to note who has permissions to modify 

X.500 directory nodes. Version 3 includes extensions to increase flexibility and has been adapted 

to the Internet. In X.509 the user does not have to trust a certificates CA directly, as a hierarchy 

of certificates is used, with a root certificate at the top. As long as the user trusts the root 

certificate issuer, it can also trust any certificate in the tree hierarchy.  

If a certificate needs to be revoked, it can be so in different ways. Certificate revocation 

lists can be distributed at regular intervals or on demand, which is the solution proposed in X.509. 

Instead of lists, a protocol can be used to perform an online query to verify the current status. 

Certificates are used to provide secure identification of users and nodes in public key 

based protocols such as SSH. They shall preferably be used instead of passwords for 

identification as they are safer; most protocols using certificates use keys that are much longer 
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than an average password. Therefore brute force attacks are infeasible without exploiting 

implementation or design flaws. 

3.2.3 Defense mechanisms 

To improve network security several devices have been invented to provide access control 

and monitoring. Most network equipment today offers features to increase security. Devices such 

as switches and routers provide network segmentation and basic access control as well as alarms 

upon failure.  

Most networks can be divided into two or more segments from which users pose different 

threats. It is necessary to security-check traffic traveling between these segments to ensure that 

only legitimate traffic enters trusted networks. Even though segmenting networks using switches, 

routers and VLANs provides some basic security, this is not enough as it is too easy to bypass. 

Attackers can gain access to services only meant to be accessible through certain physical ports 

and networks. Therefore securing all running services is essential. If creating an air gap, which 

simply means that there is no physical connection between two networks, is not feasible, a 

firewall may be used to provide better network segmentation than routers and switches. 

Firewalls are categorized into packet-filtering and application-level firewalls depending 

on which network level they operate at. In the PRAN R2 reference solution the security gateway 

implements a packet-filtering firewall. It parses the packet header and then applies filtering rules, 

which are often based on the source and destination addresses and ports, message types and 

connection state. 

Firewalls are the most important component to network security. For networks connected 

to the Internet these are often the only manifestation of the security policy; without a firewall the 

internal network will be accessible by users from all over the world. It is important to remember 

that firewalls do not solve all security problems; they are part of the perimeter defense and thus 

do not affect users on the “inside”. [P-8] 

In addition to segmentation it is necessary to be able to monitor the network to detect 

intrusions. As most networks transport huge amounts of data this cannot be performed manually; 
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there is a need for automatic intrusion detection systems. Existing systems fall into two categories, 

host (HIDS) and network intrusion detection systems (NIDS). HIDS’s are usually installed on 

important hosts to report and sometimes prevent intrusions. As these systems have to monitor 

everything that happens on the host they will always have a performance impact on the machine. 

NIDS’s are separate devices connected to the network, either listening passively or inspecting 

traffic passing through its interfaces. If the network is set up to route traffic through the NIDS it 

has the ability of denying traffic, devices taking advantage of this is often called intrusion 

prevention systems (IPS). Configuring an intrusion detection system is a complex task which 

requires knowledge of the network and its traffic. A neglected IDS is often worse than no IDS at 

all, as it may provide the attacker with a simple target from which further attacks can be launched. 

[P-8] 

3.2.4 Security policies 

A security policy is a set of rules and practices on how to protect critical system resources 

[P-14]. As with computer security in general, a well written security policy is an essential basis 

for network security. It makes it possible to react and recover from most situations quickly. As 

mentioned before, firewalls and other means for network segmentation may be used to implement 

a security policy. But not all policies can be implemented using these techniques, some require 

educating personnel, standardizing processes and node hardening, i.e. node configuration. 

Creating a security policy often requires a risk assessment to be performed, to ensure that the 

policy covers all assets and possible threats against the network.  

3.2.5 Attack methods 

There are a huge number of attacks which can be carried out against a network; many of 

them are platform specific, others more generic. They can all be categorized into system 

compromise, information gathering, eavesdropping, injection and modification of data and denial 

of service attacks. During the risk assessment performed as part of this thesis, possible attacks 

against PRAN were identified and documented. 

System compromise can be accomplished in several ways, the two most common are 

probably password stealing or guessing and exploiting flaws in application and protocol 
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implementations. In addition to these an attacker may exploit a misconfigured service which 

lacks security or evade network access controls to gain access to “protected” services. In the real 

world most attacks are preceded by information gathering, the more knowledge the attacker has 

about the host, the higher the probability of success. Before attacking a network the attacker will 

most likely gather information about IP addresses and operating systems in use as well as 

services provided.  

To gather information eavesdropping may be used to passively listen to all data traffic. If 

clear text protocols are in use the attacker may obtain passwords and other secret information, 

which may later be used to compromise a node. Eavesdropping is performed using an ordinary 

network node configured to receive all data passing its interfaces. The only real protection against 

this is to encrypt all data sent through the network. 

In IP based networks it is possible to spoof packets, which means that a user can send 

forged packets that appears to be sent from another host. This is very hard to protect against; 

routers and firewalls can inspect incoming packets to ensure that they have a source address in 

the correct address range but depending on the network topology this may not be enough. 

Spoofing and eavesdropping allows the attacker to gain a man-in-the-middle position from which 

packets can be injected and modified; this is often called hijacking a connection. The only 

protection against this is, as with eavesdropping in general, encryption or authentication of all 

packets sent and received. 

Denial of service attacks may be performed by exploiting an implementation flaw which, 

when attacked, renders a node useless. In addition to this an attacker may simply overload the 

network or node with data which have the same effect. It is very difficult to distinguish denial of 

service attack data from legitimate traffic, therefore the network and receiving host has to treat 

the attack as valid traffic. When overloading a network or node, attackers often use a large 

number of computers. This kind of attack is referred to as a distributed denial of service attack 

(DDOS). It often uses innocent computers which have been compromised in advance. DOS, and 

especially DDOS, attacks are very difficult to protect against as its traffic is very hard to 

distinguish from legitimate packets. 
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3.3 Risk assessment 

This section gives an overview of risk analysis, including the steps and difficulties 

involved, and is based on the contents of [P-3]. The risk assessment process at Ericsson is very 

similar to the method described here, and is described in further detail in the section “Current 

situation at Ericsson”. A risk assessment is carried out to answer the following questions [P-15]: 

• Which assets do we need to protect? 

• What is the value of these assets to our organization? 

• Which are the threats against these assets? 

• Which are the vulnerabilities in our system? 

• What can be done to minimize the risk of loss or damage to our assets? 

 

Risk is the possibility that an attack can cause damage to a network or its nodes. Risk 

analyses are categorized into quantitative and qualitative analyses, where a quantitative risk 

analysis tries to calculate the expected loss using a mathematical method compared to a 

qualitative analysis using values without an underlying mathematical structure. To assess a risk, 

the amount of damage and the probability of an attack occurring has to be evaluated. The risk can 

be calculated as Risk = Assets x Threats x Vulnerabilities.  

In the risk assessment process, values are assigned to assets, threats and vulnerabilities. 

Before this is done it is important to determine the scope of the assessment to provide the analyst 

with knowledge of what will be covered and not. It will also help identifying which systems and 

applications that will be analyzed and indicate whether the analysis shall have an internal or 

external perspective. [P-15] 

Assets may be things such as hardware, software, data and information as well as 

reputation. Identification of assets can be done systematically while valuation is harder. Some, 

such as hardware, can be valued according to their cost while others, such as reputation are 

harder to valuate.  

Vulnerabilities are exploitable weaknesses of a system, these include programs with 

unnecessary privileges, programs and protocols with known flaws, weak firewall configurations 



 

 

 

17 

etc. Vulnerabilities can be identified using an automatic vulnerability scanner, which recognizes 

known vulnerabilities and their impact rating. It is important to remember that these scanners can 

not find all existing vulnerabilities, therefore a manual vulnerability analysis shall be considered 

as well. 

Threats are actions by attackers who wish to exploit vulnerabilities. They can be 

identified in different ways and are often categorized according to the damage done. It is 

important to identify the source of attacks; is the attacker an outsider, contractor or one of your 

employees? It is also interesting to analyze how an attack is executed, how it starts and which 

steps that needs to be performed to reach the target. The value assigned to a threat shall indicate 

the likelihood that it will occur. 

When determining risk based on the values assigned to assets, vulnerabilities and threats 

using a quantitative analysis, the expected losses can be calculated using probability theory. The 

advantage of this type of analysis is that it is based on a well-established theory and provides 

results which can be used to motivate investments in IT security [P-16]. This is often important in 

organizations where budgets are based on return-on-investment values. It is essential to 

remember that the ratings obtained are based on guesses and that the quality of the result can 

never be better than the guessed input values; this lack of precision is often the reason why a 

qualitative analysis is chosen instead. In a qualitative risk analysis, assets may be rated as critical, 

very important, important and not important, criticality of vulnerabilities can be fix immediately, 

has to be fixed soon, should be fixed and fix if convenient. And threats may be rated as very likely, 

likely, unlikely and very unlikely. The risk is often determined using a table where different asset, 

vulnerability and threat values are mapped against a risk level. 

The result of any risk analysis will be a list of threats which can be prioritized. This is 

very useful when deciding which security measures to implement, but as these analyses take time 

the result is often out of date when presented. It is also expensive to perform risk analyses, which 

sometimes makes them hard to justify. Because of these reasons many organizations use a 

baseline protection instead, typical cases are analyzed and security measures based on the results 

of these analyzes. 
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3.4 Node hardening 

This section gives an overview of node hardening, how it can and should be performed. It 

is primarily based on the contents of [P-8] and [P-17], but with additional references inline to 

further prove important statements.  

The purpose of node hardening is to ensure that the hardened products operate in secure 

mode. They shall be configured to ensure optimum security, which includes preventing 

unauthorized access, system compromise and denial of service attacks. While hardening 

improves security of a specific node, it also improves the overall security of the network and all 

interacting nodes as well. Node hardening is sometimes called host hardening, or simply 

hardening or securing. The goal of node hardening from this thesis point of view is to ensure that 

a node is secure by default. It shall be as securely configured as possible when it is delivered to a 

customer. [P-11] Node hardening is an important part of the security principle called defense in 

depth, which is considered fundamental by Ericsson.  

The process of hardening a node depends on many factors, such as the hardware, 

operating system, services and applications running. There are no generic frameworks, templates 

or tools to perform node hardening, but rather recommendations and platform specific 

instructions available. It is impossible to give detailed information on how to harden a node as all 

of them differ, but there are generic steps which are part of hardening most nodes. These include 

patching the software, minimizing the number of system services running, secure running 

services, control node access, ensure that all activities are logged, and that configurations are 

backed up. These steps are explained in further detail below, the order in which they are executed 

is in most cases unimportant. 

When starting the process of hardening a node it is important to have documentation and 

full understanding of the purpose of the node, and its services. If this documentation does not 

exist it shall be created, which requires knowledge of the hardware and software running. To 

simplify the process of node hardening verification, it is essential to document all work done 

when hardening the node. 
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3.4.1 Patch node software 

Software is often considered to inevitably contain bugs, some of which will be found, 

others which will not. As a part of node hardening it is important to ensure that all software is up-

to-date, and that all available security patches have been applied. It does not matter how secure 

the protocols, or how complex the passwords are, if the software is exploitable. Even though 

patching is part of the node hardening process, it is a never ending process which shall be 

performed regularly by the customer running the node. [P-18] 

3.4.2 Minimize attack surface 

Disabling system services and removing unnecessary local applications is important to 

minimize the risk of exposing vulnerable services and applications to a potential attacker. Most 

nodes, no matter which operating system they use, will have unnecessary services running by 

default. Being able to identify these is an important task, which will require knowledge and 

documentation of what services the node is supposed to provide. 

Minimizing the attack surface is not only about disabling system services, but also about 

removing unnecessary local applications. In UNIX environments there are “SUID” applications, 

which are executed with the permissions of the file owner rather than the permissions of the 

executing user. If a “SUID” application is owned by the administrator (root), and exploitable, any 

user with access to the node will be able to gain administrator privileges. 

3.4.3 Secure running services 

Even though disabling running services and removing applications will increase the 

overall security, there are still services and applications that must be running. These are required 

to allow the node to provide the services it is supposed to, but that does not mean that nothing can 

be done to secure them.  

The task of configuring services and applications to increase security will differ 

depending on the nature of the service and/or application, but there are general precautions that 

can be taken. Apart from securing access control and the file system, which is described below, it 

is important to select the most secure service alternative available. If the same service can be 
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provided using encrypted and authenticated protocols these shall be used. Services used to 

manage the node or transfer credentials and configuration data are extra sensitive. 

Finally the number of trusted relations shall be minimized, as this ensures that one 

compromised node does not give the attacker access to the whole network. This process involves 

limiting from which addresses the node can be managed as well as introducing mechanisms to 

identify and authorize communicating peers. 

3.4.4 Secure access control 

Using a secure solution to identify both the client and the server is an important part of 

hardening a node. The access control solution shall preferably be based on certificates, where the 

servers’ certificate is either copied to the client outside of the ordinary communication channel or 

signed by a trusted CA to avoid MITM attacks 

If identification based on certificates is not possible, the system has to rely on passwords. 

This requires a policy which ensures that the passwords are “good”, i.e. not brute forceable, that 

passwords cannot be reused within a reasonable amount of time, and that there is password aging 

in use. The policy shall also ensure that there are no users without passwords enabled as these 

pose a great threat. Removing old user accounts is an equally important task; these can be abused 

by their former owner as well as by anyone else with enough time to brute force them.  

Minimizing the number of shared accounts is an important part of having secure access 

control. Everyone with node access shall have their own individual account to ensure 

accountability; no administrative passwords shall be shared among several users. 

3.4.5 Secure file system and configuration access 

Configuration data could, if altered, change the nodes behavior, and is often stored in a 

regular file which anyone with the right permissions can modify. Apart from configuration data 

there are other critical files which must not be readable, modifiable or executable by unauthorized 

users. Failing to protect these could pose a great threat to the node and the services it provides. 
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When performing node hardening it is very important to ensure that file and configuration 

access permissions are correctly set. Only authorized administrators shall be able to read and 

modify configurations, execute dangerous applications etc. Some nodes rely on pre-configured 

user levels while others let the administrator ensure that all files in the file system have correct 

permissions. This can be done by first removing all privilege and access and then granting only as 

needed, following the principle of fail safe defaults and least privilege. 

In nodes where the file system is directly accessible by the users it is also interesting to 

monitor file integrity to ensure that no one alters files by mistake or without permission. 

3.4.6 Scan for malware 

Malware, such as viruses and trojan horses, can cause great harm to the node as well as 

the entire network. If the node is running an operating system which is known to have been 

affected by viruses in the past (such as Windows, Mac OS, and UNIX etc.), hardening the node 

requires setting up malware protection. This is done by installing automatic virus scanners which 

are updated and execute scans regularly. 

3.4.7 Backup and Logging 

Even though this thesis does not cover physical security and hardware failures, backups 

are of great concern. If a node is compromised or misconfigured, a backup speeds up the process 

of restoring the node and the services it provides. Even though backup utilities require strong 

policies to be useful, node hardening involves ensuring that there are configured utilities 

available. 

To ensure accountability and traceability, logs are essential. As with backups, logging 

requires policies to be useful, but configuring logging is still to be part of hardening a node. 

There shall be utilities installed and configured which supports logging to a dedicated server as 

well as locally. Tools to monitor and examine the logs locally shall also be available.  
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3.4.8 Minimize information leakage 

Apart from using clear text protocols to transfer credentials and configuration, which has 

been covered before, there are many ways in which a node can leak information. Protocols and 

protocol stacks may be vulnerable to information leakage, such as TCP/IP which can be used to 

determine the operating system version. There can also be misconfigured services, such as SNMP, 

that reveal too much information.  

Changing protocols and protocol stacks is hard, if not impossible, but making sure that 

services are properly configured can, and shall, be done. Removing banners is part of this, they 

are often forgotten, but may reveal a lot more than expected. 

3.5 Verifying node hardening 

As with node hardening, the verification process depends on many factors and there is no 

simple solution. Most information about node hardening verification is based on best practices, 

therefore this section is also based on these best practices and my own views on how to verify the 

process of node hardening described above. Hardening shall have been documented in such a 

way that verifying it is simple; verifying the documented statements shall be enough to ensure 

that hardening has been done. If there is no node hardening documentation available, or the node 

security level needs to be measured, other methods have to be used. These can be very time 

consuming and expensive as they may involve a lot of manual work, but there are tools to 

automate parts of these processes. 

Verifying node hardening is a process which consists of performing a vulnerability 

analysis as well as inspecting policies for passwords, logging and backup. If no node hardening 

has been documented, the process is rather about determining the node security level. If this is the 

case, then carrying out a risk assessment is important. This will identify assets, threats and 

vulnerabilities and help the evaluator to determine if important threats have been mitigated and if 

the security level is satisfactory. 

The vulnerability analysis is divided into two phases, information gathering and testing, 

the latter which can be divided into penetration and denial of service testing. The first phase 

includes detecting available services and information leaks to try to identify vulnerabilities etc. 
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All information gathered is analyzed and presented in a report which covers intermediate results. 

The second phase involves exploiting vulnerabilities by carrying out a penetration or denial of 

service test which tries to exploit identified vulnerabilities and circumvent security mechanisms 

in place. As with the first phase, all information is analyzed and presented in a report. 

Depending on the analysis budget, time frame etc. it may be infeasible to perform both 

phases. In this case the first phase will have to provide enough information to evaluate the node’s 

current security level. A vulnerability analysis performed to measure the node security level will 

be done with full knowledge of the system and its configuration, to ensure that as many 

vulnerabilities as possible are detected. To be able to use the results from the analysis to verify 

the security level, it is important to have access to information about the services provided by the 

node. This shall have been documented before the node was hardened, in a node function 

document.  

Node hardening verification shall be documented to simplify similar work in the future. It 

is important that the documentation includes not only test results but also information about the 

scope of the verification process; what was not tested? With this information a more thorough 

verification process can take place later on, without repeating any parts of the test. 

3.5.1 Inspect policies and credentials 

Logging and backup routines are important to improve the security level in a network, as 

they will help with detecting and identifying intruders as well as restoring data after a system 

compromise. Setting up logging and backup policies has to be done by the customer, but node 

hardening verification shall ensure that there are utilities available to implement both logging and 

backup.  

Certificates are the preferred identification mechanism, but still require policies for secure 

transfer and verification of certificates. Analyzing these policies is part of the node hardening 

verification if security is provided by a certification authority. Otherwise the customer is 

responsible for transferring and verifying certificates in a secure fashion, and thus also verifying 

that their certificate policies are secure.  
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Instead of certificates, usernames and passwords may be used to identify users. If this is 

the case, policies surrounding these shall be inspected. A certain length and password quality 

shall be required, passwords encrypted and password aging activated. Users shall not be able to 

reuse passwords within a reasonable amount of time. In addition to inspecting policies, password 

auditing should be performed, using brute force, rainbow tables and dictionaries to identify weak 

passwords. This can be done locally with access to the password files or remotely through SSH or 

similar access mechanisms. 

Finally, verification that there are no users with empty passwords, no old accounts still 

active and no shared accounts shall be done. This is important to ensure that there is a certain 

level of accountability provided by the nodes’ logging facilities. Login timeouts and the blocking 

of login prompts after a certain number of failed attempts shall be verified, both remotely and 

locally (includes connecting through serial port). 

3.5.2 Identify services and protocols in use 

The documentation which describes services provided by the node, which shall be created 

before the hardening process, also includes detailed information about listening ports and 

protocols in use. Verifying that this information is correct is done using two techniques, port 

scanning and sniffing.  

There are a number of tools to automate the process of port scanning, which provide 

reports containing information about the status of all scanned ports. Comparing these reports with 

the expected result is part of ensuring that the attack surface has been minimized during node 

hardening. Which tool to use depends on the requirements, which may include protocols that 

need to be scanned and the type of scans to perform. 

To verify that the node only supports protocols specified, there are two alternative 

methods. One is to actively perform a scan, which will provide a report with information about 

available protocols, and the other is passively listening to traffic between the node and its peers. 

The former is in most cases more accurate, since the node may support certain protocols but 

never use them to communicate with its peers. They may still pose a threat as an attacker could 

exploit vulnerabilities in those protocols or in their implementations to compromise the system. 
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3.5.3 Verify service configurations 

If no node hardening documentation is available, verifying if a service is securely 

configured becomes hard, and requires knowledge about the service as well as the purpose of the 

node. Depending on the purpose of the service its configuration may or may not affect the node 

hardening, and thus the verification of the hardening. For some services, such as firewalls, there 

are automated tools to verify the security level of the configuration. There are also automatic host 

based vulnerability scanners which compare a node’s configuration to industry best practices. 

3.5.4 Automated vulnerability analysis 

Many of the vulnerabilities known today can be detected by automated vulnerability 

scanning tools. These often try to remotely detect services and protocols running and then 

perform automated exploitation of found vulnerabilities. Using an automatic tool is an effective 

way of gaining knowledge about the node and the services it provides at a low cost. 

Running an automated vulnerability scan is an important part of verifying node hardening, 

probably the most important. This is especially true if you are verifying the security level of a 

node where no node hardening documentation exists. Most tools can also perform penetration 

and denial of service tests, which is the second phase of the vulnerability analysis process. 

With access to the node there is always the possibility of exploiting bugs in local 

applications to escalate your privileges. In addition to running remote vulnerability scans it may 

be of interest to use host based vulnerability scanners and automated source code auditing tools. 

These require access to the configuration data and source code of the applications running on the 

node, but could give information about exploitable bugs. It may also be of interest to run a 

malware scan as part of the node hardening verification, to ensure that the hardening process 

successfully removed any existing malware (viruses, back doors, root kits etc.). 

3.5.5 Manual vulnerability analysis 

Not all vulnerabilities can be detected by an automatic scanner, which means that manual 

vulnerability analysis has to be performed. This analysis includes finding everything that can be 

exploited when attacking and gaining access to a node. Performing manual vulnerability analysis 
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can be very time consuming, and thus expensive. It is hard to decide when to stop the analysis as 

you can never be sure that everything has been covered; the number of possible vulnerabilities is 

almost unlimited. 

Manual analysis in it simplest form consists of identifying all running services and 

searching for vulnerabilities in these services using an online vulnerability database, such as 

those listed under “Public vulnerability databases” in the reference section of this report. This 

may help you find new or unusual vulnerabilities which the automated tools did not find. It is 

equally important to determine the operating system version running to ensure that the node uses 

the latest software, as known as well as unknown vulnerabilities might have been removed in 

these. 

Trying to find weaknesses in the protocol stacks used by the node is another part of 

manual analysis. This is done using tools which inject manually crafted packets into the network, 

with the purpose of finding implementation bugs. It is interesting to identify weaknesses in IP, 

TCP and UDP implementations as well as application layer services. 

As with remote vulnerability scanning, automatic source code auditing may not find all 

existing bugs. Manual vulnerability analysis could therefore include source code auditing of 

applications used, but this is very time consuming. 

File permissions can not be tested automatically, but for those nodes where the file system 

is accessible the permissions are very important. Determining whether they are as secure as 

possible or not requires knowledge about the services running, and to which files they need 

access. Basic permissions checking include verifying that configuration files are only modifiable 

by the administrator and that no applications have SUID permissions unless necessary. 

In the second phase of the vulnerability analysis process, all found vulnerabilities shall, if 

possible, be exploited to verify that they are valid for the tested node. Vulnerabilities that were 

not found by the automatic tools were not exploited either, and therefore needs to be exploited 

manually. This may require writing exploits, or simply running existing exploits which have been 

downloaded from any of the publicly available vulnerability databases. 
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4 Research findings 

This chapter describes the research findings made, which together with the background 

information above is used to create the verification templates. It includes information about the 

current situation at Ericsson, the risk assessment carried out on the PRAN R2 reference solution 

and the recommendation of test tools. 

4.1 Current situation at Ericsson 

Currently no hardening of PRAN specific nodes is done by Ericsson, as they are expected 

to be hardened by the companies providing them. Their security levels are verified by a port scan 

against each node, performed after the nodes have been set up according to the PRAN R2 

reference solution. The results of these tests are rather limited; they will only determine services 

running. This information can only be used to ensure that no unnecessary services are provided 

by the node. 

Other Ericsson divisions are currently carrying out hardening and verification testing of 

nodes similar to those recommended in the PRAN R2 reference solution. These processes are 

described in detail in internal Ericsson documents, such as [E-6], [E-7] and [E-8], the contents of 

which are used as background for this research. 

There are general baseline security guidelines [E-3] provided by Ericsson, which shall be 

considered during development, hardening and verification of products to ensure that they 

provide at least a minimum security level. Together with internal security design rules [E-4], the 

guidelines are used in this research to verify that the templates created assure that the tested 

nodes provide a certain level of security. 

4.1.1 Node Hardening 

Ericsson provides generic node hardening guidelines [E-9], which give generic 

instructions on how to harden a node. They describe a process very similar, but less detailed, to 

the one described in the background chapter of this report. In addition to this process they state 

that the development of a hardening checklist is recommended and further explains that 

documentation of the node hardening is essential, especially descriptions of how it is performed. 
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All node hardening performed at Ericsson complies with the generic baseline security [E-

3] and security design rules documents [E-4]. These guidelines and rules state that providing 

node function documents is mandatory. These shall contain a list of protocols and network 

services implemented by the node, services that need to be reachable from the network, and 

through which network interface. They must also specify protocols used by each service, as well 

as access privileges required by each application and a list of required system accounts. The 

documentation shall provide references to publicly available specifications for all implemented 

protocols.  

Each node hardening process requires a hardening guideline to be written. It shall 

describe a default security configuration and instructions on how to set up the node according to 

this, as well as additional security recommendations. This document shall be written in such a 

way that verifying the hardening process is simple, preferably by providing test instructions. If 

such documentation exists and the test process is specified, verifying the node hardening is very 

easy. 

There are node hardening guidelines available for nodes similar to those used by PRAN, 

written by other divisions. How to securely configure switches from Extreme Networks is for 

instance described in “BSC LAN Switch Configuration“ [E-10].  

4.1.2 Verifying Node Hardening 

If node hardening guidelines exist and contain information on how to perform verification 

of the hardening, this process is often very simple. If the verification process is not described in 

detail it may still be obvious how to perform it from the contents of the hardening documentation. 

As writing this document is a mandatory requirement when developing a node it is widely used 

when performing node hardening verification at Ericsson today. This is a fairly new requirement 

and there are still nodes for which no such documentation exists. There are also nodes, such as 

those used in PRAN, developed by other companies. Currently these companies do not provide 

any node hardening documents.  

Verifying the level of security for these kinds of nodes requires a more generic approach. 

There is no standardized process to do this at Ericsson today; each division has their own method. 
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These methods generally include port scanning and automated vulnerability scanning. As stated 

in [E-3], one of the security requirements for new products is to perform a vulnerability analysis 

using (automated) security scanners. It verifies the hardening process and tries to locate possible 

vulnerabilities that may remain. This is stated as the single most important hardening requirement 

as it gives an overall picture of the node’s security level.  

Vulnerability analysis is considered, by Ericsson, as quality assurance of security features 

and as stated before it shall preferably include penetration and denial of service testing. This 

process shall be performed by other persons than those doing the product design and 

implementation. Known vulnerabilities that have not been fixed shall be documented along with 

suggested workarounds. 

4.1.3 Results from practical node hardening verification 

One of the goals of this research is to perform practical node hardening verification on 

Ericsson’s network equipment. These analyses were carried out as part of the PRAN R2 tests 

during February 2008, and performed as port scans against interesting hosts, using strategies 

specified in Test Specification for PRAN R2 [E-11]. 

Scans were carried out using Nmap version 4.20, configured to scan all ports using both 

TCP/IP and UDP/IP from different security domains using a computer with Linux. This set up, 

including the Nmap configuration, is described in Appendix A. Results were logged and 

presented to those responsible for the PRAN R2 tests. 

The tests identified a few mistakes made when configuring the equipment in Ericsson’s 

test lab, none which required any changes to the reference solution. One important result was that 

these tests highlighted the need for a more thorough strategy for verifying node hardening and 

network security. A port scan is not enough to determine the level of security provided by a 

network node. 

The result neither imposed any changes to the current reference solution, nor suggested 

any changes to the next version of the reference solution. In the context of this thesis it therefore 

served mainly as background information. 
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4.2 Risk assessment 

To be able to accurately prioritize all tests in the node hardening verification process, 

information about threats against PRAN and their severity is required. This information helps 

when deciding which verification techniques to prioritize, as no technique covers all possible 

vulnerabilities. To gain information about threats against PRAN a full scale risk assessment was 

carried out on the PRAN R2 reference solution according to Ericsson’s internal process. This 

section describes this process and the results of the assessment. 

Ericsson provides an internal document [E-12] which contains information about risk 

assessments and how such as process can be carried out. Using this methodology the risk is 

estimated by analyzing the impact and probability of the identified threats. It is a qualitative 

analysis and compared to the process described in the background section of this report the risk is 

calculated based on the value of assets and possibility of threats and vulnerabilities. 

 

Figure 1: Risk assessment process [E-12] 

 

Figure 1 describes the risk assessment process as recommended by Ericsson. It consists of 

several steps, all carried out when performing the PRAN risk assessment, described below.  

During the planning steps, preparation for the actual risk assessment work is carried out, 

the scope is determined, a team is built and a project plan is created. When this is done the actual 

system is analyzed by all team members. Special attention is given to the network and the node 

interfaces. The first step of the actual risk assessment identifies assets, preferably using a top-

down approach. This method identifies assets in several levels, i.e. business, network and node 

level. When all assets are known, threats and vulnerabilities are identified and mapped against the 

corresponding assets. Possible methods to do this are traditional brainstorming, flipchart or 

whiteboard and using more advanced tools such as Microsoft Threat Modeling Tool. Finally 
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existing security controls are reviewed and the identified risks are evaluated. All threats are 

assigned an impact value (negligible, minor, major and severe) and a possibility of occurrence 

(rare, unlikely, likely, almost certain). These are combined to get a risk classification according to 

Figure 2. 

 

 

In addition to this process, possible attacks which exploit the identified vulnerabilities 

were studied when performing the PRAN R2 risk assessment. Assets and threats together with 

impact and possibility values, vulnerabilities and attacks identified can be found in resulting 

internal Ericsson documents. Many of these attacks can be mitigated by node hardening, even 

though the exact number depends on the selection of services and protocol versions. There are 

also some which may be partly mitigated by performing node hardening. 

4.3 Security tools 

This section describes requirements for tools needed to support node hardening 

verification, as well as the process of determining them. Tools required to perform tests with a 

mandatory or high priority level have been examined, but only those tools needed for mandatory 

tests have been thoroughly evaluated and tested. The reason for this is to limit the test scope 

within this thesis. With this scope, six port scanners and seven vulnerability scanners are tested 

according to requirements stated below. 
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4.3.1 Requirements 

In this section test tool feature requirements are presented. They are determined according 

to the tests specified in the verification templates and have been examined and verified by 

Ericsson employees involved in PRAN. Requirements are divided into categories which each 

represents an application type. 

Port scanner 

To identify services provided and protocols supported by a node, a port scan needs to be 

carried out. This test requires an automatic port scanner, for which several requirements have 

been identified. An application does not need to fulfill all of them to be useful; sometimes two 

different applications can together perform better than one, more generic, tool. The following 

requirements have been identified for port scanners used for PRAN node hardening verification: 

• Support scanning of TCP ports. 

• Support scanning of UDP ports. 

• Support detection of (transport layer) protocols (IP scan). 

• High performance, preferably configurable timeouts etc. 

• Source address and port specifiable. 

• Port range specifiable. 

• Logging capabilities. 

• Support (active) OS identification. 

• Support (active) service identification. 

Vulnerability scanner 

Performing an automatic vulnerability scan is an important part of verifying node 

hardening, as mentioned before it is probably the single most important test. This thesis has 

focused on remote vulnerability scanners, and for such there are several requirements to fulfill. 

• Remotely identify known vulnerabilities. 

• Execute exploits to test and verify found vulnerabilities. 

• Logging capabilities. 
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• High performance. 

• High vulnerability database update frequency. 

 

When selecting a vulnerability scanner it is also interesting to look at how many of the 

known Juniper, Extreme Networks and Symmetricom vulnerabilities it can detect. Figures on 

vulnerabilities in other products are less important as these are the three manufacturers of 

equipment for PRAN R2. 

Packet sniffer 

In addition to port scanning it is important to be able to sniff network traffic to determine 

services provided and protocols used by a node. Sniffing is also useful to detect trust 

relationships etc. To be able to do this a packet sniffer with the following features is required: 

• Understand Ethernet packets. 

• Understand IP packets. 

• Understand TCP packets. 

• Understand UDP packets. 

• Filter capabilities. 

• Logging capabilities. 

Password quality tester 

Currently set passwords shall be quality tested using dictionary and brute force attacks 

during the node hardening verification process. This requires an automatic tool, which needs to 

provide the following features: 

• Perform crack against local file. 

• Perform crack against remote service (SSH). 

• High performance. 

• Capable of performing a dictionary attack. 

• Capable of performing brute-force attack. 

• Capable of using rainbow tables to speed up a password attack. 
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Rainbow tables are pre-compiled hash tables used to speed up cracking of passwords 

protected with md5 hashes and other similar mechanisms. It is important to remember that 

rainbow tables cannot be used against salted hashes (such as those used to protect Linux 

passwords). 

SSH client 

An SSH client is required when verifying that SSH has been securely configured. To 

perform tests specified in the verification templates the client needs to provide the following 

features: 

• Possible to disable certificates (and thus only use usernames / passwords as credentials). 

• Possible to disable SSH protocol version 1 support. 

Malware scanner 

As part of the node hardening verification process the node shall, if it uses an operating 

system which is known to have been vulnerable to this before (Windows, Unix, etc.), be scanned 

for existing malware. An application to do this need to provide the following features: 

• Detect viruses. 

• Detect backdoors. 

• Detect root kits. 

• Detect trojans. 

• Multi-platform. 

4.3.2 Examined tools 

As mentioned in the “Research Scope” section, only tools listed in “Vulnerability 

Analysis Tools” [E-2] and “Top 100 Network Security Tools” [T-1] needed to perform node 

hardening verification tests with mandatory and high priorities are examined. Descriptions of 

each of the applications are available on their respective webpage. Tables that contain all 

examined tools and information on how well they fulfill requirements stated above, their platform 

support and their respective costs are available in Appendix B.  
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No applications capable of detecting viruses are listed in [E-2] and [T-1]. Therefore some 

of the most common anti-virus applications have been added to the comparison. These were 

chosen according to the results of the “Top Antivirus Software” comparison made by PCWorld 

25th of January 2006 [P-19]. 

4.3.3 Tested tools 

Tools required to perform mandatory tests during the PRAN node hardening verification 

process are port scanners and vulnerability scanners. Tools belonging to these categories have 

also been tested according to the criteria’s presented below. This section contains information on 

how the tools were tested and their performance measured, and descriptions of the results. 

Tests were carried out using one test station running Fedora Release 9 as well as a virtual 

machine running Windows XP on VMware. Because of virtualization the performance tests for 

Windows tools does not reflect how well they perform on real machine, but they can at least be 

compared to each other. The test target was another Linux test station running SuSE Enterprise 

Server 10. This station was not hardened, to allow the tools to find weaknesses. Network ports in 

listening state were TCP: 22, 111, 5901, 6001, 7203 and UDP: 111, 123, 7201, 7202, 45944. 

Running services were SSH, SunRPC, VNC and Junipers IDP management system,  

Tool versions and platforms 

Category Tool Version Platform 

Port Scanner Superscan 4.0 Windows 

Port Scanner Angry IP Scanner 3.0-beta2 Linux 

Port Scanner Unicornscan 0.4.7 Linux 

Service version scanner THC-Amap 5.2 Linux 

Port Scanner Nmap 4.60 Linux 

OS version scanner Xprobe 2 0.3 Linux 

Vulnerability Scanner Nessus 3.2.0 Linux 

Vulnerability Scanner GFI Languard 8.0 Windows 

Vulnerability Scanner Retina 5.9.2 Windows 

Vulnerability Scanner Core Impact Not tested Windows 
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Vulnerability Scanner IBM Internet Scanner Not tested Windows 

Vulnerability Scanner QualysGuard Not tested Windows 

Vulnerability Scanner SAINT 6.7.6 trial Linux 

 

All tools above were tested to measure how well they fulfilled requirements stated above, 

how stable they were, their level of usability and how well they reported results. For port 

scanners the following tests were performed: 

• Scan all TCP ports (Speed and accuracy). 

• Scan all UDP ports (Speed and accuracy). 

• Identify running OS (Accuracy). 

• Identify running services (Accuracy). 

• Detect supported transport level protocols by performing an IP scan (Accuracy). 

Performance tests where carried out by configuring the scanner to use a packet rate as 

high as possible and timeouts as low as possible while still detecting all ports as expected. All 

scanners were not configured with the same timeouts / packet rates. With different services 

running on the scanned server the results might not have been the same. It is also important to 

note that some scanners may be faster than others when scanning large IP segments, but for 

PRAN node hardening verification it is only interesting to know how fast they can scan one host. 

For vulnerability scanners the number of Extreme Networks (CVE total 1), Juniper (CVE 

total 24) and Symmetricom (CVE total 0) vulnerabilities and exploits they could find and execute 

was examined, as well as their vulnerability database update frequency. In addition to this the 

following tests were performed: 

• Remotely identify vulnerabilities (Speed and accuracy). 

• Remotely exploit found vulnerabilities (Speed and success rate) 

In Appendix C there are tables for each of the tested tools, with details on how they 

performed in each of the tests according to criteria’s specified above. There are also short 

descriptions on general impressions regarding stability, usability and reports generated. 
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4.3.4 Recommended tools 

Tools which have not been thoroughly tested (packet sniffers, password quality testers, 

SSH clients and malware scanners) are only judged by how well they fulfill requirements stated 

above. This section describes recommended tools and why they were selected. 

Port scanner 

Recommended tool: Nmap 

Even though there were some tools that managed to scan the target a bit faster, Nmap is 

still very fast and accurate. It identifies more services than THC-Amap, which is created with the 

purpose of identifying services and not scanning ports. It also manages to identify the operating 

system in use and transport layer protocols supported. All in all it is a very competent port 

scanner. 

 Vulnerability scanner 

Recommended tools:  Nessus 

SAINT (complement) 

“It is also recommended that since no vulnerability scanner can detect all vulnerabilities, 

more than one should be used. A common practice is to use a commercially available scanner 

and a freeware scanner.” – [P-20] 

It is important to remember that the number of identified vulnerabilities can not be 

compared without more information. Therefore choosing scanner solely on the number of 

vulnerabilities it can identify is a bad idea. Different scanners often identify different 

vulnerabilities; preferably several scanners shall be used because of this. If Linux is the platform 

of choice then Nessus is the recommended primary scanner. In addition to this SAINT makes a 

good complement. 

Packet sniffer 

Recommended tools:  Wireshark  
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All examined packet sniffers fulfill identified requirements, and apart from EtherApe all 

of them support both Windows and Linux. Wireshark is known to be very user friendly with a 

good GUI and filtering options. Therefore this is the recommended tool, but depending on the 

situation any of those examined may be used. 

Password quality tester 

Recommended tools:  John the Ripper (local) 

RainbowCrack (local with rainbow tables) 

Medusa (remote) 

None of the examined password crackers supports both local and remote password 

cracking; therefore several different tools may have to be used during the node hardening 

verification process. As none except RainbowCracker supports rainbow tables this tool shall be 

used when possible. For local password cracking, on Linux, John the Ripper is recommended and 

for remote cracking Medusa. Medusa supports SSHv2 remote password cracking, which THC-

Hydra does not. 

SSH Client 

Recommended tool:  OpenSSH 

Both OpenSSH and PuTTY supports all required features, but are created for different 

platforms. If Linux is the preferred platform then OpenSSH is the recommended tool. 

Malware scanner 

Recommended tool:  - 

Depending on if all features stated above are required, and the preferred platform, 

different malware scanners shall be used. All four non-free tools fulfill all requirements and 

support both Windows and Linux, and are therefore all good choices. 
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5 Proposed templates 

This section contains descriptions of the node hardening verification templates created as 

part of this thesis. The focus is on how these were created rather than their content, even though 

this is briefly described as well. The complete templates are available in internal Ericsson 

documents. 

The vendor specific verification templates are all based on the generic one. Unnecessary 

tests have been marked as not applicable, tests have been clarified and examples adjusted to 

better reflect how the tests shall be carried out on the specific hardware and software. 

5.1 Generic template 

The generic node hardening verification template complies with the generic baseline 

security [E-3] and security design rules documents [E-4]. This is important as these are guidelines 

and rules that shall be followed when developing nodes internally at Ericsson, and therefore also 

by nodes sold as part of a reference solution like PRAN. The template is created with the same 

structure as the node hardening background information in this report. The process described is 

divided into inspecting policies and credentials, identifying services and protocols, verifying 

service configurations and performing automatic and manual vulnerability analyses. It is stressed 

that before any tests can be carried out the node’s function has to be properly documented. 

The document is written with PRAN R2 nodes in mind, but is supposed to be applicable 

on all similar equipment. Focus is on what to do and how to do it rather than on why certain tests 

shall be carried out. The reason for this is that all tests are motivated by the background 

information given in this report. Any examples are written for Linux based nodes and test stations, 

but are easily translated to most platforms. 

For each test a set of tools is recommended, and examples of how to use them are given. 

Collection of requirements and the selection of tools are separate processes which are described 

in detail in Security tools above.  

All tests that are part of the generic template have been given a priority value, mandatory, 

high, medium or low. These values comply with the results from the risk assessment carried out 



 

 

 

40 

as part of this thesis. The values divide the template into four levels, which may be executed 

during different test sessions. The results of mandatory tests are useful when performing the 

highly important tests etc. If test results are well documented, none of them have to be repeated to 

carry out those with lower priority. 

5.2 Vendor specific templates 

There are three vendor specific templates that have been created as part of this thesis; 

these are adoptions of the generic template for Extreme Networks Summit 400-24t, Juniper 

Networks SSG 550 and Symmetricom SyncServer S200. The vendor specific templates are 

written as complements to the generic template, which is used in all node hardening verification. 

Tests that do not apply to the specific device are marked as not applicable. Test instructions are 

adjusted and rewritten, and examples for the specific device and its software are included. There 

are no differences from the generic template in recommended tools or priority levels. 

The templates and their instructions and examples are created according to information 

provided by the vendors through manuals and data sheets. This speeds up the process of creating 

node hardening verification test cases as everything apart from expected results is already written 

in detail. All information is verified on hardware available in Ericsson’s test network to ensure 

that instructions are valid. The vendor specific templates are available as separate chapters in the 

same document as the generic template. 
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6 Conclusion and summary 

Node hardening plays an important part in the defense in depth strategy used to provide, 

among other things, secure network solutions. Equally important is to be able to verify a network 

node’s security level. As long as third-party equipment is used in the recommended PRAN design 

solution, Ericsson can not be sure that node hardening is part of the design process. This further 

increases the need to verify whether or not node hardening has been performed by the device 

manufacturer. Customers demand secure, and security tested, solutions. 

The primary goal of this thesis was to create a template that describes how to perform 

node hardening verification on equipment recommended by Ericsson for a PRAN. This was 

successfully created and divided into four parts, one generic template, and one template each for 

Extreme Networks Summit 400-24t, Juniper Networks SSG 550 and Symmetricom SyncServer 

S200. 

There are no simple solutions in node hardening, no silver bullets, and thus not in node 

hardening verification either. The processes described in this report, and in the templates created, 

are based on best practices. Information about node hardening is available from a wide range of 

people in books, on the Internet and internally at Ericsson; most which is written as hands-on 

guides for specific hardware/software. Information from many such sources has been generalized 

and provides a basis for solutions presented in this report. Because of this all results are well 

supported and should be very useful in the security work at Ericsson. 

Providing secure network solutions is an important part of Ericsson’s future as more and 

more customers will most likely demand this. My belief is that this thesis will help in the process 

of securing current, and future, network solutions. 

6.1 Future work 

This section describes ideas on how to continue the work that has been started during this 

thesis, as well as general ideas for future work within the PRAN project at Ericsson. In addition 

to the obvious suggestions, to improve templates and the risk assessment, there are several other 

ideas presented below. Probably the most important task, and the one that poses the greatest 
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challenge, is to test overall PRAN security. This includes verifying that the recommended PRAN 

connectivity solution is secure, as well as performing on-site security tests for PRAN customers. 

The list below is a summary of the suggested future work, which is described in detail in 

the coming subsections. 

• Test overall PRAN security. 

o Verify that the connectivity solution provides overall security. 

o Set up a white-hat division to help customers with security tests. 

• Defined method to assign security level values. 

• Improve templates. 

o Recommend tools for all tests. 

o Add more details, such as recommended word lists etc. 

o Add information on how to test provided services, such as firewalls. 

o Adapt the templates to PRAN R3 specific equipment. 

o Create a node function document template. 

• Improve risk assessment. 

o Identify security measures in use. 

o Find controls to mitigate threats. 

o Investigate if PRAN R3 introduces changes that affect the risk assessment. 

• Create node hardening documentation. 

6.1.1 Test overall PRAN security 

The security tests described earlier in this report and in the templates are aimed at 

verifying if the node has been secured through hardening or not. They focus on the configuration 

of the operating system and management services. But to ensure that PRAN is as secure as 

possible this is not enough, an overall perspective is required. This includes ensuring that there 

are configuration recommendations for all required services, and that these do not allow the 

customers to configure their networks in an unsecure manner.  

Some configuration, such as firewall settings, depends on the customer’s network 

environment. Therefore it is not enough to verify that the suggested connectivity solution [E-1] is 
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secure, as this does not cover all aspects of implementing a PRAN. To solve this problem 

Ericsson could provide a customer service where a PRAN, or a whole mobile network, is security 

tested by network security experts. As suggested before, network security will be more and more 

important to mobile network providers and Ericsson could help them by setting up a white-hat 

division to provide this service. 

6.1.2 Define method to assign security level values 

Templates created as part of this thesis offer a way to verify whether a node has been 

hardened or not, and gives a hint of a node’s security level. What they do not do is provide a 

quantitative, comparable, security level value. Such a value is useful when selecting 

hardware/software to simplify comparing solutions from different vendors, as well as when 

identifying the weakest node in a network etc. 

Adding this functionality to the templates could be done by deciding expected test-results 

in advance, and choose an algorithm to compute how well a tested node fulfills these expected 

results. To help with determining a numerical security level value the NVD Common 

Vulnerability Scoring System can be used. It provides an open framework, a quantitative model 

which generates a score based on vulnerability characteristics. OSSTM [P-1] and CEM [P-2] also 

provide ways of determining a node’s security level. 

6.1.3 Improve templates 

As the PRAN connectivity solution is a work in progress the created templates has to be 

evolving documents that follows the development of PRAN. The current templates offer several 

possibilities for improvement, both due to new PRAN revisions and because of “missing” parts. 

First of all tools have only been thoroughly examined for mandatory tests and only 

mandatory and high priority tests have any tools recommended at all. Reviewing tools for all 

tests recommended in the templates should be done to provide better support for those using them. 

This would simplify security testing as testers won’t have to decide which tools to use by them 

selves. In addition to reviewing more tools, updating and adding examples according to the tool 

selections should be done. 
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Templates can be further improved by additional details such as suggested word lists, 

more expected test results etc. The more detailed the templates are the less decisions has to be 

made by the testers, which speeds up the process and saves money. Information on how to test 

provided services such as firewalls could also be added, which is somewhat included in the 

suggestion to test overall PRAN security above. 

PRAN R3 use similar equipment to R2, but from other vendors. Therefore vendor specific 

templates for this new equipment need to be created.  

To simplify the process of performing node hardening verification a node function 

document template can be created. As such a document is needed when performing node 

hardening verification, a template would speed up the initial work that has to be done before 

carrying out any of the tests. 

Some tests, such as those of the IP stack configuration, can be automated. This would 

require writing custom tools / scripts, but is necessary to reduce the time such tests take. 

Automating tests would allow for more tests to be carried out, which would improve security. 

6.1.4 Improve risk assessment 

The risk assessment carried out, partly as part of this thesis, did not include some of the 

steps that are usually part of a risk assessment. It was performed to identify threats against PRAN 

R2, with detailed information about vulnerabilities and possible attacks. In addition to this it 

would be useful to identify security measures in use, and find possible controls to mitigate the 

threats found. This would help identifying those threats that cannot be mitigated using node 

hardening, and thus improve the overall security level. 

As the risk assessment was carried out with PRAN R2 in mind it should be investigated if 

any of the changes introduced in R3 affects it. This is necessary to be able to adapt the results of 

this thesis to R3, as well as to keep everyone updated on the current security situation. 
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6.1.5 Create node hardening documentation 

This thesis focus is on how to verify whether or not node hardening has been performed, 

but at the moment no node hardening is performed by Ericsson for the PRAN devices. This 

would require node hardening documentation to be written for the different devices used. It 

would be quite easy to do so by using information provided in the verification templates and in 

the background section of this report. There is also a document available ([E-9]) that describes 

how Extreme Switches, used as BSC LAN switches, shall be configured. This further simplifies 

the process of creating node hardening documentation.  

Another natural step to take after this thesis work is to use the verification templates to 

create test specifications for PRAN devices with more focus on security than today. As 

mentioned earlier the security tests today consists of port scans, and this is not enough. The 

templates simplify the process of writing test specifications, as they are already written as 

practical, hands-on guides. 
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7 Glossary 

 This section contains a list of important expressions and abbreviations used, as well as 

short explanations of these. The list is not a complete information security wordlist, but rather 

covers what needs to be understood to read this thesis.  

 

• CA – Certificate Authority 

An entity that issues digital certificates (especially X.509 certificates) and is responsible 

for the binding between the data items in a certificate. An authority trusted by one or more 

users to create and assign certificates. [P-14] 

 

• CEM - Common Evaluation Methodology for Information Technology Security 

Part of “The Common Criteria”, which is a standard for evaluating information 

technology products and systems, such as operating systems, computer networks, 

distributed systems, and applications. It states requirements for security functions and for 

assurance measures. [P-14] 

 

• Certificate 

Document that attests to the truth of something or the ownership of something. [P-14] 

 

• CVE - Common Vulnerabilities and Exposures 

Dictionary of publicly known information security vulnerabilities and exposures. CVE ID 

often used to refer to a specific vulnerability. 

 

• DoS – Denial of Service 

The prevention of authorized access to a system resource or the delaying of system 

operations and functions. [P-14] DoS attacks performed in a distributed manner are 

referred to as DDoS attacks. 

 

• Eavesdropping 

Passive wiretapping done secretly, i.e., without the knowledge of the originator or the 
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intended recipients of the communication. [P-14] 

 

• Ethernet 

Family of networking technologies used in most local area networks today. Provides the 

second layer in the OSI model. [P-21] 

 

• Hardening 

The process of improving the security level of a node or network. 

 

• ICMP – Internet Control Message Protocol 

Standard protocol that is used in IP based networks to report error conditions and 

exchange other information regarding the state of the network. [P-14] 

 

• IDS – Intrusion Detection System (NIDS, HIDS, IPS) 

Security service that monitors and analyzes events to find and provide warning of 

attempts to perform unauthorized access to system resources. [P-14] Can be network 

based (NIDS), host based (HIDS) and some prevent intrusions (IPS). 

 

• IP – Internet Protocol 

A Internet Standard protocol that moves datagrams (discrete sets of bits) from one 

computer to another across an internetwork but does not provide reliable delivery, flow 

control, sequencing, or other end-to-end services that TCP provides. [P-14] 

 

• IPSec – Internet Protocol Security 

Protocols to provide security services (authentication and encryption) for Internet 

Protocol traffic. [P-14] 

 

• ITSec - Information Technology Security Evaluation Criteria 

Evaluation standard developed for use in the European Union. Superseded by the CEM. 

[P-14] 
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• Layer 2 – Data link layer 

Second layer in the 7 layer OSI model, where physical addresses (MAC addresses in 

Ethernet based networks) are used. [P-21] 

 

• Layer 3 – Network layer 

Third layer in the 7 layer OSI model, uses logical addressing, which in this thesis means 

IP addresses. [P-21] 

 

• MITM – Man-in-the-Middle 

Type of attack where the attacker takes a position between two communicating hosts to 

eavesdrop and/or modify their messages. [P-14] 

 

• NTP – Network Time Protocol 

UDP based protocol used to synchronize computer system clocks. [P-22] 

 

• OSI model 

Joint ISO/ITU-T standard for a seven-layer, architectural communication framework for 

interconnection of computers in networks. [P-14] 

 

• OSSTMM - The Open Source Security Testing Methodology Manual 

Peer-reviewed methodology for performing security tests and metrics. 

 

• PRAN – Packet Radio Access Network 

Packet based network that provides connectivity between the radio base stations and the 

base station controllers and radio network controllers. 

 

• R2 reference solution 

The current PRAN solution recommended by Ericsson. 

 

• Script kiddie 

Person who tries to crack computer system mainly using scripts and applications purpose 



 

 

 

49 

built by others. 

 

• SEGw - Security Gateway 

Node that provides security services in PRAN. In this thesis it refers to a node which 

provides firewalling, routing and VPN capabilities. 

 

• Spoofing 

Action where one system entity illegitimately poses as another entity, also known as 

masquerading. [P-14] 

 

• SNMP - Simple Network Management Protocol 

UDP-based, application-layer, Internet Standard protocol for transfering management 

information between managers and agents. [P-14] 

 

• SSH 

Protocol for secure remote login and other secure network services over an insecure 

network. [P-14] 

 

• Switch 

Node that switches packets in a PRAN. In this thesis it refers to an Ethernet switch. 

 

• TCP – Transmission Control Protocol 

Internet Standard protocol that reliably delivers a sequence of datagrams (discrete sets of 

bits) from one computer to another in a computer network. [P-14] 

 

• Time Server 

Node that provides an accurate time service. In this thesis it means a node with NTP 

capabilities. 

 

• UDP – User Datagram Protocol 

An Internet Standard protocol that provides a datagram mode of packet-switched 
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computer communication in an internetwork. UDP does not provide reliable delivery, 

flow control, sequencing, or other end-to-end services that TCP provides. [P-14] 

 

• VPN – Virtual Private Network 

Restricted-use, logical computer network that is constructed from the system resources of 

a relatively public, physical network often by using encryption, and often by tunneling 

links of the virtual network across the real network. [P-14] 

 

• White Hat 

Person who is authorized to hack a network to help a client improve security. Sometimes 

referred to as an ethical hacker. A team of white hats are sometimes referred to as a tiger 

team (U.S. military jargon). [P-22] 
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[T-9] GFI Languard   http://www.gfi.com/lannetscan 

[T-10] Retina    http://www.eeye.com/html/Products/Retina 

[T-11] Core Impact   http://www.coresecurity.com 

[T-12] IBM Internet Scanner  http://www.iss.net 
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[T-13] QualysGuard   http://www.qualys.com 

[T-14] SAINT    http://www.saintcorporation.com/saint 

[T-15] Wireshark   http://www.wireshark.org 

[T-16] Tcpdump   http://www.tcpdump.org 

[T-17] Ettercap   http://ettercap.sourceforge.net 

[T-18] Ngrep    http://ngrep.sourceforge.net 

[T-19] EtherApe   http://etherape.sourceforge.net 

[T-20] Cain and Abel   http://www.oxid.it/cain.html 

[T-21] John the Ripper  http://www.openwall.com/john 

[T-22] THC Hydra   http://www.thc.org/thc-hydra 

[T-23] RainbowCrack   http://www.antsight.com/zsl/rainbowcrack 

[T-24] Medusa   http://www.foofus.net/jmk/medusa/medusa.html 

[T-25] OpenSSH   http://www.openssh.org 

[T-26] PuTTY    http://www.chiark.greenend.org.uk/~sgtatham/putty 

[T-27] RootkitRevealer  http://technet.microsoft.com/sv-

se/sysinternals/bb897445(en-us).aspx 

[T-28] RK-Hunter   http://www.rootkit.nl/projects/rootkit_hunter.html 

[T-29] chrootkit   http://www.chkrootkit.org 

[T-30] BitDefender 9   http://www.bitdefender.com 

[T-31] McAfee Enterprise  http://www.mcafee.com 

[T-32] Kaspersky AV   http://www.kaspersky.com/kaspersky_anti-virus 

8.2.2 Public vulnerability databases 

[VD-1] US-CERT   http://www.us-cert.gov 

[VD-2] CERT CC   http://www.cert.org 
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[VD-3] NVD    http://nvd.nist.gov 

[VD-4] NISCC    http://www.uniras.gov.uk/niscc 

[VD-5] MITRE    http://cve.mitre.org/cve 

[VD-6] SANS Institute:  http://www.sans.org/top20 
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Appendix A – Port scan test environment 

This appendix describes an environment which is very similar to the one set up to perform 

the port scans against PRAN Reference Solution R2 equipment which were part of this thesis. 

The lab environment described in Figure 2 consists of two users, a time server, one switch 

and one security gateway. One of the users is considered, by the security gateway, as trusted and 

one untrusted. The security gateway is in place to prevent the untrusted user from reaching 

services available only to trusted users, i.e. servers connected to the RAN Switch. 

Untrusted
Zone

RAN Switch

Trusted User Untrusted User

RAN SEGw

Time server  

Figure 2: Test environment 

 

During the tests several port scans were launched against different nodes on the network. 

They were performed by both untrusted and trusted users, against all possible targets. The tool 

used to scan those targets was Nmap version 4.20. It was configured to scan all ports, both TCP 

and UDP, with the following configuration options: 

• -P0  Scan host without trying to verify if it is alive or not. 

• -sS  Run SYN (TCP) scan against host. 

• -sU   Run UDP scan against host 

• -p1-65535 Scan all ports from  1 to 65535 (equivalent to –p-) 

• -r  Scan ports in ascending (1,2,3....) instead of randomized order. 
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• -T4  Timing 4, second most aggressive scan. Wait 1.25 seconds before timeout. 

• -oN  Log result to file using normal formatting 

Hosts which were found to have interesting services running were also scanned with: 

• -sV  Run version scan, tries to identify services behind open ports. 

 

The reason hosts were scanned without determining if they were alive or not first was that 

some of the test cases required scans to be performed from zones were no traffic was allowed to 

pass to the target. If Nmap would not have been executed with the –P0 option, the scan would 

only have tested whether ICMP ping requests were allowed through the SEGw. When these were 

blocked no further testing would have been performed. 

A SYN scan is a type of scan that determines which TCP ports that responds to requests. 

It is performed by sending the first message (SYN) in the TCP three-way-handshake, if a SYN 

ACK message is received the port is open. The scan differs from an ordinary Connect scan as a 

SYN scan never finishes the handshake by sending the final ACK message. This speeds up the 

scan and makes it harder to detect by IDS’s and network administrators. 

A UDP scan determines on which ports UDP services are available. A UDP message is 

sent to the target, if an ICMP port unreachable message is received the port is considered closed. 

If not, Nmap specifies the port as open|filtered, which means that it is either open for connections 

or blocked by a firewall that silently drops packets destined for the port. The reason for this is 

that there is no way to distinguish between those states when performing a UDP scan. 

To be able to monitor the scan progress, Nmap was executed with the –r option. To speed 

up the scan a more aggressive timing than the standard one was selected. When targets are on a 

local network this does not decrease reliability as response times are well below the 1.25 seconds 

used as timeout. 

All modern versions of Nmap support the version scan which tries to identify the running 

services. Depending on the service this scan may determine its version as well as protocols used. 
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Appendix B – Examined tools 

This appendix contains tables with all examined tools and information on how well they 

fulfill requirements presented in the thesis report, their platform support and their cost. 

Applications that do not fulfill all requirements are still listed, as they in combination with other 

tools sometimes perform better than one generic tool alone.  

Port/protocol scanners 

Tool TCP UDP IP Source Range Logg OS Service *nix Win Cost 

Nmap [T-2] √ √ √ √ √ √ √ √ √ √ Free 

Superscan [T-3] √ √  √ √ √  √  √ Free 

Angry IP Scanner 

[T-4] 

√    √ √   √ √ Free 

Unicornscan [T-5] √ √  √ √ √ √  √ √ Free 

THC-Amap [T-6] √ √   √ √  √ √  Free 

Xprobe 2 [T-7] √ √   √ √ √  √  Free 

Vulnerability scanners 

Tool Remote Exploit Logging *nix Win Cost 

Nessus [T-8] √  √ √ √ Free 

GFI Languard [T-9] √  √  √ $ 

Retina [T-10] √  √  √ $ 

Core Impact [T-11] √ √ √  √ $ 

IBM Internet Scanner [T-12] √  √  √ $ 

QualysGuard [T-13] √  √ - - $ 

SAINT [T-14] √ √ √ √  $ 
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Packet sniffers 

Tool Ethernet IP TCP UDP Filter Logging *nix Win Cost 

Wireshark [T-15] √ √ √ √ √ √ √ √ Free 

Tcpdump [T-16] √ √ √ √ √ √ √ √ Free 

Ettercap [T-17] √ √ √ √ √ √ √ √ Free 

Ngrep [T-18] √ √ √ √ √ √ √ √ Free 

EtherApe [T-19] √ √ √ √ √ √ √  Free 

Password quality testers 

Tool Local Remote Brute Word Rain *nix Win Cost 

Cain and Abel [T-20] √  √ √   √ Free 

John the Ripper [T-21] √  √ √  √ √ Free 

THC Hydra [T-22]  √  √  √ √ Free 

RainbowCrack [T-23] √    √ √ √ Free 

Medusa [T-24]  √  √   √ Free 

SSH client 

Tool Only User/Pass Only SSHv1 *nix Win Cost 

OpenSSH [T-25] √ √ √  Free 

PuTTY [T-26] √ √  √ Free 

Malware scanner 

Tool Viruses Back-

doors 

Root 

kits 

Trojans Multi-

platform 

*nix Win Cost 

RootkitRevealer [T-27]   √    √ Free 

RKHunter [T-28]  √ √   √  Free 
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Chrootkit [T-29]   √ √  √  Free 

BitDefender 9 [T-30] √ √ √ √ √ √ √ $ 

McAfee Enterp. [T-31] √ √ √ √ √ √ √ $ 

Kaspersky [T-32] √ √ √ √ √ √ √ $ 
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Appendix C - Tested tools 

Below are tables, one for each of the tested tools, with details on how they performed in 

each of the tests according to criteria’s specified in the thesis report. There are also short 

descriptions on general impressions regarding stability, usability and reports generated. 

Superscan 

Time (TCP) Found ports 

(TCP) 

Time (UDP) Found 

ports 

(UDP) 

OS Identified 

services 

Detected 

protocols 

8m52s 5/5 2m30s 5/5 - 3/5 N/A 

Options (TCP) Timeout: 20ms 

Scan type: Connect 

Packet delay: 0ms 

Options (UDP) Timeout 20ms 

Scan type: Data + ICMP 

Packet delay: 0ms 

Impressions Good GUI with many configuration options. TCP scan cannot be carried out 

with only SYN packets using the virtual Windows XP machine. This slows 

down the scan a lot, as the tool has to send two packets (SYN and ACK) for 

each scanned port. Superscan sends three UDP packets to each port scanned, 

probably to get accurate results despite the fact that UDP is not a reliable 

protocol. This also affects the performance, and should have been configurable. 

It is hard to determine if the TCP scan problems are related to VMware or 

Superscan. Cannot really identify services, only grab banners. 

 

Angry IP Scanner 

Time (TCP) Found ports 

(TCP) 

Time (UDP) Found 

ports 

(UDP) 

OS Identified 

services 

Detected 

protocols 

13s 5/5 N/A N/A N/A N/A N/A 
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Options (TCP) Scan ports: 0-65535 

Scan dead hosts 

Ping timeout: 1ms 

Options (UDP) - 

Impressions Can only be used through a provided GUI, which is pretty messy, and can 

therefore not be part of a scripted test. Only supports TCP scans and is rather 

slow. It reports a number of ports as filtered (no TCP RST received), even 

though no ports are in such state. Ports reported as filtered differ from scan to 

scan. 

 

Unicornscan 

Time (TCP) Found ports 

(TCP) 

Time (UDP) Found 

ports 

(UDP) 

OS Identified 

services 

Detected 

protocols 

3.5s 5/5 3.5s 2/5 - N/A N/A 

Options (TCP) unicornscan -r 100000 -L 0.001 10.13.38.12:a 

Options (UDP) unicornscan -mU -r 100000 -L 0.001 -v 10.13.38.12:a 

Impressions Easy to use and fast but did not manage to identify all open UDP ports. 

Probably due to the fact that it uses probes to identify open UDP ports rather 

than relying on ICMP messages. This works better in a firewalled environment, 

as many firewalls block ICMP messages, but in this case a scan that relies on 

ICMP replies is probably better. Did not manage to identify OS even though it 

is a very widely used open source kernel. 

 

THC-Amap 

Time (TCP) Found ports 

(TCP) 

Time (UDP) Found 

ports 

(UDP) 

OS Identified 

services 

Detected 

protocols 

2.5s 5/5 2.5s 4/5 N/A 5/10 N/A 

Options (TCP) amap -P -C 1 -t 1 -T 1 10.13.38.12 1-65535 

Options (UDP) amap -P -u -C 1 -c 256 -t 1 -T 1 10.13.38.12 1-65535 
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Impressions An application not made for port scanning but service identification, but which 

performs very well in TCP scanning. UDP scanning is not 100% accurate; it 

misses one of the open services. Service identification works well, using both 

banner grabbing and probes. The application is easy to use and performs well 

with default settings. 

 

Nmap 

Time (TCP) Found ports 

(TCP) 

Time (UDP) Found 

ports 

(UDP) 

OS Identified 

services 

Detected 

protocols 

2.5s 5/5 5s 5/5 Yes 7/10 1,2,6,17,41 

Options (TCP) nmap -sS -p- -T5 -r 10.13.38.12 

Options (UDP) nmap -sU -p- -T5 -r 10.13.38.12 

Impressions Fast and reliable scanner with a lot of features. Successfully detects OS version 

and most services (all but three services belonging to Junipers IDP management 

system). The only scanner to detect supported transport level protocols through 

an IP scan. 

 

Xprobe-2 

Time (TCP) Found ports 

(TCP) 

Time (UDP) Found 

ports 

(UDP) 

OS Identified 

services 

Detected 

protocols 

11m 5/5 Slow - Yes N/A N/A 

Options (TCP) xprobe2 -T1-65535 -v 10.13.38.12 

Options (UDP) xprobe2 -U1-65535 -v 10.13.38.12 

Impressions Easy to use. Accurately and quickly determines host OS version. Can be used 

as a TCP and UDP scanner but is very slow. 

 

Nessus 

Time 

(Vulnerabilities) 

Found 

vulnerabilities 

Time 

(Exploit) 

Successful 

exploits 

DB Update 

Frequency 

Known vuln. 

(Ext/Jun/Symm) 
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2m 15 N/A N/A Within 24h 0/2/0 

Impressions Quick vulnerability scanner that can execute local vulnerability checks over 

SSH. Simple GUI with readable reports, they may get cluttered when scanning 

several hosts or hosts with many services running. Client (GUI) can be 

executed on separate host and is available for both Windows and Linux. Small 

number of known Extreme Networks, Juniper and Symmetricom 

vulnerabilities compared to those listed in CVE. Did manage to identify service 

versions but did not warn that vulnerable versions of SunRPC and NTP may be 

running. 

 

GFI Languard 

Time 

(Vulnerabilities) 

Found 

vulnerabilities 

Time 

(Exploit) 

Successful 

exploits 

DB Update 

Frequency 

Known vuln. 

(Ext/Jun/Symm) 

3m 30s 11 N/A N/A Once a month 0/1/0 

Impressions Supports logging in to the scanned machine to perform a local vulnerability 

scan as well as a remote scan. Very configurable tool but does not support TCP 

SYN scans and is therefore rather slow. Tested evaluation version was 

restricted and did not show all identified vulnerabilities and ports. 

 

Retina 

Time 

(Vulnerabilities) 

Found 

vulnerabilities 

Time 

(Exploit) 

Successful 

exploits 

DB Update 

Frequency 

Known vuln. 

(Ext/Jun/Symm) 

3m 11 N/A N/A Daily basis 0/4/0 

Impressions Can perform local vulnerability scans; one of the known Juniper vulnerabilities 

is detected by a local scan. Report layout created to present results from a scan 

against many IP addresses and is therefore not really suitable for PRAN node 

hardening verification. Much average information and many top 20 lists. Easy 

to use GUI. Can override Windows SYN packet limit to speed up scan. Does 

not identify any dangerous vulnerabilities such as SSH protocol version 1 

active etc. 
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Core Impact 

No free trial version was available and it could therefore not be tested. 

IBM Internet Scanner 

No free trial version was available and it could therefore not be tested. 

QualysGuard 

Requires a public IP address and could therefore not be tested. 

SAINT 

Time 

(Vulnerabilities) 

Found 

vulnerabilities 

Time 

(Exploit) 

Successful 

exploits 

DB Update 

Frequency 

Known vuln. 

(Ext/Jun/Symm) 

46s 14 N/A N/A Every 2 weeks 0/1/0 

Impressions A fast scanner that creates detailed reports and uses a web based GUI which 

can be accessed remotely, but which is not as user friendly as Nessus’. It can 

also be executed from the command line and scripts. Full version includes 

exploit engine to verify found vulnerabilities, but this was not tested. Can 

perform a local vulnerability analysis if provided with a SSH username and 

password. Did not identify vulnerabilities such as SSH protocol version 1 

active, VNC server does not require authentication etc. 

 


