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Abstract 

Radio frequency identification, RFID is a technology that is used in many fields including 

locks. The unlimited access to the reader and the transponder has resulted in severe 

security weaknesses and made it possible to apply different attacks. To classify door locks 

as secure they must at least fulfil two main criteria: the first is the use of a challenge-

response authentication protocol and the second is to deploy sophisticated and secure 

algorithms. 

 

MiFare classic and KeeLoq are two widely applied technologies that are still in use in 

many security critical applications and are considered to be secure but which have been 

broken by cryptanalysis and with modest efforts and cost.  

 

How secure a certain solution is depends on how expensive it is to buy the equipment that 

can break the system and reveal the secret key and how secure a lock should be depends on 

the value of what it is protecting. 

 

The dropping price of powerful computers and the availability of security related 

information on the web will lead to an increase of the number of attacks on different 

systems. 

 

By the time this thesis is published those locks evaluated are not secure enough, to 

overcome the security shortage some improvements have to be made such as: the use of 

sophisticated algorithms, the use of longer key of at least 128-bit, the use of non-

deterministic random number generators and the use of pure hardware solutions both in the 

receiver and the transmitter to reduce leakage. 
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1 Introduction 

In this chapter the background, purpose, limitations and methods are presented to make 

clear the goal of this final thesis. 

1.1 Background 

RFID technology is getting very popular, it is used in many areas such as public 

transport, ticketing, animal identification, electronic immobilisation, industrial 

automation, access control and many more. The question here is if existing door locks 

using RFID are secure enough for every day use. What is of interest here is door locks 

that use active authentication of the key through cryptographic methods. 

 

Information supplied by the manufacturers regarding security should be clear and 

informative, such as: are the locks protected from an unauthorized reprogramming, are 

the locks updateable and flexible when it comes to adding new keys in relation to the 

existing ones, is updating made through a connection to a central unit or not, and in case 

this is true, what security advantages are gained in different environments, indoors and 

outdoors. 

 

Protocols and algorithms used are vital parts of the system, and they may suffer from 

major weaknesses for advanced attacks that can be carried out by an experienced 

cryptanalyst through for instance, listening and recording of the traffic between the 

reader and the card.  

 

Data traffic between the card and the reader might be eavesdropped, which raises further 

questions concerning security and puts higher requirements on the system.  

 

1.2 Objectives 

The purpose of this work is to make a study of RFID based locks and examine the 

following points: 

• Does the information supplied by the manufacturer give a clear picture of the 

security of these locks? 

• Are these locks secure in practice? 

• Are the security protocols used robust enough? 

• Is it easy to intercept and clone the security keys so that unauthorized persons 

can get access and if that is the case is there any need to program any RFID 

circuit? 
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• How is the updating process of these locks performed: advantages and 

disadvantages? 

• Are the suggestions presented of what can be improved, necessary and cost 

effective? 

 

1.3 Limitations 

The standard ISO 15693 has been purchased, but no relevant information for this thesis 

was found. Therefore standards are not taken into consideration and are not examined.  

 

Since this is a literature study, only results from other studies are presented. No real 

laboratory work is performed. 

1.4 Methods 

The work has been carried out in steps. First I needed to find out which areas to cover, 

then I started doing a research to see what is available in the market and finally I made a 

literature study to answer the questions listed in section 1.2. 

1.5 Concepts and abbreviations 

Abbreviations: 

DoS            Denial of Service 

DPA           Differential Power Analysis 

EAS            Electronic Article Surveillance 

EEPROM   Electrically Erasable Programmable Read Only Memory 

EPC            Electronic Product Code 

HF              High Frequency 

IFF             Identify Friend or Foe 

ISO            International Organisation for Standardization 

NFL           Non-Linear Function 

NLFSR      Non-Linear feedback shift register 

PC             Personal Computer 

PIC            Programmable Intelligent Computer 

RFID         Radio Frequency Identification 

RKE          Remote Keyless Entry 

RS232       Serial port          

SRAM      Static Random Access Memory 

UHF          Ultra High Frequencies 

XOR         Exclusive OR 
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Concepts: 

Authentication             Is the process of determining whether someone or  

                                    something is, in fact, who or what it is declared to be. 

 

Code hopping   Is used in keyless entry systems to prevent replay attacks. 

 

Data carrier                 A carrier frequency into which data are modulated for  

                                    transmission in a network. 

 

Eavesdropping             Is the act of making independent connections with the victims  

                                    and relays messages between them, making them believe that  

                                    they are talking directly to each other over a private connection  

                                    when in fact the entire conversation is controlled by the attacker.  

 

EM 4100, 4102           Is a CMOS integrated circuit for use in electronic Read Only RF 

                                   Transponders. The circuit is powered by an external coil placed in  

                                    an electromagnetic field, and gets its master clock from the same  

                                    field via one of the coil terminals. 

 

EM 4450, 4150           Is a CMOS integrated circuit intended for use in electronic   

                                    Read/Write RF Transponders. The chip contains 1 KBit of    

                                    EEPROM which can be configured by the user, allowing a write  

                                    inhibited area, a read protected area, and a read area output  

                                    continuously at power on. 

 

Hamming distance     Is the number of positions for which the corresponding symbols  

                                   are different in two strings. 

 

Hamming weight        The number of symbols that are different from the zero-symbol of  

                                    the alphabet used. 

 

Hitag: 1,2, S               Hitag1 has a key length of 32 bit while the other two has a key  

                                   length of 48 bits. 

 

Immobilizer  Is an electronic device that is used in cars to prevent the engine    

                                   from running unless the correct key or token is used. 
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Phishing                     Is an attempt to criminally and fraudulently acquire sensitive  

                                   Information. 

 

Session key                 Is a one-off symmetric key used for encrypting one message or a  

                                   group of messages in a communication session. 

 

Side channel               Is any attack based on information gained from the physical    

cryptanalysis               implementation of a cryptosystem. 

 

Throughput                Is the average rate of successful message delivery over a  

                                   communication channel. 
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2 What is RFID 

In this chapter the RFID technology is presented to give the reader a proper background 

before reading the coming chapters [1]. 

2.1 Introduction 

RFID stands for Radio Frequency Identification, and it is used primarily to deploy 

automatic identification procedures to provide information about people, goods, animals 

and products in transit. 

The RFID device serves the same purpose as a bar code or a magnetic strip on the back 

of a credit card, but it uses radio signals to exchange identifying data which increases 

the range of  identification from a couple of centimetre to several meters. 

There are two equal but not identical decisions made by RFID. The first one is to let the 

reader decide if there exist any RFID units from a certain family within the range, and 

the second one to verify the identity of the RFID unit that answers the calls from the 

reader or who tries actively to contact the reader.  

The technology has been known for a bout fifty years, but the lack of standards in the 

industry limited its global use, such as tracking items from company to another 

company or from country to another country. 

Since RFID is based on radio waves, there is always a risk for an intended and 

unintended listening. That includes the lowest powered radios because the signal travels 

more than what is considered to be the maximum range. The specification guaranties 

functionality, but powerful transmitters and receivers increase not only the range but are 

less sensitive to interference. Taking into consideration that radio waves can move in 

unexpected directions because they can be absorbed by some objects and reflected by 

others, leads to unpredictability that opens the door for sniffing and spoofing attacks. If 

a response can be triggered from a tag beyond the expected distance, DOS attacks can 

be made on such RFID systems through the jamming radio signals with excessive 

amount of data that overwhelm the RFID reader. 

Modern RFID systems still suffer from radio jamming where a noisy signal causes a 

congested frequency. 

2.2 RFID Components 

RFID systems consist of two main components (see figure 2.1): 
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              Figure 2.1 RFID main components [1] 

 

The transponder, which is located on the object to be identified. 

The interrogator or the reader, which can be a read or read/write device depending on 

the design and the technology used. 

 

A normal reader usually contains a control unit, a radio frequency module (transmitter 

or receiver) and a coupling element to the transponder. Many readers are equipped with 

additional interface such as RS 232 to forward the data received to other systems such 

as PCs, other controlling systems, etc. 

The actual data carrying device, the transponder, normally consists of a coupling 

element and an electronic microchip (see figure 2.2). 

 

 

             Figure 2.2  RFID data-carrier device, The transponder [1] 

 

Passive transponders, which do not have any voltage supply, are only activated when 

they are within the interrogation zone of a reader. They get the power through the 

coupling element (contactless). 

2.3 Range, Frequency and coupling 

The three main criteria to differentiate RFID systems are: the readers operating 

frequency (135 kHz long wave to 5.8 GHz microwave), the range of the system (few 
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millimetres to above 15 m) and the physical coupling method (Electric, magnetic and 

electromagnetic).  (See figure 2.3)   

 

             

            Figure 2.3  Interrogation zones of different systems [1] 

2.3.1 Short range systems 

RFID systems with a small range of up to 1 cm are known as close coupling systems 

that use both electric and magnetic fields and can theoretically be operated at 

frequencies between DC and 30 MHz. The transponder must be inserted or placed on a 

reader to operate. The main use is in applications that require strict security in short 

range. Typical solutions are door locking systems or contactless smart card systems 

used for payment. 

2.3.2 Middle range systems 

Systems with read and write ranges of up to 1 m are known as remote coupling systems 

that usually are based on an inductive (magnetic) coupling. Therefore they are also 

called inductive radio systems. There exist a few systems with capacitive (electric) 

coupling. About 90% of the systems currently sold are inductively coupled systems. The 

main use is animal identification, industrial automation and contactless smart cards. 

2.3.3 Long range systems 

Systems with ranges significantly longer than 1 m, are known as long-range systems. 

They operate using the electromagnetic waves in the UHF and microwave range, the 

majority of such systems are also known as backscatter systems. The UHF frequencies 

used are 868 MHz (Europe) and 915 MHz (USA) and the microwave frequencies are 

2.5 and 5.8 GHz. A range of about 3 m can be achieved with battery free passive 

transponders, while a range of 15 m and above can be achieved with active, battery 
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driven transponders. The battery here is only used to supply the microchip so that stored 

data is retained, while for data transmission the power of the electromagnetic field 

received from the reader is used. (See figure 2.4). 

 

       

          Figure 2.4  Classification of different RFID systems [1] 

2.4 RFID Systems 

2.4.1 Low-end systems 

EAS systems are classified as the bottom end of low-end systems. What these systems 

do is to check and monitor if there is any transponder in the interrogation zone of the 

detection unit placed in the reader by simple physical effects. 

Transponders that are read-only and have a microchip are also classified as low-end 

systems. Such transponders usually have a unique serial number encoded permanently 

and consist of several bytes. The data flow is unidirectional from the transponder to the 

reader when the transponder is located in the HF field of a reader. Such systems have 

one serious limitation: the reader cannot handle more than one transponder at a time due 

to collisions that might take place when several transponders start transmitting 

simultaneously, which results in blocking the reader.   

The advantages of read-only systems are that: they can operate at all frequencies 

specified for RFID, transponders are cheap to manufacture and chip area can be 

minimized due to the simple function of transponder which lowers the power 

consumption that leads to very high ranges. 
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If small amount of data is required for identification, then low-end systems are the way 

to go. They can replace barcode systems for example in the control of product flow, 

identification of animals, containers, pallets and more. 

2.4.2 Mid-range systems 

Such systems have a writable data memory that can vary in size from a few bytes to 100 

Kbytes EEPROM (for passive transponders) or SRAM (for active transponders), that 

makes such systems very diverse and popular. 

Collision is prevented due to the transponder’s ability to perform selective reading and 

writing when processing some simple commands of the reader because of the state 

machine encoded. Such transponders can even be selectively addressed by the readers. 

Mid-range systems can operate at all RFID frequencies available, and it is common to 

implement cryptological procedures such as authentication between the reader and 

transponder in those systems. 

2.4.3 High-end systems 

High-end systems consist of a smart card operating system together with a 

microprocessor that makes it possible to use more complex authentication and 

encryption algorithms. The top end of such systems has dual interface smart cards 

(contact and contactless interface available on the same chip) which have a 

cryptographic coprocessor. The use of a coprocessor reduces radically the computing 

time, which makes such contactless smart cards suitable for applications that require 

secure data transmission based on encryption, such as ticketing systems for public 

transport or electronic purses. 

The operation frequency is at 13.56 MHz. 
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3 General RFID security 

In this chapter RFID security is covered to give the reader a better understanding of the 

security aspects related to RFID. 

3.1 CIA criteria and RFID locks 

CIA stands for Confidentiality, Integrity and Availability and is a widely used 

benchmark for evaluation of data security. The CIA criteria must be addressed when it 

comes to information systems security evaluation, and RFID locks are no exception. 

Confidentiality is about limiting information access to only authorized users. 

Information stored in RFID based passports for example should not be revealed to all 

RFID readers. For RFID locks this criterion is not affected. 

Integrity is about the trustworthiness of the data. It shall not be possible to modify 

information without authorization. In RFID locks it is about authentication to make sure 

that the data comes from the correct source and is not manipulated by a third person. If 

this criterion is broken then availability is affected and the damage depends on what the 

lock protects. If we take a car lock as an example then the value of the car is lost. 

Availability means that information is available when needed by the proper user. RFID 

locks should guarantee availability when needed by the correct user and the damage 

depends on what the lock is protecting, as mentioned earlier. Some RFID locks are 

located outside a public building where they might be exposed to physical attacks as 

well that can affect availability. Others are located in corridors, maybe of the “hands-

free” type and they can be attacked in another way. The decision in case a lock should 

remain unlocked or not in an emergency case, depends on other security requirements to 

be fulfilled. [2]  

3.2 Static and semi-static signals 

Static signals (of constant value) can easily be monitored and played back later by an 

adversary who has the knowledge and required equipment to cheat the system to believe 

that the access is granted to the authorized user. 

If the data transmitted is static, even though it is encrypted, the response will be known 

to the man in the middle because the signal is the key and then he or she can replay the 

response to the reader and simply get access. 

Semi-static signals without challenge-response are more secure than static signals but 

still not as secure as challenge-response authentication. In this case the key depends on 

the previous signal sent and the secret information. Just eavesdropping is not enough to 

reveal the secret key. One scenario to get entry is to disturb the communication for an 

authorized user who has the secret key and then record the response. Now the 



 12 

availability is affected and the real user will try to contact the person in charge to get 

access. Meanwhile it is possible for the attacker to play the recorded information that 

the lock expects in case the same nonce is sent by the lock, and the intruder is simply in. 

Another scenario is to use phishing by challenging the key to get the next value and use 

that value to get access, but this attack (relay-attack) is applicable only if no button push 

is required to send the response [3]. 

3.3 Authentication   

RFID systems are widely spread in applications that require high security, such as door 

locks that grant access to buildings, systems for payment or issuing tickets and 

passports. It is not accepted that any person can get into a certain building or get a ticket 

without paying for it. 

Access is usually granted by having a key or verifying a finger print (biometrics), which 

is something you have, or “are”, or knowing a password or a pin, which is something 

you know. This is how modern authentication protocols work by examining the 

knowledge of a secret which could be a cryptographic key.  

It is important that high quality RFID locks do not use static signals because listening 

passively to a signal might lead to revealing the secret key. Active attacks make use of 

generating faked signals that might unlock the RFID lock and they can also be used to 

reveal other secret information beyond just unlocking [1]. 

RFID systems with very high security must be able to handle the following attacks: 

• Unauthorized reading of the data carrier that might result in modifying and/or 

duplicating data. 

• Eavesdropping into the radio communication and replaying the data, with the 

purpose to imitate the original data carrier. 

• The presence of a foreign data carrier within the reader’s interrogation zone in 

order to gain an unauthorized access to a building or getting services for free 

without paying. 

3.3.1 Mutual Symmetrical Authentication 

This is based on the three-pass mutual authentication according to ISO 9798-2, which 

implies that both the reader and the transponder during the communication check each 

others knowledge of the secret cryptological key. 

 The key is the same for both participants (symmetrical procedure), belonging to the 

same application. There is a need to verify that both parts belong to the same 

application, to protect the application from manipulation in case false data is used (the 

reader in this case), and to protect the stored data to be overwritten or read by 

unauthorized or false partie (the transponder in this case). 
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When the transponder enters the interrogation zone, the mutual authentication procedure 

is started by the reader sending the command GET_CHALLENGE to the transponder. 

The next step is the generation of a random number RA that is started by the transponder 

(response � challenge-response procedure) and sent to the reader as a response to the 

challenge. The reader now in turn calculates an encrypted data block (token 1) by using 

a generated random number RB, common secret key K and a common key algorithm eK 

and sends it back to the transponder. 

 

Token 1 = eK(RB||RA||IDA||Text1) 

 

The transponder decrypts token 1 and the random number R’A contained in the plain text 

Text1 and compares it to the previously transmitted RA. In case both figures correspond, 

then the two common keys are correct. Now another random number, RA2, is generated 

in the transponder to be used to calculate an encrypted data block (token 2), which also 

contains RB and the control data, then token 2 is sent to the reader. 

 

Token 2 = eK(RA2||RB||Text2) 

 

Token 2 is decrypted by the reader and a check is made to see if RB, which was sent 

previously, corresponds to the newly received R’B. If that is the case, then the common 

key is verified, which means that they both belong to the same system and further 

communication is permitted (see figure 3.1). 

 

                 

Figure 3.1 Reader - Transponder mutual authentication procedure [1] 

 

The advantages of the mutual authentication procedure are the following: 

• Any algorithm can be used to encrypt the token. 

• The encryption of two numbers is always made at the same time, which makes it 

impossible to perform transformation inversion using RA to obtain token 1, with 

the purpose to calculate the secret key. 

• Only encrypted random numbers are transmitted over the air waves to never 
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reveal the secret keys. 

• The random numbers are strictly used by both the reader and the transponder, 

which are independent of each other, to protect the system against any replay 

attack (playback of a recorded authentication sequence). 

• Subsequent data transmission can be cryptologically secured through calculating 

the random key (session key) from the random numbers generated. 

 

The biggest disadvantage here is that the key K, has to be identical for all transponders 

belonging to a certain application, which is a security risk for large systems such as 

ticketing, which uses several million transponders that are available to anyone buying 

the ticket [1].   

3.3.2 Authentication through derived keys 

To improve the authentication procedure described in 3.3.1, each transponder is secured 

by a unique cryptological key. This is achieved by reading the serial number of the 

transponder when it is produced. In this case each transponder has a key linked to its 

own ID number and the master key KM. The transponder is initialized after that a key KX 

is derived through a cryptological algorithm and a master key KM. 

The mutual authentication procedure begins with the reader requesting the ID number of 

the transponder. In SAM (security module in the reader), the key of the transponder is 

calculated using the master key KM, in order to initiate the authentication procedure. The 

stored master key can never be read because SAM is a kind of protected smart card with 

contacts incorporating a crypto processor (see figure 3.2) [1]. 

 

       

Figure 3.2 Derived keys authentication procedure [1] 

3.4 Security evaluation of RFID locks 

How secure an RFID lock should be depends on what the lock is protecting and where it 

is placed. Through studying the security threats around RFID, combined with 

knowledge in data security and general knowledge about RFID the following criteria 



 15 

have been identified to evaluate RFID locks: 

1. Challenge-response: If a challenge-response authentication protocol is used to 

protect against eavesdropping to later on replay the signal. 

2. Keys derived or permanent: If the keys used are derived or permanent. Finding 

the master key is far more threatening than finding the individual key. 

3. Static or semi-static signal: If a static signal is used for identification. Statistic 

signals are easy to record and play back later to cheat the system. Semi- static 

signals are more secure than static because they require more than just recording 

a signal in order to get access, but still challenge-response authentication is 

superior to static and semi-static when it comes to security. 

4. Lock location: If the lock itself is mounted in a public place where it can easily 

be accessed, such as car lock or a lock to a hotel room, then higher security 

requirements should be applied. The combination of strong algorithm together 

with secure protocol without any known flaws is a must.  

5. Read range: If the read range is long then the risk of eavesdropping is higher, 

which means that higher security algorithms and protocols are needed. 

6. Key update: If the key update is made on-line or off-line. Off-line key update 

such as in case of an immobilizer is more secure because it can only be done in a 

service centre (in case the method is secret).   

7. Algorithm: If the algorithm used is developed by the company (might be 

weaker) or it is a standard algorithm. 

It is worth mentioning that some locks need to be connected to a data base to get some 

information in case the user is not allowed in, but this affects the availability only. 

Some of these locks are battery operated which means that in case the battery gets weak 

then the availability is affected. 
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4 Available products on the market 

In this chapter a study of what RFID locks exist in the market is made. It is examined: 

how do they use the cryptographic techniques, how security is presented in the 

advertisements, alternative security options when cryptographic techniques are not 

applied and finally the total impression is presented. 

4.1 Finding the products 

Finding available RFID locks in the market have been achieved through searching in the 

World Wide Web. Therefore the results might not be valid when some time has passed 

after the writing of this thesis. Dates and web addresses are included as a reference for 

the product. 
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4.2 Products reviewed 

4.2.1 MyKey 2300 

This lock combines both RFID technology and key pad. The lock is ready to operate 

and start reading when a button in the middle is pressed. It is battery operated to 

guarantee reliability, and if the battery power grows weak, there is a back up battery 

terminal for a 9 volt battery (see figure 4.1).  

When it comes to security, the RFID card transmits its information using 40-bit 

encryption, which means that the card can hold a number between 1 and 

1,099,511,627,776 and that is, according to the manufacturer very hard to guess 

compared to a regular pin code. But on the other hand, if the user forgets his or her 

RFID card, then the key pad can be used to unlock. The read range is a few inches and 

the keys are easy to change and they are retained even without batteries installed. It has 

a built in alarm that is activated if force is used and an auto lock feature that guaranties 

that the door is always locked. It is not mentioned how the keys are updated, which 

protocols and algorithms are used and if the lock is protected from reprogramming [4]. 

 

                           

Figure 4.1 MyKey 2300 product picture [4] 
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4.2.2 MIFARE MF1 IC S50 

MIFARE technology is a 13.56 MHz contactless technology that is owned by Philips 

Electronics. They develop and sell both reader and card chips to the manufacturers. 

MIFARE is considered to be a smart card technology due to the ability to read and write 

to the card (see figure 4.2).   

MF1 IC S50 is developed by NXP and is used in contactless smart cards in accordance 

with ISO/IEC 14443A. The security layer sports the field proven CRYPTO1 stream 

cipher for secure data exchange.  

More than one card can operate simultaneously in the field due to the anti-collision 

function implemented. It can operate at a distance of up to 10 cm depending on the 

antenna geometry, and it has data retention of 10 years. Writing endurance is about 

100.000 cycles [5] [6]. 

When it comes to security the card sports: 

• Mutual three pass authentication (ISO/IEC DIS 9798-2). 

• Data encryption on RF-channel with replay attack protection. 

• Unique serial number for each device. 

• Transports key protects access to EEPROM on chip delivery. 

• Individual set of 48-bit keys per sector (application) to support multi-application 

with key hierarchy. 

(Note: this product no longer exists due to security issues) 

                     

  

   

Figure 4.2  MiFare card layout [saved material] 
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4.2.3 SHL-100 

This door lock is mainly designed to be used in hotels. It is battery driven and uses 

Mifare (13.55MHz). It has a mechanical emergency unlocking system in case no power 

is left in the batteries or if the electronics inside is damaged or if the card is lost. 

Nothing is mentioned about the security of the lock but that it uses the Mifare 

technology that makes use of the crypto1 cipher [7]. (See figure 4.3). 

 

                                               

Figure 4.3  SHL-100 product picture [7] 
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4.2.4 BINoXX - DK 4100 

Is a smart RFID electronic cylinder developed by Buga. It can replace existing 

mechanical cylinders without new hardware. The latest version after year 2002 supports 

not only active RFID key cards but passive ones as well. It is battery powered and can 

manage around 60,000 activations or a time range of about three to four years before 

replacement to new ones. The read range is approximately two centimetres and the key 

management is done through the same existing central application companies use to 

manage their access control systems. The cylinder can be programmed using laptop, 

PDA, infrared link or through a wireless LAN connection to enable remote 

management. Cylinders can be ordered with numerous RFID chip for easy integration 

into existing deployed access control systems [8]. (See figure 4.4).    

 

                     

Figure 4.4  BINoXX-DK 4100 product picture [8] 
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4.2.5 DOM Protector 

Is a cylinder based RFID lock that is feature rich and can fit different environments 

when it comes to both managing the keys and mechanically. There exist two versions 

for programming: “offline” version to be programmed by the intelligent transponders 

and “networked” version to be integrated in an existing network. ELS administration 

software for PDA and PC is available. 

The reading range is up to 5cm, and the basic version has an infrared interface while the 

more advanced version has a radio on-line interface to be managed via TCP/IP. 

It supports different types of transponders such as: Hitag: 1, 2, S, and EM: 4100, 4102, 

4450, 4150 [9]. (See figure 4.5). 

 

                  

Figure 4.5  DOM Protector product picture [9] 
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4.2.6 HCS412 

This is a single chip solution that combines a bi-directional transponder challenge-

response security with the patented KEELOQ code hopping technology for logical and 

physical access control.  

It is used as a code hopping encoder in keyless entry systems such as vehicle and garage 

door access and it can also be used as a secure bi-directional transponder for contactless 

token verification. 

Security features: Programmable 64-bit encoder crypt key, Two 64-bit IFF keys, Keys 

are read protected, 32-bit bi-directional challenge-response using one of two keys, 69-

bit transmission length where 32 bits is the hopping code and 37-bits are not encrypted, 

Programmable 28/32 bit serial number, 60-bit read protected seed for secure learning, 

Asynchronous transponder communication and delayed counter increment mechanism. 

Combining KEELOQ with the transmission length of 69 bits eliminates virtually any 

code grabbing or scanning. A block cipher of length 32 bit and a key length of 64 bits is 

used. The algorithm obscures the transmitted information in a way that even if it differs 

with one bit, next time more than 50 percent of the encrypted bits will change 

statistically. 

The transmitted code word changes every time a button is pressed due to the 16-bit 

synchronization counter. Once a button press is detected, the device reads the button 

inputs and updates the synchronization counter. The 32-bit encrypted information 

consists of the crypt key plus the synchronization counter combined with the serial 

number. 

The KEELOQ product family has several learning strategies that can be implemented on 

the decoder. Learning involves the transmitter’s appropriate crypt key being calculated 

by the receiver, decrypting the received hopping code and storing the synchronization 

counter value, crypt key and the serial number in EEPROM. 

The read range: for inductive transponders is (<10 cm) and RF passive (~1,5m) [10] 

[11]. 

  

        

Figure 4.6  The KeeLoq product logo 
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5 Evaluation of available products 

In this chapter the products presented in this thesis are evaluated with regards to security 

threats and metrics. Only locks which can protect something of real value are considered 

as worthy of attention. This means that RFID locks must be as difficult to open without 

initial possession of the key as it is the case for conventional locks with metal keys. 

Once the major point of failure is discovered the rest of the criteria will be marked as 

N/A (not applicable). 

 

5.1 Products evaluated 

5.1.1 MyKey 2300 

It is not known if challenge response is applied which makes this lock from the security 

point not secure. 

• Challenge-response: NO  

• Keys derived or permanent: N/A 

• Static or semi-static signal: N/A 

• Lock location: N/A 

• Read range:  N/A 

• Key update: N/A 

• Algorithm: N/A 

 

5.1.2 MIFARE MF1 IC S50 

The Crypto1 algorithm that is used has been broken and published, therefore it can only 

be used in environments with low security requirements, absolutely not in hotels and 

cars. (Note: this product no longer exists due to security issues). 

• Challenge-response: N/A 

• Keys derived or permanent: N/A 

• Static or semi-static signal: N/A 

• Lock location: N/A 

• Read range:  N/A 

• Key update: N/A 

• Algorithm: Broken and Published 
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5.1.3 SHL-100 

This product uses an already broken algorithm and therefore it is not recommended to 

be used in hotels. Totally information about this product from a security point of view is 

insufficient. 

• Challenge-response: N/A  

• Keys derived or permanent: N/A 

• Static or semi-static signal: N/A 

• Lock location: N/A 

• Read range:  N/A 

• Key update: N/A 

• Algorithm: Broken and Published 

5.1.4 BINoXX - DK 4100 

It is not mentioned if this product uses the challenge response protocol, but on the other 

hand it can use different solutions such as Mifare (which has been broken) and has short 

read range which is good to minimize eavesdropping.  

• Challenge-response: N/A  

• Keys derived or permanent: N/A 

• Static or semi-static signal: N/A 

• Lock location: N/A 

• Read range:  N/A 

• Key update: N/A 

• Algorithm: Broken and Published (if MiFare) 

5.1.5 DOM Protector 

The security of this product depends on what kind of transponder is used, for instance if 

it is Hitag1 that supports encrypted mutual authentication. The read range is short (about 

5 cm) which is good to minimize eavesdropping. 

• Challenge-response: Yes 

• Keys derived or permanent: N/A 

• Static or semi-static signal: N/A 

• Lock location: N/A 

• Read range:  N/A 

• Key update: N/A 

• Algorithm: N/A 
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5.1.6 HCS 412 

This product is widely used but since the algorithm has been broken and published the 

product is no longer secure. 

• Challenge-response: Yes 

• Keys derived or permanent: N/A 

• Static or semi-static signal: N/A 

• Lock location: N/A 

• Read range:  N/A 

• Key update: N/A 

• Algorithm: Broken and Published 

 



 28 



 29 

6 Breaking the challenge response system 

In this chapter a study of how challenge response systems are broken is presented [1] 

[22].  

6.1 General attacks on cryptographic protection 

Attacks are divided into two groups: passive and active. A passive attack is when 

eavesdropping into the transmission to discover secret but valuable information for the 

wrong purpose, like attacker 1 behaves. An active attack is on the other hand when 

someone actively tries to manipulate the transmitted data and change it for own benefits, 

like attacker 2 behaves (see figure 6.1).    

 

 

Figure 6.1  Attempted attack on data transmission [1] 

 

To prevent both active and passive attacks, cryptological procedures are applied. Plain 

text is encrypted (transformed to cipher text) with a secret key K prior to transmission, 

and decrypted (deciphered) with the secret key K’ when received. To interpret the 

recorded data, knowledge of the secret key and the encryption algorithm is required, and 

therefore both should be protected well (see figure 6.2). 

 

       

Figure 6.2  Encrypted transmitted data protects against eavesdropping [1] 
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Spoofing attacks mean supplying false information that look valid for the system and 

therefore is accepted. An example of a spoofing attack in RFID systems is broadcasting 

a faked EPC number over the air while a valid one was expected. Such attacks are 

applicable on static signals (RFID tags). 

 

Insert attacks mean inserting a system command where data normally is expected. In 

RFID systems, such an attack would be a tag carrying a system command instead of e.g. 

EPC number. This attack is applicable on active RFID locks. 

 

Replay attacks mean recording a signal data to play it back later to appear as valid data. 

In RFID systems, such an attack would be intercepting an RFID signal, recording it and 

later replaying it. Such attacks are applicable on static signals (RFID tags). 

 

DoS attacks are also known as flood attacks which also mean flooding the signal with 

more data than what the system can handle resulting in a denial of service. In RFID 

systems such attack would be e.g. RF jamming which means filling the RF with noisy 

signal to prevent the system from dealing correctly with the incoming data. The danger 

here is if the device to be programmed needs to access a database to achieve the security 

required, then forcing that device off-line through jamming paves the way to applying 

other attacks [1]. 

6.2 Classical Cryptosystems 

Here is a presentation of some classical cryptosystems that are widely used. 

6.2.1 Block Ciphers 

Block ciphers take a whole block of plaintext and produce a cipher block of equal 

length. Typically the block size is 64 or 128 bits. If one character is changed in a 

plaintext block then all corresponding characters in the ciphertext block can be changed. 

Block ciphers are used in a broader range of application than stream ciphers [12] [13]. 

(See figure 6.3). 

 

 

Figure 6.3  block cipher principle [12] 
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6.2.2 Stream Ciphers 

In a stream cipher one bit or byte is encrypted at a time using a different function for 

every step. Stream ciphers are faster than block ciphers and require less hardware 

complexity. The One Time Pad is the ideal realization of a stream cipher, where the key 

is a sequence of 0s and 1s of the same length as the message. The key is used only once 

and is discarded later. The encryption is made through adding the key to the message 

mod 2, bitwise, and this is usually called XOR. 

 

(Plaintext)   00101001 

(Key)           10101100 

(Ciphertext) 10000101 

 

Decryption is simply made by adding the key to the ciphertext [13] [14]. 

6.2.3 LFSR 

A linear feedback shift register is a shift register whose linear function of its previous 

state is the input bit. The initial value is called the seed, and due to the deterministic 

operation of the register the sequence of values produced is determined by current or 

previous state of it. There is a finite number of possible state, which eventually causes 

repeating the output. Therefore a well-chosen feedback function is required to achieve 

higher security. LFSRs are usually used to generate keys for stream ciphers when speed 

is required, such as in cable television [13] [15]. 

6.3 Attack on KEELOQ 

6.3.1 Summary 

The KEELOQ block cipher can be found in many security relevant applications such as 

in RKE systems and in car immobilizers in form of passive RFID transponders.  The 

mathematical weaknesses of the cipher have been revealed shortly after announcing a 

successful cryptanalysis of it. Through applying DPA attacks that combine side-channel 

cryptanalysis with some specific properties of the KEELOQ algorithm, the secret key of 

both the manufacturer, which is stored in the receiver, and the remote transmitter has 

been revealed. Ten power traces were enough to enable cloning the remote control from 

a distance and recover the key in few minutes. Once the manufacturer key is revealed 

(the master key) then it is enough to listen to two messages at most to disclose the secret 

key of a remote control. The key cloning attack has been performed without even 

accessing the device [20] [21]. 

 

It is worth mentioning that if a strong key derivation method is used, then it is harder to 
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reveal the manufacturer key in order to generate a key for a new valid transponder. As 

an example, if the key of the transmitter is the result of a simple function of the device 

serial number XORed with the manufacturer key then revealing the latter is very easy. 

6.3.2 Description of KEELOQ 

KEELOQ can be viewed as a NLFSR where the feedback depends linearly on two 

register bits, one NLF and one key bit. Before an encryption is started, the plain text 

together with the given key are loaded to the state register and the key register. To 

produce a new bit, for every clock cycle the key register is rotated to the right and the 

state register is shifted to the right. The state register contains the encrypted text after 

528 clock cycles. To decrypt the same operations are made but with opposite direction. 

(see figure 6.4). 

           

               Figure 6.4  Block diagram of the KEELOQ encryption [20] 

6.3.3  Knowledge needed before an attack 

When preparing the DPA for KEELOQ, even though the algorithm was known, the 

implementation was not. But the group discovered that the transmitters usually employ 

HCSXXX modules of Microchip, a dedicated hardware, while the receivers were 

equipped with a microcontroller with the KEELOQ routine on it.  To perform the DPA 

on a certain implementation, some assumptions of the leakage must be made to prepare 

a DPA scheme that can exploit that leakage and which in turn depends on the cipher 

structure and the particularities of that certain implementation. It is known that software 

executed on a PIC microcontroller often exhibits leakage of Hamming weight while the 

leakage on the realized hardware use is the Hamming distance, which is good to know 

in order to measure the power consumption. Measuring the power consumption allows 

distinguishing between different parts of the operation, since the clock frequency of the 

device is exposed. There is no need for a high throughput, because hopping codes 
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employ short messages. 

 

To deploy the hardware attack, there was a need to find the points in time in the power 

consumption traces that correspond to the encryption function. After thousands of 

measurements and by trial and error the group discovered that the encryption is made 

after writing to the EEPROM (see fig 6.5).   

 

 

Figure 6.5 Power consumption traces of a HCS module 

6.3.4 Attack scenarios 

To clone a transmitter using power analysis, there is a need to physically access the 

transmitter to acquire at least 10 to 30 power traces. The button of the transmitter must 

be pressed several times, while measuring the power consumption and monitoring the 

transmitted hopping code messages. Through deploying the side-channel attack the 

device key KDev can be recovered. The recorded messages could be decrypted disclosing 

the counter values and the discrimination of the original transmitter at the time of the 

attack. 

 

To recover a manufacturer key (master key), the adversary needs to physically access 

one receiver of the same brand used at the destination site. Since the number of 

manufacturers of such access systems is small, then it is not hard to figure out the brand. 

Before performing this attack, the previous attack must be done to get the KDev. Then the 
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decryption key of KEELOQ km inside the receiver during the key derivation step is 

recovered. Now the manufacturer key km of that device family is in the hand of the 

attacker that can easily with the knowledge of a chosen serial number and counter value 

generate valid remote controls. 

 

To clone any transmitter without any physical access, if the results of the previous 

attack are known, actually the km and the key derivation method of a target family, a 

remote control can be cloned by eavesdropping. The adversary needs to intercept at 

most two hopping code messages, c1 and c2 sent by an arbitrary transmitter of the same 

brand.   

If the key is derived from the transmitter’s serial number, then the device key is revealed 

with ease since the intercepted messages contain the serial number. With the knowledge 

of the manufacturer key the attacker can easily perform the key derivation process to get 

the device key. 

    kDev  =  kM             [F1 (SerialNumber), F2 (SerialNumber)] 

To disclose the counter value the decryption of either messages c1 or c2 is enough. Now 

it is possible to generate a valid hopping code messages in order to spoof the receiver 

and gain access to a protected site. Note, for this scenario it is enough intercepting one 

single message. 

 

6.4 Attack on Mifare 

6.4.1 Summary 

MiFare cyrpto-1 is a light weight cipher that is widely used in tickets, subway, access 

control systems and in many different other security related applications. The secrecy of 

the algorithm is part of the security of the MiFare cards, but since the cipher has been 

disclosed with a modest effort, systems using this technology are no longer secure.  

The attack against the Crypto-1 exploited the statistical weaknesses of that cipher 

together with weakness in the random number generator. This was done through the use 

of reverse engineering which took only minutes on a PC and seconds on FPGA. 

Combining these two vulnerabilities lead to cloning such cards within minutes on a PC. 

The hardware used to act as a reader to eavesdrop on transactions was a Promark III (see 

figure 6.6) developed by Jonathan Westhues. It has a flexible design that enables 

adjusting the Digital Signal Processing to support a specific protocol. The device 

supports signal processing of both low (125kHz -134kHz) and high frequency 

(13.56MHz). The signal received from the antenna is routed through a FPGA, which in 

turn relays it to the microcontroller to perform some filtering operations before relaying. 

The software implementation makes it possible to listen to the communication between 
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the reader and the RFID tag and emulate both [16] [17] [18] [19]. 

 

 

Figure 6.6  The Promark III [18] 

6.4.2 Description of Crypto-1 

The cipher consists of a LFSR and a filter function, f(.), (see figure 6.7). The secret 48-

bit key is symmetric and is loaded into the shift register during initialization and the 

identifier of the tag ID XOR-ed with the random number Rb chosen by the tag are 

shifted into the state as a string. As a first challenge in challenge response protocol Rb is 

sent to the reader to prove the knowledge of the secret key. 

In each clock cycle one bit of key stream from 20 LFSR bits is computed by the filter 

function, f(.) .  The function is composed from 6 instantiations of 3 smaller functions 

that are statistically biased: if one input is held constant, then the output is either 1 or 0 

more than 50% of the time.  

 

 

                             

Figure 6.7 Crypto-1 stream cipher and initialization values [16] 

 

6.4.3 Authentication protocol 

The MIFARE classic applies the mutual three pass authentication protocol (see figure 

6.8) that seems to be based on ISO 9798-2. The purpose of the authentication is to make 
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sure that both the reader and the card share the same key. 

 

This is how authentication procedure is made after a successful anticollision:  

1- The reader sends a request for sector authentication. 

2- The card responds with a 32-bit nonce NC. 

3- The reader sends back the nonce NC encrypted together with its own nonce NR and 

some additional information in an 8-byte response. 

4- From now no messages are sent in the clear. The card decrypts the response and 

controls whether it contains its own nonce. An encryption of NR is sent back to show 

the reader that the same key is shared. 

5- The reader decrypts the response and compares with its own nonce NC. The 

command is sent to the card. 

6- The response is received from the card. 

 

            

Figure 6.8 Authentication scheme [18] 

 

6.4.4 Attack scenarios 

To recover the keystream, a genuine card and a Promax are needed. The attack exploits 

the weaknesses of the pseudo-random generator therefore using a random nonce 

combined with only one valid response from the reader is enough for recovering the 

keystream. The attack has been carried out according to the following steps: 

1. Monitoring the communication between the card and the reader, in a transport 

system for example. 

2. Using the same keystream as in an earlier recorded communication, and that is 

possible because the card repeats the nonce in a predictable time and besides the 

reader is totally controlled by the attacker. 
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3. Modifying the communication under the keystream to make the card receive a 

command that the plain text in response is expected. 

4. The partially known plaintext will recover the key stream for that part. Now the 

commands and the data that were encrypted are revealed. 

5. Using the shifting commands to recover more keystream. 

 

The encrypted data C1 is a result of the plaintext P1 XOR-ed bitwise with a keystream 

K. If using the same keystream on another plaintext P2 while either P1 or P2 is known 

then both are revealed. 

                        

                    

 

To replay an authentication, a successful authentication trace between the reader and a 

genuine card is required. It is important to make sure that the memory of the card is not 

modified so that the expected plaintext is returned. 

To initiate the same authentication as a real card the following has been done: 

1- A successful authentication trace between the card and the reader was recorded. 

2- Send continuous requests (fig 6.8 [1]) until a nonce that is equal to the one (fig 6.8 

[2]) in the original trace. 

3- Send the recorded response (fig 6.8 [3]) to the nonce received which is a valid one. 

4- Retrieve the response (fig 6.8 [4]) to the challenge from the card. 

5- Now it is possible to resend the same command (fig 6.8 [5]) or modify it. 

Already after step 4 the card is successfully authenticated for sector 0 in this case. If an 

earlier recorded command is sent, the same encrypted response as in the original trace 

will be received. Therefore the keystream is the same. 
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Conclusions  

Finding the relevant information has been surprisingly difficult, which would be a 

severe problem for a prospective customer evaluating what is on the market. It has been 

easier to find information about building kits than a complete locking system. 

 

It is hard to find information in the standard because it must be paid before you can see 

it, which is both expensive and time consuming. Also you do not know if it contains the 

right type of information before you pay! 

 

It has been very difficult finding information regarding security in door locks that use 

active RFID. On the other hand plenty of information is available for systems using 

RFID tags because tags are very cheap and their use is increasing dramatically. 

 

Typing the keyword “immobilizer” in combination with other words in a search engine 

gave much better hits than using the word “RFID door locks” with other keywords, 

which means that more secure products are found mostly in the car industry. 

 

There are many interesting questions that need to be discussed and answered, but it is 

hard to find information a bout. Two examples: 

• In the key updating process, what happens to the key stored when the battery is 

discharged? 

• How is online key update secured against the risks involved in that procedure? 

 

There are also obvious problems that are not treated at all. For example most of the 

locking solutions are battery driven to ensure availability even when electricity is down, 

but the risk of low battery is a fact. 

 

The drop in prices of powerful and cheap computers make attacks easier to carry out, 

besides even finding relevant information about attacks and relevant kits to apply such 

attacks is not a problem at all. 

 

A prospective customer must take into account that: 

• How secure a lock should be depends on the value of what it is protecting. 

• How secure a product or algorithm should be depends on how expensive an 

attack can be. If an opposing organisation can afford the equipment, then the 

attack is a fact. 
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The two main conclusions from this survey are: 

• Locks that have been evaluated are not secure enough. 

• Information published by the manufacturers is not always clear and might be 

misleading. Therefore further research is always required. 
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7 Necessary future improvements 

The following improvements are regarded as necessary to achieve a reasonable level of 

security for RFID-based locks. 

• The Use of 128-bit standard encryption algorithms to increase security and make 

attacks such as reversed engineering very hard to carry out. 

• Implementing a kind of watch dog that monitors the amount of unsuccessful 

challenges and from a certain sender and warn the owner in case a number of 

different challenges were unsuccessful, log the time and date and lock 

permanently until certain measure is made, but the availability might be affected. 

• Make electricity as the main source of power to the locks and use battery as a 

backup for sudden loss of electricity to increase availability. 

• Use true random number generators not deterministic.  

• Use more sophisticated algorithms that are known to be strong. 

• Use hardware solutions in both the transmitter and the receiver instead of using 

EEPROM with write protected algorithm in. 

 

It is important to point out that the use of longer keys, more sophisticated algorithms 

and true random number generator might raise some problems that have to be dealt 

with, such as: longer system response time, more power consumption due to higher 

computation complexity (shorter battery life), an increased chip area (hard to place 

in small devices) and more expensive chips to produce. 
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