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Abstract 

Digital television broadcasters use conditional access (CA) systems to 

protect some of their services from being viewed by people not 

subscribing for these services. A manufacturer of digital television 

receivers develops applications to handle the CA systems that the receiver 

shall support. A problem for the application developer is that a CA 

application developed for one specific CA system is usually not reusable 

for other CA systems because of the differences between CA systems. 

The CA systems are different in both their application programming 

interfaces (API) as well as the types of functionality that they support.  

This master thesis presents a study of three APIs from different CA 

systems. The possibilities of defining a new CA API that supports all the 

functionality that is provided by existing CA APIs while still being as 

similar as possible to these existing APIs are investigated. 

The conclusion from the study is that it is not possible to define this new 

CA API because the studied CA systems are so different and only small 

parts of the provided functionality are shared between them. 
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1. INTRODUCTION 
This chapter describes the task and goal of the thesis. Limitations of the 

task are also described. 

1.1 Background 

To protect information transmitted in digital TV and radio signals from 

being viewed by unauthorized people, service operators (SOs) of digital 

television broadcasting use conditional access (CA) systems. 

CA systems are the hard- and software components used in digital TV 

receivers to decode the encoded TV and radio signals, and to enable 

interactive services such as home shopping and pay-per-view (PPV). 

An inconvenience for producers of digital TV receivers is that there are 

major differences between different CA systems and that all of them 

provide their own specific application programming interface (API). This 

often means that there has to be one application for each CA system 

supported by the receiver. Nokia Home Communications (NHC) would 

like to find a solution where one application could support all CA 

systems. 

1.2 The purpose and goal of this thesis 

The purpose and goal of this thesis is to investigate the possibility of 

defining a new CA API that supports all the functionality available in, 

and with an interface as similar as possible to, existing CA APIs. 

1.3  Limitations 

There are a lot of different CA systems on the market today and each 

system defines its own API. This study covers APIs from three different 
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CA systems. All three are designed to work with the OpenTV1 

middleware. 

This thesis does not present any detailed information about the studied 

APIs since the studied CA specifications only are accessible under non-

disclosure agreements. In fact, the names of the studied CA systems are 

not mentioned at all. Instead, Kappa, Beta and Gamma are used as names 

for the studied systems and their APIs. 

                                                 
1 The OpenTV middleware offers a platform independent environment for downloadable 
applications. 
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2. DIGITAL TELEVISION 
This chapter briefly describes a digital video broadcasting (DVB) system 

and the different techniques used to prepare a digital video for 

broadcasting. For more details about digital television see e.g. Benoit, 

1997. 

2.1 Digital video broadcasting 

In the beginning of 1990 the DVB group was formed to standardize and 

define a digital television broadcasting system. The DVB group, 

consisting of members from more than 240 different companies and 

organizations worldwide, is working to achieve a consensus regarding the 

technical specifications for DVB broadcasting. The DVB group works 

towards open standards, and publish them through the European 

Telecommunications Standards Institute (ETSI). Published standards are 

available at a nominal cost for anyone. The open DVB standards span 

over all aspects of a digital TV system and makes it possible for 

manufacturers of DVB equipment to guarantee that their system is 

compliant with other DVB systems [DVB-DAVIC, 2000]. 

The formats used for digital television recordings are not suitable for 

uncompressed broadcasting since that would lead to very high bit-rates 

[Benoit, 1997]. Depending on the used broadcasting system these high 

bit-rates would require bandwidths of 40–135 MHz, which is 5-6 times 

greater than for a corresponding analogue transmission. The process of 

transforming the digital signals (video, audio and other data) to a format 

more suitable for transmission (i.e. one that requires less bandwidth) is 

called source coding, see Figure 1. 
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Figure 1. Activities on the transmission side of a DVB system 

2.2 MPEG-2 

The first step in the source coding process (see Figure 1) is the encoding 

of moving pictures, sound and data. In a DVB system this is done 

according to the MPEG-2 standard, which is tailor-made for digital video 

broadcasting. 

The MPEG-2 standard uses a system comprising of levels and profiles to 

describe the combination of resolution and compression used. There are 

four different levels describing the used resolution from the low level 

with a resolution of 360x288 to the high level with a resolution of up to 

1920x1152 used in wide-screen high definition television (HDTV). Five 

different profiles are used for describing the used compression algorithm. 

The most common combination is the so-called main profile at main level 

(MP@ML) which is considered to be a good compromise between 

picture quality (720x480 at 30 Hz for NTSC or 720x576 at 25 Hz for the 

PAL system) and bit rate (4 to 9 Mb/s depending on the quality chosen). 

For the encoding of the video signal the MPEG-2 algorithm takes 

advantage of the strong correlation between successive pictures in a video 

sequence, i.e. the differences between two or more successive pictures in 
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a video sequence are in most cases restricted to only parts of the picture. 

Imagine a video sequence of a person walking down a street towards the 

camera. If the sequence is recorded without zooming most of the changes 

in the video sequence takes place in the size and position of the person 

walking, while the surroundings is more static. 

The MPEG-2 encoder transforms a video sequence into a group of 

pictures (GOP). There are typically three different types of pictures in a 

GOP; one reference picture called the intra (I) picture, a number of bi-

directional (B) pictures and a number of predicted (P) pictures. See 

Figure 2 for a typical GOP. 

Figure 2. A typical group of pictures in MPEG-2 

The I picture serves as a reference for the GOP and is a compressed 

picture from the video sequence. In the GOP it is only the I picture that is 

coded without reference to some other picture in the group. The 

compression ratio of an I picture is similar to a JPEG compressed picture 

and is typically 1:8. 

When coding the P pictures the MPEG-2 encoder tries to predict a new 

position and size for any moving object identified in the two previous P 

pictures (see p in Figure 2) or the previous I and P pictures (see p' in 

b

I PB PB B B B B P B B I B B P

Group of pictures

p'p
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Figure 2). Since a P picture is encoded using at least2 another P picture an 

error is introduced. To retain good video quality the number of P pictures 

in a GOP must be kept relatively low. The typical compression ratio for a 

P picture is 1:25. 

The B pictures interpolate the information from the nearest preceding and 

nearest following I and P pictures (see b in Figure 2) or the nearest 

preceding and nearest following P pictures (see b' in Figure 2). Since no 

other picture is ever based on a B picture, errors are not propagated with 

the use of these. The B picture contains the least information of the three 

picture types and has a typical compression ratio of 1:70.  

The output from the MPEG-2 encoder is a packetized elementary stream 

(PES) containing 2048 byte-sized packets. [Benoit, 1997] 

2.3 Scrambling 

Scrambling is the process of protecting services or programmes in a DVB 

broadcast from being viewed by unauthorized users. The data packets in a 

PES are re-organized in the order defined by an algorithm and a 

scrambling key. A scrambled PES makes no sense to anyone lacking the 

knowledge about the used algorithm and scrambling key. The scrambling 

is performed by a CA system (see chapter 3 for more details). 

Not all services and programmes need to be scrambled, see Figure 1. Any 

DVB compliant receiver can decode unscrambled services or 

programmes. [Benoit, 1997] 

                                                 
2 The first P picture in a video sequence is different from the other P pictures since it’s 
encoded without using another P picture and is based on the first I picture.   
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2.4 Multiplexing 

The multiplexer joins multiple scrambled or unscrambled PES into one 

transport stream (TS) suitable for DVB transmission. The number of 

programmes contained in a TS depends on the type of programmes (radio 

or TV). During a DVB transmission errors are often introduced to the TS. 

This requires for some kind of error handling, i.e. channel decoding, in 

the receiver (see chapter 2.5). The multiplexer prepares the TS by 

splitting the PES packets (2048 bytes) into smaller transport packets of 

188 bytes to enable the use of efficient error- correction models during 

the channel coding. 

The multiplexer (MUX) also adds additional data to the TS in the form of 

MPEG-2 tables and DVB Service Information (DVB-SI). The MPEG-2 

tables contain important information needed for decoding, descrambling, 

synchronization, etc. The DVB-SI provides detailed information of the 

broadcasted services. [Benoit, 1997] 

2.5 Channel coding 

Channel coding (sometimes referred to as forward error correction) is the 

process of preparing the source-coded signal for error recovery after 

transmission. Most of the redundant data has been removed in the source 

coding process so the signal is sensitive to errors. Because of this there is 

need for detecting errors introduced during transmission. If errors are 

detected the signal should, if possible, be recovered. To simplify this 

process, a number of parity bytes are added to each transport packet. The 

receiver can then check these parity bytes to detect erroneous bytes in 

each transport packet (up to 8 bytes in case of 16 parity bytes). In case of 

errors, some type of error correction is needed to try to recover the 

erroneous byte(s). [Benoit, 1997] 
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2.6 Modulation and broadcasting 

After being channel coded the TS is modulated for transmission. The 

used modulation types differ depending on the signal to noise ratio (SNR) 

for the used broadcasting system. A satellite transmission system 

introduces more noise to the signal than a cable transmission system. This 

means that a cable transmission system can use a more efficient 

modulation type than a satellite transmission system. 

The quadrature phase shift keying (QPSK) modulation is chosen for 

satellite transmissions and the quadrature amplitude modulation (QAM) 

for cable transmissions. With an efficient modulation less bandwidth is 

needed for the transmission. 

After the TS has been modulated it is transmitted over one of the DVB 

defined broadcasting systems. [Benoit, 1997] 

2.7 Reception and decoding 

After reception the reverse order of the activities described in chapter 2.2 

– 2.6 are applied to decode the signal (see Figure 3). After demultiplexing 

a tuner picks a service for MPEG-2 decoding. If the chosen service is 

protected the PES is descrambled (using the same CA system that was 

used for scrambling) before being MPEG-2 decoded. The video signal is 

then encoded to the used TV system standard, e.g. PAL or NTSC. 

[Benoit, 1997] 
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Figure 3. Activities in the receiver 
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3. CONDITIONAL ACCESS 
This chapter describes the general principles of CA systems. 

3.1 System overview 

The purpose of a CA system (in the DVB context) is to provide SOs with 

a tool for billing their digital television service customers. This is done by 

protecting DVB services, e.g. movie channels or single events, from 

being decoded by people that have not purchased the access rights. 

A CA system comprises of both hardware and software components and 

consists of five subsystems presented in Figure 4 and in chapter 3.2 - 3.5. 

Figure 4. CA subsystems locations and interactions in a DVB system 
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contains a customer database that is used by the CA system to keep track 

of the customers’ access rights to protected services. If the SO needs to 

change a customer's subscription, e.g. to add or to remove the access 

rights to a protected service, the SMS is used for entering new data into 

the customer database. Then an update request with the new information 

is sent from the SMS to the subscriber authorization system (see chapter 

3.3). 

3.3 Subscriber Authorization System 

The subscriber authorization system (SAS) creates the data needed to 

scramble, and later on descramble a service. 

The SAS is responsible for creating and feeding the scrambler unit with 

control words (CWs), see Figure 4. The SAS is also responsible for 

creating the control data needed by receivers to descramble protected 

services. To descramble, a receiver must have access to the CWs that 

were used for scrambling and must also know exactly when the CWs are 

changed.  

The control data consists of two different message types; the entitlement 

control message (ECM) and the entitlement management message 

(EMM). The ECM holds a CW, while the EMM is used for ordering the 

receiver to change the CW or to change some authorization data on the 

smartcard. Note that it's possible for the SAS to create and send ECMs 

and EMMs to a specified smartcard (i.e. a customer/subscriber). 

The control data is encrypted (to prevent unauthorized descrambling) and 

inserted into the TS by the MUX (see Figure 4). 
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3.4 Scrambler 

The scrambler uses the DVB standardized Common Scrambling 

Algorithm (CSA), see chapter 3.8 for more info, to organize the data 

packets in the PES. The CW delivered by the SAS defines the PES packet 

order. The SAS typically changes the CW every 2-10 seconds. 

3.5 Descrambler  

The demultiplexer (Demux) in the receiver picks out the different PESs 

sent in the TS and filters out the control data (see Figure 4). The control 

data is sent to the smartcard for decryption. When the EMM and ECM 

have been decrypted the receiver has access to the CW. The CW is then 

fed to the descrambler (see Figure 4) allowing it to reorganize the 

scrambled PES into its original order. 

If the CA application in the receiver detects an EMM intended for the 

used smartcard it reads the instructions and acts according to them, e.g. 

adds a new subscription. 

There are always two CWs in use, one currently used in the descrambler 

and one being decrypted by the smartcard. 

3.6 Smartcard 

The smartcard, inserted into the receiver's smartcard reader, is used by the 

CA system for storage of authorization data needed for decryption of 

control data. The microprocessor embedded in the smartcard performs the 

decryption of the control data sent in the TS. The control data can only be 

decrypted if the smartcard has got the correct authorizations. The correct 

authorization is stored as a user-key on the smartcard. The user-key is 

initially written to the smartcard by the SO that delivers the smartcard. 

This SO can change the smartcard’s user-key by using an EMM. 
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3.7 PPV and IPPV functionality 

Pay-Per-View (PPV) and impulse Pay-Per-View (IPPV) are two common 

features offered by CA systems. 

PPV is a short time subscription and allows the SO a way of offering the 

subscribers accesses to specified broadcasted events e.g. a movie. This is 

not too different from what a CA system usually does but the differences 

are that the access right for the event only is valid for a short time period 

and that the process of ordering the event is different. To view a PPV 

event the user must first contact the SO (e.g. by phone) and order a 

specific event for a specified time and date. Then the SMS (see 3.2) takes 

care of creating and broadcasting the needed control data (EMM) to 

authorize the user’s smartcard for the ordered event. The user will later 

get an invoice for the ordered event. 

IPPV is slightly different from the PPV functionality regarding how the 

event is ordered and how the event is paid. In the IPPV case the SO sends 

information (e.g. the price of the event and when it is broadcasted) in the 

control data. When the IPPV information is detected by the receiver the 

CA system presents (on the TV screen) an offering of the event. If the 

user accepts the offer, the CA system needs to interact with the SMS for 

order registration. This interaction requires a receiver with the possibility 

to establish a backchannel (e.g. a modem connection) to the SMS. In 

order to purchase an IPPV event the user must have a credit account that 

is valid by the SO and enough credits3 on the smartcard to pay the price 

of the event. The order is checked by the SMS over the backchannel. If 

                                                 
3 Credits can be described as abstract money stored on the smartcard. The user can purchase 
credits from a SO, assuming that the SO support credits. It is possible to have several credit 
accounts on the same smartcard, which make it possible for the user to access IPPV services 
from more than one SO. 
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everything is all right the credits on the smartcard are reduced and the 

control data to authorize the user's smartcard for the ordered event is 

broadcasted. 

3.8  DVB CA standards 

According to Benoit [1997 p. 75] a decision was made by the DVB group 

that the only common part of DVB compliant CA systems should be the 

scrambling algorithm. This decision was made because the members of 

the DVB group were not willing to reveal details about their internal 

subscriber management systems and that it would be more difficult to 

'crack' the CA systems if they were not standardized and open. The 

scrambling algorithm to be used in DVB compliant CA systems is the 

Common scrambling algorithm (CSA) [DVB A020, 2000]. 

To make it possible for a receiver (with a CA system) to access networks 

using different CA systems two different techniques have been defined by 

DVB. 

• Simulcrypt – a technique where different broadcasting networks 

have made an agreement to send specific control data for all 

supported CA systems. This allows CA systems to filter out their 

specific control data and descramble the same service. [DVB 

A020, 2000] 

• Multicrypt – a technique for attaching an external module 

containing a CA system and a smartcard reader to the receiver. The 

attached module and the receiver communicate via the DVB 

Common Interface (CI) and allow the module direct access to the 

TS. [DVB A020, 2000] 
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The multicrypt solution is widely adopted, and many receivers are 

equipped with both one and two slots for attaching Common 

Interface modules. A receiver with CI permits the user to access 

several networks by manually switching the Common CI module to 

the networks used CA system. 
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4. THE CA API STUDY 
In this chapter CA APIs from three different CA systems are compared. 

Different types of functionality provided by the studied CA systems are 

identified. Similarities and differences between the APIs are also 

described. 

The reasons for studying these three APIs are: they were accessible at 

Nokia at the start of the thesis work and the CA systems from where the 

APIs come are widely used in DVB systems around the world. 

4.1 General CA API description 

A CA API makes it possible to create applications that present 

information stored on the used smartcard or to display the descrambling 

status, e.g. when the descrambling fails, for the user. The basic principle 

for how function calls are handled is quite similar between the studied 

systems. A process (referred to as the CA task) handles the interaction 

between a CA application and the smartcard. 

When an application makes a CA function request the CA task 

immediately returns the status of the request. The request has either been 

accepted or rejected (step 1 and 2 in Figure 5). If the request was rejected 

the application can retry or abort. If the request was accepted the CA task 

accesses the smartcard and starts to process the request (step 3 in Figure 

5). During the time that the request is being executed the application has 

time to process other things (step 4 in Figure 5). 

When the CA task is done processing the request it sends a message to 

the calling application to let it know that the request has been executed 

(step 5 and 6 in Figure 5). 
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All studied CA APIs provide functionality for checking the status of a 

processed request. Before an application starts using any requested data it 

should always check this status to make sure that the data is valid, i.e. that 

the CA task could process the request without errors. 

Figure 5. Communication during a function request 

4.2 Method description 

To compare the studied CA APIs the following method was used. 

First the APIs were studied separately, and all available functions were 

categorized after the type of functionality they provided. A function that, 

for instance, retrieves subscription-related information from the smartcard 

is categorized into the subscription functionality category (see chapter 

5.2). 

After categorizing all the functions in the three APIs by their type of 

functionality a number of categories was created. Then these categories 

were studied to find shared functionality between the three APIs. 
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A functionality type was only considered as a basic CA functionality in 

case that all three APIs shared that specific functionality. 



The CA API study 
______________________________________________________________ 

_____________________________________________________________________ 
 

20 

 

 



Result 
______________________________________________________________ 

_____________________________________________________________________ 
 

21 

5. RESULT 
This chapter describes the result of the CA API study. 

5.1 Identified functionality types  

A total of 15 different functionality types were found. All functions and 

messages defined in the three CA APIs could be placed into one of these 

15 categories. 

The functionality categories found are sorted into one of three groups 

based on their nature, see Table 1. The Functions group contains 

functionality categories that have the ability to read and write data on the 

smartcard. The Status information group contains the status functionality 

categories that are used by CA applications to get the status of CA 

function requests and their results. The System messages group contains 

different categories of messages sent by the CA system to CA 

applications. 

Table 1. The identified groups and their functionality categories 

Group Category 

Subscription 
Smartcard settings 
PPV and IPPV 
Credits 
Restrictions 
Message listener 

Functions 

Other 
Function request status Status information 
Result status 
Smartcard messages 
PPV and IPPV messages 

System messages 

Credit messages 
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Access messages 
Descrambling messages 

 

Other messages 
 

5.2 Subscription 

The subscription category contains functions that allow applications to 

retrieve information regarding the subscription and SO data stored in the 

used smartcard (see Table 2 in appendix). The information can be used 

for presenting (for the user of the receiver) an overview of subscribed 

services. 

Both the Kappa and Omega APIs support this type of functionality. They 

both provide functions for retrieving information about SOs (their names 

and/or their IDs) and active subscriptions. 

The Sigma API does not support this type of functionality. 

5.3 Smartcard settings 

This category mainly offers the means to check the status of, or to change 

some of the settings in, the smartcard (see Table 3 in appendix). 

The APIs from Kappa and Omega supports the use of a password (called 

PIN) that is used to access restricted services, e.g. IPPV. Both APIs 

provide functions to change the password. 

The Kappa and Sigma APIs allow an application to get the identification 

number of the used smartcard. The identification number can be used to 

match a smartcard with a specific receiver, or to receivers of a specific 

type. A “matched” smartcard only works with the receiver it was matched 

with, or with receivers of the specified type. 
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The Sigma CA API has functions for reporting the status of the used 

smartcard (active, disabled etc). 

Although functions from all three APIs can be found in this category, 

there is not one single function that is shared by all systems. 

5.4 PPV and IPPV 

The PPV and IPPV category contains functions for handling PPV and 

IPPV (see Table 4 in appendix). 

Viewing of PPV events does not add any new requirements on a CA API 

since the authorization to a PPV event is sent to the smartcard in 

broadcasted control data (see 3.7). 

The Kappa and Sigma CA APIs provide functions for retrieving data 

about earlier made PPV and IPPV purchases. This data can be used to 

implement applications that present a PPV/IPPV purchase history for the 

end user. 

The Kappa API offers a unique ‘pre-select’ functionality. This feature is 

useful when the Kappa age restriction functionality (see chapter 5.6) is 

activated and the user wants to record a scrambled event with a 

recommended age limit that exceeds the set age restriction level. In these 

situations the user normally must enter the smartcard's password (i.e. the 

PIN) to override the age restriction and to start viewing the event. With 

the 'pre-select' functionality it is possible for the user to handle the age 

restriction (i.e. enter the PIN when prompted) in advance so that a 

programmed recording can be done without the user being present. 
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Another unique Kappa feature is the possibility to purchase IPPV events 

on a per time basis (e.g. for the next 2 hours) instead of the more common 

per program basis.  

All three APIs have support for PPV in some sense, but only the APIs 

from Kappa and Sigma support IPPV. 

5.5 Credits 

With IPPV follows the need of having credit accounts on the smartcard. 

The credits category contains functions to handle these accounts (see 

Table 5 in appendix). 

The Kappa and Sigma APIs provide functions to retrieve information 

about these accounts, e.g. the accounts connected to a certain SO.  

The Kappa API also provides functionality of alerting the user when the 

amount of credits is below a set warning limit. There are also functions to 

activate or change this warning limit. 

The Kappa API makes it possible to set an upper limit for IPPV per time 

purchases. 

The Omega API does not support functionality in this category. 

5.6 Restrictions 

The restrictions category contains functions for locking services or user 

functions (see Table 6 in appendix). 

The APIs from Omega and Kappa provide functions for preventing 

access to content with a recommended age level exceeding an internally 

set age restriction. The Kappa API does also offer the possibility to 
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restrict access to the IPPV functionality or to information stored on the 

smartcard (e.g. purchase history, credits etc). 

The Sigma API does not support any functionality in the restriction 

category. 

5.7 Message listener 

The message listener category contains functions for register applications 

to receive messages sent by the CA task (see Table 7 in appendix). Note 

that all three APIs have support for this type of functionality, but there are 

some differences. 

The Kappa listener function receives all kinds of system messages that 

are sent by the CA task. The Sigma API provides a function that lets an 

application register itself as a listener to one specific type (or both) of two 

different message types (see 5.11). 

The Omega API only offers applications to listen to answer messages 

from earlier made function requests (i.e. arrows 2 and 6 in Figure 5). 

5.8 Other 

The other category contains functions that are not easily sorted into one 

of the above listed categories (see Table 8 in appendix). All of the 

functions in this category are specific for one CA API. 

One of these CA API specific functions is the Kappa function that lists 

information about 'Theme' or 'Class', which is a way of categorizing 

events and channels. 
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5.9 Function request status 

The function request status category contains functionality for receiving 

feedback from the CA task about the status of made function requests 

(see Table 9 in appendix). 

All three APIs supports this type of functionality but Kappa and Omega 

give more detailed feedback than Sigma when a function call has been 

rejected. The Kappa and Omega APIs each define five possible status 

values for a request but the Sigma API only define two (accepted or 

rejected). 

5.10 Result status 

The result status category contains all the possible result statuses of a 

processed function request (see Table 10 in appendix). 

All three CA APIs support the functionality to determine the status of 

processed function requests. Either the function was processed without 

errors or something went wrong. 

The three APIs are very different when it comes to the amount of possible 

status values. The Kappa API with its 20 different status values gives the 

most detailed information about what went wrong with a requested 

function call. The Sigma API with its eight different status values gives 

less detailed information than the Kappa API, but is more informative 

than the Omega API that only uses two status values (failed or 

succeeded). 

5.11 System messages 

The system messages group consists of different message categories. The 

different messages are sent by the CA task to inform interested 

applications (see 5.7) of changes in the status of the CA system (see 
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Table 11 in appendix). 

The API from Kappa defines 19 messages that can be sent by the CA task 

to warn about CA related problems, e.g. that the smartcard lacks 

authorization for the currently tuned service. 

The Sigma API defines two different types of messages that belong to 

this category. First there is the alarm message type, which consists of 

nine messages that are sent when something has gone wrong regarding 

the communication between the receiver and the smartcard, e.g. 

descrambling failed due to no smartcard inserted into the receiver. The 

second message type is the notification message type, which consists of 

seven different messages that are sent when some data on the smartcard 

have been modified, e.g. when the credit account has been changed. 

The Omega API does not support messages listed in the system messages 

category. 
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6. CONCLUSION 
There are quite some differences between the studied CA APIs and the 

only categories that are partially supported by all three CA systems are 

the PPV and IPPV, the message listener, the request status and the result 

status. With these differences it is very difficult to implement a new CA 

API that supports all of the offered functionality while still being as 

similar as possible to the existing CA APIs. 

The conclusion from the study is that since the CA systems are so 

different it is virtually impossible to define a new CA API that makes CA 

related applications applicable on all CA systems. 

Even though no solution was found to how a unified CA API could be 

defined, the result of the thesis could be used to start a debate about the 

problem of having a number of incompatible CA APIs. 
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7. DISCUSSION 
The definition of a basic functionality in the method used for the CA API 

comparison (see chapter 4.2) needs to be explained. There is no guarantee 

that one basic functionality type identified in the API comparison also 

will be supported by every other existing CA APIs. The studied APIs are 

only a subset of available APIs. But, there is at least a good chance that a 

functionality type that is supported by the studied CA APIs is of such a 

basic nature that it should be considered as a basic functionality that 

should be supported by all CA APIs. 

The situation today is that some CA systems offer basic functionality, e.g. 

PPV, while there are other CA systems that are more extensive and offer 

a series of CA system specific functionalities, e.g. like the Kappa’s pre-

select' functionality. 

Some of the CA system specific functionality might interfere with 

functionality already provided by receiver applications. Kappa, for 

instance, provides functionality for locking services exceeding a set age 

limit. This functionality might already be provided by the receiver and 

can lead to troublesome situations, technically and from a usability point 

of view, when both systems are activated at the same time. 

It seems like the CA systems sometimes step out of their domain and into 

the receiver territory with functionality already provided by the receiver 

and that should not be handled by the CA system. 

To avoid situations with similar functionality provided both by the 

receiver and the CA systems there is a need for a definition of the 

responsibilities of a CA system and perhaps the boundaries for what types 

of features that it shall provide. The features provided by the CA system 

should not interfere with features that are naturally handled by the 
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receiver. The CA systems should only support features that are closely 

related to typical CA functionality, e.g. handling of credit information for 

IPPV services. 

During the thesis work there have been discussions of defining either a 

Nokia specific CA API or a suggestion for a standardized DVB CA API. 

The argument against the Nokia specific API is that it is not Nokia's task 

as a developer of receivers to specify the functionality that the SO (or the 

CA vendor) shall offer its end customers. The definition of yet another 

incompatible CA API will not improve the situation that this study was 

supposed to find a solution for. Defining a standardized CA API would 

conflict with the decision taken by the DVB group that the only common 

part of CA systems should be the scrambling algorithm. It would be 

better to try to start a debate about the problem with incompatible APIs 

and to try to convince the DVB members that a solution is much needed. 

The problem for a receiver supplier to re-implement CA related 

applications for different CA systems are eliminated when using DVB CI 

modules (the multicrypt solution described in 3.8). This put the 

responsibility on the CA vendor to supply all CA related applications. 

This solution does on the other hand require that the receiver support CI 

(both hardware and software requirements). 

One drawback with the CI approach is that the control over the receivers 

user interface is lost. The user interface for a CI CA application will most 

likely be different from the one used in the receiver. This might be a bit 

frustrating for a manufacturer of receivers if hard work has been made on 

implementing a consistent user interface for all embedded receiver 

applications. 

Another drawback with the multicrypt solution is the extra cost for new 
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hardware (CI modules) when the user wishes to access new broadcasting 

networks. 
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8. ABBREVIATIONS 

API  Application Programming Interface. 

CA  Conditional Access. 

CI  Common Interface. 

CSA  Common Scrambling Algorithm. 

CW  Control Word. 

DVB  Digital Video Broadcasting. 

ECM  Entitlement Control Message. 

EMM  Entitlement Management Message. 

ETSI  European Telecommunications Standards Institute. 

GOP  Group of Pictures. 

IPPV  Impulse Pay-Per-View. 

JPEG  Joint Photographic Expert Group. 

MP@ML Main Profile at Main Level. 

MPEG Motion Picture Expert Group. 

NHC  Nokia Home Communications. 

PES  Packetized Elementary Stream 

PPV  Pay-Per-View. 

QAM  Quadrature Amplitude Modulation. 
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QPSK  Quadrature Phase Shift Keying. 

SAS  Subscriber Authorization System. 

SI  Service Information. 

SNR  Signal to Noise Ratio. 

SMS  Subscriber Management System. 

SO  Service Operator. 

TS  Transport Stream. 
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10. APPENDIX 
The Column numbers (1, 2 and 3) in tables 2-11 stands for: 1 = Kappa, 2 

= Sigma, 3 = Omega. 

Table 2. Subscription 

Function description 1 2 3 

Return a list of all SO IDs on the smartcard X   

Return a list of subscriptions for one SO, filtered by either Theme or 
Class 

X   

Return the label (e.g. the name of the service provided by the SO) for the 
specified SO ID 

X  X 

Returns various parameters in a smartcard for the specified SO X   

Return a list of all subscriptions on the smartcard   X 
 

Table 3. Smartcard settings  

Function description 1 2 3 

Return the data contained in a private area owned by the specified SO X   

Return the identification of the smartcard X X  

Change the smartcard access code (PIN) X  X 

Query about if the receiver is matched with the used smartcard X   

Return the zip code and the time offset contained on the smartcard 
(location data) 

 X  

Return various software version numbers and hardware serial numbers 
of the CA system  

 X  

Return the status of the smartcard (e.g. blacklisted)  X  

Return the result of a comparison of a given PIN against the smartcard's 
set PIN code 

  X 

Return a list of ID(s) for the currently used CA system(s)   X 
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Table 4. PPV and IPPV  

Function description 1 2 3 

Return information about the numbers of purchased PPV or information 
about a specific purchase 

X X  

Return the stored pre-selection data from the smartcard. Pre-selection is 
only necessary when the user will not be present to enter the PIN code to 
override an internal restriction, e.g. age limit 

X   

Change a stored pre-selection X   

Get the history of purchased IPPV per time or IPPV per program X   

Stop a current IPPV per time purchase X   

Accept an IPPV offering X X  

Purchase the specified IPPV event  X  

Initiate a PPV order   X 

Order a PPV event   X 

Start viewing a PPV event   X 
 

Table 5. Credits  

Function description 1 2 3 

Return information about the credit accounts connected to a specified SO X X  

Return the number of credit accounts (regardless of which SO that it 
belongs to) on the smartcard 

 X  

Return or change the set upper limit for IPPV purchases per time X   

Return or change the set warning limit for low credit X   
 

Table 6. Restrictions 

Function description 1 2 3 

Get or change the age restriction level X  X 

Get or change the lock preferences  X   
 



Appendix 
______________________________________________________________ 

_____________________________________________________________________ 
 

41 

Table 7. Message listener 

Function description 1 2 3 

Register client for messages X X X 

Unregister client for messages X X X 
 

Table 8. Other 

Function description 1 2 3 

Get various kinds of data (e.g. about Theme/Class, program number etc) 
in the last received ECM 

X   

Establish a modem connection X   

Send an EMM to the smartcard X   

Stop current request X   

Get decoder message from stack  X  

List info about the specified event  X  

List stream info for open streams   X 

Get access status for the specified track   X 
 

Table 9. Function request status 

Function request status values 1 2 3 

Request accepted X X X 

Not accepted, problem not specified  X X 

Not accepted, CA task busy, request aborted X  X 

Not accepted due to no smartcard X  X 

Not accepted due to smartcard problems X  X 

Unknown request X   

Invalid command X   
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Table 10. Result status 

Status values for the returned result 1 2 3 

OK, request handled without errors X X X 

Error during the processing of request X X X 

PIN code OK (result after a comparison of a number and the set PIN 
code) 

  X 

Error due to a wrong PIN code  X  X 

Error because of a failing modem connection   X 

Error due to a payment problem   X 

Status OK for descrambling   X 

Error, descrambling failure   X 

Error, the pointed area to store the requested data was not big enough. X   

Error, no PIN code set on the smartcard X   

Error, the smartcard full X   

Error due to non-existing SOID X   

Error, request not supported by the smartcard X   

Error, new preselection impossible X   

Error, new preselection unnecessary X   

Error, specified preselection unknown X   

Error, preselection data incompatible with smartcard X   

Error, requested operation locked by user X   

Error, missing telephone number X   

Error, modem connection not possible X   

Error, modem connection failed X   

Error, the request was aborted X   

Error, no request in process that can be stopped  X   

Error, the submitted handle is incorrect X   

Error, PPV offer has bad data, no purchase made X   
 



Appendix 
______________________________________________________________ 

_____________________________________________________________________ 
 

43 

Table 11. System messages 

Message information 1 2 3 
Smartcard messages    

Smartcard OK X X  

No smartcard inserted X X X 

Smartcard communication problems X X X 

Smartcard of unknown type, badly inserted or not accepted X X  

Smartcard Blacklisted or Suspended  X  

Smartcard currently not or never matched with the receiver  X  

New smartcard inserted  X  
PPV and IPPV messages    

PPV offer in conflict with maturity level setting X   

An earlier made PPV offer changed, regarding to restrictions as PPV 
purchase lock or maturity level 

X   

PPV and IPPV messages (continued from previous page)    

PPV not possible for the moment X   

PPV history records changed on the smartcard  X  
Credit messages    

The set upper time limit of PPV/T reached X   

Ran out of credits on the smartcard X   

Credit information changed on smartcard  X  
Access messages    

An access record on the smartcard has changed, e.g. when a new 
subscription has been added. 

 X  

Current access has changed, e.g. when the user switched channel  X  

Geographical blackout X   

No rights on the smartcard to view the current event X   

Access changed into pre-view mode X   
Descrambling status messages    

Descrambling OK X  X 

Error descrambling   X 
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Other messages    

Location data changed  X  

Smartcard out of memory X   

Status of the unique receiver identification value X   

Wrong references in a received ECM X   

Decoder message received  X  
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