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1 Introduction 

Before the era of distributed information systems, the main security 
concern was to keep information secret. This could be achieved with 
physical protection, e.g. locked doors, as long as the systems were 
small and the computers were only connected locally; however with 
the connection of computers into large distributed systems, other 
aspects became just as important. Security now also had to involve 
assurance that the system, including the connections to other 
computers or even other systems, was working as intended. This made 
it difficult to maintain the security with physical means; logical 
protection, i.e. IT security, had to be used as a complement. 

The integration of distributed information systems is necessary to 
enable the concept of Network Centric Warfare (NCW) (Alberts, 
Garstka & Stein, 1999). This is the future of warfare and it demands 
that the distributed information system is extremely secure.  

Critical Infrastructures is the designation of all IT and Physical facilities 
that are essential for a country to operate. The critical infrastructure 
protection (CIP) is an important part of national security. CIP includes 
all methods and means to protect a nation’s critical infrastructure. In a 
networked information society, the information infrastructure becomes 
a critical asset. Thus CIP is important (ETH, 2001). 

There is a clear need for the ability to model the systems in both the 
area of NCW and CIP. Both areas are hard to get a general view of 
since they involve very large distributed information systems. These 
systems are depending on IT security. Therefore it is important for the 
systems to be correctly and efficiently organized in a secure way. 
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1.1 Motivation 

To make a system secure there is a need for a security architecture, 
which defines and structures all security measures needed for a system 
to function in a secure way. The area of modeling security architectures 
is to a large extent unexplored. There are not many rigorous 
investigations in this area. Most importantly, there are no methods or 
models at hand that are general enough to perform an evaluation and 
to build a security architecture of any system. There have been some 
attempts at partly solving this, but the results often tend to not to cover 
everything, are not finished, or do not include the whole process. 
Examples of this are Whitmore (2001) and Schumacher & Gosh (1997). 
Descriptive and quantifiable security characteristics can support the 
design process of a system. This is not supported in the results and 
research published so far. The first step towards finding a method for 
building a security architecture is to find characteristics important to 
the security of a distributed information system. These efforts are thus 
essential in the work to achieve CIP and maintain a secure NCW 
infrastructure. 

1.2 Problem Formulation 

This work is intended to result in a set of characteristics that in some 
way influences the security of a distributed system. To design a system 
with adequate security, it is essential that the security level of the 
system can be quantified. This is an extremely difficult problem. The 
problem addressed in this thesis is to compile a set of system 
characteristics that influences the security level of systems and to 
categorize the found characteristics. The transformation of the 
characteristics into quantifiable entities is not addressed. It is a long 
process leading from the finding of the characteristics to placing them 
on a scale in order to measure the security. The set of characteristics is 
meant to be the basis of the modeling technique that is to be used when 
modeling, building or examining a security architecture, which are 
important processes in achieving a reliable CIP or NCW infrastructure. 
The problems to address are: 

• Find the basic components that form a distributed information 
system. 

• Find the characteristics of the components that are affecting the 
level of security of the system. 

• Find a suitable structure for the characteristics. 
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1.3 Contributions 

This work is intended to aid in the work of modeling, building and 
evaluating security architectures. To be able to perform these tasks it is 
essential to identify security-related characteristics of a system. Thus, 
the main contributions in this thesis are: 

• A definition of system components. A categorization of the 
possible components in a distributed system has been made. The 
categorization includes 12 basic components, to which all others 
can be referred. 

• A set of security relevant system characteristics. A set of 
characteristics concerning security that needs to be considered 
during the modeling, building, or evaluation of a system. 

• A categorization of the system characteristics. The categorization 
made links the characteristics to each other, pointing out which 
ones are related. 

1.4 Method 

In order to fulfill the goals stated in the previous section, the following 
issues are addressed: 

• A thorough investigation and analysis of the previous work 
produced in the subject of security architectures. This has the 
purpose of finding any work similar to this thesis and exploring 
the methods and needs of the area. 

• A study of literature to find and compare characteristics that are 
important for the security in a distributed information system, and 
to find a definition of possible system components. This work is 
important to form an opinion of the different characteristics used 
in current literature. 

• A structured analysis in order to find additional characteristics 
and evaluate the ones already found. 

• A brainstorming session to further explore the different 
characteristics that are essential for the security in distributed 
systems. 

• A suitable fusion and categorization of the found set of 
characteristics. 
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1.5 Disposition 

The thesis starts out by explaining and defining the meaning of 
concepts that are going to be used. In chapter three, the targeted 
systems and security architecture are defined. Chapter four explains 
two sets of characteristics to compare with the result of this thesis. In 
chapter five, the system characteristics that influence the system 
security are listed. Finally, the work is summarized and approaches for 
future work are suggested. Appendix A explains every characteristic.  
Appendix B explains the brainstorming session thoroughly. A list of 
abbreviations used in this thesis is presented in Appendix C. 
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2 Background 

This chapter explains the prerequisites of this project and important 
concepts that are used in the thesis. 

2.1 IT Defense 

This thesis is aimed at both military and civilian distributed systems. 
For both categories, security is about the protection of assets. There is 
often a division of the security area into:  

• Measures that prevent your assets from being damaged 
(prevention);  

• Measures that allow you to detect when an asset has been 
damaged, how it has been damaged, and who has caused the 
damage (detection);  

• Measures that allow you to recover your assets, to recover from 
damage to your assets, or to act upon detection in order to 
prohibit further damage to result from the current attack 
(reaction).  

In this case those three concepts do not describe the problem fully.  

Hallberg, Hunstad, Eriksson & Palmgren (2002) have presented an 
analysis regarding the subject of IT defense. Their work has provided 
the background for this thesis. Their report presents a structuring of the 
subject of IT defense as explained below; identifies seven problem 
subjects that requires research effort; and compiles national research 
activity within the subject. They note that the subject is strongly inter-
disciplinary, and that focus is needed to generate new results within 
the research of the subject. 
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There is a need to differentiate between the ability of the own system 
and the ability that is aimed towards other systems. Confidentiality, 
integrity, and availability (CIA) do not make this distinction; they are 
only meant to protect your own assets. The terms IT attack (ITA), IT 
security (ITS), and IT reconnaissance (ITR) better fulfill the aims of this 
thesis, i.e. finding a better description of the problem subjects in NCW 
and CIP. There is also a need for two other abilities best described as IT 
defense evaluation (ITDE) and IT defense command and control 
(ITDCC). These five concepts apply in three different areas:  

• System environment, i.e. the interaction of the system (including 
users and organization) and the surrounding society;  

• Users, organization & system, i.e. the interrelationship between 
man and machine;  

• Technology & system, i.e. the technical issues of the system. 
Figure 1 describes the relationship between these concepts 
(Hallberg, Hunstad, Eriksson & Palmgren, 2002). 

System
environment

Users, organi-
zation &  system

Technology &
system

ITDCCITDEITA ITS ITR

 

Figure 1. IT defense and its sub-areas.  
 

The subject of this thesis is located in the IT security & IT defense 
evaluation and Technology & system part of figure 1. IT security is 
central in modeling the systems concerned in this work, i.e. CIP and 
NCW infrastructure. 
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2.2 IT Security 

The concept of IT security is the ability that has the main focus in this 
thesis and it has traditionally been divided into three main areas:  

Confidentiality. Prevention of unauthorized disclosure of information. 

Integrity. Prevention of unauthorized modification of information.  

Availability. Prevention of unauthorized withholding of information 
or resources. 

Before the era of distributed information systems, confidentiality was 
usually considered the main concept of IT security. At that time, the 
main issue was to keep the information secret. But with the connection 
of computers into large distributed systems other aspects of IT security 
became just as important as confidentiality. Integrity and availability 
has a large impact on security since it is as important to protect 
information from unauthorized altering and to make sure that it is 
available to authorized entities, as it is to keep it secret. 

 In this thesis, IT security involves all aspects of security that deal with 
information. In other words, the physical security of computers and 
other components is not regarded at all. IT security, and thus CIA, is an 
important cornerstone in the building of CIP and in NCW 
infrastructure. It is a necessity if the systems are to be trusted and 
relied upon. 

IT security is one aspect of dependability. Dependability means that 
you can be sure that the system’s services are always reliable. The other 
part of dependability is safety. Safety means that a system failure will 
not impact the environment. To be able to achieve a secure system 
environment there is a need to look at what different concepts that 
enable the concepts of CIA, this is done in the following section.  

For more detailed discussions of IT security there are several excellent 
books to refer to, e.g. Gollman (1999) or Bruce & Dempsey (1997). 

2.3 IT Security Enabling Concepts 

The following concepts are the building blocks of IT security; some of 
them are security implementing tools and the others help fulfill the 
requirements put on the system as a consequence of CIA. IT security 
enabling concepts are discussed in several books, e.g. Gollman (1999), 
Bruce & Dempsey (1997), and Anderson (2001). These books have been 
used as references throughout the thesis. 
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Access control. The purpose of access control is to enforce the access 
rights determined for a system. Access control relies on the processes 
of authorization and authentication to decide the access rights and 
verify the claimed identities.  

Accountability. Accountability requires authentication processes and is 
the responsibility to keep audit information protected. 

Audit. Records a trail of information in order to track security relevant 
events. 

Authentication. The process of verifying the identity of a process, 
system or user. The authentication process can be mutual, e.g. the 
system and process both authenticate each other, and results in a 
recognition or denial of the claimed identity. 

Authorization. The process of granting rights to users, programs or 
processes. Correct authorization depends on the processes of 
authentication and identification.  

Non-repudiation. This concept leads to mechanisms that make sure 
that neither the sender nor the receiver can deny that data has been 
sent and received. 

TCB. The Trusted Computing Base is the collection of all the 
protection mechanisms in a computer system, which makes the 
system trustworthy. The required mechanisms usually are: 
authentication, access control, and audit. The concept is limited to the 
technical part of the system. Today, as the protection mechanisms are 
no longer only a part of the OS, it is absolutely impossible to achieve 
a TCB. 

2.4 Related Work 

During the research for this thesis a lot of papers, articles, and books 
were studied. Among those there were a few that were found to be of 
substantial significance for the work. A lot of research has focused on 
retrieving models instead of characteristics, which has been the 
intention here. The need for system characteristics to help modeling IT 
systems has been explained in Hallberg & Hunstad (2001). They state 
that there is an urgent need for a way to implement security policies in 
order to achieve efficient security architectures. 
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2.4.1 Work Related to Models 

Bloebel & Roger-France (2001) proposes a model for analysis and 
design of secure health information systems. They have used Unified 
Modeling Language (UML) as an aid in the work. Their model contains 
the following steps:  

• domain identification  

• definition of security objects  

• specification of case studies and the security services needed  

• specification of the security architecture  

• threat and risk analysis and specification of security 
requirements  

• specification of security mechanisms  

• implementation of security mechanisms  

This more detailed model can be compared with the process of 
building a system as described in chapter 3.2. The model of Bloebel & 
Roger-France (2001) includes steps that can be excluded, e.g. the 
specification of case studies, when using the set of characteristics 
arrived at in this thesis. 

2.4.2 Work Related to the Common Criteria 

Kruger & Eloff (1997) have used the Common Criteria for Information 
Technology Security Evaluation (CC) as a framework in order to find 
functional security requirements of an IT system. They introduce an 
evaluation process with three steps. The steps include determining the 
applicable security functions, choosing some of the functions, and 
comparing the chosen functions with the ones already existing. This 
work is interesting since it, like this thesis, uses the CC. This thesis uses 
the CC as a starting point for discussions around characteristics; Kruger 
& Eloff (1997) use their evaluation process to arrive at a security 
function in the CC.  
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3 Targeted Systems and Security Architecture 

The overall goal of this thesis is to contribute to making a system more 
secure. To be able to do that, you need to know the system at hand. 
This chapter discusses the abilities and limits we have to put on the 
targeted system, i.e. the system to be modeled or evaluated.  

3.1 Targeted Systems 

The characteristics listed in chapter five are intended to be used when 
modeling or evaluating the civilian infrastructures as well as NCW 
infrastructures, and to increase the security of those systems. NCW 
means that all intelligence resources are connected in a network. This 
eases the communication and speeds up the chain of command 
(Alberts, Garstka & Stein, 1999). NCW puts a lot of strain on the 
security, since this way of warfare has other types of vulnerabilities. 
The NCW infrastructure is more exposed to IT warfare. CIs are very 
important for a whole nation’s operability, any security breaches could 
have a large impact on a lot of people’s lives. 

In order to investigate important characteristics of a system, there is a 
need to list the main system components. By doing this, the system’s 
physical structure can be described and important characteristics and 
concepts discussed. The components are: 

User terminal Access point 
Server  Public network 
Application engine  Router 
Firewall Switch 
Input/output devices Proxy 
Network link Modem 
 
Distributed system components are discussed in several books, e.g. 
Anderson (2001) and Brenton (1999). 

User terminal. A user terminal is anything a person would use to 
communicate with the system. This includes computers, PDAs, mobile 
phones, digital cameras, etc. 

Server. A server means a computer, which handles requests from other 
computers. The server could have any special purpose, e.g. handling 
email, files, web pages, or printers. 

Application engine. The application engine is the component, which runs 
the application software. If an application engine is combined with a 
user terminal, the result is a PC and if it is combined with a server, the 
result is a mainframe. 
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Firewall. A firewall could be regarded as software, but it could also be 
regarded as an independent component. Its existence influences the 
security of the system. 

Input/output devices. Most systems have a printer or scanner connected. 
These devices are represented by the component input/output devices. 
Every input/output device, which is not a user terminal, network link 
or storage media, is included in this component. 

Network link. With the component network link, the physical connection 
lines between all components are accounted for.  

Access point. To connect a wireless device, there is a need to represent 
the access point for the wireless communication. This could for instance 
be an infrared port. This is simply called an access point. 

Public network. A public network, e.g. the Internet, is an important 
component to represent. A public network does not lie in the domain of 
control of the modeling party and thus, cannot be influenced. Most 
systems today are connected to a public network in some way and this 
imposes a potential security risk. 

Router. A router connects local networks. It is either statically 
programmed with the paths to the different destinations or it uses a 
routing table which is built up according to the paths to the different 
components of the network. 

Switch. A switch connects and forwards messages to the right 
components by looking at the messages’ attached address. 

Proxy. A proxy is a component that mediates traffic between network 
segments. With a proxy the two networks never really connect with 
each other, the traffic is merely mediated.  

Modem. For users outside the system, a modem could be used to 
connect to the system, e.g. via the Internet. This is a way to use the 
public telephone network as a network link. 
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3.2 Security Architecture  

Security is a continually ongoing process and the security architecture 
should support this process, as well as the cooperation between 
components. The security architecture is the part of the system 
architecture that is being regarded from a computer security point of 
view. Which part to be regarded is determined by two main factors: 
which security functions the system has/should have (the level of 
security that is wanted) and the system structure. These two factors 
together decide the extent of the security architecture. The security 
architecture of a single, stand-alone computer is different from that of a 
larger system (e.g. in a company) in a lot of ways, even if the security 
standards are the same. The systems that are included in this thesis are 
those that lie in the domain of control of the modeling or evaluating 
party. (The Internet is an example of a system that cannot be 
controlled.)  

A security architecture is a description of how the security should be 
implemented in a system. The concepts architecture and TCB are 
connected in a way that when implementing a security architecture you 
get a TCB as part of the result. 

The process of building a suitable system mainly consists of seven 
stages. As always when it comes to issues of design, you start out with 
a list of demands. These demands then become a security policy for the 
intended system through analysis, adaptation, and structuring. With 
this policy the security architecture as well as the needed 
organizational structure can be synthesized. By security architecture 
we mean a strict technical architecture, which leaves administration, 
education, etc. to the organizational structure. Note that this does not 
imply that these areas are any less important. To be able to synthesize 
the policy into an architecture, you need to know how the existing 
system is built, what it contains, and the purpose of the system. You 
also need to know certain things about the architecture; this 
information is provided by models and methods. The architecture is 
then, as the last step of the process, used as a map to implement the 
system security. The whole process is also described in figure 2. 
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System

Analysis &
Structuring

Implementation

Synthesis

Demands

Security policy

Organisation

Education

Security architecture

 

 Figure 2. The process of building a system. 

 
This process can be compared to the methods and processes in the 
previous work that has been studied. The process described by Bloebel 
& Roger-France (2001), is e.g. more focused on details, see chapter 
2.4.1. 

3.3 The Need for System Characteristics 

To be able to build a security architecture in a systematic and efficient 
way, and to be able to rely on and trust the final product, there is a 
need for a well-defined design process. In the area of IT defense, the 
system characteristics are required as a base for the security and design 
process, and for system evaluation. The set of characteristics define the 
important areas to be considered and evaluated in forming the 
demands and transforming them into a policy. 
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4 Existing Approaches 

In this chapter two sets of characteristics found during research are 
outlined. The aim is to present another point of view to compare with 
the one arrived at in chapter five, and to present the basis for the 
choices of the characteristics that is the result of this thesis. 

4.1 Common Criteria 

This section is based on CC (1999). 

To be able to perform evaluations of various IT products and systems 
and to make the comparison easier, a common criteria base has been 
established internationally, the Common Criteria for Information 
Technology Security Evaluation (CC). These evaluations are meant to 
aid companies and single consumers to choose the product or system 
best suited for their purposes.  

The CC security requirements are ordered into a hierarchy where the 
classes contain families and the families contain components. There are 
two sets of classes: functionality and assurance classes.  

Abbreviations used: 

TOE Target of Evaluation 
SFP Security Function Policy 
TSF TOE Security Functions 
TSP TOE Security Policy  

4.1.1 Functionality Classes 

This section presents and discusses the functionality classes in 
Common Criteria. 

Apart from the comments made at each of the classes, the CC divides 
the classes into families with a low abstraction level or families into 
components with a level very close to implementation. This thesis has 
limited the characteristics to a level where direct solutions to the 
problems are not of interest. This discards functions or concepts very 
similar to implementation statements. The classes from CC have been 
used as a platform for the set of characteristics and further research has 
been conducted from that. Discussions and opinions in different 
literature have influenced changes and rearrangements in the original 
classes in order to create characteristics and to find what enables each 
one. 
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Security Audit. This class defines every aspect we link to the concept 
audit and is regarded as an important component for a secure system. 

Communication. This class contains the families: non-repudiation of 
origin and non-repudiation of receipt. This thesis prefers to put both 
families into the concept non-repudiation. 

Cryptographic Support. In order to fulfill the requirements of other 
classes, e.g. authentication, cryptographic functions may be used. 
Encryption is an important part of the area of security, and this thesis 
agrees that cryptology can be divided into two parts: cryptographic 
key management and cryptographic operation. The cryptographic 
operation has to do with the cryptographic algorithm and key length. 
The cryptology characteristic in chapter five also includes key 
management, key length and algorithms. 

User Data Protection. Requirements for protection of user data are a 
common demand on a security architecture. Parts of the families in this 
class are concepts considered in this thesis, such as access control. CC is 
using another abstraction level, which says more about the 
implementation and specific situations than this thesis is intended to.  

Identification and Authentication. Both of these are required to 
ensure that users are associated with the proper security attributes, e.g. 
identity, groups, roles, and security or integrity levels. This class is 
considered to be very important in order to achieve a high quality 
security architecture. This thesis prefers to separate the two concepts 
instead of using the families, which to some extent are too close to the 
implementation level. 

Security Management. This class is intended to specify the 
management of the different aspects of the TSF. Management is in this 
thesis considered to be a part of all the other classes. This is why we do 
not account for a specific management characteristic.  

Privacy. This class contains requirements that provide a user with 
protection against discovery and misuse of identity.  

Protection of the TSF. This class focuses on TSF data protection in 
terms of integrity and management of mechanisms that provide the 
TSF. This could be seen as a TCB. 

Resource Utilization. This class involves: protection against 
unavailability; priority of service to the most important tasks; and 
resource allocation. The two latter are areas that are not directly 
connected to security, and are therefore not dealt with further on. The 
first one, on the other hand, is the same as the characteristic of 
availability. 
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TOE Access. Specifies functional requirements for controlling the 
establishment of a user’s session. This class includes what is gathered 
in the characteristic access control. 

Trusted Path/Channels. Contains requirements for the links between 
users and TSF as well as the links to other products. This is also 
regarded as very important and is represented by several 
characteristics in chapter five, e.g. segmentation, media, and protection 
against interception. These characteristics differ from the families in 
this class. 

4.1.2 Assurance Classes 

This section presents the assurance classes in Common Criteria. None 
of the topics of these classes are regarded when building a security 
architecture. These classes are meant to be an aid in the evaluation of 
the products and are not directly translatable to characteristics. Thus, 
the assurance classes are not at all used in the further work of this 
thesis.  

These classes are, instead of representing desirable characteristics, used 
to measure the level of security, which is intended for the product. 
These classes are used because a good and well-defined working 
process is more likely to result in a reliable product. These classes do 
not say anything about what parts to be improved or added in a 
distributed system to make it secure. Since this thesis’ goal is to find 
security related characteristics, the assurance classes are not relevant 
for this work. 

Configuration Management. Helps to ensure that the integrity of the 
TOE is preserved. 

Delivery and Operation. Defines requirements for the measures, 
procedures, and standards concerned with secure delivery, installation, 
and operational use of the TOE. 

Development. Defines requirements for the stepwise refinement of the 
TSF.  

Guidance Documents. Defines requirements of the operational 
documentation provided by the developer. 

Life-cycle Support. Defines requirements for a well-defined life-cycle 
model. 
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Tests. States testing requirements that demonstrate that the TSF satisfy 
the TOE security functional requirements. 

Vulnerability Assessment. Addresses those vulnerabilities introduced 
in the construction, operation, misuse, or incorrect configuration of the 
TOE. 

4.2 Example of a Security Architecture Model 

This section describes a suggested model for a security architecture in 
Bruce & Dempsey (1997). This is of course one of many possible 
models with the main blocks of security represented. 

Bruce & Dempsey (1997) present a structure that this thesis to a large 
extent agrees with. The choices and structure of Bruce & Dempsey’s 
model is straightforward, but not expressive enough for this thesis’ 
requirements. The model has been a great example to compare with 
and discuss in order to reach the more extensive results presented in 
chapter five. 

What Bruce & Dempsey (1997) suggests is a security architecture model 
with three major building blocks: trust, control, and foundation. Each 
of these contains a number of sub-blocks, referring to different aspects 
of the main block. This is a very useful, but simplified model. It is easy 
to survey and covers the most important concepts. This model is also a 
good starting point when discussing appropriate characteristics. 

4.2.1 Trust  

According to Bruce & Dempsey (1997), trust refers to integrity, 
keeping confidential information private, and performing the required 
functions on a continual basis. However, trust not only depends on the 
system, but also on the individuals using it. This implies that trust is 
difficult to measure and therefore the concept is not used further on in 
this thesis. Even if the concept trust is not used, most of its sub-blocks 
are found to be relevant.  

Security. This block contains all of the basic mechanisms that Bruce & 
Dempsey (1997) say are needed to build a secure distributed 
environment. Some of the concepts of this building block are 
considered on another level in this thesis and therefore a different 
classification of the sub-blocks is used in chapter five. 

Integrity. This block is also used in the characteristics in chapter 
five. Integrity is, in this thesis, regarded as one of three major 
parts of security. 
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Access Control. Bruce & Dempsey (1997) find that the mechanisms 
of this block are an important part of security. This thesis regards 
access control as more of a prerequisite for implementing 
integrity. 

Confidentiality. Again, the results in chapter five is in agreement 
with the book. 

Authentication. Bruce & Dempsey (1997) regard authentication as 
the basis for authorization and a fundamental requirement for 
access control and audit. The latter statement is fully adopted in 
this thesis. 

Non-repudiation. This block is very important, but can also be seen 
as a foundation for the reliability concept. 

Availability. This is an important component of trust when referring 
to a security architecture.  

Recovery. The ability to recover from a service interruption without 
manual intervention. In this thesis this block is also defined as a 
fundamental part of availability. 

Continuity. The ability to withstand a service interruption and 
invoke subsequent recovery in the event of the failure of physical 
components. Chapter five states that this block is a part of 
reliability, which in turn is a part of availability. 

Durability. The ability to withstand a partial or gradual 
degradation that would occur in the event of failure of the 
physical components of the distributed system. This is of course 
an important part, sorting directly under availability in this thesis. 

Consistency. The ability to always realize the same results given 
the same data and processing criteria. Consistency is also 
regarded as one of the characteristics of importance to the work of 
this thesis. 

Performance. Bruce & Dempsey (1997) find this block important to 
monitor in a distributed environment. It could also be regarded as a 
part of several other concepts and therefore this thesis does not use the 
term performance to depict any special characteristic. 

4.2.2 Control  

The sub-blocks here are used to control the security mechanisms. 
Control is a very wide concept, which is an important part of a lot of 
the terms we use in chapter five. To be noted is that this thesis uses the 
term control for a characteristic with a different definition. 
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Physical Access. This is one part of access control. In the thesis the 
concepts physical and network access are not separated.  

Network Access. The other part of access control. 

Management. By this Bruce & Dempsey (1997) mean the control of 
the security mechanisms. Since management is such a wide 
concept and includes a wide range of functions, it is not accounted 
for specifically in chapter five. 

Measurement. To determine the components’ performance. This is 
also a wide concept, which is not used further on. 

Monitoring and Detection. To detect a potentially compromising 
situation. The term intrusion detection is in this thesis found to be 
an important part of auditing, which is a concept comparable to 
detection and monitoring. 

Change Management. The management of changes to the security 
mechanisms. This is also important, but it is in this thesis assumed 
that there are secure ways to, e.g. change passwords, integrated in 
the concept authentication. 

Audit. An important sub-block, which is defined as an important 
foundation of confidentiality in this thesis. 

4.2.3 Foundation  

This is the basic building block of a security architecture. Bruce & 
Dempsey (1997) include policies and principles of the organization as 
well as criteria, standards and education. 

Security Policy. A policy is meant to establish goals and guidance 
for a secure environment. This is a possible starting point for 
building a security architecture. See chapter 3.2. 

Security Principles. These are statements, particular to the 
organization, that define what security means to the organization 
and how it will be implemented. This is not a concept found to be 
particularly important for this thesis and in some way it overlaps 
the policy definition. 

Security Criteria and Standards. A security criterion is a defined 
reference standard that can be applied to security components and 
technology, e.g. Trusted Computer System Evaluation Criteria 
(Orange Book). Support can be found in these criteria when 
building or evaluating a security architecture. 
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Education. An important part of the foundation is security 
awareness and education in related areas for all employees. This is 
a very important area and can be said to be the very basis of 
everything that has to do with security. Education is the key to a 
secure environment. 

4.3 Discussion 

This chapter has presented the important models and categorizations 
for the process of gathering the characteristics presented in chapter 
five. The functionality classes in CC (1999) have been an excellent 
starting point. This, in combination with the model in Bruce & 
Dempsey (1997), has through discussion and analysis become a large 
part of the work in finding a set of security relevant characteristics. 

There are other examples of categorizations and models for security 
architectures, but these two gave the most input and material to work 
with. CC (1999) has been important because of the rigorous work that 
lies behind the standard and Bruce & Dempsey (1997) because of the 
appealing structure in their suggestion of a model. The security 
characteristics of both works are important, but this thesis has chosen a 
different organization and has a different goal. The goal has been to 
present a set of characteristics to be used in modeling a security 
architecture to support CIP and NCW. CC (1999) has certification of 
products as its aim, and Bruce & Dempsey (1997) mostly want to 
present a general example of a security architecture model, since their 
book spans the whole area of security in distributed computing. 

 



Identification of Security Relevant Characteristics in Distributed Information Systems 

  31
   

5 System Characteristics 

This chapter presents the work of gathering a set of system 
characteristics that are relevant to the security of a distributed 
information system. It also presents the results and discusses the 
outcome. The characteristics are meant to be applied to the whole 
distributed system. Each node in the tree-structure in section 5.3 should 
be considered for each relevant component of the distributed system. 
The tree formation in no way aspires to be complete or final, it is 
merely a suggestion. 

5.1 Gathering Characteristics – the First Step 

As a foundation the functionality classes in CC (1999) have been used 
according to the comments in chapter 4.1.1. The model suggested by 
Bruce & Dempsey (1997) and described in chapter 4.2 has also been 
used in discussions leading up to the results of this thesis. 

To be able to enumerate important characteristics, a tree-structure with 
three roots has been built. The roots of the tree-structure were chosen to 
be confidentiality, integrity, and availability (CIA) since these concepts 
are usually regarded to be the cornerstones of computer security. 
Education is a very important method to be able to achieve CIA. The 
personnel handling maintenance and the users must have a common 
understanding of and education in security. Education will not be 
further discussed since it is not a specific characteristic of a distributed 
system, but a characteristic of the users. 

If you succeed to fulfill the requirements of CIA in your system, then 
the system is considered secure. To find ways to achieve this, CIA was 
discussed with the purpose to outline what the different concepts were 
built up of. Different books and papers were a good help here, e.g. 
Gollman (1999). The process also involved finding out what 
characteristics were needed to achieve each and every one of the 
characteristics descending from CIA. This went on until a level was 
reached where the characteristics became more of a series of functions 
or when a node got too many leaves to be handled in a meaningful 
way. This was simply an attempt to try to find every important 
characteristic using reason and literature. This work continued even 
after the brainstorming to fill the gaps in the results and to complete 
the image of a secure distributed information system. The motivations 
and thoughts around each characteristic can be found in Appendix A. 
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5.2 The Characteristics Gathered During Brainstorming Session 

To extend the tree-structure of characteristics, and to try to make it as 
complete as possible, a brainstorming session was conducted. For this 
meeting three people with experience and expert knowledge in 
different security areas were also invited. Four cases with different 
formations of the basic components of an information system were 
prepared. The brainstorming then focused on one case at the time. 
Some very important discussions and characteristics emerged from this 
session, e.g. the characteristics and discussions surrounding 
segmentation and software. A complete result and the outcomes of the 
discussions are accounted for in Appendix B. 

5.3 The Set of Characteristics 

In this section the characteristics are listed alphabetically. The 
characteristics that are analyzed in section 5.4 have a reference to the 
corresponding section, e.g. 5.4.1. The characteristics are depicted in 
figure 3. 

Access control (5.4.3) Media (5.4.4) 
Accessibility (5.4.6) Network capacity (5.4.6) 
Accountability (5.4.2, 7) Non-repudiation (5.4.8) 
Accuracy OS and configuration (5.4.5) 
Application and configuration 
(5.4.5) 

P2P (5.4.6) 
Assured service  Port configuration (5.4.3) 
Audit (5.4.2) Portability (5.4.6) 
Authentication (5.4.2, 3, 7) Protection against interception (5.4.4) 
Authorization (5.4.3) Protection against interference (5.4.4) 
Availability Protocol (5.4.2, 3, 7) 
Backup Public services (5.4.5) 
Certification (5.4.7) Recovery from disaster 
Confidentiality  Redundancy 
Consistency Reliability 
Continuity Remote administering (5.4.6) 
Control (5.4.7) Segmentation (5.4.3, 6) 
Cryptology (key management, 
key length, algorithm, etc.) (5.4.1, 

Services and configuration (5.4.5) 

Diversification (5.4.7) Signing (5.4.8) 
Durability  Size of the network (number of users, 

units etc.) (5.4.6) 
Enforcement level (5.4.3) Software (5.4.5) 
External services (5.4.5) System dynamics (5.4.6) 
External users (5.4.6) Traceability (5.4.8) 
Firewall (5.4.3) Traffic analysis (5.4.2) 
Integrity  Traffic flow security (5.4.3, 4) 
Intrusion detection (5.4.2) Type (5.4.3) 
Internal services (5.4.5) Update (5.4.7) 
Logging (5.4.2, 8) Verification (5.4.3) 
Malware protection (5.4.5)  
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 Figure 3. The characteristics formed as a tree-structure. 



Identification of Security Relevant Characteristics in Distributed Information Systems 

34 

5.4 Analysis 

Studying the different sub-trees, you find that the characteristic 
integrity shares all of its sub-trees with either one or both of the 
characteristics confidentiality and availability. 

During the brainstorming session a large part of the tree-structure was 
formed, most importantly the sub-trees emerging from the 
characteristics: software, segmentation, and control.    

In the following sections, the largest of the sub-trees are explained 
more extensively in order to achieve a more comprehensive image for 
the reader. Some of the characteristics will be discussed several times 
(cryptology has a section of its own); this only implies the importance 
of the characteristic. The impact of the characteristic could also differ 
depending on which one of the top characteristics it emerged from. 
Note that the characteristics not mentioned in any section below are not 
less important than those who are mentioned. All of the characteristics 
are explained in Appendix A. The sections below are named after the 
top node of each sub-tree. 

5.4.1 Cryptology 

This characteristic is not the top node of any tree, but it emerges in 
several places in the sub-trees and deserves some extra attention. 
Cryptology can and should be used in many different areas of the 
distributed system. Files and messages can be encrypted. A public key 
infrastructure and key exchange are also parts of cryptology. The main 
areas of cryptology are here considered to be: key management, key 
length, and the algorithm used. 
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5.4.2 Audit 

To be able to trace and find out what is going on in the system in spite 
of all security measures taken, there is a need for audit. This 
characteristic includes: intrusion detection, logging, and analysis of the 
traffic in the network. Another large piece is that of accountability, 
which in turn has to do with authentication, which to a large extent 
relies on cryptology and protocols, e.g. biometric user authentication. 
Audit is a building block of confidentiality and integrity. 

A u d i t

In t r u s i o n
d e t e c t i o n

A c c o u n t a b i l i t y

L o g g i n g

A u t h e n t i c a t i o n

T r a f f i c
a n a l y s i s

C r y p t o l o g y

P r o t o c o l

 
  

 Figure 4. The audit sub-tree. 
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5.4.3 Access Control 

The characteristic access control is very fundamental to most parts of a 
distributed system and can be fulfilled in a number of ways. Traffic 
flow security and segmentation is explained separately below. Having 
a firewall is today a well-known way of scanning and restricting the 
connections to the outside of the system. The type of firewall and the 
port configuration has a large impact on the security of the firewall. 
The most fundamental mechanisms in achieving access control have to 
do with authorization, to be able to regulate who has access to what. 
Authentication, relying on cryptology and protocol, is also a building 
block.  The enforcement level of the access control should be as low as 
possible, e.g. on the OS level.  Verification of the mechanisms and 
verification that the authenticated entity is allowed to perform the 
operation should also be done. Access control is a part of each one of 
CIA. 

F i r e w a l l

A c c e s s
c o n t r o l

E n f o r c e m e n t
l e v e l

T r a f f i c  f l o w
s e c u r i t y

V e r i f i c a t i o n

S e g m e n t a t i o n

T y p e

P o r t
c o n f i g u r a t i o n

A u t h e n t i c a t i o n

A u t h o r i z a t i o n

C r y p t o l o g y

P r o t o c o l

 

 Figure 5. The access control sub-tree. 
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5.4.4 Traffic Flow Security 

The characteristic traffic flow security is made up of two other 
characteristics. Protection against interference can be said to be another 
way of describing availability and integrity, when compared to the 
definitions in chapter 2.2. Protection against interception can in a 
similar way be regarded to be the same as confidentiality. Cryptology 
and the choice of media are the most important ways to protect against 
interception. Traffic flow security is one way of achieving access 
control and is therefore part of all of CIA. 

T r a f f i c  f l o w
s e c u r i t y

P r o t e c t i o n
a g a i n s t

i n t e r c e p t i o n

P r o t e c t i o n
a g a i n s t

i n t e r f e r e n c e

C r y p t o l o g y M e d i a
 

 Figure 6. The traffic flow security sub-tree. 
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5.4.5 Software  

Software seems likely to be the first characteristic to be listed by users 
when examining the security, since it is very visible to the users of the 
system. But this characteristic does not seem to be particularly 
emphasized or explored in current literature. In fact, the choice of OS 
and the effort to configure it correctly and to continually update it with 
patches etc. is very important. It is also essential that all applications 
are equally updated. Malware (malicious software) protection is an 
essential part of applications, and includes virus protection among 
other things. Services provided by e.g. servers are also important 
software, these services also need to be configured in the right way and 
offer: internal, public, and external services. Internal services are those 
reachable only for the users on the internal network; public services are 
those offered to those outside the network, e.g. web sites; and external 
services are services on the outside of the network that can be used by 
both users inside and outside of the network. Software is a part of all of 
the CIA. 

O S  a n d
c o n f i g u r a t i o n

S o f t w a r e

M a l w a r e
p r o t e c t i o n

S e r v i c e s  a n d
c o n f i g r u a t i o n

A p p l i c a t i o n
a n d

c o n f i g u r a t i o n

P u b l i c
s e r v i c e s

In t e r n a l
s e r v i c e s

E x t e r n a l
s e r v i c e s

 

 Figure 7. The software sub-tree. 
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5.4.6 Segmentation 

The brainstorming session focused a lot on the segmentation issues. In 
this characteristic a lot of security problems could be found and solved. 
The size of the network and the network capacity has more impact on 
the security than commonly realized and discussed in current 
literature. The situations with peer-to-peer connections are also 
important to scrutinize. Today, as handheld computers, cell phones 
and laptops are used, the network is getting dynamic and this could 
cause problems in keeping track of who was connected at what time 
and did what. Segmentation is also crucial in the matter of accessibility. 
To be able to administer e.g. web servers remotely, connecting and 
disconnecting the laptop (portability), and using the laptop from home 
as an external user are important parts of accessibility. Segmentation is 
considered to be a part of both assured service that leads to reliability 
and availability, and access control that leads to all of the CIA. 

S y s t e m
d y n a m i c s

S i z e  o f  t h e
n e t w o r k

P 2 P

S e g m e n t a t i o n

N e t w o r k
c a p a c i t y

E x t e r n a l
u s e r s

P o r t a b i l i t yR e m o t e
a d m i n i s t e r i n g

A c c e s s i b i l i t y

 

 Figure 8. The segmentation sub-tree. 

 
5.4.7 Control 

The control sub-tree has to do with the control the system 
administrator or user has over the system. A person knowing the 
system and its weaknesses, is in control. Important things to know is 
how and when to update, if the system components chosen are 
certified, and the diversification of the system (e.g. if there are any 
weaknesses because of the use of different OSs within the system). 
Control is an important characteristic of assured service, which leads to 
reliability and availability. 

D i v e r s i f i c a t i o n

C o n t r o l

U p d a t e

C e r t i f i c a t i o n

 

 Figure 9. The control sub-tree. 
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5.4.8 Non-repudiation 

The sub-tree emerging from non-repudiation has to do with not being 
able to deny receiving or sending messages. To be able to secure this, 
the most important characteristics are: signing (e.g. of messages), 
accountability, and traceability. Accountability relies on authentication, 
which is made up of cryptology and protocol. Traceability depends on 
logging of everything that goes on in the system. Non-repudiation is a 
part of reliability, which leads to availability. 

N o n -
r e p u d i a t i o n

T r a c e a b i l i t yS i g n i n g

A c c o u n t a b i l i t y

A u t h e n t i c a t i o n

C r y p t o l o g y

L o g g i n g

P r o t o c o l
 

 Figure 10. The non-repudiation sub-tree. 

 

5.5 Discussion 

This is one suggested way to handle the large amount of security 
functions that should be considered when evaluating an information 
system. The presented set of characteristics in no way aspires to be a 
complete listing of the relevant characteristics in distributed 
information systems. Issues to be discussed, among others, are the 
following: 

• The set of 55 characteristics could be regarded to be too 
extensive for some purposes. Different situations call for 
different levels of abstraction. The structure of the characteristics 
includes abstraction and details could be hidden, e.g. for very 
small or isolated systems, if necessary. 

• There could be reasons to add characteristics that this work has 
chosen to ignore because of the limitations of the thesis, or 
because they have not emerged during the research. 
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• All of the characteristics mentioned could be perceived and 
interpreted differently according to the experience and situation 
of the people involved in the work. A lot of effort has been put 
on trying to interpret and perceive every characteristic according 
to standards used in literature and according to the background 
involving NCW and CIP issues. 

• It may be argued if the best approach was to form the 
characteristics into a tree-structure. Another method would 
perhaps have given another set or a different tree-structure. The 
tree formation was chosen because it gave a good view of the 
characteristics and their interrelationships. The reasoning about 
the characteristics and what constitutes each of them also 
implied the tree shape. 

• There would have been a different result, had there been other 
people participating in the brainstorming session. There could 
have been a focus on different security-measures and different 
solutions. In this case, there was a lot of emphasis on 
segmentation and many security breaches could be referred to 
this characteristic.  

• The brainstorming session does not assure that all aspects and 
characteristics have been found or discussed, but it assures that 
more opinions and views emerge. The fact is that the 
brainstorming session gave a lot of new characteristics and 
brought up a lot of important discussions about security in 
various areas and should be regarded as an important way of 
retrieving information. 
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6 Conclusions 

In this chapter a summary and suggestions for future work are 
presented. 

6.1 Summary 

With the background of the large distributed systems that are forming, 
especially in the areas of Network Centric Warfare (NCW) and Critical 
Infrastructure Protection (CIP), the need for a general view of the 
security related aspects of a system is found to be essential. This thesis 
has the aim to provide the first step towards modeling and evaluating 
the security of distributed information systems, and thus providing a 
general view. The main contribution of this thesis is the set of 
characteristics meant to be used in a security analysis of the distributed 
system and a description of the set. The characteristics can be 
organized into a tree-structure, depicting the relationships between the 
different characteristics. Every node is meant to be considered in the 
evaluation of each relevant component of the distributed system. 

To aid in the work of finding the characteristics, the basic components 
of the targeted systems are defined. These components have the 
purpose of representing every possible component in a system, and 
thus to help depict a system. 

A thorough investigation of previous work in the area of security 
architecture initiated the work of this thesis. Apart from studying 
literature concerning security, a brainstorming session was performed 
in order to find suitable characteristics. The session added a lot of new 
characteristics to the set and contributed a different point of view, in 
setting the focus on e.g. software and segmentation issues. The results 
of the brainstorming and the study of literature were discussed and 
adapted to fit into the thesis. 

The full contribution of this thesis is the definition of system 
components, the set of identified security relevant characteristics, and 
the categorization of the characteristics. 
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6.2 Future Work 

The set of characteristics or a further development of the work in this 
thesis can result in improved security architectures. In this section a 
few suggested developments are presented. 

• One way to continue this work could be to explore the different 
functions that solve the problems with each and every one of the 
characteristics. In doing this, a list of functions to incorporate in 
the system is achieved. To some extent this could be said to be 
covered by the CC. 

• Another brainstorming session, with different participants or 
other case studies could be used to see if there are still some 
aspects missing in the reasoning about different types of 
distributed systems. 

• The set of characteristics would be interesting to transform into 
quantifiable concepts so that the security of a system could be 
measured in some way. The different characteristics existence or 
not could then indicate where the system security would be on a 
scale, say from one to ten. 
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Appendix A 
This appendix explains all characteristics.  

Access control. The purpose of access control is to enforce the access 
rights determined for a system. Access control relies on the processes of 
authorization and authentication to decide the access rights and verify 
the claimed identities. 

Accessibility. This characteristic involves the ability to access the 
network and other components in the distributed system. It is 
connected to segmentation. 

Accountability. Accountability requires authentication processes and is 
the responsibility to keep audit information protected. 

Accuracy. For something to be consistent, it has to be handled with 
accuracy. 

Application and configuration. What kind of software that is being used 
and how it behaves in a security point of view. It is important to know 
if it has been upgraded to the latest or securest version. 

Assured service. Reliability has this building stone as an assurance of 
always delivering or receiving the correct service. 

Audit. Records a trail of information in order to track security relevant 
events. 

Authentication. The process of verifying the identity of a process, 
system or user. The authentication process can be mutual, e.g. the 
system and process both authenticate each other, and results in a 
recognition or denial of the claimed identity. 

Authorization. The process of granting rights to users, programs or 
processes. Correct authorization depends on the processes of 
authentication and identification. 

Availability. Prevention of unauthorized withholding of information or 
resources. 

Backup. It is essential that stored information and data is backed up on 
a regular basis. 

Certification. To make sure that software operates as you expect it to, 
and on a secure enough level, you might want to choose software that 
is certified. 

Confidentiality. Prevention of unauthorized disclosure of information. 
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Consistency. In order to uphold integrity and availability nothing is 
allowed to change unauthorized. 

Continuity. There are no gaps allowed in the information, the 
maintenance of the system, or in the services. 

Control. You need to know all the vulnerabilities so that you can act 
according to the security. If it is known that it is not entirely safe, you 
can make the decision not to send sensitive information over the link. 
The things that influence the decision could be information about 
diversification or updating. 

Cryptology (key management, key length, algorithms, etc.). This 
characteristic is meant to point out that cryptology should be used in 
several parts of the distributed system, e.g. encryption of data, files and 
distribution of keys. 

Diversification. There could be a security risk in using different software 
at the opposite ends of a connection. Diversification could also be a 
strength since the same deficiencies cannot be exploited. 

Durability. The ability to withstand attacks, e.g. discover when 
something not authorized is happening. 

Enforcement level. It is important on which level the access control is 
performed, the lower level the better. Levels are e.g. application level, 
middleware, OS, and hardware. 

External services. By using services like a shared project workplace on 
the Internet, you are exposing your data/information to a great 
security risk. 

External users. If you have your home computer connected to the office 
network, this is a large security risk. At home, unauthorized people 
might have easier access to the computer than unauthorized people at 
the work place. This also means that you move information from your 
relatively secure office network to your home, which might not be 
equally secure. It is important to remember that there are risks 
involved even when using connections through VPN or SSH. 

Firewall. The kind of firewall that is installed has a huge impact on 
security. It is also important to check the port configuration so that no 
port is unnecessarily left open to the Internet. An active management of 
the firewall to keep up with the changes of the outside and to update 
the functions is also essential. 

Integrity. Prevention of unauthorized modification of information. 

Internal services. Considering the WWW, an internal service could be an 
intranet. Other examples are fileservers restricted to internal use. 
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Intrusion detection. Intrusion detection mechanisms of all kinds are 
included in this characteristic. 

Logging. To be able to control everything that is going on in the 
network you need to log every single event. This makes it easier to 
discover and track down intruders. 

Malware protection. All distributed systems need protection against 
viruses, worms, trojans, and mobile code that might be malicious.  

Media. This characteristic means the media over which information is 
sent, e.g. different types of cable or wireless. 

Network capacity. If the network is fast a virus spreads in much shorter 
time. A slow network could limit the accessibility to different parts of 
the distributed system. 

Non-repudiation. This concept leads to mechanisms that make sure that 
neither the sender nor the receiver can deny that data has been sent 
and received. 

OS and configuration. Which OS and how it is configured make a huge 
difference in the security aspect. It is important to make sure that all 
patches are installed correctly, for instance. 

P2P. When using peer-to-peer or business-to-business connections, 
issues like which one is acting as a server must be considered. 

Port configuration. In operating a firewall, it is important to control the 
port configuration and make sure no unnecessary ports are left open to 
the outside. 

Portability. This characteristic refers to portability of equipment and 
does not include portability of software. With laptops and wireless 
networks, units keep connecting to and disconnecting from the 
network very often. This makes it difficult to track what is happening 
at all times in the system. A portable unit also has a greater risk of 
being stolen. 

Protection against interception. To keep unauthorized people from 
intercepting the data sent in the network in cables as well as wireless. 
Remedies could be a different kind of cable or cryptology. 

Protection against interference. To make the traffic flow secure, there is a 
need for avoiding interruptions and altering of the traffic. 

Protocol. This characteristic includes all ways of authentication. This 
could be biometric authentication. 
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Public services. The security around public services, e.g. web sites, must 
be rigorous, making sure that the service does not become a way into 
the network for an outsider. 

Recovery from disaster. The system needs to be able to recover from 
failures in one or several of the system components, for it to be able 
uphold availability. 

Redundancy. Keeping several copies in case something is destroyed or 
not available. 

Reliability. You need to know that e.g. the routers are working as 
expected to get your messages through. 

Remote administering. Enabling administering of a server or a firewall 
over the network requires extra security measures. 

Segmentation. A lot of threats are avoided through segmentation. This 
characteristic includes segmentation of services as well as the network. 

Services and configuration. This characteristic includes software for 
servers, databases, etc. Those services also have vulnerabilities that 
need to be considered. 

Size of the network (number of users, units etc.). The number of users or 
units could influence the security, the fewer there are, the easier it is to 
keep track of who has done what. 

Software. There are ways to make sure that the software used does not 
contain any flaws or bugs. 

System dynamics. This characteristic is about the ability to handle the 
system dynamics, such as laptops connecting and disconnecting. 

Traceability. To be able to analyze the traffic in the network you need it 
to have some sort of traceability quality. 

Signing. If a message is signed in a correct way the receiver will know 
who sent it, and the sender cannot later deny sending the message. 

Traffic analysis. In order to make sure nothing unauthorized has been 
done on the network, the traffic may be analyzed to find any 
anomalities. 

Traffic flow security. This characteristic has to do with securing the 
network traffic from interception and interference. 

Type. There are differences in security between a firewall installed on a 
PC and a stand-alone firewall. 
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Update. For a lot of software it is crucial that all patches are installed for 
it to operate in a secure way. In some cases it is also important which 
version of the software is being used, e.g. for consistency or security 
reasons. 

Verification. This characteristic, in terms of access control, means 
verification of the mechanisms and verification that an authenticated 
entity has the rights to perform a required operation. 
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Appendix B 
This appendix explains how the brainstorming session was conducted. 
The brainstorming session included Lars Westerdahl, Arne Vidström, 
and Mats Persson at the Department of Systems Analysis and IT 
Security at the Swedish Defence Research Agency in Linköping. The 
session took place 2002-05-08. At the session Jonas Hallberg, Amund 
Hunstad, and Anna Stjerneby were also present. 

Preparations 
The work started out with a discussion of the ways to see if there were 
important characteristics that had been missed in the initial collection 
of characteristics. The conclusion was that the expertise and 
experiences collected by the co-workers of the department needed to be 
used. 

By making a list of system components that could be used to represent 
any possible part of a distributed information system, case studies 
could be constructed. As explained in chapter 3.1, the components 
decided on are: 

User terminal Access point 
Server  Public network 
Application engine  Router 
Firewall Switch 
Input/output devices Proxy 
Network link Modem 
 
After this, people with either an expertise in one or several of the 
system components, or people with a broad experience in most of the 
system components were invited.  

Case Studies 
For a successful brainstorming a couple of case studies to represent the 
most common situations for a distributed system were needed. Four 
cases were decided on, which were meant to represent a wide range of 
situations.  
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The first one was named Firewall (FW), since it represents a kind of 
starting point for the discussion. Either the user is behind the FW, 
wanting outside access, or he is an outside, unauthorized user who 
wants to get in.  

ServerFirewall

Public network

UT + AE UT + AE  

 Figure 11. The Firewall case. 

 
The second case is similar to the first case, but has a user on the outside 
that is authorized to use the information on the inside. This case was 
named Home Office, and was intended to include solutions like Virtual 
Private Networks, etc. 

ServerFirewall

Public network

UT + AE UT + AE

UT + AE

 

 Figure 12. The Home Office case. 

 

The third case represented the peer-to-peer (P2P) situation. Hence, the 
name P2P. 

Router Router
Public network AEAE

 

 Figure 13. The P2P case. 
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The fourth, and last case study is representing all wireless 
communication situations. The case is named Wireless. 

Server

Laptop computer
Hand held computer

Cell phone

 

 Figure 14. The Wireless case. 

 

The Session 
The session started out with an explanation of why this brainstorming 
was important and what was expected from it. The case studies and 
what kind of input that was wanted from the participants also needed 
some discussion.  

Each case was handled in four steps. First, everyone got approximately 
five minutes to think about the system and write down some thoughts 
and characteristics. Next, everyone got to put his or her words in the 
picture of the system, which we showed on a whiteboard. After some 
direction and discussion together with the leader of the meeting we 
moved on to completing and organizing the characteristics of every 
component of the system in the case. 

The results on the whiteboard were immediately put into writing on a 
laptop and at the end of each case study the participants could look at 
the result and comment on it some more. The notes were saved and the 
results on the laptop were double-checked before moving on to the 
next case. 
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Results 
In this section, the results from the brainstorming session are 
presented. Each case study gave between twenty and fifty different 
suggested characteristics. Some of these were the same for a couple or 
all of the cases. The notes from each case was scrutinized and each of 
the notes were linked to a characteristic, when possible. In some cases, 
there was no real characteristic to find, instead the note just 
represented a statement that said: this is connected to the case and you 
should not ignore it, but there is nothing that can fix this either. Often 
there were several or at least a couple of notes that could be associated 
with the same characteristic. And, of course some notes already 
contained a characteristic. Below, the characteristics arrived at for each 
of the cases are listed. The characteristics are explained in Appendix A. 

Firewall 

Access control OS and configuration 
Authentication Protection against interception 
Backup Public services 
Certification Remote administering 
Cryptology (key management, 
key length, algorithms, etc.) 

Segmentation 

External user Services and configuration 
Firewall Size of the network (number of users, 

units, etc.) 
Internal services Software 
Intrusion detection Traceability 
Malware protection Update 
 

Home Office  

Access control Logging 
Audit Malware protection 
Authentication OS and configuration 
Cryptology (key management, 
key length, algorithms, etc.) 

Segmentation 

External services Software  
External user Traceability 
Firewall Update 
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P2P 

Access control Malware protection 
Authentication Reliability 
Certification Segmentation 
Control Services and configuration 
Cryptology (key management, 
key length, algorithms, etc.) 

Software 

Diversification Update 
 

Wireless 

Access control Protection against interception 
Authentication Protection against interference 
Authorization Segmentation 
Control Software  
Cryptology (key management, 
key length, algorithms, etc.) 

System dynamics 

Diversification Traceability 
Malware protection Update 
Portability  
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Appendix C 
Abbreviations used in this thesis. 

CC Common Criteria for Information Technology Security 
Evaluation 

CI  Critical Infrastructure 

CIA  Confidentiality, Integrity & Availability 

CIP Critical Infrastructure protection 

FW Firewall 

IT Information Technology 

NCW Network Centric Warfare 

OS Operating System 

P2P Peer-to-peer 

PC Personal Computer 

PDA Personal Digital Assistant 

SFP Security Function Policy 

SSH  Secure Shell  

TCB Trusted Computing Base 

TOE Target of Evaluation 

TSF TOE Security Functions 

TSP TOE Security Policy 

UML Unified Modeling Language 

VPN Virtual Private Network 

WWW World Wide Web 
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