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Sammanfattning 
Abstract 
The convergence of future networks relies on the evolution of technology that enables seamless 
roaming abilities across non-heterogenous networks for mobile clients. This thesis presents an 
experimental study of a GPRS-WLAN integration scenario where the objective is to analyze 
various aspects of the issues related to charging, mobility, roaming and security between GPRS 
and WLAN networks. The mainly discussed integration scenario in this thesis is loosely coupled 
systems working on RADIUS platforms, which together with MobileIP and IPSec provides the 
mobile client with a secure and access-technology independent network access platform. 
 
In order to accommodate GPRS client authentication for WLAN operators, there is a prominent 
need for the incorporation of necessary GPRS functionality into present AAA servers. RADIUS has 
been studied as the initial target for the implementation of a GPRS interface towards SMS-Cs and 
HLRs.The authentication of a mobile client is performed against a HLR/AuC in a GPRS network, 
either over SS7 links or through the incorporation of SIGTRAN protocols over SCTP. SIGTRAN 
solutions has the ability to join WLAN networks in a SS7 resource sharing model where the SS7 
authentication signalling traffic is transported over IP networks to a Signalling Gateway acting as 
the logical interface against SS7 networks. 
 
GPRS-WLAN accounting may be solved through direct roaming agreements between mobile 
operators and in such a case transport CDR’s over FTP between their billing systems. If roaming 
agreements does not exist, it may be viable to establish relationships between WLANs and brokers 
as well as mobile operators and brokers. The brokering model provides a scalable model that 
allows easier exchange of charging and billing information on an infrastructure based on WLAN 
and GPRS billing systems. Standardised transmission protocols for accounting information such as 
GTP’/TAP3 may be utilised in order to provide a generic billing exchange format between billing 
systems and operators. 
 



Furthermore, different network architectures may have different requirements in order to 
accommodate GPRS clients with WLAN access. A few network architectures has been analysed, 
and the developed GPRS AAA Interface Daemon (GAID) has been put into context in order to 
present a generic GPRS-WLAN systems integration solution for WLAN operators. 
 
The analysed solutions in this thesis give various possibilities for WLAN operators to setup 
wireless services for bypassing mobile clients. The implementational work provides a RADIUS 
platform, which can be enhanced with functionality that enables communication over any 
interface in the future.  
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1 Introduction 
The market for wireless services has grown rapidly for the last years and the wireless systems have 
gone from being a technology used by companies to common systems used by a variety of people. 
The development has made the products affordable, even for small enterprises and home users.  
 
The development of WLAN equipment has made it possible for companies to provide extra services 
in form of Wireless Local Area networks. The wireless networks are for instance found at Airports, 
Hotels and Cafés. The WLAN technology has dropped so much in price that home users may set up 
WLANs and let by passers know that there exists an available wireless network. The WLAN 
standard will never be able to provide large-scale coverage due to practical reasons. However, the 
WLAN systems are a good complement to the widespread GPRS systems. GPRS offers data 
transfer possibilities that in relation to WLANs have low bandwidth. GPRS will most likely be the 
dominating large-scale coverage data transfer system for some years to come, and because of this, 
the combination of WLAN and GPRS technology will use the best features of the both systems. 
 
To make an integrated GPRS/WLAN system popular, a shared system for billing the users is 
necessary. Without a shared system, someone using different networks could receive many bills 
from small WLAN operators. A solution that makes it possible for a GPRS user to login to a variety 
of WLANs could possibly increase WLAN usage. 
 
The purpose of integrating GPRS and WLANs is to make it possible to use the best parts of both 
systems. High bandwidth WLANs are used for data transfer where available and GPRS is used 
where WLAN coverage is lacking. In other words, WLAN and GPRS should be able to 
complement each other and will probably not compete for the same users.  
 

1.1 Problem Statement 
For the moment, WLAN hotspots and GPRS networks often work as separate systems, although 
they share the same potential user clientele. To gain access to a WLAN network normally some 
kind of manual user registration is necessary, this differs from the GPRS networks where 
authentication is performed using the SIM card and the HLR. The purpose of this thesis is therefore 
to design a way of authenticating GPRS users for WLAN usage and eliminating the need for prior 
registration. 
  
The first sub-goal is to evaluate designs for authenticating GPRS users through a One Time 
Password system where the OTPs are delivered by SMS. After evaluating, the chosen solution 
should be implemented in a RADIUS based WLAN AAA server setup inherited from a master 
thesis work by Juan Caballero and Daniel Malmkvist [6]. 
  
The SMS-OTP implementation requires creation of a GPRS interface in form of a new module 
compatible with the used WLAN AAA server. The GPRS interface should contain the functionality 
needed for communication between the WLAN AAA server and the mobile operators HLRs. The 
implementation necessary for sending SMSes should also be included in the module. In addition, 
investigation of possible ways of sending SMSes in an effective and cost efficient way should be 
included.  
 
From Juan Caballero and Daniel Malmkvist [6] we also inherited a login system for WLAN users 
called IP-login. In the new situation, where OTPs are used, changes of the original login system are 
required, mainly because a standard WLAN login only requires one submission containing 
username and password while an OTP-login consists of multiple stages.  
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Since the OTP system design may lack efficiency, the thesis work also should include a study of 
possible solutions for optimizing login performance. This could for example be authentication by 
SIM - HLR in a way similar to GPRS authentication. The analysis should also cover possible ways 
to handle the Accounting issue. 
 

1.2 Target Market 
The target for this system is primarily small enterprises that want to expand their business and 
provide their clients with access to a wireless network. Anybody equipped with a WLAN 
compatible device and a GPRS subscription is a possible user.   
 

1.3 Outline of the Thesis 
Chapter 2 contains the background of the thesis work explaining different technologies, protocols 
and related work. 
 
Chapter 3 explains the methods used to solve the problem and limitations for the work. 
 
Chapter 4 divides the problem into smaller parts and presents possible solutions. 
 
Chapter 5 presents and motivates the chosen way of solving the problem.  
 
Chapter 6 and 7 explains the system setup and how the implementation was done. 
 
Chapter 8 contains an analysis of the implementation and possible weaknesses that might exist. 
 
Chapter 9 is a summary of the conclusions drawn, and chapter 10 lists future work for development 
and improvement of the implementation.   
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2 Background 

2.1 AAA 
AAA is short for Authentication, Authorization and Accounting, the three important steps of 
identifying a user, manage what a user is allowed to do and the measurement of the used resources 
in order to be able to bill the user. Several different systems handle this kind of work; one of the 
most used is RADIUS. 

2.1.1 RADIUS 
RADIUS [38][1] is short for Remote Access Dial In User Service and was developed by Livingston 
Enterprises Incorporated. RADIUS was, as the name implies, originally developed for dial in 
services and is normally used as a client – server application, a RADIUS client could for example 
be used in a NAS. When the NAS receives a login attempt, the integrated RADIUS client will send 
the necessary login information to the appropriate RADIUS server. The RADIUS server then 
checks its database and sends a reply. The reply can be an accept, a deny or a challenge response 
depending on the result of the RADIUS database lookup. The challenge response is used in 
situations where RADIUS has received a username (or similar) that is authorized, though additional 
information is needed to complete the authentication process. For example, the user might have to 
submit a correct password to receive a RADIUS accept. RADIUS also has the possibility to 
function as a proxy server for another RADIUS server. PPP, PAP, CHAP and UNIX logins are all 
supported by RADIUS. 
 

 
Figure 2.1-1 RADIUS Communication 

 
To provide better security the sensitive part of the information is sent in encrypted form between 
the RADIUS client and the RADIUS server. The encryption is based on a shared-secret system. The 
shared secret is known by both the RADIUS server and the RADIUS client, and is never transferred 
over the network.  
 
RADIUS also supports accounting. The accounting part of RADIUS can be used separately and 
handles all the information necessary to bill a user. It is possible to store information about time 
connected, sent and received packets as well as bytes, depending on what basis the user should be 
billed. The service provider could easily collect this information in order to bill the user. 

2.1.2 DIAMETER 
RADIUS has some shortcomings in modern network arrangements, and because of these problems, 
IETF has developed DIAMETER [61]. DIAMETER works in a peer-to-peer fashion instead of the 
client–server model that RADIUS uses. 
  
DIAMETER would be usable in our implementation, unfortunately there are no open source 
distributions yet, although that will probably change when DIAMETER becomes more popular. If a 
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system that is using RADIUS today would like to change to DIAMETER in the future, this should 
be possible since DIAMETER is designed to allow migration. The major improvements in 
DIAMETER are:  
 

• Better Transport 
By using other protocols for transmission and re-transmission of lost packets, the transport 
reliability increases 

 
• Better Proxying 

A system for transport failure detection can redirect to the next-hop peer, in case the present 
peer would fail  

 
• Better Session Control 

The accounting information and session management can be routed to different servers and 
used separately. The server may also request session termination, re-authentication or re-
authorization of a user 

2.1.3 802.1X 
To achieve a satisfactory level of security in a standard 802.11 system, you might consider using 
Wired Equivalent Privacy (WEP) keys [3], although, in order to make WEP work efficiently, the 
keys need to be changed frequently. The system itself does not provide a method of doing this 
automatically. However, 802.1X [62] contain the necessary functionality to perform this, while also 
reducing the risk of someone sniffing the key currently in use. 802.1X uses a protocol called EAP 
[39] for both wired and wireless LANs. Several different authentication methods such as Token 
cards, Kerberos, One Time Passwords, certificates and public key authentication are also supported 
by the protocol.  
 
When a non-authenticated user tries to connect to an 802.1X equipped network, for example 
through an Access Point, only EAP packets are allowed to pass. The EAP packets will be passed on 
to the authentication server, all other traffic is blocked until the network has verified the user’s 
identity. When the authentication server concludes that the user has been successfully authenticated, 
the AP opens the firewall, and lets all the client related data packets to pass. Currently 802.1X 
implementations can be found in Windows XP as well as in Access Points. The implementation of 
802.1X in the 802.11 standard is currently being evaluated. 
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2.2 WLAN 
IEEE802.11 is a standard for wireless data communication developed by the IEEE. 802.11b is the 
currently most widespread wireless technology. Other co-existing technologies for wireless transfer 
are HomeRF, HiperLAN/2 and Bluetooth, although Bluetooth is mainly a replacement for cables. 
802.11a, 802.11b, HomeRF and HiperLAN/2 all uses the 2.4 and 5GHz radio bands, although 
802.11b also exist in an IR version.  

2.2.1 The IEEE 802.11 Standard 
The wireless standard 802.11 [63] differs from the other wired 802 standards in two of the seven 
layers, the other layers are alike and the standards are therefore compatible. The differences are all 
located in the Data Link Layer and the Physical Layer. The Data Link Layer has been divided into 
two sub-layers, the Medium Access Control (MAC) layer and the Logical Link Control (LLC) 
layer. The LLC layer establishes and keeps the link between the communication units. The MAC 
layer supplies the techniques that handle transfer collisions and directing of the dataflow. The 
Physical Layer exists in three different versions, Frequency Hopping Spread Spectrum, Direct 
Sequence Spread Spectrum and Infrared Physical Layer. 
 
The Open System Interconnection (OSI) - Model is a standard created by the International 
Organization for Standardization, ISO. The OSI model consists of seven different layers that each 
has a special network operating purpose.  
 
 

 
Figure 2.2-1 OSI Layers - 802.11 
 
The seven layers can be divided into three different groups. Layers one to three creates a group that 
is responsible for the physical transportation of the data between the nodes. The transport layer 
provides transparent transfer of data between hosts. Layers five to seven are responsible for the 
different software, communication and for the system to be user friendly.  
 
Medium Access Control (MAC) Sublayer 
The Medium Access Control in WLANs makes it possible for a number of units to share the same 
frequency, and to ensure that the data transfers are reliable. The MAC-layer also supplies a 
handshake protocol that is used in order to avoid collisions caused by hidden stations.  
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When a station wants to communicate with another it starts by sending a “Request to Send” (RTS) - 
message. The RTS-message is sent using CSMA/CA and contains information about the packet that 
should be sent, including the packet length and MAC address of both the transmitter and the 
receiver. If it is possible to send a packet at that time, the reply will be a “Clear to Send”-message. 
If the transmission was successful an Acknowledgment will be received, otherwise a Negative 
Acknowledgment. The access methods used by the MAC layer is Carrier Sense Multiple 
Access/Collision Detection (CSMA/CD) and Collision Avoidance (CSMA/CA). 
 
CSMA/CD 
CSMA/CD is the access method used by Ethernet. The method manages the data transfers 
performed by the units connected to the network, only one unit at a time is allowed to transfer data 
in order to avoid collisions. Carrier Sense means that a unit that wants to send a packet first has to 
listen if there is some other unit using the network. If no other unit is transmitting at that time, the 
unit sends its packet. Collision detection listens for collisions while the packet is being sent. If a 
collision occurs, the transmission is terminated and retransmission is performed after a random 
amount of time. This process can be repeated up to 16 times before the packet is dropped and an 
error message is sent.  
 
CSMA/CA 
This is the access method used by 802.11. Collision detection is unusable because a transceiver 
cannot send and receive at the same time. This method requires that all the sent packets are 
acknowledged when received, if a packet does not get an acknowledgement it is considered lost and 
therefore retransmitted. In case the network is unavailable when a unit wants to transmit, the 
network will wait a random period before trying again, thus reducing the risk of packet collisions.  
 
Physical Layer 
The Physical Layer creates the physical possibility of sending data over the used medium. The layer 
contains specifications for electrical, mechanical and procedural data. One of the main functions is 
modulation. The physical layer used in 802.11 normally (except for IR networks) uses the Spread 
spectrum technique that “spreads” the signal power over a wider band of frequencies. Using Spread 
spectrum results in sacrificed bandwidth, but improves the signal-to-noise performance.  
 
Transmission Techniques 
There are different techniques to distribute the traffic in a WLAN system, Infrared light or different 
kinds of spread spectrum techniques can be used. Each one of these techniques is defined in their 
own physical layer.  
 
In a FHSS system, the available bandwidth is split into several channels. The transmitter only 
transmits over one channel for a fixed amount of time and then hops to another channel. The 
receiver is synchronized with the transmitter and hops in the same sequence.  
 
In a DSSS system, a random binary string is used to modulate the transmitted signal. The relative 
rate between this sequence and the user data is normally between 10 and 100. All transmission 
methods need good robustness to noise. An FHSS system has a greater ability to avoid interference 
due to the hopping sequence that is designed to prevent possible interference. DSSS systems have 
an ability to recover interference because of the spreading factor. 
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Infrared Light-Based Wireless LANs 
A third technology, not often used in commercial WLANs is Infrared technology. IR systems can 
achieve the same performance as a regular WLAN but cannot travel through walls; it is a line-of-
sight system. Because of this, it is easier to control the area where the network is accessible, this can 
be used to gain higher network security. It is by natural reasons difficult for an outside intruder to 
get access to an IR based network.  

2.2.2 Authentication 
To prevent unauthorized access to the network, every 802.11 system needs to authenticate the 
hardware before establishing a new connection. In 802.11, two authentication standards are defined 
[5].  
 
Open System Authentication 
A two step process. Step 1 is when the unit that wants to be authenticated sends an authentication 
management frame containing the identity of the station. The second step is when the receiving 
station returns a frame indicating whether it recognizes the identity of the sender or not. This is the 
default authentication method used in 802.11 networks. 
 
Shared Key Authentication 
This type of authentication is a bit more advanced and assumes that every station has a secret shared 
key that is never sent over the network. Use of shared key authentication requires the 
implementation of WEP.  

2.2.3 Mobility and Roaming 
The geographical area covered by a base-station is called a cell, one or many cells can belong to a 
WLAN operator. Enabling a WLAN client to travel between cells without loss of connection is 
achieved by providing mobility. If inter-operator agreements exist, a WLAN client may also visit 
foreign networks in the same way. This process is called roaming. 802.11 does not define how 
roaming issues should be solved, it is up to the network operators to define their own protocols.  
 
To secure network coverage in all areas, there must be an overlap between the cells. The different 
base stations will not disturb each other as long as they work at different channels or have enough 
separation. When a client moves around between the different cells, the signal-strength is constantly 
monitored and the base station with the best signal is chosen.  
 

2.3 GPRS – General Packet Radio Service 
GPRS is a packet-based approach to mobile networking that has evolved from the GSM standard. It 
was developed and standardized by the European Telecommunication Standards Institute (ETSI), 
which begun the work in 1993. 
 
Packet and circuit switched networks have different properties and requirements for both data 
transmission as well as for charging mechanisms. GPRS was developed in order to provide mobile 
users with packet-based services against IP networks such as the Internet. Along with the 
introduction of GPRS, which provides packet-based communication in existing GSM networks, 
mobile data communication could thus be made more efficient. This is because GPRS takes better 
advantage of the cellular network’s available bandwidth. GPRS can provide up to 172.8 kbit/s 
compared to the circuit switched GSM networks, which can only provide around 9.6 kbit/s due to 
its analogue technique. The GPRS architecture does not need a GSM backbone to work even 
though it can take advantage of certain GSM functionality. It is built on its own platform with an IP 
based GPRS transport backbone, where therefore all communication is packet based. 
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2.3.1 Architecture 
As mentioned, GPRS is a GSM overlay, which enables packet-oriented services to the mobile 
network. The GPRS specific network entities are the Serving GPRS Support Node (SGSN) and the 
Gateway GPRS Support Node (GGSN). The GPRS network reuses some resource that are provided 
by GSM networks, mobile client management by the Home Location Register (HLR) and 
authentication mechanisms provided by the Authentication Central (AuC). The backbone GPRS 
transport network is called PLMN, which is the abbreviation for Public Land Mobile Network. A 
mobile client’s originating point where it has its GPRS subscription is located in its Home PLMN 
network. In roaming scenarios, the GPRS backbone network has been fitted with a number of 
interfaces, which allows the network to exchange and perform authentication procedures of its 
clients in Foreign PLMNs. The existing network interfaces has been described in the section “GPRS 
Interfaces” below. 

 
Figure 2.3-1 GPRS Network Architecture 
 
Home Location Register 
In GSM networks, the mobile subscriber information for each mobile user is located in the Home 
Location Register (HLR). This node contains all the information that is relevant to setup a session 
and authenticate the mobile user accessing the mobile network. 
 
Because of the fact that the HLR is located on a Signalling System no.7 (SS7) based network and 
not on an IP-backbone the communication interface against the GPRS looks a bit different in 
relation to the traffic between the GSN’s. In addition, the GSM’s HLR has been equipped with 
some GPRS specific information in order to fulfil the GPRS network’s need for additional 
information that the GSM node could otherwise not provide. 
  
GPRS Support Nodes (GSN) 
The GPRS network contains two types of nodes, SGSNs and GGSNs, these acts as routers in the 
GPRS backbone network. The functionality of the SGSN and the GGSN might be integrated as one 
GSN node in the network. The SGSN is the node that the MS interfaces against when connecting to 
the GPRS network. It also handles authentication and mobility management operations related to 
the mobile client. In similarity to the SGSN, the GGSN provides the network with a link towards 
external packet networks, like the Internet.  
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2.3.2 GPRS Interfaces 
Gn - Gp 
During intra-PLMN communication between SGSNs and GGSNs the communication is executed 
over the Gn interface. The Gp interface is very similar to Gn with the difference that it has been 
supplied with better security in order to enable safe inter-PLMN communication. 
 
 

 
Figure 2.3-2 Protocol stack: Gn/Gp – Interface 

 
Ga 
As the SGSN’s and GGSN’s generate Call Detail Records (CDRs) the nodes need to transfer the 
information to a Charging Gateway Functionality (CGF, see chapter 2.3.5) node. The CGF has the 
capability of aggregating the records to one CDR that can be transferred to the operator’s Billing 
System for end-user billing of the used services. The communication between the GSN’s and the 
CGF is specified to be handled over the Ga interface [26]. 
 

 
Figure 2.3-3 Protocol stack: Ga – Interface 

 
Gc - Gr 
The SGSN has been specified to use the Gr interface when communicating with the HLR through 
its SS7 link. The information is transferred over MAP as shown in the figure below. 
 
 

 
Figure 2.3-4 Protocol stack: Gr – Interface 
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If the GGSN needs to communicate with the HLR, it has two options depending on if it is equipped 
with a SS7 link or not. In case it has an SS7 link, it could communicate directly against the HLR 
through the Gc interface.  

 
Figure 2.3-5 Protocol Stack: Gc – Interface 
 
Otherwise, if the Gr interface is missing at the GGSN the communication would go through another 
GSN that has an SS7 link, which in turn uses the Gr interface to transfer the GGSN information 
over MAP to the HLR. The tunnelling of the HLR traffic between the GGSN and the GSN goes 
over GTP as in any other GSN to GSN traffic. 
 
 

 
Figure 2.3-6 Protocol stack: GGSN-HLR communication through Gc interface over GTP 

Gi 
The GPRS network has the ability to interwork with many types of networks through its different 
interfaces. For inter-networking with external packet networks like the Internet the Gi interface has 
been designed. 

 
Figure 2.3-7 Gi Reference Point 
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2.3.3 Protocols 
The GPRS network uses a couple of GPRS specific protocols in order to enable communication 
between GSNs as well as against CGFs for accounting purposes. GTP and GTP’ are described 
below. 
 
GPRS Tunnelling Protocol (GTP) 
The GPRS Tunnelling Protocol [53] was designed to allow tunnelling of multi-protocol data 
packets between the GSNs in a GPRS network. GTP transports both data as well as signalling 
information over the protocol. The GTP layer is transparent to all other network nodes, which 
means that only the SGSNs and the GGSNs implement it. 
 
GTP is defined for two interfaces, the Gn for intra-PLMN GSNs and the Gp, which is used for 
inter-PLMN GSN communication. The two protocol stacks for the transmission and the signalling 
plane are shown below: 
 

 
Figure 2.3-8 GTP across Gn/Gp interfaces 
The principal appearance between the stacks is similar. The GPRS network uses the signalling 
plane to handle mobile client related session operations, while the transmission plane is used to 
transfer data packets over the network. The GTP protocol allows the multiplexing of multiple 
tunnels over one path between the GSNs. 
 
GTP only supports two path protocols, UDP/IP and TCP/IP. The choice of path protocol is 
dependent on the type of information to be transmitted. GTP defines UDP/IP as the choice of path 
protocol to transmit signalling information, or to provide the transmission plane with a connection-
less path. For connection-oriented services, TCP/IP is recommended for the transmission plane to 
enable reliable data tunnelling over the GPRS network. 
 
GPRS Tunnelling Protocol Accounting Protocol (GTP’) 
In order to enable CDR transfers from CDR generating GPRS network nodes to CGFs, GTP’ [26] 
was designed. It is derived from the GTP protocol and provides the means to transport charging 
information over practically any network bearer. In GPRS networks, the protocol operates over the 
Ga interface. 
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The GTP’ protocol provides following functionality as specified in [26]: 
 

• CDR transmission between the CDR generating GPRS nodes, and the CGF 
• Redirection of CDR transfers, for instance, in case of a CGF failure 
• Communication failure detection 
• A mechanism to advertise CDR handling functionality to clients when online 
• Avoids CDR duplication during redundancy operations 

 
Since the GTP’ protocol has been derived from the GTP protocol, both stacks are alike. The 
supported path protocols over the Ga interface are UDP and TCP over IP. Relevant interfacing units 
specified by [26] are SGSN – CGF, GGSN – CGF and CGF – CGF. 

2.3.4 Authentication Mechanisms 
GPRS networks provide certain functionality in order to authenticate its mobile clients as well as 
providing security measures against eavesdropping on the mobile clients’ information flows 
towards the network. The authentication process in a GPRS network is based on a Challenge-
Response mechanism where the mobile client is presented with a challenge that it has to respond to. 
The secrecy of the confidential information contained within the SIM is the first and most important 
issue. If this information has been compromised, the GPRS network can no longer be sure about the 
authenticity of the mobile client and vice verse. Therefore, it is of outmost importance that the 
secrecy of the confidential keys and algorithms are protected at all times when used in any 
application. 
 
Authentication Central (AuC) 
As mentioned, the Authentication Central’s main function in a GPRS network is to provide 
authentication information for authentication of the network’s clients. In order to fulfil the 
requirements, the authentication central is equipped with a set of secret and client specific keys as 
well as authentication and ciphering algorithms. It may be integrated with the HLR or simply be an 
isolated node. The AuC contains mobile client related information such as the A3 and A8 
algorithms as well as the secret authentication key, Ki. The algorithms are operator specific while 
the Ki key is client specific and thus bound to a certain IMSI number. It may also pre-generate a 
number of authentication vector triplets [RAND, SRES, Kc] which it may store in the HLR and 
distribute at a later time. 
 
When an SGSN makes a request for authentication vectors, the AuC responds with sending an 
authentication vector triplet. The authentication vector triplet contains RAND, SRES and Kc values. 
The RAND is a random generated number, while the A3 and A8 algorithms have generated the 
SRES and Kc keys (see below). Both the A3 and the A8 algorithms need the Ki key in order to 
generate a client associated authentication vector output, as described in the figure below. 
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Figure 2.3-9 GPRS Authentication 

 
Subscriber Identity Module (SIM) 
Analogically, the SIM card contains similar functionality as the AuC in order to be able to generate 
the SRES in response to a RAND challenge from the SGSN. When the mobile client receives the 
RAND challenge from the network the SIM card runs it through the A3 algorithm along with the 
locally stored authentication key Ki. The resulting SRES then goes back to the network for a match 
against the AuC generated SRES* key. If the both the SRES and SRES* match, the GPRS client is 
authorized to enter the network. As implied, the SIM card needs to store its IMSI number as well as 
the A3 and A8 algorithms in order to be able to generate a signed response and a ciphering key. 
These are stored in a way that prohibits intrusion by external elements that tries to expose the secret 
information contained within the module. 
 
SGSN Related Authentication Functionality 
During the authentication phase, the SGSN is the part activating the authentication process. In case 
the SGSN does not have a usable authentication vector triplet, it needs to acquire a new vector from 
the AuC. The authentication triplets could be valid several times before marked as used. No detailed 
descriptions about the handling of the authentication vectors have been found in the standard. 
However [64] states, that an SGSN may re-use old authentication vectors if no other vectors are 
available. There is also a possibility that the HLR may re-send, already by the SGSN used 
authentication vectors, all depending on the policies that the GPRS operator enforces. When the 
SGSN has successfully updated the authentication vectors from the HLR it should delete the used 
authentication vectors from its database. 
 
If an unused authentication triplet is present in the database, it can be used without contacting the 
AuC, therefore the RAND is directly sent to the mobile client, which provides a faster 
authentication process. 
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The A3 Authentication Algorithm 
A3 is the used authentication algorithm in the AuC and the SIM. The A3 algorithm is operator 
specific and likely to vary among the operators. This is due to the specification that allows a free 
design of the algorithm with the restriction of the run-time of the algorithm to a maximum of 500 
ms. Furthermore, the algorithm has been specified to take two input arguments, the RAND and the 
Ki, which will result in an expected challenge response SRES. 
 
Some implementation restrictions apply to the RAND, Ki and SRES keys concerning their bit 
lengths. Following has been specified in [25]: 
 
RAND Randomly generated authentication key, 128 bits 
Ki Individual subscriber authentication key, 128 bits 
SRES Signature Response, output from the A3 authentication algorithm, 32 bits 
 
The A8 Algorithm 
The ciphering key Kc is used for ciphering the information between the mobile client and the 
SGSN. Therefore, it needs to be known by both the mobile client, as well as the SGSN. As it is 
never exchanged directly between the nodes, it has to be derived; this is done during the 
authentication phase. When the SGSN requests an authentication triplet [RAND, SRES, Kc] from 
the AuC it gets the ciphering key. The Kc key is derived from the RAND key during the 
authentication vector generation when the RAND and the secret Ki key are run through the A8 
algorithm. The output result from the algorithm is Kc. The mobile client concludes which ciphering 
key it should use by running the received RAND through the A8 algorithm contained in its local 
SIM card. The generated Kc has a fixed size of 64 bits. 

2.3.5 Accounting 
GPRS and GSM networks have different requirements when it comes to accounting. Whilst GSM 
networks only are able to charge based on time, GPRS networks may implement various charging 
schemes depending on the mobile clients’ needs. As GPRS networks are packet based they are able 
to provide an “always-on” service, as the projected clientele will be Internet users with varying 
behaviour concerning both data transfer requirements as well as time consumption. Due to the 
different requirements on services, the clients may choose to be charged on flat rate, consumed 
bandwidth or even session time. 
 
Taking into account that the GPRS backbone network consists of several different nodes that 
constantly keep track of client-generated traffic there is a need to gather and sum-up this 
information somewhere. The CGF is a GPRS network node that gathers all the accounting 
information that is needed from the clients’ session and processes the information before sending it 
to the billing system for end-user charging of the consumed resources. 
 
Charging Gateway Functionality (CGF) 
The CGF in GPRS networks provides the SGSNs and GGSNs with one logical interface towards 
the GPRS operator's billing system. The operation of the CGF as specified in [26] should provide 
the network with the following functionality: 
 

• Aggregation, pre-processing and filtering of the entire GPRS network’s generated CDRs. 
The CGF may do billing system specific processing of the CDRs. These operations help to 
decrease the load on the billing system 

• The CGF should act as an intermediate storage node for the GPRS network 
• Finally, the CGF should transfer the processed CDRs to the chosen billing system 
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There are no further specifications on the internal structure of the CGF; it may be located as an 
isolated node, which is then known as a Charging Gateway, or as an integrated part of the SGSN or 
GGSN. The CGF should be able to receive generated CDRs from the GPRS network in real-time. 
CGF functionality can be deployed with redundancy in the GPRS network in order to handle CG 
failures, whereas the CDR transfers to the billing system are re-routed through another CG. 
 
As specified by [26] the CGF needs to support multiple billing system interfaces, which interfaces 
are supported depends on the existing billing systems in the network. Whereas, when interfacing the 
billing system into an existing CGF node in the network, the BS has to adapt accordingly, in order 
to avoid further network adjustments and changes of the CGF.  
 
The recommendations concerning the CGF and BS communication interface mention FTAM and 
FTP within the scope of IP based networks as suitable solutions. 
 
Transferred Accounting Procedure 
Billing mechanisms are required when inter-operator charging is necessary for roaming subscribers. 
In order to accommodate these needs TAP [110] was defined. It provides the means for an operator 
(VPLMN) to charge the serviced subscriber belonging to another operator (HPLMN) through the 
dispatching of service related charging information to its home network. 
 
 

 
Figure 2.3-10 TAP Overview 
 
The most recent version of TAP is known as TAP3. It incorporates support for exchanging billing 
information between a number of different entities reaching from various operators to ISPs as well 
as application providers. TAP3 is considered future proof and is used for GSM, GPRS as well as for 
3G billing. 
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2.4 Signalling System No.7 - SS7 
Signalling System No.7 [97][98][101] was developed by ITU-T in order define how signalling 
traffic should be exchanged over Public Switched Telephone Networks (PSTNs). The SS7 network 
is primarily used for call related operations like call setup and management. PSTNs are used for 
transmission of voice and signalling information. The signalling information can be transferred in 
more or less efficient ways over the signalling network. 
 
SS7 networks use Common Channel Signalling (CCS), which also is known as out-of-band 
signalling. This means that the control signalling information related to setting up voice calls etc. 
goes over dedicated channels, instead of using the actual voice transmission channel. CCS is 
therefore much more efficient for signalling traffic than in-band signalling, thus providing faster 
call-setup. 
 
In-band signalling or Channel Associated Signalling (CAS) differs to CCS in the way that the voice 
and signalling information is transmitted over the same channel. According to [87], CCS provides 
several advantages in front of CAS, one among them is the evolution of Intelligent Network (IN) 
services, which enable database queries to be sent over signalling channels. 
 
SS7 networks are characterized by reliable services through for instance network component 
redundancy. The network can perform message transfers with predictable result and maximum 
response times. 

2.4.1 Architecture 
 

 
Figure 2.4-1 SS7 Network Architecture 
 
STP – Signalling Transfer Point 
The functionality of this node is to route the SS7 messages to the corresponding nodes based on 
signalling point codes. The signalling point code is a SS7 network address, which enables routing of 
messages to specified destinations. The operation of this node is similar to routers in IP networks. 
 
SEP – Signalling End Point 
Every node in the SS7 network is uniquely identifiable by a signalling point code. The end point 
may constitute of a number of applications which are addressed by subsystem numbers. 
 
SCP – Service Control Point 
The SCP is also addressable through a signalling point code. The SCP is a database like HLR, 
which offers the network to do location lookups based on MSISDNs for instance. 
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2.4.2 SS7 Protocol Overview 
The SS7 protocol stack can be translated into the OSI model equivalent as: 
 

 
Figure 2.4-1 SS7 Protocol Stack 
 
Message Transfer Part 
MTP1-MTP3 [87][99] forms the Message Transfer Part that provides reliable packet transportation 
over SS7 networks. There also exist protocols like Telephone User Part (TUP) and ISDN User Part 
(ISUP), which are located above the MTP3 layer. These protocols are not explained as they are 
outside the scope of this thesis. 
 
MTP1 
This interface layer provides the physical layer for the SS7 stack over which the MTP2 layer is 
transported. Standardized physical interfaces are E1, DS-1, V.35, DS-0, DS-0A. 
 
MTP2 
Corresponds to the Data Link layer and provides the SS7 network with flow control, error checking 
and message sequence validation in order to provide error-free packet transmissions over signalling 
links. 
 
Routing Label 
The routing label consists of SLS, OPC and SPC. The routing label is necessary in order for the SS7 
network to perform routing. With the routing information contained within the routing label, the 
STP is able to extract the destination point through the MTP3/SCCP layer and thus delivering the 
SS7 messages to the correct signalling point and subsystem. 
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MTP3 
MTP3, which in relation to the OSI model represents the network layer, provides routing of 
information within the SS7 network based on the routing label. The routing label contains 
information about destination and source point codes that uniquely identify each signalling point 
(compare to destination and source IP address).  If the destination point code in the routing label 
matches the currently receiving signalling point, the message part SCCP for example, is distributed 
to the matching subsystem in the current node; otherwise, the message is forwarded by the STP 
functionality if present in the node. In addition to routing capabilities, MTP3 has the ability to re-
route traffic from failing links or signalling points. Furthermore, it has congestion control abilities. 
 
SCCP 
The Signalling Connection Control Part [87][99] runs above the MTP3 layer and provides transport 
adaptation. SCCP mainly provides the network with connectionless and connection-oriented 
services for supporting packet based and circuit-switched communication between signalling points. 
SCCP can be compared to the well known UDP and TCP layers, which provide port based 
addressing and routing of information to applications within IP-network nodes. SCCP uses the 
concept of subsystem numbers to route the packets to the correct applications therefore it acts as a 
transport layer for higher-level protocols like TCAP. 
 
SCCP also implements Global Title Translation (GTT), which means that originating signalling 
points do not need to know the destination subsystem number in order to send the information. GTT 
provides routing support by translating a mobile subscriber identification number to a destination 
point code and subsystem number that helps STPs to route the packet to its final destination. 
 
TCAP 
The Transaction Capabilities Application Protocol (TCAP) [87][99] provides networks like SS7 
with intelligent network services by using the connectionless service provided by the SCCP layer. 
The TCAP layer represents the session, presentation and application layer in the OSI model. 
 
Two sections, the transaction and the component part comprise the TCAP entity. The transaction 
part contains a packet type identifier, originating transaction ID and responding transaction ID. 
These respectively notify the receiver of response behaviour and specification of the transaction 
association between the originating and responding applications at the signalling points. The 
component part includes components and parameters. 
 
For mobile networks, the TCAP messages carry MAP/CAP messages in order to enable queries 
against databases like HLRs for authentication and roaming purposes. 
 
Mobile Application Part (MAP) 
The Mobile Application Part has in [54] been modelled accordingly to the figure below. 
 
 

 
Figure 2.4-2 MAP Service Interface 
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All operations from the MAP users are performed against the MAP service provider. MAP provides 
its users with the capability to do database transactions on distance, against entities like HLRs. 
Since MAP depends on the operation of the TCAP layer, the messages can be transported to other 
PLMNs as well. In GPRS networks, MAP is used for a number of applications, related to among 
other things, mobility management. When the roaming mobile client travels between PLMNs it is 
necessary for the networks to perform client location updates. Therefore, supporting MAP also 
enables the MAP Service User to perform mobility management operations according to GPRS 
network specifications. 
 
CAMEL Application Part (CAP) 
CAMEL is short for Customised Application for Mobile network Enhanced Logic. It is a network 
feature that makes it possible for the home network to control user calls and provide extended 
operator services even when the user is not at his home network. CAMEL is based on the Intelligent 
Network–concept developed for GSM systems, although CAMEL also provides the services at 
foreign networks.  
 
CAMEL Application Part (CAP) is an implementation that makes it possible to use CAMEL in 
mobile networks. CAP works in both GSM and 3G networks while making it possible for the 
operators to provide Intelligent Network (IN) services for mobile users. CAP, just like MAP, 
operates above the TCAP layer. 
 

2.5 SIGTRAN – Signalling Transport 
Combining the low cost IP technology with the reliability of the SS7 technology resulted in the 
evolution of SIGTRAN. It was standardized by the Internet Engineering Task Force (IETF) 
SIGTRAN Working Group. 
 
SIGTRAN [21] defines a framework for transportation of Switched Circuit Network (SCN) native 
signalling protocol traffic over packet switched networks. This enables SS7 networks to use 
existing IP networks for SS7 inter-network communication, or enable IP located signalling end-
points to communicate with SS7 signalling end-points. A scenario could for instance be, when an IP 
signalling point (IPSP) is facilitated with the possibility to route SS7 traffic over IP networks for 
Voce over IP (VoIP) applications. 
 
SIGTRAN can be used on IP networks between all network nodes that support the protocol. 
Normally SIGTRAN is implemented on an SS7/IP gateway where translation and forwarding of 
packets take place from the SS7 to the IP network and vice verse. Such a gateway is called a 
Signalling Gateway (SG). 
 
The SG is the key point in SS7 and IP integration, it can support the forwarding of SS7 signalling 
protocol traffic on different layers by using User Adaptation layers. 
 
The SIGTRAN protocol can be divided into three layers. 
 
 

 
Figure 2.5-1 SIGTRAN Architecture 
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SIGTRAN provides SS7 signalling protocol transport by providing a three-layer model where the 
lowest layer is the commonly known Internet Protocol. Above the IP layer the Common Signalling 
Transport layer is found, it could for instance use protocols like UDP or TCP for message 
transportation. However, due to shortcomings as described in the following section a new protocol 
has been developed by SIGTRAN, which is called SCTP. The top layer that consists of the user 
adaptation layers which provides the necessary primitives for the native SS7 protocols operating 
above the SCN adaptation module. 

2.5.1 SIGTRAN User Adaptation Layers 
SIGTRAN has defined a number of user adaptation layers in order to facilitate interworking at 
various levels according to the requirements or needs of the SS7 over IP transportation layers. The 
user adaptation layers incorporate SS7 network protocol functionality at different levels, depending 
on the application and routing capabilities within the IP network. VoIP implementations are bound 
to require more routing information for full call setup based on point codes, by the MGCs located 
on the IP network. IP bound applications doing simpler database queries towards SS7 located 
HLRs, will probably not need as much support for SS7 routing capabilities based on SS7 point 
codes on the IP network. 
 
As mentioned, different adaptation layers provide different amount of support for routing 
capabilities based on point codes or subsystem numbers. The presently supported user adaptation 
layers are:  
 
MTP3 User Adaptation Layer - M3UA 
The M3UA user adaptation [21] layer provides the MTP3 users, like SCCP, with primitives, which 
are required for proper operation of the protocol. M3UA is recommended to be used over SCTP 
because its ability to provide the MTP3 user adaptation layer with certain functionality and other 
features that the IP based transportation layers cannot provide. 
 
M3UA can be used in SS7-IP inter-networking scenarios as well as peer-to-peer communication on 
IP networks between IPSPs. The full specification can be found in [21]. 
 
In similarity to the operations of the MTP3 layer in SS7 networks, the M3UA adaptation layer is 
expected to provide the IP network’s SEPs with the same functionality, like routing based on point 
codes or the use of GTT provided by the SCCP layer. 
 
The protocol has been designed to enable transportation of all possible MTP3 user layers in SS7 
networks, which by the MTP3 are identified as user parts of the protocol. 
 
SCCP User Adaptation - SUA 
As specified in [23], SUA provides SCCP user layers like TCAP with required primitives and 
services in order for the user layer to operate in a correct fashion. SUA has been defined to provide 
IP networks with the ability to transport SS7 signalling information between SS7 located SEPs and 
IP located SEPs. The Signalling Gateway performs protocol translation of the SS7 originating 
SCCP layer to SUA, which is transported over SCTP in IP networks. SUA has also been designed 
to enable communication between IPSPs in peer-to-peer mode without the interference of a 
Signalling Gateway. 
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TCAP User Adaptation Layer – TUA 
In analogy to the former MTP3 and SCCP user adaptation layers M3UA and SUA, SIGTRAN 
defines another abstraction level called TUA [24] that enables seamless transportation of TCAP 
user messages without the support of SCCP and MTP3 functionality by the IPSEP or IPSP. TUA 
provides the TCAP layer with enough primitives and services in order to execute MAP and CAP 
operations on top of the TUA and TCAP layers across SS7-IP networks. As implied, TUA may be 
executed in a peer-to-peer fashion between IP networking nodes, this of course without the 
intervention of a Signalling Gateway between the IPSPs. 
 
M2PA/MTP2 User Adaptation Layers 
In addition to the described User Adaptation layers, SIGTRAN also defines M2PA and MTP2. 
More information about these protocols can be found in [29] respectively in [28]. 
 
Stream Control Transmission Protocol - SCTP 
The deficiencies or lack of functionality in the present TCP and UDP protocols resulted in IETF 
developing a new protocol, which could fulfil the strict requirements of the SS7 protocol 
transportation over IP networks. SCTP [30] was primarily developed for SIGTRAN in order to 
achieve a design that could provide PSTNs with adequate performance for VoIP solutions for 
instance. Even though SCTP was designed for specific reasons, other unrelated applications could 
find the protocol interesting for use in various areas. 
 
SCTP is conceptually designed to fit in as a network layer located above the IP layer and below the 
SCTP user application layer. In SIGTRAN applications, SCTP defines the Common Signalling 
Transport layer, which runs above a connectionless IP network layer. The SCTP user layer then 
interfaces against the SCN Adaptation Layer, which may be any of the M3UA, SUA, TUA layers 
for instance. 
 
The figure below illustrates the protocol stack for SCTP, as well as the contained functionality in 
the SCTP transport service. 
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Figur 2.5-1 Architectural and Functional View of SCTP 

 
The SCTP transport service includes a number of different functions in order to provide a reliable 
transport service for the SCTP user application layers. SCTP offers a broader concept of TCP 
connections through SCTP associations. Each SCTP node may be multi-homed, meaning that they 
are related with multiple IP addresses. Because of this characteristic, two SCTP nodes may 
exchange their IP addresses at connection initiation in order to define an association by creating a 
list of all the combinations of the destination and source addresses. These combinations describe 
multiple paths between the nodes. This enables packet routing over various paths if any path would 
be subject to failure. Between two connected SCTP nodes, there can never be more than one 
association. 
 
For a more detailed description of the SCTP services see [30]. 
 
SCTP Implementations 
There exist a few open source implementations of the SCTP protocol [88][89]. No further analysis 
has been made on the functionality provided by these implementations. 
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2.5.2 Security 
When SCN signalling traffic is routed over insecure IP networks such as the Internet, some 
precautions has to be taken in order to achieve and maintain authentication, integrity, confidentiality 
and availability as defined by SIGTRAN. These mechanisms have to be provided by the IP 
transporting layer. [21] recommends the use of IPSec [31] in order to fulfil the security 
requirements of SIGTRAN for transportation of information over public networks. Further security 
considerations for the SIGTRAN protocol in particular can be found in [79]. 
 

2.6 MobileIP 
Cell phone users have the possibility to move between cells in the GSM network without loosing 
their connection. In the same way, a mobile unit should be able to roam between different WLANs. 
The user of the wireless device should have constant network access and the traffic should be 
redirected to the place where the user is connected for the moment. If the user moves, the traffic 
should be redirected to the new location.  
 
There is no function integrated in IPv4 that handles mobility in the way described, so the use of an 
external implementation is necessary. To provide the described mobility IETF developed a standard 
called MobileIP [41].  
 
Normally, an IP address is equivalent to a fixed location where a device is located. Using mobile 
devices, a change of IP address is needed when the user moves to a new network. This makes 
packet delivery more of a challenge. To provide transparent mobility MobileIP keep track of the 
two IP addresses that are related to the mobile device. One is a home address located in the home 
network and the other is a changeable care-of address placed at the network where the user is 
currently connected. 
 
Since many applications need a fixed IP address all data traffic is first sent to the home network 
where a home agent is placed. The home agent encapsulates the incoming packets and forwards 
them to the care-of address. The packets reach the foreign network, and is received by a foreign 
agent that decapsulates and delivers the packets to the mobile unit. In most cases the traffic 
travelling from the user towards a host can be sent directly to the host without passing the HA, this 
is possible since receivers usually do not care from where the packets are sent. 
 
When the change from IPv4 to the new IPv6 standard is performed, there will still be a need for 
mobility support. A standard for mobility services in IPv6 has been outlined in [67]. Foreign Agent 
functionality will not be required by IPv6 networks because of the abundant amount of IP address 
space provided by the IPv6 standard [81]. However, the elimination of the FA functionality means 
that all IPv6 mobile nodes will have to rely on the use of Co-located Care-of-Addresses (Co-CoA). 

2.6.1 Architecture 
The main components in MobileIP architecture are Mobile Node, Correspondent Node, Home 
Agent and the Foreign Agent. The specific functionality of each node is described below. The 
MobileIP architecture may be used as a flat model or as a hierarchical model where Foreign Agents 
are located in a pyramid fashion. The hierarchical model enables more efficient packet 
communication by avoiding frequent location updates against the Home Agent while moving 
between networks. 
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Figure 2.6-1 MobileIP Architecture 
 
Mobile Node (MN) 
The mobile node is the moving network entity that travels between different network architectures 
such as WLAN and GPRS. The user wants to experience seamless networks and constant 
connectivity during file transfers without interruptions. 
 
Correspondent Node (CN) 
The correspondent node is the network entity against which the MN is communicating. May for 
instance be a web server located on the internet or other IP based networks. 
 
Home Agent (HA) 
The HA is located at the MN’s home network and sustains the MN’s IP identity and network 
connectivity against other network elements. Thanks to the HA the MN appears to never leave the 
network during a network session even though the MN might go through several network 
technology traversals such as from GPRS to WLAN. 
 
Foreign Agent (FA) 
When the MN tries to access a foreign network (GPRS/WLAN or other network) the FA acts like a 
network access server and routes the MN's traffic to the HA. The FA is the endpoint for the mobile 
tunnel that transports the information from the HA to the MN. 
 
Care of Address (CoA) 
The term Care-of-Address is related to which address the Home Agent forwards the mobileIP 
packets. If a mobile node uses an FA, the Foreign Agent will provide a Care-of-Address for 
multiple mobile nodes. When the MN does not use an FA, the Care-of-Address will be the address 
of the Mobile Node, which in this case is called a Co-located Care-of-Address (Co-CoA). 
 



 25

Tunnelling Modes 
MobileIP has support for various tunnelling modes depending on the networks enforced security 
mechanisms. Triangular and reverse tunnelling are two of the tunnelling modes supported by 
MobileIP. Reverse tunnelling [80], which also is known as bi-directional tunnelling, tunnels the 
data traffic through the Home Agent in both directions. Triangle routing only tunnels packet from 
the correspondent node to the home agent, which forwards them to the mobile node. The mobile 
node tunnels the packets directly to the correspondent node. 
 
The inefficiencies of Reverse and Triangular tunnelling has pushed towards the evolution of Route 
Optimization [82] which allows direct routing between the CN and MN. 
 

2.7 NAT - Network Address Translation 
With the increasing amount of Internet users and other Internet connected devices the address space 
for IPv4 rapidly run out of numbers. To solve the situation, NAT [32] was invented in order to 
somehow prolong the life of IPv4 until a more general solution had been developed (IPv6). 
 
As the abbreviation for NAT reveals, its role in today’s networks is to expand the address space 
through the usage of private addresses. The mapping of one public address to many private 
addresses provides a solution to the problem. 
 
NAT works at the network layer and exits in some different versions. The NAT is placed between 
the LAN and the outside network. 
 
Static NAT 
A static NAT maps one internal (unregistered) address to a registered. 
 
Dynamic NAT 
A dynamic NAT maps one unregistered address to a registered. Instead of having a static relation 
between internal and external addresses, a dynamic NAT assigns a registered address from a list of 
free IP addresses. In other words, a user might be assigned different external addresses at different 
times. 
 
Overloading  
The process when a NAT maps multiple unregistered IP-addresses to one registered IP address is 
called overloading. Separation of the traffic is done by using different ports. This is sometimes 
referred to as PAT – Port Address Translation. 
  

 
Figure 2.7-1 Port Address Translation 
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Problems, which perhaps many had or had not foreseen, or which simply arouse along with new 
technology and new protocols, was that transmission of certain information could not reach its 
destination through NATs. The address translation functionality simply could not resolve the 
destination address for packets like MobileIP. The solution to this problem is discussed in chapter 
4.8.2. 
 
More information about choosing addresses for internal usage can be found in [68]. 
 

2.8 EAP – Extensible Authentication Protocol 
The EAP protocol is a peer-to-peer authentication protocol used between a supplicant and a 
backend-authentication server. The authenticator is the part authenticating the supplicant and uses 
the authentication backend server to perform this. EAP has been defined as a generic authentication 
protocol, which for instance may be executed over the RADIUS protocol. Therefore, the 
authenticator may only understand RADIUS specific protocol commands. For future 
implementations, the EAP protocol is used in order to authenticate a variety of mobile clients 
through a number of authentication types supported by the Extensible Authentication Protocol. 
Presently defined types include for instance, EAP-SIM, EAP-GPRS, EAP-AKA. The EAP protocol 
provides the various authentication types with a generic authentication framework. 

2.8.1 PPP - EAP 
PPP Extensible Authentication Protocol (EAP) as defined in [39] enables the authentication of peers 
against a network as well as providing mutual authentication mechanisms for client-side 
authentication. Mutual authentication enables the peer to verify the authenticity of the network.  
 
PPP is a point-to-point protocol that provides link-layer control mechanisms, authentication of peers 
and network-layer datagram transportation. These have been divided into three phases, the Link 
Establishment phase, the Authentication phase and the Network-Layer Protocol phase. 
 
The authentication phase is optional. If verification of the authenticity of the peers is required, the 
authentication phase is performed before the network-layer protocol phase. 
 
PPP defines Link Control Protocol (LCP), which enables simple communication between the peers 
in order to establish a connection on the link layer and to negotiate authentication protocols during 
the link establishment phase. In case the connecting peer cannot authenticate against the 
authenticator which resides on the network the authenticator will proceed to the link termination 
phase. [40] states that only LCP, authentication protocol and link quality monitoring packets are 
allowed during the authentication phase. 
 
The Authentication phase must be passed successfully before the Network-Layer Protocol phase 
can be entered. The peers must also negotiate the authentication protocol before proceeding to the 
Authentication phase. 
 
The PPP EAP standard uses the Link Establishment phase as defined in PPP to negotiate a proper 
authentication protocol that will be used during the Authentication phase. All EAP authentication 
traffic is thus transmitted on the link layer. Failing to authenticate in this phase will not grant 
permission to setup network layer connectivity between the peer and the hosting network. 
 
When a proper link has been established during the Link Establishment phase, the authenticator will 
proceed by sending Request packets to the supplicant in order to authenticate the peer. During this 
phase, the EAP packets are tunnelled from the authenticator over some AAA protocol to the EAP 
server. 
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The first advantage according to [39] is that the specific EAP protocol to be used does not have to 
be pre-negotiated during the Link Establishment phase, which means that future implementations of 
new authentication protocols using EAP as the base protocol will not require any further 
modifications to existing hardware or software. The second advantage is that the NAS does not 
necessarily need to understand the EAP packets, but merely act as a forwarding network node 
listening to the RADIUS packets for accept and reject messages. 
 
A disadvantage with EAP is that it requires an addition of an authentication type to existing PPP 
implementations, which has to do with the authentication protocol negotiation during the Link 
Establishment phase before the Authentication phase. 
 
Furthermore, the PPP EAP protocol indicates that the Authentication phase, before the Network-
Layer Protocol phase, should not necessarily result in a link layer termination. However, there 
might be a need for the authenticating client to be authorized for restricted network connectivity in 
order to update or signal information related to the failed authentication. 

2.8.2 IEEE802 Enabled EAP 
At the time of writing, an improved IEEE802 capable EAP protocol including both PPP as well as 
IEEE802 link layer authentication was defined in [90]. The basic EAP functionality is the same as 
outlined in [39], however it also enables the use of EAP for mobile clients using WLAN network 
architecture for instance. 

2.8.3 Secure EAP 
Hybrid implementations providing secure information transmission during the authentication phase 
includes the use of Protected EAP (PEAP) [91] or EAP Tunnelled Transport Layer Security (EAP-
TTLS) [92]. The concept is that regular EAP traffic between the peer/supplicant and the backend 
EAP authentication server is secured. 

2.8.4 EAP-SIM 
In [42], an EAP type, which uses SIM cards for authentication purposes, has been specified. In 
GSM/GPRS networks, the AuC generates authentication vector triplets, this in order for the 
network to perform network side authentication of the mobile client. The authentication 
functionality is incorporated in the GSM/GPRS phones but is lacking in WLAN equipment. 
Therefore, in order for a WLAN network to perform authentication based on the SIM card, a new 
EAP type had to be defined that describes how the authentication traffic and session key 
distribution should be handled between GPRS and WLAN networks. 
 
EAP-SIM uses basic authentication functionality as provided by the mobile network but performs 
this in a redundant matter. During authentication, the EAP server requests one to three 
authentication vector triplets from the AuC. Therefore the procedure may generate multiple 64-bit 
Kc keys, which are used for key derivation purposes to achieve a stronger encryption than could 
otherwise be provided by the GSM network. The basic mobile network operation on the 
authentication vector generation is described in chapter 2.3.4. 
 
EAP-SIM provides mutual authentication by using AT_MAC which can only be correctly 
calculated by the entities that has access to the correct [RAND, Kc] pair known from the 
authentication vector. The weakness of EAP-SIM security is that it is based on the secrecy of the 
Kc keys. In order to not be exposed to a security breach, precautions need to be taken against the 
unnecessary exposure of these secret keys on public networks. Therefore, the EAP-AKA protocol is 
recommended because it solves the issue and thereby maintains the client’s secret key 
confidentiality. 
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2.8.5 EAP-AKA 
UMTS and GSM Authentication and Key Agreement (AKA) [95], defines an EAP type that allows 
a GSM/UMTS mobile client to be authenticated in WLAN networks. As in EAP-SIM, similar 
mechanisms are used in EAP-AKA and are based on the functionality of the client’s SIM. The 
protocol has support for mutual authentication in UMTS mode while only supporting one-way 
authentication for GSM clients. 

2.8.6 EAP-SIM-GMM 
[93] defines a SIM based authentication method for the EAP authentication framework. In 
similarity with EAP-SIM and EAP-AKA, it uses the SIM for authentication purposes against the 
GPRS network. It does so by using the GPRS Security and Mobility Management (GMM) protocol 
in order to perform GPRS Attach/Detach and Authentication operations. As the protocol relies on 
lower network-layer transport security, it recommends the use of encryption primitives provided by 
the network instead of using for instance the Kc key. This, in order to maintain the confidentiality 
of the mobile client’s secret keys and algorithms used for authentication and data encryption. 

2.8.7 EAP-GPRS 
EAP-GPRS [94] provides an extension to the EAP protocol for tightly coupled WLAN/GPRS 
systems integration when using the GPRS backbone network as the transportation network for all 
traffic originating from the WLAN. The standard specifies how the mobile client could use a 
WLAN card instead of its GPRS module as the Radio Access Technology (RAT). 
 
This standard uses in similarity to the EAP-SIM or EAP-AKA the authentication mechanisms 
provided by the SIM card. 
 

2.9 GPRS-WLAN Integration 
This chapter describes different basic aspects of GPRS-WLAN systems integration primarily 
relating to AAA issues and how to achieve roaming and mobility for mobile clients. 

2.9.1 Roaming and Mobility 
An essential part of WLAN – GPRS integration is to provide mobility so that the user may move 
freely between APs and networks. Several solutions for providing mobility exist, and according to 
[11] the issue can be dealt with at different layers. One way of achieving mobility is by 
implementing a protocol between the application and the transport layer, it is also possible to solve 
this issue in the transport layer by using a proxy placed between the mobile unit and the server. The 
proxy will receive packets from the server and forward them to the mobile unit, the traffic in the 
opposite direction is handled in the same way.  
 
MobileIP is an implementation that works at the network layer. This is a common way to provide 
mobility, and since free, open source implementations exist, it does not require big hardware 
investments. MobileIP works with the currently used IPv4 and will continue to provide mobility 
also when IPv6 is introduced. In [11] MobileIP is described as “well suited for movement between 
different IP-subnets”.  
 
The most practical way of achieving mobility in a system like the one presented in our thesis would 
be doing it at the network layer, using a MobileIP implementation.  
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2.9.2 AAA 
When integrating WLAN and GPRS networks the question is if it is suitable to use a standard AAA 
server that works for both systems, or if separate servers should be used. An AAA server for a 
GPRS network differs from a WLAN AAA in some ways [8]. A combined server that is capable of 
handling different types of users would be a possible way of integration, so what is demanded of a 
shared AAA?  
 

• Authentication  
The process of verifying that a user is who he claims to be 

 
• Authorization  

To provide the user with the correct resources and appropriate level of service 
 

• Accounting 
The accounting server must log all network resource usage in order to bill the user in a 
correct way. Billing can be based on the time the user has been connected to the network or 
the amount of transferred data. It is an advantage if the accounting server is able to 
differentiate the traffic, voice, data etc. Differentiated traffic records create a way of 
charging the user on a used service basis. 

 
• IP address assignment and mobility management 

When the user is authenticated, the AAA server assigns the unit an IP address 
 

• Level of Service  
A GPRS AAA server must keep track of the level of service that should be provided each 
connected user, in a WLAN system this is normally carried out by the NAS 

 
• Billing 

To generate billing information from accounting records and bill the user 
 

2.10  Virtual Private Networks  
A Virtual Private Network is a way of using special protocols to provide secure connections over 
public networks. Different companies use different protocols to encapsulate the packets, regardless 
of which protocols that are being used, the purpose is to always ensure that the packets reach the 
correct destination unaltered. VPNs were primarily developed to reduce the high costs related to the 
use of leased lines.  
 
The difference between the ordinary open transmission protocols and the protocols that are used for 
VPN traffic is the encapsulation method. For the traffic to be secure, the used technology has to 
provide packet encapsulation, encryption and authentication. Compared to a firewall, a tunnel will 
protect your data, not only within your own network, but also all the way to the destination. 
 
The term tunnel might lead to think that the route from source to target is a fixed path; however, 
this is not the case. Like all other Internet traffic, encapsulated packets may change route depending 
on the network status, but regardless of which path the packets travel, they will always stay 
encrypted and encapsulated. In other words, the encapsulated packets behave as all other Internet 
traffic. 
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2.10.1 Encryption 
At each end of the Virtual Private Network there is a VPN-gateway embedded in hardware or 
implemented in software. The gateways encrypt and decrypt transferred information. The early 
VPNs used secret encryption methods; the secret was which encryption method that was used. This 
kind of setup had a downside, if someone figured out which method of encryption that was used, 
security was lost and the data was exposed. This was solved by using known encryption algorithms 
in combination with secret keys. A secret key is a code used by the encryption algorithm and the 
length of the key corresponds to the possible number of combinations that have to be tested in order 
to crack the key. Even if a VPN is not using the most complex keys they will take an appreciable 
amount of time to crack. Therefore, it might be a good alternative to use a shorter, less capacity 
demanding key, and instead change it more often. The usage time of a key is called a crypto period, 
and in some systems the amount of transferred data is set to affect the period of time a key is used.  
 
There are two types of keys in use, symmetrical and asymmetrical. Symmetrical keys are 
sometimes called “Shared secrets” and are for example used by RADIUS. These keys might be a bit 
harder to distribute since they are preferably not sent electronically. Asymmetrical keys may be 
distributed electronically as they work in a different way, the information encrypted with one 
asymmetrical key can be decrypted using another matching key.  

2.10.2 Authentication 
Authentication is the process of ensuring that a user is who he claims to be and that the data was not 
de-routed or changed on its way to the receiver. In order to verify a unit’s identity the following 
process can be used. A unit encrypts a random number using a key that is shared with another unit, 
when the operation has been performed, the data is sent to the second unit. The second unit receives 
the data, decrypts it, encrypts it again and returns it to the first unit. If the first part then is able to 
decrypt the data and recognize it, the first part will know that the responding part is the part 
intended.  
 
Hash functions are used to ensure that data is not altered during the transport, hashing the data 
before sending it generates a unique number for that set of data. If the sender and the receiver 
hashes the same data both units should get identical results, if the hashes are not equivalent the data 
might have been changed during transport.  

2.10.3 Management 
An effective management solution may be very useful; a manually managed network will need a lot 
of work to keep the level of security high, particularly if the network is big. For this reason, the use 
of VPN-management tools is often recommended. A network without a management system will be 
demanding since every VPN tunnel has to be configured separately. For larger systems, it is 
possible to use a Customer Premises Equipment (CPE) - based VPN. This is when an external 
network provider configures and manages the VPN.  

2.10.4 Protocols 
There are three dominating protocols that provide safe tunnels over networks, the most widespread 
is IPSec, although L2TP and PPTP also have the same vital functionality. In our implementation, 
IPSec is the natural choice, mainly because there are open source implementations and because it 
fulfils the SIGTRAN security requirements.  
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Layer 2 Tunnelling Protocol 
Both L2TP and IPSec are popular open source protocols used in various environments. 
Unfortunately, they share a problem; the IP-datagram that contains the header and the data is 
encrypted. The IP-source and destination address are included in the IP-datagram and because of 
this, problems occur when the packet has to pass a NAT. The problem is later described in detail. 
  
Point-to-Point Tunnelling Protocol 
The Point-to-Point Tunnelling Protocol is a protocol that can be used to setup VPNs. The protocol 
is possible to use together with NATs, and unlike L2TP and IPSec it is said to be “NAT-friendly”. 
The downside is that the protocol has been developed by Microsoft, and therefore only works in a 
Windows environment. Because of this, it is not possible to use PPTP in a Linux environment like 
the one in our implementation work. 
 
IPSec 
IPSec is the most widespread protocol for Internet tunnelling [19]. IPSec has the possibility to take 
care of several different aspects of protecting the transferred data. The fact that IPSec works in the 
network layer gives it an advantage, all types of applications operating above that layer are 
supported and the applications used do not have to be specially configured in order to use IPSec. 
The main function of IPSec is to handle the following aspects of the data transfer: 
 

• Confidentiality  
To make it as hard as possible for a third party to read any of the transferred information 
 

• Integrity  
To ensure that no data is changed during the transfer 
 

• Authentication 
To make sure that the user is who he claims to be 
 

• Replay Protection 
To ensure that it is not possible to record transferred data and re-play the sequence in order 
to perform an action more than once 

 
To achieve this three different protocols are used, the Authentication Header (AH), the 
Encapsulating Security Payload (ESP) and the Internet Key Exchange (IKE). The AH and the ESP 
have similarities and share some of the different aspects of a secure data transfer.  
 
The Authentication Header authenticates the packet header, the sender and the data, whilst 
providing replay protection. The AH header is an added IP header that contains hashes of the data 
and the source/destination address. When the packet is received, the hashes can be verified, and if 
the hashes do not match, the information included in the packet might have been modified during 
the transfer. Several algorithms are able to do this; the requirements for AH-algorithms are 
specified in [68].  
 
The Encapsulating Security Payload header authenticates the packet payload, secures integrity, 
replay protection and confidentiality. An ESP protocol must follow the specifications listed in [70]. 
 
The Internet Key Exchange (IKE, sometimes called ISAKMP/Oakly) handles crypto keys and 
safety parameters. IKEs task is to handle everything necessary to perform the encryption, including 
creating, distributing and updating the keys. For IKE to work all traffic have to be both 
authenticated and encrypted.  
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The IKE-process is divided into two phases. First, a common secret is established. The secret is 
then used to create the keys that are distributed to the different units. The first phase is performed to 
secure the traffic during the second phase. 
 
The second phase is primarily used to update the keys used in the system. This can be done every 
few minutes; the first phase is performed more seldom. Which decryption algorithm that should be 
used is not specified, there are some options depending of which level of security that is needed. 
The most basic encryption is called Data Encryption Standard (DES) and uses a 56-bit key. If 
higher security is needed, 3DES is also supported. 3DES is a system that achieves 112-bit 
encryption by combining three 56-bit keys. 

2.10.5 Transport and Tunnel Mode 
IPSec can be configured to work in two different modes, transport or tunnel. In transport mode, an 
extra IPSec header is added while parts of the original packet are still visible. In tunnel mode, the 
original packet is completely encapsulated, and a new IP header is added in front of the original 
package. Depending on the used protocol, and if it is used in transport or tunnel mode, the packets 
will look different.  
 
Transport Mode 
Because of the extra header, the hashing of the TCP header and some fields of the end-to-end IP-
header will be covered. 
   

Iphdr AH TCPhdr Data

 
 
If ESP is used the header will cover the encryption of the TCP header and the data, but not the end-
to-end IP-header. In tunnel mode AH and ESP covers the entire packet which includes the end-to-
end IP header. After encapsulating the packet, a new IP-header is added. The new IP-header makes 
it possible for the packet to reach the destination in the other end of the secure connection. 
 
Tunnelling Mode AH Packet 
 
 

Iphdr AH Iphdr2 TCPhdr Data

 
 
Combined Transport-Tunnelling Mode  
Finally, AH and ESP combined in the tunnelling version will look like 
 
 

Iphdr AH ESP Iphdr2 TCPhdr Data

 
 
Security Association (SA) 
The secured links used in IPSec are called Security Associations. Each SA represents a data flow in 
one direction between two points, and all traffic over one specific SA is treated the same. When a 
packet arrives, the correct SA is found by using three different operators, the destination IP address, 
the Security Parameter Index (SPI) and the used security protocol. The SPI is a 32-bit value used to 
get the packet to the correct SA in cases where the IP address and used protocol are alike. Because 
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SAs only work in one direction, a pair of SAs is needed to establish two-way communication. Each 
SA only handles one security protocol, so if both the AH and ESP protocols are used the setup will 
need four SAs for two-way communication.  
 
Two different databases are used in an IPSec implementation, the Security Policy Database (SPD) 
and the Security Association Database (SAD).  
 

• The SPD contains information about which security services that are available and specifies 
a number of rules that can be set to differentiate traffic. For example, some data types can be 
excluded from IPSec packaging 

 
• The SAD stores information of the SAs used, which protocols they use, keys and 

information related to the use of the protocols 
 

2.11  Related Work 
This chapter provides a summary of the work that is the base for, or is closely related, to the work 
performed in this master’s thesis. 

2.11.1 Experimental Study of a Network Access Server for a public WLAN 
access Network 

Our thesis work is a continued development of the scenario presented in the thesis written by Juan 
Caballero and Daniel Malmkvist [6].  
 
Juan and Daniel’s thesis [6] describes the implementation of a WLAN login system for registered 
users. The system handles Authorization, Authentication, and Accounting using a FreeRADIUS 
server. Other important topics in this work are Network Access Translation, IPSec and MobileIP. 
Juan and Daniel’s thesis [6] also describes the base for the Network Access Server used in our 
thesis.  
 
Their implemented system lets a registered WLAN user enter his username and password at a login 
page. The information is handled by an IP-login system that sends a request to a RADIUS AAA 
server. Depending on the reply from the RADIUS server, the user is either granted or denied access 
to the network. If access is granted the firewall is opened, accounting begins and the user will be 
redirected to the initially requested web page. 
 
Our implementation work is based on the solution presented in [6] and adds a login system for 
GPRS users. For a more detailed description of the original system, we recommend the reading of 
their thesis. 

2.11.2 Dual-mode Capability in a WLAN-equipped PC for Roaming and 
Mobility between WLANs and GPRS networks 

Johan Ervenius and Filip Tysk have written a thesis that presents different ways of integrating 
WLAN and GPRS networks [11]. The focus is set on roaming between WLANs and GPRS 
networks and how this should be done to achieve optimal performance and Quality of Service. The 
thesis analyses different types of handovers and the results show that a handover from WLAN to 
GPRS should be handled differently than a GPRS to WLAN handover. The report also analyses 
different aspects of using MobileIP. 
 
This report is recommended reading if you are interested in implementing a roaming/handover 
algorithm in the system described in our thesis. 
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3 Method 

3.1 Goal 
In order to increase availability and WLAN network usage the goal of this thesis is to present ways 
of integrating GPRS and WLAN networks. The work is divided into several sub-goals, where the 
first is to evaluate possible ways of letting GPRS users’ login to WLAN networks using a One Time 
Password system where the password should be delivered using SMS. After analysing different 
options, the chosen design should be implemented in the test environment for demonstration 
purposes and in order to evaluate functionality, capacity and possible drawbacks.  
 
The implementation should be based on another master thesis work performed by Juan Caballero 
and Daniel Malmkvist [6]. We should add a GPRS module to the RADIUS server used for WLAN 
logins that were developed by Juan and Daniel. The GPRS module should enable communication to 
outside sources such as the mobile operators Home Location Registers. Communication against a 
suitable kind of SMS-C is also a necessity in order for the OTP over SMS system to work. The 
implementation that should be done also include modifications in the existing IP-login system.  
 
Further, we should investigate other possible methods for GPRS user authentication, mainly using 
SIM based authentication against the HLR, a way of authentication that could improve functionality 
and ease of use. We will also include a study of the accounting issue, although accounting will not 
be included in the implemented system.  
 
An overall goal that we felt was important for additional development of the project was to 
continually write down possible future implementations and improvements. This especially since 
the area of GPRS and WLAN network integration is not possible to cover in one master thesis, and 
hopefully will be continued by someone else.  
 

3.2 Scope 
In order to create the desired network integration completely some different areas have to be 
covered. Since this thesis work is limited to 20 weeks, we will focus on some of the areas of 
integration: 
 

• Designing and implementing a One Time Password system where the passwords are 
delivered using SMS. This will include the creation of an interface between RADIUS AAA 
server and the GPRS operator’s HLRs. This interface should also handle SMS-C 
communication. This includes evaluation of available SMS delivery services 

 
• Communication against both HLRs and SMS-Cs has to be secure and therefore a study of 

security measures and methods should be included 
 

• Usability aspects should be analysed, especially since a network that is easy to access has a 
greater market potential 

 
• The analysis part of the thesis should also cover the area of SIM – HLR based 

authentication, mainly to find an authentication method that is more efficient 
 

• Accounting and billing are only covered in the analysis and not included in the 
implementation due to the limited amount of time 
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3.3 Limitations 
The subject of WLAN – GPRS integration is extensive and therefore we have been forced to 
exclude some elements of network integration. Topics left for future work are:  
 

• Implementation of accounting functionality 
 

• Implementation of a HLR-SIM authenticating system for GPRS users 
  

• Algorithms for handovers between networks have not been analyzed or implemented  
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4 Analysis 

4.1 SMS-OTP Solution 
The system described in this thesis is based on the use of GPRS infrastructure combined with local 
WLAN hotspots. The hotspots may have different operators or be connected to larger scale WLAN 
systems. If for example, a Hotel or Café is equipped with a WLAN and the guests have GPRS 
subscriptions, they should have the possibility to use the wireless network while still receiving the 
bill on their monthly GPRS invoice. Of course, there must be some sort of cooperation between the 
WLAN and the GPRS operators. Users of the system may, at least in an initial stage, use the 
WLAN temporarily and therefore it is of great importance that it is easy to connect, even as a first 
time user. For this purpose, the One Time Password (OTP) over SMS functionality was set to be 
our first implementation. The OTP over SMS is a feature that will generate a password with a 
limited validity time and send it to the user’s cell phone. The user submits the OTP at the login 
page, and is then granted access to the WLAN. The goal of the SMS-OTP implementation is not to 
create the smoothest login process possible but one that a first time user may understand and trust. 

4.1.1 Implementation 
When the user has been redirected to the login page, he enters his MSISDN number in a web-
interface in a similar way to how a login is performed in [6], the original system is briefly described 
later in this thesis. A NAS receives the login information and forwards it to a RADIUS server, the 
RADIUS server then performs authentication by checking the MSISDN number. If the MSISDN is 
authorized for WLAN usage, the RADIUS server generates an OTP which in this work is called 
SOTP (Sent OTP). Thereafter, the RADIUS server sends the SMS by using an SMS handler 
application.  
 

 
Figure 4.1-1 SMS-OTP Flow 
 
The SMS handler receives the SOTP from the RADIUS server along with the related MSISDN 
number. In the next stage the MSISDN and the message content is forwarded to a SMS-C, using the 
protocol that is adapted by the mobile operator. Finally, the SMS is delivered to the user’s cell 
phone. It is also possible to send the SMS from a locally placed device or by using a web-service.  
When the user moments later receive the SMS, he enters it at the login page. The RADIUS server 
receives the MSISDN and the Received OTP (ROTP), compares the ROTP and the SOTP and 
finally sends an authentication reply to the user.  
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Login Sequence Using OTP 
 
1. IPLogin sends authentication info to RADIUS. (solved in R2M work) 
2. RADIUS authentication (step 1) 
 2.1 MSISDN number is received 
 2.2 Generate SOTP 
 2.3 Transmit SOTP  
3. SMS handler  
 3.1 Receives SOTP and MSISDN 
 3.2 Transmit SOTP by SMS-C to mobile user. 
4.RADIUS authentication (step2)  
 4.1 Receives MSISDN and ROTP 
 4.2 Compare SOTP and ROTP 
 4.3 Send authentication reply 
 
ROTP – Received OTP 
SOTP - Sent OTP 
 
OTP Generation 
We have decided to use an OTP consisting of eight random generated digits. The validity time of 
the OTP is variable between applications, and when the OTP has expired the SMS-OTP daemon 
removes the password from the database. 
 
Different Aspects of the SMS-OTP Solution  
The system has advantages as well as disadvantages that are worth taking into consideration before 
doing any major changes. 
 
Fast Login 
The fast login system that is using a cookie is inherited from [6]. The system stores a cookie at the 
user’s computer containing all information necessary to do a fast login of the user (if he returns to 
the network while the cookie still is valid). After a successful login, the client’s browser will 
automatically make the login procedure simple by supplying the information stored in the cookie. 
The use of a cookie results in a quick login but lacks in safety. If somebody steals the user’s cookie, 
that person will be able to use the WLAN during the remaining validity time of the cookie.  
 
Another way of reducing the login time is to implement a direct login system for GPRS user that 
works in the same way as a regular WLAN login. This would be attractive for users who still have a 
valid OTP but for some reason do not have a usable cookie. All information from the user such as 
MSISDN, static password and OTP is submitted simultaneously from a special fast login form. The 
response from RADIUS is either in form of an accept or deny, RADIUS challenges will not be 
used. This would require a new login form placed on the web page, modifications to the IP-login-
cgi script and the Authentication daemon in order for the login system to handle fast GPRS logins 
without using challenges. 
 
Needs GSM/GPRS Coverage to Work  
If the user is located in a place without coverage, then he will not be able to login because SMS 
delivery will not be possible. If the problem is local, say the user is in a basement Café, there might 
be a possibility for the user to get to a place where coverage exists, but it will take effort and time 
and is therefore not a good option. If the user has an unexpired cookie from a previous session, it 
might still be possible for the user to access the network. However, being in a large area that lack 
GPRS coverage and without a cookie will make it impossible for the user to login. 
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Difficult to Use Faked MSISDN Number  
Since the SMS needs to be delivered, the number has to be correct. In case of entering the wrong 
number the only consequence will be that someone else might receive the OTP. Since the OTP has 
a strictly limited validity time it will not matter, the receiver can ignore the SMS, although he 
almost certainly will not understand the meaning of it. If the user has to enter a static password 
together with the MSISDN at the first stage of the login process, the possibility of sending the SMS 
to someone else is more or less eliminated. 
 
Low Capacity  
Even if the RADIUS system has great capacity, the SMS-C providers do not. When asking the three 
Swedish GSM operators about capacity, the only one that could answer was Telia who informed of 
a maximum of one SMS per second on behalf of an outside system. That may be sufficient for a 
single small WLAN operator, but in case of large-scale usage, a more efficient way of sending SMS 
has to be developed. 

4.1.2 SMS-C Communication 
We contacted the three Swedish operators Telia, Comviq and Vodafone to learn what services they 
could provide. They all had possibilities to let external clients connect to their SMS-Cs through 
varying operator specific communication protocols. We have chosen to give a more detailed 
description of the service provided by Telia since they are the largest operator in Sweden. An 
alternative solution is to use a SMS-C accessible trough Internet, such a service is provided by 
Simplewire and included in the analysis. 
 
Telia has got a service called “Mobile Text” which is described in “Funktionsbeskrivning Telia 
InfoBrain SMS” [7]. The service is, according to the description, not recommended if the intent is 
to send a large number of messages within a limited geographical area.  
 
If a client, for example a WLAN provider, wants to use Telia´s SMS service the first step is to 
register. The SMS protocol used for communication between the SMS-C and the client is Universal 
Computer Protocol (UCP). (The other Swedish operators use other protocols.) UCP was originally 
developed by ETSI, although the used version in this application is a modified version called 
UCP50. Telia has got a limit of one sent SMS every second for external applications. This can be a 
limitation in large-scale use, however, it might be possible to expand for large clients.  
 
SMPP 
Tele2 – Comviq uses the SMPP [60] protocol over TCP/IP. For the moment Comviq uses SMPP 
version 3.3, however, an upgrade to 3.4 is soon to come. Using this solution Comviq has an average 
delivery time of 7 seconds. If the cell phone does not receive the SMS immediately, Comviq re-
sends the SMS in different time intervals during a 24-hour period.  
 
CIMD 
Vodafone uses the CIMD [59] protocol developed by Nokia. This protocol works in a way similar 
to the other two, and if implementing SMS-C communication to one of these operators the protocol 
should not be used as an argument for choosing a specific operator. 
 
Simplewire 
Simplewire provides a service for sending SMSes using a SMS-C placed in Detroit, USA. The 
communication with the Simplewire network is performed over the Internet, a useful API is 
downloadable from the Simplewire web page. In order to send messages to cellular phones message 
credits have to be bought, although it is possible to sent the messages for free to a virtual inbox 
during the development phase. 
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UCP50 
UCP50 [7] is transaction based, every transaction is an operation with an answer. Every transaction 
has a unique identification number and the response contains the same id. The transactions are 
performed sequentially, the part sending an operation has to wait for a response before the next 
operation can be sent. A sequence of operations can be started by the client or by the SMS-C. 
Possible operations are for example send message, receive message and sending/receiving 
notations. 
 
Every UCP string contains the following parts 
 
 

START HEADER DATA 
FIELD CHECKSUM STOP

 
Start STX 
 
Header The Header field should contain four fixed length parameters: Transaction number, 

total number of bytes between the start and stop field, whether it is an Operation or 
Result and last Type of operation. 

 
Data Field The Data field differs in format and length depending on which operation is 

performed. The data is separated by “/”, and the number of “/” before tells the position 
of the certain data. This makes it possible to leave some parameters blank if the data is 
unnecessary for the operation. 

 
Checksum The checksum is calculated by adding all the hexadecimal values for all the  
 signs between start and stop according to the IA5-table. Then the two least 
 significant numbers are used as checksums.  
 
Stop ETX 
 
A more detailed description of available connections and services are found in [7]. 

4.1.3 Sending the SMS-OTP 
There exist numerous ways of sending a SMS from an application to a user. The most basic, low 
performance way, is trough a locally connected cell phone. Another way is to use a web service like 
Simplewire, although the most common method is to connect to a SMS-C run by a local GSM 
operator.  
 
One interesting aspect is the cost of sending a SMS. For a small system the main task is to provide 
the service, a small number of SMSes sent will not result in high costs. For a large-scale system, it 
is a question of cost and efficiency. 
 
There are, as previously described, a number of ways to send the SMS. We have not made any 
complete evaluation of all the existing solutions since prices and services are constantly changing. 
Below a brief description can be found presenting some existing alternatives in order to show that 
differences do exist.  
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Local GSM Phone - Prepaid 
One of the most basic ways of sending SMSes is to connect trough a locally placed GSM phone 
connected to a computer. When an SMS should be sent the computer executes the necessary 
commands to make the cell phone send a SMS to the user, this works in the same way as when 
SMSes are sent user-to-user. This approach has low capacity and will be expensive in large-scale 
use, however it might provide an alternative for smaller networks. An additional argument is that no 
subscriptions fees will have to be paid. 
 
Simplewire (and similar web services) 
Simplewire [16] is a web portal designed to send SMSes to a large number of networks around the 
world. To be able to compete with the local operators Simplewire provides a development platform 
and a SMS-API to make the development of new services easier. Simplewire works as a prepaid 
system; the WLAN manager buys message credits and sends messages that are delivered through 
the Simplewire system. Low price and a good API are the advantages. Possible disadvantages that 
have to be evaluated before using the system in our implementation are capacity and delivery 
delays. Since the system located in the USA, long communication distances might result in big 
latencies against the Swedish networks.  
 
Vodafone GSM-modem 
Using a GSM-modem is recommended by Vodafone for sending SMS during the development 
phase. The solution is similar to using a local GSM phone, but instead it uses a GSM modem and a 
special subscription just for sending SMS. One drawback is that it is only possible to send messages 
to Vodafone clients, however it has a low monthly fee and might be useful during the development 
work. 
 
Vodafone SMS - Direkt 
Vodafones service for clients that need to send a large number of SMSes. Just like the Vodafone 
GSM-modem service, it is only possible to send messages to Vodafone subscribers. This could be a 
problem depending on the system setup, for a network with high loads the best thing can be to send 
the OTPs trough different SMS-C and let every user receive the SMS from RADIUS through its 
own operator. The disadvantages are increased costs and complexity of the system. For this to work 
the GPRS enabled AAA/RADIUS has to set up queues for the different SMS-Cs, this has not been 
implemented in our version. The advantage is high capacity. 
 
 

 GSM phone – 
prepaid Simplewire Vodafone GSM-

modem 
Vodafone 
SMS-Direkt 

Start cost 
Approx. 2000 
SEK for 
hardware. 

3320 SEK* including 
500 SMS to Sweden. 

2000-3000 SEK in 
hardware cost + 
195 SEK to start 
subscription. 

2500 SEK 

Monthly fee 0 0 35 SEK 500 SEK 

Cost/SMS 1.50 SEK 
0,32 – 0,95 SEK.  
(prepaying 500 000 
or 500 messages)  

1,20 SEK 0,95 SEK 

 
 
                                                 
* 1 USD = 8.30 SEK. 2003-03-12. 
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The question is which of the described methods that will be most suitable for a particular WLAN. 
For a small scale WLAN the lowest starting cost is achieved by using a locally placed GSM phone 
with a prepaid subscription, the alternative is Simplewire that is the best option to get started within 
a short amount of time. If a large number of logins is expected, for example in an airport, the 
Simplewire service may be the best thing. Before using Simplewire or any similar non-local 
service, capacity and delivery delays should be evaluated. The goal of this small evaluation is not to 
show who got the best service or the lowest prices, but to show that a variety of services (and 
prices) exists. Before making the decision we recommend evaluating the services available.  

4.1.4 Security 
The system has to be secure in order to attract new users and to avoid problems related to fake 
logins and similar activities. The way the system is set up there is not possible to receive any 
sensitive information by hacking the web page, RADIUS handles all AAA work and the IP-login 
system never receives the OTP (except when it is submitted by the user). What ways could be used 
to connect to the net without paying? Several scenarios are possible: 
 
A Non-valid MSISDN is Submitted  
If a non-valid cell phone number is submitted, the RADIUS authentication will fail and the user will 
be denied access. This will also occur if the number of a virtual SMS box is submitted.  
 
Someone else’s MSISDN is Submitted  
If so, the owner will receive the SMS and may ignore it. This situation can be avoided by using a 
static password together with the MSISDN. It is also possible to use a stolen cell phone, but since 
most mobiles are reported stolen immediately this will not be considered a GPRS/WLAN 
integration problem. If the phone is not reported stolen, it might as well be used for making calls. 
 
Stolen Cookie 
A cookie may be stolen from an already logged in user, and can be used for the remaining lifetime 
of the cookie. This problem has been described in [6]. The best way to avoid this problem is to lock 
the workstation every time it is left in an unsafe environment. 
  
Stealing the OTP During Transfer 
There is a risk that someone successfully gets hold of the OTP when it is sent from the GAID to the 
SMS-C. For this reason, the traffic between the GAID and the SMS-C should be encrypted, 
unfortunately none of the Swedish operators supports any kind of VPN. If possible, support for a 
VPN (or other suitable secure transmission technique) should be implemented. Someone could also 
monitor the traffic when sent from the login page and get the OTP this way. Therefore, this traffic 
should also be protected when sent from the login system. Another way of eliminating this 
possibility is to store information about the IP and MAC address of the computer from which the 
MSISDN is sent. In case the OTP is posted from a different source than the MSISDN, the login 
should be considered invalid and the client should be denied access.  
 
The temporary cookie that contains the shared memory address location (the shared memory 
contains information about the users connected to the system [6]) is saved locally at the user’s 
computer. The cookie is encrypted in the same way as the cookie used for a fast login. If someone 
should be able to successfully decrypt the temporary cookie the shared memory addresses would be 
of no use. The reason to why it is encrypted is in case the system is modified and information that is 
more sensitive needs to be stored. 
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4.2 SIM-HLR Solution 
Presently the SIM module is a frequently used authentication tool and can be found in numerous 
applications reaching from cash cards to cell phones. The general idea behind the SIM module is to 
identify one unique user and bind that user to a single billing account for unified charging of the 
various services that the client wishes to use. In the telecommunications industry, the SIM module 
has been developed to contain authentication and ciphering related information. This is used to 
authenticate the user against a centralised user information database, which in mobile networks is 
called the Home Location Register (HLR). 
 
The HLR is often combined with an Authentication Central (AuC) that contains a duplicated set of 
ciphering and authentication algorithms as well as necessary secret keys. The information enables 
network-side authentication of the mobile client, based on the response from its SIM card. 
 
Even though the SIM card has its advantages, it also comes with its disadvantages such as how to 
actually enable the network to communicate with the SIM card and how to do this efficiently and 
securely without compromising the secrecy of the clients credentials located in the SIM card. 
Furthermore, services based on SIM implementations should be transparent and economically 
viable in order to provide attractive wireless services for roaming clients. 
 
One of the main problems with authenticating users against HLRs is the need for SS7 links that are 
connected to the GPRS network. A technology that makes it possible for small Wireless ISPs to 
provide wireless connectivity for mobile users is a technology that needs to be easy to setup and 
maintain at a low cost. Based on this presumption it is important to reuse existing network 
infrastructure as the Internet, instead of utilizing expensive SS7 network technology. 
 
As a note, many of today’s services that use SS7 networks try to expand using IP technology 
because the investments come at a lower price than for SS7 equipment. One good example is VoIP 
solutions that enable routing of voice calls over IP networks. However, present IP networks cannot 
provide the same reliability and availability (QoS services) as SS7 networks which is one of the 
reasons to why the convergence between these technologies has been slow. This is probably bound 
to change in the future. 
 
A technology made simple for people to use, would be easier to deploy successfully, and to make it 
possible for more WLAN operators to provide wireless services for any passing mobile client. The 
traversal between different network technologies and the ability for a mobile client to roam 
seamlessly in any network should be made easy. SIM is a straightforward way of providing 
transparent and uncomplicated network access for the common man, regardless of the network 
technology at hand. 
 
Furthermore, in the same way that it is possible for GPRS users to roam in other telecom operator’s 
networks it is also possible for WLAN users to do the same in WLAN networks. What is lacking 
today is the possibility for a GPRS user to roam freely in any WLAN network and vice verse. The 
present authentication infrastructure for WLAN networks is built on RADIUS servers, which makes 
it logical to reuse the technology, and GPRS enable it. Fitting the RADIUS server with a GPRS 
backend would provide a transparent authentication interface for roaming scenarios in a WLAN 
network. 
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4.2.1 WLAN-GPRS Physical Interfaces 
Communication interfaces against SS7 based nodes are often expensive and more complex than IP-
based solutions. There are several reasons for this, primarily SS7 networks require redundancy in 
communication links within the network in order to compensate for eventual failing links. The 
requirement for the link redundancy is that the SS7 network must always be able to provide 
reliability and high availability for signalling traffic while setting up phone calls or transporting 
sensitive information over the network. 
 
IETF has developed a standardized transporting protocol for SS7 based native signalling traffic, 
which enables SS7 packets to be transported over IP based networks. The standard is called 
SIGTRAN, and by defining user adaptation layers it enables the transportation of native SS7 based 
signalling traffic over IP networks like the Internet. 
 
The IP networks of today have difficulties in providing a secure and reliable service with enough 
high availability due to the lack of QoS services in the present IPv4 networks. This makes it one of 
the hardest tasks to meet the strict requirements of the SS7 networks. Along with for instance, the 
high link redundancy requirements in SS7 networks, there is a need for IP based networks to fulfil 
and meet the same norms. Thus, the transportation layers UDP and TCP had to be replaced by some 
other standard that could provide the adequate performance for SS7 based signalling traffic, SCTP 
was born. SCTP runs over the IP layer and provides SIGTRAN with the concept of multiple 
streams in analogy with the redundant communication links within SS7 networks. 
 
Mapping the network architecture of SS7 over IP networks enables a completely new series of 
applications reaching from VoIP (Voice-over-IP) to the evolution of telecom and datacom network 
convergence between technologies like WLAN and GPRS. 

4.2.2 IP-SS7 Inter-Networking 
The HLR/AuC is located on a SS7 bound network, which means IP-networks such as the Internet 
are not able to connect directly to the node. Instead, solutions based on SS7 links or SS7/IP 
gateways needs to be used for SS7-IP inter-networking. 
 

 
Figure 4.2-1 Scenarios 1-2 
 
1. NAS Communicates Directly over SS7 Link 
Direct SS7 communication links against the GPRS network (#1 – SS7), allows the WLAN operator 
to verify the credentials of the connecting GPRS user based on its authentication information, which 
is received from the home GPRS network. This solution takes advantage of the standardized Gr 
GPRS interface, which means that the authentication traffic is executed over Mobile Application 
Part (MAP) through the SS7 network to the HLR/AuC.  
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The reason to why only SS7 communication against the HLR has been considered in this master’s 
thesis is that the Gr interface is the only presently standardized interface against the HLR. Solutions 
based on other interfaces is thus beyond the scope of this thesis. As IP and SS7 networks converge, 
it is possible that in the future, the demand for other interfaces towards the HLR will push for the 
evolution of IP-based solutions. 
 
2. NAS Tunnels SS7 Signalling Traffic over IP via an IP-SS7 Signalling Gateway 
Depending on the available outward communication-interfaces from the NAS, this (#2 – SS7 over 
IP) solution may be an alternative instead of the use of dedicated SS7 links. 
 
The advantage with this solution is that the individual WLAN operator does not need to invest in 
SS7 specific hardware but will tunnel the SS7 traffic through public/private IP-networks to an IP-
SS7 Signalling Gateway, where the information is converted from IP to native SS7 network 
signalling traffic. As with scenario one, SS7 over IP signalling also takes advantage of the GPRS Gr 
interface through communication over MAP. 

4.2.3 Signalling Gateway (SG), the SS7 Enabler for IP Networks 
Providing an attractive platform for SS7 network access for authentication traffic from WLAN 
networks, will most likely include some kind of signalling gateways or AAA brokering services. 
WLAN operators that lack SS7 communication possibilities might see it profitable to buy this 
service from other WLAN operators having the technology, and willingness to provide a GPRS-
user authentication service on an inter-operator basis.  
 
Enabling such a service could either be provided through AAA proxying of authentication traffic 
through regular AAA protocol, or by providing an SS7/IP gateway interface for the WLAN 
operator. There exist a number of potential architecture solutions for authentication depending on 
what type of trust relations that exist or should be enforced between the different operators and 
AAA brokers. 
 
Providing a signalling gateway might be a costly project, which states a number of different 
problems to be solved. A brokering concept where different WLAN operators may rent SS7 
capacity to perform authentication is a possible solution that may be attractive for WLAN operators. 
The required technology investments for the WLAN operator will then extend to supporting the 
SIGTRAN protocol and regular Internet access. 
 
The investments in Signalling Gateway equipment will be dependent on how much functionality 
that the SS7 NIC will handle in hardware. Along with open source SS7 and SIGTRAN stacks, there 
is a possibility to cut expenses by using software open source SS7 protocol stacks provided by 
OpenSS7 [32] for instance. 

4.2.4 SS7 over IP Solutions 
There are several potential solutions for transporting SS7 signalling protocols over IP networks. A 
thorough analysis is required before deciding which solution is the most suitable for WLAN/GPRS 
integration. SIGTRAN provides several user adaptation layers, which among others are called 
M3UA, SUA and TUA. Depending on how much SS7 functionality is required by the IP and SS7 
based nodes there is a possibility to transport SS7 layer protocols reaching from layer MTP3 up to 
the TCAP layer. The following possible solutions has been identified to be interesting for a WLAN 
operators communicating against a HLR. 
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1. SCCP over M3UA 
SCCP needs to be supported by both the ASP as well as the SEP, which means that the SCCP 
signalling layer needs to be transported over M3UA, which contains necessary support. The 
Signalling Gateway (SG) acts as the interworking unit for translation of SIGTRAN based signalling 
to SS7 native protocol traffic. The Signalling Transfer Point (STP) functions as a normal IP router 
simply relaying the SS7 packets to the correct destination in the SS7 network. 
 
 

 
Figure 4.2-2 Protocol Stack: SCCP Transported over M3UA 
 
2. TCAP over SUA 
This solution provides a higher user adaptation layer in order to allow TCAP to be transported. 
SUA provides the TCAP layer with a SCCP like interface and provides the necessary mechanisms 
towards the SCTP layer for transportation. The difference to the SCCP over M3UA solution is that 
this solution contains less functionality and cannot thus provide full SS7 networking functionality 
for instance. More specifically, certain MTP3 related routing information cannot be passed on to the 
IP network in order to perform signalling point code based routing functionality outside the SS7 
network. 
 
 

 
Figure 4.2-3 Protocol Stack: TCAP Transported over SUA 
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3. MAP over TUA 
The protocol stack below shows that SIGTRAN only provides the MAP layer with the minimum 
required functionality in order to support communication against SS7 SEPs. The solution provided 
here is the simplest and most relaxed platform for MAP transportation and should be considered 
first for simpler applications thanks to its small overhead compared to the SCCP over M3UA and 
SUA protocol stacks. 
 
 

 
Figure 4.2-4 Protocol Stack: MAP/CAP Transported over TUA 
 
4. MTP3 over M2PA or M2UA 
These solutions exists as well but have not been considered since the lowest transportation layer, 
which sufficiently fulfils the requirements for this thesis, can be provided by the MTP3 User 
Adaptation layer. Since no further analysis has been performed on this part, it cannot surely be 
excluded. 
 
Choosing the Appropriate User Adaptation Layer 
In [46] a short analysis has been presented on the implementation differences choosing between a 
M3UA and a SUA platform. The main issues related to which platform to use is how much SS7 
functionality that is required or needed by the IP network. M3UA provides a lower level of routing 
functionality based on point codes than SUA, which means that the SUA solution consumes less 
point codes than the M3UA solution. Since M3UA is designed to carry SS7 routing functionality 
this means that all IP located ending points needs to be addressable by a unique point code, in 
analogy to the SS7 network nodes. Since SUA does not use point codes, but relies on IP addresses 
to route packets within IP networks, it will fail to support other application layers like ISUP that 
rely on point code based routing. 
 
Further disadvantages of implementing lower level protocols are also that support is needed for 
layers like SCCP and above the MTP3 layer. For simpler implementations, one should probably 
consider choosing a user adaptation layer that puts as little overhead on the system solution as 
possible. For a solution like WLAN-GPRS integration, there would be little gain in choosing the 
full M3UA solution and consideration should be put into using either SUA or TUA, whichever 
provides the system with the adequate functionality. In [100], ETSI presents a feasibility analysis 
on SUA only for SS7 over IP signalling transportation. 
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4.2.5 Performance Considerations and Restrictions on the IP Network 
IP network performance considerations need to be taken into account when performing 
interworking between SS7 and IP networks. IP networks have been built on a completely different 
basis of operation compared to SS7 networks. While SS7 networks have been built to provide 
reliable and predictable services, IP networks has been built on “best-effort” premises in order to 
provide cheaper technology. Therefore, in an integrated environment where IP and SS7 networks 
are going to co-exist, IP networks need to be adapted. The following analysis is primarily related to 
VoIP applications, although it gives a hint about predicted response times by the SS7 network for IP 
based applications. 
 
The SS7 networks have such high requirements on the reliability of operation that it is of the 
outmost importance that the interworking with IP networks maintains the same level of service 
quality. [65] presents an analysis that has been made on SS7 network restrictions, which have been 
applied to IP networks in order to conclude the necessary modifications or requirements on certain 
IP functionality. 
 
The link redundancy provided by SS7 networks requires that two nodes always at least have two 
separated paths of data transportation in order to provide full link failure compensation. This has 
been solved using SCTP in IP networks. Although SCTP has the possibility to handle multiple 
streams in one association, the packet routing within the IP networks still has to travel on two 
separated paths. In order to provide full link redundancy the two paths may not share any resources 
that in the end could cause failure on both “links” at the same time. Therefore, the IP traffic should 
travel over different interfaces at the multihomed end nodes, as well as be routed over separated 
paths over the network. 
 
Furthermore, [65] describes performance related issues that concerns SCTP’s retransmission 
mechanisms. The outlined retransmission behaviour in [30] may not be adequate in providing the 
necessary SS7 performance requirements. Some modifications as described in [65] would solve 
some of the problems. These related to limiting the round trip delay to 100 ms or less, QoS 
mechanisms to provide necessary bandwidth, minimize round trip delay to 500 ms and disabling 
SCTPs delay acknowledgment sending. Another solution was to engineer a more aggressive 
retransmission algorithm for SCTP that does not have these weaknesses. 
 
In [47], calculations have been presented on the requirements of TCAP message transmission 
delays for SS7 networks. The analysis indicates that the implied message transfer round trip delay is 
around 150 ms, or 75 ms one-way in order to achieve PSTN comparable performance. Achieving 
this for IP networks may be troublesome especially in environments where packet loss is a frequent 
scenario. 
 
For the scenarios discussed in this master’s thesis where the only application to use SS7 
connectivity is the authentication process, these restrictions mainly apply to the signalling gateway 
design. Link redundancy aspects of the SG need to be taken into consideration as well for SS7 
based routing capabilities. If one SG fails, there needs to be redundant SG’s in order for the SS7 
network to re-route traffic to another SG. 
 
Further analysis is required on this topic for the M3UA, SUA and TUA applications in order to 
provide the SS7 network with a necessary quality of service level by the IP network. 
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4.3 SS7 Deployment Scenarios for WLAN Operators 
 

 
Figure 4.3-1 SS7 Deployment Scenarios for WLAN Operators 
 
1. Single WLAN operator running few hotspots 
In order for the WLAN operator to setup a functional GPRS-enabled hotspot the presently only way 
to go is to invest in SS7 hardware and establish a direct SS7 link against the HLR. 
It is questionable how attractive such a high cost project would be for smaller WLAN operators. 
The result would also be long payoff period for the GPRS related investments. 
 
2. Single WLAN operator running many hotspots 
Larger WLAN operators could leverage the use of a Signalling Gateway in order to reach large-
scale advantages for investments in SS7 related equipment. Large-scale in these terms describes a 
situation where the investments in GPRS related hardware would be economically viable in relation 
to the customer income within an economically relevant timescale. 
 
3. Many WLAN operators sharing SS7 resources  
To make investments viable for smaller WLAN operators and reducing the investment risk there is 
a prospective solution in providing a SG-SS7 brokering service. The service would provide an 
interface for the WLAN operators to execute authentication calls against GPRS networks. The 
advantage is that the smaller WLAN operators only pay for the resources they use, in similarity to 
existing ISP’s providing Internet connectivity. 
 
4. A WLAN operator providing SS7 services in a broker model 
Flexibility should be a primary concern in order to get the most out of networks. SS7 technology 
does not come cheap and therefore a cost-efficient solution for WLAN operators would give the 
mobile subscribers a wider platform in terms of WLAN network coverage through hotspots. 
 
Trusted WLAN operators could buy SS7 resources from each other through inter-operator 
agreements thus leveraging income on existing hardware if not fully used. The WLAN inter-
operator SS7 communication would be executed over the SIGTRAN protocol and the brokering 
WLAN operator would act as a Signalling Gateway against the physical SS7 network. 
 



 50

5. WLAN operator lacking SS7/SIGTRAN support 
While it could be possible that the WLAN operator lacks support for both SS7 as well as SIGTRAN 
protocols, a platform that fully provides a seamless roaming environment for the mobile client 
could still be supportable by the operator. Taking advantage of the brokering model for RADIUS 
servers, the WLAN operators could proxy their GPRS authentication requests to a trusted GPRS 
enabled RADIUS server. 
 
This solution eliminates the need for any SS7 based communication for the WLAN operator. The 
solution is based on roaming support and should not require any hardware modifications for the 
WLAN provider. It is scalable and provides centralised management and authentication of GPRS 
clients. The RADIUS clients belonging to the WLAN operator needs to have support for GPRS 
specific attributes. 

4.3.1 Signalling Transport and Routing within IP Networks 
As described, WLAN operators lacking SS7 links may route their authentication traffic through a 
neighbouring NAS, which may be offering a brokering service providing a Signalling Gateway for 
SS7 over IP transportation. 
 
The functionality of the Signalling Gateway that the NAS provides could be compared to a SS7 
Service Provider model for IP based applications in need of SS7 capacity. Such a solution would 
also reduce the need for additional point codes by the IP network, as the SG would provide NATing 
functionality against the SS7 network. This means that the IP network could be compared to a 
private network within the SS7 network and the SG would perform address translation from point 
code to IP address. The required functionality would be achieved by using the appropriate user 
adaptation layer that supports the mentioned behaviour of the SG. 
 
Charging and billing could be based on some standard mechanisms in normal roaming or inter-
operator billing scenarios. These mechanisms may already exist in present WLAN operator 
networks. 
 

 
Figure 4.3-1 SIGTRAN - All IP Architecture 

4.3.2 OpenSS7 
The OpenSS7 [32] project has developed a SS7 platform, based on Linux. The project provides an 
open source SS7 and SIGTRAN protocol stack implementation, under the concept of “SS7 for the 
Common Man”. The software is available under GNU Public License (GPL) Version 2. The project 
aims to develop a working platform for SS7 based Linux platforms for businesses or research 
projects that want to avoid the large investments in commercial SS7 software protocol stacks. 
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4.3.3 Linux Implementation Requirements for GAID/RADIUS 
Considering necessary modifications of the authentication server, which in our case constitutes of a 
RADIUS server with the GAID backend would include following components: 
 
Direct SS7 communication 
 

• SS7 physical interface 
• SS7 protocol stack 

 
Today there exist SS7 network cards that are installed into a PCI slot, which could handle the SS7 
traffic. The PCI-NICs [102] may be fitted with E1/T1 interfaces and may support embedded SS7 
stack protocols up to the TCAP layer. The prices range from around 700-800 US dollars to 
somewhere around 1000-1300 US dollars. No thorough investigation has been made on the cost of 
commercial SS7 stacks or NICs. The only conclusion drawn is that investing in SS7 related 
hardware and software would be expensive, perhaps too expensive for smaller WLAN operators. 
 
Indirect SS7 communication over SIGTRAN 
 

• Ethernet NIC for interfacing IP networks 
• Regular IP based connection to Internet 
• Suitable SIGTRAN protocol stack 
• Signalling Gateway that supports chosen SIGTRAN adaptation layer for uplink against the 

SS7 network 
• Support SCTP for SIGTRAN transportation over IP 

 
Both solutions need to have support for MAP or CAP in order to enable communication against the 
HLR. To avoid high costs related to investments in SS7 protocol stacks the OpenSS7 solution 
should be considered depending on the commercial aspects. For SIGTRAN implementations, there 
are a couple of available solutions, depending on which user adaptation layer that is going to be 
used by the system. OpenSS7 has an implementation of SIGTRAN, which has support for multiple 
of the mentioned user adaptation layers. [103] provides a SUA only implementation for Linux, 
which is distributed under GPL. 

4.3.4 Linux Implementation Requirements for a Signalling Gateway 
A Signalling Gateway should fulfil all the requirements above and therefore contain at least the 
following functionality: 
 

• SS7 physical interface 
• SS7 protocol stack 
• IP interface like a Ethernet NIC 
• Regular IP based connection to Internet 
• Suitable SIGTRAN protocol stack 
• Support SCTP for SIGTRAN transportation over IP 

 
A possible implementation of a Signalling Gateway (SG) for the SS7 over IP solution could be 
realised by using open source SS7/SIGTRAN protocol stacks along with PCI-SS7 NICs. OpenSS7, 
which is licensed under GPL provides software SS7 and SIGTRAN protocol stacks for the Linux 
platform. 
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4.3.5 AuC Enabling the AAA 
In order to avoid authentication delays and minimize the dependency of SS7 links and other 
communication against the GPRS network, it might be viable to integrate the AuC’s authentication 
functionality into the AAA server. This would mean that the AAA simulates the AuC as well as the 
HLR functionality locally, which more or less would describe a HLR/AuC with an IP interface. 
 
By keeping a localised record of the HLR information, together with the AuC algorithms and keys 
in the AAA, would result in a more effective authentication process. This would reduce the number 
of direct authentication calls to the GPRS network. 
 
The disadvantages with this method would be the risk of exposing the confidential GPRS subscriber 
related information. Distribution of the HLR information between the AAA’s would result in 
enormous data flows over public networks. Secure network layers could protect it but the resource 
consumption would most definitely not be worth it. Also considering the number of various A3 and 
A8 algorithms that the AAA would need to handle would present a big disadvantage if choosing 
this solution. 
 
Therefore, it would be more or less pointless to try to distribute HLR/AuC related information to 
local WLAN operator network’s AAA servers in order to try to reduce authentication delays. 
Current network solutions based on SS7 signalling and the lately evolved SIGTRAN user 
adaptation layers will or should provide an acceptable solution. 
 
The reason to present this solution was to cover possible alternatives for an efficient 
implementation for WLAN operators. However, the standardization of an alternative IP-interface 
for HLR/AuCs would most definitely be a solution that would give the telecom operators 
completely different potential in new commercial products and services. 

4.3.6 Reducing GPRS Client Authentication Delays 
In GPRS networks, the SGSNs have the capability of pre-fetching and storing authentication 
vectors from AuCs. Through this mechanism, it is possible to avoid real-time authentication 
requests to the AuC and thus reducing the authentication delays. Normally this is not a problem for 
GPRS networks since SS7 networks have a guaranteed maximum response time. If WLANs use 
other less reliable communication links than direct SS7 links, it may be that authentication of GPRS 
clients becomes unpredictably long. For fast roaming scenarios where a mobile client does not stay 
within the same WLAN network for more than a few seconds the requirement for fast 
authentication is even more important. 
 
In order to solve this, the AAA servers could provide the same authentication vector handling as 
SGSNs. Thus, by pre-fetching authentication vector triplets from the HLR/AuC and keeping them 
stored locally for the next authentication would result in reduced delays. In addition, the 
confidentiality of the Ki and A3 would be maintained without compromising user security, while 
providing the fastest possible authentication mechanism for WLAN operators.  

4.3.7 GPRS-AAA Service Deployment Scenarios 
If the described solution above, where multiple authentication vectors are stored at each AAA, were 
chosen it means that the AAA needs to store authentication vectors for each authorized GPRS client 
in its database. 
 
In a situation where we have 100 WLAN operators keeping track of 1000 GPRS subscribers each, 
every WLAN operator would therefore require the generation of at least 1000 authentication vectors 
each from the AuC. The amount of generated vectors will sum up to some 100,000 distributed 
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among the WLAN operators. It is apparent that the amount of unused authentication vectors in the 
end will be large and having each WLAN operator constantly, keeping the database update with 
fresh authentication information will be a waste of resources. Therefore, it would be a logical 
choice if the GPRS operators could provide the AAA services for the WLAN operators. 
 
Another solution would be to have centralised AAA brokering services that keeps track of the 
authentication vectors for a set of GPRS subscribers belonging to different mobile operators. This 
solution only requires the initial generation of 1000 authentication vectors. The WLAN operators 
do authentication calls and the AAA brokering server retrieves fresh authentication vectors from the 
HLR/AuC for the recently authenticated users if necessary. 
 
The alternative to storing multiple authentication vectors in a centralised manner is to have the 
WLAN operators making real-time authentication requests to the HLR/AuC. This means that 
authentication calls to the HLR/AuC needs to be done for every client login attempt. 

4.3.8 GPRS Operator’s Willingness to Provide AAA Support 
In order to offload the HLR/AuC and provide an authentication service for WLAN operators to 
authenticate roaming GPRS clients the GPRS operator could launch an IP located AAA service. 
The solution would enable authentication of GPRS users without access to SS7 technology and 
perhaps offload the SS7 networks. [83] describes a situation where the GPRS operator has an 
Authentication database containing a copy of the HLR information, which could be updated on a 
frequent basis. The difference is that the GPRS operator has full control of the authentication of its 
users. Along with the HLR information, the authentication database could as well contain pre-
generated authentication vector triplets for each GPRS subscriber. Authentication delays would be 
cut, the HLR/AuC would be offloaded and it would be a smoother solution for WLAN operators. In 
addition, the GPRS operator could implement HLR/AuC load control and execute authentication 
vector updates for the authentication database when the load on the HLR/AuC is low. 
 
This solution does not imply changes to existing GPRS infrastructure or GPRS standards. 

4.3.9 Interfacing the SIM 
The functionality required by the network to do full authentication of the GPRS user includes 
communication against the user’s SIM card. No analysis has been done on interfacing problems and 
integration issues concerning the SIM card and the client’s interface against the network. 
 
The primary functionality that is wished by the network for authentication purposes is that, when 
the SIM entity is given a RAND it should reply with an SRES. In case EAP is the choice of 
authentication method, the supplicant should be able to interface the SIM and retrieve the necessary 
information in order for the network to conclude the authentication of the mobile client. 
 

4.4 Accounting 
The issues concerning billing of GPRS clients using services provided by for example WLAN 
operators is related to how to handle accounting, the process of gathering charging information 
about the user, processing it and transferring the bill to the client. 

4.4.1 GPRS Accounting 
Basic accounting functionality in GPRS networks is provided by CDRs that are used to gather 
information about the client’s resource consumption in the network during a session. The CDR’s 
are generated at the GSN’s and forwarded to a CGF as described in the background theory in 
chapter 2.3.5. The CGF is a single logical link to the GPRS operator’s Billings System where the 
customer bills are generated. 
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For roaming GPRS clients residing in VPLMNs a similar approach is used. Either the CDRs 
generated from the VPLMN are directly sent to the HPLMN of the subscriber if there is a direct 
roaming agreement between the operators. Otherwise, there might be larger country-to-country 
wide roaming agreements that require the CDRs to be sent to a Clearinghouse where they are rated 
and billed against the HPLMN operator according to the inter-country operator roaming 
agreements. 

4.4.2 WLAN-GPRS Integrated Accounting 
For WLAN operators the need for accounting is based on the same requirements as for GPRS 
operators. A mechanism is needed in the WLAN networks that allows visiting GPRS clients to be 
charged for the services and resources provided by the WLAN operator. Existing charging and 
billing mechanisms in use by the GPRS networks would therefore seem like a natural way of 
enabling charging for WLAN provided services in order to obtain unified charging benefits for the 
mobile client. 
 
In order to take advantage of existing GPRS charging mechanisms and integrate these into WLAN 
networks, it is required that the WLAN accounting entity comprehends the concept of CDRs for 
correct communication against GPRS entities (CGFs and billing systems). Providing the WLAN 
networks with the ability to generate CDRs would give the necessary functionality to enable the 
sending of charging information to GPRS billing systems. 

4.4.3 Accounting Deployment Scenarios for WLAN Operators 
 
 

 
Figure 4.4-1 Accounting Deployment Scenarios 
 
1. NAS sends W-CDRs to the CGF (Ga-interface) located in the GPRS network 
 
This scenario is very similar to the workings of GPRS networks. W-CDRs are generated by the 
WLAN network and sent to the GPRS network’s CGF, where the GPRS CGF handles the W-CDRs 
just as if they originated from a GPRS specific node. The actual structure of the W-CDR should 
look like a G-CDR or an S-CDR for the CGF in order for it to process the information without any 
further modifications to the CGF software and GPRS platform. 
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As described in chapter 2.3.5, the CGF in the GPRS network merely provides the mechanism for 
aggregating the CDR information from the GPRS network for a subscriber’s session. The finalized 
CDR is then sent to the Billing System. 
 

 
Figure 4.4-2 Protocol Stack: AAA-CGF Communication over Ga interface 
 
Integration problems arise with this solution relating to the standardised Ga interface because the 
WLAN (Internet) and the CGF (GPRS backbone) are located on different IP backbones. This means 
that the WLAN server needs to be integrated into the GPRS IP backbone in order to be able to 
communicate with the CGF. However, other appropriate network layers that allow transportation of 
the GTP’ layer would provide for an acceptable solution. 
 
2. AAA/WLAN Billing System handles accounting against GPRS Billing System through a 
roaming agreement or clearinghouse/accounting broker) 
 
An AAA server can provide CGF functionality for WLAN networks. The AAA server aggregates 
the accounting start/stop information of transferred bytes or time consumption provided by the 
NAS. The server processes the accounting information to a final CDR containing all the gathered 
charging information needed for the GPRS billing system to bill the customer on its monthly 
invoice.  
 
The aggregated charging information contained in the CDR is then preferably sent over TAP3 (see 
chapter 2.3.5) to a clearinghouse or billing broker. The billing broker may reformat and redirects the 
billing information to the correct mobile operator billing system, which is related to the client 
roaming in the WLAN. Reformatting of the charging information may be performed in case the 
receiving mobile operator uses other standards for billing information exchange. Therefore, it is 
upto the clearinghouse to keep track of the different billing formats, the WLAN only uses a format, 
which has been agreed upon between the WLAN operator and the clearinghouse. 
 
In case inter-operator roaming agreements exist between the WLAN and the GPRS operator billing 
systems the intermediary clearinghouse or billing broker will not be needed. 
 
Other appropriate protocols could be used as well to transfer the billing information to the 
clearinghouse/broker. TAP3 is recommended as first choice due to reasons shortly explained in 
chapter 2.3.5. 
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3. AAA/WLAN Billing System aggregates charging information and transfers the CDRs 
directly to a GPRS operator Billing System 
 
If the AAA/WLAN provider has a direct roaming agreement with a GPRS operator, it can transfer 
its CDRs directly to the GPRS operator’s Billing System. The collection and processing of CDRs 
from the WLAN is done in the same way as for scenario two above. 
 

 
 
Generation of CDRs 
As the GPRS clients enter and leave WLAN networks they always generate Accounting Start and 
Stop records that are sent to an AAA server, like RADIUS. The accounting information is stored in 
for instance SQL database. The SQL database will contain all the necessary information in order for 
the server to generate proper CDRs that can be transferred to a billing system. The generation of 
CDRs does not need to be performed in real-time, but can for instance be scheduled to be done 
during hours when the AAA server is not under load. Therefore, it may be done once per day or 
even more seldom. Factors that need to be taken into consideration about the storage and 
transmission of the CDRs are discussed in following sections. 
 
The choice of format for the CDRs have by [26] been specified to follow ASN.1 norms. This is the 
most commonly used record format for charging information in GPRS networks. The exact 
structure of ASN.1 CDRs is outlined in the [26] document. The CDR formatting is used during 
transmissions against the Billing Systems.  
 
Accounting Redundancy 
All information that is related to charging and billing should be considered sensitive information 
that cannot be lost. Therefore, it is of great importance, that the storage as well as the transmission 
of the sensitive accounting information over any network is secure. As for the CGFs in GPRS 
networks, the CDR information should be distributed over several CDR storage nodes in the case of 
database failures in any node. This is done, in order to guarantee the survival of the charging 
information. For a WLAN system, the AAA server that handles the storage of the accounting 
information thereby provides this functionality. 
 
CDR Related Transmissions over Networks 
Mechanisms that provide similar redundancy functionality as the CGFs in GPRS networks needs to 
be implemented as well into the GPRS-WLAN integrated system. The transmission of charging 
related information over the network let it between the WLAN and the AAA or the AAA and the 
Billing System. Redundancy aspects concerning for instance the duplication or the loss of CDR 
information should also be considered thoroughly. While the accounting redundancy functionality 
provides safe storage of charging information, it is also important that the information is delivered 
securely to the end billing system. The GTP’ [26] protocol as used in GPRS networks for 
transmission of CDR’s between network entities provides redundancy mechanisms that may well be 
enough for WLANs to incorporate as well. 
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Interfacing Billing Systems 
No billing systems have been analyzed during this work because it is probably going to be operator 
specific and thus bound to change from network to network. Because of this, it is hard to 
recommend a choice of interface between the CGF and the Billing System. [26] has recommended 
the use of FTAM over X.25 or TCP/IP, and FTP over TCP/IP. The recommended solution is 
therefore dependent on the billing system of choice by the operator. 
 
Inter-operator CDR Transfers 
For future networks, roaming mobile clients will be an increasingly frequent scenario where 
accounting and billing issues needs to be handled in an effective and secure way. As mentioned 
operators can have inter-operator roaming agreements, through which they can exchange billing 
information. 
 
A protocol has been outlined that enable operator billing systems to exchange information over a 
standardized interface. It is called TAP and the latest version that also has support for GPRS 
information is referred to as TAP3 (background information in chapter 2.3.5). 

4.4.4 Client Related Information Requirements 
There is a minimum required amount of information that always needs to be gathered about each 
mobile client that roams in a network. This information is used in order to establish the unique 
identity of the mobile client in order to make sure that the correct mobile subscriber is billed for the 
consumed resources. In addition, in order for the network to be able to service the customer with 
additional customer specific services the network needs the means to store this information 
somewhere. A few topics that relates to these matters has been shortly discussed in the following 
sections. 
 
Authentication Server Storage Requirements 
As [83] describes the authentication server’s needs to store certain information about which mobile 
clients are authorized to use WLAN services. Relevant primary information related to each mobile 
client is: 
 

• Client’s MSISDN/IMSI 
• Static password 
• Product profile specifications for all SIM based users 

 
This information is stored in such a way that the GPRS AAA Interface can connect to the database, 
either over SQL or over other appropriate protocols and fetch the relevant information for an 
authenticating client. The static password is primarily used for additional security for a mobile 
client and has been agreed upon in advance. 
 
Product Profiles 
The product profile contains information about what services the mobile client is authorized to use 
at the visited WLAN sites. A more thorough description of the product profile usage can be found 
in [83]. 
 
When the mobile client has been authenticated, the authentication server should send the user 
profile via Vendor Specific AVPs for RADIUS to the NAS. At the reception of the product profile, 
the NAS enforces the stated functionality for the mobile client. 
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Accounting Details 
[83] mentions a few parameters that should be gathered for accounting and generation of the CDR 
information. 
 

• Client MSISDN/IMSI number 
• Client IP address 
• Access Point / NAS IP address 
• Sent/Received data volume in bytes 
• Session time 
 

• Session id 
• Timestamp / Record opening time 
• Used product profile 
• Authentication method 
• QoS service level 

 
All of the mentioned parameters above are already in use by the RADIUS server except for the 
product profile, authentication method and QoS service level. The used or enforced product profile 
might allow a more differentiated charging of users depending on how much functionality they 
require. Charging should be adapted to the choice of service level including product profile and 
QoS quality measures. Used authentication method might contain information about the chosen 
method of authentication of the mobile client, SMS-OTP or SIM-HLR for instance. 
 
Additional analysis is needed to complete the exact parameters that are needed for full CDR 
creation that complies with the different GPRS operator billing systems. 
 
[83] describes that the SCS (GAID's accounting part) should collect accounting information from its 
roaming users in foreign networks via RADIUS if there exist a roaming agreement. However, it 
may be more effective to handle the roaming GPRS users like any other user and create and 
dispatch the CDR's through roaming agreements via clearinghouses or transfer the charging 
information directly from operator to operator billing systems. This provides a more scalable model 
of the charging and billing structure of the WLAN/GPRS integration, which also suits better with 
existing solutions.

4.4.5 Charging Methods and Implications on the WLAN-GPRS Integrated 
Accounting 

 
Post-paid GPRS users 
Accounting management for this customer type does not need any kind of feedback about “credits 
left” on the clients GPRS subscription. The client is charged for all the services used through a 
monthly invoice or what is customary for the client’s GPRS operator and subscription. 
 
Cash-card/Prepaid GPRS users 
Prepaid GPRS clients that roam in WLAN networks might state a problem when their prepaid cards 
run out of credits. The problem is related to how to keep an active control of the client’s data usage 
and amount of credits left on the card. A situation could occur where the GPRS client using the 
WLAN has run out of credits and still can continue to use the WLAN network, then there is no way 
for the WLAN operator to get paid for the used network resources from the customer. This requires 
a real-time feedback solution where the amount of credits left on the prepaid card is actively 
monitored through the GPRS network. 
 
Such a solution is directly related to how the accounting is handled. If the charging of the client’s 
network usage can be done in real-time, then the surveillance of remaining credits is easier as well. 
In a real-world implementation in WLANs, it is probably more common that the charging and 
billing is handled in non-real-time. 
 
A solution to this might be if the prepaid WLAN customer is authorized to use the resources of the 
present network for a limited time that has been authorized by the RADIUS server based on the 
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amount of remaining credits left on the customer’s prepaid card. The client may also be given the 
choice of how much time or data it is going to use during its session in order to authorize the 
prepaid card user for the specified time. After the authorization for the limited amount of data/time, 
the credit resources are locked until the client has ended the session and the final charging 
information can be aggregated for the user. Simultaneous logins needs to be actively monitored so 
that the client is not authorized access to the network based on already authorized credits. 
 

4.5 The AAA-GPRS Interface 
The main purpose of this master’s thesis was to analyse and implement a GPRS-AAA Interface in 
order to enable both authentication as well as accounting communication between GPRS and 
WLAN networks. We have chosen to call this solution the GAID, which is an acronym for “GPRS 
AAA Interface Daemon”. In this chapter, a few areas relating to the issues concerning the inter-
networking integration between the network technologies has been analysed. Therefore, this chapter 
attempts to outline a few key aspects that are important for the GAID to handle. 

4.5.1 Authentication Functionality 
As the integration of WLAN and GPRS networks aim to provide a seamless platform for roaming 
GPRS clients it is considered that the GPRS client is treated as a GPRS client even in WLAN 
networks. However, in a future perspective the line between a WLAN and GPRS subscriber will be 
erased in order to be replaced by a more general term “mobile subscriber”. Until such a 
generalisation has been reached, the WLAN network will have to rely on subscriber mechanisms 
provided by the GPRS network. As such, the GPRS network can provide services in order to 
authenticate a mobile client and therefore the WLAN infrastructure has to be equipped with an 
authentication interface against the GPRS network. The requirements put on the GAID in order to 
fulfil the mentioned functionalities are specified below. 
 
Authentication Requirements 

• Handle communication against HLR/AuC 
Primarily executed over the Gr interface over SS7/SIGTRAN links. Thereby enabling the 
GAID to get/update authentication information contained in the HLR/AuC in real-time or on 
a scheduled basis 
 

• Handle communication against SMS-C 
In order to be able to transmit the OTP over SMS to the mobile client 
 

• Store a set of authentication vectors 
For faster authentication the GAID should be able to have intermediate storage of 
authentication vector triplets constituting of RAND, SRES and Kc or an OTP 
 

• Provide a generic interface for interworking with RADIUS/DIAMETER/PAM etc. 
The interface enables a RADIUS server for instance to do GPRS authorization and 
authentication calls to the GAID 
 

• Generate One Time Passwords (OTPs) for the SMS-OTP solution 
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4.5.2 Accounting Functionality 
The GAID handles the aggregation of charging information from the RADIUS accounting SQL 
database (radacct table). The gathering of charging information is done on a scheduled basis and 
transformed to a CDR type data that can be sent to the Charging Gateway Functionality (CGF) in 
the mobile client’s home GPRS network. An alternative solution is to use some ASN.1/TAP3 
format over FTP to transfer this information to the GPRS operator billing system for 
charging/billing of their mobile client. 
 
Accounting in general may be handled like in normal RADIUS/SQL situations where the 
accounting request from the NAS is added to the RADIUS accounting SQL database (radacct). 
However, in order to accommodate the GAID’s need for specific information during the CDR 
generation phase the SQL module has to store additional information about each mobile client. In 
chapter 4.4.4 a few of the necessary parameters has been outlined for a GPRS user. In the future, it 
may be possible that more information about roaming GPRS clients needs to be stored; therefore, 
the system needs to be easily adaptable. 
 
Accounting Requirements 

• Aggregate accounting information from an SQL database into CDRs 
Simply the process of getting the accounting information associated with a client from a 
database and generate charging information which is formatted according to the ASN.1 
standard 
 

• Handle communication against clearinghouse/billing broker/billing system/GPRS network 
In order to enable (reliable) transfer of charging information from the GAID, it needs 
external interfaces towards nodes that can receive, process or forward such billing 
information to the correct destination. In case the GAID operates directly against the GPRS 
network it will probably need to support the communication over the Ga interface as 
specified by GPRS standards 
 

• Conversion of generated CDRs into some appropriate format as TAP3 
Not all billings systems can be expected to handle a generic billing format. Therefore the 
GAID may be forced to convert the billing information into a format that can be understood 
by the receiver of the charging information 
 

• Handle eventual rating of CDRs 
In case inter-operator billing agreements exists, rates, related to the usage of certain services 
may have been agreed upon in advance. Therefore the GAID may need to be able to rate the 
CDRs according to the agreements 
 

• Accounting redundancy 
It is important that information containing charging related details is not lost during the 
intermediate storage due to database/server failures. Therefore, redundancy aspects needs to 
be considered and solved to provide a reliable accounting platform. 
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4.5.3 GAID’s Communication Platform 
As analysed earlier in this chapter, there are a number of various network solutions for WLAN 
operators to take advantage of in order to enable communication against mobile networks. Below is 
an example of a complete protocol stack for communication between a NAS and a HLR intended 
for authentication purposes, which is based on SIGTRAN. 
  
 

 
Figure 4.5-1 Protocol Stack: NAS-AAA-HLR Communication example based on M3UA 
 
In a future scenario, the GAID should have the possibility to be equipped with any interface 
necessary to communicate against external nodes. The GAID’s AAA interface towards for instance 
RADIUS servers should be general enough to allow communication through DIAMETER or even 
Pluggable Authentication Modules. As depicted above, the GAID functions as a “glue” or 
interworking entity between the AAA and the GPRS network. It should therefore enable 
communication towards any network independently of network technology or protocols. 
 

4.6 FreeRADIUS 
 “The FreeRADIUS Server Project” [34] is a project that aims to develop a high-performance server 
based on the RADIUS protocol. The server is developed under GPL and is thus free to use for 
anyone agreeing to the licence. 
 
Functional Description 
The FreeRADIUS server is built upon modules, through which the server can perform its AAA 
services against a number of different entities. FreeRADIUS follows the specified guidelines for the 
RADIUS standardized protocol as described in [38]. 
 
The authentication procedure for the RADIUS server has been split up into a couple of steps. When 
an Access-Request message has been received from the RADIUS client, the FreeRADIUS server 
does authorization in order to see that the user is allowed to be authenticated using the requested 
authentication method. Normally, this means that the authentication database is checked for the 
existence of the user’s password. If the authorization does not result in a positive response, the 
server replies the RADIUS client with an Access-Reject. 
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In the case of SQL, the authorization step is merely the process of fetching the password based on 
the username from the SQL database. The following authentication procedure then compares the 
user’s credentials with the login information received from the authorization step. 
 
As explained in [96] the authorization/authentication modules may sometimes be used in different 
ways during the authentication phase. Certain modules that are authentication modules only, might 
use authorization to verify that certain attributes exist in the received request, this in order to be 
allowed to transit to the following authentication phase. 
 
Request items, Config items and Reply items are the main ways of how RADIUS handles 
information flows within the server. When the RADIUS server receives the Access-Request packet, 
the received RADIUS attributes are transferred to the request items list. The Reply items and 
Config items list are initiated to zero. The FreeRADIUS modules use these lists in order to forward 
information to other modules and back to the RADIUS client. 
 
During the authentication and authorization phases, the modules may use the reply items list to 
forward the acquired information back to the RADIUS client. The last list called config items is 
used for internal FreeRADIUS operations like passage of password/user specific data between the 
authorization and authentication modules. 
 
Authorization Functionality: 

1. Search made in database, based on request list attributes 
2. Returns check, configure and reply attributes from the database search 
3. Matching is made between check attributes and request item attributes, if match is not found 

authorization fails 
4. If match, then add configure attributes like found password/user pair to configure items and 

reply attributes are added to reply items list 
5. Auth-Type is finally added to the configure items list if authorization successful 

 
The authorization module has to state which type of authentication method is going to be used for 
the authorized user. The information is put into the configure items list as Auth-Type. The 
authorized user's password/hash/login restrictions etc are contained in the Config items list as well, 
which is passed on to the following authentication module.  
 
Threading Aspects of FreeRADIUS 
In order to be able to handle as many requests as possible within a certain time interval the server 
incorporates threading as the means to parallelize incoming request handling. When starting up the 
FreeRADIUS server, it spawns a minimum number of internal threads. If the amount of initiated 
threads is not enough to handle the incoming requests, more threads are spawned in order to avoid 
rejecting any additional request packets from NASes. 
 
The main thread of FreeRADIUS is always in charge of treating the incoming requests and 
dispatching the AAA tasks to its threads. In some cases, attached RADIUS modules might not 
handle threading very well due to the lack of synchronization mechanisms when communicating 
against module specific databases for instance. To solve this, the server has a variable set, which 
tells the server-core if the module in question can handle threads safely or not, it can be set to 
RLM_TYPE_THREAD_SAFE if it is capable of handling threads, otherwise 
RLM_TYPE_THREAD_UNSAFE. 
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Request-Reply Latency 
Since the system does not presently have any request-acknowledge functionality in order for the 
RADIUS server to notify that the request is being handled the reply latency could get high for the 
RADIUS client. For the SMS-OTP case, the latency can be held to a low level by threading the 
SMS sending request into a parallel thread and immediately respond the RADIUS server. However, 
in the case where a response from the SMS dispatching module needs to be awaited, for instance if 
the SMS delivery queue is full and the OTP cannot be sent. Further analysis is required for possible 
solutions that cope with this problem. Due to this behaviour, RADIUS server reply latency could be 
unpredictable for the RADIUS client. The presently only solution in our system is to have the 
RADIUS client simply wait a reasonable amount of time, assume that the request packet was 
successfully delivered to the RADIUS server, and then resend the packet if a response has not been 
received. 
 
For the SIM-HLR case where communication is performed against the SS7 network, it is safe to 
assume that the performance and redundancy requirements of SS7 networks should be able to 
deliver predictable response times for the RADIUS client. However, the expected RADIUS server 
response time for a GPRS authentication may be substantially longer than for a normal WLAN 
client. Therefore, some mechanism is needed that allows fast authentication of WLAN users while 
providing enough handling time for GPRS clients before the RADIUS client resends its Access-
Request to the server. 
 

4.7 Combining VPN with NAT 
Until IPv6 has been implemented in full extent, the need for being able to secure traffic through 
NATs will exist. Virtual private networks is a growing application for clients that need privacy over 
public networks. In modern networks, NATs exist everywhere and is therefore an issue that needs 
to be solved in order for mobile clients to be able to use it anywhere. 

4.7.1 Choosing a Suitable VPN Implementation 
Earlier in this thesis PPTP, L2TP and IPSec are described as the three dominating VPN protocols. 
After reading the background, choosing IPSec might be an obvious choice. The main reason is that 
IPSec is recommended in [21] because it fulfils the SIGTRAN requirements for security. There also 
exist open source IPSec implementations for Linux. 
 
An open source Linux implementation of IPSec is Freeswan. Since new IPSec implementations 
might be created, we recommend a future implementer of a VPN to evaluate the existing 
alternatives. To make it work with the system described in our thesis some modifications have to be 
made, the major problem is letting the IPSec traffic pass the NAT [106]. 

4.7.2 Problem 
What we want to do is to let IPSec packets pass through a NAT, something that not would be a 
problem if the NAT left the packets unaltered when they passed. Unfortunately, the NAT changes 
some of the information, more specifically the layer three network address. When the packets are 
NATed the IPSec checksum values become incorrect since they were calculated using this address. 
The result is that the VPN client will never be connected. If it had been possible to implement 
Microsoft’s PPTP, this problem could easily have been solved since it is a “NAT-friendly” 
protocol. In our case, this is not an option as we have chosen to use open-source products in a Linux 
environment.  
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4.7.3 Solution 
There are several possible solutions to the IPSec – NAT compatibility problem. One solution used 
by Cisco is to select which traffic that should be NATed, and which should not. This solution works 
with Cisco equipment that has possibilities to make access control lists that sorts the traffic. Since 
we would like a universal solution this is not a suitable option.  
 
Several different sources [19][18] recommend the same method, to let the IPSec packets pass the 
NAT encapsulated in UDP packets. This way they could pass without being NATed and therefore 
the checksums would still be correct at the arrival.  
 
The methods of encapsulating and decapsulating the packets recommended in [18] differ for tunnel 
mode and transport mode. The draft [18] sets up guidelines for how to handle the necessary 
corrections. Modifications are needed both at the NAT and at the IPSec encapsulation/decapsulating 
procedures.  
 
Several different options are possible for someone who should setup the VPN between the GAID 
and the IP-SS7 gateway. One option is to use an open source IPSec Linux implementation called 
Freeswan [111]. If using Freeswan the problem with the NAT compatibility has to be solved. One 
way is to follow the guidelines in the Internet draft [18] another is by finding a suitable patch that 
makes NAT traversal possible.  

4.7.4 Implementing a VPN Between the GAID and the SS7 Network 
Implementing a Virtual Private Network between the GAID and the SS7/IP gateway is necessary to 
ensure that the traffic remains private and unaltered. To implement an IPSec solution between the 
two systems over a public IP-network an IPSec implementation is required. Different alternatives 
have been studied and Freeswan is a good open source choice.  
 
The main problem when communicating with a SS7 network is in case IPSec would generate great 
delays. Unfortunately, it is hard to calculate the possible delays in advance. It depends on the 
encryption and the performance of the NAS. Delays will occur when the keys are calculated, but if 
this will result in serious delays that affect the system performance will demand further studies.  

4.7.5 Encryption Needs for Traffic Between GAID and SMS-Cs 
As previously mentioned no Swedish GSM operator supports encryption of the traffic towards the 
SMS-C. An alternative to encrypting the GAID-SMS-C traffic is to lock the submitted MSISDN 
number to the MAC address. If a user submits the MSISDN number from one MAC address and 
moments later posts the OTP from another MAC address, there is a reason to believe that someone 
is listening on the traffic. If the MSISDN and the OTP needs to be posted from the same MAC 
address, fake logins can be avoided. The locked relation between user and MAC address will be 
temporary and only last as long as the validity time of the OTP. 
 

4.8 GPRS-WLAN Mobility Issues 
The integration of GPRS and WLAN networks can be made based on several different aspects. The 
perceived network integration as experienced by the mobile client or by the AAA infrastructure 
may be two completely different things. These two problems can be solved in various ways as two 
different sets of problems or as related such. Establishing a network platform where the mobile 
client can roam independently while keeping a fixed virtual reference point of attachment is related 
to how it can maintain network connectivity at all times. This issue has been analysed by [11] and 
[6] and is referred to as a mobility problem. 
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The second problem concerning the AAA infrastructure’s ability to perform authentication, 
authorization and accounting on various groups of mobile clients operating on different network 
platforms that may differ in both hardware as well as software needs to be solved. These two 
problems are related, because the AAA infrastructure may restrain the client’s mobility through the 
required authentication procedures when entering new networks. Further analysis and solutions are 
presented in the following sections. 
 
Handovers are not discussed in this thesis, but it is a closely related subject that in great depth 
affects the performance and the effectiveness of the used mobility platform. Analysis and 
performance measures have been concluded in a former thesis, [11].  

4.8.1 MobileIP 
According to the WLAN-GPRS integration analysis [6], integration at IP level seems to be the most 
attractive solution at hand in order to provide mobility and seamless integration of GPRS and 
WLAN networks. Integration of mobility services into GPRS networks could be implemented in 
various ways, as explained in the following scenarios. Existing specifications on how mobility 
support could be added to IPv4 networks is described in [66], and for IPv6 networks in [67]. 
 
Scenarios 

 
Figur 4.8-1 Scenarios 1-3 
 
FA functionality available in current PLMN 

1. FA integrated into the GGSN 
2. FA integrated into standalone node 

 
In order to enable MobileIP in IPv4 networks Foreign Agent functionality is required. The need for 
FA functionality in IPv4 networks is related to the known addressing space problems. Therefore, 
mobility in IPv4 networks will rely on the use of care of addresses (CoAs). The concept of CoA 
enables a FA to handle several mobile nodes for each CoA, thus resembling a NAT. The final 
MobileIP solution [12] will be built on IPv6 where IP addresses will not be an issue and it will use 
Co-located Care-of-Addresses for direct routing of information from the HA to the MN through 
secure tunnels. 
 
Implementing IPv4 mobility support for GPRS networks, leads to a couple of methods, either 
integrating the FA functionality into the GGSN as one node, or de-locating it into an external node. 
 
Integrating the FA into the GGSN (scenario 1) would seem like the most logical choice, as it would 
be a simple solution. GPRS networks already use GTP tunnels in order to route IP packets 
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internally between SGSN’s and GGSN’s. Every GTP tunnel has a unique TID (Tunnel ID) that is 
related to one specific mobile node. The FA's only function would therefore be to route the 
incoming packets based on CoA from the HA to the associated MN GPRS tunnel. Along with the 
routing the de- and encapsulation of MobileIP packets would also need to be performed by the FA. 
However, scenario 1 leads to the need to modify existing GPRS technology. Therefore, to avoid any 
GPRS network related alterations the FA could be placed in a separate node (scenario 2) as 
mentioned earlier. 
 
Locating the Foreign Agent functionality into an external node belonging to the GPRS PLMN 
would not require network modifications and could be located anywhere within the network along 
with the GPRS’s ISP/DHCP/RADIUS site. 
 
A common problem with MobileIP is its use of secure tunnels, these presents a problem as they 
generate a lot of overhead thus decreasing the efficiency of the information transport on the GPRS 
radio interface. Secure tunnels also require the MN to be able to encapsulate and decapsulate 
packets bound to and from the HA, this requires additional software and hardware resources by the 
MN. From this point of view, a better solution is to take advantage of FA's that solves the two 
mentioned problems. 
 
In order to decrease the overhead problems on the GPRS network, the encapsulation and 
decapsulation of packets is handled at the FA node. The other advantage with using a FA, is that it 
makes it possible to bind one Care-of-Address to many mobile nodes and thus lessening the need 
for many public IP addresses for the GPRS network. 
 
Along with introducing mobility support for IPv6, which does not use Foreign Agents, comes the 
need to deal with the transmission efficiency on the radio interface originating from the MobileIP 
packet capsulation overhead. Further analysis on the performance degradation for the radio 
interface against the mobile client using MobileIP is required. Perhaps future technology providing 
better bandwidth on the radio interface will render the problem unnecessary to solve. 
 
No FA functionality available in current PLMN 

3. Inter-PLMN routing to FA capable GGSN 
 
A MobileIP enabled mobile node that needs MobileIP support in the current network might be 
faced against the fact that it cannot provide FA functionality. This problem is mainly present in 
IPv4 networks with mobility support. The alternative here is to try to find an FA in other network 
domains that might provide a Foreign Agent. In GPRS networks, the solution would be to do inter-
PLMN roaming to another telecom operator that could provide this service for the mobile client. 
 

 
Figur 4.8-2 Scenarios 4 and 5 
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No FA functionality available at all 
4. Co-located Care-of-Address using IPv6 
5. Co-located Care-of-Address using IP4v and NAT 

 
If IP networks were IPv6 enabled, mobility by using MobileIP would not be a problem since every 
mobile node would receive its unique IP address and then use the Co-located Care-of-Address 
mode, in order to eliminate the dependency of foreign agents. This is the final destination for the 
MobileIP solution; however, until IPv6 has been incorporated in larger scale, other solutions are 
needed. 
 
Much of the problems today involving the integration of MobileIP functionality into existing packet 
networks are mostly related to overcoming existing technological shortcomings as NAT traversals. 
These in hand originate from IPv4 address spacing problems. 
 
To enable MobileIP for today’s networks the most interesting solution is scenario 5. This solution 
will not alter the existing GPRS or WLAN networks and therefore provides a good platform for fast 
MobileIP expansion. In scenario five, the Mobile Node operates in Co-located CoA mode while 
enabling en-/decapsulation at the reception of packets from the HA. However, NAT traversals need 
to be solved in order to be able to pass the NAT functionality. 

4.8.2 NAT Issues in MobileIP 
Since MobileIP uses IP-in-IP tunnelling to route packets between the MN/FA and the HA this 
approach will not function correctly if a NAT is located in between the nodes.  
 
The reason is that MobileIP does not have the concept of ports, which means that routing through 
NATs will not work solely based on IP address. Since the packets become un-routable in the NAT, 
due to the lack of destination information, some information needs to be added into the MIP packets 
in order to provide the means for the NAT to uniquely resolve the destination host. A solution that 
solves the problem builds upon UDP encapsulation; it is described in [13]. 
 
Furthermore, packets need to be launched from inside the private network residing behind the NAT 
in order to establish a mapping of private to public network IP-addresses/ports. As to maintain the 
port/address mapping unchanged in the NAT during the client’s session, keep-alive packets need to 
regularly be sent through the NAT.  
 
NAT Enabled MIP 
MobileIP registration traffic is able to tunnel through NATs because it is destined to a specific port, 
number 434. For this reason, the concept of IP-in-UDP encapsulation for MobileIP packets also 
became a possible solution for tunnelling data packets through NATs. The recommended solution 
according to [13] is that all MobileIP information is tunnelled through the IP-in-UDP mechanism 
while always using the same destination port, 434. The source port for the IP-in-UDP tunnelled data 
packets may vary at the MN but is always the same as for the initial registration request message; it 
only changes between new registrations. When the HA tunnels packets to the MN it reverses the 
source/destination ports in use. The IP-in-UDP mechanism works for both forward as reverse 
tunnelling in MobileIP. 
 
In order to enable the IP-in-UDP tunnelling mechanism an extension in the MobileIP protocol is 
used in order to notify the HA that IP-in-UDP tunnelling is supported by the client.  
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FA Behaviour in NAT-MIP 
The FA can signal to the HA that it is capable of sending traffic over UDP tunnels by using the 
UDP Tunnelling Extension in MobileIP and it is then up to the HA to decide whether the FA is 
located behind a NAT/NATPT or not. In case the FA signals that it is UDP tunnelling enabled the 
usage of the extension will result in a UDP tunnel situated between the FA and the HA in case the 
HA has concluded the NAT situation. 
 
For this reason the FA must not add the UDP tunnelling extension to the forwarded packets 
originating from the co-located Care-of-Address enabled MN destined for the HA. Having the FA 
enabling the tunnelling extension on the MN’s packets will result in an establishment of the UDP 
tunnel between the FA-HA instead of the MN-HA. 
 
Another requirement stated in [13], is that the registration request should be sent with matching IP 
source address and Care-of-Address when using the UDP extension. Not matching the addresses 
will result in the inability for the HA to decide whether or not the FA resides behind a 
NAT/NATPT. 
 
MN Behaviour in NAT-MIP 
Further restrictions apply for the MN on the use of the UDP Tunnel Request Extension in MobileIP. 
The UDP tunnelling mechanism only makes sense while traversing through NAT’s. Therefore, the 
MN should not use the extension in case it is registering through a FA, which is behind a NAT as 
well.  
 
HA - Enabling NAT traversal for MN using MobileIP with co-located CoA and without FA 
The primary problem as described earlier for NAT traversal is the IP-in-IP data packet tunnelling 
mechanism through the NAT that needs to be complemented with UDP encapsulation. 
 
Specific needs for the MN is that it registers directly against the HA through the NAT and so the 
tunnelling extension problems related to FA will not be a problem here. 
 
IP-in-UDP Packet Encapsulation 
The IP-in-UDP encapsulation only affects the MobileIP data-packets. This is because the 
registration traffic between the MN and HA already is in UDP format and thus able to traverse 
NATs. The key point for enabling NAT traversal capability for MobileIP data-packets is to relate 
the MIP packets to a port using the UDP protocol. The figure below shows the principal outlay for 
an UDP encapsulated IP data-packet. 
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Figure 4.8-1 UDP tunnel setup between HA and FA/MN 

4.8.3 Existing MobileIP Linux Implementations 
The described implementations below require Linux kernel version 2.4.x to work, where Dynamics 
MobileIP also works on kernel version 2.2.x. The source to these MobileIP implementations has 
been released under GPL licence and is therefore open for anyone to use. 
 
Dynamics – HUT MobileIP 
Dynamics MobileIP version 0.8.1 [86] provides a MobileIP platform for IPv4 networks, and can be 
used to experience and test mobility and seamless roaming between GPRS and WLAN networks. 
The software supports FA Care-of-Address (CoA) as well as co-located CoA. However, the co-
located CoA mode is not supported automatically, so it has to be done manually. The software has 
not been updated since October 2001. 
 
NAT enabled MobileIP 
For future implementations and experiments on MobileIP NAT traversals, there is an existing 
implementation of a modified Dynamics - HUT MobileIP version 0.8.1. The software 
implementation consists of an IP in UDP tunnelling virtual device, which along with the adapted 
MobileIP solution solves the problem with NAT traversals. The software, which has been 
developed by Pradeep Natarajan, can be found at [84].  
 
The solution, presently only supports one single Foreign Agent, so further software implementation 
is required to support multiple FA’s in an hierarchical model. 
 
MobileIP IPv6 
MIPL provides a MobileIP platform for IPv6 based networks. The project is an ongoing 
development based on the Dynamics – HUT MobileIP project. The implementation can be found at 
[85]. 

4.8.4 MobileIP AAA and GPRS AAA Integration Issues 
To be able to give as many users as possible an opportunity to use a WLAN it must be easy to 
connect. Everyone who might be interested in trying out the network and has a GPRS subscription 
is a possible client. A GPRS user should be Authenticated (and billed) by his GPRS operator. A 
well working system for AAA integration would have a positive effect on WLAN development. We 
have studied various methods to achieve this integration with various advantages and 
disadvantages. It is possible to create an AAA server that can handle both GPRS and WLAN users. 

IP Payload, CN originating data 

IP Header 
Source adress: Original sender = CN 
Destination address: Original recipient = MN 

MobileIP Tunnel Data 
Message Header 

UDP Header 
Start of Tunnel, Source Port: HA 
End of Tunnel Destination Port: FA/MN 

Outer IP Header 
Start of Tunnel, Source Adress: HA 
End of Tunnel, Destination: NAT 
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Another way is to setup a local Accounting server at the WLAN site and let the server regularly 
submit the accounting information to the GPRS network. The latter solution will require less 
modification to existing systems and is therefore a better way to solve the shared billing problem.  

4.8.5 Adaptive RADIUS Solution 
We wanted to create a flexible Accounting solution using RADIUS. This would work if we 
implemented a RADIUS system that could handle both logins from registered WLAN users and 
logins from GPRS users. The database in use needs to be differentiated for GPRS and WLAN users 
since a WLAN registered user will enter a username/password combination and a GPRS user will 
enter a MSISDN number followed by a One Time Password. 
 
A future implementation will automatically perform authentication of a user if he roams to a new 
network. This is needed to avoid a situation where the user has to re-login every time he reaches a 
new network. A RADIUS server should be able to handle authentication between different GPRS 
and WLAN systems without demanding any input from the user.  

4.8.6 System Based or User Based Authentication? 
Ordinary MAC address authentication is inflexible, as it does not give the users the freedom to 
choose whichever network card they prefer. In case they loose or change their network card, it may 
create additional work for the network provider. In [9] two different authentication methods are 
compared, system based and user based. The author concludes that system-based authentication is 
not a well working method. Problems with MAC addresses, extra work for the network providers 
and the fact that it is hard to solve the authentication issue for users working multi-host are the 
major arguments. Therefore, user-based authentication is preferred, especially since billing is 
always done on a user basis. 

4.8.7 AAA functionality and MobileIP 
If a user has logged in to one wireless network and moves to another he should be able to continue 
his work using the new network without disruption. A problem that can occur when using MobileIP 
is that when the user reaches a new network, it will want to authenticate the user even though the 
first network and MobileIP already have authenticated him. In some way, a situation where a user 
has to re-login when he roams to a new network needs to be avoided. In the thesis “MobileIP and 
AAA Architecture for WLAN” three different methods for this type of AAA-WLAN integration is 
presented 
 
Using MobileIP – AAA Requirements with DIAMETER 
Solving the problem using DIAMETER will not be easy since there is no available open source 
DIAMETER implementation. If an open source DIAMETER implementation would exist another 
problem remains, the required re-login, which has to be performed whenever moving between 
networks. It could be solved by disabling the WLAN authentication, but would instead leave the 
system insecure and would therefore not be a good solution. 
 
Include the Foreign Agent in the Network Access Server 
In a WLAN that has been setup, as the one described in this thesis the NAS handles the 
authentication. In our testbed, a NAS connects to a RADIUS AAA server and in case the user is 
successfully authenticated, he will be able to use the network.  
 
If a FA is included in the NAS, all mobile users can be forced by the system to register with the FA. 
When a mobile user requires MobileIP services it sends a MobileIP Registration to the NAS, which 
receives it, and does not let it through at that time. When the WLAN authentication has been 
successfully performed, the MobileIP Registration is then allowed to take place. 
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A system where multiple authentication processes are used can be time consuming for the user. If a 
WLAN authentication is followed by a MobileIP registration, the time before being able to use the 
network might be longer than for a single-stage login, so if adding MobileIP functionality, be sure 
to study the authentication time. 
 
Combining IEEE802.1X Authentication and MobileIP 
If using IEEE802.1X Authentication, there is no need for AAA functionality in the MobileIP 
registration, and therefore a more simple MobileIP service can be used. First, the access point 
authenticates the mobile node. Second, the MobileIP registration is performed. In order to 
implement this solution into the presented system in our thesis would require a lot of work since the 
network model we use includes a NAS. 
  
All the described methods have different advantages and disadvantages. For someone interested in 
working in the field or implementing any of the methods we recommend the reader to study Ying-
Jui Lees work [9] in detail. The model that should be requiring least amount of implementation 
work into the system is the integration of the FA with the NAS. 
 

4.9 Network Management 
Network Management (NM) is the process of monitoring a network to grant safety, good capacity 
and to ensure that all units work. Depending on the purpose, it is possible to monitor activities on 
key network units or to monitor every connected unit. In both cases, a standard NM system is the 
best option for support and compatibility. Simple Network Management Protocol, SNMP, is the 
most frequently used protocol for Network Management. Many network units are SNMP compliant 
and contain an agent that collects network data in present unit. The collected data will be transferred 
to a SNMP manager and will help in the process of evaluating bottlenecks and the detection of 
network unit failures. 

4.9.1 WLAN Special Challenges  
When it comes to providing fast and reliable networks using wireless technology there are several 
challenges when setting up a Network Management system. In critical applications you want to 
avoid loosing contact with the access point, if an AP should fail it is important that the Network 
Manager gets notified immediately [10]. Another important aspect of NM, is to provide support if 
needed. A Wireless user might only have the wireless device, and if communication is lost, the user 
may have much bigger difficulties finding a solution than a regular LAN-user who just phones 
support. Depending on the surroundings and the setup of the wireless network other problems, such 
as delays and lack of coverage, may occur. These types of problems can also change over time, for 
example in a warehouse where the environment might differ between days. The security 
requirements might also be higher in a WLAN connected to a company LAN because you do not 
want to compromise security in the LAN. One key to maintaining high WLAN security is to 
monitor (and be alerted) if new network nodes are introduced.  
 
Data collection for network management purposes can be done in each mobile unit. The users, 
especially in this type of network, should not be affected or even notice it. The data collection 
application has to be integrated into every device in the existing system, a process that is made 
easier using a NM-tool. Another challenge is getting an even traffic distribution. The coverage of a 
WLAN will in a good case scenario be spread out evenly in the environment, unfortunately the 
wireless workers might not. If the network load is unevenly spread, some access points might have 
to carry un-proportionally large loads. If using a good NM-system the support personnel can adjust 
the data throughput in order to balance the load and thus getting a more efficient use of the network. 
This will not be a problem in a small, one access point network.  
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Small local WLANs are not very sensitive since they are most likely not connected to a company 
network. The primary goal must be to have an easy-to-use network with good capacity and which is 
secure enough for personal use. The network itself must have sufficient security to avoid non-
paying users, hackers etc.  
 
A suitable network management system should be able to monitor the main network nodes, Access 
Points, RADIUS servers and the resource usage of the network. If a system that also monitors the 
usage of the terminals that are installed, the information can be used for optimising the resource 
usage for large networks.  
 

4.10  GPRS-WLAN Integration and Choice of Network Architecture 
Integrating GPRS and WLAN technology is to some extent dependent on how the WLAN network 
architecture is chosen. GPRS networks follow standards while WLAN networks could often be 
designed in various ways in order to provide a network with an effective operation, which is suited 
to specific needs. Because of this, the WLAN integration with GPRS networks could prove to be 
difficult from different aspects. 

4.10.1 Loose Coupling 
The amount of required coupling between WLAN and GPRS networks is dependent on how much 
the two technologies interwork. For loose coupling, the network interworking is plainly based on 
the sharing of certain client specific information for AAA purposes. A loosely coupled WLAN 
network uses information from the HLR about the GPRS mobile subscribers, as well as the mobile 
operator’s billing system functionality in order to transfer charging information. 
 
Services as mobility has to be supported by external means like MobileIP, security has to be 
provided by IPSec and handover mechanisms needs to be implemented through other means. In 
tightly coupled systems, for instance in a WLAN-GPRS network coupling solution, the WLAN 
network will provide the same functionality through GPRS primitives, as provided in GPRS 
networks. However, loosely coupled systems are easier to support and integrate, thus the solution 
most likely to gain faster evolution. 
 
The described GPRS-WLAN systems integration scenario in this report assumes loose coupling. 
Therefore, only AAA traffic is exchanged with the GPRS network for each mobile client. In other 
words, the WLAN network for roaming GPRS users uses no mobility management or other GPRS 
specific functionalities. 
 

 
Figure 4.10-1 Loosely Coupled WLAN-GPRS Interworking Scenario 
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In the loose coupling scenario as described in [83], the WLAN uses the Internet as the transport 
network to transport both control signalling as well as user plane traffic. For an existing WLAN 
operator providing wireless services for GPRS clients this scenario is most likely in the future. For 
locations where IP backbones are non-existent but where GPRS networks have coverage, the tight 
coupling scenario described in the following section may provide alternate methods of offering high 
quality services for its mobile clients. 
 
A few authentication mechanisms has been standardized by IETF in order to enable authentication 
based on SIM information provided by the mobile client and the Authentication Central residing in 
the GPRS network. The proposed protocols are based on EAP and define new types depending on 
the amount of coupling. For loosely coupled systems EAP-SIM (2.8.4), EAP-AKA (2.8.5) and 
EAP-SIM-GMM (2.8.6) should be considered. Due to security flaws in EAP-SIM, EAP-AKA has 
been recommended as the protocol of choice for WLAN-GPRS AAA integration. 
 
In main principle, EAP provides a flexible authentication platform for any operator taking 
advantage of it. Having support for the EAP framework enables the authentication of mobile clients 
through a number of various ways. 

4.10.2 Tight Coupling 
As shortly described in the loose coupling scenario, tightly coupled networks share a lot more 
functionality. In a tightly coupled WLAN-GPRS system, the WLAN network takes advantage of 
mechanisms related to authentication, mobility as well as security, which are provided by the GPRS 
network. Therefore, the WLAN needs to understand GPRS primitives that allow the system to 
perform operations as any GPRS network unit. Even though tightly coupled systems provides better 
mobility and faster handovers for instance, the integration work is a lot more demanding than for 
loosely coupled systems. In [11] two solutions are presented that describes how the WLAN could 
interface with the GPRS network in a tightly coupled scenario, by emulating GPRS node 
functionality. 
 

 
Figure 4.10-2 Tightly Coupled WLAN-GPRS Interworking Scenario 
 
As described in [83] the WLAN network will use layer two connectivity to interface the GPRS 
network transport backbone. Therefore, both the control signalling traffic related to AAA services 
as well as the mobile client related data traffic will pass through the GPRS backbone and use 
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existing interfaces towards external packet networks, like the Internet. IETF has standardized an 
upcoming EAP-GPRS (2.8.7) type for the EAP authentication framework that will provide 
authentication of mobile clients in a tightly coupled scenario, as the one described. 
 
Security issues are handled by the GPRS network towards external networks, and do not need to be 
a concern for the WLAN operator. The described solution enables WLAN coverage wherever 
GPRS backbones exist. Therefore, where internet lacks coverage GPRS networks has the ability to 
offer high-bandwidth through inexpensive WLAN technology. 

4.10.3 Network Access Server (NAS) 
This master thesis has built upon the concept of using a Network Access Server (NAS) at the 
WLAN site, as the sole interface against outside networks. The advantage of this type of network is 
traffic control, all mobile client originated traffic needs to pass one point beyond which only 
authorized traffic is allowed pass. While offering good access control it is very reliant on 
maintaining high availability in order to provide connectivity against external networks like the 
Internet. If the NAS would fail or it would not support authentication of GPRS users, there is no 
other choice for the mobile client to access the Internet, other than physically finding another 
WLAN hotspot that can provide the necessary GPRS support. 
 

 
Figure 4.10-3 NAS Architecture 
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4.10.4 StockholmOpen.net 
 
 

 
Figure 4.10-4 StockholmOpen.Net Architecture 
 
The goal and vision for StockholmOpen.net [104][105] is to provide an open access network, which 
provides certain minimum required services for clients and ISPs. The term open reflects the 
property of the access network, it does not put any trust restrictions on the connecting clients or 
ISPs, neither does it require special client software and it should support WLAN access. The 
network is in other words open for anyone to use that has a WLAN card. 
 
The basic stockholmopen.net platform specifies a few services that it provides all connecting 
entities. DHCP relay, MAC database and a web-login relay acts as the main components in this 
network architecture in order to provide a minimum interface between the clients and the ISPs.  
 
The open access network authorizes the mobile clients based on their MAC addresses. If the user is 
successfully authorized, its traffic is relayed to a, by the user chosen ISP. The ISP, in turn takes care 
of authenticating the user, and perhaps providing it with a new IP address from the ISP’s domain. 
 
The NAS as used in this master thesis could provide the mobile client and the access network with 
the necessary “upstream” and authentication services, whichever services the NAS see appropriate. 
The advantage with a stockholmopen.net type of network architecture is therefore that all ISPs are 
available for the mobile client to choose among, regardless of the ISPs physical point of connection 
to the Internet. 
 
In a wider perspective, the open access network could provide the ISPs with services like Signalling 
Gateways for the authentication traffic towards the GPRS networks. Any traffic within the access 
network would require the same security precautions as the data communication over insecure 
public IP networks. Alternatively, ISPs could provide SG’s in a broker/proxy model for other to the 
open network attached ISPs. 
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4.10.5 Open.Net 
An Open.Net [104][105] platform provides the client with multiple choices of accessing the Internet 
through the ISPs that has chosen to connect to the open access network. It could be considered, that 
the open access network is not an open network in terms of the physical layer, but could be built 
upon a Virtual Private Network that connects citywide open networks to a countrywide equivalent. 
 

 
Figure 4.10-5 Open.Net Architecture 
 
Such a solution scales well with similar network topologies as used in the GPRS networks, which 
have a backbone transport network and is therefore accessible for external PLMNs as well. In a 
wider prospect, where a GPRS network cannot provide a certain service for its mobile client, it 
should be able to route the traffic to another GPRS network, which can provide the service, and 
charging will be done according to roaming agreements. The scenario has been described in [12], 
which states that if a GGSN cannot provide Foreign Agent functionality for a mobile client in the 
current PLMN it should find an FA enabled GGSN in another network or even in its home PLMN. 
 
Mapping the same functional behaviour on an open.net platform would mean that if a client 
connects to the open access network, and no ISP is able to authenticate the client based on its GPRS 
credentials, the authentication would fail. However, the access network should be able to find 
another access network that could provide an ISP with the needed functionality. For such a 
scenario, the open.net platform could provide roaming GPRS clients with a flexible solution. 
 
In this case, the network topology could be compared to the GPRS network where the open network 
is the GPRS transport backbone and the connecting nodes to the Internet are the GGSNs, which are 
called NASes in WLAN architectures. This type of architecture has many advantages against the 
single NAS type. It can provide a general platform that can adapt and provide authentication of the 
client elsewhere, in case the necessary means cannot be provided locally. 
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During analysis a few scenarios was described that could enable networks with GPRS 
authentication functionality. The open.net network provides its clients with a backbone and 
gateways to the Internet through its connected ISPs. Enabling GPRS users to roam in this open 
access network could be enabled by simply integrating the access network with an SS7 network. 
This could be solved through a Signalling Gateway, that the access network provides its ISPs with. 
 
A future GPRS integration scenario for the Open.NET networks might include a number of 
elements that the access network could provides its ISPs with, in order to enable GPRS clients to 
roam: 
 

• Signalling Gateway in order to proxy authentication traffic bound to the HLR 
• A trusted RADIUS server with GPRS functionality that provides the ISPs with GPRS client 

authentication without hardware modifications and with small software changes to the ISP’s 
RADIUS client. 

 
If none of the above would be acceptable by the access network, because of one or another reason, 
the GPRS client authentication functionality needs to be provided by one or more ISPs connected to 
the access network. The solutions above are described more closely in the chapter 4.3. 
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4.10.6 Generic and Future Network Architectures 
Whenever a GPRS user wants to access a WLAN network, it is important that the appropriate 
services can be provided for the WLAN operator to perform the authentication of the mobile client. 
Regardless of the choice of network architecture solution or if the WLAN site is operating in a 
tightly or loosely coupled mode, there is a prominent need to provide a generic GPRS-WLAN 
systems integration solution for the operators. 
 
The formerly described scenarios and solutions in chapter 4.3, for different WLAN operator 
structures and SS7 network uplink resources it is possible to outline a generic GPRS-WLAN 
integrations solution (Figure 4.10-6). 
 

 
Figure 4.10-6 Generic Network Architecture 
The generic network architecture allows any mobile node to access the network if an appropriate 
network interface is present in the node. GPRS subscribers may for instance be fitted with dual-
mode interface cards [11] handling both GPRS as well as WLAN networks. The above figure 
depicts a few possible scenarios where the mobile client has a dual-mode WLAN-GPRS interface: 
 

1. GPRS-MN#1 accesses Open Access Network #1 (OAN1), the network does not have 
capabilities of authenticating the GPRS client so the network finds a GPRS enabled ISP 
(ISP #4) in Open Access Network #2. The mobile client’s traffic is routed through OAN1, 
OAN2 and finally ISP#4 to the Internet. Further solutions may allow GPRS related 
operations against ISP#4 while the IP traffic is routed through ISP#1. In such a case, a trust 
relation must exist between ISP#1 and ISP#4. 
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2. GPRS-MN#2 accesses a local GPRS enabled hotspot. The WLAN operator may implement 
any GPRS support as described in chapter 4.3 

3. GPRS-MN#3 accesses the Internet through its regular GPRS interface through a GPRS 
network. 

4. GPRS-MN#4 accesses a WLAN network, which uses the GPRS backbone as transport 
network in tight coupling mode. 

 
In a wider prospect, the future convergence of network technologies may require more client-related 
information to be gathered that enables it to roam in any network. GPRS networks have specific 
information that it needs to perform location updates as well as setting up tunnels and authenticating 
the client. WLAN networks do not need as extensive information about the mobile client. For a 
generic solution, there is a need that the mobile client can provide the visiting network with any 
information that it requires, either from itself or from its home network. This in order to let the 
network do any session related initiation that it needs for mobility, security and billing purposes for 
instance. These needs put harder requirements on the networks to keep track of more generalized 
roaming and mobility information in order to enable transitions from network to network regardless 
of network technology or operator association. Therefore, further analysis is required on this topic 
in order to satisfy future networks with the required information for seamless roaming 
environments. 
 

4.11  Commercial WLAN-GPRS Solutions 
A few commercial solutions exists on the market, we have described a couple of these solutions in 
the following sections, these are merely presented as a reference to the discussed topic in this thesis. 

4.11.1 Weroam 
Weroam markets a solution for local WLANs that make it possible for GPRS users to login to 
Weroam WLANs. The traffic goes from the WLAN trough an Access point further on to a Weroam 
Access server. All communication between the access server and the different sources of 
authentication, traffic and accounting is performed over the IP-network.  
  

• To be authenticated the SIM-card needs to be connected to the computer through a SIM-card 
reader 

• The Home Location Register via an IP/SS7 signalling gateway authenticates the SIM-card 
• Traffic may travel over either a local Internet service provider or the GPRS network 
• Accounting is performed by RADIUS, after a finished session, the accounting information is 

sent over TAP to the home GSM network [14] 

4.11.2 Transat 
Transat provides a solution for GPRS-WLAN integration. The Authentication of the users is based 
on SIM-authentication that is processed in the same way as for regular GPRS systems. The SIM-
card is connected to the laptop using a SIM-USB adapter that lets the laptop communicate directly 
with the SIM-card. The source code for communicating with the SIM and some of the GPRS 
protocol functions runs locally on the user’s laptop. The other part of the Transat solution is a server 
that works as a SGSN-GGSN and is connected to the WLAN network. 
 
The traffic from the laptop will travel from the WLAN, through IP connections and to the GPRS 
network. The connection to the GPRS system is also an IP-connection so it is not necessary to have 
a SS7 connection at the local network. The locally placed Transat server will also generate 
accounting information in the same form as a GPRS network, and after sending the information to 
the GPRS system the user is billed in the same way as for regular GPRS usage [15]. 
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5 Design 

5.1 Design for WLAN-GPRS Authentication Interface Based on SMS 
over OTP 

The initial implementation of the GPRS AAA interface will be limited to the SMS-OTP scenario. 
However, the implementation will be generic so that further development of the interface platform 
will enable future implementations of a SIM-HLR interface for instance. 

5.1.1 SMS over OTP 
Realising the SMS over OTP interface will either require some modifications to the RADIUS server 
modules (rlm_sql) or adding a standalone SMS-OTP specific authentication module to the 
mentioned server.  
 
Changes to the existing software platform should be kept to a minimum, resulting in a software 
module plug-in to the RADIUS server, which for instance may be called rlm_gprs. The RADIUS 
protocol is of course left intact with this solution. 
 
It would also be good if the implementation could be used for further development of the WLAN-
GPRS interface in the future. 
 
Solution 1 
Creating a static RADIUS module that communicates against SQL databases and performs direct 
communication against GPRS networks would be one solution. The module would operate as any 
other RADIUS module like rlm_sql and some of the existing code could be reused. However, it 
restricts the flexibility of the module as well as making the solution very RADIUS specific. 
Therefore, it would require extensive modifications later on to adapt the GPRS interface platform to 
DIAMETER and PAM implementations as well. The work would more or less extend to designing 
new GPRS interfaces to each future AAA platform. 
 
Solution 2 
This solution is based on a complete new RADIUS module that communicates with a GAID (GPRS 
AAA Interface Daemon) that handles the OTP generation, storage and sending this over SMS to the 
mobile client. This solution gives better control for the communication against GPRS and future 
networks as well as other scheduled tasks. In addition, this solution provides easier adaptation and 
GPRS enablement of future AAA platforms. 
 
Another argument for choosing this implementation is that future EAP implementations for the 
NAS-RADIUS authentication procedure will require a backend authentication server. In such a 
case, the implemented EAP type in the RADIUS server will simply be adapted to communicate 
against the GAID. Therefore, the modifications will be kept to a minimum instead of doing a 
complete rebuild of the GPRS interface for an EAP only design. 

5.1.2 The GPRS AAA Interface Daemon (GAID) 
The GAID is the interface between the RADIUS server and GPRS network through which the 
WLAN authenticates mobile GPRS clients (Figure 5.1-1). The RADIUS server core communicates 
with the GAID through a module plug-in we have provide for the server, which is similar in 
operation to the existing SQL database modules, rlm_sql. The reason we designed the GAID was to 
provide a general platform for the RADIUS server against GPRS AAA functions in the GPRS 
network. 
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The GPRS interfacing functionality could have been implemented completely in a RADIUS 
module, but as the interface could be extended to a generic mobile network communication 
platform with multiple interfaces of various characteristics and complexity. We chose to separate 
the functionality completely from the AAA platform. This of course results in a slightly more 
complex design as we need to implement an entire framework for the GPRS interface, but it also 
results in the advantage that it can be easily adapted to other AAA frameworks as DIAMETER, or 
to be used in combination with Pluggable Authentication Modules (PAM). There forth, the GAID 
constitutes an interfacing unit, which in the future can be fitted with any communication interface 
against any external network without compromising the stability or performance of the AAA 
platform. In addition, implementing a GPRS interface as a RADIUS module only would reduce the 
amount of control that the GAID has of any task it needs to perform on a scheduled basis. These 
tasks could for instance include pre-generation of OTPs, updating authentication vectors or mobile 
client databases. 
 
In a first step, the SMS-OTP functionality will be implemented in the GAID in order to supply the 
RADIUS system with a simple GPRS authentication interface. In the future, it can easily be 
featured with true SIM-based authentication methods against the HLR/AuC (authentication based 
on ciphering keys and GSM/GPRS based algorithms). 
 

 
Figure 5.1-1 GAID Design Overview 

 
Authentication 
When the NAS requires authentication of the mobile GPRS user it does a normal Access-Request to 
the AAA server. The server in turn makes a request call to the GAID to authenticate the mobile 
client. Neither the NAS nor the RADIUS server has direct contact with any GPRS node; everything 
goes through the GAID, as the sole interface against the outside cellular networks for authentication 
purposes. 
 
The GAID may use existing SQL databases in order to store and retrieve information about its 
GPRS clients. Further requirements for authentication for the GAID is found in the analysis chapter 
4.5.1. 
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The SMS-OTP Authentication Flow 
1. Client connects to WLAN/NAS (figure below) 
2. NAS gathers authentication info from client (MSISDN + eventual static password) 
3. NAS sends an Access-Request RADIUS packet to RADIUS server containing the client 

information 
4. Upon reception, the RADIUS server forwards the received authentication information to the 

GAID 
5. GAID receives login information and generates OTP 
6. GAID Dispatches the OTP over SMS to the Mobile client referenced by the MSISDN 
7. GAID concludes an Access-Challenge to the RADIUS server wanting the ROTP from the 

mobile client 
8. RADIUS server receives GPRS Authorization response from the GAID and creates a 

Access-Challenge packet containing information from the response. The Access-Challenge 
packet is dispatched to the NAS 

9. NAS receives the Access-Challenge and sends a request for ROTP (The SOTP that the 
mobile client should have received via SMS from the GAID) to the mobile client 

10. Client sends ROTP to NAS 
11. NAS sends its original Access-Request containing the client's ROTP to the RADIUS server, 

which will identify the Access-Request as an Access-Challenge packet identified by the 
State attribute 

12. RADIUS forwards the new information to the GAID 
13. GAID does SOTP and ROTP comparison in order to authenticate the mobile client. 
14. The GAID delivers a GPRS Authentication-Response to the RADIUS server 
15. RADIUS server sends an Access-Accept or Access-Reject to the NAS 
16. NAS receives RADIUS Access- reply and accepts or rejects the mobile client from the 

WLAN 
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Figure 5.1-2 SMS-OTP Authentication Flow Scheme 
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Future SIM-HLR Implementation 
The following flow scheme for authentication based on the mobile clients SIM card can be used as 
a template for future designs. Future implementations of this functionality into the GAID will 
probably use some kind of EAP based authentication protocol. Key derivation and ciphering 
processes needs to be added to the system as well. The basic flow of information should more or 
less be the same for the generic case. The implementation of the SIM-HLR authentication method 
should be expanded to the existing GAID platform. 
 
Flow scheme for SIM-HLR Authentication 

1. Mobile client sends login request to NAS 
2. NAS receives login request from the client and requests IMSI by the client 
3. Mobile client answers with IMSI to NAS 
4. NAS sends the login information to the AAA server over an Access-Request 
5. AAA server forwards authentication information to the GAID 
6. GAID processes the information and sends a Send_Authentication_Info request to the 

HLR/AuC containing the mobile client’s IMSI number. 
7. The HLR/AuC returns RAND and SRES* to the GAID 
8. GAID returns the RAND to the AAA server, and stores the authentication vector in the 

mobile clients database record 
9. AAA server sends a Challenge to the mobile client containing the RAND 
10. NAS forwards the RAND to the mobile client 
11. Mobile client receives the RAND and uses the Ki and RAND together with A3 and A8 to 

generate SRES and Kc 
12. Mobile client sends the resulting SRES to the NAS 
13. AAA receives the SRES and forwards it to GAID 
14. GAID compares the HLR/AuC received SRES* versus the Mobile client’s SRES 
15. GAID returns Authentication ok or fail to AAA 
16. AAA sends an Accept/Reject answer to the NAS 
17. NAS either accepts or rejects the mobile GPRS client 
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6 Implementation  

6.1 OTP over SMS 
The login system consists of several different parts (in order, as observed by the user):  

• A Web page  
• A CGI-script that receives the information from the user, checks the data posted and handles 

the different replies that is received from RADIUS. The CGI-script is also responsible for 
showing the correct login page 

• An Authentication daemon that transfers information between the IP-login-cgi script, and 
the RADIUS server 

6.1.1 The Original IP-login 
When we begun our work we got a WLAN IP-login system to start from. The original system was 
designed to handle WLAN logins that used a Username-Password combination for registered users 
and offered a possibility to handle users who pay by credit card. The system was consisted of an 
html-login page, a cgi-script (IP-login-cgi) to receive the information, and finally an auth-daemon 
(authd) for the RADIUS client-server communication The function was to post data from the web-
login page to the RADIUS server in order to receive an Accept or Deny depending on whether a 
correct username and password combination was entered. If the entered information was correct, 
the user gained access to the network. 
  
When a user posts his login information to the IP-login-cgi script, the script checks that all 
necessary data has been provided. If everything is OK, the script forwards the information to the 
authd main process. Authd forks when the data is received, and thus creating a new process while 
the original main process continues to handle new incoming events. The forked process checks if 
the user is already logged in, if not, authd sends an Access-Request packet to the RADIUS server, 
providing the necessary data. The server either responds with an Accept or Reject message. If the 
response is a Reject, the user gets an error message, if it is an Accept, accounting is started, the user 
is added to the shared memory database, the firewall is opened and the user is redirected to the 
originally requested webpage. When the process is finished, authd is finished. If a user logs out or 
leaves the network without logging out, the control-daemon (ctrld) stops the accounting and closes 
the firewall. 

6.1.2 IP-login for GSM/GPRS Users 
Just like in the case for a pre-registered user, the Internet browser is started and the user enters a 
page of choice. This is in most cases done automatically since browsers often have a start page that 
will automatically be requested when the browser is activated. When a page is requested, the IP-
login-cgi script re-directs the user to the WLAN login page. In this state, the firewall is closed for 
external traffic originating from the user.  
 
For a GPRS-OTP login, only the cell phone number is requested. No additional data is needed since 
the user, for security reasons, do not have a static password. Another reason for not having a static 
password is that then the users have to register in advance, and in order to achieve as high 
availability as possible, we wanted the system to be accessible for a person who is just passing by 
and does not have previous knowledge of the network. When the cell phone number (MSISDN) is 
entered and the post button is pressed, the information will be submitted to IP-login-cgi.  
 
The IP-login-cgi script checks that the submitted data is ok. If so, the data is sent to the main authd 
that will fork, the main process will continue to listen for new incoming requests and the forked one 
will process the request. Authd connects to RADIUS and sends the data, in the GSM/GPRS-case 
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the MSISDN number. RADIUS checks if the MSISDN number belongs to a user that is allowed to 
use the network, if not an Access-Reject is sent, if the MSISDN is approved an Access-Challenge is 
sent to the authd. A challenge means that the MSISDN is approved although the system needs 
additional data (password) to finalize the login. At this time, the RADIUS server sends a One Time 
Password via a SMS-C to the entered MSISDN number.  
 
When authd receives a challenge, a cookie is set containing the MSISDN of the user wanting to 
login and the shared memory location that is used by the associated authd. (When multiple logins 
are handled, they all have unique authds, each with a unique shared memory location). The location 
of the shared memory used for a specific user is necessary when the user posts the OTP. 
 
Authd notifies the IP-login-cgi script of the RADIUS challenge. When the IP-login-cgi script get 
this information it will ask the user to enter the OTP received to the cell phone in the appropriate 
filed. When the user has been provided with the information that the OTP has to be entered, the IP-
login-cgi script has finished its task and exits. 
 
The user now sees a new page that asks for the OTP. When the OTP is entered pressing the submit 
button will start a new post-operation using a new IP-login-cgi script. 
  
The new IP-login-cgi script collects the location of the shared memory to use from the temporary 
cookie previously stored. The result will be that the correct (already forked) authd will be used. The 
IP-login-cgi script sends the information and by doing so, it notifies the unique authd of its shared 
memory address location and a 2-way communication is established. If the cgi script would not be 
able to receive the information about the shared memory from the cookie, it would treat the posting 
of the OTP as a new login and send it to the main authd. The main authd would fork as before, and 
send a new RADIUS Access-Request instead of a challenge reply. This is the reason for the 
temporary cookie to be stored. If the old authd got all the information to assemble a challenge reply 
packet, it would send it to the RADIUS server. The challenge reply packet sent to the server 
contains the original information sent but with a new ID and the entered OTP. 
 
The response from the RADIUS server will be an Access-Accept or an Access-Reject packet, and 
from this point, the login system works in the same way as for an ordinary WLAN login. If an 
accept is received, IP-login is notified, the accounting system is started, the firewall is opened and 
the user is added to the shared memory database. 
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Figure 6.1-1 GPRS User Login 
 
The main difference between the original IPLogin system and the GPRS enhanced version is the 
way the daemons handle the requests. While the original IP-login system forks a new authd every 
time information is posted from the webpage, the authd in the GPRS case also has to handle 
challenges. To separate these two cases we, in case of a challenge, store a cookie containing the 
shared memory addresses for the forked auth-daemon directly when the user posts his MSISDN 
number. This makes it possible to resume communication with a certain authd later; otherwise, each 
post from an IP-login-cgi script would result in a new, forked, authd. Our temporary cookie does 
not have an expiration date and will therefore be deleted when the user closes his browser. 
  
If something goes wrong after having sent the MSISDN, a cookie has already been stored locally on 
the user’s hard drive. To avoid problems and make it possible for the user to try all over again, for 
example if an incorrect MSISDN was entered, the cookie will be deleted if the browser is closed. 
Therefore, it is always possible to close the browser and start all over again. 
 
Increased Usability 
To provide our system with high usability we wanted to have a java applet that handled the network 
logins. The applet was intended to work as a replacement for the html-based login interface 
presented in [6]. The reason for changing the login system was mainly that we had increased the 
complexity of the login process by adding the second stage where the OTP is submitted. Due to the 
limited amount of time and some technical difficulties, the java Login applet was not fully 
integrated into the system. This resulted in the use of a modified version of the original html-login-
interface in our implementation, although a login java applet is also included. 
 
The system now in use to handle the SMS-OTP logins is somewhat complicated. Two different IP-
login-cgi scripts are used, and a cookie is used to forward information from the first to the second 
script. A future developer could make the login system less complicated by extending the Java login 
interface to perform the tasks that is now being executed by the IP-login-cgi script, and by doing so 
making the IP-login-cgi script unnecessary. This kind of new implementation could also be 
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designed to handle logins based on SIM-authentication. One remaining drawback related to the use 
of a java applet is the performance; unfortunately a java based login puts a higher load on the users 
device during the login process.  
 
Remaining Work 
As mentioned, the Login java applet was never fully integrated into the login system, some 
problems remains to be solved before using this applet. When the user is accepted after entering the 
OTP a firewall is opened and the accounting is started. At the same time, a number of actions 
should be performed locally on the users´ laptop. A cookie (containing the information that is 
necessary to re-login the user if he returns to the network) is stored on the users computer. A java 
feedback module that presents information like the time connected and the amount of data 
transferred is also started. This feedback module also contains the Logout button.  
 
The problem, if replacing the html-login system with the Login applet, is related to the information 
sent between the IP-login-cgi script and the browser. When using the html based login system the 
information exchange between the user and the IP-login-cgi script is executed using post-
operations. The java Login system emulates the posting of data using a java url-connection. This 
works well until the last stage when the IP-login-cgi script returns the information needed by the 
browser to create the cookie and start the feedback module. When using the Login applet this 
information reaches the applet instead of the browser, and since the Login applet do not have 
functionality for setting the cookie or starting the feedback module this actions will not be 
performed. 
 
A possible solution to the described problem is to move the functionality of the IP-login-cgi script 
to the Login applet, and to implement a function that makes it possible for the Login applet to start 
the feedback module. For this to work socket communication between the auth daemon and Login 
applet is necessary. If the functionality is implemented like described the IP-login-cgi script will 
become redundant. The cookie that is now being used to keep track of the correct auth daemon will 
also become superfluous since the Login applet will stay connected to the appropriate auth daemon 
until the user is logged in or denied access to the network. 
 

6.2 GPRS AAA Interface Daemon (GAID) 
For loose coupling of WLAN and GPRS networks, there is a need to enable communication and 
exchange of user specific information related to AAA functionality for the WLAN operator against 
a GPRS network. The GAID provides a single logical interface for the WLAN network to enable 
transparent communication against GPRS specific nodes. 
 
The GAID maps RADIUS AAA functionality on a GPRS network by providing a backend interface 
for the RADIUS server through which it can perform authorization, authentication and accounting 
operations. 
 
In a more general perspective, the GAID could perform the same operations for a single WLAN 
operator lacking support for RADIUS, through a Pluggable Authentication Module. 
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Figure 6.2-1 Overview of GAID 

6.2.1 AAA-GPRS Point of Integration 
All the functionality concerning the authorization and authentication processes could have been 
integrated into the RADIUS GPRS module such as intermediate storage of user related information 
as the OTP, during the challenge phase. The reason why this was not done is that the RADIUS 
specific functionality related to the RADIUS protocol should be kept in the server core, while 
everything else is designed to reside in RADIUS modules. 
 
Having GPRS functionality in the RADIUS server might also jeopardize both the stability and 
reliability of the AAA functionality it is supposed to deliver to NASes and other clients. 
After consultation with Alan DeKok at FreeRADIUS, it was decided that this was going to be the 
design of choice for the GAID. 

6.2.2 FreeRADIUS GAID Module 
As described FreeRADIUS uses modules to interface against external databases, towards which the 
clients are authorized and authenticated. Keeping the present architecture of FreeRADIUS intact 
lead us to a design where the GPRS AAA Interface Daemon communicates with the RADIUS 
server through a module. 
 
The module’s structure is similar to the existing modules SQL and CHAP for instance. There are a 
few common functions shared among all the modules that the server core knows exist. Init, 
Instantiate, Authorize, Authenticate, Detach, Destroy are all functions that the server may use in 
order to handle the creation and destruction of a module, as well as request authentication of a client 
from the module. All data belonging to a module is contained in a data structure that is passed on 
between the module calls. The module cannot remember anything between the calls unless it is 
stored in the data structure. The data structure contains a few lists as described before in chapter 4.6. 
When a request is being handled, FreeRADIUS remembers request related information during the 
time it processes the client information in its modules. 
 
Therefore, our module passes all information to the GPRS AAA Interface Daemon in between the 
Access-Requests from the RADIUS client. The GAID module will thus not store any information 
about the states of the present requests or client related information. Everything it does is to check 
specific GPRS attributes in the incoming packets, do function calls to the GAID and do other 
module specific setup at server initiation. 
 
One of the most important issues with FreeRADIUS module design is that it should never 
compromise the reliability and the security of the server. Thus, it never spawns threads or allocates 
memory other than during the instantiation phase of the server. It is simply a passive component 
doing exactly what the RADIUS server tells it to do. 
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6.2.3 Module Operation 
When the RADIUS server is started the GAID module runs through a number of steps during the 
instantiation phase where it spawns client-sockets and tries to connect against the GAID. These 
sockets are put into a socket pool where the RADIUS server’s module threads can get sockets to the 
GAID if they need to communicate against it. When the thread has finished, it returns the socket to 
the pool and exits the module leaving everything intact. Any eventual information that needs to be 
passed on to the authentication phase will be put in any of the three available lists that the 
FreeRADIUS core provides. 
 
The Destroy/Detach section of the module de-allocates all the memory and all the sockets that it has 
allocated during instantiation. 

6.2.4 GAID’s Internal Architecture 
GAID has been built upon multithreading and sockets, in order to fully accommodate the needs of 
the RADIUS server as well as provide portability to other platforms. The main requirement for 
running GAID is that the platform has support for sockets and POSIX threads. 
 
The use of sockets offers a flexible network platform for the GAID by which it can easily enable 
inter-process communication for processes residing within the same physical node as well as for 
processes located on external nodes. 
 
In similarity to the modular structure of the RADIUS server, there is a gain in modelling the 
GAID’s external interfaces against the GPRS networks as modules instead of “hardwired” devices. 
This type of structure allows the GAID to be fitted with any type of communication interface, let it 
be a simple SMS interface or a more complex SS7 based link. The chosen solution thus provides a 
fully configurable and flexible GPRS interface for wireless LAN operators. 
 

 
Figure 6.2-2 Modular Overview of GAID 

6.2.5 General Operation 
Following the model of the RADIUS server, the authentication of a GPRS user might be divided 
into pre-authorization, authorization and authentication. In a real life scenario, there might be GPRS 
users that are authorized to use any network, they might have limited access to certain services or 
perhaps they have even been locked out of the system due to any reason. Before beginning to 
generate the OTP or doing other lookups needed to verify the user’s credentials there is a need to 
make sure that the user is allowed to access the requested resources. This stage is described as pre-

GAID 

Internal 
Database 

SS7 Interface SMS Interface SIGTRAN 
Interface 

External Networks 

SQL Interface 

SQL Database 

AAA Interface 
AAA 
Entity 



 93

authorization, both the user’s credentials and service records are stored in a local database at the 
GAID, which is frequently updated, or then we need to check this information against another node 
containing the necessary information. If stored locally the needed information could be accessed 
through SQL. 
 
Authentication information such as authentication triplets could be stored along with the details of 
which resources and services the user is allowed to access. This requires that the information is 
securely stored so that the authentication information is not exposed to non-authorized users. 
 
If the pre-authorization phase finds the user's record, it should directly store the user's information 
in the GAID's local database residing in the memory in order to avoid making multiple requests to 
external nodes on the same user. 
 
After the pre-authorization has certified that the user can be authorized and authenticated as a GPRS 
user for the requested resources or services; we can generate and send the necessary information to 
the RADIUS server and alternatively SMS it to the mobile user in the case of the SMS-OTP 
solution. The final step follows the reception of the challenge reply from the mobile user and now 
the user's credentials are verified against the information contained in the GAID's database. 

6.2.6 Threading or Forking? 
The main difference between threading and forking is that a fork results in two processes with two 
identical but separated address spaces. This means that the changes each process do to their own 
address space will not be observable by the other. The primary way for two processes to share 
information is through System V IPC shared memory mechanisms. This enables the processes to 
send messages to each other’s message queues that has been allocated and initiated at start-up. Of 
course, this generates more overhead and requires resources during initiation. Shared memory 
mechanisms have to be implemented if multiple processes need access to a common user database 
or just to enable inter-process communication. 
 
An alternative to forking is to use threading, which easily avoids the shared memory problems and 
is a faster and a more effective solution. Threading creates new threads or “sub-processes” within 
the main process and therefore all the created threads share the same address space. It is faster 
because the system does not have to allocate and copy the address space from the main process to 
each sub-process but all the threads share the same memory space along with the main thread within 
the same process. 
 
Although this is a smoother solution than the System V IPC shared memory solution, there is one 
thing that it does not handle by itself, and that is mutual exclusion functionality against the 
database. Without this mechanism, it is possible for multiple threads to simultaneously access and 
change the information contained in the database. This of course might result in inconsistencies in 
the stored information and should be avoided. 
 
Making use of semaphores and mutexes the synchronization aspects can be solved and mutual 
exclusion for thread access to the database is provided for in an acceptable manner. 

6.2.7 Single-threaded GAID 
The GAID was first implemented as a single threaded module only being able to handle one request 
at a time from the RADIUS server. For a system where only a very few users need to be 
authenticated this would probably be enough. 
 
Since the SMS-C systems in today’s mobile networks does not allow so many send requests per 
minute this solution would mean that for each authentication the RADIUS server thread locked on 
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the GAID socket is frozen for the amount of time it takes to send the SMS and receive an 
acknowledge from the SMS-C. Even though this means that the GPRS module is single threaded it 
would not mean that the RADIUS server cannot keep on handling other GPRS related requests 
during this time. However, it will handle other requests belonging to other instances because of the 
fact that the server internally relies on multi-threading. 
 
In order to increase the capacity of handling more authentication requests this lead to the fact that 
the GAID had to be able to handle threads in order to parallelize the communication from the 
RADIUS server core to the GAID. This also goes along the line for a future implementation of any 
EAP type integration into the GAID. The implementation for a fully multi-threaded server/client 
application required changes in both the RADIUS GPRS module as well as the GPRS daemon. 

6.2.8 Multi-threaded GAID 
First of all the GAID begins listening on the server socket that has been assigned to it. At the 
reception of a new connect from a client the main server thread spawns a new thread listening and 
handling requests coming from the client socket that was assigned to it from the main thread. The 
thread associated with a client now loops handling requests completely separated from the main 
thread until the RADIUS server decides to close the client socket that the thread is listening on. In 
this case, the thread exits and releases the resource back to the main thread. The maximum number 
of spawned threads should be configurable. 
 

 
Figure 6.2-3 Behaviour for 3 threads in the RADIUS-GAID implementation 

6.2.9 Inter-Process Communication – RADIUS-GAID 
Because of the chosen design for the GPRS interface, the RADIUS server needed to communicate 
against an additional external node. As described before the RADIUS server core does all the 
communication against external elements through its modules that map the external functions 
against the internal functions. Building the bridge between the RADIUS module and the GAID 
takes advantage of the concept of sockets. They provide flexibility as well as reliable and in order 
packet delivery between its communicating nodes. 
 
In our implementation, the nodes only communicate internally within the server so the 
implementation became easy enough. If the RADIUS server and the GAID would reside on 
different physical nodes, the concept of sockets still works by just choosing a different socket type, 
which is adapted to IP networks, therefore portability to other network architectures and platforms, 
is sustained. 
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6.2.10 Packet Format 
The information flow between the RADIUS and GAID has been split into the notion of packets, 
which for wider solutions suit general network architectures. The packet format used in this 
implementation has an easy design to fulfil our modest requirements. The packet has the following 
structure: 
 

Id Code Length Payload
 
 
Id is an integer indicating packet id number, it has no purpose in the multithreaded GAID 
implementation as RADIUS-GAID communication is parallelized. Packet numbering allows 
serialized handling of requests to the GAID if such a service is wanted from the client, which might 
not necessarily need to be a RADIUS server. 
 
Code is an integer value indicating the action or operation requested by the RADIUS server, or a 
GAID action reply code back to the RADIUS on a requested operation. 
  
The last two fields are related, the length field indicates the payload length and the payload contains 
relevant information for the GAID to handle the request. There are no requirements of receiving 
ACKs on sent packets because the socket delivers the sent information in-order and without loss of 
information, so we presume that everything is delivered as we intended it to be delivered from 
point-to-point. 

6.2.11 SMS Dispatching Strategies 
In order to get the most performance out of the system one solution is to spawn a new thread and 
execute the SMS transmission in it while letting the authorizing request thread from the RADIUS 
server go back to the listening state. The authenticating system would not really benefit from this 
approach, as it is really the SMS-C that is the limiting factor of how many users that can be 
authorized within a certain time interval. It will none the less enable faster response time to the 
NAS from the RADIUS server instead of having it wait up to a couple of minutes or so before the 
OTP had successfully been delivered to the mobile client's cell phone over SMS. 

6.2.12 Database 
The implemented database in the GAID has the simplest possible structure because the 
implementation effort has rather been put into building a framework that can be used for future 
projects. The database is a linked list of nodes that contain user objects that include the most 
necessary information about each user. Since the database is in (volatile) memory and the 
requirements during our test-phase was not that big we considered it to be enough for our purposes. 
 
During the initial authorization phase of a user this solution could probably perform fairly well as 
long as it only keeps the non-authenticated users in it. When the user has been authenticated, the 
information should be removed or transferred to a secondary SQL based database. This 
functionality should not be very hard to implement into the GAID since it already uses socket-based 
communication, and databases as MySQL has support for inter-process communication through 
sockets. Therefore, it was excluded because a future implementation of the accounting part of this 
project could do a more thorough analysis and implementation of the necessary database interfaces 
for the GAID. 
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6.2.13 State Attribute 
The RADIUS protocol states that the State attribute may reside in an Access-Challenge packet sent 
from the RADIUS server in response of an Access-Request packet from the NAS. The NAS must 
supply the challenge reply packet with the provided state attribute from the RADIUS server.  
 
The State attribute is a way for the RADIUS server to confirm the authenticity of the received 
challenge reply. If an attack is launched against the RADIUS server in purpose to authenticate a 
false user, the RADIUS server can use the packet information to see if the attack contains a 
replayed state and if the state is authentic. The state is a uniquely identifiable condition related to a 
certain challenge, which makes it hard for a potential attacker to try to authenticate with false or old 
information. 
 
In our implementation, the State attribute has been realised. However, the State attribute is presently 
a trivial state, which needs to be completed with a State generation function that generates unique 
states. During authorization, the state attribute is generated belonging to an authentication vector for 
an authentication session. In case the State attribute does not exist or does not match the stored state 
in the GAID during authentication, the authentication of the client fails and returns reject. After a 
successful authentication, the state attribute associated with an authentication vector is removed in 
order to reject re-authentication attempts. 

6.2.14 OTP Generation 
The solution uses the random devices of Linux called /dev/random [107] and /dev/urandom [107], 
which means that it only works on platforms supporting these devices. Making it work for other 
platforms is merely a question of implementing a new OTP generation function that uses its own 
devices or algorithms. 
 
The urandom device is built upon the concept of entropy, which means that it tries to keep the 
entropy of the random source as high as possible by gathering noise from events and processes 
around it. The urandom device always returns random numbers, or at least as random as it can be 
while the user reads from it, which means it never blocks on a read. This is a potential weakness for 
the system when it comes to standing against cryptographic attacks based on the low entropy of the 
random source and it might thereby open up an opportunity for non-authorized access to the 
network. 
 
If the operator wants to ensure that the generated OTPs [72] really are random at all times, it can 
instead be using the /dev/random device. It always guarantees certain entropy, and thereby we know 
that the information we get is random enough. On the other hand, this device blocks when the 
entropy drops below a certain level where it can no longer generate enough randomness in the 
output stream. This will of course block the authentication of the GPRS user until the random 
source has enough entropy again and can continue to generate random information. 
 
If there are, enough random sources that can provide the servers with the needed information it 
could be possible to multiplex or switch the random source when the entropy of one source has 
dropped too much. 
 
Random generator implementations based on an algorithm started on seeds, like the function rand() 
[108] in the C programming language is not recommended unless the seed is somehow randomly 
generated at start-up, still it is built on an algorithm and might not provide enough randomness for 
the OTPs [74]. By using hashing functions as MD4 [75], MD5 [76] or SHA-1 [109] it is possible to 
increase the randomness of the OTP generated by the rand() function. 
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6.2.15 GPRS Specific Additions to RADIUS 
In order to be able to separate which method the user wants to be authenticated through we added a 
value-pair attribute called “GPRS” in the Access-Request RADIUS packet that enables the GPRS 
authorization module in the RADIUS server to identify which kind of user it is, in order to try 
avoiding authorizing normal WLAN users for instance. 
 
The GPRS specific attribute “GPRS” with id 101 was added to the file raddb/dictionary. A 
definition for the value-pair had to be defined as PW_GPRS = 101, this was done in radius.h. Since 
GPRS/GAID is not a standardized AAA type in the RADIUS protocol, other RADIUS modules 
might occupy the specified attribute in the future for other purposes. In this case, the GPRS attribute 
needs to be redefined in the RADIUS dictionary for proper operation of the GPRS client 
authentication. 

6.2.16 The Future Evolution of GAID 
Our GPRS module for FreeRADIUS has been designed with the intent that a future upgrade of the 
server to a GPRS capable EAP module should not be too extensive. Therefore, the separation of the 
RADIUS and GPRS specific functionality has been imposed on the system in order to make the 
transition to an EAP system easier. 
 
The GAID can easily be fitted with additional functionality in order to provide better services for 
mobile clients. The figure below shows a possible future design of the GAID that supports 
RADIUS/PAM as well as DIAMETER protocols interfacing against any kind of mobile network 
through IP/SS7/SIGTRAN interfaces. 
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7 Analysis of the Implementation 

7.1 GPRS AAA Interface Daemon Related Issues 
A number of different issues related to the implementation and performance of the GPRS interface 
is analysed and described in this chapter. 

7.1.1 Reliability 
During the implementation of the GAID, the RADIUS server version 0.8.1 has acted very stably. 
During further implementation and testing of the SMS-OTP solution, the RADIUS-GAID 
combination has proved to work very reliably as well. Memory leakage and deadlock behaviour has 
not explicitly been analysed and testing has not made us observe any apparent erratic behaviour 
during a two-month period. As a note, RADIUS handles deadlock avoidance by letting the threads 
handle requests in a round-robin fashion. Therefore, deadlock handling has been turned over to the 
RADIUS server core. 
 
Some small scale testing has been made on the RADIUS-GAID setup in order to verify that the 
threading functionality of the GAID is working as expected. The RADIUS server was flooded with 
authentication request packets and GAID’s threading behaviour worked as designed. Specific 
performance analysis on the GAID setup has not been performed, as it would tell us very little. As 
specified before, the bottleneck in the system is definitely not the RADIUS-GAID setup but the 
SMS-C that handles the SMS transmission of the OTPs to the mobile node, which tries to 
authenticate itself against the network. 
 
OTP generation of the 8-byte authentication vectors is neither a limiting factor in the SMS-OTP 
case, and especially not with the computers of today. In large-scale environments with tens of 
thousands of users it is most probably the authentication against external nodes like HLRs and 
SMS-Cs that is going to be the bottleneck of the system. 

7.1.2 Database Performance 
If the projected number of users to be authenticated in this system would grow big, it would 
probably be advisable to modify the database with a hashed based database for faster operation. No 
performance measures have been made on where the threshold for an acceptable performance for 
the implemented database lies. 

7.1.3 OTP Generation 
As described in the implementation section, the random source tries to keep high entropy by 
continuously gathering information from different devices. If too many OTPs are generated within a 
too short time interval, the entropy might decrease to such low levels that the generated OTPs begin 
to lack randomness, and it will thus be easier to penetrate the system with an appropriate 
cryptographic attack. The problem could be solved by observing the server load and try to pre-
generate the OTPs over a period of say 24 hours instead of generating them all in the busiest hours 
in a 4-hour period during afternoons. No studies have been done on this subject in our work and it 
might very well be that the entropy flow of the random source is enough to comply for our needs. 
Solutions that use hashing algorithms to increase randomness of the OTP might be used [78]. 
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7.1.4 Scalability 
As the GAID's network interface is built on sockets, it is easy to use it in several network 
architectures as serving many RADIUS servers or acting as an authentication server for PAM 
modules in NASes.  
 

 
Figure 7.1-1 GAID Operating in Multi-AAA-Protocol Environment 
 
Considering other scaling aspects affecting performance degradation with increasing amount of 
users the GAID is not the limiting entity in the system. The RADIUS server core’s ability to handle 
incoming requests and the GAID’s SS7/IP authentication interfaces towards the GPRS network are 
the primary bottlenecks in the system. GAID should scale well in these terms. 

7.1.5 Request-Reply Latency/RADIUS Packet Transmission Performance 
Issues 

During periods with heavy-load, the HLR/AuC could be overloaded in very large-scale scenarios. 
Considering that, the HLR/AuC needs to provide the GSM/GPRS network as well as the WLAN 
operators with authentication functionality, a resulting congestion situation could increase response 
times for the GAID and therefore also for the RADIUS server against the NAS. 
 
There might always be some unforeseen scenarios where the RADIUS server against the NAS 
cannot guarantee a predictable response time. The fixed retransmission time for the RADIUS client 
is appropriate when the RADIUS server performs local authentication where the limiting factor is 
not the backend authentication interface, but harddrive seek times, database access times, etc. 
 
Considering the NAS's retransmission behaviour of the Access-Request packets to the RADIUS 
server, let it be the OTP or SIM-HLR implementation, there might be a need for an adaptive 
retransmission interval compared to the fixed retransmission delay for pure WLAN client cases. 
The negative effect of not changing the retransmission behaviour of the NAS could result in 
unnecessary flooding of the RADIUS server by the NAS and thereby resulting in unwanted 
blocking of new authentication requests from other authenticating NASes, not to mention the 
excessive usage of local resources in a large-scale situation. 
 
Consider the case where the NAS sends an Access-Request packet to the RADIUS server and the 
packet get lost on the way and that a normal response time from the GPRS network during SMS 
transfer is 60 seconds. Configuring the NAS for a retransmission time of 60 seconds will in the case 
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of dropped packets result in a retransmission of the Access-Request packet after 60 seconds if an 
answer has not been received from the RADIUS server.  
 
There is a potential risk that the authentication of a user could take several minutes in this case. 
Depending on the load on the RADIUS server acting as the authenticating node against the GPRS 
network, the retransmission time could be lowered to 30 seconds thus allowing moderate flooding 
of requests to the authentication server. This way the latency could be lowered by 30 seconds for 
authentication replies. 
 
For a more effective operation, the NAS would benefit from receiving an Access-Request-ACK 
from the RADIUS on a successful request packet reception. The RADIUS protocol does not have 
support for this kind of functionality since it is normally found in the transport layer provided by 
TCP. TCP was dropped because of the expected behaviour of a RADIUS server and the 
retransmission mechanism was turned over to the RADIUS client. All RADIUS communication is 
performed over UDP. 
 
A possible solution to make the RADIUS communication more effectively would be to let the NAS 
adapt the retransmission delay based on old authentication delay statistics and make own 
predictions. If the NAS observes an average Access-Request reply delay from the RADIUS at 
around 20 seconds, it could adapt the following access requests according to that. This would 
sustain the RADIUS protocol compatibility. 
 
The discussed matters apply to Access-Challenge replies as well, bound from the NAS to the 
RADIUS server. When the authorization is complete for the RADIUS server, it has all the 
information it needs to verify the credentials of the authenticating node. Therefore, a response to an 
Access-Challenge reply from the NAS will take around the same predicted time as for a normal 
authenticating WLAN user and the same retransmission timings could be used. 
 
Implementing an authentication (WLAN/GPRS-user) specific retransmission delay-adaptation 
algorithm into the NAS would most probably increase the efficiency of the RADIUS server's 
request handling capabilities and thus enable it to service more NASes.  
 
These concerns affect all RADIUS servers with backend authentication servers that may introduce 
or cannot guarantee a maximum response delay for RADIUS authentication requests. 

7.1.6 Security 
[77] expresses hesitation against using IPSec for all implementations because of the “significant” 
increase of overhead for some applications. This is a result of the security deficiencies in the 
RADIUS protocol, which are probably not going to be solved, but rather relied to be solved by the 
use of secure layers such as IPSec and TLS. 
 
[79] also states that the SIGTRAN protocol does not take special measures to protect information 
contained in the IP packets but merely refers to the use of IPSec as the general solution to provide 
necessary protection against attacks. 
 
When considering the security aspects for the communication modules for the GAID’s external 
communication links against the GPRS network, it is very likely that IPSec will be used. Some 
consideration should be put into using other measures to protect the confidentiality and integrity of 
the information exchanged against external nodes within the scope of additionally produced 
overhead by the security protocol of choice. 
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In case the GAID is attached to SS7-links, the security issues are solved within the SS7 network 
and no other security measures should need to be imposed by the WLAN operator. Except that, the 
Signalling Gateway or NAS belonging to the WLAN operator is protected from un-authorized IP-
based traffic through firewalls. 
 
[79] SS7 networks are not relying on security through secure network layer protocols such as IPSec. 
They rely on the privacy of the network, which means that the network is private due to its 
separation from public networks like the Internet. Therefore, when insecure IP-networks are used in 
inter-networking scenarios, the SS7 networks needs to be protected from the IP-network. For 
instance by using firewalls. 
 
Concerning the inter-process communication between the GAID and the RADIUS server, it is 
assumed to take place within the same physical node and is thereby protected by the firewall against 
the external network. As the traffic between the GAID and the RADIUS server is in no way 
protected, locating the GAID on an external node would require the use of encrypted tunnels or 
some other security measures. GAID's traffic against the SMS-C for instance, also needs to be 
protected by the means of a secure network layer regardless of its location. 
 
The GAID could be integrated into non-RADIUS systems serving as backend authentication 
servers. Projects like the stockholmopen.net platform, which has support for Pluggable 
Authentication Modules (PAM), could enable the access network to authenticate their clients 
against GPRS networks as well by using the GAID, depending on what links they have against a 
mobile network. In that case, the GAID needs to be completed with a PAM interface in order to 
accept authentication calls from the network. The same security issues relate to the use of PAM as 
for the RADIUS-GAID communication. 
 
If pre-generated authentication vectors like OTPs or [RAND, SRES, Kc] are stored within the AAA 
node including the GAID, it needs to be protected from external access. Some solutions take 
advantage of hashing algorithms in order to protect the information. However, the protection of 
choice should be invertible since RAND,SRES,Kc triplets only make sense in using them in the 
way as described and would otherwise only return garbage. It is recommended that the information 
is not stored in cleartext but encrypted with some secret key that is non-accessible for the outside 
world. The encryption mostly makes sense if the authentication vectors need to be stored in an 
external database, at which time the GAID may encrypt the information through some algorithm 
and secret key. The issue of how to securely store the GAID’s encryption key is then still a 
remaining problem. 
 

7.2 IPLogin Implementation Changes 
Starting with the IP-login-system constructed in [6] we have implemented changes to make it 
possible to handle the RADIUS challenges that are necessary for the SMS-OTP system. On the 
user-side of the system changes has been made in the IP-login-cgi script, the auth-daemon and the 
html-login page, the use of a temporary cookie have also been added.  
 
The system design for the SMS-OTP solution will provide a secure and functional way of enabling 
the authentication against a WLAN network. The login process is easy to understand and works in a 
straightforward way. Hopefully, the simplicity will attract new users to WLAN networks.  
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Although, some problems still exist. The login system may be considered slow, especially if the 
user by some external reason needs to wait for the SMS. A delay could occur because of high loads 
on the SMS-C, GSM/GPRS network or some other external reason. The Simplewire solution we 
have chosen to implement might produce delays if the SMS has to travel through many networks 
before reaching the receiver.  

7.2.1 Java-Applet Development 
In a future work, it is possible to make the structure of the implementation simpler by moving the 
IP-login-cgi-functionality to a java applet and let the applet communicate directly with authd. Using 
a java applet also has some drawbacks, the primary problem is that java is needed on the computer 
that attempts to login. This is no big issue since most modern computers do have support for java, 
but it might occur. It is also a possibility that the user has java support but does not have java 
installed. Something that might be useful in a future development of the system is a function that 
detects whether the user has java support or not. If not, an html login page should be loaded. If the 
user has java support but does not have java installed, he should be allowed to access a java 
download page.  
 

7.3 Systemwide Issues on the SMS-OTP Implementation 
The system will, when fully implemented, be user friendly and provide an understandable way to 
login into a WLAN network. The system will make it possible for small companies to provide 
WLAN solutions, and minimize billing problems by leaving those issues to the GPRS operators. 
The problem is that frequent users might consider the process of logging in a bit time consuming.  

7.3.1 Link Security for OTP over IP Networks Against the SMS-C  
When the system connects to a GSM operator’s SMS-C over an IP network this traffic should be 
tunnelled, encrypted or in some other way protected from insight. Unfortunately, none of the 
Swedish GSM operators supports any form of encryption against their SMS-Cs. This is most likely 
because normally no sensitive information is sent using SMS. External clients, like this system, 
could generate market value in providing safe connections towards SMS-Cs, but it is probably 
going to take some time to get that functionality. The best way of sending a SMS in a safe way 
today is to use the SS7 system all the way by using a GSM modem or a cell phone in order to send 
the SMS.  

7.3.2 SMS-OTP System Security 
Using a safe connection between the network and the SMS-C, the SMS-OTP system will provide 
high security for the user. Possible problems are that the cookie stored for a fast login could be 
stolen and used during its remaining lifetime. If the stored cookie method is not applied, the user 
will have to re-login by using an OTP every time he visits the network.  

7.3.3 Possible Drawbacks 
There is a problem with the existing configuration, if the user does not complete the login process. 
If the user starts to login, posts the MSISDN but never enters the OTP, the authd will not be killed; 
this is something that can be solved in a future work. As long as the logins are completed this is not 
a problem.  

7.3.4 Limitations 
The most critical limitation for authenticating GPRS users through this or any system (SS7 over IP 
and IP networks) for that matter is the basic response time for the mobile network. Considering a 
WLAN network that wants the cheapest possible service for its customers, will have to rely on 
external servers that can provide a centralized management of GPRS users on IP networks. These 
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servers should contain the necessary information for an instant reply for GPRS users without the 
delay of an HLR/AuC request. 
 
This would require the intermediary storage of authentication vectors in the GAID’s database in 
order to enable faster authentication response times. The WLAN-GPRS platform’s future 
enablement of mobility services based on MobileIP, should as an integrated system, be able to 
provide low-latency handovers. In this aspect, the SMS-OTP solution might be a limiting factor. 
A future implementation of EAP based protocols for authentication purposes will probably be able 
to deliver the required performance in order to provide a seamless environment avoiding long 
handovers. In order to take advantage of the SMS-OTP solution an implementation that polls the 
OTP from the GPRS unit without the influence of the human factor, needs to be implemented into 
the mobile client. For GPRS-WLAN integrated interfaces, the mobile client will not be able to see 
the OTP in any display. Presently the system therefore enables GSM users as well as GPRS users to 
login into a WLAN system based on their mobile network credentials. 
 

7.4 Usability 
The login system is designed with intent to create an easy to understand login process. The basic 
functionality is the same as in the inherited login system, and even though the One Time Password 
requires additional stages, it is still fairly easy to use. In order to improve usability further we, 
during the development, experimented with a java login applet, mainly to make the login more 
intuitive. Since integrating the experimental java login implementation into the final system 
required modifications and our time was limited, we choose to stay with the cgi-based system in the 
final version. In a future implementation, it could be appropriate to use a java based login system in 
order to increase usability. 
 
If a GPRS user for some reason should enter a wrong OTP when logging in to the network he 
should be rejected, but also get a possibility to correct his mistake. Unfortunately, the IP-login-cgi 
implementation lacks of a mode that is able to handle this situation. There is a function that informs 
the user that the entered password is incorrect, although he will not have a possibility to enter his 
OTP one more time, the only option is to start the login process all over again. For an ordinary 
WLAN user login this situation will never occur, it is fully possible for a WLAN user to press the 
“back”-button in the browser and try again.  
 
For GPRS users re-sending the OTP is not an option due to the complex system that uses different 
IP-login-cgi scripts connecting to the same auth daemon at different times. In order to solve this 
matter the IP-login-cgi script has to be modified by adding a new “error_message”-mode. This new 
mode should allow GPRS users to make a limited number of attempts to submit his OTP in a 
correct way before exiting the cgi-script. If the user has not succeeded logging in after, for example 
three attempts, he will need to close his browser and start again by ordering a new OTP. 

7.4.1 Fast Login 
The system for fast login (based on the use of cookies) that is implemented in [6] only works for 
WLAN users. This is related to the challenges that are necessary for GPRS users and the fact that 
the system works in stages instead of sending all AAA information to the server at once. The fast 
login functionality could be implemented in the login system, however, due to the lack of time we 
have not implemented it in the thesis system. 
 
If a solution for direct submission of all information were implemented this would also make it 
easier to create a Direct-login option for GPRS users. This would be an option for a user who still 
have a valid OTP; to enter MSISDN, static password and OTP at once and get logged in 
immediately without the use of cookies. 
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8 Conclusions 
In this thesis, a number of deployment scenarios have been presented [83] that enable a GPRS 
subscriber to roam in GPRS enabled WLANs. The chosen design of the WLAN architecture and the 
used authentication software will require different implementation solutions. An attempt has been 
made to design a generic GPRS-WLAN interface platform that can easily be adjusted to future 
AAA protocols and should thus fit various WLAN architectures as well. The future integration of 
non-heterogeneous networks will need varying solutions. The analysed system only concerns 
loosely coupled WLAN-GPRS systems integration. Therefore, the presented system performs 
authentication of a GPRS client, based on credentials against its home network over public Internet 
as the transport network. Charging is performed against the client’s home network regardless of 
which network the client is roaming in, and billed through the monthly invoice that the client 
receives via the associated subscription. 
 

8.1 Generic WLAN-GPRS Interfaces 
The developed interface, which has been closely analysed and described in this master’s thesis is 
named GPRS AAA Interface Daemon, or shortly GAID. The main issues when considering to 
integrate GPRS and WLAN systems are related to authorization, authentication and accounting. For 
GPRS subscribers, these operations are performed by the GPRS network, in cooperation with the 
hardware and software in the SIM. Therefore, a logical standpoint for WLANs would be to reuse 
the existing authentication framework that the GPRS technology provides as a first stage in 
achieving roaming. A first implementation was based on sending a One Time Password over SMS 
to the mobile client’s cell phone. The solution may apparently be somewhat slow if it would be 
used in a fast roaming scenario where the mobile client performs inter-network roaming between 
various operators several times per minute for instance. However, Fast-Login solutions as described 
in 7.4.1 may prove it to become a viable solution for everyday use. The solution does not have any 
prominent support for encryption capabilities, but is instead trusted to be provided by any 
underlying protocol, such as IPSec. 
 
In order to enable efficient and secure mobile communication we have concluded that solutions 
based on authentication mechanisms provided by a SIM is the best solution. This solution has the 
disadvantage that it is technologically more complex and there forth more expensive as well. 
Although, the rapid technological advancement in mobile equipment and related protocols such as 
EAP-SIM, EAP-AKA etc, is making us believe that this will be the primary solution within a 
nearby future. The mentioned EAP protocols solve authentication and data encryption issues by 
taking advantage of the SIM card and existing GPRS technology such as HLRs/AuCs. Due to this, 
the WLAN has to be enabled to communicate against SS7 networks. A few deployment scenarios 
have been outlined in chapter 4.3 that presents a number of probable solutions. The recently 
evolved SIGTRAN protocol may also provide an alternative solution for WLAN operators instead 
of pure SS7 technology. Through a SS7 resource sharing/broker architecture, SIGTRAN may prove 
to be economically viable for smaller WLANs as well, when providing wireless services for mobile 
GPRS subscribers. 
 
When authorization and authentication has been concluded for a mobile subscriber, the WLAN 
needs the possibility to charge the client for consumed resources. A few solutions have been 
presented in chapter 4.4 that outlines a generic accounting interface towards GPRS networks. As 
with the authentication interface, the integration of WLAN accounting functionality is most 
probably going to follow GPRS standards and adapt to existing technology and interfaces. CDR 
transfer protocols as TAP3 has been standardized for use in GSM/GPRS/3G networks and enables 
exchange of charging information between operator billing systems for instance. GPRS networks 
already use the standardized Ga interface for CDR transfers. Although these solutions provide 
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standardized ways of exchanging accounting information between operators, the operators may 
choose to go with a broker system that handles all various accounting formats. The billing broker 
may act as a gateway with trust relations with different GPRS and WLAN operators. Therefore, 
eliminating the requirement, for a WLAN operator to have support for obscure accounting protocols 
used by a certain mobile operator. This may easily be the case when the mobile subscriber is 
roaming between worldwide operators. 

8.1.1 The Developed GPRS AAA Interface 
The developed GPRS interface is multi-threaded and therefore able to handle parallel AAA tasks as 
required by the AAA infrastructure. In order to use the GPRS interface the AAA entity needs a 
communication module to interface the GAID, which is performed over sockets. The chosen design 
of the GAID there forth allows easy adaptation to future authentication platforms such as 
DIAMETER/PAM. The present GAID solution performs stable along with a RADIUS AAA 
platform. 
 
The RADIUS platform, which in this thesis has been built upon the GPL’d FreeRADIUS version 
0.8.1 has been modified to be able to interface with the GAID. As explained before the idea with 
the GAID was to allow easy adaptation to future AAA platforms. Therefore, FreeRADIUS was 
implemented with a GPRS module that could interface the GAID. This is more or less the required 
modifications for any AAA platform that needs to be enabled with GPRS functionality. 

8.1.2 IPLogin 
The original IPLogin platform already handled WLAN clients. The system was extended with the 
possibility to handle Access-Challenges from the RADIUS server and accept GPRS mobile 
subscribers entering the WLAN access network. The authd entity in the IPLogin system was 
enhanced with the mentioned capabilities along with additional required feedback against the CGI 
script through which the mobile client communicates with the authd. 
 

8.2 The SMS – OTP Authentication Solution 
The SMS-OTP based login system provides an easy way of offering WLAN access to GPRS users. 
No prior knowledge of similar systems is needed for the user to get started. The main disadvantage 
is that the system may be considered slow since the user has to wait for the SMS to arrive before 
completing the login. This is solved by the use of an encrypted cookie that stores the information 
needed to automatically log in the user the next time he arrives. However, the cookie may be stolen 
and used by someone else for the remaining lifetime of the cookie. A user that often leaves his 
laptop unattended is recommended to disable the use of cookies.  
 
There are some different ways of sending the SMS containing the OTP. Either this is done using a 
Web service, an IP connection against a SMS-C or by a locally connected GSM-modem/GSM-
phone. Since neither the Web service nor the SMS-C can provide a secure connection over the IP 
network, we recommend a future implementer of the system to use a locally placed GSM-modem or 
cell phone. Hopefully, secure IP connections against SMS-Cs will be provided in the future, and 
therefore we recommend making an evolution of the options available at the time the system taken 
into use. 
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9 Future Work 

9.1 Analysis Work Left 
A full analysis is required of protocol performance, user layer requirements, security considerations 
and requirements for an implementation based on M3UA/SUA/TUA for transportation of 
MAP/CAP over IP networks. This analysis should conclude which user adaptation layer is 
sufficient for the GAID to implement in order to enable communication over SIGTRAN against a 
signalling gateway towards SS7 networks. 
 
Analysis of IPSec considerations and requirements for SIGTRAN user adaptation layers over IP 
network transportation. The analysis should conclude which requirements and modifications that 
the SIGTRAN protocol requires of the IPSec protocol. 
 
Further investigation needed on performance requirements on behalf of the GAID over SS7 links in 
order to fulfil the requirements of the SS7 network for error-free communication. 
 
Further analysis is required on accounting/link redundancy issues as well as signalling gateway 
redundancy in relation to IP located signalling endpoints within the scope of multi-homing and 
SCTP stream redundancy. 
 
Analysis and testing is required on how to efficiently implement IP mobility in GPRS networks. A 
number of different solutions exist, FA co-located in GGSN or externally in a separate node 
(DHCP/NAT/Firewall) for instance. 
 

9.2 Improvements to the Existing Implementation 
Integration of SS7 or SIGTRAN protocol stacks and physical interfaces into the GPRS AAA 
Interface (GAID)/AAA server. In order to enable the GAID to communicate against GPRS 
networks it needs access to SS7 hardware/protocol stacks or IP hardware and SIGTRAN. These 
needs to be implemented into the GAID. 
 
Product profile information needs to be returned with the Access-Accept packet from RADIUS. 
This is implemented according to [83] where the solution recommends that the product profiles are 
sent back as Vendor Specific AVPs in the RADIUS reply packet. The product profile information 
gives directions for the NAS about which services the mobile client is allowed to use. 
 
If the NAS receives a product profile from the RADIUS server according to above, it should 
enforce the service profile on the mobile client. Furthermore, if the mobile client chooses a reduced 
service profile (to a lower cost) the NAS should be able to inform the RADIUS server about which 
services the mobile client has chosen to use. Thereby, allowing the GAID to generate correct 
information about the service level (including QoS levels) that the client has used and so forth 
generate a correct bill. 
 
Including a new “error_message”-mode in the IP-login-cgi script. This new mode should handle 
situations where GPRS users submit incorrect OTPs. Using the present IP-login-cgi script the user 
will simply be redirected to a page that informs him that the supplied OTP is incorrect, although the 
user will not have a possibility to correct his mistake. The new error_message mode should keep the 
IP-login-cgi script and auth daemon alive until the user has used up his number of retries. 
 
Implementing ”Fast login” –functionality. For GPRS users that have a valid OTP from a previous 
session but does not have another fast login option would be suitable. This type of login should be 
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handled as a regular WLAN login and support simultaneous submission of the MSISDN, the static 
password and the OTP. By doing so, it would reduce the login time and complexity of the process 
 
Enabling the use of a “fast-login”-cookie for GPRS users that works in the same way as the cookie 
for WLAN users. The cookie should contain information that enables the NAS to perform the 
authentication procedure of the mobile client without asking for further information from it. 
Therefore, the cookie should contain MSISDN, Static password (if any) and the OTP (or 
authentication vector for the SIM-HLR case). With this information, the NAS can send an Access-
Request, reply to an Access-Challenge from the RADIUS and finally complete the Access-
Challenge-Reply back to the RADIUS server. This will work if the lifetime of the authentication 
vector has not passed its limit (controlled in the GAID). 
 
Unique State generation for each issued challenge, the State protects replay scenarios. The State can 
already be stored along with the authentication vector. The State attribute is already in use by the 
system. However, the system needs to be able to generate a unique state for each RADIUS 
Challenge that enables the RADIUS server to verify the authenticity of the Challenge-Reply packet 
from the NAS. 
 
The NAS needs to reply with the identical State as received from the RADIUS server in order for 
the RADIUS server to accept a Challenge-Reply from the NAS. The system presently only uses a 
trivial state. 
 
PAM module for the GAID in order to enable StockholmOpen.Net type networks to use it without 
RADIUS support. 
 
The necessary configuration information for the GAID should be parsed from a file. 
 
A generic SMS-C interface, handling several SMS protocols and which performs load-balancing 
against the SMS-C. Presently the GAID only handles communication against one SMS-C 
(Simplewire). A future improvement of the system may provide a generic SMS-C interface as well 
as balance the SMS transmissions simultaneously over several different SMS-C to achieve faster 
authentication response times. 
 
CDR aggregating functionality that gathers information from the Accounting database on a 
scheduled basis. The RADIUS accounting functionality merely collects the accounting information 
related to a mobile client in a database (SQL for instance). In order to generate a bill this 
information needs to be gathered, formatted appropriately and dispatched over any interface that 
provides reliable transmission of billing information. 
 
CDR transmission interface towards billing systems or GPRS networks according to analysis in 
chapter 4.4. The main issue for the transmission is that it should be reliable, therefore taking 
advantage of redundancy or retransmission mechanisms in order to guarantee secure delivery of 
sensitive billing information. 
 
Implement an SQL interface for the GAID's AAA operations (Accounting will need the SQL 
interface to gather accounting information in order for the GAID to generate CDRs). In order to 
enable the GAID to get the accounting information stored in an accounting database it needs an 
interface to access it. 
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A mechanism that provides secure connections between the GAID and the GPRS network. May be 
provisioned by IPSec on the network layer. In order to reduce the risk of cryptographic attacks and 
the exposure of secret GPRS client related information it is important to protect the information 
during transportation over public networks. 
 
Memory leak analysis needs to be performed on the GAID after full implementation of the GPRS 
AAA related functionality. 
 
Server presently runs in non-daemonized mode, implementation of daemonizing functionality 
should be easy. 
 
When interrupting the GAID (signal), the database memory as well as the thread_pool resources 
needs to be de-allocated. Other sensitive information that needs permanent storage needs to be 
stored as well. 
 
Redundancy mechanisms for accounting needs to be implemented for GAID in order to provide a 
fail-safe environment for storage of sensitive information. Accounting information may be 
destroyed due to database failures for instance, storage of sensitive information in multiple 
databases will help avoid complete data loss. Frequent handling and transmission of accounting 
information would also be an alternative solution. 
 
Enable system logging when the GAID runs in daemonized mode in order to read error messages. 
 
Pre-generation of OTPs, pre-fetch new authentication vectors from the HLR/AuC during low server 
loads, perhaps on a scheduled basis. The solution will reduce authentication delays as well as 
provide better randomness for OTPs and thus decreasing the chance for successful cryptographic 
attacks on the system. 
 
Implement adaptive retransmission timer for the RADIUS client in the NAS. The implementation 
should reduce RADIUS server-reply latencies depending on the used authentication method. SMS-
Cs may be overloaded for instance and in such a case the normal retransmission behaviour of a 
WLAN-client will flood and timeout before a reply has been received from the RADIUS server. 
 

9.3 Large-Scale Implementations 
Implementation of Accounting functionality into the GAID, including generation of CDRs and 
transfer of CDRs over appropriate interfaces to the HPLMN (GPRS operator) or billing 
broker/system. 
 
Implementation required of a Signalling Gateway to transport traffic from IP to SS7 networks. The 
SG functionality could be co-located in the GAID in order to support and perform study of SS7-
over-IP proxying/SS7 resource sharing for multiple NASes. 
 
Implement Foreign Agent functionality into the GGSN (or other solutions according to analysis) in 
order to support IP mobility in GPRS networks as well. 
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Appendix A: NAS setup 
From [6] we inherited a NAS setup. Certain updates have been made but the main modules are still 
the same: 
 

- RADIUS server, FreeRADIUS 0.8.1 
- SQL database, MySQL 3.23.52 
- DHCP server, included in RedHat 8 
- Firewall, included in RedHat 8 
- NAT, functionality included in Iptables (included in RedHat8) 
- Web server, Apache Server 1.3.9 
- IP-login 

 
Starting up the different systems located on the NAS 
A script file is placed in the NAS for starting the entire system, the file is called setup.sh and is 
found in /home/exjobb/mod/ 
 
The IP-login system 
The IP-login source code is placed in home/exjobb/wlan/IP-login-1.0/src/ 
 
In some situations during testing the IP-login system might need to be manually stopped, started or 
restarted. This is done by executing /usr/sbin/IP-login start, /usr/sbin/IP-login stop or /usr/sbin/IP-
login restart. 
 
The Apache web server 
The apache web server is started from the setup-script. The html files and complied versions of the 
scripts is placed in /var/www/. The IP-login code consists of different scripts, all written in C and 
placed in /home/exjobb/wlan/IP-login-1.0/src/  



 



 

Appendix B: Test bed setup 

 
 
 



 



 

Appendix C: IMSI/MSISDN 
 
IMSI – International Mobile Subscriber Identity 
The IMSI number is a unique identification number that is related to a mobile subscriber. Each SIM 
is associated with one IMSI number. It is used for authentication purposes in GSM and GPRS 
networks. The HLR/AuC is able to find the mobile subscriber in its database based on this number. 
 
 

 
 
 
MSISDN – Mobile Subscriber ISDN 
In similarity to the IMSI number, the MSISDN is related to a mobile subscriber. The MSISDN 
number is the actual cell phone number that is used during a call to route the traffic to the correct 
cell phone. 
 

 

 



 



 

Appendix D: The Simplewire API 
Using the Simplewire SMS-API 
To be able to use the service trough witch we have sent our SMSes during the development phase, 
the installation of an SMS-API distributed by Simplewire is necessary. The implementation is 
called “SMS Software Development Kit”, and is available for download if you register for a 
Simplewire developer’s account. The registration was free of charge at the time we registered 
(January 2003), and probably still is. The Simplewire web-page also contains several examples of 
how to send SMSes. The registration for a Simplewire developers account also provides the 
developer with a virtual inbox for SMSes, this inbox works in a similar way as an ordinary web 
mail service. During the development phase an unlimited number of SMSes can be sent to the 
inbox. 



 

 



 

Appendix E: GPRS Interface Daemon – GAID 
The documentation for the GPRS AAA Interface Daemon is enclosed in this section. It provides 
information about the internal workings of the GAID including installation and setup instructions. 
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Introduction 
Each authentication method (SMS-OTP, HLR-SIM) may store one or many authentication vectors 
in the user_data_t structure. When a user has failed to authenticate with certain credentials more 
than a configurable number of times, it is locked out of the system. Since the exact behaviour of the 
authentication vector handling is going to be operator specific there are a number of parameters that 
can change the behaviour of the GAID concerning the vector handling. 
 
Authentication vector handling: 
In case a user has failed to verify its credentials for three consecutable times (configurable), the 
authentication vector is locked and the client is denied the ability to use the failed authentication 
method until unlocked. 
The lifetime of an authentication vector is configurable as well and it is given in seconds as well as 
amount of used times. 
 
GAID files 
Makefile 
gaid.c, gaid.h - Contains source code for the server 
gprs_shared.c gprs_shared.h - The communication interface between the RADIUS server and the 
GAID 
gdbase.c, gdbase.h - Database functions and data structures 
gthreads.c, gthreads.h - Threading functions for the GAID 
sms_interface.c, sms_interface.h - Contains the SMS interface towards the GPRS network 
hlr_interface.c, hlr_interface.h - Contains the HLR interface towards the GPRS network, not yet 
included in Makefile 
 
Installation 
The module for RADIUS, which handles communication against the GAID, is called rlm_gprs. The 
used FreeRADIUS build is based upon the latest publicly released source version 0.8.1. The 
complete GPRS enabled FreeRADIUS distribution contained in this package can be built through 
the normal procedure according to (all references are based from the FreeRADIUS root directory): 
 
./configure 
make 
make install 
 
This will configure, make and install the complete GPRS enabled FreeRADIUS server. 
 
Upgrading FreeRADIUS 
When upgrading to a newer FreeRADIUS distribution there are a couple of things to update in 
order to enable configuration and compiling of the RADIUS GPRS module. Make sure "rlm_gprs" 
attribute is found in "src/modules/stable". In addition, in order to compile and operate correctly the 
raddb/radiusd.conf, raddb/dictionary must contain GPRS related information according to this 
release. raddb/dictionary has to contain following information: 
 
ATTRIBUTE GPRS   101 string 
 
Also /src/include/radius.h needs to be updated with: 
#define PW_GPRS                         101 
 
Finally the raddb/radiusd.conf file needs to be updated if doing a fresh install. 
 
1. In section MODULE CONFIGURATION, under modules add: 



 

gprs { 
} 
 
2. In the Authorization section, under authorize {} add (for instance after files/sql): 
gprs 
 
3. And finally, in the Authentication section, in authenticate{} 
authtype GPRS { 
  gprs 
} 
 
If accounting is added to the GAID the Accounting section needs to be modified as well. 
 
Also below SECURITY CONFIGURATION in file raddb/radiusd.conf, make sure that reject_delay 
= 5 . 
Otherwise, proxy configurations might have problems proxying the RADIUS server reply to the 
localhost. 
 
The RADIUS GPRS Module  
gprs_init() and gprs_instantiate() 
The GPRS module contains two functions for initiation of the module. gprs_init and 
gprs_instantiate. The difference between these is that, gprs_init is called once during the RADIUS 
server start-up. This device can do whatever necessary functions that are commonly required by all 
instances of the GPRS module. As little as possible should be done here. The gprs_instantiate 
function is important, as this is where all the per-instance specific setup is performed. It is possible 
that the RADIUS server may be configured with many GAID interfaces towards different 
operators’ GPRS networks for instance. For instance, the RADIUS server may be configured to 
deal with mobile clients that belong to operator1.gprs.net domain or other clients that belong to 
operator2.gprs.net. These mobile clients may be proxied to different GPRS module instances. 
Therefore, the gprs_instantiate will be called once for each module instance where they will setup 
socket pools for instance against the GAID belonging to operator1 and the other to the GAID 
belonging to operator2. 
 
At instantiation, the RADIUS GPRS module spawns a GAID socket pool that contains max_sockets 
number of socket to the GAID. The value is configured in the MODULE CONFIGURATION/gprs 
section found in raddb/radiusd.conf. All additional variables that are added to the rlm_gprs.c file 
can be configured externally through the mentioned radiusd.conf file. In case the number of 
configured variables gets too large, the variables can be exported to an external configuration file, 
as is the case with the SQL module. Presently the GAID can only handle a maximum of ten sockets 
due to hardwired configuration values in the code. 
 
 
Threading 
When RADIUS requests arrive at the RADIUS server from the client, the RADIUS server core 
takes care of handling the incoming request. It dispatches the request to the appropriate modules, 
which looks for attributes that decides if the present module should handle it. The GPRS module 
searches for the attribute "PW_GPRS" that contains information about requested authentication 
method for the mobile client. If the PW_GPRS attribute cannot be found, the module returns NOOP 
(No Operation) back to the server core. If the GPRS module concludes that it will handle the 
request it will get a socket from the socket_pool that was instantiated at server start-up. The module 
supports multi-threading which means that several threads may simultaneously be in the module 
executing authorization/authentication towards the GAID. Therefore, the modules need a unique 



 

socket through which they handle their communication. When the module is done with the requests 
towards the GAID, it releases the socket to the gaid socket_pool and exits the module. It is 
important the socket is released when the thread exits the module, because otherwise there will be 
no more sockets for following threads. 
 
Future work that needs to be implemented is that if the GAID would go offline for a period, 
following requests to the GAID would fail through the sockets that the threads has acquired. 
Therefore, if the GPRS module or the thread notices that a socket is unconnected, for instance after 
an unsuccessful call to the GAID, it should mark it as unconnected. If the module is not able to 
reconnect the socket, or to retrieve another socket, the thread should exit the module and result in an 
Access-Reject message to the RADIUS client. Following threads should try to reconnect the 
sockets to the GAID for each following request, and/or reply with "Service Unavailable" message 
to the RADIUS client if a new connection cannot be established towards the GAID. This could 
happen when the GAID has gone offline for a longer period. All the functionality related to socket 
handling is found in the gprs.c file. 
 
When the RADIUS server shuts down it will call the function gprs_detach() that must release all 
allocated resources that the GPRS module acquired in the instantiation phase. It will be called once 
for every module instance. 
 
gprs_authorize() 
This function is called in order to authorize any user that requests to be authenticated as a GPRS 
client. The function, which is contained in rlm_gprs.c, primarily searches for the PW_GPRS 
attribute, as explained. If it is found the module assembles necessary information in order to create a 
gaid_packet containing MSISDN, GPRS attribute value and an eventual static password provided 
by te mobile client. When the packet has been sent to the GAID, over the from the socket pool 
acquired socket, the server goes into a listening state when it expects a response from the GAID 
server. The received packet may or may not include information that needs to be dispatched to the 
mobile client. The information may contain challenge information for the client in the form of a 
RAND for instance. The information is added as "Reply-Message" to the reply_items list, which 
will be headed back to the RADIUS client. In addition, the GAID may return a state, which is 
related to the challenge; this is also forwarded to the RADIUS client. When this process has been 
completed the GPRS module adds an Auth-Type = GPRS in order to indicate to the RADIUS server 
core that the GPRS module is going to be handling this request in the authenticaiton phase. Before 
this, the reply packet is marked as a PW_ACCESS_CHALLENGE, which tells the server core that 
this is a challenge packet that needs to be returned to the RADIUS client. 
 
gprs_authenticate() 
Normal modules acquires necessary user passwords for an authenticating client in the Authorization 
phase, during the gprs_authorize() call. However, this module sends the mobile client's credentials 
contained in the request_items list to the GAID. The gprs_authenticate() function presumes that a 
State attribute is present in the request as the gprs_authorize section has checked this. Therefore, the 
State attribute exists and is forwarded to the GAID along with the other appropriate information. 
The GAID takes care of verifying the client’s credentials and returns a Authentication OK or FAIL. 
The GPRS module only creates a RADIUS response depending on the outcome of the GAID call to 
the RADIUS client. Of course the gprs_authenticate() section needs to acquire a GAID socket 
before it can do any communication against the GAID. 
 
The reply messages that the GPRS module sends back to the RADIUS server core like, 
RLM_MODULE_OK, RLM_MODULE_FAIL and so on, are important to setup correctly in order 
for the server to operate as designed. If certain information that is required by a module to perform 
its operations is not present, the module will reply with RLM_MODULE_INVALID. If information 



 

was found but the module fails in some other way, for instance during instantiation or if a module 
fails to acquire a socket, it should reply with RLM_MODULE_FAIL. If a module has performed its 
operations successfully in any scope, for instance if a user has been successfully authenticated the 
module returns RLM_MODULE_OK. If the module concludes that the client’s credentials does not 
match the module returns RLM_MODULE_REJECT. 
 
If the GPRS module would fail in any operation with a RLM_MODULE_FAIL, for instance while 
authorizing or authenticating a mobile client. The server core would receive 
RLM_MODULE_FAIL but still answer with an Access-Reject to the RADIUS client. Therefore, 
certain module return codes are used in order to inform the server core of the module state or result 
of operations. 
 
The GPRS AAA Interface Daemon - GAID 
Also called the GAID from here forth, is a daemon that provides the AAA server with an interface 
towards external mobile networks that require special communication interfaces in order to 
authorize and authenticate a mobile client. The daemon has been designed on a structure that is 
tightly related to the RADIUS server. If completed with a pluggable authentication module (PAM) 
it may be installed into other network architecture configurations than as a RADIUS authentication 
backend. The functionality contained within the GAID could as well have been implemented into 
the RADIUS GPRS module. The reason why not doing so is to maintain the RADIUS server core 
reliability. If something fails in the GAID, it crashes without making the RADIUS server instable, 
thereby avoiding to make the RADIUS server to provide any services to other RADIUS clients 
performing AAA services on non-mobile clients for instance. 
 
Compiling and making GAID 
The GAID comes with a Makefile that builds the complete package, it supports the normal "make 
all", "make clean" operations as well as "make clean_all" which removes any backup files and 
object files. The install functionality has still not been implemented but should not be hard to add 
into the Makefile. 
 
Starting GAID 
The GAID is a standalone node that is started with a simple command line calling "gaid". The 
server has a couple of operating modes, "./gaid" starts the server in normal daemonized mode. 
"./gaid -test" starts the self-testing mode where the server tests thread_pool and database 
functionality. The testing functionality is provided in a separate mode because if modifications are 
done to those parts, it should be easy to verify the functionality of those parts. If providing any 
other argument like "./gaid l" the server starts in debugging mode where is displays anything that 
happens during server operation. The server will still thread and contain the normal functionality as 
found in normal mode with the difference that it does not daemonize. 
 
The GAID has a number of variables that can be modified to change the behaviour of the server, 
these has presently been hardwired into the code. The compilation/linking time is very short so its 
not a problem for now. For Network Management operations, it may be good to implement the 
mentioned functionality along with some kind of restart functionality where the GAID updates the 
configurable variables from the configuration file. 
 
Thread_Pool 
The threading functionality in GAID is built upon POSIX threads. Upon server start-up, the GAID 
spawns a thread pool, which is filled with threads, which by the server are used for incoming 
RADIUS, requests on the sockets. The main thread of GAID is responsible for listening on the main 
server socket where all incoming requests come. The main thread gets a thread from the 
thread_pool and assigns a server socket for the thread. The thread loops listening for requests as 



 

long as the external client does not disconnect the socket. When the RADIUS server needs an 
additional socket, it spawns and connects it to the GAID. The GAID responds by spawning a new 
thread, which is associated with the socket. Therefore, if the RADIUS server spawns 10 GAID 
sockets the GAID will have 10 threads each listening to an assigned socket. The main thread of the 
GAID never specifically handle any requests, it is only responsible for dispatching incoming 
requests to new threads. If the GAID is completed with accounting functionality, the basic structure 
should be scalable and only a new request type needs to be handled, just like the Authorization and 
Authentication calls. 
 
When the RADIUS server connects and disconnects on sockets the GAID adapts by killing the 
threads that have been responsible for the client sockets. If the number of sockets in the server is not 
enough to handle requests the GAID needs to expand its thread_pool in order to be able to listen on 
more sockets. All threading functionality has been located into the files gthreads.c and gthreads.h 
along with data structures belonging to the threading functionalities. 
 
Database 
The database is merely a linked list of user_data_t nodes that contain all the necessary information 
in order to enforce correct settings and perform AAA operations on each mobile client. Since the 
database is a linked list it will most probably perform poorly as it grows with time. The database 
should primarily ONLY be used for storing temporary user records, which means that while the 
mobile client is being authenticated the database is used to store short-term information. The 
database was needed in this project in order to simulate some kind of database and not implement a 
full-fledged SQL communication interface. This however is necessary for future implementations if 
large user databases are going to be managed. Still, the user_data_t data structure around which 
GAID has been built will be useful in order to intermediately store authentication information. The 
contained information in the user_data_t structure is relevant for SQL data storage as well. All the 
database functionality and data structures are contained in gdbase.c and gdbase.h. 
 
Data structures 
GAID uses a number of data structures in order to handle all the necessary information about a 
mobile client. The user_data_t structure is the main component in the system where all the 
authentication related data is stored. When the GAID receives an Authorization request from the 
RADIUS server, the received packet will contain the GPRS attribute value sent by the RADIUS 
client. If the status variable of the user allows the use of the requested authentication method, the 
variable auth_method is set to the requested auth method. 
 
Signalling 
If the GAID catches signals from a process that wishes to kill it, the GAID should shutdown the 
database and de-allocate all resources that have been allocated during server start-up. Not all 
functionality related to this has been implemented in full extent. The server operates properly none 
the less. The signalling functionality has been implemented and works as should be expected. 
 
Authentication vectors 
The authentication vectors are generic and can be anything from a One Time Password to a 
[RAND, SRES, Kc] authentication vector triplet as defined by GSM/GPRS specifications. The 
GAID contains functionality, which keeps track of the validity of a auth vector in both time as well 
as usage. When an authentication vector has been used for a configurable maximum number of 
times the server should try to get (RAND,SRES,KC) or generate (OTP) a new authentication 
vector, if the GAID fails to do so, old authentication information could be used instead. The running 
operator of course decides this. There is a balance, if a not random enough authentication vector can 
be generated, it might be better to use old vectors instead, in order to keep maintained security. 
Using vector information with low entropy might instead open up the system for feasible 



 

cryptographic attacks. 
 
GAID is able to handle multiple authentication vectors; therefore, it is possible to pre-generate 
several authentication vectors for later use. 
 
Implemented functionality: 
Generate OTP - Any byte length and random source is based on the urandom device 
Each authentication vector has a lifetime which decides how long a login may take before the vector 
is marked as used. The authentication vector could be marked as used after a configurable number 
of used times. In either of these two cases new authentication vectors are generated by the present 
system. A user can be prohibited to authenticate through the SIM method for instance by setting the 
status of the SIM method to locked mode. 
 
The system is able to separate a SMS and a SIM user based on the requested auth method. 
dispatch_sms() and dispatch_hlr() functions in GAID takes care of doing appropriate handling of 
the mobile client against respective interface. 
 

- Users can be locked out of the system after three unsuccessful login attempts. 
- GAID recognises SMS and SIM authentication methods for GPRS clients 
- The GAID handles multiple authentication vectors for each client (may be both SMS/SIM) 
- GAID handles socket re-connections from the RADIUS server 
- Multi-threading in order to handle parallel AAA processes from the RADIUS server 
- A simple SMS-C interface, which sends the OTP over the SMS 

 
Needs to be implemented: 
Enable real-time insertion of new user_data_t structures into the database while maintaining 
database integrity (requires mutual exclusion mechanisms) 
Presently the database content is generated at server start-up. The insertion of new records into the 
database requires that no data record is changed while another thread has a read_lock on it while 
currently in use. 
 

- HLR-SIM interface from GAID to SS7 network 
- Transport product profile from the GAID as AVPs in the RADIUS Access-Accept reply to 

the RADIUS client 
- Unique State generation for each issued challenge, the State protects replay scenarios. The 

State can already be stored along with the authentication vector. 
- PAM module for the GAID in order to enable StockholmOpen.NET type networks to use it 

without RADIUS support. 
- A generic SMS-C interface, handling several SMS protocols and which performs load-

balancing against the SMS-C 
- CDR aggregating functionality that gathers information from the Accounting database 
- CDR transmission interface towards billing systems or GPRS networks 
- Implement a SQL interface for the GAID's AAA operations (Accounting will need the SQL 

interface to gather accounting information in order for the GAID to generate CDRs) 
- A mechanism that provides secure connections between the GAID and the GPRS network 
- Memory leak analysis needs to be performed 
- When interrupting the GAID, the database memory as well as the thread_pool resources 

needs to be de-allocated 
- Enable system logging when the GAID runs in daemonized mode in order to read error 

message somehow 
- Pre-generation of several OTP's might be stored. 

 



 

GAID and RADIUS GPRS module relations 
The communication between the GAID and the RADIUS server is performed over sockets. 
Therefore, a number of functions and data structures have been defined to ease up the 
communication. These can be found in gprs_shared.c and gprs_shared.h files. The functionality 
contained in these files is automatically compiled during the FreeRADIUS make and GAID's make 
processes.  
 
 
IPLogin/Authd modifications related to the State attribute 
Presently the authd does not handle the received State attribute from the RADIUS server in a proper 
manner. This needs to be implemented if the State attribute is going to be used as intentioned. The 
authd only forwards a trivial State = 1 for all Challenge-Replies to the RADIUS server. Which, if 
the RADIUS server applies the full State functionality will result in a Reject for all challenges from 
the RADIUS client. 
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