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ABSTRACT 
 

 

 

E-books have a wide range of application spheres from rich-media 

presentations to web site archiving, from writing to financial statement. They 

make publishing, storing and distributing of information quite simple. As a new 

publication technique, the main concern with e-books is the copyright 

infringement. To prevent e-books from free duplication and distribution, different 

security mechanisms are used in their publishing and distributing processes. 

 

By investigating and analyzing Digital Rights Management (DRM) and 

Electronic Book Exchange (EBX), this thesis presents some security issues that 

the e-book industry are or should be aware. Various security problems and 

possible solutions are highlighted by means of two case studies. 
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PREFACE 
 
 
This thesis work presents how security can be achieved in an Electronic 
Book (e-book) system, what flaws and threats still exist up to now, by 
investigating DRM, a proposed standard in building an e-book system. 
 
In terms of e-book security, the content of a specific e-book title is to be 
protected, in other words, the digital content is the key of the discussion. To 
achieve this, the first step and the simplest idea to protect the content is to 
encrypt it using a certain algorithm – to hide from unauthorized readers; the 
second step is to safeguard the specific reading format (system), which is to 
be carefully designed as the platform where the digital content is viewed. 
Today the situation is complicated. Different e-book exchange and transfer 
standards are proposed, even though they are supposed to aim at securing 
the digital content and protecting its rights. The transferring protocols are 
falling into the consideration of e-book security since they are critical to the 
construction and organization of the standards. 
 
In this thesis, firstly there is a brief introduction to the background in 
network security and cryptographic algorithms. Then the Digital Rights 
Management (DRM) system employed especially in the e-book industry is 
analyzed. At last, the issues concerning security problems are proposed and 
details in solving the problems are given through scenario studies. 
 
The thesis provides both a wide vision to beginners and a thorough analysis 
to specialists in the area of computer security and network security. Some 
general ideas regarding security perspectives are given to the potential 
readers, who are supposed to have basic knowledge of cryptography and 
relevant algorithms, although they are shortly introduced in the second 
chapter of the work. 
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There are limitations in this thesis. Generally, it is intended to be 
comprehensive, covering various e-book security perspectives. But due to 
the broad range in this field, that any point inside can be exhausted into a 
single book, and the complication of both e-commerce security and 
computer security, as well as the time limitation, this thesis guides the 
readers to establish basic criteria for evaluating security of e-book systems. 
 
Future works are also expected. This thesis constrains several small 
scenarios of various hacking an protecting methods. Although based on the 
theories and practice presented in this thesis, programming of the possible 
solutions falls into another area in which plenty of technical skills and 
personal abilities are appreciated. Furthermore, the outlook of a widely 
accepted and used e-book standard is in urgent need. Hopefully it can solve 
part of the security problems for the e-book industry, and that can definitely 
be a milestone for the future development of the e-book systems. 
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CHAPTER 1   

INTRODUCTION 
 

 

 

 

1.1  Introduction to E-books 

 

In a sense, e-books have been around us for several years, such as dictionaries on 

CD-ROM. After the first Electronic Books International conference was held in 

1993, there has been more and more e-books available on the web for example in 

HTML. This paper is primarily about electronic books in the sense of digital 

content downloaded from the web and read either on a PC or handheld devices 

using special software. 

 

E-book, the short term for electronic book, is a book delivered in electronic, also 

known as digital format. Formally, an electronic book is defined as “A digital 

object that is an electronic representation of a book” [12]. With its properties of 

hyperlinking to web content and reference tools, user-interactions, automatically or 

periodically updating content and more, e-books will play a primary role in our 

future lives. We are just at the beginning of the revolution in which Internet acts as 

the ideal channel for e-book production, distribution and consumption.  

 

Preferably, e-books should combine text, graphics, audio, video, and animation all 

in one. The blossom of new devices such as cell phones, PDAs (personal digital 

assistants), MP3 players, etc., is driving the demand of new hardware and software 

services that can be transmitted over these digital delivery channels, although the 

small screens and low resolutions substantially restrict their proliferation. E-books 

have a wide range of application spheres from rich-media presentations to web site 

archiving, from writing to financial statement. They make publishing, storing and 

distribution of information quite simple.  
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1.2  E-book Advantages 

 

There are many merits that e-book supporters claim to use e-books instead of the 

paper-based books: 

 

- E-books can be easily updated compared to paper-based books, especially in 

computer and technical titles, which are going out-of-date quickly in a printed 

format; 

 

- E-books can be easily modified when the user rights are validated, for instance, 

the font size, color, page format, etc; 

 

- E-book collections can provide access to the content which is not available 

locally or through interlibrary loan, including rare, restricted and electronic 

only titles; 

 

- E-books can be highly customized in their organization, with some featured 

functions in a specific e-book software format such as adding bookmarks, 

cataloging, noting, highlighting, etc. 

 

 

 

1.3  E-book Examples 

 

Buying and reading e-books are convenient. For example, a consumer can buy an 

e-book title from e-book distributors or book-sellers, most of which offer online 

services. By sitting in front of a computer with Internet accessing facilities instead 

of wandering through the bookstores around the city, the buyer can easily search 

for the e-book titles from all around the world to find which interest him by 

glancing over the distributors’ or book-sellers’ websites. 

 

Or, if he wishes, he can borrow an e-book from a library by accessing the library’s 

webpages, selecting what he wants and a few seconds later, if everything is fixed, 

enjoys the e-book displayed on a computer screen or on any of his portable 

devices. 
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The consumer of the e-book can even lend the title to others, transferring the 

e-book just like the paper books. If the e-book is bought by himself or is borrowed 

from a library, the action can only be achieved when his rights are properly set 

from the e-book provider. 

 

 

1.4  Security Issues for E-books 

 

However, the e-book industry is not yet mature enough. A few improvements have 

to be achieved before both the publishers, distributors and consumers say yes to the 

e-book commerce: 

 

- Formats incompatibility is one of the obstacles in the growth of the e-book 

market. Many e-books require the reader to have a particular combination of 

software and hardware, for example, Adobe Acrobat (.PDF) format of Adobe 

Acrobat Reader, which is a big (7MB) download; Microsoft provides various 

productions for its own different reading systems such as Microsoft Reader for 

Pocket PC, for PC, etc; 

 

- Lack of screen resolution is another obstacle to certain kinds of reading. For 

instance, typical screen resolutions on handhelds and PCs for images or leisure 

reading, where extended on-screen reading is preferred, are not good enough at 

present; 

 

- It provides much more and easier chances for pirates during the process of 

producing, distributing and reading e-books. When the e-books are easily used, 

much more monetary damage is caused than the old-fashioned piracy of the 

paper-based books. 

 

The risk of pirates, copyright infringement and unlicensed subversives are the most 

serious problems in the e-book market currently. Other than the threats to the 

electronic content of the e-books, financial loss due to fraud or theft of valuable 

confidential information such as customers privacies is not trivial, as well as 

potential loss of business opportunities and uncertain costs. 
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As a consequence, e-book security is an issue that is paid great attention to during 

the growth of the e-book industry. E-books are always collected into a system in 

which both the e-book contents and the system itself are to be watched and 

safeguarded in terms of security. Securing of an e-book system is to use security 

procedures and techniques to eliminate or mitigate some anticipated risks. The 

evaluation of security is also important because it is related to the functionality, 

effectiveness and assurance of a specific system. 

 

 

 

1.5  Digital Rights Management (DRM) 

 

Digital Rights Management (DRM) refers to protecting ownership/copyright of 

electronic content by restricting what actions an authorized recipient may take in 

regard to that content. DRM gives digital-content publishers the ability to securely 

distribute high-value content such as periodicals, books, photographs, educational 

material, video, and research and to control the sue of that content, preventing 

unauthorized distribution [25]. 

 

Digital Rights Management technology was originally developed to distribute 

digital content (such as e-books, video and audio files) to consumers, while 

restricting the possibility for the consumer to redistribute the content to other 

consumers. It is now a general term for several similar technologies used by 

publishers to protect electronic content from unauthorized distribution. 

 

DRM technology ensures that only the persons who have obtained rights can use a 

specific piece of content, and specifies exactly how the content can be used 

(printed or not, copied from or not, etc.). 

 

 

 

1.6  Problem Statement 

 

The controversy of the future to the e-book industry exists from the very beginning. 

Experts are holding two completely different standpoints: the optimists think that 
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the electronic books will definitely replace the paper-made books sooner or later, 

since high-technologies are developing so fast that e-books can be perfect enough 

and they have superior advantages compared to the paper-based books; on the 

other extreme side, the pessimists absolutely support the paper-books. They think 

the e-book security problems are getting worse and can never be solved. 

 

   Is security getting worse in the e-book industry now? Where are e-books headed? 

 

 

 

1.7  Overview and Organization 

 

Below is an outline of this thesis that may be of help for the readers. It should be 

noted that some chapters, especially those of the case studies, are interrelated to 

each other closely. 

 

Chapter 2 Preliminary Background: 

         

        This is for recalling of basic network architectures and cryptographic 

algorithms. It is a review of some available models and algorithms that 

will be used in this thesis; 

 

Chapter 3 Digital Rights Management Systems: 

         

        Different levels of issues related to the DRM system are provided in this 

chapter, from the general DRM concept and functions down to the 

specific examples of which the DRM is implemented; 

 

Chapter 4 Scenarios: 

   

        Two small scenarios in terms of the organizations, architectures and 

implementation mechanisms of DRM and EBX for e-book systems are 

described in details in the chapter, giving information and constraints to 

the further analysis; 
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Chapter 5 Attacking Exposed: 

 

        The types of attacks are classified and explained in this chapter based on 

the scenarios in Chapter 4; 

 

Chapter 6 Defenses: 

 

        This chapter contains the analysis of some defenses against the attacks in 

the previous chapter, as well as some remaining threats on today’s 

systems; 

 

Chapter 7 Conclusion: 

 

        Both the summary and conclusion to the paper’s main topic about e-book 

security are presented in this chapter.  
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CHAPTER 2   

PRELIMINARY BACKGROUND 
 

 

 

 

2.1  Network Basics 

 

   The fundamental of an e-book system is the communication infrastructure for 

transmitting data to and from a distributed system and the access to the 

target information across the network – typically one or more local area 

networks (LANs) with connections over a wide area network (WAN) to 

remote locations. Both internal and external threats to a certain area network, 

or over the Internet, are increasing with the dependence on the networked 

computers. 

 

   The International Organization for Standards (ISO) proposed a model, 

referred to as the ISO Reference Model, a useful concept for all open 

communication systems [8]. The 7-layer model is illustrated in Figure 1 [8]. 

Each layer is constrained to provide service to the layer above and use 

services from the layer below. 

 

Layer 1 – Physical Layer, transmits an unstructured stream of bits across a 

physical link. 

 

Layer 2 – Data Link Layer, organizes the physical layer’s bits into frames 

and delivering them to specified hardware addresses across a single link. 

 

Layer 3 – Network Layer, determines routing and forwarding packets across 

a network of multiple links. 

 

Layer 4 – Transport Layer, provides end-to-end reliable data transfer. 

Sequence numbers in packets are inserted, packets are held until they can be 
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delivered in order, and lost packets are retransmitted. 

 

Layer 5 – Session Layer, provides additional services on top of the transport 

layer services. 

 

Layer 6 – Presentation Layer, includes functions that many applications need 

when using the network. 

 

Layer 7 – Application Layer, covering end-user application programs. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. The ISO 7-layer Reference Model [8] 
 

 

 

 

2.1.1  Internet and TCP/IP 

  

There is increased pressure both internally in an organization and externally, 

for any business, small or large, to be connected to the Internet. However, 

more and more severe risks are connected with being attacked.  

 

The transmission Control Protocol (TCP) and the User Datagram Protocol 

(UDP) are located in the Transport Layer. TCP is a reliable protocol compared 

to UDP, both are implemented on top of the Internet Protocol (IP), which 

belongs to the Network Layer. TCP guarantees the delivery to the receiving 
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process of all data delivered by the sending process, in the same order [12]. A 

header, the control data that precede a sender’s information, indicates whether 

the message is sent via TCP or UDP. A simple Ethernet (with the location in 

the Data Link Layer) frame containing an IP packet is shown in Figure 2. 

below to help understand how an attacker can track the application to which 

the packet belongs [5]. 

 

 

 

 

 

  

Fig. 2. An IP packet in an Ethernet frame [5] 
 

 

 

IP headers contain a source and a destination IP address, in which host 

numbers of the sender and receiver is presented. It is easy to find out whose 

messages are being sent by getting these host numbers. Each IP packet must 

specify the kind of header that follows, e.g. a TCP or UDP header, in which an 

application is usually assigned port numbers. The port numbers indicate the 

source of the application and its destination. 

 

 

 

 

2.1.2  Firewalls 

 

Firewalls are often regarded as systems that connect an internal, private 

corporate network to an external, public network like the Internet. The firewall 

system aims to give private network users access to the public network with 

the minimum of fuss while, at the same time, protecting that private network 

from outside attacks [9]. 

 

Firewalls provide a certain degree of isolation between two networks. The 

types of firewalls dominating the market are: host-based firewalls and 

router-based firewalls. 

Ethernet � � � � � � � � � � 	 
 � �  	 � � � � � � � � � � � � � � � � � � �
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Host-based firewalls are also called gateway hosts because security software is 

running on a general purpose computer to examine activity on the application 

level. Examples include proxy servers, also referred to as application gateways, 

which consist of a client and a server to service both sides of the gateway. 

 

Router-based firewalls are systems checking data packets against specified 

criteria and decide whether to reject them or pass them on. Router-based 

firewalls are used to screen TCP/IP headers as a basis for blocking or 

permitting traffic at the network level [5], in other words, packet-filtering 

firewalls. 

 

 

 

2.1.3  SSL 

     

Secure Socket Layer (SSL) technology is used to encrypt data in digital 

communication. It is the industry-standard method for protecting web 

communications developed by Netscape Communications Corporation. The 

purpose of SSL is to ensure privacy and integrity of messages when TCP/IP 

connections are used. The SSL security protocol provided data encryption, 

server authentication, message integrity, and optional client authentication for 

a TCP/IP connection. 

 

SSL comes in two strengths, 40-bits and 128-bits, which is the length of the 

key generated by every encrypted transaction. For example, Netscape 

Communicator 4.0 and above uses 128-bit symmetric encryption and RSA 

public key cryptography techniques for Internet security. 

 

The SSL is used in another reference model: the IP-minded reference model, 

where four layers are specified: Application Layer, Transport Layer, Internet 

Layer, and Network Interface Layer. Basically, the SSL protocol runs above 

the Transport Layer and below the Application Layer. For example, when SSL 

is used to ensure HTTP protocols security, the HTTP packets are encapsulated 

and encrypted in SSL packets, which are encapsulated in TCP packets. The 

40-bits version of SSL encryption can not be regarded as safe, but so far, the 
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128-bits version is still safe for common use. The cipher algorithm in SSL can 

be DES, 3-DES or RC4. 

 

There are different versions of SSL. The biggest differences between them are 

the supported cipher algorithms and digital signing capabilities. 

 

 

 

 

2.1.4  X.509 Certificates 

 

The X.509 standard defines what information can go into a certificate, and 

describes how to write it down (the data format) [13]. All X.509 certificates 

have the following data, in addition to the signature: version, serial number, 

signature algorithm identifier, issuer name, validity period, subject name, 

subject public key information. 

 

X.509 certificates is probably the most widely used application in web 

browsers (such as Netscape Navigator and Microsoft Internet Explorer) that 

support the SSL protocol today. A Certificate Authority (CA) is used to issue 

the certificate after the entity being certified provides information such as the 

name of the entity, organizational address, and so on. The entity has to provide 

its public key, digitally sign the key , and send it to the CA. The CA will then 

generate the certificate and return it. 

 

X.509 Version 3 is the most recent (1996) version and supports the notion of 

extensions, whereby anyone can define an extension and include it in the 

certificate. Some common extensions in use today are: KeyUsage (limits the 

use of the keys to particular purposes such as “signing-only” ) and 

AlternativeNames (allows other identities to also be associated with this public 

key, e.g. DNS names, Email addresses, IP addresses). Extensions can be 

marked critical to indicate that the extension should be checked and 

enforced/used. For example, if a certificate has the KeyUsage extension 

marked critical and set to “keyCertSign” then if this certificate is presented 

during SSL communication, it should be rejected, as the certificate extension 

indicates that the associated private key should only be used for signing 

certificates and not for SSL use [13]. 
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2.2  Cryptographic Algorithms 

 

   Proper cryptographic technology is critical in defending against different levels 

and various types of attacks. Strong cryptography can prevent spreading of the 

information to outsiders, and at the same time deliver the information to the 

authorized parties. 

 

 

 

2.2.1  One-way Hash Function 

 

A one-way hash function is a mathematical function which takes a variable 

length input string and converts it into a fixed-length binary sequence. A 

one-way hash function is designed in such a way that it is hard to reverse the 

process, that is, to find a string that hashes to a given value (hence the name 

one-way). A good hash function also makes it hard to find two strings that 

would produce the same hash value. All modern hash algorithms produce hash 

values of 128 bits and higher.  

 

MD means Message Digest, it is the same as the one-way hash function, which 

is an algorithm that produces fixed length output of a variable length input 

message [8]. Message digests can be sued to assure that consumers get what 

they really want. Content providers generate a message digest with a one-way 

hash function and store it in a safe place available to consumers. The 

consumers can authenticate the e-book content with the message digest.  

 

MD5 is an improved version of MD4, and both are one-way hash function 

algorithms. MD5 processes the input text in 512-bit blocks, divided into 

sixteen 32-bit sub-blocks. The output of the algorithm is a set of four 32-bit 

blocks, which are concatenated to form a single 128-bit hash value. 

 

The Secure Hash Algorithm (SHA) was developed by NIST and is specified in 

the Secure Hash Standard (SHS, FIPS 180). SHA-1 is a revision to this version 

and was published in 1994. it is also described in the ANSI X9.30 (part 2) 

standard. SHA-1 produces a 160-bit (20 byte) message digest. Although slower 

than MD5, this larger digest size makes it stronger against brute force attacks. 
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2.2.2  Encryption Algorithms 

 

There are two different kinds of encryption, symmetric encryption (sometimes 

called conventional algorithm), and asymmetric encryption (public key 

algorithm). In symmetric cryptography there is only one secret key which is 

used for both encryption and decryption. In public key cryptography there are 

two different keys for these purposes: public key and private key. The public 

key and the private key are mathematically related ones that generated together, 

one for encryption, the other for decryption. 

 

 

Block ciphers are cryptographic algorithms in which 64-bit blocks of plaintext 

are operated. The encryption procedure is normally consisted of multiple and 

complex rounds of bit shifts, XORs, permutations and substitutions of 

plaintext and key bits. Decryption is similar to encryption except that some 

operations may be performed in the reverse order. Some algorithms use 

fix-length keys, while others may vary the key length. Examples of block 

ciphers are: DES, RC2, 3-DES, etc. 

 

 

Stream ciphers encrypt plaintext one bit (or sometimes byte) at a time. The 

stream of plaintext bits are XORed with the output of a keystream generator 

which produces a stream of bits based on a seed value. This seed value is the 

key for a stream cipher. The decryption process is identical: the ciphertext bits 

are XORed with the same keystream (which is the function of the key). RC4 is 

a variable-key-size stream cipher. 

 

 

DES, 3-DES might be the most known cryptosystems. DES is a symmetric 

encryption algorithm, which means that the same key is used both in 

encryption and in decryption. DES is a block-cipher that data is encrypted in 

64-bit long blocks. Unfortunately in DES a key length of only 56-bit is used, 

which is absolutely too short for safe use. In 3-DES, the effective key size of 

DES can be increased by using a multiple encryption approach. 3-DES 

involves an initial encryption of a 64-bit block using key aaa, followed by a  
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decryption of the result using key bbb, followed by an encryption of that result 

using key ccc. Two or three 56-bit keys are also used (key aaa and ccc are 

sometimes the same). The resultant algorithm is generally believed to be much 

more stronger than DES. A shortcoming of 3-DES is its comparatively high 

processor resource usage requirement, especially if implemented in software. 

 

RSA is named after Rivest, Shamir, and Adleman, who together developed the 

algorithm at MIT. It is based on a public key system, which means, every user 

has 2 digital keys, one to encrypt information, and the other to decrypt. 

Authentication of both sender and recipient is achieved with this method [35]. 

The disadvantage is that the algorithm is computationally heavy. Ciphering 

large amount of data is very slow.  

 

 

 

2.3  Patterns of Attacks 

 

   Common attacks that have been recognized in the computer world, especially 

on the security of a networked computer system, are classified as shown in 

Figure 3-6 [10]. 

 

-- Interruption: Messages or pieces of information sent from the source will 

never reach its destination. The messages are regarded as 

being destroyed or becoming unavailable or unusable. 

 

 

                        sender                   receiver 

 

                                         unauthorized third party 

Fig. 3. Interruption [10] 
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-- Interception: Messages or pieces of information sent from the source arrives 

at their destination without mistakes, but an unauthorized 

third party stands between the transmission channel and gets 

the messages without the notice of the sender and receiver. 

 

 

                            sender                   receiver 

 

 

                                              unauthorized third party 

Fig. 4. Interception [10] 
 

 

 

-- Modification: Messages or pieces of information sent from the source 

arrives at its destination, but the message has been modified 

by an unauthorized third party when it was transmitted 

through the channel. 

 

 

                               sender                receiver 

                                               unauthorized third party 

 

Fig. 5. Modification [10] 
 

 

 

-- Fabrication: Messages or pieces of information that has arrived at the 

receiver are counterfeits sent from an unauthorized third 

party. 

 

 

                               sender                  receiver 

                                                 unauthorized third party  

 

Fig. 6. Fabrication [10] 
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CHAPTER 3   

DIGITAL RIGHTS MANAGEMENT SYSTEMS 
 

 

 

3.1  DRM in General 

3.1.1  Introduction to DRM Systems 

   

Digital Rights Management (DRM) involves the description, identification, 

trading, protection, monitoring and tracking of all forms of rights usages, over 

both tangible and intangible assets – both in physical and digital form – 

including management of Rights Holders relationships [21]. 

 

The first generation of DRM focused on security and encryption, solving the 

issue of unauthorized copying by locking the content and limiting its 

distribution to only those who pay. By expanding the capabilities, the second 

generation of DRM takes the focus way from the current security/enforcement 

views to the management, which means increasing complications under the 

fundamental security/encryption mechanisms. 

 

 

 

 

3.1.2  DRM Functions 

 

DRM focuses on an attempt to provide “remote control” of digital content. It 

restricts the use of digital files in order to protect the interests of copyright 

holders. DRM technologies can control file access (number of views, length of 

views), altering, sharing, copying, printing, and saving. These technologies 

may be contained within the operating system, program software, or in the 

actual hardware of a device. 
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There are several levels of security: no real technical protection, limited 

software-based protection, controlled execution and tamper-resistant hardware 

protection [27]. 

 

Although the issue of PKI and trust structures are not unique for DRM, proper 

language and architecture models shall be able to connect the trust services to 

DRM technical protection mechanism, and to ensure the adequate 

interoperability of DRM systems. eXtensible Rights Markup Language 

(XrML), Open Digital Rights Language (ODRL), eXtensible Media 

Commerce Language (XMCL), etc., are efforts for this purpose. 

 

 

 

 

3.1.3  DRM Perspectives 

 

A general DRM system is a combination of four perspectives, as Figure. 7 [26] 

presents: 

 

- Business, governed by accounting practices; 

 

- Technical tools, the means to perform DRM, governed by technical standards 

which enable participants’ systems to work together and create a seamless 

experience for both content providers and end users; 

 

- Legal tools: the tools governed by laws to protect one’s legal rights, in which 

law enforcement, litigation, arbitration etc. are included; 

 

- Social norms: the regulations that might have different meanings for different 

people. 
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3.1.4  DRM Characteristics 

 

There are several common DRM characteristics shared by the companies that 

are studying and developing DRM systems: 

 

- DRM enhances marketing, targeting and understanding of consumer usage for 

the author; 

 

- DRM provides greater security, and persistent protection of the content; 

 

- DRM guarantees the copyright compliance; 

 

- DRM provides access to high quality content and a wealth of digital titles for 

the consumers; 

 

- DRM enhances convenience and flexibility for users, saving their time and 

money; 

 

- DRM provides a new business model which increases productivity. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7. DRM perspectives [26] 
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3.1.5  DRM Examples 

 

Several companies have devoted themselves to marketing of DRM systems, 

with various products and services, intending to spread the digital content and 

manage their rights. Adobe Systems, InterTrust, Sun, Microsoft, Glassbook, 

etc. are known active companies at present. Among them, Adobe and 

Microsoft are two dominant actors who have their own DRM systems for 

e-books, with the e-book format .PDF and .LIT respectively. 

 

Sun has a standards-based software vision, Sun Open Net Environment (Sun 

ONE). It is an architecture, platform and expertise for building and deploying 

services on demand. The foundation of Sun ONE is “DARTs” – data, 

applications, reports, and transactions [23]. 

 

InterTrust’s DRM technology is specialized at the Rights|System platform, a 

general purpose DRM platform. It consists of Packagers, Servers and Clients, 

together with customized toolkits, to operate the MetaTrust Utility service 

[24]. 

 

 

 

3.2  AAP’s DRM 

 

   Association of American Publishers, Inc. (AAP) presents a set of requirements 

/ recommendations which should be under consideration by the publishers of 

DRM participants. DRM standards are needed to enable the interoperability 

that will drive robust market growth, but there are some nascent efforts at 

standardization underway. DRM-related technologies are likely to remain 

nonstandard for some time because companies are currently pursuing 

incompatible proprietary solutions. As a result, DRM pseudo-interoperability 

(DPI), which simulates interoperability through support of multiple DRM 

technologies [15], is recommended by AAP for publishers.  

 

The requirements are set up by numerous participants in the publishing and 

e-commerce industries in order to promote the use of e-books and to facilitate 
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the development of e-book related technology. In the requirements, an 

effective way to coordinate standard-setting activities between standards 

bodies and publishers is established. The demands to all publishers to provide 

interoperability and ease-of-use for consumers are also articulated. 

 

Actually there are not any accepted DRM standards up to now. Many 

organizations and companies are involved in this area, working on standards 

and technologies. They are: Electronic Book Exchange (EBX) [14], Open 

Digital Rights Language (ODRL) [17], Extensible Markup Language (XML) 

[19], extensible Rights Markup Language (XrML) [16], Open eBook Forum 

(OEB) [20], Moving Picture Experts Group (MPEG) [18], and so on. 

 

 

 

3.3  Electronic Book Exchange – EBX 

 

3.3.1  The Origin of EBX 

 

The EBX system is being developed by the EBX Working Group. It defines 

the way in which electronic books (e-books) are distributed from publishers to 

booksellers and distributors, from booksellers to consumers, between 

consumers and between consumers and libraries [14]. EBX is the proposed 

standard for rights management for e-book trading. 

 

 

 

3.3.2  The EBX Functions 

 

The roles, or functions, are distributed around the system: 

 

- Publisher: the basic source in encrypting the e-books and creating the relevant 

vouchers for the e-book; 

 

- Distributor: distributes e-books from publishers to booksellers or libraries; 
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- Booksellers: sells e-books to either libraries or consumers; 

 

- Library: lends e-books to consumers; 

 

- Consumer: purchases from the booksellers or borrows e-books from libraries 

or other consumers. 

 

 

 

 

3.3.3  The EBX Certificates 

 

Based on the EBX specification [14], certification is one of the public key 

infrastructure functions that are employed in the EBX system. The EBX 

system is composed of the EBX certification authority CA, vendor CAs, and 

certificate processing services implemented by vendors. Figure 8 presents the 

EBX certification hierarchy. 

 

The EBX Root CA issues X.509 v3 certificates to vendor CAs, which in turn 

issue certificates to client and server instances. When the EBX Root CA issues 

a vendor CA certificate, it is delivered via e-mail to the e-mail address 

provided by the vendor. It is then the vendor’s responsibility to install the 

certificate into its own CA. the same thing happens between the vendor CAs 

and the EBX client or server instances. 

 

 

 

 

3.3.4  The EBX Transfer Protocol 

 

The interoperability between the roles described above is critical. The transfer 

protocol is standardized in EBX for that purpose. The potentially bilateral 

relationship between each two of the roles is the basis for the transfer protocol 

used in EBX. 
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     EBX Vendor CA’s and CA 

     Certificates for Each EBX 

     Certified Vendor 

 

 

 

EBX Client 

Certificates 

for each unit 

 

Fig. 8. Certification Hierarchy [14] 
 

 

EBX defines a protocol for transferring e-books from one entity to another. 

This transfer protocol contains requirements for the sequencing and the content 

of data that is transferred between entities. It does not specify an underlying 

transport protocol, but instead demands the transport protocol to reliably 

exchange data as required by the transfer protocol [12]. 

 

EBX is often used over the Internet, where EBX is implemented by using an 

extended form of HTTP1.1/RFC2068 and RFC2069 [12][24]. HTTP is a good 

solution in transporting e-books in that: 

 

- It is easy to use and pass through network firewalls. A new protocol, otherwise 

might require firewall configurations to change either locally or even 

everywhere; 

 

- There are many high-level APIs already available to program it; 

 

- It makes adding EBX service to an existing Web server easier; 

 

- It enables short range infrared (IR) link as well as Wireless Application 

Protocol (WAP). 
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CA 
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Vendor CA 
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2.x 

Client Rel 
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3.3.5  The EBX Voucher Engine 

 

What is unique to an EBX system is the voucher. A book voucher is a digital 

object that contains the information of e-book ID or ISBN, content decryption 

key, number of copies of the content object that the holder of the voucher is 

allowed to view/lend/give/sell, and the various permissions of the holder of the 

voucher, such as lendable, givable sellable, etc [12]. 

 

The voucher engine is a process that responds to requests from the protocol 

engine. 

 

The functions performed by the voucher engine include: 

 

1. receiving a request, identifying a specific entity who makes the request 

and rights statements; 

 

2. applying a set of rules, such as rights denying, rights expanding, rights 

narrowing, etc; 

 

3. generating output (not necessarily): possibly a new voucher. 

 

The operations that a voucher engine can perform are: creating vouchers, 

issuing vouchers, revoking vouchers, importing vouchers, deleting vouchers, 

issuing credentials, encrypting contents, decrypting contents, etc. 

 

 

 

 

3.4  Adobe’s E-book 

 

   Adobe Systems Inc. is a member of the EBX system. Adobe e-book is an 

attempt to distribute content, usually books, in electronic format and also to 

enforce copyright of those books. The content in Adobe e-book system is in 

Portable Document Format (PDF) and it is distributed through the EBX 

system. 
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Adobe System’s PDF has been in use since 1991. It is a “published” 

proprietary format that Adobe specifically grants copyright permission to 

“anyone” to use [39]. PDF is the most widely used e-book format now in the 

e-book market because it acts as a complete wrapper containing text, graphics, 

sound/movie and tables within a document and can be used in Windows, 

Macintosh and Unix operating systems. PDF also provides security methods 

such as encryption of the file and securing access using a password to protect 

the content. 

 

   Adobe Systems have built an extensible plug-in model for Adobe Acrobat, 

which enables the presentation of the e-book content using Adobe PDF. It is 

possible for a developer to build what is called a Security Handler to add their 

own Digital Rights Management system to Adobe Acrobat. 

 

   Adobe Systems developed a special technology, Web Buy and PDF Merchant, 

for selling e-books in PDF format, including the software of Adobe Content 

Server for managing, packaging, protecting, selling, and distributing Adobe 

PDF e-books. Acrobat eBook Reader, a world-wide used software, is offered 

as an e-book reading system [35][36]. 

 

 

 

3.5  Microsoft’s E-book 

 

   Microsoft Reader e-books are protected by the Microsoft Digital Asset Server 

(DAS) – another Digital Rights Management solution for the distribution of 

e-books. DAS is XrML supported. Microsoft e-books are created by 

converting the content files to Open eBook (OEB) compliant tagged texts and 

passed them through Litgen.dll via conversion tools (e.g. Content Software 

Development Kit), creating a .LIT file [22]. 

 

   The Open eBook Publication Structure Specification 1.01 provides a 

specification for representing the contents of electronic books. From the latest 

edition, its purpose is to give content providers and tool providers minimal and 

common guidelines which ensure fidelity, accuracy, accessibility, and 

presentation of electronic content over various electronic book platforms, to 

reflect established content format standards, and to provide the purveyors of 
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electronic book content a format for use in providing content to multiple 

reading systems [21]. OEB does not address DRM, which is one of the reasons 

for the emergence of Microsoft’s .LIT, which is another e-book reading format. 

 

   .LIT has several levels of security. To implement the security, the Microsoft 

DAS is needed to pass a set of requirements associated with it. The first level 

of security is called “Sealed”, which means that the content is encrypted to 

ensure the authenticity of the content so that the text inside the e-book connot 

be modified, although anyone can read the content; the second level is 

“Inscribed”, where the sealed titles are inscribed with the user’s name on the 

front page of the book to be regarded as a customized e-book; and the third 

level, with full security is “Owner Exclusive”, that is only a device with the 

license file can decrypt and read the content [39].  
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CHAPTER 4   

SCENARIOS 
 

 

 

 

In our normal life, buying a book in a bookstore is quite straightforward. We 

get the information of a certain book from any media such as radio, TV, 

Internet, friends, etc., before we find it in a bookshop, whether intentionally or 

by chance. After briefly going through the content of the book, we finally 

decide to buy it. We take the book, approach the cashier, pay, take the receipt 

and the book, keeping the receipt as a purchase evidence for possible future 

use, such as changing or returning the book. 

 

Buying an e-book over the Internet is almost the mimic of the physical world 

from a consumer’s point of view, but it is actually completely different in the 

techniques involved, the security mechanisms inherent, and so on.  

 

It is interesting to examine what is new and what has been changed in an 

e-book business compared to the real trading, especially in terms of security: 

what is to be protected and how to protect it. 

 

 

 

4.1  Scenario One 

 

   A library, NCL, needs an e-book title named “Guide Tour to Rome” from the 

publisher Alle-book, which has online distribution services of e-books. NCL 

accepts one of the offers that Alle-book can provide, which is NCL has online 

access to the title “Guide Tour to Rome” for an annual charge of US$5000.00. 

 

   Alle-book has a DRM-based e-book system which is to distribute, track, 

protect and manage both the digital content it has and the rights to the contents. 

The basic blocks of the system include: the metadata block of the digital 

content database, the watermarked and encrypted digital content block and the 
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access control mechanism implementation block of digital rights and digital 

content, see Figure 9. At the backend, the management, storage of e-book titles 

as well as the private information of its clients are designed for the content 

database. Encrypted and watermarked content are physically stored in the 

content database. Meanwhile, the rights to the specific titles are organized and 

implemented by the rights database. At the frontend, a secure digital content 

transfer protocol, the digital content protection and tracking algorithms and 

secure payment system are carried out for users’ access. 

 

 

 

 

 

 

 

               database of digital 

                content rights 

 

                                                        access to the  

                                                        digital content  

           watermarked                                   and its rights 

           and encrypted 

           e-book content 

 

Fig. 9. Alle-book’s DRM blocks 
 

 

 

   To the enquiry of NCL, Alle-book’s DRM platform works like this: the 

administrator encrypts and watermarks the e-book “Guide Tour to Rome” for 

NCL. The content rights are initialized in XrML, as Figure 10 presents. It then 

stores them separately into the content database and the rights database, which 

are both under the operating system of Windows NT, with firewalls, anti-virus 

software and access control interface. Since NCL has been registered as the 

customer of Alle-book, all the information including those concerning NCL’s 

privacy has been stored in the content database, where a particular area is 

arranged to keep all Alle-book clients’ private information. The amount of 

US$5000 is to be paid through Alle-book’s DRM system. By the time NCL 
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was successfully registered, it was given a unique userID and a password to 

pass through the login interface for future access of the content, where SSL 

(Secure Socket Layer) is used. The intended e-book title is supposed to be 

viewed online via Acrobat eBook Reader, the reading system supporting PDF 

format. When NCL is authorized by the database and confirmed that full 

payment has been received, the XML file in which the title rights are contained 

parses the requested title file to check if it is modified and the date is valid or 

not. An error message is generated to inform NCL if the previous information 

is not correct, otherwise the link will finally point to the title stored in the 

content database. 

 

 

 

<?xml version = “1.0”?> 

<XrML> 

<BODY> 

<BUYER> 

</BUYER> 

<RIGHTGROUP> 

<BUNDLE> 

<TIME> 

<UNTIL>2003/04/30</UNTIL> 

</TIME> 

</BUNDLE> 

</RIGHTGROUP> 

</BODY> 

<SIGNATURE> 

<DIGEST> 

<ALGORITHM>MD5</ALGORITHM> 

<VALUE encoding=”base128” 

size=”320”>ov3un%Ge9rfn5AST436y45G%�

derh_FDkgwnbv/48w3RKrgh==</VALUE> 

</xml> 

 

Fig. 10. XrML representation 
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4.2  Scenario Two 

 

   This scenario is based on the use of the EBX system. First comes a general 

description of the situation, and then follows a more detailed explanation on 

how the EBX voucher system works in this situation. It is necessary to 

understand the attacks described in the next chapter.  

 

 

 

4.2.1  An Example of the EBX System 

 

Assume that Paul publishes the e-book “Introduction to Chinese Ceramics” on 

his web site. Bob, who is fond of Chinese arts, is attracted by the book, so he 

decides to buy it by first adding the title to his e-carriage. Then Bob has to pay 

for it by filling out a form shown on the screen which is created and 

administrated by Paul, with his particular user ID, password, credit card 

number, expiration data, etc. to Paul (Paul’s server), and submitting the whole 

thing. If he is an old customer of Paul’s, he is authorized in Paul’s database 

system by logging in his specific username and password on Paul’s web site, 

otherwise he has to register himself to be Paul’s customer, by filling out 

another form with his private information – full name, sex, data of birth, 

address, etc, all of which are claimed to be kept secret by Paul. 

 

A few seconds later, if all his information is validated by Paul’s database 

system, Bob will be given a new page telling him that he is successfully 

certified and is allowed to download the e-book he just bought. Some other 

pieces of information are also given like the rights he holds for this e-book (e.g. 

the right to give / lend it to others). All the related information has been sent to 

his e-mail box which he specified in the previous forms. 

 

In order to get the e-book, Bob has to use the purchase order, which is created 

by Paul, most often a URL included and sent to Bob via email. The URL Bob 

received is to activate his authorization to the book. Bob is also told to get the 

reading system, Acrobat eBook Reader (.PDF), he has to use in viewing the 

e-book, if he does not yet have it, together with an easy way of getting Acrobat 

eBook Reader in the e-mail. 
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All Bob has to do now is to wait for the e-book, display the PDF version 

presented on the screen and read. It is not necessary for Bob to really know 

anything about Paul, except that he should believe in or have heard of Paul’s 

good reputation. Also, Bob and Paul have to believe in each other in the way 

they cooperate to keep the channel open, stable and secure, which is the basic 

requirement to both of them. 

 

Coral, one of Bob’s friends, looking forward to reading the e-book as well, is 

very happy to know Bob has bought it. She asks to borrow the e-book from 

Bob by downloading it to her PDA through a wireless communication channel. 

The right already set by Paul when buying the book, Bob is enabled to lend it 

for three days, so Bob sends the e-book to Coral, who can only read it for three 

days. After that, the Acrobat eBook Reader installed in her PDA will not be 

able to open it. 

 

 

 

4.2.2  Key Transmission in EBX 

 

The EBX system defines a complicated key transmission mechanism which 

has to be explained in details first so that the idea of the efficient encryption 

keys prevention from exposing to the unauthorized third party can be clearly 

derived. The key transmission mechanism works as follows: 

 

Paul has to license his software (Adobe PageMaker) and an EBX server, a 

plug-in web server in his computer before he can do anything further. The draft 

of the e-book will be formatted into a content container file using Adobe 

PageMaker. The encryption of the content file is accomplished by two 64-bit 

keys (as we know however), the efficient key bits are 56) in the algorithm of 

3-DES, which is randomly generated by PageMaker, with a voucher at the 

same time. 

 

To sell the e-book to Bob, Paul has to maintain an Internet web site. It is for 

Bob’s selecting, registering, authorizing, buying, etc, the interconnections. In a 

word, Paul uses his own web server, in which the EBX server is added-in, to 

install the encrypted content and voucher. The procedures of Paul’s 
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implementation of publishing the e-book is illustrated in Figure. 11, with the 

prototype model in EBX Functional Model [14]. 

 

 

 

 

 

 

 

 

 

                                                           Internet 

 

Fig. 11. Publishing the e-book 
 

 

 

 

Following Figure. 12, the procedure of how Bob is able to read the e-book he 

buys online from Paul is illustrated. 

 

Bob, by looking through the list maintained by Paul about the available 

e-books for sale, finds the one he wants and prepares to buy it, after he licenses 

his software (Adobe eBook Reader). Only when a certified Acrobat eBook 

Reader is downloaded and installed as a plug-in in Bob’s web browser, it is 

ready for him to use Adobe eBook Reader (his EBX reading system) to 

download the encrypted e-book he intended to buy and the appropriate 

voucher from Paul. Here Paul’s EBX server does the real downloading. 

Following the regulations in the EBX system, Paul’s EBX server decrypts 

voucher-Paul using his private key, creates a new voucher (voucher-Bob) 

combining applicable permissions for him (download enable, 1 copy, giving 

and lending allowed, printing forbidden), re-encrypts voucher–Bob which is 

got from Paul’s EBX server using Paul’s private key, then stores the new 

voucher (voucher-Reading) in Bob’s local computer with the encrypted content. 

Finally, Bob’s eBook Reader decrypts the encrypted content by using the 

content-decryption key – stored and encrypted using eBook Reader’s public 

key – in voucher-reading, to read each page of the e-book. 
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Fig. 12. Reading the e-book 
 

 

 

 

When a certified eBook Reader is downloaded and installed as a plug-in in 

Coral’s web browser, Coral’s eBook Reader generates a random serial number 

and sends it with its certified public key to Bob. Bob’s eBook Reader creates a 

new copy of the appropriate voucher (voucher-Coral), encrypted with Coral’s 

public key. The timeout value included in both voucher-Coral and 

voucher-Bob is 3 days from now on, while the difference between them is that: 

Bob’s status is “disable”, which means he can not read the e-book any more in 

the 3 days when he lends it to Coral, while Coral’s status is “read only”. The 

encrypted voucher-Coral, together with the serial number and the encrypted 

content are sent to Coral. Coral’s Acrobat eBook Reader is responsible for the 

decryption of voucher-Coral and stores it in her PDA with the encrypted 

e-book. When she wants to read it, her Acrobat eBook Reader uses the content 

decryption key in voucher-Coral to decrypt the pages. Three days later, when 

the automatic counter inside both eBook Reader is decreased to 0, Coral’s 
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status regarding the e-book will be invalid, correspondingly, Bob’s status will 

return to “lendable”, the rights he could use before he did the action to lend 

Coral the e-book. 

 

Figure. 13 shows the transferring of the e-book content and the corresponding 

voucher from Bob to Coral.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 13. Borrowing the e-book 
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CHAPTER 5   

ATTACKING EXPOSED 
 

 

 

 

The e-book system developers and/or the e-book publishers of the e-book 

system terms deal with security problems following this chain: surmising the 

possible threats to the system, finding out if there are vulnerabilities in the 

system according to the threats, and if there is weakness, what results/damages 

can happen to compromise the system. The attackers also go through the same 

chain. 

 

Possible threats both to Alle-book’s DRM-based system and to the EBX 

system can be obtained by investigating the characteristics of the systems. 

Examples of thing that can be attacked are the operating systems, the database, 

and the transmission channel of the systems, and so on. 

 

 

 

5.1  Attacking Preparation 

 

   The basic steps for an attacker, say, Spike, to follow can be illustrated by 

Figure. 14. He does have a few obstacles to pass, for example, finding the 

target he is intending to attack among the millions of web sites on the Internet, 

the location where his victim is in a particular network, passing the basic 

protections the victim has used to prevent hackers like him, etc. 

 

   In this section, there are three steps described for Spike to prepare for his 

further attacks. 
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                                               Original e-book content     

 

                                               Encrypted e-book content    

 

 E-book reading systems     

 PDF, LIT etc. 

 

                                               E-book standards e.g. EBX   

 

                                               Operating systems          

 

 

 

                                               Firewalls                 

 

 

                                               Internet                  

 

Fig. 14. Security levels for e-book systems 
 

 

5.1.1  Step 1 

 

Spike tries to crack Alle-book’s web site by first identifying its domain name 

and associated networks. To enumerate the domain and discover the networks 

attached, Spike uses the American Registry for Internet Solutions (ARIN) at 

http://www.arin.net, one of the best web site on which a database is run, to 

acquire useful information. With the command whois, he types “Alle-book” in 

the submit window, and there are several different domains associated with 

Alle-book showing up on the screen in a few seconds, because real networks 

and those registered for future usage are all possibly included on the list. Based 

on the query, the most likely candidate to start with, is “Alle-book.com”. 

Luckily enough, Spike gets the registrant, the domain name, the domain name 

system (DNS) servers, all valuable information that helps him going further. 

The registrant’s information, “online e-book publisher” clearly shows that the 

domain is really the one he wants. The following DNS is the information of 

the authoritative DNS servers to Alle-book. 
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5.1.2  Step 2 

 

The simple typing of “ping www.Alle-book.com” is to check whether the 

system of Alle-book is alive or not. Ping is used to send Internet Control 

Massaging Protocol (ICMP) ECHO (Type 8) packets to Alle-book’s system. If 

an ICMP ECHO_REPLY (Type 0) is obtained, it indicates Alle-book is alive. 

 

The next step for Spike is to begin port scanning. Port scanning is the process 

of connecting to TCP or UDP ports on the target system to determine what 

services are running or in a listening state, and it is critical to determine the 

type of operating system and applications in use [6]. There are various 

scanning tools available for Spike such as nmap, netcat, which are Unix 

commands, as well as Portscan used in Windows. For example, a command 

line nc –v –z –w 201.153.3.1 20-25 will give following results: 

 

[201.153.3.1] 21 (ftp) open 

[201.153.3.1] 22 (ssh) open 

[201.153.3.1] 23 (telnet) open 

[201.153.3.1] 25 (smtp) open 

 

Queso is used to identify the operating system via a single open port (port 80 

by default). If port 80 is not open, a specific open port is to be used to 

determine the target operating system [6]. Spike uses port 80, the default one, 

like this:  

 

Queso 201.153.3.1: 80 

 

201.153.3.1  *Windows 95/98/NT 
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5.1.3  Step 3 

 

Spike is a good deducer who suspects that Alle-book is using firewalls to 

protect itself, as most other organizations running web sites, and he knows that 

some firewalls on the market are using unique ports, thereby identifying 

themselves. In this way, netcat, the scanning command, is also good for 

firewall scanning. After trying on some of the open ports, signs of the firewall 

information are exposed: 

 

nc –v –n 201.153.3.1 80 

 

[201.153.3.1] 80 open  

 

StoneGate HTTP server ready. 

 

The last line is just the announcement of the presence of firewalls, which is the 

advertisement of their type and version. Spike confirms himself by connecting 

other ports: 

 

nc –v –n 201.153.3.1 25 

[201.153.3.1] 25 open 

 

StoneGate SMTP mail service ready. 

 

nc –v –n 201.153.3.1 23 

[201.153.3.1] 23 open 

 

StoneGate firewall does not support TELNET service. 

 

 

 

5.2  Attack on Alle-book’s Server 

 

   Spike can try Denial of Service (DoS) attack to Alle-book by using the 

successfully detected information of the Domain Name System server (DNS 

server). Domain Name System (DNS) is a distributed database used to map IP 
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addresses to host names [6]. Spike attacks Alle-book by poisoning the DNS 

cache, with the illustration (Figure. 15) shown below. 

 

Spike redirects the DNS server’s cache address from Alle-book’s 

(www.Alle-book.com) to another web site (www.abcde.com), usually a bad 

one. When a certain client requests to go to Alle-book’s web site, the browser 

tries to resolve the name www.Alle-book.com to an IP address. Instead of 

returning 201.153.3.1, which is the correct IP address of Alle-book’s web 

server, the DNS server’s cache returns back the address of www.abcde.com - 

130.235.109.111, and thus denies the service of Alle-book. 

 

 

 

                Alle-book server 

                201.154.3.1 

 

 

                                                        DNS server 

 

 

 

     Client 

 

 

 

                                      www.abcde.com server 

                                      130.235.109.111 

 

 

Fig. 15. Denial of Service attack of DNS 
 

 

 

 

 

 

 

Internet 
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5.3  Attacks on the Passwords 

 

   From the previous chapter, we assume that Spike has penetrated the firewalls. 

If he just wants to crack Alle-book’s business service instead of getting the 

e-book, the goal has been successfully reached by the denial of service attack. 

 

   Spike is aware that it is a shortcut to get access to Alle-book’s content and 

rights databases if the passwords can be obtained. After that, Spike can do a lot 

to the contents in the databases, such as deleting files, modifying rights and 

getting clients’ private information. 

 

   In many cases, the simplest way is guessing the login/password combination to 

get into a computer system. Many studies have shown that people tend to use 

easily remembered password quite often. Another widespread method to get 

hold of the password that Spike can use is by using a small program called 

Trojan Horses. Spike sends an e-mail with an attachment containing the Trojan 

Horses. If the attachment is launched on the server, Alle-book may boot one of 

the programs instead of the proper login. It does exactly as the operating 

system does, asking for the user ID and password on the screen. When the 

password is entered, a message appears telling “incorrect password”, and the 

password which has now been saved, is e-mailed to an anonymous mail server. 

The user, however, thinks he/she made a typing error, enters the password 

again. This time, the real login program is used since the Trojan Horse 

program has been reverted to sleep mode after the behaviour above. The login 

is then successful, and the user is not aware of the login/password is stolen by 

Spike. The file with the password and user ID can be later visited by Spike to 

launch a system penetration attack.  

 

 

 

5.4  Attacks on Alle-book’s Transmission Channel  

 

   Spike monitors and interrupts the data flows to and from Alle-book on the 

Internet. After getting the e-book that Alle-book wants to send to the library 

NCL, he modifies it and resends the frauded e-book to NCL without its notice 

until someone reads it. Or, Spike fabricates a file of his own, sending to NCL, 
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pretended that it is from Alle-book. Both the attacks can be easy for Spike to 

implement if Alle-book did not prove to NCL that the e-book is truly produced 

and transmitted by Alle-book. 

 

 

 

5.5  Attacks on Alle-book’s E-book Content 

 

   Assume that Spike gets the e-book title by interrupting from Alle-book’s 

transmission on the Internet. Theoretically he can read, modify, or delete the 

e-book file if Alle-book transfers only the original e-book content without any 

protection on it. Even if Alle-book did something to the e-book title, the 

improper ways of protection could be a small case for Spike to find or derive 

the e-book plaintext. For example, 64 bits DES encryption to the plaintext 

e-book is not regarded as a safe algorithm because Spike has numbers of 

methods to decrypt it in a short time. 

 

 

 

5.6  Attacks on the EBX Certification 

 

   From the e-book transmission procedures described above from Paul to Bob 

and Coral, Spike notices that there might be vulnerability in the certificates. 

Spike tries to forge a certificate that Paul uses to authorize Bob, or tries to 

modify the certificate. 

 

 

 

5.7  Attacks on the EBX Content 

 

   The attack on the EBX content is the same as to get the decryption key of the 

content. 3-DES is the algorithm used to encrypt Paul’s content file. It is 

infeasible for Spike to break the content decryption keys. 
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   However, it is not necessarily for Spike to decrypt the key, the vulnerability 

inherent to the EBX system is that it allows the consumers to read the e-book 

offline, which means the decryption key must be on Bob’s computer. A 

talented hacker like Spike with appropriate tools can find the key without 

outside help no matter how strong the encryption is. 

 

   Furthermore, Spike can use the knowledge of resolving the mechanism of 

finding the key in some software if he is good at programming. That can make 

other people happy if Spike publishes his application software because it will 

be a piece of cake to figure out the decryption key that almost anyone can get 

to read the e-book without great amount of skills. We will see later that PDF 

has been the victim. 

 

 

 

5.8  Attacks on the Voucher Server 

 

   All the efforts of the EBX system are for the purpose of preventing illegal use 

of the content. The security of the EBX system can only work when the user 

does not know the private key, otherwise he can access the decryption key in 

the voucher and thus is able to do anything with the content. 

 

   Spike knows this very well. He is now preparing for modifying the voucher to 

change Bob’s permissions to the e-book. He learns that the voucher is 

protected with a Message Authentication Code (MAC), which is calculated 

using a keyed hash algorithm over all the elements in the voucher, and the 

e-book document decryption key is used as the key for the algorithm. 

 

   The problem then goes back to get the decryption key as we talked about in the 

previous section 5.7. Basically, it is possible for Spike to do anything to the 

voucher if he got the e-book content decryption key. 
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5.9  Attacks on PDF 

 

   Unfortunately, the DRM and EBX security offers almost no additional security 

at all to a PDF file. That is because it is not necessary for Spike to know all the 

details before he can decrypt the e-book. Alternatively with the help of a PDF 

password recovery tool – AEBPR (Advanced E-Book Processor), he simply 

follows the steps of the tool he bought, by reading the instructions published 

by ElcomSoft. 

 

   There are anonymous sources confirming that in Acrobat eBook Reader 2.2 

and lower version, adding the following entry to the Windows registry will 

unlock the software so that it will decrypt 100% of a document: 

[HKEY_LOCAL_MACHINE\Software\Elcom\AdvancedeBookProcessor\Reg

istration] “Code”= “LEPR-T2K7-NA8Z-3DUE-EVDQS-TMPVMBAUB”, 

after the AEBPR software is installed on the local computer. 
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CHAPTER 6   

DEFENSES 
 

 

 

 

 

6.1  Defense Against Port Scanning 

 

   As it shows in section 5.1.2, port scanning is often used to determine the TCP 

and UDP ports listening on remote systems. To prevent from it, Alle-book 

should minimize its exposure to Spike by disabling all unnecessary services. 

For Windows NT however, it is difficult to do so because of the way Windows 

NT operates. But some of the services can be disabled from within the control 

panel menu. 

 

   A network-based Intrusion Detection System (IDS) programs such as Genius 

and BlackICE, can be used by the users like Alle-book with Windows NT 

operating system to detect the ping sweep attacks. For example using Genius, a 

software that listens to numerous port open requests within a given period of 

time, warns are given by poping up a dialog box on the screen when it detects 

a scan, giving the offender’s IP address and DNS name. The IDS programs are 

also helpful in detecting firewall scanning, and it is even possible to block the 

ports in front of its firewall, which can effectively prevent firewall scanning 

attacks. 

 

 

 

6.2  Defense Against DoS Attacks 

 

   To prevent Spike from implementing the Denial of Service (DoS) attack, which 

cheats users by replacing Alle-book’s domain name to a fraudulent address, 

secure DNS can be deployed on the DNS server. 
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   The Domain Name System translates between domain names to numeric 

Internet address (DNS server directs www.Alle-book.com to 201.154.3.1). The 

structure of the DNS database is the same as the structure of files on a hard 

disk. Each host on the network has a unique name, and the whole database is 

pictured as a inverted tree, with the root at the top. Here .com is the top-level 

domain. The data associated with domain names are contained in resource 

records such as Name Server (NS), Address (A), Textual information (TXT), 

etc. 

 

   Secure DNS provides cryptographic integrity checks of the existing DNS, that 

is, each domain generates a public key and a matching private key, and uses 

the private key to digitally sign each group of resource records it publishes. 

Recipients use the domain’s public key to check the signature on the incoming 

resource records, to make sure they came from the owner of the domain. Each 

domain’s public key is also signed by its parent domain, and the key for the 

top-level domain is signed by the root key. In this way, it is almost impossible 

for Spike to just forge a new public key and claims that it belongs to 

Alle-book’s domain. Furthermore, Alle-book can set an expiration date in its 

signature so that Spike cannot reuses old signed records after expiration. 

 

 

 

6.3  Defense Against Password Attacks 

 

   Using one time password is a good method for real protection against password 

thieves, that is to use different password each time to log in. More 

sophisticated security devices use hardware units such as smart cards, which 

send out a different password every time, depending on the date and time of 

days. The server system can tell if the password is correct or not as it has a 

synchronous clock. 

 

   A smart card is a credit card sized token that contains a microprocessor, 

memory to store programs and data. It usually includes a secret value, such as 

a secret number or a digital signature private key. When Alle-book uses it, the 

smart card is first inserted into a card reader. Alle-book is then asked for 

entering a PIN to unlock the card, and an authentication system is running to 
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verify the identity of Alle-book. Another common type of smart card is based 

on the PCMCIA standard. They can communicate directly with the target 

system and run the authentication procedure themselves.  

 

   However, smart cards have weaknesses as well. They have to be kept out of 

thieves, which means to prevent the PIN from being obtained. The time 

synchronizing smart cards are vulnerable to Network Time Protocol (NTP) 

attack, which resets the system clock so that the password at a certain moment 

before can be used. 

 

   Both one time password and smart cards are considered secure. Despite the 

weakness described above, there are hardware overheads in using smart cards, 

which means extra amount of money. One time password is easier to be 

implemented, but it is hard for people to remember. 

 

 

 

6.4  Defense Against the Transmission Channel 

 

   Digital signatures can to some extent be a good countermeasure for the attack 

on Alle-book’s transmission channel. 

 

   When signing the e-book for NCL, Alle-book uses its private key. This key is 

typically 1024 bits, which is randomly generated by the e-book producing 

software, say, Adobe Framemaker 4.0. NCL can verify Alle-book using the 

matched public key to decrypt and identify the digital signature originally 

signed by Alle-book. Also in this way, if Alle-book denies having sent the 

e-book to NCL, the digital signature will be a strong proof of their behaviour, 

in other words, non-repudiation is achieved. For the same purpose on the other 

hand, it is demanded by Alle-book that NCL identifies itself with its unique 

digital signature attached when the purchase is processed. 

 

   When doing the digital signature, message digest is used by Alle-book which is 

then signed. This works well because a digest has the property that any change 

to the message will result in a different digest. With this scheme, both NCL 

and Alle-book applies the hash function to obtain the digest, generating the 

signature by signing the digest. Upon receiving, Alle-book / NCL recomputes 
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the digest, decrypting the signature. Two values, the expected digest and the 

actual digest, are compared, if they are the same, it means that the message 

contents were not changed and were originated from the other party. 

 

 

 

6.5  Defense Against the EBX Certificate 

 

   It is critical for Bob to be able to verify that a certification authority (CA) has 

issued a certificate or to detect a forge one. It can be achieved by the CA to 

digitally sign the certificate. The CA calculates the digital signature by 

computing the message digest of the certificate and encrypting it with its 

private key. Spike is prevented to forge the CA’s certificate because he does 

not know the private key and cannot generate the correct digitally signature. 

Furthermore, if Spike makes any changes to the genuine certificate, the 

message digest of the certificate changes and no longer matches the CA’s 

signature. The private key that the CA uses should be long enough, for 

instance, 1024 bits RSA, which is infeasible for Spike to break. 

 

 

 

6.6  Defense Against the E-book Content 

 

   Other than the different encryption algorithms that can be selected to protect 

the e-book content, Alle-book has significantly enhanced securing the e-book 

by adding watermarks. 

 

   A watermark is an extra piece of text or an image which is overlaid on the 

primary content. This provides a way to embed ownership or rights 

information in the digital content, to track illegal copying, distribution, or 

usage. It differs from data hiding in that watermarking remains in work while 

cryptographic protection is lost after decryption [29].  

 

   To make the watermarking more robust, there are a couple of methods for 

Alle-book to make the watermark tightly coupled with the e-book content, 

which are shortly introduced as follows: 
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   There are visible and invisible watermarks, both of which can be performed by 

Alle-book to make the removal more difficult. The visible watermark is widely 

used presently. It is a visible translucent image or text which is overlaid on the 

primary contents. Alle-book can make watermarks consisting of its logo or seal 

which holds the rights to the e-books. It allows the primary contents to be 

viewed, but still marks it clearly as the property of Alle-book. The invisible 

watermarks are more efficient due to its invisibility. As the name says, they are 

overlaid texts or images that cannot be seen, but can be detected 

algorithmically. They are mostly used in the image-based content, and are 

designed and implemented as part of the content. To remove the watermarks 

can possibly destroy the content.  

 

 

 

6.7  Defense Against the EBX Voucher Attack 

    

   All the efforts of the EBX system are for the purpose of preventing illegal use 

of the content. Spike learns that the e-book content key is encrypted in either 

RSA512, RSA1024 or RSA2048, and then stored in the voucher. The voucher 

is also encrypted by Paul’s public key, the same as the one that encrypts the 

content key. Spike can access the content key in the voucher only if he gets 

Paul’s private key. The 1024 bits RSA is strong enough so far to protect the 

content key from being fetched. As a result, Spike has to give up this kind of 

attack. 

 

 

 

6.8  Remaining Threats 

 

   Although there can be various means of protection employed on an e-book 

system, threats are still existing by now, which we cannot defend against. 

 

1. Web servers have their inherent vulnerabilities so that they are very popular 

targets of attacks. The attacks on web sites are possible from carelessness on 

the part of administrators to unsafe software defaults to bugs in the software. 
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2. Digital signature is also possible to be compromised to attacks by 

inconsiderable uses in the application software. Smooth number attack, cube 

root attack and “Birthday Attack” on hash functions [40] are all frequently used 

algorithms in breaking the digital signature. 

 

3. Spike can try to remove the watermark embedded in the e-book. This is 

possible even without knowledge of watermarking method. He may use 

commercially available editing and signal processing tools or formalize attack 

schemes on his own, for example geometrical, signal processing, and 

specialized attacks, developing his own tools on the basis of his analysis of the 

embedded digital content. 

 

4. Any e-book protection based on Acrobat PDF format is insecure just due to the 

nature of this format and encryption system developed by Acrobat, no matter 

what security system such as DRM or EBX is implemented. The reason is that 

any security plug-in ends up with a decryption key, which is finally needed for 

the reading system to open the file. Since people usually read e-books off-line, 

the private key must be on the local computer available for the reader 

application. In this way, no matter how strong the encryption or how obfuscate 

the key is hidden, it can be found. The application can find it without outside 

help, and so can any talented enough hacker with proper tools. 

 

There are still other ways to deal with the problems that we cannot defend 

against now. academic methods are under research that can be developed to 

solve some of the problems. For example, stochastics and image denoise are 

experimenting for high efficiency of robust watermarks. Commercial and legal 

ways are important as well. The stop on the distribution of AEBPR software 

has been executed. Dmitri Sklyarov, the programmer of the software and an 

employee of ElcomSoft company, which develops security-related software for 

Windows platform, was accused and put to jail for issuing AEBPR in his 

presentation in Defcon July 2001. This is a well-known case because Dmitri 

was the first one prosecuted after the Digital Millennium Copyright Act 

became effective. 
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CHAPTER 7  

CONCLUSION 
 

 

 

 

 

7.1  Summary 

 

   Just take a look at the DRM market for e-books, which is under rapid progress. 

It can be seen as a pervasive and necessary technology that will become a 

permanent and integrated part of Internet infrastructure. In the prerequisite of 

security, DRM and its related techniques can be a good choice for publishers / 

distributors / booksellers and consumers, in which EBX and other components 

can be implanted. DRM technologies could be a key enabler for the 

distribution of the digital content. It presents far bigger revenue and content 

control opportunities for existing and new business, although all these are no 

different to those previous standards and technologies in the fundamental ideas 

because the idea of building the architecture and models are similar except its 

enormous complexity. 

 

   It must be clearly understood that technical solutions is only part of the 

solutions to the security of an e-book system. Security is subject to change to 

different people in different situations. When an e-book system gets more 

popular and more publicly used, more people will put efforts to investigate the 

techniques, more vulnerabilities are to be explored and the possibility that the 

system is being attacked. Seen from this angle, the security of an e-book 

system is relatively low. But on the other hand, it might still be a good system 

for real use, because it provides a specific level of security if the algorithms 

used are properly chosen, the system is well configured and maintained.  
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7.2  Conclusion 

 

   When an e-book system needs high level security, more constraints are being 

added in the system. Inevitably, flexibility is the price for it. Security, as well, 

is to find balances between risks and rewards. I would like to say, those e-book 

systems are in use and will be continually used even though serious problems 

in security are in the front. 

 

   As computer hardware and software technologies are getting more and more 

advanced, and technologies of computer and network security improve to urge 

the continuing development of the e-book industry. The digital systems are 

getting more complicated, much more complex than people can handle 

themselves. In turn, the security will be even more difficult to achieve. As a 

result, we have to admit that the e-book industry is facing more and more 

severe security problems. As long as the fundamentals of the technologies and 

the people who use them are still unchanged, security problems are not going 

to be better. 

 

   The work of elaborating the integrity and reliability of e-book systems, the 

establishment of technical standards as well as effective laws to prosecute 

criminals, and even the education of people for their social norms are parts of 

the right ways for us to go in improving security of the e-book industry. 
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Terms and Abbreviations           Explanations [38] 
 

 

Access control                          

The service provides protection against the 

unauthorized use of resources accessible using 

network protocols. Permissions for files, 

directories, and processes relate to the area of 

access to these resources on the system. 

Access control relates to what resources a user 

or service may access on the system or 

network. 

 

Authentication 

A method for proving a user’s identity (such as 

using passwords or authentication tokens). 

 

Cryptography 

The science of transforming readable text into 

cipher text and back again. 

 

Data confidentiality 

The service provides for the protection of data 

from unauthorized disclosure. Data 

confidentiality services include connection 

confidentiality, connectionless confidentiality, 

selective field confidentiality, and traffic flow 

confidentiality. Data confidentiality relates to 
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secrecy of data on the system and network. 

Data confidentiality protects your data from 

passive threats. 

 

Data integrity 

The services include connection integrity with 

recovery, connection integrity without 

recovery, selective field connectionless 

integrity. Data integrity provides protection 

against active threats. 

 

Denial of Service (DoS) 

When a hacker performs a Denial of Service 

attack against targets like web servers, FTP 

servers, and mail servers, they essentially 

make the target busy by bombarding it with 

TCP/IP packets in order to make it busy so the 

site is slow or off-line. 

 

DES  

Data Encryption Standard, a standard 

developed by the U.S. government that uses 

symmetric encryption keys. 

 

Digital Certificate 

An electronic document that verifies the owner 

of a public key. It is issued by a certificate 

authority. 

 

Digital Signature 

Any type of text or message, encrypted with a 

private key, thereby identifying the source. 

 

DNS 

Domain Name System. When you surf the 

web, and type in something like 

www.something.com , your machine first 

checks with a local DNS server (usually at 
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your ISP) to see if it knows where to find the 

web page you requested. If the local DNS 

server doesnot know where the page is, it 

checks with a top level “root” DNS server to 

find the address of the site. Now that the local 

DNS server has the address of the web page, it 

stores it for a while in DNS cache (in case 

someone needs to return there soon). It then 

passes the address on to your machine, and 

your machine now can talk with the web page 

server at www.somewhere.com. All this in 

happening in just a couple of seconds because 

of the Domain Name System. 

 

DRM 

Digital Rights Management is a set of 

technologies content owners can use to protect 

their copyrights and stay in closer contact with 

their customers. In most instances, DRM is a 

system that encrypts digital media content and 

limits access to only those people who have 

acquired a proper license to play the content. 

That is, DRM is a technology that enables the 

secure distribution, promotion, and sale of 

digital media content on the Internet. 

 

EBX 

Electronic Book Exchange, the EBX system is 

being developed by the EBX Working Group. 

It defines the way in which electronic books 

are distributed from publishers to booksellers 

and distributors, from booksellers to 

consumers, between consumers and between 

consumers and libraries.  
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Firewall 

Software/hardware that creates a barrier 

between a trusted and an untrusted network, 

allowing or denying data to cross the barrier 

based on a set of rules that an administrator 

has configured. A firewall is usually placed 

between the public Internet and a private 

computer network. A firewall acts as a 

gateway between networks, usually used 

between the Internet and internal networks, but 

sometimes used between departments and 

corporate entities. 

 

FTP 

File Transfer Protocol, a set of rules (protocol) 

for exchanging files between computers over 

networks and the Internet. 

 

HTTP 

Hypertext Transfer Protocol, a set of 

instructions (protocol) for communicating 

between a web server and a World Wide Web 

client. 

 

ICMP 

Internet Control Message Protocol, a protocol 

used to send message about the network 

situation. A well-known use of ICMP is the 

Ping program which is often used to test 

whether other computers are alive. 

 

IP 

Internet Protocol, a fundamental protocol in 

TCP/IP networks that addresses and delivers 

datagrams across the Internet. 
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MD 

Message Digest, it is an algorithm that 

produces fixed length output of a variable 

length input message. 

 

Nonrepudiation 

The denial by one of the entities involved in a 

communication of having participated in all or 

part of the communication. Nonrepudiation 

services may take one or both of two forms: 

nonrepudiation with proof of origin or 

nonrepudiation with proof of delivery. 

 

One-way hash function 

Also called Message Authentication Code 

(MAC), is central to public-key cryptography. 

It is a fundamental building block for 

protocols. A one-way hash function is a hash 

function that is also a one-way function: it is 

easy to compute a hash value from an input 

string, but is hard to generate a string that 

hashes to a particular value. 

 

Ping 

Package Internet Gopher, a program used to 

test reachability of destinations by sending 

them an “ICMP echo request” and waiting for 

a reply. It is helpful in determining if another 

computer is presently connected to the Internet. 

Ping is used as a troubleshooting tool to find 

out if a specific machine is available. 

 

PKI 

Public-key infrastructure, it is the combination 

of software, encryption technologies, and 

services that enables enterprises to protect the 

security of their communications and business 

transactions on the Internet. 
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Private key 

In asymmetric encryption, it is the key that a 

user keeps secret. It can encrypt or decrypt 

data for a single transaction but cannot do 

both. 

 

Public key 

In asymmetric encryption, the key that a user 

allows the world to know. It can encrypt or 

decrypt data for a single transaction but cannot 

do both. 

 

RSA  

A popular encryption and authentication 

standard that uses asymmetric keys, and was 

developed by Rivest, Sharmir, and Adelman. 

Based on a public key system, which means, 

every user has 2 digital keys, one to encrypt 

information, and the other to decrypt. 

Authentication of both sender and recipient is 

achieved with this method. 

 

Salt 

A random string that is concatenated with the 

password before being operated on by the 

one-way hash function. It is used to against 

dictionary attack. 

 

SSL 

Secure Sockets Layer, a transport-layer 

technology, developed by Netscape, that 

allows secure transactions among compliant 

browsers and servers, usually Web servers. 
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TCP 

Transmission Control Protocol, a 

connection-oriented transport protocol that 

guarantees data delivery over a network; one 

of the fundamental protocols of TCP/IP. 

 

UDP 

User Datagram Protocol, a connectionless 

transport protocol that does not necessarily 

guarantee delivery of data. 

 

WAN 

Wide-Area Network, a network spanning 

hundreds or even thousands of miles. Often 

time large corporations networks are spread 

geographically over the whole planet. These 

are referred to as WAN’s.  

 

World Wide Web 

The Web or W3, it is a hypertext-based tool 

that enables you to access and display data 

based on keyword searches. The data may be 

text, graphics, audio or video. Hypertext, is the 

key element, since it supports links to other 

documents. One way to access WWW is to use 

Mosaic and specify a WWW URL. 

 

 


