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A Quantitative Evaluation Framework for Component Security in Distributed Information Systems 

Abstract 

The Heimdal Framework presented in this thesis is a step towards an 
unambiguous framework that reveals the objective strength and 
weaknesses of the security of components. It provides a way to 
combine different aspects affecting the security of components – 
such as category requirements, implemented security functionality and 
the environment in which it operates – in a modular way, making 
each module replaceable in the event that a more accurate module is 
developed.  

The environment is assessed and quantified through a methodology 
presented as a part of the Heimdal Framework. The result of the 
evaluation is quantitative data, which can be presented with varying 
degrees of detail, reflecting the needs of the evaluator. 

The framework is flexible and divides the problem space into smaller, 
more accomplishable subtasks with the means to focus on specific 
problems, aspects or system scopes. The evaluation method is 
focusing on technological components and is based on, but not 
limited to, the Security Functional Requirements (SFR) of the 
Common Criteria. 
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1. Introduction 

“When you can measure what you are speaking about, and express it in numbers, 
you know something about it; but when you can not measure it, when you can not 
express it in numbers, your knowledge is of a meagre and unsatisfactory kind: it 
may be the beginning of knowledge, but you have scarcely, in your thoughts, 
advanced to a stage of science.” 

William Thompson, a.k.a. Lord Kelvin 
(Thomson, 1894) 

 

 

IT security research can be said to be the humanities of computer 
science, because “secure” systems are often built using ad-hoc 
techniques and gut-feeling.  

Science sets itself apart from other disciplines by its requirement for 
hypotheses that can be experimentally verified or falsified. Computer 
security will not be a true science until better definitions and 
frameworks in which to carry out measurements and verifying these 
are developed. 

The word security is associated with numerous different social and 
economical aspects, and what may be relevant security aspects for 
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government agencies, such as confidentiality, may be of less 
importance for an online newspaper, whose main priorities probably 
would be data integrity. 

1.1. Motivation 
This work is the result of a Master Thesis at the Linköping Institute 
of Technology, carried out for the Swedish Defence Research 
Agency. 

Information technology (IT) security is a fast-growing field. In the 
development of more extensive information systems, IT security 
becomes increasingly important. Whether potential threats consist of 
viruses, worms, malicious hackers or information warfare, the need 
for a method to evaluate current security levels is vital in order to 
improve or maintain the overall security. 

While some ideas for quantifiable security measurements have been 
suggested recently, they are far from the unambiguous framework and 
definitions sought. The ambition of this work is to bring research in 
the field closer to that goal. 

1.2. Problem Formulation 
The primary objective of this work is to find a way to evaluate the 
level of security of system components in a distributed information 
system. To do so, answers to these questions are sought:  

 How can security be measured or estimated quantitatively? 
A good measurement starts with knowing what to measure. In 
order to do that, relevant security properties for the given 
components need to be identified. 

 Can the existing evaluation frameworks be improved? 
This will include applying current methods in order to identify 
weaknesses in the existing frameworks. Based on the results, an 
improved framework will be suggested. 
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 Can a suitable metric be developed? 
Is it possible to design a suitable metric with which to describe 
the components’ properties? The aim is to find an evaluation 
method that actually produces the numbers that Lord Kelvin 
referred to.  

 How can the method and its results be validated? 
If evaluation framework is to be trusted, its relevancy and 
accuracy needs to be assessed. 

These questions may be easily formulated, but the process of 
answering them will surely prove to be tricky due to the many aspects 
of computer security and the complexity of computer systems. 
However, because of this complexity, this work will be limited to 
looking at the security of individual technical components that reside 
in distributed information systems, for example firewalls, operating 
systems or mobile devices. 

1.3. Contribution 
This work examines and improves previously suggested methods for 
estimating computer security quantitatively. It summarises the 
identified strengths and weaknesses, as well as suggests a new 
framework, the Heimdal Framework, based upon the results. 

An important contribution of this work is the introduction of discreet 
notation to describe a quantitative security value for a given security 
feature of a component. It also proves how the actual precision is left 
unaffected compared to the original method that suggests continuous 
values, due to the lack of means to precisely determine these. 

The Heimdal Framework presented in this work (chapter 6) 
constitutes a modular framework in which evaluations of component 
security can be carried out. It introduces profiles that express 
different aspects of an evaluation: the product’s security properties, 
the requirements related to the category, as well as the environment in 
which the component operates. Means to assess the environment is 
suggested as a part of this. 
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The Heimdal Framework has also been implemented into a Windows 
application, which enables for faster evaluations and makes 
comparison between components easier. 

In the end, it should be noted that it is the analytic process and 
method, not the final results in terms of the numbers calculated, that 
is the main contribution of this work.  

1.4. Disposition 
In the next chapter, some relevant background information is 
provided. Important terms and definitions of concepts used in this 
thesis are explained.  

The third chapter will describe the initial thoughts and the work 
process behind this work.  

The existing framework for security estimation is described, applied 
and critically analysed in chapter four. The emphasis will be on the 
model suggested by Andersson (2003). 

In chapter five, solutions to the weaknesses identified in chapter four 
will be suggested in hope of reaching a more accurate way of 
evaluating system components from a quantitative point of view.  

In the sixth chapter, a new framework for security evaluation – the 
Heimdal Framework – is presented. It is based on the suggested 
improvements from the previous chapter, as well as new ideas to 
include other aspects in the evaluation. 

The Heimdal Framework is exemplified in chapter seven; an 
evaluation is carried out for the Windows 2000 operating system and 
the environment of a fictive organisation. 

In chapter eight, the Heimdal Framework is subject for discussion and 
a summary of the above, as well as some ideas for future work 
beyond the limitations of this thesis, is presented. 
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2. Background 

This chapter covers background information needed to understand 
the concepts, terms and definitions in this thesis. 

2.1. IT Security 
Generally speaking, security revolves around the protection of assets. 
This, applied to the field of IT security, usually means the protection 
of information and services delivered by information systems. More 
specifically, it might be defined as “the prevention and detection of 
unauthorised actions by users of a computer system” 
(Gollman, 1999).  

2.1.1. Threats 
In the early years of computers, the number of users for every 
machine was usually limited to just one. The computers were not 
connected to each other, and rather than implementing security 
features on the machine, the door to the computer room was simply 
locked. With the growth of interconnected machines, and later large 
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networks, the awareness of the risks associated with networks 
increased. 

As mentioned by Pfleeger (1997), threats on current information 
systems can be divided into three main categories; threats against 
hardware, software and information. 

 
Figure 1 Threats against information system components. 

(Pfleeger, 1997) 

Threats against hardware consist of, as seen in figure 1, interruption 
and interception. Interruption refers to physical damages that might 
occur, malicious or accidental. In the case of interception, theft of 
equipment constitutes the major threats against hardware. Generally, 
these threats are easily identified, and standard protective measures 
such as maintaining a good overall security level in the building where 
the equipment is stored, are often sufficient. 

Threats against software include interruption, interception and 
modification. Interruption of software will often damage the whole 
system, as information systems are useless without the required 
software. Accidental or intentional deletion of software or software 
components may cause serious deficits in the availability of the 
system, resulting in a denial-of-service (DoS) situation. More famous 
are perhaps the modification threats which include viruses, trojans 
and trapdoors. The result of such modifications can be particularly 
serious if they affect security software within the system. 

Software Information
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Information is the reason for information system to exist in the first 
place. Unauthorised interception of information may narrow a 
competitive edge or make classified, sensitive information available to 
foreign governments. Loss or unwanted modification of information 
can cause substantial economic drawbacks or even the loss of human 
lives. (ibid.) 

2.1.2. Goals 
The European Community defined, in (ITSEC, 1991) three main 
goals of IT security, which since have been commonly used: 

 Confidentiality 
Prevention of unauthorised disclosure of information. 

 Integrity 
Prevention of unauthorised modification of information.  

 Availability 
Prevention of unauthorized withholding of information or 
resources.  

This set of security goals is commonly known as CIA. 

Confidentiality is sometimes referred to as information privacy, and 
would include password-protected file areas, network logons, and so 
on. The purpose of confidentiality is to prevent users from accessing 
sensitive information that was not meant for them to read.  

Integrity means, in the realms of IT security, data integrity and refers 
to the amount of trust you can put in the information being the same 
as that in the source document, i.e. it has not been exposed to 
accidental or malicious alteration or destruction.     

Availability means ensuring that legitimate users have access to their 
systems or resources without undue delay. A typical example of 
availability disruptions is the DoS attacks which have occurred more 
and more frequently. However, ensuring confidentiality and integrity 
often means impairing the availability of the system – a maximum 
security firewall will, for instance, not let anything through, and thus 
decrease the availability of the system.  
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There are a number of additional ways of defining computer security. 
One of the most frequently occurring ones, apart from CIA, is PDR:  

 Prevention 
Measures that prevent the assets from being damaged. 

 Detection 
Measures that allow for detection of an asset being damaged, 
determine how it was damaged and who did it. 

 Reaction 
Measures that allows for the recovery of assets after damage to 
the system. 

In addition to these three, survivability is often included to describe 
the ability of a component or system to recover from failures and 
security breaches. (Gollman, 1999) 

2.1.3. Methods of Defence 
New methods and countermeasures are continuously being 
developed. Some of these methods are able to actually prevent 
attacks, while some merely detect breaches in security – after or 
during their occurrences. Some examples of this are: 

 Physical controls 
Sometimes the easiest ways to enforce security are overlooked as 
more sophisticated technical approaches are sought. Some 
straightforward ways are locks on doors, guard at entry points, 
and backup copies of important data. 

 Software controls or countermeasures 
Security is often implemented in the software in terms of internal 
program controls, OS controls, development controls, and anti-
virus software. 

 Encryption 
To ensure confidentiality, sensitive data is often encrypted, 
making the data unintelligible to an outside observer. 
Additionally, encryption enforces integrity to a certain degree, 
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since data that can not be read is generally hard to modify in a 
meaningful manner. 

2.2. Important Terms and Definitions 
This section covers terms and definitions of concepts that are central 
for this thesis. 

 Common Criteria (CC) 
The Common Criteria for information technology security 
evaluation is a standardized method for evaluating the assurance 
of the correct implementation of the specific security design in 
products. 

 Protection Profile (PP) 
A Protection Profile specifies the implementation-independent 
requirements for a category of products or systems that meet 
specific customer needs. 

 Security Functional Requirements (SFR) 
SFR is the second part of the Common Criteria. It is a set of all the 
available security functionality and is structured in categories; 
classes, families, components and elements. 

 Security Target (ST) 
A Security Target specifies the implementation-dependent "as-to-
be-built" or "as-built" requirements that are to be used as a basis 
for a particular product or system. 

 Security Value (SV) 
A Security Value is a numerical value denoting the security for a 
given SFR Component, Group or Class. It can be presented either 
as the total value, or be divided into separate Security Values for 
CIA or PDR. 

 Target of Evaluation (TOE) 
A Target of Evaluation is a term adopted from the Common 
Criteria and refers to an IT product or system that is the subject of 
an evaluation. 
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2.3. Related work 
This thesis is to large extents based upon a previous Master Thesis in 
the area, (Andersson, 2003). The latter will be explained in further 
details in section 4.2.  

Other related work that contributes to the background of this thesis is 
presented below. 

2.3.1. Evaluation criteria and certification 
The purpose of certifications is to ensure that manufacturers’ claims 
about their products and systems can be independently verified. 

A number of certification methods regarding computer security have 
been developed, each with their own usage and concerns.  

TCSEC 
In 1983, the U.S. Department of Defence published Trusted 
Computer System Evaluation Criteria (TCSEC, 1983), commonly 
known as the “Orange Book”. It was the first evaluation criteria to 
gain wide acceptance. The TCSEC was designed for the evaluation of 
proprietary operating systems processing classified information. One 
of the drawbacks with TCSEC was its use of pre-defined classes, tying 
functionality and assurance together. This made it inflexible and 
practically inapplicable to, among other things, computer networks 
and database management systems. (Pfleeger, 1997) 

ITSEC 
In 1991, France, Germany, the Netherlands, and the United Kingdom 
published Information Technology Security Evaluation Criteria, 
ITSEC (1991). Functionality and assurance were separated, enabling 
specification of more specific targets of evaluation. The flexibility 
offered by ITSEC functionality may be an advantage sometimes, but 
it also has its own set of drawbacks. The problem lies in deciding 
whether a given Security Target is the right or relevant one. 
(Pfleeger, 1997) 

In an effort to align existing and emerging evaluation criteria like 
TCSEC and ITSEC, various organisations in charge of national 
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security evaluations came together in the Common Criteria Editing 
Board and produced the Common Criteria (1998). 

Common Criteria 
The Common Criteria (CC) was introduced in 1993 and aims towards 
a common standard for carrying out security evaluations. The 
ultimate goal is an internationally accepted set of criteria in the form 
of an ISO standard (Gollman, 1999). By establishing a common base 
for computer security evaluations, the results become more 
meaningful to a wider community. The Common Criteria abandons 
the total flexibility of its predecessor ITSEC, and uses Protection 
Profiles and pre-defined Security Functional Requirements classes, 
much like TCSEC. 

The Common Criteria will be explained in further detail in chapter 
4.1. 

2.3.2. Security quantifications 
During recent years, a few approaches to quantifications and 
measurements within computer security have been proposed. 

A Framework for Security Measurements 
A framework based on the theory and practice of formal 
measurement was proposed by Wang & Wulf (1997). In their 
framework, the definition of computer security is seen as system 
dependent, and a set of security-related attributes that are important 
to the specific purpose and environment is identified. A security 
measure is represented by a vector of real numbers, each number 
representing or being a function of an aspect in computer security. 
The use of weighting and prioritizing is also proposed. 

Further observations state that an estimation method must be made 
for the security measurement, since direct measurements of security 
properties are made impossible due to the scopes and structures of 
modern computing systems. 

This work also shows the need for relevant security metric and values, 
and argues for the strength in letting the proposed security value 
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range from 0 to 1. This would allow for the potential use of 
mathematical probability functions.  

Assessing Computer Security Vulnerability 
Alves-Foss & Barbosa (1995) introduced a method named the System 
Vulnerability Index that analyzes a number of factors that affect 
security. These factors are combined, through the use of special rules, 
to provide a measure of vulnerability.  

Facts for assessment are presented in a form suitable for 
implementation in a rule-based expert system. 

A Common Criteria Framework for the Evaluation of IT 
Systems Security 
A process of evaluation by determining the functional security 
requirements of an IT system is suggested in a report by Kruger & 
Eloff (1997). They suggest using Common Criteria to place 
information in Security Functional Requirements within a framework, 
defined in such a way as to enable automation of the evaluation 
process. 

Furthermore, a process to determine what Security Functional 
Requirements are relevant for the evaluation in the case of an absent 
Protection Profile or Security Target is introduced.  

2.3.3. Risk assessment 
Risk assessment is the process of identifying the risks to IT security 
and determining the probability of occurrence and the resulting 
impact.  

In most organisations the IT systems will continually be expanded 
and updated, its components changed, and its software applications 
replaced with newer versions. In addition personnel changes occur 
and security policies are likely to change over time. These changes 
mean that new risks will surface and risk previously mitigated may 
again become a concern. Thus, the importance of an ongoing and 
evolving risk management process is vital for an organisation. (NIST, 
2002) 
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A risk assessment process proposed by NIST (2002), as part a risk 
management methodology, consists of a number of steps. The most 
important ones for this work are, threat identification, likelihood 
determination, and impact analysis. 

Threat Identification 
A threat is the potential for a particular vulnerability to be successfully 
exercised. A vulnerability is a weakness that can be accidentally 
triggered of intentionally exploited A threat does not present a risk 
when there is no vulnerability that can be exercised. To identify a 
threat the potential threat-source must first be identified. A threat-
source is defined as any circumstances or events with the potential to 
harm an IT System. The list of potential threat-sources should be 
tailored to the individual organization and its processing environment. 
An list of potential threat-sources is seen in table 1. Known threats 
have been identified by many government and private sector 
organisations. Intrusion detection tools are also becoming more 
common and can help identifying threats.  
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Threat-
Source   

 Motivation    Threat Actions   

• Challenge • Hacking 

• Ego • Social engineering 

• Rebellion   • System intrusion, break-ins 

Hacker, 
cracker 

  • Unauthorized system access   

• Destruction of information • Computer crime 

• Illegal information  
  disclosure 

• Fraudulent act 

• Monetary gain • Information bribery 

• Unauthorized data 
  alteration   

• Spoofing 

Computer 
criminal 

 • System intrusion 

• Blackmail • Bomb/Terrorism 

• Destruction • Information warfare 

• Exploitation • System attack 

• Revenge • System penetration 

Terrorist 

  • System tampering   

• Competitive advantage  • Economic exploitation 

• Economic espionage   • Information theft 

 • Intrusion on personal 
  privacy 

 • Social engineering 

 • System penetration 

Industrial 
espionage 
(companies, 
foreign 
governments, 
other 
government 
interests) 

 • Unauthorized system access  

• Curiosity  • Assault on an employee 

• Ego  • Blackmail 

• Intelligence  • Browsing of proprietary 
  information 

• Monetary gain  • Computer abuse 

• Revenge  • Fraud and theft 

• Unintentional errors and 
  omissions 

• Information bribery 

  • Input of falsified,  
  corrupted data 

  • Interception 

  • Malicious code 

  • Sale of personal information 

  • System bugs 

  • System intrusion 

  • System sabotage 

Insiders  
(poorly 
trained, 
disgruntled, 
malicious, 
negligent, 
dishonest, 
terminated 
employees) 

  • Unauthorized system access   

 

Table 1 Threat-sources, their motivation and threat actions (NIST, 
2002). 
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Probability Determination 
To derive an overall likelihood rating that indicates the probability 
that a potential vulnerability may be exercised the motivation and 
capability of the threat-source, the mature of the vulnerability and the 
existence of effective controls, must be taken into account. 

Impact Analysis 
In this step, the impact resulting from a successful threat exercise of 
the vulnerability is determined. Some impacts can be measured 
quantitatively in lost revenue, the cost of repairing the system, or the 
level of effort required to correct problems caused by a successful 
threat action. Other impacts such as, loss of public confidence, loss of 
credibility and damage to an organisation’s interests can not be 
measured in specific units. These impacts can be qualified in terms of 
high medium and low.  

2.3.4. Verification/Validation 
There are several different ways to validate models and methods 
presented in the literature.  

One way to validate the framework presented in this work is to 
collect statistical data from practical testing. But it could prove to be 
rather difficult to get unbiased statistical data since practical testing 
seldom reflect the true usage of a product. Another way is to use a 
more formal validation technique on the presented framework and 
the results obtained when using it. A third way may be to use 
expertise knowledge to validate the model. 

A Quantitative Model of the Security Intrusion Process Based 
on Attacker Behavior 
A practical intrusion test on a distributed computer system is 
explained and discussed by Jonsson & Olovsson (1997). During this 
test the system’s ability to avoid influence from its environment and 
from attackers trying to break into the system was studied and a large 
amount of data was collected. The time-related data, i.e. mean time to 
breach, was considered to be especially valuable as it would indicate a 
system’s security level. The report states that the methodology most 
likely could be reproduced on other systems and that the numbers 
could be used as an indication of the actual security level for a 
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particular system or for a particular type of systems, if based on 
statistically significant amount of data.  

Verification and Validation of Simulation Models 
Different approaches to deciding model validity are presented and 
various validation techniques are described by Sargent (1998). Some 
of the more interesting techniques are: 

 Comparison to other models 
Various results of the model are compared to results of other 
(valid) models. 

 Extreme condition tests 
The models structure and output should be plausible for any 
extreme and unlikely combination of factor in the system. 

 Face validity 
People knowledgeable about the system are asked whether the 
model and/or its behaviour are reasonable. 

In addition to the techniques mentioned above some mathematical 
and more statistical validation techniques are presented in the work by 
Sargent. 
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3. Approaches 

In this chapter, the work process behind this thesis is presented, 
together with some additional background reasoning and ideas that 
helped in reaching the final results. 

3.1. Ideas 
Intuitively, the idea of measuring security through some sort of 
automated practical testing, and express the results on a scale, 
appeared to constitute a good approach. However, little has been 
done in this field to this date, and the difficulties associated with it are 
hard to overcome within the time-frame of this work. 

The second approach, which is what Andersson (2003) used, was to 
estimate the security given its design documents. It can be compared 
to estimating security properties for a building by looking at its 
blueprints. This seemed like a good approach in the event that the 
security couldn’t be “measured from the outside”. Common Criteria 
was used for this purpose, due to the fine granularity it provides 
through the decomposition of security functionality into Security 
Functional Requirements. 
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However, the method above did not take the environment into 
account. As computer security is not static, but is closely tied to the 
environment, the need to fit it into the model became apparent.  

3.2. Security Metrics 
The resulting value from the evaluation should mean something. 
Metric is a word commonly abused, and with an ambiguous meaning, 
in the literature serving as a foundation for this thesis. Many authors 
refer to metric as measurement, whereas this work uses the word as 
the units and scales used to describe security. 

The development of a metric is essential, as it would bring meaning to 
the Security Values resulting from the evaluations. One goal of this 
work is to find the scale on which to compare Security Values. A scale 
in the ranges from 0 to 1 – insecure to secure – is proposed.  

The more security factors taken into account during the evaluation, 
the more the Security Values would reflect the actual security of the 
product being evaluated. This is essential to be able to compare 
evaluated products on a predefined scale and claim that it is done 
according to a metric. In this work, security factors such as 
requirements, implemented security, threats, and users are taken into 
account in trying to reach evaluation results that would meet this goal. 

3.3. Improving the Existing Framework 
By critically examining the Andersson (2003) framework, and by 
applying it, it was decided that its evaluation methods constituted a 
good approach to reaching a quantitative description of system 
components.  

By studying the results, as well as the process itself, however, a 
number of weaknesses were discovered. Some of them were logical 
consequences coming from this type of evaluations, and as such 
impossible to do anything about. Examples of these are the need for 
the design documents, often issued by the vendors themselves, as well 
as the difficulties to validate the results experimentally. Others were 
possible to reduce the effects of; either by altering the methods, or by 
inventing new ones. 
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3.3.1. Eliminating the need for guessing 
The idea of using a value between 0 and 1 to describe the strength of 
implementation for a given Security Functional Requirement is a good 
approach, but in the process of applying the Andersson method 
(which takes advantage of this), it became evident that this was 
virtually impossible without guessing. The documents available do not 
– for obvious reasons – state this information, and without the 
possibility to actually measure this, the evaluation becomes time-
consuming and, worse, uncertain and in some ways deceiving; by 
using precise numbers for the strength of implementation that cannot 
be trusted, it results in a false sense of accuracy. 

At an early stage, ideas about using discreet notation (i.e. 0 or 1 for 
each Security Functional Requirement) were expressed. When 
applying the method with these figures (which are easily found in the 
design documents) it revealed characteristics very similar to that of 
the somewhat arbitrary figures from the original method. In other 
words, only looking at what functionality is implemented and what is 
not gives a good picture of the security characteristics. 

It was thus decided that until experiments could produce accurate 
measurements, the discreet notation would be used.  

3.3.2. Modularity 
One of the problems with the method suggested by Andersson (2003) 
is the complexity of doing the security values calculations. They are 
done all at once, and there is a strong connection between the 
Protection Profile and the evaluation. If a category is given, there 
should be a way to evaluate other TOE:s against the actual category, 
and not a specific Protection Profile. That way, the problem of not 
easily being able to compare two evaluations to each other disappears. 
An increased modularity of the evaluation framework, that would 
achieve this, is presented in this work. Figure 2 shows how the 
framework could be divided into modules. 
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Product
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Environment

 
Figure 2 An overview of the modules in the proposed framework 

The increased modularity also enables the introduction of other 
aspects into the evaluation.  

3.3.3. Environmental factors 
Security is not static. A product may be sufficiently secure in one 
environment and insecure in another. As a result of this, a way to 
weigh environmental factors into the evaluation was sought. Because 
of the modularity of the developed framework, environmental factors 
could easily be introduced. 

The problem with the environment is similar to that of security itself; 
quantifying the effects of users, organisation and potential attackers – 
in other words everything about security that are not product 
vulnerabilities. The idea was that threats should be identified through 
an external threat-analysis, and each identified threat should be 
assigned an impact and probability value in an input form. For some 
parts of the environment, specific helper modules should be 
developed with the idea of reducing the uncertainty for some threats. 

Utterly, subjective assessments would inevitably be introduced in the 
evaluation. Because of this, a way to exclude the environment factors 
from the evaluation, if desired, should also exist. 
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3.3.4. Evaluation software 
As the Heimdal Framework evolved, the need for an application to 
handle the calculations increased. The framework was developed in 
the form of algorithms and divided into different modules, which 
made it ideal for implementation. Having software support for 
creating evaluations speeds up the evaluation process, as some 
modules can be reused for similar types of products. 

Just as expected, the development process of the evaluation software 
helped improving the framework, as some errors were identified upon 
implementation.  
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4. Existing Frameworks for Security 
Evaluation 

In this chapter, existing frameworks that constitute the basis for this 
thesis are presented. In the first section, the Common Criteria 
evaluation model is explained. This will be followed by a presentation 
and critical evaluation of a Common Criteria-based evaluation and 
estimation method suggested by Andersson (2003). The evaluation 
will include applying and analysing the suggested method according to 
the ideas presented in chapter 3.  

4.1. Common Criteria 
Common Criteria (CC) is a widely spread and accepted evaluation 
method, originating from its predecessors TCSEC (1983) and ITSEC 
(1991). It is based on a set of standardised Security Functional 
Requirements (SFR) that can be expressed in Protection Profiles (PP) 
and Security Targets (ST). The product, which the latter two describe 
the behaviour of, is referred to as the Target of Evaluation (TOE). 

The SFR:s are divided into eleven classes, each describing different 
security aspects. These classes are further divided into families, which 



24 Section 4.1 - Common Criteria 

Anders Bond & Nils Påhlsson  LiTH-ISY-EX-3574-2004 

in turn consist of components. The components can be made up of 
one or more elements.  

In figure 3, the first family contains three hierarchical components, 
where component 2 and component 3 can both be used to satisfy 
dependencies on component 1. Component 3 is hierarchical to 
component 2 and can also be used to satisfy dependencies on 
component 2. (Common Criteria, 1999b)  

Class

Family 1

Family 2

1 2 3

Family 3

1

2 3

1

2

3

4

 
Figure 3 Class decomposition diagram (Common Criteria, 1999b) 

In the second family there are three components, of which not all are 
hierarchical. Components 1 and 2 are hierarchical to no other 
components. Component 3 is hierarchical to component 2, and can 
be used to satisfy dependencies on component 2, but not to satisfy 
dependencies on component 1. 

In the third family, components 2, 3, and 4 are hierarchical to 
component 1. Components 2 and 3 are both hierarchical to 
component 1, but non-comparable. Component 4 is hierarchical to 
both component 2 and component 3. 
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The SFR:s are divided into the following eleven classes (ibid.): 

 FAU – Security Audit 
Security auditing involves recognising, recording, storing, and 
analysing information related to security relevant activities 

 FCO – Communication 
The FCO class provides two families specifically concerned with 
assuring the identity of a party participating in a data exchange. 
These families ensure that an originator cannot deny having sent 
the message, nor can the recipient deny having received it. 

 FCS – Cryptographic Support 
The TOE Security Functions may employ cryptographic 
functionality to help satisfy several high-level security objectives. 
This class is used when the TOE implements cryptographic 
functions, the implementation of which could be in hardware, 
firmware and/or software. 

 FDP – User Data Protection 
The FDP class contains families specifying requirements for TOE 
Security Functions and TOE Security Function policies related to 
protecting user data. FDP is split into four groups of families that 
address user data within a TOE, during import, export, and 
storage as well as security attributes directly related to user data. 

 FIA – Identification and Authentication 
The families in the FIA class deal with determining and verifying 
the claimed identity of users, determining their authority to 
interact with the TOE, and with the correct association of security 
attributes for each authorised user.  

 FMT – Security Management 
The FMT class is intended to specify the management of several 
aspects of the TSF: security attributes, TSF data, and functions. 
The different management roles and their interaction, such as 
separation of capability, can be specified. 
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 FPR – Privacy 
The FPR class contains privacy requirements. These requirements 
provide a user protection against discovery and misuse of identity 
by other users. 

 FPT – Protection of the TSF 
The FPT class contains families of functional requirements that 
relate to the integrity and management of the mechanisms that 
provide the TOE Security Functions and to the integrity of its 
data.  

 FRU – Resource Utilisation 
The FRU class support the availability of required resources such 
as processing capability and/or storage capacity.  

 FTA – TOE Access 
The FTA class specifies functional requirements for controlling 
the establishment of a user’s session. 

 FTP – Trusted Path/Channels 
Families in this class provide requirements for a trusted 
communication path between users and the TOE Security 
Functions, and for a trusted communication channel between the 
TOE Security Functions and other trusted IT products.  

CC also has a catalogue of Standard Assessment Requirements (SAR) 
which is applied to verify that the functional capabilities are 
implemented correctly. The SAR only deals with the development 
process of a system component and has nothing to do with the 
security requirements covered in the SFR. 

A Protection Profile specifies a profile of the implementation-
independent requirements for a category of products or systems that 
meet specific customer needs, whereas a Security Target specifies the 
implementation-dependent as-to-be-built or as-built security 
functionality that are to be used as a basis for a particular product or 
system.  

In figure 4 and figure 5, the structure of the Protection Profile and 
Security Target documents are presented respectively. 
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Figure 4 Specifications of Protection Profile (PP) (CC1, 1998). 
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Figure 5 Specifications of a Security Target (ST) (CC1, 1998) 
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To evaluate a product, one might take advantage of an existing PP for 
that type of product. If there is no PP available for that group of 
products, such a profile can be developed using the methods of CC. 
To simplify this process, CC has a catalogue of standard Security 
Functional Requirements which holds a set of functional components 
used to express functional requirements of products and systems. 

A CC evaluation is carried out against a set of predefined assurance 
levels, Evaluation Assurance Levels (EAL0 to EAL7). These levels 
represent the ascending level of trust that can be placed in the 
implementation of the security functionality of the TOE. 

Advantages 
As of today, CC is one of the most commonly used security 
evaluation standards. A large amount of time has been spent by 
security experts developing it, designing functional requirements that 
cover the essential aspects of computer security. As the field of 
computer security evolves, new functions and ideas are brought into 
the CC.  

The original purpose of CC differs a little from the purpose of its use 
in this work, but the completeness and usefulness of the Security 
Functional Requirements still makes it a solid foundation for the 
evaluation of electronic components. 

An additional advantage of CC is its connection to the interest of 
customers. The organisations behind the development of Protection 
Profiles often have the interest of their customers in mind. This 
makes the development of CC market-driven, which in turn will 
ensure its continuous development. (Olthoff, 2000)  

Disadvantages 
There are a few drawbacks to the Common Criteria. First of all, CC is 
a method for design process evaluation, not an actual evaluation 
method for security functionality. It is not the system itself that is 
evaluated, but its process of development. Reaching a high EAL value 
simply means that a large enough amount of documentation has been 
written over the design process; it says little about the quality of the 
product itself. (Shapiro, 2003)  
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Moreover, there is a strong emphasis on the “all or nothing” nature 
of an evaluation. Either a product meets the Protection Profile, or it 
does not. The lack of official feedback to the writers of the Protection 
Profile leaves them with few other options than to guess what to add 
or remove from the profile in the refinement process. (Olthoff, 2000)  

4.2. Evaluation of the Security of Components in 
Distributed Information Systems 

A method of evaluating the security of components is presented in 
the Master Thesis (Andersson, 2003), chapter 5. The method is 
explained throughout this section. 

Andersson (2003) uses Common Criteria as a foundation for its 
estimation of Security Values for a given component by identifying 
relevant Security Functional Requirements and assigning them a value. 
This value can be mapped to CIA or PDR (see 2.1.2), resulting in a 
more meaningful Security Value for a given type of components. 

The method does not make use of the Standard Assessment 
Requirements in CC, due to the fact that they only deal with the 
development process. This means that only the SFR:s of CC are taken 
into account. The reason for this is the differences in the meaning of 
the evaluation between the thesis and CC. The latter aims at 
establishing trust in existing products by estimating their assurance 
level, whereas the former seeks to establish Security Values for the 
products by estimating a value in the range [0,1] for each Security 
Functional Requirement. These values are intended to reflect the 
strength of implementation for the TOE Security Functions. (ibid.)  

Since Andersson (2003) changes the purpose of the SFR:s of CC, from 
description to evaluation, some changes in the structure of the SFR:s 
have been made. The most significant alteration is how to regard the 
ordering of the lowest level CC Security Functional Requirements due 
to the overlapping of some of them; some requirements are merged, 
others split.  
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4.2.1. Mapping component characteristics to CC SFR:s 
Andersson (2003) also suggests a general method to determine which 
Security Functional Requirements are relevant for the evaluation of 
the component – by examining Protection Profiles and other reliable 
information. The ones not concluded to be relevant are assigned a 
NULL value. Once the relevant SFR:s have been determined, 
estimated Security Values are assigned to the set of SFR:s that are 
actually included in the component. Those not included are assigned a 
zero (0).   

4.2.2. Security Evaluation of CC SFR:s 
When the Security Functional Requirements have been assigned their 
values, there are a few different ways in which they can be presented. 
For each of the 11 SFR classes in CC, one may choose to present any 
of the following: 

 Security Functional Requirements Table presentation 
One possibility is to present the result of the evaluation as the 
resulting SFR table. This leaves an experienced evaluator with a 
detailed picture of the securability of the TOE. On the other hand, 
it may seem somewhat complicated and thus unclear to less 
experienced people. 

 CIA/PDR vector presentation 
Another solution is to translate the values into a more accepted 
and recognizable terminology, such as CIA and PDR. This requires 
a mapping between SFR:s and their CIA/PDR properties. 

An example on how Andersson (2003) calculates a value of the 
confidentiality aspect for a given class is given below: 

Equation 1 ( ) ( )
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SVC , 

where SVN represents the Security Value (SV) for the families in 
the class. The Security Functional Requirements of SV1 and SV2 
only deal with the confidentiality aspect, and the SFR:s of SV3 to 
SV5 contain confidentiality and one more aspect, either integrity or 
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availability. All three aspects of CIA are included in the SFR:s 
related to SV6 and SV7.  

This way of calculating a combined value for each aspect and 
class is further illustrated in section 4.3. 

 Single index representation 
A third solution is to traverse the values for the Security 
Functional Requirements upward, yielding results for more 
general requirements, and finally reaching a Security Value at the 
top of each of the 11 classes. 

A single value for each class can be estimated by simply 
calculating the average values for its families: 

Equation 2 
n

SVSVSVSV n+++= ...21 , 

where n represents the number of families in the class. 

Regardless of which one of the representations explained above that 
is chosen, reaching a meaningful Security Value for a given system can 
be done by following the steps below: (ibid)  

1. Choose which of the above explained way(s) to represent 
the Security Values. 

2. Calculate mean values of the above chosen type(s) for 
every family. 

3. If there are Security Functional Requirements components 
that should be prioritized before others, their Security 
Values should be multiplied with a weighing matrix to 
reflect this prioritisation as explained above. 

4. NULL-values have no effect whatsoever during the 
calculations and should simply be ignored. 

5. Calculate mean values for every class, or corresponding 
concepts depending on the chosen representation. 
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These steps are rather general. Calculating the mean values can be 
done in a few different ways; either by taking the number of CIA 
categories for a given Security Functional Requirement into account 
(as in equation 1), or assume that a requirement that represents more 
than one category is equally well-implemented for all categories 
(equation 2). 

4.3. Applying the method on Windows 2000 SP3 
To get a practical sense of the accuracy and relevancy of the method, 
this section describes its application on the Windows 2000 
Professional operating system with Service Pack 3 installed. In 
Microsoft (2002), NSA (1999), and NSA (2001), the Security Target 
and relevant Protection Profiles are found respectively. Based on 
these, the set of relevant Security Functional Requirement was 
established, and each requirement was assigned a value. In the 
calculations, only the CIA aspects are considered, but they may just as 
well be made with the mapping to PDR. The mapping from 
requirements to CIA below is done according to Andersson (2003). 
Furthermore, no weighting matrix is used.  

Table 2 represents the Security Audit (FAU) class of the Security 
Functional Requirements. The values assigned to the SFR:s are 
somewhat based upon reasoning (by comparing requirements from 
the Protection Profile to the stated functionality in the Security 
Target), but in practice, they should be seen as little more than just 
guesses. 

The CIA column indicates the mapping from the SFR to C, I, and A 
aspects. The SV column shows the Security Value, and the C, I, and A 
columns show the Security Value for the three CIA categories 
respectively. 
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Table 2 Estimated Security Value for the class FAU (Security Audit)  

The P1P2T column indicates the presence of the SFR in the two 
Protection Profiles and the Security Target. If the SFR is present in any 
of the PP:s but not in the ST, it means that it is not implemented in 
the product, giving it the value 0. In the event that the SFR is not 
present in any of the PP:s, it will be given the Security Value NULL 
and is as such not considered in the calculations – regardless of 
whether it is present in the Security Target or not. These SFR:s are 
indicated with grey text.  

ID Descriptive Name P1P2T CIA SV C I A 

  
 

     

FAU Security audit   0,34 0,32 0,33 0,30 

FAU_ARP 
Security audit 
automatic response P2 CIA 0,00 0,00 0,00 0,00 

FAU_GEN 
Security audit 
data generation P1P2T CIA 0,85 0,85 0,85 0,85 

FAU_GEN.1 
Audit data 
generation P1P2T CIA 0,80 0,80 0,80 0,80 

FAU_GEN.2 
User identity 
association P1P2T CIA 0,90 0,90 0,90 0,90 

FAU_SAA 
Security audit 
analysis P2 CIA 0,00 0,00 0,00 0,00 

FAU_SAA.1 
Potential 
violation analysis P2 CIA 0,00 0,00 0,00 0,00 

FAU_SAA.2 
Profile based 
anomaly detection - CIA NULL NULL NULL NULL 

FAU_SAA.3* Attack heuristics - CIA NULL NULL NULL NULL 

FAU_SAR 
Security audit 
review P1P2T CIA 0,77 0,77 0,70 0,70 

FAU_SAR.1 Audit review P1P2T CIA 0,70 0,70 0,70 0,70 

FAU_SAR.2 
Restricted audit 
review P1P2T C 0,90 0,90 - - 

FAU_SAR.3 
Selectable audit 
review P1P2T CIA 0,70 0,70 0,70 0,70 

FAU_SEL 
Security audit 
event selection P1P2 CIA 0,00 0,00 0,00 0,00 

FAU_STG 
Security audit 
event storage P1P2T IA 0,40 - 0,6 0,40 

FAU_STG.1 
Protected audit 
trail storage P1P2T IA 0,60 - 0,60 0,60 

FAU_STG(2) 

Guarantees of 
audit trail 
storage P1 A 0,00 - - 0,00 

FAU_STG.3* 
Prevention of 
audit data loss P1P2T A 0,60 - - 0,60 
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The rows with grey background represent families in SFR:s, and the 
rows with white background represent components in the families. 
The dashes (-) in the C, I and A columns indicate that the Security 
Values are inapplicable for the given category. The Security Functional 
Requirements whose ID:s are marked with an asterisk (*) have been 
altered from the original CC requirements in accordance to section 
4.2. 

Repeating the same calculations as above for all 11 classes of CC 
results in the values presented below. Classes with only NULL values 
(FCO and FPR) are excluded from figure 6. The Security Values – total 
as well as CIA – for each class are summarised in table 3. 
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Figure 6 Security Values for the SFR classes (Windows 2000). 
Classes with a Security Value of NULL are not included. 
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Table 3 Security Values for all 11 SFR classes in CC 

A complete table of calculations is presented in table 15 in Appendix 
A 

4.3.1. Interpreting the results 
Obviously, the results from the previous section cannot be seen as the 
final truth with regards to the security of Windows 2000. However, 
they may provide indications on which security-relevant parts of the 
operating system are implemented, and which are not. Even though 
the input data is somewhat uncertain, the zero values resulting from 
the comparison between the Protection Profiles and Security Targets 
influence the characteristics to a rather large extent.  

The results can also be used to compare different products in the 
same category. Using the same Protection Profile, the comparison can 
be accurately based on the actual numbers resulting from the 
evaluation. With different Protection Profiles comparisons cannot be 
made in a meaningful way, due to the fact that different Protection 
Profiles may include different Security Functional Requirements. 

ID Descriptive Name SV C I A 

      

FAU Security audit 0,34 0,32 0,33 0,30 

FCO Communication NULL - NULL - 

FCS Cryptographic Support 0,48 0,57 0,57 0,00 

FDP User Data Protection 0,37 0,37 0,25 0,35 

FIA Identification and Authentication 0,83 0,85 0,86 0,86 

FMT Security Management 0,64 0,64 0,64 0,64 

FPR Privacy NULL NULL NULL NULL 

FPT Protection of TOE Security Functions 0,23 0,45 0,12 0,34 

FRU Resource Utilisation 0,90 - NULL 0,90 

FTA TOE Access 0,17 0,25 0,10 0,25 

FTP Trusted Path/Channels 0,90 0,90 0,90 0,90 
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Windows 2000 has been evaluated by the National Information 
Assurance Partnership (NIAP, 2002) using a Protection Profile 
(NSA, 1999) along with some additional enhancements. The 
Protection Profile has officially obtained the EAL3 assurance level, 
meaning it is designed for a generalised environment with a moderate 
level of risk to assets. Generally, it can be said that the higher the EAL 
of the Protection Profile, the more reliable an evaluation based on the 
method applied above becomes. In other words, the EAL rating does 
not in itself provide any relevant information about the security of the 
product, but it does correlate with the certainty of the evaluation.  

In order to obtain a higher degree of certainty in the evaluation, a 
Protection Profile with EAL4 (NSA, 2001) was added to the 
evaluation, which corresponds to the actual result for Windows 2000 
from the NIAP evaluation (NIAP, 2002). 

4.3.2. Evaluating the method 
By applying the method, some strengths and weaknesses were 
identified. They are presented below. 

Strengths 
One of the major strengths of the method described above lies in its 
use of the Common Criteria as a foundation. By using CC, the method 
takes advantage of a systematic methodology in establishing the low-
level security functionality embedded in a given product. Common 
Criteria is a widely spread and accepted evaluation standard, based on 
thorough security research. 

The fine granularity of CC:s Security Functional Requirements 
traversed upwards towards the eleven classes gives – provided the 
input data is correct – a good picture of the product’s security 
properties.  

For experienced security evaluators, the entire table of evaluated 
Security Functional Requirements offers a rather complete picture of 
the system, whereas the calculations of the values into more accepted 
and recognizable terms – such as CIA or PDR –  enables evaluators 
with less experience to grasp the overall security aspects. The 
different ways of presenting the results enables evaluators with 
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varying degrees of experience to study the desired security properties 
on the level of their needs. 

Weaknesses 
The strong connection to the Protection Profile makes the possible 
comparisons between evaluated products, based on different 
Protection Profiles, rather irrelevant. Because of this strong 
connection, the evaluation may also lack important security properties 
that are not included in the Protection Profile. 

The evaluation only takes into account what SFR:s are implemented, 
not the environment in which the product operates. The environment 
may affect different aspects of the product’s security, and should 
therefore be a part of the evaluation. 

Furthermore, when comparing products with the same Protection 
Profile, the resulting values that are compared only state whether one 
product is better than the other; it does not state whether any of the 
products are actually secure, given their intended use and their 
environments. The method lacks the modularity needed to easily add 
or remove requirements and other aspects, such as users and threats. 
This also limits the possibilities to store parts of previous evaluations 
for later use. 

The mapping from Security Functional Requirements to CIA/PDR is a 
good approach, but the method does not state how this is done, or 
prove the correctness of it. Furthermore, if all CIA categories are 
included in a family, there is no way to determine whether they are 
equally well-implemented. For example, a family assigned CIA may 
very well be 1.0C, 0.5I and 0.8A. 

The most serious problem with the method may be the imprecise and 
unspecified way of assigning values to the Security Functional 
Requirements. If these values are not well-founded and accurate, the 
result may be of little or no use. The problem lies in finding a good 
way to actually estimate or measure these values, and the strength in 
the fine granularity identified above proves to be a weakness; by 
introducing a vast number of estimated values, the uncertainty of the 
end-result increases. The method includes no way of dealing with the 
uncertainty introduced into the calculations. 
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5. Improvements to the Existing Method 

“Know the enemy, and know yourself, and in a hundred battles you will never be 
in peril” 

Sun Tzu, The Art of War  
(Tzu, 500 B.C.) 

 

 

Based on the weaknesses identified in the previous chapter, a 
modified way of calculating the Security Values is suggested below. 
The chapter also introduces some ideas for a more modular 
framework in which to include additional aspects of computer 
security. 

5.1. Security Calculations Changes 
In this section, the improvements and extensions of the present 
framework are presented. 
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5.1.1. Discreet notation 
The most serious disadvantage with the method described in the 
previous chapter is its use of estimated Security Values for the Security 
Functional Requirements. The use of values in the range from 0 to 1 
may increase the theoretical precision, but will – due to the lack of 
means to determine these values – in practice result in a false sense of 
accuracy. Much work can be put into estimating these proposed 
values without necessarily reaching a more accurate end-result. 

Figure 7 shows different estimated Security Values for Windows 2000 
– extremely low, medium, as well as extremely high estimated values. 
They are presented not to show any final results, but to show the 
security characteristics of differently estimated values; how they vary 
– and, more importantly – how they do not. The low values are 
derived from random Security Values on CC component level in the 
range [0.14, 0.29], the medium values from values in the range 
[0.40, 0.95] and the high values from values in the range [0.70, 1.00]. 

Figure 8 shows the same classes as figure 7, but with CC component 
Security Values being either 0 or 1. 

The security characteristics of a product are largely formed by the 
Security Values that are not included in the Security Target rather than 
the estimated values of those that are. By using a discreet notation, 
where the values may be either 0 or 1, the characteristics of a 
component will not differ much from the “continuous” notation, as 
can be seen comparing figure 7 and figure 8 below. 
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Figure 7 Security characteristics for Win2K with estimated Security 

Values ranging from 0 to 1. 
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Figure 8 Security characteristics for Win2K with Security Values of 

either 0 or 1. 
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This may seem like a strong generalisation and simplification, since a 
slight indication of the presence of a Security Functional Requirement 
in the Security Target will suffice to give the SFR the value 1; the 
discreet notation will not reflect the strength of implementation for 
the given SFR.  However, the most significant aspects of the security 
of the product is identified by looking at what is not implemented, 
rather than looking at how good an implementation is. It is assumed 
that most estimated Security Values are closer to 1 than 0, if 
implemented at all. 

5.1.2. No NULL values 
In the method described in the previous chapter, NULL values are 
assigned to Security Functional Requirements that are not included in 
the Protection Profile. The reason for this is that they are assumed to 
be irrelevant to the TOE’s security functionality. As a result, this ties 
an evaluation tightly to the Protection Profile, making comparison 
between two similar products with different Protection Profiles 
virtually pointless. 

The Security Functional Requirements that are assigned the NULL 
value may very well be implemented, although there are no 
requirements for them. If implemented, they should be assigned the 
value 1. The fact that some Security Functional Requirements are not 
implemented and some are provides information about the product in 
a wider sense. As the product lacks or provides security in that area, 
the previously ignored requirements should be assigned the value 0 or 
1, indicating whether they are implemented or not – thus adding 
information about the security functionality to the evaluation.  

This way of looking at non-implemented SFR:s will lower the average 
security value of the TOE to a seemingly unnecessarily low level given 
its requirements. Because of this, a way to weight the values based on 
the TOE’s product category is desired. A solution to this is suggested 
in chapter 6. 

5.1.3. Complete set of Security Functional Requirements 
As mentioned in section 4.2, the method presented by Andersson 
(2003) suggests that some Security Functional Requirements should be 
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merged and others split, depending on whether some of their 
functionalities are overlapping. When two or more Security Functional 
Requirements are of the same type, they are combined into a new 
single Security Functional Requirement. 

If one of the requirements included in the merged requirement is 
implemented and the others are not, the new combined requirement 
is assigned a lower Security Value than if all included requirements 
were implemented. 

This poses a problem with the discreet notation, as it provides no way 
of assigning a value between 0 and 1. The problem is solved by using 
the complete set of  Security Functional Requirements from CC and 
keeping track of the hierarchical dependencies (subsets); if a more 
specific SFR is implemented it should be assigned the value 1 and the 
other SFR:s the value 0. If the more general SFR is implemented they 
should all be assigned a 1.  

Table 4 below lists all SFR:s with hierarchical dependencies (subsets). 
The right-most column contains the SFR:s that are subsets of the 
given SFR. 

ID Descriptive Name Hierarchical 
dependencies 

   

FAU Security audit   

FAU_SAA.4* Complex attack heuristics FAU_SAA.3 

FAU_STG.4* Prevention of audit data loss FAU_STG.3 

   

FCO Communication   

FCO_NRO.2* Enforced proof of origin FAU_NRO.1 

FCO_NRR.2* Enforced proof of receipt FCO_NRR.1 

   

FDP User data protection   

FDP_ACC.2* Complete access control FDP_ACC.1 

FDP_IFC.2* Complete information flow control FDP_IFC.1 

FDP_IFF.2* Hierarchical security attributes FDP_IFF.1 

FDP_IFF.4* Partial elimination of illicit information 
flows 

FDP_IFF.3 
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FDP_IFF.5* No illicit information flows FDP_IFF.3, 
FDP_IFF.4 

FDP_ITT.4* Attribute-based integrity monitoring FDP_ITT.3 

FDP_RIP.2* Full residual information protection FDP_RIP.1 

FDP_ROL.2* Advanced rollback FDP_ROL.1 

FDP_UIT.3* Destination data exchange recovery FDP_UIT.2 

   

FIA Identification and authentication   

FIA_UAU.2* User authentication before any action FIA_UAU.1 

FIA_UID.2* User identification before any action FIA_UID.1 

   

FMT Security management   

FMT_SMR.2* Restrictions on security roles FMT_SMR.1 

   

FPR Privacy   

FPR_UNO.2* Allocation of information impacting 
unobservability 

FPR_UNO.1 

   

FPT Protection of the TOE Security Functions   

FPT_RCV.2* Automated recovery FPT_RCV.1 

FPT_SSP.2* Mutual trusted acknowledgement FPT_SSP.1 

   

FRU Resource utilisation   

FRU_FLT.2* Limited fault tolerance FRU_FLT.1 

FRU_PRS.2* Full priority of service FRU_PRS.1 

FRU_RSA.2* Minimum and maximum quotas FRU_RSA.1 

   

FTA TOE access   

FTA_MCS.2* Per user attrib. limitation on multiple 
concurrent sessions 

FTA_MCS.1 

 

Table 4 List of hierarchical dependencies (subsets) 

For example: in the table above, if the Security Functional 
Requirement FRU_RSA.2* is implemented, FRU_RSA.1 which is a 
subset of FRU_RSA.2* is implemented as well.  
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5.2. Context Weighting and Increased Modularity 
When comparing products with the same Protection Profile, the 
resulting values that are compared only state whether one product is 
better than the other; it does not state whether any of the products 
are actually secure enough, given their intended use and their 
environments. An illustrating example follows below: 

 

Example 1 A couple has decided to buy a new car, and they want to evaluate two 
different cars – a sports car and a station wagon from a buyer’s 
perspective. There are three major aspects that they want to take into 
account: performance, safety and financing. 

Using the method by Andersson (2003), the couple would use a 
requirement specification – the equivalence of a Protection Profile – 
for each of the car categories, and then compare them to the stated 
properties of the cars. Based on this, for each car a value indicating 
the suitability can be derived, either for each of the three aspects or 
one for the entire car. 

The problems arise when the couple realises that the sports cars 
requirements specification contained little information about the 
safety and financial aspects, as did the product specification. The 
only aspect thoroughly covered in the requirements is performance, 
yielding a high total suitability value of the car. 

The stated requirements of the station wagon are thorough in all 
three aspects, but with specified lower values in performance this 
results in a lower over-all suitability value. Comparing the two cars 
with this method, the couple would have to decide to buy the sports 
car. 

An obvious downside to this method lies in its failure to include 
potentially relevant information, in this case finance and safety. 
Furthermore, it does not enable for the weighing of different aspects 
depending on the couple’s needs; the couple may have limited assets, 
and with children in the backseat the safety may be highly prioritised.  
  □ 

 

A first approach to allow for the weighing of a product is to 
determine its “absolute” Security Value. This means looking at the 
security functionalities that are implemented in the product, regardless 
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of possible requirements from the Protection Profile. With these 
absolute values, the couple from example 1 would be able to 
accurately compare the two cars. 

Furthermore, if the couple was able to design their own set of 
requirements or preferences, and be able to compare the cars’ 
properties against that, a better-founded decision about what car to 
buy could be made. 

When looking at computer security, after the absolute Security Value 
has been determined it can be weighed according to reference 
requirements for the category of products it belongs to. By doing so, 
we are basically back where we started – but what we gained is the 
possibility to add more security factors to the evaluation, such as user 
skills and user rights, as well as threats, by adding them to the 
reference requirements (figure 9). It also enables the weighting of 
CIA/PDR aspects, Security Functional Requirement importance and so 
on. 

Weighted
evaluation

Product

Category

Environment

 
Figure 9 Black-box representation of a modular framework 

One weakness identified in section 4.3.2 is the lack of possibilities to 
store evaluation data for later use. As the method also lacks the 
modularity needed to easily add or remove requirements and other 
aspects, such as users and threats, a modular method in the form of a 
black-box diagram is suggested. The detachment of the requirements 
from the evaluation is the first step in this process, and enables an 
evaluator to use predefined requirements as well as to store 
requirements and product specifications during the evaluation.  
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These ideas are summed up into a single evaluation framework 
presented in the next chapter. 

5.3. Redefined Terms and Definitions 
The Common Criteria, as well as Andersson (2003), uses some words 
with ambiguous meanings. For example, the CC term component, which 
refers to a Security Functional Requirement under the family level, is 
easily mistaken for the physical component due for evaluation. 

Furthermore, Andersson and CC use different definitions for the term 
Security Function. To avoid misunderstandings, and as a way to find a 
common term for implemented security functionality and security 
requirements, which in fact are two sides of the same thing, a new 
term, Security Feature, should be introduced. 

Among other suggested improvements to the existing framework is a 
detachment of the Common Criteria SFR:s as a vital foundation for 
evaluations. Any fine granularity of security functionality should be 
applicable. For this purpose, an abstraction of the terms used in CC is 
necessary to avoid the risk of misconceptions; for example, each 
Security Class should describe specific security functionalities for a 
product or the security requirements for a product category. The 
Security Classes should be composed of Security Groups, which in 
turn consist of the actual Security Features. In other words, the 
groups and classes would be mere categorisations of the security 
properties expressed by the Security Features. It is possible to imagine 
Security Groups divided into more levels, but for the purpose of this 
work, the three levels Security Class, Security Group and Security 
Feature are considered sufficient.  
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6. The Heimdal Framework 

“God of Light, Security and Surveillance - the watchman of the Gods, Heimdal is 
the strong silent type and guards Bifrost, the gateway to Asgård. He can see for a 
hundred leagues night or day, and can hear the grass growing. Apart from guard 
duty, Heimdal is the ever-watchful sentinel who waits with his horn to announce 
the end of the world.” 

(Godchecker, 2004) 

 

 

A method to get a picture of the unconditional security properties of 
a product, as well as finding a way to scale these properties based on a 
number of different factors, such as the requirements of a certain 
product type, and the environment in which the product is intended 
to operate, is introduced below. 

6.1. Overview 
The suggested framework, Heimdal, which has been developed in this 
work, is a process of evaluating a product, taking advantage of several 
different profiles, which are combined in steps through different 
operations. An overview of the framework can be seen in figure 10. 
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The security properties of a specific product, or TOE, will be 
summarised in a TOE Profile (TP). Combining requirements (for 
example from various Protection Profiles) for a given product 
category will result in a TOE Category Profile (TCP). Based on the TCP 
and an Environment Profile (EP), which contains user and threat 
properties, a Reference Profile (RP) can be derived. The final step in 
the evaluation of a TOE is to weigh the TOE Profile against the 
Reference Profile, creating an Evaluated TOE Profile (ETP). 
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Figure 10 Overview of the framework 

A TOE Profile is intended to be designed for each TOE, where as the 
TOE Category Profiles can be more or less specific; a tree structure 
may be used to describe the relationships between different TOE 
Category Profiles. For example, at the root-level, a general firewall 
category profile may be positioned, with software and hardware 
firewalls as child-nodes. This way, software and hardware firewalls 
can be compared against each other in general terms (at the root), and 
two hardware firewalls may also be compared more precisely. 

The different profiles used in the framework will be explained in 
greater detail in sections 6.3 to 6.7, and the framework will be 
exemplified for a number of different products in section 7.2.1. 

The idea is that Reference Profiles should be administered centrally, 
for example within an organisation. It is also possible to imagine a 
situation where some standard institute issues TOE Category Profiles. 
This would add legitimacy to their use, and would enable for 
manufacturers to claim that their product received a certain score 
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based on a certain version of a given TOE Category Profile. The 
Environment Profiles will, due to the nature of users and threats, 
differ greatly depending on a number of factors, and are as such not 
suitable for standard institute issuing, but well-suited for organisation-
specific use. This will be explained in greater detail in section 6.8.  

6.2. Terms 
For the purposes of the Heimdal Framework, some terms are 
introduced and defined in this section.  

The most fundamental alteration from the existing framework, 
presented in the previous chapters, is the abstraction of security 
functionality into Security Classes, Security Groups and Security 
Features (see figure 11). 

 

Security Class 1

Security Group 1

Security Feature 1

Security Group 2

Security Feature 2

Security Feature n

:

 
Figure 11 Decomposition diagram for a Security Class. 
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Security Class 
The Security Classes are the highest level of the categorisation that 
describes security functionality for a TOE or requirements for a 
category. It can be compared to the 11 Common Criteria SFR classes. 

Security Group 
Security Groups are ordered under the Security Classes. The term 
corresponds to the Common Criteria SFR families. For example, using 
Common Criteria, FAU_ARP constitutes a Security Group in the FAU 
Security Class (see table 14). 

Security Feature 
The Security Feature is used to describe either implemented security 
functionality or requirements related to a category. In some ways, it 
corresponds to the Common Criteria SFR component. For example, 
FAU_ARP.1 is a Security Feature in the FAU_ARP Security Group (see 
table 14). 

Security Value (SV) 
A Security Value is a numerical value denoting the security for a given 
Security Feature, Group or Class. It can be presented either as the total 
value, or be divided into separate Security Values for CIA or PDR. 

Set of Security Features (SSF) 
The Set of Security Features represents the fundamental building 
block of the profiles. It consists of a fine granularity of security 
functionality that is used to express what aspects of computer security 
to quantify. In this work, the Security Functional Requirements from 
Common Criteria will be used as the Set of Security Features. 

6.3. TOE Profile 
The first step in an evaluation of a product is to identify its security 
functionality before any requirement or environment considerations 
are taken into account. In the Heimdal Framework, the security 
properties of a product (TOE) are summarised in a TOE Profile (TP). 
The process of developing a TOE Profile is described in figure 12. 
The profile is essentially a set of values between 0 and 1, indicating 
which Security Features are implemented in the TOE. 
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Figure 12 The process of developing a TOE Profile 

In some sense, the TP can be said to represent the unbiased or 
unconditional value of the security of the product, and thereby not 
taking into account environmental factors and requirements. 

Calculations 
To create a TOE Profile, information about the security properties of 
the product is required. This information can be retrieved from a 
Security Target and/or other reliable sources. 

If a CC Security Target is available for the TOE, it provides a good way 
to determine what security functionality is implemented. One of the 
advantages of an ST is that, when using the CC SFR:s as the Set of 
Security Features (SSF), this functionality is already expressed in SFR 
components which correspond to the Security Features. Thus, no 
uncertain mapping needs to be made. One might argue that the 
vendors are the authors of the ST:s and, hence, the information 
provided in the document may be partial – but since the ST:s are 
official documents, and subjects to extensive evaluation according to 
CC, it is unlikely that vendors will falsely claim to have implemented 
security functionality that they have not. 

If no Security Target has been written – or can be found – for the 
TOE, one must use whatever information is available and map this 
information to the Security Features.  

An evaluation of a product without proper information about its 
security functionality is likely to be inaccurate and irrelevant. This can 
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be compared to trying to find out certain properties of a building 
without having access to its design blueprints. The only way to do so 
is to enter the building and start measuring. Of course, it is possible 
to imagine automatic measurements of a TOE (by penetration testing, 
etc.) to determine which security functionality is implemented. 

In the cases where knowledge about the strength of the 
implementation is good, i.e. through measurements, the Security 
Features can be assigned a value between 0 and 1, similar to the 
method in section 4.2.  

The method of creating a TOE profile can be summarised in the form 
of an algorithm:  

1. Assume that no security is implemented, i.e. assign the 
value 0 to each Security Feature. TP0 = [0 0 0 … 0]T. 

2. For each Security Feature, do the following: 

i. Use official information (e.g. Security Target) to 
determine whether the Security Feature is 
implemented. If it is, assign the value 1.  

ii. Use other knowledge (e.g. first-hand information) 
to determine whether the Security Feature is 
implemented. If it is, assign the value 1 to it.  

iii. If a Security Value of the Security Feature can be 
determined more precisely (e.g. through statistical 
testing), multiply the value previously assigned with 
a factor in the range [0,1], reflecting the strength of 
implementation. 

iv. If other Security Features are included in the 
functionality subset of an implemented Security 
Feature, assign its value to those Security Features. 

3. If desired, Security Values on the Group and/or Class 
levels can be calculated, for example by using the mean 
values of the lower-level Security Values. 
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The resulting TOE Profile will provide important unbiased 
information about the security of the product, in absolute terms. 
However, in order to get more meaningful information about the 
actual security, the TOE Profile can be weighted according to its 
category, intended use and security requirements. This weighting can 
be performed with a Reference Profile. 

6.4. Reference Profile 
The Reference Profile (RP) can be seen as a filter, through which the 
TP is filtered, and thereby weighted according to important 
requirements. The absolute values from the TOE Profile do not state 
whether the product is secure or not, given its intended field of use, 
product category, and/or the environment of operation. An overview 
of the process of developing a Reference Profile is presented in figure 
13. 
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Figure 13 The process of developing a Reference Profile. 

The Reference Profile can contain any information relevant to the 
security of the product; this includes special requirements for a certain 
type of products as well as external aspects, such as users and threats. 

The requirements related to a certain category of products is 
summarised in a TOE Category Profile, TCP. Based on the TCP, a 
number of different products within the same category can be 
compared to each other, weighed with regards to the most important 
security aspects of that category. The TCP is explained in further 
detail in section 6.5. 
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In addition to the product category, the security of a product is 
closely related to its environment of operation. For example, a 
product with massive protection operating in an extremely hostile 
environment may be considered inadequately secure, where as a 
relatively unprotected product containing sensitive information may 
be considered secure if the environment is non-hostile – the 
probability of it failing in protecting its assets is small.  

Estimating the environment and bringing the environmental aspects 
down to a quantitatively summarised vector is a delicate task, and will 
be presented further in section 6.6.  

Calculations 
The TOE Category Profile is calculated through logical OR and AND 
operations. As a result, the TCP will only contain 0:s and 1:s on the 
Security Feature level. The Group and Class level Security Values will 
be calculated as average values of the included Security Features, 
yielding in a value between 0 and 1. 

The Environment Profile is a set of values between 0 and A, where a 
value of 1 represents a “normal” level of risk. A lower level of risk 
will render a lower RP value, ultimately increasing the Security Values 
of the Evaluated TOE Profile. The exact value of A may be 
determined experimentally. 

Multiplying a value in the range [0,1] with a value in the range [0,A] 
will result in a value between 0 and A. The reason for using a different 
range in the environment and reference profiles is that they should be 
able to lower the values in ETP if the environment is considered to be 
hostile. 

The Reference Profile will be calculated by multiplying each Security 
Feature Security Value in the TCP and EP. 

Equation 3 nnn EPTCPRP ⋅= , 

where n is the index of the Security Feature. 

The Group level Security Values are calculated as the mean values of 
its Security Features Security Values, and the Class level Security Values 
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are calculated as the mean values of its included Group level Security 
Values. 

Any values exceeding the range will be set to A. It might be worth 
noting that this is not the normal case, as it would require an 
extremely hostile environment. 

6.5. TOE Category Profile 
The TOE Category Profile is the basis for the estimation of the 
category’s security requirements. It may include a combination of 
relevant Protection Profiles, as well as additional information – which 
gives the Reference Profile designer the ability to include additional 
requirements into the profile. The process of developing a TOE 
Category Profile can be seen in figure 14. 
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Figure 14 The process of developing a TOE Category Profile 

Calculations 
The process of creating a TOE Category Profile (TCP) is similar to that 
of creating a TOE Profile. It takes advantage of official documents 
related to the Common Criteria. Information about the security 
requirements of a specific product category can be retrieved from a 
Protection Profile and/or other reliable sources. This may include the 
evaluator’s own set of security requirements. 

If a Protection Profile is available, it provides a good way to find out 
what security functionality is required and relevant. One of the 
advantages of a PP is that, when using the CC SFR:s as the Set of 
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Security Features, these requirements are already expressed in SFR 
components which correspond to the Security Features in the 
Heimdal Framework. Thus, no uncertain mapping needs to be made. 
The Protection Profiles available are reliable in the sense that they are 
thoroughly evaluated by, among others, government agencies. 

If no Protection Profile has been developed – or can be found – for 
the given product category, one must use whatever information 
available and map this to Security Features.  

The method of creating a TOE Category Profile can, for each class, be 
summarised in the form of an algorithm:  

1. Assume that all Security Features are required, i.e. assign 
the value 1 to each Security Feature. TCP0 = [1 1 1 … 1]T. 

2. Use official information (e.g. Protection Profiles) to 
determine which Security Features that are relevant and/or 
required for the given product category. If they are not, 
assign the value 0 to them.  

3. Use other knowledge (e.g. first-hand information) to 
assign the value 0 to irrelevant and/or non-required 
Security Features.  

4. For each Security Feature, do the following: 

i. If the Security Feature is required and has a 
dependency to another feature, assign its value to 
that Security Feature. 

ii. If other Security Features are included in the 
functionality subset of a required Security Feature, 
assign its value to those Security Features.  

5. If desired, Security Values of the Group and/or Class 
levels can, for example, be calculated by using the mean 
values of the lower-level Security Values. 
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6.6. Environment Profile 
The Environment Profile (EP) is the result of evaluating the 
environment in which the product to be evaluated operates in. The 
security environment includes the threats to security of assets that are, 
or are held to be, present in the environment. It also includes, but is 
not limited to, laws, organisational security policies, user customs, 
user expertise and knowledge that are determined to be relevant. It 
thus defines the context in which the TOE:s are used or are intended 
to be used.  

To establish the security environment, the evaluator has to consider 
the physical environment which identifies all aspects of the operating 
environment relevant to security, including known physical and 
personnel security arrangements. Furthermore, the evaluator has to 
take the assets requiring protection by Security Features to which 
security requirements or policies apply into account; this may include 
assets that are directly referred to, such as files, databases, as well as 
assets that are indirectly subject to security requirements, such as 
authorisation credentials and the IT implementation itself. 

An estimation of threats to security of the assets would identify all 
threats perceived by the security analysis as relevant to the 
environment in which the products to be evaluated operate in.  

An assessment of risks to security would assign each threat with an 
estimation of the probability of such a threat developing into an 
actual successful attack, and the consequences and impact of any 
damage that may result.   

An evaluation of applicable organisational security policies would 
identify relevant policies and rules. For an IT system, such policies 
may be explicitly referenced, whereas for a general purpose IT 
product or product class, working assumptions about organisational 
security policy may need to be made. 

The Environment Profile is a set of values between 0 and A that is 
used to weight the security requirements in the TOE Category Profile 
according to the environmental security aspects identified above. The 
Security Values in the TCP may be increased (weighted with an EP-
value above 1), decreased (weighted with an EP-value below 1), or left 
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unaffected, reflecting the overall level of risk to the assets that are 
being protected by the SF:s.  

Figure 15 describes the process of developing an Environment 
Profile. It is to some extents based on the process presented in 
section 2.3.3, but modified to fit the purposes of this framework. 

USR

User trust, rights,
competence

MAP

IMP

PROB

Assets

THR
Threat
assessment
input

THREATS

Probability
estimation

Environment
Profile

THREATS

 
Figure 15 The process of developing an Environment Profile. 

The first step in creating an Environment Profile is to identify all 
potential threats present in the system (environment). This is done 
according to a threat assessment method described in section 6.6.1. In 
addition to this general threat assessment method, some 
environmental areas with specific threats may be considered. These 
could include user related threats, organisational threats, physical 
protection, etc. In this thesis, however, only the user aspect will be 
presented in detail (see section 6.6.2). 

When using the CC SFR:s as the Set of Security Features in the 
Heimdal Framework, Protection Profiles are useful. They contain 
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information about relevant threats, which are mapped to security 
objectives. These are in turn mapped to SFR:s. By combining 
numerous Protection Profiles, a rather complete list of threats can be 
derived. Ideally, all imaginable threats would be included, but this will 
due to the nature of security never be the case.  

The list will be used to help identifying threats and for mapping 
threats to Security Features. It will also hold information specifying 
for each threat whether it is related to a specific threat domain, for 
which means to more accurately determine the Risk Factor exist, e.g. 
users (see 6.6.2).  

6.6.1. General threat assessment 
Given an extensive list of potential general threats, the threats 
relevant to the given environment can be identified. The list contains 
a mapping to Security Features, as well as a flag to denote whether it is 
user related. Similar flags can be added for other threat domains, as 
discussed above. The list is presented in a tree structure, simplifying 
the identification. 

The task of identifying the relevant threats can be done according to 
formalised methods, such as the one proposed by Whitman (2003). 
The need to present the output of these methods as a subset of the 
list mentioned above comes from the fact that this list contains a 
mapping to Security Features. 

6.6.2. Users 
When assessing user related threats, factors such as user competence, 
rights and trustworthiness should be taken into account.  

Input data 
A good way to generate quantitative data from complex situations is 
to simplify it into a question form, such as the one in table 5. 
Although discreet, the resulting figures will contain much information 
about the user aspects. Each cell in the table will indicate the number 
of users with the given trust/rights relation. 
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Trust 

Rights 
Very Low Low Medium High 

Very 
high 

Very high      

High      

Medium      

Low      

Very low      

 

Table 5 User rights and trust distribution. 

In table 5, the meaning of the word trust is not limited to an 
estimation of the level of criminal intents of the staff, but should also 
include competence aspects; an employee who has administrator 
rights but does not know enough about security may do more harm 
than good. 

The matrix resulting from the rights/trust form is then multiplied 
with a weighting matrix. Its precise numbers may be determined 
experimentally, but on a general level it is reasonable to assume that 
low trust in combination with high rights results in a large potential 
risk, whereas a high level of trust in combination with low rights can 
be considered rather secure. The rest of the matrix is filled in through 
diagonal interpolation. 
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Equation 4 User-related Risk Factor 

 

xi,j represents the number entered in table 5 divided with the total 
number of users. 
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The length of the vector resulting from the scalar multiplication 
hence expresses a value between 0 and 1, where one is the largest 
potential risk related to the users in the environment.  

6.6.3. Impact 
For each threat, the impact in the event of a successfully exploited 
vulnerability is estimated. Using a form (table 6), in which evaluators 
choose between five options relating to each threat, the impact can be 
fairly well-estimated. The options {None, Low, Medium, High, 
Severe} correspond to the values {0.0, 0.25, 0.50, 0.75, 1.0}. Ideally, 
these values would be estimated as arbitrary float numbers, but due to 
the lack of means to correctly assess numbers with such accuracy, the 
discreet notation will be regarded as sufficient.  

 

Impact 

Threats 
None Low Medium High Severe 

Threat 1      

Threat 2      

Threat 3      

    :      

Threat n      

 

Table 6 Impact analysis question form 

6.6.4. Probability estimation 
For each threat, the probability of such a threat developing into a 
successful attack is estimated. This can be done by using an input 
form (table 7) similar to the one used for impact estimation. The 
labels {None, Low, Medium, High, Very high} correspond to the 
values {0.0, 0.25, 0.50, 0.75, 1.0}. As in the case of the impact 
estimation, these values would ideally be estimated as arbitrary float 
numbers, but the discreet notation will be regarded as sufficient. 
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Probability 

Threats 
None Low Medium High 

Very 
high 

Threat 1      

Threat 2      

Threat 3      

    :      

Threat n      

 

Table 7 Probability analysis question form 

If a specific threat domain has been evaluated, the result from that 
evaluation should be combined with the estimated probability value 
from table 7. For example, the specifically determined value for the 
user threat domain can be combined with the estimated values using 
the standard mean value calculation. 

The values resulting from the probability and impact analysis are 
combined through multiplication into a Risk Factor, for each threat. 
These factors will eventually be used to weight the TOE Category 
Profile, which can be done once the mapping from threats to Security 
Features has been made. 

6.6.5. Security Feature mapping 
The next step in the process of creating an Environmental Profile is to 
map the identified threats to the Set of Security Features used by the 
TOE Category Profile and TOE Profile.  

The mapping is intended to take place in the MAP-operator in figure 
15, where the input named THREAT is a static list of all potential 
threats used for the mapping. Using CC SFR:s as the Set of Security 
Features, the threat list can be developed by assembling the mapping 
from threats to objectives and objectives to SFR:s that can be found in 
the rationale chapter of Protection Profiles. An example of a static 
threats list can be seen in table 8 below. 
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Threat Corresponding SF User 

ADMIN_ERROR     

Improper administration may 
result in defeat of specific 
security features. 

FMT_SMR.1 FMT_SMR.3 FAU_ARP.1 
FAU_GEN.1 FAU_GEN.2 FAU_SAA.1 
FAU_SAR.1 FAU_SAR.3 FAU_STG.4 
FCS_CKM.1 FCS_CKM.2 FCS_COP.1 
FMT_MOF.1 FMT_MSA.1 FMT_MSA.2 
FMT_MSA.3 FMT_MTD.1 FMT_SAE.1 
FPT_TST.1 

x 

ADMIN_ROGUE     

Authorized administrator's 
intentions may become malicious 
resulting in TSF data to be 
compromised. 

FMT_SMR.1 FMT_SMR.3 x 

AUDIT_CORRUPT     

A malicious process or user may 
cause audit records to be lost or 
modified, or prevent future 
records from being recorded by 
taking actions to exhaust audit 
storage capacity, thus masking an 
attacker's actions. 

FAU_ARP.1 FAU_GEN.1 FAU_GEN.2 
FAU_SAA.1 FAU_SAR.1 FAU_SAR.2 
FAU_SAR.3 FAU_STG.1 FAU_STG.4 
FCS_CKM.1 FCS_CKM.2 FCS_COP.1 
FDP_ACC.2 FDP_ACF.1 FDP_RIP.2 
FIA_AFL.1 FIA_UAU.1 FIA_UID.1 
FMT_MOF.1 FMT_MSA.1 FMT_MSA.2 
FMT_MSA.3 FMT_MTD.1 FMT_REV.1 
FMT_SAE.1 FMT_SMR.1 FPT_AMT.1 
FPT_ITT.1 FPT_ITT.3 FPT_RCV.1 
FPT_RVM.1 FPT_SEP.2 FPT_TDC.1 
FPT_TST.1 FTA_SSL.1 FTA_SSL.2 
FTA_TAB.1  

x 

CONFIG_CORRUPT     

A malicious process or user may 
cause configuration data or other 
trusted data to be lost or 
modified.  

FAU_ARP.1 FAU_GEN.1 FAU_GEN.2 
FAU_SAA.1 FAU_SAR.1 FAU_SAR.2 
FAU_SAR.3 FAU_STG.1 FAU_STG.4 
FCS_CKM.1 FCS_CKM.2 FCS_COP.1 
FDP_ACC.2 FDP_ACF.1 FDP_RIP.2 
FIA_AFL.1 FIA_UAU.1 FIA_UID.1 
FMT_MOF.1 FMT_MSA.1 FMT_MSA.2 
FMT_MSA.3 FMT_MTD.1 FMT_REV.1 
FMT_SAE.1 FPT_RVM.1 FPT_TST.1 
FTA_SSL.1 FTA_SSL.2 FTA_TAB.1  

x 

DOS     

A malicious process or user may 
block others from system 
resources via a resource 
exhaustion denial of service 
attack. 

FRU_RSA.1 x 

EAVESDROP     

A malicious process or user may 
intercept transmitted data inside 
or outside of the enclave. 

FAU_SAR.2 FAU_STG.1 FCS_BCM.1 
FCS_CKM.1 FCS_CKM.2 FCS_CKM.4 
FCS_COP.1 FDP_ACF.1 FDP_ITT.1 
FDP_RIP.2 FIA_SOS.1 FIA_UAU.1 
FIA_UAU.7 FIA_UID.1 FIA_USB.1 
FMT_MSA.1 FMT_MTD.1 FMT_REV.1 
FPT_ITT.1 FPT_ITT.3 FPT_RVM.1 
FPT_SEP.2 FPT_TST.1 FTA_SSL.1 
FTA_SSL.2 FTP_TRP.1  

x 

INSECURE_START     

Restart may result in insecure 
state of the component. 

FAU_ARP.1 FAU_GEN.1 FAU_GEN.2 
FAU_SAA.1 FAU_SAR.1 FAU_SAR.3 
FAU_STG.4 FCS_CKM.1 FCS_CKM.2 
FCS_COP.1 FIA_AFL.1 FIA_UAU.7 
FIA_UID.1 FMT_MOF.1 FMT_MSA.1 
FMT_MSA.2 FMT_MSA.3 FMT_MTD.1 
FMT_SAE.1 FPT_AMT.1 FPT_RCV.1 
FPT_STM.1 FPT_TRC.1 FPT_TST.1 
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IMPROPER_INSTALLATION     

Software may be delivered, 
installed, or configured in a 
manner that undermines security. 

FAU_ARP.1 FAU_GEN.1 FAU_GEN.2 
FAU_SAA.1 FAU_SAR.1 FAU_SAR.3 
FAU_STG.4 FCS_CKM.1 FCS_CKM.2 
FCS_COP.1 FMT_MOF.1 FMT_MSA.1 
FMT_MSA.2 FMT_MSA.3 FMT_MTD.1 
FMT_SAE.1 FPT_TST.1   

 

MASQUERADE     

A malicious process or user on 
one machine on the network may 
masquerade as an entity on 
another machine on the same 
network. 

FCS_CKM.1 FCS_CKM.2 FCS_COP.1 
FIA_ATD.1 FIA_SOS.1 FIA_UAU.1 
FIA_UID.1 FIA_USB.1 FMT_MOF.1 
FMT_MSA.2 FMT_MTD.1 FMT_SAE.1 
FPT_ITT.1 FPT_ITT.3 FPT_STM.1 
FPT_TDC.1 FPT_TRC.1 FTA_SSL.1 
FTA_SSL.2 FTP_TRP.1  

x 

OBJECTS_NOT_CLEAN     

Systems may not adequately remove 
the data from objects between 
usage by different users, thereby 
releasing information to a user 
unauthorized for the data. 

FCS_CKM.4 FCS_CKM.2 FDP_RIP.2 
FPT_RCV.1 FTA_SSL.1 FTA_SSL.2 

 

POOR_DESIGN     

Unintentional or intentional 
errors in requirement 
specification, design or 
development of the IT operating 
system may occur. 

FMT_MSA.3 FPT_TST.1  

POOR_IMPLEMENTATION     

Unintentional or intentional 
errors in implementing the design 
of the IT operating system may 
occur. 

FMT_MSA.3 FPT_TST.1  

POOR_TEST     

Incorrect system behavior may 
result from inability to 
demonstrate that all functions 
and interactions are correct. 

FCS_COP.1 FIA_AFL.1 FIA_UAU.7 
FIA_UID.1 FMT_SAE.1 FPT_AMT.1 
FPT_RCV.1 FPT_STM.1 FPT_TDC.1 
FPT_TRC.1 FPT_TST.1 FTA_TAH.1 
FTP_TRP.1   

 

REPLAY     

A malicious process or user may 
gain access by replaying 
authentication (or other) 
information. 

FCS_BCM.1 FCS_CKM.1 FCS_CKM.2 
FCS_CKM.4 FCS_COP.1 FIA_USB.1 
FMT_MTD.1 FPT_ITT.1 FPT_ITT.3 
FPT_STM.1 FPT_TDC.1 FPT_TST.1 
FTA_TAH.1 FTP_TRP.1  

x 

SPOOFING     

A hostile entity may masquerade 
itself as the IT operating system 
and communicate with authorized 
users who incorrectly believe 
they are communicating with the 
IT operating system. 

FCS_BCM.1 FCS_CKM.1 FCS_CKM.2 
FCS_CKM.4 FCS_COP.1 FIA_USB.1 
FMT_MTD.1 FPT_ITT.1 FPT_ITT.3 
FPT_STM.1 FPT_TDC.1 FPT_TRC.1 
FPT_TST.1 FTP_TRP.1  

 

SYSACC     

A malicious process or user may 
gain unauthorized access to the 
administrator account, or that of 
other trusted personnel. 

FAU_ARP.1 FAU_GEN.1 FAU_GEN.2 
FAU_SAA.1 FAU_SAR.1 FAU_SAR.3 
FAU_STG.4 FCS_CKM.1 FCS_CKM.2 
FCS_COP.1 FDP_ACC.2 FDP_ACF.1 
FIA_AFL.1 FIA_ATD.1 FIA_SOS.1 
FIA_UAU.1 FIA_UID.1 FIA_USB.1 
FMT_MOF.1 FMT_MSA.1 FMT_MSA.2 
FMT_MSA.3 FMT_MTD.1 FMT_REV.1 
FMT_SAE.1 FMT_SMR.1 FMT_SMR.3 
FPT_RVM.1 FPT_TST.1 FTA_SSL.1 
FTA_SSL.2 FTA_TAB.1 FTA_TAH.1 
FTP_TRP.1 

x 
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UNATTENDED_SESSION     

A malicious process or user may 
gain unauthorized access to an 
unattended session. 

FDP_ACC.2 FDP_ACF.1 FDP_ITT.1 
FDP_RIP.2 FIA_AFL.1 FIA_SOS.1 
FIA_UAU.1 FIA_UAU.7 FIA_UID.1 
FMT_MOF.1 FMT_MSA.1 FMT_MSA.2 
FMT_MTD.1 FMT_REV.1 FMT_SAE.1 
FPT_RVM.1 FPT_SEP.2 FTA_SSL.1 
FTA_SSL.2 FTA_TAB.1 FTP_TRP.1  

x 

UNAUTH_ACCESS     

Unauthorized access to data by a 
user may occur. 

FAU_SAR.2 FAU_STG.1 FDP_ACC.2 
FDP_ACF.1 FDP_ITT.1 FDP_RIP.2 
FIA_AFL.1 FIA_SOS.1 FIA_UAU.1 
FIA_UAU.7 FIA_UID.1 FMT_MOF.1 
FMT_MSA.1 FMT_MSA.2 FMT_MTD.1 
FMT_REV.1 FMT_SAE.1 FMT_SMR.1 
FPT_AMT.1 FPT_ITT.1 FPT_ITT.3 
FPT_RCV.1 FPT_RVM.1 FPT_SEP.2 
FPT_TDC.1 FPT_TST.1 FTA_SSL.1 
FTA_SSL.2 FTA_TAB.1  

x 

UNAUTH_MODIFICATION     

Unauthorized modification or use 
of IT system attributes and 
resources may occur. 

FAU_SAR.2 FAU_STG.1 FDP_ACC.2 
FDP_ACF.1 FDP_ITT.1 FDP_RIP.2 
FIA_AFL.1 FIA_UAU.1 FIA_UID.1 
FIA_USB.1 FMT_MOF.1 FMT_MSA.1 
FMT_MSA.2 FMT_MSA.3 FMT_MTD.1 
FMT_REV.1 FMT_SAE.1 FMT_SMR.1 
FPT_AMT.1 FPT_ITT.1 FPT_ITT.3 
FPT_RCV.1 FPT_RVM.1 FPT_SEP.2 
FPT_TDC.1 FPT_TST.1 FTA_SSL.1 
FTA_SSL.2 FTA_TAB.1 

x 

UNDECTED_ACTIONS     

Failure of the IT system to 
detect and record unauthorized 
actions may occur. 

FAU_ARP.1 FAU_GEN.1 FAU_SAA.1 
FAU_SAR.2 FAU_SEL.1 FAU_STG.1 
FIA_USB.1 FMT_MOF.1 FMT_MTD.1 
FPT_STM.1 FTA_TAH.1 

 

UNIDENTIFIED_ACTIONS     

Failure of the administrator to 
identify and act upon 
unauthorized actions may occur. 

FAU_ARP.1 FAU_GEN.1 FAU_GEN.2 
FAU_SAA.1 FAU_SAR.1 FAU_SAR.3 
FAU_STG.4 FCS_CKM.1 FCS_CKM.2 
FCS_COP.1 FMT_MOF.1 FMT_MSA.1 
FMT_MSA.2 FMT_MSA.3 FMT_MTD.1 
FMT_SAE.1 FPT_STM.1 FPT_TST.1 

x 

UNKNOWN_STATE     

Upon failure of the IT system, 
the security of the IT system may 
be unknown. 

FPT_RCV.1 FPT_STM.1 FPT_TRC.1  

USER_CORRUPT     

User data may be lost or tampered 
with by other users. 

FDP_ACC.2 FDP_ACF.1 FDP_ITT.1 
FDP_RIP.2 FIA_AFL.1 FIA_SOS.1 
FIA_UAU.1 FIA_UAU.7 FIA_UID.1 
FIA_USB.1 FMT_MOF.1 FMT_MSA.1 
FMT_MSA.3 FMT_MTD.1 FMT_REV.1 
FMT_SAE.1 FPT_RVM.1 FPT_SEP.2 
FTA_SSL.1 FTA_SSL.2 FTA_TAB.1 

x 

 

Table 8 Example of mapping between threats and Security Features 

The resulting list of Security Features will, when regarded as complete, 
express all potential threats. 
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The final step in the mapping operation is to assign the Risk Factors 
on threat-level to individual Security Features. If the mapping is 
overlapping (i.e. two or more threats are mapped to the same Security 
Feature), the Risk Factors need to be combined. As expressed in basic 
probability theory, the equation for calculating the probability of a 
number of independent events into one is 1 – (1-p1)(1-p2)…(1-pn), 
which, when including the impact, results in: 

Equation 5 ))(1(...))(1())(1(1)( 21 kn TRTRTRSFP −⋅⋅−⋅−−=  , 

where R(Tm) is the result of the multiplication of the probability and 
impact, and Tm is a threat that corresponds to SFn.  

The resulting set of Security Features weighting values is the actual 
Environment Profile. 

6.7. Evaluated TOE Profile 
The Evaluated TOE Profile is calculated as each value on the Security 
Feature level in the TOE Profile divided by each corresponding value 
in the Reference Profile. The Security Values on Group level are 
calculated as the mean values of their Security Feature Security Values, 
and the Security Values on Class level are calculated as the mean 
values of their Security Group Security Values. The final step of the 
evaluation calculations is illustrated in figure 16. 
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Figure 16 Calculation of the Evaluated TOE Profile, ETP. 
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The Evaluated TOE Profile is the result of the evaluation. It can be 
presented in different ways: 

 Security Value Diagrams 
In a Security Value diagram, bars indicate the security, either on 
Class level, Group level or Security Feature level. An example of 
this is figure 22 on page 81. The diagram may include the Security 
Value for each Security Feature as well as its CIA or PDR values. 

 Complete Set of Security Values 
The Evaluated TOE Profile may also be presented as the complete 
set of Security Values. An example of this (on Class-level) is table 
13 on page 86. 

6.8. Intended Profile Management 
The profiles introduced with the new framework are intended to be 
used and managed in different ways; some can either be managed by 
standard institutes, within the organisations affected by the products, 
and others by the manufacturers of the products. 

 TOE Profile 
The TOE Profile for a product can be developed either by the 
vendors themselves or by others with the interest of knowing the 
security characteristics of the product. In the latter case, the use of 
a Security Target – or the equivalent in the event that CC SFR:s are 
not the Set of Security Features for the Heimdal Framework – is 
preferable, as it not only provides the information needed for the 
development, but also is an official document issued by the 
vendor, and is subject to extensive evaluation according to CC. 

Vendors may provide the TOE Profiles for download in 
association with the product information on their websites. The 
downloaded profiles can be matched against other products with 
the help of a Reference Profile, expressing the products’ security 
characteristics with category requirements and the environment 
taken into account. 
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 Reference Profile 
Since the Reference Profile contains both a TOE Category Profile 
and an Environment Profile, it should be administered centrally, 
for example within an organisation. Giving each user the task of 
assessing the environment is not realistic, but on the 
organisational level it is. The Reference Profile will, due to the 
presence of the Environment Profile, have the same tree-structure 
as the Environment Profile. 

 TOE Category Profile 
The TOE Category Profile is preferably developed and distributed 
by some standard institute. This would add legitimacy to their use, 
and would enable for manufacturers to claim that their product 
received a certain score based on a certain version of a given TOE 
Category Profile. 

The TOE Category Profiles can be hierarchically ordered into a 
tree-structure, where more general profiles are at the top and 
more specific profiles are located further down the tree. This 
would enable comparisons between, for example, eye-scan and 
fingerprint biometric devices at a general biometrics level, and 
more detailed comparisons between two eye-scan devices at a 
more specific eye-scan biometrics level in the tree. 

 Environment Profile 
The Environment Profile is well-suited for organisation-specific 
development and use, as factors such as threats and users are 
organisation-specific. 

Different Environment Profiles may be used for different parts of 
the organisation. For example, network-related areas would have 
one Environment Profile, and physical access control would have 
another. This is because the threats to networks differ from those 
related to the access control. The EP:s can thus be arranged in a 
tree structure, with an EP for the entire organisation at the top 
node, and with more specific profiles further down in the braches. 
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The profiles, their intended management and what they express are 
summarised in table 9 below: 

 

Profile Managed by Expresses 
TOE Profile Vendor or evaluator Un-weighted security 

properties of the product 

TOE Category 
Profile 

Standard institute Requirements related to the 
product category 

Environment 
Profile 

User organisation The hostility of the 
environment in which the 
product operates 

Reference Profile User organisation Weighted requirements for a 
specific environment and 
category 

 

Table 9 Profile management 

 

 

 



72 Section 6.8 - Intended Profile Management 

Anders Bond & Nils Påhlsson  LiTH-ISY-EX-3574-2004 

 



Chapter 7 - Applying the framework 73 

A Quantitative Evaluation Framework for Component Security in Distributed Information Systems 

7. Applying the framework 

Before doing battle, in the temple one calculates and will win, because many 
calculations were made; before doing battle, in the temple one calculates and will 
not win, because few calculations were made; many calculations, victory, few 
calculations, no victory, then how much less so when no calculations? By means of 
these, I can observe them, beholding victory or defeat! 

Sun Tze, The Art of War 
(Tze, 500 B.C.) 

 

 

In this chapter, the Heimdal Framework presented in the previous 
chapter is exemplified for a few different products. The actual 
evaluation is made using Heimdal Security Evaluator 3000 .NET, a 
Windows application developed by the authors of this report. The 
program, briefly described in this chapter, is explained in greater detail 
in Appendix B. 

The Set of Security Features used in this section is constituted by the 
Common Criteria SFR:s. 
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Applying the Heimdal Framework will include the development of: 

 A scenario, with a fictive organisation and fictive users. This will 
result in an Environment Profile for the organisation. 

 A TOE Category Profile, used on two different products. It will be 
based on actual operating systems Protection Profiles. 

 TOE Profiles, corresponding to the products that are due for 
evaluation. These will be based on actual Security Targets. 

7.1. Heimdal Security Evaluator 3000 .NET 
The software used for the evaluations in this chapter is Heimdal 
Security Evaluator 3000 .NET (figure 17). It is based on the Heimdal 
Framework, its profiles and algorithms presented in the previous 
chapter.  

A user may create and save all profiles required to perform an 
evaluation. These may then be combined to generate the actual 
evaluation.  

 
Figure 17 Security Evaluator main window 
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The evaluator can choose to view the evaluation report either as bars 
on the Security Class level, or in more details – as a table containing 
the Security Values at all levels. The latter is displayed below in figure 
18. 

 
Figure 18 Security Evaluator 3000 Report window (Details) 

The evaluation report may be exported to MS Excel or XML formats. 
The tables presented in this chapter are generated through the export 
functionality. 

7.2. Example 1 – Windows 2000 Professional SP3 
The first example will be on the same operating system as in section 
4.3, namely Windows 2000 Professional with Service Pack 3 installed. 
A scenario used for the Environment Profile is developed, and the 
development of a TOE Profile will be explained. Next, the TOE 
Category Profile will be developed and applied. Finally, the 
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Environment Profile will be applied, resulting in a complete 
evaluation. 

7.2.1. Scenario and Environment Profile 
In the scenario that will be used for creating an Environment Profile a 
small fictive company will be used. It has 16 employees with varying 
degrees of trust and user rights. 

As a company in the field of information technology development, 
most of its assets are immaterial and confidential. Furthermore, due 
to the fierce competition in the field, competitors may have an 
interest in harming the business or in stealing secret information from 
the company. 

In accordance with the methods described in sections 6.6.3 - 6.6.4, 
the threat analysis made by the company is entered in the threat list 
with estimated impact and probability degrees. The resulting list is 
displayed in table 10 below. 

Threat Impact Prob. Reasoning 

Admin Error Medium Medium One of the administrators is 
not fully used to the system. 
This would have a medium 
impact and is not unlikely to 
happen. 

Admin Rouge High Low The impact would be severe, 
but it is not considered 
likely 

Audit Corrupt Low Medium The audit software is old but 
is often backed-up 

Denial of 
Service 

High Medium Competitors may have an 
interest in blocking our 
system 

Eavesdrop High High Competitors will want to steal 
secrets from the company 

Masquerade Medium Low The impact would be medium, 
but the system is well 
monitored 

Undetected 
Actions 

Low High If audit fails due to the old 
software, and the back-ups are 
not often monitored, malicious 
actions may be undetected 

Unauthorised 
access 

High Low The company's security 
policies are strict; passwords 
are changed regularly, doors 
are locked, but there is 
always a chance, and the 
impact would be severe. 
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Threat Impact Prob. Reasoning 

Unauthorised 
modification 

High Low The company's security 
policies are strict; passwords 
are changed regularly, doors 
are locked, but there is 
always a chance, and the 
impact would be severe. 

User corrupt High Low Temporary staff may be 
corrupted and working for 
competitors 

 

Table 10 Threat list for the fictive company used in the scenario. 

In table 11 below, the number of users for each trust/rights relation 
levels is displayed. For example: there is one super user within the 
organisation with very high rights. As that user is one of the founders 
of the company and very skilled, the user is considered trusted. On 
the opposite end of the diagonal, the four temporary employees are 
not trusted due to their short time at the company and have very low 
rights. 

The user with low level of trust and high rights is a skilled account 
manager who is considered very important to the company. However, 
rumours state that he has initiated contacts with a competing 
company in the field, giving him a low level of trust. 

Trust 

Rights 
Very Low Low Medium High 

Very 
high 

Very high 0 0 0 4 1 

High 0 1 3 1 0 

Medium 1 0 0 0 0 

Low 0 0 0 0 0 

Very low 4 0 0 1 0 

 

Table 11 Trust/rights relationship user table for the fictive company 
used in the scenario. 

The resulting Environment Profile will show the characteristics 
displayed in figure 19. It shows the total Security Values on class level 
for each class, and the confidentiality, integrity and availability values 
respectively. The mapping to CIA is the one developed by 
Andersson (2003).  
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Environment Profile
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Figure 19 Environment Profile for the fictive organisation in the 

example. 

Since the environment should have the capacity of lowering the end-
result, the range of the Security Values in the Environment Profile is 
between 0 and 2. See section 6.6 for more details regarding this. 

7.2.2. Developing a TOE Profile – Win2K 
The TOE Profile for Windows 2000 Professional SP3 was developed 
using the Microsoft (2002) Security Target as an input to the 
evaluation software. The Security Features stated to be implemented 
are given the value 1, the others 0. 

The resulting TOE Profile will show the characteristics displayed in 
figure 20. It shows the total Security Values on Class level for each 
Security Class, and the confidentiality, integrity and availability values 
respectively. 
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Figure 20 The actual TOE Profile for Windows 2000 Professional 

SP3 

According to the Security Target, the TOE Profile has no implemented 
Security Features in the FCO and FPR Security Classes, which are 
hence given the Security Value 0. 

More details on the development process for a TOE Profile are found 
in section 6.3.  

7.2.3. Evaluating the TOE Profile with a TOE Category 
Profile 

The next step in the evaluation is to create a TOE Category Profile for 
operating systems. This is done according to section 6.5. Applying the 
TCP will scale the values according to what functional requirements 
are considered important and relevant, i.e. those included in the TCP. 
The resulting values are expressed in an Evaluated TOE Profile. Figure 
21 shows the characteristics of the ETP. 
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Evaluated TOE Profile with TOE Category Profile
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Figure 21 The Windows 2000 TOE Profile evaluated with the TOE 

Category Profile for operating systems. 

Comparing the TOE Profile in figure 20 to the Evaluated TOE Profile 
in figure 21, some class Security Values have been increased in the 
latter, while some are left unaffected. The ones increased have been 
so because the requirements from the TOE Category Profile are lower 
for those Security Classes. 

7.2.4. Evaluating the TOE Profile with a Reference Profile 
The final step in a complete evaluation is to apply both the TOE 
Category Profile and the Environment Profile to the TOE Profile.  

Combining the TOE Category Profile and the Environment Profile 
(from section 7.2.1) into a Reference Profile, and applying it to the 
TOE Profile will scale the values according to what functional 
requirements are considered important and relevant, as well as 
environmental factors – such as threats and users. The resulting 
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values are expressed in an Evaluated TOE Profile. Figure 22 shows the 
characteristics of the ETP. 

Evaluated TOE Profile
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Figure 22 The Windows 2000 TOE Profile evaluated with the TOE 

Category Profile for operating systems and the 
Environment Profile for the fictive organisation. 

Comparing the Evaluated TOE Profile in figure 21 to the Evaluated 
TOE Profile in figure 22, which includes the Environment Profile, 
some class Security Values have been increased, while some are 
decreased. The increase comes from the fact that the environment 
factors that affect those Security Features are considered less hostile 
than normal, whereas the decrease comes from a more-than-normal 
hostile environment factors related to those Security Features. 

In table 12 below, Security Values for the evaluation and the included 
profiles, are presented for the FIA Security Class. ETP1 is the result 
from the evaluation based on the TOE Category Profile, and ETP2 
represents the Evaluated TOE Profile based on the complete 
Reference Profile. The Security Values for the TOE Profile, TOE 
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Category Profile and Environment Profile are found in the remaining 
columns. 

Name Description ETP1 ETP2 TP TCP EP 

       

FIA 
Identification and 
authentication 1.00 0.68 0.80 0.80 0.94 

FIA_AFL Authentication failures 1.00 0.71 1.00 1.00 1.42 

FIA_AFL.1 Authentication failure handeling 1.00 0.71 1.00 1.00 1.42 

FIA_ATD User attribute definition 1.00 1.00 1.00 1.00 0.41 

FIA_ATD.1 User attribute definition 1.00 1.00 1.00 1.00 0.41 

FIA_SOS Specification of secrets 1.00 0.62 0.50 0.50 0.80 

FIA_SOS.1 Verification of secrets 1.00 0.62 1.00 1.00 1.61 

FIA_SOS.2 TSF Generation of secrets - - 0.00 0.00 0.00 

FIA_UAU User authentication 1.00 0.61 0.29 0.29 0.47 

FIA_UAU.1 Timing of authentication 1.00 0.57 1.00 1.00 1.76 

FIA_UAU.2* 
User authentication before any 
action - - 0.00 0.00 0.00 

FIA_UAU.3 Unforgeable authentication - - 0.00 0.00 0.00 

FIA_UAU.4 
Single-use authentication 
mechanisms - - 0.00 0.00 0.00 

FIA_UAU.5 
Multiple authentication 
mechanisms - - 0.00 0.00 0.00 

FIA_UAU.6 Re-authenticating - - 0.00 0.00 0.00 

FIA_UAU.7 
Protected authentication 
feedback 1.00 0.66 1.00 1.00 1.51 

FIA_UID User identification 1.00 0.57 1.00 1.00 0.88 

FIA_UID.1 Timing of user identification 1.00 0.57 1.00 1.00 1.76 

FIA_UID.2* 
User identification before any 
action 1.00 - 1.00 1.00 0.00 

FIA_USB User-subject binding 1.00 0.59 1.00 1.00 1.68 

FIA_USB.1 User-subject binding 1.00 0.59 1.00 1.00 1.68 

 

Table 12 Results from the evaluation for the FIA Security Class. 

Looking at the FIA_SOS.1 Security Feature in the table above, the 
Environment Profile has the Security Value 1.61. This can be 
considered a fairly big threat to the FIA_SOS.1 Security Feature, and as 
a result, the evaluation with the Environment Profile included (ETP2) 
renders a lower Security Value than the one without (ETP1). 
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In FIA_UAU, the Environment Profile indicates a value of 0.47 
(indicating a “friendly” environment) on the Security Group level, but 
the Evaluated TOE Profile evaluated without the EP (ETP1) is higher 
than the one with the EP (ETP2). The reason for this is that all 
evaluation calculations are made on Security Feature level, and the 
Security Values on Group and Class levels are averages of their 
Security Features and Security Groups respectively. The average value 
displayed for the FIA_UAU Security Group, 0.47, is calculated the 
same way, but is never actually used. Since FIA_UAU.2 – FIA_UAU.6 
are rendered inapplicable due to their absence in the TOE Category 
Profile, the FIA_UAU Group Security Values for ETP1 and ETP2 are 
only calculated as the average value of FIA_UAU.1 and FIA_UAU.7. 
For those Security Features, the Environment Profile is valued 1.76 
and 1.51 respectively, resulting in the decreased ETP2 Group value. 

In ETP2, the FIA_UID.2 Security Feature is not included in the 
evaluation since the Environment Profile indicates a no-risk situation; 
either the impact or the probability of a threat mapped to FIA_UID.2 
is non-existing. 

7.3. Example 2 – Comparing Linux and Windows 2000 
The modular design of the framework proposed in the previous 
chapter enables the comparison of products within the same product 
categories. This is exemplified in this section by comparing the 
Windows 2000 TOE Profile used in section 7.2 to Red Hat Enterprise 
Linux, using the same TOE Category Profile as in section 7.2. The 
Environment Profile is not included in the evaluation. 

The Red Hat TOE Profile was developed in the same way as the 
Windows 2000 TOE Profile, using the Red Hat Security Target 
(Oracle, 2004).  

The results from the evaluation are presented in table 13. 

Name Windows 2000   Linux 3 
          

 C I A Tot  C I A Tot 

FAU 0.40 0.50 0.42 0.42   0.40 0.50 0.50 0.50 

FAU_ARP 0.00 0.00 0.00 0.00  0.00 0.00 0.00 0.00 

FAU_GEN 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 
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Name Windows 2000   Linux 3 
          

 C I A Tot  C I A Tot 

FAU_SAA 0.00 0.00 0.00 0.00  0.00 0.00 0.00 0.00 

FAU_SAR 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FAU_SEL 0.00 0.00 0.00 0.00  0.00 0.00 0.00 0.00 

FAU_STG - 1.00 0.50 0.50  - 1.00 1.00 1.00 

          

FCO - - - -   - - - - 

FCO_NRO - - - -  - - - - 

FCO_NRR - - - -  - - - - 

          

FCS 0.50 0.50 0.00 0.50   0.50 0.50 0.00 0.50 

FCS_CKM 0.00 0.00 0.00 0.00  0.00 0.00 0.00 0.00 

FCS_COP 1.00 1.00 - 1.00  1.00 1.00 - 1.00 

          

FDP 0.43 0.33 0.40 0.43   0.43 0.33 0.40 0.43 

FDP_ACC 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FDP_ACF 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FDP_DAU - - - -  - - - - 

FDP_ETC - - - -  - - - - 

FDP_IFC 0.00 0.00 0.00 0.00  0.00 0.00 0.00 0.00 

FDP_IFF 0.00 0.00 0.00 0.00  0.00 0.00 0.00 0.00 

FDP_ITC 0.00 0.00 0.00 0.00  0.00 0.00 0.00 0.00 

FDP_ITT 0.00 0.00 - 0.00  0.00 0.00 - 0.00 

FDP_RIP 1.00 - - 1.00  1.00 - - 1.00 

FDP_ROL - - - -  - - - - 

FDP_SDI - - - -  - - - - 

FDP_UCT - - - -  - - - - 

FDP_UIT - - - -  - - - - 

          

FIA 1.00 1.00 1.00 1.00   0.83 0.83 0.83 0.83 

FIA_AFL 1.00 1.00 1.00 1.00  0.00 0.00 0.00 0.00 

FIA_ATD 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FIA_SOS 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FIA_UAU 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FIA_UID 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FIA_USB 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

          

FMT 0.94 0.94 0.94 0.94   0.56 0.56 0.56 0.56 

FMT_MOF 1.00 1.00 1.00 1.00  0.00 0.00 0.00 0.00 

FMT_MSA 0.67 0.67 0.67 0.67  0.67 0.67 0.67 0.67 
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Name Windows 2000   Linux 3 
          

 C I A Tot  C I A Tot 

FMT_MTD 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FMT_REV 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FMT_SAE 1.00 1.00 1.00 1.00  0.00 0.00 0.00 0.00 

FMT_SMR 1.00 1.00 1.00 1.00  0.67 0.67 0.67 0.67 

          

FPR - - - -   - - - - 

FPR_ANO - - - -  - - - - 

FPR_PSE - - - -  - - - - 

FPR_UNL - - - -  - - - - 

FPR_UNO - - - -  - - - - 

FPT 0.62 0.28 0.50 0.28   0.62 0.39 0.70 0.39 

FPT_AMT - 0.00 0.00 0.00  - 1.00 1.00 1.00 

FPT_FLS - - - -  - - - - 

FPT_ITA - - - -  - - - - 

FPT_ITC - - - -  - - - - 

FPT_ITI - - - -  - - - - 

FPT_ITT 0.00 0.00 - 0.00  0.00 0.00 - 0.00 

FPT_PHP - - - -  - - - - 

FPT_RCV - 0.00 0.00 0.00  - 0.00 0.00 0.00 

FPT_RPL - - - -  - - - - 

FPT_RVM 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FPT_SEP 0.50 0.50 0.50 0.50  0.50 0.50 0.50 0.50 

FPT_SSP - - - -  - - - - 

FPT_STM 1.00 1.00 1.00 1.00  1.00 1.00 1.00 1.00 

FPT_TDC - 0.00 - 0.00  - 0.00 - 0.00 

FPT_TRC - 0.00 - 0.00  - 0.00 - 0.00 

FPT_TST - 0.00 - 0.00  - 0.00 - 0.00 

          

FRU - - 1.00 1.00   - - 0.00 0.00 

FRU_FLT - - - -  - - - - 

FRU_PRS - - - -  - - - - 

FRU_RSA - - 1.00 1.00  - - 0.00 0.00 

          

FTA 0.50 0.33 0.50 0.33   0.00 0.00 0.00 0.00 

FTA_LSA - - - -  - - - - 

FTA_MCS - - - -  - - - - 

FTA_SSL 1.00 1.00 1.00 1.00  0.00 0.00 0.00 0.00 

FTA_TAB - 0.00 - 0.00  - 0.00 - 0.00 

FTA_TAH 0.00 0.00 0.00 0.00  0.00 0.00 0.00 0.00 
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Name Windows 2000   Linux 3 
          

 C I A Tot  C I A Tot 

FTA_TSE - - - -  - - - - 

          

FTP 1.00 1.00 1.00 1.00   0.00 0.00 0.00 0.00 

FTP_ITC - - - -  - - - - 

FTP_TRP 1.00 1.00 1.00 1.00  0.00 0.00 0.00 0.00 

          

 

Table 13 Comparison between Windows 2000 and Red Hat 
Enterprise Linux evaluations. 

The reason why Linux, which is considered to be a more secure 
operating system (ComputerWire, 2004) receives lower total values in 
five out of 11 Security Classes (and only high values in two Classes) 
may be the fact that the evaluation is carried out without the influence 
of the environment; Microsoft Windows is the primary target for 
hackers and virus writers (ibid.) whereas Linux is more seldom 
attacked.  
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8. Conclusions 

This chapter sums up and discusses the work and the results from the 
three previous chapters. The chapter also includes suggestions on 
areas which could and should be developed further. 

Information technology security is a fast-growing field. In the 
development of more extensive information systems, IT security 
becomes increasingly important. Whether potential threats consist of 
viruses, worms, malicious hackers or information warfare, a method 
to evaluate current security levels is necessary in order to improve or 
maintain the overall security.  

Some ideas for quantifiable security measurements have been 
suggested recently. However, they are still far from being the 
unambiguous frameworks and definitions needed. The aim of this 
work has been to develop such a framework for evaluating the 
security of components in distributed information systems. 

The developed evaluation framework, Heimdal, constitutes the main 
part of this work. It takes advantage of different profiles, which 
represent different steps of the security evaluation: security 
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requirements, implemented security functionality and environmental 
factors affecting security, as well as the final evaluation result. 

It should be noted that it is the analytic process and methods in the 
Heimdal Framework, not its final numbers, that constitute the main 
contribution of this work. 

8.1. Discussion 
The purpose of this work was to apply the method for evaluation of 
security values of system components within distributed information 
systems that was proposed by Andersson (2003), hereafter referred to 
as the Andersson method. In doing so, several possible improvements 
were identified, and later implemented in a new framework, Heimdal. 

Andersson suggests the use of Common Criteria for a qualified 
estimation of component security. This constitutes a good approach 
to estimate security values and the method has served as a foundation 
for this work.  

In order to estimate security values “from the inside” rather than 
measuring them, a thorough granulation of the concepts of security 
into low-level security functionality is essential. Common Criteria is, as 
of today, the best way to achieve this. Much time has been spent by 
some of the world's foremost experts in the field in the development 
of CC.  

Another strong point of the Andersson method is how it takes 
advantage of the relevant parts of CC and disregards others. An 
example of this is how it uses the comparison between the 
implemented security features (expressed in a Security Target) and its 
requirements (expressed in a Protection Profile). 

However, being a promising approach, the Andersson method 
contains a number of weaknesses which were identified when the 
method was applied. 

First, the Security Values in the range 0 to 1 that are required are not 
easily estimated given the documentation available, i.e. Security Target 
and Protection Profile. This is solved in the Heimdal framework by 
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the use of discreet values – 0 or 1. The theoretical precision decreases 
through this, but in practice, it states just as much in the end because 
of the virtual impossibility to estimate accurate vales. In the event that 
a method of measurement or other precise estimation is developed, 
the Heimdal Framework supports this. But until then, the security 
characteristics obtained through the use of discreet notation is quite 
sufficient, as seen in section 5.1.1. The advantage of using discreet 
notation is that it makes evaluations less time consuming, and, in 
practice, actually useful.  

Moreover, the strong ties between the Protection Profiles and Security 
Targets in the Andersson (2003) evaluation method create a problem 
when it comes to comparing products in the same category but with 
different Protection Profiles. This is solved in the new framework by 
separating the product’s properties from its requirements, creating a 
TOE Profile for the former and a TOE Category Profile for the latter. 
The TOE Profile will therefore express the unconditional Security 
Value of the product. This profile can also be said to represent an 
evaluation given the maximum set of requirements.  

The separation of the security properties from its requirements results 
in a new modular profile-based framework. An advantage of this is 
that more aspects can be added. In particular, the environment of 
operation for the product can be taken into account. 

The Environment Profile suggested in this work is far from fully 
developed, however. It is more of an example of how it can be done; 
more research is needed in the field. It is even unlikely that an entirely 
accurate Environment Profile will ever be developed due to the nature 
of threats; in the end, it will always come down to subjective 
assessments, but the method of breaking down the environmental 
factors and assessing the parts suggested in this work is a start, and it 
should lead to the beginning of a useful and somewhat truthful 
profile.  

The range of the values in the Environment Profile differs from that 
of the others; whereas the Security Values in the TOE Profile and the 
TOE Category Profile is between 0 and 1 (0 or 1 for Security Features), 
the range of the values in the Environment Profile is between 0 and A. 
A value of 1 should not affect the result – in other words a “normally 
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friendly” environment. The number denoted A is higher than 1 in 
order for it to be able to lower the Security Values in the evaluation in 
the case of a hostile environment. In the example presented in 
chapter 7, A is set to 2. This is sufficient to, if necessary, decrease the 
values obtained without the Environment Profile with 50%. 
Mathematically, A should approach infinity in order for it to lower the 
values to 0. However, it is hard to imagine an environment so hostile 
that it completely reduces correctly implemented Security Features, as 
they are implemented for the reasons of withstanding threats in the 
first place. 

The Evaluated TOE Profile is the result of the evaluation and its 
Security Values can be seen as a security metric as it expresses security 
as numbers on a predefined scale. The meaning of the metric is 
defined by the decomposition level on which the Security Values are 
presented. The decomposition of security aspects in the Heimdal 
Framework is similar to that of the Common Criteria SFR:s, but with 
some modifications; an abstraction of the terms has been made to 
detach requirements from implemented security functionality, and to 
eliminate the unfortunate use of the word component as one of the 
levels in the SFR tree structure. All Security Values are assigned on the 
lowest level, i.e. for the Security Features. The Security Features are 
ordered into Security Groups, which in turn are ordered into Security 
Classes. The Security Value for the group level is calculated as the 
average value of its Security Features, and the Security Value for the 
Class level is calculated as the average value of its Security Groups.  

It should be said that the Heimdal Framework is only a first step 
towards an unambiguous framework that reveals the objective 
strength of the security of components. Still, it does provide a way to 
combine different aspects affecting the security of components – 
such as category requirements, implemented security functionality and 
the environment in which it operates – in a modular way, making 
each module replaceable in the event that a more accurate module is 
developed. 

In order to be able to put any trust in the evaluation framework, the 
relevancy and accuracy needs to be validated. Ways to accomplish this 
might be to use statistical methods, such as the practical penetration 
testing described in section 2.3.4, or to use face validation – in other 
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words to have experts in the field look at and comment on the 
framework. No statistical validations have been used to verify the 
correctness of the framework and its results. 

Although the Heimdal Framework is based on CC at this stage, it is 
not limited to the use of it as an evaluation may rely on other useful 
Sets of Security Features. As the field of computer science advances, 
new important security aspects may arise, but because of its 
modularity, these aspects can easily be integrated into the Heimdal 
Framework. 

In the beginning of this work, four main questions were stated with 
the aim of finding answers to them during the work process. The 
answers found are presented below.  

 How can security be measured or estimated quantitatively? 
By estimating security, using a profile that describes the 
implemented security functionality for a product, and comparing 
it to the requirements belonging to the category of the product. It 
is also possible to include other aspects into the evaluation, such 
as the environment of operation. 

The information about what functionality is required or 
implemented can for example be found in a Protection Profile or 
Security Target. 

 Can the existing evaluation frameworks be improved? 
Yes. The basis of the new framework is the one proposed by 
Andersson (2003). Some weaknesses were found and remedied. 
Based on the weaknesses, a new modular framework taking 
advantage of discreet notation was developed. However, further 
improvements are possible, see section 8.2 below. 

 Can a suitable metric be developed? 
The scale on which to assign Security Values to evaluated 
products is decided to be in the range of 0 to 1. Security factors 
such as requirements, implemented security, threats, and users are 
taken into account in order to produce evaluation results that 
reflect the actual security properties. The result of this work is a 
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step in the direction of finding a security metric, but more 
research needs to be done in this area.  

 How can the method and its results be validated? 
The most intuitive way to validate the method and the results is to 
use practical testing and match the results to those produced by 
the method. It is also possible to use face validation – to have 
experts in the field look at and validate the framework. The only 
validation that has taken place regarding this work is face 
validation, where experts at the Swedish Defence Research 
Agency and the Linköping Institute of Technology have 
commented the Heimdal Framework.  

8.2. Future Work 
Areas of research that would improve quantitative security evaluations 
are listed in this section. 

8.2.1. Environment Profile 
Since the Environment Profile is intended to express the 
environment, it naturally comes down to subjective assessments in the 
end. There is no way to avoid this, but methods to develop more 
certain Environment Profiles would improve the accuracy of the 
evaluation results.  

A complete list of threats should be developed with threats mapped 
to Security Features. The list should also indicate which threats are 
user-related. It would be preferable if this list is ordered in a tree 
structure.  

The user module that is presented in this work can be improved by 
finding better ways to determine the trust in users. The module can 
also be extended or complemented to include other aspects, such as 
the structure and security policies of an organisation, network traffic 
load, etc.  
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8.2.2. Security Values 
The discreet notation used in this work is an approximation to the 
actual figures, which should be in the range [0,1] in accordance to the 
Andersson method. The Heimdal Framework fully supports these 
values, should they be accurately estimated. More research in the field 
of determining methods to estimate these values should be made. 
Statistical methods, where actual penetration testing is used, may be 
one approach to this. 

8.2.3. Validation 
In order to validate the Heimdal Framework using methods other 
than the face validation described, practical testing may be performed. 
Approaches may be to perform tests on real components, and test the 
evaluation process to see how the Heimdal figures reflect reality. The 
data retrieved in the tests may be used to develop the evaluation 
process further and in more detail. With a combination of the top-
down approach used in this work, and a bottom-up approach of the 
practical testing, the model and evaluation process have good 
opportunities to evolve further. 

8.2.4. CIA/PDR Mapping 
For any potential future Set of Security Features, mapping to CIA or 
PDR should be made. The Andersson mapping developed for the 
Common Criteria Security Functional Requirements is a good 
approach, but it may be developed further. Security Features may be 
mapped to C, I and A characteristics separately with a co-efficient 
indicating how much that aspect is affected by the Security Feature. 
For example, a Security Feature may be mapped [0.1, 0.5, 0.7] to CIA 
and not [0.0, 1.0, 1.0] as the case is now. The same mapping may be 
done for PDR. 
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Glossary 

 CIA 
The abbreviation is used to represent the three concepts of 
confidentiality, integrity and availability. 

 Class 
This is the uppermost structure for the CC SFR, consisting of 
eleven different classes. A class could be considered a high-level 
security goal where the members (called families) all share a 
common focus. 

Class (or Security Class) is also the uppermost structure for the Set 
of Security Features used in the Heimdal Framework. See also: 
Security Group, Security Feature. 

 Common Criteria (CC) 
The Common Criteria for information technology security 
evaluation is a standardized method for evaluating the assurance 
of the correct implementation of the specific security design in 
products. 

 Component (in CC) 
This is a structure for the CC SFR. A Component belong to a 
certain family and consists of one or more Elements.  

 Component (physical system)  
A system component is a physical or logical part of a DIS. 

 Distributed Information System (DIS) 
In this thesis, the term distributed information system is used to 
emphasize the distribution of information in the system and the 
fact that users and organizations are considered to be part of the 
system. 

 Element 
This is the lowest-level structure for the CC SFR. It contains a 
stated requirement of a single specific security task. One or more 
elements form a CC Component. 
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 Environment Profile (EP) 
The Environment Profile is the result of evaluating the 
environment in which the product to be evaluated operates in. It 
is a set of Security Features each assign a values between 0 and A 
that is used to weight the security requirements in the TOE 
Category Profile according to the environmental security aspects. 

 Evaluated TOE Profile (ETP) 
The Evaluated TOE Profile is the result of an evaluation. It is a set 
Security Features each assign a Security Value representing an 
evaluated product with implemented security functionality, 
security requirements and environmental factors taken into 
account.  

 Evaluation Assurance Level (EAL) 
A package consisting of assurance components that represent a 
point on the CC predefined assurance scale. It ranges from 0 to 7. 

 Family 
This is a structure for the CC SFR. Families belong to a specific 
Class, and contain Components. All family members share the 
same security goal, but they may differ in emphasis. 

 Feature 
See Security Feature. 

 Group 
See Security Group. 

 PDR 
The abbreviation is used to represent the three concepts of 
prevention, detection and reaction. 

 Protection Profile (PP) 
A Protection Profile specifies the implementation-independent 
requirements for a category of products or systems that meet 
specific customer needs. 
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 Reference Profile (RP) 
A Reference Profile can contain any information relevant to the 
security of a product category, it is based on a TOE Category 
Profile and an Environment Profile. 

 Risk Factor 
The Risk Factor is, for each threat, the combined values from the 
impact and probability analysis in the environment profile. It will 
is used to weight the TOE Category Profile after a mapping from 
threats to Security Features has been made. 

 Security Class 
See Class. 

 Security Feature (SF) 
This is a structure on the lowest level of the Set of Security 
Features used in the Heimdal Framework. The Security Feature is 
used to describe either implemented security functionality or 
requirements related to a category. It corresponds to the Common 
Criteria SFR component. 

 Security Group 
This is a structure for the Set of Security Features. Security Groups 
are ordered under the Security Classes. The term corresponds to 
the Common Criteria SFR families. 

 Security Functional Requirements (SFR) 
SFR is the second part of the Common Criteria. It is a set of all the 
available security functionality and is structured in categories; 
classes, families, components and elements. 

 Security Metric 
Security metrics are the units and scales used to describe security 
properties, specifying, if not the meaning of the security value, at 
least the different values that can be assigned. 

 Security Target (ST) 
A Security Target specifies the implementation-dependent "as-to-
be-built" or "as-built" requirements that are to be used as a basis 
for a particular product or system. 
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 Security Value (SV) 
A Security Value is a numerical value denoting the security for a 
given Security Feature, Group or Class. It can be presented either 
as the total value, or be divided into separate Security Values for 
CIA or PDR. 

 Standard Assurance Requirements (SAR) 
SAR is the third part of the Common Criteria. It is a listing of all 
available assurance requirements and a structured categorization 
of them into Classes, Families, Components and Elements. It also 
defines the different EALs and explains the evaluation process of 
Protection Profiles and Security Targets. 

 Target of Evaluation (TOE) 
A Target of Evaluation is an IT product or system that is the 
subject of an evaluation. 

 TOE Category Profile (TCP) 
The TOE Category Profile is the basis for the estimation of a 
product category’s security requirements. It is a set of Security 
Features each assign a Security Value indicating these 
requirements. It may include a combination of relevant Protection 
Profiles, as well as additional information. 

 TOE Profile (TP) 
A TOE Profile is a set Security Features each assign a Security 
Value. It represents the unbiased or unconditional Security Value 
of the product not taking environmental factors and requirements 
into account. 

 TOE Security Functions (TSF) 
TOE Security Functions. Enforces the security provided in the 
TOE. It could be regarded as the TCB for a TOE. 
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Appendix A. Tables and figures 

In this appendix, tables and figures showed only partially in the work 
is presented in their complete form. 

A.1 Set of Security Features 
In table 14, the Set of the Security Features used in the Heimdal 
Framework and their dependencies and hierarchical dependencies 
(subsets) are listed. It consists of the Common Criteria Security 
Functional Requirements. 

ID Descriptive Name CIA PDR Subsets Depend-
encies 

      

FAU Security audit         

FAU_ARP Security audit 
automatic response CIA R     

FAU_ARP.1 Security alarms CIA R   
FAU_GEN.1 
FAU_SAA.1 
FPT_STM.1 

FAU_GEN Security audit data 
generation CIA D     

FAU_GEN.1 Audit data generation CIA D   FPT_STM.1 

FAU_GEN.2 User identity 
association CIA D   

FAU_GEN.1 
FIA_UID.1 
FPT_STM.1 

FAU_SAA Security audit analysis CIA D     

FAU_SAA.1 Potential violation 
analysis CIA D   FAU_GEN.1 

FPT_SMT.1 

FAU_SAA.2 Profile based anomaly 
detection 

CIA D   FIA_UID.1 

FAU_SAA.3 Simple attack 
heuristics 

CIA D     

FAU_SAA.4* Complex attack 
heuristics CIA D FAU_SAA.3   

FAU_SAR Security audit review CIA D     

FAU_SAR.1 Audit review CIA D   FAU_GEN.1 
FPT_SMT.1 

FAU_SAR.2 Restricted audit review C D   
FAU_GEN.1 
FAU_SAR.1 
FPT_SMT.1 

FAU_SAR.3 Selectable audit review CIA D   
FAU_GEN.1 
FAU_SAR.1 
FPT_SMT.1 

FAU_SEL Security audit event 
selection 

CIA D     

FAU_SEL.1 Selective audit CIA D   

FAU_GEN.1 
FIA_UID.1 
FMT_MTD.1 
FMT_SMR.1 
FPT_SMT.1 

FAU_STG Security audit event 
storage 

IA PDR     

FAU_STG.1 Protected audit trail 
storage 

IA PDR   FAU_GEN.1 
FIA_UID.1 

FAU_STG.2 Guarantees of audit 
trail availability A P   FAU_GEN.1 

FIA_UID.1 
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ID Descriptive Name CIA PDR Subsets Depend-
encies 

      

FAU_STG.3 
Action in case of 
possible audit data 
loss 

A PDR   
FAU_GEN.1 
FAU_STG.1 
FIA_UID.1 

FAU_STG.4* Prevention of audit 
data loss 

A PDR FAU_STG.3 FAU_GEN.1 
FPT_SMT.1 

      

FCO Communication         

FCO_NRO Non-repudiation of 
origin 

I P     

FCO_NRO.1 Selective proof of 
origin I P   FIA_UID.1 

FCO_NRO.2* Enforced proof of 
origin 

I P FAU_NRO.1 FIA_UID.1 

FCO_NRR Non-repudiation of 
receipt 

I P   FIA_UID.1 

FCO_NRR.1 Selective proof of 
receipt I P   FIA_UID.1 

FCO_NRR.2* Enforced proof of 
receipt 

I P FCO_NRR.1   

      

FCS Cryptographic Support         

FCS_CKM Cryptographic key 
management 

CIA P     

FCS_CKM.1 Cryptographic key 
generation CIA P   

FCS_CKM.4 
FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FDP_ITC.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.2 
FMT_MSA.3 
FMT_SMR.1 

FCS_CKM.2 Cryptographic key 
distribution 

CIA P   

FCS_CKM.4 
FCS_COP.1 
FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1  
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.2 
FMT_MSA.3 
FMT_SMR.1 

FCS_CKM.3 Cryptographic key 
access 

CIA P   

FCS_CKM.4 
FCS_COP.1 
FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1  
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.2 
FMT_MSA.3 
FMT_SMR.1 

FCS_CKM.4 Cryptographic key 
destruction CIA P   

FCS_CKM.4 
FCS_COP.1 
FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1  
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.2 
FMT_MSA.3 
FMT_SMR.1 

FCS_COP Cryptographic operation CI P     
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ID Descriptive Name CIA PDR Subsets Depend-
encies 

      

FCS_COP.1 Cryptographic operation CI P   

FCS_CKM.4 
FCS_COP.1 
FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1  
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.2 
FMT_MSA.3 
FMT_SMR.1 

      

FDP User data protection         

FDP_ACC Access control policy CIA P     

FDP_ACC.1 Subset access control CIA P   

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_ACC.2* Complete access control CIA P FDP_ACC.1 

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_ACF Access control 
functions 

CIA P     

FDP_ACF.1 Security attribute 
based access control 

CIA P   

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_DAU Data authentication I P     

FDP_DAU.1 Basic data 
authentication 

I P     

FDP_DAU.2 
Data authentication 
with identity of 
guarantor 

I P   FIA_UID.1 

FDP_ETC Export to outside TSF 
control 

CIA P     

FDP_ETC.1 
Export of user data 
without security 
attributes 

CIA P   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_ETC.2 
Export of user data 
with security 
attributes 

CIA P   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_IFC Information flow 
control policy CIA P     
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ID Descriptive Name CIA PDR Subsets Depend-
encies 

      

FDP_IFC.1 Subset information flow 
control CIA P   

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_IFC.2* Complete information 
flow control 

CIA P FDP_IFC.1 

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_IFF Information flow 
control functions 

CIA P     

FDP_IFF.1 Simple security 
attributes CIA P   

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_IFF.2* Hierarchical security 
attributes 

CIA P FDP_IFF.1 

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_IFF.3 Limited illicit 
information flows 

CA DR   

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_IFF.4* 
Partial elimination of 
illicit information 
flows 

CA DR FDP_IFF.3 

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_IFF.5* No illicit information 
flows 

CA DR FDP_IFF.3 
FDP_IFF.4 

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_IFF.6 Illicit information 
flow monitoring 

CA DR   

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_ITC Import from outside TSF 
control CIA P     
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ID Descriptive Name CIA PDR Subsets Depend-
encies 

      

FDP_ITC.1 
Import of user data 
without security 
attributes 

CIA P   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_ITC.2 
Import of user data 
with security 
attributes 

CIA D   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 
FPT_TDC.1 

FDP_ITT Internal TOE transfer CI P     

FDP_ITT.1 Basic internal transfer 
protection CI P   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_ITT.2 Transmission separation 
by attribute 

CI P   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_ITT.3 Integrity monitoring I P   

FDP_ACF.1 
FDP_IFF.1 
FDP_ITT.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_ITT.4* Attribute-based 
integrity monitoring 

I P FDP_ITT.3 

FDP_ACF.1 
FDP_IFF.1 
FDP_ITT.2 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_RIP Residual information 
protection 

C P     

FDP_RIP.1 Subset residual 
information protection 

C P     

FDP_RIP.2* Full residual 
information protection C P FDP_RIP.1   

FDP_ROL Rollback I P   

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_ROL.1 Basic rollback I P   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_ROL.2* Advanced rollback I P FDP_ROL.1 

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_SDI Stored data integrity I D     

FDP_SDI.1 Stored data integrity 
monitoring 

I D     
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ID Descriptive Name CIA PDR Subsets Depend-
encies 

      

FDP_SDI.2 Stored data integrity 
monitoring and action I DR     

FDP_UCT 
Inter-TSF user data 
confidentiality 
transfer protection 

C P     

FDP_UTC.1 Basic data exchange 
confidentiality C P   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_UIT 
Inter-TSF user data 
integrity transfer 
protection 

I D     

FDP_UIT.1 Data exchange integrity I D   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FDP_UIT.2 Source data exchange 
recovery I R   

FDP_ACF.1 
FDP_IFF.1 
FDP_UIT.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 
FTP_ITC.1 

FDP_UIT.3* Destination data 
exchange recovery 

I R FDP_UIT.2 

FDP_ACF.1 
FDP_IFF.1 
FDP_UIT.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 
FTP_ITC.1 

      

FIA Identification and 
authentication         

FIA_AFL Authentication failures CIA R     

FIA_AFL.1 Authentication failure 
handeling 

CIA R   FIA_UAU.1 
FIA_UID.1 

FIA_ATD User attribute 
definition CIA P     

FIA_ATD.1 User attribute 
definition 

CIA P     

FIA_SOS Specification of 
secrets 

CIA P     

FIA_SOS.1 Verification of secrets CIA P     

FIA_SOS.2 TSF Generation of 
secrets 

CIA P     

FIA_UAU User authentication CIA P     

FIA_UAU.1 Timing of 
authentication 

CIA P   FIA_UID.1 

FIA_UAU.2* User authentication 
before any action 

CIA P FIA_UAU.1 FIA_UID.1 

FIA_UAU.3 Unforgeable 
authentication C DR     

FIA_UAU.4 
Single-use 
authentication 
mechanisms 

CIA P     

FIA_UAU.5 Multiple authentication 
mechanisms CIA P     

FIA_UAU.6 Re-authenticating CIA P     

FIA_UAU.7 Protected 
authentication feedback C P   FIA_UAU.1 

FIA_UID.1 

FIA_UID User identification CIA P     
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ID Descriptive Name CIA PDR Subsets Depend-
encies 

      

FIA_UID.1 Timing of user 
identification CIA P     

FIA_UID.2* User identification 
before any action 

CIA P FIA_UID.1   

FIA_USB User-subject binding CIA P     

FIA_USB.1 User-subject binding CIA P   FIA_ATD.1 

      

FMT Security management         

FMT_MOF Management of functions 
in TSF 

CIA P     

FMT_MOF.1 Management of security 
functions behaviour 

CIA P   FIA_UID.1 
FMT_SMR.1 

FMT_MSA Management of security 
attributes CIA P     

FMT_MSA.1 Management of security 
attributes 

CIA P   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.3 
FMT_SMR.1 

FMT_MSA.2 Secure security 
attributes 

CIA P   

FDP_ACF.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FMT_MSA.3 Static attribute 
initialisation 

CIA P   

FDP_ACC.1 
FDP_ACF.1 
FDP_IFC.1 
FDP_IFF.1 
FIA_UID.1 
FMT_MSA.1 
FMT_MSA.3 
FMT_SMR.1 

FMT_MTD Management of TSF data CIA P     

FMT_MTD.1 Management of TSF data CIA P   FIA_UID.1 
FMT_SMR.1 

FMT_MTD.2 Management of limits on 
TSF data 

CIA P   
FIA_UID.1 
FMT_MTD.1 
FMT_SMR.1 

FMT_MTD.3 Secure TSF data CIA P   
FIA_UID.1 
FMT_MTD.1 
FMT_SMR.1 

FMT_REV Revocation CIA P     

FMT_REV.1 Revocation CIA P   FIA_UID.1 
FMT_SMR.1 

FMT_SAE Security attribute 
expiration 

CIA P     

FMT_SAE.1 Time-limited 
authorisation CIA P   

FIA_UID.1 
FMT_SMR.1 
FPT_STM.1 

FMT_SMR Security management 
roles 

CIA P     

FMT_SMR.1 Security roles CIA P   FIA_UID.1 

FMT_SMR.2* Restrictions on 
security roles 

CIA P FMT_SMR.1   

FMT_SMR.3 Assuming roles CIA P   FIA_UID.1 
FMT_SMR.1 

      

FPR Privacy         

FPR_ANO Anonymity C P     

FPR_ANO.1 Anonymity C P     

FPR_ANO.2 Anonymity without 
soliciting information 

C P     
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ID Descriptive Name CIA PDR Subsets Depend-
encies 

      

FPR_PSE Pseudonymity C PD     

FPR_PSE.1 Pseudonymity C P     

FPR_PSE.2 Reversibile 
pseudonymity 

C P   FIA_UID.1 

FPR_PSE.3 Alias pseudonymity C P     

FPR_UNL Unlinkability C P     

FPR_UNL.1 Unlinkability C P     

FPR_UNO Unobservability C P     

FPR_UNO.1 Unobservability C P     

FPR_UNO.2* 
Allocation of 
information impacting 
unobservability 

C P FPR_UNO.1   

FPR_UNO.3 Unobservability without 
soliciting information 

C P   FPR_UNO.1 

FPR_UNO.4 Authorised user 
observability 

C P     

      

FPT Protection of the TOE 
Security Functions 

        

FPT_AMT Underlying abstract 
machine test 

IA D     

FPT_AMT.1 Abstract machine 
testing IA D     

FPT_FLS Fail secure IA P     

FPT_FLS.1 
Failure with 
preservation of secure 
state 

IA P     

FPT_ITA Availability of 
exported TSF data 

A P     

FPT_ITA.1 
Inter-TFS availability 
within a defined 
availability metric 

A P     

FPT_ITC Confidentiality of 
exported TSF data 

C P     

FPT_ITC.1 
Inter-TSF 
confidentiality during 
transmission 

C P     

FPT_ITI Integrity of exported 
TSF data 

I D     

FPT_ITI.1 Inter-TSF detection of 
modification I D     

FPT_ITI.2 
Inter-TSF detection and 
Correction of 
modification 

I R     

FPT_ITT Internal TOE TSF data 
transfer CI P     

FPT_ITT.1 Basic internal TSF data 
transfer protection 

CI P     

FPT_ITT.2 Transfer separation of 
TSF data 

CI P     

FPT_ITT.3 TSF data integrity 
monitoring I D   FPT_ITT.1 

FPT_PHP TSF physical protection CIA P     

FPT_PHP.1 Passive detection of 
physical attack 

CIA D   
FIA_UID.1 
FMT_MOF.1 
FMT_SMR.1 

FPT_PHP.2 Notification of 
physical attack 

CIA R   
FIA_UID.1 
FMT_MOF.1 
FMT_SMR.1 

FPT_PHP.3 Resistance to physical 
attack CIA P     

FPT_RCV Trusted recovery IA R     
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ID Descriptive Name CIA PDR Subsets Depend-
encies 

      

FPT_RCV.1 Manual recovery IA R   FPT_AMT.1 
FPT_TST.1 

FPT_RCV.2* Automated recovery IA R FPT_RCV.1 FPT_AMT.1 
FPT_TST.1 

FPT_RCV.3 Automated recovery 
without undue loss 

IA R   FPT_AMT.1 
FPT_TST.1 

FPT_RCV.4 Function recovery IA R     

FPT_RPL Replay detection I D     

FPT_RPL.1 Replay detection I D     

FPT_RVM Reference mediation CIA P     

FPT_RVM.1 Non-bypassability of 
the TSF 

CIA P     

FPT_SEP Domain separation CIA P     

FPT_SEP.1 TSF domain separation CIA P     

FPT_SEP.2 SFP domain separation CIA P     

FPT_SEP.3 Complete reference 
monitor 

CIA P     

FPT_SSP State synchrony 
protocol CIA P     

FPT_SSP.1 Simple trusted 
acknowledgement 

CIA P   FPT_ITT.1 

FPT_SSP.2* Mutual trusede 
acknowledgement 

CIA P FPT_SSP.1 FPT_ITT.1 

FPT_STM Time stamps CIA P     

FPT_STM.1 Reliable time stamps CIA P     

FPT_TDC Inter-TSF TSF data 
consistency I P     

FPT_TDC.1 Inter-TFS basic TSF 
data consistency 

I P     

FPT_TRC Internal TOE TSF data 
replication consistency 

I P     

FPT_TRC.1 Internal TSF 
consistency I P   FPT_ITT.1 

FPT_TST TSF self test I D     

FPT_TST.1 TSF Testing I D   FPT_AMT.1 

      

FRU Resource utilisation         

FRU_FLT Fault tolerance IA P     

FRU_FLT.1 Degraded fault 
tolerance 

IA P   FPT_FLS.1 

FRU_FLT.2* Limited falult 
tolerance IA P FRU_FLT.1 FPT_FLS.1 

FRU_PRS Priority of service A P     

FRU_PRS.1 Limited priority of 
service A P     

FRU_PRS.2* Full priority of 
service 

A P FRU_PRS.1   

FRU_RSA Resource allocation A P     

FRU_RSA.1 Maximum quotas A P     

FRU_RSA.2* Minimum and maximum 
quotas 

A P FRU_RSA.1   

      

FTA TOE access         

FTA_LSA Limitation on scope of 
selectable attributes CIA P     

FTA_LSA.1 Limitation on scope of 
selectable attributes 

CIA P     
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ID Descriptive Name CIA PDR Subsets Depend-
encies 

      

FTA_MCS Limitation on multiple 
concurrent sessions A P     

FTA_MCS.1 
Basic limitation on 
multiple concurrent 
sessions  

A P   FIA_UID.1 

FTA_MCS.2* 
Per user attrib. 
limitation on multiple 
concurrent sessions 

A P FTA_MCS.1 FIA_UID.1 

FTA_SSL Session locking CIA P     

FTA_SSL.1 TSF-initiated session 
locking CIA PR   FIA_UAU.1 

FIA_UID.1 

FTA_SSL.2 User-initiated locking CIA P   FIA_UAU.1 
FIA_UID.1 

FTA_SSL.3 TSF-initiated 
termination 

CIA PR     

FTA_TAB TOE access banners I P     

FTA_TAB.1 Default TOE access 
banners 

I P     

FTA_TAH TOE access history CIA D     

FTA_TAH.1 TOE access history CIA D     

FTA_TSE TOE session 
establishment 

CIA P     

FTA_TSE.1 TOE session 
establishment CIA P     

      

FTP Trusted path/channels         

FTP_ITC Inter-TSF trusted 
channel 

CIA P     

FTP_ITC.1 Inter-TSF trusted 
channel 

CIA P     

FTP_TRP Trusted path CIA P     

FTP_TRP.1 Trusted path CIA P     

      

      

Security Class     

Security Group     

Security Feature     

 

Table 14 The Set of Security Features used in the Heimdal evaluation 
framework presented in this thesis. 
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A.2 Calculations for the application of the 
Andersson method 

In table 15, the complete table of calculations for the evaluation using 
the Andersson (2003) method is presented. 

ID PP1 PP2 ST CIA SI C I A 

         

FAU         0,34 0,32 0,33 0,30 

FAU_ARP   x   CIA 0,00 0,00 0,00 0,00 

FAU_GEN x x x CIA 0,85 0,85 0,85 0,85 

FAU_GEN.1 x x x CIA 0,80 0,80 0,80 0,80 

FAU_GEN.2 x x x CIA 0,90 0,90 0,90 0,90 

FAU_SAA   x   CIA 0,00 0,00 0,00 0,00 

FAU_SAA.1   x   CIA 0,00 0,00 0,00 0,00 

FAU_SAA.2       CIA NULL NULL NULL NULL 

FAU_SAA.3*       CIA NULL NULL NULL NULL 

FAU_SAR x x x CIA 0,77 0,77 0,70 0,70 

FAU_SAR.1 x x x CIA 0,70 0,70 0,70 0,70 

FAU_SAR.2 x x x C 0,90 0,90 - - 

FAU_SAR.3 x x x CIA 0,70 0,70 0,70 0,70 

FAU_SEL x x   CIA 0,00 0,00 0,00 0,00 

FAU_STG x x x IA 0,40   0,60 0,40 

FAU_STG.1 (x) (x) x IA 0,60 - 0,60 0,60 

FAU_STG(2) x     A 0,00 - - 0,00 

FAU_STG.3* x x x A 0,60 - - 0,60 

         

FCO         NULL -   - 

FCO_NRO*       I NULL - NULL - 

FCO_NRR*       I NULL - NULL - 

         

FCS         0,48 0,57 0,57 0,00 

FCS_CKM   x   CIA 0,00 0,00 0,00 0,00 

FCS_CKM.1   x   CIA 0,00 0,00 0,00 0,00 

FCS_CKM.2   x   CIA 0,00 0,00 0,00 0,00 

FCS_CKM.3       CIA NULL NULL NULL NULL 

FCS_CKM.4   x   CIA 0,00 0,00 0,00 0,00 

FCS_COP   x x CI 0,95 0,95 0,95 - 

         

FDP         0,37 0,37 0,25 0,35 

FDP_ACC* x x x CIA 0,60 0,60 0,60 0,60 

FDP_ACF x x x CIA 0,80 0,80 0,80 0,80 
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ID PP1 PP2 ST CIA SI C I A 

         

FDP_DAU       I NULL - NULL - 

FDP_DAU.1       I NULL - NULL - 

FDP_DAU(2)       I NULL - NULL - 

FDP_ETC       CIA NULL NULL NULL NULL 

FDP_ETC.1       CIA NULL NULL NULL NULL 

FDP_ETC.2       CIA NULL NULL NULL NULL 

FDP_IFC* (x) (x)   CIA 0,00 0,00 0,00 0,00 

FDP_IFF ((x)) ((x))   CIA 0,00 0,00 0,00 0,00 

FDP_IFF.1* ((x)) ((x))   CIA 0,00 0,00 0,00 0,00 

FDP_IFF.5*       CA NULL NULL - NULL 

FDP_IFF.6       CA NULL NULL - NULL 

FDP_ITC       CIA NULL NULL NULL NULL 

FDP_ITC.1       CIA NULL NULL NULL NULL 

FDP_ITC.2       CIA NULL NULL NULL NULL 

FDP_ITT   x x CI 0,43 0,43 0,00 - 

FDP_ITT.1   x   CI 0,00 0,00 0,00 - 

FDP_ITT(2)       CI NULL NULL NULL - 

FDP_ITT.3*       I NULL - NULL - 

FDP_RIP* x x x C 0,50 0,50 - - 

FDP_SRIP (N.1) x   x C 0,80 0,80 - - 

FDP_ROL*       I NULL - NULL - 

FDP_SDI       I NULL - NULL - 

FDP_SDI.1       I NULL - NULL - 

FDP_SDI(2)       I NULL - NULL - 

FDP_UCT       C NULL NULL - - 

FDP_UIT       I NULL - NULL - 

FDP_UIT.1       I NULL - NULL - 

FDP_UIT.2*       I NULL - NULL - 

         

FIA         0,83 0,85 0,86 0,86 

FIA_AFL   x x CIA 0,95 0,95 0,95 0,95 

FIA_ATD x x x CIA 0,70 0,70 0,70 0,70 

FIA_SOS x x x CIA 0,95 0,95 0,95 0,95 

FIA_SOS.1 x x x CIA 0,95 0,95 0,95 0,95 

FIA_SOS.2       CIA NULL NULL NULL NULL 

FIA_UAU x x x CIA 0,65 0,65 0,70 0,70 

FIA_UAU.1* x x x(2) CIA 0,70 0,70 0,70 0,70 

FIA_UAU.3       C NULL NULL - - 

FIA_UAU.4       CIA NULL NULL NULL NULL 

FIA_UAU.5       CIA NULL NULL NULL NULL 

FIA_UAU.6       CIA NULL NULL NULL NULL 

FIA_UAU.7 x x x C 0,60 0,60 - - 

FIA_UID* x x x CIA 0,95 0,95 0,95 0,95 
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ID PP1 PP2 ST CIA SI C I A 

         

FIA_USB x x x CIA 0,90 0,90 0,90 0,90 

         

FMT         0,64 0,64 0,64 0,64 

FMT_MOF   x x CIA 0,70 0,70 0,70 0,70 

FMT_MSA x x x CIA 0,53 0,53 0,53 0,53 

FMT_MSA.1 x x x CIA 0,70 0,70 0,70 0,70 

FMT_MSA.2   x   CIA 0,00 0,00 0,00 0,00 

FMT_MSA.3 x x x CIA 0,90 0,90 0,90 0,90 

FMT_MTD x x x CIA 0,50 0,50 0,50 0,50 

FMT_MTD.1 x x x CIA 0,50 0,50 0,50 0,50 

FMT_MTD.2     x CIA NULL NULL NULL NULL 

FMT_MTD.3       CIA NULL NULL NULL NULL 

FMT_REV x x x CIA 0,70 0,70 0,70 0,70 

FMT_SAE   x x CIA 0,65 0,65 0,65 0,65 

FMT_SMR x x x CIA 0,78 0,78 0,78 0,78 

FMT_SMR.1* x x x CIA 0,60 0,60 0,60 0,60 

FMT_SMR.3   x x CIA 0,95 0,95 0,95 0,95 

         

FPR         NULL - - - 

FPR_ANO       C NULL NULL - - 

FPR_ANO.1       C NULL NULL - - 

FPR_ANO(2)       C NULL NULL - - 

FPR_PSE       C NULL NULL - - 

FPR_PSE.1       C NULL NULL - - 

FPR_PSE(2)       C NULL NULL - - 

FPR_PSE(3)       C NULL NULL - - 

FPR_UNL       C NULL NULL - - 

FPR_UNO       C NULL NULL - - 

FPR_UNO.1*       C NULL NULL - - 

FPR_UNO.3       C NULL NULL - - 

FPR_UNO.4       C NULL NULL - - 

         

FPT         0,23 0,45 0,12 0,34 

FPT_AMT x x   IA 0,00 - 0,00 0,00 

FPT_FLS       IA NULL - NULL NULL 

FPT_ITA       A NULL - - NULL 

FPT_ITC       C NULL NULL - - 

FPT_ITI       I NULL - NULL - 

FPT_ITI.1       I NULL - NULL - 

FPT_ITI(2)       I NULL - NULL - 

FPT_ITT   x   CI 0,00 0,00 0,00 - 

FPT_ITT.1   x   CI 0,00 0,00 0,00 - 

FPT_ITT(2)       CI NULL NULL NULL - 
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ID PP1 PP2 ST CIA SI C I A 

         

FPT_ITT.3   x   I 0,00 - 0,00 - 

FPT_PHP       CIA NULL NULL NULL NULL 

FPT_PHP.1       CIA NULL NULL NULL NULL 

FPT_PHP(2)       CIA NULL NULL NULL NULL 

FPT_PHP.3       CIA NULL NULL NULL NULL 

FPT_RCV   x   IA 0,00 - 0,00 0,00 

FPT_RCV.1*   x   IA 0,00 - 0,00 0,00 

FPT_RCV(3)       IA NULL - NULL NULL 

FPT_RCV.4       IA NULL - NULL NULL 

FPT_RPL       I NULL - NULL - 

FPT_RVM x x x CIA 0,65 0,65 0,65 0,65 

FPT_SEP x x x CIA 0,48 0,48 0,48 0,48 

FPT_SEP.1 x x x CIA 0,95 0,95 0,95 0,95 

FPT_SEP.2   x   CIA 0,00 0,00 0,00 0,00 

FPT_SEP.3       CIA NULL NULL NULL NULL 

FPT_SSP*       IA NULL - NULL NULL 

FPT_STM x x x CIA 0,90 0,90 0,90 0,90 

FPT_TDC   x   I 0,00 - 0,00 - 

FPT_TRC   x   I 0,00 - 0,00 - 

FPT_TST   x   I 0,00 - 0,00 - 

         

FRU       IA 0,90 - NULL 0,90 

FRU_FLT*       IA NULL - NULL NULL 

FRU_PRS*       A NULL - - NULL 

FRU_RSA*   x x A 0,90 - - 0,90 

         

FTA         0,17 0,25 0,10 0,25 

FTA_LSA       CIA NULL NULL NULL NULL 

FTA_MCS*       A NULL - - NULL 

FTA_SSL   x x CIA 0,50 0,50 0,50 0,50 

FTA_SSL.1   x x CIA 0,60 0,60 0,60 0,60 

FTA_SSL.2   x x CIA 0,40 0,40 0,40 0,40 

FTA_SSL.3       CIA NULL NULL NULL NULL 

FTA_TAB   x   I 0,00 - 0,00 - 

FTA_TAH   x   CIA 0,00 0,00 0,00 0,00 

FTA_TSE     x CIA NULL NULL NULL NULL 

         

FTP         0,90 0,90 0,90 0,90 

FTP_ITC       CIA NULL NULL NULL NULL 

FTP_TRP   x x CIA 0,90 0,90 0,90 0,90 

         

Total     0,54 0,54 0,47 0,50 
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ID PP1 PP2 ST CIA SI C I A 

         

Class        

Applicable family        

Non-applicable family        

Applicable element        

Non-applicable element        

 

Table 15 The set of calculations for the application of the Andersson 
(2003) method. 
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Appendix B. Heimdal Security Evaluator 

 

 

 

In this appendix, an automation tool for generating evaluations is 
presented. It is an implementation of the Heimdal Framework 
presented in this work. 

The software can be used for generating profiles for every step in the 
framework, and may also combine them into an evaluation report, 
which can be exported to various formats. 
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Heimdal Security Evaluator 3000 .NET contains five main tool 
windows; Evaluation Control, TOE Profile Manager, TOE Category 
Profile Manager, Reference Profile Manager, and Environment Profile 
Manager. 

 

 
Figure 23 Main window of Security Evaluator 3000 .NET 
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B.1 Evaluation Control 
The Evaluation Control window (figure 24) is used for combining a 
TOE Profile, either with a predefined Reference Profile or with a TOE 
Category Profile and/or an Environment Profile. The combo-boxes 
list all available profiles of the specific profile types. 

 

 
Figure 24 Evaluation Control window 

A preview window displays the total security value for each of the 11 
CC classes. The preview diagram is updated when a new profile is 
selected in either one of the combo-boxes, provided that the “Enable 
preview” checkbox is checked. 

In order to get a more detailed picture of the security properties 
resulting from the evaluation, a user may render an evaluation report 
by clicking on the “Render Report” button. 
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B.2 TOE Profile Manager 
The TOE Profile Manager window (figure 25) is used to create a TOE 
Profile. The Security Features implemented in the TOE are set by 
checking the corresponding checkboxes in the Security Feature tree. 
When checking a node at the Class level the Group and Feature nodes 
in that class are checked. When a Security Feature is checked all its 
subsets are automatically checked as well.  

 

 
Figure 25 TOE Profile Manager 

A checked Security Feature is assigned the Security Value 1. The 
strength of implementation slider can, in future versions of the 
Evaluator 3000 .NET, be used to assign an arbitrary Security Value 
between 0 and 1 to the selected Security Feature. This is, however not 
yet implemented in the current version. 
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In order to use a TOE Profile in an evaluation, it needs to be saved. 
This is handled by the TOE Profile File Management in the top-right 
corner.  
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B.3 TOE Category Profile Manager 
The TOE Category Profile Manager window (figure 26) is used to 
create a TOE Category Profile. The Security Features required by the 
category are set by checking the corresponding checkboxes in the 
Security Feature tree.  

 

 
Figure 26 TOE Category Profile Manager 

When checking a node at the Class level the Group and Feature nodes 
in that class are checked. When a Security Feature is checked all its 
dependencies are automatically checked as well.  
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B.4 Reference Profile Manager 
The Reference Profile Manager window (figure 27) is used to combine 
previously saved TOE Category Profiles and Environment Profiles 
into a Reference Profile. 

 

 
 

Figure 27 Reference Profile Manager 
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B.5 Environment Profile Manager 
The Environment Profile Manager window is used to create an 
Environment Profile, and consists of two tab pages; one is used to 
assign impact and probability values to threats (figure 28), and one is 
the implementation of the user helper module (figure 29). 

 
Figure 28 Environment Profile Manager – Threats 

For each threat in the threat list, the user determines the potential 
impact that threat would have on the organisation, as well as the 
estimated probability of the threat occurring. 
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Figure 29 Environment Profile Manager - Users 

The user trust-rights matrix is filled with the number of people in the 
organisation for each trust-rights box. A Risk Factor is computed 
based on this information, and combined with user-related threats 
from the Threats tab. 
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B.6 Evaluation Report 
The Evaluation Report window displays the results of an evaluation. 
The results may be displayed either as an overview (figure 30), or in 
more details (figure 31).  

 
Figure 30 Evaluation Report – Overview 

The overview feature allows a user to view the evaluation on the 
Security Class level, including its CIA characteristics. Information 
about the profiles used in the evaluation is also accessible from the 
Overview tab.  



Appendix B - Heimdal Security Evaluator 129 

A Quantitative Evaluation Framework for Component Security in Distributed Information Systems 

 
Figure 31 Evaluation Report – Details 

The detailed view presents a user with the complete set of Security 
Values for the profiles used in the evaluation. The values are 
displayed down to Security Feature level, and enable a user to draw 
more detailed conclusions about weaknesses present in the TOE. 

This table may be exported to tab-separated text, MS Excel format, or 
to XML for use with other applications. The export functionality is 
accessed from the File menu. 



  

 

 
  

Avdelning, Institution 
Division, Department 
 

  
Institutionen för systemteknik 
581 83 LINKÖPING 

 

Datum 
Date 
 
2004-08-27 

 
 

Språk 
Language 

 

Rapporttyp 
Report category 

  

ISBN 
 

 Svenska/Swedish 
X Engelska/English 

 Licentiatavhandling 
X Examensarbete 

  

ISRN   LITH-ISY-EX-3574-2004    

 
     

 C-uppsats 
 D-uppsats 

  

Serietitel och serienummer 
Title of series, numbering 

 

ISSN 
 

   Övrig rapport 
 ____ 
 

  
 

   
 

URL för elektronisk version 
http://www.ep.liu.se/exjobb/isy/2004/3574/ 

  

 
 

 

Titel 
Title 
 

 

Ett kvantitativt utvärderingsramverk för komponenters säkerhet i distribuerade 
informationssystem  
 
A Quantitative Evaluation Framework for Component Security in Distributed 
Information Systems 

 

Författare 
 Author 

 

Anders Bond  
Nils Påhlsson 
 

 
 

Sammanfattning 
Abstract 
 
The Heimdal Framework presented in this thesis is a step towards an unambiguous framework 
that reveals the objective strength and weaknesses of the security of components. It provides a way 
to combine different aspects affecting the security of components – such as category requirements, 
implemented security functionality and the environment in which it operates – in a modular way, 
making each module replaceable in the event that a more accurate module is developed. 
 
The environment is assessed and quantified through a methodology presented as a part of the 
Heimdal Framework. The result of the evaluation is quantitative data, which can be presented 
with varying degrees of detail, reflecting the needs of the evaluator. 
 
The framework is flexible and divides the problem space into smaller, more accomplishable 
subtasks with the means to focus on specific problems, aspects or system scopes. The evaluation 
method is focusing on technological components and is based on, but not limited to, the Security 
Functional Requirements (SFR) of the Common Criteria. 
 

 
 

Nyckelord 
Keyword 
 
Quantitative, Security Evaluation, Threat Assessment, Distributed Information Systems, Common 
Criteria, Evaluation Framework, Component Security 

  
 



  

 

 

På svenska 

Detta dokument hålls tillgängligt på Internet – eller dess framtida ersättare – under 
en längre tid från publiceringsdatum under förutsättning att inga extra-ordinära 
omständigheter uppstår. 

Tillgång till dokumentet innebär tillstånd för var och en att läsa, ladda ner, 
skriva ut enstaka kopior för enskilt bruk och att använda det oförändrat för 
ickekommersiell forskning och för undervisning. Överföring av upphovsrätten vid 
en senare tidpunkt kan inte upphäva detta tillstånd. All annan användning av 
dokumentet kräver upphovsmannens medgivande. För att garantera äktheten, 
säkerheten och tillgängligheten finns det lösningar av teknisk och administrativ art. 

Upphovsmannens ideella rätt innefattar rätt att bli nämnd som upphovsman i 
den omfattning som god sed kräver vid användning av dokumentet på ovan 
beskrivna sätt samt skydd mot att dokumentet ändras eller presenteras i sådan form 
eller i sådant sammanhang som är kränkande för upphovsmannens litterära eller 
konstnärliga anseende eller egenart. 

För ytterligare information om Linköping University Electronic Press se 
förlagets hemsida http://www.ep.liu.se/ 

 

In English 
 
The publishers will keep this document online on the Internet - or its possible 
replacement - for a considerable time from the date of publication barring 
exceptional circumstances. 

The online availability of the document implies a permanent permission for 
anyone to read, to download, to print out single copies for your own use and to use 
it unchanged for any non-commercial research and educational purpose. 
Subsequent transfers of copyright cannot revoke this permission. All other uses of 
the document are conditional on the consent of the copyright owner. The publisher 
has taken technical and administrative measures to assure authenticity, security and 
accessibility. 

According to intellectual property law the author has the right to be 
mentioned when his/her work is accessed as described above and to be protected 
against infringement. 

For additional information about the Linköping University Electronic Press 
and its procedures for publication and for assurance of document integrity, please 
refer to its WWW home page: http://www.ep.liu.se/ 

 

© Anders Bond & Nils Påhlsson 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth 8
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth 8
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /KOR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee575284e8e9ad88d2891cf76845370524d6253537030028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f0030028fd94e9b8bbe7f6e89816c425d4c51655b574f533002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c9069752865bc9ad854c18cea76845370524d521753703002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f300290194e9b8a2d5b9a89816c425d4c51655b57578b3002>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [1200 1200]
  /PageSize [595.000 842.000]
>> setpagedevice


