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ABSTRACT 
 
Recently the society has been turning from the use of paper-based technologies to 

plastic cards in certain spheres of our life. With the emergence and proliferation of high 
technologies we cannot content with the security provided by paper only. Therefore the 
society has chosen plastic to protect its information because it offers far more security 
based not only on human perception but also on machine-readable elements. 

The number of plastic cards in circulation in different spheres of our everyday life 
increases constantly. They replace money, documents and allow easy and safe access to 
some services. In spite of its security the plastic card however is subjected to fraud.  

Plastic card fraud results in significant losses for the various industries. Since the 
first appearance of plastic cards methods of committing fraud have changed 
dramatically. Now there is a wide range of high technologies at the disposal of criminals 
as well as card manufacturers.  

Therefore we have put the great emphasize of this work on the analysis of the 
most common card technologies in the Plastic Card World, the magnetic stripe and the 
chip, existing crimes and main means of their committing. And we also have revealed 
the weak and strong sides of the prevention techniques, which are currently in use. 
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CHAPTER 1. INTRODUCTION 
 
 
“I have always said that 

nothing is tamper proof, only 
tamper evident. However, the 
technology must continually 
develop new features to stay 
ahead of future attempts to 
compromise its security.”  

 
Ian Williams, IDSystems  

 
 
Background 
 
Dear Reader, take out your wallet and look inside. We bet you have at least five 

cards in it, used every day for different applications. With 90% probability you have a 
banking (credit or debit) card, which you use to withdraw money from an ATM or make 
purchases in real or virtual shops; you have ID card, which contains the most important 
information about you and allows to identify yourself when necessary; probably you 
also have a transport card, which makes boarding easier and saves your time and 
money; an access card, which is used instead of keys; some loyalty cards, which give 
you discount in particular retail chains. These cards are mainly plastic cards of standard 
size with unique printed data and a magnetic stripe on the backside. 

Without any doubts you have used a paper card with a magnetic stripe or with a 
barcode on it at least once.  

In addition to the cards you already have, a new generation card with an 
embedded microchip will firmly enter your life and occupy a comfortable place in your 
wallet. 

The amount of different cards in your wallet may vary depending on your 
necessities and your attitude towards novelties. Some people collect every card they are 
offered, while others don’t want to trust their lives to an anonymous piece of plastic. 

 
The number of different types of cards in circulation is increasing rapidly 

worldwide. Along with them a lot of new applications come into play. All those cards 
become a part of modern human life. At present all cards can be classified according to 
manufacturing technology as follows [KAPLAN, p.63-81]: 

- Bar-code cards. Their manufacturing process is cheap. Cards are made of 
different materials, can be of different shapes and sizes. The information they 
contain is a unique code represented visually as series of dark parallel lines. 
These cards have limited data storage capacity (up to 12 characters) and 
provide no security, therefore they are used only in simple applications 
worldwide such as: library identification, product tracking, and supermarkets. 
All these traits make them cost-effective. 

- Radio frequency cards. This type of cards is more expensive than bar-code 
cards. They are mainly made of plastic of different shapes and sizes, contain 
wire wraps and microprocessor and require remote reader. Memory capacity is 
limited to several hundred bits and they provide no security. Normally they are 
used in particular applications where fast transaction is the issue, for example 
toll roads, physical access, retail clothing.  
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- Magnetic Stripe Cards. The production technology is relatively cheap. These 
cards are made of either plastic or paper medium. Depending on applications, 
the size and shape of the card may vary. But for most common applications, 
such as banking, they should сonform to the ISO standards. The main data 
carrier is a magnetic stripe with a storage capacity of up to1000 bits. There is 
also some information imprinted on both sides of the card, which is used 
mainly for identification purposes. This type of card lacks security, because a 
magnetic stripe can be easily counterfeited or erased. There is a wide range of 
applications: from public transportation and door access to identification and 
carrying out financial transactions. These cards are easy to use and spread all 
over the world, what makes them cost-effective solutions for issuers.   

- Optical cards. The production technology of this type of cards as well as their 
readers is very expensive. Physical characteristics are defined by the ISO 
standards. Information is stored in digital format on a wide optical recording 
stripe. Once information is written onto the stripe it cannot be modified. The 
storage capacity allows to keep megabytes of data, that makes these cards 
extremely attractive for such important application areas as medicine (storing 
images, e.g. X-rays, and patient records), banking (security access control), 
government (special applications). 

- Smart cards. The manufacturing process is complicated, time-consuming and 
hence expensive. Cards look like a credit card size piece of plastic with 
physical characteristics, conforming to ISO standards. The main data storage is 
memory, located on an embedded integrated circuit. Its capacity is defined by 
required application needs (currently available maximum is 256 Kbytes). 
Some information appears on both sides of the smart card, which is also used 
for identification purposes, as in case of magnetic stripe cards. The main 
feature of these cards is the existence of rewritable memory. The embedded 
chip hardware with suitable cryptographic procedures makes data, stored on 
the card, much less vulnerable and more tamper resistant compared to data on 
other types of cards. Nowadays the major application areas for smart cards are: 
financial sector, security, medicine, transport, retail, communication sector and 
many others. There is a new type of smart cards that contains more than one 
application on a single card, known as multi-application cards. All expenses 
put into the smart card production are usually worth the results, which can be 
obtained from using these cards. 

 
Depending on applications and required security level an issuer can combine two 

or more different technologies on one card. This type of cards is widely used nowadays 
and called hybrid cards. Many organizations issue such cards for their personnel. As an 
example we can mention here Linkopings university card (LiU card), which contains a 
bar-code for library ID together with a magnetic stripe on the backside for physical 
access. Another example is the Moscow student’s card, which combines magnetic stripe 
for banking applications with microchip for public transport. 

 
In general all cards are carriers of sensitive information. Throughout the years 

such information has always been a target for criminals. Along with new information 
protection techniques new techniques for breaking them have been emerging. Today the 
information, placed on the cards cannot be considered as non-vulnerable and securely 
protected, because there are a lot of criminals who cannot be stopped by advanced hi-
tech protective techniques. Recently a great number of illegal approaches to getting 
access to the information stored on the card have been discovered. Apart from attacks 
performed against card technologies in the real world there is a rapidly growing number 
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of attacks performed in virtual world. Virtual world attacks are those perpetrated mainly 
in the on-line environment without physical possession of the card. 

In our research we concentrate on crimes committed in real life against two major 
card technologies, the magnetic stripe and the embedded chip, which are carried out by 
means of physical access and/or penetration to the card itself or modification of the 
information on it.  

The information stored on a card can be obtained with the help of a reader, 
therefore the card accepting device also becomes highly attractive to attackers. In 
general crimes against these devices are carried out successfully and as a result a 
perpetrator gets wanted information or money. Taking this into account we consider that 
covering of this issue is relevant for our research.  

 
Purpose of the thesis 
 

The purpose of the thesis is to analyse the most common card technologies in 
the Plastic Card World, existing crimes and main means of their committing; and 
also to reveal the weak and strong sides of the prevention techniques, which are 
currently in use. This is done from a technical point of view with the aim to get a 
better basis for decisions about choices between existing technical systems about 
construction criteria for new ones. 

 
Thesis outline 
 
In chapter 2 we will describe the main concept of plastic card crime. 
In chapter 3 we will consider two card technologies, magnetic stripe and smart 

card. We will show general attacks and prevention techniques. PIN and exterior 
elements will also be discussed within this chapter since they are closely tightened to 
the plastic cards themselves. 

In chapter 4 we will discuss readers as significant instruments, which let the card 
work. 

In chapter 5 we will deal with fraud management, which provides additional 
security while the card is in use.   

And at the end of the report we will present our main thoughts and conclusions.
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CHAPTER 2. BASICS OF PLASTIC CARD CRIME 
 
According to Lawinfo.com crime is an act or omission, which is prohibited by 

criminal law. There are different types of crimes. Generally they are divided into several 
(overlapping) categories: computer offences, crimes against persons, crimes against 
property, crimes against state security, drug offences, sexual offences, and weapon 
offences. 

Among all existing crimes there are those known as white-collar crimes. For 
considering this type of crime three major orientations can be defined: by the type of 
offender (socio-economic status or occupation); by the type of offence (e.g. economic 
crimes); by the organizational culture. For example, The Federal Bureau of 
Investigation treats this crime in terms of the offence and defines it as  “… those illegal 
acts, which are characterized by deceit, concealment, or violation of trust and which are 
not dependent upon the applications or threat of physical force or violence. Individuals 
and organizations commit these acts to obtain money, property or services; to avoid the 
payment or loss of money or services; or to secure personal or business advantage.” [1] 

The most common white-collar offences include: antitrust violations, 
computer/Internet fraud, credit card fraud, phone/telemarketing fraud, bankruptcy fraud, 
healthcare fraud, environmental law violations, insurance fraud, mail fraud, government 
fraud, tax evasion, financial fraud, securities fraud, insider trading, bribery, kickbacks, 
counterfeiting, public corruption, money laundering, embezzlement, economic 
espionage, and trade secret theft. According to the Federal Bureau of Investigation, 
white-collar crime is estimated to cost the United States more than $300 billion 
annually. 

All types of white-collar crime listed above are significant and deserve an 
individual discussion. Further in this work we will focus on the card fraud in general 
and credit card fraud in particular. Issues concerning physical violence, such as 
vandalism, hooliganism and ordinary robbery in relation to cards, readers and people, 
are out of our consideration and will be barely touched. Throughout the whole paper we 
are using the term ‘white-collar crime’, as it has been defined by FBI, for describing 
crimes committed by well-educated specialists without any brutal force and violent 
actions, but with their knowledge of technologies and all the necessary equipment. 
Therefore these specialists will come under the notion of white-collar offenders, which 
comprises all types of criminals related to the Plastic card fraud. 

 
2.1. Types of Plastic card fraud 

 
For the last years crimes have sharply risen in the Plastic Card World. This can be 

explained by the tremendous proliferation of card technology in modern society. For 
instance, according to the survey carried out by the Association for Payment Clearing 
Services (APACS), plastic cards are the most heavily used non-cash payment method in 
the UK, with around 123 million multi-function payment cards in issue at the end of 
2002. Moreover there were 23 million cards for cash withdrawals only and some 22 
million so-called store cards. Approximately 90% of adults hold one or more cards. [2]  
(Appendix B. Statistics)   

Since plastic card fraud is a low-risk and highly profitable venture, it attracts more 
and more criminals. There is low chance of being traced or caught in the act and 
absolutely no chance of being shot by the police. 

Legally fraud is defined as the crime or offence of deliberately deceiving someone 
in order to obtain property or services from him unjustly. Nowadays the most common 
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types of plastic card fraud are: counterfeiting, fraudulent possession of card details, 
card-not-present, lost and stolen card, mail non-receipt and identity theft.  

Most cases of counterfeiting involve skimming, a process where the genuine data 
in the magnetic stripe on one card is electronically copied onto another without the 
legitimate cardholder’s knowledge. Physical forgery of card functional elements is also 
a significant problem. It describes the process of making or adapting objects or 
documents, with the intention to deceive. [3] (Appendix B. Statistics). 

Card-not-present fraud involves use of fraudulently obtained card details for 
making a purchase through the phone, mail order or Internet. Usually the details are 
taken from a discarded receipt or copied from a card without the owner’s knowledge. 
Much of the annual increase in plastic card fraud is assigned to this type. (Appendix B. 
Statistics).  

Till recently, lost or stolen card fraud has been in dominance. Pickpocketing or 
any other larceny together with shoulder surfing technique (looking over a user’s 
shoulder, while he is entering the PIN into a cash machine) allows criminals to get 
direct access to a victim’s credit card account, use a card for making purchases and 
money withdrawals. Unlike the two types of fraud mentioned earlier, lost or stolen card 
fraud is easily recognized and in case of immediate notification of the issuer, a 
cardholder’s losses can be minimized. (Appendix B. Statistics) 

Mail non-receipt occurs when a criminal intercepts a person’s mail with a bank 
card and PIN later on. This type of fraud can be quickly detected if issuers use 
activation programmes, which require a phone call from their client for the card 
initialisation (Appendix B. Statistics).  

The evidence of ID theft on card accounts is currently minimal as a percentage of 
overall credit card fraud. (Appendix B. Statistics).  Identity theft is the misappropriation 
of the identity of another person, without their knowledge or consent. The name and 
other personal details of another individual are used to obtain goods and services in that 
person’s name. It is a lot easier to prevent identity theft than clean up the mess 
afterwards. Identity theft mainly leads to application fraud and account take-over. The 
former involves criminals, who use stolen or fake documents to open an account on 
someone else’s name. The latter involves criminals, who take over another person’s 
account. A preliminary step is to gather information about the intended victim. Next is 
to contact the card issuer, by masquerading as the genuine cardholder, to ask that mail 
be redirected to a new address. And the final step is to report about lost/stolen card with 
request of card replacement. 

 
2.2. Parties of Plastic card fraud 

 
As in any other crime, for crimes committed in The Plastic Card World the 

presence of criminal and victim is a must. Considering this type of crimes it is necessary 
to delineate a criminal, a victim and a means of committing crime. 

 
2.2.1. Criminals 
 
As statistics show, white collar-offenders are in majority white men in their late-

twenties or early-thirties. They tend to be educated professionals often in the midst of 
their career stagnation or burnout. Lack of females in this data can be explained by the 
facts that until recent years high-level corporate positions were almost exclusively filled 
by men. But now with tendencies in our society more and more female offenders are 
being accused and arrested for embezzlement, fraud and other white-collar crimes. 

The main driving force of the majority of card fraudsters is obtaining money. But 
greed, anger, lust or just boredom also leads to such crimes. 
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Criminals are of the major interest, since they are the key party of any crime. 
Basically all criminals can be divided into two categories: insiders and outsiders.  

Insiders are those who have easy or legitimate access to:  
- The sensitive information, such as cardholders’ personal data and their 

account numbers, which is stored mainly in databases with restricted access. 
This kind of databases exist in banks, insurance companies, governmental 
organizations, hospitals and other institutions. Having these data, an unfair 
employee is able to commit identity theft or account takeover. According to 
statistics, a bank with 50,000 staff, which issued cards and PINs through the 
branches, might expect about two incidents per business day of staff stealing 
cards and PINs. Several years ago in Hastings, England one incident of money 
stolen by a bank clerk took place. Working for the bank, he had issued an extra 
card for himself on the bank client’s account and had been making withdrawals 
until owned up. [4] That kind of situations can be observed in other life spheres. 
For instance, in the hospital of northern Rhode Island the nurse, seizing the 
access to her patient’s personal data, opened a credit account on her name and 
made a lot of high-value purchases. [5]   

- Used technology. Within this group the probability of becoming 
criminals is higher among developers of hardware/software for cards and 
readers, and service personnel. At one bank in Scotland, a maintenance engineer 
fitted an ATM with a handheld computer, which recorded customers’ PINs and 
account numbers. Later with this information he made up counterfeit cards and 
emptied their accounts. [4].    

- Possessed card or personal information. Family members, roommates or 
personal acquaintances combine this group of criminals. The fraudster is well 
known to the victim and restitution is often made to avoid embarrassment to the 
family or friends. For example within one family someone can take his relative’s 
credit card and knowing the PIN, use it for making purchases and money 
withdrawals. After some time he puts the card back and no one is aware of what 
has been done. 

 
According to the forensic practice, the majority of crimes are committed by 

outsiders. They can be either individuals or organized groups of people, for whom 
getting access to technologies, information or cards themselves, is already a crime. By 
now there are different techniques of approaching their goals: starting from an ordinary 
robbery for getting a victim’s card to installation of high-tech equipment, such as bogus 
ATMs in different public places.  

The cardholder can become a criminal himself, but in this case he cannot be 
placed into any category, hence he stands aside from the given classification. For 
instance the owner of a set-top box can modify his card or receiver in order to get free 
access to the services he is not subscribed for. 

 The following scheme reflects the possibility for a cardholder to become a 
criminal in the sphere of financial applications. Sometimes, a person being the 
legitimate card owner makes a phone call to the bank, which issued his card, on Friday 
evening and fraudulently informs that his card was stolen while it is still in his wallet. 
He asks for a card blocking. Banks distribute their card hot-lists to the merchants 
immediately or once per certain amount of time. In the last case the cardholder has 
enough time (at least the weekend) to spend money from his account. On receiving the 
transaction history for the last period he claims that he has no idea about the origin of 
transactions, which had been made during the blocking period. Such affairs often stay 
undisclosed, because it is very difficult to prove the guilt of a cardholder and in 
consequence the bank suffers from money losses. 
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2.2.2. Victims 
 
Nowadays a victim is determined as someone or something that is harmed by 

some act or circumstances. We divide all the victims into those subjected to material 
and moral losses and those subjected to physical impact. 

 
Material and moral losses 
 
Either a cardholder, or a card issuer, or a merchant can suffer from material losses. 

Their moral losses are estimated in terms of reputation damage. 
 
A cardholder can become a victim when a card is lost or stolen, or data from a 

card is illegally read or modified. In case of a lost/stolen card he faces such problems as: 
money losses, identity theft or access suspension to services assigned to the card. When 
data is read from and/or modified on a card, the legitimate cardholder suffers from the 
same damage as in the previous case, but the detection normally comes later on. For 
instance there are such common situations as when a cardholder checking his bank 
receipt discovers strange and unexplainable money withdrawals.  

The lost or stolen bankcard does not provide the thief with the full set of services 
unless he has a valid PIN assigned to this card. A PIN can be obtained in different ways. 
The most common ways are eavesdropping and shoulder surfing or spying. Another 
way of gaining the PIN is to intercept it on its delivery to the cardholder by mail. It 
should be remembered that there are attackers who have access to modern technologies 
and thus can intercept data transferred via communication channels to decrypt it later 
on. 

Nevertheless, even the best card technology security techniques cannot protect a 
cardholder from being robbed on the dark street. 

 
To simplify the discussion of issuers as victims, we separate financial applications 

card issuers from the rest. Banks are considered the main issuers of cards for financial 
purposes. Due to the breakage of ATMs, use of counterfeit cards, intrusion into 
databases with sensitive information, such as card numbers and personal cardholders’ 
details, bank losses can be estimated at millions of dollars per year. This can also 
influence the bank’s reputation. For example, existence of counterfeited cards and 
possible ATM problems (see section 4.1) imply that too few security efforts were put 
into the system development. 

As to non-financial plastic card issuers, such as insurance companies, telephone 
companies, satellite TV operators and others, damage is formed mainly by money losses 
(i.e., uncollected profit) and unauthorized access to their services. 

 
A merchant can be a victim of a card fraud only in case of financial applications. 

His damage can be expressed in terms of money losses and sometimes in slight harm to 
the reputation.  

 
A significant part of moral losses for those categories of victims listed above is 

caused by the so-called social engineering attacks. These attacks rely on faults in human 
beings. Once possessed with good social engineering skills, crooks can easily overcome 
the properly implemented security technology obstacles.  

The cardholder becomes a victim of social engineering, when at receiving a letter, 
e-mail or a phone call from a well-impersonated crook with request to reveal his PIN or 
other sensitive information about his account, he replies back without any suspicions of 
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being deceived. Such situations happen more often, and despite the massive publicity 
they get, customers keep on repeating the same mistakes. 

The issuer is also affected by social engineering when an attacker, masquerading 
as a network service technician, approaches a low-level employee and requests their 
password for network servicing purposes. Obtaining the password he can access the 
wanted information. 

The merchant in his turn can also become a victim of social engineering. 
Forensic practice shows that a high percentage of victims of fraud refuse to 

cooperate with the investigation. The lack of cooperation on a victim’s part may result 
in insufficient evidence to pursue prosecution. 

 
Physical impact 
 
In this work, under physical impact we imply all the actions, aimed at intrusion 

into the proper work of cards and readers, which was initially set by manufacturer.   
In most cases, cards are the end task of the criminal act, because after having them 

the fraudster can get money, information and access to services. Common functional 
elements, which are subjected to physical impact, are the magnetic stripe, the microchip 
and all the outer details.  

A reader is a card acceptance device, which reads data from a card and depending 
upon the technology and application, writes modified data back into the card.  

 
A doctored card inserted into the properly working reader will cause material 

losses for all the legitimate parties of the transaction. A properly working card inserted 
into an intentionally modified reader will also lead to the same consequences. Taking 
this into account we want to designate a System where all its components, such as the 
card, the reader, the cardholder, the issuer and the terminal owner depend strongly on 
each other. Malfunctioning of any of these components leads to the incorrect work of 
the System. Therefore for the System to work duly all its constituents should be well 
protected from any possibility of being doctored. It should concern technical measures 
as well as human factors. 

 
2.3. Summary 
 
In this chapter first of all we defined crime in general. Further we narrowed this 

concept to white-collar crime and particularly to plastic card fraud, as one of its types. 
Different types of card fraud, such as: counterfeiting, card-not-present, lost or stolen, 
mail non-receipt and identity theft, were introduced. In what followed we defined the 
main parties of card fraud as criminal and victim. Criminals were classified as insiders 
and outsiders, according to their access to technologies and information. Victims in 
their turn were categorized on those who are subjected to material and moral losses and 
others who suffer from physical impact. And finally we specified the System and 
pointed out the importance of interrelations among its elements.
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CHAPTER 3. CARDS 
 
Card fraud involving the actual card can be done by changes to existing cards as 

well as by production of new cards. The physical properties of the card decide how 
difficult it is to change already existing cards and how difficult it is to produce cards 
that will be accepted. For this reason section 3.1 contains a detailed description of card 
standards.  

Further in this chapter we will separately focus on two basic technologies, 
magnetic stripe and smart cards, their vulnerabilities and corresponding prevention 
techniques. Further we will discuss protective methods, which are common for both of 
these technologies, logic (PIN) as well as physical (exterior elements) security.  

We will start with the general description of physical standards, accepted for the 
use in the plastic card world. 

 
3.1. Generalities  
 
The wide adoption of cards has shown the necessity of having standards for some 

applications whereas other applications can be developed without following any 
standards. Nevertheless most of plastic card manufacturers and issuers who tend to 
interoperability prefer to use cards where the physical characteristics are assigned to the 
widely used financial standard.  

The financial card standards were developed in the late 1960s and published in 
1972 by the International Standard Organization (ISO). Enhancements to the standards 
have been made during this time to improve the reliability of the card.  

The fact that 2 billion financial transaction cards have been processed on a daily 
basis has led to the acceptance of the ISO standard for financial transaction cards for all 
identification cards and other applications. 

ISO/ISEC 7810: ‘Identification Cards Physical Characteristics defines nominal 
characteristics for three types of identification cards’, named ID-1, ID-2, and ID-3. Card 
type ID-1 deals with the generally accepted size and shape (commonly known as ‘credit 
card size’). The ID-2 and ID-3 cards are just of larger size, but with the same physical 
characteristics as the ID-1 card type. Two additional standards related to the smart card 
technology are defined: ID-00, ‘mini card’ (with dimensions of 66mm x 33mm) and ID-
000, designated the ‘Plug-in SIM’ (with dimensions 25mm x 15mm) [RANKL, 28-29].  
The smaller card can be produced from a larger one by simply punching it from the 
body of the larger card. 

The basic function of an ID-1 identification card (see Figure 1) is to present 
information in a visual, tactile and electronic form. Visual information may be presented 
by artworks, personal pictures, anticounterfeiting techniques, or machine-readable 
mechanisms. Tactile information is performed by means of embossing. Information in 
digital form is stored on the magnetic stripe, which is still prevalent on credit cards, or 
in an embedded integrated circuit chip.  

An ID-1 identification card is a rectangle with the following nominal sizes:  
• width 85.6 mm (3.370 in), 
• height 53.98 mm (2.125 in), 
• thickness 0.76 mm (0.030 in),  this value applies only to those parts of the 

card which are outside of any raised area. 
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Figure 1. The Smart card formats. Relation between ID-000 SIM and ID-1 smart 

cards [1, p31] 
 
ISO/IEC places stringent restrictions on the distortions allowed in the card 

backing, particular in the area which is intended for the magnetic stripe placement. 
Those specifications are necessary for ensuring that a reader or imprinting device can 
reliably read the information off the magnetic stripe and imprint the embossed numbers 
without causing any distortion to the contents of the stripe. 

The elements of an ID-1 identification card include: 
• The card backing (plastic), 
• Optional embossing areas intended for stamping alphanumeric 

information, 
• An optional area for the magnetic stripe, 
• An optional area for the embedded chip. 

 
The material characteristics of ID-1 cards are also specified by ISO/IEC 7810. 

The card must be composed of polyvinyl chloride, polyvinyl chloride acetate, or 
“materials having equal or better performance”.  

Material such as styrene is a rather advantageous solution for cards requiring long 
wallet life, such applications as phone cards. Acrylonitrile butadiene styrene (ABS), 
known for its stability and resistance to temperature drops and extremes is commonly 
used in mobile phone cards. The most popular thickness of cards, made of this material 
is 0.5 mm. This value allows to reach sufficient rigidity without causing extra expenses 
for the manufacturer. Personalization of cards can be done by means of high-speed ink 
jet. 

Polyvinyl chloride (PVC) is a little more expensive material than styrene. But it is 
more flexible. This material is required for applications requiring thermal 
personalization, which produces higher resolution than ink jets. 

Laminated PVC is widely adopted for plastic bank and ID cards according to the 
standard. This material differs from others in its increased durability and hence higher 
cost. Cards made of this material can be embossed and exposed to the thermal printing. 
Another advantage of laminated PVC is that it allows long wallet life for the card. 

The other materials are polycarbonate (PC), which has a high degree of thermal 
resistance and is used for applications where stability and durability are the main 
concerns; and polyethylene terephthalate (PET), known as polyester, mainly used as a 
substitution for PVC [RANKL, 38-40]. 

Selection of materials for the card, the way of construction and production 
strongly depends on its functional elements, which will be applied to the particular card 
and the stress it can be subjected to during the use.  
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The actual durability of the card is not specified by the ISO, but rather left to a 
mutual agreement between the card issuer and the manufacturer. For thin flexible cards 
there exists another standard. 

 
The ISO standards also define how cards are manufactured, how they are 

distributed to the end users etc. Distribution of a card is specified in ANSI/ISO/IEC 
7811-1 as follows: 

• Unused card – a card that has been embossed with all the characters required 
for its intended purpose but has not been issued. 

• Return card – an embossed card after it has been issued to the cardholder and 
returned for the purpose of testing. 

ANSI/ISO/IEC 7811-2 extends the 7811-1 standard for the magnetic stripe card as 
unused unencoded card, unused encoded card and returned card. 

ANSI/ISO/IEC 7812 “Identification of Issuers – Part 1: Numbering system” 
further develops the model by establishing a standard for the card identification number, 
embossed on the front side of the card, which consists of 3 main components: 

• Issuer identification number – a six-digit component.  
• Individual account identification number - a variable-length component up to 

12 digits maximum.  
• Check digit - a cross-check number that is calculated from all the previous 

digits in the identification number according to an algorithm called the Luhn 
formula, which is defined in an appendix of ANSI/ISO/IEC 7812. [2]   

 
All cards should be manufactured in high-security institution, which is licensed 

for such an activity. Throughout the institution, quality and audit procedures should be 
under strict control. Every department, from graphic preparation to shipping has 
documented quality, audit and security checks. 

 
The development, promulgation, and adoption of standards is an issue of utmost 

importance in the spread of use of a new technology. Adoption of standards can have a 
number of different effects. On the one hand, it can greatly stimulate adoption of a 
technology in the marketplace. On the other hand, it can tend to freeze the further 
development of a technology. 

 
The reliability of the card can be defined not only by conforming to the accepted 

standards but also by the environment and the appropriate use of the card. Every 
application has different terminals, software, and usage patterns. Additionally, as more 
features are added to the card (magnetic stripe, photo image, smart card chip, 
embossing, surface printing, proximity technology), it only takes one element to fail for 
the card to be considered "bad". 

There are many potential sources of card failure from bugs in terminal software, 
to inappropriate terminal mechanical elements and inappropriate user actions (e.g. 
folding the cards, sticking them to the refrigerator door with a magnet, scraping ice off 
the car windshield, jimmying a door).  
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Figure 2 Percentage of cards returned over time  [3] 
 
As it can be seen from the Figure 2, card failure can be caused by criminal 

activities targeted at technological components (magnetic stripe and chip), these 
components malfunctioning, and also by other factors (forgotten or guessed PIN, simple 
people’s sloppiness, etc.) 

Impact of all those factors will be covered in the following chapters. 
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3.2. Magnetic Stripe 
 
A magnetic stripe is a black or brown stripe which can be seen on the back of a 

bank credit card or for instance on the back of an airline ticket. The magnetic stripe 
technology has been in existence for many years, but it was not used largely with 
financial transaction cards until the late 1970s. The first use of the magnetic stripe on 
cards was registered in the early 1960s when London Transit Authority installed a 
magnetic stripe system in the underground. Towards the end of the 1960s magnetic 
stripe had been used already on the other side of the Atlantic Ocean, in the USA, where 
the paper based ticket of the nowadays standard size was introduced for the transit 
transportation in some states. The system read and rewrote stored data on the magnetic 
stripe every time the card was used. [4] Another big testing project affected 30,000 
cards from American Airlines and American Express. After this project’s successful 
results IBM rolled out magnetic stripe cards and employee badges for the banking 
industry. The magnetic stripe technology began to be used widely as a result of the 
move toward automation in the banking industry. ATMs were seen as a way of speeding 
up bank transactions. Magnetic stripe cards were regarded as a key towards these 
improvements. The adoption of this technique was delayed because of the absence of 
common standards, covering the layout and reading requirements of the cards. Today all 
financial cards follow the common ANSI/ISO standards which let the card be accepted 
and read worldwide. Financial cards together with transit and access cards are the 
largest users of the magnetic stripes. 

 
A lot of new magnetic technologies have been developed since the first use of the 

stripe on a card. During the last two decades the industry has met the introduction of 
high-coercivity, colored magnetic stripes, secure stripes, high-density stripes. All of 
these technologies have added performance enhancements to the original magnetic 
stripe. But together with the advances, the need for greater reliability and durability 
appeared.  

Depending on the application and defined goals, cards with magnetic stripe can be 
of different shape and size. But since the most widespread application of this 
technology is found in the financial industry, institutions prefer to conform to the 
international standard for the size of the card and placement of different functional 
elements knows as ISO/IEC 7810: Identification cards – physical characteristics. 
(Figure 3) 

 
 
Figure 3. Location of magnetic material for ID-1 type card [5] 
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The most important issue for the magnetic stripe technology is the physical 

location of the stripe on the card in order to provide compatibility and interoperability 
of cards and readers throughout the world. 

When the bending stiffness value (ISO 7810) for the card is 20 mm or more then 
the surface profile limit for the stripe with minimum width W = 6,35 mm (0.25 in) is a ≤ 
9,5 µm (375 µin) [5] 

The reference standard for the magnetic stripe alignment and location is 
ISO/ISEC 7811-2:1995 section 6. It stands for such measurements as top of card to top 
and bottom of magnetic stripe, distance of magnetic stripe from right edge of card back, 
which is at maximum 2.92 mm (0.115 inches), length of magnetic stripe material, at 
minimum 82.55 mm (3.250 inches). 

 
The magnetic stripe technology is essentially the same as that of a tape recorder. 

The tape is two-or-more layers of materials, one of which is capable of retaining a 
change in magnetic energy. The magnetizable layer is placed on a base with the 
potential of one or more additional layers for various purposes (for reducing friction, 
static etc).  

The commonly used magnetizable particles today are ferric oxide (Fe2O 3) of 
uniform shape and size due to its relative stability. Incomplete dispersion of the 
particles and incorrect viscosity of the solution can produce various tape problems, such 
as uneven coating, signal level variations, poor resolution, noise and so on. 

The slurry (the uniform mixture of metal particles with resin) is applied onto the 
base film using either roll, or knife or gravure coating. While wet coating acicular, 
needle-like magnetic particles are oriented in random directions.  The acicular particles 
have an easy axis of magnetization along the length of the particle, which makes the 
alignment an easy process. The lack of alignment can cause some major problems in the 
read and encode process of the magnetic stripe. The waveshape of the read process can 
be distorted by the lack of alignment.  

This distortion can cause significant problems for some read systems. For 
magnetic stripe applications, in order to avoid possible reduction of the signal strength 
and quality, the particles must be oriented parallel to the edge of the tape.  The 
uniformity of distribution and alignment of the particles are important factors in 
ensuring that additional "stray" fields are not produced by the media. Such fields can 
result in false peaks and/or differences when reading in a forward or reverse direction. 
These false peaks can be decoded as a clock or data bit resulting in a failed read.  

All the layers are subjected to deterioration. Considering the base these problems 
include physical deformation, such as stretching and breakage. Usage of polyester (or 
PET) almost entirely prevents the tape from deformation. The adhesive, which holds 
two layers (oxide particles and the base) together, is the weak link according to the 
universal opinion. Deterioration of the binder can cause many problems, among which 
are: blocking, creasing, friction problems and so on. All those problems can be easily 
solved if proper manufacturing and storage conditions are obeyed. 

 
The manufacturing process of the magnetic stripe cards can be specified according 

to the level of temperature and method of putting the tape to the chosen base. For the 
simplest applications such as paper tickets, the suitable solution is two-layer tape, 
specified as glue-down lamination tape, which is glued to the substrate using an 
adhesive of customer’s supply. For the applications requiring more robust and high-
quality features more complex manufacturing techniques with the utilization of more-
layer tapes (up to 4 layers of different thickness) are used. Methods of application vary 
from total lamination (when the tape is deeply impregnated into the base) to hot stamp 
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(when hot stamping machines are used to transfer the oxide stripe from the backing onto 
the card after the card is cut to size).   

 
The properties of the magnetic stripe are all defined during the manufacturing 

process. These properties define the signal strength of the encoding, the coercivity of 
the stripe, the ability to resist erasure, even the waveshape of the recording. These 
parameters are not controlled by the user but they can have a tremendous effect on the 
performance of the system and should be defined in advance. 

 
3.2.1. Magnetic characteristics 
 
Signal amplitude variation, encoded data spacing variation (jitter) and coercivity 

are the most important parameters of the magnetic stripe which reflect on the decoding 
process.  

 
Signal amplitude 
The signal amplitude is defined by the density of the particles in the resin. The 

more particles the higher the signal amplitude. Amplitude is controlled by the density 
combined with the thickness. Signal amplitude is important because it defines the 
design of the readers for the cards.  

 
Jitter 
Jitter is deviations of a series of successive events from their anticipated arrival 

times. For the magnetic stripe jitter refers to the variations in interval durations seen by 
the decoder when a card is read. If the reversal is improperly placed on the card it will 
be encoded jitter. Acceleration jitter is caused by the speed changes during the read. The 
jitter is affected by the timing regularity of the transport or swipe motion of the media; 
the natural irregularities of the media caused by variations in coercivity, granularity, 
coating thickness and surface profile; the magnetic history of the medium. The jitter can 
be enhanced by recording signals so that the hysterisis distortion effect on the placement 
of the waveform is maximized. The resulting pattern of jitter identifies a particular 
specimen of media and with appropriate techniques, the associated data [6]. As we will 
show you later the jitter pattern can play a significant role in the fight against card 
counterfeiting. 

 
Coercivity 
The coercivity of the magnetic medium is the field strength required to 

demagnetise an encoded stripe, and therefore determines the encode head field strength 
required to encode the stripe. Coercivity is measured in Oersteads (Oe). Available 
coercivities values are from 300 Oe to 4,000 Oe.  

Low coercivity (LoCo) stripes are usually brown and designed to be re-written 
many times. This medium is most common. It is used on all financial cards, but it is 
subjected to accidental demagnetisations and loss of data from contact with common 
magnets (refrigerator, TV, magnetic badgeholders and so on). But if a card with such a 
stripe is kept in a wallet then the information will be safe. The wide utilization of the 
LoCo stripe cards can be explained by its low cost and necessity of short-term usage 
(bank cards are used mainly no longer than a couple of years).  

Visa once carried out a research which showed that typically about 3% of 
magnetic stripe based transactions failed due to stray magnetic erasure - ladies' hand bag 
clasps are one of the main causes. [7]  

Such statistics has led to the fact that many banks are now switching to the high 
coercivity (HiCo) stripes on their cash and credit cards because they are much harder to 
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erase and therefore are less susceptible to accidental erasure. Cards with such stripes are 
utilized in a hostile environment such as access control with everyday usage. The hi-co 
stripes can tolerate a magnetic field strength 10 times that of the traditional low 
coercivity magnetic stripe. HiCo magnetic stripe technology relies on particles with 
coercivity values from 2,500 to 4,000 Oe. These stripes use barium ferrite particles 
instead of iron oxide for the LoCo stripes. The material alone does not define the final 
coercivity of the stripe as the manufacturing process will change the value usually in the 
downwards direction. It is possible to raise the coercivity of particles by including other 
agents in the slurry. 

The encoding technique is essentially the same as for LoCo technology but it 
needs stronger electrical current in the write head. High coercivity cards are currently 
used in application where the need for performance is much higher than the technology 
price. 

The most common coercivity values for different cards are [8]: 
300 - 600 Oe LoCo 
2000 Oe HiCo value used in Europe and US 
2750 Oe HiCo used for Japan (e.g. telephone cards) 
4000 Oe HiCo value for security cards 
 
The distribution of coercivities typically follows a bell curve. The steepness of the 

bell defines the percentage of particles at the stated value, a sharp curve shows that there 
is a high percentage of particles of nominal value. A flat curve shows that the stripe 
contains particles with other coercivities. Presence of particles of another than stated 
coercivity defines such parameter as “squareness” of the stripe, which stands for 
defining the susceptibility of a stripe to erasure. A 2700 Oe magnetic stripe with high 
squareness (sharp curve) has a large number of particles at the nominal coercivity. 
Another stripe with low squareness may have a higher nominal coercivity but because 
there may be a large proportion of low coercivity particles it may be very easy to erase 
the stripe. [9] 

Since all magnetic stripes have the same magnetic remanence regardless of their 
coercivity, magnetic stripe readers cannot tell the difference between high and low 
coercivity stripes. Both are read identically. But in order to receive all the advantages of 
HiCo technology the encoder must be of the high coercivity. 

 
3.2.2 Physical encoding 
 
An unencoded magstripe is actually the series of north-south magnetic domains. 

Encoding of the magnetic stripe consists of creating S-S and N-N interfaces. Those 
interfaces are known as flux reversals. The particles contained on the magstripe are 
about 20 millionths of an inch long and each of them behaves as a small magnet. 

The encoding process exploits the ferromagnetic properties of the tiny particles by 
arranging the direction of their magnetic domains. Information is encoded on the blank 
stripe by reversing the polarity of dipoles. 

The write head is an electromagnet, which produces a field flipping the polarities. 
Movement of the stripe past the write head when the current direction changes will 
produce a single flux reversal. The magnetic stripe can be re-encoded and used again. 
To erase data on the stripe the write head should be held at a constant polarity and the 
entire stripe should be moved past it, creating a stripe with no flux reversals. 

Each character on the magnetic stripe is represented by a number of bits. To 
encode data by identifying the value of the bit (one or zero) two common encoding 
schemes exist.  
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Two-frequency coherent phase encoding, also known as F2F or Aiken Biphase is 
determined in the ISO/IEC 7811 standard for the magnetic stripe cards. This technique 
allows serial recording of self-clocking data on each track. The encoding comprises data 
and clocking transitions together. Data is encoded in “bit cells” which are of a fixed 
length of the magnetic stripe, and the frequency of which is the frequency of zero 
signals. Frequency of one signal is twice the frequency of zero. A flux transition 
occurring between clocks signifies that the bit is a “one”, otherwise it will be a “zero”. 
This technique has its advantages: self-clocking/synchronization on mid bit transition, 
no DC component, error detection. On the other hand F2F requires more bandwidth and 
the maximum modulation rate is twice NRZ (non-return to zero). Most of the card 
readers work with manual move the card through it. Typical swipe rate is 5-20 inches 
per second (ips), the maximum swipe rate the reader can handle is 50 ips. Manual 
moving the card introduces incremental speed changes as the card accelerates and 
decelerates past the pickup. The F2F scheme is very forgiving of such speed 
fluctuations. 

Another widespread method is Modified frequency modulation (MFM). [10] This 
method has been used on double density floppy disks for over 15 years. The code 
comprises twice as much data without increasing the recorded magnetic density. (Figure 
4) With MFM recording technology the magstripe can provide 1500 or more eight-bit 
ASCII characters. For High density recording the data is recorded as a synchronous 
sequence of characters without intervening gaps. Recording with a write current, which 
is less than Imin – minimal recording current corresponding to 2.0Fr (reference flux 
level), may result in poor quality encoding. Ones are inserted only between consecutive 
zeros. When a ‘1’ is involved there is already a reversal (in the middle of the bit) so 
additional clocking reversals are not needed. Only long strings of zeros have to be 
"broken up" by adding clocking reversals. This results in a loss of the self-clocking 
feature of theFrequency Modulation technique and thus requires more accuracy for flux 
transition intervals. The code can be made self-clocking with an algorithm that 
continually processes the times in stride with three predictable inter-reversal lengths. 
The only cost of the doubled storage is increased complexity in the encoding and 
decoding circuits because of the advances in the algorithm. 
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t indicates bit cell boundaries 
Figure 4. Example of MFM encoding [11]  
 
The choice of the encoding scheme is determined by the application. In the case 

when conformance to the ISO/IEC 7811 standard is necessary the F2F encoding should 
be used. But since not all the applications require being uniform but rather to have more 
data encoded on the magnetic stripe then MFM may become a suitable choice. 
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Bi-directional reading is enabled by encoding clocking pulses at the end of the 
card. Card reader software should interpret the recovered bit stream to determine the 
direction of the card swiping. 

  
3.2.3 Logic encoding 
 
Data on the magnetic stripe is encoded using two standards predefined by the 

American National Standards Institute (ANSI) and the International Standards 
Organization (ISO).  

The ANSI/ISO BCD data format uses a 16-character 5-bit set (four bits plus 
parity). The parity bit makes the total to be odd. If the total is odd, the parity bit is set to 
a zero, if the total is even the parity bit is set to a one. The least significant bit is read 
first on the stripe. The set contains 10 numeric data characters, 3 framing/field 
characters (Start Sentinel, End Sentinel, Longitudinal Redundancy Check), and 3 
control characters. 

- Start Sentinel (SS) is a defined bit pattern in an encoding format. The SS 
cannot be all zeros. The Start Sentinel is encoded on the magnetic stripe 
immediately before the first data character and indicates the beginning of data. 

- End Sentinel (ES) is another defined bit pattern in an encoding format. The ES 
cannot be used for data. The End Sentinel is encoded on the magnetic stripe 
immediately after the last data character and indicates the end of data. 

- Longitudinal Redundancy Check (LRC) shall appear for each data track. The 
LRC is calculated using the following method: the value of each bit in the 
LRC, excluding the parity bit, is defined such that the total number of 'one' bits 
encoded in the corresponding bit location of all characters in the data track, 
including the start sentinel, data, end sentinel and LRC character shall be even. 
The LRC character's parity bit is a parity bit for the LRC only. 

The magstripe begins with a string of zero bit-cells to permit the self-clocking 
feature to synchronize and start decoding. The reformatting process starts after reading a 
Start Sentinel character. During this process the decoded bit streams are grouped in 5 
bits. An End Sentinel character is followed by a LRC character.  

The second ANSI/ISO data format is alphanumeric. It involves a 64-character 7-
bit set (six bits plus parity). The parity bit plays here the same role as in case of the 
BCD data format. The least significant bit is read first on the stripe. The set contains 43 
alphanumeric data characters, 3 framing/field characters (Start Sentinel, End Sentinel, 
Longitudinal Redundancy Check) and 18 control/special characters.  

 
Error detection/correction/recovery 
 
A card can contain an error because of two main reasons: if the magnetic stripe 

was scratched or damaged; or if the information is erased. Error detection techniques are 
based on the redundancy checks. There are three main types of redundancy checks: 

1. Vertical Redundancy Check (VRC), which is known as simple parity check. It 
deals either with even or odd parity. A parity bit is added to every data unit so 
that the total number of ones (including parity bit) becomes even for even-
parity check (or odd for odd-parity). This method has only 50% chance of 
detecting an error. Now it is rarely used. 

2. Longitudinal Redundancy Check (LRC). In this case the parity bits of all 
positions are assembled into a new data unit, which is added to the data block. 
This data block, called BCC, is sent at the end of the transmission. It helps to 
ensure that the parity is in line. The LRC character encoded on the magnetic 
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stripe catches the remote error that occurs if an individual character has two 
compensating errors in its pattern. This method is utilized on financial cards. 

3. Cyclic Redundancy Check (CRC) is considered to be a more reliable method 
in detecting errors than previous ones. The sending device treats the packet of 
information being sent as a large polynomial. This device takes the modulo of 
one polynomial by another, called the generating polynomial or divisor. The 
receiving device divides the incoming packet by the same generating 
polynomial. If there is any solution besides 0, then there is an error. This 
method underlies error correction for the new ISO 7811-7 standard where data 
is divided into frames. Cyclic redundancy character (8bit) is used for detecting 
errors within each frame. 

 
In some cases detection of errors allows to perform an error correction and 

recovery, which can be performed by using CRC. If a frame has been read in error it can 
be restored. Since a track contains multiple frames, only damaged frame is supposed to 
be lost. Data in remaining undamaged frames is reliably recovered. Even the damaged 
frame can be reconstructed. 

 
 
 
3.2.4. Tracks 
 

 
Figure 5. Tracks location and definition according to ISO/IEC 7810 [12] 
 
The International Standards Organization (ISO) defined the magstripe containing 

three tracks, each of which is used for different purposes. (Figure 5) These tracks are 
defined by their size and position on the magnetic stripe while the whole stripe is 
magnetically homogenous. The location of tracks is defined in ISO/IEC 7810-4 and 
7810-5 standards, and high coercivity features are specified in ISO/IEC 7810-6. These 
standards are written for the financial application card market. The standards include 
information on the magnetic properties that guarantee that the stripe can be read in a 
magnetic stripe reader throughout the world. 

If the card is not intended for a financial application then it is not necessary to 
conform to all the standards. That gives the customer freedom in choosing the 
appropriate encoding scheme and bit density of the tracks. Moreover it can bring some 
additional security since it is more difficult for someone from the outside to copy such a 
card.  

Track 1 and track 2 are intended to be write-once/read-many channels essentially, 
but as soon as the card is issued they become read-only channels. Track 3 is both a 
write-many/read-many channel (it is a read/write track). 

 
In the Appendix C (Tracks encoding) you can take a closer look at the contents of 

each track, specified in the ISO standard. Here we will only briefly describe the initial 
purpose of each track.[13] In the end of this section some examples of non-standard 
magnetic stripe will be introduced.  
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Track 1 (IATA) is named after the “International Air Transport Association”. 

Sometimes it is used by the airlines when securing reservations with a credit card. 
Bit density: 8.27 bits per mm (210 bits per inch) 
 
Track 2 (ABA) is named after American Banking Association. It is read by ATMs 

and point-of-sale terminals. The ABA designed the specifications for this track, and 
they were adopted by the ISO, so now all the banks must conform to it. This is the most 
commonly used track, although it offers the lowest information density of all three 
tracks. It contains all the data which is required normally for credit card transactions. 

Most access control systems that handle magnetic stripe cards use this track. 
Some access control companies have products that can read encoded ISO format cards 
and can then enroll these cards into their system. i.e. they can use bank cards. 

Bit density: 2.95 bits per mm (75 bits per inch) 
 
In the beginning of utilizing of the magnetic stripe technology, data was recorded 

at lower density which provided increased read-reliability. Low density data is still 
written on track 2 for compatibility with older-technology readers and provide 
redundancy when reading with newer technology readers.  

 
Track 3 (THRIFT-TTS) was originally specified by THRIFT Industries and 

MINTS (Mutual Institutions National Transfer Systems). This track is unique. It was 
intended to have data read and written in it. Cardholders were supposed to have account 
information updated right on the magnetic stripe. Track 3 is typically used for non-
credit cards such as membership cards and for internal security data for the credit card 
company or bank.  

Bit density: 8.27 bits per mm (210 bits per inch). 
 
Since not all of the cards adhere to the financial card track layout standard, there 

are many examples of different tracks decoding. Some of them are based on the existing 
standard, but some of them contain only the most appropriate and suitable data. 

In the United States magnetic stripe cards are used as driver licenses. Such cards 
contain also 3 tracks. The first and the second track conform to the original standards 
used by the banking and credit card industry with the same number of bits/characters. 
The alpha-numeric information is encoded on the third track. ISO has approved an 
alternative Track 2 standard for use with driver licenses. It is primarily used for 
identifying the cardholder and should conform to either ISO standard or the AAMVA 
(American Association of Motor Vehicle Administrators) standard. This track contains 
driver license number (in case it exceeds 13 characters the number is located in two 
fields), expiration date and the birth date of the cardholder. The first track contains last 
and first name of a driver and full address. The third track includes private information 
of the driver such as sex, height, weight, hair and eye color and also data about the used 
version of the magnetic stripe and applied security. The encoding process conforms the 
ISO/IEC 7811-6 standard. [14]  

Japan has also its unique standard for data placement and encoding on the 
magnetic stripe. The JIS I data format is identical to the ISO/IEC 7811 format. The JIS 
II data format is used to encode the single track on the magnetic stripe at the top of a 
financial card. This format uses a 7-bit 128-character set, which is basically the ASCII 
table with some additional Japanese characters. The JIS II track is wider than the ISO 
track. It is encoded at 210 bpi density and the format uses an even character parity bit 
and an even bit LRC character.  

The full specifications are given in JIS X-0201 [15]. 
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Apart from standardized cards, there exist a lot of applications with tracks on the 
magnetic stripe conforming to only one or even no standard. Magnetic stripe has been 
widely used in airways on the boarding passes. Lufthansa, British Airways, Spanair and 
some other companies’ boarding passes have a non-standard size and four tracks which 
follow the IATA Standard. The encoding of the information also utilizes the control 
characters and include the following data on the first track: name of the passenger, 
number of the flight, departure and arrival point code, class and seat. The second track 
normally contains the ordinal day of the year, enclosed in special symbols. 

The third and fourth tracks are responsible for auxiliary information. 
Iberia’s boarding pass has also four tracks but with three independent records 

separated by 28 zeros each (previously 21). The third record of each track is located in 
the piece of the card, which is ripped and kept by the airline personnel. The information, 
contained on the tracks is more extensive than that of British Airways, for instance. [16] 

 
Magnetic stripe employed for transport tickets has a variety of implementation 

choices. Subways of almost all the big cities in the world use magnetic stripe tickets 
mainly of standard credit card size. Those cards in most cases are stored value read-
write cards. Since they allow to perform write operation they are more susceptible to 
damage and counterfeiting by means of re-encoding. High coercivity magnetic media 
have been adopted by a number of transit systems to hinder the efforts of counterfeiters. 
Checking the validity of the ticket is implemented by introduction of a special code or 
password, which is encoded on the stripe. Every time the ticket is used the reader at first 
decodes this password and only in case of a positive answer does it read the commercial 
information. Another important data item that is written on the stripe of season tickets is 
the time of entering a particular zone, or station, which is used to prevent using the 
same ticket by two different passengers. Those cards use sometimes only one track 
which does not follow any standard and with data which are not encoded using 
ANSI/ISO BCD or ALPHA data formats where ones are used as clocking bits. 

Passengers with bank issued cards can use them in swipe readers in buses to pay 
for the ride in particular cities in the United States. Accounts for individual cards are 
billed monthly (or once in a certain time period). It is not possible to check the validity 
of a credit card in real-time. Updated lists of invalid credit cards are uploaded every 
day. Those two factors lead to the estimated level of fraud through card use of 2 per 
cent. [11], [17] 

Railroads in Europe work now with magnetic stripe tickets of avia ticket size. 
Such a format allows encoding of larger amount of information such as booked seat etc. 
Since huge carrying capacity is not needed for the railroad purposes, the ticket and the 
reader can be more complex compared to the subway readers.  

 
Magnetic stripe cards used for hotel access purposes are encoded with the 

information about the room a particular key is assigned to. That lets the personnel 
monitor and log how often (and when) a particular room has been entered (a feature 
which helps to investigate claims of theft from the hotel rooms). Some hotels’ keys do 
not contain even basic information about the room, the magnetic stripe is encoded as a 
serial number which the lock checks to determine whether or not the inserted key is 
authorized to open the room. 

Nowadays hotel keys (such as VingCards) have data encoded on the third track 
because of its high-density. Another reason for utilizing this track instead of previously 
used tracks one and two is leaving those tracks empty for internal hotel purposes such as 
clearing settlements. The encoding technique used for access cards is different from the 
standard one. This is done for the security reasons in order to avoid reading by non-
appropriate readers such ATMs and POS terminals. [18]  
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Recently it became known, that some hotels encode on the magstripe of their keys 
personal information of their guests such as name and credit card details. So for a 
malicious employee there is no difficulty to obtain this private information and then use 
it for example for on-line purchases. The most prosperous hotels with good reputation 
claim that they see no need and possibility for writing credit card number and expiration 
date on their keycards because it is enough to have that information in the centralized 
data base and to encode the key with a simple flag indicating that the guest has a credit 
card on file with the resort and is authorized to charge purchases to his room. [19]  

Some non-standard cards use simplified technology.  
 
CVV/CVC 
 
In the traditional retail transactions the magnetic stripe is read by a point-of-sale 

terminal or ATM. Obtained somehow PIN together with the possibility of 
reconstructing the encoded on the magnetic stripe data from the discarded ATM ticket 
could allow the crook to loot cardholder’s account. Because of this the necessity in 
additional protective features for the magnetic stripe ahs arose. One of them is Card 
Verification Value (CVV), by Visa, and Card Verification Code (CVC), by MasterCard, 
which are encoded on the stripe and can be verified by the issuer during the 
authorisation process. The introduction of the Card Verification Value was the response 
from Visa authorities to the drastic increase in magnetic stripe counterfeiting. CVV is a 
non-derivable sequence of digits constructed by a cryptographic process. A combination 
of static data such as account number, version number and expiry date is encrypted 
using a special Card Verification key pair. Selected digits are taken from the result and 
encrypted on the magnetic stripe. The CVV keys and values are highly secure and 
presence of a valid CVV provides an added level of confidence in the authenticity of the 
card. If the code on the card does not exist or does not match the code maintained by the 
card processor the transaction will be rejected and receive no authorisation. 

After applying of CVV as protective measure Visa International’s losses due to 
card fraud in the first quarter of 1994 dropped by 15,5%, while MasterCard’s losses 
rose 67%. That was an incitement to introduce similar checksums. [ANDERSON, p. 
395] However this method is not entirely foolproof. It does not protect the data 
contained on the stripe in case of using fake ATMs. 

Further development of CVV – CVV2 (or CVC2b for MasterCard) is used in 
card-not-present environments, for on-line and telephone payments. 

CVV2 is obtained in a similar but not exactly the same manner as CVV. Three 
selected digits are printed on the back side of the card in italics at the top of the 
signature panel.  

All MasterCard cards were required to contain CVC2 by January 1, 1997; all Visa 
cards – to contain CVV2 by January 1, 2001. 

In card-not-present transactions the merchant asks the cardholder to read this code 
from the card (in case of telephone purchases) or to enter the value into the special field 
on his web-site (in case of Internet payments). The merchant agreements prohibit the 
storage of the CVV2 data in the database for future recurring transactions after the 
transaction in which it was captured.  Thus cardholders get additional protection from 
crooks. But on the other hand this impossibility of keeping the data presents a dilemma 
for merchants who do recurring transactions.  

This code gives the merchant an opportunity to decide what to do with 
transactions if something arouses suspicion. There are few options which the merchant 
can get from the processing centre: CVV2 did not match (this can happen if the wrong 
CVV2 value was entered, so the merchant can resend that value in order to approve it), 
CVV2 request was not processed (that can be caused by not providing the expiration 
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date or the card may lack a CVV2 value) or the simplest case – Issuer does not support 
CVV2. 

 
3.2.5. Security techniques 
 
Since the magnetic stripe is not considered secure in itself, additional techniques 

can be used to protect data contained on it. The goal of all these methods is to ensure 
that the data encoded on the stripe belongs only to a particular card. Therefore if data 
was duplicated, it will not be regarded as genuine due to the security features. 

 
Watermarking  
 
Currently several protective technologies are available; the best-known and 

widespread is Watermark Magnetics [20].   
The invention of this technology dates back to the beginning of the eighties. This 

method was launched by the Malco systems. But at that time the company faced more 
economic, than technical problems: The existing level of fraud was not so high to be of 
concern at that point. Later the same technique was introduced by THORN Secure 
Science International. The 

company patented  the technology, called Structured Magnetics which comes in 
different forms for different applications (Watermark Magnetics for plastic cards, 
DeedMark for hot foil application to paper or board and Q-Mark thread for 
incorporation into paper). 

The cards with a watermarked stripe are slightly different by sight: for ISO 
standard cards the watermark data uses a separate location, which is in the track 0 
position lying between the track 1  and the edge of the card. 

The main idea behind this technology consists in aligning the oxide particles in a 
slightly different way than normally. The wet magnetic oxide slurry passes over an 
electromagnetic encoding head, located at 90 degrees to the permanent magnet. The 
particles remain in their original orientation if the encoding head is switched off. If it is 
on they are rotated through 90 degrees. Due to special electronics, which control the 
mode (on/off) of the encoding head, a pattern on the magnetic stripe is created. It 
represents a binary code based on Aitken F2F principles. For Structured Magnetics the 
transitions are the boundaries between adjacent blocks of different orientation.  Binary 
Zero is created by the transition only at the boundaries of the bit, and binary One is 
coded when transition happens at the center of the bit. After the tape has been encoded 
it passes through an oven, in which the particles are permanently fixed. 

 
 
Figure 6. Bit transitions (45 degree tape) [20] 
 
Each Watermark character consists of four binary bits plus an odd parity check bit 

for the hexadecimal encoding. 
The tape is manufactured according to the specific requirements of the customer. 

This means that for different applications a different format of the tape should be used.  
Number formats (Unique, Non-unique and Identical) specify the security level 

required for the application. In case of Unique numbers each card gets a unique identity 
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(that is particularly important for access control, identity cards and so on). The Identical 
numbers provides the lowest level of security on the one hand and the lowest cost on the 
other. In this case all the cards (or tapes) in the individual batch have the same number. 
There is also a trade-off between these two formats – Non-unique. This format provides 
a limited number of copies of each number in the specified range. This solution is very 
attractive for the stored value cards.  

The orientation of the particles is also an issue for manufacturing the tape. There 
are two options: 

• 90 degree orientation to the edge of the tape, it is used when the primary data 
read from the tape is the Watermark number (suitable for such applications 
as access control, ID, stored value cards) 

• 45 degree orientation to the edge. This is recommended for the case of 
additional data which has to be encoded on tracks 1-3 according to ISO 
standard. (Figure 6) 

Another manufacturing trait, which can be specified is the presence or absence of 
special registration holes that are punched into the tape to enable the correct placement 
of the tape to the sheet. Non registered card data always consist of a sequence of 
Watermark characters, LRC, Start  Sentinel and Watermark characters. Due to the 
absence of registration holes a card can contain incomplete end and beginning of two 
adjacent numbers. But this should not be considered as a problem, because the data can 
be read correctly by an appropriate reader. The registered tape usually contains the 
following sequence of characters: at least 8 Leading Zeros (to allow synchronization 
with the reader/decoder); one Synchronization Bit (for triggering the decoder); the Start 
Sentinel (for making the Watermark Number a part of the decode process); the 
Watermark Number (9 to 12 characters); the Longitudinal Redundancy Check 
(optional); the End of Message bit (used to detect missing data); a number of Trailing 
Zeros (used to fill the card and set the decoder's clock when the card is read in the 
reverse direction). 

Ordinary magnetic stripe readers cannot see the difference between the 
watermarked or non-watermarked stripe. So when such a card is inserted into the 
ordinary reader it regards the stripe as an ordinary one and ignores the additional track. 
Unlike the ordinary one, which detects the magnetic field due to the polarization of the 
tape, the special Watermark reader produces an alternating magnetic field which 
interacts with passing regions of different particles orientations. The interaction is 
detected and measured by the reading circuitry which determines if the tape is genuine 
or not. Then the decoding of the magstripe contents is continued in a common way. 

The whole manufacturing process also provides security to the magnetic tape. 
Each reel of the tape has documentation recording the parameters of it, including the 
Watermark level, mark to space ratio and asymmetry. Even access to production areas is 
strictly controlled and the personnel contains only trustworthy people. 

The Ministry of Defense in England has selected this technology as the ID and 
secure building entry technology for its bases and offices. Watermark Magnetics has 
been protecting the integrity of the Swedish banking system for already 15 years. 
During all this time Sweden has not suffered from counterfeited cards and other attacks 
as much as other countries. All the ATMs nowadays are equipped maintaining 
Watermark capability. Cards issued by Swedish banks are acceptable worldwide even in 
the ATMs which do not maintain this feature – those readers just ignore the extra track.  

But other countries are still rather sceptic about the results shown due to 
deployment of watermark technique. In the UK, acceptance of this method for the 
financial applications did not get the full approval. It was estimated that production cost 
of every card would have increased by 12 pences. Also these cards would require 
adaptation of the existing ATMs and swipe terminals. This would have cost £500 for 
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each terminal. Adaptation of POS terminals would have added £200 to each terminal 
while the initial price was about £1000. Since for the change to watermark cards to be 
viable and bring any positive results, there should be not only inter-issuer agreement but 
also service agreement with machine manufacturers. So far only Sweden has succeeded 
in fulfilling these agreements. 

 
Magneprint 
 
Another widespread security improvement in the magnetic stripe technology is 

Magneprint from MagTek [12]. This technology uses the inherent properties of 
magnetic materials to provide the authorization algorithm with a reliable measure 
whether a card is genuine or not. Magneprint reads the tiny particles on the magnetic 
stripe of the card or the card’s fingerprint. The digital fingerprint is a value determined 
automatically when a card is read in the Magneprint capable terminal. The Magneprint 
technology measures the background magnetic particulate distribution on a standard 
magnetic stripe card, and then converts it into a 54-byte value that is a simplified 
representation of that particulate distribution. Because this distribution is persistent over 
the life of the card, multiple Magneprint values read from the same card will always be 
equivalent within statistical limits. The Magneprint of the card is read at the transaction 
point and transmitted along with the card data. The risk management tool compares the 
transmitted value to a reference one, stored in the authorization database, calculates the 
degree of correspondence between two values and then makes a decision if the card is a 
real one or counterfeited.  

The Magneprint provides four layers of security.  
The first layer of security is inherent in the complexity of the particulate 

distribution on a magnetic stripe. The algorithm utilizes the fact that the stripe space 
along each card’s encoding area is populated by a fixed persistent random distribution 
of particles. The probability that two cards during the manufacturing process will get 
the same particles distribution is one in 900 million what makes it impossible to clone a 
card from the particles distribution perspective. 

The second layer of security uses the practical impossibility of duplicating the 
reading process. The Magneprint scoring algorithm contains built-in countermeasures 
against the possibility of “replaying” the Magneprint value from a previous transaction 
by a crook. The algorithm rejects the card in case the submitted value is identical to the 
reference Magneprint. 

A third level of security determines the 54-byte Magneprint value in reference to 
the position of the flux reversals of the encoded data. If a valid card with a known 
particle pattern were re-encoded with identical data, it would show variances in the way 
the data pattern aligns with the physically permanent particle structures of the magnetic 
stripe. 

As a fourth level of security, the Magneprint authorization process is protected 
against fraud since it depends on information that is in plain view. 

Magneprint authorization technology allows the user (the merchant or financial 
institution) to define its own threshold level of acceptance between zero and one for the 
transactions. In order to avoid “false rejects” some merchant set this level at 0.35, which 
actually results in authorizing a very small number of fraudulent transactions. 

The reliability of this technique was tested by card issuers, Citibank, HSBC, MBF 
cards. For the test 600 Magneprint capable terminals were installed at over 250 
merchants in Kuala Lumpur (Malaysia). It turned out that Magneprint was able to detect 
every skimmed card that was swiped. Since the cards do not need to be re-issued the 
adopting cost is minimal especially comparing to the money that this technique would 
help to save. MasterCard sees this technology as a solution to stop skimming. [21], [22] 
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Such a technology could have also valuable application in transportation systems, 
but in this case a drawback arises – comparison of every ticket with data in a centralized 
database in real-time might not be practical in most modern transport systems. 

 
XSec  
 
Xsec [23], [6] concentrates on the inherent jitter of the magnetic data on the card. 

The jitter pattern constitutes a unique magnetic security signature.  The encoding is 
analyzed and a value is then encoded onto the stripe. The checksum is stored in 
encrypted form, by means of one-way encryption algorithm.  The value is checked 
every time the card is read. Card wear and equipment tolerances are compensated for by 
allowing a range of checksum values around the expected “checksum”.  Card copying is 
prevented because the checksum is related to the magnetic properties of a particular 
card and the jitter pattern of the copied card will not match the original one. The digital 
data may be copied as usual, but it will not be validated by the original checksum which 
has been copied with the data. In buffering fraud techniques the read data from the card 
is stored in some media. After any value of the card is used up, the card is rewritten 
with the original contents. XSec prevents this type of fraud because the checksum is 
based not only on physical properties of the card, but also on the magnetic history. 
Since the card has been modified the jitter is no longer the same, so the new card will be 
regarded as counterfeited. Blank cards can be encoded only on a master machine which 
is physically protected. 

A magnetic security signature is generated in following steps: 
1. The magnetic recordable medium is prebiased by a signal which produces 

random saturated flux transitions on the medium; 
2. A data representative signal is recorded on the pre-biased medium to produce a 

composite signal containing jitter; 
3. The rate of change of the recording data representative signal is controlled to 

extend the length of time that the magnetic flux transition remains on the most 
curved position of the hysteresis loop; 

4. A pattern of a jitter is determined in the composite signal; 
5. Data representative of this pattern is generated; 
6. The data representative of the pattern is recorded onto the magnetic media. 
The appropriate functioning of this technology is guaranteed by the enhanced 

properties of the reader.  
 
Apart from these techniques there are many others, which utilize different 

properties of the magnetic stripe and card base material. 
Holomagnetics from American Banknote Holographics uses a series of machine-

readable holographic images over the magnetic stripe. The pattern of images on each 
stripe is unique, based on the registration of the images from the edge. The numerical 
code obtained by converting the image is re-calculated every time the card is used and 
compared to the value, encoded on the stripe. This system has found its successful 
utilization in the sphere of access control and identity cards. But it still remains unused 
in the financial transaction card field. This can be explained by the necessity of general 
refitting of magnetic reader modules with associated optical reader modules. 

 
The performed overview of the existing protective techniques has shown that 

almost all of them had got the adaptation of the industry only within last few years in 
spite of the fact that they were patented long time before. Plastic card manufacturers 
started to look for extra-protective measures only after significant increase in the level 
of fraud. The choice of the security technique should be mainly based on the application 
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and cost of the application itself and a chosen protective measure. Sometimes it is better 
and more effective to use a combination of different techniques for systems requiring 
extra security. But for some applications cost of adoption of any of listed would be 
much higher than possible losses due to fraud. 

 
3.2.6. Advances in the magstripe technology 
 

Hitachi Maxell, Ltd. has developed a new magnetic pigment using which the 
stripe after encoding possesses features prohibiting re-encoding of data and making it 
essentially invulnerable to any magnetic damage. This new pigment is an intermetallic 
compound comprised of particles of manganese and bismuth unrelated to the gamma-
ferric iron oxide used in low coercivity or barium ferrite used in high coercivity 
magnetic stripes. 

These new particles, called “Maxeron”, in their virgin state are easily magnetized, 
but once saturated show extremely high coercivity of around 15,000 Oersteads. The 
virgin “Maxeron” stripe is saturated under the lower magnetic field than that of the 
high-coercivity stripe. The effective coercivity of the stripe containing “Maxeron” 
particles is estimated at the level of 1,800 Oersteads. This results in the fact that this 
stripe can be encoded using an ordinary high coercivity encoder. 

The stripe becomes extremely difficult to rewrite, because the required field 
strength for the rewriting is much higher than the ordinary magnetic recording head can 
ever perform.  

The Maxell stripe is not intended to replace the existing magnetic stripe 
technology but it should coexist together with it. This technology allows high 
sustainability to the damage and forbids any attempts of re-encoding, but these traits 
make it read-only. So for the applications with rewrite capability this development is 
not suitable, but in case of read-only applications the “Maxeron” particles can become a 
very effective and solutions that can prevent attempts of high-coercivity stripe 
counterfeiting or copying. [24]  

 
Another development in the sphere of magnetic stripe technology regards the 

amount of tracks composing the magnetic stripe. In the end of 2002 the ISO was 
considering six-track magnetic stripe with storage capacity of 1,836 bytes. This advance 
could have enabled the high-density magnetic stripe cards to carry biometric data that 
could make this technology be a real competitor against smartcards. The idea of six-
track magnetic stripe appeared long time ago, but was not applied because bankers did 
not need the increased capacity. In addition to the increased capacity this technique 
offered improved error correction so that if part of the stripe is damaged a terminal 
could still capture the data. Data is encoded in 8-bit bytes by means of the MFM 
encoding technique. Data framing is used to limit error propagation.  

The adoption of this technique is still in progress. After the approval it will 
become ISO/IEC 7811-7 Identification cards - Recording technique - Part 7: Magnetic 
stripe - High coercivity, high density (the last ballot took place on 2004-02-24).  [25]  

 
Some customers make use of such a novelty in the sphere of magnetic foils as 

coloured stripes. This allows them to distinguish their product from others by means of 
key colours. The main manufacturer of this product, KURZ group [26] makes these 
foils compatible with the ISO specifications (for high and low coercivity products). 
Another important feature of the printed and coloured magnetic stripe consists in its 
relative difficulty of copying compared to the custom black or brown magnetic stripe.  

Further innovations for the magnetic stripes from the KURZ Group regard the 
constituents of the foil: 



 46 

• SteelMag, chrome-based, providing a shiny appearance.  
• MetalMag, also chrome-based, with a flat or matte appearance.  
• TwinLine Magnetics‚ highlighted by a colour flip when changing the 

viewing angle. 
 
3.2.7 How to make a subway ticket  
 

All over the Internet one can easily obtain real explanations with examples and 
pictures about how to make a counterfeit card. 

For instance by typing “magnetic stripe encoding” in the Russian search engine, 
the entire explanation of copying the Moscow subway ticket was among other search 
results. 

Fortunately nowadays transport system uses more secure techniques which 
prevent forgery better than before, but all the described methods were applied widely 
and cost Moscow public transportation system a lot of money. [27] 

The transport ticket of the end of ‘90s was a standard credit card size paper card 
with a glued magnetic stripe on it. The stripe could be easily demagnetized using an 
ordinary bar magnet. The information written on the magstripe contained amount of 
rides, which was also printed on the backside of the card together with the authorization 
date. If it was season ticket it contained information about the validity period and type 
of the ticket. The most profitable activity always was counterfeiting of season tickets or 
tickets, which decrement money amount every time they were used. 

 

 
 
Figure 7. Moscow subway ticket [28] 
 
Small iron particles put over the magstripe made the picture of the encoded 

information visible. It was represented by two identical sets of vertical stripes. After 
analysing the picture some swindlers just cut the magnetic stripe along exactly in the 
middle so that the amount of rides was doubled. But this method did not provide the 
culprit with stable result because in some cases both halves worked perfectly, but in 
some cases none of them worked (the result was entirely unpredictable). 

The second variant used the fact that information is written twice on the stripe. 
This fact allows cutting the stripe into halves crosswise. At first one half is used till the 
end than the stripe is removed and the second part of the stripe is glued to the card so 
that a new card is obtained. 

Most of the suggested methods implied the use of quick wit and sleight of hands 
without any knowledge of reverse engineering. 

Another way to cheat on the subway system used imperfection of card readers. 
Valid and expired tickets were joined together by means of adhesive tape and during the 
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authorization process the normal ticket as well as non-working one got the validity mark 
on it. That let both tickets to be used later in the subway. 

Recently the local network has started to track the authorization of the tickets so 
that two tickets with the same information could not be used as transport cards. 

All these improvements did not leave the swindlers any other chance but studying 
the magnetic encoding. Copying techniques are also widely accessible, and the 
hardware can be obtained almost in any radio shack. Low-coercivity stripes can be 
encoded by a simple magnetic audio head in case the crook does not have a data 
magnetic head, which is easy accessible in schools and electronic laboratories. 
Schematic of more complicated magnetic reader/writers/copiers with explanations are 
easily accessed over the Internet, for example the schematic of a card copier designed 
by Luis Padilla Visdómine is available on many different sites, for example here [28].   

The main principle of the copying device is the same as double-deck cassette 
recorder. Two cards, one from which data is copied and the second – to which data is 
copied, are hard fixed on a pad. Before copying the magnetic stripe of the second card 
should be demagnetised. Since the stripe in made using high-coercive particles ordinary 
household magnet is not suitable for this purpose. Two magnets of different polarity, for 
instance from the HDD, should be put together through some paper padding. This 
erasing head is then rubbed thoroughly over magnetic stripe a couple of times. The pad 
with cards is moved along the surface containing two heads – writing and replaying. 
Heads have to fit the magnetic carriers tightly. Usual magnetic head from the ordinary 
cassette recorder cannot provide the best performance, but the head from old lamp 
players can easily become the appropriate replaying head. The whole circuit will 
contain the following components: the replaying head, one-transistor preamplifier, the 
Schmidt trigger, DC inverter and the writing head. Using such circuit one can produce a 
counterfeited ticket. As the subway local network keeps track on the tickets used by 
passengers, the swindler has at most three days to use the counterfeited ticket until the 
“stop-list” is updated. 

Such activities are useful for kids or students and maybe for some rare adults who 
just want to save some money. Mass manufacturing of fake transport tickets has led to 
the improved security features of the tickets and reading devices, what made the whole 
counterfeiting process unprofitable. 

Today swindlers have to look for more subtle methods to cheat on the city 
government. 

 
The magnetic stripe on any card, whether financial or not, can be copied using an 

ordinary iron. For doing so it is necessary to place a blank stripe of the magnetic tape on 
top of the valid magnetic stripe. Then an iron on low-heat should be rubbed gently 
across the two strips for a few seconds. The final step it to peel the new stripe apart 
from the valid one. Obtained in such a manner stripe will represent a copy of the 
original card stripe.  

 
Despite its drawbacks and weaknesses magnetic stripe will not disappear suddenly 

one day. Apart from existing disadvantages some of which have a potential to be 
removed it has a lot of obvious advantages including price, ease in manufacturing, 
worldwide acceptance etc. So it can be stated with assurance that it will take many years 
before the magnetic stripe technology becomes completely obsolete. 
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3.3. Smart Cards 
 

3.3.1. What is a Smart Card? 
 
Without these tiny computers, mobile phones would not work, credit card fraud 

would be easier, mass transportation system would slow down and millions of 
employees would find entering their secure work places cumbersome. 

 
Smart card, also called chip card or integrated circuit card, is a credit card-sized 

intelligent device, often made of flexible synthetic material (polyvinyl chloride or PVC) 
with an incorporated computer chip, which has components for carrying out local data 
processing, transmission and storage of information. They also may employ one or 
more of the following machine-readable technologies: magnetic stripe, bar code (linear 
or two-dimensional), contactless radio frequency transmitters, biometric information, 
encryption and authentication, or photo identification.  

 

  
 
Figure 8. The Smart card examples (From Computer Desktop Encyclopedia © 

1998 The Computer Language Co. Inc.) [43] 
 
3.3.2. Travel in time 
 
For the first time the idea of incorporating microchip into a plastic card appeared 

in a patent application filled by two German inventors, Jürgen Dethloff and Helmut 
Grötrupp in 1968. Two years later, in Japan, similar patent application was made by 
Kunitaka Arimura. But all these patents did not lead to the real development of smart 
cards, because in spite of the rapid growth in microelectronics, it was still expensive to 
supply the required integrated circuits to the card issuers at acceptable prices. The 
progress started in 1974 when the Frenchman Roland Moreno was granted patents on 
the concept of the smart card. ([RANKL], p.3) 

 
The first public field-tests with telephone cards were launched in France in the 

early 1980s. Similar field tests were carried out in Japan and the United States in the 
mid-1980s. It did not bring the satisfactory results, because of the limitation of technical 
infrastructure and sceptic attitude from the retailers and issuers towards the adoption of 
new technology [44]. The first progress was achieved in 1984, when French the PTT 
(postal and telecommunication services) carried out a trial with telephone cards 
([RANKL], p.3) and several French banks conducted tests with ATM bank cards with 
chips [45]. In 1985 there followed a period of intense experimentation with trials and 
comparative tests all around the world:  

 
- Canada - Royal Bank of Canada introduced a Corporate Cash Management 

system, which was password protected by the Smart Card. 
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- New Zealand - a multi-account card MasterCard was launched by Asset 
Card Ltd.  

- USA - MasterCard carried out EFTPOS trials in Florida and Maryland. 
- Italy - the Tellcard was issued at the World Ski Championships in Bormio 

promoted by the local regional bank, Credito Valtellinese. 
- Japan - several major Japanese banks carried out trials in corporate banking, 

home banking and videotext services applications. 
- Switzerland - Credit Suisse launched a stock broking and stock transfer 

system protected by Smart Cards. 
- Austria – an electronic purse and optional additional applications were 

issued in all of Austria. 
- The Netherlands - the commercial banks working with the oil companies 

introduced a petrol card in the North Brabant region. 

Today, smart cards are used by millions of cardholders worldwide and are at work 
in more than 90 countries. The whole industry of Smart Card technology has 
experienced positive changes and grown up remarkably and today over thousands of 
people work in the industry and there are over 200 vendors worldwide selling Smart 
Cards, readers and other related devices. The main results on smart cards worldwide 
shipment are summarized in the table below:  

 
Sectors Memory card Microchip card 
Telecom 850 570 
Financial /services / loyalty 27 185 
Government/healthcare 20 50 
Transport 50 15 
Pay TV - 35 
Corporate Security 4 7 
Others 10 5 
Total  961 867 

 
Table 1. Worldwide shipment 2003 [46]    
 
The main reasons for introduction of highly-secure smartcards are their 

possibilities to prevent different types of card fraud. 
The statistics from [47] has shown that most types of fraud are continuing to 

grow, such as counterfeit and the fraudulent use of card details in transactions made by 
telephone, mail order or Internet. For example, UK plastic card fraud reached a very 
high level in 2002, £424 million of losses on fraudulent transactions, where counterfeit 
card fraud losses were estimated at £148 million, card not present at £110 million and 
lost and stolen cards at £108 million and by 2005 it is projected to grow to more than 
£800 million. 

According to ‘The Banker’, introduction smart cards by France in banking 
industry in the end of 1980’s and the beginning of 1990’s for debit and credit resulted in 
90% reduction in credit card fraud [48]. It is also worth mentioning a big three-month 
trial of smart cards, which took place in Northampton, England starting in May 2003 
[49]. Experiences of customers, large and small retailers, banks, building societies, card 
companies and technology suppliers were carefully observed. The obtained results 
showed that the technology was robust and reliable and helped to tackle about 60% of 
plastic card fraud.  

According to Visa EU announcement, all Visa magnetic stripe cards should be 
replaced by chip cards by January 2005 [50]. 
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Smart cards proved to be an ideal medium with high reliability and protection 

against tampering, which provides a great level of security because of its safe storage of 
secret keys and executing of cryptographic algorithms.  

 
In the next following sections we are going to give a short introduction into the 

nature of smart cards. We will look at the general description of smart cards, main 
functional elements and operations they perform in order to provide the reader with a 
theoretical background that can be helpful for understanding the further section related 
to smart cards attacks. 

 
3.3.3. Smart Card Applications 
 
There is a wide range of applications in which smart cards are used and a lot of 

new applications are being discovered continuously. Many of the applications can be 
found on the magnetic stripe card as well, but due to the smart card chip far better 
security, storage and processing capacities can be ensured to these applications. Three 
main categories of smart card applications can be defined as following: 

 
- Data carrier. The smart card is used as a secure means of storing sensitive 

information, for example, as a personal data storage it keeps vital medical 
records of the cardholder (patient’s past history, X-Ray images, prescriptions 
etc.), driving license, military or student records; as an item data storage it 
keeps equipment maintenance, car fleet records and others. 

- Identification. The card is used as a secure means of identifying the card 
owner to allow access to different services. The card can function as a 
physical access card or as a card for protection of items. The former allows 
access to sport centers, car parks, hotel facilities, secure sites, sport stadiums; 
the latter identifies the card holder while he tries to get access to different 
computer terminals, software, control desks, sealed orders etc. 

- Financial. The card can be used in two different forms, as pre-payment (e.g. 
card payphone, pay-TV, road tolls, public transport season ticket, electricity 
payments etc.) or non pre-payment (electronic cash, ATM cash vending etc.) 
card.  

 
One of the advantages of smart cards is that a single card is not restricted to one 

particular application; instead it can be used for variety of applications, this is known as 
multi-application smart card. Such a type of smart cards is especially interesting and 
versatile. For example the card can contain personal and sensitive medical data of the 
card holder, and at the same time be a means of access to the building where the person 
works, and be used instead of cash in vending machines at his working place. 

 
3.3.4. Types of smart cards 
 
Cards are distinguished both by the type of chip they contain: memory only or 

microprocessor cards, and by the type of interface they use to communicate with a 
reader: cards that employ contacts or contactless cards. Sometimes they can also be 
classified according to their physical characteristics, such as shape and size, into 
modules, minicards, keys, USB devices and others ([HENDRY], p.92-95). 

 
Generally, the term ‘smart card’ is used for a card with an embedded 

microprocessor, capable of performing calculations, and those cards containing memory 
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only are not considered as smart cards ([KAPLAN], p.5). Throughout this work in order 
to avoid any confusion, we will designate smart cards as devices with either memory 
chip or microprocessor chip. 

 
Memory cards 
 
Memory card is the simplest form of a smart card (see figure 8), which provides 

little more security than a magnetic stripe card. These cards are inexpensive and used 
for single function application, typically pre-paid telephone cards, health insurance 
cards, vending machine cards or public transportation cards.  

Control
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Figure 9. Memory card with security logic with contacts  [RANKL] 
 
The storage on a memory card is nonvolatile memory, which is usually EEPROM, 

and ranges from a few hundred bytes up to 8 KB. In the simplest version the memory is 
directly accessible through the contacts using a synchronous protocol. This type of cards 
is not popular today generally because of its weak security features.  

A more intelligent version of memory cards has the memory divided into several 
areas and provides access to them via the security logic. One part is accessible 
immediately when the card is powered up and the other is accessible only after the card 
has received a security code, for example, the PIN.  

There are also memory cards that are capable of providing encryption and 
authenticated access to the memory and its contents. The data on a card are protected by 
a single numeric key or PIN. This type of cards is considerably more secure than the 
previous one and therefore the majority of memory cards nowadays follow this pattern.  

 
Microprocessor cards 
 
Microprocessor cards have in their heart a microprocessor, an operating system 

and read/write memory that can be updated many times, once the card’s access 
conditions are met (see figure 9). They provide enhanced protection of the data stored 
on the card during the reading, writing or transmission processes because of special 
circuitry for performing cryptographic operations such as RSA public key encryption, 
signatures and verification. The secure microprocessor chip card contains and executes 
logic and calculations and stores data in accordance with its operating system. Access to 
the data is obtained through use of active data encryption schemes along with biometric 
identification. 
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Figure 10. Microprocessor card with a coprocessor with contacts  [RANKL, p. 

21] 
 
The simplest version of microchip cards contains a program optimized for a single 

application. Today smart card manufacturers tend to produce smart cards that 
incorporate several different applications and sometimes are able to load new 
application programs retroactively after the card has already passed through the 
personalization stage and been issued to the cardholder.  

 
Contact cards 
 

 
Figure 11. Smart card with contacts  
 
A contact smart card requires insertion into a smart card reader with a direct 

connection to a conductive micromodule (for the description of micromodule see 
below) on the surface of the card in order to receive power and a clock signal for the 
chip to operate. The power to the card is switched on or off under the control of the host 
application or the reader. The contacts themselves remain one of the most frequent 
sources of failure in smart card system. For example contamination or wear of the 
contacts through excessive use can lead to disturbances in the normal working of a 
smart card. They can be simply damaged by a defective reader or in a pocket. There is 
also a risk of destruction of the integrated circuit by electrostatic discharges, since the 
contacts are connected directly to the inputs of the integrated circuit. 
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Contactless cards 
 

 
 
Figure 12. Smart card without contacts  
 
To surmount problems originating from the use of contact smart cards 

manufacturers have developed contactless cards. Their microchip is fully sealed inside 
the card together with the antenna wound into the thickness of the card and attached to 
the chip for reading and writing information contained in the chip's memory. Therefore 
they do not require insertion into a card acceptor device and can work up to several 
centimeters away from it. This is a great advantage in those systems where fast 
identification, access and transaction speed are the main concern. Examples are access-
control system where a person can be authorized and a door can be opened without 
removing the card from a purse or pocket and inserting it into the reader, or local public 
transportation, in which a large number of people must be identified in a short period of 
time.  

The power to the chip derives from either a battery (active contactless cards) or 
from the antenna communicating with a reader (passive contactless cards), using 
capacitive coupling (close coupling) or inductive coupling (remote coupling) techniques 
(for more details about these techniques see [RANKL, p.79-81]). The speed of 
communication depends strongly on the power and is115 Kbps compare with 9.6 Kbps 
for contact smart cards and as a result the necessary transaction processing time is 
reduced by a factor of approximately 30 [51]. Contactless technology is currently more 
expensive than contact one, but the benefits it offers are worth it. Contactless cards 
require less maintenance and basically have longer life than contact cards and together 
with a special reading device are more reliable. 

 
Hybrid cards 
 

 
Figure 13. Hybrid smart card  
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As it was mentioned earlier the main feature of a smart card is its ability to handle 

several applications on one card, thus reducing the number of cards in person’s wallet. 
Some applications are better fit for contact cards (for example, banking cards) while 
others for contactless cards (public transportation or access-control applications). In 
order to put those applications together onto a single card it becomes necessary to 
combine these two technologies. In this case a card is called a hybrid card and it 
contains two chips: one, usually microprocessor chip, supporting the contact interface 
and the other, usually memory chip, supporting the contactless interface. There is no 
physical connection between the two chips and therefore no shared memory required.  

 
Dual interface cards 
 

 
Figure 14. Dual interface smart card  
 
A dual interface card contains both contact and contactless coupling elements, 

which have access to one shared data area through a microprocessor or logic module. 
The same information stored on the card can be accessed via contact or contactless 
readers. This type of cards has one microprocessor chip that can be operated through 
Input/Output ports, the contacts and the antenna. The smart card software controls the 
port usage by application; for example, loading the e-purse via contact side only, 
spending of small amounts through any port.  

The disadvantages of such a combination are speed limitation of contactless 
mode, since the Radio Frequency Unit has to get the data via CPU, and also security 
weaknesses, caused by contact points. 

 
Cards bearing dual-interface chips are already in use mostly in Europe. For 

example, according to the leading smart card vendor Gemplus SA [51] Calypso, an 
electronic ticketing standard used in Paris and other European cities, successfully uses a 
dual-interface solution. 

 
3.3.5. Smart card life cycle 
 
Different sources ([RANKL, p.471-510]; [HENDRY, p.143-155]; 

[MCCRINDLE, p.69-90]) define from 5 to 12 stages of the smart card life cycle. The 
ISO standard 10202-1 provides a thorough description of the smart card life cycle 
states. The most general stages are listed below ([RANKL, p.471-510]): 

- Production of the chip and the smart card. This stage include designing the 
chip, generating the smart card operating system, fabricating the chip and 
modules, producing the card bodies, embedding the modules in the card 
bodies. 

- Card preparation. On this stage operating system of the smart card is loaded. 
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- Application preparation means optical and electrical personalization of the 
smart card. It includes initializing the applications with further personalizing. 

- Card utilization is a process of use the smart card in a daily life with 
possibilities of activating and deactivating different applications. 

- End of card utilization. This phase comprises all the measures, which usually 
have to be taken for deactivating of the applications followed by the 
deactivation of the card. 

 
3.3.6. The Smart Card body 
 
As its predecessors smart cards can contain magnetic stripe, embossing and 

various visual security markings. But the main part, that distinguishes smart card from 
other card types and where the most of the security resides, is an embedded microchip.  

 
Micromodule. Contacts. 
 
Chip is the main element on a smart card and most of the attacks against smart 

cards are the attacks against different chip components, therefore we decided to 
consider it in more details.  Next few sections will cover the chip structure, its 
components and their functions in order to provide you with theoretical background and 
help better understand ways of performing attacks which will be considered further. 

 
Since semiconductor chip is a very fragile component of the smart card and 

cannot be simply laminated to its surface, it is always located inside the protective 
module, which is bounded into a milled indentation of the card body and located in the 
upper left corner near the edge of the card, to protect the chip if the card is twisted or 
bent. The position of the module as well as the location of the magnetic stripe and the 
area reserved for embossing is strictly defined in ISO 7811 standard. The module has 
eight metallic contacts on its surface, provides power to the chip and allows data 
communication with the terminal. Layout of contacts and their sizes are specified in 
ISO 7816, Part 2 and each of the contacts is designed according to the international 
standards for VCC (power supply voltage), RST (used to reset the microprocessor of the 
smart card), CLK (clock signal), GND (ground), VPP (programming or write voltage) 
and I/O (serial input/output line). Only I/O and GND contacts are obligatory on a card 
to meet international standards; the others are optional. Two contacts are not used 
nowadays, since they are reserved for the future functions and for reasons of 
compatibility. The dimensions of any contact are approximately 1.7 mm height and 2 
mm width. The maximum dimensions are not specified but they are limited since 
contacts must be electrically isolated from each other.  

 
In case of pure contactless systems when the chip is completely encased into the 

thickness of the smart card the ISO card format is not mandatory, as the card is not 
inserted into a slot. 
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Figure 15. Location of the Smart card module and its contacts [1] 
 
Chip 
 
The smart card microcontroller can be viewed as a miniature computer with the 

key components such as CPU, memory and Input/Output ports. Let us consider each of 
them carefully. 

 
 
Figure 16. Microprocessor chip [52] 
 
The central processing unit (CPU) executes programmed instructions. Typically, 

older version smart cards are based on relatively slow, 8-bit microcontrollers (1998) 
with clock speeds of 3.5 or 5 MHz, which often utilized a dedicated co-processor for 
complex functions such as cryptography. However this doubles the complexity of the 
system making it too slow. According to the [HENDRY, p.99], in 2001 manufacturers 
already turned to using customized controllers with 32-bit Reduced Instruction Set 
Computing Processors (RISC), running at 25 to 35 MHz. Despite 32-bit processors 
require significantly more space on the die than 8-bit processors, they have started to be 
used more and more often, because their processing power is indispensable for new 
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emerging applications. According to the source [44], a 1 MB flash memory card was 
already tested in the pilot project, which took place in Japan in 2002.  

The CPU gives a card the ability to process operations like addition, subtraction 
etc, which are essential for many of the applications of smart cards, e.g. electronic 
purses. It has the logic to control various elements of the card and an interrupt control 
system, which allows the card to respond to the terminal, enabling the former to retain a 
greater degree of control. 

 
The memory is the largest item in the design of a smart card microprocessor, 

where data and program code are stored. According to the type of semiconductor 
memory there is a main division of smart card memory into three types, such as: RAM, 
ROM and EEPROM. Further division of memory is also possible depending on the 
chip’s eventual field of application. The following are the types of memory, which can 
be used on smart cards: 

- ROM (Read-Only Memory) or Program Memory contains the chip’s 
operating system (about operating system see below), which controls all 
communications between the chip and the outside world, the access to the 
file system or applets. The ROM is masked or written during production by 
the semiconductor manufacturer and, once written, cannot be altered. Its size 
varies from a few KB to around 32 KB depending on the operating system 
function. 

- RAM (Random Access Memory) or Working Memory serves as a temporary 
storage of results from calculations or input/output communications for the 
CPU. It is a volatile memory, and looses the information immediately when 
the power supply is switched off (the card is removed from the reader). For 
example, for PIN verification, the PIN sent by the terminal or PIN pad is 
temporarily stored in RAM. Usually the size of RAM is about 256 bytes. 
The reason for such a small size is that RAM memory needs more space per 
byte than the EEPROM or ROM memory and is deliberately kept small to 
meet the specifications for smart card chips, which are limited in total size to 
25 mm. 

- EEPROM (Electrically Erasable Programmable Read-Only Memory) or 
Application memory is a non-volatile memory (i.e., it does not lose its data if 
power is shut off) and is read/write memory for the storage of data. 
EEPROM can be rewritten several times and can be programmed or erased 
in either blocks or bytes. It may contain a PIN that can only be accessed by 
the operating system and a card’s serial number that can be written to 
EEPROM during card manufacture. Most of the EEPROM memory is used 
to store user data such as biometric data, purse balance, special use 
authorization or payment tokens, loyalty tokens, demographic information, 
and transaction records. Access to the memory is controlled by the chip’s 
operating system. EEPROM is very costly in space and power; it can 
currently contain 128 Kbytes of memory with the potential for more than 
256 Kbytes.  

- FRAM (ferroelectric RAM, also called Fe-RAM) is another non-volatile 
memory technology, which is starting to be used in smart card technology. 
FRAM can read data thousands of times faster at far lower voltage than other 
non-volatile memory devices. FRAM is random access memory that 
combines the fast read and write access of dynamic RAM (DRAM)—the 
most commonly used memory in personal computers—with the ability to 
retain data when power is turned off (as do other non-volatile memory 
devices such as ROM and flash memory). Because it is fast memory with a 
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very low power requirement, it is expected to have many applications in 
small consumer devices such as personal digital assistants (PDAs), handheld 
phones, power meters, smart cards, and security systems.  

- Flash Memory (sometimes called "flash RAM") is a type of constantly-
powered, non-volatile memory that can be erased and reprogrammed in units 
of memory called blocks. Flash memory is often used to hold control code 
such as the basic input/output system (BIOS) in a personal computer. When 
the BIOS needs to be changed (rewritten), the flash memory can be written 
to in block (rather than byte) sizes, making it easy to update. Flash memory 
is more efficient in space and power than EEPROM and usually costs less. A 
form of flash memory is available today that holds two bits (rather than one) 
in each memory cell, thus doubling the capacity of memory without a 
corresponding increase in price. 

 
Some chip manufacturers provide components with a combination of ROM, flash 

memory and EEPROM.  
 
Input/Output Ports. The I/O port is used to transfer the data between the integrated 

circuit chip and the card acceptor device (CAD) in a serial fashion, bit by bit. The speed 
of communication is set by a combination of the clock speed and the dividers in the 
card; by default it is 9600 bits per second, some cards support higher speeds. The 
communication line is a bi-directional serial transmission line, which conforms to the 
ISO 7816/3 standard. All the data exchanges are under the control of the CPU. Card 
commands and input data are sent to the chip which respond with status words and 
output data upon the receipt of these commands and data. Information is sent in half 
duplex mode, which means transmission of data is in one direction at a time. 

 
Apart from the aforementioned basic components, a smart card microcontroller 

also includes: 
 
- coprocessors, designed for improving the speed of computations, such as 

exponential and modular operations with large numbers in public key 
algorithms, 

- a random number generator, which is necessary for the generation of keys to 
authenticate the smart card and the terminal, 

- environmental sensors, 
- at least one serial communication port, 
- timers, 
- and other optional dedicated peripherals. 
 
All these elements of the smart card microcontroller affect the reliability of the 

card itself. But it should be borne in mind that greater complexity would substantially 
reduce the reliability, since it is more difficult to trace the errors and possible faults of 
the system. It will also lead to an increase of the chip size and as a result make it more 
brittle. The larger the area the easier it is for the chip to be cracked when the card is bent 
or twisted. It is usually argued that a smart card chip should not exceed 20-25 mm2 and 
the shape of the chip must be as close as possible to a square to minimize the risk of 
breakage.  
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3.3.7. Smart card operating systems 
 
Data stored in a smart card microchip can be accessed only through the core of a 

card, its operating system (COS) also called the card mask. It is by far a big and 
important part of the system and deserves to be covered by more than one or two pages. 
But since it is not the primary concern of the thesis we will just briefly introduce its 
basic aspects to the reader. For more details one can read [RANKL, p. 157-267.]  

 
Because the security during program executions and the protection of data access 

are of the highest priority, a smart card operating system must be closely coupled with 
the hardware of the microcontroller used. The program code is loaded in the chip’s 
ROM by a card manufacturer, and therefore no changes at all are possible afterwards. 

 
Evolution of smart card operating system 
 
The first generation of smart card operating systems supported only single 

applications, which required different operating systems; therefore it took a while to 
mask them onto the ROM. 

The second generation of operating systems provided static multi-application 
operating systems and so could be configured with a number of applications. 

The third generation can dynamically modify the suite of applications since the 
OS is masked onto the ROM and the applications onto EEPROM, for example Open 
Architecture Smart Card Operating System (OASOS), Multi-Application Operating 
System (MULTOS) or Java Card. 

 
Operating system functions 
 
Generally a smart card operating system is similar to the operating system of PCs 

except that it is limited in size. Its basic functions are: 
 

- handling the file management, 
- providing a high level of data security by means of passwords that allow a 

user to access parts of the IC chip's memory or encryption/decryption 
measures which translate the bytes stored in memory into information, 

- transferring data to and from smart card, 
- controlling the execution commands; handling the applications together with 

Application Programming Interface, (API).  
 
Layer structure of smart card operating system 
 
From a security point of view, a microprocessor card operating system consists of 

a set of the following layers [HENDRY, p.108-109]: 
 
- Data access control. The innermost layer is concerned with handling an 

access to individual fields and how those fields can be manipulated. 
- File manager. File manager deals with the dedicated file (DF) - elementary 

file (EF) structure and the access rules for those files. DFs contain other 
lower-level DFs and EFs that logically belong together whereas EFs contain 
the files that hold the actual useful data. 

- Command handling. The command manager interprets commands and 
checks whether that command is valid at this point of the operation. 
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- Secure messaging. The functions of this layer are defined by the ISO 7816-4, 
which is designed to provide both authentication and confidentiality when 
data are exchanged between reader and card. 

- The transport manager. Provides the low-level communication functions 
required by ISO 7816-3. 

 
Such organization provides a very high level of confidence in the ability to protect 

data stored on a card under all normal operating conditions. 
 
Commands 
 
The operating system found on the majority of smart cards implements a standard 

set of commands (usually 20 - 30) to which the smart card responds. Smart card 
standards such as ISO 7816 and CEN 726 describe a range of commands that smart 
cards can implement. Most smart card manufacturers offer cards with operating systems 
that implement some or all of these standard commands (and possibly extensions and 
additions).  

 
Basic algorithm 
 
The relationship between the smart card reader and the smart card is a 

master/slave relationship with the terminal as a master and the card as a slave. Inserted 
into the reader the smart card receives each command via the serial I/O interface 
[RANKL, p. 163-165]. The I/O manager executes an error detection mechanism for 
every command. After a command has been completely received without an error, the 
secure messaging manager decrypts the message and checks its integrity.  

When the integrity has not been violated the command interpreter decodes the 
command. If it cannot decode the command, the return code manager is called, which is 
responsible for generating a complete answer for the called program segment and 
sending it back to the terminal via I/O manager. Sometimes different applications 
require different return codes. 

If the command is decoded logical channel manager switches over to the state of 
the selected channel and calls up the state machine, which defines instruction sequences 
and checks whether the command and accompanying parameters are actually permitted 
in the current state of a Smart Card. When the command is allowed, the actual code of 
the application command that carries out the processing of the received command is 
executed. If the command is prohibited in a current state, or if its parameters are not 
allowed, then the terminal receives a message via the return code manager and I/O 
manager. 

 
In order to get an access to a file during the processing of a command, the file 

manager is called, which converts a logical address of the file into its physical address 
on a chip, monitors all addresses with regards to region boundaries and tests the access 
conditions for the file in question. The file manager itself uses a lower-level memory 
manager, which is responsible for the entire management of the EEPROM and increases 
the security and portability of the OS by working with physical addresses. 

 
Apart from the rest of the operating system there is a dedicated library of 

cryptographic functions that serves all other modules.  
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Smart Card File Systems 
 
Most smart card operating systems also support a simple file system based on the 

ISO 7816 standard. A smart card file is actually just a contiguous block of smart card 
memory. A smart card file system is a singly rooted, directory-based, hierarchical file 
system in which files may have long alphanumeric, short numeric or relative names.  

Once a file is allocated, it cannot be extended and so files must be created to be 
the maximum size that they are expected to be. Smart card file systems do not support 
garbage collection or compaction. For example, file A is first created followed by the 
creation of file B. If file A is then deleted, the space occupied by A is lost until B is also 
deleted.  

Smart card operating systems support the usual set of file operations such as 
create, delete, read, write and update on all files. In addition, certain operations are 
supported on particular types of files. The table below lists some special operations on 
the different file types.  

 

File type SPECIAL 
OPERATIONS EXAMPLE 

Linear seek credit card account 
table 

Cyclic read next, read 
previous transaction log 

Transparent read and write binary picture 
SIM file encrypt, decrypt cellular telephone 

 
Table 2. Some operations on various file types [53, pages 4 – 110] 
 
Each file is associated with an access control list that records the operations 

authorized parties are allowed to perform on the file. 
 
Interoperability of operating system 
 
To take advantage of the flexibility of the smart card developers need to find ways 

of placing multiple applications on a single card. There is no standard COS for smart 
cards and read/write devices. Most smart card manufacturers develop their own masks 
depending on applications. To assure that an application can operate with products from 
multiple vendors, a software program must translate application commands and 
functions into a language specific to each card and its COS. This program, known as an 
application programming interface (API), is logically positioned between the 
application and the smart card operating system. As an example we can mention 
JavaCard API (version 2.1.1) that offers a set of improvements, such as interprocess 
protection, a mechanism for loading and updating applications and a basic security 
framework to help smart card vendors, issuers and developers deploy secure card 
services with a high level of compatibility and interoperability [54].  

 
The well-known smart card operating systems are:  
- MultOS, 
- JavaCard, 
- Windows, 
- Oscar, 
- StarCOS, 
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- Cyberflex. 
 
3.3.8. Cryptography 
 
As it was already mentioned earlier the security of smart cards and their 

applications are of primary importance. Their tremendous advantage over magnetic strip 
cards is the ability to execute cryptographic algorithms locally in their internal circuitry 
to meet the key security requirements such as authentication, integrity checking, 
confidentiality and non-repudiation (bindingness). ([55]; [RANKL, p.108]). Depending 
on the real world needs different sources break these requirements down further to 
identification [MCCRINDLE, p.95], [RANKL, p.383-384], which falls under the 
general concept of authentication, but quite often refers to the authentication testing of 
persons; privacy that is the broader concept of confidentiality [MCCRINDLE, p.104]; 
[1, p.15]; verification [1, p.21], validity [MCCRINDLE, p. 104] and etc.  

Below is an overview of the basic cryptographic algorithms used within smart 
cards with their relation to a particular security requirement and briefly describe each of 
them. 

 
Confidentiality 
 
Confidentiality is a process of prevention of unauthorized disclosure of 

information [56, p.5]. It is ensured by use of symmetric and asymmetric cryptographic 
algorithms (since this chapter provides only the basic aspects of cryptographic 
algorithms, for more detailed information we advice you to look at [58] and also [61]). 

 
Symmetric cryptographic algorithms use the same secret key for encryption and 

decryption. The security of the encryption process depends on secure generation, 
transmission, storage, and management of the key as well as the key length. Knowledge 
of the key can provide proof of identity.  

The best-known and widely used form of a symmetric algorithm is the DES (Data 
Encryption Standard) algorithm, also known as DEA (Data Encryption Algorithm), 
developed by IBM and standardized in 1977 by the ANSI and FIPS 46-2. It is a block 
encryption algorithm, with fixed input and output lengths of 64 bit blocks and keys of 
56 bits length (for more information on DES see section 3.4 PIN below).  

Where more security is required for protecting critical and long-lived data triple-
DES algorithm can be used. It is encryption with the DES algorithm performed three 
times, which has the effect of doubling the key length that leads to a greater security.  

DES is a quite simple and relatively fast algorithm that is directly available in 
hardware, but can also easily be implemented in smart card software. 

There are many other symmetric cryptographic algorithms (for example, AES, 
IDEA), but all of them have one main drawback that is both sides of the transaction 
need to know the secret key; therefore the security can be compromised during the key 
transmission from one party to the other. 

 
Asymmetric cryptographic algorithms use two different keys for encryption and 

decryption, which are mathematically related. One key is the public key and used for 
encryption of a message and another one is the private key and used for decryption of a 
message. Having both of them helps to avoid problems associated with exchanging and 
transferring the key in symmetric algorithms.  

The most popular asymmetric cryptographic algorithm used nowadays is the RSA 
algorithm, which got this name after the initials of its inventors (Rivest, Shamir and 
Adleman). It is based on modular exponentiation with very long exponents. The main 
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principle of this algorithm is that anybody who knows the public key can use it for 
encrypting messages, but only the owner of the private key can decrypt them. And also 
the owner of the private key can encrypt messages that can be decrypted by anybody 
with the public key. Because of the relationship between the keys anybody successfully 
decrypting a message can be sure that only the owner of the private key could have 
encrypted it.  

The security of the encryption process as well as in symmetric cryptographic 
algorithms depends on the key length. There are three common values for the key 
length. 512 bits is considered insecure; 768 bits provides moderate security and is 
considered to be reasonably safe and 1024 bits provides a high level of security.  

The disadvantage of the asymmetric cryptographic algorithm is that it takes more 
time for computation than the symmetric algorithm and therefore it is rarely used for 
general data encryption in smart cards, which is usually done by DES. The best solution 
for the RSA algorithm is to use it for digital signatures and for protecting symmetric 
keys, while sending them from one partner to the other. 

 
Integrity 
 
Integrity is a process of prevention of unauthorized modification of information 

[56, p.5].  
A traditional technique for ensuring integrity between two communication parties 

is the use of MAC (Message Authentication Code). MAC is a unique 8-byte value 
generated with the help of a symmetric cryptographic algorithm for a particular 
message, appended to it and sent together with this message to the recipient. It is based 
on a shared secret key, which both the smart card and the smart card reader know. Upon 
receiving the message the recipient calculates the MAC for the message and compares it 
to the received MAC accompanying the message. Even minor changes in the message 
drastically change the MAC value, therefore the recipient can find out easily if the 
message has been altered on its way between origin and reception or not.  

 
Non-repudiation 
 
Non-repudiation is a process of establishing the proof of participation in a 

particular transaction by all the parties of the transaction, and so none of the parties can 
claim afterwards that it did not actually take part in the transaction. Non-repudiation can 
be achieved by means of a digital signature that is based on public key cryptography. 

The main property of the digital signature is that only one party can generate it but 
all others can check its authenticity. It will take much time to sign the message, since it 
is thousand bytes long. Therefore instead of computing a MAC over the entire data 
string, the message passes through a hashing algorithm. The most popular hashing 
algorithm that is currently in use on smart cards is SHA-1 (The Secure Hash 
Algorithm). Through applying SHA-1 a hash value is produced, which is further 
encrypted with one’s RSA private key and can be called a digital signature. This 
signature is now attached to the message, together with one’s certificate (certificates 
will be more deeply treated in the Authentication part). To verify the digital signature 
one party first checks the certificate, then using the public key taken from this certificate 
decrypts the digital signature to reveal the hash value, and then by hashing the message 
with the same algorithm compares whether the two values match. Digital signatures can 
be produced not only by the RSA algorithm. There was developed a special 
cryptographic procedure, named DSA (Digital signature Algorithm) that does not 
support data encryption/decryption. For more information about digital signatures and 
the DSA algorithm have a look at [59], [60]).  
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Authentication 
 
Authentication is a process of verifying the identity and authenticity of a 

communication partner [RANKL, p.144-145]. It means that the card and reader while 
communicating with each other should be sure that the second party is a genuine one 
and not a fraudulent device inserted in the communication line.  

Authentication is based on the challenge-response procedure, and for establishing 
it efficient and flexible mechanisms such as digital certificates are widely used.  

The main idea of certificates is that one party generates both the private and 
public key, places the public key into a certificate request and sends it to a trustworthy 
agency, named a certification authority (CA). The latter checks the party’s credentials 
and then certifies its public key by issuing a certificate, typically X.509, which contains 
the necessary details of the party (e.g. name, address and so on) and its signed public 
key. All this information is digitally signed by the CA using its private key and the 
authenticity of the certificate itself can be checked by the other party using CA’s public 
key. 

 
Three main types of authentication can be defined within the smart card world, 

such as: authentication of the card, the reader and the card-holder [57].  
 
Authentication of the card. The card generates a message, corresponding to its 

validity, and sends it to the reader either directly or in encrypted form depending on the 
security purposes. The reader can also verify the card against a list of stolen cards and if 
necessary lock it so that it no longer can be used. 

 
Authentication of the reader. The reader generates a message and sends it to the 

card that in turn checks whether the reader is valid or not. If this validity checking is 
failed the card can prevent the reader from gaining access to the information held on the 
card. 

 
Authenticating the card-holder. This can be done by using one of the following 

approaches or combination of them [56, p.26-28]: 
- something you know (e.g. secret PIN or password), 
- something you hold (e.g. smart card or other token), 
- something about you (e.g. biometrics). 

It is worth mentioning that many systems still use single factor authentication. 
However, better authentication can be guaranteed with a combination of two or three 
factors on one card. For example, a token that is a smart card is activated with a 
password and access to the applications with sensitive information granted through 
fingerprint. This is known as 'three-factor' authentication. 

 
Knowing the PIN (Personal Identification Number) is the most commonly used 

method of cardholder authentication. The PIN is a number of four to sometimes 6 digits 
that is typed in using the terminal keypad or a computer keyboard, sent to the smart card 
and compared with the one stored on the card. In case of a match it is assumed that the 
person who presented the card is the genuine one and hence access is allowed to the 
system (for more information about PIN see section 3.4 below). Since there are so many 
different numbers one has to keep in mind, there is a risk that the person can simply 
forget the PIN, or write it down on the card or paper so that it can be easily taken away 
by someone without permission. 
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Authentication by means of ‘something you hold’ is similar to the previous 
method with knowing the PIN. Quite often smart card is supplemented with the PIN. 
Having the card and the PIN someone can easily get access to the system. This approach 
is a little safer than the PIN code, since the possession of an object is necessary, but 
there are still some risks involved, for example, the card can be given away, lost, 
mislaid or simply stolen by a criminal. 

 
All these examples demonstrate that such authentication methods cannot 

guarantee that the person who knows the secret (PIN) or possesses the card is the 
legitimate one. In order to use the full potential of smart card technology and to improve 
the authentication procedure, the measurements of specific features of the human body 
[RANKL, p.384] or more precisely, unique personal characteristics of the cardholder 
[MCCRINDLE, p.96], known as biometrics, have started to be used. They cannot be 
lost, stolen or transferred to another person as easily as PIN. Some of these biological 
features are: 

 
- face; 
- iris (eye); 
- retina (eye); 
- hand geometry; 
- fingerprint; 

and also some behavioural features: 
- speed of typing; 
- voice; 
- dynamic signature. 

 
For measuring these features additional equipment is required. The characteristic 

is measured, digitised and recorded into the smart card EEPROM. 
The fingerprint and handwritten signature are very popular authentication 

techniques with relation to smart cards, they are widely used all around the world for 
different applications since they are affordable, easy to use and do not require complex 
readers compared with the others, for example retina pattern or vein pattern recognition. 

 
With biometrics the problems of "false positives" and "false negatives" arise since 

actual measurements, which are compared with the stored template do not give the 
precise match [56, p.27]. Therefore sometimes accepting the wrong user and rejecting 
the legitimate one by the system occur. But this can be solved by finding the right 
balance between those errors for every single application.  

Despite those errors biometrics still can be considered the strongest way of 
proving the identity. And if it is combined with other authentication methods false 
rejects can be substantially minimized. 
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3.3.9. Attacks against smart cards and prevention techniques 
 
Some people used to think that since the machinery needed to produce a smart 

card costs $20 million, the system must be already secure. Is it really the truth? 
Smart Cards are used in a great variety of applications because of their numerous 

security features. Unlike magnetic stripe cards they are certainly much harder to copy, 
provide a secure environment for data and program and assure strong protection from 
unauthorized access. But are they really as safe and tamper-resistant as many 
representatives of the smart card industry used to claim? Or is their protection strength 
overestimated? Or they have some imperfections that could have been overlooked by 
the developers, and therefore subject the card to different kinds of attacks? 

 
In this section, based on the theoretical background on smart cards considered 

previously, we intend to show that the smart cards have their own vulnerabilities and 
can also be routinely cracked or tampered with. It is just a matter of time and money. 
We will deliver the summary of most of the well-known methods to attack smart cards 
and their prevention techniques focusing on the security of the smart card itself, and on 
its contents. The attention will be put on the information-technological part of the smart 
cards, rather then on the exterior security features of the card. The latter will be 
discussed in the next part. 

 
3.3.10. Classification of the attacks 
 
The overall security of the smart card is guaranteed by the presence of four 

components, such as: card body, microprocessor hardware, microprocessor 
software and application and proper work of their defence mechanisms. The first 
component has many security features that can be read by machines or simply checked 
by humans. These features are not specific to smart cards. Other types of cards also 
have them. The last three components are independent of the card body but closely 
related to each other, providing physical and logical security of the smart card. If any 
one of them fails the security of the system can no longer be guaranteed. Because of 
their responsibility for proper and secure work of the smart card, these components are 
the main targets for the attacks.  

 
Before considering the attacks we are going to illustrate their basic classification 

since the rest of the chapter will be strictly based on it. 
As it is mentioned in [RANKL, p.402] all the attacks can be divided in accordance 

with each phase of the card’s life cycle into: attacks during the development stage, 
attacks during the manufacturing stage and attacks while the card is in use. Further they 
are classified into ones carried out on physical level, on logical level and on social level. 
Often attacks on the physical level are designated as internal or invasive attacks and 
carried out using chip testing equipment to extract data directly from the chip. Attacks 
on the logical level known as external or non-invasive attacks involve the exploitation 
of unintentional electromagnetic emissions, protocol design flaws and other 
vulnerabilities that reveals themselves externally. Attacks on the social level are those 
that are primarily directed against people that work with smart cards, like chip 
designers, software designers or, later in the life cycle of the card, cardholders.  

Within invasive and non-invasive attacks one may distinguish passive or active 
attacks. The standard passive invasive attack involves using microprobes to monitor a 
smart card’s bus while a program is executing; in an active attack, signals may be also 
injected, the classic example is the use of a grounded microprobe needle on the clock 
line to the instruction latch to disable jump instructions. A passive noninvasive attack is 
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analyzing the electromagnetic field in the neighborhood of the device under test, while 
glitching is the classic example of an active attack [62]. 

Well-equipped laboratories can do both of these types of attacks. By now 
persistent amateurs have often managed to undertake non-invasive attacks, but no one 
can deny that shortly they will be able to carry out the invasive ones as well.  

 
3.3.11. Attacks and prevention techniques during the smart card life cycle 
 
As we mentioned previously the smart card life cycle comprises three main 

stages: development stage, production stage and stage when the card is in use. The 
probability of carrying out attacks during the development and production stages, which 
are typical insider attacks, is much less compared with when the card is in use, since 
they require access to the facilities and a high level of expertise knowledge. But 
nevertheless there is a potential danger of someone performing some technically 
interesting and successful attacks during these stages. This part gives a concise 
description of the main attacks and relevant prevention techniques during every stage. 

 
Development stage 
 
Attacks during development stage are aimed at chip hardware, chip software and 

generation of applications. An attacker who knows the exact design criteria and the 
layout of the functional elements on the chip can use this knowledge later for physical 
analysis of the smart card microcontroller. 

 
Following security principles should be obeyed at this stage in order to 

prevent from making changes inside the chip and obtaining sensitive information 
about the internal chip design by outside attackers. These are: the use of access-
controlled and supervised rooms; computer systems, which are independent and 
isolated from the outside world, involving as few as possible persons into the 
process; independent testing agencies performing the evaluation of the design and 
existing protection mechanisms of the chip, to protect from insider attacks. 

Other protective techniques are the use of documented features that makes 
impossible to unintentionally overlook them during hardware evaluation and the 
use of a unique chip number, which is written into the WORM (write once, read 
multiple) memory and helps to uniquely trace every chip. 
 
During software development attackers can use various software tools such as 

compilers and simulators, with an unknown origin for modifying different programs.  
 

The countermeasure for this kind of attack is that proper work of every 
software package must be verified in dedicated tests and sometimes two different 
compilers can be used for better results. 

As in the case with the hardware development only documented features 
must be presented in software. 

The ‘Four eyes’ principle must be observed which means that developers 
should never work alone. In this case an attack becomes harder to carry out since 
developers must agree on it.  

Another principle that also has to be strictly followed is knowledge dividing. 
Each individual from a working group should possess the knowledge related to 
his/her particular part of the work, i.e. no one has complete knowledge of all the 
components.  
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Production stage 
 
Attacks during the production stage are referred to all processes of production 

hardware. Use of dummy chips or dummy smart cards in the finishing process is a 
possible type of attack. 

 
The strongest protection against such an attack is applying an authentication 

procedure for each access in the finishing process. 
 
Card in use 
 
The amount of attacks during the card usage stage is very diverse. They comprise 

different attacks, which are performed on the physical level and attacks, performed on 
the logical level. The probability of carrying them out is higher compared with the two 
previous stages, since access to the components to be attacked is much easier. The 
following sections describe these attacks with their relevant prevention techniques more 
specifically. 

 
3.3.12. Physical level. Invasive attacks and prevention techniques 
 
Attacks on the physical level or invasive attacks involve depackaging of the chip 

module from the body of the card and applying different physical and chemical methods 
to it. In order to conduct this kind of attacks high technical equipment, such as 
microscopes, laser cutters, focused ion beams, fast computers, as well as professional 
knowledge of the people who can work with it and a proper budget are required. This 
kind of attack leaves clearly visible traces of tampering, that is why they are usually 
applied to stolen cards or in situations in which the owner of the smart card is interested 
in defeating its security (e.g., in pay TV or telephony applications). They are extremely 
powerful in extracting general information about the smart card system, but are rarely 
used to extract individual user keys due to their cost and complexity. 

 
Removing the chip module 
The first thing that has to be done before mounting such an attack is removing the 

chip module (reference on chip module see chapter above). This can be done by 
dissolving the plastic using acetone; by heating the card plastic until it becomes flexible, 
and then bending it to remove the module; or by simply using a sharp knife or lancet to 
cut away the plastic behind the chip module until the epoxy resin becomes visible. This 
resin then may be dissolved in an acid bath by applying a few drops of hot (60°C) 
fuming nitric acid (>98% HNO3) [HENDRY, p.109], [63], [64]. Before the acid 
dissolves too much epoxy and gets solid, acid and resin have to be washed away by 
shaking the card in acetone in an ultrasonic bath. The procedure may be repeated if 
necessary until the chip is fully exposed. Once it happens the chip is attached to a test 
package and can be examined and attacked directly.  
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Figure 17. Fully functional smart card processor with covering plastic removed 

for microprobing experiments. [63] 
It is worth mentioning that according to the authors of [63], M. Kuhn and R. 

Anderson, all the tools necessary for removing the chip from the micromodule can be 
obtained for $30 in a pharmacy. 

 
Reverse engineering 
 
Reverse engineering is the most extreme form of an invasive attack where the 

smart card is depackaged and completely analyzed. It allows understanding of the chip 
architecture: the layout of blocks, such as memories, buses etc. 

 
Delayering and block localization 
The first step is to create a map of a new processor. It could be done by using an 

optical microscope with a CCD camera to produce high-resolution photographs of the 
chip surface [65].  Deeper layers can only be recognized in a second series of 
photographs after the metal layers have been stripped off, which can be achieved by 
etching the chip (e.g. ‘wet etching’).  

The etching process can be improved by injecting a gas like iodine via a needle 
that is brought to within a few hundred micrometers from the beam target. Using this 
etch technique deep holes are created at arbitrary angles to get access to deep metal 
layers without causing damage to the neighboring structures. With another gas, such as 
a platinum-based organo-metallic gas, platinum can be deposited to establish new 
contacts. There are many others gases that can be deposited to establish surface contacts 
to deep metal without contacting any covering layers. 

 
More sophisticated tools like focused ion beam (FIB) workstations can be used to 

perform attacks. This device can cut tracks in a chip’s metallization layer, deposit new 
tracks or isolation layers, implant ions to change the doping of an area of silicon and 
even build vias to conductive structures in the lowest layers. FIBs can also represent 
samples from secondary particles similar to a scanning electron microscope (SEM) with 
down to 5 nm resolution. Modern FIB machines cost several million U.S. dollars and 
are available in many semiconductor companies and some universities, but attackers can 
rent processing time on them for a few hundred dollars per hour. 

 
With the help of laser interferometers or infrared imaging, it becomes possible to 

navigate blindly on a chip surface with 0.15 µm precision, even if the chip has no 
recognizable surface structures; locate individual transistors and contact them through 
the silicon substrate by FIB editing a suitable hole. The last technique has not been in 
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use by attackers so far, but it is very probable that it will become much more commonly 
available in the near future. 

 
In the beginning of 90’s another technology for reverse engineering of chips was 

developed at Cavendish Laboratory in Cambridge. It was published in 1993 in [66]. 
Authors of this article built an apparatus for smart card reverse engineering, which 
consists of a slightly modified electron beam lithography machine, working as an 
electron microscope and a PC with both a DCT chip and locally written software for an 
image processing. In addition a technique for etching away a layer at a time, known as 
‘dry etching’, and a technique to show up N and P doped layers in electron micrographs 
were developed. Images of the successive layers are inserted into a PC, where special 
image processing software cleans the initially fuzzy image of the metal tracks, shows 
their clear representation and identifies common chip features. 

This technology has been tested by reverse engineering the Intel 80386 and it took 
two weeks; about six instances of a given chip are enough to get it right. The output 
usually takes the form of a mask or circuit diagram, or even a list of the library cells 
from which the chip was constructed.  

 
At Scandia National laboratories a more sophisticated attack was invented, which 

involves looking through the chip with an infrared laser to which the silicon substrate is 
transparent [67]. It allows probing of the device's operation and identification of logic 
states of individual transistors and imaging the chip to identify open conductors and 
voltage levels without damage.  

 
There are several ways to prevent such an analysis of the chip. The first one 

which has to be borne in mind is to use fine structures and small dimensions of the 
chip [RANKL, p.412]. In addition, use of standard cells is unacceptable, 
functional elements of smart card chips should be developed for a particular 
application. It is also beneficial to use so called dummy structures that do not have 
any actual function but the intention to confuse or mislead an attacker. For 
example design elements, that look like transistors, but are in reality only a 
connection between gate and source or 3-input NORs which function only as 2-
input NORs. Making the design in such a way that different layers share specific 
parts of the circuit among each other is a very important protective chip feature. 

 
Bus localization 
A tool, known as an electron-beam tester (EBT), is a scanning electron 

microscope (SEM) with a voltage-contrast function which observes the activity of 
signal lines with submicrometer resolution. Besides, in a slow scan image mode it is 
possible to visualize different clock rates across the bus lines. If the clock frequency of 
the observed processor can be reduced below 100 kHz then it becomes possible to make 
a real-time recording of all bus lines or, if the processor can be forced, to generate 
periodic signals by continuously repeating the same transaction during the 
measurement. 

 
As a means of protection a low-frequency sensor is commonly found on 

smart card processors. And to prevent it from being easily disabled by laser 
cutting or FIB editing the RC element, an intrinsic self-test can be built into it, so 
that any attempt to tamper with the sensor should result in the malfunction of the 
entire processor [68].  
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Other sensors should also be placed into the normal operation of the 
processor, since having one sensor only, for example a frequency detector, can 
easily be circumvented by destroying its signal or power supply connections. 
These following sensors and others can be found on a single processor: 

- Special sensor circuit for determining the presence of a 
passivation layer. In case of its damage, an interrupt is triggered to the chip 
software or hardware, and shutting down of the chip occurs. 

- Power-on detector recognizes a power-on condition and ensures 
that the chip is placed in a defined initial state when power is first applied. 

- Voltage monitor, which shuts down the chip if the supply voltage 
exceeds its lower or upper limits. 

- Temperature sensor, which detects the abnormal temperature 
variations of the chip components. 

 
Apart from sensors other countermeasures can be employed into the card, 

such as: bus scrambling (either static or chip specific) see Figure 17, which means 
that the functions of the individual bus lines cannot be recognized from the 
outside; placing all buses which connect the processor to ROM, EEPROM and 
RAM inside the chip, thereby make the direct connections to them impossible; use 
of dummy activity on buses.  

 
 

 
 

 

Data bus with the usual semiconductor 
layout Data bus with chip specific scrambling 

 
 Figure 18. Bus scrambling in a smart card microcontroller illustrated using an 8-

bit data bus between the CPU and the RAM, [RANKL, p.418] 
 
Reading the memory content 
ROM 
As it was previously mentioned ROM is a crucial part of the circuit since it 

contains most of the operating system routines, various testing and diagnostic functions 
(see paragraph Micromodule. Contacts. Chip above). Using the optical analysis the 
content of the ROM can be read bit by bit with further arranging these bits into bytes, 
and then organizing these bytes for obtaining the complete ROM code.  

 
The preferable solution for preventing the ROM’s content from such an 

attack is to put it into the lower layers of the chip instead of top layer where it can 
be easily accessible.  
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In case when the ROM is placed into the lower layers it becomes possible to use 
selective etching to reach the appropriate metal layer and the metal connections. In 
addition, when the chip is glued to a carrier upside down and the rear surface is 
grounded off, the reading of the ROM contents becomes possible. 

 
As a protective technique, the ion implanted ROM can be used, which is not 

seen using visible or ultraviolet light. 
 
The use of ion implanted ROM can also be attacked by means of more scrupulous 

work such as a complete delayering to reach the silicon layer with further chemical 
attack to reveal the doping differences and make the content readable by optical 
observations. 

 
The more reliable preventive technique from illegal extraction which is used 

by all chip manufacturers is the ROM encryption. The ciphering algorithm 
depends on both the data value and the address. So a complete reverse engineering 
of the decoder’s logic is necessary. In addition, ROM code will be systematically 
filled with random data when the code size is not equal to the complete ROM size. 
 
RAM 
The RAM data that are used for various computations (see paragraph 

Micromodule. Contacts. Chip above) can be read by SEM measuring voltages on very 
small regions of the crystal. Applying power to the chip and observing the chip in image 
mode reveals the DC (direct current) conditions on the surface layers of the chip.  

 
The passivation and current-carrying metallization layers which are 

necessary for distribution the supply voltages for the chip are the powerful 
techniques of protection from this kind of attack. Their removal inevitably leads 
the chip to improper work. 

Sometimes the chip can be fabricated in such a way that it contains 
meandering current-carrying structures either on the very top of it or they are 
embedded into its working parts. The former case requires special protection, such 
as the use of an underfrequency detector, monitoring the resistance of these 
structures while the latter case immediately shuts down the chip after the damage 
of these structures occurs. 

Opaque layers can also be used for protection, because the remove of such a 
layer is detected at once and leads to disabling the chip. Their main feature is that 
the integrity is monitored by phototransistors, which are easily implemented in 
semiconductor devices. 

Like in the ROM case, the RAM can also be encrypted, in a way that 
depends on both the address and data or scrambled, in a way that depends on the 
address only. 

 
EEPROM 
This non-volatile memory is used to store application data, part of executable 

code and sensitive data like PIN codes or session keys (see paragraph Micromodule. 
Contacts. Chip above). Reversing the EEPROM consists in finding the state of the 
floating gate (others attacks on EEPROM and related prevention techniques are 
discussed in the following sections).  

 
As with others memory types, non-volatile memory can be encrypted or 

scrambled in order to increase the security.  
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Chip Microprobing 
 
Microprobing is closely associated with reverse engineering of the chip. It implies 

removing the chip from the card and interacting directly with its components. 
 
After the chip package is detached from the card body the passivation layer or at 

least a part of it should be removed, to enable probes to establish contacts or before an 
electron beam tester (EBT) can be used for accessing on-chip signals, since it 
accumulates a positive charge of secondary electrons, emitted by the chip surface and 
causes the signals to disappear after a short while. This can be done by applying the 
following approaches: 

 
- Use of chip testers that typically remove the passivation layer using dry 

etching with hydrogen fluoride. 
- Use of microprobing needles that remove the passivation just below the probe 

contact point using ultrasonic vibration. 
- Use of laser cutter microscopes (see Figure 18 below) that create very small 

windows by drilling and cutting (e.g. just one single bus can be exposed), 
using carefully dosed high power laser beam. Such small sizes prevent 
accidental contacts with neighbouring lines and make the position of the probe 
more stable and less sensitive to vibrations and temperature changes. 
 

 

 
Figure 19. Example of window opened in the passivation layer using laser cutter. 

[69] 
 
When EBT is used, one might therefore think that such attacks would require dry 

etching facilities. However, in some experiments with an electron beam tester, it was 
found that the charge accumulation effect is less serious when the chip is still covered 
with a thin dirt layer of HNO3 and resin remains, which is probably weakly conductive. 
Therefore it was suggested that a suitable weakly conductive layer might be deposited 
on top of the passivation layer as an alternative way of preventing the charge build-up 
[63]. 

 
A microprobing workstation with a special optical microscope is the main tool for 

most types of invasive attacks. It costs several hundred thousand dollars but the attacker 
can obtain the required tools much cheaper, for example, buying them on a second-hand 
market. Sometimes for successful microprobing attack modification of the circuit or 
chip structure is required. Therefore the use of FIB can further extend a microprobing 
attack. 
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Two types of microprobing exist, namely: mechanical probing and e-beam 
probing (see Figure 19 below). The former uses a micro-probe on a micromanipulator 
with a probe station and is getting harder to use when the feature size drops below one 
micron. The latter is a contactless method based on secondary electron analysis and can 
be easily used with very small dimensions. 

 

  
 
Figure 20. Mechanical probing (on the left), E-beam probing (on the right) [69] 
 
The typical attack is to disconnect almost all of the CPU from the bus, leaving 

only the EEPROM and a CPU component that can generate read accesses (see figure 
19) [63]. To access and read out all memory cells without the help of the card software 
the program counter is incremented automatically during every instruction cycle and 
read the next address. 

 
 
Figure 21. Read-out attack modifications on a security processor 
It is  performed with a focused ion beam workstation allow easy access to secret 

EEPROM content with a single microprobing needle. [63] 
 
To prevent the processor from executing jump, call, or return instructions 

disturbing the program counter from its normal read sequence it is necessary to slightly 
modify the instruction decoder or program counter circuit with a laser. Now the attacker 
needs only a single microprobing needle or electro-optical probe to read the entire 
EEPROM contents. This makes the program much easier to analyse than in passive 
attacks, which typically yield only an execution trace; and also avoids the considerable 
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mechanical difficulties of keeping several probes simultaneously located on bus lines 
that are perhaps a micrometre wide. 

 
An authentication procedure can be a strong means of protection against 

such an attack. For example some banking cards read sensitive data from memory 
only after the authenticating process between card and reader is carried out 
successfully. 

In theory it is also possible to add separate so called watchdog counters that 
reset the processor if no jump, call, or return instruction is executed for a certain 
amount of time. 
 
Another manipulation with the program counter that attackers can try further is to 

increase the number of iterations in software loops that read data arrays from memory to 
get access to all bytes. For example, this can be achieved with a microprobe that 
performs a glitch attack directly on a bus-line. 

 
Other types of attack could also be undertaken when the content of specific 

memory bits is intentionally modified. For example with 2 microprobe needles (which 
are used to make a galvanic contact with metal tracks on the chip) any given bit in an 
EEPROM can be set or reset that makes the extraction of the location of the DES key 
trivial, and with a laser cutter microscope any given bit in a ROM can be modified as 
well. 

 
The countermeasure for these attacks is that most smartcard operating 

systems encrypt sensitive data and write them into the EEPROM so that it 
becomes difficult to obtain the cleartext keys by directly hacking into it.  

Another protective technique is the use of an active shield that is a 
metallization layer whose integrity is checked by sensors. If there is a 
disconnection or modification in it, the chip does not operate anymore. And since 
its all paths are continuously monitored for interruptions and short-circuits while 
power is available, this prevents laser cutter or selective etching access to the bus 
lines. Alarms should immediately set to zero all the non-volatile memory for all 
plaintext cryptographic keys and other unprotected critical security parameters. 
 
During the fabrication all microcontrollers have to pass through several testing 

stages. The test mode allows much more types of access to the memory compared with 
when the card is already in use. Access and reading data to/from EEPROM is inevitable 
during this stage. Therefore it is very important to make an irreversible switching from 
the test mode to the user mode when the testing is successfully completed. For this 
purpose a polysilicon fuse is blown on the chip that disables the test circuit in such a 
way that normally this cannot be reversed. However using microprobe needles or FIB 
editing the attacker is able to activate it again, read out the entire memory content and 
then to clone the smart card [RANKL, p.419].  

The smart card chip 3101 used in Mondex ‘electronic purse’ scheme was broken 
by microprobing. A link fused in a smart card processor while intact activated a test 
mode in which the card contents were simply dumped to the serial port. At the last RSA 
conference, Tom Rowley of National Semiconductor reported a similar attack on an 
unnamed chip using an ion beam to rewrite the link [70].  

 
Obviously it is of primary importance not only to make irreversible mode 

switching by slightly modifying the circuit but also to destroy the test circuit by 
the manufacturer in order to stop the attacker from getting full access to sensitive 
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information. This can be done by reserving a part of EEPROM for the switch over 
mechanism in such a way that if it contains an unalterable value, it means that 
irreversible switching to the user mode has occurred. Even if an attacker 
overcomes the fuse, the chip will not return to the test mode since it has additional 
logical protection. 

Another approach to defend against this type of attack is to saw off the test 
pads needed for making contact with the chip for performing the tests. In this case 
neither a fuse nor the EEPROM cells are needed to switch between the modes, 
since the elements needed for the test mode are no longer present. 
 
Defensive mechanisms offered by Philips Semiconductors 
Several defensive mechanisms against physical attacks, which were offered by 

Philips Semiconductors are deserved to be mentioned in this work [71]. So called ‘glue 
logic’, which depending on the degree of scrambling, transfers the entire chip logic into 
a random layout so that it makes identification of individual blocks and any navigation 
on the chip area nearly impossible (see Figure 21).  

 
Figure 22. Part of glue logic design [69] 
 
Another feature offered for memory protection is de-correlation of the location of 

data and its actual address location. This technique, however, only applies to 
dynamically updated memory (e.g. RAM). 

 
3.3.13. Logical Level. Non-invasive attacks and prevention techniques 
 
Attacks on the logical level or non-invasive attacks are used to recover secret data 

from secure device by manipulating the supply voltage, clock signal or electromagnetic 
radiation produced during normal operation of the card without causing any harm to the 
device itself. This type of attacks comprises classical cryptoanalysis, attacks that use 
known faults in smart card operating systems and Trojan horses in the executable code 
of smart card applications. Performing some of these attacks requires advanced 
knowledge in electronics, cryptography, signal processing and statistics. Compared with 
invasive attacks, which usually take much time and expensive tools, attacks on the 
logical level can be carried out in a short period of time with minimal investments and 
usual hardware. For example, one can find programmer units for PIC16C84 widely 
available for sale in the Internet for quite reasonable price [72].  

 
As it was previously mentioned in section cryptography, a smart card uses a secret 

key to process input information and produce output information. Theoretically it is 
assumed that an attacker has access to input and output information only, and the other 
information about keys is not available (see Figure 22).  
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Figure 23. Traditional cryptographic assumptions [73] 
 
However a cryptosystem can leak information (see Figure 23). The information 

leakage occurs in various manners. It can be presented by electromagnetic radiation or 
error signals, emitted by ciphering device, timing intervals between processing 
instructions, light (radiated, laser, infrared, etc.) signs, fluctuations in power 
consumption, etc. It becomes extremely dangerous when an attacker gets access to this 
information, since he can use it for analysis and breaking the chip with further obtaining 
the secret information [73].  

 
 

 
 
Figure 24. Actual information available [73]  
 
 Timing attacks 
 
Originally information about timing attacks was published in Paul Kocher’s paper 

in 1996 [74] but the results of these attacks were rather theoretical. Two years later, in 
1998, authors of another paper [75] introduced several improvements on Kocher's ideas, 
and made practical implementations, such as breaking a 512-bit key in a few minutes by 
collecting 300 000 timing measurements and recovering 128-bit keys in a few seconds 
using a personal computer and less than 10 000 samples.  

Timing analysis exploits the execution time of operations on a smart card. The 
main principle of all timing attacks is that different operations of a cryptographic device 
have different computation time. If an attacker has access to the card and can make a 
series of measurements of the time required for partial operations, then by analyzing this 
data he can recover the secret key and hence break a cryptographic system. This can be 
done, for example, by measuring the question-answer delay (see Figure 24).  
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Figure 25. Principle of timing attack [75]  
 
According to both articles mentioned above RSA, DSS, IDEA, DES, Diffie-

Hellman and RC5 algorithms are the most vulnerable to the timing attacks. 
 
In older designs the execution time varied according to the data and/or the 

cryptographic keys that were being processed. Therefore the most obvious 
countermeasure offered to prevent timing attacks was masking the time. There are two 
ways of doing it [74].  

The first approach is to make all the computations use the same amount of 
time, independently of what was the input. This has a drawback, since it is quite 
difficult to run the software in fixed time (unexpected timing variations may be 
introduced by its different factors).  

Another approach is to make timing measurements inaccurate by adding, for 
example, random delays to the algorithm, so that it becomes impossible to 
determine the right operation. This is equivalent to white noise, which can easily 
be filtered out for an increase in sample size. 

The other countermeasure is similar to blinding signatures techniques [74]. 
Hiding the internal state makes an attacker unable to simulate internal 
computations any more thereby preventing use of knowledge of the running times.  
 
Power analysis 
 
First, let us consider one interesting example. During the RSA Conference 2002, 

which took place in San Jose, California, specialists of the leading smart card 
manufacturer Datacard Group, based on differential power analysis and differential fault 
analysis techniques, simply showed that poorly designed cards could be cracked the 
same way that poorly designed firewalls can be breached [76]. They had a live 
demonstration of the ability to extract key information from tamper- resistant smart 
cards by observing and carefully analyzing how much power the card chip consumed at 
each moment. The power consumption was monitored on an oscilloscope and the 
engineer from Datacard Group pointed out the individual parts of the DES algorithm 
and the precise moment that the card began each calculation. The special unlocking 
program, looking for bits of secret information, gave out a DES key after a couple of 
minutes. Triple DES was opened in the same way but took more time. The same amount 
of time was spent on finding a pair of large simple numbers, composing an RSA key.  

Specialists believe that power analysis methods should be considered seriously, 
because attacks based on them are quite fast, easy to implement with relatively low cost 
per device and are especially dangerous in financial applications such as ATM cards, 
credit cards, and electronic wallets, in which users have to insert their cards into card 
readers owned by a potentially dishonest person. 
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Simple power analysis (SPA) 
 
SPA is a technique that involves direct observation of a system’s power 

consumption during performance of cryptographic operations. It is well known that 
various operations have different levels of activity and consume different amount of 
power, therefore it is possible to define a power trace [77], which is a set of power 
consumption measurements during a cryptographic operation. By analyzing such traces 
one can make differentiation of the operations performed, like rounds, exponentiations, 
multiplications, etc. (for example, an increase in power consumption might indicate that 
a modular exponentiation is being performed) and determine the implementation of the 
cryptographic algorithm used by the system. For instance, RSA has visible differences 
between multiplication and squaring operations while DES has differences between 
permutations and shifts (see Figure 25) [73].  

 

 
 
Figure 26. SPA monitoring from single DES operation performed by a typical 

smart card.  
The upper trace shows the entire encryption operation, including the initial 

permutation, the 16 DES rounds and the final permutation. The lower trace is a detailed 
view of the second and third rounds. [73]  

 
The SPA technique usually gives better results if an attacker has extensive 

knowledge of the internal mechanisms of the particular microprocessor.  
 
Many smart cards are found vulnerable to this kind of attacks, but as 

Cryptography Research claims it is not difficult to build SPA-resistant devices.  
The prevention techniques will be described further, since they are related to all 

types of power analysis attack.  
 
Differential power analysis (DPA) 
 
DPA attack is a more sophisticated and powerful attack than SPA. It is more 

difficult to detect, requires little or no information about the target device and can be 
automated. Usually to carry out successful DPA attack it is necessary to take 
measurements of hundreds or thousands of samples. The main principle is that attacker 
carries out statistical analysis of power consumption for several executions of the same 
algorithm with different inputs and identifying small differences in power consumption 
extracts hidden sensitive information related to the secret key (e.g. individual bits) and 
reconstructs the full secret or private key within several minutes. Then he can modify 
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the card content, and either create a duplicate card or to generate an unauthorized 
transactions. The input data is changed in such a way that sensitive information can be 
deduced [73].  

There are several ways for improvements of the classical DPA attack, such as use 
signals from multiple sources, use different measuring techniques, combine signals with 
different temporal offsets, use specific and more powerful differential functions, and 
apply more advanced signal processing functions and models [77].  

 

 
 
Figure 27. DPA trace from a typical smart card 
It shows the power consumption differences from selecting one input bit to a DES 

encryption function used as a random number generator. [73]  
 
DPA can be used to break implementations of almost any symmetric or 

asymmetric algorithm. For example, a 128-bit Twofish secret key (the Twofish 
Reference 6805 code implemented on a ST16 smart card), which is considered to be 
safe, was recovered from a smart card after observing 100 independent encryptions [78].  

Kocher had publicly stated that with this DPA technique he managed to break 
essentially all the types of smart cards deployed so far by financial institutions [79]. 

 
High-order differential power analysis (HO-DPA) 
 
HO-DPA is a further extension of DPA. Unlike DPA attacks, which analyze 

information across a single event between samples, these attacks may be used to 
correlate information between multiple cryptographic sub-operations [73]. During 
application of HO-DPA techniques signals are collected from multiple sources, using 
different measuring techniques, and signals with different temporal offsets are 
combined.  

 
Prevention techniques for power analysis attacks 

Demonstrated power analysis attacks represent very serious danger for the 
smart cards. A large set of different countermeasures based on the one hand on 
suitably improved hardware and on the other hand modified software has designed 
by cryptography researches. They are the following: changing the physical design 
to make the power consumed by smart card absolutely uniform, adding capacitors 
across the power supply lines on the smart card chip to smooth the power 
consumption curve, adding sensor, which tries to equalize the current supplied to 
the chip, using software-based randomization techniques, hardware based random 
noise generators, unusual instructions, parallel executions of several instructions, 
replacing the external power supply by an internal battery on the smart card, to 
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prevent the power supply from being externally measured by the card reader, etc. 
[79]. Despite there are so many defensive techniques against power analysis 
attacks, most of them cannot be a practical solution for protection, because they 
can be easily bypassed by an attacker. 

Another approach was proposed by Shamir in [79]. Its basic idea is to 
include a diode and capacitor network at the power supply input to the smart card 
as the power isolation elements (see Figure 27). In large scale manufacturing, this 
adds just a few cents to the cost of the smart card. 

 
 

 
Figure 28. Schematic diagram of a smart card with a detached power supply [79] 

 
The technique, known as transformed masking method is an alternative 

countermeasure to DPA. Its basic idea is to perform all the computations such that 
all the data are XORed with a random mask. Moreover using slightly modified 
tables, for example DES S-boxes, it is possible to have the output of a round 
masked by the same mask as the input [80]. 

 
Splitting all the intermediate variables, using the secret sharing principle, 

known also as duplication method is a generic countermeasure for power analysis 
attacks [80]. 

 
Unique masking method is the only strong protection known against HO-

DPA. A real implementation has been performed proving the feasibility of this 
countermeasure in reasonable time (less than 40ms with full protections) [80]. 
 
Electromagnetic Analysis 
 
Electromagnetic analysis attack is similar to power analysis attacks. It is based on 

the same techniques as those used for DPA and SPA, but in this case the RF signals 
provide the essential information [69]. Its main principle is analyzing radiations that 
come from electronic components while they are executing some computations with 
secret data involved. Smart cards are almost incapable of detecting listening material 
that is why they are very vulnerable to this kind of attacks. 
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The possible defense against this attack is to use a Faraday cage that stops 
all kinds of radiation leakage. This method is considered to be the most perfect 
one, but there are many heavy constraints that prevent it from being applied to 
some devices.  
Low consumption techniques can be used, which lead to the reduction of 

commuted currents and hence to the reduction of radiation [81].  
 
Fault generation attacks 
 
Fault generation attack, known also as Cryptanalysis in the Presence of Hardware 

Faults or Bellcore attack, published in 1996 [82] is aimed at public key cryptography 
schemes, such as the RSA authentication and digital signature algorithms, at Fiat-
Shamir identification scheme, etc. [76, 83]. The basic idea is to use a combination of 
several environmental conditions that cause the chip to perform illegal operations or 
produce computational errors that can lead to the leakage of protected information. 
Then comparing the faulty values generated by a device against correct values an 
attacker can infer the cryptographic code stored inside the device. Mentioned 
environmental conditions can be: supply voltage and clock signal which are used to 
force the processor to perform wrong instructions; temperature if altered allows to get 
access to sensitive information on the smart card; power and clock transients which are 
used to affect the decoding and execution of individual instructions; power or clock 
glitches which deliberately generate a malfunction causing one or more flip-flops to 
adopt the wrong state [68]. 

 
One way to protect devices against this kind of attacks is to use sensors that 

detect abnormal operating conditions and cause a reset when some of the 
environmental conditions go out of range [69]. Unfortunately, these sensors are 
often disabled because they are not very robust. 

 
Another countermeasure is to ensure that the computing device verifies the 

computed value by, for example, repeating the computation and checking that the 
same answer is obtained both times. But there is a disadvantage of this technique 
that it reduces the computation time and for some applications it is not acceptable 
at all. As Richard Lipton, a professor of computer science at Princeton University 
and a Bellcore chief scientist pointed out "checking the computation in this way 
may not stop all our attacks." A better way to protect a tamperproof device is to 
use protocols that are fault-resistant [83].  

 
This attack still stays theoretical, but it is not necessary to mount the attack in 

order to show its seriousness. It is well known that the mere possibility of an attack's 
existence is a sign of great danger. 

 
Differential fault analysis (DFA) 
 
This attack is analogue to the previous fault generation attack but aimed at 

symmetric cryptographic algorithms. When a smart card is subjected to stress like 
ionizing or microwaving radiation, heat, vibration, pressure, etc. it often induces a one-
bit error at a random position in the register during the DES cryptographic 
computations. For the attack to happen plaintext is encrypted twice so that the attacker 
obtains two ciphertexts from the same plaintext and key, which can be compared. If the 
fault has occurred during one of the encryption processes, then the ciphertexts would be 
different: one would be correct and the other would be the result of computation 
corrupted by a single-bit error.  
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DFA attack was applied to DES algorithm and full DES key was recovered from a 
sealed tamper-resistant DES encryptor by analyzing less than 200 blocks of cipher text 
generated from unknown plaintexts. If triple DES is used instead of a simple DES, this 
attack remains effective and the algorithm can be broken with the same number of given 
ciphertexts [84]. 

 
Defensive methods presented for Fault generation attacks can be suitable for this 

type of attacks as well, but few more techniques exist, which are described below. 
 
The countermeasure offered against this type of attack is including an error-

checking procedure in the cryptographic device that makes DFA impossible if 
erroneous output is never delivered and impractical if erroneous output is made rare 
enough. 

 
Encrypting plaintexts with a random number means that cryptographic algorithm 

always encrypts different data that in turn completely eliminates DFA [RANKL, p. 432-
433].  

 
Software attacks 
 
The presence of vulnerabilities in smart card software weakens the security 

features of the card leaving it open and subjected to danger. Software attacks, using 
normal communication interface of the processor establish a connection with the card 
and exploit these security flaws. There is a wide range of software attacks. Some of 
them with related prevention techniques are described below.  

 
- Unauthorized access to the memory can be protected by controlling data 

transfers process. 
- Spreading different errors in smart card software can be prevented by 

separation of the layers with clearly defined transfer parameters in such a 
way that if an error occurs in one layer it will not propagate to the others. 

- Effective countermeasure against changing the file structure and particularly 
the file headers is the use of checksums that allow detecting at least any 
accidental changes to the memory content. 

- Other security flaws subjected to these attacks are cryptographic protocols, 
malicious code, etc [RANKL, p. 433-436]. 

 
Attacks against Application 
 
Application of the smart card should be designed so that compromising of an 

individual card does not lead to compromising of the entire system. This can be 
guaranteed if following protection techniques are adhered, such as the use of simple 
mechanisms, conservative access privileges, double access security, various test levels, 
security features, error recovery, secure data transfers and others.  

 
Since modern generation of smart card operating systems allows downloading of 

some program codes after smart card has been issued to the cardholder, there is an 
opportunity to bring viruses and Trojan horses into the card, causing unauthorized 
reading and sending out the values of secret keys.  

 
The suitable countermeasures against unauthorized running of programs are: 

authentication the terminal, protecting the program code by means of MAC or 
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digital signature, isolation of different applications, in order to prevent them from 
influence on each other. 
 
An interesting example was described in [85], [86], concerning the long-lasting 

battle between DirectTV, the US satellite television company, and pirates, gaining free 
access to hundreds of channels of programming. Apart from reverse engineering with 
subsequent reprogramming of the smart cards and creating the smart card writers, 
carried out by pirates at the earlier stages, and later stopped by DirectTV, pirates went 
further and designed software that trojanized the card, and removed the capability of the 
receivers to update the card content. The countermeasure from DirecTV was sending 
updates to the card, and then requiring them to be present in the card in order to receive 
the content. 

 
Another possible attack which can be carried out at the cryptographic level is an 

exhaustive key search.  
 

The simplest way of preventing from this attack is to make the key space so 
large that systematic search becomes impossible (e.g. replacing DES with triple 
DES). 

Other defensive mechanisms are: designing of an application protocol in 
such a way that pairs of plaintext and ciphertext do not occur or placing the 
random number ahead of the plaintext in the card before the encryption of the 
transferred data, to make them different every time the function is used. 
 
3.3.14. Other attacks 
 
There is an interesting attack which is related to pay-TV system. It is mentioned 

by different sources and known as denying write access. The main idea is the next. 
Early generation of smart cards received their programming voltage on a dedicated 
connection from the host interface [ANDERSON, p.291]. Because of the external power 
supply and storing security state in EEPROM, an attacker could easily make the 
EEPROM content nonerasable by removing the programming voltage. For example in 
pay-TV systems where cards were initially enabled for all channels, and those channels 
for which the subscriber did not pay were deactivated by broadcast signals, by covering 
the programming voltage contact on their card with a sticky tape, or by clamping it 
inside the decoder using a diode, subscribers could prevent these signals to reprogram 
the card. They could then cancel their subscription without the operator being able to 
cancel their service. Similar trick could be used in public telephone systems with 
telephone cards. When the relevant contact is dirty or bent or covered with a tape the 
card may have an ‘infinite units’ and hence fail to decrement any user's card. 

 
However, the cards used nowadays in pay-TV decoders generate the 

required 12 V internally from the normal 5 V power supply using an on-chip 
oscillator and diode/capacitor network. This protection is not entirely foolproof, 
since an attacker can identify large capacitors using a microscope and destroy 
them with lasers or FIBs. Therefore decrementing the retry counter after every 
time user enters the incorrect PIN has to be read back and checked together with 
its memory. 
 
There are various attacks that do not require depassivation or creating contacts to 

the internal lines. They are usually performed by exposing the module to X-rays or 
shining ultraviolet light on the exposed chip or by using other sources of ionizing 
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radiation, lasers and electromagnetic field. This kind of attacks is sometimes called 
semi-invasive attack. 

 
One method of breaking smart cards, known as optical fault induction attack, was 

developed by Sergei Skorobogatov and Ross Anderson approximately 3 years ago [62]. 
Such attacks do not even require expensive laser equipment. For example a target 
transistor is illuminated with a flashgun (which can be bought in a second-hand store for 
several tens of dollars) that causes it to conduct, thereby inducing a transient fault. 

To illustrate the power of this attack, the technique was developed that allows 
setting or resetting any individual bit of SRAM in a microcontroller. Optical probing 
may also be used to induce errors in cryptographic computations or protocols, and to 
disrupt the processor’s control flow.  

 
As a defence technology against these attacks a traditional circuit is replaced 

by a self-timed dual-rail circuit where a logical 1 or 0 is not encoded as usual by a 
high or low voltage on a single line, but presented as a pair of signals (HL) or 
(LH) on both lines. In this case the appearance of the combination of signals like 
(HH) or (LL) becomes an alarm at once that typically leads to reset the processor. 
Such circuits can be designed so that single-transistor failures do not lead to 
security failure. This technology may also make power analysis attacks very much 
harder. 
 
Another powerful technique was developed by IBM [87]. When the layout and 

functions of the chip components are known, the chip can be observed during the 
operation without removing the passivation layer by placing the crystal of lithium 
niobate over the feature whose voltage has to be monitored. The refractive index of this 
substance varies with the applied electric field, and the potential of the underlying 
silicon can be read out using an ultraviolet laser beam passed through the crystal at 
grazing incidence. The sensitivity of this technique is such that a 5 V signal of up to 25 
MHz can be read. Applying this technique to smart cards output amplifiers of EEPROM 
can be easily read. 

 
As a means of protection against this kind of attacks opaque and conductive 

chip coatings known as ‘conformeal glues’ have been developed, which strongly 
resist attempts to remove them destroying the underlying silicon in the process. 
These coatings are widely used by the U.S. military hardware, but are not 
generally available for commercial use. 
 
It is worth mentioning the following case that demonstrates that there is no 

absolutely tamperproof technology. Intel has reverse engineered the the U.S. 
government's Clipper chip [88] that considered being unbreakable shortly after its 
launch. However the attacks that discredited the Clipper chip used protocol failures 
rather than physical penetration.  

Approach employed in Clipper chip used a fusible link system in which the links 
that created a classified encryption algorithm and a long term device key from an 
unclassified mask were fused after fabrication, and were made of amorphous silicon to 
make microscopy more difficult. In addition to this, the surface of the chip was ‘salted’ 
with oscillators to make electromagnetic sensor attacks more complicated [63] 
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3.4 Personal Identification Number (PIN) 
 
The Personal Identification Number (PIN) is a widespread method of 

identification of a user (cardholder) and of data integrity protection. On the other hand 
this protective instrument is not tamper-resistant. A lot of attacks against data contained 
on the plastic card are performed knowing the PIN. In this chapter we will discuss what 
a PIN is, how it is generated and, what is more important, methods of cracking it. Since 
PIN is widespread in financial applications, this chapter will deal mainly with banking 
security questions. 

 
First of all, according to the recommendation of the ISO 9564-1 standard 

(Personal Identification Number (PIN) management and security -- Part 1: Basic 
principles and requirements for online PIN handling in ATM and POS systems), a PIN 
should consist of four to twelve alphanumeric characters in order to minimize the 
probability of guessing its value. In reality it consists mainly of only four numeric 
characters. The factor of four is caused by the necessity to remember this value. Moving 
to six- or even eight-digit PINs will provide more security than can be obtained by using 
four-digit PIN. But this move can induce additional problems with remembering it for 
people who already got used to the common four-digit value and also it may slow down 
the transaction time. Since most special accepting terminal keyboards contain only 
numeric values, PINs are usually made up from digits. In the case of smart cards a PIN 
can be typed using an ordinary computer keyboard, which has both numerical and literal 
keys. 

The main criteria for having a successfully working security system based on PIN 
use are: 

1. The PIN must not be stored anywhere in cleartext (except in the secure PIN 
mailer distributed to the cardholder, which has to be obliterated on 
memorizing the secret value). 

2. It must be impossible to reverse-engineer the PIN from information stored 
on the magnetic stripe or kept in the central database. 

 
As any other security feature a PIN has its own vulnerabilities. One of them is 

related to the possibility of cracking the PIN, but another one arises from the manner in 
which the PIN is remembered and used by the cardholder. Before getting the PIN from 
the issuing institution all future cardholders are warned about the danger caused by 
impropriate storing it such as writing it down on the card or on a paper slip, which 
further can be stored together with the card. In spite of all these warnings some people 
write or scratch their PINs on any side of the card (sometimes even on the signature 
panel using a pen) and thus users are still responsible for a substantial amount of losses 
due to not following those advices, which can be seen from Figure   

28.  
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Figure 29. Customers’ negligent use of PIN for financial application cards in 

Australia in 1993-97  [89]  
 
If a cardholder has an ability to choose a PIN (such PINs are known as dynamic) 

then instead of using sophisticated combinations of numbers, he would rather come up 
with an easy-to-remember combination such as “1234”, or his/her date of birth, or other 
personal, but easy-to-guess data. It is believed that about a third of customers use their 
date of birth as PIN which makes the chances that a thief can guess it equal to 100 to 1. 
([ANDERSON]. p.40)  Some systems, which utilize changeable PINs, check them for 
simplicity. If the PIN code is very simple, or consists of obvious data, it will be rejected 
by the system at the personalization stage and the user will be offered to choose 
something more complicated. One of the authors of this work met this problem during 
the personalization of the student ID card, which was supposed to have a PIN code for 
access purposes. Nevertheless the opportunity of changing the PIN by the user avoids 
the possibility that the spied out during personalization phase PIN can be used later by 
the crook. 

In the future smart card terminals will accomplish similar checks for trivial values 
of PINs, but now there is not enough memory yet to store the necessary table. 

Giving the card holder the possibility to change the PIN also brings additional 
benefits to the merchant and issuer by reducing time spent before the first transaction 
and increasing customer’s loyalty. Until recently customers could change his or her PIN 
only in the branches of the bank, but now the special software that gives a user the 
opportunity to change the PIN from home has been developed. Also this software 
enables to select a PIN before issuing the card thus allowing offset-on-card verification. 
(for more details see [90])  

A significant portion of PIN processing consists of PIN block creation, 
reformatting from one PIN block format to another and PIN recovery (extracting the 
PIN from the PIN block). 

 
3.4.1. Automatic PIN generation 
 
The PIN is formatted into an 8 byte clear block which is further encrypted. The 

most important and complicated PIN format is ANSI X9.8, specified for retail banking. 
This format is also known as Format 0 PIN block, ISO-0, Visa-1, etc. Adhering to this 
standard is voluntary although it is believed to be vital and required by generally 
accepted industry. According to this format the PIN block is joined together with the 
account number for protecting against subsequent issuance of an incorrect account 
number. Also it diversifies the encrypted PIN block according to the account number. 

 
A smart card’s PIN is generated with the help of a random number generator and 

an algorithm that converts those numbers into ASCII coded PIN of required length. 
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Generation of trivial digits combinations can be prevented by use of special table. After 
generation the PIN is stored in the smart card and then used to compare with the entered 
value on a VERIFY command call. 

Sometimes cards are preloaded with so-called transport or trivial PINs, such as 
‘0000’, therefore the cardholder is forced to change the PIN the first time the card is 
used.  

Smart Cards provide also ‘super PINs’, or PUKs (personal unblocking keys) 
which function as an additional PIN protection extent. This value should be entered for 
changing a PIN, or to reset the retry counter of a PIN to zero if it has reached the 
maximum value. 

 
PIN generation for a magnetic stripe card is a more complicated process. This is 

because it must be possible for a cash dispenser (or any other card reader), which 
functions off-line, to test an entered PIN based on the data stored on the magstripe. 

There are a number of PIN generation algorithms. One of the most common is 
IBM 3624-offset, which was developed for the first generation of ATMs. It was 
intended for off-line verification of the entered PIN by calculating it from the account 
number, stored on the magnetic stripe of a card, by means of encryption with a secret 
key.  

In brief this algorithm consists of the following steps: 
- Representing the account number using ASCII digits, interpreted as 

hexadecimal input to the DES block. 
- Encrypting the obtained value with the secret PIN generation key. 
- Converting the output to hexadecimal. 
- Taking only the first four digits. If there are hexadecimal characters ‘A’ to 

‘F’ they are converted to decimal values using the corresponding 
decimalization table. This value becomes decimalised (or intermediate) PIN. 

- Adding the public PIN offset value, which is stored in the mainframe 
database along with account number and which is recorded on the magstripe. 
(modulo 10 addition) 

- The final value is printed in the PIN mailer and sent to the cardholder. 
 

The described algorithm has several advantages: first of all the PIN can be 
changed, in this case a new value of offset should be calculated and written onto the 
magnetic stripe. Also this algorithm allows to change the key, in this a case user will 
still have the same PIN, only the offset value has to be re-calculated and stored on the 
card. (information about the meaning of PVK, offset and others see Appendix C (Tracks 
Encoding) 

Another commonly used algorithm is Visa Pin Validation Value (PVV). This 
algorithm is similar to the previously described one. PVV is encoded on the magnetic 
stripe and is a cryptographic signature of the PIN and other data related to the card. 
When a user enters his PIN code PVV is used as a reference value. [91] 

Basically this algorithm deals with a transaction security parameter (TSP), which 
represents concatenation of 11 Primary account number (PAN) digits, key index (a digit 
from 1 to 6) and the first four digits of the PIN extracted from the encrypted PIN block. 
Then this value is encrypted with the double length key to get 16 hexadecimal digits, 
which are later decimalised in a particular way: the first encountered 4 decimal digits 
are returned as the PVV; if there are less than 4 decimal digits then a second check is 
performed and in this case all non-decimal values are converted into decimal (by 
subtraction modulo 10) and the first four digits are returned as PVV, which are written 
on the magnetic stripe. [92], [93] 
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Another important thing worth mentioning while discussing PIN generation and 
its delivery to the cardholder is that the PIN letter envelope, which a customer receives 
by mail or in the bank branch is made with a carbon-paper coating on the inside. That 
means that an unauthorized person cannot read the contents of the envelope without 
damaging it. Therefore it guarantees that no one can spy out a PIN code without being 
noticed.  

 
The encryption of the account number in the first algorithm and TSP in the second 

case is done using the triple DES algorithm. The DES encryption algorithm was 
introduced for the first time in 1977 and has gained a lot of vulnerabilities to brute force 
attacks recently. Current DES encryption keys (single length DES keys) are 64 bits long 
with 56 bits used for encryption and 8 bits used for parity checking. It was demonstrated 
in 1998 that a brute force attempt to find key values for 56 bit keys can be done in about 
22 hours. [94]   

So the response from the credit card associations was upgrading it to the stronger 
3DES algorithm. Triple DES algorithm is practically immune to the brute force 
cryptographic key search. For each bit that is added to the key, the number of possible 
combinations is doubled. In the case of triple DES, the length of the key is increased 
from 64 bits to 128 bits. 3DES uses the left 64 bits of the key to encrypt the data, the 
right 64 bits of the Key to decrypt the results of that encryption, and uses the left 64 bits 
again to encrypt the result of the previous decryption. Due to this increase in number of 
combinations, a crook is forced to spend a much longer time to try every possible 
combination to discover the correct combination through trial and error. 

 
Most common PIN attacks have the following properties [95]: 

- They require access to the hardware security module (HSM) and thus in 
most cases are performed by internal staff of the financial institution 

- These attacks are fast 
- They are PIN recovery attacks 
- These attacks require no specialized hardware  
- A PIN can be attacked on any network through which it passes 
- Access control (on the HSM) cannot protect against all of the attacks since 

the vulnerable functions are the standard PIN functions, which must be 
available on the network. 

 
3.4.2. PIN guessing 
 
The simplest attack on a PIN is just guessing it. The ANSI X9.8 standard 

(Personal Identification Number (PIN) Management and Security) states that a system 
should not be capable of being used or misused to determine a PIN by an exhaustive 
trial. The probability of correctly guessing a PIN depends strongly on the length of the 
sought PIN, what characters it contains and amount of allowed trials. Since most 
banking cards’ PINs contain only four digits and the amount of trials is limited to three 
the probability is equal to 0.03%. This value does not consider the fact that due to the 
ordinary decimalisation table the appearance of numerals 0 to 5 is significantly more 
common than 6 to 9. Another factor increasing the probability of guessing is that in the 
final PIN leading zero appears almost never and such highly values as 2222, 3111, etc 
are highly avoidable. But even considering all these factors the crook should be very 
lucky to guess finally the PIN. 
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Exhaustive key search 
 
Since the PIN is encrypted under the secret key, there is a possibility for the 

culprit to obtain that key. It can be done by exhaustive search. The strength of the secure 
algorithm can be evaluated according to the key length, e.g. the size of the key space 
required to be searched. With the existing technologies such as FPGAs and ASICs 
searching for encryption keys is rather simple process. For example FPGA, costing only 
$200, can test 30 million DES keys per second. While ASIC is seven times faster than 
an FPGA chip at one-twentieth the cost. 

 
Another attack implies building up a “code book” containing every PIN and the 

result of that PIN encrypted under the given key. Using the set of the encrypted PIN 
blocks the attacker gets the possibility to identify the associated PIN from an unknown 
encrypted PIN. Regardless of format, key and PAN, all PINs are potentially vulnerable 
to code book attacks. This attack mainly can be fulfilled by an insider of the particular 
financial institution or someone who has gained access to the financial network, for 
example by means of hacking techniques.  

A similar book can be organized for encrypted PIN blocks and corresponding 
account numbers. Using the exploit code (which can be found on the Internet) the 
offender extracts clear PIN numbers through a sequence of queries against the hardware 
security module. Collecting a large number of accounts is rather trivial due to the 
efficiency of this attack. A Trojan can harvest thousands of account numbers within a 
couple of days. Log files potentially are also considered a source of encrypted PIN 
blocks. 

Nowadays systems are built so that they minimize the possibility of such a type of 
an attack as well as exhaustive key search. 

 
More mathematically advanced crooks by manipulating the PIN block and the 

length can significantly reduce PIN space (the detailed description with mathematical 
reasoning can be found in [92]. This approach allows attacking of the longer PINs by 
dividing them into smaller blocks and thus making them vulnerable to a 4-digit-
codebook attack. 

 
The process of PIN guessing is tightly coupled with the probability theory. Data, 

obtained from the magnetic stripe of a card, combined with the known PIN-generation 
method can help the crook to optimally select three PINs for his trials. Markus Kuhn in 
his work “Probability theory for pickpockets – ec-PIN guessing” [96] described the 
possibility of guessing a PIN for EuroCheck (ec) ATMs. The PIN is generated centrally 
for every card without any possibility of changing it by the user. It is formed by 
combining the account number, bank routing number and a card sequence number, 
which is further encoded and encrypted using the DES algorithm with the secret key. 
The magnetic stripe of the card contains an offset value, which is used by the ATM 
networks for validation of data. Also these cards contained two more offsets 
(corresponding to two back up pool keys). On the one hand those additional offsets 
were supposed to avoid the collapse of the bank networks in case of compromising the 
used pool key by immediate switching to another one. On the other hand these values 
gave the crook valuable hints for guessing the PIN. Based on the certain assumptions 
and the probability theory one can find the PIN with ≈1/105 chance (this value was 
obtained by multiplying the estimated probabilities of correct guessing of each digit). 

The probability of getting the right PIN for a randomly chosen card without 
knowing the offset values is about 1/428 (the probability of a right guess of the first 
digit is slightly higher than others due to the avoidance of leading zero).  
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Those figures prove that the security of the ec-PIN system was rather bad and it 
allowed quite feasible chances to break the card. 

 
PIN guessing in case of smart cards is practically impossible mainly due to the 

authentication and verification protocols. At the same time PIN assignment protocol is 
subjected to the attacks or in some cases is inadequate.  

 
Another type of the attacks can be described as differential analysis. For example, 

the adversary can analyse the output of the encryption algorithm or measure the changes 
in the current consumption or electromagnetic emission of the equipment. In case of 
smart cards this attack can be counteracted by including digital noise to mask power 
consumption, by adding extra calculations into the mix or randomizing the order of card 
computations, so they do not follow a fixed easy-to-isolate pattern. (more about 
Differential power analysis see section  Attacks against smart cards) 

 
3.4.3. Decimalization table attack 
 
The complex mathematical attacks work by manipulating the contents of the 

decimalization table in order to define which digits combine the PIN. In February 2003 
Mike Bond and Piotr Zielinski, researchers of Cambridge University, published a 
report, which shows the vulnerabilities of the computer hardware systems used to verify 
PIN numbers from ATM transactions [97]. This attack can be performed by the 
dishonest employee. In total the attack requires only 15-25 cryptoprocessor transactions 
to discover the PIN on a single target account. 

There are three main types of this attack. First is a 2-stage simple static scheme. In 
the first stage the attacker determines which digits are in the PIN using the 
decimalization table. For each digit i the original PIN is checked against the 
decimalization table with a trial PIN. Using at most 10 guesses all the digits combining 
the PIN are defined. In the second stage the adversary should define the order of those 
digits. The amount of trials depends on how many different digits the PIN contains. The 
maximum number of trials which should be performed in this scheme is 46, with 
average number of guesses 23.5. 

The second approach implies building a binary decision tree, where each node 
contains a decimalisation table and a PIN. In its simple form the tree is not balanced and 
thus is not optimal. So this approach can be further improved by applying mathematical 
apparatus. 

The last attack deals with the PIN offset value, when the attacker does not know 
any encrypted trial PINs and therefore cannot encrypt his guesses. This approach is 
similar to the first one and has also two stages. The first one allows to define the digits 
present in the PIN. The second stage determines the positions of the digits in the PIN. 
Each different guessed offset maps the correct guess to a new PIN, which can match or 
not the original PIN after applying decimalization. 

One of the simplest prevention measures against such an attack is either using not 
an ordinary decimalization table, but a scrambled one, or by means of cryptographic 
protection of the decimalization table input. The Visa PVV method does not use a 
decimalization table and thus is not vulnerable to this attack. 

 
PIN recovery attacks can be performed against [92]:  
• Functions to which the PAN is supplied, 
• Translate and reformat functions, 
• PIN verification functions based on failure to enforce key separation 

between verification and translation (encryption). A limitation of this attack 
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is that it requires access to the generate function. The more powerful version 
of this attack uses the verify function. This attack requires 10n queries to 
identify an n digit PIN given knowledge of a suitable offset. 

• PIN verification function based on the failure to enforce key separation for 
different verification algorithms. In this attack two different verification 
algorithms are played against each other. Its result underlines the need for 
extremely fine granularity of separation of keys associated with different 
functions, even if they are of a same nature. 

• PIN verification algorithms using the check value of a key. The attack 
accepts an encrypted PIN block and its associated PIN encrypting key. Any 
PIN verification key can be used since its actual value is not important. The 
attack requires a single call to the key test function and a single search for 
the offset. The PIN can be guessed in 104+(n-4)*10 queries for an n digit 
PIN. 

Many of the listed attacks exploit the possibility of modifying the input 
parameters to the functions. One solution for avoiding this can be encrypting them, or 
including MACs for ensuring data integrity. The correct PIN block format can be 
enforced by adding a special unique control vector. The control vector may contain 
information identifying and, possibly restricting, PIN processing to a particular format 
or particular processing algorithm. The control vector implementation also provides an 
improved level of security by isolating clear and encrypted PIN processing and by 
coupling PIN formats to generating and encrypting keys. 

In addition to the existing ANSI X9.8 PIN block format there is another one, 
which allows to reduce the possibility of PIN guessing attack. This format block, called 
format 3 PIN block,  increases the variability provided by Format 0 PIN block by 
allowing random characters for the padding characters.  

 
3.4.4. Key management 
 
Key management is a very effective solution for preventing PIN guessing, 

because the secrecy of a customer PIN relies on the secrecy of the encryption keys, not 
the algorithm. This brings us to the necessity of proper key management which relates 
to the storage, transmission and protection of the secret keys. Keys are generated 
randomly which eliminates the possible predictability. Unlike PIN management key 
management processes keys in only one format. Normally keys are managed in 
hierarchies. Those ones, used for computation (working keys), are enciphered and 
stored under another encryption key. Communication keys should not produce the same 
clear text values as encryption or validation keys. 

If any key is considered to have been subject to compromise, it must be 
deactivated immediately and destroyed. In addition, all keys encrypted by this key must 
also be deactivated and destroyed. Furthermore, the organization with which the keys 
are shared must be notified immediately.  

Every key should be used for only a designated purpose. The processor should use 
a unique key for every link with other processors. Within the whole life cycle the key 
can exist only in following forms: in a physically secure device or encrypted under a 
DES key. 

In financial networks PIN processing is performed with the help of a hardware 
security module (HSM), which is a special device that is physically and logically 
hardened to prevent disclosure of clear text encryption keys present in its memory. The 
HSM prevents the generation of known weak and semi-weak encryption keys (e.g., a 
key consisting of all 1s or 0s). Applicable standards and Electronic Funds Transfer 
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(EFT) switch regulations require the use of HSMs and do not allow clear text 
encryption keys and PINs to appear in software or computer memory. 

Key management regarding ATM and POS devices is described in the section 4.1 
ATMs.  

Key management considers human factors in relation to possession of knowledge. 
That is why the idea of dual control and split knowledge has appeared. In short, this 
idea implies that different people should manage and load separate components of a key 
into an ATM, and no one should know all clear text components of the key. Using of 
unique keys for any single ATM in the network is considered now a step toward 
reducing the fraud rate. In more details the relation between PIN, the validation keys 
and the ATM will be discussed in the corresponding chapter. Eliminating humans from 
the key-loading process might boost PIN security.  

 
3.4.5. Economic aspects of using PIN-based cards 
 
Currently the financial world is split into two parts due to the merchants’ attitude 

towards accepting PIN as an authentication instrument. While US issuers are still the 
followers of signature based transactions and even use charging fees when customers 
use PINs, almost the whole Europe has turned to the PIN-based debit card transactions 
that proved their feasibility in the fight against card fraud at the retail shops. The UK’s 
APACS is mandating that all payment cards issued in the country require PINs instead 
of signatures by the end of year 2004. 

The major hurdle for increasing PIN debit use apart from the disparity in the fees 
merchants pay to accept authorization is convincing merchants to buy and install PIN-
pads. In recent years in spite of developments in this area prices for such equipment 
remain relatively flat thus leading to the low penetration of these devices into the retail 
sector. Advances in the POS-terminals include prompting the consumer for a PIN after 
ringing up the purchase. Once a card is swiped, the magnetic stripe data, containing 
BIN, is read; the processor determines whether the issuer enables PIN transaction. If so, 
the processor sends a message to the terminal, which in turn prompts the customer to 
enter the PIN. [98] 

On the other hand PIN-based debit transactions are faster than a signature-
authorized sales. PIN based cards are not the panacea in fighting fraud but the loss rate 
of PIN transaction is a fraction of fraud on signature-based card, where losses are 
estimated to $1 billion annually. Accepting PIN can help the merchants to reduce losses 
in the future. 

But there is one more sphere of retail business where PIN cannot be considered 
the ‘perfect’ solution unless special regulations are adopted. PIN may have only a 
modest effect in Card not Present fraud risks. 
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3.5. Exterior Elements 
 
Plastic card distinctive features have been developed in two main streams: overt 

and covert. Overt security features require no special reading equipment; they provide 
an immediate measure of security on a cursory examination. Covert security refers to 
text or graphic image printed on the surface of the document that becomes visible only 
after applying special identification device. Without securing, the data becomes 
vulnerable to reproduction or modification. The complexity of the document security 
design often provides the required authenticity. 

 
Historically, photos, signatures and text are typical information that can help 

verify the document to the individual. As for ID cards used in many countries 
throughout the world all those elements must be securely protected from any possible 
attempts of counterfeiting.  

Interior ministries of most of the countries accept cardholder’s name, sex, date of 
birth and issuing institution coordinates printed on the card along with embossed expiry 
date and number with intentionally placed site for the signature. Brazilian ID card, for 
example, is made of credit card size piece of plastic and contains a photograph, 
thumbprint, full name, national status and a serial number. The Malaysian ID card along 
with commonly placed data bears also information about religion, ethnicity, place of 
birth etc. on the reverse side of the card whereas the front contains the photograph and 
fingerprints. The German ID card made of plastic carries name, date of birth, 
nationality, expiration date, signature and photo on the front side of the card, and 
address, height, eyes colour, issuing authority on the back side. Name, date of birth and 
number of the card are machine-readable. The address can be changed by putting a 
sticker on the old one. 

 
The industry distinguishes three different levels of card protection, by examining 

how the authenticity of a card may be established ([ANDERSON], p.248) : 
• First level (primary). This inspection is performed by an untrained, 

inexperienced person (such as a shop assistant, or cashier at the check-out). 
It is mainly done without any tools or aids and includes identification of 
visual or tactile features for rapid inspection. 

• Second level (secondary). This examination is performed in the field by a 
competent and motivated person such as an inspector. He needs simple 
equipment such as magnifying glass, UV lamp or a pen with special ink. 
Because of the simplicity of this process serious counterfeiters often 
overcome it. The automated inspection tracks an  additional 35 to 40 % of 
counterfeited documents which were not detected by visual inspection. 

• Third level (tertiary). In this case forensic specialists conduct thorough 
inspection of the suspicious document in laboratories with special 
equipment. Sometimes designers of the security printings can become such 
experts. This type of examination takes place after the actual crime has been 
done. 

For increased fraud-resistance security features should be added on each level of 
inspection. 

Another classification of card protection methods relies on their visibility: 
- Labelling. This category contains embossing, laser engraving, thermochrome 
- Signature panel 
- Security markings, such as holograms, kinegrams, or ultraviolet markings. 
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Further in this chapter we will discuss the most widespread protective methods 
according to examining classification from production, forging and security points of 
view. 

Since most of the protective features were developed to withstand counterfeiters 
on the financial market we will show some examples of plastic cards, related to the 
credit cards (figure 29, figure 30). 

 
Features, requiring no special equipment, and thus included in the first 

inspection group 
 

 
Figure 30. Front side of a credit card [110]  
 

 
Figure 31. Back side of a credit card [110]  
 
3.5.1. Photo  
 
An ID photo is the most commonly used method of cardholder’s identity 

verification. A colour picture can easily identify the person as a genuine or fake 
cardholder. Traditionally a photo ID card has been 0.875 mm thick polyester card with a 
Polaroid photo laminated on it. This technology has some potential problems. The card 
is typically thicker than a standard credit card, therefore that can cause problems with 
reading it in a standard card reader. The lamination of the card mainly means that edges 
of the card are not as smooth as is required by the standard. Due to the leakage of glue 
from the edges of the card, which sometimes happens, the card can stick in a reader. 
Another problem can arise because of the location of a photo on the card – it cannot 
overlap the magnetic stripe. Even the best design techniques can leave a ghost of the 
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photo outline during the lamination process. If it happens to be behind the magstripe, 
then it can cause misread of data. 

The improvement in photo ID cards, which overcomes problems with laminated 
cards, is the direct printed card. This method allows a much higher quality card to be 
used and guarantees a flat card. Also it provides an additional security feature.  

The research carried out by Barclaycard about the possibility of putting picture 
onto the credit card showed that 85 per cent of respondents would prefer to have picture 
on the card and only 3 per cent said that they would not welcome that idea. [111] There 
are only three countries, which have successfully introduced photographs on the cards: 
Norway, Denmark and Finland. Other countries like New Zealand found this solution 
not cost-effective after an 18-month experiment, which nevertheless showed reduced 
fraud rate. [112]   

Another factor, which influenced on the refusal of a universal introduction of 
photographs on the credit cards is the difficulty of getting the customer to come in for a 
second photograph at reissue time for the card. This problem could be solved by 
keeping all the pictures in a centralized data base, but sometimes cards have expiration 
periods which last more than 2 years and that brings the necessity of re-taking pictures 
due to the passed time.  

And of course pictures on the card body can work only in a human environment 
and would not prevent from, for example ATM fraud. 

 
3.5.2. Holograms 
 
Since the mid ‘80s holograms have provided a substantial protection of plastic 

cards from counterfeiting. Now the hologram is an imprescriptible part of security 
problem in plastic card industry. They are liable to prove that the card is genuine in case 
the card is checked without equipment, as for financial cards – at point of sales where 
the magnetic stripe reader is not available. Today there is a limited number of hologram 
manufacturers, and their products are not freely available. The specific information is 
confidential and cannot be obtained by the public even for a research. The fact that the 
detailed information is so confidential is another reason, which makes security 
holograms worth placing on credit cards. 

The main benefits of the hologram are [113], [114]: 
• Visible recognition features, 
• Difficulty of imitation, 
• Production is limited, 
• Adaptable to swift changes, 
• Capable of development, 
• Easy applicable. 
The best known holographic images used in the financial plastic card sphere are 

the Visa “Dove” and MasterCard “MC” and “Globe”, which have not seen any really 
successful copy yet. MasterCard was the first financial institution which started to use 
holographic images on plastic card. Through the years counterfeited holograms have 
become more and more plausible thus causing MasterCard to vary the composition of 
the image design of both its famous logos and to use up-to-date materials and 
techniques. Since the Visa “Dove” image was introduced it has seen a lot of changes in 
terms of size, position, dove’s wing span, etc.  

Holography itself is an advanced form of photography which allows recording 
images in three dimensions. 3D holograms are one of the main image formats. They are 
recorded from actual three-dimensional objects. The Visa “Dove” is the best example.  

Mainly all holograms applied onto the card which follows the specified ISO 
standard are manufactured using a process of embossing. In this process the holographic 
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image is recorded by means of optical interference or electron lithography into a 
photoresist plate which is further processed to reveal the image. Since the hologram is 
embossed into the card body it cannot be removed without destroying it. 

Another type of holograms that was considered for security applications is 
Denisyuk holograms. Each such hologram is made with a laser in a high-resolution 
holographic recording medium. By now this type has not got wide adaptation because 
the manufacturing process takes longer time than for embossed holograms and they can 
be relatively easy damaged. 

 
The weaknesses of the hologram, which make it subject to counterfeiting, are 

[115]: 
• non-variable holographic information; 
• possibility to use the embossed surface as an electroforming mould; 
• unaltered polarization of the diffracted and reflected light from the 

hologram; 
• possibility to use standard laser wavelengths for reconstructing the image;  
• no large-angle, short wavelength image features in the hologram;  
• verification is performed by humans. 

 
The main problem of counterfeited holograms is that they mainly possess very 

poor quality of performance. Another huge obstacle for fraudsters is brought up by the 
fact, that hologram should be embossed into the card, but not glued. Fake holograms 
available on the black market are either acceptable quality stickers or pitiful quality 
tapes, which can be applied onto the card by means of special equipment. [116] 

The simplest method for duplicating the embossed hologram is mechanical 
copying of the genuine hologram as a template for producing an embossing die. If a 
counterfeiter can obtain unused original hologram (for example Visa’s) the whole 
process will be rather trivial. But in case of using a credit card with embossed hologram 
the manufacturing will be a bit complicated.  For doing this, the embossed surface of a 
hologram should be cleared from any protective materials, then the clean surface should 
be silvered and then electroformed by a metal such as nickel. The obtained electroform 
can be used as a die for embossing into polyester or PVC. The whole process will take 
approximately 5 days and the cost of each hologram will be about $0.05. 

The second simple method is called contact printing. The copy is made by laying 
a photoresist-coated plate in close contact to the original hologram and illuminating the 
original hologram through the photoresist plate. A nearly identical copy of the hologram 
is produced on the plate by reflection of diffracted and undiffracted light. Then the plate 
is silvered and electroformed by nickel. The ready form can be used as a die for 
embossing the holograms into the card surface. This process usually takes about a week, 
but the equipment costs in this case are much higher compared to the mechanical 
copying. The quality of the obtained copy is very good, but with the right tools the 
expert can detect that it is a copy. 

Two-step copying uses laser light, reconstructed light and the intermediate 
hologram. The result achieved by this method is very good and can pass an inspection 
by a non-expert. This method usually takes 10 days, and its costs are relatively low. 

By re-mastering one can make fake holograms for flat artworks or from solid 
models. Experienced counterfeiter can simply recreate the existing artwork and then 
make his own hologram from it. Visa, seeking the second source for their holograms, 
gave Light Impressions (one of the most respectable manufacturers of the holographic 
images for security purposes) the original Visa model after it had been broken. Masters 
of this company re-originated it in such a way that American Banknote declared it as 
undistinguishable form the original version. 
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The method does not give satisfactory results in the case of complicated or 
detailed original artworks. The whole process of re-mastering can take up to 20 days. 

Today holograms applied onto the plastic cards use hot-stamp foil and in some 
sense inhibit the counterfeiters’ advances. 

Basically holographic hot-stamp foils are modified versions of the hot stamp foils 
used in the graphic industry. The important design criteria in hot-foil hologram 
manufacturing is that a foil is capable of transferring the relatively large area of the 
hologram, yet maintaining a well defined cutting of the die edges to give a clean 
stamping without exfoliation at the hologram’s outline. When in the first years 
holograms have been applied to credit cards the rejection rate for the foils was about 30-
40%. 

The extension of the hot-stamp hologram technique is the use of transparent 
holographic foils, which provide better security against counterfeiting. Nowadays this 
method is used for identity cards and driving licenses, but not for financial cards yet. 
Such holograms do not obliterate the underlying detail of the carrier card. That is why 
they can be used to protect either a particular part of a card or the whole card. They 
combine the specular optical effects with the optically diffuse effects of the non-
diffractive print on the substrate of the card. There are two types of transparent films: 

• Selectively demetalized films, for which the selective removal of aluminum 
from a film takes place. An example of this type adoption is the California 
driver’s license. 

• High refractive index coated films which allow to obtain truly transparent 
holograms by substituting a high refractive coating for the traditional 
aluminum coating. Several high refractive coatings are available; normally 
they contain metal oxides or refractive inorganic compounds such as 
Titanium dioxide or Zinc sulphide. 

• Prevention of counterfeiting can be realized using the following techniques 
[114]: 

• Hidden information. This method is worth applying only in case the 
information is really hidden, in other words the crook cannot find it or 
duplicate it. It should be visible only at the actual point of use of the card. 
There are several ways for encoding holograms, for example by means of 
fiber-optic encoder/decoder. But so far none of the existing methods can 
prevent direct copying. Another constraint results from the fact that by 
stealing the decoding device (for example from a point-of-sale) the fraudster 
can find out the encoding method. MasterCard has already started to use this 
approach for its holograms. 

• Variable processing parameters. Especially effective for Denisyuk 
holograms. This method implies varying the exposure, development time or 
other parameters. It will result in a hologram with colour variation from 
point to point. The greatest counterfeiting risk for this type of hologram is 
the high probability of re-mastering. 

• Variable information. This method is used for providing each hologram with 
serial number, date or encoded personal information. It is particularly useful 
for Denisyuk holograms, because each of them is recorded separately. To 
make this technique more effective variable information should be presented 
in a form that is not easily reproduced. 

• Special materials. They can be used as the base material for the hologram as 
well as additional coating. Applying this method the optical copying process 
can be complicated, but it will not make it impossible. 

The plastic card represents one of the most ideal surfaces to apply a hologram. 
The smooth surface of the card does not distort the micro groove relief structure of the 
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embossed foil. The coatings across the top of the credit card have been improved and 
made a genuine security hologram harder to scratch while a copied one may scratch 
easily. Another advantage of the combination of the surface and the hologram 
application method is that it lets see the hologram in almost any viewing conditions. 

The “ideal” security hologram should: 
• include variable information, 
• include encoded information,  
• be machine readable, 
• should not be human readable without special devices. 
Now it is a constantly continuing process – advances in holographic methods lead 

to the advances in counterfeiting which in turn cause more technical improvements. 
 
3.5.3. Kinegrams 
 
The kinegram is another visual authentication security feature that prevents cards 

from easy copying. This technique possesses a high security feature and is used now for 
important financial applications. It can be considered as a further improvement in the 
field of optically variable devices. The kinegram is able to create a visual effect using 
light, diffracted into many orders unlike holograms, which use light diffracted only in 
one order. The image has bright opalescent colours, and the graphical effect can be 
encoded with kinematic movement (hence the name of the technique). For example by 
rotating the plastic card, the kinegram image will move from one side to another, or in a 
circular motion. This allows easy inspection without holding the document close to the 
light for detailed inspection in front of the customer which sometimes produces felling 
of embarrassment for the customer as well as for the shop assistant. 

The kinegram provides implicit and explicit features, including hidden 
information, nanotext and so on. The kinegrams are almost impossible to forge, what 
makes them very attractive for ensuring additional security. 

 
3.5.4. Embossing 
 
Embossing is a method of adding personalization data to the surface of a card by 

hammering metal letter punches against the card. It is used to convey information in a 
tactile form suitable for creating impressions of characters on other media. The 
embossed characters form a typeface that can be used for printing the data onto some 
other material through the use of an auxiliary press. The characters are normally 
transferred to pre-printed forms using carbon paper, for instance while paying with a 
credit card. The ANSI/ISO 7811-1 standard establishes the allowed characteristics of 
embossing such as the relief height of the embossed characters (0.46 to 0.48 mm), the 
spacing between embossed characters (2.54 to 3.63 mm), the size of the characters (4.32 
mm). Extra ISO specifications stand for the characters and font sizes that render 
embossed character for optical recognition devices. Among them are ISO 1073-1 and 
1073-2, which specify alphanumeric character sets for optical recognition, and ISO 
1831 considering printing specifications. 

MasterCard and Visa added supplementary embossed characters apart from 
cardholder’s name, expiry date and credit card number to their cards. MasterCard has 
the characters “MC” next to the expiry date and Visa has “V”, “CV”, “BV” or “PV”. 
[117] 

When inspecting a credit card the clerk at the point-of-sale should pay rapt 
attention to the embossed card numbers: MasterCard embossing starts with 5, and Visa 
embossing starts with 4. The first four digits of the card number are printed beneath 
embossed number. 
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It is relatively easy to forge the embossed data. The plastic can become flat again 
by applying moderate heat to it, using for example an iron. In order to somehow 
overcome it in case of financial cards one of the embossed characters is usually placed 
on top of the hologram, which is destroyed if heated. After removing characters it is 
necessary to put new ones onto the surface. For doing so the criminal usually gets an 
embossing machine, the same as used for embossing the real data by the manufacturer. 
If the machine is not designed for credit card use it can be easily adjusted by a specialist 
for this purpose. 

Another approach to changing the information on the front side of the card is 
known as “shave-and-paste”. In this case the crook just shaves the legitimate data, such 
as number, or name off the credit card, and then glues other numbers onto the card 
(hence the name of this method).  

Use of credit cards with altered embossed information is very risky, because the 
original numbers may still be shown underneath new data, or the new embossed data 
can be somewhat damaged. Both of these factors can cause rejection at the point-of-
sale. 

Despite these weaknesses embossing provides a slight additional security. 
 
3.5.5. Signature panel 
 
A signature panel is an attached to the back of a card piece of paper. Once this 

panel has been signed, the card body is reasonably tamper-proof in terms of signature 
alteration. The panel is attached to the card permanently by means of a hot-gluing 
process. Another way of applying the panel to the card body is to make it on the top 
layer of the card, which is laminated into it. Altering of a signature panel is visible for 
the human eye. Even good copies of the card can have obvious features of 
counterfeiting – in most cases crooks glue the panel to the card, or produce it using less 
specific material. On one of carder forums there was a complaint from a carder who 
ordered a batch of cards with panels from an authoritative person, but the order was 
almost ruined because the alignment of panels was not precise. [118] Signature panels 
on financial cards have such security features as coloured repetitive pattern printed on it 
(in case of Visa the pattern will contain the word Visa, in case of MasterCard it will be 
the word MasterCard), an indent-printed card number followed by a three-digit 
validation code (CVV for Visa cards and CVC for MasterCard cards) and UV print. The 
advances in the technology have led to the possibility of uniquely shaped panels, 
integrated into the design.  

Signature panel should adhere to the following requirements: 
• good writability using ordinary pencil, or pen with different tips; 
• permanent bond to the card; 
• counterfeit-proof. 
The KURZ Group [119] offers additional development in the sphere of security 

for the signature panels. They added extra components to the material, from which the 
stripe is manufactured so that it will turn blue in case it is scratched or rubbed. Also if 
their foils come in contact with liquids they will become blurred or discoloured. 

As an advice for the merchants many commercial and security organisations insist 
on triple checking of the signatures. First of all the credit card sales draft should be 
signed by the customer in the presence of the seller, then it should be compared with the 
signature on the back of the card, and then with the signature on the ID (which is 
especially important in the case of big purchases). Unfortunately many clerks prefer to 
skip even double signature examination, because it takes time, which many of them do 
not have, and the second reason – many of them feel embarrassed to ask for an ID to 
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check the name, moreover the check of the signature matching can make a customer 
feel himself treated as criminal. 

On the same forum as was cited above one of the carders described an incident, 
which took place in a café early in the morning in the downtown of a big city. He 
decided to pay for the order using a counterfeited card, but to the moment he had to sign 
the bill he had entirely forgotten the name on which this card was issued. So he just put 
some kind of signature on the bill. In a while, after check for the signature matching, the 
staff of the café asked him intimately to sign the bill in a way matching the name of the 
cardholder instead of trying to stop the crook. 

 
3.5.6. Laser engraving 
 
Laser beams allow data to be burned (or engraved) into the inner core of the card. 

This is a secure method to write cardholder’s personal data onto the card. It is 
considered secure because the necessary equipment and knowledge are not easily 
available yet. The information cannot be mechanically removed without causing 
physical damage to the surface of the card. Laser engraving can be done with 
alphanumeric characters, digitised images or bar codes. This method allows printing in 
resolutions up to 1700 dpi, which exceeds the current credit card standard of 600 dpi. 
[111] 

Laser engraving can take place either on the surface of the card or underneath the 
cover foil, which is transparent to the laser light. 

Laser engraving is now widely utilized in the most critical applications that 
approach national security. It is now deployed extensively in Europe and Asia. The 
technology is being equally applied to passports, identity card applications and driver 
licenses.  

This method provides high security but so far it is extremely difficult to determine 
visually the laser engraved image, particularly for the untrained inspector. 

 
3.5.7. Thermochrome display  
 
Some applications require a change of the picture or text, printed on the surface of 

the card from time to time. Student identity cards can be an example of such an 
application. While some universities use simple and inexpensive techniques such as 
stickers with renewed validity data and picture, others prefer more complicated 
methods, especially applicable to the smart cards. This method utilizes a thermochrome 
display on which characters and images can be reversibly printed and later on re-printed 
by special readers. [RANKL], p.34  

A printing head with a resolution of 200 to 300 dpi heats individual points so that 
they are blackened on the thermochrome stripe, laminated to the card. It darkens at 
every point, which is heated to 120°C. The entire erasure can be performed by heating 
the entire stripe. 

This method has proved itself as an easy possibility of changing data on the card 
without changing the card itself. Still thermochrome display is not foolproof and its 
major disadvantage is that it requires special card readers with embedded thermochrome 
printers. 

 
3.5.8. Guilloche graphics 
 
Guilloche graphics refers to complex line patterns formed of two or more curved 

lines drawn in accordance with mathematical principles. The films with the pattern can 
be inserted under the transparent top layer of the card. The obtained interwoven lines 
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have such fine structure that they can be printed but not photocopied. Nowadays 
guilloches are used widely on banknotes almost entirely throughout the world. They are 
effective and attractive and provide extra aesthetic pleasure. 

 
3.5.9. Special inks 
 
Optical variable inks change the colour depending on the viewing angle (for 

example green to purple, or gold to green). The material consists of transparent 
colourless ink containing microscopic interference structures. Optical variable inks are 
applied by screen-printing; the best performance of this technique is obtained on the 
area of solid unbroken coverage. True counterfeiting is very unlikely due to the 
restricted availability of the inks. The printers with which these inks should be 
extensively scrutinized and prove the necessary level of security. However an 
inexperienced examiner can accept a fake copy because of its limited diffusion. 

 
Metallic and pearlescent inks cannot be mimicked by photocopiers or reproduced 

by scanning followed by printing. Nowadays the inks are widely available but anyway 
they are widely used for bank gold cards. 

 
3.5.10. Rainbow (iris) printing 
 
This technology is used only by selected manufacturers of plastic cards in Europe 

and Asia. The iris printing involves slight shifts in colours across the secure document. 
Mainly this method is used together with fine lines or medallion patterns in the 
background of the document. Photocopiers cannot accurately reproduce these well-
designed patterns. 

 
3.5.11. Anti-copy feature (moiré pattern) 
 
Since most of swindlers use colour copiers or electronic scanners for producing 

counterfeit copies of cards the necessity of additional techniques preventing easy 
duplication arose. Computer-generated designs can be incorporated that create 
variations in line frequency or modulation and reveal hidden images when copied (for 
example “Void” or “Copy” on photocopies). [111] The sampling frequency of a colour 
copying machine or scanner is caught by a modified line pattern. Special sophisticated 
design software allows varying dot size and the spatial frequency of lines. This 
technology is implemented entirely at the design stage and requires no changes in the 
manufacturing process. 

 
Second level of inspection comprises following techniques: 
 
3.5.12. Miniprinting/microtext 
 
This printing technology is used to produce very small (miniprinting) or 

microscopic (microtext) fonts. Miniprinting can be discerned with the naked eye 
whereas microtext seems as a flat line without magnifying glass or other special 
instruments. Mini- and microprinting is usually combined with other artwork and 
printing effects of the surface of the card. Both techniques cannot be easily forged 
because they require costly printing equipment. The copying cannot be done using 
photocopiers or colour scanners. This technique is used on governmental documents 
and on currency in many countries. 
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The maximum printing font which the ordinary printer can produce is about 0.7 
mm whereas the necessary for microprinting font sizes is about 0.25 mm.  

For example ordinary Visa cards contain a bank identification number (BIN), the 
same as on the card itself, and the bank code drawn around the VISA logo in a tiny font. 
The redundancy of data moreover provides extra security. This BIN number around the 
logo is subjected to counterfeiting only with the help of offset equipment. The obtained 
result could be rather satisfactory. But there are some constraints (according to 
www.xakep.ru). In order to print microtext with the particular BIN around the logo the 
carder should first of all order a picture layout with that BIN which will bring him 
additional expenses. Another constraint caused by offset printing is the fact that the 
fewer cards you print the higher the rate of rejects. In other words this means that if the 
order size is 25 cards the result of 8-10 good cards will be rather successful. This 
problem can be explained by the technology of printing – the equipment prints 
everything is CMYK, one colour after another. Other colours are obtained by mixing of 
basic colours. With every new order (for instance with every new BIN and new colours) 
all the equipment should be re-adjusted which leads to the increased rejection rate. The 
trade off in this case should be found by each carder – either he can order larger amount 
of cards each time or more risky solution – have cards with non-matching BINs around 
the logo and embossed on the card. Luckily for the crooks the cashiers or shop 
assistants do not pay close attention to microprinting while inspecting the card. 

Nowadays there are some advances in microprinting such as variable point sizes, 
printing on angles and curved pattern, using lithographic inks. Because of the difficulty 
of capturing and recreating the effect of mini- or microprinting, it offers rather good 
anti-counterfeiting protection without significant expenses. 

 
3.5.13. UV printing 
 
Ultraviolet inks become visible only when exposed to ultraviolet light. In normal 

lighting conditions they appear to be invisible. UV printing is used in order not to affect 
the visible layout of the card. It is widely issued on the surfaces of all banking cards 
from Visa, MasterCard or American Express. Standard UV inks glow blue, but as an 
extra security measure different colour inks or inks, which become visible only under 
specific wavelengths of UV light, can be produced for the issuer. 

The main advantage of this security technique is its fair difficulty of producing 
and limited availability, in some cases these inks are distributed only over governmental 
agencies. Though blue/violet fluorescing ink is readily available and inexpensive, red, 
green, yellow and orange fluorescing pigments remain difficult to acquire. On the other 
hand the Internet provides anyone who is looking for counterfeiting techniques with 
methodology of producing UV inks. Another thing is that in the case of Visa cards, for 
example, nowadays there are several existing images of its famous dove in terms of 
colour. That is why the inspector (clerk) could be quite easily assured that the presented 
card is genuine. 

 
3.5.14. Third-level inspection example 
 
Most of previously mentioned techniques can be added to this group because of 

their complexity. But there are also specially developed features which can be identified 
only by laboratory analysis. 
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Specialized inks 
These inks have been produced with specific elements, called taggants. These 

elements react to electromagnetic energy sources from a remote reader. Measurements 
of these inks reflection let the identifier check the authenticity of the card. [111]  

 
Microtaggants are numerically coded microscopic particles embedded into labels 

and materials, which can be detected by UV light, 100x magnification, etc. They are 
effective tools but not cost-effective solution for many applications. [120]  

 
Molecular markers are identifiable at the atomic level but invisible for the naked 

eye. This is a rarely used solution for highly sensitive documents [121]  
 
3.5.15. Future developments 
 
Deliberate errors. This design enhancement contains intentionally misspelled 

words and reversed letters as checkpoints for verification. This tool provides some 
enforcement for secure documents while checking their authenticity. Another security 
solution, which can be added to this group, is intentional flaw in fonts for printing 
variable text data. It can be created in such a way that it remains unnoticed for the 
public or will seem as a printing error but at the same time it is well-known for 
specialists. 

 
Tactile features. They provide a visual but transparent printing as well as tactile 

features suitable for field evaluation. This technique has been proposed for high security 
card applications, but has not been adopted yet. 

 
Security features should supplement and support each other. For example UV 

image should repeat some of the patterns or images contained on the card. Different 
protective measures should overlap each other on the surface of the card thus making 
alteration if not impossible but at least very difficult. For example, for the US’ driver 
licenses it was recommended to use two overt measures, two covert measures and one 
forensic (related to the so-called third level of inspection). But there exists some 
limitations of how many protective measures could be used for one particular document, 
because after a certain point no one looks for them. 

Card printing during the manufacturing stage offers the highest level of quality 
and interoperability compared to printing during issuance stage. Printing problems are 
directly linked to the type and amount of printed data. Every new item, printed during 
post-issuance in case of non-adhering to the ISO standards cards, is a potential point of 
failure. For better results issuers and card manufacturers should co-operate in the 
printing process. 

 
In the case of credit cards merchants should pay more attention to matching the 

data obtained from the magnetic stripe with the visual information contained on the 
surface of the card. 16 out of 66 fraudulent transactions failed due to such mismatching. 
[122]  

All the listed security elements do help to fight against plastic card fraud in 
general and credit card fraud in particular, but use of counterfeited cards still remains 
quite easy due to the negligent diligence of sales staff who in some cases do not 
compare data, embossed on the front side of the card with contents of the magnetic 
stripe on the back. 

Another aspect which adds vulnerability to credit cards’ security is the existing 
amount of cards and issuers. Retailers now experience difficulties in keeping track of 
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them. The Olympic games in Barcelona (Spain) brought one demonstrative example – 
the Olympia card, which was entirely forged and which never existed. Counterfeiters 
just produced their own card, added the Visa logo, which was the official sponsor of the 
Olympics, and decorated the card with Olympic symbols. Merchants accepted that card 
mainly because of the working magnetic stripe. As it was said by one bank investigator 
“the more we’ll have credit cards, the more problem we’ll have.” [122]  

 
3.6 Summary 
 
In this chapter we analyzed the basic features and key advances in magnetic stripe 

technology and smart card technology. As it was presented, both of them have their own 
advantages and vulnerabilities.  

Drawback of the magnetic cards is based on the weaknesses of the technology, 
there is almost no incentive for further development. Since it is still in use some 
manufacturers are trying to protect it, they develop new technologies using the 
experience and the benefits they got once. But anyway it is still possible to make a 
counterfeited copy of a simple magnetic stripe card using an ordinary iron. 

In the next section general background information about smart card technology 
was delivered. Attacks against smart cards were classified. Using this classification we 
tried to cover all possible attacks with their relevant prevention techniques. We briefly 
introduced attacks, which are carried out on the different levels of the card life cycle. 
Then we showed more important attacks: invasive, which are expensive and require 
large amount of technical effort and detailed knowledge of equipment; and non-
invasive, which are directed against software and applications and do not take much 
time and very expensive equipment. 

It was shown that the tamper resistance is not absolute: an opponent with access 
either to semiconductor test equipment or more simple laboratory equipment can 
retrieve key material from a chip by direct observation or manipulation of the its 
components. 

The smart cards have their own vulnerabilities and can also be cracked or 
tampered with, it is just a matter of time, efforts and money. 

Both of these technologies while applied to the plastic cards cannot protect 
enough security just by themselves, it is necessary to employ also other existing 
protective measures. 

The common measure is personal identification number, which until recently has 
been considered as sufficiently tamper-resistant, but as it was shown in this chapter, it 
can be also broken.  

Further we considered measures targeted at the human perception mainly (exterior 
features). Authenticity of these features can be checked by human eye or at most with 
the help of simple machinery. Unfortunately they are also subjected to forgery. 

The appearance of new secure technology leads to the emergence of new ways of 
breaking it. Once the principle behind the countermeasure is understood, its weakest 
point can be identified and the countermeasure will be subsequently deactivated. 
Therefore we can say that the effect of all those protective techniques is just to slow 
down the attacker, because with enough effort and time she can overcome any 
protective shields.   
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CHAPTER 4. READERS 
 
In the previous chapter we have already discussed the basics of the existing card 

technologies and the possible attacks aimed peculiarly at the cards. Hereafter we will 
present reading devices, their basic functionality and ways of illegal obtaining 
information by a villain. We will also cover a range of prevention techniques related to 
the intrusion into card accepting devices. 

 
As it was said before in this work the most dramatic impact plastic card fraud has 

on financial sphere. The wide range of opportunities to loot customer’s account is 
provided by Automatic Teller Machines (ATMs) and Point-of-Sale (POS) terminals 
which will be studied first.  

Smart cards are also widely used in non-financial applications. Their terminals 
have structure different from magnetic stripe readers and offer extended facilities, 
therefore we have decided to consider them separately and as an example we will 
examine set-top boxes. 

 
4.1. Automatic Teller Machines (ATMs) 
 
The first cash dispenser was installed in the UK by Barklays Bank in June 1967. 

At that moment the machine utilised paper vouchers instead of cards in exchange for 
£10 notes. Within a year similar devices appeared in France, Germany, Sweden and 
Switzerland by the world’s first cash dispenser network. Another type of the machines 
used plastic punched cards, which had both the account number and the personal 
identification number encoded in punched holes. Each card cost some amount of money 
and was swallowed by the cash dispenser at the end of the transaction. The customer got 
it back with his monthly statement stamped and ready to use again. Various criminals 
(and, in Israel, even misguided undergraduates) worked out how the account number 
and PIN were coded on the punched cards, and started producing bogus cards on an 
industrial scale. In Sweden bogus ATM cards were produced using flattened toothpaste 
tubes with punched holes corresponding to the encoded data. [1] 

This first generation of machines worked 24 hours every day of the week, and 
actually was rather unreliable. They functioned off-line and were not connected to the 
bank’s computers and thus could not perform check if the voucher or card was reported 
lost or stolen.  

The installation of the second generation of Automatic Teller Machines (ATMs) 
started with the first on-line IBM cash machine in 1972 in the UK. Those machines 
accepted already plastic cards with the magnetic stripe which contained cardholder’s 
account number. Those cash dispensers were connected to the bank’s network and did 
not work if disconnected. The second generation proved to be reliable and was cheaper 
solution than the previous one. 

In the mid ‘70s American and Japanese manufacturers improved the idea of cash 
dispensers to a device providing a whole range of other services. It took 16 years for the 
first 100,000 cash dispensers to appear, but only 4 years for another 100,000. [2]  

The third generation of ATMs emerged in the mid ‘80s. Technologically they 
were not too different from their predecessors but offered improved capabilities of being 
upgraded and reconfigured.  

Nowadays we can meet ATMs of the fifth generation, based on PC technology 
(which was introduced with the forth generation). Sometimes these machines are 
referred to as web-enabled ATMs, which dispense not only cash, but also stamps, pre-
paid phone cards etc.  
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Modern ATM differs a lot from its predecessors: in matters of design, 
supplementary facilities, improved reliability and speed of transactions.  

By now the cash dispensers and ATMs are found almost entirely throughout the 
world. Asia-Pacific is clearly the largest market in the world with such consequences as 
fraud, followed by Europe, North America and others. 

 
Every ATM that you can see somewhere on the street of the city can be either 

stand-alone machine or device belonging to some network (banking or commercial). At 
the beginning of the industry the majority of cash dispensers belonged to the financial 
institutions, but now for instance in the United States about 60% of the machines are 
located off-financial institutions premises and about 35% belong to or controlled by 300 
Independent Sales Organisations [3]. 

Some banks preferred having their ATMs always online (as US banks where 
communication costs were incomparably cheaper than in Europe), which brought 
dependence on communication technology and heavy investments in host computer 
resources but on the other hand provided flexibility and control. Others (like most of 
ATM owners in Italy) decided to have their ATMs working off-line with connection to 
the host processor every some hours or when there was a balance enquiry. This solution 
was cheaper to implement, and meant that customers could get the requested cash even 
if the host computer was down so facilitating frauds with duplicate cards. The third type 
of the machines was a hybrid solution which implied permanent connection to front end 
processor monitoring suspicious activity and maintaining files of the account balances 
of local customers. 

 
In general an ATM is a data terminal with two physical input and four physical 

output devices, which is connected to a host processor. The communication line through 
which the ATM sends and receives requests to/from the host processor should also be 
mentioned as input/output device. Unlike previously named devices this line is rather a 
logical I/O device than physical. 

ATMs can be divided into two basic groups according to the connection method: 
leased-line and dial-up machines. The Leased-line ATMs are more preferable for high-
volume locations whereas the dial-up machines best fit for retail merchants. The host 
processor may be owned by financial institution or independent service provider.  

Any ATM consists of the following components [4]: 
• card reader – normally a slot on the front panel of a machine, where the card 

should be inserted, 
• keypad, which lets the cardholder chose transaction type and enter his PIN, 
• display screen, which shows what process is currently carrying out, 
• cash dispenser – a container in which cash is stored. 
 
Display and cash dispenser are two primary output devices, the two others are a 

receipt printer and a loudspeaker, which provides sound feedback to the customer’s 
activities.  

 
A cardholder provides the necessary information to the ATM by means of card 

reader, which processes the data, contained on the magnetic stripe, and keypad. The 
ATM then sends this information to the host processor that transfers it further to the 
cardholder’s bank. If the cardholder requests cash the electronic funds transfer from the 
customer’s bank account to the host processor’s bank account takes place. As soon as it 
happens the ATM receives the approval code upon which it dispenses cash to the 
customer. 
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When a cash withdrawal takes place the following sequence of actions from 
cryptographic point of view happens [5]: 

1. When a customer inserts the card into the ATM, the magnetic stripe is read 
and stored in a buffer in the ATM. 

2. PIN is entered into a tamper-proof PIN pad and stored in a hardware security 
module (HSM). 

3. When the customer requests cash, PIN is enciphered under the terminal key, 
and the message constructed by the ATM is sent to the host. On receipt at 
the host, the message is deciphered; the CVV is calculated and compared to 
the value on the magnetic stripe. The PIN is deciphered under the terminal 
key; the PIN offset or PVV is calculated and compared to the database of 
PVVs. 

4. The transaction finishes with the cash dispense. 
 
No clear text values are transfers between the parts of the transaction process. 
 
There are a multitude security issues around ATMs such as burglary, fraud, 

physical attack/brute force removal and vandalism. Every component of the ATM 
device is subjected to the attack. 

Some attacks against Automated Teller Machines do not require deep knowledge 
of electronic engineering and cryptographic algorithms. There are cases when 
programming error or wrong filling of the ATMs has led to the significant financial 
losses. For example one ATM system had such a fault that if the phone card was 
inserted into the card slot it was considered by the ATM as the previously processed 
card used again. So by observing users’ PIN swindlers could immediately loot their 
accounts. Test operations could also lead to unpredictable results. One system after 
entering a fourteen-digit sequence dispensed ten banknotes. This sequence was printed 
in the instruction manual so that dishonest employees used it to get “easy money”. [6] A 
recent error took place in Northumberland, Great Britain. The ATM cash dispenser was 
wrongly loaded with £20 notes instead of £10 notes. The bank losses were estimated at 
thousands of pounds in 12 hours.[7] 

 
The ATM as a device in spite of its size is of interest of criminal activity. The 

most simple and the least technological activity is vandalism. Criminals can just break 
in to the ATM doing their best to avoid sound alarm signal. As an additional security 
feature some manufacturers use ink stain technologies that ruin and make unusable any 
removed banknotes.  

The described cases took place in reality, they even have entailed serious financial 
losses, but they are not directly concerned to the plastic card fraud. So hereafter we will 
discuss problems arising while using a credit card in an automatic teller machine. 

During the last two decades the criminal gangs have significantly advanced in the 
chase for “easy money”. They invest money to get profit. The fast spreading solution is 
the installation of false terminals to collect users’ card data and PINs. Attacks of this 
kind were first reported back in the 1988 in the United States when the crooks built their 
own vending machine, accepting any credit card. The second hand and even new ATMs 
are easy obtainable in the on-line shops and at vendors. According to the survey carried 
by the NBC in the autumn 2003 everyone regardless of his past can buy such a machine 
and install it in his place of interest. The only thing an ATM entrepreneur needs is bank 
account so that when a cardholder withdraws money, the cardholder’s bank can send the 
reimbursement. [8] The last case that received great publicity was about a gang having 
50 ATMs, which brought them over 21,000 accounts at 1,400 banks. 
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In the late ‘80s and early ‘90s imperfection of ATM systems gave the crooks an 
opportunity to get cardholder’s account information from the discarded ATM tickets. 
The criminals observed customer’s PIN numbers and then with the help of these tickets 
could reconstruct the magnetic stripe contents. These attacks worked because there was 
no cryptographic redundancy on the magnetic stripe. Because of this problem it has 
become standard practice to print only the last six or eight digits. 

The cash withdrawal slot is attractive because it provides cash and in some cases 
(especially in previous years) there was nothing simpler than putting the adhesive tape 
on it to block the delivery of banknotes to the customer. A more sophisticated method 
uses motorised devices that transport the delivered banknotes into the special internal 
device. The modern ATMs are supplied with modifications of cash dispenser in 
firmware and hardware preventing the device from such swindling. 

Similar attack defined as ‘transaction reversal’ is based on creation of an error 
condition at the ATM signaling of the inability to dispense cash while it is legitimately 
accessible by force.  

 
Another class of attacks is aimed at obtaining the card itself. This is usually done 

with the help of miniature external devices. The most famous ATM scam of this class is 
called ‘Lebanese loop’. It has gone through a variety of forms since it first appeared and 
started with a magnetic (or video) tape, inserted into the card slot, which prevented the 
magnetic stripe of a card from being read and kept the card inside the machine. After 
unsuspecting card user has got neither the requested service from the machine nor the 
card he gets the advice from the swindler, who stands for example in the ATM line, to 
enter the PIN once again. By doing this, the customer gives an opportunity to the 
swindler to remember the PIN for the following use it with the card. After the card does 
not come out the machine, the cardholder in most cases simply leaves this place and 
phones the ATM owner support service. Meanwhile the crook uses a special tool to pull 
out the loop with the card and withdraws money from the account. 

The only method to prevent such fraud from the manufacturers side is a slight 
change in the ATM design, namely redesign of a card slot. One indicator for 
manipulation may be a flap that does not close completely after the card has been 
inserted. Or the rate of error codes implemented in the ATM software can signal about 
the fraud.  

Additional improvement was proposed by Wincor Nixdorf, the developer and 
supplier of solutions for retail and banking the ATM, switches off before the PIN is 
entered in case the card is blocked by Lebanese loop. 

The customer in his turn should pay rapt attention to any suspicious subjects, 
which can tell about the tampered ATM device. 

 
Tampering a PIN pad is a way to get user’s PIN. In this case there is no necessity 

for the crook to stand behind the customer trying to observe over his shoulder the 
entered PIN. Miniature video cameras may be installed in the immediate proximity to 
the PIN pad to record the entry data. 

The more advanced method is placing a fake pad over the original one. The 
overlay captures the entered information and stores it in the memory. Later the overlay 
is removed and the recorded data is downloaded into any storage media. There are two 
types of fake PIN pads in existence now: one, which prevents the normal transaction 
process, and another one, which lets the request be proceeded in a normal way. The 
latter is usually very thin and transparent to the user. 

Fake PIN pad attack can be prevented by the ATM manufacturer by placing 
special software or service which keeps track on the repetitive occurrences of a “time 
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out” message during PIN entry that emerges because of PIN overlay capturing the entry 
data. 

Another solution was proposed by the ATM-manufacturer Tidel Engineering. [9] 
It has redesigned its keyboard so that it will break immediately if someone tries to insert 
a data-catching device, called a "wedge," between the keyboard and the computer. 

Since PIN is the key to the customer’s account, technically advanced attackers try 
to intercept it whilst it is transmitted to a host processor. With ordinary keypads the 
entered PIN is sent in a “raw” state via a cable to a separate module containing 
encryption integrated circuits. The criminals access the communication cable of the PIN 
pad inside the terminal. To avoid such attacks Visa announced a new requirement: using 
of the Encrypting PIN pads on all new ATMs starting from July of 2004.  This pad 
immediately encrypts the PIN entry so that the hackers can intercept no “raw” PIN 
numbers. Any tampering of the encrypted pin pad renders it unusable requiring 
shipment back to the manufacturer to reset internal keys. The Encrypting PIN pads as 
well as migration to Triple DES is seemed a good protection method from any violation 
of a PIN pad and wiretapping, which is described further on. (for more information 
about PIN encryption see ANSI X9.8 Standard and ISO 9564-1) 

The unauthorized electronic monitoring of a signal transmitted over a 
communication line is called tapping (or wiretapping). A tap itself is the monitoring 
device that is placed somewhere on a phone line or junction box. There exist two main 
approaches of tapping: active and passive. A passive tap simply records itself or 
transmits to a recorder a tapped signal and does not interfere with it. All the ATM 
transactions are recorded within certain amount of time for future consideration and 
extraction of the codes. In some systems only the PIN part of the transmitted message is 
encrypted, in others – the whole communication process (this is more common 
nowadays). Later the obtained data can be used to make phoney cards with known 
PINs, PANs and other necessary information.  

Active tapping is a method of spoofing. There are two types of active tapping: 
invasive and non-invasive. A non-invasive tap is one in which an induction loop or 
antenna is used to pick up the EMI generated by the signal, and there is no physical 
connection between the common circuit and the line. The invasive method starts from 
taping the cable somewhere between the ATM and host processor. It should be done in 
the place of discontinuity of the cable, because in the future the computer will act not 
only as data interceptor but also as a generator of requests and acknowledgements (it is 
necessary to remember that the continuity of the cable while tapping should be kept all 
the time otherwise the whole line will stop functioning). As soon as the computer is 
installed the adversary starts to listen the transmission of packets trying to decode all the 
field headings and analyse the protocols. The packets exchange is performed on the 
channel level. For the entire understanding of the working process it is necessary to 
record valid messages as well as error codes.  

The real distinction of active tapping from passive is that computer is later used to 
generate and modify the incoming and outgoing messages. This can be done in the 
following ways: [10]  

1. After inserting a valid card into the ATM the attacker changes the approval 
field in the host message to OK regardless of its real value. The attacker may 
send the message to the host saying that the ATM is inactive while the ATM 
receives a message about cash dispensing. Since the ATM is not connected 
straight to the host computer no money will be debited from the cardholder’s 
account and not an alarm sound or other security feature will accompany the 
uncommon withdrawal. But even in case of ATM sending an alarm signal 
the message will not be received by the host processor since its role is 
performed by the crook’s computer. 
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2. The legitimate ATM message is recorded and then replayed. The cash is 
dispensed as it is supposed. This method will not work if the encryption 
embeds a transaction, clock or random code into the message thus making it 
unique. 

3. The phreaker uses a valid credit card and sends an authorization request to 
the host processor. When it returns an answer containing a maximum 
withdrawal amount, he intercepts it and changes its value. This operation 
requires careful attention because other fields such as control amount should 
be also adjusted. As soon as the ATM accepts this message the phreaker 
requests any amount of money for withdrawal, but the value received by the 
host processor is defined by the phreaker. The only problem that arises in 
this case is fixing protocol logs on order to adjust the modified values. 

Because of these attacks the data integrity of both the authorisation request and 
the response is vital. This means that if a message received at the destination is detected 
as changed it should be rejected. The property of source authentication is required for 
proving the originality of sender thus eliminating possibility of accepting a message 
inserted by an adversary. Both of these properties are known as ‘message 
authentication’.  

Keys used for encrypting PIN data, authentication data, other keys and other data 
should be securely stored within the issuer’s physically secure environment. 

Another method of data interception, which was even shown in ‘Terminator 2’ 
implies the use of a thin induction pick-up coil, consisting of one thickness enamel wire 
stuck between two self-adhesive labels that is inserted into the card slot of the ATM for 
listening to the signals of money release and then reusing this signal. 

Improving the protocol security is also an issue for the prevention of data 
interception attacks. So far most of the ATM networks were based on X.25 protocol, 
which operates on the first three levels of the OSI architecture. This protocol is known 
as being rather well debugged and stable with literally no data errors.  

Recently most ATM and POS manufacturers have decided to move from OS/2 
and other common operating systems to Windows as a standard solution. The Windows 
operating system offers the industry some form of standardization and IP networking 
capabilities. Also the Windows platform provides more support for open standard. 
CEN-XFS and ActiveXFS allow banks to develop a single application for self-service 
terminals from a variety of vendors. Another benefit of this platform is capabilities for 
remote fault management and software distribution. [11]  

But with the increased flexibility of plug-and-play capabilities this move will 
bring additional security risk for financial institutions of hacker attacks. In the past, 
ATMs were rather immune from this threat mainly because they deployed proprietary 
operating systems worked on leased lines. But now, with the migration of ATMs onto 
the corporate IP network and the introduction of Windows, the threat of being hacked 
into is extremely real.  

The operating system of an ATM device as well as the hardware can be subjected 
to the installation of Trojan devices enabling interception of unenciphered PIN between 
its entry and delivery to the system for checking. Other vulnerabilities of the software of 
ATMs open doors for the software devices prompting the user to enter this/her personal 
identification number without activating the keypad “security functions”, for modifying 
authorisation requests, the interchanged data (number of banknotes, etc.), or for 
accessing the ATM’s memory or hard disk (for tracking logs, cash balance, etc.). 

In August 2003 the Nachi worm compromised Windows-based Diebold ATMs at 
two different banks. It was the first confirmed case of malicious code penetrating cash 
machines. The infected machines in both banks started to scan aggressively for other 
vulnerable machines generating anomalous waves of network traffic.  This case 
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emphasized the uncertainty in running a single purpose appliance (in this case an ATM) 
on a general purpose OS. And it could be demonstrative example for future 
consideration of operation systems for other single purpose machines (like electronic 
voting terminals). [12] 

Some manufacturers respond to the emerged hacking threat by firewall solutions. 
Another decision is increased usage of cryptographic functions for not allowing such 
information as IP addresses appear in clear text. 

 Just as with any IT environment, constant monitoring by skilled professionals of 
a Windows ATM network is required in order to maintain control over access, be it 
access by individuals or electronic means. An integrated approach to ATM software 
security should exist in order to prevent hacker attacks and make the whole system more 
robust. [13] 

 
Apart from all the attacks listed above there is another, the most profitable for the 

criminals, class of the attacks, which is called skimming. The first case of skimming 
identified as a criminal technique took place in Asia in 1994. At that time it got wide 
publicity and thus led to the wide adaptation of this technique among criminals 
throughout the world. Skimming is the process of illegal copying of the information 
stored on the magnetic stripe of the card while using the ATM. The captured data can be 
encoded onto the magnetic stripe of a blank card producing a copy of the original that is 
undetectable by electronic systems (in case no special security techniques were not 
applied to the original card). Skimming is also common for point-of-sale (POS) 
terminals, which we will discuss later in this chapter. Customers unfortunately are 
usually unaware of the fraud until they receive a statement showing purchases they did 
not make. [14]  

Reading and deciphering the information is done by a small card reader in close 
proximity, or on top of the original card reader slot. 

 

   
 

Figure 32. A false card slot is affixed 
over the original card slot. The false 
slot holds an additional card reader 
used to copy card information. [15] 

 

Figure 33. Top of card-reader showing 
battery. 

 
 

 
There are three types of skimming devices for ATMs nowadays: 
1. Skimmers causing the ATM malfunctioning. Such a device is inserted into 

the card slot of the ATM. The inserted card in this case is read by the 
skimmer not by the legitimate ATM reader. Therefore the requested 
transaction does not occur and the user receives a message about 
malfunctioning of the ATM. 
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2. Small external skimmers. They are usually smaller than the deck of cards an 
look like ordinary magnetic stripe readers used for access control or in point-
of-sale terminals. So they read the magnetic stripe data the way normal card 
readers do. These devices are attached to the surface of the ATM together 
with a sign prompting a cardholder to swipe a card through the additional 
reader due to security reasons. 

3. Skimmers not interfering with the normal work of an ATM. This type of 
skimmer is placed over the card reader but does not block it off. In this case 
the transaction does occur thus not raising any suspicions from the card 
holder. Recently such devices have become more popular among crooks. 
There already exist common schemes of producing them, but still some 
questions have not been solved. On one of the carders’ forums the discussion 
of how to mount such a device to the machine took place. Proposed ideas 
started from glue and finished with small hooks that could trigger the 
skimmer to the front panel of the reader. The second important question was 
how to download the copied information. The initial idea was one-time 
device, which then turned into utilization of WLAN or Bluetooth for 
transferring data. The final specifications were also published on the same 
forum: size 2.5x2cm; power supply 3V Li-Ion; autonomous work duration 2 
days. The device considered error control and is adapted to the irregular card 
swipe. As soon as the data has been read it is transmitted to the receiver that 
could be located at most in 25 meters from the ATM. [16]. Therefore having 
such specifications and knowledge of electronics one can easily obtain up to 
512 card dumps within two days. 

The counterfeited cards using the copied data are usually produced in the next 24 
hours and used at the same day. But sometimes the produced dumps are sold over the 
Internet what make them difficult to be tracked.  

 The more skimming is spread all over the world the more new solutions are 
offered by the ATM designers and manufacturers. Among them is control over the 
speed of the movement of the card (which basically has been overcome by the carders 
cited above) or intentional erratic movement of the card during its insertion and return 
by the motorized reader. This skimming preventing technique is called jitter and utilized 
on the newly designed machines. Skimming protection is also added in the magnetic 
stripe technology (for more information see relevant paragraph in section 3.2). These 
techniques do help only in case the reader is capable to process them, otherwise the 
additional feature will not help to resist skimming. 

 The overall design of ATMs also has been reconsidered. Wincor Nixdorf in 
March 2004 proposed an improvement, which makes it impossible to affix devices to 
read card details. Sensors monitor the ATMs card slit on a continuous basis, and if they 
detect a device being attached they put the ATM out of service immediately before a 
banking customer can insert his/her card, allowing the data to be copied. [17]  

 Migration to chip-and-PIN solutions is now considered as one of the most 
promising techniques for cutting down the data skimming rate.  

 
Key management for ATMs 
 
PIN security within the ATM is still remaining the weak place in the functioning 

of financial networks. The main problems regarding the PIN as a security protective 
feature were discussed in the corresponding chapter (section 3.4). Here we will discuss 
PIN problems with regard to the key management for ATM devices.  

The industry guidelines propose that every ATM now should have its own master 
key in order to be secure. Keeping keys secret is only a part of the problem; another 
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important thing is their permanent availability for authorization process. The standard 
approach is to use Hardware security module (HSM), which stores keys and shows 
them to the mainframe programmers in an encrypted form.  These machines are also 
subjected to such brute force attacks as drilling or other penetration. But these methods 
are out of scope of our consideration in this work. 

Security modules have their own master keys for internal use which supposed to 
be stored for back up. The backup modules are usually based on PROM chips needed to 
be read from time to time. The security of this information and its availability depends 
on the experts carrying out reading and transferring operations. 

Key management is based on the principle of dual control and split knowledge. 
[18] The ATM key is loaded by two independent officers each knowing only his/her 
part of the key. Once installed the mathematical procedure is performed on the key parts 
that results in a key which is unknown to both participants of the loading process. The 
financial institutions apart from loading the keys are responsible for updating the DES 
keys. A convergence of security concerns is driving new requirements for the ATM key 
management in financial transactions networks. New security standards, 3DES, more 
frequent key changes, and unique key per device (UKPD) dramatically affect the 
volume, frequency, and type of key changes that financial organizations need to 
perform. The financial institutions face dealing with an exponential number of keys, as 
well as managing security personnel. In order to reduce key maintenance costs per ATM 
and increase security the necessity of on-line key loading has emerged. The secure on-
line remote key transport feature enhances the efficiency, certainty and security of DES 
key management partially due to the cutting down the impact of human factor. [19] 

An X9 working group (X9F WG6 - Cardholder Authentication and ICC Cards) in 
March 2002 began reviewing a proposal that creates standards for remote key 
management. The proposal included the use of public key cryptography that would 
allow for the remote automated distribution of the symmetric keys that were installed 
manually into ATMs. Symmetric keys can be established at the ATM either with the 
key transport protocol or the key agreement protocol.  

The remote key management requires establishment of the secure session between 
the ATM and the host system with the application of digital certificates. Certificates are 
exchanged with the other party in point to point communication allowing each party to 
authenticate the other one through the Public Key Infrastructure thus reducing the risk 
of unauthorized access. Authentication of the ATM contributes to the network security 
in general. Other security features, which are added by some manufacturers into the 
remote key management, include random numbers and identifiers. Diebold 
(manufacturer of high-security ATM devices) uses random numbers for prohibition of 
replaying the key exchange process. Identifiers provide reassurance that only authorized 
parties are involved in the process. Identifiers can also help to distinguish a certain 
ATM in a network. 

The remote key management provides hierarchical policy enforcement, thorough 
transactional data, and a real-time audit trail for user management. 

 
According to the EFTA’s “Recommendations to manufacturers for improved PIN 

security within the ATM” all the major manufacturers should develop a common 
interpretation of existing standards for key management and adhere to them with respect 
to encryption. Utilization of the standards helps to dramatically reduce banks’, card 
issuers’, and cardholders’ losses caused by more or less technological attacks against 
Automatic teller machines. 

 
Most of the described problems have arisen from the “magnetic stripe card – 

ATM” interaction. The overall introduction of smart card can help to eliminate them 
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(like the UK incentive). Because together with new cards the market will see new 
technologies for reading them. Since new reading devices are still being designed the 
known problems with the existing equipment are underlying in their development thus 
helping to overcome them. 

The wide deployment of smart cards in the financial sector will also bring the 
necessity for the upgrading the existing card reading devices. This should be considered 
as a part of system integration. Now in countries where chip cards are in use along with 
magnetic stripe cards one can find hybrid readers allowing acceptance of both 
technologies. Hybrid cards also possess features that enable the terminal to check their 
genuineness independently of the chip. Therefore the terminal has to have 
corresponding sensor. In case of multiapplication cards the ATM’s software should 
chose the proper application over all downloaded on the card. In other words this means 
that it should check before proceeding to transaction processes that the inserted card is a 
bank card or contains application suitable for the financial transaction. 

The development of the EMV standard for smart cards (see Appendix D 
Standards) was partially intended for reduction of fraud rate at end points (such as 
skimming at the ATMs and POS terminals). This standard shifts liability for fraudulent 
transactions onto the acquirers in case of their not adherence to it, e.g. in Western 
Europe this will start from year 2005.  

Regarding key management and encrypted data interception the interaction “smart 
card – ATM” is a bit different compared to the common magnetic stripe technology. 
Although the smart card provides more security features due to the logic structure of the 
card and its operation system the suggested methods of data encryption and remote key 
management will only enforce the utilisation of smart cards in the financial sector. 
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4.2. POS terminals 
 
Point-of sale terminal (POS) is another type of readers, physically secure device, 

which consists of a card data reader (which in case of magnetic stripe card is basically a 
legal skimmer), a keypad, an LCD display, and requires connection to the 
communication line.  

Transactions at POS terminals representing payments in exchange for goods or 
services are conducted both on-line and off-line. Online debit requires the use of a PIN 
and funds are debited immediately, while offline debit does not require a PIN and funds 
are not debited immediately but once in a while (depending on the requirements of the 
merchant and acquirer). Online debit transactions are processed over an EFT network 
and apart from paying for the services they allow customers to obtain cash at the point 
of sale. By contrast, offline debit transactions are processed over credit card networks 
and do not allow money withdrawals. 

 
Most POS-terminals operate in the asynchronous mode using seven-bit, odd 

parity, one stop bit interface. The parity is used for detection of the successful 
transmission of a character. The check for the correctness of transmission is performed 
by means of a longitudinal redundancy character (LRC). 

Other terminals operate using a synchronous interface. Here the line uses 
generally an SDLC (synchronous data link control) protocol, which allows meaningful 
transmission between the host and the terminal. [35] 

Apart from the entered PIN (which is only becoming the obligation for carrying 
out financial transactions) POS terminal checks the content of the magnetic stripe and 
namely the CVV value in order to determine counterfeited card. This works only in on-
line environment because the CVV validation requires a cryptographic calculation at the 
host. Some manufacturers support local key storage on POS devices. A more common 
use of cryptography for the POS devices is the Message authentication code (MAC). 
This message is carried over transmission lines in clear form, nevertheless the validation 
of MAC field at the recipient can show if this field has been tampered with or not. 

Managing and updating the rising number of POS devices is a challenging task for 
the retail sector. Problem of key management for POS devices is less troublesome then 
for ATMs but nevertheless exists. Key management schemes for POS terminals are 
designed in order to prevent back tracking of previous transactions. To update the keys 
and software it is usually necessary to de-install it and ship to a centralized depot. 
Information transmitted to and from the device is recorded. Back tracking preventions 
schemes are usually based on the periodical non-reversible transformation of current 
keys. Hence for effective work of these algorithms it is necessary to destroy all previous 
keys either by deleting the clear keys or by deleting higher-level keys, under which the 
clear keys were enciphered.  

The update is usually done by the special personnel thus human factor is again 
should be taken into consideration. 

 
Point-of-sale terminals themselves can become a means for money laundering 

without doctoring them. For example, US police charged a man with credit card theft 
after he obtained a POS terminal and hundreds of credit card numbers, and set up 
several fake businesses and bank accounts. The man racked up sales for these 
businesses through the terminal, thus filling their accounts, and then went round to 
banks and withdrew money against the sales, some of which exceeded $50,000 a day. 

 
The skimming scheme described for the ATM environment is even more common 

for the POS transactions. Stories about unexplained withdrawals from the cardholder’s 
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account are not rare now. The most popular places for data copying are restaurants, gas 
stations, hotels and small shops, where the customer gives his card to the merchant 
(shop assistant, waiter) to pay for the service and loses the site of it for a while. Either 
two things can happen: double swiping of the card – through the genuine POS reader 
and then through the skimming device; or the POS reader may be attached to a hidden 
computer (Palm or laptop) configured for copying the data at the moment of reading it. 
The PIN number in case it was entered onto the PIN pad can be captured by any of 
methods described for ATM devices. Advances in technology, particularly 
miniaturisation, have enhanced the skimming process. Some years ago the equipment 
required to conduct card skimming required a briefcase to conceal it. This equipment 
has dramatically reduced in size to now be the size of a pager a person would wear on 
their belt. [36] 

A more advanced type of skimming involves implanting of a skimming bug into 
the payment terminal. [37] In Japan and Taiwan criminal break into the stores or 
restaurants in the night put a chip, which will record the transmitted data, into the body 
of the terminal by drilling it or simply swap the POS terminal to a similarly looking 
model with already inserted chip. Then in a while they take the chip with all the 
information out from the terminal and sell the collected data. Those chips are 
programmed to erase their memories thus incriminating any evidence, unless they are 
developed with special equipment. Actually it is not always necessary to break into the 
store to install such an equipment. Sometimes it is enough to make a deal with the shop 
owner or with malicious clerk. 

Use of portable terminals which are brought directly to the customer is considered 
as one of the easiest and effective solutions in the fight against skimming in the 
restaurants. 

In order to improve security of fixed terminals the industry suggests use of 
devices equipped with features which make them more tamper resistant, detect 
unauthorised access and prevent insertion of skimming bugs. In case of detecting 
intrusion new tamper-resistant terminals erase all the software and tables thus making 
the terminal useless. Properly designed the detectors cannot be bypassed without 
causing substantial damage to the housing and inner parts of the terminal. More 
elaborate tamper resistance techniques include welded plastic housing that cannot be 
opened without destroying the housing, internal potting of critical components, and 
specialized secure microprocessors. These techniques are generally not necessary for 
the prevention of terminal skimming, and their high costs are only justified in PIN pads. 
[35] 

 
Another swindling involving use of POS terminals, which takes place in the 

restaurants, has nothing to deal with technologically advanced crooks, but rather 
concerns malicious staff. In this case human factor plays the utmost role. There was a 
case in the restaurant in Moscow when a client had paid with a credit card and in a 
while received a notification from the bank about unusual transaction. It turned out that 
personnel of that restaurant just swiped that card twice through the legitimate card 
reader thus charging the customer for the service she had not offered. After clarifying 
the problem the charged sum was refunded. Fortunately for the customer the bank 
offered such service as tracing abnormal spending behaviour using risk management 
systems (which will be discussed in Chapter 5). 

 
The introduction of the smart cards due to their data processing abilities changes 

the way POS transactions are carried out. Card issuers become able to take an active 
role in deciding the outcome of a transaction – including the decision on whether the 
transaction will be sent on-line for authorisation – by having their smart cards carry out 
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pre-determined actions using information both stored in the card and provided by the 
POS terminal at the time of the transaction.  

EMV standards mentioned in relation to the ATM environment also enforce the 
security of POS transaction. They ensure that the organisation issued the card is genuine 
and certified by the trustworthy authority; the card itself is genuine, and the data stored 
in the smart card has not been tampered with. In addition, every time a transaction using 
the card is sent on-line for authorisation, separate cryptographic checks are used to 
provide mutual authentication between the card and the card issuer. 

 
The significant part of this chapter was dedicated to the consideration of card 

readers, which operate with the financial applications and mainly concern the use of 
magnetic stripe technology. Apart from them there is another class of readers targeted 
on non-financial sphere. This class includes access control devices, fare acceptance 
devices, ID card readers etc. They become subject for the card fraud more rare because 
tampering them with will not bring immediate or even expectable long-run profit. Thus 
they will not be considered in our report. 
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4.3. General smart card readers 
 
Smart card readers (or card-accepting devices, as they are also known) are of 

interest of our work because depending on the application they have different 
architecture and security features. The reader is the only contact the card has with the 
outside world. Once the smart card has been fed the correct PIN by the reader, it can 
make the card believe whatever it wants. The magnetic stripe card relies on the reader to 
perform the actual function (like signing the document) while the smart card performs 
most functions itself.  

The basic function of a chip reader device is to provide power and a timing signal 
to the smart card and establish link between the card and the application. The 
complexity of a reader is increasing with the complexity of an application, its main 
purpose and required security features. The simplest card reader, which can be found on 
the market, is balance reader, showing the balance of the electronic purse account upon 
request. More complex ones can be stand-alone readers or readers which can be 
attached to the ordinary PC running special software.  

 
The readers should incorporate following sets of features [RANKL]: 
1. Positive control of the card transport status, such as power application when 

the card is fully inserted or removed, or displaying messages to the 
cardholder. 

2. The ability to send PINs or other verification data securely to the card 
without risk of interception. The reader itself and the authentication 
electronics must be tamper-proof. 

3. If the communication between card and PIN pad is remote then standard for 
encrypting the PIN should be adhered to. 

4. Security application module (SAM) is necessary in case of storing keys and 
utilization of private key authentication. 

 
In functional terms a smart card terminal consists of two parts: a contact unit for 

the card and a terminal computer. The reader under these terms has essentially only a 
mechanical function. A terminal computer is usually a single board device. 

Smart card reader, which is a part of ordinary PC, inherits all the benefits and 
vulnerabilities of the main device, including architectural and software problems. These 
problems can be solved only by specially designed software used for the smart card. 
The terminal software must be able to independently re-establish communication if the 
card has briefly lost contact with the reader, but because of the security requirements the 
PIN must be entered again or user has to be re-authenticated. The only information, 
which is provided by the contact, is whether a card is inserted or not. The only signal 
received by the contact unit is the activation of the automatic card injector in case it 
exists in this device. Whenever the contact unit detects that the card is being withdrawn, 
the terminal’s electronic circuitry must immediately execute a deactivation sequence. 

The voltage needed for writing and erasing EEPROM pages is generated by the 
microcontroller. Current can draw up to 100 mA for intervals of a few nanoseconds. 
The consequence of such short spikes is that supply voltage for the card can collapse 
due top the high current load and the EEPROM write/erase cycle my fail. The possible 
way to avoid power supply problem is to have the leads of a smart card as short as 
possible. ([RANKL], p.519] 

For financial transactions according to the standard the smart card terminal should 
be equipped with a real-time clock for reasons of traceability and user protection. This 
clock may be off not more than 1 minute per month. 
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Every terminal has its own small operating system written in the terminal 
microcode to handle different tasks such as polling, processing commands and 
interrupts, controlling the keyboard, communication and display. The terminal 
application code is usually downloaded using a secure host connection. Terminal 
software can provide extra protection by logging the transactions and errors, which is 
done by uploading to the host for analysis and diagnostics. 

The logic security of smart card readers is provided by the master keys needed for 
the cryptographic algorithms for off-line working terminals. These keys should be 
stored not in the normal electronic circuitry of the terminal but in a SAM, which has 
special electrical and mechanical protection. Modern version of the module is usually 
the size of a matchbox and has sensors for detecting attacks. If an attack is detected, the 
usual defence is to erase all the keys leaving the circuit without any ability to analyse 
data. Due to the rising prices for good security modules more and more functions are 
delegating to the smart card itself. 

The security module is not permanently built into the terminal so it can be 
exchanged or upgraded. Smart cards as security modules (normally chips in the ID-000 
card format) may contain supplementary arithmetic coprocessors, so the speed of RSA 
computation can be significantly improved once the software has been modified. The 
more cards appear on the market the more different secret keys they will bring the more 
difficulties arise for the terminal to carry out all the processes relevant to the security of 
their systems. So the interoperability solution is to have terminal only looking after the 
user interface and uploading or downloading data to/from the background system. 
Terminal will be able to serve terminal cards from different card issuers in parallel 
without mutual interference.  

Unauthorized tapping of the data transfer can be protected also mechanically (by 
putting a security module in the terminal which is in turn protected by robust housing). 
This device is called a shutter and it prevents tapping and manipulation of the messages 
sent between the terminal and the card. If the shutter is not closed completely no power 
will be applied to the card thus preventing any communication (this device is similar to 
shutters used in the ATM devices). This kind of protection is not of the primary 
importance since most of the anti-attacker techniques should be implemented in the 
software, nevertheless existence of such a device can make complicate the intrusion. 

PIN after been entered by the cardholder into the terminal, is sent to the card 
where it is compared to the stored PIN. The comparison takes place within the smart 
card itself. If correct, the purchase proceeds; if not, the cardholder may have another 
chance to enter their PIN but, just like at a cash machine, three wrong PINs will lock the 
card which will then need to be ‘unlocked’ before it can be used for purchases again. 
The stored PIN is never revealed to the outside world during this process. 

Smart card allows check for the validity of the terminal used to accept the card. 
This check is especially important for prevention the use of fake terminals, aimed at 
collecting customers’ PINs. The first thing that happens after the insertion of a smart 
card into the terminal is a mutual authentication between the card and the reader. The 
smart card stores a file containing user’s password. It can be read and shown on the 
display of the terminal only in case of successful authentication process. If the user sees 
his/her own password then he can proceed with entering PIN. 

Another procedure, called ‘trust split’, is implemented with the help of back-end 
processing system that monitors a transaction and flags in case of any suspicious 
activity. Trust splits are important in systems supporting multi-application cards. 
Involved parties should be mutually authenticated. (e.g., the reader/terminal should be 
able to authenticate the card’s validity and the cardholder’s identity, and the card or 
cardholder should be able to authenticate the reader/terminal.) Trust splits are reduced 
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where the data owner and the cardholder are the same. Some countermeasures, such as 
adding some kind of display to the card, are not yet economically feasible. [38] 

Shneier and Shostack in their survey devoted to the smart card threats [39] 
defined three main types of attacks which involve smart card terminal: 

1. Attacks by the terminal against the cardholder or data owner, 
2. Attacks by the terminal owner against the issuer, 
3. Attacks by the cardholder against the terminal. 
To make this division more understandable it is necessary to clarify that the data 

owner is the party which has control of the data within a card, the card issuer is the 
party which issued the smart card. Sometimes these two parties are the same institution 
and in some cases they can be also the terminal owner.  

 
The first type is the easiest to understand. It was explained conformably to the 

fake ATM devices. The most obvious consequence of applying a card to a fake or 
doctored terminal is loss of PIN in the sense that it can be recorded by the terminal and 
used later. The ability of a rouge terminal to do damage to the card is significant and it 
is sometimes impossible for the cardholder to detect this fraud in context of a single 
terminal.  

The rouge terminals can mount fault generation attacks based on the glitches in 
signals and power. These attacks cause malfunctioning in the processor thus providing 
additional unendorsed access. Also the terminal can perform an attack against the card 
exploiting security vulnerabilities found in the protocols, cryptographic algorithms and 
their implementation. This class of attacks is called software attacks. (Methods of 
mounting such attacks referring the card itself were discussed in detail in the chapter 
3.3, section non-invasive attacks).  

The impact of this class of attacks can be eliminated with the help of mentioned 
earlier back-end processing systems that monitor suspicious behaviour, mutual 
authentication and possession of own card terminal, such as one attached to the personal 
computer. 

 
The second class of the attacks takes place in situations when the terminal owner 

and card issuer are independent parties (such as Mondex system). The control of all the 
communication between the card and card issuer is performed by the terminal. Hence it 
can falsify records, refuse transactions etc. The terminal can intentionally fail to 
complete transaction or not provide the ordered and paid service. These attacks do not 
affect the nature of smart card. To some extent they are similar to the previously 
described class of attacks. The possible protection is to use monitoring systems on the 
back end, or having a secure connection between the card and the back-end computer 
through the terminal. 

 
The last class of attacks involves use of modified cards with the intent of 

subverting the protocol between the card and the terminal. The possibility of such an 
attack can be eliminated by implementing good protocol design and not allowing the 
cardholder to manipulate data inside the card.  

In the following section we will discuss such smart card terminal as Set-top box, 
which is subjected to all three types of attack. 
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4.4. Set-top boxes 
  
A set-top box (STB), also known as receiver or decoder, is an electronic device 

that enables a television set to receive and decode television broadcasts, coming from 
the source via cable or satellite channels. It acts as a gateway between the television or 
PC or PC-TV and incoming signal.  

There are set-top boxes, which are encapsulated into the TV-set (‘built-in’ boxes) 
and those ones, existing as separate devices in the shape of a box, which are usually 
placed in vicinity of the TV-set or on top of it.  

There are separate STBs for cable and satellite systems. Both are similar in 
architecture. The main difference is that the back channel for the cable system typically 
uses the cable, whereas the satellite system uses a telephone connection [42]. 

 
Generally all the set-top boxes are fallen into three main categories [43]. First 

category comprises broadcast TV set-top boxes that are able to receive and decode TV 
signal and equipped with simple device (usually very weak) for navigation among 
different programs. They do not have return channel and come with limited memory, 
weak processing power, few number of interface ports. Second type is an enhanced TV 
set-top box. It has improved functionality compare with the previous one and return 
channel that enables the access to the system’s server. These set-top boxes are intended 
for such services as video on demand, near video on demand, e-commerce, Internet 
browsing, e-mail communications and chat. The third category is presented by 
advanced set-top boxes, which are very similar to PC. They have good processors, 
memory, and hard drive enabling recordings of video information.  

In addition to categories mentioned above the paper [44] three more categories of 
set-top boxes were proposed. These are the followings: an all-in-one set-top box, which 
is the fully integrated set-top box and provides services from high-speed Internet access 
to digital video recording to games and e-mail capacity; sidecar that provides an 
additional transport stream of data from the content provider, to compliment the original 
stream that is being received by the subscriber via their original set-top box; hybrid 
digital cable box, which is a specialized cable TV set-top box with high end functions. 

  
The main hardware components of any set-top box are [44]: 
- The network interface that allows the user to receive data from the server and 

send data back to the server, in a manner that it can be understood by the 
server; 

- The decoder that decodes the incoming stream's data before displaying them 
on TV-set.  

- The buffer that guarantees continuous consistent playback for the viewer by 
receiving a stream several seconds before it can actually be seen by the end-
user. It is done because of unpredictable fluctuations in the network, which 
lead to different arrival time of a video stream. 

- Synchronization hardware is necessary for synchronizing both video and 
audio streams before being viewed.  

  
The main software components of any set-top box are [44]: 
- Platform that enables interactivity and includes the underlying system, 

standards, and the operating system.  
- Middleware that connects two separate applications together. 
- Software that adds features to the set-top box.   
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A set-top box is an essential part of direct broadcasting satellite systems (DBS), 
commonly referred to simply as "Pay-TV system"(see Figure 33 below), which is a 
commercial television system providing TV programs to its customers and charges them 
a subscription fee.  

 
Figure 34. The components of a DBS system (Where Content is an encrypted 

content, and CW is a control word) [45] 
 
Content Provider sends the content to a service provider, which encrypts the 

content and transmits it to a geosynchronous satellite and then to a customer’s set-top 
box. The  set-top box receives encoded or compressed digital signals and converts them 
into analog ones which can be displayed in a viewable form on the television set. 
Commands from the user are accepted by means of a remote control (that is often 
keypad or keyboard), and transmitted back to the network, through a back channel 
(which may be a separate phone line or satellite connection).  

 
To secure content delivery in the set-top boxes satellite and cable television 

operators use smart card related technology and conditional access technology (see 
Figure34 below).  

 

     

Figure 35. On the left: SMD version of the Jupiter 1 card; on the right: CAM 
Viaccess [46] 
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Smart cards contain customer’s information about subscriptions (e.g. service 
provider’s key and list of rights) and are used for his identification to the cable or 
satellite TV provider and access to the services (channels), which have been paid for on 
a subscription or event basis. Nowadays removable smart card approach is widely used 
in most digital services worldwide. Initially it was introduced by NDS for BSkyB’s 
analog TV service more than 10 years ago. The card if needed can be readily replaced to 
introduce new features or update the security. It is less expensive than replacing the set-
top box. 

Some types of STB provide the second slot for smart card, which can be used for 
a credit card to pay for services, loyalty card or others. 

 
For the receiver to understand whether it should or should not decode the 

incoming broadcast stream thus allowing an access to service, the conditional access 
module (CAM) is required [47]. 

On arriving the encoded or compressed digital signal at the receiver, a smart card 
which is inserted into the module, is checked for the subscription validation by 
comparing the keys contained in the module and in the card. In case of matching, the 
subscription is assumed to be valid and the received content can be deciphered [48].  

In case when subscriber rights have to be updated (e.g. a subscriber wants to 
cancel his subscription or change the subscription package) the CAM sends ciphered 
management message to the user’s smart card, which contains all the necessary 
updating information (new rights, loss of rights, increase purse…) and the subscriber 
ID.  

 
A CAM comes in two types [49]: removable from the STB or embedded into it. 

The former contains the smart card itself and is expensive and complex in terms of 
functionality, security and STB architecture. The latter has an embedded MPEG-2 
chipset in the STB and in this case the only removable part is the smart card that 
provides less flexibility for future system upgrading the.  

 
The way of communication between these two devices, the smart card and CAM, 

depends on the special software used by the service providers and known as scrambling 
system or conditional access system (CAS). It is often implemented on a smart card, 
which must be integrated with the STB platform hardware and software. Currently there 
are many different CAS for pay-TV in the market. Here we list only some of them: 

- Viaccess, 
- Videocrypt, 
- Mediaguard, 
- Irdeto, 
- CryptoWorks,  
- And others. 
 
Smart card, conditional access module and conditional access system are integral 

elements of any set-top box. As in case of other readers discussed previously, the proper 
work and security of a STB, as a particular case of a smart card reader, are guaranteed 
by the proper work and security of its components individually. Since overall security is 
mainly concentrated in them breach of security of any component will cause the whole 
system to be vulnerable. Therefore an unauthorized viewer often used to play around 
with one or several components in order to get illegal access to various services. Despite 
strong encryption and authentication solutions deployed in the system, some viewers are 
still able to use different ways to bypass the existing security techniques.  
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In the next several paragraphs we consider each of these components separately 
from the security perspective. 

 
4.4.1. Smart cards 
 
The smart cards are both the systems’ greatest strength and weakness. On the one 

hand it provides strong authentication for the cardholder and protection for the service 
provider but on the other hand since in most cases it is not sealed inside the decoder it is 
easy accessible and subjected to various attacks. Detailed description on different 
attacks is given (in section 3.3, Attacks against smart cards). Here we will briefly 
mention the most common ones.  

The most obvious way is to clone the card, which stays workable while the 
original works. Other methods are reprogramming the disabled card or the one that 
provides limited access to services, with further turning it into a card giving full access 
to the whole package of services, or newly program a card. The last attacks with (re-
)programming are pretty easy to carry out since there is enormous amount of 
information on different websites and message boards on how to program smart cards, 
references to where to find essential key materials and etc. For example, while looking 
for information for the report we faced with an interesting Swedish website, where it 
was explained step-by-step how to make a TV pirate card [50]. The hardware and 
software tools to program these cards are also widely available. 

 
The suitable countermeasures that can be undertaken to prevent these attacks is 

updating the encryption, enhancing the key schemes containing in the card or replacing 
old, hacked cards with new, more secure ones. The latter method can be relatively 
inexpensive in small quantities but when there are a few million cards to be replaced, 
the costs dramatically increase. For example, BSkyB paid 21 Million pounds for their 
last card change [51]. 

 
4.4.2. Set-top boxes 
 
Although, the smart card is one way to hack the pay-TV system, the hackers can 

use several methods to tweak receivers to pick-up signals for free TV. 
 
Most of the current STBs have such facilities as browsers and Electronic Program 

Guides (EPGs) for upgrading their software. But there are still set-top boxes whose 
software cannot be changed or upgraded and this is obviously a big disadvantage, in 
terms of flexibility and functionality, but not the security. Hackers have started to use 
this upgrading feature of the STB for getting illegal access to different services. They 
developed special programs, patches, which can be easily downloaded into the receiver 
and allow watching various channels without any subscription. The reply from 
manufacturer’s side was mounting special blocking devices inside the receiver [52]. 

 
Detailed instructions for building the pay-TV decoder were demonstrated on the 

website [53] in 1994. 
Due to different scrambling systems, you might find it necessary to change the 

range and values of the variable capacitor. 
The required materials are: 
- One Radio Shack mini-box, 
- One 1/4 watt resistor, 2.2k - 2.4k ohms, 
- One 75pF-100pF variable capacitor, 
- Two F61a chassis-type coaxial connectors, 
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- 12" - No. 12 solid copper wire, 
- 12" - RG59 coaxial cable. 
Instructions: 
1. Bare a length of No. 12 gauge solid copper wire and twist around a 3/8" nail 

or rod to form a coil of 9 turns. Elongate coil to a length of 1 1/2" inches and 
form right angle bends on each end. 

2. Solder the variable capacitor to the coil. The best place for it is in the center 
with the adjustment screw facing upward. 

3. When it comes time to place coil in box, the coil must be insulated from 
grounding. This can be done by gluing a piece of rubber to the bottom of the 
box, and securing the coil to it. 

4. Tap coil at points 2 1/2 turns from ends of coil and solder to coaxial chassis 
connectors, bringing tap leads through holes in chassis box. Use as little wire 
as possible. 

5. Solder resistor to center of coil and ground other end of resistor to chassis 
box, using solder lug and small screw. 

6. Drill a 1/2" diameter hold in mini- box cover to permit adjustment of the 
variable capacitor from the outside. Inspect the device for defects in 
workmanship and place cover on mini- box. Tighten securely. 

7. Place device in line with existing cable on either side of the converter box 
and connect to television set with the short piece of RG59 coaxial cable. Set 
television set to HBO channel. 

8. Using a plastic screwdriver (non- metallic), adjust the variable capacitor 
until picture tunes in. 

As a defensive means providers of pay-TV services can use additional protection 
on their cards (e.g. stronger authentication procedure) or apply new methods for 
scrambling their data. 

 
4.4.3. CAM 
 
As we mentioned before there are set-top boxes which have access card sealed 

inside of them. From security point of view such modules are considered to be more 
secure compared with the removable ones, since access to them with the aim of 
reprogramming becomes more difficult. This can be illustrated on the following 
example with DISH Network and DIRECTV.  

DISH Network’s access cards are built into the boxes, therefore access to these 
cards with the intention of reprogramming would be problematic since it is needed to 
reconstruct the box, and therefore stealing the service becomes almost impossible [54]. 
In contrast, DIRECTV access card can be taken out of the set-top box and be easily 
reprogrammed by applying software patches with the result that a valid smart card is no 
longer necessary (so-called FreeCams) [55], [56].  

 
There is a relatively new and extremely dangerous technique, which allows to 

emulate CAM and the smart card. It is main idea is based on the use of ordinary PC 
equipped with DVB TV card and software decoder. The powerful software decoder, 
which emulates CAM and the smart card, are distributed over the Internet. This form 
relies on ultra user friendly distribution over the Internet, which makes it the potential 
piracy killer application [55].  
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4.4.4. CAS 
 
The role of conditional access systems is to ensure that customers are entitled to 

watch only those channels and have access to those services they have paid for. Some of 
them are considered to be more secure than others. Depending on goals pay-TV service 
providers use different CAS. Despite the existence of myriads of different conditional 
access systems they possess some common security features that allow to withstand 
unauthorized access to services. The most important features we collect below: 

- Control word, which is a key used for encryption or decryption of the 
content. 

- Secure packets. To prevent unauthorized eavesdropping on the data in 
packets control and management message packets are encrypted before 
transmitting. 

- Electronic countermeasures. Broadcasting of extra secure messages to the 
customer smart card with an intention to affect on its behavior, in case when 
disable pirate device or pirate card is used. 

- Authentication schemes, which ensure that only authenticated card will 
receive any packets from STB. 

- Pairing. Each customer’s card can be linked with a specific STB to reduce 
the security risks. 

- Fingerprinting can be very useful in tracking subscribers who improperly use 
their subscriptions. 

 
The CAS, known as Videocrypt [57] had been considered unbreakable for a long 

period of time because all secret parts that are essential to the successful decryption are 
located in the smart card and if the cards secret key becomes known, it can easily be 
replaced by sending new cards to the subscribers. Later, in paper [58] two types of 
attack on this system were described. First one is an image processing attack on 
VideoCrypt, which allows to obtain final black and white descrambling result without 
knowledge of card secret. Second attack known as replay attack against VideoCrypt 
becomes possible because all VideoCrypt smartcards working on the same channel 
reply identically and the scrambled VideoCrypt signal can be replayed with a normal 
home VCR. 

 
Currently providers of pay-TV services exploit all countermeasure capabilities of 

their systems, including key updates and blocking of known pirate smart cards. They are 
also continuously and routinely analyzing new pirate devices and methods in order to be 
one step ahead of piracy. By upgrading the encryption and enhancing the key schemes 
used to identify users they reduce the vulnerability of their systems.  

 
4.4.5. Other attacks related to pay-TV system 
 
There are several interesting attacks which are worth mentioning here. These are 

attacks against service provider and card holder which are carried out by means of set-
top boxes.  

 
Attacks against service provider 
 
Unauthorized movement of a customer’s set-top box from a home to a 

commercial place, such as a cinema or a bar, or across an international border (e.g., 
‘grey market’, when one buys a STB for a service originating in one country with 
further intention to use it in another country, where this service is prohibited by law) 
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can cause losses in money or reputation to service providers due to various financial, 
copyright and political issues. Authors of paper [59] offered four schemes for detecting 
such a movement, namely: 

- Caller-ID scheme. The main idea of this currently used scheme is that the 
service provider has database of subscribers’ phone numbers and every time 
a customer makes a call to the service provider, the last one can define the 
origin of the call and sometimes, customer’s ID (e.g. in case of pay-per-view 
service). 

- Use of global positioning system (GPS), which allows devices to determine 
their position with 100m accuracy. It uses 24 satellites with synchronized 
clocks that transmit a specific bit stream. 

- Use of phone’s enhanced 911 service. Applying this scheme the STB has to 
include cellular wireless modem used for making a callback to a service 
provider. Upon receiving the location information from the modem, service 
provider compares it to the location where the STB is supposed to be.  

- Measuring the time-difference of arrival of the satellite’s signal. This scheme 
is based on measurements of distance between the Earth-bound receiver and 
a satellite, based on the signal’s time of arrival. 

 
Attacks against customer 
 
Tracking the location of the STBs by service providers described above can be 

considered as an invasion into their subscribers’ private lives. Sometimes service 
providers are able to easily acquire customers’ personal data (for example, watching 
habits) that makes them feel uncomfortable. 

To overcome such a problem different privacy protection schemes have been 
proposed, but many of them protect customers from outsiders, not from service 
providers. 

In paper [60] new scheme of conditional access mechanism, known as ‘e-ticket’ 
was proposed. It is based on a modified partial blind signature scheme and provides 
strong privacy and non-repudiation for the subscribers. The general idea is that the 
customer buys e-ticket from the provider and when he wants to subscribe to some 
channels and services, he just shows this ticket to him. Temporary anonymous public 
key is embedded into the blind message, without any information about the customer. 
Private key of the temporary anonymous public key is owned by the subscriber, 
therefore anonymous signature of the owner of e-ticket is guaranteed.  

 
 
4.5. Summary 
 
This chapter was devoted to the readers and their relation to the card technology. 

First of all we described the best-known card accepting device, an ATM. Every 
functional element of the ATM can become an aim for a specific attack. These attacks 
range from the putting an adhesive tape on the cash dispensing slot to the use of 
personal computers for interception of transaction messages. 

The next presented reader was POS terminal which is a more simple device but 
subjected to the same group of attacks directed against ATM. 

Smart card readers differ in their functionality from ATMs and POS terminals and 
they offer far more security. Thus we decided to take them under consideration for our 
research. We defined the main principles responsible for their functionality, and the 
attacks against them.  
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As an example of smart card readers for non-financial application, which is 
nevertheless subjected to illegal modifying, we examined the set-top boxes and their 
vulnerabilities.
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CHAPTER 5. FRAUD MANAGEMENT 
 
In the previous chapters we discussed available technologies in the plastic card 

world, their advantages and vulnerabilities. This chapter is devoted to the fraud 
management and risk reduction techniques, which are available on the market and 
proved themselves as being worth implementing. 

They are not related directly to the plastic card technology since most of them are 
implemented neither on the card nor on the reader. Some of them are based on the 
mathematical rules, others rely on the specially developed software, but without them 
the fight against fraud in all the spheres where plastic cards are used will be less 
effective. 

All fraudulent credit card purchases are constrained by two factors: the card’s 
spending limit and spending behaviour of the legal cardholder. This factors help to 
resist fraud to some extent. 

 
Risk reduction techniques include a wide range of activities: early warnings, 

alarms, flags; obvious patterns of various types of fraud; gathering profile of user’s 
activities; minimizing false rejection rate; risk analysis; reports; monitoring and so 
forth. 

 
5.1. Stop lists 
 
One of the most widespread techniques in combating card fraud is the use of Stop 

lists (which are also called “black lists” or “hot lists”). The use of stop lists is widely 
adopted for different applications. This is basically a filter, which allows everything 
what is not prohibited. Some systems support either “black” or “white” lists. The latter 
is a list containing valid cards whereas the former contains card numbers of lost, stolen 
or forged cards. The number is the most typical attribute, but list can be based on some 
other unique feature. Support of “white lists” may seem the best decision from the 
viewpoint of impeccable system, but since amount of such cards is usually huge it is 
practically impossible for a system to support such lists.  

There is one more class of lists, so-called “red lists”.  ([RANKL], p. 440) They 
identify cards, which are demonstrably forged and should be either blocked or 
confiscated. 

There are certain difficulties with this approach. For example it takes time to 
distribute the bad card list after the card has been reported as lost or stolen. Card 
numbers remain in the list only for a certain period of time, so after a card is removed 
from the list the swindler can start to use it again.  

The verification of a card as being lost or stolen in previous years was usually 
performed by the phone call to the authorisation service. Most of retailers admitted that 
their were significantly reduced but sometimes length of time they were spending trying 
to contact the service was unacceptable. The average contact time was about 17 
seconds, but in extreme cases it took some of them up to an hour. 

For the appropriate work of such systems the terminals should work on-line or in 
case of off-line terminals these lists should be updated on a regular basis, at least daily. 
The best results and the wide adoption stop lists got in the financial sector (banks and 
retail commerce).  

A customer when realised that his card was lost or stolen should immediately 
contact his bank clients’ service in order to place information about his card in this list. 

 
5.2. Card restrictions 
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The risk of large-scale fraud through the financial plastic cards can be reduced by 

setting limits for the daily transactions, the transaction bulk allowed without 
authorization request; amount of money, which can be stored on a card, or card life 
cycle. Such limits are of primarily importance for EFTPOS transactions. The rate of 
fraud with lost/stolen cards after employing of these restrictions in the UK reduced from 
70% in 1991 to 40% in 1996 to 20% in 2000. [1] 

To keep merchants costs low, issuers in countries with high telecom costs agreed 
to floor limits below which merchants are guaranteed payment even if they don’t 
perform an authorization. In the United States nearly 100% of transactions are carried 
out online. In Japan this rate is about 60%. 

But still these techniques can be bypassed. One significant case took place in 
Norway in 1996, when a bank’s client discovered in his monthly statement phantom 
withdrawal of NOK18,000 made during one day while daily limit at the ATM allows to 
get NOK5,000 and at the  EFTPOS – NOK6,000 which constitute only NOK11,000. [2] 

 
5.3. Monitoring technologies 
 
Monitoring technologies allow to cut the fraudulent transaction rate by not 

authorizing a particular request. 
 
5.3.1. Neural networks 
 
Neural networks were built to imitate biological pattern recognition. The process 

of recognition is emulated on a computer. The network is first taught the pattern of 
behaviour, built on the collected data, and then the decision on the outcome appears 
according to this pattern. Neural nets can be found in such applications as image 
performing and signal processing, pattern recognition, prediction and forecasting etc. 
Together with other analytical and predictive methods neural networks are involved into 
knowledge discovery and data mining systems. The goal of these systems is to assist the 
user in determining the relationships in case of lack of time for examining particular 
data elements and interfering knowledge from them.  

In case of financial applications and retail sector the neural networks help to 
detect crime and thus prevent losses. The way in which the criminals use fraudulently 
obtained card is in most cases entirely different from the legitimate user’s one (except 
for cases when the criminal has tracked his victim’s behaviour). The behavioural pattern 
of a legitimate user can be regarded as his/her ‘fingerprint’. This fingerprint is combined 
of such factors as frequency of card usage, nature of the preferred merchant, his 
location, and compliance (credit limits set in the bank). 

Each time an authorisation request is processed the transaction is evaluated 
against the individual’ payment card history. The system estimates a potential risk of 
fraud and thus produces a score, which flags whether the transaction is fraudulent or 
not. 

When building a prevention system based on neural networks the following 
specific features should be taken into account. [3]: 

- The probability of fraud is very low (0,2%) and has been lowered in a 
preprocessing step by a conventional fraud detection system; 

- Most of the data fields per transaction contain symbolic data (merchant code, 
account number, etc.); 

- Symbolic field can contain different number of values; 
- Analog data is also a part of a transaction; 
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- The confidence limit for a transaction abort is very subjective and in some 
cases should be revised.  

In most cases work of neural networks is based on if-then rules. The possible way 
of derivation of more general rules is combining several misuse rules together. One of 
the methods of coming up with the general rules is building a decision tree. Every rule 
brings its share to the final decision. These shares underlie the final level of confidence 
for a certain decision. When the confidence is maximized the probability of a false 
alarm is minimized. 

The monitoring based on the use of neural networks should be applied to: 
- Merchant analysis in order to eliminate rate of merchants working in 

cooperation with criminals by tracking the fraud experienced by a particular 
merchant as opposed to the level of fraud acceptable in this sector. 

- Consolidating fraudulent transaction information. This can help to 
understand methods used by the criminals as well as define merchants 
working with criminals. 

- Susceptibility analysis which allows to define certain conditions of 
fraudulent use of cards. 

Neural networks learn from the data they analyse hence their worldwide 
acceptation in the finance sphere. Due to this fact even subtle changes in the pattern 
activity cannot remain unnoticed. 

Since 1992, application of neural networks has helped to detect credit card fraud 
by approximately 70% due to statistics of US Bancorp and Wachovia Bank. [4] The 
protection achieved with the help of neural networks relies on the performing 
monitoring time; the best results are obtained in the 24-hoyrs a day, 7-days a week 
mode. 

 
5.3.2. Rule-based approach (statistical) 
 
This approach uses Bayesian logic fir building up the decisions. Effectiveness of 

such systems is measured in terms of fraud loss reduction and “false positives”. The 
advantage of rules-based system is the ease of their upgrade in case new factors appear. 
The rules-based systems are usually aimed at fraud identified by the geographic region, 
merchant type or financial organisation. But it should be kept in mind while building 
such a system that the more rules are included into the system the slower the evaluation 
process becomes. So rules should be revised on some regular base. [5] 

Rule-based methods are good at detecting obvious fraud and company-specific 
fraud patterns. 

Both of the described methods give impressive results. The effectiveness of fraud 
applications depend strongly on the quality of the material used to build the scoring 
model. But on the other hand both of them have their own disadvantages which become 
more obvious when comparing them.  For example neural networks usually take long 
time for training and retraining (in average 4 months) while by applying more 
sophisticated mathematical solutions the rules-based system can be easily improved. For 
example an impact of a group of criminal operating in a particular country can be 
weighted, added to the system and used immediately but in case of neural networks the 
urgency and usefulness of this factor can be significantly reduced to the moment of the 
end of training. Also neural networks do not consider some relationships, for example 
geographic proximity. 

But if compare the overall performance of neural networks and rules-based 
system the former have typically better result in terms of false positives. On the other 
hand the latter shows theoretically more precise results.  
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A customer himself should be aware of changing his patterns when paying with a 
credit card. For example unpleasant situation can emerge on vacation, when money 
spending patterns change dramatically. 

So the final decision of the company accepting fraud detection system should 
depend on the expecting results, considering factors and, of course, material costs.  

As fraud-detection systems become more accurate, the perpetrators invent new 
means of committing undetectable fraud. 

 
 
 
 
5.4. Duress PIN 
 
Most of up-to-date secure access systems, based on the employment of smart 

cards, use so-called ‘duress PIN’. The user is issued with two PIN values – one is a 
regular for normal everyday use, and the second one for the situation when the login 
process is being compromised such as when a user is forced to log in by an 
unauthorized person attempting to gain access. When this value is applied the access is 
granted and there is no visible difference from the normal situation, but the system 
notifies administrators that an unauthorised individual has intruded into the secure 
accommodation. 

Some systems offers fixed value of a duress PIN, which is the same for all cards 
or which uses the same principle for its derivation, others have a variable PIN set by the 
user himself.  The most common method for duress PIN derivation is the addition to the 
last digit of the original PIN value of some offset value (from 0 to 9). From the software 
point of view the authentication procedure returns Yes/No/Duress.  

The idea of implementation of duress PIN for ATMs appeared in the mid ‘90s. 
But despite its external appeal it has not been widely employed so far. [6], [7] In 
January 2004, Illinois Bankers Association in the USA decided on giving “freedom” to 
ATMs owners and operators when they choose to program or not a terminal to accept a 
PIN in reversed order. This case made a precedent for other states. The discussion of the 
problem was based on following assumptions mainly of human nature: 

1. If a cardholder falls into a situation when he believes that a bank 
implemented the duress system, but the bank did not do that, the crime may 
have rather unpredictable outcome; 

2. If the bank employs such a system and marks its ATMs with special sign, 
then criminals would rather avoid these terminals; 

3. If a PIN, selected by a customer is the same number either way then the 
customer would not benefit from it or would always set off the alarm; 

4. The psychological factor of the duress situation should also be considered. 
Derivation of the duress PINs for ATMs can be performed in the same way, as it 

exists for the secure access systems. But there are some constraints: reverse PIN cannot 
work on most ATM networks, since the logic used to calculate and validate PIN is 
contained within DES routine and the PIN entered is not checked. The result of the 
authorisation is either yes or no. 

On Halfbakery.com web-site [8], [9] similar idea has been discussed for almost 
three years. Users proposed interesting approaches for the efficient implementation of 
such a system as well as better motivation why duress PINs have not been employed 
yet. Among the ideas about the terminal response for punching duress PIN were: 
stamping the card “stolen” with UV ink; marking the withdrawn money; calling police; 
swallowing the card. The next idea received its own discussion due to its reasonable 



 135 

appeal – authorisation of a card by entering duress PIN will lead to the possibility of 
withdrawal only of a small amount of money, random value between $60 and 100. 

Motivation against use of duress PIN included mainly human/social factor – there 
are people who can use their duress PIN in case they forgot their normal one, difficulties 
in remembering one more PIN, response time in case of calling police (it is rather 
unlikely that an officer will show up while the criminal is still near an ATM), etc. 

A good solution for implementation of such a system for a bank is issuing duress 
PIN only by request of a customer. From the technological viewpoint the support at the 
issuer’s mainframe is a matter of a software update. But there are still some unanswered 
questions, for example use of duress PIN at the ATMs which do not belong to the 
issuing bank, or what system response will be if the duress PIN is entered twice in a 
raw, etc. 

 
Systems, based on the combination of the listed techniques can perform a variety 

of authorization processing tasks, reducing costs and increasing profit.  
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CHAPTER 6. CONCLUSIONS 
 
This work was dedicated to the analysis of the Plastic card fraud scene. In the 

beginning of the research we defined the main constituents of the System, existing 
within this scene, which are the card, the card accepting device, the cardholder, the 
criminal and the card issuer. Since it was decided to cover technical aspects of the card 
fraud field rather then social or legal, we concentrated on the only technology-related 
components, such as the card and the reader. We analyzed them both independently and 
in the mutual relation. After the research has been completed we came up with the 
following statement: each separate part of the System does not affect the others unless 
they interact. 

 
The card by itself is simply a piece of plastic; the reader is just a piece of 

machinery with its hardware and software. But when the card is inserted into the reader 
we get the fully workable System, which nevertheless requires someone who performs 
the input and waits for the output. When either the card or the reader is intentionally 
compromised the System becomes violated hence someone becomes a victim and 
someone is a criminal. 

The group of risk includes the card owner and the card issuer who are subjected to 
material losses and rarely physical damage. To avoid potential losses, there are different 
protective techniques, which are intended to enforce security features of the card and the 
reader. The revelation of an attack leads to the appearance of new defenses against it, 
and opposite, a new defense opens a door for attacks.  

In this work we considered different attacks targeted on the cards, namely their 
exterior and machine-readable elements, the chip and the magnetic stripe, and the 
readers. Description of an attack was followed by a relevant prevention technique, 
which sometimes could defeat other related attacks as well. 

 
While gathering and analyzing information, which have underlain current work 

we discovered that performers of the attacks could be grouped according to knowledge 
they possess and available equipment: 

- Swindlers, who simply spy and steal with further use of gathered 
information or property, or those who use brute force. 

- Clever outsiders, ranging from those who use simple equipment as 
screwdrivers, soldering iron and guidelines published in the Internet for 
modifying card or reader to those who design new methods and do publish 
them openly in the Internet. 

- Dishonest employees. This group comprises office workers, who have access 
to the secret data and also those who work directly with sensitive equipment. 

- Researches, who work in laboratories and have access to all the necessary 
equipment for carrying out the attacks. Their work presumes discovering 
vulnerabilities and flaws of the existing devices with further developing of 
possible prevention techniques. Once they use their knowledge for gaining 
illegal benefit, they should be further considered as dishonest employees.  

The attacks implemented by the first three groups of performers have got 
significant reflection in ordinary forensic practice, whereas existence of attacks of the 
forth group are carried out mainly once and for scientific purposes. But the fact of their 
possibility should be an alarm sign for the developers and manufacturers working in the 
plastic card industry. 

The result of an attack, which is done within a laboratory, often does not worth 
the efforts and time put into it if it is performed on a daily basis. Therefore people 
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should be afraid of simple skimming rather than differential power analysis for 
obtaining cryptographic keys.  

 
All these attackers deal with cards as well as readers. They carry out their attacks 

on different stages of the life cycle of the devices. Development and manufacturing 
stages should consider human factor, since there are no technological solutions that can 
prevent people working together from agreement on execution the particular attack. 
These attacks are committed by insiders only therefore the knowledge dividing, the 
‘four eyes’ principle and strong authentication must be strictly adhered. All of them 
were mentioned not once throughout the report.  

While the device (card, reader) is in use the machine factor should be taken into 
account along with the human factor. In case when authentication procedure between 
the card and the terminal is performed by the machine only, such as ATM, 
implementation of various security features in both devices is of vital importance. 
Whereas authentication procedure takes place at the POS-terminal, the careful attention 
and high responsibility of the shop assistant can prevent the possibility of fraud not less 
than machine-readable preventive techniques.  

 
Amount of the security features inside the device, which can be checked by 

machine and amount of the exterior security elements, which can be checked by 
humans, should be well balanced. Considering the card, the trade-off should be 
reasoned by the chosen application. Putting too much up-to date security inside the card 
while having old and weak exterior security features may lead to the significant losses 
due to the use of the card in ordinary POS-terminals. On the other hand such elements 
ratio is highly important in, for example, access control systems where they checked by 
the machine only.  

The same approach should be also applied with relation to the reader. 
Implementation of excessive security elements inside the ATM will not protect it from 
simple brute force attack if the device is installed somewhere in the dubious borough. 
While ATM made of highly tamper proof material with ordinary internal security and 
which is placed in a well-lit moll will be subjected to the tapping due to the high amount 
of every day withdrawals. Therefore the vice versa placement will be more appropriate. 

 
Personnel who deal with the card and the reader should be properly trained to 

avoid system malfunctions and minimize the influence of human factor on the 
possibility of committing fraud. Card holder’s signature and card exterior elements are 
significant and primarily intended for human perception. Therefore while accepting 
payments from customers they have to be carefully verified by personnel and this 
procedure should not make the customer feel offended. At the same time the customer 
must tolerate such verification procedures, since they are directed on protection of his 
security. 

 
Since everything is operating as a whole System, improvement of the technology 

on one of the elements should inevitably induce the adjusting of the others in order to 
benefit from the introduced technology. Approval of the PIN usage in the retail 
provoked by the desire of reduction the losses from fraud has led to the actual positive 
results but at the same time has its drawbacks. In other words the retailers started to 
complain about the increased time per customer taken for the PIN verification. So we 
can conclude that with introduction of PIN all possibilities of communication lines 
should be revised in order to improve speed of transactions.  
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Communication lines play an important role also for the authorization process. 
The greatest vulnerability of those lines is their openness for wiretapping. In order to 
prevent eavesdropping of the information all the messages exchanged between the host 
machine and the reader terminal should be encrypted with secret keys, numbered and 
have backup paths. All these requirements cover the main security aspects: 
confidentiality, integrity and availability.  

Magnetic stripe cards should be verified on-line, so that the fraud rate is 
minimized. The reliability of this process depends on the communication lines as well 
as on the work of the host processor, which carries it out. Most of the customer’s 
information stored on the card is duplicated in the host system (bank or access control 
data base), thus accessing this system illegally will lead to the compromising of the 
whole System. Smart cards in their turn can partially overcome authorization problems 
by verifying the authenticity of the main transaction parties off-line with the help of 
keys exchange and PIN comparison. The best way to provide all security functions in 
the complex network environment when parts of the System cannot be completely 
trusted is to use end-to-end communication. For most cards system all messaging 
between the card and the ultimate host system is covered by a single authentication and 
encryption scheme provided by most network protocols. As to protocols it seems 
inappropriate to use general-purpose protocol as a security means. If the communication 
is based on it the attackers can use known vulnerabilities in this protocol as in case of IP 
protocol which is used nowadays in the ATM networks instead of more specialized 
X.25. 

 
Implementation of watermark on magnetic stripe cards in several countries and 

use of ATMs supporting this technology has provided extended security within these 
countries. But the insertion of such a card in foreign ATMs makes it an ordinary bank 
card with basic security protection and thereby violates the improved System. 

 
Example of this technology has brought us to the following question: why new 

technology which proved to be successful within one country, for example 
watermarking in Sweden, was not grasped by the Russian designers at once during the 
development of new infrastructure in financial sphere? 

One possible answer can be that this technology was not given enough positive 
publicity to be applied on a Russian scale due to its size. Another reason can be that 
since Russian banking infrastructure started to develop in the beginning of ‘90s officials 
expected to implement the more promising technology, such as smart card that had 
already existed in France and Germany for several years. But it is worth mentioning that 
chip cards still have not been widely accepted in Russia. 

 
Until recently the PIN was considered as a strong and unbreakable security 

means. But in our research we demonstrated that it is far from the reality. Developers in 
collaboration with researches are still looking for new ways of protecting the 
information circulating within the System. Biometric technologies have been used for 
authentication purposes for many years and proved their high reliability. Therefore card 
manufacturers turned their sights towards these technologies. In different countries 
ATMs with embedded pad for fingerprint or iris scanning already exist. Some 
manufacturers offer their card with integrated finger print sensor, by means of which 
authentication of the card owner is carried out within a card itself.  

Biometrics ensure stronger authentication and greatly reduce the possibility of 
identity theft, but on the other side the processing time they take increases. In addition, 
many people do not want to accept this novelty, because they feel treated as criminals. 
In our opinion use of biometrics has a viable future for particular applications. For 
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example they can succeed in the air ticketing application, which require strong 
authentication procedure in order to fight with rising terror rate. Therefore use of the 
smart card with stored biometric data and suitable terminals can be a good solution. The 
same reasoning can underlie implementation of biometrics into access control systems 
of confidential organizations. But in case of ATMs and POS terminals biometrics might 
be excessive solution, while encrypted PIN-pad can provide enough security.  

 
At present time both magnetic stripe card and smart card employ storage of 

biometrics data. But since the smart card possesses higher memory capacity and is able 
to process data more technologies can be implemented on it, some of them are aimed at 
security enforcement while others at customer convenience. For example, the 
technology, which is being currently tested, offers an embedded display on the card. 
This display is intended to show the requested information (e.g. balance on an e-purse, 
validity of a reader). We think that such technology can be very useful only after 
wearing traits of a display will be improved. Apart from that as we have already stated 
before the implementation of every novelty depends on the card application, thus 
placing of the display on the phone card would be rather useless in contrast with the 
situation when the mutual authentication of the card and the reader is of high priority.  

 
Aforementioned example can be regarded from another viewpoint: advantage of 

the smart card over the magnetic stripe card. There are far more other advantages of the 
smart card, for example its capabilities of holding multiple applications. Non-smart card 
can also carry not one application, but in this case the card should use not one 
technology, but a combination. The smart card in its turn uses single technology, but 
several downloadable applications. The enrolment of multiapplication cards is a two-
edged sword.  

On the one hand placing several applications on a single card can be very 
convenient both for the customer and the issuer. As to the customer, there is no more 
need to carry a bunch of cards in a wallet. If a wallet was lost or stolen the card holder 
can make a call to the central operator to block the card thus all the applications will be 
blocked at once. But it should be borne in mind that loss of the card does not let the 
customer access all the applications until the reissuance of the card.  

He/she can save time addressing to different service providers by having 
centralized host-terminal, for example payment for the mobile phone or municipal 
service can be done using home PC with an appropriate reader. Multi-application cards 
add loyalty factor when dealing with different issuers, in other words obtaining a card 
form the main issuer the customer gets additional loyalty program from its 
collaborators.  

Considering the issuer we can point out that the issuing institution can benefit 
from making a multiapplication card more than from tightening a single card with only 
a single application, and get profit from the program members. A less-known company 
may be attracted by the possibility to be enrolled in a multi-application program because 
it does not need to spend funds for developing and designing its own card program and 
can be satisfied having its logo on the front side of the card and application inside. 

Since these cards contain different information about the card holder they can be 
very attractive for the criminals. Once obtained access to one application it should be 
impossible to obtain access to any other ones. Generally every application has to be 
securely stored on the card. The efforts aimed at protection of a particular application 
should depend strongly on the significance of this application. Thus the multi-level 
security should be provided when designing a system for multi-application cards. This 
security concept presumes having several levels of authentication. We can compare it 
with entering your own home: first, passing the fence by unlocking the latch, than 
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punching a code to enter a building and finally entering the apartment with the help of 
the key. Hence the access to the most valuable application on the card, for example 
banking, should require passing through all the authorization levels.  

Another thing worth mentioning is keeping a balance between the values of the 
applications contained on a card. Being card owners we would rather prefer to have one 
card issued only for banking application, and another one containing some personal 
information, door access and, for example, medical insurance. But under no 
circumstances we will agree to have one card containing ID and banking applications. 

 
The example of multi-application technology with its differential security, along 

with all the attacks and prevention techniques listed throughout the report, has led us to 
the following vision of the future of both technologies: magnetic stripe has reached its 
maturity whereas smart card is still juvenile. Even with the development of new 
technologies, magnetic stripe will not be fairly comparable with already existing smart 
card. As to smart card it is highly dependent on the semiconductor technology advances, 
which influence on the storage capacities and performance. A long as Moore’s law is 
upheld smart cards being a part of this developing technology will become more and 
more prevalent in everyday life. 

Security of the smart card far outweighs the one of the magnetic stripe card.  
Magnetic stripe technology will not vanish at least in the next decade since there 

always will be applications for which already existing magnetic stripe facilities are 
rather sufficient and not to mention multi-level security provided by smart card. 
Several-ride-transport card can be a good example. Implementation of a smart card 
solution for such a simple application will not have any common sense due to its cost 
while paying for rides using simple plastic tokens will not guarantee a necessary fraud-
resistance level.  

 
Use of magnetic stripe cards as a transport fare payment means does not require 

adhering to any widely accepted standard (such as ISO/ANSI). However the same card 
should be accepted by any reader within one system of public transportation for which 
these cards have been issued. It will not be acceptable if every subway station in one 
city possesses its own type of cards and readers. The same assumption can be applied to 
the financial sector. The customer’s convenience, reliability of money transfers, banking 
interoperability, the overall security and fight against fraud can be ensured by 
conforming to the standards accepted on the worldwide basis. Nowadays international 
standards cover all the elements of the System, from the less significant (e.g., 
embossing) to the hi-tech solutions (e.g. placement of chip contacts). There are some 
standards, which provide enhanced security (e.g. encrypted PIN pad). Adhering to these 
standards helps issuers and customers to reduce fraud losses. Once a new flaw is 
revealed the efforts of developers from all over the world will be targeted on its 
elimination.  

Not following common standards can be beneficial in some cases as well. For 
example, development of own structure of access control system can protect a company 
from being attacked using known approaches, which are based on widely-accepted 
standards. 

Smart card technology is rather well standardized regarding the physical traits of a 
card itself and the reader. But such an important issue as the operating system does not 
have any accepted standard yet thus not allowing a card to work at its full capacity with 
further downloading new applications.  

Pay-TV case demonstrates different attitude to the problem of standards. On the 
one hand lack of standards is advantageous for set-top boxes manufacturers and service 
providers. A particular set-top box is intended for use with a particular provider thereby 
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guaranteeing stable level of sales for both of them. Also a known possibility of illegal 
modification of one set-top box does not induce inevitable losses of other set-box 
manufacturers and service providers. On the other hand a customer is a party, which 
suffers from lack of common standards, because with the will of changing a service 
provider he should buy in most cases a new set-top box.  

 
Both described technologies have their adepts and opponents in the real world. 

Considering their applicability in the virtual world we have to admit that most of the 
features aimed at improving exterior and interior security together with the reliability of 
the card cannot combat crime committed by hackers such as breaking into e-shop data 
base, or opening fake e-shops for harvesting credit card numbers, personal data or just 
money, etc. Here we should consider that for the further successful use of the credit 
cards on the Internet network security solutions, special software regarding to the risk 
management, similar to one existing in the real commerce, and others, should be revised 
and if necessary developed. 

 
In order to protect itself from fraud and crime the plastic card industry requires 

collaborative work of the researches, developers, manufacturers and issuers. Each of 
them while setting his constraints should also take into account clients’ preferences and 
needs. The system designers should evaluate all the circumstances in which a particular 
application will be used. The balance between cost of the application, its profitability 
and security level should be found working in all directions.  

Since the System evaluated in our survey consists of many components of 
different weights malfunctioning of any of them caused by internal error or external 
deliberate intrusion will inevitably lead to the malfunctioning of the whole system.  

 
Based on our survey and considering manufacturers, issuers and customers 

experience we came to the final conclusion: there is nothing tamper-proof. The race 
between new technologies and new ways of surpassing them for illegal purposes will 
never be over.  

 
Future work 
 
Starting to work on our thesis we planned to cover all the aspects of existing 

plastic card fraud from different perspectives. But during held literature review we 
reconsidered our initial intentions since every exiting problem deserves thorough study 
but we were limited in time. So we suppose that future work in the field of examining 
plastic card fraud can be carried out in the following directions: 

1. Use of cards in non-physical environments, such as e-commerce, m-
commerce and t-commerce. This is known as Card-not-present transactions. 
This area of plastic card use is a fast growing, highly profitable and 
consequently very attractive for the fraudsters. 

2. Smart card and biometrics data. How reasonable it is to use different 
biometrics as authentication means when using smart cards? How resistant 
will it be to fraud? 

3. New technologies, which can be tightened to the cards in the fight against 
fraud. 

4. Collecting and preserving evidence of fraud in plastic card industry. This 
area should cover legal aspects rather than technical. 



 143 

REFERENCES  
 
Books  
  

[ANDERSON] R.Anderson Security engineering: A guide to building dependable 
distributed system, 2001, Wiley&Sons 

[HENFRY] Mike Hendry, Smart Card Security and applications, 2001, Artech 
house Inc. 

[KAPLAN] Jack M.Kaplan, Smart Card. The Global information passport, 1996, 
International Thomson Computer Press 

[MCCRINDLE] John McCrindle, Smart Cards, 1990, IFS Ltd  
[RANKL] W.Rankl and W.Effing, Smart Card Handbook, 2000, Wiley&Sons 

 
Chapter 2. Basics of Plastic card crime 
 
1. Cynthia Barnett, The Measurement of White-Collar Crime Using Uniform 

Crime Reporting (UCR) Data, U.S. Department of Justice, Federal Bureau of 
Investigation, 1996, available at 
http://www.fbi.gov/ucr/whitecollarforweb.pdf  

2. Plastic cards in the UK, APACS, available at 
http://www.apacs.org.uk/about_apacs/htm_files/plastic2.html 

3. http://www.wordiq.com/  
4. R. Anderson, Why Cryptosystems Fail, ACM in 1st Conf.- Computer and 

Comm. Security, 1993, available at 
http://www.cl.cam.ac.uk/users/rja14/wcf.html 

5. Internet Identity Theft. “A Tragedy for victims”, A White Paper from the 
Technology Working Group, eBusiness Division, SIIA, 2000, available at 
http://www.courtaccess.org/states/otherresources/articles/whitepaper-
internetidtheft-2000.pdf  

 
Chapter 3. Cards 
 
Generalities  
 
1. Smart Cards: A Case Study. Jorge Ferrari, Robert Mackinnon, Susan Poh, 

Lakshman Yatawara, October 1998, available at 
http://www.redbooks.ibm.com 

2. Scott Guthery; Tim Jurgensen,  Smart Card Developer's Kit, (Publisher: 
Macmillan Computer Publishing) , 1998, available at 
http://unix.be.eu.org/docs/smart-card-developer-kit/ch03/038-041.html 

3. Reliability, Smart Card Alliance, available at 
http://www.smartcardalliance.org/industry_info/reliability.cfm 

 
 
Magnetic stripe 
 
4. Stephen G. Halliday, Introduction to Magnetic Stripe & Other Card 

Technologies, SCAN-TECH ASIA 97, Singapore, April 24, 1997, available 
at http://www.hightechaid.com/tech/card/intro_ms.htm 



 144 

5. Identification Cards- Recording technique: Magnetic stripe - High coercivity 
high density, Proposal, an additional part to ISO/IEC 7811, available at 
http://www.ncits.org/minutes/april2000/it000136/jt000173.pdf 

6. Data verification method and magnetic media therefore, Inventor: Alberto J. 
Fernadez, Assignee: XTec, Incorporated, Miami Fla., 1991, United States 
Patent, available at http://www.xtec.com/pdf/5235166.pdf 

7. James John Coelho, Analyzing Magnetic Stripes for Reliability and ISO 
Specifications, BARNES INTERNATIONAL LIMITED, available at 
http://www.icma.com/info/magstripes.htm 

8. Magnetic and Chip Cards, TransMaC GmbH, available at 
http://www.transmac.de/InfoMagCard.PDF 

9. Magnetic Stripe Technology in Detail, CodeFacts, available at 
http://www.aurorabarcode.com/PDF/Magnetic Stripe - Magstripe 
Technology - In Detail.pdf 

10. Modified Frequency Modulation, PC Guide, 1997, available at 
http://www.pcguide.com/ref/hdd/geom/dataMFM-c.html 

11. Trends in Electronic Fare Media Technology, American Public Transit 
Association, February 14, 2004, available at 
http://www.apta.com/about/committees/utfs/standard/documents/trends_in_e
lectronic_fare_media_1_5.pdf 

12. MagTek, Inc., www.magtek.com 
13. Luis Padilla Visdómine, Track format of magnetic stripe cards, 2002, 

available at http://www.gae.ucm.es/~padilla/extrawork/tracks.html 
14. American Association of Motor Vehicle Administrators, www.aamva.com 
15. Japanese Standard Association, http://www.jsa.or.jp/default_english.asp 
16. Luis Padilla Visdómine, Magnetic stripe examples: non standard cards, 

available at http://www.gae.ucm.es/~padilla/extrawork/magexam2.html 
17. Автоматизация контроля проездной платы, Modern Railways, 1997, N 

11, р. 708 – 710 available at http://www.css-mps.ru/klient/zdm/10-
1998/8130.htm 

18. История VingCard, available at http://gostinitsa.all-
hotels.ru/199801/a8.html 

19. Card sharks, Hotel room keycards are routinely encoded with personal 
information which can be easily harvested by thieves, 2003, available at 
http://www.snopes.com/crime/warnings/hotelkey.asp 

20. THORN Secure Science International, www.tssi.co.uk 
21. Kiran Gandhi, Magneprint: A Real Time Risk Management Tool, MagTek, 

Inc, 2003, available at http://www.icma.com/info/magneprint111203.htm 
22. Nor Faridah Rashid, Mastercard Malaysia Determined To Tackle Credit 

Card Fraud, December 30 , 2002, available at 
http://pgoh.free.fr/mastercard_fraud.html 

23. Xtec, www.xtec.com 
24. Rich D'Ambrise, A Fundamental Advance in Magnetic Stripe Technology, 

MAXELL CORPORATION OF AMERICA, available at 
http://www.icma.com/info/magadvance111200.htm 

25. Jay MacDonald, Can Magnetics Change Their Stripes?, December 2002, 
available at 
http://www.magtek.com/media/news_articles/news_articles.asp?sort=02120
0 

26. Leonhard KURZ,www.kurz.de 
27. О картах московского метро, available at 

http://www.hackersrussia.ru/Cards/cards.php 



 145 

28. http://www.metro.ru/fare/magnetic_tickets/4.html 
29. Magstripe Card Copiers, available at http://www.blackmarket-

press.net/info/plastic/magstripe/m0sfet_copier.htm 
 
General references 
 
30. Реальный пластик, Boa, available at http://g-

host.boom.ru/carding/realplas.html 
31. Joe Ziegler, Everything you ever wanted to know about Credit Cards, 

available at http://www.blackmarket-press.net/info/plastic/everycc.htm#5 
32. Decoding magnetic cards, available at 

http://www.epanorama.net/documents/smartcard/magcard.html 
33. Magnetic Stripe, Key Attributes and Limitations, available at 

http://www.aimglobal.org/technologies/card/magnetic_stripe.htm 
34. Magnetic Stripe: Frequently Asked Questions, available at 

http://www.aimglobal.org/technologies/card/magnetic_stripe_faqs.asp  
35. Андрей Белоусов, Проблемы безопасности в области использования 

пластиковых карточек, Computer Crime Research Center, available at 
http://www.crime-research.org/library/Belous22.htm 

36. International Net-Based Credit Card/Check Card Fraud with Small Charges, 
2004, available at http://www.faughnan.com/ccfraud.html 

37. Forum at http://dom.bankir.ru 
38. Кредитные карты в off-line и on-line торговле, available at 

http://banker.kiev.ua/cards/trade.php 
39. Forum, http://trojanec.h11.ru/carding.php 
40. Patrick Walker, Changing Security Requirements in Credit/Debit Card 

Industry, March 25, 2003, available at 
http://www.primefactors.com/resources/index.cfm?fuseaction=article&rowid
=14 

41. Russell G. Smith, Measuring the Extent of Fraud in Australia, Trends & 
Issues in Crime and Criminal Justice, No. 74, available at 
http://www.aic.gov.au/publications/tandi/ti74.pdf 

42. Russell G. Smith. Designing Appropriate Sanctions to Counteract Cross-
border Plastic Card Fraud, Australian Institute of Criminology, International 
Association of Financial Crimes Investigators, 10th Annual Conference 
“Plastic Card Fraud”, Sydney 20 May 2002, available at 
http://www.aic.gov.au/conferences/other/smith_russell/2002-05-plastic.pdf 

 
Smart Cards 
 
43. Tech Encyclopedia, http://content.techweb.com/ 
44. Katherine M.Shelfer and J. Drew Procaccino, ‘Smart Card Evolution’, 

available at http://delivery.acm.org 
45. http://www.cardwerk.com 
46. Eurosmart, http://www.eurosmart.com/4-Documents/Figures03Shi.htm 
47. Card Watch, www.cardwatch.org.uk 
48. All changes on the card, The Banker #5, April 2002 
49. APACS, www.chipandpin.co.uk 
50. Diebold EMV forum takes stock of progress on conversion, by Rick 

Mitchell, EPN * 20 September 2002, available at 
http://www.atmmarketplace.com/news_printable.htm?id=13624 

51. Gemplus SA,  www.gemplus.com 



 146 

52. Charles Cagliostro,  Smart Cards Primer 
http://www.smartcardalliance.org/industry_info/smart_cards_primer.cfm 

53. S. Guthery, T. Jurgensen, "Smart Card Development Kit", Macmillian 
Technical Publishing, 1998, available at 
http://www.cs.uct.ac.za/Research/DNA/SOCS/rchap11.html 

54. http://java.sun.com/ 
55. Pierre Paradinas, Jean-Jacques Vandewalle, ‘New directions for Integrated 

Circuits Cards Operating System’, January 1995, ACM SIGOPS Operating 
Systems Review, Volume 29 Issue 1, available at http://delivery.acm.org 

56. Dieter Gollmann, Computer Security, John Wiley & Sons Ltd, 1999. 
57. Smart cards: Implications for privacy, Privacy Commissioner, Information 

Paper No. 4, December 1995, available at 
http://www.privacy.gov.au/publications/HRC_PRIVACY_PUBLICATION.
pdf_file.p6_4_60.31.pdf 

 
General references 

 
58. RSA security, http://www.rsasecurity.com/ 
59. Public Key Encryption and digital signature. How do they work? White 

Paper by CGI Group Inc, September 2002, 
http://www.cgi.com/cgi/pdf/cgi_whpr_35_pki_e.pdf. 

60. National Institute of Standards and Technology, http://www.nist.gov/ 
61. Alfred J. Menezes, Paul C. Van Oorschot, Scott A. Vanstone. Handbook of 

Applied Cryptography, Book News Inc., Portland 1999. 
 

Attacks against smart cards and prevention techniques 
 

62. Sergei Skorobogatov, Ross Anderson, Optical Fault Induction Attacks, 
University of Cambridge, Computer Laboratory, available at 
http://www.ftp.cl.cam.ac.uk/ftp/users/rja14/faultpap3.pdf 

63. M. Kuhn and R. Anderson, Tamper Resistance - a Cautionary Note, 
theSecond USENIX Workshop on Electronic Commerce Proceedings, 
Oakland, California,November 18-21, 1996, pp 1-11, available at 
http://www.cl.cam.ac.uk/~mgk25/tamper.html 

64. Ronald Ward, Survey of Cryptographic Smart Card Capabilities and 
Vulnerabilities, Secure Telecommunications, ECE 636, May 5, 2001, 
available at http://ece.gmu.edu/courses/ECE636/project/reports/RWard.pdf  

65. Sergei P. Skorobogatov, Semi-Invasive Attacks (definition) 
http://www.cl.cam.ac.uk/~sps32/semi-inv_def.html 

66. S Blythe, B Fraboni, S Lall, H Ahmed, U de Riu, Layout Reconstruction of 
Complex Silicon Chips, IEEE Journal of Solid-State Circuits, v 28 no 2 
(February 1993), pp 138-145,  

67. C. Ajluni, Two New Imaging Techniques Promise To Improve IC Defect 
Identification, Electronic Design, Vol 43, No 14 (10 July 1995), pp 37-38 

68. O. Kömmerling and M. Kuhn, Design Principles for Tamper-Resistant 
Smartcard Processors, USENIX Workshop on Smartcard Technology, 
Chicago, IL, 10-11.5.1999, available at 
http://www.cl.cam.ac.uk/~mgk25/sc99-tamper.pdf 

69. Assia Tria and Hamid Choukri, Invasive attacks, available at  
http://www.win.tue.nl/~henkvt/Invasive_attacks.pdf 

70. Mondex pilot system broken, 12 August 1997, available at 
http://jya.com/mondex-hack.htm 



 147 

71. Philips semiconductors 
http://www.semiconductors.philips.com/markets/identification/articles/articl
es/a7/index.html 

72. Sergei P. Skorobogatov, Copy Protection in Modern Microcontrollers, 2000 
available at http://www.cl.cam.ac.uk/~sps32/mcu_lock.html 

73. Paul Kocher, Joshua Jaffe, and Benjamin Jun, Introduction to differential 
power analysis and related attack, available at 
http://www.cryptography.com/resources/whitepapers/DPATechInfo.PDF 

74. P. Kocher, Timing Attacks on Implementations of Diffie-Hellman, RSA, 
DSS, and Other Systems, available at 
http://www.cryptography.com/resources/whitepapers/TimingAttacks.pdf 

75.  J.-F. Dhem, F. Koeune, P.-A. Leroux, P. Mestr_e, J.-J. Quisquater and J.-L. 
Willems, A practical implementation of the timing attack, Technical report, 
1998, available at 
http://www.cs.jhu.edu/~fabian/courses/CS600.624/Timing-full.pdf 

76. Киви Берд, Смарт-карточные игры, 2002, available at 
http://old.computerra.ru/online/jack/16420 

77. Tom Caddy, Differential Power Analysis, available at 
http://www.win.tue.nl/~henkvt/TCa.DPA.pdf 

78. Chari, S. & Jutla, C. & Rao, J.R. & Rohatgi, P., A Cautionary Note 
Regarding Evaluation of AES Candidates on Smart-Cards, AES Second 
Candidate Conference, Rome, Italy, 22-23.3.1999, available at 
http://csrc.nist.gov/encryption/aes/round1/conf2/papers/chari.pdf 

79. Adi Shamir, Protecting Smart Cards from Passive Power Analysis with 
Detached Power Supplies, available at http://www.springerlink.com 

80. Mehdi-Laurent Akkar and Louis Goubin, A Generic Protection against 
High-Order Differential Power Analysis, available at 
http://www.springerlink.com 

81. Quisquater Jean-Jacques and Samyde David, Electromagnetic attack, 
Université Catholique de Louvain, Crypto Group, available at 
http://www.win.tue.nl/~henkvt/Electromagnetic_attack.doc 

82. Dan Boneh Richard, A. DeMillo, Richard J. Lipton, On the Importance of 
Checking Computations, Math and Cryptography Research Group, Bellcore, 
available at http://www.demillo.com/PDF/smart.pdf 

83. Now, Smart Cards Can Leak Secrets, A New Breed of Crypto Attack on 
"Tamperproof" Tokens Cracks Even the Strongest RSA Code, September 
1996  http://www.informatik.uni-
mannheim.de/informatik/pi4/projects/Crypto/rgp/dfa/smrtcrd.html 

84. Eli Bihamand Adi Shamir, Differential fault analysis of secret key 
cryptosystems, available at 
http://citeseer.ist.psu.edu/cache/papers/cs/5848/http:zSzzSzwww.fee.vutbr.c
zzSz~cvrcekzSzcardszSzcs0910.pdf/biham97differential.pdf/ 

85. Киви Берд "Том и Джерри" эры спутникового ТВ, Febraury 2001, 
available at http://old.computerra.ru/online/jack/6970 

86. Kevin Poulsen DirecTV attacks hacked smart cards, January 2001, available 
at 
http://www.theregister.co.uk/2001/01/25/directv_attacks_hacked_smart_card
s/ 

87. JM Wiesenfeld, Electro-optic sampling of high-speed devices and integrated 
circuits, in IBM Journal of Research and Development v 34 no 2/3 
(Mar/May 1990) pp 141-161 



 148 

88. RSA Laborotories, What is Clipper? Available at 
http://www.rsasecurity.com/rsalabs/faq/6-2-4.html 

 
PIN 
 
89. Russel G. Smith, Plastic Card Fraud, Trends & Issues in Crime and Criminal 

Justice, No. 71, 1997, available at 
http://www.aic.gov.au/publications/tandi/ti71.pdf 

90. MagTek Remote PIN Selection (RPS) System Enables Consumer PIN 
Selection, Press release, Magtek, 2002, available at 
http://www.magtek.com/media/press_releases/press_releases.asp?sort=0210
23 

91. Luis Padilla Visdómine, Breaking VISA's PIN, 2002, available at 
http://www.blackmarket-press.net/info/plastic/magstripe/Visa_PIN.htm 

92. Jolyon Clulow, The Design and Analysis of Cryptographic Application 
Programming Interfaces for Security Devices, Dissertation, University of 
Natal, Durban , 2003,  available at 
http://www.cl.cam.ac.uk/~jc407/Dissertation.pdf  

93. IBM PCI Cryptographic Coprocessor, CCA Basic Services Reference and 
Guide for IBM 4758 Models 002 and 023 with Release 2.40, 2001, available 
at 
http://public.planetmirror.com/pub/descrack/CCA_Basic_Services_Referenc
e_240.pdf  

94. Effective Encryption Key Management Practices, White paper, Pulse EFT 
Association, July 2003, available at 
http://www.atmianortham.com/pdf/Encryption Key White Paper for PULSE 
- July 2003.pdf 

95. PIN attacks on EFT networks, February 2003, available at 
http://www.redpay.com/White_Papers/RedpaySecurityBulletinPINAttacksO
nEFTNetworks.pdf  

96. Markus G. Kuhn, Probability Theory for Pickpockets ec-PIN Guessing, 
1997, COAST Laboratory, Purdue University, West Lafayette, Indiana 
47907-1398, USA, available at http://www.cl.cam.ac.uk/%7Emgk25/ec-pin-
prob.pdf 

97. Mike Bond, Piotr Zielinski, Decimalisation table attacks for PIN cracking, 
Technical Report, Cambridge University, February 2003, available at 
http://www.cl.cam.ac.uk/TechReports/UCAM-CL-TR-560.pdf 

98. PIN PONG , From the July 2001 Issue of CardTrak, available at 
http://www.cardweb.com/cardtrak/pastissues/jul01.html 

 
General references 
 
99. PIN Debit Security Awareness Program, Best Practices for PIN Encryption, 

available at http://www.nyce.net/pdf/PIN_debit_encryption.pdf 
100. Ross Anderson, Michael Bond, Protocol Analysis, Composability and 

Computation, University of Cambridge, England, available at 
http://cryptome.org/pacc.htm  

101. ATM secret codes, 1987, available at http://www.blackmarket-
press.net/info/plastic/magstripe/misimplementation_atm.txt 

102. Best Practices for PIN Encryption, PIN Debit Security Awareness Program, 
available at http://www.nyce.net/pdf/PIN_debit_encryption.pdf 



 149 

103. Personal Identification Number processing using control vectors, available at 
http://l2.espacenet.com/dips/desc?LG=en&CY=ep&DB=EPD&PNP=EP035
4771&PN=EP0354771&FTDB=EP1 

104. Increased automation may be key to PIN security, Special report, by Ann 
All, ATMmarketplace, 2004, available at 
http://www.atmmarketplace.com/automation.pdf 

105. Keeping the keys unique, Ann All, 31 May 2002, ATMmarketplace, 
available at 
http://www.atmmarketplace.com/research.htm?article_id=12641&pavilion=
126&step=story 

106. Electronic funds transfer—Requirements for interfaces, Draft, Standards 
Australia, 2000, available at 
https://committees.standards.com.au/COMMITTEES/IT-
005/S2322/17090.pdf  

107. Clayton, R. Brute force attacks on cryptographic keys, available at 
http://www.cl.cam.ac.uk/~rnc1/brute.html 

108. PIN Security and Key Management Standards, Diebold Corporation, 2001, 
available at 
http://www.trustedsecurity.com/Docs/TDES%20White%20paper.pdf 

109. Andrew Marshall, Applied Cryptography for Magnetic Stripe cards, 1997, 
available at http://www.amarshall.com/crypt101.html  

 
 
Exterior elements 
 
110. Credit card security features, available at http://www.blackmarket-

press.net/info/bank/credit-card_security_features.htm 
111. Document security, DL / Identification Card Security, available at 

http://www.idsysgroup.com/ftp/DL-ID%20Card%20Security.pdf 
112. Michael Levi, Paul Bissell and Tony Richardson, The prevention of cheque 

and credit card fraud, crime prevention unit paper, No.26, London Home 
Office, 1991, available at  
http://www.homeoffice.gov.uk/rds/prgpdfs/fcpu26.pdf 

113. Don Tomkins, Application of Holograms to Credit Cards, Kurz Transfer 
Products, L.P, available at http://www.icma.com/info/holograms5698.htm 

114. Stephen P.McGrew, Countermeasures against hologram counterfeiting, New 
light Industries, available at http://www.nli-
ltd.com/publications/countermeasures.htm 

115. Stephen P. McGrew,  Hologram Counterfeiting: Problems and Solutions, 
New Light Industries, Ltd. , available at http://www.blackmarket-
press.net/info/plastic/Hologram_counterfeiting.htm 

116. Разбор карт, BigBuyer, Xakep, номер #051, стр. 051-064-1, available at 
http://www1.xakep.ru/magazine/xa/051/064/1.asp 

117. Your guide to card acceptance and best practices, Released December 2003, 
Global Payments Inc.™ , available at 
http://www.globalpaymentsinc.com/GlobalMarketplace/Merchants/pdf/Glob
alCAG120403rev6.pdf 

118. Forum on  www.carderplanet.org 
119. Leonhard KURZ, www.kurz..de 
120. Microtaggants, www.microtaggant.com 



 150 

121. Michael A. Gips, The Spurious and the Injurious, Security Management 
Magazine,12/2003, available at 
http://www.securitymanagement.com/library/001540.html 

122. F Mativat and P Tremblay, Counterfeiting credit cards. Displacement 
effects, suitable offenders and crime wave patterns, School of Criminal 
Justice, Rutgers University, USA, 1997, available at 
http://www.crim.umontreal.ca/cours/cri1600/prepress/cahier7.pdf 

 
General references 
 
123. The world in a card, available at 

http://www.vct.com/VCT/website/plasticcards_blankcards.html 
124. Armored against counterfeit, available at 

http://www.vct.com/VCT/website/idcards.html 
125. Report to Congress on Options for Enhancing the Social Security Card, 

CHAPTER V - ENHANCED SOCIAL SECURITY CARD PROTOTYPE, 
available at http://www.ssa.gov/history/reports/ssnreportc5.html 

126. Identity System Group Inc., available at http://www.idsysgroup.com/ 
127. Credit Card Security Features, available at http://www.blackmarket-

press.net/info/bank/credit-card_security_features.htm 
128. Forum, http://archive.bankir.ru/mythread.php/23713.html 
 
Chapter 4. Readers 
 
ATMs  
 
1. A history of the ATM + info, available at 

http://www.totse.com/en/bad_ideas/scams_and_rip_offs/atminfo.html 
2. Development of ATMs and CDs, The World Market from 1967 to 1999, 

available at http://www.rbrldn.demon.co.uk/history.htm 
3. ATM integrity task force. Recommendations on best practices, report #1, 

May 2003, available at http://www.efta.org/new/FINAL_Report.pdf 
4. How ATM works, http://money.howstuffworks.com/atm.htm 
5. Andrew Marshall, Applied Cryptography for Magnetic Stripe cards, 1997, 

available at http://www.amarshall.com/crypt101.html 
6. R. Anderson, Why Cryptosystems Fail, ACM in 1st Conf.- Computer and 

Comm. Security, 1993, available at 
http://www.cl.cam.ac.uk/users/rja14/wcf.html 

7. Double money in cash point error, BBC news, Wednesday, 28 April, 2004, 
available at http://news.bbc.co.uk/1/hi/england/tyne/3667279.stm 

8. ATM fraud: Banking on your money, December 11, 2003, available at 
http://msnbc.msn.com/id/3607110/ 

9. Tidel Technologies, Inc., www.tidel.com  
10. ATM's: The Real File for ATM Theft in 1992, available at 

http://www.bluemud.org/article/409  
11. The ATM Strikes Back, available at 

http://www.onwindows.com/features/ATM_strikes_back/ATM_strikes_back
.txt  

12. Poulsen, Kevin; Nachi worm infected Diebold ATMs, SecurityFocus 
November 24, 2003, available at http://www.securityfocus.com/news/7517 

13. Diebold And Sygate Join Forces To Provide Powerful Endpoint Security For 
Windows®-Based ATMs and Networks Worldwide, Sygate, Press release, 



 151 

November 2003, available at 
http://www.sygate.com/news/diebold_sygate_atm_rls.htm 

14. Nobie Cleaver, Skimming and Its Side Effects, SANS Institute, November 
20, 2003, available at 
http://www.giac.org/practical/GSEC/Nobie_Cleaver_GSEC.pdf 

15. Candid ATM Camera, 
http://www.snopes.com/crime/warnings/atmcamera.asp 

16. Forum, skimmer at 
http://forum.carderplanet.cc/index.php?showtopic=17889&st=40 

17. Anti-skimming module offers effective protection against ATM fraud, 
available at http://www.wincor-nixdorf.com/internet/com/ 

18. Remote key transport. White paper, available at 
http://www.diebold.com/rd/whitepapers/remotekeytransport.pdf 

19. Ann All, Keeping the keys unique, ATM marketplace, available at 
http://www.atmmarketplace.com/research.htm?article_id=12641&pavilion=
126&step=story 

 
General references 
 
20. Ann All, Increased automation may be key to PIN security, ATM 

marketplace, available at http://www.atmmarketplace.com/automation.pdf 
21. Ann All, IP is growing option for ATMs, ATM marketplace, 15 July, 2003, 

available at http://www.atmmarketplace.com/news_story.htm?i=16201 
22. ATM security - a holistic approach, Consider, 05 August 2003, available at 

http://www.self-service-touchpoints.com/content.asp?contentid=307 
23. Castell, Stephen; Seeking after the truth in computer evidence: any proof of 

ATM fraud?, THE COMPUTER BULLETIN - December 1996, available at 
http://www.bcs.org/publicat/ebull/dec96/seek.htm 

24. Crime continues to dog ATM industry, 19 February 1999, available at 
http://www.atmmarketplace.com/news_story.htm?i=670 

25.  Davies, Jeremy. Skimming the surface?, 02 August 2002, available at 
http://www.self-service-touchpoints.com/content.asp?contentid=204 

26. Electronic funds transfer—Requirements for interfaces, Draft, Standards 
Australia, 2000, available at 
https://committees.standards.com.au/COMMITTEES/IT-
005/S2322/17090.pdf 

27. Host security module RG7000, Operations and Installations manual, 
available at http://cryptome.org/gag/HSM_I&O_Manual_1270A513-3.pdf 

28. HyperLine, Issue 2, 2003, Hypercom Corp., available at 
http://www.hypercom.com/_Documents/Hyperline/Issue%202%2003/Hyper
line.pdf 

29. Payment Card Skimming, Combatting Fraud in an Increasingly, Vulnerable 
Global Marketplace, White Paper, Hypercom, 2001, available at 
http://www.hypercom.com/ 

30. Phantom Withdrawals, http://www.cl.cam.ac.uk/~mkb23/phantom/ 
31. Smart ATM. Thales' low cost hardware Triple DES solution for ATMs, 

available at  http://www.thales-
esecurity.com/Whitepapers/documents/ATM3.pdf 

32. Sylvester, Oliver; Transnational Credit Card Fraud, available at 
http://www.ex.ac.uk/politics/pol_data/undergrad/owsylves/index.html 



 152 

33. Денис Марков, Как воруют деньги с наших пластиковых карт, 
www.gazeta.ru, October 2003, available at 
http://gazeta.ru/money/2003/10/15_a_75466.shtml 

34. Владимир Плешаков, CISCO Internetworking Technology Overview, 
available at http://www.citforum.ru/nets/ito/  

 
POS terminals 
 
35. Hypercom Corporation, www.hypercom.com  
36. Fraud prevention 2000, Australian Bureau of Criminal Intelligence, available 

at http://www.nhwatch.asn.au/fraud2000.html 
37. Ken Belson, Like Stealing Plastic from a Baby, December 11, 2000, 

available at http://www.businessweek.com/2000/00_50/b3711169.htm 
 
Smart card terminals 
 
38. Card technology development and gap analysis interagency report, National 

Institute of Standards and Technology, March 2004, available at 
http://csrc.nist.gov/publications/nistir/nistir-7056.pdf  

39. Bruce Schneier, Adam Shostack, Breaking Up Is Hard To Do: Modeling 
Security Threats for Smart Cards, October 19, 1999, Usenix Workshop, 
available at http://www.homeport.org/~adam/smart-card-threats.pdf 

 
General references 
 
40. M.Hendry. Smart card security and applications, 2nd edition, 2001, Artech 

house Ronald Ward, Survey of Cryptographic Smart Card Capabilities and 
Vulnerabilities, Secure Telecommunications, ECE 636, May 5, 2001, 
available at http://ece.gmu.edu/courses/ECE636/project/reports/RWard.pdf 

41. Sonia Otero, "Java Smart Cards Are Here To Stay: Benefits And Concerns", 
SANS Security Essentials, February 16, 2002, available at 
http://www.sans.org/rr/papers/6/129.pdf 

 
Set-top Boxes 
 
42. http://www.commsdesign.com/main/feat9703.html 
43. Ю.А. Бородин, С.Ф. Жучкин, Интерактивные телевизионные 

приставки, TeleMultiMedia N 2(6) 2001, available at 
http://www.telemultimedia.ru/telemultimedia/archive/n06/14.html 

44. Interactive Television Dictionary, http://www.itvdictionary.com/set-
top_box.html 

45. PayTV model, Gemplus, Oberthur, May 2003, available at 
http://www.3gpp.org/ftp/tsg_sa/WG3_Security/2003_meetings/TSGS3_28_
Berlin/Docs/PDF/S3-030257.pdf 

46. http://www.duwgati.com/uk/home.php?page=cam-viaccess 
47. Duwgati, http://www.duwgati.com/uk/index.htm 
48. http://www.duwgati.com/uk/page.php?page=cam-introductie 
49. Pam Bar-Haim and Stephanie Wald, The NDS guide to digital Set-top boxes, 

2002, available at 
http://www.broadcastpapers.com/data/NDSGuideSetTopBox202.htm 

50. Beginner Guide to making TV Pirate Cards, available at 
http://hem.passagen.se/sat/tutorial.htm 



 153 

51. Satellite Piracy - The European Experience, Electronics Now - August 1995, 
available at http://www.iol.ie/~kooltek/euroex.html 

52. Sat World, http://www.satworld.ru/st6-st5.html 
53. Build your own pay-TV box decoder, June 1994, available at 

http://www.totse.com/en/media/cable_and_satellite_television_hacks/pay-
tv.html 

54. Forum at http://www.satelliteguys.us/showthread.php?p=96324#post96324 
55. On the legal protection of the electronic pay services, Report from the 

Commission to the Council, the European Parliament and the European 
Economic and Social Committee on the implementation of Directive 
98/84/EC of the European Parliament and of the Council of 20 November 
1998 on the legal protection of services based on, and consisting of, 
conditional access, available at  
http://europa.eu.int/comm/internal_market/en/media/condac/functioning/co
m2003-198/com-2003-198_en.pdf 

56. Satellite Pirates: Free is the Only Way DBS Pinpoints the Crux of its 
Greatest Weakness, April 2003, available at 
http://www.skyreport.com/the_bridge/0403/satellite.cfm 

57. Markus Kuhn, Some technical details about Videocrypt, 1996-05-06, available 
at http://www.cl.cam.ac.uk/~mgk25/tv-crypt/details.txt  

58. Markus G. Kuhn, Attacks on Pay-TV Access Control Systems, Computer 
Laboratory University of Cambridge, available at 
http://www.cl.cam.ac.uk/~mgk25/vc-slides.pdf 

59. Eran Gabber and Avishai Wool, How to prove where you are: Tracking the 
location of customer equipment, Bell Laborotories, Lucent Technologies 
Inc., available at or 
http://portal.acm.org/citation.cfm?id=288121&coll=portal&dl=ACM&CFID
=15050294&CFTOKEN=14629831 

60. Ronggong Song Korba L., Pay-TV system with strong privacy and non-
repudiation protection, May 2003, available at 
http://ieeexplore.ieee.org/xpl/abs_free.jsp?arNumber=1209533 

 
Chapter 5. Fraud management 
 
1. Michael Levi, The prevention of plastic and cheque fraud: a briefing paper, 

Home Office, 2000, available at 
http://www.homeoffice.gov.uk/docs2/fraud00.pdf 

2. Ross J. Anderson, Liability and computer security: Nine principles, 
Cambridge University Computer Laboratory, 2000, available at 
http://www.ftp.cl.cam.ac.uk/ftp/users/rja14/liability.pdf 

3. R. Brause, T. Langsdorf, M. Hepp, Neural Data Mining for Credit Card 
Fraud Detection, IEEE Int. Conf on Tools with Art. Intell. ICTAI-99, IEEE 
Press 1999, available at http://www.informatik.uni-
frankfurt.de/~brause/papers/ICTAI99.pdf 

4. Otis Port, Michael Arndt, John Carey, Smart Tools, Business week on-line, 
March 24, 2003 available at 
http://www.businessweek.com/bw50/content/mar2003/a3826072.htm 

5. Preston Faykus, Guard Against Debit Card Fraud, February 2004, Credit 
Union Magazine, available at 
http://creditunionmagazine.com/articles/200402_03.html 

6. Kansas considering ATM emergency notification measure, 06 February 
2004, available at http://www.atmmarketplace.com/news_story_18221.htm 



 154 

7. Tomas Kellner, Banking on ATM safety, Forbes, Jan.28, 2004, available at 
http://www.msnbc.msn.com/id/4086277/ 

8. http://www.halfbakery.com/idea/Panic_20PIN 
9. http://www.halfbakery.com/idea/Low-limit_20PIN 
 
General references 
 
10. Girish Keshav Palshikar, The Hidden Truth, Intelligent enterprise, May 28, 

2002, available at 
http://www.intelligententerprise.com/020528/509feat3_1.jhtml?_requestid=3
76270 

11. Robin Bloor, Fraud - Do Neural Networks Really Cut It?, IT-Director.com, 
16th August 2001, available at http://www.it-
director.com/article.php?articleid=8556 

12. Jens Mende, Use of DataEngine in the proactive detection of card fraud, 
University of the Witwatersrand Johannesburg, South Africa, available at 
http://www.erudit.de/erudit/CaseStudies/casest_pdf/use_of_DataEngine.pdf 

13. Peter Burns, Anne Stanley, Fraud management in the credit card industry, 
Federal reserve bank of Philadelphia, April 2002, available at 
http://ideas.repec.org/p/fip/fedpdp/3.html 

14. ACI Worldwide, available at 
http://www.aciworldwide.com/solutions/solutiondetail.asp?ssid=160&pid=2
27 

15. ATM secret codes, 1987, available at http://www.blackmarket-
press.net/info/plastic/magstripe/misimplementation_atm.txt 

16. Future Perfect: Security in the Real World, CONVERGE, 2002, available at 
http://www.aconite.net/assets/sept+02.pdf 

 
Personal communication 
 
Håkan Bergstedt, SKL, Linkoping, Sweden – Interview, January, 5th, 2004 



 155 

LIST OF APPENDICES 

 

APPENDIX A. GLOSSARY 

APPENDIX D. STATISTICS 

APPENDIX C. TRACKS ENCODING 

APPENDIX D. STANDARDS 

 

 



 156 



 157 

APPENDIX A. GLOSSARY 
 
 

Account Number  
A unique number assigned by a financial institution to a customer. On a credit 

card, this number is embossed and encoded on the plastic card. 
 
Adjacent Reversal Effect 
The characteristic of an encoded magnetic stripe, due to inadequate separation of 

the flux reversals, in which the read voltage does not stabilize at a zero value between 
reversal peaks. 

 
Alignment  

While the magnetic stripe slurry on the substrate is still wet, it is subjected to a magnetic 
field which aligns the magnetic particles with their axes parallel to the direction of 
encoding.  

 
Application  
A piece of software that performs business functions. It resides partly on the 

Smart Card and in a computer. 
 
Aspect ratio 

The ratio of length to width of a magnetic particle (pigment).  
 
ATM  
Automated Teller Machine: A computerized self-service device permitting the 

holder of an appropriate card and Personal Identification Number (PIN) to withdraw 
cash from their account and access other banking services. 

 
Authentication 
A security process that verifies that a message is genuine and not been tampered 

with whilst in transmission. 
 
Authorization 

The process whereby a merchant (or a cardholder through a cash machine) requests 
permission for the card to be used for a particular transaction. 

 
Authorisation Code  
A code that an issuer or its authorizing processor provides to indicate approval or 

denial for an authorisation request. 
 

Barium Ferrite 
A magnetic pigment, BaFe, commonly used in high coercivity magnetic stripes.(700-
4000 oersteds). 

 
Binder 

A resin, such as polyurethane, in the magnetic slurry, which when dry in the magnetic 
stripe locks the magnetic particles with their axes aligned. 

 
Biometrics 

Biometric methods of identification work by measuring unique human characteristics as 
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a way to confirm identity. Examples are finger or iris scanning or dynamic signature 
verification. 

 
Biphase  

The binary encoding technique used in magnetic stripe, wherein a bit-cell represents a 
logic One if it has a flux reversal at its midpoint and represents a logic zero if it does 
not; also known as Aiken Biphase, and two-frequency coherent-phase encoding. 

 
Bit Cell  

The distance on a magnetic stripe required for the encoding of a binary digit, i.e., a bit; 
numerically equal to the reciprocal of the encoding density.  

 
Bit Density 

The number of bit cells encoded per unit length along the magnetic stripe, usually 
expressed as bits-per-inch, or BPI. 

 
Bit & Strobe 

An encoder encode input or reader decode output interface using a binary-state (0,1) 
data line with an associated clocking pulse line (strobe) to indicate when sampling of 
the data line is valid; a Bit & Strobe interface is independent of the encoding format and 
protocol being used. 

 
Bleed 

Graphics printed up to one or more edges of the card. 
 
Block 
Action taken by an issuer to prevent the use of a card, or a particular application 

on a chip card. 
 

Buffered data 
Decoded data from a magnetic stripe read held in temporary memory until needed. 

 
Certification Authority (CA) 
A central authority within a public key cryptographic system that is trusted to 

digitally sign the public keys belonging to all participants of that system and return the 
results in the form of public key certificates. 

 
Card 

Commonly used generic term for magnetic stripe media regardless of shape, 
construction, and material; e.g., magnetic stripe cards, badges, tickets, forms. 

 
Card issuer 

A bank, building society or other financial institution that issues payment cards, cash 
machine cards or cheque guarantee cards to its customers. For payment cards, the card 
issuer undertakes responsibility to settle transactions made with the card (except in 
some cases where fraud is present). 

 
Card-not-present (CNP) 

A transaction where the merchant, retailer or other service provider does not have 
physical access to the payment card; examples are transactions by phone, fax, mail 
order or Internet. 
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Card schemes 
Card schemes set the business rules that govern the issue of the payment cards that carry 
their logo. Typically, these rules apply throughout the world to ensure interoperability 
of cards. In many countries, domestic schemes also operate. The schemes operate the 
clearing and settlement of payment card transactions. In the UK, banks and building 
societies must be members of the appropriate scheme to issue cards and acquire card 
transactions. Examples of international card schemes in the UK are Visa, MasterCard, 
American Express and Diners Club. Switch is a UK domestic debit card scheme. 
 
Card Security Code (CSC) 
The last three or four digits of a number printed on or just below the signature panel on 
payment cards - this code was formerly called the CV2. 

 
Charge card 

A payment card, enabling holders to make purchases and to draw cash up to a pre-
arranged ceiling, the terms of which include the obligation to settle the account in full at 
the end of a specified period. Cardholders are normally charged an annual fee. 

 
Check Digit  

Using an algorithm with one or more data sets to compute a digit, which is used to 
verify validity of the data set. Under ANSI/ISO specs, the final digit of the individual 
account number. 

 
Cheque guarantee card 

Also known as a cheque card. A card issued by a bank or building society for the 
purpose of guaranteeing payment by, or supporting the encashment of, a cheque up to a 
specified value (£50, £100 or £250). All cheque guarantee cards in the UK Domestic 
Cheque Guarantee Card Scheme depict the bust of William Shakespeare in either the 
cheque guarantee hologram or logo on the card. 

 
Cipher text  

Text that has been encrypted. 
 
Chip card 

Also known as an integrated circuit (IC) or smart card. A chip card holds details on a 
secure computer microchip that can store and process information. Chip cards usually 
also have a magnetic stripe. 

 
Clocking bits 

The all-Zero bit-cells encoded at the beginning and end of a magnetic stripe to permit 
the read circuit to synchronize at the beginning of a read. 

 
Coating thickness, c 

The thickness of the magnetic coating applied to the base film. Magnetic stripe coatings 
range in thickness from 170 to 650 microinches with a preponderance of coatings being 
approximately 400 microinches thick. In general, thin coatings give good resolution at 
the expense of reduced output; thick coatings give a high output at the expense of 
degraded resolution. 

 
Coercive force 

The demagnetizing force required to reduce the induction to zero. Erroneously used as 
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the maximum demagnetizing force required to erase a magnetic stripe, i.e. that for a 
fully saturated material. 

 
Coercivity (Hc ) 

A term for various demagnetizing fields measured in oersteds or ampere-turns per 
meter. The intrinsic coercivity mHc is the demagnetizing field required for zero 
induction on a B-H plot, i.e., the coercive force. The Remanent coercivity rHc is the 
demagnetizing field required to produce zero remanence after its removal. All three of 
the above coercivities are similar in magnitude. 
 
Counterfeit (cloned/skimmed) card 
A dummy or fake card that has been printed, embossed or encoded so as to appear to be 
a legitimate card, or a card that has been validly issued but subsequently altered or re-
encoded. 

 
Credit card 

A payment card enabling holders to make purchases and to draw cash up to a pre-
arranged ceiling. The credit granted can be settled in full by the end of a specified 
period or can be settled in part, in which case interest is charged. In the case of cash 
withdrawals, interest is normally charged from the transaction date. Cardholders may be 
charged an annual fee.  

 
Cryptogram  
Used to enable chip data exchange in a secure manner.  
 
Cryptographic key  
Used to encrypt or decrypt a message. 
 
Cardholder Verification Method 
The means to verify the authenticity of a cardholder 
 
Debit card 

A payment card linked to a bank or building society account, used to pay for goods and 
services by debiting the holder's account; usually also combined with other facilities 
such as cash machine and cheque guarantee functions. 

 
Decode 

The process which yields a bit-string of Zeros and Ones from the flux reversal patterns 
on a magnetic stripe during reading. 

 
Digital card head:  

A read/encode head specifically designed for digital biphase recording on a flat 
magnetic stripe. 

 
Digital Certificate 
A system used to authenticate a message or transaction over the Internet. 
 
Digital Key 
Strings of unique bits that allow messages to be scrambled and unscrambled. 
 
Digital Signature 
Electronic equivalent of a handwritten signature. 
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Dispersion 

Distribution of the oxide particles within the binder. A good dispersion can be defined 
as one in which equal numbers of particles would be found in equal, vanishingly small 
volumes sampled from different points within the coating. The quality of dispersion 
affects many stripe properties, including orientability, surface smoothness, and sharp 
waveform definition. 

 
Dispersion effect 

The characteristic of an encoded magnetic stripe, due to the action of the encode head 
fringe field on the stripe's dispersion in particle coercivities, which produces a read 
voltage peak waveform of lower amplitude and broader width. 

 
Dropout 

An imperfection in the stripe leading to a variation in output. The most common 
dropouts take the form of surface imperfections, consisting of oxide agglomerates, 
imbedded foreign matter, or redeposited wear products. 

 
Dual stripe card 
A card containing two separate magnetic stripes, e.g. at the top and bottom or on 

the front and back of the card. 
 
Electronic commerce (e-commerce) 

Transactions that are conducted over an electronic network where the buyer and 
merchant are not at the same physical location e.g. plastic card transactions via the 
Internet. 
 
Electronic purse 
Also known as e-purse or a pre-payment card. A stored-value payment card used to pay 
for goods and services. It is an alternative to cash. The card can be disposable or 
reloadable. The stored value is reduced as payments are made. 

 
Electronic wallet 
Software that stores information about a cardholders cards. Usually supplied by 

the issuers and appended to the cardholders web browser. 
 
Embossing 

Initialization of a plastic card by forming characters with a male and female die 
combination such that the entire plastic substrate is raised in the shape of visible 
characters. The resulting raised characters can transfer their images to a paper form by 
the use of an imprinter. 

 
E-purse 
Electronic purse. A function on a chip card which allows monetary value to be 

stored. 
 
EMV 

The internationally agreed standards for chip payment cards, originally agreed by 
Europay, MasterCard and Visa. EMV standards are maintained by EMVCo, an 
organisation owned and managed by MasterCard and Visa. 
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Encoding 
The process of creating flux reversals at specific locations along the length of a 
magnetic stripe such that the flux reversal pattern represents specific data. 

 
Encryption 
A method of making information secret, so that only a person who knows the necessary 
key or password can understand or decrypt the information. 

 
End sentinel 

A defined bit-pattern in an encoding Format, which cannot be used for a data character, 
and which is encoded on the magnetic stripe immediately following the last data 
character bit-pattern. 

 
Erasure resistance 

The ability of a magnetic stripe to resist a signal loss of >15% when brought into 
intimate contact with a magnetic field. Resistance to a flux of 2000 gauss, for instance, 
would provide reasonable expectancy of survival in a household environment. See SFD, 
Coercivity. 

 
Field separator 

A designated character in an encoding character set which is used to separate data 
fields, and cannot be used for data. 

 
Floor limit 

A limit on the value of each transaction, agreed between the merchant and acquiring 
bank, above which authorization must be obtained by the merchant. 

 
Format code 

Under the ANSI/ISO Track #1 protocol there are two defined formats: Code "A" has the 
name first, and Code "B" has the account number first; for Track #3, the first two digits 
identify the data format used. 

 
Hybrid card 
A payment card which contains both chip and magnetic stripe. 
 
High coercivity 

Different people have different conceptions as to where the line is between "high" and 
"low" coercivity. The term should not be used in isolation but should be accompanied 
by a value in oersteds, or used in a context where the dividing line is clearly understood. 

 
Indent printing 

Initialization of a plastic card by displacing the plastic substrate material on one side 
with a male die, to form visible characters without disturbing the substrate on the 
opposite side. Unlike embossing, their images cannot be transferred to a paper form by 
imprinters. 

 
Industry Hot Card File (IHCF) 

A computerised list of reported lost and stolen cards, available to merchants to assist in 
the identification and prevention of fraudulent transactions. 

 
Initialization 

(a) Encoding the timing track on a dual stripe card;  
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(b) Placing unique cardholder data on a card such as encoding the magnetic stripe, 
embossing, or printing on a card before issuing it to the cardholder; 
(c) Same as (b) except it may be general data such as the initial prepaid amount value on 
a debit card. 

 
Integrity 
Information that is free from error, corruption or alteration. 
 
Intelligent detection systems 

Computer systems developed by the banking industry to help identify fraudulent card 
use. Also known as knowledge-based systems and neural networks. 

 
Interoperability 
The ability for different systems to work together. 
 
Jitter 

The flux reversal spacing variation on a magnetic stripe, whether real or apparent; if the 
reversal is improperly placed on the stripe, it is called encoded jitter; jitter resulting 
from speed changes during the read is called acceleration jitter; jitter resulting from read 
circuit changes with amplitude or frequency is called phase jitter. 

 
Key Management  
The process by which cryptographic keys and messages are managed and 

protected. 
 
Lamination 

(a) A method of applying magnetic stripe tape to a card; adhesive is applied to the film 
side of the tape, and the entire tape with magnetic material is bonded to the card;  
(b) A method of fabricating cards, built up of several layers of material with thin sheets 
of adhesive in between and bonded under heat and pressure. 

 
Low coercivity 

Usually refers to 300 oersted magnetic stripe initially used on ANSI/ISO Standard ID 
cards. However, usage of the term can be misleading, see High Coercivity.  

 
LRC character  

Longitudinal Redundancy Check; an encoded bit-pattern following the End Sentinel in 
some encoding protocols to check for bit errors in the message, including the start/end 
sentinels, data, and field separators. 

 
Message authentication code (MAC) 
A cryptographic checksum for data that allows manipulation of the data during the 

transfer process to be recognized.  
 
Magnetic stripe card 
A card with a magnetic strip of recording material on which the magnetic tracks 

of an identification card are recorded 
 
Magnetic stripe 

1) The magnetic stripe that currently appears on the back of all payment cards issued by 
financial institutions. It contains essential customer and account information, most of 
which is usually also embossed on the card. 
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2) A thin layer of material consisting of oriented ferromagnetic oxide particles, 
also called pigments, rigidly held together by a resin binder and bonded to a non-
magnetic carrier medium such as paper or plastic. 

 
MasterCard 

An international card scheme. 
 
NRZ Effect (Non Return to Zero)  

The characteristic of an encoded magnetic stripe, in which the read voltage (when read 
in the same direction as encoded) does not fully return to zero after a flux reversal peak 
voltage, but instead maintains a non-zero value of the same sign as the prior peak 
voltage. The NRZ Effect is due to the conjoint action of the encode head fringe field 
and the remanence tensor of the stripe. 

 
Phantom Withdrawals 
This term describes a variety of possible situations giving rise to the unexplained 

(or apparently unexplained) computer recording on a customer’s cashcards account of a 
cash withdrawal from a bank’s cash machine. A more general term for a ‘phantom 
withdrawal’ is a ‘disputed ATM transaction’.  

 
PIN (personal identification number) 

A set of numeric characters, usually a four-digit sequence, used by the cardholder to 
verify identity at the point-of-sale or a customer activated device, such as a cash 
machine. The number is generated by the card issuer using a secure computerized 
process when the card is first issued and may be changed by the cardholder thereafter. 

 
PIN pad 

The numeric pad into which a cardholder enters their PIN to authorize a transaction. 
PIN pads may be fixed or portable. 

 
PIN verification 
The security process which confirms the cardholders PIN. 
 
PMO 

Programme Management Organization. An independent, not-for-profit body responsible 
for coordinating the chip and PIN project on behalf of the banking and retailer 
industries. 

 
Point-of-sale (POS) 

The physical location, such as a check-out, till or sales point, where a customer pays for 
goods or services.  

 
PVC  

Polyvinylchloride, the plastic most commonly used for credit/debit cards; less expensive 
but shorter life than polyester; can be embossed and requires lower laminating 
temperatures. 

 
Smart card 

A smart card is a plastic card about the size of a credit card, with an embedded 
microchip that can be loaded with data, used for telephone calling, electronic cash 
payments, and other applications, and then periodically refreshed for additional use.  
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Skimming 
The most prevalent form of counterfeit fraud whereby a card's magnetic stripe details 
are electronically copied without the legitimate cardholder's knowledge and put onto 
another card. 

 
Timing track  

A pattern of flux reversals encoded on a magnetic stripe track other than the data track, 
used to generate the required pulses during encoding of the data track  

 
Track 

A strip of specified width and location running the length of the magnetic stripe on 
which data is encoded. ANSI/ISO standards define three track locations for the 
magnetic stripe on credit/financial cards, called Track 1, 2 and 3; the tracks are 0.110" 
wide, with Track 1 closest to the card edge. 

 
Visa 

An international card scheme. 
 
X.509 
The X.509 standard defines the structure and coding of certificates. It is 

internationally the most commonly used standard for certificate structures. 
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APPENDIX B. STATISTICS 
 

Plastic card fraud losses on UK-issued cards 
 
To put plastic card fraud losses into context it should be noted that card usage and 

the number of cards issued continues to rise in the UK. However, plastic card fraud 
losses against total turnover - at 0.13 per cent - are significantly less than the 1991 peak 
level of 0.33 per cent. This fraud-to-turnover ratio fell from 0.164 per cent in 2002 - a 
reduction all the more remarkable when the 5 per cent fall in fraud is viewed in the light 
of a 9 per cent increase in the number of card transactions and a 12 per cent increase in 
the value of card transactions during 2003. The following pie charts illustrate how the 
trends of card fraud losses have changed over the last ten years. Counterfeit card fraud 
and fraud committed through phone, mail order, fax and Internet - when the card is not 
present - have increased significantly. The proportion of fraud committed on lost and 
stolen cards is steadily decreasing.  

[http://www.cardwatch.org.uk/pdf_files/cardfraudfacts2004.pdf] 
 
 

 
 
 
 
Plastic card facts as of 31 December 2003 
 
- Credit cards were first issued in the UK in 1966 and debit cards in 1987. 
- There are more than 160 million plastic cards (147 million in 2002) in issue 

in the UK: 
 

- 62.9 million debit cards (59.4 million in 2002), 
- 66.8 million credit cards (58.8 million in 2002), 
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- 24.9 million stand-alone cash machine cards (23.2 million in 2002), 
- 4.4 million charge cards (4.3 million in 2002), 
- 1.6 million cheque guarantee cards (1.8 million in 2002). 
 

- Over 7.7 billion transactions were made on UK cards in 2003. 
- The total value of all transactions reached £420 billion in 2003. 
- Debit cards were used 3.4 billion times for purchases with a value totaling 

over £130 billion in 2003. 
- Credit and charge cards were used 1.8 billion times for purchases with a 

value of £113 billion in 2003. 
- There were 107 debit card payments per second in 2003 compared with 58 

credit/charge card payments per second. 
- The average purchase value on a UK-issued credit card in the UK is around 

£57. 
- The average purchase value on a UK-issued debit card in the UK is £39. 
- 39% of all debit card payments are made in supermarkets. 
- The number of transactions abroad on UK-issued cards increased by eight 

per cent in 2003 to 230 million. 
 
Cash machine facts [http://www.apacs.org.uk/] 
 
- The first cash machines were introduced in 1967. The early machines 

dispensed fixed amounts of cash in exchange for tokens. It was only from 
1972 that magnetic stripe cards were used to withdraw cash.  

- There are 46,461 cash machines in the UK – up from 40,825 in 2002.  
- In 2003 there were 2.37 billion cash withdrawals from cash machines in the 

UK – an average of 75 per second. 
- The total value withdrawn from cash machines in the UK in 2003 was 

£144.1 billion – an average of £4,750 per second. 
- The average cash withdrawal at a cash machine is £61. 
- 31.6 million adults in the UK are regular cash machine users. 
 
 
UK Consumers Who Do Not Take Precautions Against Credit Card Fraud  
(Source: APACS Card Fraud 2003 survey) 
 

Never shred or burn bank or credit card statements 37% 
Never shred or burn receipts 35% 
Let others use their card for 'remote' purchases 19% 
Are unconcerned about letting the card out of their sight when shopping 17% 

 
 
UK Cardholders' Attitudes To Chip And PIN Payments 
(Source: UK Chip and PIN Programme, January 2003) 
 

Category Size % Attitude 
PIN Fearful 28% (11.1mn) Not comfortable about using PINs; 

concerned about new scheme 
Skeptics 13% (5.3mn) Concerned about fraud; don't think new 

system will work 
Happy coasters 27% (10.7mn) Relaxed about fraud; happy to adopt new 

scheme 
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Convenience seekers 14% (5.7mn) Early adopters; convenience is driving 
concern 

Information seekers 19% (7.8mn) Very concerned about fraud; want to 
know exactly how system works 

 
 
Credit Card Use And Fraud Losses In Canada, 2000 – 2002 
(Source: Cards International) 
 

Category 2000 2001 2002 
Cards in issue (millions) 40.10 44.10 49.40 
Cards reported lost or stolen 805,580 813,624 796,371 
Cards used fraudulently 112,070 116,139 136,598 
Fraudulent accounts written off  
(C$ millions) 

156.38 142.27 128.42 

Fraud loss rate 0.12% 0.10% 0.08% 
 
 
Credit Card Fraud In Japan, 2000 - Q2, 2002 
(Source: Japan Credit Card Industry Association, via Lafferty Publications) 
 

Category 2000 2001 Q2 2002 
Total Fraud (Y billion) 30.87 27.57 13.62 
Fraud as a % of purchases 0.142 n/a n/a 
Counterfeiting/Forgery (Y billion) 14.02 14.64 8.14 
Counterfeiting as % of total fraud 45.4% 53.1% 59.8% 

 
 
Payment Fraud In France, 1998 – 2000 
(Source: Lafferty Publications, November 2001) 
 

Category 1998 1999 2000 
Fraud, forgery & counterfeiting 246,991 258,306 317,044 
Falsification/use of stolen credit 
cards 30,459 39,126 48,997 

Falsification/use of stolen checks 119,470 108,580 114,346 
Check-related crimes, other than 
above 16,813 15,476 16,619 

 
 
US Credit Card Fraud Statistics, 2000 - 2007 
(Source: Celent Communications, via Lafferty Publications) 
 

Year Total Fraud  
(USD mn) 

Online Fraud 
Rates 

Amount of  
Online Fraud 
(USD mn) 

Offline Fraud 
Rates 

2000 1,663.7 3.0% 823.65 0.07% 
2001 1,750.5 2.5% 852.63 0.07% 
2002 1,823.7 2.1% 857.85 0.07% 
2003 2,373.2 2.5% 1,227.88 n/a 
2004 2,664.9 2.4% 1,456.92 n/a 
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2005 2,745.4 2.2% 1,611.39 n/a 
2006 3,028.8 2.0% 1,729.00 n/a 
2007 3,212.7 2.0% 1,988.35 n/a 

 
 
 
How Online Fraud Is Committed In The US 
(Source: Celent Communications, January 2003) 
 

Method Percentage 
Lost or stolen card 48% 
Identity theft 15% 
Skimming (or cloning) 14% 
Counterfeit card 12% 
Mail intercept fraud 6% 
Other 5% 

 
 
Estimated US Online Credit Card Fraud, 2002 – 2007  
(Source: Celent Communications, January 2003) 
 

Year USD billion 
2002 1.8 
2003 2.3 
2004 2.6 
2005 2.7 
2006 3.0 
2007 3.2 

 
 
Summary Of FTC Survey On Identity Theft 
(Source: Federal Trade Commission, August 2003) 
 

Incidence of ID Theft, 2002 
Category Total (million) 
Existing credit cards 5.2 
New accounts/other frauds 3.2 
Other existing accounts 1.5 
Total victims 9.9 
Types of Accounts Misused 
Credit card 67 
Checking/savings 19 
Telephone 9 
Internet 3 
Insurance 2 
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Credit Card Fraud - The Main Motive For Identity Theft 
(Source: The Federal Trade Commission) 
 

Purpose Percentage 
To obtain/take over a credit card account 53% 
To acquire telecommunications services 27% 
To obtain/take over a checking account 17% 
To obtain a loan 11% 

 
 
 
Card Fraud Rates In Basis Points 
(Source: Lafferty Publications, September 2001) 
 

Security Mechanism Card Type Basis Points 
Mag-Stripe & Signature UK Credit Cards 15 
Mag-Stripe & Online 
Authorization Visa US Credit Cards  6 

Mag-Stripe with PIN Europay Maestro Cards  3 
Smart Card with PIN Belgian Debit Cards  1 

 
 
Card Fraud Rates In Europe, 2000 
(Source: Lafferty Publications) 
 

Card Type Volume Security Mechanism 
Belgian Debit 0.02% Smart Card & PIN 
CB (France) 0.04% Smart card & PIN 
Maestro (Europay) 0.06% Mag-stripe & PIN 
UK Debit 0.14% Mag-stripe & PIN 
Visa EU Credit 0.04% Mag-stripe & signature 
Visa USA Credit 0.06% Mag-stripe & signature 
Europay Credit 0.1% Mag-stripe & signature 
Canada Credit 0.15% Mag-stripe & signature 
UK Credit 0.16% Mag-stripe & signature 
Cartes Bancaires Abroad 0.47% Mag-stripe & signature 

 
 
Investigation data (Canada, 1995) 
(Source: Counterfeiting credit cards. Displacement effects, suitable offenders and 

crime wave patterns, School of Criminal Justice) 
 
46% of fraudulent purchases aborted at the POS  were followed by an immediate 

arrest 
50% of them were altered cards 
55% of them were pure counterfeit cards 
Success rate of a pure counterfeit transaction is 87% 
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Credit card offences 
(Source: U.S. Department of Justice, 1999. 

http://www.fbi.gov/ucr/whitecollarforweb.pdf) 
 
 Incidents Offences Victims Known 

Offenders 
Unknown 
Offenders 

Credit 
Card/ATM fraud 23,308 23,308 26,492 20,568 6,303 

 
 
Crime offences by location 
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133 3,568 1,363 492 2,324 528 178 337 4,995 3,446 

 
 
 
Europe is leading in Smart Card Technology 
(Source: MasterCard Europe 

http://europa.eu.int/comm/internal_market/payments/docs/fraud/2003-conference/emv-
chip_en.pdf) 
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Smart Card Growth Forecast  
(Source http://www.isg.rhul.ac.uk/msc/teaching/opt5/handouts/smartcards.pdf) 
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APPENDIX C. TRACKS ENCODING 
 

Track 1 (IATA) 
 

SS FC PAN FS Name FS Additional data Discretionary data ES LRC 
 
 
 
SS:  Start Sentinel, 1 character, ‘%’ 
FC: Format Code, 1character (alphabetic only): 

 A: Reserved for the card issuer. 
 B: Bank/financial.  
 C-M: Reserved for the use by ANSI Subcommittee X3B10. 
 N-Z: Available for use by individual card issuers. 

PAN: Primary account number, up to 19 digits. MasterCard PAN is variable up to 
16 digits and VISA is a 13 or 16 digits, including mod-10 check digit. In 
accordance with the account numbering scheme in ISO 7812, it consists of 
the following parts: 

• IIN: Issuer Identification Number. Up to 6 digits. It combines Major 
Industry Identifier (MII) with Issuer Identifier (II). Issuer identifier is 
normally up to 5 digits. In some cases the first digit indicates the 
length of IIN or the responsibility of its assignment outside of ISO.  

• IAI: Individual Account Identification. Up to 12 digits. Assigned by 
the card issuing institution. 

• CD: Check Digit. 1 digit. This digit is added to a number that 
validates its authenticity. It is calculated using the Luhn formula for 
computing modulus 10 and validates the primary account number. 

FS: Field Separator, 1 character, ‘^’. 
• (Optional) CC: Country Code, 3 digits. Only if Pan starts with 59. All 

the codes are defined by ISO 3166. 
Name: 2-26 alphanumeric characters: Surname(s) (separated by space if 

necessary); Surname separator, /; First name or initial(s); Period (when followed by 
title); Title (when used). If this field is not used the content will be a space followed by 
a surname separator. 

FS: Field Separator, 1 character, ‘^’. 
Additional data:  

- Expiration data (YYMM), 4 digits. Required by MasterCard and VISA. If 
this field is not used it will be filled with field separator.  

- Interchange identification, 1 digit. If this field is not used it will be filled 
with field separator: 

1: Available for international interchange, 
5: Available for national interchange, 
7: Not available for general interchange, 
9: Test card. 

- Service code, 2 digits. This field determines possible service restrictions, 
services which require special authorization, presence of integrated circuit etc. If 
this field is not used it will be filled with field separator.  

00-49: Defined by corresponding ISO committee, 
50-59: Defined by corresponding national committee, 
60-99: Reserved for proprietary use of card issuer. 

Discretionary data: 

76 Alphanumeric characters 
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- PVKI: PIN verification key indicator, 1 digit. The purpose of this value 
will be defined later on in this chapter.  

- PVV or Offset: PIN verification value, 4 digits. 
- CVV or CVC: Card Verification Value (for VISA cards) or Card 

Verification Code (for MasterCard), 3 digits. The purpose of this value 
will be defined later on in this chapter. 

ES: End sentinel, 1 character, ‘?’. 
LRC: Longitude Redundancy Check, 1 character. 
 
Track 2 (ABA) 
 
 

SS PAN FS Additional data Discretionary data ES LRC 
 
 
 
 
SS:  Start Sentinel, 1 character, ‘;’. 
PAN: Primary account number, up to 19 digits.  
FS: Field Separator, 1 character, ‘=’. 

• (Optional) CC: Country Code, 3 digits. Only if PAN starts with 59. All 
the codes are defined by ISO 3166. 

Additional data:  
- Expiration data (YYMM), 4 digits. Required by MasterCard and VISA. 

If this field is not used it will be filled with field separator.  
- Interchange identification, 1 digit. If this field is not used it will be filled 

with field separator: 
1: Available for international interchange, 
5: Available for national interchange, 
7: Not available for general interchange, 
9: Test card. 

- Service code, 2 digits. This field determines possible service restrictions, 
services which require special authorization, presence of integrated circuit etc. If 
this field is not used it will be filled with field separator.  

00-49: Defined by corresponding ISO committee, 
50-59: Defined by corresponding national committee, 
60-99: Reserved for proprietary use of card issuer. 

Discretionary data: 
- PVKI: PIN verification key indicator, 1 digit. 
- PVV or Offset: PIN verification value, 4 digits. 
- CVV or CVC: Card Verification Value (for VISA cards) or Card 

Verification Code (for MasterCard), 3 digits. 
ES: End sentinel, 1 character, ‘?’. 
LRC: Longitude Redundancy Check, 1 character. 
 
Track 3 (TRIFT) 
 

SS FC PAN FS Use and security 
data 

Additional data ES LRC 

 
 
 

37  Numeric data characters 

104 Numeric data



 177 

SS:  Start Sentinel, 1 character, ‘;’. 
FC: Format code. 2 digits: 
 00: Not valid for international interchange, 
 01: Bank/financial, 
02-19: Reserved for use by ISO/TC 68 Committee, 
20-89: Reserved for use by ISO/TC 95 SC 17 Subcommittee, 
90-99: Reserved for proprietary use of card issuer, but not for international 

interchange. 
PAN: Primary account number, up to 19 digits.  
FS: Field Separator, 1 character, ‘=’. 
Use and security data: 

• Optional CC: Country Code, 3 digits. Only if PAN starts with 59. All the 
codes are defined by ISO 3166. 

- Currency code, 3 digits. If three zeros are written in this field it means 
that card is not valid for international interchange. 

- Currency exponent, 1 digit.  
0-5: position of the decimal point in the currency amount fields counting 

from left to right. 
- Amount authorized per cycle, 4 digits. This field defines the maximum 

amount of money permitted in one cycle. The card is not valid for change 
operations if this field contains four zeros. 

- Amount remaining this cycle, 4 digits. This field is dynamic. It is 
initialized when the card is used for the first time in this cycle with the value 
equal to amount authorized per cycle. Then it’s updated accordingly to the 
performed transactions. 

- Cycle begin (Validity date), 4 digits. The format of the cycle start date is 
YDDD, where D stands for the least significant digit in the year, and DDD is the 
ordinal number of the day of the year (001 to 365). The field must be updated 
with the start of every new cycle. Another function of that track is to indicate the 
date from which the card is valid. 

- Cycle length, 2 digits. This field represents the duration of the cycle for 
which the authorized amount limit holds: 

00: Cycle begins each 7 days, 
81: Cycle begins each 14 days, 
82: Cycle begins each first and 15th days of every month; 
83-85: Cycle begins the day specified in Cycle begin field; 
86: Cycle begins the day of the year specified in Cycle begin field of every 

year. 
- Retry count, 1 digit. This field represents number of failed PIN trials. It is 

initially set to 3 and reduced by one every time the wrong PIN is entered. After 
the cardholder enters correct PIN the value is restored to 3. If the value reaches 0 
the card will be blocked. 

• (Optional) PIN control parameters, 6 digits. The algorithm used for 
generating PIN is defined by two first digits. Values from 01 to 99 are set in ISO 
standard. Next four digits are PIN offset. If this field is not used the field 
separator will put instead. 

- Interchange control, 1 digit. 0 in this field means no restrictions, 1-9 
mean certain restrictions up to the entire prohibition. 

- PAN service restriction, 2 digits. The first one is associated with type of 
the account (values 1-4 specify the bank account type, values 5-8 are reserved 
for ISO). The second digit defines the service restrictions (values 4-7 are 
reserved for ISO). 
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- SAN-1 Service restriction, 2 digits. Some values and meanings are the 
same as in previous field. 

- SAN-2 Service Restriction, 2 digits. Some values and meanings are the 
same as in previous field. 

• (Optional) Expiration date, 4 digits. The format is YYMM. 
- Card sequence number, 1 digit. This field allows to distinguish among 

cards with the same PAN. Every next card’s number is incremented by one. 
• (Optional) Card security number, 9 digits. The first digit stands for the 

algorithm used for calculating a verification value. The other digits are the 
verification value itself. 

• (Optional) First subsidiary account number. Can contain variable number 
digits. 

• (Optional) Second subsidiary account number. Can contain variable 
number digits. These two fields can be separated by the Field separator 
character. 

FS: Field Separator, 1 character, ‘=’. 
- Relay marker, 1 digit: 

0: Include discretionary data field in transaction messages, 
1: Do not include discretionary data field in transaction messages. 

• (Optional) Cryptographic check digits, 6 digits. This is a validation value 
which permits the integrity verification of the magnetic stripe content. 

Additional data: 
• Optional field reserved for proprietary use of card issuer if FC = 01. If 

FC = 02 the following subfields are required: 
o TD: Transaction Date. 4 digits. (YDDD). If this field in 

not used a FS will be in place. 
o AVV: Additional Verification Value(s). 8 digits. 

Validation of the PIN or two additional PINs corresponding to different 
keys of the same algorithm. It can be an eight digit value, two four digit 
numbers or, in connection with the last four digits of the PINCP field, 
two six digit numbers. If this field is not in use then field separator will 
be put instead. 

o ACSN: Alternative Card Sequence Number. 3 digits. If 
this field is not in use then field separator will be put instead. 

o INIC: International Network Identification Code. 3 digits. 
Code for identification of an international group of issuers, when the IIN 
can not be used. If this field in not used a field separator character will be 
in place. 

- Discretionary data, rest of characters. This field is reserved for the card 
issuer needs. 

ES: End sentinel, 1 character, ‘?’. 
LRC: Longitude Redundancy Check, 1 character 



 179 

APPENDIX D. STANDARDS 
 

To facilitate universal consumer acceptability, when a card function developed by 
one organization can be used without difficulties in schemes owned and operated by 
many organizations, and to achieve the full potential of smart cards as fraud reduction 
weapons, global interoperability is required. In an environment of multiple cards and 
terminal vendors standards are key to ensuring such interoperability and compatibility.  

 
Plastic card standards and specifications have been underway since the early 

1980’s on both national and international levels. Organizations implementing card-
based systems should review the standards and specifications that are relevant to the 
applications being implemented and determine where compliance is needed.  

 
Basic worldwide standards for smart cards have been and continue to be 

established by the International Organization for Standardization (ISO), (www.iso.ch) 
which has representation from over 70 nations. In order to avoid duplication of effort 
while defining standards for smart cards it closely cooperates with International 
Electrotechnical Commission (IEC). ISO/IEC is the worldwide standard-setting body 
for technology, including plastic cards. These standards are an absolute minimum, 
therefore conformance to ISO standards alone does not necessarily ensure 
interoperability – nor does it ensure that cards and terminals built to the specifications 
will interoperate.  

The main families standards that belong to magnetic stripe are: 
 

- ISO/IEC 7810 “Identification cards - Physical characteristics” is a series 
of standards describing the characteristics of identification cards. It is the 
purpose of ISO/IEC 7810:2003 to provide criteria to which cards shall perform 
and to specify the requirements for such cards used for international interchange. 
It takes into consideration both human and machine aspects and states minimum 
requirements. 

- ISO-7811 "Identification Cards - Recording Techniques" is a family of 
standards, consisting of:  

o 7811-1 – Embossing 
o 7811-2 – Magnetic Stripe - Low Coercivity 
o 7811-3 – Location of Embossed Characters 
o 7811-4 – Location of Tracks 1 and 2 
o 7811-5 – Location of Track 3 
o 7811-6 – Magnetic  Stripe - High Coercivity  

- ISO-7812 "Identification Cards - Numbering system and registration 
procedure for issuer". This  standard consists of the following parts:  

o ISO/IEC 7812-1:2000: Numbering system  
o ISO/IEC 7812-2:2000: Application and registration 

procedures  
- ISO-7813 "Identification Cards – Financial transaction cards" 
- ISO-4909 "Bank cards. Magnetic stripe data content for track 3" 

 
The main standards that belong to smart cards are: 
 

- ISO/IEC 7816 describes contact smart cards. It is broken into eleven 
parts. Part 1 describes the specifications for the physical characteristics of 
integrated circuit cards with contacts. Part 2 defines the dimensions and location 
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of coupling areas. Part 3 explains electronic signals and mode switching. Part 4 
specifies transmission protocols between the card and the interface device (e.g., 
reader). Part 5 sets the numbering system and registration procedure for 
application identifiers. Part 6 defines data objects for inter-industry applications. 
Part 7 describes the supplementary smart card commands, basic principles of a 
database and commands for the SCQL (Structured Card Query Language) access 
to smart cards. Part 8 defines functions and commands related to security. Part 9 
describes enhanced inter-industry commands. Part 10 specifies main electrical 
characteristics of memory cards. Part 11 defines stages of a smart card life cycle 
and enhanced functions for multi-application use. 

- ISO/IEC 14443 describes the standards for “proximity” cards. 
Specifically, it establishes standards for the physical characteristics, 
radio frequency power and signal interface, and anticollision and 
transmission protocol for proximity cards that operate within 10 
centimeters. 

- ISO/IEC 10536 describes standards for “close-coupled” cards. 
Specifically, it establishes standards for the physical characteristics, 
dimensions and location of coupling areas, and electronic signals and 
reset procedures. 

- ISO/IEC 15693 describes standards for “vicinity” cards. Specifically, it 
establishes standards for the physical characteristics, radio frequency 
power and signal interface, and anticollision and transmission protocol 
for vicinity cards that operate within 1 meter. 

- ISO/IEC 7501 describes standards for machine-readable travel 
documents and has made a clear recommendation on smart card 
topology. 

 
There are other families of smart card standards that have to be followed insofar 

as they represent best current practice: some of them define interfaces or procedures, 
while others set requirements for physical or reliability aspects.  

 
 
American National Standards Institute (ANSI) Standards. ANSI recommends 

standards directed to the needs of the U.S. and supervises standards-making activities. It 
does not write or develop standards itself. Thus, in the U.S., any group that participates 
in ISO must first participate in ANSI. http://www.ansi.org 

• ANSI X3.92 Data Encryption Algorithm (DEA) 
• ANSI X3.106 Modems of DEA Operation 
• ANSI X4.16 American National Standard for financial 

services, financial transaction cards, magnetic stripe 
encoding 

• ANSI X9.8 Personal Identification Number (PIN) 
Management and Security 

• ANSI X9.19 Financial Institution Retail Message 
Authentication (MAC) 

 
Security Equipment Integration Working Group (SEIWG) Specification 012. 

This specification establishes the requirements for the performance, design, 
manufacture, test and acceptance for the Magnetic Stripe Credential (MSC) prime item. 
The SEIWG-012 specification states that a 40-digit credential or ‘unique identifier’ 
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should be encoded on all access control cards that contain a magnetic stripe. The unique 
identifier is in the form of a 40-digit numbering scheme. This specification initially only 
pertained to magnetic stripe cards because these cards were the only cards that had 
sufficient storage capacity to comply with the specification. As smart card technology 
became more prevalent, the SEIWG-012 specification was applied to it as well. Smart 
card technology is capable of securely storing the 40-digit credential and smart card 
readers are capable of securely reading the information from the card.  

 
Biometric Standards.  
The Biometric Application Program Interface (BioAPI) provides a high-level 

generic biometric authentication model. The body responsible for developing biometric 
API standards is the BioAPI Consortium. The BioAPI Consortium was formed in 1998. 
In 1999 the consortium merged with the Human Authentication Program Interface (HA-
API) Working Group. By developing a standard biometric API, interoperability can be 
achieved among a wide range of applications and biometric technologies.  

Efforts towards biometric interoperability are progressing.  
 
Federal Information Processing Standards (FIPS). FIPS standards are 

developed by NIST, specifically the Computer Security Division within NIST. FIPS 
standards are designed to protect Federal computer and telecommunications systems. 
The following FIPS standards apply to smart card technology and pertain to digital 
signature standards, advanced encryption standards, and security requirements for 
cryptographic modules.  

http://www.itl.nist.gov/fipspubs/  
 
Digital Signatures  
 
FIPS 186-2 specifies a set of algorithms used to generate and verify digital 

signatures. This specification relates to three algorithms specifically, the Digital 
Signature Algorithm (DSA), the RSA digital signature algorithm, and the Elliptic Curve 
Digital Signature Algorithm (ECDSA) algorithm.  

ANSI X9.31-1998 contains specifications for the RSA signature algorithm. The 
standard specifically covers both the manual and automated management of keying 
material using both asymmetric and symmetric key cryptography for the wholesale 
financial services industry5.  

ANSI X9.62-1998 contains specifications for the ECDSA signature algorithm.  
 
Advanced Encryption Standards  
 
FIPS 197: The Advanced Encryption Standard (AES) specifies a FIPS-approved 

cryptographic algorithm that can be used to protect electronic data. The AES algorithm 
is a symmetric block cipher that can encrypt and decrypt information.  

 
Security Requirements for Cryptographic Modules  
 
FIPS 140 (1-3): The security requirements contained in FIPS 140 (1-3) pertain to 

areas related to the secure design and implementation of a cryptographic module, 
specifically: cryptographic module specification; cryptographic module ports and 
interfaces; roles, services, and authentication; finite state model; physical security; 
operational environment; cryptographic key management; electromagnetic 
interference/electromagnetic compatibility (EMI/EMC); self-tests; design assurance; 
and mitigation of other attacks. 
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Global Platform (GP) (formerly Open Platform). Global Platform is an 

international, non-profit smart card association. Its goal is to create and promote global 
smart card technology specifications, including specifications for smart cards, smart 
card devices, and smart card systems. Throughout the world there are currently 
approximately 20 million individuals use smart cards that are implemented using Global 
Platform specifications. Global Platform serves the following industries: retail, health 
care, government, transit, financial, and mobile telecom. Global Platform’s strategy is to 
create systems that are interoperable, backwards-compatible, and standards-based. For 
more information on Global Platform, see http://www.globalplatform.org. 

 
Common Criteria (CC). Common Criteria applies to security evaluation for IT 

products and systems. Its goal is to provide a common or standardized way to evaluate 
IT products and services, thus producing a certain assurance level for those products and 
systems. CC was developed by organizations that sponsored previous criteria from the 
United States, Canada, and Europe. These organizations came together and developed 
the Common Criteria in 1993. In 1996, Common Criteria v1.0 was produced; in 1998, 
v2.0 was produced; and in 1999, the most recent version, v2.1, was produced. CC v2.1 
complies with ISO/IEC 15448.  

 
International Airline and Transportation Association (IATA). The IATA 

develops standards for recommendation to the airline and transportation industry. IATA 
has formed a task force to develop interoperability standards for smart card-based 
ticketless travel. Its mission is to ensure easy and convenient negotiation of electronic 
airline tickets. In addition, credit card companies such as American Express, 
MasterCard, and industry groups are providing support to facilitate interoperability with 
other companies in the travel industry.  

www.iata.org  
 
G-8 Health Standards. The G-8 countries have come together to develop a 

standard format for populating data on a health card. This standard attempts to create 
interoperability across health cards from the G-8 countries. It addresses file formats, 
data placement on the card, and use of digital certificates in health care.  

 
Global System for Mobile Communication (GSM) Standards. GSM is a 

standard for cellular telephone systems, primarily offering international compatibility. 
The specifications tie a telephone number to smart card, called a Subscriber 
Identification Module (SIM) or User Identity Module (UIM), rather than to a telephone 
handset. The SIM is inserted into a telephone to activate it.  

 
EMV 2000 Specifications. To expedite the issuance of globally interoperable 

smart cards, Europay, MasterCard, and Visa (EMV) published the first version of 
standard card and transaction terminal specifications in 1995. The specifications are 
built on the ISO/IEC 7816 standard and serve as an expansion to accommodate debit 
and credit transactions. An updated version of this specification, EMV 2000 version 4.0, 
was published in December 2000. EMV v4.0 consists of 4 books.  

http://www.emvco.com/  
 
Book 1, Application-Independent ICC to Terminal Interface Requirements, 

describes the minimum functionality required for integrated circuit cards and terminals 
to ensure correct operation and interoperability independent of the application to be 
used. 



 183 

 
Book 2, Security and Key Management, describes the minimum security 

functionality required for integrated circuit cards and terminals to ensure correct 
operation and interoperability. Additional requirements and recommendations are 
provided on online communication between ICC and issuer and the management of 
cryptographic keys at terminal, issuer and payment system level. 

 
Book 3, Application Specification, defines the terminal and integrated circuit card 

procedures necessary to effect a payment system transaction in an international 
interchange environment. 

 
Book 4, Cardholder, Attendant, and Acquirer Interface Requirements, defines the 

mandatory, recommended, and optional terminal requirements necessary to support the 
acceptance of integrated circuit cards in accordance with Books 1, 2 and 3. 

 
Personal Computer/Smart Card (PC/SC) Workgroup Open Specifications. 

The PC/SC Workgroup was formed in 1996 and included Schlumberger Electronic 
Transactions, Bull CP8, Hewlett-Packard, Microsoft, and other leading vendors. This 
group has developed open specifications for integrating smart cards with personal 
computers. The specifications are platform-independent and based on existing industry 
standards. They are designed to enable application developers to create smart card-
based secure network applications for banking, health care, corporate security, and 
electronic commerce. The specifications include cryptographic functionality and secure 
storage, programming interfaces for smart card readers and PCs, and a high-level 
application interface for application development. The specifications are based on the 
ISO/IEC 7816 standard and support EMV and GSM application standards.  

 
OpenCard™ Framework. The OpenCard Framework is a set of guidelines 

announced by IBM, Netscape, NCI, and Sun Microsystems, Inc., for integrating smart 
cards with network computers. The guidelines are based on open standards and provide 
an architecture and a set of application program interfaces (APIs) that enable application 
developers and service providers to build and deploy smart card solutions on any 
OpenCard-compliant network computer. Through the use of a smart card, an OpenCard-
compliant system will enable access to personalized data and services from any network 
computer and dynamically download from the Internet all device drivers that are 
necessary to communicate with the smart card. By providing a high-level interface, 
which can support multiple smart card types, the OpenCard Framework is intended to 
enable vendor-independent card interoperability. The system incorporates Public Key 
Cryptography Standard (PKCS) - 11 and is expandable to include other public key 
mechanisms.  

 
The Health Insurance Portability and Accountability Act (HIPAA) of 1996 

(Public Law 104-191). This law states that the Secretary of Health and Human Services 
(HHS) is to adopt national standards for implementing a secure electronic health 
transaction system. Examples of these transactions include: claims, enrollment, 
eligibility, payment, and coordination of benefits. The goal of HIPAA is to create a 
secure, cost-effective means for individuals to efficiently accomplish electronic health 
care transactions. HHS has designated the Centers for Medicare and Medicaid Services 
the responsible entity for enforcing HIPAA. All applicable entities must be in 
compliance by October 16, 2003.  
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International Civil Aviation Organization (ICAO), Passport Guidelines. The 
ICAO is responsible for issuing guidance on the standardization and specifications for 
Machine Readable Travel Documents (MRTD) —i.e., passports, visas, and travel 
documents. Although current specifications do not include guidance on the use of smart 
card technology, the ICAO is in the processing of researching the possibility of adding 
this functionality to MRTD. 
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