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In many industries the tracking and tracing of products within the supply chain is required by 
law. Companies in the metal working industry exchange so-called material test reports, which 
specify the product’s properties, the customer’s requirements, and serve as an assurance 
between the supplier and the customer. Internet technologies have changed the way 
companies exchange information and conduct business. In the metal working industry 
companies can implement an intermediary platform and make the exchange of material test 
reports more efficient. Furthermore, a client application that allows the company to export test 
reports from their information system directly to the intermediary can significantly decrease 
the processing costs. This inter-organizational collaboration can render an increase in 
productivity for customers and suppliers. 
 
The main goal of the thesis is to analyze how companies in a supply chain can exchange 
documents with an intermediary over the protocol SOAP as well as support companies by 
showing a structured procedure for how to achieve security in a system using SOAP. SOAP is 
a platform independent XML-based communication protocol. The Extensible Markup 
Language (XML) is of major importance in e-business applications, because of its platform, 
language, and vendor independent way of describing data. As a universal data format, it 
enables the seamless connection of business systems. 
 
SOAP does not provide any security and is usually implemented over HTTP, which allows it 
to pass through firewalls. Companies are only prepared to join an inter-organizational 
collaboration if IT-security is guaranteed. In the exchange of material test reports, security has 
two objectives. The first is to replace the handwritten signature in the paper-based document 
exchange. The second is to guarantee security for the material test reports as well as for the 
intermediary platform. 
 
SOAP’s extensibility model allows organizations to develop new extensions, which build 
upon the protocol and provide functions that SOAP doesn’t specify. Specifications for 
attachments as well as for security should be implemented in the electronic document 
exchange. To design a secure system, each security concept, such as confidentiality, 
authentication, and integrity, can be analyzed in its context and the appropriate standard can 
thereafter be implemented. 
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The background to this master thesis is the tracking and tracing of products in a supply chain. 
In the industrial sectors “metal” and “food”, the traceability of products in the entire supply 
chain is very important and sometimes also required by the law. Documents sent along with 
the product makes tracing of products back to the producer possible. Furthermore, they 
specify the product’s properties, the customer’s requirements, and serve as an assurance 
between the supplier and the customer. The documents are often generated by an information 
systems in the company. The manual archiving and processing of the documents is 
cumbersome and time-consuming. Furthermore, the documents and their attachments, such as 
diagrams and tables, usually have different data formats and different layout, which makes the 
process of exchanging documents more difficult. 
 
An intermediary platform accessible on the Internet as well as a client integrated with the 
application in the company which handles these documents, could optimize and render a more 
effective processing and archiving. It could also ensure a more efficient transmission and an 
easy access to the documents at anytime and anywhere. 
 
The documents acting as an assurance between companies are sometimes legally binding and 
then contain a handwritten signature, a company stamp, or some other company mark. The 
electronic exchange of entrepreneurial data is only applied when IT-security can be 
guaranteed. Any kind of sensitive information has to be protected. Information intermediaries, 
for the exchange of documents, need to have a secure IT-system design and ensure a high 
security for the transmission of documents. The underlying technologies are very complex 
and the development of new technologies for information exchange and security is rapid. 
Hence, developing a secure IT-architecture, choosing, and implementing appropriate security 
technologies and security applications are challenging tasks. 

1.1 Assignment 

1.1.1 Purpose  
The case study in this master thesis is the automatic electronic exchange of pre-specified 
documentation with an intermediary platform in the metal working industry by integrating a 
client with the company’s information system. The main goal of the thesis is to analyze how 
companies in the metal working industry supply chain can exchange documents with the 
intermediary over the communication protocol SOAP as well as support the companies by 
showing a structured procedure for how to achieve security in a system using SOAP. To 
achieve this, existing standards and techniques related to SOAP and security will be analyzed. 
Particularly, the replacement of handwritten signatures with digital signatures in the case 
study has to be analyzed. 

1.1.2 Limitations 
SOAP will be used as communication protocol, though there are other techniques for the 
transmission of documents in the Internet. Companies in the electronic document exchange 
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have different demands on the system as well as on the level of security. Therefore, have a 
wide range of techniques been presented although they may not be implemented at the same 
time. Furthermore, should only techniques be used, which correspond with the SOAP 
specification and with the extensibility model of SOAP. 

1.2 Disposition 
 

� Chapter 2 describes the metal working industry and the pre-specified documentation, 
which is handled by information systems. 

 
� Chapter 3 introduces the case study together with the demands on the system from the 

companies. It also shows the existing standards, such as Web Services and SOAP. 
Finally, an architecture for the system is described. 

 
� Chapter 4 describes security concepts related to the exchange of information over an 

insecure network. Furthermore, it deals with security issues associated with SOAP and 
the companies’ demand on security. 

 
� Chapter 5 shows an example of a brief risk assessment, which is developed for the 

case study in order to analyze attacks related to SOAP. 
 
� Chapter 6 handles commonly accepted security standards, such as SSL and digital 

signature, as well as new security standards related to SOAP. 
 
� Chapter 7 analyzes each security concept together with the appropriate security 

standard to achieve high security for the message as well as for the intermediary 
platform. 
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2.1 European Metal Working Industry 
The metal working industry is an important economic factor for many countries in Europe. In 
the last few years, the European metal producers have concentrated on the development and 
production of high quality metal, in order to compete against cheap metal from Eastern 
Europe and the Far East. With the development of higher quality, the customer’s demands on 
the documentation sent along with the metal product have also increased. This pre-specified 
documentation is referred to as material test reports. 

2.2 The Main Players in the Metal Working Industry  
A supply chain in the metal working industry mainly consists of three links: the metal 
producer, the metal processor and the manufacturer. (cp. Figure 2-1) 
 
The metal producer is the first link in the supply chain and is responsible for the quality of the 
raw material. It creates material test reports for the initial metal product to document the 
chemical analysis as well as the required mechanical characteristics. The group of metal 
producers can be divided into producers of standardized metallic mass products, and 
producers of special steel and complex products.   
 
The metal processor is located in the middle of the supply chain. It receives the metal from 
the producer and processes the metal for some intended purpose. The metal processor either 
processes the metal to be used as an end product or for further processing by the last player in 
the supply chain, the manufacturer.  
 
Manufacturers are companies producing cars, machinery, trucks, etc., and are usually the last 
link in the metal working industry supply chain. From this point, the processing of the product 
does not change the material characteristics, and the material test report is therefore also not 
further changed. The manufacturers can be divided into component suppliers and end 
manufacturers. 
 
Another important player in the metal working industry is the metal dealer, who provides the 
enterprises in the supply chain with metal standard products and acts as a buffer in case of 
production and request variations. They do not create or process material test reports 
themselves, but instead send copies of the original material test report to the buyer.  
 
The exchange of material test reports, if required by law or by the customer, is supervised by 
an inspection organization. The inspection organization conducts the tests on the metal on 
behalf of the enterprises in the supply chain, and generates an own material test report. An 
example of an inspection organization in Germany is TÜV. (Technischer Überwachungs-
verein) 
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Figure 2-1: General supply chain in the metal working industry 

The quality control center is a department within a company where the tests are performed 
and the material test report usually is created and signed. This may vary between companies, 
however, and it’s also possible that other departments are responsible for the creation and 
signing of the reports. The inspection organization has the role of an external independent 
quality control center, but performs more complex and sophisticated tests. The companies 
confirm the proof of origin and authenticity of a material test report with a handwritten 
signature, a registered company stamp or a letter head. Proof of integrity is not always 
possible to achieve with a signature because, in some cases, a handwritten and signed material 
test report can still be changed. The handwritten signature provides the highest level of 
security, and only some employees are authorized to sign reports. The company stamp has a 
lower level of security, but is only available to some authorized employees. The letterhead 
can also provide proof of origin and authenticity, but at a very low level because it is easy to 
forge. 

2.3 Material Test Reports 
The trading of metal products in a metal working industry supply chain also includes the 
exchange of material test reports. The material test reports describe the characteristics and the 
quality of the product. Furthermore, it also serves as an assurance between a vendor and a 
customer and is legally binding. Material test reports can also be found in other industries 
such as plastic, glass, and food. Lately, the number of reports as well as the customers’ 
requirements for them has increased in many industries. The increase in the number of reports 
has to do with the introduction of quality management systems in the companies and the 
increase in product liability for the vendors. The explicit classification of products and the 
traceability of the products back to the casting are important objectives provided by reports. 
 
The material test reports contain specification of business data, including the types of material 
test report and information about the order and the involved parties, product description, 
including the kind of material used and form of manufacture (for example wire or steel plate), 
tests, chemical composition, tension test, hardness test, beam impact test, etc and, if 
necessary, an attachment, which can be a diagram, extra test chart, a picture, etc. 
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2.3.1 Types of Material Test Reports 
One important factor influencing the document exchange is the type of a material test report. 
In the metal working industry a European norm, DIN EN 10 204, specifies seven different 
types of national and international material test reports, divided into two groups. The two 
groups are characterized by if the vendor itself or an independent inspection organization is 
authorized to perform the quality tests and sign the report. Furthermore, they also describe if 
the test should be conducted on the actual delivered material, called a specific test, or on a 
similar material, called a non-specific test. The reports include results from these tests, 
performed by the supplier of the material, the inspection organization or by some other player 
with the authority to perform the tests. 

Material test reports 2.x 
In the first group, including norm 2.1, 2.2 and 2.3, the tests are performed and the report is 
signed by the supplier’s quality control center. The difference between the three norms in the 
first group is the content of the report and if the test is a specific or a non-specific test. 
 
In the 2.1 Certificate of compliance with the order, the results of the tests are not stated at all. 
In the 2.2 Test report the results of the test comes from a non-specific test. In the 2.3 Specific 
test report is the material test report based on specific tests. (cp. Appendix A) 

Material test reports 3.x 
The second group deals with more substantial material test reports and includes 3.1.A, 3.1.B, 
3.1.C and 3.2. These reports require that all tests are specific tests. 
 
The first one is called Inspection certificate 3.1.A and is issued by an authority specified in the 
official prescriptions. The second is the one most frequently used in the metal working 
industry and is called Inspection certificate 3.1.B. In this case, an authorized representative of 
the supplier, who, at the same time, is independent, from the production department, signs the 
material test report. The third one is the Inspection certificate 3.1.C. It is signed by an 
inspection organization nominated by the customer. The last one is the Inspection report 3.2. 
This report is signed by an authorized, but independent, representative of the supplier and at 
the same time an authorized representative of the customer. (cp. Appendix A) 

2.3.2 Material Test Report Exchange Problems 
The paper-based exchange of material test reports presents a number of problems. These 
problems are derived from discussions with experts at the Research Institute for Operations 
Management (FIR) at Aachen University of Technology in Germany. 

Different media 
The fact that companies store their material test reports in electronic format, but attachments 
mainly are paper based, makes the exchange of complete reports difficult. The processing of 
documents therefore requires additional manual processing, which increases the processing 
cost as well as the error rate.  

No common layout 
The material test reports do not have a standardized and common layout. A customer buying 
from a large number of different companies must deal with different material test reports, 
which makes storage and searching more difficult.  
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Data structure 
The data structure, i.e. how the material test reports and its content are represented in the 
computer system, isn’t standardized, which would make the electronic exchange of reports, 
with a document management system, difficult. 

Verification of test reports 
There is no automatic verification of the reports, to check the report for consistency and 
completeness, which leads to a higher rate of errors. 

Archiving 
Manual archiving and searching for material test reports is time-consuming and cumbersome.  

Project delays and production interruption 
A delay in the exchange of reports between companies in the supply chain can result in 
project delays and production interruption. Furthermore, the customer often requires the test 
report to be sent before the metal product, which also is a problem.  

Interfaces 
The connections between all companies all companies in the paper-based document exchange 
look like in Figure 2-2. If the number of players in the architecture are 1000, the number of 
connections is approximately 500 000 [La04b]. 

 
Figure 2-2: Connections between companies 

The points above highlight the problems with paper-based document exchange, and show the 
need for an approach providing a flexible, standardized, simple, efficient, and economical 
document exchange. 

2.4 Inter-organizational Information Flows 
The development of new Information and Communication Technologies (ICTs) in the last 
few years has revolutionized the exchange of information between companies and created a 
new level of competition. The ICTs and the new business approaches allow enterprises to 
develop intra-organizational as well as inter-organizational processes, and thereby achieve an 
increase in efficiency and productivity [La01b]. Inter-organizational processes, also known as 
Business-to-Business (B2B), support cooperation between companies in entrepreneurial 



Chapter 2 - Exchange of Documents in the Metal Working Industry 15 

 

networks, and improve coordination by implementing Internet-based Business Collaboration 
Infrastructures (BCI), such as Electronic Marketplaces, Exchange and Communication 
Platforms or Supply Chain Integrators. 
 
Before making a strategic decision regarding participation in an entrepreneurial network, the 
enterprises need to consider a number of aspects including: the entrepreneurial organization, 
their own core competencies, the requirements from the customers, the readiness of potential 
partners to cooperate, and the availability of required standards, tools and technologies. An 
efficient exchange of information is achieved by communication standards, the selection of 
most suitable technologies and tools supporting new entrepreneurial business is achieved by 
analysis of the potential of new technologies, to ensure a secure exchange of information, 
security standards must be evaluated. Another requirement for an efficient inter-
organizational information flow is the support of intra-organizational information systems. 

2.5 Information Systems in the Industry 
The increase in productivity in industrial production in the last decades can mainly be 
explained by improved manufacturing facilities and organizations. Companies on today’s 
fluid market must, however also, continually improve their ability to react and adapt in order 
to stay competitive. An important factor in this respect is the intra-organizational 
communication [Sti02], but also the Business Collaboration Infrastructures provided by new 
ICTs [La01a]. The flow of information and material within and between organizations has, in 
the past, not been in the companies’ focus. The term logistic deals with these problems. 
Logistics is defined by the American Council of Logistics Management USA as, “…the 
process of planning, implementing and controlling the efficient, effective flow and storage of 
goods, services and related information from the point of origin to the point of consumption 
for the purpose of conforming to customers requirements.”  
 
Exactly as the material flow is of concern for everyone in the company, the logistic 
information systems must also work across all departments within the organization. The task 
of the information system is to collate, transfer, process, store, and evaluate different types of 
information. The structure of logistic information systems is usually complex, and the design 
varies between companies according to the objective of the system and the organizational 
structure. An information system can be split into three levels including Planning, Control, 
and Process level. The planning level consists of an Enterprise Resource Planning (ERP) 
databases, known in German as Produktionsplanung und –steuerung (PPS), [Sti02] containing 
order data and master data, as well as sales, purchasing and technical departments. The ERP 
system, in turn, is split into six main objectives including production program planning, 
quantity planning, deadline and capacity planning, order placement, order monitoring and the 
management of master data. The ERP system is responsible for bringing the data required for 
order processing together, and therefore contains product as well as order data. The systems at 
the control level include functions for detailed planning and monitoring of the orders, as well 
as the starting point for the flow of information, provided at the process level [Sti02]. Material 
test reports are often created and processed in production planning and control systems as an 
ERP system. Transfer of the report is done either as a PDF-file attached to an e-mail or as a 
printed document sent by mail. Because the material test reports are not standardized, 
automatic exchange as well as processing are hard to conduct without additional manual 
support. 
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By using an intermediary platform together with existing ICTs and Internet standards for the 
document exchange between players in the metal industry higher productivity and efficiency 
can be achieved. (cp. Figure 3-1) The project Z-Online, deals with the electronic document 
exchange of material test reports in the metal working industry. The system is per definition 
an e-business system; an application using Internet technology to improve business processes 
[Gr00]. E-business systems can either be intra-business or inter-business systems. Intra-
business systems are systems, which handle information in a network within a company. The 
two main areas of inter-business cooperation are business-to-business (B2B) and business-to-
consumer (B2C). Z-Online fits into the structure of B2B, providing business process 
automation and collaboration between companies.  
 
The new term in B2B is Web Service, which implements XML to integrating distributed 
applications. A Web Service is an application running on a Web or application server that 
provides its functionality over the Internet for customers, business partners and other clients. 
The Extensible Markup Language (XML) is of major importance in e-business applications, 
because of its platform, language, and vendor independent way of describing data. As a 
universal data format, it enables the seamless connection of business systems. However, XML 
is simply a way of describing data and to be able to provide functionalities, it has to interact 
with other standards. SOAP is based on XML and used as communication protocol in Web 
Services. This chapter describes the companies’ demands on the intermediary as well as 
different standards, which can be used for intermediary services in the electronic document 
exchange. 

 
Figure 3-1: Document exchange with an information intermediary 
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3.1 Requirements and Objectives of the Intermediary Platform 
Companies implementing an intermediary platform for document exchange have different 
demands on the intermediary and the document exchange in general. For example, they must 
be able to create and sign reports, but also to access the intermediary platform and exchange 
documents efficiently. This chapter explains and lists the most important criteria, which come 
from discussions with Z-Online experts. Requirements regarding digital signatures are 
described in this chapter, but other requirements related to IT-security are described in chapter 
4.4.  

3.1.1 Requirements in the Electronic Document Exchange 

Access method 
The companies require different methods for creating and accessing the material test reports 
on the intermediary, as well as to be able to access the intermediary around the clock. Other 
operations such as search and delete test reports as well as the creation of test report drafts 
must also be provided. The delete operation must of course be regulated so that no reports can 
be completely removed from the system. A report is an assurance between two companies and 
one of the companies should not be able to simply remove a report. However, the 
intermediary platform does also allow users to upload a draft of a material test report for 
further processing. This material test report draft is not actually sent to the customer’s 
material test report inbox, and can therefore be completely removed from the intermediary. 
The three access methods are described in the next chapter. 

Material test report representation 
The material test report content must be represented in a data format, which is easy to read, 
interpret, and which can be used in computer environments in the future. A standardized 
layout for the material test report should also be implemented. 

Types of material test reports 
The different sorts of material test reports are described in the first chapter. They play a major 
role in the electronic document exchange because they decide who is authorized to sign 
reports. As explained in the first chapter, companies use three kinds of approaches for the 
proof of origin and authenticity of the reports. (Signature, company stamp and letterhead) In 
electronic document exchange, comparable levels of security must be provided. Another 
important demand on the system is the long running archival storage, which usually differs 
with the type of report. 

Operating systems 
Enterprises have installed different operating systems, which must be compatible with the 
intermediary platform. The ones most frequently used are Windows systems, UNIX and 
Linux. Different systems need different browsers and client applications to connect to the 
intermediary and the intermediary must be able to handle the different applications. The 
analysis of different operating systems, their security issues, and their impact on the document 
exchange is beyond the scope of this thesis.  

Internal systems for administration of material data 
Enterprises have different ERP (Enterprise Resource Planning) systems with product planning 
and control systems (known in German as PPS) handling their material data. These systems 
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commonly contain the actual information for the material test reports. The reports must be 
possible to export from these systems and transmit it to the intermediary, thereby avoiding or 
simplifying manual processing. This will be referred to as ERP System Integration. (cp. 
chapter 3.5). Because of the large number of different information systems on the market, the 
format and data structure of the test reports are not standardized. 

Security and signatures 
Sending material test reports over a public network such as the Internet requires security 
measures. Application and network security in the intermediary and on the client side must be 
achieved, but transport security between the client and the intermediary is also important. As 
described above, the system should also allow users to implement different kinds of 
signatures corresponding to the handwritten signature, stamps and letterheads. Security 
requirements will be described in chapter 4.4 and security standards and techniques for the 
document exchange can be found in chapter 6 and 7. 

Other requirements 
The size of the company affects the system in different ways. Large companies with numerous 
customers have different demands on the system than a small company. Large companies 
may, for example, need a more developed structure for access methods, which ensures that all 
authorized employees who need to access the material test reports are able to. A large 
company usually has a larger quality control center performing the tests and generating the 
material test reports. It’s natural to think that a small quality control center with only one 
employee may have other requirements than a quality control center with 5 or 10 employees. 
The major differences are the signing of reports and the demands on the system’s 
performance. In the manual system an authorized person can collect reports, sign them 
together at a later moment, and thereby increase the performance. In electronic document 
exchange this should also be possible. The different players may all have different demands 
on the system depending on their tasks in the supply chain. For example, the metal producer 
must create the initial report and the metal processor must be able to forward the reports while 
the inspection organization must be able to process drafts and sign the finished report.  

3.1.2 Access Methods for Information Intermediaries 
An important requirement imposed by companies on the system is how to create and access 
material test reports on the intermediary. The information intermediary is a client-server 
architecture with a server environment acting as the central platform for exchange of material 
test reports. (cp. Figure 3-1) The server environment includes servers for handling requests 
and the material test reports themselves, and a database for the storage of reports. An external 
service provider operates the intermediary and is responsible for maintaining the system. 
There are three different possibilities to create and access material test reports on the 
intermediary: 
 

1) Web Portal, online through a normal Web browser 
2) Client Interface, a stand alone application running at the clients local computer 
3) ERP System Integration, an application accessing the company’s own product 

planning and control system (cp. chapter 2.5), and also allows transmission of the 
report to the intermediary. 
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1) The Web Portal Access 
The Web Portal Access uses a Web browser to create, access, and process material test 
reports. A browser makes it possible to access the reports in the database from anywhere and 
at anytime. With some restrictions, it is also possible to create reports from different 
computers. The creation of reports in the Web portal, however, requires the user to maintain a 
permanent connection to the Internet and the intermediary during the processing. The Web 
Portal Access method does not simplify the processing of material test reports considerably 
but decreases the transmission time for the report. 

2) The Client Interface Access 
The Client Interface Access is useful for a company, which cannot be online during the 
creation of reports. With this method the test reports are created by the user in a stand alone 
application, and thereafter sent to the intermediary. As in the Web Portal Access, however, it 
requires the reports to be processed manually. The Client Interface provides more program 
intelligence and allows more functionality, like checking the report for errors and consistency, 
better usability through a more optimized user interface, and it may also provide an internal 
connection to the material database, which would increase the efficiency of the system 
significantly. The stand alone application in such a system is referred to as a rich or fat client.  

3) ERP System Integration Access 
ERP System Integration can optimize the processing of material test reports by letting the user 
“export” a material test report from his own product planning and control system, and 
sometime thereafter send it to the intermediary. This method allows the user to be offline 
during the processing of the report, and generally increases the efficiency of the creating of 
reports. This method will be further described in chapter 3.5. 

3.1.3 The Information Intermediary Basic Architecture 
The information intermediary, or the server environment, consists of a Web server, an 
application server, and a database. The server environment should ensure secure storage of 
the material test report as well as provide distributed services, like upload and search.  

Client 
The client side in a distributed computing environment handles the creation, processing, and 
presentation of material test reports. The Web Portal Access uses a Web browser to 
communicate with the information intermediary. The Client Interface uses a stand alone 
client, which simplifies the processing. The ERP System Integration, provides two 
alternatives, both with a client application connected to the ERP system. It is possible to allow 
companies to use more than one of the above techniques. The Web Portal Access method can 
be used for administration of the system for example. 

Web and Application server 
Originally a Web server was a node on the Internet providing Web pages for viewing in a 
Web browser, and an application server was a node providing methods for client applications 
to call upon. Web servers handled the HTTP protocol, and when receiving a HTTP request, it 
responded with a HTTP response, which normally was sending back a HTML page. A Web 
server can either respond with a static HTML page or interact with some other application 
through Common Gateway Interface (CGI) scripts, JavaServer Pages (JSP) servlets, Active 
Server Pages (ASP) or server-side JavaScripts [Si02]. 
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An application server is a server program within a distributed network that provides business 
logic to the client applications through different protocols [Ro03]. Business logic is code that 
implements the functionality of an application [Su04a], which for example can be rules 
associated with the data in a database. These rules are invoked by an invocation received by 
the application server. CORBA, DCOM and RMI are examples of distributed computing 
models. A browser and an application server can communicate with each other through a Web 
server with CGI, ASP or JSP. The clients of such an application server can include graphical 
user interfaces running on a PC, a Web server, or another application server. The information 
isn’t restricted to some markup language as with the Web server, but contains program logic. 
The server can expose this business logic through a component Application Programming 
Interface (API), which also can be invoked by a distributed computing model [Li03], [Si02]. 
Some known application servers include BEA WebLogic, IBM WebSphere, SUN One and 
some known Web servers are Microsoft’s Internet Information Server (IIS) and Apache Web 
server. 
 
The difference between a Web server and an application server is not as obvious when Web 
Services are concerned. By passing XML payload to the Web server, it can act as the previous 
application server, and process and respond to the message. Furthermore, many application 
servers include a Web server. When using a Web server, however, it is often implemented as 
a stand-alone Web server [Si02]. In the Web Portal Access Method, the Web server handles 
the communication between the user, the application server and the database, through for 
example ASP or JSP. The application server handles the system logic and forwards SQL 
requests (search and delete) or information regarding the test reports to the database.  
 
In the Client Interface and ERP System Integration, the material test reports can be exchanged 
with the application server directly with one of the distributed computing models mentioned 
above and without a Web server. In the case study, however, the communication will be done 
over a protocol called SOAP. (cp. Figure 3-2) 
 

 
Figure 3-2: A basic architecture for the Information intermediary access methods 
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Database 
Besides entities providing distributed services, the server environment also requires a 
database, which ensures a secure storage of the material test reports. Usually a relational or an 
object databases is used. A relational database consists of tables and describes the relations 
between the entities in these tables. The tables consist of columns, describing the attributes of 
the entities, and rows, representing the values. Through the relations between the tables a 
search can be conducted with a database request, such as SQL (Structured Query Language). 
A relational database is suitable for simple structured data because of the table format, and 
therefore also for material test reports. Furthermore, it is easy to scale a relational database. 
 
The relational database in the case study consists mainly of the following tables:  
 

1) Information about the participating companies 
2) Classification and rights for the users accessing the intermediary 
3) Outboxes and Inboxes for material test reports 
4) Material test report drafts 

[La04a] 
 
To simplify the processing and structuring of material test reports in the database, the 
supplier, the customer, and the test reports have received an ID number. Furthermore the 
database is constructed so that the test report in the Outbox from the supplier (sender) is, at 
the same time, in the Inbox from the customer. (receiver). Therefore, all completed, and 
released, test reports are saved in the table Supplier’s Outbox and Customer’s Inbox as seen 
in Table 3-1. 
 
Supplier’s Outbox/Customer’s Inbox  
Test Report-ID Supplier-ID Customer-ID XML Material Test Report 
20063584 10054903 10054898 ... 
20063589 10054902 10054899 ... 
20063596 10054904 10054901 ... 
...    

Table 3-1: Table in database containing supplier’s outbox and customer’s inbox [La01a] 

3.1.4 Exchange of Material Test Reports 
The workflow and the players in a metal industry supply chain have been illustrated in 
chapter 2.2. This subchapter includes a simplified process explaining the basics in an 
exchange of a material test report with an information intermediary. 
 
The process starts with an order from the customer (C), which is sent to the supplier (S). 
Different players in the supply chain can take the role of customer and supplier, as for 
example metal producer (S) and metal processor (C). The supplier then searches the database 
(Figure 3-3: 2nd row) to see if the material test report for the requested product exists in the 
Material Test Report Drafts (3rd row) or in his Inbox (4th row). The table represents the 
supplier’s Outbox and the customer’s Inbox at the same time. The Test Report Inbox is the 
table in the database where the received material test reports are archived. The Material Test 
Report Draft contains drafts of reports, i.e. reports that are not complete.  
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If the material test report did not already exist in the database, it has to be created. Generally, 
the creation of a material test report consists of three actions: 
 

1) Generate and process a test report draft (6th row) 
2) Verify and release the draft (7th row) 
3) Send the material test report (8th row) 

 
One important part of the creation of material test reports is the signing process. As explained 
in the first chapter a signature is usually performed by the quality control center in the 
company or an inspection organization independent of the supplier, but other departments 
may also be authorized to sign reports. The material test report can be signed in connection 
with the verification and release, or before sending the report, or at both places. A handwritten 
signature, in the electronic document exchange, can be replaced with a digital signature. 
Digital signatures are complex and exactly like handwritten signatures, they provide proof of 
origin, authenticity, and integrity. (cp. chapter 6.2) 
 
Depending on the access method, the first two points in the creation of a report are performed 
at the client side or at the server side, i.e. the information intermediary. The Web Portal 
Access performs all three steps online and on the intermediary. The Client Interface and ERP 
System Integration can generate, process, verify, release, and send the reports either from the 
client (Figure 3-3) or split the actions. The user then has to upload the test report draft to the 
intermediary, where someone else, such as an inspection organization, can perform the 
verification, release and send the report to the receiver. Once the test report is finished and 
controlled, the user releases the test report and transmits it. 
 
If the material test report is found in the Material Test Report Drafts, the supplier completes, 
releases the report and signs it. Thereafter, he sends the report to his own Outbox, which also 
is the customer’s Inbox. The unreleased mode prevents other users from interrupting the 
processing of the material test report, and when finished processing, the report is released. 
 
When the material test report is stored in the database, the intermediary sends a confirmation 
to the involved parties. (10th row) The customer checks if the material test report corresponds 
to the agreement and if it does, the exchange is finished. (11th-15th row) If the material test 
report does not correspond to the requirements, it has to be deleted. The intermediary, 
however, does not allow anyone to delete a material test report. Instead, the customer will 
deactivate the report in his Inbox. (16th row) The intermediary will generate a delete message 
and send to the supplier who deactivates the test report in his Outbox. (19th row) The report is 
thereafter to be considered as deleted, although, it is still saved for some time in the database. 
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Figure 3-3: Material test report exchange 

3.2 Existing standards for Intermediary services 
Interoperability has always been a problem in inter-organizational processes. With the 
development of the Internet, interoperability within and between enterprises has received a 
considerably higher priority. To achieve an efficient inter-organizational exchange of 
information existing communication standards as well as potential new technologies must be 
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analyzed. (cp. Chapter 2.4) In this chapter new standards, supporting interoperability, as well 
as frameworks for developing intermediary services are described.  

3.2.1 EDI 
Electronic Data Interchange (EDI) refers to exchange of electronic business documents, i.e. 
purchasing orders and invoices, without paper and human interventions [Gr00]. For over three 
decades businesses have exchanged data electronically with standards such as ANSI X12 and 
EDIFACT. Most companies, however, became engaged in EDI during the last decade, 
because EDI requires a network connection between the two trading partners. Theoretically, 
EDI allows trading partners to connect their computing infrastructure without requiring any 
special solutions. Practically, EDI, however, has been difficult to implement efficiently and 
inexpensively. It lacks the flexibility to support the requirements from the companies 
regarding business processes and data formats. EDI laid the ground for other techniques such 
as Web Services [Gr00]. 

3.2.2 Web Services 
Web Services provide a greater degree of business flexibility and let the companies overcome 
the barrier of different platforms and operating systems in a manner that differs from older 
techniques such as EDI. Through the integration of business applications, Web Services 
provide fast and automatic transactions. Furthermore, they allow companies to receive up-to-
the-minute information in a distributed environment. The open source language of Web 
Services allows the developers to customize the applications to meet the companies’ 
requirements. 
 
Web Services depend on the broad acceptance of XML and other Internet standards to help 
creating an infrastructure that supports the exchange of data between different platforms and 
software. The major goal of Web Services, interoperability, has always been a main concern 
as well as a challenge in inter-organizational processes.  
 
The World Wide Web Consortium (W3C) has come up with various specifications and 
definitions for the Internet. They use the following definition of Web Services: 
 
„A Web Service is a software system designed to support interoperable machine-to-machine 
interaction over a network. It has an interface described in a machine-processable format 
(specifically WSDL). Other systems interact with the Web Service in a manner prescribed by 
its description using SOAP-messages, typically conveyed using HTTP with an XML 
serialization in conjunction with other Web-related standards.“ [W3W03] 
 

� Web Services provide functionality to Web users through a standard protocol, SOAP. 
� Web Services provide a way of describing their interface to allow a client application 

to exchange information with them. The description is done in an XML document 
called Web Service Description Language (WSDL) document.  

� Web Services are registered in what can be described as the “yellow pages” where 
potential users can find them. The yellow pages in Web Services are referred to as 
Universal Discovery Description and Integration. (UDDI) 

 
The word “Web” in Web Services doesn’t come from the relationship with Internet, but from 
how services are integrated in a Web of services [Keo02]. The word “service” in Web Service, 
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comes from the term Service Oriented Architecture (SOA) [W3W03]. The most important 
characteristic of SOA is the separation of interface from implementation. A service provides 
functionality through an interface and a client application does not have to know how the 
service actually works. A Web Service is a service providing its functionality through an API 
(Application Programming Interface) and is therefore a resource designed to be used by 
software rather than a human. Examples of service-oriented systems are printer servers, file 
server, database servers, Web servers and application servers. The business applications 
services and the complete business logic often run in an application server, which manages 
and coordinates the resources in a shared environment such as a LAN. Letting the clients 
access services over the network requires a communication middleware technology such as 
DCOM from Microsoft, CORBA from OMG (Object Management Group) or RMI (Remote 
Method Invocation) from SUN. All these technologies, however, have their limitations. With 
Web Services and its standards, like SOAP, these problems can be solved. 
 
The Web Portal Access method lets clients communicate with the Web server over HTTP and 
does not fulfill any requirements of the definition of Web Services. The Client Interface is a 
human-to-machine communication, but SOAP can be implemented, as the communication 
protocol, and WSDL, for description of the interfaces and services. Also the ERP System 
Integration can use WSDL, SOAP over HTTP, and the information described in XML. SOAP 
and XML are the most important standards in Web Services and in the ERP System 
Integration. These can be implemented for the exchange of material test report with the 
information intermediary. Being a Web Service or not, the ERP System Integration, however, 
should be based on broadly accepted Internet standards and should implement many of the 
standards developed specially for Web Services.  

3.2.3 Extensions and Standards for Web Services 
Web Service Interoperability (WS-I) is an industry consortium, which focuses on achieving 
interoperability between vendor implementations through its Web Service Interoperability 
Basic Profile [WS-I04]. To achieve interoperability, the structure of Web Services has to be 
extensible by letting other specifications provide additional functions. These extensible 
functions are referred to as extensions. There are a number extensions dealing with security, 
routing and attachments in Web Services; BPEL4WS, Business Process Execution Language 
for Web Services, specifying typical business processes, WS-Security, specifying 
implementation of security measures in SOAP, WS-Attachment, specifying how to handle 
attachments in SOAP [Ne04]. 
 
Web Service can, as seen above, be described by the standards WSDL, UDDI, SOAP and 
XML. SOAP is the communication protocol for Web Services, and will be described in detail 
in the next subchapter.  

WSDL 
The Web Service Description Language (WSDL) is an XML document describing Web 
Services and how to access them. It provides a simple way for service providers to describe 
the format and structure of messages for remote methods. WSDL is independent of 
underlying protocols and encoding requirements. The WSDL should answer the following 
questions: What are the services offered in this online business? How are the business 
services invoked? What information does the business services need from the client when he 
invokes the services in the system? How will the user provide this required information? In 
which format will the services send information back to the user?  
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The goal of WSDL is thus to explain the service provided by a company, and how to access 
this service. If a group of developers is creating clients and servers, and the system is only 
used by a specified group, there will be no need for WSDL, because the developers can 
specify SOAP messages and interfaces on both sides. The information intermediary in the 
case study will not simply provide services to anyone, but to known or registered users, and a 
few business partners will initially create the system. WSDL does not have to be used in the 
first version, but it is recommended to define a WSDL file to describe the system. In the 
future it may be room for an expansion of the system allowing other companies to create their 
own clients and, for example, download material test reports in PDF format using their own 
SOAP clients. In such a case, a WSDL file is necessary [Sid01]. 

UDDI 
Universal Description Discovery and Integration (UDDI) is a specification for publishing and 
locating information about Web Services, but also to understand what they are offering. 
UDDI is sometimes called “the yellow pages of Web Services”. With UDDI a company can 
describe and classify its services, and supply technical details about the interface of the Web 
Services it provides. Again, in this project the information intermediary will not have to 
provide information about its services, because the system is only for registered users 
[Cha02], [Ud04]. 

XML 
The eXtensible Markup Language (XML) is an important component in new inter-
organization processes. The XML specification is a text based markup language from the 
W3C. Just as the Internet is a universal communication medium and the browser is a universal 
user interface, XML is a universal data format. Because it is an open, license-free, cross-
platform standard anyone can create, develop and implement tools for XML, which is an 
important part of its success [W3IX04]. 
 
In one way XML is a markup language like HTML, using tags to describe the data in the 
document. However, in HTML, the tags are used to define the formatting and display of the 
text and with XML, the tags are extensible which means that anyone can define a tag to 
describe some attribute of the text. The difference from HTML is therefore that XML was 
designed to describe and carry data, and not to display data. Tags can be used to make it 
possible for individuals and programs to understand the message. To define the meaning of a 
tag used in a document, XML uses document type definition description (DTD) or XML 
Schema. Applications must agree on the use of these extended tag definitions, to be able to 
understand the context of the text exchanged. 

XML Syntax 
The first line in an XML document is called the XML declaration and specifies the character 
encoding. In Listing 3-1 is the 1.0 specification of XML and the ISO-8859-1 character set 
implemented. The second line is the root element of the document and the four lines in-
between describe the four child elements of the message. The elements of the root are called 
children, and the elements of the children are called subchildren. 
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<?xml version="1.0" encoding="ISO-8859-1"?> 
<note> 

<to>Alice</to> 
<from>Bob</from> 
<heading>Reminder</heading> 
<body>Don't forget to implement security!</body> 

</note> 

Listing 3-1: Simple XML message 

The XML document does not actually perform anything, for that it needs an application. The 
application can be created to process the tags to achieve some functionality. An XML parser 
is used to create and manipulate XML documents. The XML parser DOM, can be used to 
create XML document objects with JavaScript in Internet Explorer 5.0. (More about XML 
Parser below) 

XML Namespaces 
Letting users define there own tags may be good to achieve self-descriptive documents, but it 
also creates problems like element name conflicts. This can be solved by using XML 
Namespaces and prefixes together with the elements. By adding an “xmlns” (XML 
Namespace) attribute to the start tag of an element the prefixes can get a qualified name 
associated with a namespace. The namespace attribute has the following syntax:  
 
xmlns:namespace-prefix="namespace" 
<c:contact xmlns:c="http://www.fir.com/info"> 
   <c:name>FIR</c:name> 
   <c:city>Aachen</c:city> 
   <c:country>GER</c:country> 
</c:contact>  

Listing 3-2: XML message with namespace 

According to the specification from W3C the namespace should be a Uniform Resource 
Identifier (URI), related to a normal URL used when browsing the Web. Note that the 
namespace isn’t used by the XML Parser in any way to look up information about the 
element, but only used to give the namespace a unique name. Companies often use the 
namespace as a pointer to the Web page describing the namespace [W3XT04]. 

Processing XML documents 
Every XML application must have an XML parser processing the XML document, so that the 
document elements can be transformed into data that can be interpreted by the application. 
The other task of the parser is to check the syntax and structure of the document. An 
application can be used at the client and the server to extract data from or put its own data into 
XML format. To achieve this functionality all parsers have an application programming 
interface (API). APIs are not specified in the XML Recommendation but defined by other 
vendors [W3XT04]. The two biggest XML parsers on market are Simple API for XML 
(SAX) and Document Object Model (DOM). SAX is not a W3C recommendation but a de 
facto standard and is supported by many Java implementations. It is suitable for large 
documents and streaming data. DOM is a W3C recommendation and because every element 
in the XML document is represented as a DOM object it is possible to modify the XML 
document during the processing and generate new XML documents.  
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XML Schema 
XML Schema is sometimes referred to as XSD (XML Schema Definition) and works like a 
DTD describing the structure of an XML document. The XSD defines attributes, elements 
and data types, default and fix values for them as well as which elements are child elements 
and the order and number of child elements. The XSD has replaced the DTD (Document Type 
Definition) in many cases, because they provide better interoperability. With XML Schemas 
the sender can describe the data in a way that the receiver will understand. A simple example 
is when describing a date. The date 1999-06-12 is interpreted in the US interpreted as the 6th 
of December but in Sweden as the 12th of June. An XML element using a data type like this:  
 
<date type="date">1999-03-11</date> 

 
can only be interpreted in one way because the XML data type “date”, requires the format 
YYYY-MM-DD. XML Schema has many built-in data types like xs:string, xs:date and 
xs:time [W3IX04]. 
 
XML Schema was developed by Microsoft but became a W3C recommendation in May 2001.  

XML Information Set 
In all message systems, rules for the message and how to transfer information in the messages 
must be defined. In Web Services, messages are in XML and defined by the XML 
Information Set (Infoset) [W3IS00]. An XML document’s Infoset consists of a number of 
information items. An XML document may contain eleven types of information items, but 
only six are allowed to be used in the Web Service protocol SOAP including, Document, 
Element, Attribute, Namespace, Character and Comment. For example the DTD is not 
allowed in SOAP. By using XML Infoset in Web Services the architecture and protocols 
components are compatible with alternative encoding in the documents. For instance, the Web 
Service architecture supports an Infoset encoding that allows binary data, such as gif or jpeg 
pictures, and other attachments to material test reports, to be integrated with text based 
markup [CA04]. 

XML Advantages 
In the real world, computer systems and databases use different incompatible data formats and 
information systems. The problem for developers has been to exchange data between these 
systems over the Internet. XML can reduce this complexity. XML uses a text-based tag 
language that can be understood by computers as well as individuals, and shared within the 
company or between companies. Furthermore XML helps document management system 
ensure a longer life span for the document, because of the language and platform independent 
way of handling information. XML can be used as a standard language describing data for 
B2B integration.  

Material test reports as XML 
The representation of material test reports in XML fulfills many requirements of the 
document exchange, such as interoperability between ERP systems and databases, allowing a 
user to read and understand unformatted material test reports, etc. Listing 3-3 presents an 
example of a material test report in XML format.   
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<?xml version="1.0" encoding="ISO-8859-1" ?>  
<MATERIALTESTREPORT> 
<FORMDATA NAME="FORM1"> 
 <TYPE>0</TYPE>  
 <NAME_INDEX>2</NAME_INDEX>  
 <BLOCKS> 
  <LAST_INDEX>1</LAST_INDEX>  
  <BLOCK INDEX="1"> 
   <NAME>1300</NAME>  
   <DELETE_FLAG>0</DELETE_FLAG>  
   <COUNT>18</COUNT>  
   <FIELD INDEX="1">3.1.B</FIELD>  
   <FIELD INDEX="2">1300</FIELD>  
   <FIELD INDEX="3" />  
   <FIELD INDEX="4">DAHLEN</FIELD>  

<FIELD INDEX="5">17.12.2002</FIELD>  
   <FIELD INDEX="6">FIR</FIELD>  
   <FIELD………… /FIELD>  
   ……   
  </BLOCK> 
 </BLOCKS> 
. 
.   
</FORMDATA> 
 
<FORMDATA NAME="FORM8"> 
 <TYPE>1</TYPE>  
 <NAME_INDEX>1</NAME_INDEX>  
 <BLOCKS> 
 <LAST_INDEX>0</LAST_INDEX>  
 </BLOCKS> 
</FORMDATA> 
 <DIGITAL_SIGNATURE>FF1E9EE4C047778EBD</DIGITAL_SIGNATURE>  
</MATERIALTESTREPORT> 

Listing 3-3: Material test report in XML 

SOAP 
When software developers create systems, they use calling procedures to achieve different 
functions in their applications. A software program can call a procedure that returns the price 
of an article bought buy a customer. Often a collection of related procedures is packaged into 
an object. This object can consist of more related procedures that return the prices of two 
articles, three articles and so on. In the programming process other developers with different 
systems can reuse these objects. The problem is that the objects are typically platform 
specific. One developer using the software X on Windows XP and another developer using 
software Z on Linux can not access the same object. Another problem in distributed 
computing is calling procedures from objects distributed across the Internet. Many of the 
distributed systems today require the use of special ports when transmitting their data [Se04]. 
An example is DCOM, a product from Microsoft enabling software components to 
communicate directly over a network. DCOM, however, dynamically selects a free port for an 
application between 1024 and 65535. Most firewalls prevent the use of all ports except port 
80, the default port for HTTP, and to configure the firewall to leave such a wide range of 
ports open would be a serious security risk [MS04a]. 
 
SOAP is a platform-independent, extensible, and XML-based protocol for distributed 
computing, which differs from other distributed computing techniques such as DCOM, 
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CORBA and RMI [Mo04]. In the beginning SOAP was considered as just a way to call 
methods, accessing objects, and provide communication between distributed applications over 
the internet. This has changed and SOAP today is more of a generalized XML messaging 
framework, transporting XML messages from point A to point B. SOAP is also independent 
of the operating system, programming language, and object model, and connects different 
platforms such as .NET with C++ and J2EE with Java [BO03]. 
 
SOAP first appeared as a much simpler protocol and was designed purely to perform remote 
procedure calls via XML, which gave it the name XML-RPC. This proposal came from 
Developmentor, Microsoft and Userland Software in 1999. After a while IBM got involved in 
the project and SOAP was accepted as a standard in May 2000. Overnight, SOAP became a 
big player in distributed computing and was, by some, considered as the biggest breakthrough 
in Internet technology since the introduction of Java in 1995 and XML in 1998 [Mo04]. 
 
SOAP has two major design goals, simplicity and extensibility. Simplicity is one of the most 
important criteria for a Web technique and there are many examples showing its superiority 
over other design goals such as efficiency and technical purity. Simplicity is a requirement to 
achieve interoperability. SOAP includes a number of features, but is not restricted to these. 
Instead it provides interoperability by letting other specifications specify and implement the 
features that are not included, exactly as Web Services. This as well as the fact that SOAP can 
use any communication protocol fulfils the extensibility goal [Bo03]. 
 
Interoperability can only be achieved if vendors know how to implement SOAP. The W3C 
has released a number of specifications to which the vendor’s implementations must conform. 
The specifications define among other things attachments, security and two different SOAP 
versions [WP103], [W3TR03]. Chapter 3.3 will discuss SOAP in detail. 

3.2.4 Application Frameworks, J2EE and .NET 
Application frameworks are guidelines and specifications providing platforms, tools and 
programming environments for the design of distributed applications. The application 
frameworks must support all Web Service standards, as well as the tools and servers as 
illustrated in Figure 3-4 [Sa04].  

 
Figure 3-4: Connection between application frameworks, servers, and Web Service standards 
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The goal of a framework is to provide a software infrastructure, which simplifies the process 
of building distributed architectures. An application framework contains presentation, 
message and communication services, business and application logic, security as well as 
support for home-built custom clients, browsers, and relational databases. (cp. Figure 3-5) In 
other words, it includes almost everything needed for creating Web Services. This chapter 
describes the two big frameworks on the market. There will be no comparison between them, 
because from a purely technical standpoint they both have their advantages and disadvantages 
and the choice often depends on already existing systems and knowledge within the company 
[Ha02], [Go04]. This thesis will concentrate on J2EE because of the two last mentioned 
reasons. 
 

 
 

Figure 3-5: Application Framework 

The most famous frameworks are J2EE from SUN and .NET from Microsoft. 
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Microsoft .NET Framework 
The Microsoft .NET consists of servers, clients, and services and includes libraries for 
developing user interfaces as well as support for developing distributed applications with 
C#, C++, VB.NET, ASP.NET languages and the .NET Framework APIs. The framework 
consists of the following three parts: 
 

� .NET Platform, including tools and infrastructure to build .NET services 
� .NET Products and Services, including .NET-based enterprise servers like SQL Server  
� Third-party .NET Services, including various third-party services built on the .NET 

platform [Sa02]. 
 
.NET supports servers like BizTalk and SQL Server, and is implemented in the Internet 
Information Server (IIS) from Microsoft [Un04]. 

Java 2 Platform, Enterprise Edition (J2EE) Framework 
The J2EE framework provides a standard API for developing distributed architectures. The 
implementation of Web Services in J2EE can be done through so-called Enterprise 
JavaBeans (EJB), acting as business logic blocks on a J2EE server. J2EE provides support for 
both stand-alone clients and Web Service endpoints. A vendor providing an engine to 
implement in the J2EE framework is BEA Systems in its WebLogic Application Server. The 
WebLogic server works with the framework handling common programming tasks for the 
developers. These include security, naming and directory services, database access, etc. J2EE 
supports a much wider choice of application servers than .NET [HA02]. 
 
J2EE applications consist of so-called J2EE components, which are software with classes and 
files that in the J2EE framework can communicate and interact with other components. The 
J2EE specification defines three types of components: 
 

� Application clients and applets, which are components that run on the client. 
� Java Servlet and Java Server Pages (JSP), which are Web components that usually 

run on a Web server. 
� Enterprise JavaBeans are business components, which also run on some sort of server. 

Java WSDP 
The Java WSDP (Java Web Service Developer Pack) from Sun is integrated in newer versions 
of J2EE and includes a packet of utilities and APIs. The APIs are essential for creating and 
processing SOAP messages (cp. chapter 3.5). The Java WSDP includes among other things: 
 

� Java API for XML Processing (JAXP) enables applications to parse (encode and 
decode) and transform XML documents. The JAXP uses the Simple API for XML 
Parsing (SAX) and Document Object Model (DOM) to enable the developer to parse 
XML data as a stream. Some sort of XML parser is necessary in a document exchange 
with SOAP.  

 
� Java API for XML-Based RPC (JAX-RPC) enables applications to use Web Services 

with request and response methods according to the SOAP 1.1 specification. A typical 
example is a stock quote service that uses a SOAP request requiring the price of a 
specified stock and returns the price via SOAP. The Remote Procedure Call can in 
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SOAP be used for transmission of a material test report or to invoke services on the 
intermediary.  

 
� SOAP with Attachments API for Java (SAAJ) enables applications to send XML 

documents in a standard way over the Internet with the Java platform. SAAJ is based 
on the SOAP 1.1 and SOAP with Attachment specification. SAAJ is a part of JAX-
RPC, but can be used together with other APIs. Attachments, like pictures and 
diagrams, are an important part of the document exchange and can be provided by 
SAAJ. 

 
� Java API for XML Messaging (JAXM) enables transfer of complete XML documents 

between two Web Services. JAXM implements SOAP with Attachments messaging. 
The JAXM can be used for the transmission of a material test report from client to 
server [Su04b], [Cha02]. 

JDBC (Java Database Connectivity) 
The JDBC API provides platform independent access to a variety of databases. WebLogic 
Server provides JDBC drivers for, among others, Oracle and Microsoft SQL Server. In a 
distributed environment application clients can communicate with an EJB, which handles the 
database connection [Ja00]. 

JNDI (Java Naming and Directory Interface) 
The JNDI API provides access naming and directory services. In other words it allows a client 
to access and manipulate distributed enterprise resources as DNS, local file systems or objects 
in an application server. If having deployed an EJB on an application server like the 
WebLogic Server, the client can invoke methods on it through JNDI. 

EJB (Enterprise Java Beans) 
EJB is a specification for development and deployment of distributed business logic. The 
methods to implement modules of business logic can be seen as building blocks, interacting 
with other enterprise beans to execute business logic on the J2EE server. EJBs are related to 
normal JavaBeans and they also use program modules, but with EJB these are meant for a 
distributed environment. EJBs are not to be used as GUI elements but are objects running on 
an application server. EJBs often interact with databases without having to write SQL code or 
use the JDBC API. There are three kinds of enterprise beans: session beans, entity beans, and 
message-driven beans. SOAP can be used to invoke EJBs on the server. (cp. Figure 3-6) 

JavaServer Pages and Java servlets 
JavaServer Pages (JSP) is a platform-independent equivalent of Microsoft’s Active Server 
Pages (ASP), allowing programmers to integrate HTML and Java code to provide dynamic 
Web pages [Ja00]. Java servlets remind one of JSPs, part of the presentation logic and located 
in the Web server, but use Java to produce HTML. A servlet is a Java program extending the 
functionality of a Web server and can be used to extend applications hosted by Web servers 
implementing request-response messaging. Tomcat is a servlet container for Web applications 
and can be implemented in different manners; as a stand-alone Web server, in another Web 
server, or in an application server [Ja04], [La04]. (cp. Figure 3-6) 
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Figure 3-6: Client/server/database architecture in J2EE  

Example of Interacting Frameworks  
It is possible to use the two frameworks together in one system. (cp. Figure 3-7) For example, 
a Web server could run Internet Information Server (IIS) based on Microsoft .NET and 
interact with an IBM WebSphere or a BEA WebLogic application server running J2EE. The 
IIS receives the SOAP request and forwards it to invoke an EJB on the application server. 
This EJB uses an API called JDBC (Java Database Connectivity) to get information from the 
database, which in this case is an IBM DB2. The EJB sends the response message with SOAP 
back to the Microsoft IIS, which forwards the response to the client [Sa02].  
 

 
Figure 3-7: Example: Interacting frameworks with Remote Procedure Call 

3.3 SOAP as Communication Protocol 
SOAP is a communication protocol mainly implemented in Web Services. J2EE and .NET 
simplifies the implementation of SOAP as protocol to exchange XML messages in intra- or 
inter-organizational networks. The communication protocol differs from other protocols used 
in distributed computing, which use distributed object-oriented communication. The main 
differences as well as a detailed description of the protocol will be presented in this 
subchapter. 
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3.3.1 Distributed Computing Models 
Object-oriented programming is a powerful way for developing software. To achieve the full 
potential of software objects a standard framework must exist for how software objects 
created by different vendors can interact with one other across networks. This is achieved 
through, distributed computing models, which have been around for at least two decades 
[Fi03], [Gr00]. In the 1990s the organization OMG (The Object Management Group) and 
Microsoft developed distributed computing models allowing interactions between a client 
process and an object on a server by implementing object-oriented Remote Procedure Call-
style communication.  
 
Distributed applications also require a protocol, which defines the communication between 
them. Two commonly used communication protocols models for building distributed 
applications are messaging and request/response. Where messaging is implemented to 
transport data from point A to B, request/response is typically used to make Remote 
Procedure Calls (RPC). In the case study, for example, messaging could be used for 
transmission of a material test report and a request/response could be implemented for the 
search action. 
 
CORBA (Common Object Request Broker Architecture) [OMG04a] defines an architecture 
allowing clients in one environment to communicate at the object level with a server in 
another environment over a protocol called Internet Inter-ORB Protocol (IIOP). CORBA uses 
a so-called Object Request Broker (ORB), which receives an invocation message and finds an 
object without knowing where it is located, passes it the parameters in a programming 
language- and operating system independent way, invokes a method on the server, and then 
returns the results [OMG04b]. 
 
Microsoft’s solution is called DCOM, and is a distributed version of the COM (Component 
Object Model). COM is a way for software components or objects to communicate with each 
other, independent of programming language. A software component is a reusable piece of 
software in binary format that can be used with other components from other vendors to 
achieve some functionality. COM components contain business logic and with DCOM these 
components can, for example, be accessed on a Web server over ASP using IIS [MS04c]. 
 
Remote Method Invocation (RMI) is the heart of distributed computing in Java, allowing 
applications to invoke methods on an object located on a distributed computer. RMI works 
together with so called client stubs, which describe methods a remote object has available for 
invocation. RMI translates the requests to a stub into a network call, which is sent over the 
network. This call invokes the method on the object located on another computer in the 
network and the message is then returned to the stub, which returns the result back to the 
client that made the original method call. The client can use this stub as if it is a normal object 
with methods, and the RMI handles the actual transmission. RMI can use a number of 
different protocols such as IIOP, which allows communication between Java and CORBA 
objects [McL01]. 

3.3.2 Problems with CORBA, DCOM and RMI 
CORBA and DCOM have been implemented on various platforms and operating systems, 
however, they still depend on specific vendors’ implementations. For example, if using a 
DCOM application all nodes in the distributed application must run a Windows system, and 
in CORBA every application must run the same Object Request Broker product. Furthermore, 
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the payload in DCOM is written in a format called Network Data Representation (NDR) and 
in IIOP in a format called Common Data Representation (CDR). The two formats are 
incompatible with one other [Gi01]. RMI in Java, DCOM in Visual Basic and the Object 
Request Broker in CORBA, can not without extra effort be integrated. It is not possible to set 
up a connection between CORBA and DCOM without implementing a computer as a gateway 
[Bi04]. RMI presents some other problems including poor performance and it requires a lot of 
coding [McL01]. 
 
To achieve interoperability a distributed computing model must be simple for developers to 
implement and be accepted by a majority of companies involved in distributed computing. 
CORBA, RMI and DCOM were never embraced by the software industry as a whole due to 
their limitations regarding interoperability, simplicity and security [Gi01].  

3.3.3 SOAP Advantages and Disadvantages 
SOAP is the latest technology in distributed computing, and can also remotely make method 
calls upon objects on a server in a distributed system. However, SOAP is a protocol rather 
than a complete distributed architecture like CORBA, RMI and DCOM [Ku01], [Na01]. 
 
SOAP differs from the others by letting different Internet applications on different platforms 
communicate using XML instead of being object oriented. It consists of three different parts, 
which will be illustrated below; SOAP Envelope, SOAP Messaging style and SOAP Encoding 
style [IBM04]. SOAP uses HTTP tunneling to hide inside a HTTP message in order to freely 
pass through a firewall. Firewalls will usually allow HTTP traffic through port 80, but will 
deny access from other protocols and on other ports. Letting SOAP pass through the firewall 
is a security risk but at the same time it increases the systems performance. Using HTTP as a 
transport protocol was never an option for CORBA and DCOM, because it lacks a mechanism 
for representing parameter values. CORBA and DCOM use NDR and CDR respectively for 
the data representation, which limits the interoperability. XML on the other hand has an open 
and widely adopted, platform independent and tagged data representation as XML and allows 
any data to be encoded into a message format and decoded on any other platform [Gi01]. 
 
The simplicity and interoperability of XML and the convenience of using HTTP to bypass 
firewalls can partly explain SOAP’s success from a technical point of view. Some other 
reasons that made SOAP successful were the support and adoption from powerful companies 
in the market including Microsoft, IBM, Sun Microsystems, BEA, HP, Oracle, and SAP. 
Another non-technical reason was the decision from W3C to make SOAP to a standard 
[W304], [Mo04]. 
 
The technical advantages of SOAP can be described with these three points: 
  

1) SOAP is an open standard and built upon open Internet technologies such as XML and 
HTTP, which increases the interoperability and simplifies the implementation.  

 
2) SOAP can use any operating system and any transport protocol, which lets SOAP 

combine various protocols, thus improving usability and interoperability. 
 

3) Using the HTTP protocol lets SOAP bypass firewalls. 
[Cha02], [McL01] 
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Interoperability is, from many developers, considered as the biggest advantage of SOAP. 
However, this may also be its biggest disadvantage. SOAP data is sent as XML text, which 
increases interoperability by enabling standard message formats, standard data representation, 
and manipulation with standard available XML tools. However, converting all data into XML 
and then parsing it back into data structures at the server or client is a demanding task and 
requires more processing, than other distributed computer models. Furthermore, the tags used 
in XML, and in the SOAP message, are making the message larger and implies a loss in 
performance [Wo01]. 

3.3.4 SOAP 1.1 vs. SOAP 1.2 
SOAP exists in two different version; SOAP version 1.1 and SOAP version 1.2. The newer 
version was released in June 2003 and includes about 400 new issues. However, the first 
version still dominates the market [Ha03]. 
 

In the first version (SOAP 1.1), SOAP was an acronym for Simple Object Access Protocol. 
The acronym was, however, misleading because SOAP is more than just a simple way of 
accessing remote objects. The second version (SOAP 1.2) released as a recommendation in 
June 2003, didn’t include an acronym [WP003]. From version 1.2, SOAP is no longer an 
acronym. SOAP 1.1 is a single document but the SOAP 1.2 specification comes in three parts: 
 
Part 0: Primer, is an introduction to SOAP, describing SOAP message structures and 
message exchange patterns and also providing scenarios to describe the features of the 
specification [W3003]. 
 

Part 1: Messaging Framework, describes the structure of SOAP messages, the SOAP 
processing model and a framework for binding SOAP to underlying protocols [W3103]. 
 

Part 2: Adjuncts, describes the optional add-ins to the SOAP messaging framework. It 
consists among other things of a data model and encoding for performing remote procedure 
calls [W3203]. 
 

W3C has released a document with nine points that describes the most important differences 
between the two versions. The main changes in SOAP version 1.2 are: 
 

1) better interoperability through a clarified model for processing SOAP messages, 
which was a problem in the first specification due to inaccurate specifications. 

2) better integration with XML standards and already existing, established Web 
architecture and technologies, which for example makes it possible to use HTTP 
operations. 

3) uses XML Infoset instead of the XML specification as in SOAP 1.1, which allows an 
optimization of the performance.  

4) truly protocol independent and can for example be used with HTTP as well as SMTP 
or FTP [Ha03]. 

3.3.5 First part: SOAP Envelope 
The SOAP document itself, which is called a SOAP message, is a modified XML document 
with its own XML schema, namespaces and processing rules. It can be used to carry any 
XML document [Wo01], [Mo04]. A SOAP message is analogous to a normal envelope used 
in post service, and just as a paper envelope contains a letter, a SOAP message contains XML 
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data. A SOAP message consists of three different elements: the SOAP Envelope containing 
the SOAP Body and the optional SOAP Header [Mo04]. The SOAP message is usually carried 
as a payload of some other network protocol such as HTTP, FTP, TCP/IP or SMTP. The 
standardizations from W3C focus on HTTP, which also is the most common way [W303]. 

Envelope element 
The envelope element is the root element of the message and identifies the XML as a SOAP 
message. The envelope is mandatory and includes optional headers and a mandatory body 
child element. 

 
Figure 3-8: SOAP Envelope with one optional header, one mandatory body, and n more bodies 

Header element 
The header element can be used as a container for extensions to SOAP. The SOAP 
specification does not define any extensions, but user-defined extensions services and 
extensions from organizations can provide transaction support, security credentials and so 
forth by placing some information inside header blocks in the header element. An important 
attribute in the header element is mustUnderstand, which allows the user to decide if the 
children of the element should be processed or not. The SOAP headers are a very important 
part of the SOAP envelope and increase the performance and the usability of the protocol 
[W3P103]. A SOAP header is better suited for transportation of meta-data than similar 
functions in other protocols like CORBA. The header element is one reason why SOAP has 
become so popular and may succeed where other protocols have not.  
 
Organizations like OASIS, Microsoft, and IBM are defining standardized header blocks for 
increasing quality of service (QoS), such as security, transactions, message persistence, and 
routing. OASIS has defined the WS-Security SOAP headers used to implement XML security 
in SOAP [Mo04]. In the ERP System Integration, the SOAP header can also be used for 
transportation of security credentials, but also for the transportation of meta-data, which may 
be important for the processing of the message. 

Body element 
The header element in SOAP is optional but all SOAP messages must contain exactly one 
body element. The body element contains the message payload, i.e. the operation that is to be 
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executed by the target Web Service or some information sent from a sender to a receiver. The 
message payload can also include the SOAP fault message, which is used when an error 
occurs. A SOAP message can carry either application-specific data or a fault message, but not 
both at the same time [W3P103]. 
 
soap:Envelope 
 xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"> 
 soap:encodingStyle='http://schemas.xmlsoap.org/soap/encoding/'> 
 
<soap:Header><!-- extensions here --> 
  <!-- security credentials --> 
  <s:credentials xmlns:s="urn:examples-org:security"> 
   <username>FIR</username> 
   <password>seCret</password> 
  </s:credentials> 
 </soap:Header> 
  
<soap:Body><!-- message payload here -->  
  <x:TransferFunds xmlns:x="urn:examples-org:banking"> 
   <from>22-342439</from> 
   <to>98-283843</to> 
   <amount>100.00</amount> 
  </x:TransferFunds> 
 </soap:Body> 
 
</soap:Envelope> 

Listing 3-4: SOAP header and SOAP body element with information 

3.3.6 Second part: Messaging Style 
The SOAP 1.2 specification specifies two Message Exchange Patterns (MEP); the one-way 
message and the request-response message [W3P203]. The MEP describes the flow of the 
messages between a SOAP sender and a SOAP receiver, in SOAP 1.1 known as SOAP Client 
and SOAP Server. Another way of describing the communication between SOAP nodes is 
Messaging modes and relates to the payload of the message. Two possibilities are Remote 
Procedure Call, containing parameters to invoke an operation and return values, and the XML 
Document containing an XML document. The messaging mode contains an XML document 
is sometimes referred to as SOAP Messaging or document-oriented SOAP. The request 
parameter in an XML Document can be any XML document and the response can be 
anything or nothing [IBM04]. It’s important to distinguish between Message Exchange 
Patterns and Messaging modes. One-way message is unidirectional and request/response is 
bidirectional, and it is possible to use XML Document with both of them [Mo04].  

Remote Procedure Call 
In the RPC mode, the SOAP message request contains the method name and the input 
parameters used to invoke a service on the server. The response message contains the return 
value and any output parameters. RPC messaging is typically used to expose servlets, 
Enterprise JavaBeans, Java RMI objects, CORBA objects or DCOM components. The Web 
Services are invoked by service endpoints, and in J2EE this can be a JAX-RPC service 
endpoint. When the server receives the request including the method name, like 
getSupplierOfReport, and some parameter, like ReportID, it sends a reply message back to the 
initial sender containing a string with the name of the supplier [Mo04]. 
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<?xml version=“1.0“ encoding=“UTF-8“?> 
<soap:Envelope 
 xmlns:soap=“http://schemas.xmlsoap.org/soap/envelope/“ 
 xmlns:zo=“http://www.Z-Online.com/…/TestReports“> 
   <soap:Body> 
      <zo:getSupplierOfReport> 
          <id>12345</id> 
      </zo:getSupplierOfReport> 
   </soap:Body> 
</soap:Envelope> 

Listing 3-5: The request message in RPC 

<?xml version="1.0" encoding="UTF-8"?> 
<soap:Envelope 
 xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" 
 xmlns:zo=“http://www.Z-Online.com/…/TestReports“> 
   <soap:Body> 
      <zo:getSupplierOfReportResponse> 
          <result>FIR</result> 
      </zo:getSupplierOfReportResponse> 
   </soap:Body> 
</soap:Envelope> 

Listing 3-6: The response message in RPC 

XML Document 
The XML Document has a SOAP body with XML elements containing arbitrary application 
data like text and other elements. The SOAP body contains an XML document fragment that 
belongs to an XML schema. This can for example be a purchase order or a material test report 
embedded within the SOAP message. 

3.3.7 SOAP Nodes 
A SOAP system consists of nodes with different tasks. The SOAP node is the representation 
of the processing logic used to transmit, receive, process, and relay a SOAP message. The 
following nodes exist in SOAP; SOAP sender, SOAP receiver, SOAP intermediary, SOAP 
initial sender and SOAP ultimate receiver.  
 
A SOAP sender and a SOAP receiver are nodes that either transmit or accept a SOAP 
message. The initial SOAP sender is the where the message is created and the starting point of 
what is called the SOAP message path. The SOAP message path is the set of SOAP nodes 
through which a SOAP message is transmitted, and includes an initial SOAP sender, some 
optional SOAP intermediaries, and an ultimate SOAP receiver [W3P103]. The initial SOAP 
sender, in SOAP 1.1 also known as the SOAP client, creates a SOAP message containing the 
information needed to invoke a method remotely on another machine in the distributed system 
or a XML Document that is sent to a SOAP receiver. A SOAP sender doesn’t strictly have to 
be a desktop application but can also be a Web server or a server-based application [Cl01]. A 
SOAP intermediary is both a sender and a receiver and is defined in the SOAP header. It 
processes the SOAP header blocks that was intended for it and forwards the message towards 
the ultimate SOAP receiver. An ultimate SOAP receiver, in SOAP 1.1 also known as the 
SOAP server, is the final destination of a SOAP message and typically the application or 
infrastructure performing some action on behalf of the application. The body of the SOAP 
message is always targeted at the ultimate receiver, who will process the contents of the 
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payload in the SOAP body and the SOAP header blocks intended for it. Only the ultimate 
receiver of the SOAP message should be able to process the contents of the body. The 
intermediary nodes in the message path may have the right to view the body element, if it 
doesn’t include any sensitive data, but should not be able to change the content [Mo04]. After 
executing the method with the parameters it will send a SOAP response back if that was 
requested by the SOAP sender [Sko04], [W3P103]. It’s important to notice that the SOAP 
specification doesn’t define how the sender and the receiver send and receive messages and 
also not how a message will create an instance of an object or execute the method at the 
receiver [Sko04]. In this thesis the terms SOAP client and SOAP server will be used. (cp. 
Figure 3-9) 
 
A SOAP client may interact with a Web or an application server based on J2EE or .NET 
technology. The server environment may contain other SOAP intermediaries, analyzing the 
SOAP header and provide functionality. The SOAP server is responsible for the converting of 
a message to a language that the object at the other end understands. Because the transmission 
is performed with XML, it is possible for objects in for example Java to communicate with 
objects in C++ [Cl01]. Public SOAP servers are today available on the Internet to provide 
stock prices, the latest currency conversion rates, FedEx package tracking information, 
solutions to algebraic expressions, etc [Du01]. 
 

 
Figure 3-9: SOAP message transmission�

3.3.8 Third Part: Encoding Style  
The encoding style is the third part in SOAP. The encoding style is used in distributed 
computing environments to specify how data types and other XML documents are defined 
and how these can be translated to and from a particular protocol format. The translation 
process is known as serialization and deserialization [IBM04]. 
 
A processing model describes the processing of a SOAP message by a SOAP node. The first 
step is to check if the SOAP message is syntactically correct and if it conforms to the 
processing constructions. For the processing of SOAP messages the messages have a number 
of attributes [W3P103]. 

Role attribute 
The optional role attribute, in SOAP 1.1 known as actor, specifies to which node a particular 
SOAP header block is targeted. There are three standard roles identified; none, next and 
ultimateReceiver. When a node receives a SOAP message it analyzes the headers to see if the 
role is targeted to it, i.e. having an URI pointing at it, and thereafter process the request. If the 
SOAP role attribute isn’t specified will the head block be targeted at the ultimateReceiver.  
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mustUnderstand and relay attribute 
The mustUnderstand is a Boolean expression for the SOAP header. It decides if the header is 
to be executed by the node or not. It’s called a mandatory header block if the attribute 
indicates that the header must be processed by the node. If the node isn’t able to process the 
header block, it has to generate and send a fault message. If a node is targeted by a role the 
relay attribute can be used to indicate whether the unprocessed header blocks should be 
forwarded or not. Using the role attribute together with the mustUnderstand and the relay 
attribute allows a sender to have exact control over the processing of the headers [W3P003], 
[Mo04], [Ci04]. 

encodingStyle attribute 
As described at the beginning of this chapter, SOAP can be used to call upon distributed 
objects and methods over a network. SOAP is a communication protocol but does not work in 
the same way as other communication protocols invoking methods on systems in a distributed 
environment. The SOAP specification does not define things like object activation. SOAP 
only specifies the XML format for the message. However, this isn’t enough for the 
applications implementing SOAP. If the applications don’t understand XML, the program’s 
data types like integers, float and arrays must be represented as XML data in the SOAP 
message. To achieve that, SOAP implements the encodingStyle attribute, which defines how 
to serialize code and data types and other non-XML data into an XML document in the SOAP 
Client and how to deserialize the code from the XML in the SOAP Server. In the SOAP 
document the encodingStyle attribute is used together with a URI pointing at a schema 
defining how the data types are assigned to elements. The developer can use different 
schemes but the most common is the W3C XML Schema Language (XSD) (cp. chapter 
3.2.3). Because XML is an open standard, the XML stream serialized can be deserialized and 
processed by any application regardless of the platform [W3P103], [MsI04]. 
   
The SOAP 1.1 specification includes an optional chapter, section 5, describing the process of 
encoding SOAP parameters. If using simple RPCs from a local application to a remote 
application it may be easier to use Section 5 Encoding, but in XML Document-based 
applications, it may be easier to use XML Schema. The section 5 Encoding is often referred to 
as an encoded message, and the message with the XSD is called literal message. It’s 
important to know the difference because some toolkits processing SOAP messages only 
support one of them. For example, the .NET XML Web Services uses literal messages by 
default, but does also support encoded messages [MsG04]. The Section 5 Encoding has 
received some complaints from Microsoft regarding its interoperability. (For more 
information: [Ew02]) 

3.4 SOAP in Practice 

3.4.1 SOAP Client/Server Architecture 
The SOAP client and server have been introduced in a previous subchapter and Figure 3-10 
below shows the overall architecture of a typical SOAP system, using the HTTP protocol to 
implement a RPC between a client and a server. 
 
In this short example, a SOAP client is an application, which creates SOAP messages 
containing the information needed to remotely invoke a method in a distributed system. A 
SOAP client could be a desktop application, a Web server or a server based application. 
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A SOAP server is simply special code that listens for SOAP messages and acts as a distributor 
and interpreter of SOAP messages. Web Services may interact with application servers based 
on for example J2EE or .NET technology, which process SOAP requests from different 
clients. SOAP is often used over HTTP, and requires a servlet running on a Web server to 
handle the requests. 
 
A typical SOAP RPC message includes the follwing steps: 
 

1) The SOAP client generates an XML document, which contains a request for the 
service on the SOAP server and that conforms to the SOAP specification  

 
2) The SOAP client sends the SOAP message to a SOAP server, and the servlet running 

on the server receives the message 
 

3) The Web Service receives the SOAP message, and executes the service invocation 
targeted at the specific application providing the requested service. 

 
4) The service returns a response to the SOAP server over the SOAP protocol and the 

SOAP server sends the message to the originating SOAP client [Or04], [Na01], 
[Qu04], [Cl01]. 

 

 
Figure 3-10: Typical SOAP RPC message exchange 

3.4.2 Protocol Bindings 
The SOAP messaging framework is independent of the underlying protocol, which lets it 
exchange message over a variety of underlying protocols. Each intermediary in the message 
path can use a different communication protocol without affecting the SOAP message. 
However, so called protocol bindings must be used to define exactly how the SOAP message 
should be transmitted with the given protocol. Communication protocols have their own 
messaging frameworks and own headers, and to achieve high interoperability SOAP must 
integrate with the protocol. For example the HTTP Binding defines how to use SOAP over 
HTTP. SOAP’s exchange pattern map well to the HTTP request/response model [Bo03].  
 
Usually the SOAP message is passed over HTTP using POST, just like in an older way of 
doing remote procedure calls with XML called, XML-RPC. The HTTP request header must 
contain a so called SOAPAction field and the content type set to text/xml. The SOAPAction 
field lets the Web servers and firewalls know that they are processing a SOAP message. This 
allows the firewalls to filter SOAP requests without having to process the SOAP message. 
The value of the SOAPAction is a URI, which like the namespace isn’t meant to be resolved, 
but used as a unique identifier. Additionally the SOAPAction can also include a username 
indicating to the server and firewall who is performing the request, or SOAP intermediaries 
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can use the SOAPAction field to route the message to different receivers. The SOAPAction 
field is compulsory for the request to be identified as a SOAP request [Wa02]. 

3.4.3 SOAP Security 
The SOAP standard does not define any security mechanism, but instead relies on application 
developers building appropriate security into their software. The developers must implement 
security by themselves, which can be a problem because they are normally more interested in 
neat technology than security. Furthermore, developers may not have the knowledge about 
security, which may lead to an insecure system architecture. SOAP and security is handled in 
chapter 4.3 and the extensions to be implemented are described in chapter 6. 

3.4.4 SOAP Message Size  
The size of the SOAP messages has influence on the usability, security, and stability of a Web 
Service. SOAP over HTTP introduces overhead itself, and sending files with attachment can 
be a problem for the server processing the messages. Other problems than performance is for 
example connection failure during transfer of large data. There are some solutions for sending 
big files but if already decided on Web Services and SOAP over HTTP, the options are 
limited. If at the same time, implementing SOAP according to the specifications there are a 
few options [Wag01]. 
 
The easiest way is to use a data buffer, which sends raw data in the form of an array of bytes 
as one of the parameters in the Web Service method and uses another parameter to provide 
information about the size of the buffer. From a client perspective, this can be a problem 
because the user does not know how large the message is which may have a negative effect 
on the system’s performance and make the system crash. From a server perspective there is 
also a need for deciding on a maximum size of the file. Too large files may cause the system 
to crash, which is security issue. 
 
The data buffer method can be combined with chunking of data, which can handle error 
recovery by only sending the “bad” chunks again, system resources are not blocked for an 
extreme period and the system provides better scalability. The biggest disadvantages are 
additional processing time and more advanced Web Services. Another approach for 
improving the data buffer method is by compressing the data before transmitting. However, 
this restricts the interoperability, because the consumer of the Web Service must also 
implement ways of compressing and uncompressing data. The offloading transfer approach 
does not send the data, but instead sends a URL to the file to be downloaded. It is, however, 
impossible to upload data in this way and is in many systems not possible to implement. 
 
The .NET Framework sets its maximum SOAP message size to four Megabyte [Wag01]. This 
can be increased but only with respect to the system architecture and the bandwidth. In Novell 
the default SOAP message is 2 Megabyte, but it is also decided by the administrator [No03]. 
 
The maximum size of a SOAP message does not depend that much on SOAP itself, but on the 
infrastructure and performance of the implemented frameworks [Wag01]. There are examples 
of developers sending SOAP messages and attachments, which are about 25 Mb. In other 
words, the ERP System Integration sending diagrams, pictures and PDF shouldn’t have to 
worry about a maximum limit. Of course the size of the message can have some impact on the 
security in the system and must therefore be regulated. 
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3.4.5 SOAP and Attachments 
A SOAP message in the document exchange may need to transmit different attachments, 
ranging from images, graphs, documents of various formats as well as other material test 
reports. The same problem can arise in the document exchange if sending an XML document 
with different character encoding. The industry hasn’t decided on a way to handle 
attachments, but in this chapter some of the main ideas and the newest suggestions will be 
described [Ma04]. The binary data such as images, music, and movies are referred to as 
binary opaque data. The basic problem with opaque data is that the already existing and 
optimized data formats don’t adhere to the XML syntax and therefore also not to the 
infrastructure. It’s possible to serialize data into XML, but when dealing with media data and 
data that include digital signatures, this is not always possible. Media data already has 
different standardized optimized formats and support compression. To convert an image into 
XML is a very slow process and results in a big overhead. Digital signatures also have 
problems with serializing because they loose their integrity if serialized into XML format. 
The alternative to serializing data into XML is to send the data as an attachment. However, 
then the opaque data are not a part of the actual SOAP message structure, which makes it 
more difficult to implement the extensions and thereby limits the interoperability [Po04a], 
[Bo03].  
 
There are two major ways of dealing with opaque data in XML, by value or by reference.  

Embedding method 
The value method is accomplished by embedding the opaque data into the SOAP envelope as 
an element or attribute content. It uses the fact that a SOAP message consists of XML and 
should therefore use XML to describe binary data that can be effectively represented. It’s 
possible to represent as well a gif picture as a word document with XML data by serializing 
the file. However, a gif picture can’t be effectively represented by XML, because XML can’t 
implement compression as efficient as gif. The XML representation can be done either 
through base64 encoding or hexadecimal text encoding. In XML Schema these two are 
codified by two binary data types, xs:base64Binary and xs:hexBinary. Where the hexadecimal 
text encoding is lexically represented by a simple hexadecimal character sequence, the base64 
encoding uses a special algorithm. The value of both types is represented by an ordered 
sequence of octets transmitted in the SOAP body of the SOAP envelope [Bo03].  
 

The seamless integration in the SOAP envelopes is the big advantage of the embedding 
method. Because the data is transported within the envelope, extensions for SOAP such as the 
WS-security and XML-DSIG specification, both implementing security, are compatible. 
Furthermore, the interoperability for this method is excellent, due to the explicit usage of 
XML [Po04a]. 
  
<?xml version='1.0' ?> 
<soap:Envelope xmlns:soap="..."> 

<soap:Body> 
    <Person name="bob"> 
      <Picture>Li4uYmluYXJ5IGpwZWcgaW1hZ2UuLi4=</Picture> 
    </Person> 
 </soap:Body> 
</soap:Envelope> 

Listing 3-7: Base64 encoding of a SOAP message sending a picture of Bob 
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The drawback of embedding information in the SOAP document is its inefficiency regarding 
data and processing overhead [No04]. Because data in its originally binary form is compacter 
than in XML encoded form, both methods cause an increase when encoding the data. The 
hexadecimal text encoding doubles and the base64 increases with one third. This data 
overhead can be accepted for small opaque data but is a problem for bigger attachments. The 
processing overhead appears by encoding and decoding data. What is encoded at the SOAP 
client must also be decoded at the SOAP server and the other way around, which affects the 
scalability and performance of the entire system. 
 
When designing Web Services, which include opaque data, we have two options. If the 
opaque data is small we can use one of the above techniques to encode the dataset within the 
XML payload [Mar04] though hexadecimal text encoding, hasn’t been so well received 
among developers, [No04] but if the data is larger, a reference method may be better [Mar04]. 

Reference method 
The reference method uses a URI as an element or an attribute value to reference external 
opaque data. That means that the data isn’t included in the SOAP envelope. In XML Schema 
this is achieved through the xs:anyURI type as in this example: 
 
<xs:attribute name="data" type="xs:anyURI" use="required" /> 
 
In Web Services the reference method is often used together with some sort of packaging 
format, like MIME or DIME. The reference method is superior to the embedded method 
regarding the performance. It has, however, its own problems with the processing of data, 
because the data being sent as an attachment isn’t integrated in the message and therefore 
doesn’t fit SOAP’s extensibility model. As mentioned above there are two major ways of 
handling SOAP attachments today, with MIME, usually called SOAP with Attachment, or 
with DIME, usually called WS-Attachment. 

SOAP with Attachment (SwA) 
SOAP with attachment is a W3C Note from 2000 using MIME Multipart message to send 
opaque data. Because this was the first suggestion on how to handle SOAP and attachments, it 
has come to effect the development of new techniques. The latest note regarding SOAP with 
Attachment (SwA) is the SOAP 1.2 Attachment Feature from W3C released in June 2004 
[W3AF04]. However, this note didn’t reveal any brilliant solutions on the problems with 
SOAP and attachments and is from many developers therefore seen as a temporary solution, 
before a standard called MTOM will receive specification status. 
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Figure 3-11: SOAP with Attachment 

MIME is a standard from The Internet Engineering Task Force (IETF) and stands for 
Multipurpose Internet Mail Extension [IEFT]. It was originally developed for e-mail clients to 
be able to send and receive non-ASCII data such as graphics, audio, and video files as well as 
non-English characters via the Internet mail system. Today, almost all Internet e-mails are 
transmitted in MIME format [IEFT], [Tu04], [Bo03], [W3SwA00]. 
 
SwA has some serious interoperability issues including its incompatibility with security 
extensions. This has made Microsoft denying SwA and Microsoft has no intention of 
implementing SwA in its applications, which of course is a problem for the interoperability in 
all applications using SwA [Po04a]. OASIS, however, has released a document explaining 
how their Web Service Security: SOAP Message Security Standard can be used together with 
SOAP Attachments to achieve SOAP message security. The problem with other extensions 
and how these are to be integrated together with SOAP attachments remains. The 9th draft of 
the document from OASIS was released at the beginning of September and, at the time of 
writing, it’s hard to estimate its influence on SOAP attachments. 
 
An advantage with SwA is its efficiency, due to its ability to send opaque data in its raw form 
[Po04a]. Furthermore, Java has defined a standard for the method called SOAP with 
Attachments API for Java (SAAJ). The fact that almost all Java SOAP implementations 
support SAAJ is a big advantage [Ma04]. 
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WS-Attachments with DIME 
WS-Attachment uses DIME to send binary data and is more efficient than SwA. DIME is a 
simpler protocol than MIME but there are no plans for standardizing DIME and WS-
Attachments, which has restricted its development. WS-Attachments with DIME have the 
same problems as SwA regarding interaction with other higher-level Web Service 
specifications. For example the problem to secure a DIME attachment because the attachment 
isn’t included in the SOAP envelope [Po04a]. Furthermore, Microsoft supports WS-
Attachments, in their Web Service Enhancements package (WSE) for .NET. 
 
The difference between MIME and DIME, is that MIME is designed to be efficient for the 
sender of the data. When sending MIME the sender doesn’t have to know how big the data 
stream is before sending it. The problem is of course the loss in efficiency that may occur on 
the receiving side, because he doesn’t know how big his buffer should be. DIME uses another 
method where the lengths of the data are included in several headers. Though this problem 
can be solved in MIME, it implies other more difficult approaches that will not be discussed 
here [Po02], [Ga02]. 

Problem and solutions 
One of the biggest problems with the reference method is the security. The standardization 
WS-Security, which deals with XML Digital Signature and XML Encryption, was designed 
for use with the XML data model and in particular the SOAP data model. A digital signature 
applied on a SOAP message does not necessarily protect the data referenced by the embedded 
URI. It’s though possible to protect this data but that probably has to be over transport-level 
security like SSL, which isn’t sufficient in all kinds of Web Service. Another problem with 
external components in a SOAP message is the ability to use the growing infrastructure for 
describing and for processing XML.   
 
To embed the data as XML-data in the SOAP message reduces complexity. When all data 
belongs to a single Infoset based on the SOAP, there will be no demands for changes in the 
Web Service architecture and the interoperability goal of XML is sustained. The WSDL can 
be used to describe the methods and the SOAP header can be used to describe the whole data 
set. There are a number of advantages for using Infoset-based messages, including the 
benefits of only having one data model and processing model letting the applications use the 
already defined standards for SOAP as well as the already existing technologies for XML. 
Further advantages include the ability to use only one security model to the Infoset and maybe 
the most important, the increase in interoperability when describing all SOAP messages in 
pure text [Bo03]. The overhead is, however, quite a big problem. 

Message Transmission Optimization Mechanism  
The disagreement between the big vendors and the different methods above has lead to the 
development of another method to transport opaque data with SOAP. As of this writing, 
MTOM is not yet published as a recommendation from the W3C but a final recommendation 
will come shortly [W3MTOM04]. MTOM is a combination of Base 64 Encoding and SOAP 
with Attachments (SwA). The opaque data is processed just as in SwA as a stream of binary 
data within the MIME message part and MTOM is therefore transport efficient. At the same 
time it uses the Base 64 Encoding, which optimizes the transmission. Before the message is 
XML serialized, the opaque data is accessed and temporarily handled as base-64-encoded 
text. If for example creating a digital signature, the WS-Security layer would stream the 
binary data through a base-64-encoding layer and at the same time calculate the signature. It 
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means that the base-64-encoded binary stream isn’t sent with the message and also not used 
for the decoding by the receiver [Po04a]. 
 
The big difference to the SwA is the logical inclusion of the attachments within the SOAP 
message. (cp. Listing 3-8) If an attachment, for example, is referenced only from a SOAP 
header and that header is removed then the attachment would also be removed from the 
MIME package. Including the attachment in the Infoset also allows it to operate within the 
constraints of the SOAP processing model. The WS-Security recommendation can be used for 
authentication, authorization, message integrity, and message confidentiality for information 
that is transmitted within the Infoset, but not to secure attachments. MTOM should work with 
SOAP 1.1 as well as with SOAP 1.2 messages [Ma04]. 
 

Content-Type: Multipart/Related; boundary=MIME_boundary; type=text/xml 
--MIME_boundary 
Content-Type: text/xml; charset=UTF-8 Content-Transfer-Encoding: 8bit 
 
<?xml version='1.0' ?> 
<soap:Envelope xmlns:soap="..." 
 xmlns:xbinc="..."> 
    <soap:Body> 
       <Person name="bob"> 
         <Picture><xbinc:Incl href="c:bob@pictures.example.com"/></Picture> 
       </Person> 
    </soap:Body> 
</soap:Envelope> 
 
--MIME_boundary 
Content-Type: image/jpeg 
Content-Transfer-Encoding: binary 
Content-ID: <bob@pictures.example.com> 
 
...binary JPEG image... 
--MIME_boundary— 

Listing 3-8: Message Transmission Optimizing Mechanism [W3MTOM04] 

The picture is said to be serialized as a XOP package. The message maintains the data model 
of the XML message, and is only an alternate encoding of XML. The binary content can be 
treated as base-64-encoded data. XOP serialization and dezerialization is achieved by MTOM, 
which is an extension of the HTTP binding. Other bindings are also planning to incorporate 
XOP support [No04]. 

SOAP and attachments summary 
The industry has not yet decided how to handle binary data in SOAP messages. The two 
dominating approaches for attachments are SOAP with Attachment and WS-Attachment. 
SwA is considered to be more of a standard than WS-Attachment due to the support from 
W3C and WS-I. The major drawback is that Microsoft doesn’t support it. The SwA passes 
attachments as multiple parts in a MIME multipart/related message. The attachments in the 
form they may be are sent as subsequent parts in a message where the first part always is the 
SOAP envelope. The WS-Attachments uses DIME, Direct Internet Message Encapsulation, to 
pass a SOAP message and its attachments. DIME is more efficient than MIME, regarding the 
packing. Where SwA is supported by Java, WS-Attachments are supported by Microsoft in 
their Web Service Enhancements (WSE) package for .NET, but also by a wide range of Java 
and SOAP implementations. 
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Base-64-encoding is one of the best solutions for sending SOAP with opaque data today. The 
integration in the SOAP envelope and the higher efficiency in comparison with structured 
XML data makes it one of the best alternatives. The seamless integration of opaque data in 
the SOAP envelope also supports WS-Security and will continue to support future Web 
Service tools. Base-64-encoded data can be serialized into a byte array quite easily with the 
.NET framework. The big problem with base-64-encoding is the overhead, which results in 
high process costs. Choosing a solution with attachment, like SwA or WS-Attachment, solves 
the problem temporarily, but at some point in the future will probably a non-attachment 
approach dominate anyway. With the solution from OASIS security can however also be 
implemented together with SwA. At the end of 2004 will implementations for MTOM be 
available, and MTOM will then be the best technique for sending SOAP with opaque data.  
 
Companies need to be able to send pictures, diagrams and other documents as attachments to 
the intermediary. Before the new MTOM standard is completed many companies have 
decided to either implement some of the other standards with their weak points or temporary 
use some other technique until the MTOM is available. In the case study some sort of 
attachment with SOAP will most likely be necessary, and it will be possible to use MTOM to 
solve this problem.  
 
Another interesting thing about SOAP attachments is the general security risk they lead to. If 
looking at a standard e-mail with attachment and how much malicious code they can include 
and the damage they imply, the threats from SOAP messages are not difficult to imagine. The 
SOAP attachments can also be transmitted through the firewall. The threat from SOAP 
attachments must be taken seriously and it is important that developers implement security in 
SOAP to prevent damage [Sel03]. 

3.5 System Architecture in the Document Exchange 
 
In chapter 3.1 the companies’ demands on the intermediary platform as well as the basic 
architecture for the document exchange were explained. In chapter 3.2 existing standards and 
some tools for building document exchange over an intermediary were described. This 
chapter describes an approach for structuring distributed systems and presents a possible 
architecture for the document exchange. The purpose of the architecture is not to present an 
optimal solution but to show an example of a system architecture in a electronic document 
exchange with an information intermediary. Apart from some known integration problems 
with frameworks and toolkits, the parts in the architecture are exchangeable. 

3.5.1 Tier Architecture 
A distributed system can be divided into a logic N-Tier architecture, where N is the number of 
levels in the system. The classic client-server system is a 2-Tier application, but there are also 
systems with 3- and 4-tiers. Distributed systems, including Web Services, often match the 3-
tier architecture, including a client with a Web browser communicating with an application 
server and a database over a Web server. (cp. Figure 3-12) 

Data Tier 
The data tier is the Database Management System (DBMS) and can for example be an SQL 
Database Server, Microsoft Access Database, Oracle or plain text files. The complexity vary 
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between the different solutions from SQL Server and Oracle, which can perform many 
different operations including query optimization, indexing, and provide an engine to read and 
search these files. This layer only deals with the storage and retrieval of information, and 
business logic should not be implemented in this layer [Ch01]. (cp. Figure 3-12) 

Data Access Tier 
The Data Access layer accesses the data in the DBMS and handle methods for creating 
objects and sending these to the Data Tier. In other words it provides a way to interact with 
the database. The Data Access Tier is often combined with the Business Tier to one tier. That 
allows the Business Tier to exchange information directly with the Data Tier. One of the big 
advantages with an N-tier architecture is the simplicity of changing this layer when the 
DBMS is replaced [Ch01]. 

The Business Tier 
This tier is the central unit in the application containing business rules and data manipulation. 
This layer does not know anything about presentation logic such as HTML on one side or 
connections to the database over SQL on the other. In the Business Tier are methods 
available, which provide some functionality for the client to invoke [Ch01]. The part of the 
tier, which presents a collection of classes or a program for providing services, is called 
component. Software, which manages components, is called containers, and the relationship 
between them is called Application Programming Interface. (API) The components 
implements the actual business logic [Keo02]. 

The Presentation Logic Tier 
This tier provides the user with an interface through which he communicates with the 
applications. This layer processes the results and outputs from the Business Tier so that this 
information can be readable for the end user. The distributed logic and the proxy tier are parts 
of the presentation logic tier and make it possible for clients to interact with the remote server 
by using, for example, SOAP, CORBA, RMI and DCOM, which are components in the Proxy 
Tier. (cp. Figure 3-12) In the Client Interface Access Method, the Presentation Logic Tier 
allows SOAP to communicate with the intermediary and at the same time have this 
information to be transformed into some readable format for the user [Ch01]. 

Tier architecture conclusion 
In the classic two-tier system is the server only responsible for the data tier and the client is 
responsible for the presentation, business, and data access logic. In other words the server 
environment consists of a database server for storing data and business rules, and the client 
environment of one or more client applications, which contain the user interface, code for data 
processing and data access [El00]. 
 
The client-server architecture is usually easy to implement but hard to maintain. It’s difficult 
to upgrade and enhance the system and the scalability isn’t good. The N-Tier architecture has 
many advantages including good scalability, lower complexity, simpler exchange of layers 
and components within the layers, and easier developing of clients. Web Services normally 
implement a 3-tier architecture, consisting of a data tier, a combined data access and business 
tier, and finally a presentation logic tier. In other words, allowing a Web server to serve Web 
pages, an application server to serve applications and a database server to serve databases 
increases the structure in the system and simplifies the exchange of parts within the tier. The 
N-tier structure is a logic architecture and not a physical [Br04]. 
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Figure 3-12: General tier architecture with SOAP 

3.5.2 J2EE Tier Architecture 
The J2EE tier architecture is a four-tier architecture with a Client Tier as Presentation Tier, a 
Web Tier as a part of the Presentation logic and Presentation GUI, an Enterprise JavaBeans 
Tier as Business Tier, and the Enterprise Information System Tier as Data Tier. (cp. Figure 
3-12) The J2EE tier architecture is functionally centric, which means that each tier is 
independent of each other and provides different functionality. The relationship between the 
component, providing a service, and its container, is not associated with one tier. APIs for 
XML and other J2EE components are implemented on more tiers at the same time, but EJB 
APIs are implemented on a particular tier. The communication takes place between different 
layers, and the J2EE client applications, at the Client Tier, can chose to only access the tiers it 
requires. There is a difference between physical location and functionality and logical 
architecture, which means that two or more tiers can physically be located on the same 
computer and on the same Java Virtual Machine (JVM).  
 
The Client tier consists of J2EE applications, which can interact with the user and convert the 
inputs from the user into requests. These requests are forwarded to other software, local or 
distributed components, which process the request and send a response back to the client 
application. The components can logically reside on any tier, but typically the Client tier 
communicates with the Web tier. Exactly as in the general explanation in the previous 
chapter, the client application is responsible for displaying the server’s responses to the user.  
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The Web Tier provides Internet functionality over HTTP to client applications at the Client 
Tier. The components in the Web Tier usually forward the requests to the Enterprise 
JavaBeans Tier, where an Enterprise JavaBean (cp. chapter 3.2.4) interacts with the DBMS to 
fulfill the request. The EJBs contains the business logic and handles transactions and security   
[Keo02], [Mal04]. 

3.5.3 General Tier Architecture for the Document Exchange 
The tasks of the server environment include a permanent and secure storage of material test 
reports, as well as the receiving of reports. Furthermore, the server must provide services like 
read, delete and release reports, and allow users to search the database and download test 
reports. The server also handles the authorization administration for the involved parties, as 
well as other security issues. To achieve all these functionalities a 3- and 4-Tier architecture 
has been developed, which combines the two tier architectures above. (cp. Figure 3-13) 
 
The general architecture for the access method consists of the following tiers: 
 

1) Presentation Logic Tier 
2) Web server Tier 
3) Application Server Tier 
4) Database Tier 

 

 
Figure 3-13: Tier architecture for the exchange of material test reports 

The Web Portal Access 
In the Web Portal Access the server environment, including the Web server, the application 
server and the database (Tier 1-3), is responsible for the complete system logic. The browser, 
i.e. the user interface, is implemented on the top of the presentation tier and ensures that the 
information from the presentation tier is readable for the user. The browser also receives 
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information from the user and forwards this to the server environment. The Web server, for 
instance Microsoft Internet Information Service (IIS) or Apache Web server, is located on the 
first tier, the presentation logic tier, the application server on the second tier providing the 
business tier as well as the data access tier, which is the connection to the database. The client 
in such a system is sometimes referred to as a thin client. This master thesis focuses on the 
SOAP transmission and because the Web Portal Access doesn’t implement SOAP this method 
will not be further discussed. (cp. Figure 3-13) 

The Client Interface Access 
In this access method the architecture can be divided into four tiers. (cp. Figure 3-13) The 
client software is a part of the presentation tier, providing a user interface to the user. It is 
possible to combine the data access tier with the business logic tier and to allow the user to 
access the business tier on the application server. The presentation logic tier does in this case 
also provide a proxy tier, because the communication is done over SOAP. The last tier is the 
DBMS with the database. The Client Interface Access has many similarities with the access 
method, the ERP Integration Access, which is described below. 

3.5.4 The Protocol Stack 
The access to the server is performed over a network, and can be described in the OSI model 
as seen below. 
 

 
Figure 3-14: The access methods in the OSI model 

The different access possibilities are restricted to the application layer. In this layer are the 
material test reports processed by the user and then forward to the next layer for further 
processing. In the case with the ERP System Integration Access and Client Interface Access 
the transmission is performed by SOAP over HTTP. As seen in the previous chapter, SOAP 
can use FTP, SMTP or some other protocol. In the transport respectively the network layer, 
they all use the common TCP/IP protocol. The data link layer handles encoding and decoding 
of bits and can be Ethernet or Token Ring. 
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3.5.5 ERP System Integration Access 
The increasing usage of ERP (Enterprise Resource Planning) systems has improved the 
efficiency in companies. Enterprises use their ERP system to create, store, process and finally 
print their material test report. To achieve a higher efficiency by electronic transmission, 
companies must be able to transmit the reports automatically from the ERP system to the 
information intermediary. Without such a connection between the ERP system and the 
information intermediary the reports must be processed by hand, which leads to an increase in 
errors and processing costs. 
 
This access method must provide an upload of the material test report or a draft of the 
material test report to the information intermediary. Other actions such as search, download 
and delete can also be achieved and provided as Web Service to invoke remotely with RPC. 
However, in this project it is easier to use the Web Portal Access method for this. That also 
allows users to access and search the database without the need of installing a client 
application. 
 
The upload of test reports can be fulfilled by a client application connected to the ERP 
system, which processes the material test reports and sends them to the intermediary. The 
application, a fat client, interacts with the ERP system to process the material test report. In 
this chapter will two fat clients be presented. Fat clients contain more logic and provide more 
functions than thin clients as in the Web Portal Access method, but does also have some 
disadvantages including that changes to the architecture within the intermediary may have 
impact on the client itself and, furthermore, the need for a specific application, which must be 
installed on the computer. 
 
As seen above the ERP System Integration Access consists of a four-tier architecture that can 
be split into a client and a server environment with different tasks: 
 
Client environment,  

� imports and processes the material test reports as an XML file, 
� provides a Graphical User Interface with functionalities, and  
� provides a SOAP client which sends and receives the messages. 

 
Information intermediary or server environment, 

� provides a SOAP server for handling the incoming and outgoing SOAP messages, 
� handles the communication with the database, and 
� is responsible for storage of the material test report 

3.5.6 Client Environment 
This subchapter briefly outlines two approaches for the client environment; Direct Access and 
Stand-alone Application. The client application is a part of the client environment and 
consists of a graphical user interface (GUI), and frameworks for interacting with the ERP 
System to import material test reports. It also works with a SOAP client with toolkits and 
APIs to create and send SOAP messages. In a typical RPC Web Service, the SOAP client 
obtains necessary information such as service URL from the WSDL document containing a 
description of the service desired. The client connects to the server and transmits an HTTP 
POST including the SOAP message with the method and parameters to be invoked (SOAP 
RPC) or the data to transmit (XML Document) in the body of the envelope [Cu03]. 
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The client application must also support attachments, like pictures, diagrams, etc. As 
explained in chapter 3.4.5 about SOAP and attachments, the MTOM will probably be used, 
which allows for an easier end-to-end security as well as reduces data overhead, in 
comparison with the other approaches.  

Access the ERP System 

Direct access 
In the Direct access, a client application directly accesses the folder with methods and 
procedures controlling the material test reports in a company’s ERP system. In SAP R/3 this 
can be done with BAPI (Business Application Programming Interfaces). In SAP are so-called 
Business Objects essential for the interoperability between software components from 
different vendors. The Business Objects provide access to processes and data in SAP, and can 
be accessed through BAPIs from external applications. A Business Object is comparable to 
classes in Java and includes methods and attributes [Ho04a]. 
 
To implement BAPIs the developer must be familiar with object-oriented technology and 
programming as well as with the SAP development environment. Business Objects define 
Business Components as for example Employee and Applicant, which are connected to 
Components such as Human Resources. SAP also supports DCOM and CORBA, which can 
be used to access data in the system over these interfaces. With BAPIs information about 
Business Objects can be retrieved, e.g. with commandos such as GetList and GetDetail. To 
call BAPIs from an application the SAP Business Object must be identified and the parameter 
information for the BAPI interface must be determined and last the BAPI or function call be 
performed by defining the parameters in the application. BAPIs support a wide range of 
different programming languages such as C++, Java and Visual Studio. Another useful 
interface of SAP is the SAP Business Connector, which allows a full bi-directional 
communication with the SAP application and uses XML as data format. Through the Business 
Connector, SAP also provides distributed SOAP access [Sap04], [Ho04a]. 
 
With the different interfaces in SAP, it is possible to create an application for automatically 
retrieving and sending material test reports, and because SAP supports XML, no converting 
should be necessary to create the SOAP message. The data structure of the material test report 
must, however, in some way be standardized and checked in the client application [Ho04b]. 
The direct access method is a quite complex approach, due to the various ERP systems on the 
market, which all need a complete unique client application.  

Stand alone application 
The second approach is to export the material test report from the ERP system to a fat client 
application, which uploads the file to the intermediary. Some ERP systems allow the user to 
save the test report as a file and thereafter import the file to the client application, which 
embeds the report in a SOAP message or sends it as an attachment. Another approach is to 
create a printer driver, which converts the test report to a file that can be imported into the 
client application. If the file is in XML format, the creation of a SOAP message is quite 
simple, but if the file is in some other format it either must first be converted to XML or sent 
as an attachment. An attachment with the reference method is more complicated and requires 
more processing at the server side, than if the application can process the tags in the SOAP 
message as in the embedded method. (cp. chapter 3.4.5) 
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Files such as comma separated value text file (CSV), Excel document or a Word document 
should therefore be converted to XML and at the same time to a standardized data structure. 
Once converted into an XML file they can easily be embedded into the SOAP body as 
payload. There are various applications available on the Internet for converting files into 
XML, as for example Java Excel API [Kah04]. 

Further demands on both clients 
Both approaches for the client application must be able to search the material test report for 
errors, and control data structure and consistency, as well as provide security measures, before 
sending it [Ho04b]. The control of the reports has to be done automatically in the client 
application, and presented to the user in a GUI. If the test report does not fulfill the 
requirements, the transmission must be denied. Thereafter the user is requested to complete 
the report in the ERP system or in the GUI, before the transmission can take place. The client 
application implements XML Document/literal for embedding and encoding an XML 
document with the SOAP message. The material test report is embedded as payload in the 
SOAP body. However, it is also possible to send the test report with a RPC call, but this 
would imply information and transport overhead. A SOAP header can be used for additional 
information about the sender, the material test report and for security credentials.  
 
Where the Web Portal Access Method uses a Web browser to connect or send information to 
a JSP or ASP-page, the client in the ERP Integration Access can connect directly to the SOAP 
server in the server environment over a servlet like Apache Tomcat. It’s with Borland Delphi, 
possible to create a stand alone client application, which embeds an XML file in a SOAP 
message and sends it to a server [Bo01]. To be able to send a material test report in the SOAP 
message the XML message must be encoded to match the encoding style. This can be done 
with some API (Application Programming Interface). A number of APIs used in the J2EE 
framework have been described in chapter 3.2.4. (JAXM for XML document transmission, 
JAXP for XML parsing, JAX-RPC for XML Remote Procedure Calls and SAAJ for SOAP 
and attachments, are all APIs which supports the development of J2EE clients and server 
applications.) A toolkit supports developers in creating SOAP clients and applications, and 
can be used together with various programming languages to create a stand-alone application, 
such as Java for Apache SOAP or Apache Axis, and Visual Basic for Microsoft SOAP 
Toolkit or Microsoft .NET [Qu04]. 

SOAP Toolkits 
Most developers implementing SOAP don’t write SOAP messages directly, but instead use 
SOAP toolkits to create and parse the SOAP message. The toolkits are implemented to 
process SOAP messages and are important parts in the SOAP client and the SOAP server 
[McL01]. Programming a client with frameworks and toolkits let the developers call methods 
as if they were local objects, and thereby simplifies the process of developing SOAP clients 
and servers [St04]. Three popular toolkits are the Microsoft SOAP Toolkit, which can translate 
COM function calls to SOAP, and Apache SOAP and Apache Axis, which can translate Java 
function calls to SOAP. The extensibility of SOAP allows it to use existing XML Parsers and 
HTTP libraries, in a toolkit, to simplify the programming of clients and servers. Thus, SOAP 
is easier to implement than for example CORBA [Wo01]. 
 
The Microsoft SOAP Toolkit provides mechanisms for using COM objects in Web Services, 
which can be invoked by SOAP messages. However, the toolkit from Microsoft is quite old 
and the development of Web Services is fast. Microsoft therefore suggests developers to 
instead use its .NET framework, which provides more functions than the SOAP Toolkit. 
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Furthermore, the full support for the Microsoft Toolkit is ending in April 2005 [Po04b]. 
Microsoft .NET offers a set of components to build clients by the use of so-called Windows 
Forms [Fa01]. 

Clients with J2EE 
The J2EE platform provides different types of clients used to interact with the server’s 
components. Applets are clients that are executed within a browser, and thus are supported by 
the thin client. A thin interface on the Web server is in Java achieved through for example 
JavaServer Pages (JSP) and Java servlets [Fa01]. Application client executes in a container, 
which is a set of libraries and APIs, letting it interact with EJBs on a J2EE platform using 
RMI-IIOP. The application client can interact with the services on the J2EE platform such as 
JNDI and JDBC API [Dh04]. J2EE offers Java Swing API, with a palette of standard GUI 
JavaBean components for fat clients, which can be used with APIs such as JAX-RPC or 
JAXM to interact with a distributed server and database [Dh04], [Fa01]. Fat clients can 
provide an advanced user interface with advanced logic and therefore increase the usability. 
The ERP System Integration client is a fat client using SOAP to interact with the 
intermediary. A SQL request can be sent from a SOAP client to a SOAP server, which 
interacts with JDBC database services to process the SQL statement [Sq01]. 

3.5.7 Server Environment 
The intermediary provides services to be invoked remotely or a database to be accessed 
remotely.  

Server environment 
The toolkits Apache SOAP and Apache Axis requires a J2EE Web server, which can process 
the requests. Examples of J2EE Web and application servers integrating well with Apache 
SOAP and Apache Axis are BEA WebLogic, IBM WebSphere, Allaire Jrun, Apache Tomcat 
or jBoss [Ca02], [Ws03]. BEA Web Logic and IBM WebSphere are Web application servers 
which also supports SOAP and XML [In04], [Wo04]. Tomcat, is free to download and can be 
used on various platforms. Furthermore, it provides a servlet, which with Apache Axis can be 
used to listen for SOAP messages. Before being able to deploy an application, the J2EE 
framework, a server, and an Apache SOAP toolkit must be installed. Thereafter the Java 
libraries and APIs needed must be installed if needed. 
 
Apache SOAP and Apache Axis are open source implementations for the Java platform 
allowing developers to create applications, which consume SOAP messages. They can either 
be used as a client library to invoke distributed SOAP services or as a server side tool to 
provide SOAP services [Am04]. The client library in Apache SOAP provides an API for 
invoking SOAP RPC services as well as an API for sending and receiving XML Documents 
[Ws03]. The Apache Axis is the successor to Apache SOAP, released in October 2002. 
Apache Axis differs from Apache SOAP but is also an open source implementation for 
processing SOAP messages. Axis is installed in two different ways, either on the client side to 
generate SOAP messages or as a transport listener on the server side [Ws04]. Apache Axis 
supports a number of Java technologies including SOAP with Attachment API for XML 
(SAAJ), Enterprise Java Beans (EJB), Java API for XML Messaging (JAXM), etc [Am04]. 
 
The Apache toolkits consist of a servlet running on a server, which listens for SOAP requests 
and the corresponding Java classes necessary for translating these requests into a call to the 
service code, which also is a java class. If dealing with a RPC message, the Apache toolkits 
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are also responsible for translating the result of the call into a SOAP response and sending this 
to the client [Qu04]. 

SOAP Server 
The SOAP Server is a SOAP intermediary, which receives and processes SOAP messages. As 
explained in chapter 3.3.7, a SOAP server listens for SOAP messages, distributes, and 
interprets messages. Servers can be based on for example the SUN’s J2EE or Microsoft .NET, 
but they can also be toolkits, like Apache Axis [Un04]. 
 
The RPC service in a server environment can for example consist of Java classes and 
methods, which can be remotely invoked by the SOAP client. In Java, the service also 
requires a deployment descriptor that specifies (1) the URL of the SOAP service for clients to 
access, (2) the methods available to clients and, (3) the serialization and deserialization 
handlers like a SOAP listener. The first is simply the address of the service and is similar to 
an URL. The second provides the SOAP client with information of available methods but also 
lets the SOAP server know which requests to accept. The third one tells the SOAP server how 
to handle custom parameters. With the service classes finished and the deployment descriptor 
configured, it is time to deploy the service on the SOAP server and make it accessible for 
clients [McL01]. 

3.5.8 Client and Server Architecture without Security Measures 
In this chapter the complete architecture for the system is illustrated. Two different actions 
performed in the system, (1) search database and (2) upload report, are described to illustrate 
the different parts. The first question to ask when developing a SOAP system is if the system 
should make a RPC call or transmit an XML Document. Should the system use a request 
message to invoke some service on a server and receiving a response message including the 
information requested, or should the system transfer information to the system? In ERP 
System Integration both methods may be implemented. A material test report can be sent as 
an XML Document to the database for storage or sent as a payload in the SOAP-RPC 
message and the response message can be used for a confirmation message. The search 
commando is done as RPC, where the request message contains a SQL request sent to the 
database and the response message contains the information requested.  

Search the database 
One of the demands on the system is the possibility to search the tables Material Test Report 
Inbox and Material Test Report Drafts to locate already created reports. As described in the 
introduction to this chapter, this can be performed with the Web Portal Access method. Here 
is an example explaining how to search a material test report in a distributed database with 
SOAP. 
 
The database request logic is encapsulated in a method in C, VB or Java etc, which represents 
the service. The service method accessing the Oracle database is written in Java and connects 
to the database using an Oracle implementation of JDBC, called ODBC. The client 
application generates the SOAP message with Microsoft SOAP Toolkit, which encodes the 
SOAP request and decodes the response received. It uses an URL connection point to target 
the remote service on the Web server, including the SOAP listener, which in this case is the 
Apache SOAP.  
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The SOAP message request contains the service name and required parameters. In this 
example it could be a SQL SELECT request, selecting an entity in the database. This 
communication will be done over HTTP, but it can also be performed over some other 
protocol like SMTP, TCP/IP or FTP.  
 
The listener process is a Java Servlet running within a Servlet Engine such as Apache Tomcat. 
The servlet uses a SOAP toolkit like Apache SOAP, which have Java classes for decoding 
and encoding SOAP messages. Apache SOAP listens for HTTP POST messages and uses 
some XML Parser (SAX or DOM, depending on Apache version) to parse the message. The 
SOAP listener, usually written in the same language as the service method, interprets the 
received SOAP request to invoke the service. Apache SOAP thereafter takes the result of the 
method call, creates a SOAP response message, and sends it back to the requester.  
 
A search method in a distributed database could of course be performed in other ways without 
using SOAP. One possibility would be to allow the clients to access a procedure directly in 
the database, via for example JDBC. However, SOAP has some advantages including better 
interoperability and it can also encode data structures of any level of complexity, which is a 
problem for direct access with JDBC [Na01], [Qu04], [Cl01]. 
 
<SOAP-ENV:Envelope xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/"  

xmlns:xsd="http://www.w3.org/1999/XMLSchema" 
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" 
xmlns:xsi="http://www.w3.org/1999/XMLSchema-instance" 

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"> 
 
<SOAP-ENV:Body> 
 
<mns:ProcessSQL xmlns:mns="http://www.SoapClient.com/xml/SQLDataSoap.xsd"> 
<DataSource xsi:type="xsd:string">TestAccess</DataSource> 
<SQLStatement xsi:type="xsd:string">SELECT * FROM material test report 
draft(1234567) WHERE ID = ‘12345678’ </SQLStatement> 
 
<UserName xsi:type="xsd:string">FIR</UserName> 
<Password xsi:type="xsd:string">sEcReT</Password> 
 
</mns:ProcessSQL></SOAP-ENV:Body> 
 
</SOAP-ENV:Envelope> 

Listing 3-9: SOAP message selecting customer records with SQL from a database 

Upload of a material test report 
The two possible clients in the upload have been explained in the Client environment chapter 
above. The transmission and processing of a SOAP message is explained above in the search 
action, and because the upload of a report doesn’t differ considerably, is the approach here 
only briefly explained. The SOAP client will use the Apache Axis to process the XML file 
received from SAP and transmit the SOAP message over HTTP to the Information 
intermediary. The SOAPAction field informs the Web server that it is a SOAP message and 
additionally the identity of the sender of the message. The SOAP server handling the material 
test reports will also be servlet-based, because the transmission will still be made over HTTP 
[Bo02]. The Apache Axis acting as a SOAP intermediary, with its transport listener, running 
on an IBM WebSphere, receives and processes the SOAP message. Apache Axis is integrated 
in the Web application server. It supports APIs from J2EE as JDBC, to communicate with the 
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database or SAAJ, to handle attachments. The XML file is transmitted within the server 
environment to the Database Management Systems, which is able to process XML and save 
the XML file in the database. 

3.5.9 Summary 
In this chapter a basic architecture for document exchange over SOAP has been presented. 
The different architectures have not been rated according to performance or price but 
applications from Apache have some advantages including that they are free to download and 
integrate well with Apache SOAP and Apache Axis. The Jakarta Tomcat with its servlet 
container, which can integrate with Apache Axis, can be used as stand-alone Web server or 
integrated in some other Web server such as the Apache Web server. However, in the upload 
of the material test report another Web application server, IBM WebLogic, which also 
supports J2EE, have been introduced and implemented.  
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Companies are only willing to exchange sensitive information over an insecure network when 
they are convinced that the system will fulfill their demands for security. Companies 
connected to an intermediary, such as in the document exchange, through an insecure public 
network, must be sure that the system is secure. The material test reports include information 
that, if compromised, may lead to great costs for the parties involved. A material test report 
with a handwritten signature is legally binding and can be used as evidence in court. Security 
can also provide an organization with competitive advantage over its competitors, but if 
sensitive information is compromised, the system’s creditability and existence is threatened 
seriously. 
 
This chapter discusses general security concepts as well as the companies’ security demands 
on the electronic document exchange. The security requirements will be discussed in general. 
In chapter 5 a more specific approach of identifying threats and vulnerabilities in a system 
will be explained. 
 
In this chapter security policy and security models will be illustrated. Thereafter, some basic 
IT-security concepts and security mechanism that are important for the understanding of the 
thesis will be discussed. Finally, some security issues related to SOAP and the system’s 
security requirements will be discussed. 

4.1 Security Policy and Models 
Prof. Harold J. Highland at the State University in New York, defines computer security as 
“the protection of a company’s assets by ensuring the safe, uninterrupted operation of the 
system and the safeguarding of its computer, programs, and data files.” The company’s assets 
are everything and everybody concerned with the development and/or the operation of the 
system. There are a number of different definitions of security, but this one not only indicate 
the importance of the protection of data, but also the protection of users and their equipment, 
which access the system [Hi04]. 
 
For the design of a secure system, a security policy has to be defined. A security policy is a 
set of rules regulating how an organization manages, protects, and distributes information 
[Ec01], [Bi03]. Included in the definition is not only the specification of rules and procedures 
that the users of the system must adhere to in order to ensure the system’s security, but also 
the organization’s security requirements. A security policy should be concise and realistic. Its 
three most important components are Security Definition (1), describing the security vision 
for the organization, Enforcement (2), describing how security violations will be handled, and 
User Access to Computer Resources (3), describing the roles and responsibilities of the users 
accessing the organization’s network [Al02]. Other important parts are password policy, 
Internet usage policy, E-mail usage policy, rules for anti-virus software and Intrusion 
Detection Systems, as well as a Back-Up and Recovery plan. It is also important to notice that 
a security policy should be a living document routinely updated as new technology and 
procedures are implemented in the organization. Writing a security policy is a collaborative 
effort with security officials, management and others who understand the business rules of the 
organization [Al02]. 
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A security model is a precise statement of the security policy and its purpose is to express the 
system’s requirements exactly. The security model should be simple and abstract, and not 
include too many functional properties of the system that are irrelevant to the security policy, 
but should instead aim at the security properties. Security models can be used to test a 
particular security policy, to document a security policy, to help design an implementation 
and to check if an implementation meets its requirements. There are some basic security 
models like “security by obscurity”, “the perimeter defense”, and the “defense in depth”. 
Security by obscurity relies on the concept that if no one knows that the system exists, it will 
not be attacked. This is a problem in the long term, however, because when a system finally is 
detected, it is completely vulnerable. The perimeter defense is a method for securing the 
system’s perimeter to stop intruders from accessing the internal system. This concept has 
several flaws including internal attacks and the fact that a perimeter defense usually fails 
eventually. The third basic security model is the defense in depth, and this is the most robust 
approach. In this model each internal system is responsible for its own security. This approach 
is much more difficult to maintain. Usually organizations implement a combination of the 
three models to achieve maximum security [Can01], [Fis01]. 

4.2 The Primary Security Concepts 
Several security concepts are required to ensure a secure electronic document exchange and a 
secure information system. The concepts are often divided into categories. The most 
important category for the security in an information system is CIA; Confidentiality, Integrity, 
and Availability. CIA is sometimes used as the definition for IT-security and generally deals 
with the protection of the information in the system. Another important category is the 3A or 
AAA; Authentication, Authorization and Accounting. This deals with the control of access to 
the network’s assets as well as tracking activities within the network. In the electronic 
document exchange Non-repudiation is important, which provides evidence that a specific 
action occurred [Gr00]. 

4.2.1 Confidentiality  
Confidentiality ensures that information can’t be viewed by unauthorized individuals. This 
means that a message has to be uninterpretable to everyone except the designated receiver. An 
order, credit card information, or a material test report can all include sensitive information 
that should not be viewable by unauthorized individuals.  
 
Applications use encryption to achieve confidentiality for messages sent over a public 
network. Two commonly used encryption techniques are asymmetric encryption, public key 
encryption, and symmetric encryption, secret key encryption. In secret key encryption the 
involved parties share a secret key, which is used for encryption as well as decryption. In 
public key encryption, on the other hand, the involved parties have a key pair with one public 
key and one private key. The public key is published for everyone and the private key is kept 
secret by the owner of the key pair. The data to be transmitted is encrypted by a sender using 
the public key of the receiver and decrypted by the receiver, using his private key. The keys in 
public key encryption work in a complementary manner, meaning that information encrypted 
by one key can only be decrypted using the corresponding key. Secret key encryption is more 
efficient than asymmetric encryption, but the exchange of the secret key is a problem. 
Typically, they are combined and the public key encryption is used to encrypt the secret key, 
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which then only can be decrypted by the receiver. A private key in public key encryption is 
stored in some sort of token, such as a smart card.  
 
In this way confidentiality is achieved, but they can also be used to provide a so called digital 
signature [Sape04], [Sc04], [Gr00]. 

4.2.2 Data Integrity  
Integrity ensures that information isn’t altered in any way, either intentionally or 
unintentionally. Data integrity must ensure integrity for the information during any operation 
such as transfer, storage, and retrieval [It96]. 
 
To achieve integrity with digital signatures a hash function is used. The hash function applies 
a mathematical computation to the message and computes a message digest. The message 
digest serves as a digital fingerprint of the message and is usually 128 or 160-bits [Ni02]. If 
someone changes a single bit of the message, the message digest will be completely different. 
The receiver of the message receives the message as well as the computed hash value from 
the sender and performs an integrity check. This is performed by computing the hash value of 
the message, using the same hash algorithm as the sender. Thereafter he compares the two 
hash values, received and calculated, and if they match he knows that the message hasn’t been 
altered [It01]. An example of an algorithm implementing hash is MD5. MD5 takes a message 
of arbitrary length as an input and produces a 128-bit message digest as an output. Other 
examples are Secure Hash Algorithm-1 (SHA-1) and MD4, though MD4 has been proven 
insecure and should not be implemented anymore.  
 
The hash function differs from encryption methods by not implementing any keys. 
Furthermore hash functions are irreversible, and encryption methods are reversible. A hash 
function cannot, however, replace a digital signature [Sp00].  
 
By signing the message digest with the private key of the sender a digital signature can be 
created. A digital signature provides data integrity, but also message authentication and non-
repudiation, two security concepts, which are explained in chapter 4.2.4 and 4.2.7. Digital 
signatures use Public Key Infrastructure consisting of private and public keys, which are 
linked through a digital certificate. A digital certificate includes the public key of the sender 
of the message, expiration date, etc. A trust center, known as a Certification Authority (CA), 
informs the receiver whether the particular certificate is valid (cp. chapter 6.2) [Sape04], 
[Sc04]. 

4.2.3 Availability  
Availability is the prevention of the unauthorized withholding of data or resources. Attacks on 
availability are attacks, which make it impossible for a person to access services and 
Websites. These attacks are called Denial of Service (DoS) attacks. Confidentiality and 
integrity can be mainly protected by means of encryption and mathematical methods, but 
protection of availability is a technical issue, which is much more difficult to achieve [It04]. 
A firewall can be used to protect a system against DoS attacks but firewalls can also be 
attacked. 
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4.2.4 Authentication  
System authentication is the process of verifying if a user or an entity is who it claims to be. 
Data authentication verifies the identity of the sender of a message. Digital signatures can be 
used for data authentication as described previously. User authentication implements another 
approach and is performed by one or a combination of the following three schemes:  
 

1) something you know (e.g. a PIN or a password)  
This procedure is the most commonly used scheme but at the same time, it is not very 
secure. This scheme is quite easy to circumvent or compromise. 

 
2) something you have (e.g. a smartcard)  

This procedure requires some sort of device that the user has in possession. The 
security is granted through that only authorized users or entities have access to the 
specific device. The drawback is that the device can be stolen or lost. 

 
3) something you are (e.g. a fingerprint, a voice print or a handwritten signature).  

This procedure relies upon some physical or behavioral characteristic. Sometimes it is 
also referred to as biometric authentication. It provides high security but has a problem 
with accuracy and that physical and behavioral characteristics change over time. 

 
Three factor authentication provides the highest security and is achieved by using all three 
methods. Banks and ATM machines normally use the two factor authentication were the user 
identifies himself to the system with a smartcard and a PIN. One factor authentication 
techniques only use one piece of information for identification and therefore provide the 
lowest security level [Gr00]. The most frequently used authentication method in the Internet 
today is password-based authentication. The problem with passwords is that they are chosen 
by human beings and are therefore vulnerable points due to their predictability. Hence, 
passwords are often the weakest link in a security architecture. 

Entity authentication 
The entity authentication, another type of system authentication, is typically used in Web 
applications. Initially the user must authenticate himself with a username and a password. 
After the initial authentication, a token is placed into the user’s browser by using a so-called 
cookie. Each time the browser requests something from the Web application, an entity 
authentication takes place through the session cookie.  
 
Another authentication method is the digital certificate, which provides both server side 
authentication, identifying the server to the client, and client authentication, identifying the 
client to the server. Secure Socket Layer (SSL) provides authentication based on digital 
certificates and is commonly used in Web applications when attempting to connect to a secure 
homepage. Usually Web pages only use server side authentication with certificates because 
the client side authentication requires the user to obtain his own personal digital certificate 
from a trusted vendor, which is infeasible in many systems in the Internet. It may be 
necessary, however, to use client side authentication with digital certificates to achieve a high 
security in the system [OWASP02]. There will be more information about SSL in chapter 6.1. 

Infrastructure authentication 
It is also possible and convenient to use IP addresses or DNS names to authenticate other 
hosts or applications. This is referred to as infrastructure authentication. This should be used 
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in combination with other authentication methods, however, because it is easy for an attacker 
to forge an address or a name with so-called IP Address Spoofing. 

4.2.5 Authorization  
Authorization deals with access rights and what users can do, which resources they have 
access to, and what actions they are allowed to perform on data. Authorization has to be 
preceded by an authentication. The level of authorization determines what a user is allowed to 
do once he is authenticated and allowed to access the system. Authorization is also connected 
to Access Control, which enables the system to recognize security policies for a group of 
users, which can include restrictions for actions allowed in the system [OWASP04b]. 

4.2.6 Accountability and Auditing 
Accountability is the third A in the abbreviation 3A, and is one of the primary demands on 
information security. It deals with the ability to trace the activities in the system and ensure 
that users are held responsible for their actions. This can be achieved by authentication and 
audit trails, used to log activities. Furthermore, accountability supports non-repudiation, 
intrusion detection, and detection of potential abuse, referred to as forensics.  
 
Accountability is closely related to auditing, which is the process of monitoring the activity in 
a system for statistic and security reasons. The primary purpose of auditing is to detect and 
deter penetration of a computer system and to reveal usage that identifies misuse. An audit 
trail is the information used to maintain a log of activity. An audit log used for statistic 
purposes can identify problems with bandwidth for example. Furthermore, an audit log can 
identify the source of hacking attacks and help the system administrator become aware of 
problems with the system configuration. An audit requires a plan for managing and analyzing 
information from the system, as well as ongoing maintenance and monitoring. Firewalls, 
analyzing traffic going in and out of the network, can work as audit logs to log traffic and 
suspicious activity in the system [Fis01], [Au01]. 
 
Auditing controls are closely related to what is referred to as Intrusion Detection Systems. The 
difference is that audit controls often are very complex, they generate a lot of data and they 
often only work a posteriori, meaning that analysis of the material is performed afterwards. 
Thereby, auditing can implicate that attacks are undetected or only detected a long time after 
they occurred. The necessity of automated tools for audit trail analysis increases, where real-
time detection of security violations from external or internal attacks can be noticed.    

4.2.7 Non-repudiation 
Non-repudiation is a security concept using cryptography to make the origin and content of an 
electronic message irrefutable to the parties involved once a message has been generated. 
Digital signature with hashing can be used to achieve non-repudiation, and techniques as 
timestamps can also be implemented [Gr00]. Non-repudiation is achieved through PKI and 
Message Digests, usually referred to as digital signatures [Xu04]. 
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4.3 SOAP and Security Issues 
Although an electronic document exchange allows companies to reduce their processing costs 
and simplify the exchange of documents, the open and flexible nature of SOAP also exposes 
the companies to security risks.  
 
”..no security is required in either HTTP, XML, or SOAP, it's a pretty simple bet that different 
people will bungle any embedded security in different ways, leading to different holes on 
different implementations. SOAP is going to open up a whole new avenue for security 
vulnerabilities”- Bruce Schneier, Founder and CTO, Counterpane Internet Security, Inc. 
[Sch00] 
 
The SOAP specification does not offer or implement any security and at the same time faces 
all security challenges as other applications and services on the Internet. SOAP, however, also 
faces a number of specific issues, which are not addressed by common security standards and 
techniques. 
 
Because SOAP is usually implemented over HTTP, which bypasses traditional firewalls, 
malicious SOAP messages can be transmitted through firewalls and can cause harm to critical 
computing assets, such as databases and application servers. Furthermore, the traditional 
firewalls are not data aware, meaning that they aren’t able to analyze the actual SOAP 
message. SOAP messages and all information transmitted on the Internet is subject to 
eavesdropping, interception, and corruption and SOAP’s simple data format (XML) makes it 
even easier to interpret the information [Xu04]. Transport-level security, providing 
confidentiality, data integrity, and authentication, like the commonly used SSL, exists only for 
the duration of the session and does only ensure security between two nodes. It does not 
ensure security in a chain of intermediaries, without extra effort such as decryption and 
encryption of the message at each node. This should, however, not be an issue in the ERP 
System Integration, where only a few intermediaries are used. Furthermore, access control 
methods typically focus on the human-to-machine and not machine-to-machine environment 
[Ve03]. Apart from these problems, however, it has been concluded that threats on SOAP do 
not differ much from the threats on other systems communicating over a public network 
[On03]. SOAP must be secured by using older security techniques and, at the same time, 
implement and develop new standardized techniques to secure the specific issues. In chapter 
6, some standards for protecting SOAP messages are described. Some experts claim that 
security issues in a distributed system implementing SOAP aren’t more serious than other 
applications which sends XML over HTTP. This is because the SOAP client can only send 
SOAP messages but not receive them. The server in such a system is exactly as vulnerable as 
any Web server, which receives data files [Ap04]. 

An example of a SOAP security issue 
A SOAP node, such as a SOAP server, which processes incoming SOAP messages, contains 
only information related to the Web Service it provides, such as names of services, names of 
methods in each service, the path to the classes that implement the Web Services, etc. The 
SOAP server itself does not provide any mechanisms for dealing with authentication and 
authorization [W3P103]. A client who accesses a SOAP server can invoke any method of any 
service hosted on the particular server. Therefore, Web Services of different levels of 
sensitivity cannot be hosted on the same SOAP server. This is a problem in a distributed 
system where business partners with different authorities access the system. 
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The first and simplest solution to the problem is to use different SOAP servers for different 
levels of sensitivity. Different authentication policies can be implemented for each sensitivity 
level. This may be enough for solutions like the document exchange today, but with changing 
requirements and gaining many users, it may be hard to fulfill the demands on the system. 
The users in the ERP System Integration must be registered in the system. Users in companies 
may have different rights achieved through different roles and with many users in the system 
it is not feasible to support each level with its own SOAP server [Sid03]. 
 
Although, the problems with the incapability of the SOAP server to provide authentication 
and authorization for specific users can be solved with different methods, the experts do not 
agree upon which approach to use [Sid03]. Some experts claim that customized solutions 
should be avoided if they don’t correspond to the SOAP specifications because they violate 
the interoperability objective of SOAP [Sid03]. Other organizations, however, claim that 
because all companies have different demands individual solutions are required [Ap04]. 
 
This subchapter handled some specific security issues with SOAP. A risk assessment and a 
more structured and efficient approach of finding threats and vulnerabilities in a distributed 
environment implementing SOAP will be discussed in chapter 5. 

4.4 Security Requirements  
This subchapter discusses the security criteria that have influence on the document exchange 
system. Many companies start with the wrong questions, asking themselves if they must 
implement SSL, or some other technique to protect their assets, instead of asking themselves 
how to achieve confidentiality for the message, integrity for the message and how to 
authenticate the client [On04]. 
 
In the case of document exchange over information intermediaries in the metal working 
industry, security has two different objectives:  
 

1) The digital signature must replace the handwritten signature, the company stamp, and 
the letterhead on the material test reports, and fulfill the proof of origin, authenticity, 
and integrity. In the ERP System Integration the digital signature must also be able to 
be implemented with SOAP.  

 
2) Security must be provided for the intermediary platform and the material test reports 

exchanged. The intermediary must fulfill the security demands on availability, 
authentication, authorization, accountability, and audit. The message must be 
confidential as well as have integrity and non-repudiation. 

 
The two requirements overlap, and the digital signature, which is required in the system, 
provides message integrity, authentication, and non-repudiation, which include all demands 
on message security except confidentiality. This chapter is split into security demands on the 
exchange of the material test report and security demands on the system. 
 
The requirements and their role in document exchange over an information intermediary will 
be further illustrated in other chapters. 
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4.4.1 Security Demands on the Exchange of Material Test Reports 
The material test reports must fulfill different demands on security depending on the content 
and the companies’ requirements.  

Confidentiality 
Confidentiality is an important issue in the document exchange and solved by encrypting the 
reports. No one should be able to read the material test report during communication. The 
report is sent in XML, which is a format that can be interpreted by anyone. Providing 
confidentiality in the database is difficult and generally decreases performance.  
 
The need for confidentiality depends on the sensitivity of the information to be transmitted. 
The specification of a business transaction, a product description, or test data are parts of the 
material test report which are considered sensitive information. A competitor or another 
player in the supply can find information about business connections or tests, and use it for 
his own purposes. Information from the tests can be used to compare different companies and 
make a classification of the manufactures. This information, as well as information about key 
suppliers is information which metal producers and manufacturers would prefer keep to 
themselves rather than to reveal to competitors or others who are interested. Sometimes, also 
attachments must remain confidential. There are a number of different types of material test 
reports divided into two separate groups. Generally the first group (2.x) does not include 
information as sensitive as the second group (3.x). There are also material test reports that do 
not include any sensitive information and do not require confidentiality. 

Message Integrity 
It is important that the information in the material test reports can not be changed during the 
transmission as well as when they are saved in the database. Product description or test data 
are important fields in the material test report, which a competitor, the producer, or the 
customer himself, at a later time, could change to get a competitive advantage. Message 
integrity is usually more important than confidentiality, and must always be provided. 

Authentication 
The actual sender of the test report must be identified. A player in the metal working industry 
or someone else should not be able to send messages, which looks like they come from 
someone else. In an open electronic document exchange with no security measures anyone 
could create an exact copy of a material test report. 

Non-repudiation 
The sender should not be able to deny that he has sent a report. Authentication can be based 
on a shared secret, such as in secret key encryption, which, however, allows the sender to 
deny that he has sent the message, because everyone possessing the secret has the ability to 
create the same message. Non-repudiation is important and must be achieved with public key 
encryption. (cp. chapter 4.2.1) There is no trust in a system where a user can deny that he has 
performed a specific action. 
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4.4.2 Security Requirements in the System 

Availability 
Companies must be able to access the intermediary from different places and at different 
times. The attack on availability is one of the most common attacks on distributed systems. 
These types of attacks can prevent other users from accessing the services, search the 
database, upload material test reports etc. To be able to provide a reliable service available to 
the users around the clock, availability for the system must be ensured [SANS04]. 

Authentication 
Companies require that only authenticated users can access the material test reports at the 
information intermediary. All clients using the intermediary must authenticate themselves 
before being able to perform any actions. Authentication must be performed on the client as 
well as on the server to prevent unauthorized external, as well as, internal access to the 
system. In an internal attack, the attacker can control the authentication mechanism, and 
therefore, must also the server authenticate the user. Different actions may require different 
authentication. A two factor authentication on the client as well as at least a one factor 
authentication on the server, is necessary for the upload of material test reports. Furthermore, 
infrastructure authentication may be implemented for the registered users, which have to 
upload material test reports. 
 
A password-based authentication control on the server may be sufficient to be able to search 
the database with the Web Portal Access method. The server environment must, in that case, 
control the strength, i.e. the length and predictability, of the passwords. Entity authentication, 
for example, by the use of cookies can also be implemented in the Web Portal Access. 

Authorization 
It must be possible for companies to have different roles, with different levels of authority. 
Users have different levels of authority in the system, deciding which resources they are 
allowed to access and what actions they are allowed to perform. The different companies in 
the supply chain may also take different roles, depending on if they sign the material test 
report themselves, or if an inspection organization signs the report. Furthermore, they can take 
the roles of supplier and customer, which decide their interaction with the information 
intermediary. Authorization and access controls have to be performed in the server 
environment and handled by the third party responsible for the information intermediary. 

Accountability and Auditing 
Because it is impossible to protect a system against unknown threats, accountability and 
auditing, for monitoring all actions in the server environment must be implemented. There are 
two major categories for how to detect malicious activity: misuse detection and anomaly 
detection. The misuse detection model compares monitored events to determine whether or 
not the event qualifies as an intrusion. The anomaly detection works in the opposite way and 
looks for activity that does not conform to a model of normal use. Firewalls and Intrusion 
Detection Systems (IDS) can together monitor internal as well as external communication. An 
IDS is necessary for real time detection of attacks.  

4.4.3 Physical Security 
Physical security and physical access to the information intermediary containing the Web 
servers, application servers and databases, as well as company networks with client 
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applications are also important and often neglected. A two factor authentication, where the 
user is authenticated with a smart card and a PIN, on the client as well as a password 
authentication on the server makes internal attacks more difficult. The physical access to the 
facilities and particularly the parts with database and application server must be supervised. 

4.4.4 Material Test Reports and Requirements for Signatures 
Some test reports need a signature from an authorized employee and others only need a 
company stamp or a letterhead. In digital form, a handwritten signature is represented by a 
digital signature, which ensures that a material test report has data integrity, data 
authentication, and non-repudiation. The different levels of proof of origin and authenticity 
require a need for different security levels. Up until now, for documents with low security 
requirements only, specific letterheads are used for proof of origin and authenticity. Though it 
is easy to generate a common letterhead for a digital test report, it does not provide any 
security because it’s possible for everyone to generate an exact digital copy of the test report. 
To generate a secure digital letterhead some sort of digital signature should be used. The 
medium security report is a paper document with a letterhead and a company stamp. A 
company stamp can’t simply be a picture in the digital test report, but also has to use a 
cryptographic method like digital signature. The high security report, needs, besides a 
letterhead and a company stamp, also needs a handwritten signature by an authorized person. 
When looking at the three different security levels they show an increase in the need for 
authentication and authority. A high security report needs to have a high demand on 
authentication through for example a two level authentication such as a smartcard and a PIN. 
On the other hand, a letterhead may only need to authenticate the users by a login and 
password or by a smartcard without any other authentication [Hor03].  
 
Digital signatures have a restricted lifetime, and it must be possible for companies to sign an 
already signed material test report with a new signature to sustain proof of origin, 
authenticity, and integrity for a longer time. In the metal working industry, products often 
have a very long lifetime. 
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When transmitting a material test report from a client to a server, there are many security 
issues to consider. Potential threats and vulnerabilities may take several forms. Failure to 
install patches can allow unauthorized access, leaving a briefcase open, or forgetting to logoff 
from the system when leaving the room are other behaviors that can threat the system. Attacks 
such as buffer overrun in an application can let the attacker take control over the entire 
system. IP spoofing are methods that an attacker can use to cover his identity to bypass an 
infrastructure authentication such as the IP authentication process. Other problems like SQL 
Injection attacks on databases can be used to infiltrate a system. These were some examples 
of intentional acts used to attack system. There are also unintentional threats by users, which 
must be considered, as well as natural causes.  
 
Risk assessment is only one part of designing a secure system. The design of a secure system 
usually starts with a system requirement analysis (1), where the system’s functionality and 
goals as well as the demand on security are stated. Thereafter is a risk assessment with threat 
and risk analysis (2) performed, which is followed by the security policy and security model 
(3). (cp. chapter 4.1) Then a preliminary design (4) of the system’s architecture, where 
specific security components are identified, must be proposed. A more fine grained design (5) 
must be developed from the existing architectures. Thereafter, the first practical step can be 
taken, and the integration of the security mechanisms (6) can be implemented. The last two 
steps, before the installation and maintenance (9), include the validation, testing and 
evaluation (7) as well as a security classification (8) according to some existing criteria 
catalogue [Schl01], [Ec01].  
 
In this chapter the greatest threats and vulnerabilities in a SOAP transmission and in 
distributed systems in general are analyzed. The term risk assessment is explained and the 
most important parts of a risk assessment are shown.  

5.1 An Introduction to Risk Assessment 
A risk assessment is a continual process evaluating the vulnerabilities and threats on an IT-
system in order to protect the company’s assets. The risk assessment typically includes an 
analysis of which assets in a system that need to be protected, who and what the threats and 
vulnerabilities are, what the consequences are, if the assets are damaged or lost, what the 
value of the assets to the company is and what can be done to minimize the loss or damage. 
Another important part of the risk assessment is the prioritization of the vulnerabilities in the 
system, which makes it easier to know where to concentrate the effort. All these parts are also 
important when convincing the company board members of the requirement for IT-security 
measures in the company [Pr04], [NIST02]. 
 
NIST (The National Institute of Standards and Technology) defines a risk as follows: “Risk is 
a function of the likelihood of a given threat-source’s exercising a particular potential 
vulnerability, and the resulting impact of that adverse event on the organization“ [NIST02]. 
 
In more simple words, the risk is the probability of an event that has negative consequences 
for involved parties [Al03]. The threat-source can be divided into natural threats, such as 
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earthquakes, environmental threats such as power failure, human threats, etc. Human threats, 
in turn, can be divided into unintentional acts, like human errors and deliberate actions, such 
as different types of attacks and unauthorized access to confidential information. An attack is 
described as a specific technique used to exploit vulnerabilities [Can01]. Vulnerability, on the 
other hand, is a weakness in the system’s security, procedures, design or implementation that 
can be intentionally or accidentally exploited, and can result in a violation of the security 
policy. When a system has no vulnerabilities that can be exercised, a threat-source does not 
involve any risk. For instance, a closed system isn’t exposed to any (external) attacks. 
 

Risk = Threat x Vulnerability  
[Bon03] 

5.1.1 Risk Assessment Methods 
Every organization is unique and must therefore perform their own risk assessment to 
evaluate threats based on their unique circumstances. Three major approaches for performing 
risk assessments come from NIST, OCTAVE and BSI. 
 

� NIST’s presents a report called, “Risk Management for Information Technology 
Systems,” which describes a comprehensive nine-step process for performing a risk 
assessment [NIST02]. 

 
� OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) 

methodology developed by CERT (the Computer Emergency Response Team) at 
Carnegie Mellon University [OCTAVE01]. 

 
� The IT Baseline Protection Manual from BSI (Bundesamt für Sicherheit in der 

Informationstechnik), which provides a set of recommended standard security 
measures to achieve a required security level in IT-systems [BSI03]. 

5.2 Risk Assessment for the ERP System Integration 
This chapter shows how to apply some of the steps in risk assessment process for the ERP 
System Integration access method. The example below is a risk assessment based on the 
report from NIST and on a risk management report for a common IT project. By combining 
them, a comprehensive and concise structure for risk assessment can be created [NIST02]. 

5.2.1 Step 1: System Characterization 
Approach: Use all involved parties to collect information about the system and define 
boundaries. 
 
A description of the system has been done in a previous chapter and the brief risk assessment 
in this subchapter focuses mainly on security issues related to SOAP. In this risk assessment 
only deliberate human threats, i.e. attacks, will be analyzed and not natural or environmental 
threats, or unintentional human acts. Furthermore, this chapter does not present a risk 
assessment for the complete document exchange architecture, but serves as an example for a 
structured way of locating risks in a distributed system with SOAP as communication 
protocol. 
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5.2.2 Step 2: Identification of Threats and Vulnerabilities  
Approach: Brainstorm, research and analyze the history of system attacks to identify as many 
potential threats and vulnerabilities in the system as possible.  
 
The second step in risk assessment is the threat and vulnerability identification, i.e. analyzing 
possible attacks and weaknesses. The distributed system in the case study can be split into 
components that can be analyzed separately; client environment and the server environment, 
including the Web server, application server, and database. The third component, exposed to a 
security risk, is the communication between the client and the server environment over the 
Internet and within the environments over a local area network. It can generally be said that 
the physical separation of data storage, business logic and data access logic in distributed 
computing, is a vulnerability that exposes the system to a wide range of attacks. This is 
because the data has to be transmitted between parties over a public and insecure network.  

Internal attacks 
One type of attack that often is forgotten when considering the security in a system is the 
internal attack. Computer Security Institute (CSI) has in a survey estimated the internal 
attacks to about 80 percent of the total attacks [Ver01], [Th02]. CSI is a highly respected 
organization, however, the statistics must be carefully considered. For example they 
sometimes include so called “security breaches”. Security breaches are not always intentional 
internal attacks on the system but instead unintentional acts, such as opening an e-mail 
containing Trojan horses or sending chain letters or other inappropriate e-mails. Such actions 
as well as the fact that internal attacks are easier to trace to a specific attacker and therefore 
also to report, increase the number of internal attacks in the statistic. Furthermore, firewalls 
often prevent attackers from even trying to perform an attack on a system, which decreases 
the total number of external attacks and affects the relationship between internal and external 
attacks in the statistics [Th02]. A survey from the CSI and the F.B.I. in the year 2001, 
estimated the internal attacks to be about one-third of the total attacks on a system. This is still 
a big number, but is probably closer to real value [Th02]. Internal attacks are, however, 
frequently more serious than external attacks, because the intrusion usually results in 
significantly higher financial costs [Mog02]. 
 
Examples of internal attacks are password attacks, sabotage, and theft of servers, desktops, 
laptops, or tokens used for authentication. The social engineering attack, where an attacker 
first develops a relationship to an employee and thereafter tries to get the employee to hand 
over some sensitive information, which can be used in an attack, also counts as an internal 
attack. Another vulnerability related to internal attacks, is the weakness in physical protection 
of the assets, something often forgotten in companies. Other weaknesses exposing the system 
to internal attacks are lack of encryption and authentication within the company [MS04b], 
[BSI03]. Internal attacks, in the server environment, are mainly performed by malicious 
administrators and other personnel accessing the server environment physically. In the case 
study is the information intermediary under the supervision of an independent third party, 
which must ensure a secure processing and storage of the reports.  

External attacks 
External attacks against distributed systems can be directed against the server or client 
environment, or against the communication between them. The goal of an attack can be to 
interrupt operations, obtain confidential information, or to perform unauthorized actions 
within the system. They can also be aimed at the techniques used to protect the system, or at 
the network or application layer to bypass security measures.  
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Attacks against Web servers are common, because the high number of Web servers providing 
Web sites and other services in the Internet. An attack on a Web server does not only have 
directly financial consequences, but also damages the company’s reputation. Attacks on the 
Web server can be aimed at the operating system on the Web server, software on the server, 
scripts, plug-ins, firewalls, or routers cooperating with the server. An attacker mainly has 
three objectives: Gaining access to the Web server, changing the Web site contents or 
preventing others from using the Web server [CERT01]. The latter is a very common attack 
known as Denial of Service attack, which is an attack on the availability of the system (cp. 
chapter 4.2.3). Denial of Service attacks were at the second place on the list for most cost 
causing computer crimes, and with about half the loss of dollars in comparison with viruses, 
according to the Computer Crime and Security Survey (2004) from CSI and the F.B.I. Theft 
of proprietary information was on the third place [CSI04]. 
 
Apart from attacks on the Web servers in a distributed system, attacks are also targeted at the 
database. The database can be affected by all attacks on the server environment, but also often 
itself be the target of an attack. Three main threats to databases are Network eavesdropping 
(1) or sniffing (2), an attacker monitoring communication between two parties, Unauthorized 
server access (3), direct connect attacks on the database from authenticated and not 
authenticated users, and Password cracking, by dictionary attacks or manual password 
guessing. All three attacks can be as well internal as external attacks [MS04b], [BSI03]. 
Another common attack on the database is the SQL Injection attack where an attacker sends 
SQL parameters to a Web site to get unauthorized access to the system. 

Threats and Vulnerabilities in SOAP 
Some experts claim that because the SOAP client only is able to make calls and not to receive 
them, it is not exposed to any threats or vulnerabilities other than comparable applications 
sending documents over HTTP to a Web server [Ap04]. There are, in other words, no specific 
threats against a SOAP client. This is a rather controversial topic, however, where experts 
don’t have the same opinion. (cp. [Ap04], [Sid03]) 
 
External threats in a communication with SOAP are mainly targeted at the intermediary, 
which provides the Web Services. The OWASP (The Open Web Application Security 
Project) is an organization trying to help companies to improve the security of their Web 
applications and Web Services. OWASP has released a list of the most common 
vulnerabilities, which can be used by companies as a source of information when developing 
Web Services. It may seem impossible to make a list of the worst vulnerabilities due to the 
rapid development of Internet, but actually, the list has not changed significantly over the last 
two years. (The whole list can be found here [OWASP04a].) The most relevant vulnerabilities 
are Cross Site Scripting (XSS) flaws, Denial of Service and insecure server configuration 
management [OWASP04a]. Except for these, vulnerabilities in Web Services are often related 
to the fact that the functionalities are made to call applications, and the functionalities are 
written by programmers with a lack of knowledge in security issues [Ma02], [Ap04]. 
 
In the last few years threats on the content-level Web Services have been analyzed in order to 
find new threats related to SOAP. The classification of threats against Web Service builds 
upon vulnerabilities in Web applications, such as the list from OWASP, and other threats on 
Web application such as modified buffer overflow attacks and SQL Injection [On04]. These 
two attacks are also on the list from OWASP. Some other common attacks on Web Services 
and related to the SOAP messages are interception and manipulation of SOAP messages, 
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forged clients requests and forged server responses, canonicalization attacks and format 
string overflow [OWASP02]. 
 
Depending on the system architecture, the SOAP server is vulnerable to various attacks. In 
our case the SOAP server is placed behind a Web server and is also affected by attacks 
performed on the server. The SOAP message is passed from the servlet to the SOAP server 
for processing. When the message reaches the SOAP server the next line of attacks are 
possible, including an XML structure attack, structure/schema misvalidation on the XML 
parser and XML External Entity (XXE) attack [SANS03], [Mc03]. The XXE attack uses 
vulnerabilities in the XML parser to perform a DoS attack or access unauthorized data 
[Ste02]. After parsing of the SOAP body the data is interpreted to invoke some service. Here 
the attacker can invoke some unauthorized service or send parameter data that is invalid. If 
using SOAP over HTTP, the system is also vulnerable to a number of threats based on HTTP 
[Mc03]. 
 
SOAP must be implemented together with a framework and different toolkits. Vulnerabilities, 
such as bugs and flaws in software for Web servers, application servers, and other software 
are announced almost once a week and present one of the greatest risks in the system 
architecture [OWASP04a]. For example, SUN One Server, Microsoft Internet Information 
Server (IIS), IBM WebSphere, Microsoft .NET, Apache Crimson XML parser, Apache Web 
server and Oracle9i Application Server all contain vulnerabilities, which have left them 
exposed to Denial of Service attacks [Ke04]. 
 
Another vulnerability in the SOAP communication are the attachments. Attachments can be 
used for DoS attacks if they are very large and difficult to process but they can also carry 
XML embedded malware like viruses and Trojan horses [BSI03]. 
 
XML has a number of weak points, which are not unique to SOAP, but important when 
implementing XML. The first one is a DoS attack, performed by sending XML documents 
with an extremely large number of chains of elements. The DOM parser and the memory 
consumption on the server have problems handling these large XML documents and can 
crash. Xpath Injection attack and Parameter Attack are other XML attacks, which both are 
similar to the SQL Injection [On04]. In the Parameter Attack the attacker sends XML files 
containing malicious code to the database query, in order to achieve system information or to 
make the system crash [Ap04]. Another XML related attack is the Entity Expansion Attack, 
which may allow the attacker to access unauthorized resources. It uses the fact that external 
data can be embedded into an XML document with a Document Type Definition (DTD). The 
attacker can specify the data in a URI, which points to a local file in the server environment, 
which will give the attacker unauthorized access to functionalities or make the application 
crash [On04], [XMM03], [Ap04]. There are also other DTD attacks, but because DTD isn’t 
supported by SOAP, they shouldn’t provide a threat in the ERP System Integration. (cp. 
chapter 3.2.3 XML Infoset)  
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5.2.3 Step 3: Analyze Threats and Vulnerabilities 
Approach: The cause for every threat and vulnerability must be identified, as well as the 
probability that it will occur and its effect on the company. The likelihood determination can 
be divided into levels of low, medium and high, according to the capability of the attacker and 
the ability to protect the specific vulnerability. 
 
The analysis of different threats and vulnerabilities together with the risks and the effect on 
the company have been mentioned in the last subchapter. In this chapter some typical attacks 
on distributed systems will be analyzed. 

SQL Injection 
Standard Web applications receive parameters as strings from the client. These input strings 
must be carefully examined to prevent an attacker from sending malicious parameters to 
invoke some unauthorized process on the server. Usually, Web Services are less sensitive to 
these sorts of attacks, because they use data types to define which argument that is allowed as 
input and if receiving unknown parameters the SOAP server will return a fault message 
[Fau03]. The first step in performing an SQL Injection attack on a Web Service application is 
to check if it performs an input validation. Information about good input arguments can be 
found in the targeted company’s WSDL-file. Also information about the data type and its 
function can be found there. By sending a request for information to the Web Service with 
one of the arguments in the WSDL and analyzing the response message afterwards, an 
attacker can get information from the WSDL file, about input validations and how the Web 
server communicates with the database. A Web Service is extremely vulnerable if it doesn’t 
implement an input data validation, through a default-deny rule, which means that it only 
accepts expected inputs. It should also at the same time implement an outgoing data 
validation, which controls the information sent to the requester. The attacker changes his 
methodologies all the time, however, and the system’s security must also continually be 
improved. [Fau03]. (How to perform a SQL Injection attack: [Sk04], [Fau03])  

Cross Site Scripting (XSS) 
Web sites today are dynamic and include Web applications, which let the user interact with 
the pages in a new manner. However, the dynamic Websites can also be used for so-called 
Cross Site Scripting attacks (XSS), which is the fourth point in the list from OWASP. XSS 
attacks try to upload malicious code to a dynamic Website without being noticed by the server 
or the clients. This code is thereafter used in an attack on the client. Many forums and guest 
books allow users to upload JavaScript and html, which an attacker can use to upload 
malicious code. A user, which has logged on to a forum may activate the malicious code in 
belief he accesses another Web site, but instead allows the attacker to hijack the session for 
the user. In short, Web applications vulnerable to XSS are applications, which allow an 
attacker to send malicious data to it, which thereafter is used for attacks on other users [Te04], 
[CGI03]. 
 
Another type of XSS attack is the theft of cookies. After an initial authentication with a 
username and a password, a cookie is often sent to the user, which is used for authentication 
during the session. (cp. chapter 4.2.4) One of the most popular schemes for capturing these 
cookies is the XSS attack. Apache Tomcat, Microsoft IIS and IBM WebSphere have all been 
exposed to XSS attacks, where an attacker steal accounts for accessing Web applications. 
Other attacks trying to steel cookies are performed by using vulnerabilities in Web browsers 
or by tricking the user to install a Trojan horse. Once the cookie has been stolen, the attacker 
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can access the users account if he logs in to the application fast enough before the session is 
expired. Many hijacking techniques, however, try to access the account before the user has 
logged off. The theft of cookies is only one of many attacks, which can be performed with 
XSS [En02]. 
 
XSS vulnerabilities depend on bugs and flaws in the software, which the attacker can use to 
capture sensitive information. The attacker can use the authentication credentials to log in to 
the intermediary platform. The damage from the attack depends on the authority of the stolen 
account and the goals of the attacker. Research on the Internet shows that XSS attacks are 
common and vulnerabilities in software exposed to the attacks are often found [Te04], 
[CGI03]. 

Network eavesdropping 
Network eavesdropping can occur when the information transmitted on an insecure network 
isn’t encrypted. It allows an attacker to capture sensitive data such as login credentials to be 
able to manipulate the database or application specific data such as material test reports. The 
attacker can be a competitor, a journalist, or a co-worker for example. Generally the 
probability for eavesdropping is small, because the attacker must have access to the transport 
medium. The damage to the system depends on what kind of access the attacker gets to the 
system through the theft of login credentials or what he does with the material test reports. A 
journalist may publish the reports and reveal information about business connections, which 
leads to potential losses for the companies.  

Internal password attack 
An internal attack in the client environment such as a password attack is also performed to get 
access to sensitive data. The probability that this may occur compared with external attacks is 
small. The damage to the system if someone gets access to the client application depends on 
the rights of the user account accessed. If a password belonging to an administrator is 
cracked, the damages will be very high, but if a password for a client with fewer rights is 
cracked, the damage will be less. An internal attack can be performed by employees who use 
the material test report for own purposes. 

Denial of Service attacks 
The buffer overflow attack can be performed with a SOAP message. There are also other 
buffer overflow attacks where an attacker simply sends oversized Internet Control Message 
Protocol (ICMP) packets, also known as the Packet Internet Groper (ping) of death, which 
makes the system crash. Other DoS attacks can flood a network with information, and prevent 
users from accessing it. The SYN Flooding uses the three-way handshake protocol, but after 
sending the initial connection request, it does not respond to the server’s reply. The server 
will close the connection after a while, but if the attacker sends a high number of connection 
requests in a short period of time the system may crash. Another flooding attack can be done 
with e-mail, sending spam e-mails with attachment to fill up the user’s inbox [Ser01]. 
 
A Denial of Service attack is a very common type of attack and is performed to crash a 
system or to attack the availability in some other way. The probability for such an attack is 
quite high, because it is easy to perform. An attack on availability is usually not as serious as 
an attack on confidentiality or integrity, although, it costs time and money for the company, 
and can also damage its reputation. In the case study, DoS attacks can be performed on client 
applications as well as server applications. 
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5.2.4 Step 4: Evaluate Risks 
Approach: Review the analysis and determine which threats and vulnerabilities provide the 
greatest risks. Rank the risks according to their likelihood and the damage it causes. Make a 
risk profile, list all risks that may affect the system, along with a scale based on the 
probability of the problem occurring and the amount of damage (impact analysis) it causes 
the company. The impact analysis can be described in loss of the security goals like 
confidentiality, integrity, and availability. 
 
It’s hard to rank the risks according to their probability but generally, external attacks have a 
higher probability than internal. DoS attacks are easy to perform but are an attack on the 
availability, however, which implies less damage than other attacks. The attacks can be 
categorized according to the different security concepts and the impact on the system. An 
attack on confidentiality is not as bad as one on integrity. An attack on human or entity 
authentication can result in lost confidentiality or integrity, which therefore must be 
concluded a very serious attack. The attacks usually have a number of different impacts, for 
example, network eavesdropping is an attack, which primarily affects confidentiality but it 
may also affect integrity and authentication. 
 

Type of attack Likelihood Impact analysis 
Denial of Service High Availability 
SQL Injection attack High Authorization 
Password cracking Medium Authorization 
Cross Site Scripting (XSS) Medium Authorization 
Network eavesdropping Medium Confidentiality 

Table 5-1: Example of attacks categorized according to likelihood and impact 

5.2.5 Step 5: Develop and Implement Risk Management Plan 
Approach: The risk management plan should treat the most serious risk to minimize the 
likelihood and effects of the threats. A backup plan should also be created if the originally 
strategy does not work. 
 
Techniques and standards, such as specifications related to XML and security, implemented 
as extensions in SOAP to protect the message, will be discussed in chapter 6. Furthermore, 
different security measures to ensure security for the message and the system will be 
discussed. A back-up plan is not within the scope of this thesis. 

5.2.6 Step 6: Monitor, Report and Update the Risk Profile 
Approach: The risk management plan must be continually monitored, reviewed, and updated 
to protect against new threats.  
 
A third part service provider controls the information intermediary platform and is responsible 
for security issues in the server environment as well as continually updating the system’s risk 
assessment [MS03a]. 
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This chapter describes available SOAP related IT-security techniques and standards. Security 
for SOAP, however, builds upon already existing security technologies like Public Key 
Infrastructure and Secure Socket Layer (SSL), but requires new ways of implementing them. 
The XML Security and WS-Security are specifications, which present techniques to achieve 
end-to-end and protocol independent security for XML and SOAP. The relevant topics in the 
subchapters and the most suitable security techniques and standards for the ERP System 
Integration are selected and implemented to set up a secure system architecture (cp. chapter 
7). 

6.1 Secure Socket Layer 
SSL provides confidentiality, message integrity, server authentication and optionally a client 
authentication, by the use of cryptography, digital signatures and certificates [Cs03]. SSL uses 
a combination of public key encryption and secret key encryption. (cp. chapter 4.2.1) Secret 
key encryption is much faster than public key encryption but the latter provides better 
authentication techniques [IBM00]. SSL uses TCP/IP on behalf of the higher-level protocols, 
and allows an SSL-enabled server to authenticate itself to an SSL-enabled client (1), 
optionally allows the client to authenticate itself to the server (2), and allows both machines to 
establish an encrypted connection (3). SSL can be used together with SOAP and is then 
implemented in the SOAP server and in the SOAP client. SSL has some security issues, 
which makes it insufficient in specific Web Service implementations. 
 
Since Netscape first implemented the Secure Sockets Layer (SSLv2) protocol 1995 the 
protocol and it successors, SSLv3 and TLS have become a standard way to secure 
transactions between two applications communicating over Internet. Whenever a client is 
submitting sensitive information via the Internet such as usernames, passwords, personal 
details, etc., SSL can be used to secure the information in transit. If running an e-commerce 
site it is expected by the customers that SSL or some other sort of encryption is used [Ge04]. 
 
SSL provides good transmission security in the Internet but it also has some disadvantages 
including some known attacks on the protocol as for example the man-in-the-middle attack. 
Despite these known problems with SSL, the number of third-party certified SSL servers 
continues to grow, with Netcraft reporting a 56 percent increase between April 2003 and 
April 2004 [Net04]. To be able to provide SSL connections on a Website, it is necessary to 
have a certificate [Ge04]. 

6.1.1 SSL Certificates 
SSL certificates can be bought from a Certification Authority (CA). Until 1999, Verisign and 
Thawte monopolized the market for SSL certificates. In that year, Verisign purchased Thawte 
and it became a part of Verisign. In recent years, more companies have established as CAs, 
and provide cheaper certificates for small to medium sized enterprises [IBM00]. 
 
A certificate contains information such as public key of the entity being certified (usually the 
server), a Distinguished Name (DN), i.e. name and address of the entity being certified, a DN 
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of the issuer of the certificate (usually the CA), a digital signature of the issuer of the 
certificate (to provide integrity for the certificate), issue data and an expiration date [IBM00]. 

6.1.2 Client and Server Authentication 
The communication between a server and a client starts with an authentication. The 
authentication is achieved through a so-called SSL handshake. The SSL handshake allows the 
server and client to authenticate each other and to agree on an encryption algorithm and 
cryptographic keys [Fr96]. In SSL communication, the server always contains a certificate. 
When a client wants to open a SSL connection, the server provides the client with its 
certificate. The client controls the certificate against his list of trusted certificates and a list of 
trusted root certificate authorities (CAs). A list of trusted certificates for big and important 
CAs such as VeriSign is integrated in common Web browsers. The client should accept the 
certificate if it is listed on the trust certification list or if it is issued and signed by a CA, 
which he trusts. When this step is completed, the server authentication is finished. 
 
To perform a client authentication, the client must also have a certificate and the server must 
perform the actions above to prove the identity of the client. This is cumbersome because 
every client must have its own certificate. A client or a user usually authenticates himself to 
the server with so-called HTTP basic authentication, i.e. with a username and a password. 
The transmission of security credentials in HTTP basic authentication, however, is often done 
with SSL. Client authentication with a certificate provides a higher level of security than basic 
authentication [New04]. Basic authentication can only provide access control for the router 
servlets and not for individual services. If a client can access a servlet, he also has access to 
all Web Services served by that servlet [IBM04]. 

6.1.3 Encrypted SSL Connection 
An encrypted SSL connection allows a client and a server to send encrypted information with 
secret key encryption to each other, thus providing confidentiality. The secret key is generated 
separately by the client and the server after the initial authentication(s). 
 
The SSL protocol provides security in three different ways. Confidentiality is achieved 
through symmetric cryptography used for data encryption like DES or RC4. The identity of 
the server and the client are authenticated by using public key encryption, such as RSA. Data 
integrity is provided using Message Authentication Code (MAC) computed with a hash 
function, like SHA or MD5 [Fr96]. 

6.1.4 Certification Authorities 
A Certification Authority (CA) is a legal person who issues qualified certificates. A CA must 
fulfill some criteria, including possessing expertise necessary for certification services, being 
able to verify the identity of the person to which the qualified certificate is issued, handling a 
directory of issued certificates and the revocation of certificates when necessary, and finally 
preventing forgery of certificates [BunR01], [EU00]. Most certification authorities (CAs) 
have their own trusted root certificate, which is used to issue SSL certificates. These 
authorities are referred to as trusted CAs. Trusted CAs are essential to issue SSL certificates 
that are trusted and supported by common browsers. A trusted CA offers the highest level of 
security for a certificate. Some examples of trusted CAs are Verisign, GeoTrust and Thawte. 
CAs which don’t own a trusted root, but instead rely on an intermediate certificate issued to 
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them by another trusted CA, are called Temporary Pseudo CAs or Intermediate Certificates. 
Because Temporary Pseudo CAs don’t control the trusted root certificate, they must rely on 
the stability of their agreements with their partners, against who they also compete. Some 
examples are Comodo and XRamp, which are to be treated as unstable [Ge04]. 
 
For SSL certificates to be accepted in commercial use, the SSL certificate should come from a 
credible and stable CA [Ge04]. 

6.1.5 SOAP and SSL 
Firewalls, Intrusion Detection Systems, and SSL usually provide security in the network and 
transport layers in the OSI model. SSL provides transport-layer security between 
communication endpoints, which means that it protects the channel for communication but 
not the actual document in transmission. Furthermore, it does not provide security over chains 
of SOAP intermediaries where each is capable of inspecting and modifying the information in 
the SOAP message. Although, it is possible to build a chain of SSL intermediaries and 
encrypt and decrypt messages at each node, this creates an insecure gap, where the entire 
message is visible and editable. Furthermore, end-to-end authentication in such a system is 
not possible [On04]. 
 
It is important to understand the functions of an intermediary to be able to understand the 
problems related to SSL. An intermediary is an entity, for example a SOAP node, placed 
between a client and a provided service. It supplies additional functionality to the client by 
intercepting messages, performing some functions, and forwarding the message. They offer 
functions like customization, personalization, caching, filtering, and enhancing data on the 
message path. An intermediary also provides flexibility because it can be dynamically added 
or removed in the Web Service tier architecture. The SOAP intermediaries process the SOAP 
headers according to the attributes “role” and “mustUnderstand” (cp. chapter 3.3.8), which 
determine who should process the header and whether the processing is mandatory. After 
processing, the SOAP message is forwarded to the ultimateReceiver or another SOAP 
intermediary [Man02]. SSL encrypts the entire document and is not data aware, which means 
that it doesn’t consider the information within the SOAP message. The encryption of the 
whole message is costly from a performance perspective and leads to problems because the 
SOAP header, containing useful information for SOAP intermediaries in the message path, is 
also encrypted [West04]. Web Services and SOAP messages are independent of the 
underlying transport and communication layers, and may pass between more SOAP 
intermediaries and more security domains, which makes security at the network and transport 
layer hard or infeasible to implement.  
 
SSL is not able to provide non-repudiation [Sal03a] and when a message is saved in a 
database, SSL does not provide any confidentiality or data integrity. Another security risk 
arises when SOAP messages are transferred across different protocols [Man02]. Furthermore, 
SSL does not provide an application level authentication and authorization, and for 
authentication of a client, it requires every client to have its own certificate [West04]. 
 
In the case study, intermediaries may be implemented in a number of ways. A compression of 
the SOAP messages sometimes may be necessary to decrease the transmission time and 
increase the efficiency in the transmission for example. An SOAP intermediary may compress 
the message at the sender and an SOAP intermediary may decompress the message in the 
server environment and forwards it to the ultimate receiver. In document exchange, there may 
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also be a need for so called Quality of Service intermediaries, to provide services like high-
performance and secure transmission of messages.  

Conclusion 
Because SSL only provides transport-level security, not an end-to-end security over a chain of 
intermediaries, and not provide non-repudiation or correspond with the extension model of 
SOAP, other solutions must ensure security in SOAP transmissions and in the case study. 
SOAP requires security to be implemented in the application layer, within the SOAP message 
itself. This has resulted in specifications such as XML Digital Signature, XML Encryption, 
and WS-Security, which will be discussed in the following subchapters [Man02]. 
 
SSL will most likely be used for protecting security credentials in a basic authentication with 
the Web Portal Access method. (cp. chapter  3.5) In the ERP System Integration architecture 
only a few intermediaries may be implemented and end-to-end confidentiality may not be 
necessary. (cp. Figure 3-13) The communication between the client and the information 
intermediary over the Internet in the ERP System Integration is most vulnerable and 
confidentiality must be provided. It is possible to use SSL to achieve confidentiality, but other 
encryption techniques, such as XML Encryption, which provides end-to-end security, are also 
available. SSL may, however, be used for client and server authentication. 

6.2 Digital Signatures 
Digital signatures can be used to provide data integrity, data authentication, and non-
repudiation for the material test reports when sending them over the Internet (cp. chapter 
4.2.2). A digital signature does not provide confidentiality, however, which means that the 
signed report can be read by anyone. To protect the content of a SOAP message, encryption 
must be used. 
 
Replacing the handwritten signature is a difficult problem in the electronic document 
exchange and one of the biggest security issues in the digital exchange of material test reports. 
There are a number of different digital signatures. For a digital signature to replace a 
handwritten signature, it has to fulfill some specific requirements. The signer of a document 
must, for example, authenticate himself and the document must be linked to the person 
possessing the device, which is used for the signature. A digital signature provides a stronger 
level of security than a handwritten signature. If the creation process as well as the tools used 
for digital signature are secured, a digital signature with today’s technology is impossible to 
forge. 
 
This chapter describes different digital signatures, their legal status in Germany and Europe, 
and how they are related to the directives from the European Union. Furthermore, it explains 
the term mass signature, which will be very useful in the electronic document exchange. 

6.2.1 Signature Laws in Germany 
In 1997, Germany introduced the Digital Signature Act (Signaturgesetz - SigG) and was one 
of the first countries to do so. The SigG stated that digital signatures had to be certified by 
Certification Authorities. These Certification Authorities came from the private sector and 
were certified and authorized by the German telecommunication regulator, RegTP. In 
December 1999 the EU came up with a Directive 1999/93/EC for electronic signatures were 
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the regulations for the Certification Authorities were more liberal. For example, the CAs did 
not require authorization, but could receive an accreditation called a voluntary accreditation. 
The EU Directive also included regulations for handling signatures when they are used in 
commercial operations between countries in the EU. The digital signature is often interpreted 
according to the laws in the producer’s country of origin.   
 
In February 2001 the German parliament passed the Electronic Signature Framework Act, 
which included the features of the EU Directive, and extended the Digital Signature Act from 
1997 [Sc04], [SigG]. 
 
According to the new German signature law implemented in May 2001, still referred to as 
Digital Signature Act or Signaturgesetz (SigG), the so called qualified signatures could be 
treated equal to handwritten signatures, i.e. a document with a qualified signature has the 
same legal value as a handwritten signature (cp. Bürgerliches Gesetzbuch (BGB) §126a) 
[BuR01], [Au04]. 

6.2.2 Signatures with Different Levels of Security 
According to the Directive 1999/93/EC for electronic signatures, an electronic signature is 
“data in electronic form which are attached to or logically associated with other electronic 
data and which serve as a method of authentication”. It is important to notice that the word 
“signature” in the EU Directive, refers to a legal and not to a technical concept. Through the 
wide definition of an electronic signature it is clear that it should not only cover all current 
and future technologies, but also represent all possible meanings of the term “signature” in the 
EU countries. The term does not mean the same in the U.K., where a stamp and a printed 
name would be considered as a valid signature, as in France, Belgium or Germany, where 
recently only a handwritten signature was included in the term. As concluded above, a 
handwritten signature must be distinguished from a digital signature and applications using 
digital signature technology aren’t necessarily considered as electronic signatures by the law  
[Dum03], [EU00]. 
 
The SigG also provides electronic time stamps, which are not included in the 1999 EU 
Directive. A so-called “qualified timestamp” is a certificate issued by a Certification 
Authority. The user signing electronic data can use a qualified time stamp to secure that 
specific data existed at a specific time, but a time stamp cannot replace a signature [Dum03], 
[EU00]. 
 
The SigG states four classes of electronic signatures, which are all built upon each other. The 
four classes are 1) simple electronic signature, 2) advanced electronic signature, 3) qualified 
electronic signature and 4) accredited electronic signature.  

1) Simple electronic signature 
The first electronic signature offers authentication, according to the definition above, but no 
integrity. Furthermore, it does not implement any cryptographic key(s). An example is a 
handwritten signature, scanned and inserted into a document. This is sometimes referred to as 
a simple electronic signature or simply electronic signature [Kr03], [Di02], [Sc04], 
[BunR01]. 
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2) Advanced electronic signature (Fortgeschrittene Elektronische Signaturen)  
Advanced electronic signatures, or Fortgeschrittene Elektronische Signaturen, must meet a 
number of requirements according to the Directive 1999/93/EC from the European Union. 
 

� An advanced electronic signature must be uniquely linked to the person possessing a 
signature creation device, called a signatory, and not to the person who creates the 
electronic signature. A signature creation device is software or hardware used to 
implement codes or private cryptographic keys, which are used by the signatory to 
create an electronic signature. This is typically a smart card but can also be a mobile 
phone or a computer hard disk. When digitally signing a material test report, the 
signatory uses its signature creation device and creates a signature for the document.  

 
� An advanced electronic signature must be capable of identifying the signatory. The 

signatory must therefore authenticate himself before being able to create the signature. 
 

� An advanced electronic signature is created using means that the signatory can 
maintain under its sole control. The signatory is responsible for the signature creation 
device and must have it explicitly under his control.  

 
� An advanced electronic signature is linked to the data to which it relates in such a 

manner that any subsequent change of the data is detectable, i.e. it provides data 
integrity. [EU00], [BunR01], [NetL01], [BunR01]. 

 
An advanced signature thus requires authentication (1-3) and provides integrity (4). In 
comparison with the simple electronic signature it uses public key cryptography, but without a 
third party certification. It can therefore be implemented where the parties already have 
authenticated themselves to each other. The advanced electronic signature does not replace a 
handwritten signature, but has some level of legal binding and can in certain circumstances be 
used in court [Be01]. The advanced electronic signature is for example used in e-mail as PGP 
(Pretty Good Privacy) [Di02]. 

3) Qualified electronic signature  
The qualified electronic signature must meet a number of requirements according to the EU 
Directive. 
 

� The qualified electronic signature must fulfill the demands on an advanced electronic 
signature.  

 
� The qualified electronic signature must be based on a Qualified Certificate (QC). 
 
� The qualified electronic signature must be created by a secure-signature-creation 

device (SSCD). 
 
The qualified electronic signature has all the four features from the advanced electronic 
signature. Furthermore it uses a qualified certificate issued by a Certification Authority that 
meet the EU requirements and generates signatures with a SSCD [DF04], [EU00], [NetL01]. 
The qualified signature is legally binding and has the same status as a handwritten signature.  
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In the second requirement above, SigG makes a distinction between simple and qualified 
certificates, where the qualified certificate must be used for qualified electronic signatures. A 
certificate is an electronic document linking information about a public key to a person and 
helps confirm the identity of that person. A qualified certificate has to meet a number of 
requirements, such as carrying all the necessary data to authenticate the qualified signature for 
which it is used, be equipped with an expiry date [Sc04]. Furthermore, it must be issued by a 
Certification Authority, and not by some other authority in a Public Key Infrastructure, as in 
the case with advanced electronic signatures [Be01]. 
 
SigG followed the guideline from the EU Directive 1999 and removed the requirement from 
the 1997 Act, requiring the CAs to be individually licensed, and instead required them to 
operate under a general authorization according to the SigG, although CAs can still get a so-
called voluntary accreditation to confirm that their activities correspond with the regulation of 
the SigG. The SigG also followed the EU Directive on another issue, requiring the CAs to be 
responsible for the information contained in the qualified certificates [Sc04]. Currently, many 
CAs without voluntary accreditation are available on the market, but a PKI is often too 
expensive and cumbersome for companies to implement [Sal03], [Sc02], [XM03]. 
 
According to the third requirement, the secure signature creation device should be able to 
prevent the use of forged signatures, prevent the possibility to sign wrong data, and protect 
against unauthorized use of the signature creation device [Ep01]. Furthermore, the qualified 
electronic signature doesn’t only include criteria for certificates and signature creation 
devices, but also specifies the complete signature and verification chain. For example, the 
signature application components must show to which data the signature refers, and make the 
contents of the data to be signed or already signed visible. 
 
According to the EU Directive, a qualified electronic signature should comply with the 
requirements from the national laws on handwritten signatures in EU countries. Since, the 
legal status of handwritten signatures differs between countries; the status of the qualified 
electronic signatures also remains different in each of the member states [Dum03]. It should 
also be noticed that the EU Directive doesn’t require a qualified electronic signature to 
replace a handwritten signature in every situation where a handwritten signature previously 
was required [Dum03]. 

4) Accredited electronic signature 
A fourth type of signature is the Accredited Electronic Signature. Apart from fulfilling the 
demands on the qualified signature this one also has to have a secure signature creation device 
that is officially approved and a voluntary accreditation scheme according to national 
standards. The accredited electronic signature replaces a normal handwritten signature and 
offers maximum security. Another aspect that distinguishes the accredited from the qualified 
signature is the verifiability lifetime of the certificate. The CA must ensure that the 
verifiability of a certificate is valid five years after the expiry date of the certificate for a 
qualified signature, and 30 years after expiry date for an accredited signature  
[BunW01], [Wet02], [Ros01], [Au04], [EU00], [Kr03]. 

6.2.3 Mass Signature 
In a company with hundreds or more material test reports to sign per week as well as in the 
automatic transmission of reports within a SOAP message, a method for automatic generation 
of electronic signatures would increase the efficiency in the system. There is such a method in 
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the SigG and it’s referred to as mass signature. By using mass signatures, a company can 
reduce their processing costs considerably. If the user has to authenticate himself to the 
system every time he generates a signature, some of the economic benefits achieved by the 
system would be reduced. ERP System Integration exports the material test report and 
rationalizes the processing of material test reports, which could be more efficient with a mass 
signature. At the same time, the implementation of mass signatures implicates less security 
through a less rigorous authentication control, and all implementations must be carefully 
considered. 

Mass signature methods 
The SigG is actually a law for single signatures and just as every signature by hand is a single 
signature, every digital signature is a single signature. An authorized person signing material 
test reports by hand, however, can improve his efficiency by collecting reports and signing 
them at a later date. This simplifies the processing of reports and should also be possible in 
the digital document exchange. Furthermore, there are complements to handwritten signatures 
such as letterheads and company stamps, which need a correspondence in the electronic 
exchange. 
 
There are two methods for performing mass digital signatures; 
 

1) The first method is by having a time frame where all documents to be sent are signed 
together. At the beginning of the time frame the user would have to authenticate 
himself to the system. 

 
2) The second method is to have a specific quantity of documents that can be signed 

together without having to authenticate the user in between. The user would have to 
authenticate himself before he is allowed to sign a specific quantity of documents. 

 
Despite the use of these procedures, the digitally signed documents, from a technical point of 
view, are as valid as a single signature, and it’s afterward impossible to say if a document was 
signed by mass signature or a single signature only by looking at the digital signature. 
Different kinds of signatures could, however, be used for different levels of security. 
 
Security is a big issue in mass signature because the lack of control of authentication. The 
damage that can occur if someone gets access to the system is higher. If security isn’t 
considered and dealt with in an appropriate way, the credibility in the system can be 
questioned [RegTP04]. 

Requirements from SigG and SigV 
The advanced electronic signature and the qualified electronic signature require that the 
signature is uniquely linked to the signatory, which is a problem if the user doesn’t have to 
authenticate himself before signing a document. The SigG does not specify how to deal with 
the qualified mass signatures explicitly, but at the same time does not forbid them. The 
Signature Regulation (Signaturverordnung, SigV), which is closely connected to the SigG, 
however, states some demands on the mass signature in §15; “By automatic generation of 
signatures (mass signatures) it must be guaranteed that the signature only can be implemented 
for the intended purpose and on a before reviewed and approved task”. The SigV doesn’t state 
exactly how a “reviewed and approved task“ should be carried out in order to assure that (1) a 
signature only can be generated by an authorized user, and (2) the data being signed is the 
data that the user wants to sign [BunR01], [Hü03]. 
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The §15 Para. 2 SigV specifies the demands on the signature creation device and some other 
considerations when implementing mass signatures: 
 

� To ensure that only authorized users can generate signatures, the token for 
authentication, for example a PIN, always must be kept secret. 

� The signature creation device must perform an authentication before letting a user 
generate a signature, and should have some function to control that signatures can only 
be generated within a defined time frame or in a specific quantity.  

� Before signing a document, the user must receive a warning message. This is 
especially important when dealing with mass signature because the user must be sure 
of exactly what he signs. 

� Finally, it is necessary to protect the system against different violations through access 
control, user authentication, measures for the network- and system security like 
firewalls, intrusion detection and virus protection [SigV].  

 

� The SigV § 15 Para. 4 also demands that security related changes on the technical 
components must be visible to the user [Hü03]. 

 
The protection of a mass signature system can be done by performing a validity check of the 
data to sign. In this way an attacker can’t use the system to sign arbitrary code for his own 
purpose [Hü03]. This method, however, is more of a perimeter defense, and provides very 
limited security because it does not prevent all violations of the signature, although, it can be 
implemented together with other security measures to achieve a higher security in the entire 
system. 
 
By using signature-creation devices that are approved and validated with a seal of approval 
from RegTP, a higher security can be achieved in the system. To meet the basic security 
requirements of the system, the IT-Grundschutzhandbuch [BSI03] or other standards for 
security management systems can be used. If the mass signature system is to be implemented 
in a system with sensitive data, the security requirements are considerably higher. The system 
then requires an exhaustive security analysis like the one in the IT Baseline Protection Manual 
from BSI [BSI03] with a well accomplished threat and risk analysis [Hü03], [RegTP02]. 

Summary 
In 1999 the EU released a regulation called Directive 1999/93/EC for electronic signatures. 
Germany already had their Digital Signature Act from 1997 handling digital signatures and 
developed their own act according to these two, which resulted in regulation called Electronic 
Signature Framework Act (Signaturgesetz or SigG). It is possible to distinguish between four 
different kinds of security levels on signatures; the simple electronic signature, advanced 
electronic signature, qualified electronic signature and the accredited electronic signature.  
 
The simple electronic signature only requires authentication but does not provide any 
integrity. It is therefore to be seen as insecure and cannot replace a handwritten signature. The 
advanced electronic signature requires both integrity and authentication. The security is 
questionable because it does not require any authentication of the server from a third party, 
but in a system where the users already have authenticated themselves in some other way, an 
advanced electronic signature can be used. Furthermore, it does not include demands on 
security architecture, like specific technical precautions in hardware, software or in the 
organization, to protect against violations. The advanced electronic signature can in certain 
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circumstances be used as evidence in court, such as when the involved parties have already 
before agreed on using the advanced electronic signature [Be01]. The qualified electronic 
signature is legally binding and can replace a handwritten signature. It must fulfill the four 
requirements of the advanced signature, regarding authentication and integrity. Furthermore, 
it must also implement a qualified certificate, issued by Certification Authority, and be 
generated by a secure signature creation device, which ensures that the complete signing 
process is secure. The accredited digital signature has some special requirements, like that 
certification service providers must be examined by a regulator authority (for example regTP 
in Germany) before starting up their operation, i.e. a voluntary accreditation. The accredited 
signatures must be verifiable for a long period of time. Some certificates have to be stored 30 
years after the expiry date and more; e.g. for nuclear power stations. [BunW01]. The security 
level of digital signatures depends on the size of the key and the hash algorithm. (cp. chapter 
4.2.2) After a while, the keys can become insufficient due to the development of faster 
processors and advances in mathematics so that keys become computable. A new digital 
signature can sign an already signed document, which guarantees data integrity, 
authentication, and non-repudiation for a period of time [RegTP02], [Schul03]. 
 
An automatically generated signature, also known as the mass signature, is useful for 
companies signing a multitude of documents per diem. Mass signatures, however, have some 
serious security problems like unreliable signing due to the lack of authentication. It is not 
possible to know if the user really is whom he claims to be, because he does not have to 
authenticate himself before signing each document. A mass signature can either be performed 
within a certain period, letting an authenticated user sign an arbitrary number of documents 
within this certain time frame, or by a specific quantity, letting an authenticated user signing a 
specific quantity of documents before authenticating himself to the system again. 
 
Because of the security problem with mass signature, it must be restricted to certain parts of 
the system, where authentication is less important. When using mass signatures together with 
sensitive data, security precautions should be extremely high and thus, carefully be 
considered. Paragraph 15 in the SigV must be fulfilled, which concludes that the signature is 
applied on a “before reviewed and approved task”. In document exchange in the metal 
working industry, companies sending material test reports that do not need a signature by 
hand, but still must contain some sort of company characteristics can use a mass signature. An 
example is a report with a letterhead or a company stamp. Implementing a mass signature 
together with highly sensitive information involves great risk and should be avoided. 
 

 Digital Signature Traditional Signature 
Security concepts - Data Integrity 

- Data Authentication 
- Non-repudiation 

- Data Authentication 
- Non-repudiation 
 

Signature coverage Chosen parts of document Entire document 
Signature expiry date Signatures (certificates) have 

expiry dates, but documents 
can be resigned and thereby 
provide infinite security.  

Infinite 

General security Is practically impossible to 
break if an appropriate key 
length is chosen. 

Handwritten signature is 
almost impossible to forge. 

Table 6-1: Digital signatures vs. Traditional signatures 
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6.3 SOAP and the XML Message Security Standards 
As explained in a previous chapter, SOAP doesn’t specify any security measures and older 
techniques don’t fulfill the demands on security. Organizations like W3C and OASIS have 
developed standards and extensions, which match the extensibility model for SOAP. A 
number of extensions have been developed for SOAP and security, which provides security 
within the SOAP messages [W3P103], [Sid03]. These extensions also ensure interoperability 
by letting developers use XML-based standard security protocols. According to the protocols 
the users of Web Services can add security credentials, such as signatures, and security 
tokens, such as username and passwords, to the actual SOAP messages. 
 
The most known security specifications in SOAP are: 
 
XML Signature (XML Digital Signature) from W3C and IETF, ensures data integrity, sender 
authentication and non-repudiation (cp. chapter 6.3.1) [W3SIG03].  
 
XML Encryption from W3C ensures confidentiality (cp. chapter 6.3.2) [W3ENC02].  
 
XML Key Management Specifications (XKMS), from W3C, simplifies the distribution of keys 
implemented with digital signatures and encryption (cp. chapter 6.3.3) [W3XKMS01].  
 
Security Assertion Markup Language (SAML) from OASIS, defines a way to share user 
authentication and authorization information. (cp. chapter 6.4.2) 
 
eXtensible Access Control Markup Language (XACML) from OASIS, provides a vocabulary 
to specify authorization and access policies in XML. 
 
Apart from the extensions above, Microsoft, IBM and VeriSign have released a specification 
called WS-Security explaining how to achieve, among others, integrity, confidentiality and 
message authentication in SOAP [IBMWS02]. OASIS also released a specification called 
Web Service Security: SOAP Message Security that proposes a standard set of SOAP 
extensions, which can provide confidentiality and message integrity, but not non-repudiation 
[OAS04b]. 
 
The XML Security standards, listed above, build upon and enhance the existing XML 
standards to meet security requirements. They define XML vocabularies to represent security 
information. A specific example is the <KeyInfo> element, which carries signing and 
encryption information in XML Digital Signature and XML Encryption. The XML Security 
technologies thereby correspond to the XML format, and allow security to be implemented as 
tags, and thereby provide security for a whole document, single XML elements or element 
content. XML Security technologies can also support end-to-end security by integrating in the 
SOAP message. They may, however, also be implemented together with transport security 
technologies such as SSL or build upon other security technologies such as X.509 certificates, 
used in a PKI [Hi02]. 

6.3.1 XML Digital Signature  
XML Digital Signature (XML DSig), from W3C and IETF, is the equivalent to normal digital 
signatures but designed to take advantage of the Internet and to be implemented with XML. 
Exactly like traditional digital signatures, XML DSig provides data integrity, authentication, 
and non-repudiation by using asymmetric encryption and message digest.  
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XML Canonicalization 
A digital signature computes a message digest, which is used to ensure integrity of the 
message. The problem with digital signatures is that they depend on byte structure, which, in 
two XML documents with exactly the same content and semantic value, may be different. The 
two XML documents may differ in entity structure, attribute order, character encoding, or 
insignificant whitespace. The verification of a signed document or element will fail if some 
insignificant whitespace is added or removed or if the order of some attributes is changed 
after the signing process. To ensure that a verification of signed and logically equivalent 
XML content always gives the same result, regardless of the physical representation in bytes, 
the XML data must be in a standard format. The W3C has defined so called canonicalization 
rules, which implies that the canonical, or simplified, form of two XML document will be in 
the same standard format, if they are logically equivalent. In the XML Digital Signature, the 
signing authority would digest and sign the canonical form of a message, which would be the 
same for two messages with the same information. The receiver would also verify the 
canonical form instead of the original XML, thus all logically equivalent XML documents 
will give the same message digest [Ve03], [W3CN02], [Sid02b]. 

Types of XML Digital Signatures 
The signing of digital content consists of two steps. (cp. 4.2.2) First, the message digest is 
computed and the resulting value is placed in an XML element and, secondly, the digest value 
is signed. After the signing, the resulting XML signature is represented in an element, which 
is identified through a tag called <Signature> [W3SR99], [Ver03]. There are three 
possibilities to transmit the XML signature:  
 

1) Enveloped signature where the <Signature> element is placed as a child element to the 
data being signed.  

  
2) Detached signature where the <Signature> is “detached” from the content it signs, 

which means that the <Signature> element and the signed element are separated. 
Typically, this is used for non-XML content and the element being signed and the 
<Signature> element are in different documents or as siblings in the same document. 
 

3) Enveloping signature where the content being signed is placed within the <Signature> 
element, which means that the digitally signed element is the child of the <Signature> 
element [W3SI02], [Hi02]. 

Signature elements 
The <Signature> element includes the SignedInfo element (cp. Figure 6-1) with the following 
parts: 
 

� URI pointing at the canonicalizationMethod used for the digital content,   
 
� The SignatureMethod defining how the signature is created, 
 
� A Reference element, which includes Transforms, to apply to the item before 

digesting, DigestMethod, identifies the digest algorithm, DigestValue, includes the 
encoded value of the digest, and finally an optional URI for targeting the item to sign, 
i.e. the whole document (in Listing 6-1 through the notation: “ ”) or an element within 
the document. There may be more Reference elements within one XML document, 
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each representing one item to include in the signature. The URI can optionally be used 
to obtain a non-XML content, such as an picture or text file as an attachment. A 
Reference element for the “BussinessConnectionInfo” of a message would look like 
this: <Reference URI=”#BussinessConnectionInfo”> 

 
Furthermore the <Signature> includes some other children like SignatureValue, which is the 
encoded output of the signature always encoded using base64, and the two optional children, 
KeyInfo, which is information about the key such as key management information, and 
Object, which contains additional meta information, such as information about the signature 
and the signer [W3SI02], [Hi02]. 

 
Figure 6-1: Structure of the XML Digital Signature 

The verification of an XML signature starts with the recalculation of the message digest of the 
<SignedInfo> element by using the digest algorithm defined in the <SignatureMethod> 
element. Thereafter, the public key is used to calculate the value of the <SignatureValue>, 
which is compared with the digest of the <SignedInfo> element, to validate the integrity. 

Implementing XML Digital Signatures 
A cryptographic toolkit is required to create keys, canonicalize messages, and process 
digitally signed messages. A toolkit, or API, supporting XML DSig, also helps developers 
create and verify XML DSig documents more easily [Co03]. Three major APIs for 
cryptography available on the market are: 
 

� Apache XML Security project, an API with Java and C++ library for XML Digital 
Signature and XML Encryption (XML Encryption as Beta) [Ap04]. 

 
� XML Security Suite, a toolkit supporting XML DSig, XML Encryption and XML 

Access Control Language [IBMA04]. 
 

� Java XML Digital Signature API, a standard Java API for generating and validating 
XML DSig [Jav04]. 
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The specification from W3C and IETF emphasizes two matters to be considered when 
implementing the XML DSig: 
 

1) Only what is signed is secure. Because parts of an XML document can be signed, it is 
important for the user (person or automatic mechanism) to know what to sign, and be 
aware that the signature does not necessarily secure an envelope containing the signed 
information. The signature only secures the plaintext actually signed, and not the 
cipher text or unsigned envelope headers [W3SI02]. 

 
2) Only what is “seen” should be signed, because it is important that only what is 

visually presented to the user is signed, and that it is signed “as exactly as practical” 
[W3SI02]. This is achieved by literally signing what was presented. If this is 
impossible due to technical problems, the actual information should be signed together 
with style sheets or other information, which affect the presentation of the information 
[W3SI02].  

SOAP Security Extensions: Digital Signature 
The SOAP Security Extensions: Digital Signature is a note from W3C, which explains how a 
SOAP header can be used to carry digital signature information within a SOAP 1.1 Envelope. 
The NOTE defines syntaxes like a header entry, <SOAP-SEC: Signature>, and a namespace, 
SOAP-SEC, which is used together with the XML DSig to sign SOAP messages. With XML 
identifiers, <ds:Reference> can be used to refer to the signed part of the document [W3SS01]. 
(Notice the prefix “ds” used together with the namespace in Listing 6-1) 
The reference that indicates which part of the message to sign, in this example simply targets 
the body of the SOAP message. (<ds:Reference URI="#Body">). This is done with an 
XPointer and the target is marked by a simple ID type attribute (..SOAP-SEC:id="Body">)  
[Vl01].  
 
To avoid a so called replay attack, where a message is recorded and sent again, a time stamp 
or some redundant information must be included in the message. The time stamp can be 
inserted into the <ds:Object> as a child of the <ds:Signature> [Had01]. (cp. Listing 6-1)   
 
As seen above, when applying a signature to a SOAP message, the size of the message 
increases considerably and the readability decreases. 
 
The note from W3C further states that applications using the SOAP Security Extensions: 
Digital Signature must be able to process messages confirming to the XML DSig 
specification and that the reference, which targets the parts to be signed, must only refer to 
elements within the envelope. In other words, attachments must be embedded within the 
SOAP message (cp. chapter 3.4.5) [W3SwA00]. Because the digital signature is carried in the 
SOAP header, the processing of the message is decided by the actor or role attribute together 
with the mustUnderstand attribute. If the node is the targeted node, the mustUnderstand 
attribute controls and validates the signature according to the XML DSig processing model 
[W3SI02]. (More information about signatures: [W3SIG03]) 

Conclusion 
A digital signature must be used in the electronic exchange of material test reports to replace 
the handwritten signature. Because the communication is done over SOAP, the SOAP DSig 
specification is the best available option. SOAP DSig provides end-to-end security and can be 
used to protect specific parts of the message such as the SOAP body, including the material 
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test report, but also the SOAP header, which may include security credentials used for 
authentication of the sender. 
 
<SOAP-ENV:Envelope 
  xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"> 
  <SOAP-ENV:Header> 
    <SOAP-SEC:Signature 
      xmlns:SOAP-SEC="http://schemas.xmlsoap.org/soap/security/2000-12" 
      SOAP-ENV:actor="some-URI" 
      SOAP-ENV:mustUnderstand="1"> 
      <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
        <ds:SignedInfo> 
          <ds:CanonicalizationMethod    
            Algorithm="http://www.w3.org/TR/2000/CR-xml-c14n-20001026"> 
          </ds:CanonicalizationMethod> 

<ds:SignatureMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1"/> 

          <ds:Reference URI="#Body"> 
            <ds:Transforms> 

<ds:Transform Algorithm="http://www.w3.org/TR/2000/CR-xml-
c14n-20001026"/> 

            </ds:Transforms> 
<ds:DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 

            <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue> 
          </ds:Reference> 
        </ds:SignedInfo> 
        <ds:SignatureValue>MC0CFFrVLtRlk=...</ds:SignatureValue> 
  <ds:Object>TimeStamp="12.06.03-06:12"</ds:Object> 
      </ds:Signature> 
    </SOAP-SEC:Signature> 
  </SOAP-ENV:Header> 
  <SOAP-ENV:Body  
    xmlns:SOAP-SEC="http://schemas.xmlsoap.org/soap/security/2000-12" 
    SOAP-SEC:id="Body"> 
    <m:GetSupplier xmlns:m="some-URI"> 
      <m:symbol>FIR</m:symbol> 
    </m:GetSupplier> 
  </SOAP-ENV:Body> 
</SOAP-ENV:Envelope> 

Listing 6-1: SOAP RPC message for get supplier with digital signature [W3SS01] 

6.3.2 XML Encryption 
XML Encryption, is a recommendation from W3C, which offers XML syntax and processing 
rules, to guarantee confidentiality for XML documents. The syntax can be used for the 
transmission of an encryption algorithm and parameters, as well as information about the keys 
and the encrypted content. XML Encryption is compatible with XML DSig, and also defines 
its own namespace and ensures security for the whole message path, and not only for the 
duration of the transmission, but also when stored on the server. Furthermore, it allows 
encryption of the entire XML document, specific elements or element content. 
 
The encryption can be done with public key cryptography or symmetric key encryption. 
Usually they are implemented together because symmetric key encryption is more efficient 
for encryption and decryption, but it lacks an efficient approach for exchanging the secret key. 
Public key cryptography is therefore used to encrypt the secret key, and the secret key 
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encrypts the content. Thereafter, the encrypted content and encrypted secret key are sent to 
the receiver [Hi02]. 

Encryption elements 
Another objective of the XML Encryption specification is that encrypted XML data should be 
represented in XML form. Hence it defines two XML elements: <EncryptedData> and 
<EncryptedKey>. The XML element <EncryptedData> contains all encrypted data, apart 
from the encrypted key, which is stored in the <EncryptedKey> element. When a non-XML 
data is encrypted the <EncryptedData> is saved in another XML document. The information 
about the keys is based on the XML DSig specification, with some modifications and 
additions.  

Implementing XML Encryption 
To achieve confidentiality with XML Encryption, the following four steps must be 
performed: 
 

1) Select an algorithm for encryption, obtain a symmetric (secret) key and 
construct an <EncryptedKey> element where the symmetric key is encrypted 
with the receiver’s public key. 

 
2) Encrypt the content with the symmetric key of the receiver, <EncryptedData>. 

The actual encrypted data appear as content of the <CipherValue> tag. (cp. 
Listing 6-3) If sending an attachment, the XML document will only have some 
minor changes and the <CipherValue> will contain the attachment [Sid02a]. 

 
3) Package the elements with the already encrypted information, and other 

information about algorithms. 
 
4) Send the package to the receiver. 

[W3ENC02] 
 
A material test report is often encrypted and signed at the same time. It is important to know 
if the document was encrypted first and signed afterwards, or vice versa, otherwise the 
signature can not be verified. The problem is solved by an XML Encryption Transform, 
which contains information regarding parts encrypted before the signing. The W3C suggests 
that the message digest in a signed message always should be encrypted.  
 
Known plaintext attack is a security issue in all encryption. The background to the attack is 
that the same plaintext encrypted with the same key gives the same cipher text. If the attacker 
knows some elements and the corresponding cipher text, he can try to break the secret key. 
The vulnerability can be corrected by adding some redundant information or a time stamp to 
the encrypted part of the message [W3ENC02], [Sp00], [Hi02]. 
 
The Java Cryptographic Architecture (JCA) is an API supporting cryptography features such 
as security architectures, message digest, signatures, certificates, etc. It can be used together 
with third-party implementations, which are referred to Java Cryptographic Extensions 
[Sid02a]. 
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Conclusion 
Encryption provides confidentiality, which must be ensured in the electronic document 
exchange. XML Encryption ensures end-to-end confidentiality for the actual message, or 
parts of it, and during the storage in the database. However, storing the material test reports 
encrypted in the database makes the search for information more complicated because of the 
decryption. XML Encryption allows encryption of specific parts of the material test report, if 
the report is sent embedded in the SOAP message. 
 
  <?xml version='1.0'?> 
  <TestReport xmlns='http://example.org/…/testReport'> 
    <Name>John Doe</Name> 
    <MaterialTestReport='ID13455325'> 
      <Supplier>Steel&Co</Supplier> 
      <Customer>Processing&Co</Customer> 
       . 

.  
    </MaterialTestReport> 
  </TestReport> 

Listing 6-2: Original message 

<?xml version='1.0'?> 
  <TestReport xmlns='http://example.org/…/testReport'> 
    <EncryptedData Type='http://www.w3.org/2001/04/xmlenc#Element' 
     xmlns='http://www.w3.org/2001/04/xmlenc#'> 
      <CipherData> 
        <CipherValue>A23A47C56</CipherValue> 
      </CipherData> 
    </EncryptedData> 
   <Signature>  
       <SignedInfo>  
           <Reference URI="">  
               ...  
           </Reference>  
       </SignedInfo>  
   </Signature>  
  </TestReport> 

Listing 6-3: Encrypted and signed material test report 

6.3.3 XML Key Management Specification  
The major problem with the implementation of the new XML security standards is the need 
for public key management and the related problems with organizing digital certificates as 
well as public and private keys. Another problem is that different PKI solutions such as PKIX 
(PKI X.509), Simple Public Key Infrastructure (SPKI) and PGP (Pretty Good Privacy), aren’t 
compatible and can’t be integrated within the same inter-organizational network. PKI is still 
quite expensive to implement and has not been accepted in the market, which has lead to a 
decrease in companies offering PKI solutions in the last few years. PKI is also not a good 
option for XML Digital Signature or XML Encryption, because of the complexity of the 
implementations [Sal03], [Sc02], [XM03]. The XML DSig and XML Encryption describe 
how to implement the encryption keys and digital certificates, but they require an 
infrastructure where the tokens are kept safe, organized, and easy to access. 
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Figure 6-2: XML Key Management, XML Digital Signature and XML Encryption 

The XML Key Management Specification (XKMS), released as a note from W3C in 2001, is 
a standard for distributing and registering public keys and can be implemented together with 
new Web Service security standards. (cp. Figure 6-2) Although it also supports other 
protocols, the message syntax is based on XML to be used with SOAP. XKMS is a new 
solution for the public key management, and may, in comparison with PKI, provide a 
functional and reasonable infrastructure, allowing companies to sign and encrypt SOAP 
messages and provide secure Web Services [W3XKMS01], [Sal03]. 
 
Developers will not have to implement XKMS server components themselves, because this is 
handled by the providers of PKI such as Entrust and VeriSign. 
 
XKMS provides a standardized set of XML definitions, which allow keys and certificates to 
be located and provided by a trusted third party. The third party will provide creation, 
management, and authentication of keys and digital signatures. The XKMS specification 
defines a set of tags, which clients can use to send requests regarding key management and 
signature validation to the services, in addition to a set of tags for the service to use in the 
response messages. XKMS thereby works as a Web Service for public key management. 
[Ve00] (cp. Figure 6-3) Some more examples of request and response messages are presented 
below. 
 

� Key retrieval, generation of the key pair may be performed by either the client or the 
registration service. XKMS provides a retrieval method for obtaining a decryption key 
from a remote service.    

 
� Locate, defines a set of tags, which a client application uses to request information 

from a remote service about a XKMS registered public key. The public key can be 
used to encrypt a SOAP message or verify a signature.   

 
� Validate, is a service from a third party, which guarantees that a XKMS registered 

public key is valid, not expired or revoked, and can also validate the relation between 
a key and an attribute such as a name. 

 
Other areas for which XKMS defines request and response messages are, Key registration, 
Key revocation and Key recovery. 

Conclusion 
One of the main advantages with XKMS is the simple and fast deployment, which differs 
from PKI that requires special software toolkits. Another advantage is that the client 
application doesn’t have to concern about the syntax of the underlying PKI, such as PGP or 
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PKIX. XKMS is to be implemented with Web Services and the communication in XMKS 
between the client and the management processes in the server is done with XML over SOAP, 
which are familiar to the developers. Application developers can outsource key management 
to Web Services with XMKS, which can be invoked with the defined syntax. SOAP DSig and 
XML Encryption will most likely be used in the ERP System Integration and the need for 
keys as well as a simplified handling of keys is important [Cha02], [XM03]. 
 

 
Figure 6-3:  XKMS key exchange architecture 

6.3.4 WS-Security 
Web Service Security (WS-Security) is a specification from Microsoft, IBM and VeriSign, 
which defines how to implement security extensions, such as XML DSig and XML 
Encryption, with SOAP messages to achieve quality of protection through integrity, 
confidentiality and message authentication. Furthermore, WS-Security outlines how security 
tokens, such as X.509, Kerberos tickets or user-defined identity credentials can be embedded 
in a SOAP message. WS-Security, does not provide security itself, but is extensible, and 
implements other security extensions. Through these extensions, WS-Security supports 
multiple security tokens, multiple signature formats, and multiple encryption techniques.  
 
Figure 6-4 illustrates SSL’s insufficiency, which only acts between intermediaries, and SOAP 
and WS-Security specifications, which are end-to-end solutions. 

 
Figure 6-4: WS-Security, SOAP, and SSL 

IBM and Microsoft have also released some other specifications to build upon WS-Security. 
The first three are WS-Policy, WS-Trust and WS-Privacy. Furthermore, other specifications 
are also developed which build upon these three new specifications namely, WS-Security 
Conversations, WS-Federation and WS-Authorization. 
 

� WS-Policy, which specifies security requirements and constraints like required 
security tokens, supported encryption algorithms, etc. on Web Service intermediaries 
and endpoints [IBM02]. It also provides a way for a Web Service to tell the client, 
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which parts of a material test report that have to be signed and which parts that have to 
be encrypted, as well as the keys for the encryption and decryption [On04]. 

 
� WS-Trust, which specifies how to establish trust relationships, for example, a secure 

transfer of security tokens. 
 
� WS-Privacy, which specifies privacy policies for incoming requests and works 

together with WS-Security. 
 
� WS-SecurityConversations, is analogous to SSL and describes how to exchange data 

in a session with symmetric keys. It is implemented with a toolkit from Microsoft 
called WSE 2.0. There is no Java implementation available at the moment [On04]. 

6.4 SOAP and System Security 
System security includes availability, authentication, authorization, accountability, and audit. 
Message security includes different standards for digital signatures and encryption, and how 
to implement these with SOAP. System security in the electronic document exchange is 
ensured by techniques like firewalls and intrusion detection systems. 

6.4.1 Traditional and XML Firewalls 
Encryption techniques and signatures are important parts in IT-security and provide 
confidentiality, integrity, authentication, etc. However, the most common attacks are attacks 
on the availability, exploiting programming errors and misconfigurations. The threats against 
SOAP are much the same as the old ones including buffer overflow attacks and Denial of 
Service attacks. The difference is that SOAP attacks take place on another layer in the OSI 
stack. Firewalls provide protection on the network layer and on the application layer, but are 
insufficient for analyzing SOAP messages. They do not provide protection against XML-
related malicious attacks such as buffer overflow, XML attachment or HTML-based attacks. 
Firewalls protecting against SOAP messages must filter the messages based on content.  

Traditional firewall techniques 
A firewall is the gatekeeper between the insecure Internet and the internal network, forcing 
connections to pass through the firewall for control. The firewall itself can either be a 
software firewall or a hardware firewall like a router or a personal computer. A firewall can 
also authenticate users accessing specific company resources and check with security and 
business policies if the user is authorized to access the intended resource. A firewall also logs 
traffic and hides information like system names, network topology, and internal user ID’s 
from the Internet.  
 
There are three different firewall technologies; packet filter, proxy and stateful inspection. A 
modern firewall usually combines these three and uses a hybrid version.  
 
The packet filtering firewall examines each packet at the network layer but because it isn’t 
application-aware it can not analyze the context in a communication which makes it the least 
secure type of firewall. However, the ability to analyze packets at the network layer and filter 
packets based on protocol, source or destination address, source or destination port or 
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computer name according to the security policy, make them a good complement to other 
firewalls. They are sometimes referred to as screening routers. 
 
The proxy firewalls analyze the communication at the application layer and is therefore 
sometimes known as application-level gateway. A proxy is a software application and acts 
between a user on the internal network and a service on the internet, forcing the two parties to 
communicate through the proxy instead of directly with each other. However, the proxy is 
transparent to the user who thinks he is communicating directly with the server on the 
Internet. Problems occur when the user wants to use programs that require a connection 
directly to the server. Proxy firewalls hide the IP address of the users on the network and 
protect the network from attackers trying to collect information about the network. 
 
The stateful inspection firewalls is related to the packet filtering and is sometimes referred to 
as dynamic packet filtering. It provides extensions for authentication and filtering at the 
application level but does also provide packet filtering at the network layer. In comparison 
with the proxy firewall the stateful inspection doesn’t break the client-server architecture by 
requiring one connection on each side of the firewall. The term dynamic comes from its 
ability to adapt itself after the communication, by for example temporary open ports for a FTP 
transmission. 
 
The three firewall techniques all have their advantages and disadvantages, and to receive 
maximum benefit from firewalls, vendors developed hybrid firewalls usually combining 
proxy services with stateful inspection [An01], [Sid03]. 

XML Firewalls 
Many firewalls are configured to allow only Web, e-mail traffic and SSL over port 80 and 
443. Other protocols and TCP/IP ports are blocked, which has implicated that many 
applications tunnel their traffic through Web ports, such as HTTP on port 80. Traditional 
firewalls analyzing a SOAP message over HTTP might draw the conclusion that the SOAP 
message is valid HTTP traffic and allow it to pass. Unlike the traditional firewalls the XML 
firewalls work at a level within the application layer, which allow them to analyze the service 
requestors and the message content in SOAP messages. 
 
A SOAP or XML firewall must fulfill two requirements; 
 

� identify if the requester of the service is authorized to access the Web Service, 
 
� identify if the content of the SOAP message is valid for that particularly Web 

Service. 

XML Firewall options 
There are three different possibilities of implementing a firewall to analyze SOAP messages; 
XML Gateway, Interceptor, and custom coded.  
 
The XML Gateways are sometimes referred to as XML Firewalls or XML proxies. They 
provide access control by processing security tokens in the SOAP header and analyze the 
content and format of the SOAP message to ensure that no malicious code is sent to the Web 
Service. An XML Firewall must also fulfill the requirements of existing technologies such as 
traditional firewalls and PKI, and it can also provide transformation functionality. 
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Furthermore should of course the XML Firewall be separated from the Web Services, which 
implies that it can run another operating system. 
 
XML Firewalls can be deployed on either a perimeter platform such as a Web server or as a 
stand-alone XML security appliance. An XML security appliance can sit in front of a server 
that contains sensitive XML data. By implementing software as well as hardware it can 
encrypt XML data going out of the network and decrypt data going in to the network. XML 
Firewalls can also perform for example buffer overrun checks, XML schema validation, XML 
filtering and protection against Denial of Service attacks with XML messages. 
 
Another option for protecting Web Services is by analyzing the traffic on the Web Service 
platform. These are referred to as Interceptors or agents and use framework APIs such as 
ISAPI Filters, JAX-RPC handlers or Apache Axis handlers. The Interceptors processes the 
XML traffic at the Web Service endpoint and communicates with an XML security server, 
which handles the security policy. An XML security server coordinates all XML security 
aspects within the company. The agents connected to the XML security server, also protect 
the system against internal attacks, because the firewall is placed between the actual Web 
Service and internal network. 
 
The third option integrates the security analysis into the Web Service itself and depends on 
the security functionalities provided by frameworks such as .NET and J2EE. The biggest 
difference to the other techniques is that this solution doesn’t include any software fees but 
must be customized and updated to the unique Web Service [On03]. 

 
The main differences between a network firewall and an XML firewall can be seen in the 
table below. 
 

 Network Firewall XML Firewall 

 
Control 

- IP addresses 
- Ports 
- Protocols 
- Packets 
 

- Applications (Web Services) 
- APIs (Operations) 
- Users (Service requesters) 
- SOAP messages 
- URLs 

 
Function 

Makes decision whether a 
packet should be routed to a 
specific port and IP address or 
not. 

Makes decision whether a SOAP 
message may access a specific 
operation of a specific Web 
Service. 

 
Access Model 

Access is decided in terms of 
IP addresses and ports, and in 
which direction the 
communication takes place 

Access is decided in terms of the 
identity of the user and his role, 
Web Service operation category 
and access control rules 

 
Rules 

Rules defined in terms of 
ports, IP addresses, and 
packets. 

Rules are more advanced and 
defined in terms of user, roles, 
operation categories and data 
elements 

Table 6-2: Traditional firewall vs. XML firewall [We04] 
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Conclusion 
An XML Firewall is necessary in the ERP System Integration because a traditional network 
firewall isn’t capable of analyzing SOAP messages. The XML Firewall must analyze the 
SOAP message and authenticate the requester of a service. Furthermore, it must also check if 
the initial sender is authorized to access the intended service and if the content of the SOAP 
message contains malicious or invalid data for the requested service. 

6.4.2 Security Assertion Markup Language 
The Security Assertion Markup Language (SAML) standard was released as an open standard 
in November 2002 by Security Services Technical Committee (SSTC), which belongs to the 
Organization for the Advancement of Structured Information Standards (OASIS) group 
[En04], [OAS04a]. The development of SAML was supported by companies such as IBM, 
Nokia and SUN, but not from Microsoft, who instead chose to develop their own framework, 
WS-Security, which although is compatible with SAML. The OASIS group developed SAML 
as a framework based on XML for the exchange of security information. In Web Services 
data often has to travel over many intermediaries, many systems, and various security 
domains before a transaction is completely processed. Furthermore are SOAP messages often 
generated by a client application for communication between applications, and security 
credentials are often related to an identity of a user. A PKI is cumbersome and sometimes 
infeasible to implement in such a system. Security credentials about the end user must be 
inside the SOAP message to ensure end-to-end security. SAML defines how these security 
credentials can be formatted into XML and the WS-Security defines how this information, 
referred to as assertion, is integrated in a SOAP message [On03]. 
 
The assertions in a SAML message express the security information about an entity, such as a 
person or a computer, in a security domain. An example is a person identified by his e-mail 
address in a particular domain. Assertions are in XML format and contain information about 
authentication acts performed by the identified person, attributes of the person, or 
authorization rules concerning which resources the person is allowed to access. SAML 
assertions can also be digitally signed.  
 
SAML was developed for three cases: 
 

1) Single Sign On (SSO), a user (human or computer) registered or signed on in 
one domain can gain access to other domains, which trust each other, without 
signing on again. 

2) Distributed transactions, similar to the SSO, but in this case the security 
credentials are involved in a transaction shared among the domains. 

3) Authorization services, a man-in-the-middle acts like authorization service. 
[Wai03] 

 
SAML differs from other PKIs by not using a central CA that provides certificates to ensure a 
secure communication between clients or servers in a network. Instead SAML uses 
authentication and access control derived from non-certificate credentials, where assertions 
are issued by authentication authorities, attribute authorities and policy decision points which 
are referred to as SAML authorities. What SAML, really does is, defining XML based request 
and response message formats, which can be implemented with various communications and 
transport protocols. Clients can use these message formats to request and receive assertions 
from SAML authorities [OAS04a]. It’s up to the application receiving the message to make 
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the decision, if it can trust the assertion. SAML is usually implemented in SOAP over HTTP 
but can also be used over other protocols [OAS04a], [Ch04], [Mis04]. 
 
SAML doesn’t provide any authentication service itself, but is used as an authentication 
protocol by two servers sharing authentication information. SAML is not an authentication 
authority and can not perform a log-in. When a user logs in to a network he may be 
authenticated by a LDAP server or if he logs in over a Web page, by a servlet or an 
application also handling the authorization. However, SAML may be used to communicate 
the authorization. 
 
Creating a single-sign-on application, letting a user perform more actions but only 
authenticate himself once, can be a hard task and includes a combination of different security 
techniques. SAML can in such a situation help developers by defining the process for sending 
and receiving authorized data.  
 
XML Security, like SOAP-DSIG, differs from SAML, and SOAP has its own security 
definitions from for example WS-I and WS-Security, were SOAP uses its headers to embed 
security, encryption and authentication token [On04]. WS-Security has, however, defined a 
mechanism to include SAML assertions in a SOAP message.  
 
More information about SAML can be found here: [Mis04], [OAS04a] 

6.4.3 Intrusion Detection System 
An Intrusion Detection System (IDS) can be defined as “a process of identifying and 
responding to malicious activity targeted at computer and network resources” [Ka04]. Key 
features of the IDS are the ability to identify hostile and unusual activities within a network, 
issue alerts, which notify the administrators, and block suspected connections. Furthermore, 
IDSs are able to distinguish between internal and external attacks. An IDS is not a network 
logging system to detect vulnerabilities, an anti-virus product to detect malicious software or 
a traditional firewall, though it shows similarities with some of them. 
 
Attacks or security violations detected by IDSs are: 
 

� Unauthorized access to resources; Trojan horses, password cracking, spoofing, usage 
of network connection for private purposes, etc. 

 
� Unauthorized alteration of resources; delete information, identity spoofing, 

configuration changes to network. 
 
� Denial of Service (DoS); Flooding, taking advantage of systems’ vulnerabilities, 

Buffer overflow such as Ping of Death. 
 
� Web application attacks 

  
Once an attack has been detected the administrator or the IDS itself uses countermeasures 
according to the companies’ security policy. The term security violation can differ between 
companies and the security policy defines which actions that are allowed in the system. (cp. 
chapter 4.1) An IDS is not very effective at stopping attackers, but provides information to the 
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security personnel or the administrators, who have to implement other techniques to protect 
the system. 
 
The core element in an IDS is the sensor, which includes a decision-making mechanism. The 
task of the sensor is to filter information and discard irrelevant data received from the three 
major information sources; IDS knowledge base, syslog and audit trails. The syslog includes 
user authorizations, system configuration, etc. The IDS can analyze communication according 
to two different analyses. Misuse detection looks for known indications of misuse where the 
allowable activities are specified in the company’s security policy. Anomaly detection defines 
parameters for normal activities for a given set of resources and all activities are measured 
against these parameters. Detection systems work in either real-time or with some pre-
configured interval [Sh03]. 
 
IDSs can be either centralized, i.e. for example integrated in a firewall, or distributed. 
Distributed IDSs are spread over a large network and may be connected to each other. 
Integrated into a firewall or not, the IDS can cooperate automatically with the firewall and 
provide the firewall with information, about attacks in progress. In that way attacks can be 
stopped. 



106     

 

 



Chapter 7 - Evaulation of the Achievable Security Level 107 

 

, ��������
������������������#������!�-����

In chapter 5, a risk assessment was conducted, which handled threats, vulnerabilities, and 
attacks and described a brief but structured approach to design a secure system. In chapter 4.4, 
different approaches for analyzing the security demands on the system were presented. It 
described the security in the system according to the demands on security concepts, like 
confidentiality and data integrity. This chapter will use the latter approach to explain the 
connection between the standards described in previous chapters and how to achieve security 
in the exchange of material test reports with SOAP. 

7.1 Fulfilling the Security Requirements from the Companies 
The question to ask when designing a secure system is not if the system should have SSL, 
XML Signature, Firewalls, and so on, but to ask, how the system or the SOAP message 
achieves confidentiality, authentication, audit, accountability, non-repudiation, etc. 
 
It is important that the security architecture in the system fulfils the defense in depth security 
model, the security by obscurity as well as the perimeter defense. (cp. chapter 4.1) A 
perimeter defense is important because the external attacks account for the most attacks on the 
system. Apart from keeping the parts of the system secret, the security by obscurity model, 
must ensure that the system does not expose information, which can be used to perform an 
attack. An attack against a system usually starts with the attacker trying to test the system to 
get hold of information, such as information about Web server, toolkits, database, and XML 
structure of material test reports. Once the attacker has this information he can use specific 
vulnerabilities in the system to start his attack. The less information, the harder it is to attack 
the system. Defense in depth protects against internal attacks, but also against attacks where 
the perimeter defense has failed, which occurs eventually. 
 
Generally, the security requirements in the ERP System Integration have two different 
objectives. One is to replace the handwritten signature with a digital signature. The other is to 
ensure security for the messages and the entire system. A digital signature is a part of the 
message security and is necessary in the case study. It fulfills all demands on message 
security except confidentiality. Regarding the message security the need for confidentiality is 
not as important as the need for integrity and non-repudiation. (cp. chapter 4.4)  

7.2 Message Security in the ERP System Integration 
Message security in the ERP System Integration is fulfilled by the digital signature and 
encryption. The signing of a material test report and the SOAP message can occur at two 
places. (cp. chapter 3.1.4) The first is after the verification and release of the material test 
report draft, and the second is before sending the completed report. In the ERP System 
Integration, all steps are performed in the client environment. It is possible to sign the report, 
once the draft is released. A second signature can be implemented with a mass signature, 
which automatically signs every report, which is sent to the intermediary.  
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In chapter 4.4.4 three security levels based on the companies’ requirement for the proof of 
origin, authenticity and integrity for the case study were described, but the security levels also 
depend on the companies’ requirements. Although each company has different requirements 
for security, the intermediary platform should require the users to fulfill some minimal level 
of security to be able to sustain a high security throughout the entire system. 

7.2.1 Message Integrity with Digital Signatures 
In the case of an ERP System Integration end-to-end message integrity must be satisfied. This 
is done with XML Digital Signature and SOAP Extension: Digital Signature. XML DSig 
allows the user to choose which parts to sign and this may be useful in the case study. The 
authorized person could sign the most important parts of the SOAP message including the 
material test report or parts of the report as for example the test data. The mass signature can 
sign the entire message before sending the report. Sometimes, a signature by an authorized 
person is not required, and a mass signature may be enough. The mass signature could serve 
as the company stamp and the letterhead, which have a lower security level. To be able to 
generate a signature, a user must log in to the company’s network and have access to the 
client application, which generates reports and signatures. A simple one-factor authentication, 
with a username and a password, would be enough for the mass signature. The mass signature 
shouldn’t have to be linked to an authorized person but to an authorized department. This 
may, however, be impossible if using an advanced electronic signature, which demands that 
the generated signature is uniquely linked to the signatory. For qualified signatures the whole 
signing process must be controlled and a two-factor authentication may be required. It’s hard 
to decide which kind of digital signature to use together with the test reports’ different 
security levels. If a qualified signature can be implemented at reasonable costs, it should be 
implemented for high security reports. The short lifetime of the certificates for qualified 
signatures can be solved by signing the report again after the expiration of the certificate and 
the signature. (cp. chapter 6.2.2) 
 
How to handle the attachments in the ERP System Integration is a difficult problem. SOAP 
Extension: Digital Signature does not support Detached signatures (cp. chapter 6.3.1) but the 
signature must be an enveloped signature or an enveloping signature. Attachments in the ERP 
System Integration must therefore be integrated in the SOAP message, which should be 
possible to perform with MTOM. (cp. chapter 3.4.5) 

7.2.2 Message Confidentiality with XML Encryption 
Confidentiality is achieved through encryption. Two different methods for encryption have 
been described; SSL and XML Encryption. SSL only provides point-to-point encryption and 
not over a chain of intermediaries. SSL encrypts the whole message, which makes it 
impossible for SOAP intermediaries to route the message according to the SOAP headers. If 
the ERP System Integration, for example, would implement SOAP intermediaries at the client 
and the server environment for a higher quality of service in the system, a SSL encryption 
would not be suitable. SSL will, however, probably be implemented in the Web Portal Access 
method for encryption of the security tokens in a basic HTTP authentication and also for the 
encryption of SQL requests. XML Encryption provides end-to-end confidentiality. With end-
to-end confidentiality encryption of material test reports in the database would be possible.  
 
The encryption of material test reports in the database protects against unauthorized reading. 
Furthermore, it also corresponds with the defense in depth security model. If strangers, 
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however, have access to the data in the system, which requires it to be encrypted, the system 
probably has access control issues [On04]. On the other side, internal and physical attacks 
have control over the authentication process and are hard to protect against without 
encryption. Enabling clients to search the encrypted database is complicated because of the 
problem with the decryption. There are however, databases, which offer encryption of 
information. 
 
In the ERP System Integration, the external attacks are the greatest threats. Encryption of 
information in the database is complicated and results in extra work and higher costs. It is 
better to focus on the authentication and authorization, and make sure that these systems are 
as secure as possible. Confidentiality is more important on the Internet than within the server 
environment. XML Encryption can be used when sending reports over the Internet and the 
application server can decrypt the SOAP message before storing the report in the database. 

7.2.3 Message Non-Repudiation with Digital Signatures 
Non-repudiation is an important requirement for the material test reports and is assured by the 
XML Digital Signature.  

7.3 System Security in the ERP System Integration 

7.3.1 System Authentication  
Authentication has to be done on the client side as well as on the intermediary. The danger of 
only implementing authentication on the client side is that it is in the control of the user and 
can be subject to an internal attack. Therefore, a server side authentication has to be provided. 
The server environment must also authenticate the message, to ensure that comes from an 
authorized user. 
 
There are a number of ways to achieve authentication on the client as well as on the 
intermediary. Smartcards containing the private key will probably will be used for the digital 
signing of material test reports. Hence, it can be used for authenticating the user to the 
workstation and the client application. The authentication in the server environment can be 
done with an one factor authentication. If an one factor authentication, for example, the 
username-password method, doesn’t provide enough security, authentication has to be done in 
another way like PKI, token based authentication, SSL client authentication etc. The SOAP 
headers can be used to transport security credentials, which separate security logic from the 
business logic in the SOAP body. (cp. chapter 3.3.5) For additional security the system can 
also use IP-address authentication for the ERP System Integration, which requires a higher 
level of authentication [Sid03]. Web Portal Access should be possible from anywhere and at 
anytime and infrastructure authentication is not suitable.  

7.3.2 System Authorization 
The Web server, XML Firewall, application server or the database, performs authorization 
decisions. Databases typically use roles with different levels of authority. The decisions are 
based on the authentication. SAML may be used to transport security credentials to provide a 
single sign-on, where the user only needs to authenticate himself to the client application in 
the ERP System Integration. The security credentials used for login are encrypted and sent to 
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the XML Firewall, which decrypts the SOAP header and permits or rejects the SOAP 
message. SOAP extensions in the frameworks can be used to authenticate all incoming 
messages before forwarding them to the application server or database. 

7.3.3 System Availability 
Web Servers have more vulnerabilities and are subject to more attacks than any other type of 
server [Cam04]. Attacks on the Web server are often DoS attacks, which prevents other users 
from accessing the server. Availability is a technical issue and must be ensured by traditional 
firewalls and XML firewalls. Traditional firewalls have been discussed in previous chapters. 
The firewalls form a Demilitarized Zone (DMZ), which separates the Web server from the 
internal traffic and the database. Without a DMZ, unauthorized access to the Web server may 
allow the intruder to eavesdrop network traffic and capture security credentials. Furthermore, 
the intruder may be able to access internal hosts or obtain detailed information about the 
system and its components. 

7.3.4 System Accountability 
An Intrusion Detection System can be implemented at different places in the server 
environment to detect malicious activity. They can be implemented in the XML firewall 
and/or as distributed detection systems within the network. 

7.4 Security Architecture for the Information Intermediary 
This chapter briefly describes how to combine the security techniques to build a secure 
architecture for the case study and explains some of the key functions in the system. (cp. 
Figure 7-1) The entire system is split into a client environment and a server environment 
(information intermediary platform), which have been described in chapter 3. 
 
In the client environment XML Encryption and XML Digital Signature must ensure message 
security. The stand-alone client in the ERP System Integration implements a toolkit for 
handling the generation of digital signatures as well as encrypting the SOAP message 
containing the material test report. The tags used to carry security related information are 
located in the SOAP header and in the SOAP body. Designing the system to use SOAP 
headers for communicating security credentials reduces the complexity of the system by 
separating the authentication code from the business logic. Using SOAP headers for passing 
security credentials makes the authentication platform- and vendor-independent and ensures 
interoperability.  
 
The server environment must decrypt the message as well as authenticate the user. Exactly as 
in the encryption and the generation of the digital signature, there are toolkits and 
frameworks, which simplify the processing of the SOAP message. The authentication is done 
with security credentials in the SOAP header, such as username and password or certificates. 
XML DSig and XML Encryption require certificates as well as public and private keys. 
XKMS can be used for the administration of keys and certificates in the distributed network. 
SAML could be implemented to provide a single-sign-on, where the user only authenticates 
himself once at the client side. This, however, results in a lower security level in the system 
and should only be implemented with a rigorous authentication control. 
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The traditional firewall protects the network and cooperates with the IDS to be able to analyze 
and block malicious traffic. The XML Firewall can analyze the SOAP messages regarding 
their target and if the message is permitted for the target. XML firewalls can handle all SOAP 
messages going in and out of a network and include functions such as routing messages, 
establishing secure connections through the server environment and to the client, applying 
and verifying digital signatures, authenticating and authorizing access based on certificates, 
using public key infrastructure to validate credentials, encrypting and decrypting requests and 
responses. The routing is performed according to the content of the XML message or the 
destination URL for the message. Usually an XML firewall is installed on a dedicated 
computer in a DMZ between two traditional firewalls (cp. Figure 7-1) [VerS03]. 
 

 
Figure 7-1: SOAP related security issues in the electronic document exchange 
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The Internet has changed the way companies exchange information and conduct business. In 
the metal working industry companies can exchange material test reports more effective by 
using an intermediary platform. Material test reports in the electronic document exchange can 
be represented in XML and transmitted over the communication protocol SOAP. XML is a 
simple format and uses tags to describe information, which allows it to exchange material test 
reports between different applications.  
 
Security in the electronic document exchange is an important factor. In the case study it must 
fulfill two different requirements. First, the handwritten signature in the paper-based 
document exchange must be replaced with a digital signature. Secondly, the material test 
reports transmitted over the Internet are vulnerable to attacks in a completely new way and the 
reports as well as the intermediary must be protected. 
 
SOAP is extensible and excellent for the interoperability between systems. To sustain 
interoperability it is important that only those specifications, which match the extensibility 
model for SOAP, are implemented. Herein lies a problem, because with custom configured 
applications the most existing security problems can be solved. If they don’t correspond to the 
specifications, however, extended interoperability in the system may not be possible. In other 
words, newly developed standards may not work together with the SOAP system in the 
future. In the ERP System Integration should, therefore, only specifications, which comply 
with the extensibility model of SOAP be used.  
 
SOAP is protocol independent but usually implemented over HTTP and can therefore pass 
through traditional firewalls. Experts cannot agree upon whether this presents a greater risk 
than common Web traffic, which also communicates through this port. 
 
In the last few years organizations such as OASIS and W3C have developed specifications for 
how to protect XML and SOAP messages. XML Digital Signature and XML Encryption are 
two specifications, which provide message integrity, message authentication, non-repudiation, 
and confidentiality. To achieve system security, authentication, authorization, availability, and 
accountability must be provided. SOAP headers can transport security credentials, which can 
be used for authentication. An XML Firewall can analyze SOAP messages for malicious 
code, authenticate and authorize users as well as provide availability. Accountability is also a 
technical issue and can be achieved by an Intrusion Detection System.  
 
One of the most difficult requirements from the companies is to send material test reports 
with attachments, such as pictures and diagrams. Existing SOAP specifications don’t satisfy 
the requirements, because they can’t generate a digital signature for the binary data. The new 
specification from W3C, MTOM, is not yet established on the market but will hopefully solve 
the problem. The MTOM is an example of an extension which shows the continual 
development of new specifications to fulfill the requirement from companies using SOAP as a 
communication protocol. 
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Material Test Report 2.x 

No. Name Type of test Content of 
report 

Report signed by 

2.1 Certificate in 
compliance 
with order 

Non-specific No results Quality control center at metal 
producer 

2.2 Test report Non-specific Results from 
non-specific 
tests 

Quality control center at metal 
producer 

2.3 Specific test 
report 

Specific Results from 
specific tests 

Quality control center at metal 
producer 

Material Test Report 3.x 

No. Name Type of 
test 

Content of 
document 

Report signed by 

3.1.A Inspection 
certificate 3.1.A 

Specific Results from 
specific tests 

Inspector specified in the official 
regulations. 

3.1.B Inspection 
certificate 3.1.B 

Specific Results from 
specific tests 

Authorized representative of 
metal producer, but independent 
of the production department. 

3.1.C Inspection 
certificate 3.1.C 

Specific Results from 
specific tests 

Authorized representative of the 
customer 

3.2 Inspection report Specific Results from 
specific tests 

Authorized representative of 
metal producer, but independent, 
and authorized representative of 
customer 
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