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Abstract 
Security issues appearing in one or another form become a requirement for an increasing number 
of embedded systems. Those systems, which will be used to capture, store, manipulate, and access 
data with a sensitive nature, have posed several unique and urgent challenges. The challenges to 
those embedded system require new approaches to security covering all aspects of embedded 
system design from architecture, implementation to the methodology. However, security is always 
treated by embedded system designer as the addition of features, such as specific cryptographic 
algorithm or other security protocol. This paper is intended to draw both the SW and HW designer 
attention to treat the security issues as a new mainstream during the design of embedded system. 
We intend to show why hardware option issues have been taken into consideration and how those 
hardware mechanisms and key features of processor architecture could be implemented in the 
hardware level (through modification of processor architecture, for example) to deal with various 
potential attacks unique to embedded systems. 
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Abstraction 
 
  Security issues appearing in one or another form become a requirement for an 

increasing number of embedded systems. Those systems, which will be used to 

capture, store, manipulate, and access data with a sensitive nature, have posed 

several unique and urgent challenges. The challenges to those embedded system 

require new approaches to security covering all aspects of embedded system 

design from architecture, implementation to the methodology.  However, 

security is always treated by embedded system designer as the addition of 

features, such as specific cryptographic algorithm or other security protocol. 

This paper is intended to draw both the SW and HW designer attention to treat 

the security issues as a new mainstream during the design of embedded system. 

We intend to show why hardware option issues have been taken into 

consideration and how those hardware mechanisms and key features of 

processor architecture could be implemented in the hardware level (through 

modification of processor architecture, for example) to deal with various 

potential attacks unique to embedded systems. 
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Chapter 1    Background and Motivation 

1.1   Introduction to embedded systems 

                     With the technology development of the computer engineering, more 

and more modern electronic systems like PDA, wireless handset, network 

distributed sensors systems have been developed and directly influence 

our life.  Those systems are so-called “embedded systems”. Well there 

are quite many kinds of definitions on the embedded system, most of 

those try to derive an abstract model and capture as many as possible of 

features of the embedded system. Actually when we talk about an 

embedded system, we mean that the system is a special purpose computer 

system which is located inside of processors or other devices and is also 

expected to function correctly without human intervention. Unlike a 

general-purpose personal computer, the embedded system has specific 

requirements and performs predefined tasks. Let’s just take a microwave 

as an example. The embedded system integrated into the microwave will 

be responsible for accepting corresponding input information from the 

panel, controlling the LCD display, and turning on and off the heating 

elements.  

As the technology development of Internet, a popular trend has been 

formed to get more embedded systems networked together to perform 

certain functions through communication with each other. Many of new 

security problems arise because of the trend. More advanced secure 

technologies are therefore needed to be embedded into the system 

without much compromising the system’s performance and final product 

area. 
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1.2   Characteristics of the embedded system 

  The assigned task to an embedded system is usually not processor-

intensive because of their specific and pre-defined functionalities features 

described on the previous section. The whole architecture of an 

embedded system is often relatively simplified and lower costs compared 

to general-purpose computing hardware. Take the corresponding 

interfaces speed as an example, peripherals used in the embedded system 

are usually controlled by synchronous serial interfaces, which are ten to 

hundreds of times slower than comparable peripherals used in Personal 

Computers. In the embedded system, there are usually no disk drives, 

operating system, keyboard or screen compared with the general PC.  

Programs on an embedded system often run with real-time constraints 

with limited hardware resources.  

As embedded systems always reside in devices and machines which 

might be used as part of our daily lives, more dependability and reliability 

are required while running continuously for a really long period of time, 

usually measured in years. Firmware, the name for software that is 

embedded in hardware devices, will usually be developed and tested to 

meet much stricter requirements than general purpose software (which 

can usually be easily restarted if a problem occurs).  Embedded firmware 

should usually be able to self restart if some sort of catastrophic data 

corruption has taken place. This feature often requires an external 

hardware assistance mechanism such as a clock timer which can 

automatically restart the system in the case of software failure. 

At last, due to the large unit manufacture features of embedded 

systems, cost is always a major concern. For the application based 

embedded systems, the production costs could be minimized by using a 

relatively slow processor and an adequate memory size. During the 
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architecture design of the embedded system, performance, area and cost 

of the final product should always be trade off between each other. 

 1.3   Security motivation and outline of the paper 

                      As all the features described in the previous sections, embedded 

systems, which will be used to capture, store, manipulate, and access data 

of sensitive nature, have posed several unique and interesting security 

challenges. There are quite many examples of the very significant cost 

associated with the failure of the embedded system to resist malicious 

attacks. With the evolution of the internet, it has been observed that the 

cost of insecurity in embedded system can be very high. According to a 

survey by Forrester Research [1], quite a large number of users including 

52% of cell phone user and 47% of PDA users in the mobile commerce 

world feel that security is the single largest issue in providing the 

successful deployment of next generation mobile services. 

                       Actually Security has always been the subject of intensive research in 

the context of general purpose computing and communication system. 

However, those security mechanisms are always constructed by 

embedded system designers as the addition of features, such as specific 

cryptographic algorithms and security protocols. Most of them are 

implemented into the design of embedded systems from the functional 

perspective. Thus this thesis paper is also intended to introduce 

embedded system designers and design tool developers to the challenges 

regarding the secure embedded system design. 

    The thesis begins with the chapter 2 to illustrate basic embedded 

system security requirements and why the hardware secure mechanism 

are chosen (Compared with software–based) to deal with these potential 

attacks. Chapter 3 in the thesis paper presents and tries to classify how 

many kinds of potential attacks unique to the embedded system. In the 
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chapter 4 and chapter 5, we show how the hardware based secure 

mechanisms and key features of processor architecture could be 

implemented into the processor to achieve our security goal of embedded 

systems. Chapter 6 presents challenges and some other critical issues 

during the design of secure embedded system while chapter 7 gives the 

conclusion.    
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Chapter 2   Embedded system security requirement 

2.1   Basic requirements on the embedded system security 

   Embedded systems are often providing critical functions that could be 

sabotaged by malicious coding attacks. Before addressing the common 

security requirements of embedded systems, it is very important to note 

that there are not only one entity involved in a typical embedded system 

manufacturing, supply, and usage chain. Security requirements vary 

depending on whose perspective we consider.  For example, let us take 

one cell phone which is capable of wireless voice, playing multimedia, 

and data communications into consideration. Security requirements may 

vary when considered from the viewpoint of the manufacturer of a core 

component inside the cell phone (e.g., base band processors), the cell 

phone manufacturer, the cellular service provider, the content provider, 

and the end user of the cell phone. 

   As we could see from the information security history, security issues 

were first explored in the context of communications systems. When two 

entities send or receive sensitive information using public networks or 

communications channels which are also accessible to potential attackers, 

both of the entities should ideally provide security functions such as data 

confidentiality, data integrity, and peer authentication.  

   Data confidentiality protects sensitive information from undesired 

eavesdroppers. Data integrity ensures that the information has not been 

changed illegitimately. Peer authentication verifies that the information is 

sent and received by appropriate entities rather than masquerades.  

The security functions are also required within the embedded systems. 

Considering from the top level point of view, there are six typical security 

requirements across a wide range of embedded systems, which are 

described as following details: 
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 User identification. (peer authentication in the common 

communication system). In most cases, there are only a 

selected set of authorized users who could access to the 

embedded system. 

 Secure network access. Network connection or service access 

is only provided if the device is authorized.   

 Secure storage. All critical and sensitive information 

including data or code are required to be protected during 

communication between components of the embedded system 

and should also be properly erased at the end of its lifetime.  

 Content security. This security function protects the 

correctness of the digital content stored or accessed by the 

embedded system, and it is an issue actively pursued by 

several digital content providers. 

 Availability.  In several scenarios, the system should guarantee 

that it can perform its intended function and service legitimate 

users at all times. Any disrupted caused by the Denial-of-

Service (DoS) is not allowed.  

 Tamper resistance. It refer to the desire to maintain these 

security mechanisms working as usual even the device falls 

into the hands of malicious parties. 

2.2 Reasons for hardware secure mechanisms 

   In order to build those security requirements into the design of 

embedded systems, there are a number of possible approaches which 

could roughly be classified as SW approach and HW approach. 

   In the SW approach, for example, in the communication between 

components of embedded system, different encryption operations on the 

transmitted data are needed in order to secure the context of the 
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transmission. However, software solutions are not sufficient to keep up 

with the computation demands of security processing, due to increasing 

data rates and complexity of the security protocols. This shortcoming can 

be easily felt in systems that need to process very high data rates or a 

large number of transaction (e g., network routers, firewall, etc), and 

systems with modest processing resources. (e g., PDAs, wireless handsets, 

smart card, etc)  

   Let’s examine the HW approach in turn. One of the most prominent 

advantages of the hardware approach is its efficiency. To implement 

some application-based cryptographic algorithm on the HW is much 

efficient than solving it in software as it may take much more CPU clock 

cycles and resources to deal with more and more complex network 

protocol. As we mentioned before, in those systems which need high 

performance to process high data rates and deal with quite large of 

computations, HW approach should definitely be considered as the first 

choice. However, pure hardware solutions suffer from its inflexibility. 

They cannot easily be adapted to cater for new coming security functions. 

Once an error is discovered it cannot easily be fixed without a high costly 

design re-spin. Therefore we will always have to trade off between HW 

and SW parts during the design of embedded systems in order to find the 

best balance between the performance, area and cost. 

   Within this thesis paper, we will mainly focus on hardware mechanisms 

and its corresponding architecture to see how those things could be 

implemented and used to achieve security requirements during the design 

of the embedded system from the system point of view. 
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Chapter 3   Potential attacks on secure embedded systems  

      Various attacks on electronic and computing system have shown that 

hackers always rely on exploiting security vulnerabilities in the software 

and the implementation of hardware components. Security mechanisms 

have always been considered as “later on” functionality during the past 

around 10 years. In this section, several kinds of attacks to embedded 

systems have been classified based on means used to launch the attacks 

and will be present in detail to show that unless security is considered 

throughout the design cycle, components of the embedded system 

implementation vulnerabilities can easily be exploited to weaken or even 

bypass functional security mechanisms.  

Figure 1 shows a broad classification of attacks on embedded systems. 

 

 

Figure 1:  Taxonomy of attacks on embedded system  

    We roughly classify the attacks on embedded systems into three 

different categories. As mentioned before, these classifications of attacks 
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are based on the agents or ways used to launch the attacks. Software 

attacks refer to attacks launched through software entities such as virus 

back door, Trojan horses, worms, etc. Physical attacks refer to attacks 

launched through the physical intrusion into the system at chip or system 

level. A side-channel attack is the most special one. It required attackers 

to observe some properties of the system, For example, executing time, 

power consumption estimation etc, while it performs some critical 

operation, such as encryption. There are several important things that 

should be clearly aware. Although we have classified attacks into various 

attacks in order to be easily understood, in most of the cases, attackers 

will use a combination of various techniques to achieve their objectives. 

The classification neither includes all attacks on the embedded systems, 

nor is it intended to. With more new resources and features emerging into 

the embedded systems, new schemes breaking security mechanisms is the 

greatest challenge to the design of secure embedded system. 

3.1 Software attacks 

   Software attacks represent a major threat to embedded systems, which 

are capable of downloading and executing application code. The 

infrastructure that software attacker require is substantially cheaper and 

easily available to most of the attacks compared to the physical and side-

channel attacks. Due to the complexity and extensibility features, 

software in the embedded system becomes a major source of security 

vulnerabilities. Let’s take a hardware virus to see how software attack 

works. In the most of modern electrical system, EPROM is used as BIOS 

memory for booting up the embedded system. As we know, those 

EPROMs or so called flash ROMs could be re-written from the software. 

The system may have several Megabyte of flash ROM on various 

microcontrollers. Very often, lot of space has not been utilized and could 
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be used to store backdoor information or viruses. It is very easy for the 

attacker to use those memory space which is hard to trace and almost 

never visible to software running on the system. A simple hardware virus 

may be designed to send false data to a system or cause the system to fail 

to respond to some critical events which could be very dangerous to the 

embedded system. 

3.2 Physical and side-channel attacks  

   Besides software attacks, there are so call physical and side-channel 

attacks which exploit the vulnerability of the implementation of system to 

break the security of embedded system such as smart card embedded 

system. Actually Physical and side-channel attacks could even be 

classified into two more kinds of more attacks, invasive and non-invasive 

attacks. 

   Invasive attacks involve getting access to the appliance to observe, 

manipulate and interfere with the system internals. Since this kind of 

attack against integrated circuits typically require expensive and specific 

equipment, they are relatively hard to implement used as general attack.          

   Non-invasive attacks, opposite to the previous one, do not require the 

device to be opened. More work and time remain on the analysis of the 

behavior of different secure algorithms which have been implemented 

into the embedded system. There are forms of non-invasive attacks 

including timing attacks, power analysis attacks, fault induction 

techniques, and electromagnetic analysis attacks. Many other technical 

papers [9] have documented those attacks and corresponding 

countermeasure solutions. New practical research on dealing with those 

non-invasive attacks through hardware and certain architecture have 

become a new and interesting branch in the security of embedded system. 

As it is not in the scope of this paper, we will not cover more issues 

regarding to those subjects.  
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Chapter 4   Hardware mechanisms for typical software 
attack – buffer overflow 

4.1   Overview and background of buffer overflow 

   Buffer overflow attacks are one of the most serious and common 

security threats. Back in 1988, the first serious exploitation of the buffer 

overflow problem have been documented by the Morris Worm 

[10].Buffer overflow has persisted as the basis for many major attacks 

and new variations continue to emerge. The ratio of this vulnerability has 

increased quickly over time. In 2003, according to the survey from CERT 

advisories, buffer overflows accounted for 67.9% of the serious 

vulnerabilities and have caused serious security problems.         

   With more and more embedded systems connected with Internet, many 

military and other critical applications have also been implemented into 

embedded systems, for example, a battle aircraft has thousands of 

embedded components, and a nuclear plant has numerous networked 

embedded controllers. Following this trend, system crashes will have to 

be avoided. It becomes an important research area to effectively defend 

embedded systems against buffer overflow attacks and efficiently check 

if systems have been safely secured. 

   Due to the increasing complexity of embedded applications and more 

strict requirements applied in components latency, power consumption, 

area, cost, etc., it becomes more attractive and necessary to integrate as 

many components as possible in the embedded system and trade off 

between hardware and software is also needed during the architecture 

design of systems. Considering from the perspective of system design 

flow, an effective solution to secure the embedded systems and protect it 

against buffer overflow attacks should be based on the following 

principles. First, it must provide a complete protection mechanism and 

 15



Hardware mechanisms and their implementation for secure embedded system                                            Jian Qin 

the corresponding rules should be simple and relatively easy to 

implement so that third-entities software developers can easily follow. 

Second, it must provide an efficient checking mechanism so people who 

are responsible for the system integration can easily check if the 

component has been protected. Third, it is also important to note that the 

modification of the existing processor architecture should be small 

enough so that the overload of the security mechanism could be kept on a 

reasonable level.   

 4.2 The principle and attack method of buffer overflow 

   Most overflow attacks involve corruption of procedure return addresses, 

frame pointers, arguments in the memory stack and making the existing 

function pointer point the new address to the beginning of the inserted 

malicious code by using memory manipulating operations. The eventual 

access of that address (e.g. by a return or function call address) will 

redirect the program control flow to execute the malicious or unexpected 

code. Those overflow cases are termed and classified as stack smashing 

attacks and function pointer attacks. 

   Take the general function pointer attacks as an example. During the 

execution of a procedure call instruction, the processor transfers control 

to the target procedure, and then control is returned to the instruction 

following the call instruction. target procedure. The transfer of control is 

implemented in memory organization with the LIFO (Last In First Out) 

method just like stack. Thus, a procedure call stack, which is 

implemented with LIFO data structure, is used to save different states 

between procedure calls and returns. Since compilers for different 

behaviours description languages use the same stack format, one function 

can call other functions written in different languages. In the following 

words, we describe one general memory stack organization for the 
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conventional architecture and show how an overflow vulnerability could 

be used to threat the embedded system.   

Figure 2   Vulnerable code example and Memory organization 

   The memory stack is typically implemented as a contiguous block of 

memory unit that grows from higher addresses toward lower addresses. 

The stack consists of a set of stack frames, a single frame is allocated for 

each procedure that has already gained the return control from its 

ancestor procedure. We can reference data on the data stack by issuing an 

offset to the SP, or modifying the SP directly. The stack pointer SP is 

used to keep track of the top of the stack. Anything beyond the SP is 

considered to be useless. The SP points to the top of the stack frame of 

the procedure that is currently executing, and the frame pointer FP points 

to the base of the stack frame for that procedure. In order to avoid 

corruption of the value of the current FP when calling a new procedure, 

the FP must firstly be saved properly and restored when exiting from the 

called procedure. 

 17
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  Figure 2 illustrates the example program and the operation of the 

memory stack in detail. When the function func() is called by the main 

procedure, a new stack frame will be pushed onto the stack. This frame 

includes the input pointers p1, p2, p3, the procedure return address, the 

saved value of frame pointer, and the local variables a, b, and 

buffer. After completing func(), on the normal case, the program 

should return to the place with its address equal to the location of the 

instruction directly following the call to func() in the main procedure 

main(). However, one security vulnerability exists because 

strcpy()does not perform bounds checking in the C programming. If 

the string to which p1 points exceeds the size of buffer, 

strcpy()will overwrite data which is located near buffer in the 

memory stack. In that case, strcpy()will copy malicious code into the 

stack and overwrite the return address in func()’s stack frame with the 

address of the initial instruction of the malicious code or function calling. 

Consequently, once func()completes its execution, the program 

counter in the processor will load and execute the malicious function call 

instead of returning to the previously stored Frame Pointer.  

  Most variations of this form of attack rely on the ability to modify the 

return address and can result in serious situations. Take one Trojan horse 

as an example, the malicious code inconspicuously execute agent 

software for a future attack and returns execution to the main procedure 

main(). The program will appear to be executed perfectly, and none of 

the abnormal behavior will be noticed by the user. However, the system 

has now installed one back door and may be used as a DoS server in a 

future attack. 

   As a conclusion, the buffer-overflow attack is a problem that was 

indirectly addressed in several ways. It required overflowing addresses 

(return addresses or function pointers) with a buffer passed from one 

domain (e g. process) to another. As a result, a necessary condition for 

 18
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preventing buffer-overflow attacks is preservation of the integrity of 

addresses across domains. 

 4.3    Some software based methods for thwarting Buffer Overflow 

   Since a high percentage of buffer overflow vulnerabilities can be 

attributed to features of the C programming language, researchers have 

proposed many software-based countermeasures for thwarting buffer 

overflow attacks. For example, safe languages are supported. Safe 

languages are languages where it is generally not possible for the 

previously mentioned vulnerabilities to exist as the language constructs 

prevent them from occurring. A number of safe languages are available 

that will prevent the kinds of implementation vulnerabilities. Examples of 

such languages include Java and ML. As we only focus on C and C++, 

these safe languages are mostly referred to as safe dialects of C.  

  Many proposals have developed secure (or safe) dialects of C. Cyclone 

[11] is a dialect of C that focuses on general program safety, including 

prevention of stack smashing attacks. Safe programming languages have 

proven to be very effective in practice. Programs written in Cyclone may 

require less scrupulous checking for certain types of vulnerabilities. 

However, as paid back, safe programming dialects can cause significant 

performance degradation and also require programmers learn the 

numerous distinctions from C. Legacy application source code must be 

rewritten and recompiled. 

   Methods for the static, automated detection of buffer overflow 

vulnerabilities in code have also been developed. Using such static 

analysis techniques, complex application source code can be scanned 

prior to compilation in order to discover potential buffer overflow 

weaknesses. However, the detection mechanisms are not perfect. Many 

false positives and false negatives can occur. The same as Cyclone, these 
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techniques ultimately require the programmer to inspect and often rewrite 

parts of application source code. Re-coding may also increase the total 

application code size. 

   Yong and Horwitz [12] proposed a static analysis tool with dynamic 

checks to protect C programs from attacks via invalid pointer 

dereferences. The method has a low runtime overhead, no false positives, 

requires no source code modification, and protects against a wide variety 

of attacks via bad pointer dereferences. The main idea is to use static 

analysis to detect un-safe pointers, and protect memory regions that are 

not legitimate targets of these pointers. This method maintains a mirror of 

the memory locations that can be pointed to by un-safe pointers using one 

bit for every byte of the memory to specify whether each mirrored byte is 

write-safe. Although the method does not produce any false positives, the 

tool doubles the application run-time.   

There are also much work have been done in the compiler modification 

for against buffer overflow during the design of system. StackGuard [13] 

is one of the earliest and most well known compiler-based solutions. The 

solution involves a patch to gcc that defends against buffer overflow 

attacks which corrupt procedure return addresses. In the procedure 

prologue of a called function, a “canary” value is placed on the stack next 

to the return address, and a copy of the canary is stored in a general-

purpose register. StackGuard supports two types of canaries. The random 

canary method inserts a 32-bit random canary after the return address in 

the function prologue and checks the integrity of its value before using 

the return address at epilogue. The terminating canary consists of four 

string termination characters: null, CR, -l, and LF. It is important to note 

that each one of these characters is a terminating value for an unbounded 

data copying function. Since the string copy will be terminated at the 

canary, any transaction that tries to overwrite the canary with the same 

terminating values will be prevented. However, a varying performance 
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overhead of 6-80%, which is a function of the ratio of the instructions 

required for the modified prologue and epilogue to the number of original 

function instructions, is reported in [13]. 

4.4   Implement the secure mechanism in hardware level  

  As we have mentioned before, the security issues have always been 

added to the embedded system as something known as functions “later 

on”. However, as more and more system vulnerability are exposed, 

security has already become a new dimension (like performance, power 

consumption, cost, etc.) during the design of embedded systems. It also 

requires us take the security mechanism into consideration from the top 

level of system perspective. 

  Although the software-based countermeasures presented above for 

thwarting overflow are available, a modification of processor architecture 

defense is justified because of the high performance penalty to achieve 

the goal. Many of the mechanisms implemented through small 

modifications of processor architecture combined with invoking user 

defined secure instruction calls could be more efficient and give less 

system performance penalty compared to the software based approaches.  

   We propose a hardware-based, built-in protection to defend against 

common buffer overflow vulnerabilities in embedded systems. This 

approach benefits from its efficiency and independency of the application 

source code, which is not available for most of the commercial 

component of embedded system. The basic idea of the proposal is to 

design a secure instruction set and require third party software developers 

to use secure instructions to call functions. In the following subchapter, 

two methods are presented to show how we could implement the secure 

mechanism into the components of embedded system in hardware level 

for against buffer overflow attacks mentioned before.  
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4.4.1   Hardware Boundary Check scheme 

   The protection scheme is to perform hardware boundary checks by 

using the current value of the frame pointer. The basic working flow is 

described as follows: First, whenever any “write” operation is executed, 

an “Address Boundary Check” is performed for the target’s address by a 

hardware comparator at the same time. Secondly, if the target’s address is 

equal to or bigger than the value of the frame pointer, the stack overflow 

exception is issued; otherwise, do nothing.  

   The requirement for third-party software developers is to define the 

variable which needs to be changed in its child function calls to be a 

global variable or dynamic memory allocation (like data, or heap segment) 

instead of a local variable usually allocated in the stack. The security 

check workflow is very easy. The system integrator can execute the tested 

program and see whether the stack overflow exception occurs. In runtime, 

the system crash can be avoided by calling a recovery program in the 

stack overflow exception handler program. 

   The advantages of this approach are as follows: (1) the system can be 

completely protected from stack smashing attacks since all frame pointers, 

return address and arguments are protected. (2) The writing and the 

boundary checking can be executed parallel; Therefore, there is no 

performance overhead. (3) The source code and the extra protection code 

are not needed. 

4.4.2 Secure Instruction Set Calling and Return  

  In this secure mechanism, we define two secure function call 

instructions by re-writing the existing instruction set “Call” and “Return” 

and name it as Secured_Call and Secured_Return. 
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  Basically, Secured_Call will generate a signature of the return address 

when a function is called, and Secure Return will check the signature 

before returning from this function. We require that the third-party 

software developers must use our defined secure function calls instead of 

the original ones when calling a function. The detailed working flow of 

this secure mechanism is described in the following figure. 

 

    Figure 3   Re-defined secured call and return instruction  

   As we can see from Figure 3, in order to implement Secured_Call and 

Secured_Return, each process is randomly assigned a key when it is 

generated and the key is kept in a special register R. Secured_Call is used 

to replace the original “Call” instruction. Basically, the original “Call” 

instruction has 2 operations: push the return address into the stack and 

then put the address of the function into Program Counter to execute the 

function. Secured_Call adds the operations to generate the signature. It 

has four operations: (1) Push the return address into the stacks; (2) 
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Generate a signature S by S = XOR (R, Ret) where R stores the key and 

Ret is the return address; (3) Push R into the stack; (4) Put the address of 

the function into Program Counter. 

  Secured_Return is used to replace the original “Return” instruction. 

Basically, the original “Return” instruction will pop the current two 

values in the stack to the frame pointer and the Program Counter. 

Secured_return adds the operations to check the signature. It has four 

operations: (1) Load the value of SP and SP + 4 to two temporary 

registers, R1 and R2 (R1 and R2 store the signature and the return 

address pushed by Secured_Call, respectively). (2) Calculate S’ = 

XOR(R, R2). (3) Compare R1 and S’. If equal, move R2 to the Program 

Counter. Otherwise, generate a stack overflow exception. If the return 

address is changed by a hacker, it can be found since the two signatures 

(S and S’) are different. Since the key is randomly generated for each 

process, it is extremely hard for a hacker to guess the key. So a hacker 

can’t give a correct signature if he changes both the return address and 

the signature. 

  A system integrator can easily check whether the original “Call” 

instruction is present in a component based on binary code and execute it 

to see whether there is a stack overflow exception. During runtime, the 

system crash can be avoided by calling a recovery program in the 

exception handler program.  

  Both of the methods mentioned above guarantee that it is extremely 

hard for a hacker to use stack smashing attacks to execute the inserted 

hostile code. Let’s compare the two methods in respect of security, 

hardware cost and time performance.  

First, as we examine the security issues, the hardware boundary check 

provides even better the security than secured function call since the 

previous one protects frame pointers, return addresses and arguments 

while the latter one only protects the return address.  
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  Secondly, as well as their hardware modification shows, both methods 

need very simple hardware, the components for the key to generate a 

signature, and a comparator to compare if two register values are equal. 

To have a realistic comparison, we designed and synthesized the 

hardware based on the two methods assuming 32-bit word length. We 

describe our hardware design by VHDL in Register Transfer Level and 

perform simulation and synthesis using ModelSim. Table 1 shows the 

result of the synthesis.   

 

Method Component  The Number of gates Delay  

(ns) 

Hardware Boundary 

Check 

Comparator             130    17.23  

Comparator            128     17.23  Secure Instruction 

Set Calling 
XOR operation            152     5.19 

Table 1   Synthesis result of two different methods 

   According to the result of the synthesis, both overload of the system are 

reasonable. However, secure function call need one more component 

used to perform the XOR operation compared to the hardware boundary 

check. 

 Thirdly, let’s take the time issues into consideration. As most modern 

CPUs are designed with pipelining, both methods introduce very little 

overhead. To give a realistic comparison, we analyze time overhead of 

the two methods based on the five-phase pipeline architecture of DLX (a 

general embedded processor architecture). The five stages are: IF 

(Instruction Fetch), ID (Instruction Decode), EX (Execution), MEM 

(Memory Access), WB (Write Back). To make a fair comparison, the 

worst case is considered. Using hardware check boundary, we compare 

the target’s address with the value of FP for each write operation. We can 
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add the additional hardware to perform the comparison and the write 

operation in parallel during the MEM stage. The buffer overflow 

exception is issued only when the address is greater than or equal to the 

value of FP; otherwise, nothing happens. Therefore, there is no overhead. 

 Using secured instruction set, it requires adding two more operations to 

the original “Call”: one is to generate the signature and the other is to 

push the signature into the stack. Considering the worst case, it needs two 

extra clock cycles to finish. Since the data dependence exists between two 

operations, other advanced technology will have to be used in order to 

perform those two actions in parallel instead of halting within the pipeline 

when using Secured_Call.  Secured_return adds three more operations to 

the original “Return”. The situation is the same as the previous one, in the 

worst case, three extra clock cycles are added for when using 

Secured_Return. Totally, there are at most 5 extra clock cycles for each 

function call. 

  Based on the above analysis, if security and performance are the major 

concerns, hardware boundary check is recommended, which needs 

simpler hardware and does not introduce any time performance overhead. 

However, as we could see from Table 1, there are also quite a low 

performance overload and slight hardware modification to the embedded 

processor. Thus, if the applicability is the major concern, the latter one is 

recommended. 

4.4.3   Securing Function Pointer in the same way 

   As we described in the first section of this chapters, there is another 

overflow attack called function pointer attack. In a program, there are 

usually two ways to perform a function call through a function pointer. 

Calling indirectly through a memory location or a register where the 

address of a function is stored. Based on the same idea as the secure 
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instruction call and return method, we define a new instruction called 

Secured_Jmp to make it extremely difficult for attackers to change a 

function pointer leading to the malicious code. 

  This method also requires the third-party software store the XORed 

address to a function pointer instead of the address of a function. In the 

same way as the method securing function call presented before, each 

process is randomly assigned a key when it is generated and the key is 

stored in a special register R. The operations of Secured_Jmp are: first, 

XOR the input address with the key. Secondly, load the instruction in the 

XORed address into a temporary register. Thirdly, compare the 

instruction in the XORed address with a flag instruction which is a 

special instruction and could be used to identify if it is the beginning of a 

function based on it. If they are equal, jump to this XORed address; 

otherwise, issue a buffer overflow exception.  

   The function pointer protection technique has two requirements for 

third party software developers: (1) when they assign the address of a 

function to a function pointer, the address of the function is first XORed 

with the key and then the result is put into the table of function pointer. (2) 

When they call functions using function pointers, they must use the 

secure jump instruction Secured_Jmp. A system integrator can easily 

check whether the secured jump instruction has been used in all function 

calls that use function pointers based on binary code.  

   If a hacker changes a function pointer and makes it point to the attack 

code, the attack code can’t be activated because the real address that the 

program will jump to is the XORed address with the key. In most of the 

cases, a system crash can be avoided if we compare the instruction in the 

XORed address with the flag instruction .The key is stored in a special 

register within the processor’s on-chip cache, Therefore, the value of the 

key cannot be overwritten or corrupted by buffer overflow attacks. Since 

the key is randomly generated for each process, it is almost impossible 
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for a hacker to guess the key. Thus, our goal to defend a system against 

function pointer attacks has been achieved. 

4.5 Other hardware based solutions with Operating System 

supported 

   In order to secure the networked embedded system against over flown 

and other Distributed Denial of Service (DDoS) attacks, other hardware 

mechanism solutions have also applied in this domain and many 

enhancement modifications have been done on the kernel of operation 

system. For example, StackGhost is an operating system modification 

designed for the Linux SPARC architecture, in this architecture function 

calls are not always handled via the stack, but in most cases (if nesting or 

recursive is not deep) they use register windows. In the following 

subchapters, we describe other hardware based mechanisms combined 

with Operating system support for countering overflow. 

  4.5.1   Non-executable memory page 

The observation that most attackers wish to execute their own code 

has led to many proposed countermeasures that will not try to prevent the 

vulnerability or its exploitation but try to prevent execution of injected 

code. Marking the stack as non-executable is a way of preventing buffer 

overflows that inject their code into a stack-based variable (usually the 

buffer that is being overflowed): the processor or operating system will 

not allow instructions to be executed in this specific memory region.  

Most operating systems divide process memory into at least a code 

(also called the text) and data segment and will mark the code segment as 

read-only, preventing a program from modifying code that has been 

loaded from disk into this segment, unless the program explicitly requests 

write permissions for the memory region. Then attackers have to inject 
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their code into the data segment of the application. As most applications 

do not require executable data segments, all their code will be located in 

the code segment. Some countermeasures suggest marking this memory 

as non-executable, which will make it harder for an attacker to inject code 

into a running application. For example, Multics was one of the first 

operating systems to provide support for non executable data memory. 

i.e., memory pages with execute privilege bits. However, the return 

address may instead be redirected to pre-existing, legitimate code in 

memory that the attacker wishes to run for malevolent reasons. In 

addition, it is difficult to preserve compatibility with existing applications, 

compilers, and operating systems that employ executable stacks. Linux, 

for instance, depends on executable stacks for signal handling. 

 4.5.2   Randomised instruction sets 

Another technique that can be used to prevent the injection of 

attacker-specified code is the use of randomized instruction sets. 

Instruction set randomization prevents an attacker from injecting any 

malicious code into the application by encrypting instructions on a per 

process basis while they are in memory and decrypting them when they 

are needed for execution. Attackers are unable to guess the decryption 

key of the current process, so their instructions, after they’ve been 

decrypted, will cause the wrong instructions to be executed. This will 

prevent attackers from having the process execute their payload and will 

have a large chance crashing the process due to an invalid instruction 

being executed. 

 Barrantes etc [14] implements a proof-of-concept implementation of 

these randomized instructions by using emulators that emulate a 

processor. The implementation is built on Valgrind, an x86-to-x86 binary 

translator that is used to detect memory leaks. Emulation scrambles the 
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instructions at load-time and unscrambles them before execution. By 

scrambling at load-time the binaries can remain on the disk unmodified     

However, implementations cause a significant run-time performance 

penalty when unscrambling instructions because they are implemented in 

emulators, but it is entirely possible, and in most cases desirable, to 

implement them as a hardware accelerator so as to reduce the impact on 

runtime performance. 

4.5.3   SRAS approach    

Since most buffer overflows attempt to corrupt and re-direct the 

return address of a function, many countermeasures focus on protecting 

the return address. As well as the proposals that have been examined in 

the previous section, there is anther hardware modification mechanism 

called SRAS that could be used to detect return addresses from changes.  

 Xu, Kalbarczyk and Iyer Xu etc [15] suggest two different 

countermeasures to defend against buffer overflow attacks with SRAS. 

Let’s focus on the hardware based solution SRAS. The secure return 

address stack (SRAS) attempts to detect buffer overflows occurring in 

processors with support for a return address stack. These processors 

predict the return address when a call instruction is fetched by the 

processor to predict which instructions to pre-fetch when executing a 

return instruction. 

  Therefore certain extensions to the RAS mechanism are needed to detect 

buffer overflows. They are described as follows: If a RAS miss prediction 

occurs, i.e. the actual return address is different from the return address 

that was predicted by the processor, it will cause an exception when such 

a miss prediction occurs, allowing the exception handler to verify if a 

buffer overflow really did occur. This will however cause a significant 

performance penalty if the processors miss its prediction since the 
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prediction mechanism is not 100% accurate. To prevent this, we assume 

that the updating of the RAS is done at the commit stage (or called “Write 

Back stage” in others reference material) instead of the fetch stage of the 

processor. The RAS overflows can be captured when mismatches 

between the RAS and the return address occur. In order to prevent 

overflowing, the RAS should be copied to memory on overflow and 

restored properly when the new RAS subsequently underflows. 
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Chapter 5   Architecture and their key mechanisms support 

for securing embedded systems 

5.1 Overview of secure processing architecture  

   During the past 10 years, embedded systems tended to perform one or a 

few fixed functions. With more distributed embedded system networking, 

the trend changes for embedded systems to perform multiple functions 

and also to provide the ability to download new software to implement 

new or updated applications in the field, rather than only in the more 

controlled environment of the factory. It certainly increases the flexibility 

and useful lifetime of an embedded system and also poses new challenges 

in terms of the increased likelihood of attacks by malicious parties. 

Therefore the embedded system should ideally provide several required 

security functions, and implement them efficiently in order to defend 

against variable malicious entities attacks.  

Given these trends, embedded systems have to achieve several goals in 

order to be secure. Systems should provide secured computing 

environments where processes can run in an authenticated environment, 

such that any physical tampering or software tampering by an adversary 

is guaranteed to be detected. In the following section of this chapter, we 

have carefully examined a general embedded secure processor 

architecture and its implementation approaches to see how those 

mechanisms could be integrated into the embedded processor to build a 

secure computing environment. 

 5.2 High level description on the secured processor architecture  

   We consider systems that are built around a processing subsystem with 

external memory and peripherals. The core of the processor is assumed to 
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be trusted and protected from physical attack, so that its internal state 

cannot be tampered with or observed directly by physical means. The 

objective of an adversary is to alter the contents of external memory in 

such a way that the system produces an incorrect result that looks correct 

to the system user. The processor can contain secret information that 

identifies it and allows it to communicate securely with the outside world. 

This information could be the secret part of a public key pair protected by 

a tamper-sensing environment. As well as the external memory, we 

assume that the operating system is also un-trusted. 

  

     
      Figure 4     High-level description of the secure processor architecture 

  Thus the adversary can attack off-chip memory, and the processor needs 

to check that it behaves like valid memory. The principle of this checking 
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is to check if the value the processor loads from a particular address is the 

most recent value that it has stored to that address. If the contents of the 

off-chip memory has been altered by an adversary, the memory may not 

behave correctly (compared to valid memory). Figure 4 describes more 

details of the processor architecture from a high level. We therefore 

require a memory integrity verification mechanism, which will be 

presented in the next section.  

The processor can contain a secret that allows it to produce keys to 

perform cryptographic operations, such as signing, that no other 

processor could do for it. This secret can be a private key from a public 

key pair. If the processor has ascertained that the program it has run was 

executed in an authentic manner, it can use the key to generate a 

certificate. The certificate is used to prove to some entity that the 

program's execution was not tampered with while it ran on the processor, 

and that the program produced a particular set of results when run on the 

processor. 

   As we can see from Figure 4, the secure computing environment 

consists of a processor chip and optionally a part of an operating system. 

We refer to the trusted core part of the operating system as the security 

kernel. The security kernel operates at a higher protection level than other 

parts of the operating system in order to prevent attacks from un-trusted 

parts of the operating system such as device drivers. 

   The secured computing environment guarantees that any physical or 

software tampering that can change the behavior of a program is detected 

or prevented. In other words, the integrity of a program execution is 

guaranteed. However this secured computing environment does not 

provide any privacy for code or data. A private tamper-resistant 

environment which is not in the scope of this paper is required for data 

privacy.  
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A valid execution of a program on a general-purpose time-shared 

processor can be guaranteed by protection against two main potential 

sources of attacks: attacks on state switching (when interrupts occur), and 

attacks on/off-chip memory.  

First of all, the register state of a program can be tampered with on a 

context switch when control transfers to either an operating system or 

another program. Therefore, the processor needs to verify the program 

state whenever it resumes execution.  

  Secondly, the integrity of program instructions and data in the on/off-

chip memories should be protected. On-chip registers and caches are 

secure from physical attacks but can be tampered with by malicious or 

buggy software. Off-chip memory including pages swapped out to the 

disk is vulnerable to both physical and software attacks.  
For the secured computing environment to be useful in practice, a user 

should be able to trust the result provided by a system when all 
communication channels from a processor are un-trusted. In order to trust 
the result, a user first needs to check if the system is in the secured 
computing environment (System Authentication). The message is signed 
only when the program is in the secured computing environment. The 
corresponding signature always includes the hash of the program. Then, 
the program executed by a processor should be verified to be the one that 
is sent by a user (Program Authentication). Finally, a processor should 
have an authenticated communication channel with a user (Message 
Authentication). 

5.3 Key mechanisms in the architecture for protecting off-chip 
memory 

5.3.1 Static protection scheme 

A hash of a message is a fixed length cryptographic fingerprint of the 

message. A Message Authentication Code (MAC) is a hash computed 
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over the message using a secret key and attached to the message. It is 

often used to authenticate a message. Later, the receiver re-computes the 

MAC of the received message and compares it with the attached MAC. If 

it is equal to the attached MAC the receiver knows that the message it 

received is authentic, that is the original message sent by the sender. The 

idea can be simply extended to memory integrity checking for static data, 

like most instructions, in processors. We divide the memory space into 

multiple chunks. A processor contains a secret key on-chip, and 

associates a MAC for each chunk. When the processor reads a block from 

the memory, it reads the entire chunk that the block belongs to and re-

computes the MAC of the loaded chunk and compares this with the MAC 

stored in the memory. To prevent an adversary from copying content at 

one chunk to another chunk, the MAC is computed over the chunk in 

combination with its address. For this reason we can also call this static 

scheme as the addressed MAC scheme.    

Unfortunately, the MAC cannot be used to check the integrity of 

dynamically changing data because it is vulnerable to replay attacks. The 

valid MAC guarantees that a chunk is stored by the processor, but do not 

guarantee that it is the most recent copy. For this reason, MAC can only 

be applied to those static data, for example, instructions in a processor.  

5.3.2 Dynamic protection scheme: Hash tree 

Due to limitation of the static protection scheme, we therefore need a 

more flexible memory mechanism for dynamic data checking. According 

to the principle of memory integrity checking, the mechanisms check that 

the value the processor loads from a particular address is the most recent 

value that it stored to that address. Thus, if an adversary tampers with the 

data, he will be detected by these mechanisms.  
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Hash trees are often used to verify the integrity of dynamic data in un-

trusted storage. A hash tree can be maintained with the hashes computed 

over the plaintext data, the data being encrypted when it is stored in 

memory (the root of the tree is kept in the processor where it can be used 

to verify the integrity of the processor's operations on the memory). 

Figure 5 illustrates what a hash tree looks like. Similar to the MAC 

strategy, the memory space is divided into multiple chunks, denoted by 

B1, B2, etc. 

  

 

Figure 5    Structure of Hash Tree 

In order to check the integrity of a node in the tree, the processor 

should first read the node and its neighbour from the memory, and 

secondly perform a concatenating operation between the data. Thirdly, 

with the most important step, the processor should calculate the hash of 

the concatenated data according to the hash algorithm, and finally check 

if the resultant hash matches the hash in the parent.  

Any modification of a certain node of the hash tree requires an 

updating operation to keep the hash tree fresh and alive. To update a node, 

the processor checks its integrity as described in the previous paragraph 

while it first modifies the node, and then re-computes and updates the 
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parent to be the hash of the concatenation of the node and its neighbour. 

Both of the operation steps mentioned before are needed to repeat to 

update the whole path from the node to the root, including the root, of 

course. 

  

      
                        Figure 6   Hash calculation working routine 

   Figure 6 illustrates how the hash tree could be used to check the 

integrity of memory. 

Hash trees allow dynamically changing data in an arbitrarily large 

storage to be verified and updated with one small root hash on-chip. With 

a balanced m-array tree, the number of nodes to check on each memory 

access is Log    (N), where N is the number of chunks to be verified. As 

we could expect, the logarithmic overhead of using the hash tree can be 

significantly high. 

m

However, by caching the internal hash nodes in the on-chip L2 cache 

with regular data can reduce the performance overhead of using a hash 
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tree dramatically. As we present on the high level of the secure 

architecture, the processor trusts data stored in the cache, and can perform 

memory accesses directly on them without any hashing. Therefore, 

instead of checking the entire path from the chunk to the root of the tree, 

the processor checks the path from the chunk to the first hash it finds in 

the cache. Since this hash is trusted, the processor can stop checking. 

When a chunk or hash is ejected from the cache, the processor brings its 

parent into the cache, and updates its parent in the cache. 

5.4 Implementation of Secure Content Manager (SCM) 

The high-level architecture described in the previous subsections can 

be implemented in many different ways depending on how to partition 

the required functionality between the security kernel and the processor. 

In general, relying more on the security kernel provides more flexibility 

and requires less architectural modification of the processor. On the other 

hand, putting mechanisms into the processor reduces the trusted code to 

be verified, and can sometimes result in better performance.  

 Since the enhancement of the operating system’s security kernel is not 

in the scope of this thesis, we only focus on how mechanisms are 

implemented into the embedded processor. In this approach, we assume 

that there is no security kernel within the secured computing environment. 

  To have a secure execution environment without the security kernel, 

the processor needs to keep track of the processes that it is running in the 

secured mode, so that it can securely keep track of their states. We 

introduce a Secure Context Manager (SCM), which is a specialized 

component and can be implemented into the embedded processor to 

ensure proper protection for each secure process. Once a program starts 

its execution in the secured computing based model with some 
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corresponding instruction, the program’s state in the on chip or off-chip 

environment is protected.  

For each secure process, the SCM assigns a non-zero secure process ID. 

Zero is used to represent those non-secured processes. The SCM 

maintains a table that holds various protection information for each 

secure processes running in secured computing based mode. 

    The table entry for a process consists of a secure process ID, the 

program hash, the architectural registers, a hash used for memory 

integrity verification, a bit indicating whether the process is in the secured 

computing based mode, and a pair of keys for encryption. We refer to the 

table as the SCM table. 

The SCM table can be entirely stored on the embedded processor. 

However, this severely restricts the number of secure processes. Instead, 

we store the table in a virtual memory space that is managed by the 

operating system and stored in off-chip memory. The memory integrity 

verification mechanism which has been present in the previous section 

prevents the operating system from tampering with the data in the SCM 

table. 

 A specialized on-chip cache is used to store the SCM table entries for 

recent processes. To protect the encryption keys, the processor holds a 

master key R, which can be randomly generated when the system boots at 

the first time, and encrypts the keys and store their values in the SCM 

table when they are moved out to off-chip memory. 

  Secure registers when interrupt occurs through SCM  

Managing aspects of multitasking interrupt handling and context 

switching is a rather complicated task, which should not all left to the un-

trusted operating system. For that reason, the SCM within embedded 

processor stores all the process’ register values in the SCM table when 

the interrupt occurs, and restores them at the end of the interrupt. For 

those secured processes, once the register values are stored in the SCM 
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table, for the security reasons, the working copy of the registers is cleared 

so that the interrupt handler cannot see their previous values.  

Secure on-chip caches through SCM 

  The on-chip caches are protected using tags just like XOM architecture 

which will be presented later. Whenever a process accesses a cache block, 

the block is tagged with the process’ SPID. The non-secured processes 

are represented by the secured process ID value of zero. This secured 

instruction ID specifies the ownership of the cache block. Each cache 

block also contains the corresponding virtual address, which was used by 

the owner process on the last access to the block. When a secured process 

accesses an address that requires integrity protection, the processor 

verifies a cache block before using it. If the active secured instruction ID 

matches the secured instruction ID of the cache block and the accessed 

virtual address matches the virtual address of the cache block, the access 

continues. Otherwise, the value of the cache block is verified by the off-

chip integrity verification mechanisms, and the secured instruction ID and 

the virtual address of the block is updated. 

Secure off-chip memory through SCM 

For off-chip memory, we use the hardware memory integrity 

verification mechanism presented in the previous section. The memory 

verification algorithm is applied to each secure process’ virtual memory 

space. Each secured process uses a separate hash tree to protect its own 

virtual memory space. Changes made by a different process are detected 

as tampering. Because we are protecting virtual memory space, pages are 

protected both when they are in RAM and when they are swapped to disk. 

 42



Hardware mechanisms and their implementation for secure embedded system                                            Jian Qin 

5.5 Other related work on secure architecture processing 

5.5.1   Co-design approach for implementing security functions 

  Since pure software or hardware–based methods for implementing 

security mechanisms suffer from large performance overload and 

inflexibility, several HW/SW co-design approaches have been proposed 

to efficiently implement security functions. One uses a general-purpose 

embedded processor core with hardware accelerators (chips or cores) for 

the most performance critical steps. For example, since most of the time 

consumed in executing a public key algorithm such as RSA is in 

performing modular exponentiation, accelerator chips typically provide 

hardware speedup for modular multiplication. However, other ciphers 

may not be accelerated at all by this approach while still incurring the 

cost of the accelerator chips (or cores in System-On-Chip designs). The 

use of FPGAs (Field Programmable Gate Arrays) allows some 

reconfiguration to support different ciphers. However, this hardware 

flexibility may not always meet other goals in cost, energy consumption 

and performance simultaneously. 

  Another approach is to tightly integrate such acceleration hardware with 

the processor core itself and invoke it with custom instructions. This is 

denoted the ASIP (Application Specific Instruction Processor) approach. 

For example, embedded processors such as Xtensa are equipped with 

tools that allow a designer to extend the basic instruction set of a 

processor with a set of application-specific or custom instructions. A 

typical example is to implement one round of a symmetric cipher such as 

DES (Data Encryption Standard) in hardware and invoke this with a 

custom instruction. This can provide very significant acceleration to DES 

with quite small energy consumption .For certain embedded systems, this 

is not only adequate, but often the most cost effective solution.  
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5.5.2   Co-secure processors and XOM architecture 

  Secure co-processors [20] have been proposed that encapsulate 

processing subsystems within a tamper sensing and tamper-responding 

environment where one can run security-sensitive processes. A 

processing subsystem contains the private key of a public/private key pair 

and uses classical public key cryptography algorithms such as RSA to 

enable a wide variety of applications. To maintain performance, the 

processing subsystems have invariably been used as co-processors rather 

than primary processors. The processing subsystems of these processors 

typically assume that system software is trusted. 

   

Figure 7   Basic structure of XOM machine
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The Execute Only Memory (XOM) architecture [18] is designed to run 

security required applications in secure compartments from which data 

can escape only on explicit request from the application. Even the 

operating system cannot violate the security model. Figure 7 illustrates 

the basic idea of XOM architecture.  

   This protection is achieved on-chip by tagging data with the 

compartment to which it belongs. In this way, if a program executing in a 

different compartment attempts to read the data, the processor detects it 

and raises an exception. For data that goes off-chip, XOM uses 

encryption to keep the data secret. Each compartment has a different 

encryption key. Before encryption, the data is appended with a hash of 

itself. In this way, when data is recovered from memory, XOM can verify 

that the data was indeed stored by a program in the same compartment. 

XOM prevents an adversary from copying encrypted blocks from one 

address to another by combining the address into the hash of the data that 

it calculates. 

   XOM can also be fixed in a simple way by combining it with memory 

verification. XOM provides protection from an un-trusted OS, and 

memory verification will provide protection from un-trusted off-chip 

memory. 

5.6   Case study on the ARM TrustZone architecture 

   ARM has recently proposed a small set of features for a secure 

processor core called TrustZone technology, which is targeted 

specifically at securing consumer products such as mobile phones, PDAs, 

set top boxes or other systems running open operating systems, such as 

Symbian OS, Linux, etc. Through a combination in targeted hardware 

and SW components, ARM's TrustZone provides the basis for highly 

protected system architecture, with minimal impact to the core power 
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consumption. TrustZone is a sage execution environment that enables 

semiconductor and OEM developers to incorporate their own application-

specific security measures in tandem with their own hardware and 

software IP.     

   ARM TrustZone technology is implemented within the microprocessor 

core itself, enabling the protection of on and off-chip memory and 

peripherals from software attack. Since the security elements of the 

system are designed into the core hardware, security issues surrounding 

proprietary, non-portable solutions outside the core are negated. In this 

way, security is maintained as an intrinsic feature at the heart of every 

device, with minimal impact to the core area or performance, enabling 

licensees to build any desired additional security features, such as 

cryptography, onto a secure hardware foundation. 

  A new mode, ‘Secure Monitor’, within the core acts as a gatekeeper and 

reliably switches the system between secure and non-secure states. When 

the monitor switches the system to the secure state the processor gains 

additional levels of privilege to run trusted code. It can then handle tasks 

such as authentication, signature manipulation and the processing of 

secure transactions. Figure 8 shows the basic idea of the TrustZone 

Technology. The separation between the secure and non-secure enables 

secure code and data to run alongside an OS securely and efficiently, 

without being vulnerable to attack. The trusted code base is protected by 

implementing in a separate secure domain. 
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Figure 8   Basic idea of TrustZone Technology 

   As shown in Figure 8, non-secure applications are denied access to the 

trusted code base, while trusted applications are identified before they are 

provided access. This demarcation is enforced by the addition of a 

security tag called “Special-bit” throughout the architecture. The Special-

bit defines the security operation state of the system and is used to denote 

parts of the system (ARM processor core, memory system, selected 

peripherals, etc), which are secure. Access to the Special-bit is through a 

separate processor operating mode called monitor mode, which itself can 

be accessed through a limited and pre-defined set of entry points. The 

monitor mode is responsible for controlling the Special-bit, verifying that 

data and instruction accesses made by an application are permitted as 

well as ensuring a secure transition between secure and non-secure states. 

The level of security awareness within a TrustZone technology-enabled 

system can vary from the simplest security measures implemented just 
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within the core and first level memory system to more extensive security 

implementations which reach other memory and peripherals. 

 

 

 

 

 

 

 

 
 
 
 

     

Figure 9   Components of the TrustZone technology 

A TrustZone based SoC (System on Chip) implementation will 

consist of both secure and non-secure elements. Key components include: 

  A TrustZone CPU that is used to run trusted applications isolated 

from normal applications, and to access the memory space reserved 

for trusted applications, 

  Secure on-chip boot ROM to configure the system, on-chip non-

volatile or one-time programmable memory for storing device or 

master keys. 

  Secure on-chip RAM used to store and run trusted code such as 

DRM engines and payment agents, or to store sensitive data such as 

encryption keys, 

  Other resources, such as peripherals, that can be configured to allow 

access by trusted applications only.  

The use of those important components to secure a typical SOC is 

shown in Figure 9. 
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The TrustZone licensing model provides flexible access to the key 

components of the secure technology. TrustZone enabled CPUs, such as 

the ARM1176JZ-S, provide high levels of security. In combination with 

TrustZone Software, rapid deployment of complete security applications 

is possible. Because TrustZone is an open architecture, independent 

developers are able to develop their own security software to run within 

the TrustZone execution environment. For the ARM7 and ARM9 family 

CPUs, the security module by Trusted Logic is available to provide a 

software only security facility, incorporating the TrustZone abstraction 

layer and APIs enabling a smooth roadmap evolution. When optimized 

for the TrustZone-enabled CPUs, the TrustZone Software provides an 

even more secure execution environment. 

   In summary, the TrustZone technology provides an architecture level 

security solution to enforce a separation between trusted and un-trusted 

domain and more secure processing architecture research work could be 

done by unfolding and making use of this technology.  
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Chapter 6   Future challenges on secure embedded system  

As we mentioned before, security has already emerged as the 

mainstream of design issues. This trend requires that the embedded 

system supports various secure protocols and mechanisms. As these 

requirements present significant bottlenecks during the embedded system 

design process, several general metrics during design processing of the 

system need to be traded off. The main issues in this domain are 

presented in the followings. 

Performance overload:  As the increasing data rates and complexity of 

security processing, existing embedded system architectures are not 

capable of keeping up with the computational demands of security 

processing. These shortcomings are mostly felt in systems that need to 

process very high data rates or a large number of transactions (e.g., 

network routers, firewalls, and web servers), and in systems with modest 

processing and memory resources. Much work on new secured 

architectures and mechanisms are needed to provide high level security of 

the system while smaller performance overload be traded off.  

Power consumption: The energy consumption overhead for supporting 

security on battery-constrained embedded systems is very high. Slow 

growth rates in battery capacities (almost 5–8% per year) are easily 

outpaced by the increasing energy requirements of security processing, 

leading to a battery gap. 

 Flexibility: An embedded system is often required to execute multiple 

and diverse security protocols and standards in order to support multiple 

security objectives (e.g., secure communications, DRM, etc.) and provide 

security processing in different layers of the network protocol stack, For 

example, a wireless LAN enabled PDA needs to connect to a virtual 

private network, and support of secure web browsing may need to 
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execute WEP, IP Sec, and SSL. It is, therefore, desirable to allow the 

security architecture to be flexible (re-programmable) enough to adapt 

easily to change and extension of other requirements.  

  Soft tamper Resistance: Attacks due to malicious software such as 

viruses or Trojan horses are the most common threats to any embedded 

system that is capable of executing downloaded applications. These 

attacks can exploit vulnerabilities in the Operating System or application 

software, proceed to access the system internals and disrupt its normal 

functioning as we present in the chapter 4. Because these attacks 

manipulate sensitive data or processes (Integrity attacks), disclose 

confidential information (Privacy attacks), or deny access to system 

resources (Availability attacks), it is necessary to develop and deploy 

various HW/SW based countermeasures against these attacks.  

  Cost:  One of the fundamental factors that influence the security 

architecture of an embedded system is cost. It is really the designer’s 

responsibility to balance the security requirements of an embedded 

system against the cost of implementing the corresponding security 

measures. 

   There are other issues which also should be taken into the consideration 

when designing secure embedded system. For example, Time-to-Market 

(ToM), its pressures in the semiconductor and embedded system 

industries lead to more dependence on the re-use of components from 

various sources vendors. It will be particularly challenging to maintain 

security requirements in the face of these trends. It is very difficult to 

guarantee the security of a system when the underlying components are 

un-trusted. Furthermore, even the composition of individually secure 

components can expose unexpected security bugs due to their interaction. 

   As well as those metrics mentioned above, tools and design 

methodology based on formal or semi-formal specifications of security 

requirements can be used to validate and verify whether those secure 
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requirements are met at different stages of the design process. For 

example, formal verification techniques have been used to detect bugs in 

security protocol implementations. Both the design tools and 

methodologies will play a critical role in empowering designers who are 

not necessarily security experts to address the design challenges 

described in this previous paragraph. 
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Chapter 7   Conclusions  

   Although various security issues have been investigated in the context 

of cryptography, network security and computer security, with more 

attention paid on the security problems by the end-user of embedded 

system, we intend to treat those security issues as a new direction and 

main stream metrics during the processing of embedded system design.  

   High performance and low power consumption are the two main goals 

we always pursue. However, the constrained resources of embedded 

devices pose significant new challenges to achieving the desired levels of 

security. We believe that a combination of advances in secure 

mechanisms and architectures to scale the next frontier of embedded 

system design, wherein, embedded systems will be “secure” to the extent 

required by the application and the environment. To achieve this goal, 

during the design of the embedded system, we should provide defenses 

against broad classes of attacks as mentioned before, all without much 

compromising performance, area, energy consumption, cost and usability. 
 

We are always working to make more things better than before. 
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Glossary  

   DoS attack  —   Denial-of-Service attack stands for attack on a 

computer system or network that causes a loss of service to users, 

typically the loss of network connectivity and services by consuming the 

bandwidth of the victim network or overloading the computational 

resources of the victim system. 
 

   MAC  —   In cryptography, a Message Authentication Code (MAC) is 

a short piece of information used to authenticate a message. A MAC 

algorithm (sometimes termed a keyed hash function) accepts as input a 

secret key as well as the message, and produces a MAC (sometimes 

known as a tag). The MAC protects both a message's integrity—by 

ensuring that a different MAC will be produced if the message has 

changed—as well as its authenticity—because only someone who knows 

the secret key could have generated a valid MAC. 
 

  DES  —     The Data Encryption Standard (DES) is a cipher (a method 

for encrypting information) selected as an official Federal Information 

Processing Standard (FIPS) for the United States in 1976, and which has 

subsequently enjoyed widespread use internationally. 

 58



Upphovsrätt
Detta dokument hålls tillgängligt på Internet – eller dess framtida ersättare –
under 25 år från publiceringsdatum under förutsättning att inga extraordinära
omständigheter uppstår.

Tillgång till dokumentet innebär tillstånd för var och en att läsa, ladda ner,
skriva ut enstaka kopior för enskilt bruk och att använda det oförändrat för icke-
kommersiell forskning och för undervisning. Överföring av upphovsrätten vid
en senare tidpunkt kan inte upphäva detta tillstånd. All annan användning av
dokumentet kräver upphovsmannens medgivande. För att garantera äktheten,
säkerheten och tillgängligheten finns lösningar av teknisk och administrativ art.

Upphovsmannens ideella rätt innefattar rätt att bli nämnd som upphovsman i
den omfattning som god sed kräver vid användning av dokumentet på ovan be-
skrivna sätt samt skydd mot att dokumentet ändras eller presenteras i sådan form
eller i sådant sammanhang som är kränkande för upphovsmannens litterära eller
konstnärliga anseende eller egenart.

För ytterligare information om Linköping University Electronic Press se för-
lagets hemsida http://www.ep.liu.se/

Copyright
The publishers will keep this document online on the Internet – or its possible
replacement – for a period of 25 years starting from the date of publication
barring exceptional circumstances.

The online availability of the document implies permanent permission for
anyone to read, to download, or to print out single copies for his/hers own use
and to use it unchanged for non-commercial research and educational purpose.
Subsequent transfers of copyright cannot revoke this permission. All other uses
of the document are conditional upon the consent of the copyright owner. The
publisher has taken technical and administrative measures to assure authenticity,
security and accessibility.

According to intellectual property law the author has the right to be
mentioned when his/her work is accessed as described above and to be protected
against infringement.

For additional information about the Linköping University Electronic Press
and its procedures for publication and for assurance of document integrity,
please refer to its www home page: http://www.ep.liu.se/.

© 

http://www.ep.liu.se/
http://www.ep.liu.se/

	whole_thesis_final.pdf
	whole_thesis_final.pdf
	Chapter 1    Background and Motivation
	1.1   Introduction to embedded systems
	1.2   Characteristics of the embedded system
	1.3   Security motivation and outline of the paper

	Chapter 2   Embedded system security requirement
	2.1   Basic requirements on the embedded system security
	2.2 Reasons for hardware secure mechanisms

	Chapter 3   Potential attacks on secure embedded systems
	Figure 1:  Taxonomy of attacks on embedded system
	3.1 Software attacks
	3.2 Physical and side-channel attacks

	Chapter 4   Hardware mechanisms for typical software attack 
	4.1   Overview and background of buffer overflow
	4.2 The principle and attack method of buffer overflow
	Figure 2   Vulnerable code example and Memory organization

	4.3    Some software based methods for thwarting Buffer Over
	4.4   Implement the secure mechanism in hardware level
	4.4.1   Hardware Boundary Check scheme
	4.4.2 Secure Instruction Set Calling and Return
	Figure 3   Re-defined secured call and return instruction
	Table 1   Synthesis result of two different methods

	4.4.3   Securing Function Pointer in the same way
	4.5 Other hardware based solutions with Operating System sup
	4.5.1   Non-executable memory page
	4.5.2   Randomised instruction sets
	4.5.3   SRAS approach

	Chapter 5   Architecture and their key mechanisms support fo
	5.1 Overview of secure processing architecture
	5.2 High level description on the secured processor architec
	5.3 Key mechanisms in the architecture for protecting off-ch
	5.3.1 Static protection scheme
	5.3.2 Dynamic protection scheme: Hash tree
	Figure 5    Structure of Hash Tree
	Figure 6   Hash calculation working routine


	5.4 Implementation of Secure Content Manager (SCM)
	5.5 Other related work on secure architecture processing
	5.5.1   Co-design approach for implementing security functio
	5.5.2   Co-secure processors and XOM architecture
	5.6   Case study on the ARM TrustZone architecture
	Figure 8   Basic idea of TrustZone Technology
	Figure 9   Components of the TrustZone technology


	Chapter 6   Future challenges on secure embedded system
	Chapter 7   Conclusions
	Reference
	Glossary


	copyright_thesis.pdf
	Upphovsrätt
	Copyright


	Text3: Jian Qin 


