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This thesis has two purposes. One is to find appropriate methods for driver verification and build a prototype of a verification system 
which can be used for testing and further development. The other is to study how truck drivers perceive such a system and how their 
conception goes along with the growing demand for higher security. The present work is the result of cooperation between an engineer 
and a cognitive scientist. The thesis focuses on the transport industry and was performed for Volvo Technology Corporation (VTEC), 
Gothenburg, Sweden. 

Eleven available verification methods were studied. To enable a well-based selection of methods to implement in the prototype, 
inquiries and interviews with truck drivers and haulage contractors were carried out to complement the theoretical study.  

One regular and three biometric verification methods were chosen for the test; fingerprint verification, face recognition, voice 
recognition and PIN verification. These methods were put together to a prototype system that was implemented in a truck simulator. A 
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Most of the test participants were positive to the prototype system. Even though they did not feel a need for it today they believed it to 
“be the future”. However, some participants felt uncomfortable with the system since they felt controlled by it. It became clear how 
important it is to have a system that respects the users’ privacy and to assure that the users are well informed about how the system is 
used.  Some of the technology used for the verification system requires more development to fit in the automotive context, but it is 
considered to be possible to achieve a secure and robust system. 
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ABSTRACT  
 
Different security issues are a top subject around the world, especially since the terror 
threats seem to intensify. In the same time, the transport industry suffers from 
problems with smuggling and theft of valuable goods. One way to increase the 
security might be to have a verification system installed in commercial trucks, in order 
to assure that the driver is the proper one. 
 
This thesis has two purposes. One is to find appropriate methods for driver 
verification and build a prototype of a verification system which can be used for 
testing and further development. The other is to study how truck drivers perceive 
such a system and how their conception goes along with the growing demand for 
higher security. The present work is the result of cooperation between an engineer 
and a cognitive scientist. The thesis focuses on the transport industry and was 
performed for Volvo Technology Corporation (VTEC), Gothenburg, Sweden.  
 
Eleven available verification methods were studied. To enable a well-based selection 
of methods to implement in the prototype, inquiries and interviews with truck drivers 
and haulage contractors were carried out to complement the theoretical study.   
 
One regular and three biometric verification methods were chosen for the test; 
fingerprint verification, face recognition, voice recognition and PIN verification. 
These methods were put together to a prototype system that was implemented in a 
truck simulator. A graphical user interface was developed in order to make the system 
user friendly. The prototype system was tested by 18 truck drivers. They were 
thoroughly interviewed before and after the test in order to retrieve their background, 
expectations and opinions as well as their perceptions and experiences of the test. 
 
Most of the test participants were positive to the prototype system. Even though they 
did not feel a need for it today they believed it to “be the future”. However, some 
participants felt uncomfortable with the system since they felt controlled by it. It 
became clear how important it is to have a system that respects the users’ privacy and 
to assure that the users are well informed about how the system is used.  Some of the 
technology used for the verification system requires more development to fit in the 
automotive context, but it is considered to be possible to achieve a secure and robust 
system.  
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"Oranges and lemons," 
Say the bells of St. Clemens. 
"You owe me five farthings," 
Say the bells of St. Martin's. 
"When will you pay me?"  
Say the bells of Old Bailey. 

"When I grow rich," 
Say the bells of Shoreditch. 

"When will that be?" 
Say the bells of Stepney. 

"I do not know," 
Says the great bell at Bow. 

Here comes a candle to light you to bed, 
And here comes a chopper to chop off your head. 

 
 
 

 − Excerpt from “1984” by George Orwell –  
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1 INTRODUCTION 
Security issues are given high priority around the world. This has also affected the 
automotive industry, which has raised the question whether it would be possible to 
increase the security by implementing a driver verification system in commercial vehicles. 
Questions that will be explored in this thesis are for instance which type of verification to 
use and whom such a system would benefit. This chapter contains a background, a 
purpose and the restrictions to the present work. To give an overview of the thesis this 
chapter is concluded with a reading guide.  

1.1 Background 
No matter how it is presented, security is a topic that has become more and more 
important, especially after the terror attack against World Trade Center in 2001. Due to 
the growing terrorism threats, vast investments in research and development are made in 
order to increase security in the society. The Department of Homeland Security (US) is an 
example of this effort. Many changes in legislation have already been done, especially in 
the US. For instance there is a legislation proposal that all trucks carrying dangerous 
goods must have a biometric driver verification system. This since the US government 
wants to prevent that criminals (in FBI’s registers) transport dangerous goods. The 
demands for a flexible, secure and reliable verification system are therefore high, since 
there are about 8 million professional truck drivers in the USA [1]. The EU (European 
Union) along with other associations and countries has also made large investments in 
security research and crisis management [2].  
  
One example of the increasing security demands is that several airports, for instance 
Amsterdam Airport Schiphol and the airport in Umeå, Sweden, have tested the use of 
biometric verification of their passengers. After a pilot test of the system during 2001, an 
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automatic border passage system, using iris recognition, is now permanent at Amsterdam 
Airport Schiphol [3].  
 
Smuggling, terrorist attacks and theft of valuable goods are scenarios that usually involve 
stolen vehicles. (See chapter 1.2 for further examples.) The transport industry is thus a 
natural segment to focus on to improve the public security. One central view when 
enhancing transport security is to verify that the driver is who he claims to be.  
 
This work was performed on assignment from Volvo Technology Corporation (VTEC), 
Gothenburg, Sweden. VTEC is the research and development company within Volvo 
AB. 
 
Volvo’s choice of students for this study, one engineer and one cognitive scientist, makes 
this thesis unusual since it combines two different competences. The study will result in a 
test of possible techniques that might be suitable for driver verification, but also in an 
evaluation of the drivers’ opinions of the system. Interviews and inquiries will map the 
drivers’ opinions before and after testing a prototype. A comparison between what 
security means to the interested party/the manufacturers and how it goes along with the 
drivers’ conception of usability, safety and privacy will also be performed.  

1.2 Benefits of a driver verification system  
Trucks are used for various purposes, thus a flexible system, which can fit in sundry 
situations, is required. Therefore many different challenges arise when it comes to design 
such a system. It is desirable to meet as many demands as possible, even though it is 
impossible to build an all-purpose system. A number of situations when a driver 
verification system could be beneficial are illustrated below.  
 

• In South America there are major problems with stolen vehicles and vehicle 
hi-jackings. This has lead to a common procedure that, when transporting valuable 
goods, the driver calls the insurance company every ten minutes to assure that 
everything is all right [4]. If a vehicle is equipped with a verification system, the 
system could continously assure the insurance company that the vehicle is driven 
by the proper driver. This allows the driver to focus on his driving and thus 
increases traffic safety. 

 
• A verification system could allow a haulage contractor to make sure that the driver 

is not previously sentenced for traffic related misdemenaour. To store the 
information about the drivers a database would be required. If that database were 
connected to the authorities, a file check could be done almost in real-time.  

 
• A haulage contractor who has both driver verification and a vehicle mounted 

alcohol interlock device could receive a “trusted driver mark”. Customers would 
then be assured that their goods are transported by a “trusted” driver. Cooperation 

- 6 - 



with the national road association and the insurance companies might result in 
reduced vehicle insurance costs.  

 
• A bonus for the use of a verification system could be that, trusted, verified drivers 

could be privileged to pass weighing stations or road tolls. This would ease the job 
for the drivers and make transporting more efficient. 

 
• A verification that associates the recorded parameters to a specific driver could 

control whether somebody drives for longer than the legislated 4.5 hours 
(European legislation) without a break. In that case a warning could be sent to the 
driver as well as to the haulage contractor. 

 
• In case of accident or crime, a verification system could assure the investigators 

who actually drove the vehicle at that specific time.  
 

• If a vehicle is stolen and there is a demand for verification the impostor will not 
get far before the system reveals the theft. This vouches for faster measures if the 
vehicle has been exposed to crime  

 
• The Swedish customs has a process called “Servicetrappan” (the service stair) in 

order to simplify the customs procedure for trusted companies. The process 
consists of a number of ranking steps. The higher ranking of a company, the 
smoother passage through the customs. A driver verification system could be a 
part of this process, offering haulage contractors with verified and trusted drivers a 
higher rank and thus more efficient customs clearance.  

 
Furthermore, if there was a verification system in the truck, the driver could benefit from 
it, as it would be possible to automatically adjust the settings in the driver environment 
according to the driver’s personal preferences. As example, settings for driver seat, 
climate control and stereo could be automatically adjusted. This is however beyond focus 
of this thesis.  

1.3 Purpose 
Due to the authors’ different backgrounds, there are two main purposes with this thesis. 
One is to find appropriate methods for driver verification and build a prototype of a 
verification system which can be used for testing and further development. The other 
purpose is to study how the drivers perceive such a system and how their conception goes 
along with the growing demand for higher security.  
 
These two purposes can be summarized to: “To study the possibilities to use available 
verification methods to design a flexible, easy-to-use, non-intrusive, imposture-safe 
system for truck driver verification.”  
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1.4 Restrictions 
Since this study is limited in time, it will not be possible to test all the different verification 
methods. Three biometric methods will be implemented and tested in the prototype. The 
method selection will mainly rely on the theory that has been read during the work, but 
price and delivery time may also affect the decisions.  

1.5 Reading guide 
This reading guide is included to give the reader a brief overview of the thesis and to give 
an understanding for how the work was structured. Note that there is a terminology 
enclosed (see Appendix A). 
 
Chapter 1  Introduction to the thesis, background, purpose and limitations. 
  
Chapter 2 Begins with an explanation about the different terms that influenced 

the work with this thesis; security, privacy and safety. The chapter 
also contains an introduction to biometry and different biometric 
verification methods. Other methods for verification are discussed 
as well.  

 
Chapter 3 This chapter describes the steps of the preparatory work process. In 

this chapter, the method and the results of the preparatory work are 
woven together in order to give the reader an understanding of how 
the steps were taken. 

 
Chapter 4  This is where the test is described. The first part of the chapter 

describes the test procedure and the second presents the results. 
 
Chapter 5  This chapter presents the conclusions for the thesis; mainly drawn 

from the results of the test, described in chapter four.   
 
Chapter 6  Reflections and ideas for future studies are presented here.  
 
Chapter 7  The thesis concludes with a discussion about the authors’ choice of 

methodology for this study.  
 
Chapter 8  References 
 
Terminology A terminology list is enclosed in order to explain the different terms 

in this thesis.  
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2 THEORY 
This chapter introduces the theoretical background of the thesis. The chapter contains an 
overview of the different perspectives connected to the implementation of a verification 
system. It also presents various kinds of verification methods, their pros and cons and 
other aspects that are vital to the decisions made.   

2.1 Various perspectives  
A verification system in a vehicle opens up many possibilities to enhance security. Some 
of the questions that will be looked upon are which type of verification to use and whom 
such a system would benefit. However, the security issue is not the only issue to consider 
when constructing such a verification system. The driver’s privacy and conceptions of 
safety should also be taken into account. These different views lead to separate 
approaches to the problem, and the various perspectives of security, safety and privacy 
are therefore explained here. This is also to clarify what these terms stand for here and to 
show why they are important for this study.  

2.1.1 Security  
There are different types of security, such as personal, company, public and country 
security. All these aspects make it hard to give one single definition. A commonly 
accepted conception though, is that security is qualities or measures taken to reduce the 
probability for unwanted incidents to happen. [5]  
 
The security issues within this thesis include all the definitions mentioned above. Public 
security and country security are issues to consider when regarding the risks for terror 
attacks. The risks in conjunction with transportation of dangerous goods also affect 
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public security. The risk for stolen vehicles addresses company security. Finally, personal 
security is addressed by the risks, as well as the benefits, that might come with the 
implementation of a driver verification system. These various issues will be discussed later 
in the thesis.  

2.1.2 Privacy   
The main purpose with a verification system is to increase the level of security. One way 
to do that is to use biometric methods. The problem is that they themselves are a threat, 
as they might intrude upon a person’s privacy [6]. Hence the user’s privacy is another 
issue that will be considered in this thesis.  
 
Privacy can be described as the right to have a personal sphere to protect one’s 
individuality and to be able to keep some things to oneself, without any insight from 
public authorities, employers or others [5]. Biometric methods can give the feeling of the 
overall watching “Big Brother” (as in “1984” by George Orwell). If so, the methods 
might be perceived as if they are violating a person’s privacy.  

2.1.3 Safety  
Security and safety are not quite the same even though they are closely related. Safety can 
be defined as when, or where, a person can do something, without being afraid that 
something undue is going to happen. A person who is out of, or not exposed to, danger is 
safe [7]. Good security can thus result in perceived safety.  
 
Even though all methods are safe to use, a person might not want to use them if he 
perceives it as intrusive or if he thinks they might harm him in any way. The user’s 
conception of a system must consequently be considered, because no matter how safe a 
method is; a person who does not trust it will not use it. It makes no difference whether 
the driver has used a method or not, he will always have opinions about it. However, their 
conception is not always in accordance with facts and reality. Iris scanning, for instance, is 
considered one of the most accurate methods and also a safe method to use, but many 
people do not like the idea of using a system that scans the eye [8]. A person who is afraid 
that scanning might damaged the eyes will not perceive such a system as safe.  
 
Things that are unknown do often frighten people, information is thus important since 
knowledge might diminish negative feelings. As an example, people tend to believe that 
iris scanning is an uncomfortable verification method, but a test carried out by SAS 
proved differently. They evaluated two different verification systems at Umeå airport, 
fingerprint and iris scanning. Frequent passengers participated in the test and used 
fingerprint verification half of the time and iris scanning half of the time. The greater part 
of the participants was positive to the use of biometrics (78% thought that SAS should 
introduce biometric verification of the passengers) and in this case the iris scanning was 
graded slightly higher than fingerprint verification. [9]  
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This means that the users have to be convinced that the system is a benefit for them and 
their work; otherwise they will not agree to use it.  

2.2 Verifying the vehicle’s appropriate driver  
There are many different verification methods on today’s market, some of them already in 
use, others soon to come. Despite of that, there is no verification today of who is actually 
driving a vehicle. The intention with this chapter is to introduce some of the various 
methods for verification and list their advantages and disadvantages, from both an 
automotive as well as a user perspective. The chapter includes an introduction to 
biometrics and descriptions of different biometric methods. PINs (Personal Identification 
Numbers), passwords and various types of cards are also methods for verification. Since 
they are used frequently today, they are assumed to be well known to the reader and are 
only mentioned briefly at the end of this chapter.  
 
One general advantage for all these methods is that the user has to pause his present task 
in order to carry out the verification. This increases his awareness of security risks and 
might influence him to be more attentive and careful [10]. Note that an in-vehicle 
verification at all times must be carried out in such a way that it does not affect traffic 
safety.  

2.2.1 An introduction to biometric methods  
The word biometry has its origin in Latin and can be translated into “measuring life”. 
Biometry usually refers to statistical studies of the characteristics, of living organisms, that 
can be measured. Biometrics on the other hand, is rather used for analysis to identify 
humans by measuring their characteristics [11]. Biometric methods have been used for 
identification and verification purposes since the late 19th century [12]. When referred to 
biometric verification/identification methods in this thesis, it means methods that analyse 
one or more of a person’s unique body characteristics, such as hands, face or eyes.  
 
Which verification method that is the most appropriate varies depending on where and 
for what reason, it will be used. However there are three fundamental demands one 
should endeavor to fulfil when deciding which method to use. To achieve the ideal 
method for verification the feature to be measured should be unique, that means 
something characteristic for that individual; permanent, which means it should not change 
over time and finally it should also be universal, which means everybody should have it [6]. 
The acceptability as well as the accessibility of the characteristics analysed by a method should 
also be considered. A biometric feature is acceptable if it is not perceived as intrusive by 
the user to measure it. If a characteristic is easy to present to a sensor, that characteristic is 
referred to as accessible [13].  
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Basically there are three ways for a person to identify himself [12]: 
 

• To have something, an access card for example. 
• To know something, for example a password or a PIN. 
• To be someone, using biometric methods for identification.  

 
Most of the different methods described in this thesis can be used for both verification 
and identification, but the distinction between the two terms, should be observed.  
 
 
Identification  When a method is used to find out who a person in a large group is, 

it is called identification. This is sometimes referred to as “one to 
many comparison”. It means searching through the large group to 
find one individual who matches the feature that is used for the 
identification.  

 
Verification  When a method is used to analyse whether a person is who he 

claims to be, it is called verification. This is sometimes referred to as 
“one to one comparison”. In this case it is only necessary to 
compare the feature of a person against the data that has been saved 
in that person’s name.  

 
 
This thesis will focus on verification since the driver is supposed to be known to the 
company and enrolled in the system. The system is thus only used to verify that it is really 
the expected driver who is behind the steering wheel. There are a number of advantages 
that makes the use of biometric methods for verification worth to consider [14]: 
 

• Biometric characteristics cannot be forgotten. 
• Physical attributes cannot be misplaced. 
• Physical attributes are harder to fake than identity cards.  
• Fingerprint patterns and other biometric characteristics cannot be guessed or 

revealed as easily as for instance a password.  
 
 
One problem with biometric security systems is the extent of the damage it can cause in 
case somebody actually manages to steal the identity information. If a person looses a 
credit card, or if someone else finds out the secret code to turn off the burglar alarm, it is 
always possible to get a new card, or change the code. However, if a person’s fingerprints 
are copied it is impossible to get new ones. The person would no longer be able to use 
the prints for verification since there would always be a risk that someone else claims to 
be him. [14] 
 
In case of theft it is important to update concerned databases and register stolen identity 
items so that a possible impostor cannot use them. One example to illustrate the 
importance of an update of the database is the fact that one of the hijackers on the 11th 
September 2001 used a passport that was stolen from a Saudi, in the USA, five years 
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earlier. With an updated database this could maybe have been avoided. If the passengers 
back in 2001 also would have had needed to identify themselves biometrically, it would 
have been more difficult for the terrorists to succeed with their mission [8]. Still, 
biometric verification methods are no perfect solution. An impostor can attack the 
database, or the connection between the database and the scanner, in order to bypass or 
manipulate the system [12]. Thus, even if the aim is to find a solution secure enough, it is 
impossible to fully eliminate all risks.  

2.2.1.1 The verification process  
This chapter will give an overview of the most common verification methods. Most of 
them use the following steps to enroll/match users [15]:  
 
 
 
 
 
 
 
 
 

 
Figure 1 – Enrollment / Matching process based on [15] 

 
 
Data acquisition  The sensor scans the subject 
 
Signal pre-processing  For instance removing environment noise in a voice 

recognition system.  
 
Feature extraction  Analysing the different characteristics and creating a template 

based on a subset of the acquired data. 
 
Enrollment/matching  Either adding the template to the database (enrollment) or 

comparing it with templates already in the database 
(matching).  

 
Decision A successful matching authorizes the subject, a failure rejects 

authorization.  
 
 
Templates are mainly made for two reasons. One is to reduce the amount of stored data 
and the other is to reduce the complexity of the following matching phase. [15] Another 
benefit with templates is, if for instance using a fingerprint scanner, the entire picture of 
the print is not stored, merely a template of unique characteristics. This makes it difficult 
to use the template to reproduce the print.  
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2.2.1.2 Vitality detection 
An impostor might try to steal the characteristic from an authorized user in order to pass 
the biometric verification system. Fingerprint scanners can be deceived by molds, some 
voice recognition systems might be deceived by a tape recorder and a face recognition 
system by a photograph of an authorized user. However there are measures to avoid this. 
A biometric verification system can be equipped with vitality detection to assure that the 
retrieved sample is from a living human being. This vitality detection works differently 
depending on which type of verification method that is used. How vitality detection can 
be implemented for each method is thus presented in chapters 2.2.2 Biometric methods for 
verification and 3.3.2 Notions about the different methods.   

2.2.2 Biometric methods for verification   
The basic procedure for verification systems has been explained above in this section. 
Descriptions of several different biometric verification methods: their history, how they 
work as well as their advantages and disadvantages, will be presented here. The methods 
chosen for the theoretical analysis are: 
 

• Fingerprint verification 
• Iris scanning 
• Voice recognition 
• Face recognition 
• Facial thermography 
• Retinal scanning 
• Lip movement recognition 
• Hand geometry 

 
  
Each and one of them are presented separately below. The major advantages as well as 
the drawbacks of these verification methods has been discussed and summarized in a 
SWOT-analysis (Strengths Weaknesses Opportunities Threats, see appendix B). Another 
aspect of biometrics is so called soft biometric traits; for instance age, gender, height, 
weight, ethnicity, hair and eye color. These biometrics are vague and several of them 
change through life; they are also easier to forge than, for instance, fingerprints. Soft 
biometrics can therefore not be used for identification or secure verification. 
Nevertheless, soft biometrics can be used as a complement to other biometric methods 
[16]. For instance, a weight control could be implemented in a vehicle as a complement to 
fingerprint scanning.  

2.2.2.1 Fingerp int verification r
Fingerprints are probably the most well-known and widespread biometric identification 
method [11]. During the end of the 19th century and the beginning of the 20th century 
several different types of identification methods were developed. Normally these methods 
do some kind of overarching classification regarding a few main patterns. Looking at the 
fingerprint, the ridges and valleys form a pattern, which is characterized by irregular and 
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incoherent lines. Today the traditional visual examination has been replaced by 
automation [11]. The scanners of today are very fast and accurate and the method is 
starting to become accepted for everyday use. [12]  
 
 
 
 
 
 
 

Figure 2 – Fingerprint from [17]. (With permission.)  
 
 
Comparing the entire print takes a lot of processing power and therefore scanners usually 
focus on special features, for instance where ridges end or split in two. These features are 
called minutiae. The scanners use complex algorithms to find and analyse the minutiae in 
order to make the comparison. The basic idea is to measure the relative positions of the 
minutiae, in the same way that a part of the sky is recognized by the relative positions of 
the stars [18]. There are several types of distinct features of the print to analyse, for 
example loops, arcs and whorls.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3 – Overview of different minutiae adapted from [18]. (With permission)  
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The automatic search systems of today are usually done using data algorithms to classify 
and compare a fresh template, encoded from the scanned fingerprint, with a stored 
collection of templates. [11]  
 
The fingerprint scanners are mostly optical or capacitive even though other technologies 
exist [19]: such as radio frequency (RF) [20], ultrasound or silicon scanners [15].   
 
An optical scanner is basically a small digital camera, which usually takes an inverted 
picture of the fingerprint, making the ridges darker on the picture. Before comparing the 
image, the scanner processor performs a series of tests to determine whether the image is 
good enough. If the picture is too dark or too bright, the scanner automatically changes 
exposure time to let in more or less light before it takes a new image. [19] 
 
A capacitive scanner uses an array of small plates, each smaller than the width of a ridge 
and connected to an inverting amplifier. When the finger is placed on the scanner the 
finger and the plates form a simple capacitor. A reference charge is sent out to the plates, 
causing the capacitors to charge up. Depending on the distance between the plates and 
the finger, (if it is a ridge or a valley), the corresponding amplifier will present a different 
voltage. These voltages form the “image” of the fingerprint. This makes it harder to use a 
simple paper, with a black and white image of the print, to deceive the capacitive scanner. 
Furthermore, the capacitive scanners can be made smaller than the optical ones. [19]  
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4 – Combined fingerprint area scanner and smart card reader from [21].  
(W th permission.)  i

 
 
A recently developed fingerprint scanning technology is RF scanning which uses a low-
energy radio signal to scan the print. RF has the advantage that it scans the print below 
the actual surface of the fingertip and is hence less sensitive to dirt, damages and defects 
[20]. The figure on the next page explains the principle.  
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Figure 5 – The princ ple of RF fingerprint scanning from [22]. (W th permission.)  i i

 
 
Another distinction to make when discussing scanners is the one between sweep and area 
scanner. On a sweep scanner the finger is swept across the sensor, while on an area 
scanner the finger is placed on the sensor and held there until the scan is completed. Most 
scanners of today are area sensors but the model has some drawbacks [12]: 
 

• The sensor becomes dirty. This does not only affect the scanning performance; 
some people may have aversions against placing their fingers on a dirty sensor. 

 
• Problems with latent prints exist. This means that the previously scanned print 

remains on the sensor surface and becomes reactivated during the scanning of the 
second fingerprint. 

 
• The subject may place the finger askew on the sensor. Most scanners do not 

tolerate a larger rotational angle than 20-30 degrees.  
 

• Sensors (particularly capacitive sensors) cost per area unit. The sensor area on a 
sweep scanner can be made smaller and hence less expensive.  

 
 
The sweep scanner is not a perfect solution either. The major issues are that it usually 
takes some time to acquire a correct sweeping technique and that the slices must be 
reconstructed to a fingerprint, which can be time consuming. There are thus many 
different parameters to be considered when choosing a scanner for specific 
circumstances. Which sensor technique to use is therefore an important issue. [12]  
 
An optical scanner can be deceived by a picture of the print, a capacitive scanner by a 
mold. A mold can be made of gelatin, silicone or even play-doh. To obtain a picture that 
can be used to deceive an optical scanner, or to create the mold, it is enough to have 
something that a person has touched, like a glass, to create an image of that person’s 
fingerprint. There are numerous other methods to deceive the system, like flashing lights, 
heat, moist or various powders. However, these methods for deceiving the system are 
useless if the scanner is equipped with appropriate vitality detection. [12] 
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Vitality detection can be carried out in a number of ways; by analysing temperature, pulse, 
blood flow, pulse oximetry, electric resistance, ECG, relative dielectric permittivity, pore 
or skin deformations, or combinations of these. Vitality detection methods are more or 
less easy to get around. A major problem is for the scanner to determine whether the 
scanned print is a part of the finger or merely a leaf thin image or mold attached to the 
fingertip. A new method using perspiration might be the solution, but it is yet under 
development and therefore it is not possible to tell how well it really works. [12]  
 
All ten fingers have unique prints, which make it possible to use any finger for 
verification. Identical twins might have similar fingerprints, but not identical, since even 
twins have their own unique fingerprints [12]. It is said that a person leaves at least 25 
perfect fingerprints behind every day [11] and a major problem with fingerprints is that 
they are quite easy to copy.  
 
Most people initially put their finger in an incorrect position on the scanner, as they 
assume their fingerprints to be on the tip of the fingers [13], when in fact the finger must 
be placed a bit lower to give an image that can be processed for verification. Some 
scanners are designed to facilitate the right positioning of the finger, using for instance 
guidance pegs or depressions.  
 
It should be noted that not all people can use this method; as a matter of fact, as many as 
5% have fingerprints that cannot be read by fingerprint scanners. Scars, calluses or other 
defects affect the result and people may have so thin or damaged ridges and valleys that 
the scanners resolution is not good enough [11]. Moreover, even though most people see 
this method as non-intrusive, some have aversions against fingerprint scanning, due to the 
forensic associations that can be made [23].  
 
Even though every finger is said to have a unique fingerprint, two of the main patterns 
are detected in 98% of all observations, a fact that increases the risk to be mistaken. There 
have been mistakes when it comes to identify a person from out of only having the 
fingerprint. But when it comes to verify a person’s identity in a delimitated database, it is a 
very reliable method. [11]  

2.2.2.2 Iris scanning 
The principle for this method was formulated in 1936; still it was not applied until the 
1990s’. All commercial iris biometrics that exists today derives from algorithms made by 
Professor John Daugman in 1994. [11]   
 
An iris scanner takes a picture of the eye using a regular digital camera. The image is 
usually about 120 pixels in radius and the result is usually an 8-bit image of one iris. When 
the picture is acquired, the first step in the template creation process is to locate the pupil 
and the iris. After that, the ring that occurs when the pupil is cut out from the image is 
transformed to a disc using a polar transformation. The analysing program then uses a 
number of algorithms to create a template based on the different characteristics.  
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Figure 6 – Table mounted iris scanner from [24]. (W th permission.)   i

 
 
Vitality detection can be implemented by letting in visible light in the eye and detect 
whether the size of the pupil changes or not. This requires either a quite powerful light 
source, or that the person stands very close to the scanner [25]. This vitality detection will 
therefore not be further discussed since it would not be suitable in a truck and therefore is 
out of the focus for this thesis.  
 
There are more than 266 independent characteristics in the iris. The iris is unique not just 
for every person, but also for every eye [25]. Usually about 170 of the 266 characteristics 
are used to form the template for comparison [26]. Other biometric verification methods 
only use about 15 to at the most 35 independent significant characteristics for the 
analysis. Thus, as there are so many characteristics in the iris template the method is very 
reliable for verification. Physical characteristics like our facial looks and our voice change 
over time, but the iris is, disregarded some color fluctuations in young years, invariant 
over our entire lifetime [18]. This is a great advantage, since the time-consuming update 
of the database will not be required.  
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 

Figure 7 – Human iris. Note the impressive number of details. From [27]. (With permission.)  
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A proof of the methods reliability is the United Arab Emirate’s iris recognition system to 
prevent expelled foreigners from re-entering the country. About 600 people are being 
scanned every day and today the database consists of over 355 000 irises. Over 1.6 million 
searches have been made so far and not a single false match has been detected. Statistical 
analysis of the program suggests the probability of a false match is less than 
1 to 80 billion. [26]  
 
The enrollment rate is very good; all irises can be analysed, except for those of some 
visually impaired people. Besides, there are applications that automatically capture an 
image of the iris from distances up to three feet, making the process less intrusive [28]. 
Some systems however, have problems scanning people with very dark eyes. Moreover 
colored or bifocal lenses can be problematic, as well as strong glasses. [26]  
 
One drawback with iris scanning is that all equipment is manufactured on license from 
Iridian Technologies Inc. This license makes the equipment and thus the whole method, 
expensive. In addition, if the method were to be implemented in a vehicle, the various 
lighting conditions would presumably cause problems. [29] If the coupé is too dark a 
proper scanning would be impossible, ditto if direct sunlight is let into the camera. The 
sunlight problem could be solved if the camera was mounted in the rear view mirror, 
protecting it from direct sunlight. This might also increase the possibilities to use the 
scanner while driving, since the driver should look into the mirror regularly. However, 
this solution is more suitable for cars, since most trucks do not have rear view mirrors 
inside the coupé. This solution is therefore not applicable within the boundaries of this 
thesis.  

2.2.2.3 Voice recogni ion t
This method identifies people based on the differences in their voices. The subject speaks 
a pre-defined phrase into a microphone; the system captures the voice sample and creates 
a template based on for instance pitch, cadence and/or tone. The procedure is the same 
for the verification. The subject says the pre-defined phrase in the microphone and the 
system extracts a template to compare with the stored templates in the database. [26]  
 
One advantage with using voice recognition is that it is hard to deceive without having 
high-end recording/play-back equipment. This since the voice verification system can use 
a microphone that captures frequencies not recordable with for instance a dictaphone. 
Furthermore a sophisticated playback system would be required in order to reproduce all 
frequencies in a proper way. The demand for high-end equipment can be seen as a type of 
vitality detection. Even if the password would be recorded satisfactory to deceive the 
system, the spoken phrase could be altered making the unauthorized copy useless. [30]  
  
A disadvantage with voice recognition is that voice templates take more storage place 
than other sorts of biometric information. Consequently the voice verification might take 
longer time than other methods due to the larger amount of data to analyse. This can be 
annoying for the user, as he would have to wait for the verification. Another problem is 
that health, emotional state, fatigue and aging are factors that affect a person’s voice 
characteristics. Thus voice verification should not be relied on as the only method for 
authorization. [31]  
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2.2.2.4 Face recognition 
A method that has recently regained attention is face recognition. Alphonse Bertillon at 
the Paris police formulated the first model for visual identification in 1883. His system 
was called anthropometry and was founded upon several complicated anatomic 
measurements of the size of the head, the length of a finger, the height of the face and 
special features like the color of the eyes, scars and the color of the hair. This method was 
not reliable and was soon replaced by fingerprints [11]. Tests with surveillance cameras 
have recently been carried out in Great Britain in order to identify criminals. Those tests 
have shown that it is very difficult to identify people this way, especially if the camera 
does not get a clear shot; or if the person has altered his/her attributes with for instance a 
beard or glasses. Despite the lack of reliable results for identification the method works 
satisfactory for verification purposes [32]. 
 
The principle is simple and similar to the analysis used for fingerprint or iris verification. 
An image of the subject’s face is taken and analysed with a computer to find prominent 
characteristics such as the outlines of the eye sockets or the corners of the mouth. The 
results from the analysis are stored in a template. When trying to verify a person an image 
is taken and a template is created based on the new image. This template is matched 
against the one stored in the database. A standard PC of today can compare a template 
with thousands of templates in a database in less than one second. [10] 
 
There are various techniques to extract significant features from the image, such as Gabor 
filtering [33] or eigenfaces [34]. These techniques are fairly complicated and since it is not 
essential for the purpose of this thesis to describe them in detail, the interested reader is 
directed to the references for further information.  
  
One advantage with face recognition is that people tend to find this method comfortable 
since it studies a person’s face, which is the same way humans do to identify each other 
[10]. To achieve more accurate results face recognition can be used in conjunction with 
for example lip movement and voice recognition [35]. Research has been done, trying to 
enhance the algorithms for face verification to achieve robustness against aging, lighting 
conditions or facial expression [10]. Today however, there is no absolute solution and the 
database will need to be updated continuously.  
 
One important decision to make when considering face recognition is which type of 
camera to choose; an ordinary digital camera or an infrared? When an infrared camera is 
used; the method is called Facial thermography (see the following chapter).  

2.2.2.5 Facial thermography 
Facial thermography is a special kind of face recognition. With the use of an infrared 
camera a heat pattern, founded on a person’s facial blood vessel pattern, can be seen. This 
pattern is unique for each person and is hard to forge. [36]  
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Figure 8 – Image of face taken with an IR-camera from [37]. (With permission.)  

 
 
An infrared camera works approximately the same way as an ordinary camera; the 
difference is that it is sensitive for infrared light which is electromagnetic radiation in the 
interval of roughly 760 nm – 0.5 mm. This makes infrared light invisible to the human 
eye. Note that visible light also is a form of electromagnetic radiation, but of a different 
wavelength than infrared light. Infrared light is sometimes referred to as heat radiation 
and is sent out by all objects with a temperature above absolute zero [37]. Thus, the 
camera shoots a temperature image of the object. Since different parts of the face have 
different temperature due to the shape of the face and variations in blood flow, this can 
be used for verification. [38]  
 
Even though facial thermography analyses a person’s facial heat pattern, it does not make 
any significant difference if the subject has been resting, exercising or out in the cold. 
Studies show that the performance of the verification system is fairly insensitive to these 
circumstances [38]. Another advantage is that the scanning is independent of visual light 
conditions since the camera operates in the infrared wavelength interval and therefore is 
“blind” to visible light [5].  
 
Comparisons between using regular cameras versus IR-cameras for facial verification have 
been done, most often beneficial for the IR-cameras since they are independent of the 
lighting conditions. However, one problem with the IR-cameras is that glasses of all types 
are completely opaque to them. This means that the area around the eyes can cause 
problems if a person wears glasses, or if the person usually wears glasses and takes them 
off without updating the database. [39]  

2.2.2.6 Retinal scanning 
Retinal recognition was formulated in the 1930s, but it was not until the 1980s the 
technology was developed enough to make the method commercially viable [11]. Retinal 
scanning is a fast and very exact method which analyses the blood vessel pattern of the 
retina. When the picture of the retina is taken, the system usually stores a template based 
on the characteristics extracted from the image, similarly with previously mentioned 
methods [40].  
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Figure 9 – Human retina from [41]. (With permission.)   
 
 
Retinal scanning is considered the most accurate biometric verification method since the 
vessel pattern is unique for every person and does not change over time. The retinal 
vasculature disappears within seconds if the subject ceases to live, hence insuring that the 
captured image was obtained from a living human being [40]. A study showed that, even 
though the retina is not easy to scan, the time needed to capture an image of the retina 
was less than the time required for capturing an image of a fingerprint [13].  
 
 
 
 
 
 

 
 
 
 
 

 
 
 

 
Figure 10 – Retina scanner from [42]. (With permission.)   

 
 
The camera must have high resolution and the method demands accurate alignment of 
the eye to be able to scan. Image caption can be done from a distance up to three feet 
[42]. It is, however, uncertain under which environmental conditions these qualities are 
valid.  

2.2.2.7 Lip movement recognition 
The way people move their lips while speaking differs from person to person, therefore a 
method for lip movement recognition has been developed. While a person speaks a 
camera is used to take a number of pictures (in quick succession), of the mouth and the 
surrounding area. A computer is used to analyse the movement of the wrinkles in the area 
around the mouth. These movements are represented by a vector field placed over the 
picture. The vector field is then compared with vector fields in the database, in analogy 

- 23 - 



with previously stated methods. The equipment used is basically the same as for face 
recognition. [43]  
 
Lip movement recognition is not accurate enough to serve as single method of 
verification. It is therefore suggested to be used in conjunction with for instance voice 
recognition. [44]  
 
A special case of lip recognition is called smile recognition. The muscle movements in the 
lower part of the face, activated while smiling, are different from person to person. These 
muscles are nearly impossible to control by will and they are visible even if the subject 
tries to keep a facial expression, like keeping himself from laughing [39]. However, since 
there are no functional systems on the market, it will not be discussed any further. 

2.2.2.8 Hand geometry recogni ion t

t   

A hand geometry scanner measures the length, width, thickness and curvature of the 
fingers and the palm. The system consists of a flat surface with a number of pegs, a light 
source, a mirror and a camera. The hand is placed on the flat surface, palm faced down 
and the fingers guided by the pegs. The mirror is used to project the side of the hand into 
the camera and the retrieved pictures are analysed. [45] 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
Figure 11 – Image of hand during hand geome ry analysis from [45]. (With permission.)

 
 
Unlike for instance fingerprints, a person’s hands are not unique [46]. Therefore this 
method cannot be used for identification purposes, merely verification. According to 
Lichtermann et al [15] hand geometry recognition is not suitable for automotive purposes 
due to the ungainly equipment. Since the article was written in 2000, it is reasonable to 
believe that five years of development might have decreased the size of the equipment. 
However, hand geometry systems still need approximately nine inches between the 
camera and the hand in order to retrieve an image, suitable for the analysis [47]. This gives 
the scanner roughly the size of a coffee brewer, which is too large for making it suitable 
for in-truck mounting. 
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2.2.3 Other methods for verification  
People have been able to identify other humans using biometric characteristics for a long 
time, but the most common ways to confirm identity nowadays are by cards, 
transponders, passwords and PINs (Personal Identification Number). Most people are 
used to these verification methods, but to aid comparison of the different verification 
methods a brief description of each method will be given.  

2.2.3.1 Passwords and PINs 
Passwords and PINs do not need much introduction. Presumably all persons reading the 
present work has used both methods while for instance accessing their computer, 
withdrawing money from an ATM (Automatic Teller Machine) or starting up their cellular 
phone.  
 
The major advantage is that the system is quite simple. A keypad and a computer is all 
that is needed. Other advantages are that it is easy to use, people are used to it and do not 
find it intrusive.  
 
The drawbacks are that codes and passwords easily can be copied, stolen or forgotten. 
People also tend to have passwords that are relatively simple to guess, such as the name 
of their dog or the age of their children. This could make it easier for an impostor to 
figure out the actual password and thereby pass the verification. [48]  

2.2.3.2 Cards 
There are several types of cards for identification/verification purposes. The difference 
between them is how the card is used in the verification process.  
 

• Driver licences and other ID-cards demand that someone does the matching 
visually between the photo and the actual person.  

 
• Access cards have a magnetic strip to store information and some types use a PIN 

to verify that the person having the card is the rightful owner. The magnetic strip 
is read by the ATM, access terminal or cash register. [49] 

 
• A smart card is basically a credit-card-sized simple computer. It has a 

microprocessor and memory embedded on the card. These cards are more 
versatile than a regular credit card, since much more information can be stored in 
the memory on the smart card than on the magnetic strip. It is common to use a 
PIN to verify that the card-holder is the rightful owner [50]. However, the 
microprocessor on the smart card opens up possibilities to implement more 
sophisticated methods, such as the Match-On-CardTM-technology developed by 
Precise Biometrics. This technology implies that the actual matching is done by the 
computer on the smart card instead of by an external computer which is the 
normal procedure. [51]   
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2.2.3.3 Rad o Frequency Identification (RFID) i
RFID is a method of remotely storing and retrieving data using devices called RFID tags. 
These tags are either active or passive. The difference between them is that a passive tag 
does not have any power supply. Instead it retrieves power by magnetic induction from 
the reader device. This means that a passive tag must be held close to the reader during 
the actual reading, while an active tag can be read from several meters. A passive tag can, 
due to its lack of power supply, be made smaller than an active tag. The smallest passive 
tags are about 0.4 millimeters in square and thin as a sticker, while the smallest active tags 
are roughly the size of a coin [52].  
 
RFID tags can be used for verification purposes in the same fashion as cards. The main 
difference is that it is merely required to hold the tag sufficiently close to the scanner in 
order to do the verification, rather than insert or drag it through the reader as required for 
cards.  

2.2.4 Multimodal verification systems  
A multimodal biometric verification system consists of two or more biometric verification 
methods working in conjunction. A system merely using one method is called unimodal 
[53]. As they use several methods at the same time, multimodal systems are of course 
more expensive, but, as stated below, there are advantages using more than one method 
of verification.  
 
Here follows an invented example to better explain how the multimodal systems work. 
One way to understand a multimodal system could be to imagine a system consisting of 
two of the previously mentioned biometric verification methods, for instance fingerprints 
and iris scanning. That would give the possibility to choose between three configurations:  
 

• The subject can choose the method that is the most appropriate at the moment, 
due to environmental or other factors. For instance, if the driver’s hands are dirty, 
scan the iris, if it is dark in the coupé, scan the fingerprint. 

 
• The subject uses both methods independent of each other and the system weighs 

both results to make the decision. This configuration has been empirically proven 
to be able to reduce False Rejection Rate (FRR) without increasing False 
Acceptance Rate (FAR). If the match for one of the verification methods is 
unsatisfying, but the other method gives a valid match, the subject may still pass 
the verification. [15]  

 
• The system demands that the subject passes both methods, independent of each 

other. This increases security level since it is harder to deceive two methods than 
one. A drawback is that these systems tend to have quite high FRR.  

 
 
When using multimodal systems, either security or convenience can be improved, not 
both at the same time. A drawback with multimodal systems is that the verification 
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consists of several tasks and hence takes longer time, which can be inconvenient for the 
user. [54]  

2.2.5 Multiple biometric systems  
The multi-modal systems described in the previous chapter are a special case of the so-
called multiple systems. They use several measurements, but not necessarily different 
methods.  
 
There are basically five types of multiple verification systems [54]: 
 
Multi-matcher A multi-matching system analyses a scan in two or more different 

ways or with two different algorithms, for instance (using fingerprint 
scan) minutiae and non-minutiae based matches. 

 
Multi-sensor  A system is called multi-sensor system when two or more different 
   sensors are used to scan the same object. 
 
Multimodal Multimodal systems use two or more different methods, for instance 

voice and face recognition. 
 
Multi-unit A multi-unit system scans two or more units of the same property, 

for instance index and middle finger or both the right and the left 
eye. 

 
Multi-impression Multi-impression systems scan the same property a number of 

times; for instance demanding the subject to speak his password 
three times for a voice verification system. 

 
 
All of these systems have their obvious advantages and disadvantages. As mentioned in 
the restrictions there was not enough time during this work to implement all possible 
methods and test them; the choice for implementation was therefore limited to three 
biometric methods. This means that focus in the thesis will be on a multimodal system 
and the other multiple methods will therefore not be further explained.  
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3 PREPARATORY WORK  
Due to the two purposes in this thesis, several different working methods have been used 
and thus various kinds of result have been achieved. In this chapter, method and results 
are woven together in order to give the reader a picture of the working-process. Each step 
is described separately followed by its result. This is supposed to give a clearer view of 
which decisions that were made in the various steps throughout the process and how the 
work proceeded based on those decisions. 

3.1 Inquiry study  
To weigh in the drivers’ opinions in the choice of methods to implement, a driver inquiry 
was made at an early stage. 
 

3.1.1 The two different inquiries  
The inquiry was divided into two documents called the attitude inquiry and the method 
inquiry respectively. The former (see Appendix C) asked for instance about routines at 
work, knowledge about biometric methods and feelings of security and safety at work. 
The latter (see Appendix D) gave a short explanation of each biometric method described 
in chapter 2. The respondents were asked to give spontaneous comments on each 
method. Some of the questions asked the respondent to grade the answers between 1 and 
5, where 1 was always the more negative answer and 5 the positive answer; while some 
questions only asked for more reflecting answers. All questions had space left for 
reflections and comments.  
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The reason for making two different documents was to prevent that the respondents 
peeked at the following questions and thereby might be influenced by the facts in the 
descriptions of the different verification methods. Since the inquiry was divided into two 
parts the drivers were forced to answer the first part before they received the next.  
 
The inquiry was distributed in two ways. The first to give their opinions were truck 
drivers who had stopped to pause at a truck stop just outside Gothenburg. Numerous 
drivers were asked to fill in the inquiry, but only 12 agreed to do so. As gratitude the 
respondents received confectionery. 
 
Secondly a haulage company in Gothenburg agreed to distribute the inquiry amongst their 
drivers. Earlier experiences has shown that there will not be as many answers as 
distributed inquiries and therefore 25 inquiries were given to the haulage company, with 
the hope to retrieve at least half of them within the limited time of one week. Ten 
inquiries were answered and returned in time.  
 
There were both a Swedish and an English version of the inquiry, so that all drivers 
should be able to answer the questions regardless if they knew Swedish or not. This was 
important at the local truck stop since many of the drivers there only spoke poor Swedish 
or none at all. All inquiries distributed at the haulage company were written in Swedish. 
The 22 inquiries were compiled and the results were taken into account in the continuing 
work to create the verification system prototype.  

3.1.2 Results from the attitude inquiry  
Eleven of the respondents worked with distribution, ten drove long haul and one drove 
mixed haulages. Twelve of the drivers were the only ones driving their particular trucks, 
the others shared their trucks with an average of five other drivers. They had worked for 
an average of 15 years, varying from one year to 38.  
 
Eight drivers knew biometric methods, and when asked for an example they all knew 
fingerprint verification. While that was the only answer for some, others could mention 
several other methods as well. Only one driver had ever used a biometric verification 
method (fingerprint) and he had nothing against it. Nine of the drivers who had no 
experiences of biometrics were positive (scored 5 or 4) to the idea of using it for 
verification, four were more restrictive or against the whole idea (scored 2 or 1) and the 
remaining eight were neither positive nor negative (scored 3). The median was 3 with the 
standard deviation of 1.27.   
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Table 1 – Overview of the results regarding the attitude towards using biome rics.  t
iThese are the opinions of the 21 respondents who had never used biometr cs.  

 
 
Eight drivers could see disadvantages with a biometric verification system while eleven 
could not. Three drivers did not anwer the question. Advantages on the other hand, were 
visible to 15 drivers, while five could not see any and two did not answer the question. 
See the statistics in the diagram below.  
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Table 2 – The answers to the questions if the respondents could see any 
advantages/disadvantages with biome ric verification methods.   t

 
 
On the question of where the biometric data should be kept, 15 of the drivers answered 
that they would prefer that it was kept on a smart card that they can take with them as 
they leave the vehicle. Five thought that the storage should be kept at the haulage 
company and two wanted it in the vehicle. Note that some drivers chose more than one 
option and three did not answer at all.  
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3.1.3 Results from the method inquiry  
Fingerprint verification was by far the most appreciated method; everyone thought it to 
be the cheapest and the easiest one to use. Even those who did not want biometric 
verification methods in the vehicle preferred fingerprints. Still, four drivers were 
concerned that dirty hands could cause troubles. Two respondents imagined scenarios 
where they lost their fingers or were kidnapped to start the vehicle. Nevertheless, when 
asked about the other methods, the drivers sometimes answered that they preferred to use 
the fingerprint (rather than the method in question).  
 
Regarding the other methods, the mix of positive and negative answers made it difficult 
to draw any conclusions whether the method was suitable or not. Worth mentioning, 
since six of the drivers commented it, is that they were skeptic to the voice verification 
since it is very common that a driver works even if he has a cold or a bad throat. Two had 
bad experiences from voice recognition technology and were thus sceptic to use voice 
verification. 

3.2 Telephone interview with haulage contractors 
A verification system like the one in this thesis would not only be important for the 
drivers, but also for the different haulage contractors. A verification system like the one in 
this thesis would not only affect the drivers, but also the haulage contractors, thus a 
number of telephone interviews with companies were held.  

3.2.1 How the telephone interviews were carried out 
Ten randomly chosen offices in Gothenburg were asked to be interviewed over the 
telephone. Three of them were interviewed and a fourth answered the inquiry via e-mail. 
The questions were almost the same as for the driver inquiries, only that they were now 
asked verbally instead and slightly adjusted to fit the companies rather than the drivers. 
The questions were read up loud to the informant and explained if needed. The answers 
were written down by the interviewer. 
 
It was difficult to get hold of the right person to interview and even when that succeeded 
it was hard to find someone who had the time to answer the questions. Due to lack of 
time for the thesis it was not possible to search for more persons to interview. Since the 
answers were quite similar they still gave a hint on what the companies consider as 
important.  

3.2.2 Results from the telephone interview with haulage contractors  
The working conditions within the four interviewed offices varied, for instance both long 
haul and distribution was represented, as well as dangerous and high value goods. The 
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company size differed from eight drivers to 76. Only one of the companies used external 
personnel in case of illness or other unexpected absence.  
 
The responses were mainly positive and the companies seemed to know more about 
different verification methods than the drivers did at the inquiry. The main requirement 
was that it must not be expensive, they emphasized that they wanted high security at low 
cost. The greatest fear was if the drivers risked loosing an eye or a finger, then it would 
surely not be worth it. The worst scepticism was against the technology. “What if it fails?” 
was a common question. Most of them could also see troubles if something happens to 
the driver, an accident, or something else, that disables him to move the vehicle. “There 
must be a way to move the vehicle anyway.”  
 
Verification by fingerprints was the most appreciated method since all the companies 
were positive to it. Two persons were strongly against methods that analyses the eye. A 
third commented that it would be better with fingerprint verification because it is less 
expensive. No one trusted a verification system using voice recognition with the 
justification that it is common that the drivers go to work even if they are ill or hoarse. 
Face recognition was thought to be more expensive than fingerprint verification and was 
feared not to manage weight gain or the same person with or without a beard. None of 
the other methods gained any optimism. Hand geometry for instance, was thought to be 
unnecessary since it was perceived not to be as reliable as fingerprint verification. They 
also thought it might increase the risk to loose an entire hand instead of “just one finger”.  
 
Several of the informants did not feel that their companies were in need of such high 
security. Instead they pointed out the need of alcohol interlock devices. If they still had to 
choose something they would go for fingerprint verification. One of the persons was 
more positive to the whole idea than the others and one was more negative. Notable is 
that the one who was most negative to the biometric methods for verification liked the 
idea of so called driver style identification. The vehicles of today can monitor and store a 
lot of information, for example journey duration, fuel consumption, gear changes and 
braking technique. By looking at this information it can be possible to observe a driver’s 
driving style. This would not be enough to verify a person, but if the pattern changed 
drastically it could be assumed that someone else had taken the vehicle. The informant 
who liked the idea of driver style identification suggested that it should be integrated with 
drowsiness detection and detection for whether the driver has been taking any drugs or 
other substances.  
 
Even though the companies did not feel as if they needed a verification system at the 
moment, they perceived it as positive if it would be more complicated to steal their 
vehicles.  

3.3 Reflections about how the methods suit the purpose 
There are several different verification methods on the market today; still there is no 
perfect method for the purpose of this thesis. The theory study led to reflections and 
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discussions about the methods’ suitability in a truck context. All the methods have their 
pros and cons, but due to the limitations in time it was not possible to implement and test 
them all. Thus, it was important to theoretically weigh the different methods against each 
other to be able to choose which ones to implement in the test prototype. This chapter 
describes the results from the discussions and theoretical comparisons.   

3.3.1 The ideal method 
The most desirable properties for the verification system have been listed to give a 
background to the selection of which methods to implement. These criteria were chosen 
since they came up during discussions and brainstorming regarding how the ideal system 
should work.  
 
 
Ease of use  No extensive education should be needed to operate the equipment. 

It should be as intuitive as possible and as much as possible should 
be automatized. If the number of tasks is held down the system 
might be easier to use.  

 
Speed   The verification process must not take long, a few seconds at the 

most. The enrollment should also be quick. Furthermore, the 
method should not consist of too many different tasks. 

 
Flexibility The system should be constructed to handle various drivers who 

might change shifts. It should be possible to verify the driver while 
he is driving in order to avoid that a verified driver starts the engine 
only to be thrown out of the vehicle by an impostor.  

 
Cost  The system must not be too expensive otherwise the truck owners 

will not consider buying it.  
 
User acceptance The system should be non-intrusive. Apart from that, the user and 

the truck owner must feel that the system is meaningful and 
beneficial for them.   

  
Security  The system should be secure against different types of attacks, such 

as database hacking and communication bugging. 
 
Accuracy  The system should achieve a sufficiently low Total Error Rate 

(TER).  
 
Suitability The system’s methods must fit the different environmental 

properties in the vehicle such as space, lighting, temperature, noise, 
vibrations and humidity.  

 

- 33 - 



Integrability Equipment that is easily integrated into the vehicle can keep the cost 
down. The equipment needed must not be ungainly, otherwise it will 
be difficult to mount it in the vehicle. 

 
Reliability The system must never break down or fail with the verification; 

otherwise it might be unable to prevent unauthorized persons from 
starting the vehicle. This can cause the driver or owner to mistrust 
the system. In the same sense, it must never fail to grant access to 
the proper driver.  

 
 
The methods discussed in the theory chapter have been graded, based on the criteria for 
the ideal method (see appendix E). This grading was used when deciding which methods 
to choose for the implementation.  

3.3.2 Notions about the different methods 
This chapter contains some annotations arguing for, or against, the different verification 
methods. The following issues and reflections are connected to the criteria of the ideal 
system described above. These notions have influenced various aspects of the work.  

3.3.2.1 Not ons regarding finge print verification   i r
Fingerprint technology is well-tested in the sense that it has been used and developed for 
a long time. The scanners can be made small and inexpensive and the method is 
experienced as non-intrusive by most people. A wide variety of brands are available on 
the market, which vouch for good opportunities to find a product that fits the desired 
requirements.  
 
One way to increase security for a verification system would be to use more than one 
finger for the verification. There are two different ways to do this; either the system 
requires the scanning of a pre-defined set of fingers, or else the system randomly 
demands for which finger to be scanned at that specific time. One drawback with these 
alternatives is of course that if a set of prints is demanded, an impostor might try to steal 
all of a person’s prints. In that case, the increased security might be at the cost of the 
user’s safety.  
 
Worth considering regarding the automotive perspective, is that many drivers work a lot 
with their hands, causing the hands to get dirty or worn, which might affect the scanning 
result. If the scanner itself gets dirty, proper scanning becomes difficult. This might be 
solved using a sweep scanner since it does not tend to become as dirty as an area scanner.  
 
It is impossible to make an absolutely secure system; there will always be the possibility of 
unauthorized people trying to deceive it. If the system is hard to deceive, drugs or threats 
might be used to force the authorized driver to put his finger on the scanner. [12] 
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To sum up, fingerprint scanning is a fast, inexpensive and non-intrusive method that can 
easily be integrated in the vehicle.  

3.3.2.2 Notions regarding iris scanning  
Iris scanning is considered to be an accurate, reliable and safe verification method. 
According to the literature there is now equipment available that can take an image from a 
distance of approximately one metre and still get high enough quality to match the image 
against the template. This means that it might be possible to install a camera in the coupé 
in such a way that the camera does not disturb the driver or obscure his view. It is 
however uncertain if these applications are suitable for vehicles and even more uncertain 
if it is possible to scan while driving, since no test has been carried out in this area.  
 
Iris scanning is thus fast and might not be intrusive, however the suitability as well as the 
integrability lack for this method and the equipment is expensive due to the licence 
mentioned in chapter 2.2.2.2.  

3.3.2.3 Notions regarding voice recognition  
A system for voice verification may easily be integrated in a vehicle, perhaps using 
existing equipment such as the cellular phone hands-free system. It should be possible to 
use voice verification while driving, at least in the sense that most people are able to talk 
and drive at the same time. If the driver uses the cell phone or other verbal 
communication system, the verification demand could be suppressed for a few minutes. 
In the case when the driver listens to the stereo, it is suggested that the sound is muted 
during the verification. 
 
The coupé of a modern truck is sound isolated, which is noticeable when stepping inside. 
Due to the sound isolation, background noise from the engine, wind and surrounding 
traffic is pretty much constant. It should therefore be possible to use an adaptive filter to 
remove noise from the voice sample during verification. But even if most truck coupés 
are well isolated, the voice verification systems are developed for indoor office use, thus it 
is difficult to say whether it is suitable or not without testing the system in a vehicle 
environment. Since the focus of this thesis is to verify a driver’s identity, the usage of a 
pre-defined verification phrase is suggested.  
 
The downside with voice verification is that the database will continuously need updates 
since a person’s voice and accent changes over time. Furthermore, a person’s voice can 
change rapidly due to health related and emotional factors. These aspects have caused 
some people to mistrust the technology. 
 
Voice verification is thus an inexpensive method, which easily can be implemented in a 
truck. However, due to the noisy environment and the fact that the voice changes over 
time it is uncertain how well it works in real situations.  
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3.3.2.4 Notions regarding face recognition  
The light conditions change throughout the day, it is therefore uncertain if face 
recognition can be used while driving. A picture taken during nighttime might not be 
similar enough to the stored image for the system to succeed with the verification. Face 
recognition can, even though it is sensitive to light conditions, be an alternative to use 
before starting the vehicle since it is possible to add more coupé lighting during the 
verification. However, it is not recommended to do so while driving since it can be 
disturbing for the driver. Different light conditions will be tested during the work with 
this thesis, since a camera in the vehicle gives many other possibilities like drowsiness 
detection, coupé surveillance, etcetera.  
 
The time-consuming part of face recognition is the template creation. During verification 
the system might need to take three or more pictures to ensure that at least one of them is 
good enough. The template creation takes about 3-5 seconds which means that the entire 
verification process will take about 10-15 seconds, which is too long.  
 
Summarized, face recognition is a user friendly, inexpensive and non-intrusive method. 
Yet, the authors of this thesis have been unable to find any research on face verification 
in environments that resembles the coupé of a vehicle and it is therefore uncertain how 
well the method suits the purpose.  

3.3.2.5 Notions regarding facial thermography  
One idea regarding the use of face recognition is that it might be possible to use it for 
automated verification while driving. This however will only be possible if the system is 
not too sensitive to changing light conditions. As explained in the theory chapter, facial 
thermography and face recognition are practically the same; the difference is what type of 
camera that is used. Facial thermography uses an IR-camera, which means that the 
method is not as sensitive to light conditions compared to face recognition.  
 
It is difficult to tell how facial thermography corresponds to the ideal method since no 
test has been carried out and no developing-kit is available.  

3.3.2.6 Notions regarding retinal scanning  
Today’s retinal scanning equipment has decreased both in size and cost, thus solving 
some of the practical problems. A larger problem is the fact that some people have 
aversions against having their eyes scanned. Besides, the method is not suitable for in-
vehicle use, especially not while driving, since the driver would have to look in a specific 
direction during the scanning. It may render problems to keep the eyes concentrated on 
one single point long enough for the verification and this can affect traffic safety 
negatively. Hence, this is not a method to use for the purposes of this thesis.  

3.3.2.7 Notions regarding hand geometry recognition 
The main benefit with hand geometry recognition is that this method is quite insensitive 
to dirt, calluses and scars. As it is several features of the entire hand that is measured, it 
does not matter if the fingers are dirty or if the person has accidentally cut himself 

- 36 - 



etcetera. The equipment is cheap and the verification takes less than one second, but the 
ungainly equipment makes the method unsuitable for automotive purposes. 

3.3.2.8 Notions regarding multimodal systems  
With a multimodal system, different levels of security can be accomplished by combining 
different methods. For everyday use it can be enough with fingerprint verification. When 
driving in dangerous areas, or carrying dangerous goods, the driver can be verified using 
several methods (for instance both fingerprint and iris scanning), hence increasing the 
security level (see 3.5.2 Summary of the use cases for further examples).  
 
One interesting aspect of multimodal systems is that they can be used for automatic 
update of the template database. Imagine a verification system that uses three verification 
methods randomly, for instance, PIN, fingerprint and facial recognition. When the system 
demands for driver verification, it analyses all three characteristics. If two of the methods 
complete successfully, the database can be updated using the third sample. Thus if the 
PIN is correct and the fingerprint scanner gives a good match, the system can take a 
picture of the face to update the template database. This can save large amounts of time 
since the system continuously updates the database itself; thus reducing maintenance of 
the system.  

3.4 Selection of methods for prototype implementation  
The theoretical analysis of the different verification methods, led to the notions and 
reflections, which were listed in the previous chapter. The notions, the method grading 
(appendix E) and the SWOT-analysis (appendix B) formed the main platform for 
selection of verification methods to the prototype implementation.  

3.4.1 Method selection  
No verification method alone can fulfil the criteria of the ideal system. The final decisions 
of which methods to use were based on a balance between accuracy and cost as well as 
between ease of use and ease of deceiving. The other criteria from the ideal system did 
not differ significantly between the methods and were therefore not considered during the 
selection. The pros and cons for each method were discussed, as well as the price and 
delivery time.  

3.4.2 Selected methods  
The reasons for discarding a method were both practical and a result from the previous 
performed work. The reasons behind the selection are listed below; first the discarded 
methods and then the methods that were to be implemented.  
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Facial thermography IR-cameras are more expensive than regular cameras, but 
since the method is very accurate and hard to fake, it is 
definitely an area to take a closer look into. Unfortunately, 
little research has been done regarding facial thermography 
for verification purposes and the authors have been unable 
to find a company that manufactures equipment for this type 
of verification. Some of the inquiry informants found facial 
thermography to be a bit too complicated. They perceived 
other methods as more simple and still “good enough”. Since 
the method is accurate and hard to fake this suspiciousness 
would be interesting to investigate further as it might come 
out of not enough knowledge about the methods.  

 
Iris scanning  A development kit for iris scanning costs about $25000-

$35000 which was beyond the project budget.  
 
Lip movement  Lip movement recognition needs another verification 

method to be reliable enough. The idea is to implement three 
methods for verification to test their suitability and compare 
them to one another. In order to enable the possibility of 
different security levels (see 3.3.2.8 Notions regarding multimodal 
systems and 3.5.2 Summary of the use cases for examples), all three 
methods should be reliable on their own, thus lip movement 
recognition is not an option. None of the informants showed 
any optimism for this method, which is yet one more reason 
not to implement it.  

 
Retinal scanning  Retinal scanning is not suitable from the drivers’ point of 

view due to the exact eye alignment required. Besides, just as 
the facial thermography this method received some 
skepticism from the informants as it was perceived as too 
complicated, and sometimes a bit unpleasant.  

 
Hand geometry  The equipment required for hand geometry scanning is too 

ungainly to fit in the coupé. Most of the informants said that 
they preferred fingerprint verification rather than hand 
geometry since they perceived hand geometry as less reliable.  

 
 
The three remaining methods, fingerprint verification, voice recognition and face recognition are all 
suitable for in-car mounting and there were manufacturers who could offer development 
kits at reasonable prices and delivery times. Fingerprint verification was the most accepted 
method in the inquiry study, which made it a reasonable choice. The inquiry informants 
were more sceptic to voice recognition, but since this was mostly due to bad experiences 
or mistrust of technology, it would be interesting to test whether voice verification would 
be better received if the system works well. Moreover voice verification is supposed to 
not disturb the driver too much if he needs to be verified while driving. Face recognition 
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did also receive some skepticism in the inquiry. But since this was a method that might be 
able to verify the driver automatically, it was chosen for the prototype as well. (For 
further explanations see the use cases below).  
 
In order to make the system integration as easy as possible it was desired that all systems 
were compatible with the same platform. This, together with the ability to deliver support, 
was the two main criteria when choosing manufacturer.  
 
PINs are common today and the method can easily be implemented in a vehicle using the 
keypad for the cellular phone. Therefore a PIN-verification system was implemented as 
well. This would also enable a comparison between a common verification method and 
the biometric ones.  
 
As presented in the results from the inquiry, many of the respondents preferred that the 
biometric templates were to be stored on a card, which they could take with them when 
leaving the vehicle. To illustrate the possibility to integrate the template storage with the 
upcoming digital tachograph card (for more details, see 6.8.3 Smart card placement), a smart 
card reader was also included in the system.  
 
To sum up, the methods chosen for the prototype system are: fingerprint, face 
recognition, voice recognition plus PIN- and card verification. 

3.5 Use cases 
Different kinds of work situations and areas where trucks are being used raise various 
challenges for a verification system. Reflections on how the system could be used led to 
the development of a number of use cases. By creating realistic use cases, the benefits as 
well as a demonstration of the actual need for a driver verification system are pointed out.  

3.5.1 Developing the use cases  
These use cases are based on discussions and brainstorming during the process of 
choosing methods for the implementation. They have been inspired by the notions and 
reflections in chapter 3.3.2 as well as the list of benefits from chapter 1.2.   

3.5.2 Summary of the use cases 
Since the use cases became rather extensive, they are merely presented briefly here. Full 
versions are enclosed as appendices F-J. The use cases were developed to illustrate the 
need, function and behaviour of the system. They are not intended to be read intensively; 
they are rather included for the most dedicated readers.  
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3.5.2.1 Multimodal verification using all biometric methods  
This is the highest security level, intended for vehicles carrying dangerous or valuable 
goods or while driving in high-risk areas. The driver verifies his identity using all the 
methods to assure that he is the appropriate person. Below are some examples for how 
this verification might proceed. (For more details and examples see appendix F.)  
 

• The driver has arrived at the garage to start the working-day. As he enters the 
vehicle he inserts his smart card (integrated in the card for the tachograph) in the 
reader, dials his PIN and then places his finger on the scanner. The PIN is correct 
and the finger is verified against the card, so the system asks for a voice sample. 
The driver says his password in the microphone. A system message appears, telling 
the driver to sit in a normal driving position, in order to perform the face 
verification. Recorded data is analysed and compared to the template data stored 
on the smart card - the verification was successful. The name and employment 
identification number are sent, encrypted, to the back-office.  

 
• The driver goes through the verification procedure, but fails with one of the 

methods. A system message informs the driver about the failed verification. The 
procedure continues, as in the example above and at least one method succeeds. 
The name and employment identification number are sent, encrypted, to the back-
office, together with information about the failed verification(s).  

 
• On a long haul trip the driver takes a nap in the coupé. As he wakes up he goes 

outside to stretch out his legs before continuing his journey. The passenger door 
opens and an impostor climbs in and takes the driver seat. The impostor tries to 
start the vehicle but does not succeed with the verification, thus the vehicle is 
immobilized. A warning is immediately sent to the back-office and the system 
takes a picture of the person behind the steering wheel. This picture is also sent to 
the back-office.  

3.5.2.2 Multimodal verification using two biometric methods  
The purpose with this use case is to assure that the person who enters the driver seat is 
the appropriate driver. Four different situations at this security level have been developed, 
see below. Note that it is possible to have the vehicle equipped with only two biometric 
verification methods. However, there is also the possibility to have all the equipment 
needed for all the methods and then randomly alter which one to use at each occasion. 
(See appendix G for more details and examples):   
 

• The driver has arrived at the garage to start the working-day. As he enters the 
vehicle he inserts his smart card (integrated in the card for the tachograph) in the 
reader, dials his PIN and then places his finger on the scanner. The PIN is correct 
and the finger is verified against the card. The system asks for a voice sample so 
the driver says his password in the microphone. Recorded data is analysed and 
compared to the template data stored on the smart card - the verification was 
successful. The name and employment identification number are sent, encrypted, 
to the back-office.  
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• The same scenario as above, but instead of the voice verification a system message 
appears telling the driver to sit in a normal driving position, in order to perform 
the face verification. Recorded data is analysed and compared to the template data 
stored on the smart card - the verification was successful. The name and 
employment identification number are sent, encrypted, to the back-office.   

 
• The driver fails with one or more method(s), but at least one method succeeds. 

The driver’s name and employment identification number are sent, encrypted, to 
the back-office, together with information about the failed verification(s).  

 
• None of the verifications succeed, thus the vehicle is immobilized and a warning is 

immediately sent to the back-office.  

3.5.2.3 Single biometric verification at different security levels 
This verification is suggested to occur after a shorter stop, after that the driver has already 
been verified with several methods, or if the security level makes it sufficient with only 
one biometric method. The security levels can of course be discussed, but in these 
examples they are classified as high, medium and low security level. Here follows some 
examples for high security (for more details and examples see appendix H):  
 

• The driver is unloading cargo at one of many stops during the day. The vehicle is 
standing still with the engine running. When finished unloading the driver climbs 
back into the truck. It is a short stop, therefore only one verification is required, 
which method will be used is established at random. This time the system requires 
fingerprint verification, so the driver puts his finger on the scanner, to verify that 
he is still the one driving the vehicle. As the system verifies the driver he can drive 
off, while his name and employment identification number are sent, encrypted, to 
the back-office for confirmation.  

 
• The driver has stopped to unload cargo. As the driver has already identified 

himself earlier that day, one verification method will be enough, even though the 
vehicle has a high level of security. Another driver, who also has a smart card with 
his own biometric data stored, takes the driver’s place and tries to verify his 
identity. The system notices that the card is taken out and a new one put in, so a 
single verification will not be enough. The driver verifies his identity with all 
methods and the information is sent, encrypted, to the back-office, where it is 
quickly discovered that it is not the appropriate driver who is driving the vehicle.   

 
• The driver has stopped to buy some snacks at a truck stop. It is a quick stop with 

the engine left running, thus only one of the methods available will be required for 
verification before driving off. An impostor takes place in the driver’s seat, which 
initiates the verification. Since no successful verification is carried out, the system 
takes a picture with the camera and sends it together with a warning to the back-
office. The truck is immobilized. 
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The verification system is intended to increase the security, but it must not affect the 
driver’s ordinary work. To make it as easy as possible the medium security level gives the 
driver more independency than the higher level does.  
 

• The driver makes one of many stops during the day to unload some cargo. The 
vehicle is standing still with the engine running. When finished unloading, the 
driver climbs back into the truck. As he sits down he puts his finger on the 
scanner, to verify his identity. The system checks if it is ok to use fingerprint this 
time, or if the driver must use one of the other methods. This time the system 
requires another type of verification why the driver is encouraged to verify his 
identity by saying his password. The verification succeeds and the driver can drive 
away, while his name and employment identification number are sent, encrypted, 
to the back-office for confirmation.  

 
• The driver has stopped to unload some of the cargo. The engine is left running. 

The driver gets back in the vehicle and dials his PIN. As the driver is stressed he 
dials the wrong numbers, he tries again and again, but he still does not remember 
the code correctly - the verification fails. The system informs the driver that the 
verification has failed and asks him to verify his identity using fingerprint scanning 
instead. The verification succeeds and the driver can drive off. The driver’s name 
and employment identification number are sent, encrypted, to the back-office for 
confirmation, along with information about the failed PIN-verification.  

 
 
A low level of security may only require one method for verification. This means that it can 
be enough for the vehicle to have equipment for one single verification method. It also 
gives the possibility to have several methods in a truck and depending on for instance the 
cargo, route, or length of a break, demand for only one of the methods. A verification 
system in the vehicle can be presumed to increase security. However, with only one 
method it is naturally a higher risk that frauds succeed than with several verification 
methods.  
 

• The driver is unloading cargo at one of many stops during the day. The vehicle is 
standing still with the engine running. When finished unloading the driver climbs 
back into the truck. He sits down and puts his finger on the scanner, to verify his 
identity. As the system has verified the driver he drives off and his name and 
employment identification number are sent, encrypted, to the back-office for 
confirmation.  

 
• The driver has stopped to buy snacks at a truck stop. It is a quick stop with the 

engine left running, thus only one of the methods available will be required for 
verification before driving off. An impostor takes place in the driver’s seat, which 
inituates the verifcation. Since no successful verification is carried out the vehicle 
is immobilized. The system takes a picture with the camera and sends it together 
with a warning to the back-office.  
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• A driver enters the vehicle. He puts his finger on the scanner but does not succeed 
with the verification. Since this was the only method available a warning about the 
failed verification is immediately sent to the back-office. The vehicle is 
immobilized.  

3.5.2.4 Manual verification while driving  
A possible scenario might be that an impostor forces the driver to verify his identity and 
then throw him out of the vehicle. To avoid this and similar risks, the driver should also 
be verified while driving. Below follows some examples to explain the idea (for more 
details see appendix I):  
 

• The vehicle is out on the roads. A system message appears, asking the driver to say 
his password to verify his identity. The driver does so and succeeds with the 
verification. His name and employment identification number are sent, encrypted, 
to the back-office.  

 
• The driver is out on a long haul assignment. A system message appears, asking the 

driver to say his password to verify his identity. The driver does so, but the 
verification fails since he is hoarse this day. The driver tries two more times, but 
the verification still fails so the system asks him to put a finger on the scanner 
instead. This time the verification succeeds. The driver’s name and employment 
identification number are sent, encrypted, to the back-office together with 
information about the failed verification.  

 
• The vehicle is out on the roads. A system message appears, asking the driver to put 

a finger on the scanner to verify his identity. The driver cannot verify his identity 
with any of the methods. A warning is immediately sent out to the back-office, 
together with a photo of the unverified driver taken by the camera for face 
verfication. Since the driver was verified before starting the vehicle that driver’s 
name and employment identification number are sent, encrypted, to the back-
office, together with information about this failed verification while driving.  

   
• A vehicle, with equipment for several verification methods, is out on the roads. A 

system message appears asking the driver to put a finger on the scanner to verify 
his identity. No verification is done within the following three minutes, a warning 
is therefore sent out to the back-office.  

 
• The vehicle is out on the roads. A system message appears asking the driver to put 

a finger on the scanner to verify his identity. The verification fails and since this is 
the only method for verification in this vehicle, a warning is immediately sent out 
to the back-office.  
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3.5.2.5 Automatic verification while driving  
This verification is done without intervention from the driver. This implies several 
advantages; for instance is the driver not disturbed even if his identity is verified while he 
is driving and an impostor does not even know that the system tries to verify him. To 
make an automatic verification possible the vehicle must provide face recognition 
equipment. Below follows some examples of automatic verification while driving. (For 
further details see appendix J):  
 

• The vehicle is out on the roads. The system takes pictures of the driver and 
compares the characteristics with the template on the smart card in the 
tachograph. The verification succeeds and the driver’s name and employment 
identification number are sent, encrypted, to the back-office.  

 
• The driver is out on a long haul assignment in a vehicle with several possible 

verification methods. The system tries to verify the driver using face verification. 
The verification fails, so a system message appears asking the driver to put a finger 
on the scanner. This time the verification succeeds. An encryption of the driver’s 
name and employment identification number are sent to the back-office together 
with information about the failed verification.  

 
• A similar situation as above. The verification fails so the driver is asked to put a 

finger on the scanner. No method for verification succeeds so a warning is 
immediately sent out to the back-office, together with a photo of the unverified 
driver taken by the camera for face verification.   

 
• The vehicle is out on the roads. The automatic verification fails and a system 

message appears, asking the driver to put a finger on the scanner to verify his 
identity. No verification is done within the following three minutes, a warning is 
therefore sent out to the back-office together with information about the failed 
face verification and the absence of verification by any additional method.  

3.6 Design and implementation of the prototype system 
The prototype system was developed using an iterative development process and resulted 
in the design shown in this chapter. An overview of the implemented verification system 
is demonstrated and the software demands for such a system are explained together with 
a description of the implementation.  

3.6.1 Hardware 
Manufacturers for the hardware were mainly chosen from three criteria: cost, delivery 
time and compatibility. The first part of this chapter describes the hardware and the 
second part describes the result of the implementation.  
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3.6.1.1 The hardware o  the sys em  f t
The equipment used for this project are listed and described below.  
 

• The fingerprint verification system used is a BioCore II from Precise Biometrics 
AB, Sweden. It is an embedded system, hence hardware was included in the kit.  

 
• The face verification system is a VeriLook SDK 1.1 from Neurotechnologija Inc., 

Lithuania. The camera, a Logitech QuickCam 4000 Pro, was chosen with respect 
to the recommendations from the manufacturer.  

 
• For the voice recognition, a license for VoiceKey SDK from SpeechPro Inc., 

Russia, was purchased. The face verification camera had a microphone embedded 
in order to use for internet conferencing; this was a bonus since that microphone 
could be used for the voice verification system. However, due to lack of time, the 
voice recognition was never implemented in the system.  

3.6.1.2 The implemented verification system  
An overview of the implemented verification system is presented on the following page, 
the arrows show how the different parts communicate with each other.  

 

 
Figure 12 – Overview of the verification system. 

 
 
SC-reader   Standard ISO7816 Smart Card-reader. 
 
Fingerprint scanner RF fingerprint scanner, which sends fingerprint images to 

BioCoreII.  
  
Camera Standard VGA web camera attached to the main PC via 

USB.  
 
Mic    The microphone embedded in the camera.   
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BioCoreII Embedded fingerprint verification system. Receives 
fingerprint images from the fingerprint scanner. Sends and 
receives templates to/from the Main PC and handles the 
actual fingerprint verification process. 

 
Main PC A PC (Personal Computer), which collects data from 

fingerprint scanner (via BioCoreII), microphone and camera. 
The computer also holds template database and algorithms 
for weighing results together to give/deny authorization. 

 
Display PC The display PC runs the GUI and presents information on 

the touch-screen mounted in the center console of the truck 
cabin. 

 
Touch-screen Touch sensitive 7” wide screen TFT-monitor mounted in the 

dashboard of the truck cabin. It is used to present 
information and instructions and to serve as keypad during 
the PIN-verification.  

3.6.1.3 Placement of the equipment  
The placement of the equipment inside the coupé was discussed before implementing the 
system in the simulator (described in chapter 3.7, The driving simulator). There were plans to 
place the fingerprint scanner on the gear lever, but since it was missing in the simulator, 
the scanner was placed on the steering wheel. The face recognition system requires a 
picture retrieved from an angle not exceeding 5 degrees in any direction. This gave two 
possibilities of camera placement, either above the instrument cluster or in the roof above 
the windscreen. With the latter placement the system performed poorly and thus the 
camera was placed above the instrument cluster. The dashboard had an opening that 
fitted the screen well. This mounting also gave the keypad an authentic placement. On the 
next page is a picture of parts of the system mounted in the truck coupé. The smart card 
reader was thought to be placed near the tachograph (above the windscreen). This was 
not possible; instead it was placed on the dashboard within convenient distance from the 
driver.  
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Figure 13 – The system installed in the driving simulator 

3.6.2 Software 
All three manufacturers offered development kits for a C++ environment and therefore 
this development platform was chosen. The actual implementation (the code itself) is not 
important for the purpose or the results of this thesis and will therefore not be described 
in further detail.  

3.6.3 Graphical user interface (GUI) 
The purpose of the GUI was to allow the user and the system to communicate with each 
other. The design phase as well as the result is presented in this chapter. No theory about 
design or usability is introduced or discussed, since this was a bit out of focus for this 
thesis and it was not the first time for the developers to work within this area.  

3.6.3.1 Developing the GUI  
First a low-fi prototype was sketched on paper, one paper for each message that would be 
shown during the test. There were both written messages and illustrations, and some of 
the messages had two or three versions. The written messages were all in Swedish since 
this was supposed to be the mother tongue for the test participants. A search for suitable 
sounds to supplement the messages was also carried out. The low-fi GUI was shown, 
individually, to five VTEC-employees who had little or no experience of designing GUIs, 
in order to get their reactions. They were first shown one version of the messages in the 
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succession they would appear in the test. Secondly they were shown alternative versions 
and were asked to give their opinions on which one to use.  
 
The low-fi GUI was then shown to a person with vast experience of working with GUIs 
and test situations. The test scenario as well as the GUI was discussed and two 
annotations were added. The GUI was then implemented in Macromedia Director MX.  

3.6.3.2 Result of the implemented GUI  
Every step in the verification procedure had a written message (in Swedish), an illustration 
and a sound. The illustration was meant to be as helpful as possible on its own and the 
text was there as an extra support. The GUI was designed to resemble the logic of 
instructions for other systems to make it feel intuitive. In a real truck the keypad used for 
the cellular phone could be used for the PIN, hence the keypad in the GUI was designed 
to be as resembling to this keypad as possible. The messages consist of authentic pictures 
or illustrative images to facilitate for the user, see the two examples below.  
 

 
 
Figure 14 – Two screenshots from the GUI. To the left: “Please verify yourself using 
fingerprint. Place the finger on the scanner.” To the right: “Please verify yourself by 
dialing your code. When you are done, press YES”.  

 
Two different sounds were used to attract the driver’s attention to the screen. The first 
one served as indication that a new task was due, or that the recent task was successfully 
carried out. The second sound was used to illustrate if the verification failed or if an error 
had occurred. Additionally the picture turned green for success and red for failure.  

3.7 The driving simulator 
The prototype should be tested in as authentic environment and context as possible. 
Since it might be dangerous to test the system in real traffic, a simulator was required. 
VTEC has a simulator, which was supplied for this test. The simulator has three 
projectors illuminating a big arched screen. This type of setup is to enhance the feeling of 
actually moving and to enable the driver to perceive the surroundings in a more natural 
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way than with using only one projector and a flat screen. A Volvo FH12 cabin is placed in 
the middle of the room, in front of the screen. It was possible to turn on speakers with a 
simulated engine sound.  
 
The simulator had up till recently been used for tests with a car, the cabin and the 
simulator were therefore not yet fully synchronized. There were additional properties that 
did not suit the test very well and the authors had no possibilities to change them. For 
instance, the driver had throttle and break, but no parking brake, clutch, gearshift nor 
cruise control. The tank was always empty and neither the tachometer nor the odometer 
was adjusted to represent a truck. Since there was no parking brake, the simulator had to 
be paused if the driver needed to stop and leave the vehicle. As long as the break was 
pressed down the simulator did not move, but when releasing the break (such as when 
leaving the coupé) the simulated vehicle continued to slowly move forward. 
 
 

 
Figure 15 – The driving simulator, exterior v ew i
 

 
Figure 16 – The driving simulator, view from the driver seat. The item above the steering 
wheel is the camera used for face recognition 
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3.8 The preparations before the test  
The idea to put a verification system inside a truck led to several questions about when 
such a system would be used, what it could be used for and how often the verification 
should be carried out. Some of the hypothetical questions might be possible to answer 
with the help of a simulator test; others need more research and authentic tests.  
 
The preparations for the test consisted mainly of four parts; to prepare the interview 
questions, to outline a scenario for the simulator, to find a satisfying number of 
appropriate test subjects and to conduct a pilot test. As previously mentioned questions 
regarding when and how the verification should be carried out were raised during the 
preparatory work. The interviews and the test scenario were outlined in order to answer 
these questions (among others).  

3.8.1 Interviews  
The test required two interviews; one was to be held before the test participant drove in 
the simulator and the other afterwards. How these questions were developed and what 
was the result is presented below.  

3.8.1.1 Developing the interview questions  
Two interviews were prepared. The first, which was to be held before the simulator test, 
was more of a background check. The second interview, which was to be held afterwards, 
was more exhaustive. To enable comparisons with the results from the preceding 
inquiries many of those questions were used again in the interviews, even though they 
sometimes had to be adjusted to suit the interview situation. More specific questions 
about the different methods and the scenario were added. Some of the questions from the 
first interview were repeated in the second to see if the driver had changed opinion during 
the test. The questions were read and commented by two behavioural scientists in order 
to see if there should be any re-defined, added or deleted questions.  

3.8.1.2 The questions  
The first interview started with questions about the driver’s working-routines. The 
questions also treated issues like security and what it ment to the driver. After 
investigating the driver’s knowledge of biometrics, the different methods used in the test 
were introduced to enable spontanous reactions. The driver was also asked if he could see 
any advantages or disadvantages with a verification system.  
 
The second interview asked about the test experience. The driver was asked to grade the 
different methods and once again give his opinion of possible advantages or 
disadvantages.  
 
Many of the questions were graded from 1 to 5, where 1 stood for the negative opinion 
and 5 for the positive. The questions can be seen in Appendix K and L. Note that they 
are in Swedish since this was the mother tongue for all the test participants.  
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3.8.2 The test scenario  
To find out what was needed for the implementation in the simulator and to try to see 
what would be possible to test, a test scenario was outlined.  

3.8.2.1 Outlining the scena io  r
The notions described in chapter 3.3.2 as well as the use cases (chapter 3.5) served as 
inspiration during the creation of the test scenario. It was outlined through brainstorming 
and discussions, and led to a final test scenario where several aspects of the problem were 
included. It was desired to test as many methods as possible, both while standing still and 
while driving. In the same time the scenario should be as realistic as possible, avoiding the 
risk that it might contain too many different tasks on the short duration of the test. 
Otherwise the test participant might percieve that he must verify his identity extremely 
often, which would not be the case in real life. The result was a balanced but yet 
exhaustive scenario.  

3.8.2.2 The test scenario 
The test scenario started with a demand for the tachograph card. When the card was 
inserted a thorough initial verification was required before starting the engine. The driver 
then got some time to get used to the simulator before fingerprint verification while 
driving was requested. After approximately half the time in the simulator a “coffee break” 
took place. After the break the driver had to go through a short verification, using either 
fingerprint or voice. Yet another verification while driving was requested before the test 
ended, this time it was voice verification. Two automatic verifications were done while 
driving, one in the beginning and one after the break. If they failed, the driver would be 
asked for fingerprint verification instead, but if succeeded, he would not be informed 
about it during the test.  
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Figure 17 – Flow-chart of the scenario.  

3.8.3 Recruiting test participants 
The recruitment of truck drivers to the test was outsourced to an external company. They 
were asked to recruit 20 drivers and they were also told that a mix of long haul and 
distribution drivers was desired. This since it was preferable to hear the opinions from all 
different kinds of drivers to enable adjustments so that the system might fit as many 
various circumstances as possible. During the recruitment the drivers were told that they 
would participate in a driving simulator test, where usability and user acceptance were 
going to be evaluated. The purpose with giving vague information about the test during 
the recruitment was to receive a satisfying mix of drivers with different background and 
expectations.  
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3.8.4 Pilot test 
Pilot tests were carried out before the actual test, to make it possible to improve the 
system and adjust the scenario and the interviews.  
 
Questions that were meant to be answered by the pilot test were for instance: 
 

• Is the scenario realistic? Is it too many/too few tasks, in too much or not enough 
time? Should things occur in a different order? 

 
• Is the GUI well designed? Is it clear what to do at all times? Is the sound hearable 

and suitable at that particular moment? 
 

• Is the placement of the camera acceptable? Can you easily reach the fingerprint 
sensor and the keypad? Does it feel awkward to say the password into the air 
instead of directly into a microphone?  

 
• Are the interview questions significant and correctly formulated? Is it too 

many/too few questions? 
 

• Does the test take too long or can additional tasks be added? Does it feel 
comfortable to be filmed and observed by a test supervisor in the cabin?  

 

3.8.4.1 The procedure of the pilot test   
Employees at VTEC with various experience of truck driving were asked to participate; 
among them a behaviour scientist, who was especially asked to give opinions on the 
interviews. All together six males participated. Three of them went through the entire test 
procedure, with both interviews, acceptance inquiry and simulator scenario. The other 
three were not interviewed but merely enrolled in the system, instructed about the 
simulator and testing the scenario. Different light conditions were tested to see the 
requirements for the face verification.  

3.8.4.2 Results from the pilot test  
The pilot test implied modifications to the system in order to enhance performance and 
stability, and to make the test as authentic and exhaustive as possible. Some error 
handlings were added and an alternative placement of the camera was explored. A third 
sound was added so that the user received auditorial feedback when dialing a digit, instead 
of just the asterisks that show on the screen during the PIN-verification. Some of the 
interview questions were adjusted to be more specified.  
 
No participants could be enrolled (for face recognition) if it was too dark and it became 
apparent that the light from the simulator screens alone was not enough for the 
enrollment. On the other hand, the room must not be too lit up since this affects the 
image quality of the simulator.  When experimenting with more light inside the coupé, 
problems occurred with people wearing glasses, since the extra lighting caused reflections. 
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Eventually a lighting set-up was found, which made it possible for all test subjects to be 
enrolled and verified by the system. An interesting observation during these light 
experiments was that it was possible to verify some people (who did not wear glasses) 
with less light in the room, than it had been when they were enrolled. 
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4 THE TEST 
This chapter describes the final test of the prototype system. The first part describes how 
the test and the interviews were carried out; the second part presents the results.  

4.1 The test procedure 
As previously mentioned, the verification system was tested in a simulator to make the 
test situation as authentic as possible. Unfortunately two drivers had to cancel, thus only 
18 of the invited drivers were able to attend. The drivers, all male, were tested and 
interviewed one at a time.  

4.1.1 Before the simulator test  
When the test participant, from now on also referred to as the driver, arrived he was 
welcomed by the test supervisor. He was informed, both verbally and in writing, of his 
rights, for instance that his anonymity was guaranteed and that he could discontinue the 
test at any time. He was told that he would first be interviewed about his work and then 
drive the simulator before he would be interviewed again about that test experience. The 
test supervisor asked for permission to record the interviews.  
 
One of the authors was test supervisor during all tests; the other acted as technician and 
was responsible for the enrollments and the video recording.  
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4.1.1.1 First interview 
The testing phase began with an interview about the driver’s ordinary working day, 
routines at work, his opinions on security and what kind of knowledge and experiences he 
has had of biometrics. The participant was for example asked if he was the only one that 
drove his vehicle or if there were several drivers sharing it. This was to get an idea about 
the needed flexibility for the verification system. The first interview lasted for 
approximately 20 minutes and was held in a conference room next to the simulator. The 
test supervisor wrote down the driver’s answers or interpreted and graded them from 
1 (negative value) to 5 (positive value), depending on the type of question. If the answer 
to a grading question was vague the driver was asked to score between 1 and 5. In case 
the driver seemed to have misunderstood a question it was explained by the test 
supervisor.  

4.1.1.2 Enrollment 
After the initial interview the test participant was shown to the simulator and asked to 
take place and adjust the seat and the steering wheel to a normal and comfortable driving 
position. Before the enrollment began, the technician verified that the camera could get a 
clear view of the driver and, if necessary, the driver was asked to lower the steering wheel.  
 
The driver was given a PIN before the enrollment phase began. He was shown which 
part of the fingerprint to place on the scanner. Before the fingerprint was enrolled, the 
driver had a chance to try a few times to place the thumb on the scanner in order to get 
used to the proper placement. After the fingerprint enrollment, the driver was asked to 
adjust to a normal driving position to enable for the system to create a face template. The 
driver was told that the microphone was embedded in the camera, so that he only had to 
say the password for voice recognition out loud. The driver was given the password “My 
name is First name, Surname”. As previously mentioned, the function of the voice 
verification was only simulated.  

4.1.1.3 Simulator instructions 
When enrollment was completed, the driver was given the smart card and was told that 
this was his personal digital tachograph card during the test. He was then asked to step 
out of the vehicle to receive instructions about the simulator and the test scenario.  
 
The driver was informed that he would be filmed during the test. Since some people do 
become nauseous in the simulator the test participant was told that he had the full right to 
discontinue the test at any time if he would feel uncomfortable. The driver’s attention was 
directed to the simulator image, which for the moment was standing still in the middle of 
a highway. Route instructions were given to the test participant and he was told that the 
test supervisor was going to sit beside him inside the coupé to guide him along the way. 
The driver was informed about the existing equipment in the simulator as well as the 
missing equipment (mentioned in the chapter 3.7 The driving simulator). The driver was told 
to imagine that the scenario lasted for an afternoon, instead of the 20 minutes that they 
actually were driving.   
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After these brief instructions, the driver was asked to re-enter the cabin to commence the 
test. The test supervisor entered too and started the scenario when the driver was seated 
and had shut the door.  

4.1.2 The simulator test 
When the test supervisor started the scenario, a system message appeared on the 
touch screen, asking the driver to insert the tachograph card. (For a schematic overview 
of the scenario, see figure 17 on page 57.) As he inserted the smart card the initial 
verification started. This first verification consisted of all four methods and the driver was 
allowed to fail each method three times before the system moved on to the next one. The 
fourth method was voice recognition, which was only simulated during the test. This 
simulation was programmed in such a way that the GUI announced “voice verification 
successful” after approximately 6 seconds from the demand for verification. To avoid that 
the participants discovered the simulation, they were reminded by the test supervisor if 
they did not say their password soon enough.  
 
As previously described the test began on a simulated highway. After some time, the test 
supervisor trigged the first verification while driving, which was the automated face 
recognition. Note that the driver was not informed about this verification unless it failed. 
In case the automated verification failed the system would ask the driver to verify his 
identity using fingerprint verification. If this also failed, the system asked the driver to dial 
his PIN. 
 
The test participant left the highway and continued driving and after some time the test 
supervisor trigged the next step, which was the second verification while driving. A 
system message appeared, asking the driver to verify his identity with his fingerprint. In 
case the verification failed the driver was demanded for a PIN-verification.  
 
After yet some driving, the road led to a small village where the driver was asked to pull 
over for a coffee break. (This was approximately 12-13 minutes from when the driver had 
entered the vehicle to start the scenario.) The driver and the test supervisor stepped out 
of the truck and went to another room where the driver was offered some refreshments. 
This had two purposes; the first one was to simulate a shorter break initiating a shorter 
verification procedure when trying to drive off again. The second was to give the driver 
an opportunity to give the test supervisor spontaneous comments and reactions on the 
first part of the test. To enable statistical comparsions to other automotive systems an 
acceptance scale [55] was handed out to the drivers during the break. Since the 
participants’ mother tongue was Swedish, they all received a Swedish version of the 
acceptance scale. The scale consists of nine pairs of contrary words, five are thought to 
reflect usefulness and four the satisfation.  
 
 
 
 
 

- 57 - 



 
1 Useful  |__|__|__|__|__| Useless  
2 Pleasant  |__|__|__|__|__| Unpleasant  
3 Bad  |__|__|__|__|__| Good  
4 Nice  |__|__|__|__|__| Annoying  
5 Effective  |__|__|__|__|__| Superfluous  
6 Irritating  |__|__|__|__|__| Likeable  
7 Assisting  |__|__|__|__|__| Worthless  
8 Undesirable  |__|__|__|__|__| Desirable  
9 Raising Alertness |__|__|__|__|__| Sleep-inducing 

 
Figure 18 – Acceptance scale developed by J.D. Van der Laan, A. Heino, and   
D. De Waard. [55]  

 
 
By adding the answers regarding usefulness and satisfaction, respectively, an average can 
be calculated out from that and thereby score the usefulness and the satisfaction between 
-2 and +2. The test supervisor explained that it was only the verification system, not the 
simulator, that was to be evaluated. If the driver did not understand the acceptance scale 
by reading the written instructions, the test supervisor explained further and then let the 
driver fill in the answers in privacy. 
 
Some of the drivers took the “tachograph card” with them as they left for the coffee 
break, but most of them left it in the reader. The scenario was resumed by the test 
supervisor as the driver once again took place in the driver seat after the break. If the 
driver had left his card, the system started right away with the verification. If the driver 
had taken the card with him, the system started by asking for the card, before 
commencing the verification. For the first ten participants the system asked the driver to 
verify his identity using fingerprints, for the remaining eight, voice verification was used. 
If this single verification failed, the driver was asked to dial his PIN.  
 
After some time the road led to a town and the test supervisor trigged the second 
automatic verification while driving, which was identical to the first one recently described 
above. If the system did not succeed with the verification the driver was informed about 
the failure and asked to verify his identity using fingerprints instead. In case that 
verification would have failed too the driver would have been asked to dial his PIN.  
 
The participant continued driving whereupon the test supervisor trigged the last 
verification procedure, voice verification while driving. Shortly after this verification the 
driver was asked to pull over and stop the vehicle.  

4.1.3 Follow-up interview 
After the test the driver was shown back into the conference room to be interviewed 
again. The second interview treated the driver’s experience of the test in its entirety, 
pointing out each verification method, the GUI and the scenario.  
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The driver was asked about his experiences of the first initial verification and the 
verifications while driving (fingerprint scanning and voice recognition respectively). If the 
automatic verifications had been successful the driver was informed about their existence. 
He was encouraged to share his opinions on the use of such methods and about the idea 
of having to do another kind of verification in case the automatic one had failed. The 
drivers who had not been successfully verified by the automatic verification were asked 
about their experiences of having to do yet another kind of verification while driving. 
They too were encouraged to share their opinions on having an automatic verification 
while driving.  To enable comparisons of the different methods and verifications that had 
occurred in the test, the driver received the same questions for each occasion respectively. 
Repeated questions were to be graded on the basis of the test participants’ perception. See 
below for an example.  

 

 
 

Figure 19 – Example of the repeated questions.  
 
 
The driver was interrogated about his thoughts around security and the implementation 
of a verification system in a vehicle. He was encouraged to share his thoughts about it 
both before the test and after, in order to see if the test had changed his opinion. Before 
the session was over the driver was asked if he wanted to add anything, if something was 
missing in the test or if he had any questions. 
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4.2 Results from the tests  
This chapter begins with an introduction of the test participants. Afterwards the results 
from the first interview, the simulator test and the detailed interview that followed the 
simulator test, will be presented. All interviews were held in Swedish, thus the quotations 
presented here are the authors translations.  
 
The average age of the participants was 41 years old, with a standard deviation of 
eleven years. The youngest participant was 23 and the oldest 60 years old. The 
participants had worked as truck drivers for an average of 18 years, spanning from three 
to forty. Four of the drivers drove purely long haul, six of the drivers drove mainly in the 
local area of Gothenburg and the remaining eight drove mixed haulages.  

4.2.1 Results from the first interview  
On the question what “security” ment to them most drivers talked about safe vehicles. 
When the question was specified to security against criminal actions most drivers talked 
about the gas alarm that many long haul drivers have in their vehicles. All drivers said that 
they felt safe at work, except for one who scored neither safe nor unsafe. The median was 
5 with a standard deviation of 0.55. The surroundings or the area where one is driving 
might affect the feeling of safety according to ten of the drivers. Three of them thought 
that time also was a factor together with the surroundings. According to three of the 
drivers there are other things that affect their feeling of safety, for instance what kind of 
cargo they are carrying. Two of the drivers felt safe no matter what and did not see any 
factors that affected that feeling of safety.  
 
All except one used a card at work to get access to specific items or areas. The one that 
did not use any card used a PIN to get his access. Eight of the drivers used both cards 
and PINs.  
 
Eleven of the drivers shared their vehicle with one, or more, other driver(s). The others 
had their own personal vehicle, but some of them said that in case of disease others might 
drive the vehicle and it also occurred that they lent their vehicle to someone else.  
 
Merely two drivers could mention biometric methods without any assistance from the 
interviewer. Two could not come up with any other method even though they were given 
fingerprint verification as an example. Nevertheless three drivers had been 
verified/identified with biometric methods and none of them had had anything against it. 
The ones who had never used any biometrics scored 5 as median on a scale from 1 
(negative) to 5 (positive), with the standard deviation of 1.42. Among them eleven were 
positive and all of them scored 5.  
 
When asked about possible drawbacks for the use of biometric verification methods six 
drivers could see risks. This consisted mainly of their worries that the system might fail, 
but the fear of being kidnapped if biometrics were required was also mentioned. On the 
other hand, two of those drivers could also see possibilities or advantages with biometrics. 
Ten drivers could see only advantages and possibilities. The main advantages that the test 
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participants could see were that it would be harder to steal the vehicle and that they could 
feel safe out on the roads if they met drivers who also were verified. Especially if the 
verification system was integrated with an alcohol interlock device, they could assume 
those drivers to be sober and drive responsibly. One possibility would be if they did not 
need all the access cards they carry today, or maybe even not the key to the vehicle. Two 
of the participants found it difficult to answer the questions and could not give neither 
advantages or disadvantages.  
 

The test participants opinions on biometrics before the test
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Table 3 – Statistics of the test participants’ view of advantages/disadvantages with  
the use of biometric verification methods.  

4.2.2 Results from the test scenario  
The system worked well throughout the 18 tests and this chapter will briefly discuss the 
result. It should be noted that the results merely discuss how often the participants 
succeeded with passing the verification. The authors have tested the system briefly for 
false acceptance; not a single occasion has occurred.  

4.2.2.1 The initial verification 
The initial verification consisted of  all the implemented verifications methods. At least 
one of the methods succeeded for all the participants and thus all was approved to start 
the engine.  
 

• All 18 participants succeded with the PIN-verification. One dialed the wrong code 
once, but succeded on his second attempt.  

 
• The fingerprint verification was successful for 14 participants. One of these 14 

participants needed more than one attempt. Some of the participants were guided 
where to put the thumb if the system failed to find the print. (As mentioned in the 
theory chapter it is a common problem that the finger is not placed correctly.)  
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• One single attempt was enough for a successful face recognition for 11 of the 
participants. All in all the face recognition succeeded for 16 participants. 

 
• The voice recognition was simulated and thus all participants passed, even though 

some of them needed to be reminded of what to say.   
 
 
These statistics are compiled in the diagram below.  
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Table 4 – Statistics for each method in the initial verif cation. The left bar shows the  i

r

total number of participants who were successfully verified. The right shows how  
many of those that were verified on the first attempt.  

 
The statistics show that not all test participants were verified without problems, all in all 
there were nine drivers for whom more than one try was needed. Four of those nine 
participants were problematic to verify with both the fingerprint scanning and the face 
recognition. One of them did not succeed at all with the biometric verifications but was 
still approved by the system since he dialed the correct PIN. This study cannot tell if their 
problems were due to not enough distinct characteristics, or if the problems occurred 
because they were unaccustomed to use such systems. Still, a notion of these results has 
been made.  

4.2.2.2 First verification while d iving (automatic face recognition)  
The system automatically recognized 13 of the participants. Two of those who had not 
been automatically recognized had to dial their PIN since the fingerprint verification had 
failed as well. See the statistics on the following page.  
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The first automatic face verification

0
2
4
6
8

10
12
14
16
18

R
ec

og
ni

ze
d

au
to

m
at

ic
al

ly

S
uc

ce
de

d
w

ith
 F

P

U
se

d 
P

IN

Number of
successfully
verified participants

 
Table 5 – Statist cs for the first automatic verification. The left bar shows how many 
participants that were automatically verified by the system. The middle bar shows  

i

i
i i

t

how many of the remaining ones that were successfully verified with the r fingerprint.  
The right bar shows those who were not verified w th the fingerprint and had to d al  
their PIN. 
  

4.2.2.3 Second verification while driving (fingerprin  verification)  
The fingerprint verification was successful for 13 of the drivers, among them 10 passed 
on their first attempts. The remaining passed the PIN-verification on their first try. See 
below.  
 

Fingerprint verification while driving
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Table 6 – Statistics for the fingerprint verification while driving. The left bar for  
each method shows how many participants that were successfully verified using  
that particular method. The right bar at each method shows how many participants  
that were verified on the first attempt.  
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4.2.2.4 Results from the acceptance scale (during the coffee break) 
The acceptance scale that had been answered during the coffee break showed that the 
system was perceived as more usefull than satisfying. That is, the drivers could see a use 
for such a system, but they were not fully pleased with the system’s design. See below for 
each participant’s average score regarding usefulness and satisfaction (on the scale 
between -2 and +2).  
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Table 7 – The result from the acceptance scale (scoring from -2 to +2).  

 
 
Since the scale is supposed to present five questions about the system’s usefulness and 
four questions about the satisfaction. A calculation of the answers were made to see if the 
driver had scored similar on all the satisfaction questions and all the usefulness questions 
respectively. Cronbach’s Alpha was used for this calculation. (See Terminology, Appendix 
A, for clarification.) In this case, the reliability statistics for the acceptance scale scored 
0.787 for the usefullness and 0.698 for the satisfaction, which indicates that the drivers 
perceived the questions as intended.  
 
The opinions varied among the participants since all questions had received at least one 
maximum grade and almost all of them had received at least one minimum grade (see 
Appendix M for descriptive statistics). None of the drivers perceived the system as 
useless, but three scored it towards bad and three scored neither bad nor good. The 
usefulness scored an average of 0.80 with a standard deviation of 0.72 and the satisfaction 
was scored with an average of 0.24 with a standard deviation of 0.89. Some of the drivers 
perceived the system as irritating. The verbal comments indicates that it was especially the 
verification while driving that arouse irritation. Thus the system does not please everyone, 
but there were more positive than negative answers.  
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4.2.2.5 Verification a ter the short break (fingerprint/voice verification)  f

r r

The first ten participants used fingerprint verification before starting the vehicle after the 
break. Nine of those ten were verified, eight of them on their first attempts. The 
participant that was not succesfully verified had to dial his code to be authorized. The 
PIN verification succeeded on the first attempt.  
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Table 8 – Statistics for the fingerprint verification after the break. The left bar for each 
method shows how many participants that were successfully verified using that particular 
method. The right bar shows how many participants that were verified on the first 
attempt.  

 
 
The remaining eight participants used voice recognition. This verification was simulated 
so that all passed, even though some of the drivers had to be reminded by the 
test supervisor what to say.  
 

4.2.2.6 Thi d verification while d iving (automatic face verification)  
The automatic verification successfully verified 15 of the participants, 12 of them were 
verified on the first attempt. The following fingerprint verification succeeded on the first 
attempt for two of the remaining three participants. The third one had to dial his PIN 
since the fingerprint verification had failed as well. He was successfully verified by his 
PIN on the first attempt. See the statistics on the following page.  
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The second automatic face verification
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Table 9 – Statistics for the second automatic ver fication. The left bar shows how many 
participants that were automatically verified by the system. The middle bar shows how 
many of the remaining ones that were successfully verified w th their fingerprint. The 
right bar shows those who were not verified with the fingerprint and had to use the PIN.  

i

i

i

t

4.2.2.7 Fourth verification while driving (vo ce verification)  
The fourth verification while driving was voice recognition and since it was simulated, all 
participants passed.  

4.2.3 Results from the follow-up interview 
This interview asked specific questions about the different methods, as well as more 
general questions related to biometrics and verification methods. In addition the drivers 
were asked about the GUI and the sounds connected to it. All this is presented in this 
chapter and it has therefore been divided into different parts.  

4.2.3.1 The first response to the system  
The first response from the drivers after the test was mainly positive. Nine of the drivers 
perceived the test as realistic. Seven of the drivers thought it to be a vision of the future. 
One driver found the test unrealistic and the remaining driver never gave a specified 
answer to the question.  

4.2.3.2 The GUI and i s sounds  
All drivers but one gave the highest score (5) to the GUI. This person gave it the grade 3, 
thus the GUI scored 5 as median. Twelve of the drivers had perceived the sounds 
connected to the GUI. “I even learned the differences between when it is correct and when it is 
wrong.”, one driver said. As an answer to the question whether it was good or bad to have 
sounds the drivers ranked a median of 5, with a standard deviation of 1.24. It seems like 
the drivers either liked or disliked the sounds since ten of the twelve drivers that had 
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perceived the sounds scored either 1 or 5. The median score was 5, with the standard 
deviation 1.89, which makes it difficult to tell whether the sounds were helping or 
annoying.  
 
The drivers handled the GUI on their own and spontaneously did what they were 
supposed to even though they had not been given any instructions beforehand. 
Sometimes they were eager to start and asked the test supervisor if they should stick in 
the card, before the GUI had started, but in these cases the first message usually showed 
before the test supervisor had had the time to answer. One person dialed wrong at the 
third digit, he then turned to the test supervisor: “I dialed the wrong number, what should I do 
now?” The test supervisor encouraged him to try what he felt was the right thing to do, 
whereupon he instinctevly used the right button to erase the incorrect digit and continue 
as normal.  

4.2.3.3 The initial verification    
All drivers found the first verification, before starting the journey, to be easy. The median 
for ease of use was 5 with the standard deviation of 0.32. (Two ranked 4, the rest ranked 
5.) Ten of the drivers thought it resonable to have this verification. One did not know 
whether it was resonable or strange. The remaining seven thought it to be strange or a bit 
strange. On the question of necessity the median was 3 with the standard deviation of 
1.80. With all the questions summarized this first verification received a median of 5, with 
the standard deviation of 1.60. Below is an overview of each question.  
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Table 10  – The test participants opinions on the first intial verif cation.  i
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4.2.3.4 The automatic face verification  
When told that an automatic verification had been carried out using the camera, most 
drivers thought it to be a good idea. The drivers that were not verified by the camera and 
had to do the fingerprint verification thought it to be quite reasonable. Those who had 
been verified without knowing it were mostly positive to the idea that if it would have 
failed they would have had to go through a fingerprint verification.  
 
One of the four who the system failed to verify was negative to the system. Regarding the 
others it is not possible to draw any conclusions from the correlation between the 
successful/failed verification and the driver’s perception of the system. One of them did 
not mind neither the fact that the system had tried the automatic verification, nor that he 
had to do other verifications when he failed to pass the automatic one. Yet another said 
that it was good if the system carried out the verification automatically, but if it did not 
succeed, it should alert the driver to sit correctly so that the verification could go through. 
The fourth person did not like any of the verifications while driving and thus did not like 
the automatic one either. “The less things that comes up during the ride, the better.”  

4.2.3.5 The fingerprint verification while d iving  r
The first manual verification while driving, when the drivers had to do a fingerprint scan, 
was not percieved to be as easy as the first, initial verification. The fingerprint verification 
while driving scored 3 as median, with a standard deviation of 1.64. This verification 
leaned more towards being perceived as strange rather than resonable. On the scale from 
1 (strange) to 5 (resonable) the fingerprint scanning while driving scored 2.5 as median 
with the standard deviation of 1.86. Whether this verificaction was necessary or not 
scored the median 3 with the standard deviation of 1.78. As an overall score this 
fingerprint verification while driving ranked 3 as median, with the standard deviation of 
1.64. See the diagram on the next page. 
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Fingerprint verification while driving
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Table 11 – The test participants’ opin ons on the f ngerprint ver cation while driving.  i i ifi

t4.2.3.6 The verification after the break (fingerprin /voice)   
After the coffe-break the first ten drivers verified themselves with their fingerprint, the 
other eight used voice verification. No matter which method they used all drivers scored 
this verification as easy. With the two methods together this verification scored the 
median 5 towards resonable rather than strange, with the standard deviation of 1.50. The 
necessity was ranked 5 as median with the standard deviation of 1.83. With all questions 
included and both methods added together this verification scored the median 5 with the 
standard deviation of 1.41. See the diagram on the next page. 
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Verification after the break
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Table 12 – The test participants’ opin ons on the verification after the break.   i

l

 
 
The ones who used fingerprint verification after the break ranked 5 as median towards 
resonable, with the standard deviation of 0.97. The necessity was scored 5 as median, with 
the standard deviation of 1.35. One person failed the fingerprint verification and thus had 
to dial his PIN as well. He still scored 5 on both the ease of use as well as for finding the 
system resonable, but he scored 3 on the necessity question.  
 
The ones that had to do the voice verification after the break scored the median 5, with 
the standard deviation of 1.92 on the question whether this verification was strange (1) or 
resonable (5). It is ranked as neither necessary nor unnecessary since the median for this 
question was 3, with the standard deviation of 2.14. Some of the driver’s had to be 
reminded about the password. This was done only to avoid that the participants 
discovered that this verification was simulated.  

4.2.3.7 The voice verification whi e driving  
The voice verification while driving was simulated, hence it never failed, even though 
some drivers made small mistakes when saying the password. Some of the driver’s that 
had not used the voice verification since the initial verification had to be reminded about 
the password. All drivers that had used voice verification after the break were quick to 
answer the system. This verification was perceived as easy since all the drivers scored 5, 
with no exceptions. On the question whether it was resonable or strange to have this 
verification the median was 5, with a standard deviation of 1.84. It was regarded the least 
necessary verification since it scored 1 as median, with the standard deviation of 1.99. 
With all the questions summarized this verification scored a median of 5, with the 
standard deviation of 1.70. See the diagram on the next page. 
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Voice verification while driving
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Table 13 – The test participants’ opin ons on the voice verification while driving.   i
 
 
One of the participants suggested that the voice verification should be used for the 
system-user-interaction. The GUI sounds should be replaced by spoken phrases so that 
the system “asked” for the current verification and the driver would only have to reply or 
put the finger on the scanner, instead of looking at the system message to know what to 
do. This would give the interaction a more natural feeling regarding to the test participant.  

4.2.3.8 Generally about the methods  
When asked about the verification methods in general, how the drivers felt about using 
fingerprint, voice, face or code verification, they all received a total median of 5, but with 
various standard deviation. Face verification had the lowest total standard deviation, 1.06. 
Fingerprint verification had a total standard deviation of 1.39, voice recognition had 1.22 
and PIN had 1.32. The visible differences regarding the median are that voice recogntion 
received slightly less trust than the other methods and that PIN was not as appreciated as 
the others since it received less on the question whether the method was good or bad to 
use. These disparities are small, but still worth mentioning. Appendix N show how the 
participants score are spread over the different methods.  
 
Some of the drivers did not like the placement of neither the fingerprint scanner nor the 
screen for the GUI. They did not want to take the eyes off from the road and suggested 
voice instructions instead and the GUI closer to the steering wheel or integrated in the 
instrument cluster. Another suggestion was to place the fingerprint on the right side of 
the driver seat.  
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At the end of the interview the drivers were encouraged to grade the tested verification 
methods in their preferential order; the most preferred as number one, the second as 
number two and so on. Half of the participants preferred fingerprint verification. Face 
recognition, voice recognition and PIN were preferred by three participants each. 
Regarding the average rank for this preferation score, fingerprint was the most popular 
and face recognition came second, even though voice recognition was not far behind. 
Only two drivers mentioned the card. One test participant thought it to be the second 
best method after PIN but the other merely graded it last, after all the other methods. It is 
possible that the drivers did not perceive the card as a verification method since it was 
presented as their tachograph card, in that case it might explain why no one else 
mentioned it.  
 
One of the participants believed the fingerprint verification to be the least reliable while 
he found the face recognition to be the best since he did not even notice it. Another 
participant preferred fingerprint even though he perceived it as the most difficult method 
to use. He acknowledged face recognition as the easiest method, but did not like it at all 
since he felt uncomfortable when having a camera in front of him. 

4.2.3.9 Generally about verification issues  
Ten of the drivers would like to have this kind of system in their vehicle. However, only 
two wanted all the methods, eight of the drivers thought it to be enough to have one 
verification method, one did not want any method at all and the remaining drivers had 
various recommendations of more than one method, but not all of them. The average 
number of methods desired in the system was 1.72 with the standard deviation of 1.32.  
 
Five of those who before the test did not see any disadvantages to have biometric 
verifications did see disadvantages after the test. Four of those who saw disadvantages 
before the test answered differently after. One who could see advantages before the test 
did not see it afterwards. Five drivers could see advantages after the test that they did not 
see before.  
 
The 15 participants who had never used biometrics before the test were asked in the first 
interview if they were positive (5) or negative (1) to biometric verification methods. After 
the simulator test they were asked again about what they thought of biometric verification 
methods now, after the test. Six of the participants scored more negative after the test 
than before, three participants scored more positive and six participants scored equally as 
before. These answers are presented in the diagram below.  
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Table 14 - Diagram showing opinions regarding vehicle mounted biometric verification 
(before and a ter the test) among the 15 participants who had no earlier experiences of 
biometrics.  

f

 
 
Regarding their score eleven of those 15 drivers were positive to biometrics (scoring 4-5), 
two of them were negative (scoring 1-2) and two were neither positive nor negative 
(scoring 3).  
 
Noteable is that several of the participants said themselves to be more positive after the 
test than before, even though they did not give a higher grade than the previous one. 
Since the participants were requested after the test to tell what they had scored before, it 
shows that some of them said themselves to have ranked lower before than what they had 
actually done.  
 
Four of all participants were more positive to have biometrics in the vehicle than in other 
situations. Four others thought the opposite, that biometrics are OK, but not in the 
vehicle. The remaining drivers scored equally for biometrics in the vehicle and biometrics 
in general. A verification system in the vehicle received the median 4, with the standard 
deviation of 1.35. Biometrics in general did also receive the median 4, but with the 
standard deviation of 1.48.  
 
Several drivers were positive to the idea of a verification system in the vehicles, but said 
that they had no need for it in their daily work. The fact that they themselves had not 
been exposed to any crimes or attacks was a frequent commentary from the drivers. They 
thought it might be easier to answer the interview questions if they had been forced to 
think about these issues beforehand. As they felt safe at work they said it to be difficult 
for them to relate to the problems. 
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4.2.4 General technical results 
This chapter illuminates some observations made during the tests, regarding the 
technology. (The PIN worked perfectly throughout the tests, and is therefore not 
discussed.)  

4.2.4.1 The fingerprint verification system 
The fingerprint system worked well throughout the tests. On a few occasions the system 
became non-responsive, but this is more likely to depend on problems with the 
COM-port on the main PC than the fingerprint scanning system. No participants failed 
the enrollment phase, even if sometimes several tries were needed in order to retrieve a 
sufficiently good image. All participants succeeded at least once with verifying themselves 
using their fingerprint.  

4.2.4.2 The face verification system 
The face verification system showed more stable behaviour than the one for fingerprint 
verification. No participants failed the face enrollment. The system is however sensitive to 
lighting conditions. For instance one of the participants could not be enrolled until he had 
taken off his baseball cap. It is possible that the cap casted shadows over his face, making 
it difficult for the system to capture a sufficiently clear image. Some problems with glasses 
occurred as well. This since reflections in the glasses can make them opaque to the 
camera. At one occasion the enrollment phase had to be repeated since the face 
recognition did not succeed to locate the position of the eyes of the driver. This driver 
wore glasses and was also the only one to fail all three face verifications during the test. 

4.2.4.3 The voice recognition system 
The voice recognition was only simulated during the tests and therefore it is not possible 
to say anything about the functionality of the system. 

4.3 Analysis and summary of the results 
The participants were more positive than negative to the verification system and were 
mainly positive to the idea of using biometric verification in their vehicles. The fingerprint 
verification was, as mentioned, the one that most participants preferred. This was also the 
method that most participants knew beforehand. Those who could give more examples 
said that they had seen things in movies and talked about eye scanning and face/voice 
recognition, nevertheless it seemed like even those who could mention other methods 
perceived those methods as futuristic. It is possible that the futuristic feeling did influence 
their choice of preferred method.  
 
Several of the drivers were positive to the voice recognition system, but since it was 
simulated to succeed at all times it is not possible to draw any conclusions on how it 
would actually suit in the truck context. Especially since many drivers did not trust it in 
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the beginning due to bad experiences with voice recognition systems in cell phones, this 
simulated verification might have given them a false trust.  
 
PIN verification is a method that is suitable from a technical perspective but most of the 
users preferred biometric verification since the PIN is yet another code to remember. The 
method worked reasonably well while standing still, but it is not suggested to use it while 
driving since it draws attention and might cause the driver to lose control over the vehicle 
while dialing the code. The same goes for fingerprint scanning, something that the drivers 
themselves commented.  
 
The face verification scored high in the interviews and the main part of the drivers was 
positive to the automatic verification. This indicates that the face verification is preferred, 
seen from user perspectives. Still, even though several participants were positive to the 
face recognition, it must not be forgotten that others felt controlled by the system and did 
not like the camera. One driver said: “I like the freedom that comes with this job. As long as I get 
the things done, that should be done, I can do it the way I like, it’s no one else’s business. With this 
system I felt like I was no longer the one in control. It was the system that told me when I could drive or 
not.” That participant and yet another one said that they would consider changing job if a 
driver verification was legislated. The remaining participants were not so drastic, but 
commented that they were unaccustomed to use systems like this one. Training 
opportunities and information might enhance the positive reception of the system.  
 
An example of when information is important to achieve acceptance is that several 
participants questioned the need for verification while driving. However, when the 
test supervisor and the participant talked about it after the interviews and the participant 
asked about the verification while driving, the test leader gave this example: “Imagine a 
truck driver who has been verified and has started the engine when he sees a strap that needs to be 
attached to the cargo. When the driver leaves the coupé to fix the strap an impostor might take his place 
and try to leave with the vehicle.” The participants said it was something they had not thought 
about before, but said that it happened that they sometimes stepped out of the vehicle 
after starting the vehicle. With the explanation for why the driver should be verified while 
driving, the participants perceived it as resonable, even though they did not want to be 
disturbed by a fingerpint verification. Face or voice recognition were more appreciated 
while driving.  
 
A verification system in commercial vehicles should be developed with respect to the 
users’ privacy. If so, it will probably be well received since most participants were positive 
to the idea.  
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5 CONCLUSIONS 
This chapter will summarize the conclusions drawn from the results in the previous 
chapter.  

5.1 Generally about driver verification  
With verification methods specially adapted for automotive purposes, combined with an 
embedded control system instead of the both computers, it is probable that this prototype 
could be developed into a stable, secure and robust system.  
 
An easy-to-use and non-intrusive automatic verification while driving is recommended. 
However, if the problems with the lighting sensitivity remains for face verification, voice 
recognition seems to be the second best to use while driving even though it can not be 
automatic. This since voice recognition does not require a lot of attention from the driver, 
but the method has to be tested before it is possible to say if it really is suitable for 
in-vehicle use.  
 
It should be easy to switch a vehicle’s driver with short notice and there must be a way to 
move the vehicle in case of accident. This has been considered along the work process, 
but it was also emphasized by both the interrogated haulage contractors and the test 
participants. Possible solutions to these problems are discussed in chapter 6.11, Important 
automotive aspects. 
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5.2 Regarding PIN verification  
PIN could be an inexpensive alternative to biometric verification, but it is not 
recommended to use while driving and the test participants did not want yet another code 
to remember. PIN is therefore not recommended from a user perspective even though it 
works well technically.  

5.3 Regarding fingerprint verification  
The fingerprint verification requires a convenient placement to achieve an easy-to-use 
system. The scanner should be placed so that it is easy to scan any of the fingers on one 
hand. The test and the interviews indicate that a bigger scanner, preferably with guidings 
for the finger to find the right position, would facilitate the verification for the users. If 
the users receive training, it is highly probable that it would be suitable for the purpose to 
verify the truck driver. Even though the fingerprint verification was preferred among the 
test participants it should not be the only method in a verification system since not 
everyone have fingerprints distinct enough for scanning.  

5.4 Regarding face recognition  
The face recognition technology is not yet mature for these types of applications since the 
test proved it to be too light sensitive This method is nevertheless preferable from a user 
perspective, seeing that it could be used while driving without disturbing the driver. 
However, it would be important to assure the drivers that they are not constantly under 
surveillance, since some of the test participants felt uncomfortable facing a camera during 
the entire ride. How this balance between the control of the driver and his privacy should 
be found is yet left to investigate further.  

5.5 Regarding voice verification  
A functional voice verification system might be suitable for in-vehicle use seen from a 
user perspective, since it is possible to talk without losing the attention on the traffic. This 
would also give another possibility to interact with the system; if the GUI-sounds were 
replaced by spoken instructions the driver would hear what to do and would not need to 
take his eyes off from the road.  If the instructions were given auditorially as well it might 
also feel more natural for the driver to carry out the voice verification as it would be more 
of a conversation between him and the system. 
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5.6 Regarding the GUI  
It is suggested that the user should be able to turn on/off the sound for the GUI, this 
since the drivers’ perceptions of whether the sounds in the test were helping or just 
annoying varied greatly.  

5.7 Regarding the purposes  
In chapter 1.3 the two purposes with this thesis were summarized to: 
 

“To study the possibilities to use available verification methods to design a flexible, easy-to-use, non-
-intrusive, imposture-safe system for truck driver verification.” 

 
 
The prototype did successfully verify all test participants. The implemented methods can 
be used in various combinations. This gives the possibility to have different levels of 
security, depending on the present situation. Together with the smart-card solution, this 
gives a flexible system for truck driver verification.  
 
The participants interacted with the system without any other instructions than the GUI, 
thus the system is assumed to be easy-to-use.  
 
Most of the drivers were positive to a verification system like this prototype. Those who 
were restrictive were mostly skeptical due to the possibility that technical problems might 
cause the vehicle to be immobilized. Only one participant perceived the system as 
intrusive, since he felt uncomfortable with the camera, thus the system can be said to be 
fairly non-intrusive. If the system is developed with respect for the users and information 
about how the system works, what it does, are given to all the users at an early stage, the 
user acceptance might increase even more.  
 
No false authorizations occurred during neither the pilot test nor the test. Even though it 
has not been tested on a larger population than this, the system can be said, so far, to be 
imposture-safe.  

5.8 Summary  
To sum up the work; it is considered to be possible to create a verification system suitable 
for an automotive environment. The line between the demands for security and the 
driver’s privacy is a non-fixed line since it depends on what cargo the vehicle is carrying, 
where the driver is and the time of the day. A cargo of flammable gas in the heart of New 
York City might need a thoroughly verification before the vehicle is started and then 
verifications along the way, while it might be enough with an initial verification before the 
vehicle starts if it is a logging truck up in the north of Sweden.  
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Even with fully functional driver verification it must not be forgotten that it is almost 
impossible to erase all risks. IRA for example solely uses people who are unknown to 
authority for any major operations [8]. A tactic that is common in many terrorist attacks, 
whether it is a suicide bomber or a hi-jacking of a plane. Yet another example is that 
several of the terrorists performing the attack against World Trade Center used their own 
identities [56]. Therefore, even though all drivers would be verified, it would be 
impossible to assure that their vehicles would never be used in any terrorist actions. There 
are numerous of examples of when the unwanted occurs despite the precautions taken. 
Nevertheless, a verification system in a truck would probably intimidate impostors and 
terrorists, which would benefit both the driver and the haulage constructor and in the 
long run the security for the entire society.  
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6 FUTURE STUDIES  
The findings of this thesis give a lot of inspiration to look further into many different 
aspects of the idea and the possibilities with driver verification. Many questions have 
arisen during the work process, but due to the limitations in time it has not been possible 
to answer them all within this thesis. This simulated system and the interviews gave an 
idea of the drivers’ opinions, nevertheless it is important to test such a system under more 
authentic conditions. Thus for future studies it is suggested to mount the system into a 
real truck and test it. This chapter will discuss the different biometric methods that were 
used for the test, when and how often the verifications should take place, together with 
what should happen if it fails. Database placement, telematics and other issues regarding 
driver identity verification are also discussed together with suggestions of possible 
solutions.     

6.1 Fingerprint verification 
Since some drivers were uncomfortable with the placement of the sensor, it is desired to 
find a better placement. 
 
The fingerprint verification system should be tested under authentic conditions in order 
to investigate how dirt, scars, calluses etcetera affect the performance of the system.  

6.2 Face recognition 
For future studies it is suggested to mount the face recognition system in a real truck and 
test it under authentic conditions. During the test, the driver should be monitored and the 
light conditions in the coupé should be measured in order to test under which 
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circumstances the system is functional. These tests should be complemented with 
thorough interviews with the users to see how they feel about having a camera inside the 
coupé. This is an important issue since some of the drivers were uncomfortable having 
the camera facing them during the test. Others did not bother at all and were very pleased 
with the idea of the automatic verification. Such a system might need restrictions for how 
they can be used, thus it might be necessary to create new laws for these circumstances of 
camera surveillance to avoid that it is abused by the employer or the authorities.   
 
One interesting side effect is the fact that the camera used for face verification actually 
takes pictures of the person intending to drive the vehicle. If an impostor drives the 
vehicle, the verification will fail but pictures are still taken and stored. These pictures can 
then be used when trying to identify the impostor. This possibility would be something to 
look further into if face verification was implemented in the vehicles.  
 
When thermography becomes more developed it should be investigated further and 
tested during different circumstances at shifting times of the day, preferably in a real 
truck, to see whether it is suitable for driver identity verification in an in-vehicle context. 
The method would then need to be tested during different circumstances at shifting times 
of the day, preferably in a real truck.   
 
Light within the so called NIR-interval is the light on the border between the visible and 
the infrared wavelength intervals. By using a NIR-camera for the face verification it might 
be possible to solve the problems with the two methods for face verification described in 
this thesis. The problem with facial thermography is that there are no viable verification 
system available on the market. Regular face recognition on the other hand, has been 
proven problematic to use since it is sensitive to light conditions. If a NIR-camera was 
used for the face verification, it might be possible to combine the two other methods and 
get the best out of them both. The driver’s face could be illuminated with NIR-diodes, 
invisible to him but not to the camera, capturing an image that resembles the one used for 
regular verification fairly well, so that those algorithms can be used for the verification. 
Since NIR is inbetween the visible and the infrared wavelength it might not be as 
sensitive to changing light conditions as regular face verification. Whether it works or not 
still needs to be tested.   

6.3 Voice recognition 
First of all it is desirable to test a functioning voice verification system. If the results are 
satisfying, the system should be tested for robustness in a real truck. This since the noise 
level in the simulator does not correspond to the sound of an authentic truck coupé. 
Noise can often be removed by filtering and the VoiceKey-system does adapt (within 
reasonable limits) to the actual noise level. However, it must be tested and evaluated if the 
noise variations in a real truck are within these limits.  
 
Since some of the test participants mentioned that it felt awkward to talk loud straight out 
in the air, it is suggested to mount a microphone near the driver seat to avoid that others 
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feel the same. If the microphone is equipped with a push-to-talk button the drivers can 
feel that they are in control of when the system can “hear” them. Apart from the 
awkward feeling that some drivers mentioned during the test, it seems to be a suitable 
method to use while driving. As mentioned in the conclusions it might be a possibility to 
give the instructions for the verification system auditorially as well. This would, as 
mentioned, be especially suitable for the voice verification since it might feel more natural 
for the driver to carry out the verification as it would be more of a conversation between 
him and the system. This possibility is thus something to test and evaluate.  

6.4 GUI  
It would be interesting to implement a GUI with only the pictures and the sounds, 
together with spoken instructions from the system instead of the text that was used in this 
prototype. It should be possible for the driver to turn off/on the voice instructions and 
the sounds so that each individual could have the system which suits him best.  

6.5 Suitable actions in different situations 
What should happen when the driver has verified his identity? There are several possible 
scenarios regarding the verification and the events that follow. These possible scenarios 
are discussed more in the use cases in chapter 3.5.  
 
Another issue that has to be considered and discussed as well is; what should happen if 
the verification does not succeed at all? Considering the initial verification (before starting 
the engine), there are mainly four possibilities: 
 

• The vehicle is impossible to start. 
 

• The vehicle is possible to start and drive off as usual, but after some distance it 
slows down to walking speed with no further possibilities of increase in velocity. 

 
• The vehicle is able to start and drive as usual, but a warning is sent to the owner, 

leaving it up to him to take the appropriate measures. 
 

• The failed verification is logged on board the vehicle, but no further action is 
taken. 

 
 
It is always difficult to weigh the pros and cons of the different possibilities against each 
other. If the vehicle moves even if the driver is not the appropriate one, or not even an 
authorized driver, the risk that the vehicle might be used for unwanted purposes 
increases. Still, if it is impossible to move a vehicle without an authorized driver the risk 
for hi-jacking vehicles with the driver in it increases. Whether the society or the driver 
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should have the highest priority might alter depending on the kind of cargo the vehicle is 
carrying and also where the vehicle is situated at the moment of the failed verification. See 
chapter 6.7, Additional possibilities for further reflections regarding this. 
What should be done if the driver fails to verify his identity during the ride? This question 
has also been discussed during this process but to get some adequate answers several tests 
must be conducted. The possibilities are quite the same as the bullets above with the 
modification that in the first two examples the vehicle stops or slows down to walking 
speed respectively. 

6.6 When should the verification take place 
When to demand verification is also an important issue. If the imagination is allowed to 
run freely there are unlimited possible scenarios and somewhere the line has to be drawn. 
The authors suggest that the driver must verify his identity anew when the doors have 
been opened and the seat sensor reports that someone has taken the driver seat. The seat 
sensor is the one trigging the fasten seat belt-signal and most trucks have sensors 
checking if the doors are properly closed so this should be fairly easy to implement. 
 
The inquiries and the test interviews indicate that it is hard to tell for how long the driver 
is in the vehicle between the pauses. It varies between companies but also for the same 
driver depending on the assignment. However, even though it is difficult to know suitable 
intervals between the verifications; the time or distance driven between the stops must be 
considered, weighing security and convenience against each other. The authors’ 
suggestion is that the demand for verification should not be raised too often since this 
might be disturbing for the driver. Nevertheless, if the driver stops for loading/unloading, 
it is highly probable that he steps out of the vehicle and if so, the verification must take 
place before driving off.  
 
The ideal would be if verification while driving could be performed with no action taken 
from the driver, as in the case with automatic face recognition. But then as well, the 
verification should not be raised too often, due to the fact that if the automatic 
verification fails, the driver must be verified some other way.  

6.7 Additional possibilities 
It is possible to have even more security levels than those that were made for this 
prototype. If the verification system has information about the cargo and in what 
geographic area the vehicle is operating, the system can adjust the level of security 
automatically. For instance, a gold transport in Cape Town demands a higher security 
level than when delivering gravel to a building site in a Laplander forest. 
 
As suggested in the use cases, a multi-modal system can require only one, randomly 
chosen, biometric method for verification. This means that the driver has all methods 
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enrolled, but he needs only to use one at a time. This has several benefits. With this 
randomization an impostor cannot be sure of what he needs for verification and he will 
have a lot of work to prepare a fake sample of all the different characteristics. The driver 
will only need to use one method, thus this solution makes it faster and easier to perform 
the verification. Furthermore, the driver’s habituation will be better with this 
randomization than if he only used one all the time and then suddenly has to switch, due 
to for instance increased security level. 
 
As mentioned in chapter 3.3.2.8; a system with several implemented methods but not 
demanding them all for passing the verification would also give the possibility to 
automatically update the database templates. To illustrate an example; imagine that the 
driver is verified using PIN, fingerprint and face verification. If all these methods succeed, 
the system can use the image of the face to update the register. This can facilitate the 
verification if a driver is for instance growing beard or has changed his appearance in 
some other way.  
 
Since a system that requires verification from the driver might escalate the risks for hi-
jackings a "sophisticated panic button" could be implemented to increase the driver’s 
personal security. If the vehicle is hi-jacked, the driver can for instance use a certain 
(different) finger during the fingerprint verification or a certain (different) phrase during 
the voice verification. This will allow the driver to pass the verification, but also activate 
the silent alarm system, and send a message to the haulage contractor, so that the 
appropriate actions to protect the driver can be taken. 
 
An idea that has come up was to combine hand geometry with fingerprint scanning. The 
resolution of the digital cameras of today is high enough to take a sufficiently detailed 
image of the palm, in order to analyse both finger measurements as well as fingerprints. 
This would give the possibility to use two methods for verification at the same time, 
improving security without increasing the number of tasks or time required. Thus, it 
would not only enhance the security but also facilitate for the driver who would only have 
to do one thing even though two characteristics are verified.  

6.8 Database placement and system administration 
Since all methods described require a database to store the original templates that are 
created during the enrollment process; studies regarding the placement of a database 
should be carried out. This database is needed for the comparison during the verification. 
In the prototype the database was stored on a computer next to the cabin; in reality there 
are basically three different placements to consider: 
 

• Back office 
• In-vehicle 
• Smart card 
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Which placement that is the best depends on several parameters and has to be considered 
from case to case. One thing is clear though, if the system is used to prevent unauthorized 
people from starting the vehicle, the communication between the biometric device and the 
database must never fail. This since otherwise, an authorized driver may be stuck in the 
middle of nowhere due to communication problems between the vehicle and the 
database.  

6.8.1 Back-office placement 
Back office placement means that the template database is placed in a computer at for 
instance the haulage contractor’s office.  
 
A verification system might need real-time update and hence a link between the vehicle 
and the database is required. If a driver is ill and someone else takes that assignment the 
system must be updated to accept the new driver as the appropriate one. As mentioned 
earlier, the US government wants to avoid that people in FBI’s databases drive trucks 
carrying dangerous goods [13]. The FBI’s database changes, thus real-time update for the 
verification system would be desired.  

6.8.2 In-vehicle placement 
In-vehicle placement is when the templates are placed on a computer in the truck. This 
limits the problems caused by the wireless communication, but instead the protection 
against theft or system hacking will not be as strong as with back office placement. It is 
the simplest solution, but also probably the most expensive since it demands one database 
in each vehicle. Note that a dynamic update of the database would be very important.  

6.8.3 Smart card placement  
Smart card placement refers to when the templates are stored on a smart card, which the 
driver can take with him when leaving the vehicle. This increases the security since the 
driver also needs to bring the smart card to pass the system. Besides, the fact that the 
driver himself carries his biometric templates may increase his feeling of privacy.  
 
One benefit if the database is kept either on a card or at the back office is that it is not 
bound to a specific vehicle. If a driver needs to switch vehicle due to engine failure 
etcetera, it will not be a problem since all drivers can drive all vehicles as long as they 
carry their own card and are registered in the database at the back-office.  
 
From the 5th of August 2005 all new vehicles, within the entire EU, must be equipped 
with a digital tachograph [57]. Today’s tachographs store the information on simple paper 
discs and it is not unusual that the data is manipulated. The digital tachograph is a smart 
card that automatically registers data, such as speed and driving time between stops. The 
smart card makes it much more complicated for the drivers to manipulate the registered 
data and in the long run the digital tachograph is intended to be standard for all vehicles 
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[58]. The digital tachograph opens up possibilities for integration with the biometric smart 
card that can be used for the templates. That way, the driver only needs one card, but 
both the vehicle parameters and the templates for verification will be stored together. 
This might be a way to increase the security even further as it will be assured that the data 
from the tachograph belongs to the driver (assuming that he has been verified).  
 
If the driver gets his card stolen an impostor might try to enroll himself and save his 
templates on the card. This will however be difficult since he will not only need to know 
which verification methods that are used. He must also know the structure of the 
templates and be able to get past the encryption embedded on the card. In order to store 
something on the card he must also have knowledge of the operating system of that 
specific card. The operating systems vary greatly from manufacturer to manufacturer. All 
these aspects make it difficult for an impostor to bypass the system this way. 

6.8.4 System administration 
Related to the discussion about database placement are reflections on how to administrate 
the system. Some haulage contractors have a large number of vehicles and drivers. If the 
system is ungainly to administrate they might be forced to recruit additional staff just to 
administrate the verification system. In that sense, in-vehicle placement of the database is 
not suggested. This since each driver must either be enrolled in each vehicle that he 
should drive, or his templates must be downloaded to the database in those vehicles.  
 
With back-office placement of the template database, one alternative would be to 
download the templates temporarily to a memory in the vehicle in order to do the 
matching. The other alternative is to send the templates scanned during verification to the 
back-office for matching. This is not suggested due to the risk that the vehicle enters an 
area with insufficient reception, or the possibility that the wireless connection is bugged. 
Even if it is said that it should be impossible to recreate the actual characteristics from the 
template, it might be uncomfortable for the user to know that his biometric templates are 
sent away. 
 
If the templates are stored on a card, for instance the digital tachograph card these 
problems do not occur. Instead there is a risk that the driver looses his card. However, it 
is prohibited to drive the vehicle without the tachograph card inserted and therefore it is 
probable that the drivers will take good care of their cards.  

6.9 Telematics 
To enable the system to communicate with the back-office, telematics are required. Most 
trucks of today are equipped with some kind of communication system. It can be 
anything from basic analogue radio communication to Volvo’s advanced DynaFleet 
system. Since focus of this thesis is the verification system itself, it is simply assumed that 
it is possible to transfer data between the truck and the office.  
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It is suggested to send name, employment ID and information about the outcome of the 
different verifications to the back-office. The risk for a bugged connection suggests that 
neither the templates nor too much information about the driver (for instance social 
security number) should be sent. 
 
Another recommendation, due to the risk for a bugged connection, is to send the 
information in an encrypted fashion to reduce the risk of information slipping into the 
wrong hands. There are numerous products on the market for data encryption. Most 
systems process the data according to an encryption key. The data is then sent to the 
receiver who has an identical encryption key to decode the information.  

6.10 Information distribution 
Where should the data be sent and to whom? The owner of the truck owns the 
information but there are other actors who might want to take part of it. Such actors can 
for instance be the insurance companies, the national road association, the police and the 
fire and rescue service. Whose responsibility it should be to update, store and distribute 
the information must be considered. 

6.11 Important automotive aspects 
There are a number of complicating scenarios that can occur due to the automotive 
perspective, for instance [15]:  
 

• If the vehicle is used for rental, it must be easy to enroll as well as remove people 
from the system. A benefit can be that the rental company can make sure the 
vehicle is only driven by the person enrolled at the counter. 

 
• If the vehicle is lent to someone, an easy bypass or enrollment/removal procedure 

is required.  
 

• If the vehicle is in need of workshop service, there must be a simple way of 
bypassing the system instead of enrolling the mechanics at the workshop. A 
possible solution might be to allow the truck to move at for instance 5 km/h 
without the tachograph card or any other verification.  

 
• If the driver is hurt or in any other way incapable of driving the vehicle, there must 

be a way to move it in case of emergency. The solution might be as suggested in 
the previous bullet. 

 
• If the vehicle is sold to someone without the need for the verification system, it 

must be possible to deactivate it or remove it. 
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• The handling of the vehicle during manufacture or transport is also a problem to 
consider. This can be solved in a similar way as during workshop service. 

 
• If the biometric system is to replace the ignition key for engine start, the way to 

handle electrical supply, engine start and steering lock must be looked upon. [15]  
 
 
All the aspects mentioned in this chapter should be considered thoroughly before letting 
the system out on the market. Furthermore it is highly recommended to test and evaluate 
it together with the end-user. 
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7 METHOD CRITICISM 
This chapter will discuss the authors’ choice of methodology for this study and some 
reflections about the obtained results.  

7.1 The inquiries and interviews  
In the first driver inquiry the documents were distributed at a truck stop. The drivers were 
asked if they could answer some questions about their work and the possibilities for a 
driver verification system. There is a risk that only those who were strongly against it or 
very positive wanted to answer while the rest did not care enough to take the time to 
answer the questions.  
 
The same goes for the documents that were distributed at a haulage constructor in 
Gothenburg. Only half of the distributed documents were returned, which leads to the 
questions; who chose to answer/not to answer, and why? These documents were left with 
an instruction to an employee at the office. If there were any questions the drivers had no 
one to ask about further information/explanations. This might have led to incorrect 
interpretations of the inquiry or that some possible informants chose not to answer the 
inquiry since they did not understand the questions. The fact that both the documents of 
the inquiry were distributed together might also have given the respondents an 
opportunity to peek at the method descriptions in the second document, before 
answering the questions in the first one.  
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7.2 The selection  
The selection of both methods and equipment was limited by lack of time as well as 
funding, it is therefore uncertain if the equipment used are the best systems available. 
Furthermore, the software was implemented by a relatively inexperienced programmer 
and this may have affected the performance of the system. 

7.3 The driving simulator  
The simulator was, as previously stated, not perfectly suited for the scenario and this 
could not be adjusted by the authors. Some of the participants had complaints regarding 
its behavior. This may have affected their judgments about the verification system. The 
outcome of the testing had probably been more correct if the simulator had been more 
authentic. 

7.4 The test and the interviews  
The scenario was rather intensive with six verifications in about 30 minutes. It would 
have been more realistic to let the test participants drive the simulator for a couple of 
hours, but this was not possible due to the limitations in time. 
 
It is possible that the drivers who chose to participate in the test are particularly interested 
in new technology and therefore more positive than the average truck driver. It is also 
possible that all participants did not get exactly the same information during the 
enrollment phase and this might have affected their behaviour.  
 
During the enrollment, some participants were asked to lower the steering wheel in order 
to get a clear shot with the face recognition camera. During the test, some of them raised 
the steering wheel again to sit comfortable while driving. This might have affected the 
performance of the face verification system, since the steering wheel then blocked the 
camera-view.  
 
Most of the test participants associate Volvo with vehicles and traffic safety rather than 
that kind of security treated within this work, this might have affected their answers and 
their opinions on the verification system.  

7.5 Summary 
The authors are aware of that some of the work might have affected the results. However, 
since this is the case in most studies and almost impossible to fully eliminate that risk, 
these minor issues are not thought to be decisive for this thesis in its entirety.  
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APPENDICES 

Appendix A – Terminology 
 
Many words and abbreviations in this thesis may be unknown to the reader and therefore 
we list the most commonly occurring. 
 
Anthropometry The study of human body measurement for use in (anthropological) 

classification and comparison. 
 
Automotive  A generic term for technology connected to the vehicle industry. 
 
Biometric A generic term for methods using analysis of the subject’s unique 

body characteristics. 
 
Cronbach’s Alpha  This is a model of internal consistency, based on the average inter-

item correlation. It is commonly used to test whether a set of items, 
or variables, are sufficiently interrelated to justify their combination 
in an index. It is a coefficient of reliability (or consistency) rather 
than a statistical test.  

 
Dielectric   Dielectrics are isolating materials with various properties.  
 
ECG Short for Electrocardiogram. Measurement of electrical signals in 

the heart. 
 
FAR Short for False Authentication Rate. Indicates how often the system 

takes an impostor for an authorized user. FAR and FRR (see below) 
are strongly correlated; High FAR implies low FRR and vice versa.  

 
Forensic Generic term used for things associated with investigations for 

crime and justice 
 
FRR Short for False Rejection Rate. Indicates how often the system 

rejects an authorized user. FRR and FAR (see above) are strongly 
correlated; high FRR implies low FAR and vice versa.  

 
IR Short for infrared; light with longer wavelength than visible red 

light. The infrared light is invisible to the human eye, but it heats up 
objects which are absorbing the infrared light, it is therefore also 
called heat radiation. It is emitted from warm bodies; the warmer 
body, the more intensive emission.  
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Minutiae Special features of a fingerprint, for instance where ridges end or 
split in two. 

 
Mock-up Parts, typically driver environment, of a vehicle put in a lab for 

simulation and testing purposes.  
 
NIR   Short for Near Infrared. 
 
Oximetry Pulse oximetry is a simple non-invasive method of monitoring the 

percentage of haemoglobin (Hb) that is saturated with oxygen. [59] 
 
Permittivity A measure of how much a medium changes to absorb energy hen 

subject to an electric field. 
 
PIN   Short for Personal Identification Number. 
 
Ridge   The outstanding lines of a fingerprint.  
 
Smart card A tiny secure crypto processor embedded within a credit card-sized 

or smaller card. An example is SIM-cards for GSM cellular phones. 
 
TER   Short for Total Error Rate, the sum of FAR and FRR. 
 
Thermography Measurement of heat differences using an IR-camera 
 
Valley   The sinks between the ridges of a fingerprint. 
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Appendix B – SWOT-analysis 

1 SWOT-analysis for fingerprints as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Inexpensive. Not everyone can 

use this method. 
Can be used while 
driving. 

The sensor gets 
damaged by dirt 
etcetera. 

Well-tested. Can be deceived by 
molds. 

Small equipment – 
can easily be 
integrated in the 
driver environment. 

Some people might 
refuse to use it since 
the method is 
associated with 
identifying criminals.

Easy to use. Might have 
problems with dirty 
or damaged hands. 

With more than one 
template saved the 
system can 
randomly tell which 
finger to scan for 
verification. 

If driver is out in the 
middle of nowhere 
and gets his 
fingerprints 
destroyed for 
instance by burning 
his hand. 

Fast.  Several models and 
manufacturers are 
available  

 

2 SWOT-analysis for iris scanning as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Very accurate Expensive Might be able to 

integrate with rear 
view mirrors. 

People may refuse 
to have their eyes 
analysed if they 
believe it is 
dangerous. 

Fast One company, 
Iridian, has all 
patents. All other 
manufacturers must 
have license from 
them.   

Might be possible to 
use while driving. 

Manufacturer 
discontinues 
business for some 
reason. 

The iris does not 
change over time. 

  May be impossible 
to use in a vehicle 
due to lighting 
conditions. 

Hard to deceive    
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3 SWOT-analysis for voice verification as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Fast, as long as it is 
verification. (And if 
you do not demand 
a long phrase to be 
spoken.) 

Voice changes over 
time. 

Can be integrated 
with cellular phone 
hands-free or other 
voice controlled 
equipment.   

Drivers voice 
changes due to 
health and 
emotional 
conditions. 

Inexpensive Some people do not 
trust the technology.

System can 
randomly choose 
desired phrase to 
speak. 

May be problems 
with the noisy 
environment in the 
coupé. 

Easy to use  Driver can have one, 
unique password, 
making the demand 
for other verification 
method 
unnecessary. 

 

Non-intrusive  Can be used while 
driving. 

 

Spoken phrase can 
be changed if for 
instance stolen. 

   

4 SWOT-analysis for face recognition as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Non-intrusive Problems can occur 

with beards, 
sunglasses, make-up 
etcetera. 

Camera might be 
integrated in rear 
view mirrors. 

Lighting conditions 
in coupé might 
make it impossible 
to take a satisfying 
picture. 

Inexpensive A person’s face 
changes over time. 

Might be possible to 
use while driving. 

Driver’s face 
changes or get 
bruised for some 
reason. 

Easy to use    
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5 SWOT-analysis for facial thermography as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Fast. Expensive. Camera might be 

integrated in rear 
view mirrors 

New method, 
uncertain how much 
research and 
development will be 
done.  

Independent of 
lighting conditions. 

New and thus it is 
not extensively 
tested. 

Can be used while 
driving. 

 

Hard to deceive.    
Non-intrusive    

6 SWOT-analysis for retinal scanning as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Very accurate Cannot be used 

while driving. 
Uses laser, which 
means that it is 
independent of 
coupé lighting 
conditions.  

People may refuse 
to use the method 
since they may not 
trust the laser 
radiation. 

Hard to deceive Needs near perfect 
alignment of the eye.

  

Retina vessel pattern 
does not change 
much over time. 

Expensive   

Fast    
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7 SWOT-analysis for lip movement recognition as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Non-intrusive Must be used in 

conjunction with 
other means of 
verification. 

Might be used while 
driving. 

Uncertain how 
much research and 
development of the 
method will be done

Fast. Only tested in a 
certain context. 

Camera might be 
integrated in rear 
view mirrors. 

Driver gets bruised 
in the area around 
the mouth for some 
reason. 

Easy to use. Uncertain how 
many companies, if 
any, that 
manufacture 
equipment. 

Might be used in 
conjunction with for 
instance face or 
voice verification. 

 

8 SWOT-analysis for hand geometry recognition as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Fast. Ungainly equipment Can be used while 

driving. 
Only one 
manufacturer of 
equipment.  

Works with 
(reasonably) dirty 
hands. 

Hands are not 
unique, other means 
of verification 
needed. 

  

Non-intrusive    
Easy to use    
Inexpensive    
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9 SWOT-analysis for passwords and PINs as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Fast. If someone finds 

out the password or 
the PIN, there is 
nothing stopping 
him or her from 
using it.  

Most of the 
equipment needed is 
already in the 
vehicles today.   

The password or 
PIN can be 
forgotten.   

Easy to use, as long 
as you have a good 
memory.  

Works best when 
used in conjunction 
with other methods. 

Is not difficult to 
use while driving. 

The password or 
PIN can be 
disclosed and used 
by others.  

No big costs to 
integrate/use the 
method.  

   

10 SWOT-analysis for cards as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Easy to use since it 
is a well-known 
method that most 
people have used 
before.  

A card might be 
worn, or broken.  

All the equipment 
needed is already in 
the vehicles today.   

A card is easy to 
loose, or forget at 
home.  

Fast.  A card can be used 
by several different 
persons.  

The security can be 
increased by adding 
biometric data to the 
card, making it hard 
to use someone 
else’s card.  

The card might be 
stolen.  

Non-intrusive  Works best when 
used in conjunction 
with other methods.

 Easier to deceive 
than for instance 
some biometric 
methods. 

Inexpensive    
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11 SWOT-analysis for RFID as method of verification.  
 

Strengths Weaknesses Opportunities Threats 
Fast. A RFID tag can be 

used by several 
different persons.  

The equipment does 
not need much 
space, and would 
not be difficult to 
integrate in the 
vehicle.  

A RFID tag is easy 
to loose, or forget at 
home.  

Independent of 
lighting conditions. 

Works best when 
used in conjunction 
with other methods.

Can be used while 
driving. 

The RFID tag might 
be stolen.  

Non-intrusive    
Easy to use.     
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Appendix C – Attitude inquiry  
 

DRIVER INQUIRY  

January 2005  

 

We are writing a thesis at Volvo Technology Corporation. We have been asked to 
evaluate different kinds of driver identification to see if it is possible to implement driver 
identification in trucks. Except for the safety issue of such an implementation it is also 
important that it is practically feasible and fits in to the drivers work habits. Therefore we 
would like to share your thoughts about this. We ask you to write your answer, or put a 
cross at the most accurate alternative according to you.  
 
 
 
An ordinary workday  
 
 

1) What kind of driving do you do?   
 
 

□ long haul   □ distribution  □ construction vehicles  
   
 

□ ______________________________ 
 

 
 

2) For how long do you drive between your breaks during an ordinary day? 
           
___________   

 
 
 

3) How many times do you start the vehicle during an ordinary working day? 
            
_________   

 
 
 

4) Approximately how many times do you climb in/out of the truck during an 
ordinary workday?     
 
___________   
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5) Do you feel safe when you’re at work?  
 

 
 
unsafe  □   □  □  □  □   safe   
  1   2   3   4   5  
 

 
6) Do you use sunglasses/glasses/lenses while driving?  
 
Never □  □  □  □  □ Always  
  1   2   3   4   5  

 
 
 
7) Does the job soil your hands?  

 
 □  □  □   □  □   

 Every time    Every day    Now and then  Rarely  Never  
 I drive     

 
 

Generally about the job  
 
 

8) a Does it occur that several persons drive the same vehicle as you do?  
 

□   yes   □   no  
 
b If yes, roughly how many persons drive the vehicle you drive? ____________ 

 
 
 
9) For how long have you worked as a driver? __________________________ 
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Generally about biometrics and other identification methods  
 

10) Do you know any biometric methods for identification (methods that measure an 
individual’s unique features) that exists on the market today?  
 
□   no  

 
□  yes             

 
           

 
11) a Have you at any time been identified by a biometric method?  

 
□  yes   □   no  

 
b1 If  yes:  

Which method/methods have you used?  
 
 

 
 
 
 
 

What did you think about that method/those methods?  
 
 

 
 
 
 

b2 If  no:  
How do you feel about using biometric methods?  

 
 
negative    □  □  □  □  □          positive     
  1   2   3   4   5  

 
It would be a great help if you could state the reasons for your answer.  
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12) Would you feel safer if not anyone could start the vehicle?   
 
 

less safe   □    □  □  □  □ safer  
  1   2   3   4   5   

 
 
 
Why?/ Why not? 
 
 

 
 

 
 
 
13) Do you see any difficulties/risks that could arise from the implementation of 

biometric identification systems?  
 

□  yes  □  no  
 

 
If yes, please motivate your answer:  

 
 
 
 
 
 
 

14) Do you see any advantages/possibilities that could arise from the implementation 
of biometric identification systems?  

 
□   yes   □   no  

 
 
Please motivate your answer:  
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15) Where do you think the register should be kept?  

 
□   □      □ 

in the    in a computer   at  a card that you take with 
vehicle   at the firm    you as you leave the vehicle  
 
 
 □ other suggestions:   _______________________________________ 

 
 

16) Additional comments.  
(Have we missed any important issue? Anything else you would like to add?) 

 
 

 
 
 
 

  
Thank you so much for taking your time to help us!  
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Appendix D – Method inquiry 
 

CHOICE FOR IDENTIFICATION METHOD  
 

1) To use a system that can identify you, from your fingerprints, you have to put your 
finger on a small scanner. The image of the finger is read within a few seconds and 
then a simplified image of the most distinct points is compared with another 
simplified image that is saved in a database.  

 
What do you spontaneously see as advantages and disadvantages with fingerprint 
identification?  
 

 
 

 
 
 
 
2) To identify yourself with your iris, you have to look into a camera, for less than a 

second, to have your iris scanned. The identification process is on the whole the 
same as for fingerprint identification; the most important points in your iris 
pattern are compared with a saved image.  

 
What do you spontaneously see as advantages and disadvantages with iris 
scanning identification?  

 
 

 
 
 
 
 

3) A system for voice identification demands that you say a word or a phrase, so 
that your voice can be compared to a saved recording. The principle for the 
comparison is practically the same as for the methods mentioned above.  
 
What do you spontaneously see as advantages and disadvantages with voice 
identification?  
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4) To use a system for face identification, you must face a camera, so that the 

characteristic features of your face can be compared with a saved image. That 
means that the identification is based on the same idea as for example fingerprint 
and voice identification, but it is not as unique as for instance fingerprints 
(identical twins would be hard to separate with facial identification).  
 
What do you spontaneously see as advantages and disadvantages with face 
identification?  

 
 

 
 
 
 

5) A person’s retinal blood vessel pattern is unique. The pattern is read by laser, 
which scans the vessels in your retina. To scan the retina, you have to look at a 
camera while the laser scans into your eye for a few seconds. The method requires 
that the eye is fixed during the scan, so you have to put your head in a stand for 
fixation. Apart from that, the retinal scan is considered to be the most exact 
method for identification and the laser is not in any way dangerous for the eye.  
 
What do you spontaneously see as advantages and disadvantages with retinal scan 
identification?  

 
 

 
 
 
 

6) Lip movement recognition demands for a camera that takes two quick 
snapshots that can be compared to study the unique pattern of the muscles as we 
speak or smile. The method might not be strong enough on it’s own for 
identification, but it can work well as a complement to for instance face 
recognition or voice identification.  
 
What do you spontaneously see as advantages and disadvantages with lip 
movement identification?  
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7) Thermography goes underneath the visual characteristics. A heat camera reads the 

pattern made of the blood flow beneath your skin. Facial thermography can be 
used for identification. You have to face the heat camera and then the image is 
compared with a saved image, as in the other methods.  
 
What do you spontaneously see as advantages and disadvantages with facial 
thermography identification?  

 
 

 
 

 
 

8) The length, width and the thickness of your hand and fingers is not unique enough 
to be used for identification, but it can be used for verification. That means you 
can’t look for a perfect match in a big database, but you can see if the person is 
who he claims to be.  The geometry of the hand is measured as you put the palm 
of your hand on a flat surface, pegs help the fingers into the right position and 
mirrors and cameras help to take the needed measurements which will be analysed 
in a computer.  
 
What do you spontaneously see as advantages and disadvantages with hand 
geometry identification?  

 
 

 
 

 
 

9) Drivers have their own style to drive, which might not be unique enough to 
identify a special person, but specific enough to make it noticeable if the style 
changes drastically, as you could expect it to do if the vehicle for example got 
stolen. The identification would be possible through analysis of the vehicles data 
while driving.  
 
What do you spontaneously see as advantages and disadvantages with driver style 
identification?  

 
 

 
 

 
 

 
Thanks for helping us! 
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Appendix E – The score for the verification methods regarding 
their accordance to the criteria for the ideal method  
 
 
This is an overview of how the authors graded the verification methods due to the theory 
study.  
 

 
Abbreviations 
Ease – Ease of use 
Flex. – Flexibility  
Accept. – User acceptance 
Sec. – Security 
Accu. – Accuracy 
Adapt. – Adaptability 
Dark. – Darkness 
Temp. – Temperature 
Int. – Integrability 
Reli. – Reliability 
 
For further information about what the different categories represent, se chapter 3.31,  
The Ideal Method.  
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Appendix F – Multimodal verification using all biometric methods  
 

Use case:  Multimodal verification at the highest security level (all biometric 
methods)  

 
Reference:   
 
Purpose: Verification is done to assure that the driver is the appropriate one. The 

driver uses all the available biometric methods for verification because the 
vehicle is classified with the highest security level.  

 
Actors:   the Verification system, the Driver, the Back-office   
 
Preconditions:  The vehicle is locked, or recently unlocked.  
 
 
 
Main flow of events  
A driver enters the vehicle and turns the key whereupon the system demands for verification 
using several methods to assure that this is the appropriate driver. The driver starts by verifying 
himself with one of the methods, then he continues with the next, and the next, until the 
verification is completed. When the driver is verified the information is sent, encrypted, to the 
back-office and the driver can drive away with the vehicle.  
 
 
Alternative flow of events  
A driver enters the vehicle and turns the key, whereupon the system demands for verification 
using several methods to assure that it is the appropriate driver. The driver does not succeed with 
one or more of the verification methods. After three failures with a method the verification 
continues with the other methods (or ends without the last one if that is the one to fail). At least 
one of the methods succeeds and the information is sent, encrypted, to the back-office, and the 
driver can drive away with the vehicle. Together with the verified information about the driver, 
the back-office also receives information about the failed verification.  
 
 
Alternative flow of events  
A driver enters the vehicle and turns the key whereupon the system demands for verification 
using several methods to assure that it is the appropriate driver. The driver does not succeed with 
the first verification method, after three failures the system continues with the next method. 
None of the methods succeed, whereupon a warning is immediately sent to the back-office.  
 
 
Special requirement   
The system should receive information when a person unlocks the doors. The system needs 
telematics to be able to send the information between the vehicle and the back-office.  
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Notes:  
Example 1  
The driver has arrived at the garage to start the working day. As he enters the vehicle he 
inserts his smart card (integrated in the card for the tachograph) in the reader, dials his PIN-
code and then places his finger on the scanner. The PIN is correct and the finger is verified 
against the card, so the system asks for a voice sample. The driver says his password in the 
microphone. A system message appears, telling the driver to sit in a normal driving position, 
in order to perform the face verification. Recorded data is analysed and compared to the 
template data stored on the smart card - the verification was successful. The name and 
employment identification number are sent, encrypted, to the back-office.  
 
 
Example 2  
The driver has arrived at the garage to start the working day. As he enters the vehicle he inserts 
his smart card (integrated in the card for the tachograph) in the reader, dials his PIN-code and 
places his finger on the scanner. He tries to verify his identity by his voice, but it fails as he has 
got a cold today. A sign informs the driver about the failed verification. The procedure continues 
with succeeded face verification. The name and employment identification number are sent, 
encrypted, to the back-office, together with information about the failed voice identification.  
 
 
Example 3   
On a long haul trip the driver takes a nap in the coupé. As he wakes up he goes outside to stretch 
out his legs before continuing his journey. The passenger door opens and an impostor climbs in 
and takes the driver seat. The impostor tries to start the vehicle but does not succeed with the 
verification, thus the vehicle is immobilized. A warning is immediately sent to the back-office, 
and the system takes a picture of the person behind the steering wheel. This picture is also sent to 
the back-office.  
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Appendix G – Multimodal verification using two biometric  
methods  

 
Use case:  Multimodal verification at medium security level (two biometric 

features)  
 
Reference:   
 
Purpose: Verification is done to assure that the driver is the appropriate one. To 

accommodate to the classification of the vehicle, medium security level, 
the driver verifies his identity using two biometric features.  

 
Actors:   the Verification system, the Driver, the Back-office   
 
Preconditions:  The vehicle is locked, or recently unlocked.  
 
 
 
Main flow of events  
A driver enters the vehicle and turns the key whereupon the system demands for verification 
using several methods to assure that this is the appropriate driver. The driver starts by verifying 
himself with one of the methods, then he continues with the next, and the next, until the 
verification is completed. When the driver is verified the information is sent, encrypted, to the 
back-office and the driver can drive away with the vehicle.  
 
 
Alternative flow of events  
A driver enters the vehicle and turns the key, whereupon the system demands for verification 
using several methods to assure that it is the appropriate driver. The driver does not succeed with 
one or more of the verification methods. After three failures with a method the verification 
continues with the other methods (or ends without the last one if that is the one to fail). At least 
one of the methods succeeds and the information is sent, encrypted, to the back-office, and the 
driver can drive away with the vehicle. Together with the verified information about the driver, 
the back-office also receives information about the failed verification.  
 
 
Alternative flow of events  
A driver enters the vehicle and turns the key whereupon the system demands for verification 
using several methods to assure that it is the appropriate driver. The driver does not succeed with 
the first verification method, after three failures the system continues with the next method. 
None of the methods succeed, whereupon a warning is immediately sent to the back-office.  
 
 
Special requirement   
The system should receive information when a person unlocks the doors. The system needs 
telematics to be able to send the information between the vehicle and the back-office.  
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Notes:  
Example 1  
The driver has arrived at the garage to start the working day. As he enters the vehicle he 
inserts his smart card (integrated in the card for the tachograph) in the reader, dials his PIN-
code and then places his finger on the scanner. The PIN is correct and the finger is verified 
against the card. The system asks for a voice sample so the driver says his password in the 
microphone. Recorded data is analysed and compared to the template data stored on the smart 
card - the verification was successful. The name and employment identification number are 
sent, encrypted, to the back-office.  
 
 
Example 2  
The driver has arrived at the garage to start the working day. As he enters the vehicle he inserts 
his smart card (integrated in the card for the tachograph) in the reader, dials his PIN-code and 
then places his finger on the scanner. The PIN is correct and the finger is verified against the 
card. A system message appears telling the driver to sit in a normal driving position, in order to 
perform the face verification. Recorded data is analysed and compared to the template data 
stored on the smart card - the verification was successful. The name and employment 
identification number are sent, encrypted, to the back-office.   
 
 
Example 3   
The driver has arrived at the garage to start the working day. As he enters the vehicle he inserts 
his smart card (integrated in the card for the tachograph) in the reader, dials his PIN-code and 
places his finger on the scanner. He tries to verify his identity by his voice, but it fails as he has 
got a cold today. The name and employment identification number are sent, encrypted, to the 
back-office, together with information about the failed voice verification.  
 
 
Example 4   
The driver has arrived at the garage to start the working day. As he enters the vehicle he inserts 
his smart card (integrated in the card for the tachograph) in the reader, dials his PIN-code and 
places his finger on the scanner. A picture is taken of the driver’s face, but as he has been 
growing a beard during his vacation the verification fails. The name and employment 
identification number are sent, encrypted, to the back-office, together with information about the 
failed face verification.  
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Appendix H – Single biometric verification at different security  
levels  
 

Use case:  Single biometric verification at different security levels  
 
 
Reference:   
 
Purpose: Verification of the driver without any unnecessary interruption in his 

work. 
 
Actors:   the Verification system, the Driver, the Back-office  
 
Preconditions:  The doors have been opened. The system has not yet verified the driver.  
 
 
High security level  
Main flow of events  
When the driver gets back in his seat the system asks the driver to verify his identity with one 
specific method. The information received from the verification is sent, encrypted, to the back-
office.  
 
 
Alternative flow of events  
A driver climbs up in the seat but fails to verify his identity. A warning about the failed 
verification is immediately sent to the back-office.  
 
 
Special requirement   
The system must get information about the state of the vehicle, to know that it is standing still 
for instance. All the different verification methods must be integrated in the vehicle’s verification 
system, together with a random function that tells the driver which method to use. Telematics is 
needed for the transfer of data between the vehicle and the back-office.  
 
 

_______________________________________________ 
 
 
 
Medium security level  
Main flow of events  
When the driver gets back in his seat he verifies his identity with one of the available methods. A 
random check is made to decide whether the method chosen by the driver is enough, or if he 
should use another method. This is to reduce the risk that the vehicle is stolen by an impostor 
who has something that can fool this specific method. (The impostors cannot be sure of what 
they need for verification, and they will have a lot more trouble to prepare frauds for all the 
different verification characteristics.) The system accepts the chosen method, and the verification 
succeeds. The driver can drive away, while his name and employment verification number are 
sent, encrypted, to the back-office for confirmation.  
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Alternative flow of events  
When a driver climbs up in the seat he verifies his identity with one of the available methods. A 
random check is made to decide whether the method chosen by the driver is enough, or if he 
should use another method. This time it is ok to use the chosen method, but the verification fails, 
so after two more failures with that method, he is asked by the system to verify his identity using 
another method. The driver verifies his identity with another method and the information is sent, 
encrypted, to the back-office. Together with the verified information about the driver, the back-
office also receives information about the failed verification.  
 
 
Alternative flow of events  
Someone climbs up in the seat and tries to choose a method for verification. The system asks for 
another method. The person does not succeed to verify his identity, neither with the demanded 
verification, nor with any of the other methods. A warning about the failed verification is 
immediately sent to the back-office. If it is legally permitted, the system also takes a picture with 
the camera and sends it to the back-office.  
 
 
Special requirement   
The system must get information about the state of the vehicle, to know that it is standing still 
for instance. All the different verification methods must be integrated in the vehicle’s verification 
system. The sensors must be able to “feel” when the driver uses the verification devices. The 
system also needs a random advice to check the choice of method. Telematics is needed for the 
transfer of data between the vehicle and the back-office.  
 
 
 

_______________________________________________ 
 
 
 
Low security level  
Main flow of events  
When the driver gets back in his seat he verifies his identity with the only method available. The 
information received from the verification is sent, encrypted, to the back-office.  
 
Alternative flow of events  
When a driver climbs up in the seat he tries to verify his identity with the only method available. 
The verification fails, so the driver tries again. After two more failures with that method, a 
warning about the failed verification is immediately sent to the back-office. If it is legally 
permitted, the system also takes a picture with the camera and sends it to the back-office.  
 
 
Special requirement   
The system must get information about the state of the vehicle, to know that it is standing still 
for instance. For better usability the sensors should be able to “feel” when the driver uses the 
verification devices. Telematics is needed for the transfer of data between the vehicle and the 
back-office.  
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Notes:  
 
High security level  
Example 1 
The driver is unloading some cargo at one of many stops during the day. The vehicle is 
standing still with the engine running. When finished unloading the driver climbs back into 
the truck. It is a short stop, therefore only one verification is required, which method it will be 
is established at random. This time the system requires fingerprint verification, so the driver 
puts his finger on the scanner, to verify that he is still the one driving the vehicle. As the 
system verifies the driver he can drive off, while his name and employment identification 
number are sent, encrypted, to the back-office for confirmation.  
 
 
Example 2  
The driver has stopped to unload cargo. As the driver has already identified himself earlier that 
day, one verification method will be enough, even though the vehicle has a high level of security. 
Another driver, who also has a smart card with his biometric data stored, takes the driver’s place 
and tries to verify his identity. The system notices that the card is taken out and a new one put in, 
so a single verification will not be enough. The driver verifies his identity with all methods and 
the information is sent, encrypted, to the back-office, where it is quickly discovered that it is not 
the appropriate driver who is driving the vehicle.  
 
Example 3  
The driver has stopped to buy some snacks at a kiosk. It is a quick stop with the engine left 
running, thus only one of the methods available will be required for verification before 
driving off. An impostor takes place in the driver’s seat, which initiates the verification. Since 
no successful verification is carried out, the system takes a picture with the camera and sends 
it together with a warning to the back-office. The truck is immobilized. 
 
 

 
_______________________________________________ 

 
 
 
Medium security level  
Example 1 
The driver makes one of many stops during the day to unload some cargo. The vehicle is 
standing still with the engine running. When finished unloading the driver climbs back into the 
truck. As he sits down he puts his finger on the scanner, to verify his identity. The system checks 
if it is ok to use fingerprint this time, or if the driver must use one of the other methods. This 
extra check has several reasons. For instance it is a way to reduce the risk that the vehicle is 
stolen by an impostor that has something that can fool just this one method. (The thieves cannot 
be sure of what they need for verification, and they will have a lot of work to prepare a fake 
sample of all the different verification characteristics.) Besides it is good to have several 
verification methods available in case something happens so that the driver no longer can verify 
his identity with one of them. If the different methods are randomly tested the driver’s 
habituation will be better than if he only used one all the time and then suddenly has to switch, 
due to the loss of a finger or something less drastic. The system needs another type of 
verification this time and the driver is encouraged to verify his identity by saying his password. 
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The verification succeeds and the driver can drive away, while his name and employment 
identification number are sent, encrypted, to the back-office for confirmation.  
 
  
Example 2  
The driver has stopped to unload some of the cargo. The engine is left running. The driver gets 
back in the vehicle and dials his PIN-code. As the driver is stressed he dials the wrong numbers, 
he tries again and again, but he still does not remember the code correctly – the verification fails. 
The system informs the driver that the verification has failed, and asks him to verify his identity 
by using fingerprint scanning instead. The verification succeeds and the driver can drive off. The 
driver’s name and employment identification number are sent, encrypted, to the back-office for 
confirmation, along with information about the failed PIN-verification.  
 
 
 
 

_______________________________________________ 
 
 
 
 
Low security level  
Example 1 
The driver is unloading cargo at one of many stops during the day. The vehicle is standing still 
with the engine running. When finished unloading the driver climbs back into the truck. He sits 
down and puts his finger on the scanner, to verify his identity. As the system has verified the 
driver he drives off and his name and employment identification number are sent, encrypted, to 
the back-office for confirmation.  
 
 
Example 2  
The driver has stopped to buy some snacks at a kiosk. It is a quick stop with the engine left 
running, thus only one of the methods available will be required for verification before driving 
off. An impostor takes place in the driver’s seat, which initiates the verification. Since no 
successful verification is carried out the vehicle is immobilized. The system takes a picture with 
the camera and sends it together with a warning to the back-office.  
 
 
Example 3  
A driver enters the vehicle. He puts his finger on the scanner but does not succeed with the 
verification. Since this was the only method available a warning about the failed verification is 
immediately sent to the back-office. The vehicle is immobilized. 
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Appendix I – Manual verification while driving  
 
Use case:  Manual verification while driving  
 
 
Reference:   
 
Purpose: The driver verifies his identity while driving a long way/for a long time to 

assure that nobody else has taken his seat.  
 
Actors:   the Verification system, the Driver, the Back-office  
 
Preconditions:  The vehicle has been rolling for XX kilometres/XX minutes since the 

driver was last verified.  
 
 
 
Main flow of events  
The vehicle counts how far it has been rolling, and after a certain distance the system demands 
the driver to verify his identity anew, while driving. This is to make sure that nobody has 
switched place with the driver. Seeing that the driver verified himself before starting the ride it is 
considered to be enough to use only one method. The system gives a sign to the driver that he 
must verify his identity. The driver does so, using one of the methods. The data from the driver 
is still the same as the data on the smart card in the tachograph, thus the verification succeeds. 
An encryption of the information from the verification is transmitted to the back-office.  
 
 
Alternative flow of events  
The driver has been driving the limited amount of time and the system demands for a new 
verification to make sure that nobody has switched place with the driver. Seeing that the driver 
verified himself before starting the ride it is considered to be enough to use only one method. 
The system gives a sign to the driver that he must verify his identity. The driver does so, using 
one of the methods. The data from the driver is still the same as the data on the smart card in the 
tachograph, thus the verification succeeds. An encryption of the information from the 
verification is transmitted to the back-office.  
 
 
Alternative flow of events  
The limit for the allowed time between the verifications has passed. The system demands for a 
new verification. The driver fails to verify his identity, so the system asks for another method for 
verification. This time the driver is verified and the information from the verification is sent, 
encrypted, to the back-office together with facts about the failed verification.  
 
 
Alternative flow of events  
The limit for the allowed time between the verifications has passed. The system demands for a 
new verification. The driver fails to verify his identity and an encrypted warning is immediately 
sent out to the back-office. If it is legally permitted to take pictures in the coupé, a picture is 
taken, of the person behind the wheel, and is also sent to the back-office.   
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Special requirement   
The vehicle is provided with a time measurement to be able to start the verification during the 
ride if the engine is running and a certain time has passed since the last verification. The 
information about how far the vehicle has been rolling since the last verification is also 
transferred to the system, so that after a certain distance limit the driver must once again verify 
his identity. Telematics is needed for the transfer of data between the vehicle and the back-office. 
A GPS, or other methods to keep track of the vehicle, would giver further information that 
facilitates the decisions that have to be taken if the verification along the road fails.  
 
 
 
Notes:  
Example 1  
The vehicle is out on the roads, it is XX kilometers since the driver was verified. A system 
message appears asking the driver to say his password to verify his identity. The driver does so 
and succeeds with the verification. His name and employment identification number are sent, 
encrypted, to the back-office for confirmation.  
 
 
Example 2  
The vehicle is out on the roads, XX minutes have passed since the driver was verified. A system 
message appears asking the driver to put his finger on the scanner to verify his identity. The 
driver does so and succeeds with the verification. His name and employment identification 
number are sent, encrypted, to the back-office.  
 
 
Example 3  
The driver is driving from Umeå (north of Sweden) to Copenhagen (Denmark). It has been XX 
kilometers since the driver was verified. A system message appears asking the driver to say his 
password to verify his identity. The driver does so, but the verification fails since he is hoarse 
today. The driver tries two more times, but the verification still fails so the system asks him to put 
a finger on the scanner instead. This time the verification succeeds. The driver’s name and 
employment identification number are sent, encrypted, to the back-office together with 
information about the failed verification.  
 
 
Example 4  
The vehicle’s engine has been running for XX minutes since the driver was verified. A system 
message appears asking the driver to put a finger on the scanner to verify his identity. The driver 
cannot verify his identity with any of the methods. A warning is immediately sent out to the back-
office, together with a photo of the unverified driver taken by the camera for face verification. 
Since the driver was verified before starting the vehicle that driver’s name and employment 
identification number are sent, encrypted, to the back-office, together with information about 
this failed verification while driving.   
 
 
Example 5 
A vehicle, with equipment for several verification methods, is out on the roads. A system 
message appears asking the driver to put a finger on the scanner to verify his identity. No 
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verification is done within the following three minutes, therefore a warning is sent out to the 
back-office.  
 
 
Example 6 
The vehicle’s engine has been running for XX minutes since the driver was verified. A system 
message appears asking the driver to put a finger on the scanner to verify his identity. The 
verification fails and since this is the only method for verification in this vehicle, a warning is 
immediately sent out to the back-office.  
 
 
Example 7 
The vehicle’s engine has been running for XX minutes since the driver was verified. A system 
message appears asking the driver to dial his PIN to verify his identity. The verification fails and 
since this is the only method for verification in this vehicle, a warning is immediately sent out to 
the back-office.  
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Appendix J – Automatic verification while driving  
 
Use case:  Automatic verification while driving  
 
 
Reference:   
 
Purpose: To automatically verify the driver while driving. The automatic 

verification means that it is done with no intervention from the driver. 
 
Actors:   the Verification system, the Driver, the Back-office  
 
Preconditions:  The vehicle has been rolling for XX minutes/XX kilometers since the 

driver was last verified.  
 
 
 
Main flow of events  
The system counts how far the vehicle has been rolling, and after a certain distance the system 
takes pictures of the driver’s face, while he is driving. The images are compared with the template 
on the smart card in the tachograph. The characteristics are the same, thus the driver is verified. 
This is to make sure that nobody has switch place with the driver. Seeing that the driver verified 
himself before starting the ride it is considered to be enough with face verification. The system 
gives a sign to the driver that he is verified anew. An encryption of the information from the 
verification is transmitted to the back-office.  
 
 
Alternative flow of events  
The driver has been driving the limited amount of time so the system takes pictures of the 
driver’s face, while he is driving. The images are compared with the template on the smart card in 
the tachograph. The characteristics are the same, thus the driver is verified. This is to make sure 
that nobody has switch place with the driver. Seeing that the driver verified himself before 
starting the ride it is considered to be enough with face verification. The system gives a sign to 
the driver that he is verified anew. An encryption of the information from the verification is 
transmitted to the back-office.  
 
 
Alternative flow of events  
The vehicle’s engine has been on for a certain amount of time. The system tries to verify the 
driver by taking pictures. The verification fails, so the system asks the driver to verify his identity 
using another method. This time the driver is verified and the information from the verification 
is sent to the back-office together with facts about the failed verification.  
 
 
Alternative flow of events  
The vehicle’s engine has been on for a certain amount of time. The system demands for a new 
verification. The system fails to verify the driver so the driver is asked to verify his identity. The 
driver is not verified by any of the methods therefore an encrypted warning is immediately sent 
out to the back-office. If it is legally permitted to take pictures in the coupé, a picture is taken and 
sent to the back-office.  
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Special requirement   
The vehicle should have some time measurement to be able to start the verification during the 
ride if the engine is running and a certain time has passed since the last verification. The 
information about how far the vehicle has been rolling since the last verification should also be 
transferred to the system, so that after a certain distance limit the driver must once again verify 
his identity. There must be a camera installed in the coupé for face verification. Telematics is 
needed for the transfer of data between the vehicle and the back-office. A GPS, or other 
methods to keep track of the vehicle, would give further information to facilitate the decisions 
that have to be taken if the verification along the road fails.  
 
 
 
Notes:  
Example 1  
The vehicle is out on the roads, it has been XX kilometers since the driver was verified. The 
system takes pictures of the driver and compares the characteristics with the template on the 
smart card in the tachograph. The verification succeeds and the driver’s name and employment 
identification number are sent, encrypted, to the back-office.  
 
 
Example 2  
The vehicle is out on the roads, XX minutes have passed since the driver was verified. The 
system takes pictures of the driver and compares the characteristics with the template on the 
smart card in the tachograph. The verification succeeds and the driver’s name and employment 
identification number are sent, encrypted, to the back-office.  
 
 
Example 3  
The driver is driving from Umeå (north of Sweden) to Copenhagen (Denmark) in a vehicle with 
several possible verification methods. It has been XX kilometers since the driver was verified. 
The system takes pictures of the driver and compares the characteristics with the template on the 
smart card in the tachograph. The verification fails so the system asks the driver to put a finger 
on the scanner. This time the verification succeeds. An encryption of the driver’s name and 
employment identification number is sent, encrypted, to the back-office together with 
information about the failed verification.  
 
 
Example 4  
The vehicle’s engine has been running for XX minutes since the driver was verified. The system 
takes pictures of the driver and compares the characteristics with the template on the smart card 
in the tachograph. The verification fails so the driver is asked to put a finger on the scanner. No 
method for verification succeeds so a warning is immediately sent out to the back-office, together 
with a photo of the unverified driver taken by the camera for face verification.   
 
 
Example 5 
The vehicle’s engine has been running for XX minutes since the driver was verified. The system 
takes pictures to compare the characteristics from the driver with the template on the smart card 
in the tachograph. The verification fails and a system message appears asking the driver to put a 
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finger on the scanner to verify his identity. No verification is done within the following three 
minutes, therefore a warning is sent out to the back-office together with information about the 
failed face verification, and the absence of verification by any additional method.  
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Appendix K – Interview questions before the driving simulator test  
 

Inför simulatortest  
 
 
 
En vanlig arbetsdag  
 
 

1) Vilken typ av körning arbetar du med?  
 

□   □    □  
 långdistans   distribution   konstruktionsfordon  

 
 

□Annat:           
 

 
 
 

2) Hur ser en typisk arbetsdag ut för dig?  
 
 
 

 
 

 
 
 

 
 
 
 

 
 

 
 
 

 
 
 
 
 
 

3) Var har du kört lastbil? (vilka  länder)        
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4) Hur länge kör du i snitt mellan stoppen  under en vanlig dag?       
 

□  □   □  □  □   □  
-15 min   15-30min  30min-1h  1-2 h   2-4h   4h-  
 
 
             
 
 
 

5) Hur många gånger startar du bilen under ett vanligt arbetspass?      
 
 

□   □   □   □   □   
-5  5-10   10-15  15-20  20-25 

 
□  □   □   □  □    

  25-30  30-35  35-40   40-45  45-50  
 

  □   
  50-  
         
 
             
 
 
  

6) Hur många gånger kliver du i/ur bilen under ett vanligt arbetspass?     
 

□   □   □   □   □   
-10   10-20  20-30   30-40  40-50 

 

  □   
  50-  
 
 
             
 
 
 

7) Använder du solglasögon/glasögon/mönstrade linser när du kör?  
 

□  □  □  □  □ 
 

alltid  ofta  ibland  sällan  aldrig   
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8) Gör ditt arbete att du blir smutsig om händerna?  
 

  □  □  □  □  □   
 varje körning           varje dag           då och då              sällan    aldrig  
 

 
 
             
 
 
 
 
 
Allmänt om jobbet  
 
 

9) Hur länge har du arbetat som chaufför?         
 
 
 

10) Använder ni något passerkort eller en PIN-kod för att ha tillgång till vissa saker på företaget?  

□  passerkort  □  PIN  
 
 

a Vad tycker du om det?  
 
 

 
 

 
 

 
 

 
 

 
 

 
 
 
 b Påverkar det ditt jobb på något sätt?  
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11) Femte augusti i år blir det lag på att alla nya fordon ska vara utrustade med digital 
färdskrivare. Det innebär att du, istället för de pappskivor du har idag, får ett kort som du 
sätter i bilen, sedan lagras kördata och sånt direkt på kortet.  

 
 

a Vad tycker du om det?  
 
 

 
 

 
 
 

 
 
 
 

 
 

 
 
 

 
 
 
 
 
 b Kommer det att påverka ditt jobb på något sätt?  
 
 

 
 

 
 

 
 

 
 

 
 

 
 
 

12) a Förekommer det på din arbetsplats att flera personer kör en och samma lastbil?  
 

□ ja  □ nej 

 
b Om ni turas om, ungefär hur många kör den lastbil som du kör?     

 
 
 
 

13) Vad betyder säkerhet för dig? (trygghet)  
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14) Hur ser du på din personliga säkerhet?  
 

 

 

 

 

 
 
             
 
 
             
 
 
 

15) Hur ser du på säkerheten för godset när du kör?  
 

 

 

 

 

 
 

 

 

 
 
 

16) Känner du dig trygg (personlig säkerhet) när du är på arbetet?  
 

otrygg □  □  □  □  □ trygg  
  1   2   3   4   5  
 

Motivering:  
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17) Finns det några faktorer som påverkar din känsla av personlig trygghet/säkerhet?  
 

□ miljön  □ tidpunkten   □ annat       
 

Kommentarer:  

 

 

 

 
 

 

 

 
 
             

 
 
 
18) Finns det något man skulle kunna göra för att påverka din känsla av personlig trygghet?  

 
 

 

 

 
 

 

 

 

 

Allmänt om biometri och andra identifikationsmetoder  

 
19) Känner du till några biometriska verifieringsmetoder som finns på marknaden idag?    (Alltså 

metoder som tittar på unika fysiska egenskaper hos individen) 
 

□ nej  
 

□ ja           
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20) a Har du någon gång blivit identifierad med hjälp av en sådan metod?  

 

□ ja  □ nej 
 

b1    Om ja:  
 
Vilken metod/vilka metoder har du använt?  

 

 

 

             

 

             

 

Vad tyckte du om den metoden/de metoderna?  
 
 

 

 

 

 

 
 
             
 

 
b2    Om nej:  

 
Hur ställer du dig till att använda biometriska metoder (som mäter fysiska egenskaper 
hos individen)?  

 

negativt  □  □  □  □  □ positivt   
  1   2   3   4   5  

 
Motivering:   
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21) Skulle din trygghetskänsla påverkas på något sätt om inte vem som helst kunde starta bilen?  
 

mindre □  □  □  □  □   tryggare   
trygg 1   2   3   4   5    

 
 
Varför?/ Varför inte?  

 
 

 

 

 

 

 

 
 a Om tryggare:  
   
  a1) Finns det några särskilda miljöer där du skulle känna dig tryggare?  
 

 

 

 

 

 

 
a2) Är det några särskilda tider på dygnet då du skulle känna dig tryggare?  

 

 

 

 

 
 

a3) Gäller det några särskilda körningar då du skulle känna dig tryggare?  
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 b Om mindre trygg:  
   
  b1) Motivering:  
 

 

 

 
 
             
 
 
             
 
 
             
 
 
 

22) Ser du några svårigheter/risker med att införa ett system för biometrisk verifiering av föraren?  

□ ja  □ nej 
 

Om ja, beskriv gärna närmare:  
 

 

 

 

 

 

 
 
 

23) Ser du några fördelar/möjligheter med att införa ett system för biometrisk verifiering av 
föraren?  

 

□ ja  □ nej 
 

Om ja, beskriv gärna närmare:  
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24) Fingeravtrycksverifiering sker genom att du lägger ditt finger på en liten skanner. 
Avläsningen sker på några sekunder, varpå en förenklad bild med de utmärkande punkterna 
jämförs med den förenklade bild som finns sparad i registret.  

 
Ser du spontant några för- och nackdelar med fingeravtrycksverifiering?  

 
 

 
 

 
 
 

 
 
 
             
 
 
 

25) Röstverifiering är en metod som kräver att du säger ett lösenord eller en fras, så att din röst 
kan jämföras med en tidigare sparad och bearbetad inspelning. Om man har en speciell fras 
att säga blir det både vad man säger och hur man säger det som studeras. Principen för 
jämförelsen är i praktiken densamma som för fingeravtryck, som jag nyss nämnde.   
 
Ser du spontant några för- och nackdelar med verifiering via röstverifiering?  

 
 

 
 

 
 
 

 
 
 
             

 
 
 
 
26) Vid ansiktsverifiering måste ansiktet vändas mot en kamera för att utmärkande drag i ditt 

ansikte ska kunna jämföras med en sparad bild. Det ger alltså i stort sett en verifiering efter 
samma idé som till exempel fingeravtryck och röstigenkänning.  

 
Ser du spontant några för- och nackdelar med verifiering via ansiktsverifiering?  
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27) Om man skulle använda en biometrisk metod måste de första förenklade bilderna sparas 
någonstans för att man ska ha något att jämföra med vid själva verifieringen. Var tycker du att 
registret borde sparas?  

 

□   □    □ 
i bilen    i en dator   på ett kort, som du tar med  

på åkeriet  dig när du lämnar bilen 
 

 □  
på annat sätt:             
 

Kommentar:  
 
             

 
 
             

 
 
 
 

28) Har du något mer du vill säga angående det vi har pratat om nu?  
(Har vi missat någon viktig synpunkt? Är det något du undrar över?)  

 

 

 

 

 

 

 

 
 
 
 

Då går vi in till simulatorn.  
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Appendix L – Interview questions after the driving simulator test  
 

Efter simulatortest  
 
 

1) Hur upplevde du testet?  
 

□ verklighetstroget   □ framtidsvision  □ orealistiskt  
 

□ annat:          
 

Motivering:  
 
 

 

 

 

 

 

 
 

2) Om du tänker tillbaks till innan du kom hit och satte dig i simulatorn. Hur ställde du dig då till 
att införa ett förarverifieringssystem i lastbilarna?   

 

negativt  □  □  □  □  □ positivt   
  1   2   3   4   5  

 

□ annat:            
 

Motivering:  
 
 

 

 

 

 

 

 
 
3) Hur ställer du dig nu efter simulatortestet till att införa ett förarverifieringssystem i 

lastbilarna?   
 

negativt □  □  □  □  □ positivt   
  1   2   3   4   5  

 

□ annat:            
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Motivering:  
 

 

 

 

 

 

 

 
4) Hur ställer du dig rent allmänt till att använda metoder där man mäter fingeravtryck, ansikte, 

röst eller andra kroppsliga kännetecken?  
 

negativt  □  □  □  □  □ positivt   
  1   2   3   4   5  

 
 

□ annat:            
Motivering:  
 
 

 

 

 

 
             
 
 
 
 

5) Ser du några svårigheter/risker med att införa ett system som använder sådana biometriska 
metoder?  

□ ja  □ nej 
 

Motivering:  
 

 

 

 

 
             
 
 
 
 

6) Ser du några fördelar/möjligheter med att införa ett sådant system?  

□ ja  □ nej 
Motivering:  
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7) Vad tyckte du om de instruktioner du fick (gränssnittet) ?  
 

 svårt  □  □  □  □  □ lätt   
  1   2   3   4   5  

 

□ annat:            
 
 
Kommentarer:  

 

 

 

 

 

 
 
 
  a) Fattades det något?  
 

 

 

 
 
             
 
 
  b) Är det något som bör tas bort?  
 
 

 

 

 
 
             
 

c) Var det något som var otydligt?  
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8) Hörde du några ljud under testet (bortsett från motorljudet)?  
 

□ ja  □ nej 
 

 
  Om ja:  

Vad tyckte du om det/de ljud som hördes?  
 
 

bra   □  □  □  □  □ dåligt  
5   4   3   2   1  
 

till hjälp □  □  □  □  □         störande 
5   4   3   2   1  
 

för högt  □  □  □  □  □ för lågt  
5   4   3   2   1  

 

□ annat:          
 
Kommentarer:  

 

 

 

 

 

 
 
 
 
  Om nej:  

Vad tycker du om idén att ha ett ljud för när saker händer på skärmen, och ett 
för när något inte har gått bra?  

 
             
 
 
             
 
 
             
 
 
 
 
 

9) Vad tyckte du om den första verifieringen som du gjorde innan du kunde köra iväg?  
 

svårt  □  □  □  □  □ lätt   
  1   2   3   4   5  
 

tidskrävande   □  □  □  □  □ snabbt   
  1   2   3   4   5  

- 140 - 



 

konstigt  □  □  □  □  □ vettigt    
  1   2   3   4   5  
 

tråkigt  □  □  □  □  □ roligt  
  1   2   3   4   5  
 

ointressant □  □  □  □  □   intressant  
  1   2   3   4   5  
 

onödigt  □  □  □  □  □  nödvändigt 
  1   2   3   4   5  
 

□ annat:            
 

 
Motivering: (Svårigheter? Möjligheter?)   
 

 

 

 

 

Övriga kommentarer?  
 

 

 

 
 
 
 
 

10) a) Hur många metoder anser du är rimligt att ha i ett sådant här system?  
 
 
             
 
 
  b) Vilka metoder skulle du vilja ha? 
 

□ kort   □ kod   □ fingeravtryck  
 

□ ansiktsigenkänning   □ röstverifiering  
 

□ annat:            
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11) Vad tyckte du om fingerverifieringen under färd?  
 
 

svårt  □  □  □  □  □ lätt   
  1   2   3   4   5  
 

tidskrävande   □  □  □  □  □ snabbt   
  1   2   3   4   5  
 

konstigt  □  □  □  □  □ vettigt    
  1   2   3   4   5  
 

tråkigt  □  □  □  □  □ roligt  
  1   2   3   4   5  
 

ointressant □  □  □  □  □   intressant  
  1   2   3   4   5  
 

onödigt  □  □  □  □  □  nödvändigt 
  1   2   3   4   5  
 

□ annat:            
 
 

Motivering: (Svårigheter? Möjligheter?)   
 

 

 

 

 

Övriga kommentarer?  
 

 

 

 
 
 
 

12) Vad tyckte du om den enkla verifieringen efter pausen? När du bara gjorde 
fingerverifieringen/ röstverifieringen.  

 
 

svårt  □  □  □  □  □ lätt   
  1   2   3   4   5  
 

tidskrävande   □  □  □  □  □ snabbt   
  1   2   3   4   5  
 

konstigt  □  □  □  □  □ vettigt    
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  1   2   3   4   5  
 

tråkigt  □  □  □  □  □ roligt  
  1   2   3   4   5  
 

ointressant □  □  □  □  □   intressant  
  1   2   3   4   5  
 

onödigt  □  □  □  □  □  nödvändigt 
  1   2   3   4   5  
 

□ annat:            
 

 
Motivering: (Svårigheter? Möjligheter?)   
 

 

 

 

 

Övriga kommentarer?  
 

 

 

 
 
 
 

13) Vad tyckte du om röstverifieringen under färd (efter pausen)?  
 
 

svårt  □  □  □  □  □ lätt   
  1   2   3   4   5  
 

tidskrävande   □  □  □  □  □ snabbt   
  1   2   3   4   5  
 

konstigt  □  □  □  □  □ vettigt    
  1   2   3   4   5  
 

tråkigt  □  □  □  □  □ roligt  
  1   2   3   4   5  
 

ointressant □  □  □  □  □   intressant  
  1   2   3   4   5  
 

onödigt  □  □  □  □  □  nödvändigt 
  1   2   3   4   5  
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□ annat:            
 
 
Motivering: (Svårigheter? Möjligheter?)   
 

 

 

 

 
Övriga kommentarer?  
 

 

 

 
 
 

14)  a) lyckad autoverifiering  
 
Under testet när du körde vid    gjordes en automatisk verifiering av ditt ansikte.  
 
Vad tycker du om att idén att göra en automatisk verifiering under färd?  

 

 

 

 

 

 

 
 

 

 
b) misslyckad autoverifiering  
 
Under testet gjordes en automatisk ansiktsverifiering som misslyckades.  
 
a) Vad tycker du om idén att göra en automatisk verifiering under färd?  
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Eftersom den automatiska verifieringen misslyckades fick du verifiera dig med fingret.  
 

 
b) Vad tyckte du om att behöva verifiera dig under tiden då du körde?  

 

 

 

 

 

 

 

 

             

 
 
 
Nu tänkte jag att vi skulle kunna prata lite mer om de olika metoderna.  
 

15) Hur tyckte du det var att använda fingeravtrycksmetoden, rent generellt?  
 

a)  

bra   □  □  □  □  □ dåligt  
5   4   3   2   1  
 

□ annat:            
 
 

Motivering:  
 
 

 

 

 
 
 
 b)  

lätt   □  □  □  □  □ svårt  
5   4   3   2   1  

 
□ annat:            

 
 

Motivering: (Svårigheter? Möjligheter?)  
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 c)  

tryggt   □  □  □  □  □ otryggt  
5   4   3   2   1  

 
 

Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

 
 d)  

snabbt □  □  □  □  □ tidskrävande  
5   4   3   2   1  

 
 

Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

16) Hur tycker du rent generellt att det var att använda metoden för röstverifieringen?  
 

a)  

bra   □  □  □  □  □ dåligt  
5   4   3   2   1  
 

□ annat:            
 

Motivering:  
 
 

 

 

 

 
 

 

 
 b)  

lätt   □  □  □  □  □ svårt  
5   4   3   2   1  
 

□ annat:            
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Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

 

 
 
 c)  

tryggt   □  □  □  □  □ otryggt  
5   4   3   2   1  

 
 
Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

 
 
 d)  

snabbt □  □  □  □  □ tidskrävande  
5   4   3   2   1  

 
 
Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

 

 
 
 
 
 

17) Hur tyckte du, rent generellt. det att verifiera dig med hjälp av ansiktsigenkänning?  
 

a)  

bra   □  □  □  □  □ dåligt  
5   4   3   2   1  
 

□ annat:            
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Motivering:  
 

 

 

 

 

 
 
 
 b)  

lätt   □  □  □  □  □ svårt  
5   4   3   2   1  

 

□ annat:            
 
 

Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

 

 
 
 
 
 c)  

tryggt   □  □  □  □  □ otryggt  
5   4   3   2   1  

 
 
Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

 

 
 
 
 d)  

snabbt □  □  □  □  □ tidskrävande  
5   4   3   2   1  
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Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

 

 
 
 

18) Hur upplevde du det att verifiera dig med en PIN-kod?  
 

a)  

bra   □  □  □  □  □ dåligt  
5   4   3   2   1  
 

□ annat:            
 

Motivering:  
 
 

 

 

 

 

 
 
 b)  

lätt   □  □  □  □  □ svårt  
5   4   3   2   1  
 

□ annat:            
 
 

Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

 

 
 
 
 c)  

tryggt   □  □  □  □  □ otryggt  
5   4   3   2   1  
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Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

 

 
 
 
 d)  

snabbt □  □  □  □  □ tidskrävande  
5   4   3   2   1  

  
Motivering: (Svårigheter? Möjligheter?)  
 
 

 

 

 

 

 
 
 
 

19) Kände du dig trygg eller otrygg när du använde systemet?  
 

trygg   □  □  □  □  □ otrygg  
5   4   3   2   1  
 

□ annat:           
 
  

Kommentar:  
 

 

 

 

 
 
 
 

20) Skulle ett sånt här, eller ett liknande, system öka din känsla av säkerhet?  

□ ja  □ nej 
 

Motivering:  
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21) Idag kan mycket kördata från lastbilen registreras, känner du till det? 
 

□ ja  □ nej 
 

a) Vad tycker du om det?  
 

 
 
 

 
 
 

 
 
 
 
b) Påverkar det ditt jobb på något sätt?  

 
 

 
 

 
 
 
 

 c) Upplever du att du har insyn i det som registreras?  
 

 
 

 
 
 

d) Önskar du att du hade mer/mindre insyn i det som registreras?  
 
 

 
 

 
 
 
 
 
22) Vet du vad logistikcentralen/åkeriet har för koll på var du befinner dig när du är ute och kör?  

 

□ ja  □ nej 
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Kommentar:  
 

 

 

 

 

 
 
 
             

 
 
 
 
a) Påverkar det dig i ditt arbete (att de loggar din kördata)?  

 
Kommentar:  
 

 

 

 

 

 
 

 
 

23) Är det här ett system du skulle vilja ha i lastbilen?  

□ ja  □ nej 
 Motivering:  
 
             
 
 
             
 
 
             
 
 
             
 
 
 

24) Kan du rangordna de olika verifieringsmetoderna efter vilken du helst skulle vilja ha, 
den bästa får ett, nästa två osv.  

 

□ fingeravtryck □ röstverifiering  □ ansiktsverifiering  □ pin    □ kort  
 
Kommentarer:  
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25) Hur mycket skulle ett sådant system vara värt i pengar?      
 

 
 
 

26) Övriga kommentarer?   
(Har vi missat någon viktig synpunkt? Är det något mer du vill ha sagt?)  

 

 

 

 

 
 
 
 

Ett stort tack för din medverkan!  
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Appendix M - Statistics from van der Laans Acceptance scale  
 
 
This is the statistics for the acceptance scale used during the test. Each question could be 
scored from -2 to +2. The N is the number of participants, Minimum is the lowest score 
that this system received from these participants. Maximum is the highest score that this 
system received from these participants. Mean shows the mean score and Std. Deviation 
shows the standard deviation for each question.  
 

 
Descriptive Statistics 

 
 N Minimum Maximum Mean Std. Deviation 

Useful/Useless 
 18 ,00 2,00 1,2778 ,82644 

Pleasant/Unpleasant 
 18 -2,00 2,00 ,4444 ,98352 

Bad/Good 
 18 -1,00 2,00 ,8333 1,09813 

Nice/Annoying 
 18 -2,00 2,00 ,3333 1,32842 

Effective/Superfluous 
 18 -2,00 2,00 1,0000 1,13759 

Irritating/Likeable 
 18 -2,00 2,00 -,0556 1,21133 

Assisting/Worthless 
 18 -2,00 2,00 ,7222 1,22741 

Undesirable/Desirable 
 18 -2,00 2,00 ,2222 1,35280 

Raising Alertness/ 
Sleep-inducing 18 ,00 1,00 ,1667 ,38348 

Usefulness 
 18 -1,00 1,60 ,8000 ,72274 

Satisfaction 
 18 -2,00 1,50 ,2361 ,88895 

Valid N (list wise) 
 18     
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Appendix N – Statistics on the methods used in the test 
 
These diagrams show how the answers differed for the four different verification 
methods used in the test. The questions were :  
 
Good (5) – Bad (1)  
Easy (5) – Complicated (1)  
Safe (5) – Unsafe (1)  
Fast (5) – Time consuming (1)  
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The participants opinions on face verification
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På svenska 
 
Detta dokument hålls tillgängligt på Internet – eller dess framtida ersättare – under en 
längre tid från publiceringsdatum under förutsättning att inga extra-ordinära 
omständigheter uppstår. 

Tillgång till dokumentet innebär tillstånd för var och en att läsa, ladda ner, skriva ut 
enstaka kopior för enskilt bruk och att använda det oförändrat för ickekommersiell 
forskning och för undervisning. Överföring av upphovsrätten vid en senare tidpunkt kan 
inte upphäva detta tillstånd. All annan användning av dokumentet kräver 
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