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Abstract

This thesis proposal discusses control of dynamic systems and its relation
to time. Although much research has been done concerning control of
dynamic systems and decision making, little research exists about the rela-
tionship between time and control. Control is defined as the ability to keep
a target system/process in a desired state. In this study, properties of time
such as fast, slow, overlapping etc., should be viewed as a relation
between the variety of a controlling system and a target system. It is fur-
ther concluded that humans have great difficulties controlling target sys-
tems that have slow responding processes or "dead" time between action
and response. This thesis proposal suggests two different studies to adress
the problem of human control over slow responding systems and dead
time in organizational control.
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Chapter 1
Motivation and background

After the coalition success in the Gulf war 1991 the military community
have shown an increased interest in information technology for command
situations (Alberts, Gartska & Stein, 2000)ii. The fast progress in the first
Gulf-conflict was largely ascribed to technical superiority and, most
importantly, to information superiority. The ability to know exactly where
the enemy was combined with precision weapons and has in retrospect
been seen as the major contributors to the successful outcome. It is not dif-
ficult to understand why this has been so appealing to politicians and mil-
itary organizations in the western world, since one of the major problems
in war situations always have been to understand what happens on the bat-
tlefield. Already 2500 years ago, Chinese war philosopher Sun Tzu was
aware of this when he wrote “know thy enemy and know thyself, and in a
hundred battles, you will always win”. In the light of this, we see why
visionaries in the field of command and control have been given so much
attention during the last years (Chebrowski & Gartska, 1998). These ideas
are a vision about “dominant battlespace awareness” that are to be

ii.  This optimism is not without criticism, see for example Rochlin (1991a, 1991b). 
It is also possible that the second Gulf conflict may lead to a re-evaluation of the 
significance of information technology. 
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achieved from advanced sensor aggregation, communication networks
and precision weapons (Alberts et al, 2000). The general idea is to
increase the speed of the own forces by providing the commanders with
fast and accurate information about a situation, giving them the possibility
to make fast and well informed decisions. The military organization is also
supposed to be able to take action faster than before by organizing in a net-
worked fashion, both in terms of communication technology and com-
mand structure, allowing the participants to exchange and use
information, making it possible to delegate to a larger extent than today.
This is known as the “Network centric approach”. The time between data
retrieval and decision should simply be shorter since information can be
gathered directly from the source rather than propagated through an
organization.

Philosophically, this originates from the “rational economic man”, the
idea that a decision-maker with all available information always makes
optimal decisions, and that there is such a thing as an optimal decision.
There is another aspect of this that is implicit in the reasoning. Not only
shall the commanders make optimal decisions, they are also supposed to
make them faster than the opponent. This calls for not only accurate infor-
mation, but also for fast information retrieval and the ability to use this
information in an efficient way very fast. Although it seems fair to assume
that a well-informed commander have better chances of making good
decisions than a less well-informed, it is not certain that he/she will be able
to do it faster. There are some characteristics of dynamic control that is
necessary to present to make this problem clearer. Dynamic control has
been described by Brehmer & Allard (1991) as having the following char-
acteristics:

1. It requires a series of decisions. 

1. these decisions are not independent

1. The environment changes both spontaneously and as a consequence of
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the decision-maker’siii actions.

1. The time element is critical; it is not enough to make the correct deci-
sions and to make them in the correct order, they also have to be made
at the correct moment in time.

I would also like to point out that the kind of control that is of interest in
this thesis proposal is characterized by uncertainty in the form of incom-
plete information and vague or lacking understanding of the system that is
to be controlled. Although many systems can be considered as dynamic
(for example process industry), it is possible that the controllers managing
them have at least a basic understanding of them, and also have the possi-
bility to gather fast and precise information about them. The systems we
are discussing in this thesis are systems that are less well defined, like for-
est fires, ecological systems or wariv

There is however a well-known difficulty that has been given little
attention in the discussions about fast information retrieval in control situ-
ations. The difficulty is that human controllers are very bad at handling
slow-response systems, at least as long as they do not have an adequate
model of the system, which is the very definition of dynamic control.
Crossman & Cookev (1974) showed how delays in a system makes it very
difficult to learn how to master even very simple control tasks.The task
presented in the Crossman & Cooke study was to set the temperature of a
bowl of water by regulating the voltage input to an immersion heather in
the water. The subjects could read the temperature of the water from a
thermometer lowered in the water. In once condition, the temperature was
measured directly, with the thermometer lowered in the water. In the

iii.  Brehmer & Allard uses the term “decision-maker”. In this thesis, I mostly use 
“controller” or “control system”. 

iv.  See Johansson, Hollnagel & Granlund (2002) for a more elaborated discussion 
about the differences between “natural” and “constructed” dynamic systems.

v.  Actually, as we will see from the reasoning that follows, the title of the Crossman 
& Cooke article “Manual Control of Slow Response systems” is somewhat mis-
leading. The system is not “slow responding”, it is only the feedback that is 
delayed. This is however not important when discussing the findings from the 
paper, but it is worth mentioning. 
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other, a delay was produced by putting the thermometer in a test tube low-
ered in the water, giving a delay of two minutes in the readings of the tem-
perature. The study showed that when the system responded with a delay
to the actions taken, the subjects tended to create oscillation in the target
system state (see figure 1.1).

Figure 1.1: Figure 2 b from the Crossman & Cooke (1974) study, pp 
54.

However, Crossman & Cooke also found that, although many subjects
in the non-delayed condition were able to reach a stable state already in the
first trial, most subjects in the delayed condition also learned how to create
stability in the delayed system, but after five or six trials. They also noted
that those subjects made very few adjustments to reach the desired state,
implying that the subjects had a good understanding of the system dynam-
ics.

Brehmer & Allard (1991) have also done a study of feedback delays in
a more complex control task and reached similar conclusions. In the Breh-
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mer & Allard task, the subject was to act as commander over a number of
simulated fire fighting units, with the task of extinguishing a forest fire.
Even without delays, this task requires that the subjects anticipate the
development of the forest fire since the fire develops during the time the
fire fighting units move from point A to B. Brehmer & Allard found that
even small delays concerning the state of the fire fighting units had devas-
tating effects on the subjects ability to master the problem. 

An interesting aspect in this type of control tasks is “dead time”. Dead
time is the time between when an action is executed and the effect of the
action. In order to control such a situation, the subject has to have a model
of the system that allows him/her to anticipate changes that will occur as a
result of their his/her actions. From this it is also evident that the control of
slow-response systems must be achieved by anticipatory control. It is not
the same thing as having to cope with delayed feedback in a system that
responds fast to actions taken, although is not evident that the controller
will ever notice. In such a system, you will have an immediate effect of
your actions, but you will not see the effect until later. But it is possible
that the controller never will realise this, or even understand that there are
delays at all. There are studies that have shown that subjects treat systems
with feedback delays like there were no delays at all (Brehmer & Allard,
1991; Brehmer & Svenmarck, 1994).

Although it is common with systems that provide delayed information,
the opposite is also well known, that the feedback is immediate, but that
the effects of the actions taken does not become clear until after some
time. This is often the case in process industry or ecological systems.
Many real-world situations are also confusing in the sense described by
Brehmer & Allard (1991) namely that it is difficult to determine whether
changes in the target system is an effect of own action or normal changes
in the target system. Such effects are of course especially difficult to iden-
tify when the system responds slowly. Dörner & Schaub (1994) have
observed this when they conclude that we humans live in the present. We
have a tendency to forget very quickly what we did a few minutes ago,
especially if we are under stress as in a dynamic control task. We can
therefore be “surprised” by changes in a target system, when the changes
actually occur as a consequence of our own actions, both because we do
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not understand the complex relationships in the target system, and because
we simply forget what we did earlier. Human controllers also often over-
react when small change in a system occur (Dörner & Schaub, 1994, Lan-
gley, Paich & Sterman, 1998). 

Further, when we face an uncertain situation with time-pressure, we
have a tendency to take action rather than to wait. This can be an explana-
tion of why we have such difficulties to handle systems with delays. Many
small actions in a system may accumulate to large responses. If we look at
figure 1.1 again, we see that the subject almost did one regulatory action
every minute during the half an hour trial. In the sixth trial, when the sub-
ject had learned how to control the system, it only made six regulatory
actions, most of them much smaller than the ones in the first trial. 

A very interesting question rises from this: we know that humans facing
uncertainty in a control task are subject to “trial and error”. We also know
that much input into a slow-responding dynamic system mostly creates
confusing feedback. What will happen if we do not allow a controller to
take action as often as he/she likes? If we for example have a system with
a response time of say, five minutes. If we then tell a subject who is not
familiar with that system, but who is allowed to interact at any time with it,
to control it, what will happen? It is likely that we will find a similar
behaviour as in the Crossman & Cooke experiment. The interesting point
is to see what happens if the subject only is allowed to interact with the
system ever fifth minute? The subject may very well be given immediate
feedback, but he/she will have more time to observe the development of
the system in relation to the actions taken. If the subject observes and
understands the development of the system, he/she can probably build up
a strong enough understanding, or model, of the system to gain control
over it, at least faster than if he/she is allowed to interact with it more reg-
ularly. If this hypothesis would prove to be true, it could have implications
for design of control systems. Many real world control systems have sev-
eral built in regulations of the feedback/action cycle. What is even more
interesting is that these cycles origin from demands in the control organi-
zation rather than the target system. For example, Brehmer (1989) has
observed how the personnel on a hospital work on at least three different
time-scales. The doctors perform their work from the perspective of a 24-
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hour cycle because that is the time between their meetings with their
patients on a ward. The nurses often base their action on a 6-hour cycle,
since that is the time between taking a test and getting an answer from the
lab. At last, the secondary nurses work on a very short cycle, since they
often meet with the patients. In order to successfully control a system, the
controller needs to work with at least the same pace as the process it is try-
ing to control, or preferably faster (Ashby, 1956). 

Although it is logical that the controlling system has to be able to take
action faster than the target system changes, little has been written about
the relation between feedback cycles/control loops and human controllers.
For example, in the case of the hospital, it is not sure that a 24-hour cycle
is the optimal “control loop” for the doctors. The 24-hour cycle is based on
clock time rather than the actual change of state in the patients health. Fur-
ther, the six-hour cycle of the nurses are probably an effect of the limita-
tions of the laboratory at the hospital. It takes six hours to get an answer,
and meanwhile the nurses will have to wait before they get any response to
base their reasoning on. Neither is this cycle based on the changes in the
patient’s health, but rather a consequence of work and organizational
aspects. If we think of the cycle by which the medical personnel work as a
pendulum, the “pendulum” of this activity swings with a speed that is
decided by the controller (the hospital) rather than the target system (the
patient).

This is just one example of how factors in the design of a control system
create temporal regularities in a control task that has little or nothing to do
with the actual temporal characteristics of the target system. Spencer
(1974) investigated individual differences between how operators regulate
processes at a oil refinery. The operators worked on eight-hour shifts. An
interesting observation is that the process they were to control responded
so slowly that many of the changes made during on shift had to be handled
in the next, something that naturally made it difficult for the operators to
learn what the actual effect of their actions was. Although the results were
not significant, Spencer found cases were operators differed greatly in the
“size” of the actions they took during their shifts. 

The aim of my research is to examine the actual consequences of differ-
ent temporal relations between the action cycle of a controlling system and
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the rate of change in a target system rather than accepting the prevailing
“as fast as possible is the best”-paradigm. I will discuss time in relation to
control and suggests two studies that will increase our understanding of
the complex relationship between the interaction of a (human) controller
and a dynamic target system. 

1.1 Outline of this thesis proposal

The aim of this thesis proposal is to suggest studies that can increase the
knowledge about the relation between the rate of change in a controlling
system and the rate of change in a system that are to be controlled by the
former. The first chapter briefly describes the research problem. 

The next chapter describes relevant theories that have studied control
and time, namely cognitive systems engineering and dynamic decision
making. Although there are many other theories concerning human con-
trol of complex systems like distributed cognition (Hutchins, 1995) or
activity theory (Vygotsky, 1978), they are not concerned with time from a
control perspective, and have therefore been left aside. The purpose of the
chapter is thus not to provide a complete overview of research on control
over dynamic/complex systems, but rather to discuss some of the theories
that investigates time in relation to control of such systems. The chapter
ends with a synthesis of the theory that highlights and elaborates the
research questions.

The third chapter concerns methodological issues. An experimental
approach using micro-worlds is suggested as a way to seek knowledge
about the research questions. Different methodological problems with
experiments and micro-worlds are discussed. The two suggested studies
are described in detail, and a way to conduct them is described and dis-
cussed.

The last chapter is a summary of the previous chapters were some
thoughts about the theories and hypothesis are presented. 



1.2 Contribution

To consider temporal dimensions of dynamic systems is a crucial part of
the control task that has to be taken into account in actual control situa-
tions. Still, time is mostly a neglected issue in theory and models of con-
trol or human decision-making (Decortis & Cacciabue, 1988; Decortis et
al. 1989; DeKeyser, 1995; DeKeyser, d´Ydewalle & Vandierendonck,
1998; Brehmer & Allard, 1991; Brehmer, 1992; Hollnagel, 2002a). 

Taking a stance in a model of control that describes control as parallel
ongoing activitiesvi striving towards goals on different time-scales, the
thesis proposes two studies that will increase knowledge about delays in
systems, both in terms of response and feedback, when performing a
dynamic control task. 

Knowledge gained from such research has implications for the design
of systems and work procedures in organizations with the purpose of con-
trolling dynamic systems that are difficult to understand/predict.

vi.  The Extended Control Model, see below.
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Chapter 2
Theoretical background

In this thesis, I present a theoretical ground based on Dynamic Decision
making and Cognitive Systems Engineering. An important similarity
between these fields is that they have a functional approach rather than a
structural approach. This may not be completely true for all directions in
dynamic decision making, but for example Brehmer (1992) promotes a
research approach in dynamic decision making that is based on perform-
ance in relation to changes in the environment rather than trying to con-
nect individual (cognitive) capabilities to performance. I also agree that it
is more fruitful to apply a functional approach, since, as Hollnagel states:

“Functional approaches avoid the problems associated with the
notion of pure mental processes, and in particular do not explain
cognition as an epiphenomenon of information processing.” 

(Hollnagel, 1998, pp 11)

I will try to describe the connections between these two fields, since
they both, in some sense, are depending on each other. According to Cog-
nitive Systems Engineering (CSE) it is possible to view a number of per-
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sons and the equipment they use as a Joint Cognitive System, meaning that
the system as a whole strives toward a goal and that the system can modify
its behavioural pattern on the basis of past experience to achieve anti-
entropic ends. Dynamic decision-making is relevant since it concerns the
characteristics of human decision-making in uncertain environments,
which is the primary interest of this thesis. 

Below I will elaborate on the theoretical fundament of this thesis. The
chapters highlight different aspects of the same topic, namely control of
unpredictable systems, and especially human control of such systems.

2.1 Control

The term ”control” is widely used in a range of disciplines. According to
cybernetics as described by Ashby (1956), control is when a controller
keeps the variety of a target system within a desired performance enve-
lope. A control situation consists of two components, a controlling system
and target system, were the controlling system is trying to control the state
of the target system.

A simple example is a thermostat that is designed to keep the tempera-
ture in a room at twenty degrees Celsius. It is normally attached to a radi-
ator, or some other device that can change the temperature of the room.
The thermostat needs information about the current temperature in the
room so that it can turn on/turn off the radiator in accordance to the desired
temperature. If the temperature in the room is above twenty, the thermo-
stat turns the radiator off. If the temperature decreases, the thermometer
trigger the radiator in order to increase it. This is a simple example of feed-
back driven regulation. 

A completely feedforward driven construction could instead provide
the radiator with output signals in accordance with a model of the typical
temperatures of the room during a typical year, and hopefully produce
some kind of temperature close to twenty degrees. Feedforward can thus
exist without feedback and vice versa. However, most systems, just like
we humans, work with both feedforward and feedback driven control. The
reason for this is obvious. A system based only on feedback (like the ther-
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mostat above) will only take action if a deviation from the steady state
occurs. A completely feedforward-driven system on the other hand would
be able to take action in advance, but would not be able to adjust its per-
formance in relation to the system it acts upon. Feedback control examines
the difference between a state and a desired state and adjusts the output in
accordance. Feedforward driven controllers use knowledge of the system
it is supposed to control to act directly on it, anticipating changes. Holl-
nagel (1998) has proposed a simple model of human control based on
Neissers’s (1976) perceptual cycle. Similar models exist in different
forms, like Brehmer’s Dynamic Decision Loop (DDL) (Brehmer, in press)
or Boyd’s OODA-loop (1987). There are also some similarities with
Miller, Galanter & Pribam’s TOTE-unit (1960).

Figure 2.1: The basic cyclic model of control (Hollnagel, 1998). 

The controller, who is assumed to have a goal, a desired state that is to
be achieved, takes action based on a understanding, a construct, in his/her
effort to achieve or maintain control over a target system. This action pro-
duces some kind of response from the target system. These responses are
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the feedback to the controller. It is however not self-evident that the
observable reactions are purely a consequence of the controller’s action;
they may also be influenced by external events. The controller will then
maintain or change his/her construct depending on the feedback, and take
further action. The model above (figure 2.1) will be used as a reference
through the rest of this thesis, referred to as the “basic cyclical model”. 

Above I have made a brief description of control. According to this
description, control is successful if the controller manages to perform a
task in accordance with a goal. When this fails, we refer to it as a devia-
tion. But what is a deviation? According to Kjellén (1987), a deviation is
the classification of a systems variable when the variable takes a value that
falls outside a norm. 

“All different classes of deviations are defined in relation to norms
at the systems level, i.e., with respect to the planned, expected or
intended production process. “

(Kjellén, 1987, pp 170)

Two basic elements in the definitions of deviations are identified by
Kjellén, and they are systems variable and norm. A norm and a system
variable can be described in different ways depending on the kind of sys-
tem that is under focus. The norm is always some kind of desired state,
although the definition of these states can be of many different kinds, like
a discrete state or a performance envelope. The system variable/variables
is what we gather information about in order to judge whether or not the
system performance is within the desired state (see figure 2.2). 
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Figure 2.2: Illustration to deviation. A process runs over time and is 
ideally kept within a desired performance envelope. The possible per-
formance envelop is, however, almost always larger than the desired, 
otherwise the norm would be unnecessary. To leave the desired state 

at any time is considered a deviation.

2.1.1 WHAT IS A “CONSTRUCT”?

Construct is the term used by Hollnagel to describe the current under-
standing of the situation in which control is exercised, and the understand-
ing of how the controller is to reach its goal. The notion have clear
connections to terms like “mental model”, and “situation awareness”
(Endsley, 1997), but it does not make any claims of explaining the inner
workings of the human mind, like theories based on the information
processing paradigm does. In fact, the controller does not even have to be
human. What is important to recognize is that the construct is based on
competence (see the Contextual Control Model below) and that it is hard
for the controller to distinguish the feedback given in terms of whether it is
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a product of the own actions or of the environment. It is also easy to under-
stand why the construct is the basis for control. Brehmer (1992) states a
similar requirement for control:

there must be a goal (the goal condition)

it must be possible to ascertain the state of the system (the observability
condition)

it must be possible to affect the state of the system (the action condition)

there must be a model of the system (the model condition). 

Brehmer refers the last condition to Conant & Ashby´s classic paper
“Every good regulator of a system must be a model of that system” (1970).
If we do not have a good model, the only solution is to use feedback regu-
lation, meaning that we respond to changes in the target system after they
actually occurred. Feedback regulation is therefore of great importance in
many systems, since perfect models of real-world systems rarely, if ever,
exist.

2.1.2 GOALS AND NORMS

Goals and norms are central concepts in control. A goal is something that
is needed to take meaningful action. Norms are the way we normally do
something, or the value that a systems variable normally has or should
have. There are some interesting distinctions that can be made between
different kinds of norms and goals. A goal can for example be that a vari-
able should be kept within a certain performance envelope. A power plant
should produce a certain amount of megawatts per hour, not too many
since it may harm the equipment, and not too few since it will not be able
to supply the buyers of the electricity. The other kind is the goal referring
to a limit, which declares that a system variable may not pass a given
value. For example, I may not use a certain parking space longer than I
have paid for. Another important distinction is what norms and goals refer
to. If they refer to a discrete state, it is easy to determine deviations from it.
They may also refer to something less well defined where the boundary is
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stretching over a continuum; a value may for example be “acceptable”
although it is not perfect. In these cases it is much more difficult to deter-
mine exactly when a deviation occurs. 

There can thus be a wide span of vagueness in these different defini-
tions. In a technical regulation task, like a thermostat, the desired state can
be very precise and can also be measured. The “norm”vii for the thermostat
is the given desired temperature, and a deviation is any other temperature.
This norm is very clearly defined and so is the system variable it relates to,
the measured temperature. In other, more complex, technical systems, the
norm, or steady state, may be a composition of several different variables
that together defines the state of the system. 

2.1.3 CONTROL REQUIRES A TARGET SYSTEM TO BE CONTROLLED

Control, as described above, is an action were a controller tries to change
the state of a target system into another state, or conversely try to prevent
the target system from changing state. The term “dynamic systems” is
used to describe systems that develop over time, independent of the con-
trollers actions and a consequence of them. These are the target systems
that are of interest to this thesis. They may also be dynamic in the sense
that the development of the system is subject to change in a complex way
compared to the input given to it, largely depending on the preconditions
in the system. Such systems thus disobey proportionality or additivity,
even if they can seem to have these characteristics under some circum-
stances  (Beyerschen, 1993). Brehmer has described three characteristics
found important to describe the problems a controller faces when trying to
control a dynamic system (Brehmer & Allard, 1985; Brehmer, 1987;
Brehmer & Allard, 1991):

vii. Of course thermostats do not have norms in the sense humans have. But we can 
still use it as a valuable example, since the purpose of the thermostat, the goal, is 
to keep the temperature at a desired level, and the “norm” for the thermostat is the 
reference given by its user.
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1. It requires a series of decisionsviii. These decisions are not independent.

2. The environment changes both spontaneously and as a consequence of
the decision makers actions.

3. The time element is critical; it is not enough to make the correct deci-
sions and to make them in the correct order, they also have to be made at
the correct moment in time.

The example Brehmer uses is a forest fire. Forest fires are conceptually
fairly easy to understand, but very hard to control, mainly because of the
difficulties in predicting its behaviour. Will the wind for example change
during the process of fighting the fire? If it does, the fire fighters have to
move to a different side of the fire, a large project if the fire is wide-
spread. How fast will the wind blow? The speed of the fire can cause dan-
gerous situations for the personnel fighting the fire and will also have
great implications for the logistics of the fire-fighting organization. We
must not forget that the dynamics largely emerges from the understanding
of the controlling system. Even simple systems may appear dynamic to
the controller if the controller lacks in understanding of the system
dynamics or has a faulty understanding of the system. 

2.2 Context and complexity

Context, or the reality in which control executed, can be a source of fric-
tion which proves the difference between the construct or model that the
controller has and the actual development of the control process (Clause-
witz, 1997, orig. 1832-1837; Neisser, 1976). Human performance is, as
pointed out above, largely determined by the situation. The environment,
our cognitive limitations and the temporal aspects of our activities con-
strain the possible alternatives we can choose from when faced with a
decision.

viii. When Brehmer writes “decisions”, I assume that he also means that these deci-
sions are actually transformed into actions. 
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If we consider a common task like driving to work, we quickly realize
that even though it mostly works out in the desired way, there is a large
number of things that possible can go wrong, and we always make several
adaptations to the surroundings while driving. Other drivers, construction
sites and animals are just a few of the things the have influence on the way
we drive our vehicles. On the other hand, context is very necessary for
driving since the limitations it provides at the same time structure the task.
Imagine driving to work without any roads, traffic rules or signs? The road
has the contextual feature of limiting the area we drive on. The rules of
traffic help us manoeuvre in traffic. By constantly reducing the number of
possible alternatives of choice with the system of “traffic”, it becomes
possible to move large and heavy vehicles at extensive speeds close to
each other, with a surprisingly low accident rate. Context thus provide
both structure and uncertainty at the same time. Clausewitz (1997) empha-
sizes the difference between “war on paper”ix and real war, and stressed
that it is the small things that we cannot foresee that really prove the dif-
ference. Bad weather, a missing bolt, a misunderstood message or a mis-
calculation is all things that isolated do not seem that serious. But a
missing bolt in a vehicle can block an entire road, bad weather can delay a
crucial assault on enemy lines, a misunderstood message can make the
decision-maker misjudge a situation. Context is thus the current needs and
constraints, the demand characteristics of the situation. 

2.2.1 THE COCOM AND ECOM MODELS OF CONTROL

The Contextual Control Model (COCOM) (Hollnagel, 1993) provides a
framework for examining control in different contexts. Being a part of
CSE, the COCOM is based on a functional approach. A functional
approach “is driven by the requisite variety of human performance rather
than by hypothetical conceptual constructs” (Hollnagel, 1998). COCOM
thus concerns the requisite variety of human performance. Ashby (1956)
described the concept of requisite variety, meaning that a system trying to

ix.  Clausewitz famous work ”On War” naturally discusses warfare, but it is possible 
to apply his arguments on most activities that can be described abstract/theoretic 
and then is performed in practice. 
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control another system must, at least, match the variety of the target sys-
tem. Control can, as discussed above, be both compensatory or feedback-
driven as well as anticipatory or feedforward-driven. There are three basic
concepts described in the COCOM: competence, control and constructs.

Competence regards the possible actions or responses that a system can
apply to a situation, in accordance to the recognized needs and demands
(recognized in relation to the desired state and the understanding of the
target system state). It also excludes all actions that are not available or
cannot be constructed from the available actions. 

Control characterizes “the orderliness of performance and the way
competence is applied” (Hollnagel, 1993). This is described in a set of
control modes, scrambled, opportunistic, tactical and strategic (see
below). According to COCOM, control can move from one mode to
another on a continuum. 

Constructs refer to the current understanding of the system state in the
current situation. The term “construct” also reveals that we are talking
about a constructed, or artificial/subjective, understanding that not neces-
sarily has to be objectively true. They are, however, the basis for decision
making in the situation. 

The contextual control model is based on the three basic concepts, but
they do not, as is obvious, solely decide the control mode of a system,
since it also depends on contextual factors. The main argument in the
COCOM is that a cognitive system regulates (takes action) in relation to
its context rather than “by a pre-defined order relation between constituent
functions”. Regularities in behaviour are from this point of view more an
effect of regularities in the environment rather than properties of human
cognition. The four characteristic modes of control suggested in the model
describe the level of actual performance at a given time. 

Scrambled mode is when the next action of the controlling system is
apparently irrational or random. In this mode the controller is subject to
trial and error, and little reflection is involved. 
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Opportunistic mode describes the kind of behaviour when action is a
result of salient features in the environment, and limited planning or antic-
ipation is involved. The results of such actions may not be very efficient,
and may give rise to many useless attempts. 

Tactical mode is characteristic of situations where performance more or
less follows a known procedure or rule. The controller’s time horizon goes
beyond the dominant needs of the present, but planning is of limited range
and the needs taken in account may sometimes be ad hoc. If a plan is fre-
quently used performance may seem as if it was based on a procedural
prototype – corresponding to, e.g., rule based behaviour – but the underly-
ing base is completely different. 

Strategic control represents the mode where the controller uses a wider
time horizon and looks ahead at higher level goals. The choice of action is
therefore less influenced by the dominant features of the situation. Strate-
gic control provides a more efficient and robust performance than the
other modes. 

In everyday life most humans act on a continuum stretching from
opportunistic control to tactical control (Hollnagel, 1998). This comes
from the fact that we mostly act regularly, meaning that most of our
actions are habitual, well known and thus re-occurring almost at the same
time every weekday. If something unusual happens, we may need to plan
it in advance; otherwise we suffer the risk to be out of control. Just imag-
ine your mother-in-law suddenly appearing on the porch?x

Hollnagel has also extended the control model, calling it ECOM
(Extended Control Model) (Hollnagel, 2002b). In this version, control is
described as four different, parallel ongoing activities that are interacting
with each other. These activities can be described as both open-loop and
closed-loop activities, and on some levels a mixture. The main reason for
the development of the ECOM is to acknowledge that action takes place
on several levels at the same time, and that this action corresponds to goals
at different levels. This clearly has similarities with Rasmussen’s SRK-

x.  I am in this case referring to the mythological/archetypical image of a mother in 
law, seen in movies and cartoons, rather than actual mothers in law. 



CHAPTER 2

32

modelxi (1986), although it is extended to relate to concepts like goals and
time. For example, while driving, the main goal is to get to a specific des-
tination, but there are also other goals like keeping track of the position of
the car relative to other vehicles, assuring that it is enough fuel for the trip
etc. The ECOM describes control on the following activity levels; Track-
ing, Regulating, Monitoring and Targeting (see fig 2.3).

Figure 2.3: The Extended Control Model (Hollnagel, 2003).

In order to be in “effective”, or strategic (according to the COCOM)
control, the JCS, or controller, has to maintain control on all levels. Loss
of control on any of the levels will create difficulties, and possibly risk, for
the controller. Figure 2.3 is also an effort to describe the dependencies

xi. Rasmussens model describes human actions as Skill-based, Rule-based and 
Knowledge-based. It should also be noted that the activities not are described as 
parallel in Rasmussen’s model, as in the ECOM.
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between the different levels in a top-down fashion, in a way corresponding
to the control modes of the COCOM. If targeting fails, the mode of control
obviously cannot be strategic, and so on. This can also be a conscious
strategy from the controller. If the controller experiences a critical situa-
tion on the level of tracking and regulating, he/she may temporarily give
up targeting and monitoring. It is sometimes possible to do the reverse, to
give up tracking and regulating in favour for the higher levels of control.
For example, if someone gets lost when driving, it is possible to stop the
car at the side of the road in order to try to figure out where to go. In that
case, the driver is no longer tracking and regulating since the vehicle is
standing still, but he/she is still trying to create a goal on the level of tar-
geting and monitoring. 

If we, like Hollnagel (2002b) use driving as an example, we can present
some of the characteristics of the four different levels. Tracking is in that
case a closed loop, feedback driven activity, although there is a strong
dependency between the tracking and regulating levels. Regulating is a
mixture of both open loop and closed loop control, although mostly the
former. For a driver to avoid collisions, he/she must be able to predict the
position of his/her car relative to other objects, and such an activity cannot
be completely closed loop. Monitoring is mainly open loop since it is
mostly about making predictions on a longer perspective. Likewise, Tar-
geting is open loop since it mostly concerns planning on a long perspec-
tive. If we drive and get traffic information concerning the situation in our
near present, we monitor this and try to find alternative roads or slow
down. Targeting is the more overall planning concerning the fact that we
want to go from A to B. 

The control modes and levels help us to describe control. The ECOM
describes control on different levels in relation to different goals, and this
fits very well with Kjellén’s (1987) ideas about loss of control in situations
lacking a norm or a goal. However, we should note that what Kjellén dis-
cussed was loss of control locally, meaning that an accident can occur if
we analyse with one perspective, but it can still be an incident or just a dis-
turbance from another perspective. For example, if a worker in a factory
gets hurt while using a machine, it is an accident on the unit he/she is
working on, but from the perspective of the total production it may only be
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considered an incident. It is therefore important to decide on which level
control is studied, i.e. identifying the borders of the studied system, see
below, in order to understand what targeting an monitoring is in relation to
the ongoing activity, the purpose of the controlling system. 

2.3 What is a Joint Cognitive System?

Above, we have concluded that we can describe a cognitive system
functionally. We have also mentioned that a system composed of one or
more individuals working with some kind of technical artifacts can be
described as a Joint Cognitive System. In this case, we do not differentiate
man from machine in other terms than functions, and if man and machine
performs a function, they can be viewed as one. We are thus less interested
in the internal functions of either man or machine, but rather the external
functions of the system (Hollnagel, 2002b). A clear problem with the “sys-
tems” perspective is to define the borders of the system. Clearly, parts of a
larger system can be studied as a joint cognitive system. There is thus a
pragmatic dimension when defining the boundary of a system. 

Translated into a theory of control, we could say that systems involving
several persons exist since we need more personnel to match the requisite
variety of the target system. This may also lead to that systems grow more
and more, since controlling the control system in it self becomes a task. In
some well-defined situations, this might not be necessary, since it is pos-
sible to predict the variety in the target system so well that responses are
more or less “automated”, although they are executed by humans. In other,
less well-defined systems, coordination and planning are severe problems,
and the organization has to spend many resources on these aspects. Mili-
tary systems, and organizations structured in hierarchies in general, are
examples of this. The executives (soldiers and their weapons) become so
many that they need to be managed to coordinate the effect of their work. 

How do we then define the borders of a JCS? Hollnagel suggests that a
pragmatic approach should be used, based on the functionality. For exam-
ple, a pilot and his plane is a JCS. But a plane, pilot and a crew (in a airline
carrier) is also a JCS, and several planes within an air traffic management
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system are also a JCS. In order to define if a constituent should be a part of
the JCS, we can study if the function of it is important to the system, i.e. if
the constituent represents a significant source of variety for the JCS –
either the variety to be controlled or the variety of the controller (Holl-
nagel, 2002b). The variety of the controller refers to constituents that
allow the controller to exercise his variety, thus different kinds of media-
tors. Secondly, we need to know if the system can manipulate the constit-
uent, or its input, so a specific outcome results. If not, the constituent
should be seen as a part of the environment, the context. In the case of avi-
ation, Hollnagel states that weather clearly is a part of the environment
rather than the JCS, since it is beyond control. If we look at the case of a
plane and its crew, the air traffic management can be seen as a part of the
environment, since the plane and its crew rarely controls the ATM. The
border of a JCS is thus defined more in terms of its function than its struc-
ture or physical composition, although these sometimes are clearly
related.

A JCS is thus a system capable of modifying its behavioural pattern on
the basis of past experience to achieve anti-entropic ends. Its boundary is
analytically defined from its function rather than its structure. The bound-
ary is defined with an analytical purpose, meaning that a JCS can be a con-
stituent of a larger JCS.

2.4 Control and time

We usually say that the rate by which things happen today has increased.
By that we both mean physical speed in cars, planes, trains, boats, but also
transaction speed like in economics, communication and processes. This
goes hand in hand with the technological development that in it self
becomes faster and faster, but also effects everything else that is done with
the help of technical artifacts, thus almost everything. For this we try to
compensate with even more technology, like the safety systems in cars, by
mail filtering tools and digital personal organizers. But these tools does
not change the fact that when things happen fast, it is easy to lose control.
If I drive my car at 80 km/h instead of 50 km/h, I will have less time to
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respond if something gets in the way of my intended path, and thus less
chance of choosing an appropriate action. Time for a controller is thus rel-
ative to the complexity of the task and the time to select action, see figure
2.4. If there are only a few obvious choices of action given an interpreta-
tion of a situation, there is a higher chance of choosing an alternative that
will retain control.

Figure 2.4: Control Modes and time (Hollnagel, 2002a). 

We must however not only consider the time needed to evaluate feed-
back and choose action, we must also consider the time needed to actually
perform the action. It is of course possible to gain total time by improving
the speed of the action chosen. By inventing more powerful brakes, a car
may gain the critical parts of a second that can make the difference
between an accident and an incident. However, humans have a tendency to
learn this, and thus go even faster than before, so normally the effect of
this is only temporary. This is often referred to as the “risk homeostasis”
(Wilde, 1994). It is also possible to help the controller to make the right
decision in a critical situation by design of interfaces or training for antic-
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ipated events were control might be lost in order to gain time. The last and
most common tactic is however to increase the speed of the feedback so
the controller gets information about the process he/she is to control as fast
as possible. 

Brehmer & Svemarck (1994) use the term “time-scale” to refer to dif-
ferent time horizons in an activity of a system, very similar to the control
modes described by Hollnagel (see above). They illustrate the concept by
taking a fire-fighting organization as an example. The leader of the organ-
ization works on one time-scale where his time horizon is depending on
the perceived development of the fire and the speed of the fire-brigades
he/she commands. The fire-brigades work on a shorter time-scale, directly
coupled to the local development of the fire in their vicinity. The fire-bri-
gades thus have to take action more often than the leader of the fire-fight-
ing has to, although they all work towards the same goal.

One problem is naturally that the concept of time is very hard to grasp,
since it in some sense is the “fourth dimension” of our descriptive world.
To describe time without relating it to something else is almost impossi-
ble. There are however some basic ideas that are worth mentioning. First
of all we have “objective” time, or clock time, in terms of seconds, min-
utes, hours, years etc. This notion of time is related to speed since a year is
the time the earth needs to circle around the sun. Recently, we have built
atomic clocks that provide very accurate measurements of time, but time
is still an entity related to physical movement. 

We then have the problem of how time is experienced and judged by
humans and animals. After all, it would be almost impossible to function
without the ability to judge the duration of events. Followers of the infor-
mation processing paradigm has suggested that humans and animals have
an “inner clock” that provides this functionality (De Keyser et al, 1998).
Another more pragmatic view is to think of time as relative to the environ-
ment in which the human/animal live and function, so called contextual
time. In that view, events are ordered along a temporal reference system
inherent to the processes facing the controller. That view on time can help
us to explain why a controller can achieve control or not, and therefore it is
adopted in this thesis. 
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2.4.1 CONTROLLERS AND TIME

Unlike games that are played in turns, where the player has unlimited time
to think and plan before he/she acts, most control situations force the con-
troller to take action in a timely manner since it is impossible to stop the
development of the situation. When facing a forest fire or a LOCAxii in a
nuclear power plant the controller has to take action before it is to late, and
he also needs to understand the time dynamics of the target system and the
controlling system to do this. Time thus shapes human action, meaning
that the possible mode of control often is a consequence of the time avail-
able and the controllers understanding of the situation. As shown above in
the ECOM model, control is achieved on various levels that are clearly
related to time. 

Figure 2.5: Time and Control in the cyclical model (Hollnagel, 
2002a).

Regulating and tracking are characterized by a short time-span were the
controller responds to changes in the environment. Targeting and monitor-

xii. Loss of Cooling Accident.



THEORETICAL BACKGROUND

39

ing on the other hand is conducted with a longer perspectivexiii, but still
depend on the other control levels. Hollnagel (2002a) has developed the
basic cyclical model, now including time (see fig.2.5).

According to the model, the controller gets feedback from the process
he/she is to control that has to be evaluated. After this, the controller have
to choose an action, or choose to do nothing, in order to maintain control
of the process. Both these parts take time. Then the action has to be per-
formed, something that also takes time. All these three parts are weighted
against the actual available time to take action in order to change the state
of the target system. For the controller, this is estimation, a part of its con-
struct. At the same time, a “real” available time exists, at time window,
and if the controller fails to estimate it due to inexperience or unforeseen
events, it might lag behind the process and eventually loose control. A
common way to handle this problem is the “speed-accuracy trade-off”.
This means that the controller either reduces speed to gain accuracy, for
example when driving, or the opposite, reduce accuracy in order to gain
speed.

The model clearly illustrates the effects of time in a control situation,
although it only relates to one control goal. In reality, many control situa-
tions are far more complex since they include more than one control goal/
target system at the same time, meaning that the controller has to not only
estimate the time available to achieve one goal, but many. In those cases
the controller can be compared to a juggler, since the juggler uses the time
some of the objects he/she is juggling are in the air to maintain control
over the others. Successful control is thus a matter of coordinating actions
both in space and in time. 

2.4.2 TIME AND THE ECOM

Although the relation between time and the ECOM never have been
explicitly described in form of a model, there are several obvious relation-
ships between the different activity loops and time. It is, as suggested

xiii. Observe that the use of “short” and “long” time perspective must be considered 
in relation to the rate of change in the target system and the pace with which the 
controlling system produces changes in the target system’s state. 
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above, possible to maintain control on certain levels depending on the
time available even if it is not possible on other. Establishing goals
demands time, and the time needed to elaborate a goal depends on the
competence of the controller in relation to the current situation. To make
incorrect assessments concerning time on one control level can thus lead
to disasters on other. This is why very sudden changes in the control situ-
ation cause dangerous situations. When I go out in the morning and find
that it has snowed during the night, I will drive slower than in dry weather,
but if I am surprised by a slippery spot on the road on a sunny day, I may
loose control of my vehicle since I never had a chance to make a correct
assessment of the situation, and hence reduce my speed. This means that
the rate of change in the process to be controlled, the requisite variety, can
be complex in the sense that the changes occur very suddenly, making it
difficult for the controlling system to match it. 

We can thus conclude by stating that the different activities in the
ECOM operate on different time-scales in the same manner as they work
towards different goals. The control levels also interact, and if control fails
on one level, this is likely to have effect on the others as well. 

2.5 Human limitations in control 

Human decision-making in complex/dynamic situations is the core com-
ponent of control in complex system, since it always is humans who has to
take over the control task in a system if something unexpected (not
included in the normal/expected functionality of the regulating system)
happens. Hollnagel describes a circulus vitiosus when a decision maker
gets caught in a false understanding of a control process because some-
thing unexpected happens (1998). The basic idea is that unexpected feed-
back, (false, incomplete, too much, too little etc) may challenge the
construct of the controller (se figure 2.1.) and thus end with an incorrect
understanding/construct of the situation. This in turn leads to inadequate
compensatory actions or feedforward, depending on the control level, that
introduces even higher undesired variation in the system, thus giving new,
confusing feedback to the controller. 
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From the discussion above about dynamic systems, we have concluded
that decision making in this context is signified by time-pressure, inade-
quate or lacking information and external influence on the actual execu-
tion of control and the feedback given. Further, Orasanu & Connolly
(1993) point out that decision-making in complex systems often puts even
more pressure on the decision maker, since a decision may, if wrong, be
dangerous (for example in nuclear power plants) to a large number of per-
sons (including the decision maker) and/or have great economical conse-
quences. All these different factors create stress that has to be taken into
account when reasoning about control in real-world systems rather than
hypothetical regulation tasks. 

According to Conant & Ashby (1970) and Brehmer (1987) it is neces-
sary that the controlling system is/has a model of the system that it is sup-
posed to control, that minimally matches the requisite variety of the target
system. Functionally, this is true. There is however some additional diffi-
culties that we need to consider when we discuss human decision-making.
The human psyche is not working in the rational way a machine does,
even if we claim to study “cognitive systems”. The cogs in the cognitive
machinery does not always turn in the right direction, something that was
recognized already by Lindblom (1959) when he concluded that most
human decision-makers facing complex situations rarely base there deci-
sions on analytic reasoning, but rather seem to use the tactic of “muddling
through”. By “muddling through”, Lindblom meant that the decision-
maker seems to find a few obvious alternatives and try them. This simple
heuristic does not aim for the perfect solution, but rather for one that
works at the moment. Thirty years later, the fields of dynamic decision-
making and naturalistic decision-making are devoted to examining the
psychology of decision-making under similar conditions. One of the
major results from the studies in naturalistic decision-making is the theory
of “recognition primed decision making” (Klein et al., 1993). The basic
idea behind the theory is that a decision maker facing a problem tries to
identify aspects of the new problem that have similarities with previous
experiences, and tries to find a solution to the new problem from the solu-
tions used previously in similar situations. 
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Another important finding comes from the Bamberg group, who made
done substantial contributions to the field of dynamic decision making, or
“komplexes problemlösung” (Dörner, Kreuzig, Reither & Stäudel, 1983;
Dörner, 1989). Using microworldsxiv for experimentation, Dörner &
Schaub (1994) have identified some “typical” errorsxv made by decision
makers when facing complex problems. The errors correspond to a
sequence of phases in, what Dörner calls, “action regulation”, which is
similar to the basic cyclical model of Hollnagel described above (1998),
but without the circular arrangement. The sequence rather reflects a “deci-
sion event” rather than a process, but it is nevertheless interesting since the
errors identified certainly can be applied to a circular model as well. Breh-
mer, (1992) has summarized the findings of the Bamberg group, calling
them “the pathologies of decision making”. 

According to Dörner, the pathologies should not be seen as causes of
failure in themselves, but rather as behaviours that occur when people try
to cope with their failures. However, Jansson (1994) promotes the idea
that the pathologies actually are precursors to failure rather than ad hoc
explanations. In either way, it is to some extent possible to identify the
pathologies in the actual behaviour of a person trying to control a dynamic
system.

The first pathology is called thematic vagabonding and refers to a ten-
dency to shift goals. The decision maker jumps between different goal
states, rather than trying to different solutions to reach the same goal state,
which probably is more important. The second pathology is encystment.
The consequence of this behaviour is that the controller sticks to goal he/
she believes to able to achieve rather than trying to state a more relevant
goal state. The third pathology is the one to avoid making decisions. It is
claimed that ostriches use this tactic when they put their heads in the sand
rather than run if frightened. A fourth pathology is blaming others for own
failures. A fifth pathology is delegating responsibility that cannot, or

xiv. A simulation developed for research purposes, see below for an elaborated dis-
cussion/description of microworlds.

xv. ”Error” is in this case a heavily debated term. Assume that I refer to an action tak-
ing that will increase the variation of the system in an undesired way. 
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should not, be delegated. The other way around, not delegating, can also
be dangerous, especially in hierarchic organizations were feedback
reaches lower levels first, implying that delegation could increase the
response time of the controlling system. 

Brehmer observes that the pathologies fit into two categories, the first
one comprising the first two pathologies, the other one the last three. The
first category concerns goal formulation. The second one refusal to learn
from experience, which naturally is important considering the basic cyclic
model. However, Brehmer also notes that we know little about the regu-
larity of these pathologies, i.e., if they are common, and we also do not
know much about individual differences related to the pathologies. 

To use the term “decision” can thus be seen as somewhat misleading,
since it is fair to ask whether some actions taken in dynamic situations
really had any alternatives. Of course we can use the term in retrospective
and ask someone why he or she did something in a particular situation, but
we have to remember that the answer is a reconstruction of a series of
events. When we motivate why we did something, we want to give a
rational explanation, but it is not always the truth. 

We can conclude from this that humans are the essential creative part in
a cognitive system that can handle unanticipated events, but it is also so
that the human part of the system is sensitive to a number of possible
increases in undesired performance variation, both due to external influ-
ences that the controller is unable to understand correctly, but also because
of erroneous behaviours that may occur as a consequence of this.

2.6 Synthesis

From the basic cyclical model, presented above, we have concluded that
control is founded on the ability to establish a construct, take action, mon-
itor and adjust in accordance. The ECOM further divided the control loop
into several levels, working simultaneously against different goals on dif-
ferent time-scales: Targeting, Monitoring, Regulating and Tracking. 

An interesting problem rises from the field of new information technol-
ogy. Such technology is by many seen as the solution that will make it
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possible to manage even unforeseen situations or processes which devel-
opment is hard to predict. Earlier, messages from “the field” to a com-
mander had to be relayed, both through organizational levels and different
communication media, before it reached its destination. Today it is com-
mon (or at least envisioned) that the data is available to the commander
almost immediately via communication networks and databases, known
as the network centric approach. Networked communication structure also
means that anyone attached to the network, given the right permissions,
could access any information in the network. This means that the time to
retrieve information (feedback) is/is going to be much shorter than it used
to.

Table 2.1: Characteristics of traditional and envisioned command and 
control systems (Persson & Johansson, 2001).

“Traditional” C2-Systems Envisioned C2-Systems
 • Organised in hierarchies

 • Information distributed over a
variety of systems, analogue and
digital. Most common medium is
text- or verbal communication. 

 • Data is seldom retrieved directly
from the sensor by the decision-
maker. It is rather filtered through
the chain of command by humans
that interpret it and aggregates it
in a fashion that they assume will
fit the recipient. 

 • Presentation of data is handled
“on spot”, meaning that the user
of the data organises it him/her
self, normally on flip-boards or
paper-maps. The delay between
sensor registration and presenta-
tion depends greatly on the organ-
isational “distance” between the
sensor and the receiver. 

 • Organised in networks.

 • All information is distributed to all nodes
in the system. Anyone can access data in
the system. 

 • Powerful sensors support the system and
feed the organisation with detailed infor-
mation.

 • Data is mostly retrieved directly from the
sensors. Filtering or aggregation is done
by automation.

 • Presentation is done via computer-sys-
tems. Most data is presented in dynamic
digital maps. The time between data
retrieval and presentation is near real-
time.

 • It is possible to communicate with anyone
in the organisation, meaning that mes-
sages do not have to be mediated via dif-
ferent levels in the organisation. 
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The idea behind this is that the control organization is going to be able
to react to changes more rapidly, and thus have better possibilities to con-
trol the target system.The most central aspects of the new command and
control visions are described in table 2.1.

As concluded above, the basic idea behind this concept is simple. In a
conflict, the commander with the more accurate and faster information
will gain the upper hand (Alberts, Gartska & Stein, 2000).

The idea of faster information retrieval is supported by the study of
Brehmer & Allard (1991) that showed that even small delay in feedback
seemed to have great impact on the ability to control a dynamic situation.
The target system in that case was simulated forest fires. 

There is however other investigations that shows different results. For
example, Omodei et al. (in press) have performed a very similar study to
the Brehmer, and found the opposite, that fast and accurate feedback actu-
ally decreased performance significantly in comparison with a more tradi-
tional information system in forest fire fighting. Omodei et al. Provides
some possible explanations to the somewhat puzzling findings:

“It appears that if a resource is made available, commanders feel
compelled to use it. That is, in a resource-rich environment, com-
manders will utilize resources even when their cognitive system is
so overloaded as to result in a degradation of performance. Other
deleterious effects of such cognitive overload might include (a)
decrement on maintenance of adequate global situation awareness,
(b) impairment of high-level strategic thinking, and (c) diminished
appreciation of the time-scales involved in setting action in train.”

(Omodei et al. In press)

The results from the Omodei et al study could also be explained by the
Misperception Of Feedback hypothesis (MOF) (Langley, Paich & Ster-
man, 1998). The MOF-hypothesis is based on that a decision-maker/con-
troller have such large problems interpreting feedback in systems with
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interacting feedback loops and time delays that they systematically mis-
perceive it. Performance in such situations is often better when it is based
on simple, naïve decision-rules than decisions based on feedback. 

The point is that while “fast” (in the case of Brehmer & Allard, imme-
diate) feedback can improve performance on the level of regulating and
tracking, it is not self-evident that fast feedback improves performance in
relation to the higher control levels like monitoring and targeting that
demand anticipatory actions. It could be that systems that provide a con-
troller with very fast and accurate feedback have the effect that the con-
troller shortens his time horizon, since he/she will be able to evaluate the
actions taken sooner than before. 

If we look into the world of stock trading, an area where the network
centric approach is applied in its full sense, this is very obvious. This could
be one of the explanations to the sudden fluctuations on the stock market.
Since information about business is available to all actors on the market at
the same time, the reactions from the traders have to be very quick. This
causes unwanted chain reactions, and also makes stock trading very sensi-
tive to rumours and false information. The activity of stock trading thus
largely corresponds to opportunistic control in terms of the COCOM, and
sometimes even scrambled. Another interesting aspect of artificial sys-
tems like stock trading is that the regulation process is the result of very
complex interactions between the traders and the possibility to regulate
almost immediately. Although the system has some built in defences, the
traders can respond several orders of magnitudexvi faster than the actual
development of the firms with which value they trade. This means that
corporations that have an actual value in terms of factories and products
may become worthless, and the opposite, that corporations without actual
physical value can increase it. 

In a sense, this is a problem that concerns most control systems that pro-
vide the opportunity to observe and react very fast, independent of
whether the target system responds rapidly or with delay. What would

xvi.Roughly, selling or buying can be done within a matter of seconds. Actual trading 
with physical goods or expansion of factories/businesses takes weeks, months or 
years.
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happen if we increased the time between actions of the controlling system,
but not the feedback from the target system? Earlier studies have focused
on the problem of controlling systems with delayed feedback (Brehmer &
Allard, 1991), and some on systems that respond slowly (Crossman &
Cooke, 1974), although the feedback is not delayed. One hypothesis is that
it could be easier to see the effects of own actions, since many real world
systems respond slowly to the interventions made by the controller. The
reason for why this should be positive is simple. Given that a controlling
system under uncertainty tries to learn how it should achieve its goals, it is
likely that it produces a lot of input to the target system. However, when it
comes to human control, we know from the Bamberg-studies (and other)
that it is difficult to tell the difference between own actions and natural
changes in the target system. This is especially true in cases were there are
long delays between action taken and the actual manifestation of changes
in the target system, independent of whether it is an effect of slow
response from the target system, or delayed feedback. It is in these cases
easy to get caught in the circulus vitiosus were the next action taken will
be based on a false understanding of the effects of the action taken before
it. We can therefore assume that a “fast” control loop can be beneficial if
the control process is based on correct decisions/actions, but if not, which
is often the case in uncertain situations, this will probably lead to large
fluctuations in the target system. The reasoning is naturally based on the
fact that the original pace of the control loop is faster than the rate of
change in the target process. Below, I suggest a study that will examine the
impact of action regulation on human control of slow response systems.

This phenomenon becomes even more intricate if we consider organiza-
tions like the military. Even though the business of trading is complex, the
military business, or any other business involving actual physical move-
ment of larger amounts of people and equipment, is even more complex
since all actions of any significance require planning to a much larger
extent. This means that the controller has to work, as pointed out by Breh-
mer & Svemarck (1994) at different time scales. Brehmer & Svenmarck
made a study of organisational structure and its effect on control. Subjects
were organised in mini-organisations facing the task of extinguishing a
simulated forest fire. They found in their initial study that a centralised



organisation, were one subject had to coordinate his/her colleagues, was
superior to a more open organisations were any participant could commu-
nicate with anyone. Further studies have shown that the findings also
relate to time in the sense that the more open organisation becomes supe-
rior when time-pressure increases. This fits very well with the ECOM, in
the sense that if the rate of change of a target system increases, and thus
cannot be foreseen, we have to adapt to that by lowering our level of con-
trol.

I would like to suggest a similar study, although the focus should not be
on the organizational structure, but rather on the intricate problem of
direct control versus indirect control (delegation). Direct control without
slow response/delays will gives the controller the possibility to act upon
the system directly and could therefore improve performance in tasks
were it is essential to respond fast rather than plan ahead. On the other
hand, a single controller can only handle a limited number of tasks at the
same time. If time pressure increases even more, or the complexity, it is
likely that the controller will loose control. To delegate tasks is in such sit-
uations the most reasonable solution, but then the controller with the main
responsibility for the task has to take the "dead" time between order and
execution into account when planning, demanding more anticipatory plan-
ning. An interesting study would thus be to examine the balance between
complexity, rate of change in the target system and direct/indirect control. 

Below follows a presentation of two studies that gather knowledge
about this, and a discussion about methods for gathering such knowledge. 
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Chapter 3
Method

The theoretical foundations of this thesis proposal discuss control from the
view of Joint Cognitive Systems. These systems tend to be composed of
several individuals who are more or less well organized and are using dif-
ferent kinds of artifacts to do their work. One way to gain knowledge
about such systems is to use a qualitative approach and study such a sys-
tem in the “field”. This provides context-specific data that gives insight
knowledge about the cognitive aspects of a work place. As an example,
Hutchins (1995) has very convincingly described how the crew of an air-
craft carrier uses various tools and work practices to calculate the headings
for the ship. Hutchins argues for that cognition cannot (or should not) be
studied in laboratory settings alone, since “cognition” is divided between
humans, artifacts and practices, like discussed above. One major problem
with Hutchins research is however that it is very hard to make assumptions
about causal relationships from them. The phenomenon per se, that cogni-
tion can be viewed as distributed between artifacts and humans, is interest-
ing, but could have been proven equally well by studying one person using
a calculator. The method he uses (ethnography) generates very exact
knowledge about one single context (high ecologic validity). His main
argument is that we cannot understand a situation without living in it/with
it for a long time. In this thesis however, I have outlined two research
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questions that I would like to investigate. To do this by going into the field
could be dangerous. This is mostly because the questions I will examine
contain some assumptions in the form of causal relationships. If I were to
go out with my hypothesis and examine them in the field, it would be very
difficult to determine these causal relationships. There is a risk that my
observations might lead me to draw conclusions that are not internally
valid.

A more sound approach would in that case have been to have a less well
defined theory, more like an area of interest, and go out into the field, col-
lect data and then try to build some kind of model of how control works.
Followers of for example grounded theory (Strauss & Corbin, 1990) use
this method frequently. The basic idea is to let the data “speak” rather than
trying to enforce a theory on the data. This can generate theory that has
very good validity if the researcher manage to live up to the very hard con-
ditions of the grounded theory approach, namely to consciously try to
ignore the theoretical assumptions and knowledge that he/she carries. In
my case this would be inappropriate since I take a stance in well-known
theories and try to base my hypothesis on them. 

If the models described above are correct (and that I assume), it should
be possible to test different aspects of control and study it in terms of more
or less successful control. The causal chain from monitoring to actual per-
formance is never stronger than our knowledge about the system. In
accordance with cybernetics (Ashby, 1956), we must view systems that
we cannot describe in detail as “Black box” systems. A human or an ani-
mal is thus in part black box systems, especially when it concerns the cog-
nitive abilities. There are many different theories about human
cognitionxvii, but we must not forget that these mostly are hypothetical
constructs rather than measurable entities. The chain of reasoning that has
lead to the conclusions about the inner mechanisms of our cognition could
in many cases be replaced with any similar theory that matches the col-
lected data that is to serve as “evidence” for the theory. By this, I am not
suggesting that it is impossible to examine the inner workings of the

xvii. See for example Gardner (1987) for an overview of theories of human cogni-
tion.
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human mind, but I am saying that I find it sounder to ground my research
on observations of human behaviour in relation to known variables than
theoretical constructs about human cognition. If we instead step back and
look at functional aspects of systems, be it of any kind, and try to establish
these functional relationships under controlled conditions, we can possi-
bly say something that at least applies to that particular function/ability.

3.1 Experimental research

What is then experimental research, or laboratory research? What are the
problems associated with it? There are two main arguments against this
kind of research. First of all, it is possible to claim that laboratory research
have problems with, as mentioned above, ecologicalxviii validity, meaning
that the findings from the lab, no matter how internally valid, does not
apply to any other settings, and especially not to settings outside a lab. The
other argument that occurs when concerning research on the human psy-
che, the cognition, is the one pointed out by several researchers, that cog-
nition is situated and we can therefore not study it in isolation. Hollnagel
dissects that debate by introducing the concept of “cognition in captivity”
(Hollnagel, 2002b). By this, he claims that there is no such thing as iso-
lated cognition or laboratory studies; it is merely a question of different
contexts.

”The important point is, however, to realise that all human perform-
ance is constrained by the conditions under which it takes place,
and that this principle holds for ”natural” performance as well as
controlled experiments.”

(Hollnagel, 2002b, pp 8)

xviii. Ecological validity is a term used to describe the problem of transferring find-
ings from the lab to real settings, see the discussion about micro-worlds below. 
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It is thus not more or less appropriate to study cognition in the lab or in
the field, it is a question about whether or not the two situations are com-
parable. “Cognition in captivity” refers to the fact that cognition remains
cognition in the laboratory, the difference lays in the fact that the degrees
of freedom is decreased. 

Another point is that, as pointed out by Brehmer (in press) in his discus-
sion about microworld research, that generalisation cannot be done on the
empirical level at all.

"Indeed, generalisation cannot be done at the empirical level at all.
It requires theory. This theory should inform the researcher which
variables to look for and how they should be operationalised. A
generalisation involves testing a hypothesis, and this hypothesis
must be derived from a theory. Generalisation just means a further
test of the theory in question. Generalisation simply means testing
hypotheses first tested in laboratory experiments again in circum-
stances outside the laboratory. If the hypothesis is neither rejected
in the microworld study, nor in the study outside the laboratory, we
might say that we have a generalisable result, or we may say that
we have a valid theory. In the end, it comes down to the same
thing."

(Brehmer, in press)

It is obviously so that what we study in the laboratory is not the same
thing as the “real”, non-captive world. It is also obvious that if we try to
draw causal conclusions from an observation, we need to, if not control, at
least reliably measure all variables in the environment that could possible
have effect on the studied. In this case, this is especially problematic, since
the phenomenon of interest concerns several humans trying to control a
dynamic, complex target system. There are thus several variables that are
hard to control, and if I would study this in reality, it would be extremely
difficult to draw any conclusions since it is very difficult to estimate the
actual control over a forest fire. Neither is it ethical or in practice possible
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to test the effect of feedback delays or slow response systems in real situ-
ations.

3.2 Micro-worlds as a tool for experimentation

I still face the problem of designing adequate experiments were I can oper-
ationalise my research question into measurable tasks that can be tested. I
also face the problem of creating situations that are, at least to the subjects,
dynamic in the sense described above. One way to do this is to use com-
puter based simulations, so called microworlds. Several researchers have
suggested this as a possibility to present a dynamic problem to a research
subject and at the same time having the variables under control, or at least
have them in a traceable format. Brehmer & Dörner (1993) suggests that
micro-worlds bridge the gap between the traditional (psychological) labo-
ratory study and the “deep blue sea” of field research. We shall, however,
be cautious and define what a micro-world is. It is easy to say that a micro-
world is a simulation. This is of course partly true if we by simulation
mean any computer program that has some similarity with a real-world
task. It is on the other hand a grave misuse of the term, since a simulation
often claims to be a more or less exact representation of a real-world task.
For example, a flight simulator for professional training may be very
advanced, providing an almost entirely realistic interaction. This is not the
purpose of a micro-world. 

“In experiments with microworlds, subjects are required to interact
with and control computer simulations of systems such as forest
fires, companies, or developing countries for some period of time.
Microworlds are not designed to be high fidelity simulations.
Instead, they are related to the systems that they represent in the
same manner as wood cuts are related to what they represent. That
is, it is possible to recognise what is being represented, but there is
little detail. 
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However, microworlds always have the fundamental characteris-
tics of decision problems of interest, here, viz., complexity and in-
transparency.”

(Brehmer, 2000, pp 7-8.)

The purpose of a micro-world is to present at recognizable problem to
the subjects using it. This is necessary in order to be able to analyse the
material. In qualitative research, the normal procedure is to start with the
data and try to extract some main categories, or variables, and try to estab-
lish some kind of relation between them. In the case of micro-worlds, the
variables belong to the environment, the micro-world, are known and can
be controlled. But the micro-world must still be complex enough so that
the subjects experience a dynamic situation with uncertainty. 

3.2.1 CHARACTERISTICS OF MICRO-WORLDS

Micro-worlds exist in many different versions, but the ones interesting to
this thesis (and the most commonly used) share some fundamental charac-
teristics. They are complex, dynamic and opaque. They are complex
because the subjects have to consider a number of aspects, like different
courses of actions or contradicting goals. Secondly, they are dynamic in
the sense that subjects have to consider different time-scales and unfore-
seen effects since the relationship between different variables are uncer-
tain. The opaqueness comes from that some parts of the simulation are
invisible to the subject, who has to view the target system as a black box.
They thus have to make hypotheses and test them in order to handle the
situation (Brehmer & Dörner, 1993). These three characteristics are repre-
sentative to many real world situations. The inner workings of micro-
worlds like the fire-fighting example provides complex relationships in
form of exponential growth combined with linear control measures, some-
thing that is difficult to comprehend for the research subjects. The number
of variables and their relations determine the complexity. Another impor-
tant issues are to which extent the micro-world match the system it is sup-
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posed to represent. The subjects will of course base their reasoning about
the micro-world on their knowledge about the system that the micro-world
is to represent. This creates some interesting problems, since it is both pos-
sible that the micro-world lacks some parts that the subject assumes exist,
and also the opposite, that the micro-world has some properties that the
subject do not expect to be in it. 

The last point, which does not relate directly to the concept of microw-
orlds, but rather to the design of the experiments, is discussed by Brehmer
& Dörner (1993). This relates to the goals that the subject is to reach when
handling the micro-world. The easiest distinction comes from whether the
subject has to handle one or more goals. To achieve one single goal the
subject does not have to consider side effects. For example, if we use a
micro-world representing a production system and the only goal is to max-
imize profit, the subject does not have to consider if this effects the work-
ers situation, for example their salariesxix. It is thus possible to introduce
goals that are conflicting, forcing the subject to try to balance the effects of
his/her actions. Another problem is the description of the goal, something
that clearly relates to this thesis. Does the goal come in form of a desired
end-state, or does it prescribe that the system reaches a certain level of
functionality? In the example of the fire extinguishing task, the goal is
often defined as a state (no fires left rather than a certain are on fire), but in
for example an industrial production task, the goal is to keep the system
within a certain performance envelope during the entire test. 

3.2.2 RESEARCH APPROACHES USING MICRO-WORLDS

There are three main research strategies when using micro-worlds, the
individual differences approach, the case study and the experimental
approach (Brehmer & Dörner, 1993). The first examines the subjects by
different kinds of tests, like intelligence, and then try to correlate these
tests with the “performance” in the micro-world (see for example Rigas,
2000). The second approach is basically qualitative research in a control-

xix. The example is humbly borrowed from the often cited Brehmer & Dörner article 
”Experiments With Computer-Simulated Microworlds: Escaping Both the Narrow 
Straits of the Laboratory and the Deep Blue Sea of the Field Study” (1993).
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led setting, where the researcher examines the behaviour of the subject
and tries to identify patterns in order to generate hypothesis. The last
approach does not aim at examining differences between different sub-
jects; instead it uses some variable in the micro-world that is manipulated.
The interest lays in that variable. For example, the Brehmer & Allard
(1991, see above) study had one condition with direct feedback and one
with delayed. 

The latter strategy is less problematic in the sense that it avoids the
problem of trying to measure abstract terms like intelligence or personal-
ity, and instead measure interaction with the micro-world. It does not rule
out the problem of individual differences, these are still a problem, but
oppositely to the individual differences approach, it is actually desired that
the subjects are as similar as possible so the effect of the manipulated var-
iable becomes as clear as possible. This approach is the suggested to be
used in the thesis. 

3.2.3 POSSIBLE METHODOLOGICAL PROBLEMS WITH MICRO-WORLDS

One obvious problem that relates mostly to the first research approach
(individual differences) is that the demands put on the subject by the
micro-world only tells us what the micro-world demands, rather than
something about the real world. The third approach (experimental) tells us
what someone can do and not do under certain conditions. But the latter
approach also suffers from the same basic problem, that the results gained
from the experiment only apply to the experimental conditions. 

There is thus always a large threat to the ecological validity of any stud-
ies using simulations. We can state that micro-worlds provide some con-
text-specific characteristics like dynamic development, uncertainty and
opaqueness, but the fact remains that real situations provide a different
kind of stress and other contextual factors that never can be simulated.
After all, the subjects know that they are not fighting a real forest fire, and
they also know that they are not gambling with real money and real lives
when trying to help a developmental country. This can increase the level
of risk that the subjects are willing to take in order to reach their goals,
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especially in the individual micro-worlds like Moro (see below) where the
subjects have “dictatorial” powers (Brehmer & Dörner, 1993). 

Time is in a sense also problematic. Time is almost always compressed
in micro-worlds. In Moro, for example, thirty years pass in less than three
hours (typically, there is no real time limit since it is played in turns). In
the C3fire micro-world, which simulates a forest fire, a trial normally lasts
for about 30 minutes, under which large areas of land may be consumed
fire. This can on the other hand be used for experimentation if the micro-
world allows the researcher to manipulate for example feedback delays
like in the Brehmer & Allard study (1991). Moro, and many other micro-
worlds, are also controlled in “turns”, like a board game, rather than in
clock time. 

Another problem comes from the fact that the typical subject does not
have the professional background to solve the task they are given. Stu-
dents (who are the typical research subjects) are rarely fire-fighters or
experts on ecological systems and development of third world countries.
This is also the answer to why the micro-worlds are low-fidelity simula-
tions where the purpose is to examine how a subject handles a dynamic sit-
uation rather than an actual system. 

It is however possible to argue against this by pointing to the fact that a
high-fidelity simulation using professionals still will have some of the
problems of micro-worlds (for example the fact that the subjects know that
the situation is not reality), and the findings will be less general since the
group tested will be very specific. Another, and perhaps more important
point is that if we use a very complex, but realistic, simulation, it will not
tell us anything more or less than the real system would since it is equally
difficult to understand. Brehmer often uses the example of a cat. A cat may
be seen as a complex system, and the best possible simulation of a cat is
another cat. But another cat is just as hard to understand as the original cat,
and it is not more informative to study the simulated cat than the real cat.
The same goes for a person’s behaviour in relation to the simulated cat: It
is just as complex and intransparent as the behaviour in relation to a real
cat. The argument should hold for microworld studies as well.

The last point is that micro-worlds reflecting a dynamic system suffer
the same problem as a real dynamic system. This is not really a threat to
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validity, but it is still worth pointing out since even small mistakes may
escalate into disasters (Maruyama, 1963), meaning that there is a clear risk
of large differences between supposedly similar subjects. Each trial will
actually be unique in the sense that once the simulation has started, it is
impossible to tell the end state. The interactions between even a very small
numbers of variables that interact with each other create great uncertainty.
The best way to deal with this problem is to make many trials with many
subjects, but even this does not exclude the possibility that the results are
affected by chance. 

3.3 The choice of micro-worlds

The choice of the two micro-worlds must naturally be motivated.
Although the research questions could be answered with several other
micro-world or simulations, or even some other kind of experiment, I have
(preliminary) chosen MORO and C3fire (see below). The answer to the
question is pragmatic and has been discussed before. The main argument
is that there is a large body of data gathered, considering the short time
micro-worlds have been used in research, in earlier studies using these two
kinds of micro-worlds. As pointed out by Brehmer (in press), it is advan-
tageous to keep on conducting experiments with micro-worlds that have
been used previously so the research community gathers comparable data.
It is also so that there exists well-documented experience about the use of
these two micro-worlds, something that helps other researchers to do
methodologically sound research. 

More specifically, both micro-worlds are well suited for examining the
research questions. Moro has multiple goals relating to different time-
scales. Moreover, the Moro-task corresponds to anticipatory control to a
larger extent than the C3fire task does. Therefore Moro serves very well as
an initial platform for examining what happens when we change the pace
of the controlling system in relation to the target system. C3fire has previ-
ously been used to study organisations in dynamic control situations, and
should therefore be appropriate for studies concerning the problem of han-
dling dead time in organisations.
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3.3.1 MORO

The Moro micro-world has been used to a great extent since the eighties
(Dörner, Stäudel & Strohschneider, 1988; Brehmer & Dörner, 1993).
Moro is actually a simulation of Burkina Faso, at least some of the ecolog-
ical systems. The microworld provides a complex dynamic task with sev-
eral processes that have to be managed, working on different time scales.
The simulation does not run in clock time, like C3fire (see below), but
rather in “turns” of one year. 

Figure 3.1: The relationship between variables in the MORO Micro-
world.
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The task presented in Moro is to be advisor to a figurative African tribe,
the Moros, during a period stretching over several (typically 30) years.
The subject is given a “loan” of one million Rikas, the Moro currency and
are instructed to increase the “well being” of the Moros. The purpose of
the game is to maximize the “well-being” at same time as the ecological
system is kept in balance and to be able to repay the loan of one million
Rikas when the game ends. 

The Moros mainly eat meat from cattle herds and a little Hirs that they
grow themselves. It is fairly easy to get more than enough food for the
Moros early in the game simply by fighting the Tsetse-flies that plague the
Moro cattle and increase the watering of the fields the herds inhabit. If
there is an over-production of cattle, it is possible to sell cattle and thereby
earn money. 

A problem with this approach may rise since to much cattle will put the
ecological system out of balance since the cattle will eat so much grass
that they cause erosion and eventually have to little to eat. Another danger
is that the ground water level decreases too much since it is possible to
build to many springs to water the pasture land and the Hirs fields. The
main variables and their influence on each other can be seen in figure 3.1.

Measurable variables in Moro
Almost everything in Moro is measurable (see figure 3.1). Which vari-

ables we care to examine naturally comes from the formulation of the
norm/goal in the experiment. If we assume that the overall goal of all tests
is to make thing better for the Moros, the amount of living Moros and the
amount of food they have available are two crucial aspects. The health of
the ecological system is also important (the cattle, the grass they eat and
the hirs fields), and after this other aspects like teaching and health care.
The financial situation is of course also relevant. Schaub & Strohschneider
(1989) has provided a tool to calculate performance in the Moro micro-
world. The tool helps the researcher to categorize subjects according to
different performance criteria. 

The Schaub & Stroschneider tool is probably less useful in a study like
the ones proposed in this study since it is based on six different values,
ground water level, capital, deaths from starvation, pasture land, harvest
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and cattle, that develop on different time-scales. However, it still gives
some guidance to which variables that are important in Moro. These vari-
ables are mostly concerned with the basic needs for survival in the Moro
micro-world and economy. It is naturally possible to measure many other
variables in Moro, like population size, development of health care,
number of teachers employed etc. 

Moro thus offers a complex and opaque task involving goals on differ-
ent time-scales and the possibility to manipulate the interaction rate
between the subject and the development in the simulation. This makes
the micro-world a relevant choice for studying the relationship between
the speed of the controlling system and the target system. 

3.3.2 C3FIRE

C3fire is a micro-world based on the fire-extinguishing task, originating
from the DESSY (Dynamic Environment Simulation System) (Brehmer,
1987) and D3fire (Distributed Dynamic Decision Making) (Svenmarck &
Brehmer, 1994; Brehmer & Svemarck, 1994) microworlds (Granlund,
2002).

Figure 3.2: The C3fire micro-world. The subjects have to cooperate 
to extinguish a simulated forest-fire. The development of the simula-
tion is set by a manager in a number of script-files (Granlund, Johans-

son & Persson, 2001).
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The problem presented in the C3fire microworld is that a number of fire
brigades have to be coordinated in order to extinguish one or more forest
fires. The forest fire develops in an area that is limited to, at least in the last
version of the simulation, 40x40 squares, corresponding to an area of per-
haps 20x20 km, although this can be manipulated. This area may contain
other objects than forest, like houses. The simulation is normally config-
ured so that the fire brigades have a limited view of the area in the game
and therefore has to cooperate in order to be successful. 

C3fire can be configured for many different purposes, but typically it is
arranged in such a way that a staff is responsible for coordinating two or
more ground-chiefs (humans) that in turn control at least two fire brigades
each (simulated), see figure 3.2

Figure 3.3: The C3fire client interface. Each fire brigade is repre-
sented by a number. In this configuration, the fire brigades can only 
see nine squares; the one they are standing on and the adjacent eight 

squares.



The C3fire micro-world is distributed in a client-server configuration,
meaning that each subject working in the simulation runs his own client.
The experiment administrator have the power to decide which participants
that can communicate with each other, and also how much information all
participants are to get from their fire brigades concerning positions on the
map and how much the brigades actually see of the map (see figure 3.3).

It is also possible to share databases between subjects in the micro-
world, for example textual and graphical (Artman & Granlund, 1999;
Granlund, 2002). Each trial are based on one scenario file and one config-
uration file. The scenario file contains information about where a fire is to
start and when, how fast the wind blows, in which direction, how long a
simulation should last (typically 30 minutes) and messages that are to be
sent from the simulation to the participants. For example is it possible to
send a message with an alarm about a new fire to one or more of the par-
ticipants at a given time. The configuration file contains information about
objects that exist in the simulation (trees, houses, fire brigades), which
roles that are available and which information they are to receive from the
simulation.

Measurable variables in C3fire

All events in C3fire are saved into a log-file. All interaction in the system
can be measured, like positions of fire-fighting units, fires, messages sent,
burned down are etc. What typically is measured as performance criteria is
the area that has burnt down or been saved. On this area there are objects
that can be assigned value, houses and trees. A house can for example be
worth ten times the value of a square containing neither trees or houses,
and a square with a tree on it can be worth twice as much as an empty
square. If we make such a weighting system, it should be possible to com-
pare two trials of C3fire and calculate which trial that is the more success-
ful.
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Chapter 4
Suggested studies

Below follows a description of tow different studies, one experimental and
one explorative, to examine the questions raised in the theoretical synthe-
sis.

4.1 Study 1

Hypothesis: Variables that are developing on a longer time-scale in
Moro, like amount of cattle in relation to size of the pasture land in rela-
tion to the number of wells should benefit from the 2- and 4-year condi-
tions. Subjects performing in the delayed conditions should also show
fewer cases of catastrophic developments in the system. 

One factor – three levels. Between subjects design.

All different conditions will participate in a Moro-simulation using the
same scenario (using WinMoro). In Moro, the subject normally is allowed
to monitor the progress and take action once every (simulated) year. How-
ever, this interval has little connection to the actual developmental cycle
of the parameters in Moro. Actually, the full effect of an action can in
some cases not be seen until several years later, especially when it con-
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cerns side effects. As a simple example, if a subject decides to fight the
tse-tse flies that plague the cattle on the first year, the complete effect of
this will not be visible until four Moro-years later (see figure 4.1). 

Figure 4.1: A comparison between a ”0”-simulation, no variables 
have been changed, and a simulation were the tse-tse flies are fought 
with maximum force from year one. The actual effect on the cattle 

population peaks after four years.

The idea behind the experiment is to test different action intervals, one,
two and four years, and see which effect this will have upon the subjects
ability to control the Moro microworld. Subjects are normally allowed to
interact with the simulation once every simulated year. During this time,
they can monitor what has happened since last year and, based on this,
decide what should or should not be done until next year. Since the sub-
jects are unfamiliar with the task, they are initially forced to rely on trial
and error. They have to make hypothesizes about the relationship between
different variables in Moro and what effect their actions will have on the
simulation. However, since feedback from different actions in most cases
is delayed, they will have problems monitoring the effects of their actions.
A subject may for example decide to fight the tse-tse flies year one. When
he/she plays the next turn there is probably no observable change in terms
of the amount of cattle. Unless the subject keeps on fighting the flies for a
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few years more, he/she may hypothesize that there are no relation between
the amount of cattle and the number of cattle, or that the effort invested in
fighting the tse-tse flies was to weak. The risk for over-manipulation is
evident. The Moro-microworld also suffers from a very large number of
variables that the subjects can manipulate, something that makes it even
more likely that the subjects will fail, at least according to the MOF-
hypothesis by Langley, Paich & Sterman (1998, see above). It is also in
line with the basic cyclical model since one of the obvious problems a con-
troller faces is that the construct (understanding) of the situation is wrong
because of misinterpretations of the development in the target system
state. There are also findings from Jensen & Brehmer (submitted) that
suggest that performance in dynamic control is increased when the deci-
sion-maker/controller is forced observe the development of the process
over more than one point in time, and thus also wait before taking action. 

The independent variable is the number of years that pass between each
time the subject are allowed to take action. The subjects will still be
allowed to monitor changes in the system each year. What we do when we
introduce this is that we change the rate by which the controlling system
can take action, we are, relative to the target system, slowing it down. 

Since MORO require the controller to actively search for information, it
is easy to see what information the controller looks, and more importantly,
how often. 

The dependent variable is the six variables described in the Schaub &
Stroschneider tool, although not with the same rating. Rather, the varia-
bles will have to be examined individually. 

4.1.1 NUMBER OF SUBJECTS

The number of subjects has to be calculated based on a pilot study. The
pilot study will start with ten trials in each condition. 

4.1.2 SELECTION OF SUBJECTS

Subjects will be volunteers recruited among the students at Linköping
University. These volunteers will be offered a movie ticket (equals about
90 sek) for their participation and will also be instructed that the subject
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that performs best in the study will gain two additional tickets as a moti-
vational factor (in their condition of course). A criterion for participation
is that the subject has not previously participated in any Moro-studies,
since this could introduce problems with learning effects.

4.1.3 PROCEDURE

Hired experiment leaders will conduct all experiments. Each subject will
have to fill in a simple form where they assure that they understand that
their participation will be treated anonymously, and that they have volun-
teered to participate and agree to allow the results from the test to be pub-
lished. They will also basic questions about age, gender, education and
experience of similar computer simulations (games like Civilization, Sim-
City etc). 

After this, they will be randomly assigned to one of the conditions.
They will then conduct a short training session together with the experi-
ment leader with Moro to assure that they understand how interaction with
the micro-world works. Then the experiment starts.

The subjects are instructed that they cannot ask the experiment leader
about the simulation ones it started. After this, they get a paper with some
basic instructions about the Moro task on it. The instructions will be sim-
ilar to instructions used in previous research (Elgh, 2002; Rigas, 2000)
although slightly more specified concerning the desired state of the six
central variables. They are allowed to study this as long as they want
before they start and they are allowed to keep it during the trial. After they
have started, they are to run the Moro-simulation for 25 Moro-years. The
Moro simulation will be in balance when it starts and the subject will get
1000 000 Rikas as a starting budget, which is a large enough sum to make
considerable investments. The money is to be considered as a loan that
should be repaid at the end of the game. 
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4.2 Study 2

The purpose of this study is to examine anticipatory control, much like the
Crossman & Cooke (1974, see above) study, but extended to an organiza-
tional perspective, using the C3fire microworld. It is not a true experiment
in the same way as the study described above since it lacks a null hypoth-
esis. It also differs from the experiment described in hypothesis one in the
sense that it is conducted with a system that runs in clock time rather than
turns. While the first experiment concerns control of slow response sys-
tems, this experiment concerns direct versus indirect control of complex
situations with high time pressure. In a sense there is a delay in the con-
trolling system since (in one condition) the controllers actions are carried
out by other parts of the organization, see below. 

The purpose of the experiment is to examine the effects of direct and
indirect control in a dynamic control situation. While direct control of a
system that responds "quickly" can be managed mostly by compensatory
control, a system with slow response or "dead time" has to be managed
with anticipatory control. 

Two different conditions will be used. Both of them concerns the same
task, namely controlling the simulated forest fires of the C3fire microw-
orld. In the first condition, a single subject is to act as commander over a
number of simulated fire fighting units, which he/she controls directly via
the C3fire interface. In the other condition, one subject is to act as com-
mander over two hired  “ground chiefs”, who in turn controls the fire
fighting units. The ground chiefs cannot communicate with each other,
and they cannot see each other’s action unless they move their fire bri-
gades within visual range of each other. It is thus in practise impossible for
them to coordinate their actions without support from the commander,
very much like in a real rescue operation. The ground chiefs are however
trained participants that take part in all the studies. The reason for this is
that if all positions in the organization were to be taken by new subjects in
each trial, a very long training period would be needed for each experi-
ment (Johansson, Persson, Granlund, Artman & Mattson, 2001). 

In many real-world tasks, the controller who makes a decision is rarely
the same person who actually executes the decisions. He/she normally del-
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egates the task to someone else. In this way, the controller can handle a
number of different tasks at the same time, serving as a coordinator of
action. In the Brehmer & Allard (1991) study, the subjects were also, in a
sense, responsible for controlling an organization. An important differ-
ence is though that the subordinates were simulated in all conditions. It
was possible to delegate action to the simulated subordinates, but the sub-
jects rarely used this opportunity. In the suggested study, the subjects (in
condition 2) will issue commands to actual persons, something that may
increase delegation. The fact that the commanders will have to issue
orders to persons will probably also make the more aware of the need to
plan, to conduct feedforward control. This problem was noted already by
Brehmer & Allard in the 1991 study.

“This suggests the alternative possibility that subjects simply did
not understand the task well enough to realize that they could
increase their own efficiency by letting the FFUsxx make the deci-
sions. These problems clearly merit further study.”

(Brehmer & Allard, 1991, pp 333)

In this study, there will not be any feedback delays, but instead "dead
time" in form of the subordinates (the ground chiefs) that the subject has to
manage (in one of the conditions). In the Brehmer & Allard study, the sub-
jects failed to take the delays into account. This study will examine if they
are able to take "dead" time into account when working under time pres-
sure. An important difference from this "dead" time or slow response from
the slow response system of the Crossman & Cooke (1974) study is that in
this case the source and nature of the dead time should be obvious to the
participants.

xx.  FFU, Fire Fighting Unit, my comment. 
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Research aim: The study is explorative in the sense that I will not
present a concrete hypothesis, at least not a null hypothesis. Rather, the
study should be seen as exploring the effects of indirect and direct control
of a dynamic target system. There are some points of measure that will be
given extra attention, and that are the ones presented in the Brehmer &
Allard (1991) study, namely the area saved in each conditions, the type of
orders, the use of delegation and how well the commanders manage to use
the resources, the time the fire fighting units are inactive. 

4.2.1 SELECTION OF SUBJECTS

Subjects will be volunteers recruited among the students at Linköping
University. These volunteers will be offered a ticket to the movies (equals
about 90 sek) for their participation and will also be instructed that the
team that performs best in the study will gain two additional tickets per
subject as a motivational factor (in their condition of course). A criterion
for participation is that the subjects have not previously participated in any
C3fire, or similar fire games like DESSY, NEWFIRE or D3fire, in order
to avoid learning effects. 

4.2.2 PROCEDURE

Each subject will have to fill in a simple form where they assure that
they understand that their participation will be treated anonymously, and
that they have volunteered to participate and agree to allow the results
from the test to be published. They will also answer basic questions about
age, gender, education and experience of similar computer simulations. 

The subjects will take the role of commander in a small rescue organi-
zation, simulated in the C3fire microworld. The roles of ground chiefs will
be taken by hired participants (students). Naturally, they will receive
appropriate training before the experiments start. 

The simulation is configured so that the ground chiefs only can se the
view provided by their own fire brigades, but the commanders will have
the view of all the fire brigades, thus possessing feedback on “all” availa-
ble information in the system. “All” in this case represents the information
given by the fire brigades, which in previous studies have been able to see
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a total of about 16% of the total area in the C3fire simulation if deployed
optimal. It is however possible to manipulate the area that can be seen, and
it will also probably be increased significantly. This means that the fire
brigades will have to be used not only as fire fighters, but also to gather
information about the fires they are fighting. Every time a fire starts, the
commanders will be informed of this in an e-mail, although they may not
be given the exact position of the fire in all cases. The ground chiefs can-
not send mail to each other, all information exchange will have to be done
via the commanders. 

The ground chiefs will be placed in separate rooms so it is assured that
they cannot speak to each other.

The first part of the experiment is a training trial. During this trial, the
subject is supposed to accustom with the technical part of the micro-
world. The experiment leader answers questions of technical nature (not
questions concerning the dynamics of the simulation) in this phase. After
this, the commander will be shown a re-play of the trial and is allowed to
ask more questions, although he/she still is not allowed to ask questions
concerning the dynamics of the game. 

The commander is given a paper map of the area in the simulation and is
given ten minutes to plan for the next trial. After ten minutes, the next trial
begins. After that, the procedure is repeated one more time. The length of
each trial will depend on the configuration of the micro-world. Earlier
experiments have typically lasted between fifteen and thirty minutes.

4.3 Possible threats to internal validity

There are some obvious threats to the internal validity in the studies. The
main problem is of course that humans may perform differently on differ-
ent occasions because of many reasons. There is thus a clear risk that
effects of the independent variables can be obscured by other factors. Sub-
jects can become tired, sad, distracted by personal problems or oppositely
more fit than the average subject and therefore perform more or less
well.The largest risk at hand in this case is to make a type II error, suggest-
ing that there is no difference between the conditions when there really
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exists one. If I follow the suggested designs above, I hopefully have
reduced the risk of this to some extent since I aim using student volun-
teers. The volunteers should be motivated, both because they volunteer
and because they can gain an additional reward (extra movie ticket) if they
perform well. It is also likely that they show some kind of homogeneity in
their background concerning education since they are students. This
should be positive in this kind of study when the aim is to have as equal
performance as possible within the groups. The design, between subjects/
groups also reduces the problem because the subjects only participate in
one of the conditions, hopefully making the effects more clear. 

The threat that someone previously should have familiarized them-
selves with the tasks or the microworlds, is hopefully coped with since I
will reject all subjects that have participated in studies using any of the
micro-worlds, or similar. The worst threat would be that some of the sub-
jects that have experience of the micro-world simply lie to me in order to
increase their probability of getting the reward, and thereby maliciously
disturbing the result. Another history related problem is the experience of
computer games that have similar characteristics to C3fire and Moro, for
example war games or games like SimCity. This is more or less unavoid-
able considering the basis for my recruiting. The only thing I can do here
is to include a question concerning this in the form that all participants are
to fill in prior to the experiment. In this way, I do not eliminate the threat,
but at least I can trace it. 

The connected threat, maturation, should not be a problem in this case
since neither experiment includes pre-tests. Instrumentation should not be
a problem either since the same instrument is used all the time. 

Attrition, the threat that some subjects drop out of the study for various
reasons, of course exists, but it is not really a big problem since that sub-
ject easily can be replaced with a new trial with a new. 

The risk that some subjects get tired does exist. Especially the first
experiment is time demanding. A typical MORO-experiment may last as
long as three hours, and it is difficult to remain concentrated for such a
long time. But the alternative, to take a break during the trial is not very
attractive either. This because such a break would have to be given at the
same time for all subjects. In such a case, some subjects might loose con-
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centration because of the break rather than because they did not have a
break.

The threats against construct validity are hard to analyse in advance.
There is however one clear threat, namely the connection between the
dependent variable and the theory used to make the connection between it
and the independent variable. The first risk is that no such connection
exists, and therefore it is meaningless to perform the test in the first place.
If it would be the case, I have based my entire reasoning on a fundament
that cannot carry it. The other threat is the risk that the dependent and/or
independent variables are to vaguely defined and thus are unable to create
any significant results. This is of course very hard to know in advance. The
dependent variable should be less problematic in these cases since it is
clearly defined and possible to measure with high reliability. An advan-
tage of the independent variable is that it is a part of the simulation, and
thus will be administrated in the same way to all subjects. 

4.4 Threats to external validity

External validity refers to the degree to which research findings generalize
beyond the specific context of the experiment being conducted. This has
to some extent already been focused in the discussion about the use of
microworlds and experimental research above. However, there are of
course some problems, especially with the population from which the sub-
jects are taken. In order to make externally valid findings, it should be pos-
sible to generalise results to other populations, environments and times.
This cannot be assured from the experiments suggested above. It is rather
so that we must see the suggested experiments as a point of departure. If
we would find interesting results from the suggested research, it could be
worth extending the studies to other populations or contexts. 

The experiments described above can help us to understand some of the
problems related to control, time and delays. The first experiment will
hopefully provide some insight in whether short action intervals really are
good for a task characterized by a large element of planning. The second



experiment will give us some insight in how well people handle systems
that have "dead" time. 
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Chapter 5
Conclusion

To many practitioners of control over slow responding systems, the ideas
presented in this thesis proposal may not seem very surprising. For exam-
ple, in Swedish nuclear power plants, the operators always wait 30 min-
utes before taking action if something unforeseen occurs, and in health
care it is a well-known practice not to change the dosage of medication
during the first 24 hours after it was initially administrated. These simple
heuristics have evolved from practice. However, although much research
has been made about control of slow responding systems or systems with
delayed feedback, or even both, there are little other findings than the fact
that it is extremely difficult to control these systems. The reason for this is
simple. Slow responding system and systems with delayed feedback
demands feedforward control, and feedforward control is always based on
a hypothesis of the process, more or less strong. Practice is often sug-
gested as the only solution to the problem, since, and in accordance with
the “model” demand, see Brehmer (1992) above, it seems that people have
the ability to learn to control systems that respond slowly by anticipatory
action. Feedback relates to feedforward in the sense that it is necessary in
order to learn how a system or a process works. This is when time
becomes a problem, since learning/adaptation takes time. As discussed
above, there is also a risk that the controller gets caught in a vicious circle
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of false interpretation of the situation it is to control because of problems
of understanding which changes in the state of the target system that are a
cause of the controllers action rather than other factors. This becomes
especially difficult when we consider the controllers understanding of
how different processes in the target system develop over time.

The law of requisite variety states that if a controller successfully is to
control a target system, it has to (at least) have the same variety as the tar-
get system (Ashby, 1956). What is NOT stated in the law of requisite vari-
ety, but implied, is that the temporal aspect of variety. Time has been
described as a relation between two or more activities. Temporal notions
like fast, slow, before, after, overlapping etc, are thus based on these rela-
tionships. This means that five seconds of clock time can be a long time in
one situation and a short time in another situation. It all depends on the
relation between the controller and the target process. If a controller has
the ability to take appropriate action once per minute, he/she will not have
any problem handling a system that changes more seldom than this. If the
controller further is able to see a pattern in the rate of change in the target
system, he/she will be able to anticipate when to take action and can thus
free resources between the times he/she has to act. This is the most impor-
tant characteristic of a cognitive system, the ability to adapt. As pointed
out by Hollnagel in the discussion of the ECOM (see above), humans have
the ability to make trade-offs between different levels of control, dynamic
control often forces us to do this. Since the environment often force the
controller to shift goal or even completely change goals, the temporal
dimension of the activity also changes. Based on this, we could say that if
we take two systems that are equal in all aspects except this, the system
that adapts to a situation faster is the better. The question is how to support
adaptation.

If a controller is to use the information in such a way that quality
increases, or at least not decreases, the controller has to study and evaluate
that information when planning his/her next action. However, this is not
always a feasible option when time is not unlimited for each decision, as in
dynamic situations. Goal formulation is naturally one of the tasks that put
the highest demand on a controller in a real-time dynamic task, since the
controller both have to judge for how long he/she can keep planning
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before they have to do something. A common (and dangerous) response to
this, at least in the Bamberg-studies, is to ignore the planning phase and
turn to opportunistic control, trial and error. A recent study by Jensen &
Brehmer (submitted) shows that subjects/controllers have difficulties in
taking advantage of additional information that in reality could support
them in their task. The previously mentioned study by Omodei, Wearing,
Mclennan, Elliot & Clancy (in press) also supports this. In a fire fighting
task that was to be managed by a small hierarchical organization, com-
manders given fast and accurate feedback actually performed worse than
other subjects. The problem with providing much information is that it is
only useful if the controller has a model of the system. Otherwise it may
be mostly confusing, something that is especially devastating initially in a
dynamic control task. The most important thing for a controller is namely
to create a hypothesis about how a system works and test that against the
system, and to achieve this understanding as early in the development as
possible. Forcing the controller to wait before taking action could help the
controller in the sense that he/she gets a chance to observe the develop-
ment of the target process, rather than jumping straight to trial and error. It
is this question that will be tested in the first experiment suggested in this
proposal.

From an organizational view, time and feedforward control becomes
even more intricate. All organizations have built-in delays to some extent.
If a commander issues an order to his soldiers, there will be time between
the order and the actual execution of the order. This time must be a part of
the planning. Parts of the controlling system can thus provide delays that
do not exist in target system. In such cases, the task of the commander is to
use parts of his “own” system to achieve control over another system, a
form of indirect control. Brehmer & Allards (1991) study showed the dev-
astating effects of delayed feedback in a dynamic control task. However,
the findings applied to individual control, although a simulated organiza-
tion was involved. The second experiment suggested in this thesis will
look into the same problem, but will study the effect of delays originating
from the own control system.

This thesis proposal has given an overview of control and time, based
on cognitive systems engineering and dynamic decision-making. Control



has been described as an activity conducted by a controller in order to
either keep or change the state of a target system so it corresponds to a
desired state. Further, control can be described both as anticipatory and
compensatory, in the case of humans as controllers mostly a mix of both.
The studies suggested will hopefully extend our understanding of human
control over dynamic systems and the timeliness of action.
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Chapter 6
Further research

Apart from the suggested studies, there are of course other questions that
have risen during this work. First of all, the hypothesis presented should
only be seen as overall suggestions. If I actually would be so fortunate that
there are interesting findings from these studies, other questions will need
to be answered. For example is the formulation of goals, as concluded
above, central to successful control since they are the very things that the
entire development of the control process is compared against. 

Further, change between different levels of control that is described in
the ECOM and COCOM should be examined. There are findings from the
field indicating that information systems that are designed for a certain
task, corresponding to specific time-scale or goal level are abandoned or
changed, “tailored” when the operators experience that they do not have
time enough available to use to the equipment to reach their goals. They
rather stop using it, causing confusion in the rest of the organization that
uses the information system (Johansson & Persson, 2002). Such reactions
can be described in terms of the changes between control levels/modes,
and it would therefore be interesting to test the assumption that a certain
type of interface/system improves performance in relation to one type of
goal/time-scale, but not on other. 
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