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Abstract

This paper is  a study of IEEE Standard 802.16 Medium Access Control (MAC)
Layer in Distributed Mesh Networks. IEEE Standard 802.16 is a Wireless Metropolitan
Area Network (WMAN) technology that can connect different IEEE 802.11 (Wifi) host
post with each other and to other parts of internet. It can provide network for a wireless
router and at the same time this router can be installed in the office, house or university.

WiMAX (Worldwide Interoperability for Microwave Access) is a certification mark
for  products  that  pass  conformity  and  interoperability  tests  for  the  IEEE  802.16
standards. Products that pass the conformity tests for WiMAX are capable of forming
wireless connections between them to permit the carrying of internet packet data. The
idea of WiMAX is similar than Wi-Fi but it is not the same. It is a step much higher
than Wi-Fi because it is focused to offer internet for a whole city. It has much higher
capacity and longer distances. 

IEEE 802.16 defines a  MAC Layer that  supports multiple physical  layer  (PHY)
Specifications and different topologies; Point to Multipoint (PMP) and Mesh Networks.
In this first topology there exist a Base Station (BS) that have direct links with all the
Subscriber Stations (SS). If any Subscriber Station requires transmitting to another SS,
the message must convey the Base Station.
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IEEE 802.16 MAC Layer

1 Introduction

The overall thesis is not understandable without providing a general overview of the
IEEE Standard 802.16. It is important to indicate the different possibilities there are in
this Standard. In the last part of this introduction it is explained the aim of the thesis.

1.1 Frecuency Bands
The available spectrum conditions the applications, depending in the used spectrum,

the network shall have a concrete features. There are two different Bands in use: 10 – 60
GHz and Frequencies below 11 GHz..

1.1.1 10 – 60 GHz Licensed Bands

In this range of frequencies due to the short wavelength, it is required line-of-sight
(LOS) and the effects of the multipath are insignificant. Channel bandwidths of 25MHz
or 28MHz are typical in this band.

1.1.2 Frequencies below 11 GHz

In the frequencies below 11GHz due to the longer wavelength line-of-sight is no
required and multipath may be negligible. For supporting near-LOS and non-line-of-
sight (NLOS) scenarios it  is required additional PHY functionality. Optionally some
MAC features can be introduced, such as Mesh topology and Automatic Repeat Request
(ARQ).

This  range  of  frequencies  may  be  licensed  or  license-exempt  bands.  They  are
similar, however license-exempt bands introduce additional interference. The PHY and
MAC introduce Dynamic Frequency Selection (DFS) mechanism in order to detect and
avoid interference.
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1.1.3 Air interface

In the IEEE Standard 802.16 there are various air interface specifications. All of the
are shown below.

Designation Applicability PHY 
Additional 

MAC 
requirements 

 
Options 

Duplexing 
alternative

 

WirelessMAN-
SC™ 

10–66 GHz SC 
 

  TDD 
FDD 

WirelessMAN-
SCa™  
 

Below 11 
GHz 
licensed 
bands 

SCa 
 

 AAS  
ARQ (2.3) 
STC  

TDD 
FDD 
 

WirelessMAN- 
OFDM™  

Below 11 
GHz 
licensed 
bands 

OFDM  
 

 AAS  
ARQ (2.3) 
Mesh (1.3.2) 
STC 

TDD 
FDD 
 

WirelessMA N-
OFDMA  
 

Below 11 
GHz 
licensed 
bands 

OFDMA  
 

 AAS 
ARQ (2.3) 
STC 

TDD 
FDD 
 

WirelessHUMAN™  
 

Below 11 
GHz 
license-
exempt 
bands 

SC 
OFDM 
OFDMA 
 

DFS (6.3.15) AAS 
ARQ (2.3) 
Mesh (1.3.2) 
(with OFDM 
only) 
STC  
 

TDD 
 

 
 Figure 1 -- Air Interface Nomenclature

There are four different physical layers (PHY) as it  can be seen in the previous
table: SC, SCa, OFDM and OFDMA. Only SC physical layer performs over 10–60 GHz
licensed bands. The rest if the physical layers work over frequencies below 11GHZ.
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1.2 Reference Model
The MAC layer in the IEEE Standard 802.16 is composed by three sublayers.

— Service-Specific Convergence Sublayer (CS): It provides any transformation
or mapping of external network data.

— MAC Common Part Sublayer: This is the largest sublayer. It provides the
core MAC functionality of system access, bandwidth allocation, connection
establishment, and connection maintenance.

— Security  Sublayer:  It  provides  authentication,  secure  key  exchange,  and
encryption.

It is shown in the following figure.

MAC SAP

CS SAP

PHY SAP

Management Entity
PHY

Management Entity

Service-Specific
Convergence Sublayer

Management Entity
MAC Common Part Sublayer

Security Sublayer

MAC Common Part Sublayer

(MAC CPS)

Security Sublayer

Service-Specific
Convergence Sublayer

Physical Layer
(PHY)P

H
Y

M
AC

N
et

w
or

k 
M

an
ag

em
en

t S
ys

te
m

Data/Control Plane Management Plane

Figure 2 --. IEEE 802.16 Protocol layering

Although the MAC layer is composed by three different sublayers, Service-Specific
Convergence Sublayer and Security sublayer are very slender comparing with MAC
Common part Sublayer which is going to be the main objective of studying.

1.3 MAC Common part Sublayer
When there is a common air medium which must be shared, an efficient sharing

mechanism has to be used to utilize it in a efficient way. In the IEEE Standard 802.16
there are two different sharing wireless media; Point to Multipoint (PMP) and Mesh
topology wireless networks.
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1.3.1 PMP

This topology operates with a central Base Station (BS) and its sectorized antenna
which has the capability if handling multiple indepent sectors simultaneously. Within a
given frequency and antenna sector, when the BS transmits all the Subscriber Stations
(SSs) receive the same transmission. The BS owns the control of the downlink. Respect
the Uplink, all the transmissions are directed to the BS. The BS manages the network by
coordinating  the  transmission  of  the  SSs.  It  does  not  require  to  coordinate  its
transmission with other stations.

SS

SS SS

SS

BS

 

Figure 3 -- PMP Network topology

1.3.2 Mesh

The main difference between the PMP and Mesh mode is  related with the  link
among  the  Stations.  In  PMP all  the  transmission  occurs  between  the  BS  and  SSs,
whereas in Mesh mode the traffic can be placed directly between two SS and the SSs do
not must have direct links with the Bs. The traffic can be enrouted through other SSs.

Figure 4 -- Mesh mode Topology.
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In Mesh mode the concept BS refers the station which has a direct connection to the
backhaul services outside the Mesh Network. All the others Stations are termed SSs.
Within Mesh Networks there are not Down link or Up link concepts.

Nevertheless a Mesh Network can perform similar as PMP, with the difference that
not all the SSs must be directly connected with the BS. The resources are granted by the
Mesh Bs. This option is termed Centralized Scheduling.

Concurrently  there  is  another  manner  to  schedule  the  transmissions,  Distributed
Scheduling.  In  this  case  all  the  Stations  even  the  Mesh  BS  must  coordinate  their
transmissions with the others. And all the Stations shall broadcast their schedules.

1.4 The Aim of the thesis
This  thesis  consists  in  Investigation  of  the  IEEE  Standard  802.16  MAC  layer,

specifically the MAC Common part sublayer which provides the functions desired for
the  studying.  These  fuctions  are:  Construction  of  MAC  PDU  with  the  respective
mechanisms,  the  entry  and  synchronization  process,  operation  for  selecting  the
frequency and the frame structure with the corresponding schedule within the frame.

At the same time, in the chapter before the last, it is added a comparison between the
IEEE Standard 802.11 MAC layer in ad-hoc networks and the IEEE Standard 802.16
MAC Layer in Distributed Mesh Network. This comparison is realized with the help of
the thesis “Investigation of IEEE standard 802.11 Medium Access Control (MAC) layer
in   ad-hoc networks and comparison with IEEE 802.16 distributed mesh networks”
written by Fernando Garcia Torre.
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2 MAC PDU

Each Standard has a different structure of messages. This structure is influenced
greatly by the characteristics of the standard, as well as the standard depends in the
features of the messages. Therefore it is mandatory start explaining the MAC PDU. In
this  chapter  the  reader  shall  acquire  a  proper  idea  of  the  messages  that  provides
information about the next chapters. 

2.1  MAC PDU formats
Each PDU shall commence with a fixed-length Generic MAC header. As it is being

studying the Standard in the Mesh Mode it can be already included the Mesh subheader
however  as  it  is  logic  this  subheader  is  only  necessary  for  Mesh Network.  All  the
subheader  included  the  Mesh  subheader  are  within  the  payload  but  among  the
subheaders, the Mesh subheader shall be always the first. The implementation of CRC
capability is mandatory for SCa, OFDM and OFDMA PHY layers. Therefore, as Mesh
Mode is supported only over OFDM, CRC shall be included in the PDU format.

Figure 5 -- MAC PDU format

Generic MAC
header (48bits)

Mesh Subheader
(16bits) Payload (optional) CRC
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There are two different MAC header formats. The first and the most important in
this moment is the generic MAC generic that stars each MAC PDU containing either
MAC  Management  messages  or  CS  data.  The  second  is  used  when  requesting
bandwidth (bandwidth request header). The generic MAC header is illustrated below:
 

 
 

H
T 

=
 0

 (
1)

 

EC
(1

) 

Type (6) 
R
sv

 (
1)

 

CI
 (

1)
 

EKS 
(2) R

sv
 (

1)
 

LEN (11) 

 

CID (16bits) HCS (8bits) 

 

Figure 6 -- Generic MAC header format

HT : Header type
Shall be set to zero. Otherwise (“1”) it is a Bandwidth request header

EC : Encryption Control
Payload is encrypted(“1”) or no (“0”)

Type
This  field  indicates  the  subheaders  and  special  payload  types  present  in  the

messages payload. It is organized by bits. Beginning from the most significant bit
(MSB)#5:

• #5: Mesh subheader present (“1”). In our case it shall set to 1.
• #4: ARQ Feedback Payload
• #3: Extended Type. Packing or Fragmentation subheaders extended.
• #2: Fragmentation Subheader
• #1: Packing Subheader
• #0:  FAST-FEEDBACK  allocation  subheader(downlink)  or  Grant

Management subheader (uplink) present

CI : CRC Indicator
CRC is included (or no) in the PDU

EKS : Encryption Key Sequence
The index of the Traffic Encryption Key (TEK) and Initialization Vector used to

encrypt the payload
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LEN : Length
The length in bytes of the MAC PDU including the MAC header and the CRC if

present

CID : Connection identifier
The CID construction is different in PMP and Mesh Mode. It shall be used a 8bit

link identifiers (Link ID) for addressing nodes in the local neighborhood. One ID for
each link. The Link ID shall be transmitted in each MAC generic header as part of
the CID in unicast messages. 

If it is a MAC Management broadcast Xmt Link ID shall be 0xFF and the CID
shall constitute of Xmt Link ID (1byte = 0xFF) and Logical Network ID (1 byte), if
not it shall be as follows:

Type: (2bits) 0x0: MAC Management
    0x1: IP

Reliability: (2bits) 0x0: No retransmissions
 0x1: Up to 4 retransmissions

Priority/Class (3bits)
Drop Precedence (2bits)
Xmt Link ID (8bits)

HCS : Header Check Sequence
An 8bit field used to detect errors in the header

The Mesh Subheader is only composed by the Xmt Node ID (16bits).

9
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2.2 Construction of MAC PDUs
In  order  to  achieve  a  correct  and  efficient  construction  of  a  MAC PDU,  many

processes  are used.  Fragmentation and Packing are  the most  important  in the IEEE
802.16 but without forgetting the concatenation, which is related with PMP networks,
therefore it will not be investigated.

Start

Pack
SDUs?

Frag-
ment in 
queu? 

Fragment
Needed?

Fragment
Needed?

Frag-
ment/SDU

fits?

Capacity
for more
SDUs? Add Fragmenta-

Tion subheader
& SDU fragment

to payload

Add Packing 
Subheader;
Add SDU or 
SDU fragmnt

Fragment the
SDU fragment &
add the payload

Add SDU to 
payload

Prepend 
Other 

subheaders

Add Fragmenta-
tion subheaderFragmentSDU;

Add Packing 
Subheader;

Add fragment 

Add fragmented
 SDU fragment

to payload

Encrypt

Apply Generic
MAC header

Include CRC
Length in 

header lenght 
field

Calculate
and append

CRC

Transmission

Encrypt
payload

?

Include
CRC?

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

No

 Figure 7 -- Construction of a MAC PDU
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2.2.1 Fragmentation

Fragmentation is the process by which a MAC SDU is divided into one or more, in
order to allow efficient use of available bandwidth relative to the QoS requirements of a
connection’s service flow. Fragmentation and reassembly capabilities are mandatory in
the MAC layer.

When the connection is  created by the MAC SAP the authority of the fragment
traffic on a connection is defined. The fragments are labeled according to their position
in  their  parent  SDU.  The  different  options  can  be  observed  in  the  Fragmentation
subheader format, shown in the following figure:

Syntax Size Notes

Fragmentation Subheader() {

FC 2 bits

Indicates the fragmentation state of the payload:
     00 = no fragmentation
     01 = last fragment
     10 = first fragment
     11 = continuing (middle) fragment

If (ARQ-enabled Connection)

BSN 11 bits Sequence number of the first block in the current
SDU fragment

else {

if (Type bit Extended Type) In the MAC header

FSN 11 bits
Sequence number of the current SDU fragment.
This field increment by one (modulo 2048) for
each fragment, including unfragmented SDUs.

else

FSN 3 bits
Sequence number of the current SDU fragment.
This fields increments by one (modulo 8) for each
fragment, including unfragmented SDUs.

}
reserved 3 bits Shall be set to zero

}

Figure 8 -- Fragmentation Subheader format

Note that with the FC field it can figure out that the fragments are tagged with their
position in their parent SDU.

The  fragmentation  process  varies  a  little  depending  if  the  connection  is  ARQ-
enabled or non-ARQ. In the first case fragments are formed for each transmission by
concating sets of ARQ blocks with adjacent sequence number. The BSN value within
the  fragmentation  subheader  is  the  BSN  for  the  first  ARQ block  appearing  in  the
segment. On the case of non-ARQ connections fragments are transmitted one time in
sequence. With the sequence number assigned to each fragment the receiver is able to

11
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recreate the original payload and detect if some fragment failed in the transmission.
After a loss of intermediate fragment the receiver shall discard all the MAC PDUs until
a new first fragment or non-fragmented MAC PDU is detected.

2.2.2 Packing

The packing process provides the capability if packing multiple MAC SDUs into a
singles MAC PDU. This packing process can be realized with fixed-length or variable-
length packets,  always indicated.  As in the fragmentation the construction of  PDUs
varies for ARQ-enabled and non-ARQ connections.

2.2.2.1 Packing for non-ARQ connections

2.2.2.1.1 Packing fixed-length MAC PDUs

The type of the connection shall be indicated by the fixed-length versus variable-
length SDU indicator which is laid in the TLV. Another indicator shall be used from the
TLV, the Request/Transmission Policy shall  be set to allow packing and not permit
fragmentation in the case of fixed-length blocks. And the size shall be included in the
messages when establishing the connection.

 
 
 
 

 
 

M
A

C
 h

ea
de

r 
LE

N
 =

 n
xk

+
j 

Fixed-length 
Mac SDU 
length = n 

Fixed-length 
Mac SDU 
length = n 

Fixed-length  
Mac SDU 
length = n … 

 
 

Fixed-length 
Mac SDU 
length = n 

k MAC SDUs

 Figure 9  -- Packing fixed-length MAC SDUs into a single MAC PDU

The length of the MAC header implicitly indicates the number of SDUs packed into
a single MAC PDU. The receiving side can unpack simply by knowing that the length
field in the MAC header will be  nxk+j. Where the MAC SDU size is  n  bytes,  k the
number of MAC PDUs packed into the MAC PDU and j is the size of the MAC header,
maybe including subheader.
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2.2.2.1.2 Packing variable-length MAC PDUs

In this case it is not used the nxk+j relationship, the manner to indicate whereon the
MAC SDU ends and another begins is realized by attaching a Packing subheader to
each MAC PDU. The subheader is described below:

Syntax Size Notes

Packing Subheader() {

FC 2 bits

Indicates the fragmentation state of the payload:
     00 = no fragmentation
     01 = last fragment
     10 = first fragment
     11 = continuing (middle) fragment

If (ARQ-enabled Connection)

BSN 11 bits Sequence number of the first block in the current
SDU fragment

else {

if (Type bit Extended Type) In the MAC header

FSN 11 bits
Sequence number of the current SDU fragment.
This field increment by one (modulo 2048) for
each fragment, including unfragmented SDUs.

else

FSN 3 bits
Sequence number of the current SDU fragment.
This fields increments by one (modulo 8) for each
fragment, including unfragmented SDUs.

}

Length 11 bits
}

Figure 10 -- Packing Subheader format

In  the  next  figure  it  is  shown  a  MAC  PDU  containing  a  packed  sequence  of
variable-length MAC SDUs. If there are more than one MAC SDU packed the type
field within the MAC header indicates the presence of Packing subheaders.
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Logically  fragmentation was impossible  with fixed-length due to  the size of  the
MAC SDU fragmented shall be different for each occasion. In this case fragmentation
and packing allows efficient use of the airlink, but it requires guideline. The information
for  individual  MAC  SDUs  or  MAC  SDU  fragments  shall  be  contained  in  the
corresponding  Packing  subheader,  if  it  is  present.  Otherwise  the  fragmentation
information  is  contained  in  the  corresponding  Fragmentation  subheader  for  each
individual MAC SDU.

 
 

 
 

M
A

C 
he

ad
er

 
LE

N
 =

 y
1 

ty
pe

=0
00

01
0b

 
PS

H
 

FC
=0

1,
FS

H
=x

 
Le

n g
th

 =
 a

+2
 

Last 
fragment of 
MAC PDU 
length=a 

PS
H

 
FC

=0
0,

FS
H

=x
+1

 
Le

n g
th

 =
 b

+2
 

Unfragment
ed MAC 

PDU 
length=b 

PS
H

 
FC

=0
0,

FS
H

=x
+2

 
Le

n g
th

 =
 c

+2
 

 
Unfragmen
ted MAC 

PDU 
length=c 

.. 
 

 
 

 

M
A

C
 h

ea
de

r 
LE

N
 =

 y
2 

ty
pe

=0
00

10
0b

 
FS

H
 

FC
=1

1,
FS

N
=x

+r
 

Continuing 
fragment of 
MAC SDU 

length=e 

 

M
A

C
 h

ea
de

r  
LE

N
 =

 y
3 

T y
pe

 =
 0

00
10

X
b 

FS
H

 
FC

=1
1,

FS
N

=x
+r

+1
 

 
Continuing  
fragment 
of MAC 

SDU 
length=f 

.. 
 
 

 
 

M
A

C 
he

ad
er

 
LE

N
 =

 y
5 

ty
pe

=0
00

01
0b

 
PS

H
 

FC
=0

1,
FS

H
=x

+s
+1

 
Le

n g
th

 =
 h

+2
 

Last 
fragment 
of MAC 

PDU 
length=h 

PS
H

 
FC

=0
0,

FS
H

=x
+s

+2
 

Le
n g

th
 =

 i+
2 

Unfragment
ed MAC 

SDU 
length=i 

PS
H

 
FC

=0
0,

FS
H

=x
+s

+3
 

Le
n g

th
 =

 j+
2  

Unfragment
ed MAC 

SDU 
length=j 

… 
 

 

PS
H

 
FC

=0
1,

FS
H

=x
+r

-1
 

Le
n g

th
 =

 d
+2

 

First 
fragment of 
MAC SDU 
length = d 

M
A

C
 h

ea
de

r 
LE

N
 =

 y
4 

T y
pe

 =
 0

00
10

X
b 

FS
H

 
FC

=1
1,

FS
N

=x
+s

 

Continuin
g  

fragment 
of MAC 

SDU 
length=g 

PS
H

 
FC

=0
1,

FS
H

=x
+s

+t
 

Le
n g

th
 =

 k
+2

 

Unfragmen
ted MAC 

SDU 
length = k 

s-r+1 MAC SDUs

t MAC SDUs

r MAC SDUs

Figure 12 -- Packing with fragmentation

14



IEEE 802.16 MAC Layer

2.2.2.2 Packing for ARQ-enabled connections

Packing  for  ARQ-enabled  and  non-ARQ  connections  is  similar  concerning  the
packing subheader presence, however ARQ-enabled connections shall set the Extended
Type bit in the generic MAC header to 1. It is possible to pack a group of MAC SDUs
and/or fragments in a single MAC PDU.

The ARQ protocol shall use the BSN of the packing subheader in order to identify
and  retransmit  lost  fragments.  When  packing  subheader  are  in  use  fragmentation
information for each individual MAC SDU or MAC SDU fragment is contained is the
associated packing subheader. Otherwise, if the packing subheader is not in use, the
fragmentation  subheader  appearing  in  the  message  shall  contain  fragmentation
information for the MAC PDUs single payload.

Figure 13 -- MAC PDU with extended Fragmentation subheaders

The  next  figure  illustrates  the  structure  of  a  MAC  PDU  with  ARQ  Packing
subheaders. Each SDU (one SDU or SDU fragment or ARQ feedback) requires its own
Packing subheader.

Generic 
MAC 
header 

Grant Manage-
ment subheader 

(UL only) 

Packing 
subheader 

Payload (One SDU or 
SDU fragment or a set 
of ARQ Feedback IEs) 

 

...
  

Packing 
subheader 

Payload (One SDU 
or SDU fragment) CRC-32 

 

Figure 14 -- MAC PDU with ARQ packing subheader

2.2.3 CRC calculations

As CRC capability is mandatory for SCa, OFDM and OFDMA PHY layer, it shall
be used for Mesh Networks. For each MAC PDU with generic MAC header (HT = 0), a
CRC shall be appended to the payload of the MAC PDUs. The CRC shall the generic
MAC header and the payload, by protecting them after encryption.

2.2.4 Encryption

When a node transmits a MAC PDU to a Security Association (SA), it shall realize
encryption and data authentification of the MAC PDU payload as the SA specifies.
Logically the receiver shall perform the opposite actions. It shall realize decryption as
well as data authentification of the MAC PDU payload.

In the generic MAC header, there are many fields valuables related with encryption
of MAC PDUs. They are needed to decrypt a payload at the receiving station. These
fields  are:  EC,  Encryption  Key  Sequence  (EKS),  and  CID.  This  last  field  is  the

Generic MAC
Header

Other
subheaders

Fragmentation
subheader

Payload (One SDU or fragment of
an SDU) CRC-32
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Connection  Identifier,  essential  for  the  communication.  The  other  are  defined  as
follows:

• EC:  This bit indicates if the payload is encrypted (“1”) and the EKS field
contains meaningful data. Or on the contrary (“0”) means the payload is not
encrypted.

• EKS:  These two bits of the generic MAC header contain a key sequence
number.  This  keying  material  is  periodically  refreshed  by  the
Authentification node (BS).

2.3 ARQ Mechanism
The implementation of the ARQ mechanism is optional. If the ARQ mechanism is

implemented, it may be enabled on a per-connection basis. During connection creation
the per-connection ARQ shall be specified and negotiated, if case because a connection
can have ARQ or  non-ARQ traffic,  but  not  both at  the  same time.  The reach of  a
specific instance of ARQ is limited to one unidirectional connection.

In the case of ARQ-enabled connections, it may be used fragmentation or no. In
both cases the fragment size shall be according to the ARQ_BLOCK _SIZE.

ARQ  feedback  cannot  be  fragmented.  However  it  may  be  packed.  An  ARQ
feedback payload may consist in more than one ARQ feedback IE. As it shows in the
next table:

Syntax Size Notes
ARQ_Feedback_Payload_Format() {

do

ARQ_Feedback_IE(last) variable Insert as many as desired, until last==TRUE.
Later it shows the ARQ Feedback IE format.

until(last)
}

Figure 15 -- ARQ Feedback Payload format

This  is  possible  on  ARQ  or  non-ARQ  connections.  Only  one  ARQ  Feedback
payload can be presented within a MAC PDU. In the rest  of the aspects,  the ARQ
Feedback payload is treated like any other payload.

The presence of an ARQ Feedback payload shall be indicated in the generic MAC
header by setting the corresponding bit (ARQ Feedback payload bit) in the Type field.
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2.3.1 ARQ block usage

In ARQ connections a MAC SDU shall be partitioned into blocks according to the
connection  TLV  parameter  ARQ_BLOCK_SIZE.  Once  a  MAC  SDU  has  been
partitioned  in  different  blocks,  the  size  of  these  blocks  remains  constant  until  a
successfully delivery to the receiver or until the SDU is discarded by the transmitter
state machine.

After partitioning the MAC SDU in blocks, may of the blocks are encapsulated into
a PDU. The blocks may be in their first transmission as well as retransmitted. There is
the possibility that a PDU is packed. If it is not packed all the blocks in that PDU must
have contiguous block numbers. In the case a PDU is packed, the sequence of blocks
between different subheaders must have contiguous block numbers.

In ARQ-enabled connection, Fragmentation and Packing subheaders contain a BSN,
which is the sequence number of the first block in the sequence. In the next figure it
shows the use of blocks for ARQ transmission and retransmission, with and without
rearrangements of blocks.
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Frag 0 Frag 1 Frag 0 Frag 1
SDU #1 SDU #2
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PDU #3 Packed PDU #4

Packed PDU #3

Two consecutives SDUs presented to MAC for the same connection

Original transmission

Retransmission of PDU #2 with rearrangement

Retransmission of PDU #2 without rearrangement

Figure 16 -- Block usage examples for ARQ with and without rearrangement
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2.3.2 ARQ Feedback IE format

Next table defines the ARQ Feedback IE. It shall be used by the receiver to signal
positive or negative acknowledgements. 

Syntax Size Notes

ARQ_feedback_IE (LAST) { variable

CID 16 bits The ID if the connection being referenced

LAST 1 bit 0 = More ARQ feedback IE in the list
1 = Last ARQ feedback IE in the list

ACK Type 2 bits 0x0 = Selective ACK entry
0x1 = Cumulative ACK entry
0x2 = Cumulative with Selective ACK entry
0x3 = Cumulative ACK with Block Sequence Ack
entry

BSN 11 bits

Number of ACK Maps 2 bits If ACK Type == 01, the field is reserved and set to
00. Otherwise the field indicates the number of ACK
maps:
0x0 = 1, 0x1 = 2, 0x2 = 3, 0x3 = 4

if (ACK Type != 01) {

for (i=0; i<Number of
 ACK Maps + 1; ++i) {

if (ACK Type != 3) {

Selective ACK Map 16 bits

}

else { Start  of Block Sequence ACK Map definition  (16
bits)

Sequence Format 1 bit Number  of  block  sequences  associated  with
descriptor :
0: 2 block sequences   1: 3 block sequences

if (Sequence Format = 0) {

Sequence ACK Map 2 bits

Sequence 1 Length 6 bits

Sequence 2 Length 6 bits

Reserved 1 bit

}

else {

Sequence ACK Map 3 bits

Sequence 1 Length 4 bits

Sequence 2 Length 4 bits

Sequence 3 Length 4 bits

}
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} End of Block Sequence ACK Map definition

}

}

}

Figure 17 -- ARQ Feedback IE

BSN:

If (ACK Type == 0x0): BSN value corresponds to the most significant bit of the
first 16-bit ARQ map

If (ACK Type == 0x1): BSN value indicates that its corresponding block and all
blocks  with  lesser  values  within  the  transmission  window have  successfully
received.

If (ACK Type == 0x2): Combines functionality of types 0x0 and 0x1.

If (ACK Type == 0x3): Combines the functionality of the type 0x1 with the
ability to acknowledge reception of ARQ blocks in terms of block sequences. A
block sequence is a set of ARQ blocks with consecutive BSN values.

Selective ACK Map

Each bit set to one indicates the corresponding ARQ block has been received
without errors. The most significant bit of the first map entry corresponds to the
BSN value in the IE. The bits for succeeding block numbers are assigned left-to-
right ( MSB to LSB) within the map entry. In the case that ACK Type is 0x2 the
most significant bit of the first map entry shall be set to one and the IE shall be
interpreted as the cumulative ACK for the BSN value in the IE.

Sequence ACK Map

Each bit set to one indicates the corresponding block sequence has been received
without errors.  The first  MSB of the field corresponds to the first  sequences
length and the others are assigned left-to-right within the map entry.
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Sequence Length

This value indicates the number of blocks that are members of the associated
sequence.

2.3.3 ARQ Operation

The ARQ mechanism used by the Standard IEEE 802.16 is  based in the use of
Sliding Window technique. With this technique Selective Repeat is selected by default
but also Feedback algorithm may be used in specific cases.

As  it  has  been  mentionated  before,  ARQ  parameters  shall  be  specified  and
negotiated during connection creation or change. This exchange of messages is realized
by REG-REQ and the corresponding REG-RSP, in the registration of the new node as it
will be seen later in this document.

Within the REG-REQ and REG-RSP message format there is a field TLV Encoded
Information,  which  shall  contain  the  ARQ parameters.  (There  are  others  variables
within each transmitter or receiver which are not transmitted): These are the transmitted
parameters:

• ARQ_WINDOW_SIZE:  It  is  the  size  of  the  sliding window.  Number  of
ARQ blocks that can be transmitted without receiving the acknowledge.

• ARQ_RETRY_TIMEOUT: It is the sum of TRANSMITTER_DELAY and
RECEIVER_DELAY. Minimum time that the transmitter must wait before
retransmission.

• ARQ_BLOCK_LIFETIME: It  is  the  maximum interval  an ARQ shall  be
managed by the transmitter ARQ state machine.

• ARQ_BLOCK_SIZE: It specifies the size of an ARQ block.

• And  also  ARQ_SYNC_LOSS_TIMEOUT,  ARQ_DELIVER_IN_ORDER
and ARQ_RX_PURGE_TIMEOUT are transmitted in the registration

The  sequence  number  is  a  value  very  important  when  transmitting  a  block  or
acknowledged message. The base values for the receiver and transmitter state machine
are  ARQ_RX_WINDOW_START  and  ARQ_TX_WINDOW_START  respectively.
There  is  another  parameter  that  is  essential  for  comparing  normalized  values  of
sequence numbers: ARQ_BSN_MODULUS. It is equal to the number of unique BSN
values (211). Normalization is accomplished by using the next equation:

bsn’= (bsn – BSN_base) mod ARQ_BSN_MODULUS
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2.3.3.1 Transmitter state machine

In the next figure it can see the ARQ transmit block state sequence. There are four
states: not-sent, outstanding, discarded and waiting for retransmission. All ARQ blocks
start  in  not-sent  state.  When  one  ARQ block  is  transmitted  it  changes  the  state  to
outstanding.  If  the  ARQ  block  is  waiting  in  this  state  more  than
ARQ_RETRY_TIMEOUT or a Nack is received the ARQ block modifies its state to
waiting  for  retransmission.  When  this  ARQ block  is  retransmitted  it  returns  to  the
outstanding state. ARQ blocks into outstanding or waiting for retransmission states shall
be discarded after a time period of ARQ_BLOCK_LIFETIME.

Done

Discarted

Waiting for 
retransmissionOutstandingNot sent

Transmit

ACK
Retransmit

ARQ_RETRY_TIMEOUT
or ACK

ACK

ACK

ARQ_BLO
CK_L

IF
ETIM

EARQ_BLOCK_LIFETIM
E

    
Figure 18 -- ARQ transmit block states

When an acknowledgment is received, the transmitter shall check the validy of the
BSN.  It  must  be  in  the  interval  between  ARQ_TX_WINDOW_START  and
ARQ_TX_NEXT_BSN – 1 (inclusive). In this case the BSN would be valid, otherwise
not, and the transmitter shall ignore the acknowledgment. There are different types of
acknowledgments:

• ACK Type = 0x0: Selective ACK entry. The transmitter shall consider as
acknowledged all blocks so indicated by the entries in the bitmap for valid
BSN values. The ARQ_TX_WINDOW_START shall be incremented each
time the BSN of a received acknowledged block is equal to the value of
ARQ_TX_WINDOW_START.

• ACK Type = 0x1: Cumulative ACK entry. The transmitter shall consider
all blocks in the interval ARQ_TX_WINDOW_START to BSN (inclusive)
as acknowledged and set ARQ_TX_WINDOW_START to BSN + 1.

•  ACK Type = 0x2: Cumulative with selective ACK entry. The transmitter
shall  perform  as  in  the  two  previous  ACK  type.  Firstly  the  0x1  and
afterwards 0x0.
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2.3.3.2 Receiver state machine

When a PDU is received, its integrity must be checked. This is realized by the CRC-
32  checksum.  After  passing  the  checksum,  it  is  unpacked  and  de-fragmented,  if
necessary. The receiver uses sliding window as well as the transmitter. With the values
ARQ_RX_WINDOW_START and ARQ_WINDOW_SIZE it is determined of an ARQ
block  is  in  order,  it  falls  in  the  range  defined  by  the  sliding  window.  ARQ block
numbers outside the range shall rejected as out of order. And duplicate ARQ blocks
shall be discarded.
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duplicated
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Figure 19 -- ARQ block reception
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3 Network Entry and synchronization

Before explaining the procedure of the Network Entry it would be interesting to
provide a brief introduction about the messages there are in the Mesh Mode with a
special interest in the messages that are going to be used. All the messages in the Mesh
Mode have a Mesh Subheader which includes only the Node ID.

3.1  Management Messages
In the MAC layer a set of MAC Management messages are defined. There are many

types of them. Some of these types shall neither be fragmented nor packed (with kind of
connection:  Basic,  Broadcast  and  Initial  Ranging).  Within  this  last  group  the
Management Messages of Mesh Mode are. As it  can be see below the Management
Messages always begin with Management Message Type.

Management
Message Type Management Message Payload

Figure 20 – Management Message format

Upon Mesh Mode there are five different MAC Management Messages:

• MSH-NCFG: Mesh Network Configuration
• MSH-NENT: Mesh Network Entry
• MSH-DSCH: Mesh Distributed Schedule
• MSH-CSCH: Mesh Centralized Schedule
• MSH-CSCF: Mesh Centralized Schedule Configuration

Within the Network Entry and Initialization in Mesh Mode only MSH-NCFG and
MSH-NENT MAC Management Messages are used. Therefore it is easy to realize that
this procedure is independent with the different topologies (Distributed or Centralized).
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Firstly it  would be important to describe a little of both MSH-NCFG and MSH-
NENT messages. (The format of these messages will be explained deeply in the last
chapter). Within each message it can be found different performances. Depending with
the target of the message it shall be larger or shorter, including different fields. This
aspect is going to observe in the next point in order to clarify the different options for
the Network Entry and Initialization.

MSH-NCFG: (Mesh Mode Configuration). The Management Message Type =
39. These messages provide a basic level of communication between nodes in close
networks. There two important Flags:

* NetEntry MAC Address Flag: If this flag is “1” it is because the MAC
Address is present, 48 bits.

* Embedded Packet Flag: As the first case, a “1” means the MSH-CNFG
embedded data is present, with a variable length. At the same time within this
field it can be found:

- Type: 0x1: Network Descriptor 
 0x2: Network Entry Open
 0x3: Network Entry Reject
 0x4: Network Entry Ack (Embedded_data_IE()== NULL)
 0x5: Neighbor Link Establishment Protocol:

0x0 Challenge
0x1 Challenge response
0x2 Accept
0x3 Reject

- Embedded_data_IE(): If in here it is found that Channels is not null
there  are  five  different  options  for  the  MSH-
NCFG_Channel_IE():  MSH-NCFG  Channel  IE  (license-
exempt),  MSH-NCFG  Channel  IE  (licensed),  Network  entry
Open  IE,  Network  entry  Reject  IE  or  Neighbor  link
Establishment IE.  

MSH-NENT: (Mesh Mode Network Entry). The Management Message Type =
40. For a new node to gain synchronization and initial network entry into a Mesh
Network. In this case the only field is worthy to distinguish is:

*  Type: 0x1: NetEntry Ack
0x2: NetEntry Request (MSH-NENT Request IE with the MAC
address)

            0x3: NetEntry Close
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3.2 Procedure of Entry and Initialization
Node initialization and entry in Mesh mode are different in some aspects with Point-

to-Multipoint Mode (PMP). It must match the procedure for this different mode which
needs another kind of operation. 

All the actions for this procedure in the correct order are shown below. As in the
PMP mode the last three are optional.

• Scan for active network and establish coarse synchronization with the network
• Obtain network parameters 
• Open Sponsor Channel
• Node authorization
• Perform registration
• Establish IP connectivity
• Establish time of day
• Transfer operational parameters

3.2.1 Scanning and coarse synchronization to the Network 

The first step is scan for active network and establishes synchronization with the
network. This is possible on the initialization or signal loss by receiving a MSH-NCFG
in the new node. The coarse synchronization is acquired from the  timestamp field in
the MSH-NCFG message.

3.2.2 Obtain Network parameters

Once  it  has  been  achieved  the  synchronization,  the  MAC  shall  try  to  acquire
Network parameters. Without neglecting the construction of a physical neighbor list.
While the node is receiving MSH-NCFG the new node is in synchronization, however it
is not allowed to do anything more.

The new node shall accumulate all the MSH-NCFG messages. With all the valid
messages it is receiving it shall build a physical neighbor list.

When the new node has received at least two MSH-NCFG messages from one node
and one Network Descriptor (Embedded Packet Flag=1 -> Network Descriptor IE), all
from nodes with acceptable Operator IDs, it is not necessary any more to accumulate
more MSH-NCFG.
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New Node

MSH-NCFG

Figure 21 -- New node is accumulating the MSH-NCFG from all the nodes

From all  the nodes in the established physical  neighbor list,  the new node shall
choose a possible sponsoring node having the logical Network ID of the node. They
have to get synchronized assuming null propagation delay.

3.2.3 Open Sponsor channel

Once the new node has selected a possible sponsoring node it has to negotiate basic
capabilities. Until the new node has been assigned a Node ID it will use the 0x0000 in
the Mesh Subheader. In this moment the new node shall call candidate node.

The  candidate  node  shall  request  the  candidate  sponsoring  node  to  set  up  a
temporary schedule that  could be used during the candidate node initialization.  The
request is started by the candidate node transmitting a MSH-NENT: NetEntry Request
message (MSH-NENT with  Type:  0x2) to the candidate sponsoring node. After the
reception of the MSH-NENT: NetEntry Request the candidate sponsoring node could
either open the sponsor channel  (MSH-NCFG embedded data  with Network entry
Open  IE)  or  reject  the  request  (MSH-NCFG  embedded  data with  Network  entry
Reject IE).

Once  the  candidate  node  has  received  the  NetEntry  Open  message  from  the
candidate sponsoring node in the MSH-NCFG message, it shall confirm the schedule by
transmitting a MSH-NENT: NetEntry Ack message (MSH-NENT with  Type: 0x1) to
the candidate sponsoring node. 

When the candidate sponsoring node accepts the request  and opens the Sponsor
Channel, the channel is ready for use instantly after the transmission of the NetEntry
Ack message. In this moment the candidate sponsoring code becomes the Sponsoring
Node.
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MSH-NENT:
NetEntry Request

MSH-NCFG:
Network Descriptor

New NodeSponsor Node

Nodes in Network frequently 
transmit a Network descriptor 
to advertise the network New node after acumulate  

many MSH-NCFG 
searches for MSH-NCFG 
with Network Descriptor. 
When new node receives 
the Netwoek Descriptor it 
shall request to establish a 
temporary schedule

The candidate sponsor node 
can either reject the request 
or open the sponsor channel , 
in this case it shall report new 
node’s MAC address MSH-NCFG:

NetEntry Open
New node sends a ACK to 
confirm the schedule

MSH-NENT:
NetEntry Ack

Figure 22 -- Successful Network entry message exchange

After opening the Sponsor channel new node can start upper MAC entry. This is
Security sublayer and basic capability exchange operations.

3.2.4 Negotiate basic capabilities

In Mesh Mode the basic capabilities are negotiated as in the PMP, using the same
messages. Once the logical link has been established the new node that requested the
logical node shall act as the SS (Subscriber Station) and shall initiate the SBC-REQ
(Basic Capability Request). By transmitting an SBC-REQ message with its capabilities
set  to  “on”.  The  BS  (Base  Station)  responds  with  a  SBC-RSP  (Basic  Capability
Response) message with the intersection of the SS’s and the BS’s capabilities set to
“on”.

New Node (“SS”)Sponsor Node (“BS”)

SBC-REQ

SBC-RSP

Enable capabilities

Enable capabilities of “BS” 
and “SS”

Figure 23 -- Negotiate Basic Capabilities
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3.2.5 Node Authorization

The new node shall perform as the SS. The new node shall send the corresponding
PKM-REQ messages to the Sponsor node. The messages shall be Auth Info (code = 12)
and  Auth  Request  (code  =  4).  These  codes  are  within  PKM  request  (PKM-REQ)
message format and they shall be attached with TLV Encoded Attributes. 

The Sponsor node after reception of the Auth Info and Auth request shall tunnel the
messages to the Authorization node which may be situated farther than one hop from
the Sponsor node. The tunneling is described in 2.2.7.

The Authorization node, performing as the BS, shall check the SS certificate of the
new node and determine if  the new node is  authorized to join to the  network.  The
Sponsor node shall  convey to the new node when receiving the tunneled PKM-RSP
MAC messages from the Authorization node.

 
3.2.6 Node Registration

Registration is the process where a node is assigned its Node ID. When the Sponsor
node receives the REG-REQ it shall perform as in 2.2.5. The Sponsor node shall tunnel
the REG-REQ message to the Registration node. Upon receiving tunneled REG-RSP
MAC message from the Registration node the sponsor node shall convey the messages
to the new node.
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Wait for 
REG-RSP

Timeout REG-RSP

Send
 REG-REQ

Retries 
Exhausted

?

Response 
OK?

Implementation
Dependent

Establish IP
Connectivity

Error: Re-initialize
MAC

Wait for
REG-RSP

Establish
Node ID

YesYes

No No

Send 
REG-REQ

Register with
Network

Figure 24 -- Wait for registration response- Candidate node

The new node shall follow the procedure in figure shown above. Where the timeout
is referred to T6, time to wait for Registration node (maximum value 3sg). The figure
shown below is the procedure of the Registration in the Registration node. Timeout and
Start  time  are  referred  to  T17.  This  is  the  time  allowed  for  SS  to  complete  SS
Authorization and Key exchange.
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Success
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Figure 25 -- Registration- Registration Node

3.2.7 MAC Management message tunneling

In Mesh Network during network entry, certain MAC message protocols, as it is
mentionated before for node Authorization and Registration, take place between entities
in  Stations  separated  by multiple  hops.  In  these  cases  when the  new node requires
exchanging messages with any node farther than the Sponsor node this last shall relay
the MAC messages from the new node to other performing the commitment of the PMP
BS.
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. . . . . .

…….

Both Ways

New Node (SS) Sponsor Node Another Node Authorization or 
Registration Node 

(BS)

Another Node

Figure 26 – Tunneling in Mesh mode

The Sponsor node shall tunnel the MAC messages listed in the table shown below to
the  entity  performing  the  BS  part  of  the  protocol.  This  transmission  shall  be
implemented over UDP.

Message Action of sponsor Direction of message
PKM-REQ: Auth Request Tunnel SS to BS
PKM-REQ: Auth Info Tunnel SS to BS
PKM-RSP: Auth Reply Extract BS to SS
PKM-RSP: Auth Reject Extract BS to SS
REG-REQ Tunnel SS to BS
REG-RSP Extract BS to SS

Figure 27 -- MAC Management messages tunneled over UDP during network entry

The next table shows the packet format. This packet format shall be used with the
Tunnel Subheader (1 byte) set to 0x01 in WirelessMAN MAC.

IP header(s) UDP header Tunnel
Subheader MAC message including headers

Figure 28 -- MAC over UDP/IP tunneling

3.2.8 Close Sponsor Channel

As it can be seen in the figure “Successful Network entry message exchange” after
negotiating the Basic capabilities and exchanging messages to the Security sublayer the
new node shall close the Sponsor channel. This shall be performed by sending a MSH-
NENT: NetEntry Close message which must be confirmed from the Sponsor node with
a MSH-NENT: NetEntry Ack message. In this moment the new node is already regular
in the Network. The Network Entry and Initialization is concluded.
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MSH-NENT:
NetEntry Close

After configuration has 
been finished node closes 
the entry procedureWhen the sponsor node 

sends the ACK the 
sponsorship is closured MSH-NENT:

NetEntry Ack Node is now regular in the 
Network

Figure 29 – Close Sponsor Channel

Here  it  is  shown the  whole  procedure  of  a  Successful  network  entry  and  close
message exchange.

MSH-NENT:
NetEntry Request

MSH-NCFG:
Network Descriptor

New NodeSponsor Node

Nodes in Network frequently 
transmit a Network descriptor 
to advertise the network New node after acumulate  

many MSH-NCFG 
searches for MSH-NCFG 
with Network Descriptor. 
When new node receives 
the Netwoek Descriptor it 
shall request to establish a 
temporary schedule

The candidate sponsor node 
can either reject the request 
or open the sponsor channel , 
in this case it shall report new 
node’s MAC address MSH-NCFG:

NetEntry Open
New node sends a ACK to 
confirm the schedule

MSH-NENT:
NetEntry Ack

SBC-REQ

SBC-RSP

Enable capabilities

Enable capabilities of “BS” 
and “SS”

Basic capability exchange operations

MSH-NENT:
NetEntry Close

After configuration has 
been finished node closes 
the entry procedureWhen the sponsor node 

sends the ACK the 
sponsorship is closured MSH-NENT:

NetEntry Ack Node is now regular in the 
Network

Figure 30 -- Successful network entry and close message exchange
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3.2.9  Establishing links to neighbors

Once the New node has done the Network entry procedure and it is now a regular
node, it can establish links with others nodes. For this procedure nodes shall use MSH-
NCFG: Neighbor Link Establishment IE. 

Node A Node B

MSH-NCFG: Neighbor Link 
Establishment IE: Challenge

MSH-NCFG: Neighbor Link 
Establishment IE: Challenge 

Response

MSH-NCFG: Neighbor Link 
Establishment IE: Accept

Node A sends Challenge

The Node B computes the 
value of HMAC, if it 
matchs the node B sends 
a challenge response

Node A has to do the same as 
before, computes the value of 
HMAC, if it matchs, sends the 
Accept

Figure 31 -- Establishing link connectivity 

HMAC is a Number Authentication value (Mbr Authentication value) included in
the MSH-CNFG: Neighbor Link Establishment IE. This value is:

HMAC{AK | frame number | own Node ID, Node ID of other node } where the AK
is a secret key (obtained from Operator).
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4 DFS for license-exempt operation

Most  of  the  connections  in  Mesh  Networks  shall  be  placed  in  license-exempt
channels.  For  these  operations  Dynamic  Frequency  Selection  (DFS)  is  mandatory.
Logically in license-exempt operations the user does not have to pay for the service,
with which there will  be many users accessing to the Mesh Network. Therefore the
usage of channel selection is required. The DFS procedures provide for:

• Testing channels for primary users

• Discontinuing operations after detecting primary users

• Scheduling for channel testing

• Requesting and reporting of measurements

• Selecting and advertising a new channel
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4.1.1 Testing channels for primary users

A station will have to test the channel for knowing if it contains primary users. The
performance of the stations depends if it is a BS or SS. In Mesh Networks it has seen
that the difference between them is very short, it is not the same in PMP Networks. It
shall  be  considered  for  these  points  the  considerations  which  have  been  already
explained in previous sections. 

A BS shall the presence of primary users for at least the following:

— Startup Test Period before operating in a new channel if the channel has
not been tested for primary users for at least Startup Test Period during the
last Startup Test Valid.

— Startup Test Period  before operating in a new channel if a channel was
previously determined to contain primary users during the last Startup Test
Valid.

— Operating  Test  Period  (where  the  period  is  only  accumulated  during
testing) of each Operating Test Cycle period while operating in a channel.
Testing may occur in quiet periods or during a normal operation.

4.1.2 Discontinuing  operations  after  detecting  primary
users

At the same time station is operating in a channel, it shall use a method to detect
primary users operating in the same channel. If it occurs, interference may be caused in
the  channel.  Then  the  station  which  found  the  primary  user  shall  discontinue  any
transmission of the following:

*   MAC PDUs carrying data within Max Data Operations Period.

*  MAC  PDUs  carrying  MAC  Management  messages  within  Management
Operations Period.  

4.1.3 Scheduling for channel testing

A station may measure one or more channels itself and request another station to
measure one or more channels on its behalf, either in a quiet period or during a normal
operation

4.1.4 Requesting and reporting of measurements

The SS shall keep track of the following information for each measured channel:

— Frame number of the frame during which the first measurement was made
— Accumulated time measured 
— Existence of a primary user on the channel
— Whether a WirelessHUMAN using the same PHY system was detected on

the measured channel
— Whether unknown transmissions were detected on the channel
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The  BS  (with  the  restrictions  within  a  Mesh  Network)  may  request,  as  it  is
mentioned  in  the  previous  point,  a  measurement  report  by  sending  a  REP-REQ
message.  This  is  normally done when one or  more channels  exceed some requires.
Upon receiving a REP-REQ the SS shall reply with a REP-RSP message and reset its
measurements counters for each channel on which it reported. Also the SS may send
unsolicited REP-RSP messages,  if  the  station measures  the channel  and it  detects  a
primary user.

4.1.5 Selecting and advertising a new channel

A BS may decide to stop operating in a channel at any time. The algorithm chosen
to take this decision is not a part of the IEEE 802.16 standard.

In the process to choose a new channel, the BS shall use a variety of information;
information learned during SS initialization and measurements taken by the BS and the
SSs. The algorithm to choose a new channel is not standardized.  
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5 Frame structure and Scheduling algorithm

In the Mesh Mode there are not a clearly separate downlink and uplink subframes.
Each station is able to connect directly with others without obligation to pass through
the BS. The communication in the links among different SS shall be controlled by a
logarithm. However in Mesh Mode there shall be some nodes providing the functions of
the BS in PMP mode (centralized mode). In Mesh Mode when a BS is mentioned is
referred to the station that connects the Mesh Network to the backhaul links.

It  shall  be distinguished two different  schedules:  Centralized and Distributed.  In
Mesh Centralized Mode the BS nodes (connected to the backhaul links) perform in a
similar manner than BS in PMP mode, however the main difference is that in Mesh
Mode not all of the SSs have to be directly connected to the BS.

Because  it  is  not  desired  for  studying  a  topology  where  there  are  BS  nodes
performing as manager in the network, Mesh Distributed Mode is the objective of the
investigation. 

5.1 Frame structure
The frame structure in Mesh Networks is highly different of the frame structure in

PMP Networks, which has the frame divided in two subframes: DownLink and UpLink
subframe. This is due to the connections are always between the Base Station and the
Subscriber Station. This is  useless for Mesh mode since all  the nodes has the same
importance, each station can connect directly with others. 
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5.1.1 General Frame structure

In Mesh Networks, for the scheduling algorithm, control message and data packets
are allocated in different time slots in a frame. At the same time there are two control
subframe types in Mesh Mode. One is the  Network Control subframe (Network entry
and Network configuration) that creates and maintains the cohesion between different
systems. This subframe is the same for centralized and distributed systems however the
other  control  subframe,  Schedule  Control subframe,  depends  in  the  Networks
distribution. In this studying the most important is Distributed Networks therefore for
following  points  Distributed  scheduling  packets  will  be  investigated.  The  subframe
structure is shown in the next figure.

Frame n-1 Frame n+2Frame n+1Frame n
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PHY tr. Burst
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config
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Figure 32 -- Frame structure in Mesh Mode
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5.1.2 Specific Frame structure

The transmission of the Network Control subframe occurs periodically and the rest
frames contain Schedule Control subframes. Every control subframe consists of sixteen
transmission opportunities and every transmission opportunity consists in seven OFDM
symbols time. The data subframe is situated after the control subframe in a frame and is
divided into minislots. The minislot is the basic unit for resource allocation. All of these
measurements of the frame are explained in the next figure, with each subframe:

Frame (256 slots* Tsd)

Super-frame (N sub-frames, N*256 slots*Tsd, Tsd is 7 OFDM symbols)

Network control
sub-frame

(16 slots in spec.)

Scheduling control
Sub-frame ( Nslot)

(Ndslot is 16 slots in spec.)

Data 
sub-frame

(256-Nslot in spec.)

Figure 33 -- Overall frame structure

In  coordinated  distributed  scheduling  all  the  stations  shall  indicate  their  own
schedule  by  sending  a  MSH-DSCH  regularly.  As  it  has  been  seen  MSH-DSCH
messages are transmitted during the  Schedule Control subframe.  For  controlling the
proportion  between  Schedule  Control and  Network  Control subframes  the  field
Scheduling  Frames  (within  MSH-NCFG:  Network  Descriptor)  is  used.  This  field
indicates how many frames have a Schedule Control subframe between two frames with
Network Control subframe. The number is multiple of four frames:

0x0 = 0 frames, 0x1 = 4 frames, 0x2 = 8 frames etc.

In the next example is shown the distribution of subframes in which  Scheduling
Frames = 0x2 (8 frames) is assumed.

Transmission
Burst

MSH-
DSCH

Network
Control

Frame
n

Frame
n+9

Frame
n+8

Frame
n+7

Frame
n+2

Frame
n+1

Figure 34 -- Time relevance example of MSH-DSCH in distributed scheduling
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The following figures explain the overall frame structure more specifically, with the
transmit opportunities of each different subframe and the data subframe. 

MSH-NENT
Transmit

Opportunity

15 MSH-NCFG
Transmit

Opportunities

Figure 35 -- First control sub-frame structure

Centralized
Scheduling control

(MSH-CSCH & 
MSH-CSCF) 

Minislots

(M) MSH-DSCH 
Scheduling Control

Transmit
Opportunities

Figure 36 -- Other control sub-frame structure

Data subframe minislots for tranmission of scheduled data packets and 
“uncoodinated” MSH -DSCH scheduling packets

Figure 37 -- Data sub-frame structure

5.2 Distributed Scheduling

5.2.1 Parameters for Distributed Schedule

There are two parameters used in Distributed Mesh Networks for scheduling: Next
Xmt Mx and  Xmt Holdoff  Exponent.  These  two parameters  are  contained within
MSH-NCFG  and  MSH-DSCH:  Scheduling  IE  messages.  Since  in  Distributed
Scheduling there is not a Base Station which schedule and control the transmission of
each node, it is necessary a distributed manner to schedule the transmissions.

The  concept  is  based  on  communicating  all  nodes  when  any  node  is  going  to
transmit  (in  the  case  of  MSH-DSCH  messages  including  g  the  information  of  the
neighbors)  thus,  every  station  has  the  knowledge  of  the  scheduling  of  its  two-hop
neighborhood.
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As it has been seen before, MSH-NCFG messages are scheduled in the Network
Control  subframe  and  MSH-DSCH messages  in  the  Schedule  Control  subframe.  In
Coordinated Distributed scheduling the MSH-DSCH messages are scheduled in a free
manner, there are not collisions.

In Mesh Mode eligibility and transmission opportunities are concepts commonly
used  to  explain  the  scheduling.  Here  it  is  explicated  the  Next  Xmt  Mx and  Xmt
Holdoff Exponent.

• Xmt  Holdoff  Exponent:  Xmt  Holdoff  Time is  the  number  of  MSH-
NCFG/MSH-DSCH transmit opportunities after  Next Xmt Time (there are
MSH-CTRL-LEN –  1  opportunities  per  Network/Schedule  Control
subframe, with MSH-CTRL-LEN indicated in the Network Descriptor) that
this station is not eligible to transmit MSH-NCFG/MSH-DSCH packets. 

Xmt Holdoff Time = 2(Xmt Holdoff Exponent + 4)

• Next  Xmt  Mx:  Next  Xmt  Time is  the  next  MSH-NCFG/MSH-DSCH
eligibility interval for this station.

2Xmt Holdoff Exponent * Next Xmt Mx<
<Next Xmt Time≤ 

≤2Xmt Holdoff Exponent *(Next Xmt Mx + 1)

For example, if  Next Xmt Mx = 2 and  Xmt Holdoff Exponent = 4 the
station would be eligible between the 33 and 48 transmissions opportunities.

5.2.2 Distributed election algorithm

Every node calculates  its  Next  Xmt Time during the  current  transmission time
according the distributed election algorithm. In this algorithm one node sets the first
transmission slot just after the Xmt Holdoff Time as the temporary next transmission
opportunity. In this instant this node shall compete with all the competing nodes in the
two-hop  neighborhood  (this  node  is  called  Node  A).  There  are  different  types  of
competing nodes:

— Next Xmt Time includes the temporary transmission slot (Node B).

— Earliest Subsequence Xmt Time (equal to Next Xmt Time + Xmt Holdoff
Time) is ≤ the temporary transmission slot (Node C).

— The Next Time is not known (Node D).
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The algorithm is  a pseudo-random function which uses the slot  number and the
Node’s ID as the inputs, this algorithm is executed in each node. It generates pseudo-
random values depending in the input.  The node wins when its  result  is  the largest
mixing value.

Pseudorandom
Mixing

FunctionNode ID’s of all eligible
competing nodes 

Local Node’s ID

Slot numer of the next 
transmission opportunity

SUCCESS or FAILURE
(SUCCESS if the local 
node’s ID results in the 
largest mixing value)

Figure 38 – Pseudorandom Mixing Function

When any node wins,  it  sets  the  temporary  transmission opportunity  as  its  next
transmission  time  and  logically  it  shall  communicate  this  information  to  all  the
neighbors by sending the corresponding packet.

In the case the node has not won, it chooses the next transmission opportunity and
repeat the algorithm as many times as it need to win.

Holdoff time

Node A

Current
Transmission

Time

Competing for
Next Transmission

Time slot

Node D

Node C

Node B

Figure 39 – Competing for Next Transmission time slot

5.2.3 Uncoordinated Distributed Schedule

Unlike coordinated schedules (distributed or centralized) uncoordinated distributed
scheduling can be used for fast transmissions, ad-hoc setup of schedules on a link-by-
link basis.  Uncoordinated distributed schedules are established by using a three-way
handshake (requests and grants between two nodes). This exchange of messages shall
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be scheduled to ensure that the resulting data transmission does not cause collisions
with the data and control traffic scheduled by the coordinated distributed methods.

In  both  coordinated  and  uncoordinated  distributed  Mesh  Networks  a  three-way
handshaking  procedure  is  used  in  order  to  set  up  connection  with  neighbors.  This
procedure is shown in the figure below:

MSH-DSCH: Request

MSH-DSCH: Grant 

(Direction=1)

MSH-DSCH: Grant(Direction=0)

1

2

3

Figure 40 -- Three-way handshaking

First of all the requester sends the request information in the MSH-DSCH packet
along with the data subframe availability information, which indicates potential slots for
replies and actual schedule. After receiving the request, the receiver shall response with
a grant message including all or a subset of the suggested availabilities.

The  MSH-DSCH  packet  transmission  is  always  broadcasted  among  the
neighborhood; therefore the neighbor nodes not included in the exchange assume the
transmission takes place as granted. When the requester receives the grant messages, it
replies with another grant message as confirmation message (containing a copy of the
grant from the other party. Also the neighbors of this node not involved in this schedule
shall  assume the transmission takes place as granted). Then all the neighbors of the
requester  cannot  use  allocated  minislots  anymore.  With  this  mechanism,  all  the
neighbors  of  the  requester  and  the  granter  can  have  the  up-to-date  data  subframe
allocation information.

Once explained the procedure used for the set up connections with neighbors. It is
very important to indicate that logically there are many differences between coordinated
and uncoordinated distributed scheduling:

• The MSH-DSCH messages in coordinated scheduling are scheduled in the
control subframe in a collision free manner as it was seen in the point 4.3.1.
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• In the uncoordinated case MSH-DSCH messages may collide. They shall be
sent during the data subframe.

• In  the  uncoordinated  case,  nodes  responding  to  a  Request  should  wait
enough number of minislots of the indicated availabilities before responding
with a grant, in order to let other nodes, listed earlier in the Request, have an
opportunity  to  respond.  The  Grant  conformation  shall  be  sent  in  the
minislots  immediately  following  the  first  successful  reception  of  an
associated Grant packet.

5.3 Physical Neighborhood List
In Mesh Distributed Mode all the stations which have direct links shall constitute a

neighborhood, being all of them neighbors. A two-hop extended neighborhood includes,
in addition, all the neighbors of the neighborhood. This is possible by using the physical
neighborhood list:

As it is mentioned in the Entry and Initialization, the basic functions are based in the
information  that  each  node  in  Mesh  Mode  has  about  all  the  neighbors  in  the
neighborhood. This information is maintained in a Physical Neighborhood List wherein
the fields are as follows:

MAC address
48-bit MAC address of the neighbor

Hop Count
The distance in hops from the present node to this neighbor. If a packet has been

successfully received from this neighbor the Hop Count is considered 1.

Node Identifier
16-bit  number  to  identify  this  node in a  more  efficient  way in MSH-NCFG

messages.

Xmt Holdoff Time
The minimum numbers of  MSH-NCFG transmit  opportunities  that  no MSH-

NCFG message transmission is expected from this node after Next Xmt Time.

Next Xmt Time
The  MSH-NCFG  transmits  opportunity(ies)  when  the  next  MSH-NCFG

message from this node is expected.

Reported Flag
Set to TRUE if this Next Xmt Time (Next Xmt Mx within the field NetConfig

schedule info in MSH-NCFG message) has been reported by this node in a MSH-
NCFG packet otherwise set to FALSE.
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Synchronization hop count 
This counter is used to determine superiority between nodes when synchronizing

the  network.  Nodes  shall  synchronize  to  nodes  with  lower  synchronization  hop
count, and in the case counts are the same, to the node with lower Node ID.

47



IEEE 802.16 MAC Layer

48



IEEE 802.16 MAC Layer

6 MAC Management messages in Distributed
Mesh Mode

6.1 MSH-NCFG message format
MSH-NCFG  messages  shall  provide  the  basic  configuration  among  nodes  in

different neighborhoods. All the nodes in the Mesh Network shall transmit MSH-NCFG
messages as it has been explained in the previous chapter.

  
Syntax Size Notes

MSH-NCFG_Message_Format() {

Management Message Type = 39 8 bits

NumNbrEntries 5 bits

NumBSEntries 2 bits

Embedded Packet Flag 1 bit 0 = Not present, 1= present

Xmt Power 4 bits

Xmt Antenna 3 bits

NetEntry MAC Address Flag 1 bit 0= Not present, 1= present

Network base channel 4 bits

reserved 4 bits Shall be set to zero

NetConfig Count 4 bits

Timestamp
Frame Number
Network Control Slot Number in frame
Synchronization Hop Count

12 bits
4 bits
8 bits

NetConfig schedule info
Next Xmt Mx
Xmt Holdoff Exponent

3 bits
5 bits

if (NetEntry MAC Address Flag)
NetEntry MAC Address

48 bits
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for (i=0; i< NumBSEntries; ++i) {

BS Node ID 16 bits

Number of hops 3 bits

Xmt energy/bit 5 bits

}

for (i=0; i< NumNbrEntries; ++i) {

Nbr Node ID 16 bits

MSH-Nbr_Physical_IE() 16 bits See Nbr Physical  IE format

if (Logical Link Info Present Flag)
MSH-Nbr_Logical_IE()

16 bits See Nbr Physical  IE format
See Nbr Logical  IE format

}

if (Embedded Packet Flag)
MSH-NCFG_embedded_data()

variable See MSH-NCFG embedded data format

}

Figure 41 – MSH-NCFG message format

6.1.1 Nbr Physical IE

Syntax Size Notes
MSH-Nbr_Physical_IE() {

Logical Link Info Present 1 bit 0 = Not present, 1 = present

Logical Link Requested 1 bit 0 = No, 1 = Yes

Logical Link Accepted 1 bit 0 = No, 1 = Yes

Hops to Neighbor 1 bit 0 = 1 hop (direct neighbor), 1 = 2 hops

Estimated propagation delay 4 bits in μs

Nbr Next Xmt Mx 5 bits

Nbr Xmt Holdoff Exponent 3 bits

}

Figure 41—Nbr Physical IE
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6.1.2 Nbr Logical IE 

Syntax Size Notes
MSH-Nbr_Logical_IE() {

Rcv Link Quality 3 bit

Nbr burst Profile 4 bit Burst profile Nbr shall use in next
transmission to this node

Excess Traffic Demand 1 bit 0 = No, 1 = Yes

Nbr Xmt Power 4 bits

Nbr Xmt Antenna 3 bits

Short Preamble flag 1 bit 0 = Don’t use, 1 = Use Requested/Use
Confirmed

}

Figure 42 – Nbr Logical IE

6.1.3 MSH-NCFG embedded data

Syntax Size Notes

MSH-NCFG_embedded_data() {

Extended embedded_data 1 bit Indicates whether this embedded IE is
followed by another one.
0 = No, 1 = Yes

reserved 3 bits Shall be set to zero
Type 4 bits

Length 8 bits Length of embedded_IE in bytes, exclusive
this header

Embedded_data_IE() variable Type dependent

}

Figure 43 – MSH-NCFG embedded data

Type:  0x0: Reserved
0x1: Network Descriptor
0x2: Network Entry Open
0x3: Network Entry Reject
0x4: Network Entry Ack (Embedded_data_IE() == NULL)
0x5: Neighbor Link Establishment Protocol
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6.1.3.1 Network Descriptor IE

The MSH-NCFG embedded data may contain four different packets, depending on
the objective of  the  MSH-NCFG message.  The first  one and most  important  is  the
Network Descriptor.

Syntax Size Notes

MSH-NCFG_embedded_data_IE() {

Frame Length Code 4 bits 4 LSB of Frame Duration Code.
MSH-CTRL-LEN 4 bits Control subframe length. See Mesh frame

structure figure.
MSH-DSCH-NUM 4 bits Number of DSCH opportunities in schedule

control subframe. See Mesh frame structure
figure.

MSH-CSCH-DATA-FRACTION 4 bits

Scheduling Frames 4 bits Defines how many frames have a schedule
control subframe between two frames with
network control subframes (See Mesh frame
structure figure) in multiples of four frames.
0 = 0 frames, 1= 4 frames etc.

Num_Burst_Profiles 4 bits Number of burst profile definitions. If not set
to zero, shall total all defined burst profiles.

Operator ID 16 bits

XmtEnergyUnitsExponent 4 bits

Channels 4 bits Number  of  logical  channels.  A  value  of  0
indicates  the  channel  information  is  not
carried in this message.

MinCSForwardingDelay 7 bits Number  of  OFDM  symbols  delay  inserted
between  receiving  and  forwarding  control
packets.

ExtendedNeighborhoodType 1 bit 0 = 2-hop neighborhood
1 = 3-hop neighborhood

if (Channels)
MSH-NCFG_Channel_IE()

variable

for (i=0;i < Num_Burst_Profiles;i++){

FEC Code Type 8 bits

Mandatory Exit Threshold 8 bits

Mandatory Entry Threshold 8 bits
}

}

Figure 44 – Network Descriptor IE
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In the case of this studying the Mesh Network may be over licensed or license-
exempt channel.(See figure 1). Depending of this MSH-NCFG Channel IE shall one or
the other.

6.1.3.1.1 MSH-NCFG Channel IE (license-exempt)

Syntax Size Notes

MSH-NCFG_Channel_IE() { For license-exempt channels.

for (i=0; i< Channels; ++i) 

Physical Channel code 8 bits Physical  channel  (see  8.5.1)  the  logical
channel  i  is  mapped  to.  Ordered  with
channels  with  same  regulatory  rules
successive.

Channel reuse 3 bits Minimum number of hops of separation
between links, before a channel can be reused
by the centralized scheduling algorithm. 
Range is 1 hop to 7 hops, 0 for no reuse.

Peak/Average flag 1 bit Regulatory limits are peak or average.

reserved 2 bits Shall be set to zero.

NumChannelMaps 2 bits
for (i=0; i< NumChannelMaps; ++i) {

Number of Channels 8 bits Nodes in channel map to which rules apply.
Max. xmt power at antenna port 6 bits Regulatory limit in dBm.

Max. EIRP 6 bits Regulatory limit in dBm.

}
}

Figure 45 -- MSH-NCFG Channel IE (license-exempt)

6.1.3.1.2 MSH-NCFG Channel IE (licensed)

Syntax Size Notes

MSH-NCFG_Channel_IE() { For licensed channels.

for (i=0; i< Channels; ++i) {

Physical Channel center
frequency

24 bits Positive integer in kHz.

Physical Channel width 8 bits Positive integer in 100 kHz.

}
Channel Reuse 3 bits Minimum number of hops of separation between

links, before a channel can be reused by the
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centralized scheduling algorithm. Range is 1 hop
to 7 hops, 0 for
no reuse.

reserved 5 bits Shall be set to zero.

}

Figure 46 – MSH-NCFG Channel IE (licensed)

6.1.3.2 Network Entry Open IE

Syntax Size Notes

MSH-NCFG_embedded_data_IE() {

Minislot Start 8 bits Schedule start for upper layer network entry.

Minislot Range 8 bits Schedule range for upper layer network entry.

Frame number 12 bits Frame number this schedule becomes valid.

Channel 4 bits Logical channel for new node to Xmt in above
Minislot Range.

Schedule validity 12 bits Validity of Schedule in frames.

Channel 4 bits Logical Rcv channel for new node.

Estimated Propagation Delay 4 bits Measured in µs.

reserved 4 bits Shall be set to zero.

}

Figure 47 – Network Entry Open IE

6.1.3.3 Network Entry Reject IE

Syntax Size Notes

MSH-NCFG_embedded_data_IE() {

Rejection Code 8 bits

Rejection Reason 160 bits ASCII string

}

Figure 48 – Network Entry Reject IE
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Rejection Code
0x0: Operator Authentication Value Valid
0x1: Excess Propagation Delay
0x2: Select new sponsor

6.1.3.4 Neighbor Link Establishment IE 

Syntax Size Notes
MSH-NCFG_embedded_data_IE() {

Action Code 2 bits 0x0 Challenge
0x1 Challenge response
0x2 Accept
0x3 Reject

reserved 6 bits Shall be set to zero.

if (Action Code == 0x0 or 0x1)
Nbr Authentication value 32 bits

if (Action Code == 0x1 or 0x2)

Link ID 8 bits Transmitting node’s link ID for this link.

}

Figure 48 – Neighbor Link Establishment IE
 
Nbr Authentication value

HMAC{AK | frame number | own Node ID, Node ID of other node} where the AK
is a secret key (obtained from Operator).
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6.2 MSH-NENT message format
In the process of Entry and Synchronization MSH-NENT messages are used. In the

case a MSH-NENT is transmitted the Mesh subheader shall be equal 0x0000 until the
new node has been assigned a node ID.

Syntax Size Notes

MSH-NENT_Message_Format() {

Management Message Type = 40 8 bits

Type 3 bits 0x0 Reserved
0x1 NetEntryAck
0x2 NetEntryRequest
0x3 NetEntryClose

Xmt counter for this Type 3 bits For NetEntryAck,
this is the Type being
acknowledged.

reserved 2 bits Shall be set to zero.

Sponsor Node ID 16 bits

Xmt Power 4 bits

Xmt Antenna 3 bits

reserved 1 bit Shall be set to zero.

if (Type == 0x2)

MSH-NENT_Request_IE() variable

}

Figure 49 – MSH-NENT message format

6.2.1 MSH-NENT Request IE

Syntax Size Notes

MSH-NENT_Request_IE() {

MAC Address 48 bits

OpConfInfo 64 bits

Operator Authentication Value 32 bits

Node serial Number 32 bits

}

Figure 50 – MSH-NENT Request IE
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Operator Authentication Value
HMAC{MAC Address | Node Serial Number | AK}
where the AK is a secret key (obtained from Operator).

6.3 MSH-DSCH message format
These  messages  shall  be  transmitted  in  Mesh  mode  when  performing  over

distributed scheduling. It has been seen when they have to be transmitted, in a regular
period.  In  both  coordinated and uncoordinated distributed schedule  theses  messages
shall be sent in the request and grants between neighbors. This message shall not be
fragmented.

Syntax Size Notes

MSH-DSCH_Message_Format() {

Management Message Type =41 8 bits

Coordination Flag 1 bit 0 = Coordinated, 1 = Uncoordinated

Grant/Request Flag 1 bit 0 = Request message
1  =  Grant  message  (also  used  as  Grant
confirmation)
Always  set  to  0  for  coordinated  distributed
scheduling.

Sequence counter 6 bits

No. Requests 4 bits

No. Availabilities 4 bits

No. Grants 6 bits

reserved 2 bits Shall be set to zero.

if (Coordination Flag == 0)

MSH-DSCH_Scheduling_IE() variable

for (i=0; i< No_Requests; ++i)

MSH-DSCH_Request_IE() 16 bits

for (i=0; i< No_Availabilities; ++i)

MSH-DSCH_Availability_IE() 32 bits

for (i=0; i< No_Grants; ++i)

MSH-DSCH_Grant_IE() 40 bits

}

Figure 51 – MSH-DSCH message format
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6.3.1 MSH-DSCH Scheduling IE

In the case of Coordinated distributed scheduling, the MSH-DSCH message shall
carry this information in order to determine transmission timing of the MSH-DSCH
messages with coordinated scheduling. 

Syntax Size Notes
MSH-DSCH_Scheduling_IE() {

Next Xmt Mx 5 bits

Xmt holdoff exponent 3 bits

No_SchedEntries 8 bits

for (i=0; i< No_SchedEntries; ++i) {

Neighbor Node ID 16 bits

Neighbor Next Xmt Mx 5 bits

Neighbor Xmt holdoff exponent 3 bits

}
}

Figure 52 – MSH-DSCH Scheduling IE

6.3.2 MSH-DSCH Request IE

The Request shall be carried in the MSH-DSCH message.

Syntax Size Notes

MSH-DSCH_Request_IE() {
Link ID 8 bits of  the  node  transmitting

this packet.
Demand Level 8 bits Demand in minislots.

Demand Persistence 3 bits

reserved 1 bit Shall be set to zero.
}

Figure 53 – MSH-DSCH Request IE

Demand Persistence
Usage: 0 = cancel reservation

1 = single frame
2 = 2 frames
3 = 4 frames
4 = 8 frames
5 = 32 frames
6 = 128 frames
7 =  Good until cancelled or reduced.

58



IEEE 802.16 MAC Layer

6.3.3 MSH-DSCH Availabilities IE

When  a  MSH-DSCH  message  carries  the  Availabilities  is  for  indicating  free
minislots ranges that nieghbors could issue Grant in.

Syntax Size Notes
MSH-DSCH_Availability_IE() {

Start Frame number 8 bits 8 LSB of Frame number.

Minislot start 8 bits

Minislot range 7 bits The number of minislots free for grants.

Direction 2 bits

Persistence 3 bits

Channel 4 bits

}

Figure 54 – MSH-DSCH Availabilities IE

Direction
0 = Minislot range is unavailable
1 = Available for transmission in this minislot range.
2 = Available for reception in this minislot range.
3 = Available for either transmission or reception. 

6.3.4 MSH-DSCH Grants IE

The Grants carried in the MSH-DSCH message shall transmit information about a
granted minislot range selected from the range defined as available.

Syntax Size Notes

MSH-DSCH_Grants_IE() {
Link ID 8 bits ID of the node transmitting this packet.
Start Frame number 8 bits 8 LSB of Start Frame number.

Minislot start 8 bits

Minislot range 8 bits

Direction 1 bit

Persistence 3 bits

Channel 4 bits
}

Figure 55 – MSH-DSCH Grant IE

Direction
 0 = This node receives from this neighbor
 1 = This node transmits to this neighbor
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7 Comparison with standard IEEE 802.16

In  this  chapter  two  different  comparisons  are  present.  The  first  one  is  an
introduction  to  the  technology  of  these  features,  and  makes  the  reader  notices  the
general features of each one. This aspect is important to obtain a global idea in order to
provide enough knowledge in case of treating a wireless networks planning. The second
one is the produce of the previous Mac layer research; work out in the anterior chapters
in the case of standard 802.11, and for standard 802.16 in the paper of Pedro Francisco
Robles Rico with are named like “Research of IEEE standard 802.16 MAC layer in
Distributed Mesh Networks and comparison with IEEE 802.11 ad hoc networks”.  
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7.1 General features
In the next table it is shown  a comparison  between standards 802.11 and standard

802.16 in general different aspects.

Standard 802.11 802.16

Max distance
coverage Optimized for 100 m Optimized for 7 – 10 km

Channel bandwidth 22 MHz

10, 20 MHz
3,5,7,14 MHz
3,6 MHz
The channel bandwidth can be
chosen by the operator

Frequency band
Unlicensed bands 
- 2.4-2.5 GHz 
- 5.725 5.875 GHz

Licensed bands
- 10-66 GHz
Unlicensed bands
- Bellow 11 GHz

Max data rate 1 Mbps ,11 Mbps, 54 Mbps
Efficiency 2,7 bps/ Hz

75 Mbps, 100 Mbps, 134 Mbps
Efficiency 5 bps/ Hz

Physical technology
DSSS
FHSS
OFDM

SC
SCa
OFDM
OFDMA

QoS No Yes

Users Supports 10´s  of users Supports thousands  of users

Line of sight Optimized for indoor non-
line-of-sight (NLOS) Optimized for outdoor NLOS

Topology In the future mesh networks
shall be supported Support mesh network topology

Figure 56 -- Table of general comparison parameters of the two standard
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7.2  MAC layer of the two standards
In the case of 802.11 MAC if it is seen upper layers immediately it is found the LLC

sublayer,  that  characteristic  makes  802.11 protocol  seems to  networks  layers  like  a
network  based in Ethernet, this feature relieves complexity to network layer protocols,
and make a perfect insertion in the previous protocol architecture. Like was explaining
the introduction the LLC provide an extra reliable functions to 802.11, with their three
different services, and ARQ mechanism.

In the other hand, the standard 802.16 MAC  treats directly with upper network
layers,  for  solving this  situation the 802.16  introduce a  sublayer,  Service-Specific
Convergence sublayer (CS)(see 1.2), that provides any transformation or mapping of
external network data. As consequence the MAC layer is composed by three different
sublayers. The main sublayer is the MAC common Part Sublayer which is connected
with the CS through the MAC SAP.  The third sublayer, Security Sublayer, is located
below the MAC common Part Sublayer and it is a small sublayer. It is not necessary a
SAP between them.  Below the Security Sublayer, or if it is preferred, below the MAC
layer it is found the Physical Layer, both Layers are connected through the PHY SAP.

Below the 802.11 MAC layer there may be different physical layers, for making
understandable  the  MAC  with  different  transmission  techniques,  it  is  introduced  a
convergence sublayer only with the objective of comprehension.

In the previous overview it was repassed the layers around the 802.11 MAC layer
and the 802.16 MAC Common Part Sublayer, with this glance, the  proper Mac layer of
the  two  standards  were  located  in  the   stack  of  protocols  involved  in  wireless
communications. For finishing with the comparison it is going to insert within the own
mechanisms of this layer. The main aspects of these MAC layers are as follows.

7.2.1 Topologies

In the standard 802.16 are distinguished two different topologies (see 5.1); PMP and
Mesh mode although for the research only Mesh mode has been studied. This Mesh
mode is composed by Stations with the same importance. Only the station connected to
the backhaul services outside the Mesh network is defined different, it is termed Mesh
Base Station. All the Station included the Mesh BS can transmit each other. The point
of  interest  of  Mesh  mode  has  been the  Distributed Scheduling  since  it  was  seek a
manner to manage the Network without a central or manager node, been a more flexible
configuration if one node is moving out.

In the standard 802.11 the configuration that make good with this requirement is the
Independent Basic Service Set topology , the great disadvantages with 802.16 is that
802.11 protocol is not allowed more than one hop, if the stations has not direct sight,
there aren’t a routing protocol that saves this situation, therefore the communication will
not possible between this stations.
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7.2.2 Initiation and Synchronization

The initiation and synchronization of the ad hoc 802.11 network or the greeting to
the new station is a process that it is resumed in four steps; scanning for BSSs, initiating
BSSs,  joining  to  an  IBSS  and  timing  synchronization.  In  contrast  the  process  of
initialization in Mesh mode is fairly complex (see 3). While the new node is receiving
different packets from the network, it must construct the physical neighbor list (see 5.4).
In addition the new node has to ask a regular node to be its Sponsor node, this supposes
that the new node must process a large amount of information. 

In both cases, during the initialization, the node must acquire synchronization with
the others in order to know about the other transmissions.

7.2.3 Channel separation

In the 802.11 control and management frames and the data frames share the same
channel, they compete for the use of the channel . Unlike 802.11, the control and data
channel  are  separated  in  the  standard  802.16.  The  Mesh frame  is  divided into  two
subframes  (see  5.2):  Control  subframe  and  Data  subframe.  This  separation  of  the
subframes is realized in order to provide coordination to the Network.

7.2.4 Overall transmission scheme

In the standard 802.11 the stations use a “listen before send” mechanism. At the
same time in order to decrease the possibility of beginning the transmission at the same
time two stations use a backoff procedure , that introduces some dead times in the use of
the medium. This derives in a disadvantage. On the other hand the IEEE 802.16 is a
slotted system (see 5.2) where all the transmission must be synchronized (see 3.2.1),
that supposes the station does not require to sense the channel since it  has assigned
some slots for transmitting. With these restrictions the transmission of control messages
are scheduled in a collision free manner.

7.2.5 Collision avoidance

The standard 802.11implement a medium access technique to avoid the collisions,
CSMA/CA, with the introduction of two control frames RTS/CTS in the basic sequence
of transmission achieves reduce the collisions that the known hidden problem cause.

As it  has  been mentioned in  the  previous  point,  the  standard 802.16 avoids  the
collisions by using a slotted frame. At the same time Distributed Scheduling (see 5.3)
uses a three-way handshaking to set up connection before data. As well as the standard
802.11  with  the  introduction  of  medium  access  technique  to  avoid  the  collisions,
CSMA/CA , with two control frames RTS/CTS in the basic sequence of transmission
achieves reduce the collisions that the known hidden problem cause. The difference
between  both  mechanisms  may  be  that  in  standard  802.16  the  aim is  avoiding  the
collision and in standard 802.11 it is enough with reducing the collisions.
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7.2.6 Competing for data transmission

Another major difference is that in standard 802.16 multiple slots are reserved by
the  node  for  exchanging  control  messages.  However  each  node  in  their  eligible
transmission  opportunity  must  compete  with  others  eligible  competing  nodes  for
transmitting  their  corresponding  packets.  The  winner  node  is  chosen  by  using  the
Distributed election Algorithm (see 5.3.2).  Whereas in 802.11 must compete for the
channel for every packet and among all of them.

7.2.7 Construction of MAC PDUs

This is one of the most important features of the MAC layer. In the construction of
MAC PDUs it can be seen how efficiency is the use of the offered capacity for payload.
Both standards 802.11 and 802.16 are similar in the aspect that both use fragmentation
and  CRC  (see  2.2)  with  the  difference  that  Mesh  mode  requires  fragmentation
subheaders  when  fragmentation  is  presented.  However  the  main  difference  is  that
standard 802.16 may use packing. By using packing the PDU can be used in a better
manner in the case of receiving from upper layers a SDU small enough to insert more
than  one  in  the  same  PDU.  In  the  standard  802.11  the  fragmentation  serve  to  the
propose of fit the packets to the size of the physical layer frames, furthermore increase
the transmit reliability in the presence of interference.

7.2.8 Error recovery mechanism

The 802.11 MAC layer provides an error recovery mechanism with retransmission
procedure,  it  is  an  automatic  repeat-request  (ARQ).  This  is  implemented  with  the
support of ACK responses from the receiver. Furthermore a lifetime is assigned to the
fragments,  after  this  period  the  frames  will  be  discard.  In  the  standard  802.16  the
implementation of ARQ mechanism is optional (see 2.3). But when it is implemented it
provides a complete ARQ mechanism. It  uses sliding window and as in the case of
802.11 a lifetime is assigned to the fragments.
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The next table treat to resume the most important ideas of the two MAC layers, that
was explain a long this paper.

 

Standard 802.11 ad hoc mode 802.16 mesh mode

Topologies Ad hoc.
Only with one hop

Mesh
Coordinated transmissions
in two-hop neighborhood

Initiation and
Synchronization

Four steps,
With storage of  local
information

Complex, with storage of
neighbour information 

Channel separation Not separated between 
control and data channel

Control and data channel
are separated (contention in
control channel does not
affect the current data
transmission)

Overall 
transmission scheme

Sensing the channel
before transmission

TDD Slotted system
(All nodes are
synchronized)

Collision avoidance
Physical carrier sensing or
RTS/CTS/DATA/ACK
exchange

Request/Grant/Confirm
message exchange

Competing
for data transmission

Competing for 
every data packet

Reservation of multiple
slots without additional
control message exchange

Construction
Of  MAC PDUs Fragmentation

CRC

Fragmentation 
CRC
Packing

Error recovery 
mechanism

ACK
Fragments lifetime

ARQ mechanism is
optional

Figure 57 -- Table of MAC layer comparison parameters between the two standard
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8 Conclusions and future work

8.1 Conclusions
In the anterior chapter are implicit mentioned the conclusion. These are related with

the main features of the 802.16 MAC Layer and they are more visible when comparing
with the Standard 802.11. 

It can be easily seen that the Standard 802.16 has a robust MAC layer which does
not require another layer within the Link Layer. This stockiness is due to 802.16 must
support thousands of stations and at the same time these stations shall expect a high data
rate.  These  characteristics  are  achieved  because  many  reasons,  one  of  them  is  the
efficiency of using the MAC PDU. By adding the packing option it is possible to utilize
always the entire PDU.

Other aspect that can be mentioned is that in 802.16 Mesh mode the transmission
with the two-hop neighborhood is coordinated, however this capacity is achieved by
introducing the transmission of many scheduling packets which decrease the efficiency
of the communications.

8.2 Open issues and future work
Since the Standard is not still well introduced, there are not many results of practical

measurements. All the results are obtained from simulations which are not completely
reliable. Therefore it would be interesting to test a real 802.16 Mesh Network. Thus, it
would be known the practical data rate and the real coordination among the nodes.

While this investigation has been done, a new Standard 802.11 is being developed.
This new task is responsible to figure out how to introduce the Mesh mode. If this new
characteristics  had  been already developed.  the  comparison  realized in  the  previous
chapter  would have been absurd,  since both standards  would have had very similar
features.
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9 Abbreviations and acronyms

AAS adaptive antenna system
AK authorization key
ARQ automatic repeat request
ATDD adaptive time division duplexing
ATM asynchronous transfer mode
BCC block convolutional code
BER bit error rate
BR bandwidth request
BS base station
BSN block sequence number
BW bandwidth
BWA broadband wireless access
CA certification authority
CCS common channel signaling
CCV clock comparison value
CDMA code division multiple access
CID connection identifier
CPS common part sublayer
CRC cyclic redundancy check
CS convergence sublayer
CSCF centralized scheduling configuration
CSCH centralized scheduling
DES data encryption standard
DFS dynamic frequency selection
DL downlink
DM directed mesh
DSA dynamic service addition
DSC dynamic service change
DSCH distributed scheduling
EC encryption control
EKS encryption key sequence
FC fragmentation control
FCH frame control header
FDD frequency division duplex or duplexing
FEC forward error correction
FSH fragmentation subheader
FSN fragment sequence number
GS guard symbol
HCS header check sequence
HEC header error check
HMAC hashed message authentication code
HT header type
IE information element
IP internet protocol
KEK key encryption key
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LAN local area network
LLC logical link control
LOS line-of-sight
LSB least significant bit
MAC medium access control layer
MAN metropolitan area network
MBd megabaud
MBd/s megabaud per second
Mb/s megabit per second
MIB management information base
MSB most significant bit
MSH mesh
NCFG network configuration
NENT network entry
NLOS non-line-of-sight
OFDM orthogonal frequency division multiplexing
OFDMA orthogonal frequency division multiple access
OID object identifier
PDU protocol data unit
PHS payload header suppression
PHSF payload header suppression field
PHSI payload header suppression index
PHSM payload header suppression mask
PHSS payload header suppression size
PHSV payload header suppression valid
PHY physical layer
PKM privacy key management
PM poll-me bit
PMD physical medium dependent
PMP point-to-multipoint
PRBS pseudo-random binary sequence
PS physical slot
PSH packing subheader
PTI payload type indicator
PVC permanent virtual circuit
REQ request
RNG ranging
RSP response
RSS receive signal strength
RSSI receive signal strength indicator
RTG receive/transmit transition gap
Rx receiver
SAP service access point
SC single carrier
SDU service data unit
SF service flow
SFID service flow identifier
SNMP simple network management protocol
SNR signal-to-noise ratio
SS subscriber station
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SVC switched virtual circuit
TCP transmission control protocol
TDD time division duplex or duplexing
TDM time division multiplexing
TDMA time division multiple access
TEK traffic encryption key
TFTP trivial file transfer protocol
TLV type/length/value
Tx transmitter
UDP user datagram protocol
UL uplink
VC virtual channel
VCI virtual channel identifier
VLAN virtual local area network
VP virtual path
VPI virtual path identifier
WirelessMAN Wireless Metropolitan Area Networks
WirelessHUMAN Wireless High-speed Unlicensed Metropolitan Area Networks
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