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Abstract 
 
Vulnerabilities are rapidly increasing everyday, posing a major threat to security products. It is 
due to the flaws in the software during development and human negligence. Even if we are able 
to find the source, it is not easy to get rid of them with the dramatic discovery of threats exposed 
every month. Defending against attacks, we need to understand the vulnerabilities in a large 
scale. The security products, which are being told to provide security, contain a lot of 
vulnerabilities giving a headache to the security vendors around the globe.  
 
Information security breaches are increasingly widespread. Our aim is to find and examine the 
vulnerabilities in security products for the last three years. The overall conclusion is that the 
vulnerabilities in security products always result either in arbitrary code execution, denial of 
service or allow an attacker to take control of the system by taking in high privileges. We 
investigated computer products having vulnerabilities, analyzing more than 6000 advisories. 
Based on that information, we have extracted vulnerabilities specifically for the security products 
and showed them comprehensively in statistical format. Evaluation of vulnerabilities has been 
done for every year and based on that information; we compared the vulnerabilities occurring in 
the last three years. 
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1. Introduction 

“The responsible way to handle a security vulnerability report is to let the vendor know 
you believe you've found a potential vulnerability in their product so they can investigate 
it. That wasn't done in this case, and it's really unfortunate because the result has been 
that customers have been unnecessarily frightened about this issue because we were 
given a grand total of fewer than 12 hours between the initial report of the vulnerability 
and the time it went public. The goal at the end of the day is to protect customers, and 
responsible reporting practices suggest that the right way is to give the vendor a chance to 
do the investigation.” 

                                                                                                       --Scott Culp 
 
Software development gives a boost to programming errors and execution vulnerabilities .Such 
kind of flaws lead to attacks .Vulnerabilities became more popular, when the products having a 
vulnerability connected with the internet. The vulnerabilities exploits over the internet is a vast 
problem that needs proper management and control. Security vendors need to provide some tools 
to reduce or eliminate vulnerabilities before they turn into a successful attack. What we have 
seen during the work is that many of the vulnerabilities are because of the carelessness of the 
programmer while writing a code during the development process of a software application.  
According to the vulnerability information by CERT, we have seen a major difference in the 
vulnerabilities discovered in 2005 and 2006 respectively [66]. 
 

 
Figure 1.1 Reported vulnerabilities per year 

 
According to the Figure1.1, we have seen that number of vulnerabilities is increasing every year, 
except of an equal numbers in 2003 and 2004. Security vendors always introduce patches to 
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install as the countermeasures when the vulnerability is disclosed. Sometimes regular patches 
have to be installed for proper security management. The techniques used to build cheaper and 
bug-free software have not remained helpful in producing secure software at all. To understand 
the security risks in today’s complex communication world, one has to analyze the vulnerability 
causes with the efficient programming skills. 
 
Vulnerabilities are increasing day by day, though patches and remedy tools are built to reduce 
them. In some cases security vendors try to hide the full details by hiding the disclosure date and 
providing less information about the flaw in their product. Once vulnerability becomes public 
knowledge, everyone starts to talk of that vulnerable product. Existing countermeasures against 
vulnerabilities trust heavily on system developers and are therefore capable of making an error. 
 
Security could possibly be the most challenging problem for the developers and programmers.  
Users are becoming more aware now of the ‘’security’’ concept. Every user using the computer 
system wants to install antivirus and firewall in their system, even if they don’t know much 
about it. This has forced vendors to build more “secure” security products. The software 
developers are now trying hard to assess their code and working to make it less vulnerable. 
Besides developers, there are now software testers that work entirely in the software security 
industry. Even then vulnerabilities are increasing every year. In recent years, application level 
security vulnerabilities become important which affect applications rather than operating 
systems. Such software vulnerabilities may expose the application to attacks by an intruder.  

 
 

1.1. Motivation 
 
In reports by security advisories, there is no separate information about the security products 
vulnerabilities. Although every security product claims to provide security at their best and 
always try to compete with each other, we have seen that no security product is free from 
vulnerabilities. This provides a great interest in examining the products and their vendor 
information. Our focus is mainly on the vulnerability detection and evaluation in security 
products. 
 

1.2. Thesis Objective and Goal  
 

The thesis objective is to investigate and evaluate the vulnerabilities occurring in security 
products that leads to our goal of analyzing them by comparing past three years vulnerability 
findings. 

 

1.3. Task/methodology  
 
To find the vulnerabilities in the last there years, we have divided the task into different subtasks 
as follows  
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- Gathering the security products information and searching specifically for the 

vulnerabilities in the security products.  
 

- Keeping the security products isolated from the other products and sorted into a list every 
year respectively.  

 
- Description of disclosed vulnerabilities gathered in an appendix with various database 

sources  
 

- Categorizing affected security products and sorting them into a list according to their 
embedded security features. See Appendix for a complete list. 

 
- Description of every security product of what it does and which kind of security it 

provide sorted individually, see Appendix for more details. 
 

- Listing affected security vendors separately and classifying them according to the 
vulnerable products. For a complete list of affected vendors , see appendix 

 
- Focusing the study on the security vendors and their affected products. For affected 

security vendor description, see details of every vendor in the affected products 
description. 
 

- Weeding out open source, freeware, shareware and the products having no security 
vendor to limit the scope of this thesis report. However, some of them are mentioned in 
the Vulnerability description section of the appendix. The reason for mentioning those 
security products is their very nature of well known security providing tools. Examples 
are antivirus, firewall and IDS/IPS systems. 

 
- Short listing vulnerabilities by different categories and attacks. It is to be noted that the 

vulnerabilities having subtypes [chapter 3] have been considered separately and more 
explicitly as shown in description of vulnerabilities. 
 

 

1.4. Related Work  
 
According to our knowledge, there is no report specifically concerning security product 
vulnerabilities but there are vulnerability evaluation reports published previously. Large scale 
vulnerability analysis was done in 2006 by the researchers in ETH Zurich [77] in which they 
quantify the gap between exploit and patch availability. One paper was published a year ago by 
the Stefan Frei, which is also one of the authors of [77]. In that paper they had taken two 
software vendors, Apple and Microsoft under consideration. They use their new security metric 
called O-day Patch to measure the security of these two vendors. According to the Cert 
Coordination Center (CERT/CC), there were 4129 software security vulnerabilities reported in 
2002, nearly double the number reported in 2001.   
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There is also one research paper published in May2008 by a network intrusion specialist, Brett 
Moore, in which he describes some SQL injection methods [78]. 

 
 

1.5. Thesis Outline 
 

Chapter 2 provides the security definitions and basic terminologies which are important to know 
before further analyzing the security products 
 
Chapter 3 presents the attacks exploited by the analyzed vulnerabilities  
 
Chapter 4 provides introduction to the reader about basic concepts of security vulnerability and 
then further explains the vulnerabilities and their types seen in the affected security products 
 
Chapter 5 presents the major findings concluded by our vulnerabilities for 2006-2008 

 
Chapter 6 gives the details of the vulnerable security products in terms of their categories, sorted 
by the security features. 
 
Chapter 7 explains the methodology and sources used for finding the vulnerabilities 
 
Chapter 8 provide the month by month details in figures for every vulnerability .This is done for 
2006-2008 
 
Chapter 9 gives the statistical results for every year concluding from chapter 8.  
 
Chapter 10 presents the vulnerabilities and security products discussion, analysis and conclusion 
for every year  
 
Chapter 11 gives our conclusions and further recommendations for future work 
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2. Security Terminologies  

2.1. Security 
“Security provided by IT Systems can be defined as the IT system's ability to being able to 
protect confidentiality and integrity of processed data, provide availability of the system and 
data, accountability for transactions processed, and assurance that the system will continue to 
perform to its design goals”- By OSA [57]. 
 
Security is about the protection of assets, if you know your assets and their value. However 
security is one of those unfortunate notions that seem to retreat further and further when you try 
to pin down their precise meaning. Many efforts have been done in writing definitions of 
computer security and later editing those definitions from time to time [1].  
 

2.2. Information Security 
Information security means “protecting information and information systems from unauthorized 
access, use, disclosure, disruption, modification, or destruction” [56].  
 
In 2005, Thomas R. Peltier writes in his book that information security directs and supports the 
company and affiliated organizations in the protection of their information assets from 
intentional or unintentional disclosure, modification, destruction, or denial through the 
implementation of appropriate information security and business resumption planning policies, 
procedures and guidelines [75] 
 
The field of information security has arisen very quickly in the past few years.  With the help of 
information security, companies protect their systems and facilities that maintain information 
critical for their operations [58] 
 

2.3. Computer Security  
Computer Security deals with the techniques employed to maintain security within a given 
computer system [1]. Computer security is slightly different from information security but these 
two terms are often seen side by side interchangeably. We can say that Computer security is a 
branch of Information security that strictly focuses on the operation of the computer system and 
components. 
 

2.4. Threat 
A potential violation of security [ISO 7498-2] which may cause a loss of one or more aspects of 
information systems security [76] 
 

2.5. Risk Analysis 
An analysis of system assets and vulnerabilities to establish an expected loss from certain events 
based on estimated probabilities of the occurrence of those events [76] 
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2.6. Breach of Security 
The unauthorized disclosure, modification or withholding of information. [76] 
 

2.7. Security Products  
Security products are the products providing security depending on the type of product. The 
selection of security or in our case computer security product is an integral part of the design, 
and development of an IT security infrastructure. 
 
The need for security software 
 
There is a famous proverb that prevention is better than cure. Therefore it’s always better to use 
security software (product) before our computer gets affected by the malevolent attackers. A 
virus can harm the system at any point whether you are downloading some files from a website 
or browsing some particular site. Research is happening all over the world to prevent new attacks 
and threats but new threats and viruses are produced simultaneously. The viruses that affect the 
target system can make the necessary data unavailable and cause other damages for the system.  
Online threats have added up with the increasing use of the internet. Now besides the antivirus 
system, we need all-round protection to counter multiple threats [79] 
 
In physical premises, a guard is used to stop any suspicious person to enter into the private area.  
Internet security software also helps in the same way. It is like a wall that prevents threats from 
entering into the system. A few examples of internet security products are antivirus, firewall, 
antispyware, IDS, authentication and access control systems etc. 
The best way to choose the security product is by comparing them with other products providing 
the same security features. There are some internet security systems that help a user to take a 
backup of data frequently and store it in a new secure place before any data loss from the system 
is reported.   
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3. Attacks   

       

3.1. Definition  
 
An intentional attempt to damage the software is defined as an attack. 
 

3.2. Types of Attacks 
 
Different kinds of attack methods have been seen in the vulnerability analysis. The following are 
the types of attacks exploiting vulnerabilities in security products. 
 

3.2.1. Parameter manipulation attacks 

Parameter manipulation is the type of attack in which an attacker attempts to manipulate input to 
application validation and filtering [24]. 
 
The attacker manipulates the data which is sent between the web browser and the web 
application and can change the data which a normal user cannot be able to. Mostly this parameter 
altering is done by the URL strings, the HTTP headers and form fields, and cookies [25].  By 
tampering with certain parts of the URL, an attacker can get access to a web server which he is 
not supposed to access [26]. The URL injection code attacks come under the parameter 
manipulation attacks, so we are not going to define them separately. 
An attacker can access important information by possibly testing files and directories in a 
random manner. 
 

3.2.2. Code Injection  

Injection vulnerabilities pose a major threat to application level security [27]. 
 
It is caused by processing invalid data used by the attacker to change the flow of execution. The 
code is usually inserted into the target application and allows an attacker to gain root privileges.  
It is usually caused by a buffer overflow vulnerability that lets attackers to go across a network 
and change the code of a machine [28]. The common use of code Injection is the propagation of 
computer worms, which are self-repeating computer programs. 
 
The code execution can be used to escalate privileges to root permissions  
 
In the code injection attack, the attacker changes the semantics of the application. The results 
vary from application to application but typically it leads to privilege escalation, which we will 
discuss shortly in the next section, important leakage of information and execution of arbitrary 
commands [29].  
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3.2.3. Arbitrary code execution  

Arbitrary code execution means that any code can be executed by the attacker on the target 
computer. This is possibly done because of the software bugs in the application. Arbitrary code 
execution allows executing machine-code, which is directly executed by the Central processing 
Unit (CPU) [23]. 
 

3.2.4. Remote Code Execution  

The ability to run arbitrary code from one machine to another is often referred to as remote code 
execution. It is seen in many of our security product vulnerabilities and is a part of arbitrary code 
generated remotely. 
 

3.2.5. SQL Injection  

SQL-Structured Query Language- is a textual programming language used to interact with and 
send queries to relational databases [32] [34]. 
 
SQL injection is an example of the code injection but often appears as the name itself in many 
securities product vulnerabilities. Sometimes IT experts use SQL injection as a technique of code 
injection [36] but I am still using it by its name separately and a type of code injection as it 
shows in my security product vulnerabilities. 
 
“SQL injection is a subset of an unverified/unsanitized user input vulnerability ("buffer 
overflows" are a different subset), and the idea is to convince the application to run SQL code 
that was not intended” [30]. The attacker needs a method of determining if the SQL injection can 
be executed on the server to exploit in an application. The impact of SQL injection can be 
removing an object from a website which attracts the viewers [31]. 
 
The SQL injection is a problem for every database vendor and not only Microsoft SQL server 
[31]. 
 
It became popular when the developers started to write dynamic database queries that require 
user supplied input [33]. When an attacker is able to alter the SQL statement, then the process he 
is running will have the same permissions as the part of the web server that executed the 
command [34]. SQL injection is also known as SQL insertion [35] 
 
SQL injection is often seen as vulnerability but as it comes under the code injection attack I am 
considering it as an injection attack .The reason for doing this is because of the injection nature 
of the attacker. SQL infection is a subtype of code injection which is also a cause of buffer 
overflow. Because of that we have considered it as an attack rather than vulnerability. 
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3.2.6. Cross Site Scripting (XSS)  

Cross site scripting is the type of code injection in which the malevolent users inject code in the 
web pages which is viewed by other users. This kind of attack mostly occurs in web applications. 
HTML embedding is the example of XSS which is one of the major exploitation seen in security 
product vulnerabilities. It is caused by the website which fails to check the user before returning 
to the client’s web browser [51]. The attackers can get into the system and easily bypass access 
controls by exploiting this XSS vulnerability.  According to a recent report published by 
Symantec on April 2008, XSS was present in 80% of security vulnerabilities in 2007 [50].  
 
XSS attacks can be done with social engineering by convincing a user to click on the maliciously 
infected URL, which redirects the user web browser to the attacker’s website. Attacker’s website 
usually contains malicious script or HTML chosen by the attacker. It breaks the trust relationship 
between a user and the website. 
 
HTTP header infection is also a condition of XSS which also has been seen in security products 
for the last three years. Common targets for the XSS attacks are the search engines and online 
message boards, where online users post their messages to be read by other users. [52] 
 
 

3.2.7. Social Engineering  

“An outside hacker’s use of psychological tricks on legitimate users of a computer system, in 
order to obtain information he needs to gain access to the system” – Palumbo [37] 
 
The attacker tries to fool users, if any of the above mentioned vulnerabilities are eliminated from 
the software or fails the execution of the attacks. In social engineering an attacker tricks a user 
into giving up secrets to gain high privileges. 
 
“In February of 2005, a large firm that maintains credit information, Social Security Numbers, 
and other personal information on virtually all U.S. citizens revealed that they had divulged 
information on at least 150,000 people to scam artists who had posed as legitimate 
businessmen’’[38]. 
 
All social engineering is based on “cognitive biases” which are human decision making 
attributes. [39][40]. Phishing is a form of social engineering in which a user is manipulated to 
give his confidential information to an attacker. Phishing attacks include deceptive attacks, 
malware attacks and DNS based attacks. [41]. Attackers can send emails to the user pretending 
to be a credit card company to give out their personal account information, and users can always 
easily give that information because of the authentic  credit card company credentials[42]. There 
are lots of research papers published on social engineering attacks and methods to prevent those 
attacks, and in every paper the writer concluded on educating  users not  to give out their 
personal information. [41][43]. According to Mitnick, the best way to approach social 
engineering is to exploit the weakest link and that is we, the people.  
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3.2.8. Format String Attacks 

Format string attacks are used to crash the program or execute arbitrary harmful code. 
Format string attacks were discovered around 1999. These attacks are used by the attacker to 
execute arbitrary code or to crash a system program like code execution vulnerability. A trend 
analysis shows that it is the 9th most reported vulnerability between 2001-2006 [44].  
By accessing free memory spaces, format string attacks change the flow of the code /application 
by using string formatting library features. The attacker can read data from the stack or by the 
process memory when user supplied data is directly used as formatting string input in certain 
C/C++ functions [45].I am not writing details of this attack because of the limited scope of my 
analysis report. For more details of how it works and understanding of the attack components, 
refer to [46] [48]. It is caused mostly by the carelessness of the programmers. 
 
The first publicly known format string attack was exploited in September 1999[47] 
 

3.2.9. Denial of Service 

A Denial of Service (DoS) attack is an attempt to make the computer resource inaccessible to the 
users and to prevent the websites to function properly. In a DoS attack, attackers attempt to 
prevent authorized users of a service to use that service [53].  
The conditions that cause DoS attacks have not been changed in recent years despite of the 
continuous development of the DoS attack technology. DoS attacks are commonly setup from 
one or many points of the internet which is outside to the victim’s network or system [54]. The 
common DoS attack is based on flooding the stream of high bandwidth packets, called flooding 
attacks. Other DoS attacks are SYN flood in which a target machine is flooded with TCP 
connection requests. In a SYN flood attack, the target host crashes or becomes extremely slow. 
The aim of this attack is to push the target host to maintain state information for many host 
connections which will never be completed [55]. 
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4. Vulnerabilities       

 

4.1. Definitions  
 
Vulnerabilities are the weaknesses of a system that could be accidentally or intentionally 
exploited to damage assets. [1] 
When the program runs with special privileges, vulnerabilities are of significant interest. 
Vulnerability is defined as “A weakness in an information system that might allow a violation’’ 
in which one or more of authenticity, availability, confidentiality, integrity or validity has been 
compromised.’’(INFOSEC Task S2001)[75] 
 

4.1.1. Security vulnerability 

According to the Microsoft Security Program Manager “A security vulnerability is a flaw in a 
product that makes it infeasible – even when using the product properly —to prevent an attacker 
from usurping privileges on the user's system, regulating its operation, compromising data on it, 
or assuming un-granted trust”.[2] 
 

4.1.2. Vulnerability assessment 

An aspect of the assessment of the effectiveness of a target of evaluation, namely whether known 
vulnerabilities in the target of evaluation could in practice compromise its security as specified in 
the security target [European ITSEC] 
 

4.2. Difference between a vulnerability and an exposure 

According to [2], it is evident that the hacker can directly exploit or use a vulnerability to reach a 
system or a network.  

For an exposure no direct compromise is made, but it allows an attacker to gather information 
that could result in a successful attack, or in other words it is a primary point of entry that an 
attacker may attempt to use to gain access to the system or data. 

In information security, the exposure is defined as: 

A system configuration issue or a mistake in software that allows access to information or 
capabilities that can be used by a hacker as a stepping-stone into a system or network [3].For 
example running services like HTTP, FTP or using weak applications that is easily attacked by 
the brute force attack. 
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4.3. Types of vulnerabilities 
 
The vulnerabilities mostly fall into the following categories. 
 

4.3.1. Buffer overflow vulnerability 

A buffer is a sequential section of memory allocated to hold anything temporarily from a 
character string to an array of integers.  [6] 
 
In information security, buffer overflow is the most crucial vulnerability defined in various 
books and papers. In 2004, a research done by the United States Computer Emergency Readiness 
Team (US-CERT) has shown that around 20% of the exploits are due to Buffer overflows. [4] 
Any developer can create buffer overflows in their code advertently. It has been a major source 
of vulnerabilities during my last three years findings. In our research while finding the 
vulnerabilities, nearly half of the security exploits are due to buffer overflows. 
  
Buffer overflow is the condition in which the buffer contains more data than required. Buffer 
overflows are security risks that occur potentially whenever the programmer failed to interpret 
storage data which is larger than the buffer and may not be trustworthy [17] 
 
When too much data is written into a buffer the extra data will overflow into the very next part of 
the memory location, effectively overwriting anything that was stored there before. This overrun 
can be abused to overwrite a code pointer and change the flow of control either by directly 
overflowing the code pointer or by first overflowing another pointer and redirect that pointer to 
the code pointer. [5] 
 

4.3.2. Heap overflow vulnerability 

The heap is a place in memory which is dynamically allocated by the application [16]. Like 
buffer overflow, heap overflow could also occur when the extra data spill over. It is also known 
as heap-based buffer overflows as it is basically a buffer overflow that is stored on the heap and 
not heaps itself. 
 

4.3.3. Stack overflow vulnerability 

Stack overflow is a condition when too much memory is used on the call stack [18]. In software, 
a stack buffer overflow occurs when a program writes to a memory address on the program's call 
stack outside of the intended data structure; usually a fixed length buffer[19].When a program or 
a code allocates more space to  the buffer on a stack than the actual limit; stack overflow occurs. 
This could possibly result in the crash of the program or in some cases the corruption of the data 
placed on stack. 
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4.3.4. Integer-flow vulnerability 

Like buffer over flows, integer overflow also takes place when the arithmetic operations try to 
have a numeric value larger than the allocated space in the memory. For instance, if an integer 
data type allows integers up to 2 bytes or 16 bits in length (or an unsigned number up to decimal 
65,535), and two integers are to be added together that will exceed the value of 65,535, the result 
will be integer overflow[20] 
 

4.3.5. Unvalidated input  

The second type of security vulnerability seen in the products is an unvalidated input. Any input 
received from an untrusted source is a major possible target for attack. Untrusted source could be 
anything coming from different resources. For example a user, not defined, can be a source of 
vulnerability. There are many kinds of input coming from different untrusty resources. For 
example text input fields, command line inputs, commands passed through a URL used to launch 
the program [7]. These are not restricted and can come from various other sources. Input to the 
software program is observed by the attacker, who attempts to pass every sort of distorted data to 
see what effect it has on the input fields. There are also very good chances of crashing a program 
by providing unvalidated Input but this also becomes an opportunity for a hacker to exploit this 
situation. If we don’t validate the input from a not known source, it may cause problems that 
result into an attacker executing his own code [8].These illegal inputs are exploited by the middle 
man or we should say hacker to take control of operating systems, corrupt the disks of other 
users and steal data by exploiting this vulnerability. [7] 
 
Invalidated input can result in buffer over flow which was explained earlier. Another example is: 
 
URL command Injection 
 
The attacker can gain advantage of invalidated input through URL commands. The hacker can 
send URL commands to the program if not properly validated. If the commands were sent by the 
URL string, we always have to check whether the input comes from a trusted source or not. The 
commands used to execute a web application have to be filtered or encrypted by the code or 
otherwise a hacker can use that command URL to redirect to a malicious website causing loss of 
confidential data.[8]. But the problem is that there are too many ways of encoding information. 
However its trivial to decode the encryption. [9], [10] 
Many web applications use client side mechanisms to validate input. It is very surprising till 
today, as client side validation mechanisms can be easily breached, resulting in unprotected web 
application. By using telnet, attackers can use their own HTTP requests easily without even 
thinking that the developer is intended to happen on the client side and not on the server side. [9] 
Arbitrary URL’s or complete pathnames are such kinds of commands not to be accepted as they 
can result into format string attacks and buffer overflow [6] 

4.3.6. Unarchived data 

The attacker modifies the data, if the archived data is not stored in a secure part of memory or in 
a file onto a disk. 
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“Archiving data refers to converting objects and values into an architecture-independent stream 
of bytes that preserves the identity of and the relationships between the objects and values” [8]. 
 
There is always a possibility of other security vulnerabilities even when safe code is written. It is 
in the libraries called by the code. Those are beyond the scope of the thesis, so we are not going 
to mention it. Interested readers may refer to [11] for more information. 
 

4.3.7. Race conditions 

Mentioning the race condition vulnerability is important as it is one of the security 
vulnerabilities, which mostly occur in the operating systems. However, it also shown in various 
security product vulnerabilities especially prior to 2006. 
“Race condition is typically a result of nondeterministic ordering of a set of external events” 
[12].  
 
Attackers can take advantage of small time gaps that occur during the code execution to interfere 
with the sequence of operations, which is further exploited. 
 
 

4.3.8. Insecure file operations 

Insecure file operations are one of the main security vulnerabilities. The attackers can change the 
file permissions according to their needs after it has been created. If we fail to check the code 
after writing programs, we may not know that the file has been changed by the attacker. This 
could result in reading the confidential information, gaining control of the system and mostly 
resulting in DoS attacks [13]. 
 
The following are the examples of insecure file operations which are all seen in my data 
collection security product vulnerabilities [7]. 
 

• writing to or reading from a file in a location writable by another user  
• failing to make the right checks for file type, device ID, links, and other settings before 

using a file 
• failing to check the resulting code after a file operation 
• assuming that if a file has a local pathname, it has to be a local file 

 

4.3.9. Breaking access control 

Access control can apply to data, services and computers with in the network or across the 
internet. Automated security policies define how access control is being implemented. [1] 
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“Access control is the process by which users are identified and granted certain privileges to 
information, systems, or resources. Understanding the basics of access control is fundamental to 
understanding how to manage proper disclosure of information” [14] 
 
Many security vulnerabilities are due to the wrong use of access controls or not using them at all. 
When we talk about access control in general, privilege is the term that comes to mind.  
Permissions are also called privileges and can be used interchangeably.  Permissions or a 
privilege can be defined as the access rights given by an operating system to checks, which file is 
accessible to which user controlling read and write  operations, directories, attributes of files  and 
who are allowed to execute a file or not .  
 
An attacker usually tries to have the root privileges which mean that he tries to take over the 
system administration rights acting like a super user [15] 
 
An application executing with root privileges can access everything and change anything. Buffer 
overflow vulnerabilities and sometimes race conditions allow an attacker to intensify their 
privileges. There are some errors while programming an application that could result in security 
vulnerabilities. Access to the system files are not restricted, especially the files that should not 
require root privileges, and hence providing an attacker a way to exploit that weakness. Elevated 
privileges mostly remain for a long time, which make it easy for an attacker to escalate their 
privileges. [7] 
 

4.3.10. Directory traversal vulnerability 

Directory traversal allows attackers to access restricted directories on the web and let them view 
the directory contents, which are located outside the web server. This is where the application 
data is stored [21]. The attacker can execute their own commands to traverse the directory. It is 
caused by the insufficient security validation of user supplied input, most probably a software 
bug in the code which we have already seen in the unvalidated input vulnerability [8]. It is also 
known as path traversal attack [22] 
 
“An attacker may manipulate a URL in such a way that the web site will execute or reveal the 
contents of arbitrary files anywhere on the web server. Any device that exposes an HTTP- based 
interface is potentially vulnerable to path traversal”[22] 
 

4.3.11. Privilege escalation  

Privilege is the ability to exercise a controlled or restricted service. [ISO/IEC POSIX Security] 
A programming error in the privileged task can lead to system compromise in the form of having 
unauthorized privileges. The attacker can gain root privileges by exploiting a design flaw in the 
program or bug in the software application.  
Processes that require root privileges are sensitive and a main target for the attackers. Privilege 
escalation depends on the degree of the privileges that attacker can control to obtained an attack. 
Errors that let users gain high privileges limit the degree of escalation, as the user is already 
authorized to hold a privilege and the greater degree of escalation is to gain root privileges 
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without any authentication [49]. Privilege escalation attack sometimes refers to the exploitation 
of a code execution vulnerability defined above [29]. 
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5. Major Findings  

Concluding results are shown in tables separately for every year.  
 
 

5.1. Vulnerability findings of 2006 
 

 
Vulnerability Jan Feb Mar April May June July Aug Sep Oct Nov Dec 

Buffer Overflow                             2 2   1 1 7 3 2 5 1 4 

Stack -Overflow                                  1 1   6  1 

Heap- Overflow 2  1    1   6 3 1 

Format String 

 

      1 2 1 4   

Authentication 
Bypass 

4     3 1 1 1 1 2 3 

Cross-Site Scripting       2 1 1   1 

Input Validation        1  1   

Insecure 
Permissions 

  2          

Remote Code 
Execution 

    1 1  3 1 6 4 3 

Arbitrary code 
execution 

1   3  2 12 4 7 12 5 4 

Privilege Escalation 3 3 3  2  4 2 1 3 3 2 

Information 
Disclosure 

  1   3  1  5 1 1 

Directory Traversal  2     2      

Denial-of-service 2 6 2 1 1 2 9 2 4 10 6 7 

SQL  Injection 

 

1      1   1   

Total 15 13 9 4 5 13 41 20 18 60 25 27 
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5.2. Vulnerability findings for 2007 
 
 

Vulnerability Jan Feb Mar April May June July Aug Sep Oct Nov Dec 

Buffer Overflow                             6 4 2 5 6 5 4 2 1 5 1 3 

Stack -Overflow                             3 3  2 4 2 3 4 1 3  1 

Heap- Overflow 1   2 2  3 1  3  1 

Format String 

 

1  1          

Authentication 
Bypass 

3 4 4 2 4 9 5  3 1  2 

Cross-Site Scripting 6    1  1  3 2 1  

Input Validation 1            

Insecure 
Permissions 

       2     

Remote Code 
Execution 

2  1 3 3 1 2 5 4 3 2 2 

Arbitrary code 
execution 

16 10 1 6 15 11 12 11 9 10 5 13 

Privilege Escalation 4 6 1 4  4 11 8 4 7 2  

Information 
Disclosure 

 2 3 1 2 2  1 1 1 2  

Directory Traversal  1     2   1 2  

Denial-of-service 10 9 6 6 12 11 10 8 3 6 4 6 

SQL  Injection 

 

            

Integer Overflow 1 1    1 5 1 1 1 1  

             

 

Total 

 

 

54 

 

40 

 

19 

 

31 

 

49 

 

46 

 

58 

 

43 

 

30 

 

43 

 

20 

 

28 
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5.3. Vulnerability findings for 2008 
 
 

Vulnerability Jan Feb Mar April May June July Aug Sep Oct Nov Dec 

Buffer Overflow               1 2 4 5 2 2 5 1 5 3 3 1 

Stack -Overflow                              1 1 1 1 2 3  1   1 

Heap- Overflow  2     1 1  1 2  

Format String 

 

   2         

Authentication 
Bypass 

 1 2 3 5 2 2 5  3 3  

Cross-Site Scripting 2 4 4 3 4 3 2 5 3 2 1 1 

Input Validation    3 5   1     

Insecure 
Permissions 

            

Remote Code 
Execution 

1 2 5 3 1  2 2   2 6 

Arbitrary code 
execution 

3 8 7 7 7 8 7 6 8 7 6 7 

Privilege Escalation   1 2 5 2  2 1 2 2 5 

Information 
Disclosure 

 1 3 1 1  1 4 3 4 4  

Directory Traversal     2  1 1 1 1   

Denial-of-service 1 3 9 7 6 9 13 4 12 8 4 11 

SQL  Injection 

 

1    1   1     

Integer Overflow      1 1   1  1 

HTML Injection 

 

1  3     1  2 1  

 

Total 

 

 

10 

 

24 

 

39 

 

37 

 

40 

 

29 

 

38 

 

34 

 

34 

 

34 

 

28 

 

33 
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6. Classification of affected security products   

The affected security products are classified into different categories based on the security 
features. The following categories of security products constitute of technologies which are 
helpful in securing IT systems. The list in the appendix includes products separately from the last 
three years .The functionalities of these products may change over time but the categories will be 
the same more or less. A complete list is shown in the appendix. 
 

  6.1. Antivirus products 
 
Antivirus products detect, prevent and remove malicious software programs from the computer 
and provide security against viruses, worms [59]. 
      

 6.2. Antispam products 
 
Antispam software detects unwanted emails sent out in bulk and keep preventing them from 
coming into the user’s inbox messages [62] [63]. Antispam softwares are also known as Email-
filtering programs. 
     

6.3. Authentication products 
 
Authentication is a property by which the correct identity of an entity is established with a 
required assurance [76]. 
Authentication systems provide secure identification and verification of the user who wishes to 
access it under granted access rights. For more information, please refer to [65] 
    

6.4. Digital certificate applications 
 
Digital certificates are electronic certificates issued by a Certificate Authority that provides a 
means of proving someone’s identity to verify that a user sending a message is who he claims to 
be in transactions over the internet[64]. 
 

6.5. Encryption products 
 
Encryption products provide data security by encrypting them with different encryption 
algorithms.  
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6.6. Firewall products 
 
A firewall is a system or program that prevents unauthorized access to or from a private network 
system from the external users or network. Firewalls can be of software nature or hardware or 
can be a combination of both [60] [61]. 
 

6.7. IDS/IPS Systems 
 
Intrusion detection is the process of monitoring suspicious events and activities that occur in the 
network, primarily through an internet. It alerts the system of possible incidents that cause an 
attacker to gain unauthorized access to the systems and which are a violation of computer 
security policies or standard security practices. A software system that automatizes the intrusion 
detection is an intrusion detection system [67] [68]. 
 
Intrusion Prevention systems are IDS systems that also attempts to stop possible incidents. IDS 
and IPS systems have many of the same functionalities and due to that reason; we list them as 
one category in my security products list. 
 

6.8. Identity management systems 
 
ID-management systems are the information systems that are responsible for managing digital 
identities, which is a collection of information relating to an individual stored in an electronic 
system in a given identity system.[69].  
 
According to Burton Group which provides IT-research and advisory services to organizations, 
an identity management system is “The set of business processes, and a supporting 
infrastructure, that provides identity-based access control to systems and resources in accordance 
with established policies."[70] 
 

6.9.Vulnerability management systems 
 
Vulnerability management systems are systematically designed to find and eliminate network 
vulnerabilities by automating patch management through an integrated solution. Vulnerability 
management can be implemented to make IT environments more secure by detecting risks and 
distributing patches. [71][72] 
 

6.10. Web security products 
 
Web security products are responsible for protecting users from threats over the internet. They 
are meant to reduce the security risks while accessing the internet [73] [74]. 
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6.11. Multifeatured Security products 
 
I have placed products that have more than one security feature separately and name them 
multifeatured security products. For example, products said to have multiple features like 
antivirus, firewall, anti-spam or IDS, encryption, digital signing functionality integrated into one 
are listed under multifeatured security products.  
 

6.12. Other Security Products 
 
All other products that don’t come stringently under the above definitions of security features, 
are listed into the “other security product” category. 
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7. Methodology used for describing reported 
Vulnerabilities  

To get the right information with correct dates, various sources have been visited to find the 
vulnerable security products. Although information from J-security center is used for 
uniformness in 2006 and 2007, however to check and compare the dates in 2008 vulnerabilities 
are described from other security advisories and vulnerability databases as well. The disclosure 
and exploit dates are not consistent with each other. To gather data comprehensively, the 
references from the following sources are used throughout the vulnerability findings and 
appended with all vulnerabilities in the end. 
 

- Secunia 
- Security tracker  
- Security focus 
- Frsirt 
- Security dot  
- Secwatch 
- ISS security  
- CERT coordination center 
- BNLUG 
- Security Lab 
- CVE(common vulnerability and exposures) 
- NVD(national Vulnerability Database) 
- eEye Digital Security 
- iDefense Labs 

 
 
Many different vendor sources were viewed to know the actual cause of the exploits and 
difference between the other sources for further elaboration. The major vendor security advisory 
reports gone through are as follows: 
 

- Cisco 
- Symantec 
- Mcafee 
- CA 
- Trendmicro 
- F-secure 
- Checkpoint with the Industry references  
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8. Statistical analysis for vulnerabilities occurred during 
2006-2008 

      
  

8.1. Trends for vulnerabilities in 2008 
  

 

 

 

 



Chapter 10                                                                                                      Reported vulnerabilities year by year                                

25 

 

 

 

 

 

 



Chapter 10                                                                                                      Reported vulnerabilities year by year                                

26 

 

 

 

 

 

 



Chapter 10                                                                                                      Reported vulnerabilities year by year                                

27 

 

 

 

 

 

 



Chapter 10                                                                                                      Reported vulnerabilities year by year                                

28 

 

 

 

 

 

 



Chapter 10                                                                                                      Reported vulnerabilities year by year                                

29 

 

 

 

 
 

 

 
 



Chapter 10                                                                                                      Reported vulnerabilities year by year                                

30 

 

8.2. Trends for Vulnerabilities in 2007 
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8.3. Trends for vulnerabilities in 2006 

 

January 2006 

 

Vulnerabilities No. 

Buffer Overflow 2 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

0 

2 

0 

4 

0 

0 

0 

0 

1 

3 

0 

0 

2 

1 

 

 

 



Chapter 10                                                                                                      Reported vulnerabilities year by year                                

38 

 

 

February 2006 

Vulnerabilities No. 

Buffer Overflow 2 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

0 

0 

0 

0 

0 

0 

0 

0 

0 

3 

0 

2 

6 

0 
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March 2006 

Vulnerabilities No. 

Buffer Overflow 0 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

0 

1 

0 

0 

0 

0 

2 

0 

0 

3 

1 

0 

2 

0 
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April 2006 

Vulnerabilities No. 

Buffer Overflow 0 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

0 

0 

0 

0 

0 

0 

0 

0 

3 

0 

0 

0 

1 

0 
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May 2006 

Vulnerabilities No. 

Buffer Overflow 1 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

0 

0 

0 

0 

0 

0 

0 

1 

0 

2 

0 

0 

1 

0 
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June 2006 

Vulnerabilities No. 

Buffer Overflow 1 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

1 

0 

0 

3 

0 

0 

0 

1 

2 

 

3 

2 

 

0 
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July 2006 

Vulnerabilities No. 

Buffer Overflow 7 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

1 

1 

1 

1 

2 

0 

0 

0 

12 

4 

 

2 

9 

1 
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August 2006 

Vulnerabilities No. 

Buffer Overflow 3 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

0 

0 

2 

1 

1 

1 

0 

3 

4 

2 

1 

0 

2 

0 
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September 2006 

Vulnerabilities No. 

Buffer Overflow 2 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

0 

0 

1 

1 

1 

0 

0 

1 

7 

1 

0 

0 

4 

0 
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October 2006 

Vulnerabilities No. 

Buffer Overflow 5 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

6 

6 

4 

1 

0 

1 

0 

6 

12 

3 

5 

0 

10 

1 
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November 2006 

Vulnerabilities No. 

Buffer Overflow 1 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

0 

3 

0 

2 

0 

0 

0 

4 

5 

3 

1 

0 

6 

0 
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December 2006 

Vulnerabilities No. 

Buffer Overflow 4 

Stack Overflow 

Heap Overflow 

Format String 

Authentication Bypass 

Cross-Site Scripting 

Input Validation 

Insecure Permissions 

Remote Code Execution 

Arbitrary Code Execution 

Privilege Escalation 

Information Disclosure 

Directory Traversal 

Denial of service 

SQL Injection 

1 

1 

0 

3 

1 

0 

0 

3 

4 

2 

1 

0 

7 

0 
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For 2006 
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9. Statistical Results concluding from the trends 

 

9.1.   For 2008 
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9.2. For 2007 
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9.3. Statistical results for 2006 
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10. Reported vulnerabilities year by year  

      

      

10.1. Disclosed vulnerabilities in 2008  
                   
                 Type                               Number 

1. Buffer Overflow                              34 

2. Stack overflow                                11 

3. Heap overflow                                7 

4. Format String                                  2 

5. Authentication Bypass                  26 

6. Cross Site Scripting                        34 

7. Input Validation                              9 

8. Insecure Permissions                     0 

9. Remote Code Execution               24   

10. Arbitrary Code Execution             81 

11. Privilege Escalation                       22 

12. Information Disclosure                 22      

13. Directory Traversal                         6 

14. Denial of Service                            87          

15. SQL Injection                                   3 

16. Integer Overflow                            4     

17. HTML Injection                               8 

 
 

10.1.1. Analysis and discussion 

A significant change has been seen in security products based vulnerabilities. Unlike 2006 and 
2007, we have seen there are vulnerabilities occurring in every month even if it’s consisting of 
only 6% of total vulnerabilities. Format string vulnerabilities occur only two times like in 2007 
and are similar in nature.  
 
We have added one new vulnerability in 2008 called HTML Injection. The reason for doing this 
is to know that which products are directly vulnerable to HTML injection and what are the 
causes of this to happen .While doing so, it is seen that HTML injection vulnerabilities are due to 
improper sanitization of user-supplied inputs, which allow an attacker to perform an arbitrary 
code execution resulting in completely controlling the application.  



Chapter 10                                                                                                      Reported vulnerabilities year by year                                

62 

 

 
Cross site scripting vulnerabilities have been found in many products in which the attacker 
injects his own code in the pages that are viewed by all the other user‘s (victims). This result in 
the gaining of sensitive information exploited in many speculative ways. This is mostly done 
with the HTML code as observed. 
 
There is no reported vulnerability of insecure permissions. It is amazing to know because we 
have seen that both in previous years, and the numbers were also the same, but nothing happened 
with the security products concerning insecure permission vulnerability. That means that the 
software developers have focused much on giving the permission rights to different users.  
 
The major reason causing vulnerability is improper handling of user supplied input as seen in 
various security products. Besides there are other reasons like improper handling of exceptions 
that also makes the system vulnerable. 
Arbitrary code execution has been analyzed in almost every product. This results in successfully 
exploitation of the code making the attacker to have full control over the targeted system making 
it vulnerable or redirecting the code to the victim’s system to successfully deploying DoS 
conditions. 
 
Due to major vulnerability causes, arbitrary code execution attacks are the most renowned seen 
so far that ultimately lead to DoS conditions. Cross site scripting also finally ends in DoS. 
 
 

10.1.2. Conclusions 

The total numbers of vulnerabilities found in security products in 2008 are 380 which is less than 
2007. By that, we can say that the vendors are still taking vulnerability issues seriously and 
trying to update their products with patches and replacing the software with new versions. 
Nevertheless, there are still vulnerabilities seen in a consistent manner in every month of 2008.  
 
Vulnerable antivirus products are reduced, which are 23 in number. This figure is less than the 
vulnerabilities reported in antivirus products occurring in 2007. 
 
Firewall products are still the same in number as compared to 2007 while it’s greater than 
compared to 2006.  
 
One notable change is seen in the identity management products which are more vulnerable in 
2008. The number of ID-management products found vulnerable are 12 and 5 of them are from 
the Novell security vendor.  
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10.2. Disclosed Vulnerabilities in 2007    
         
 

       Type                                    Number 

1. Buffer Overflow                              44 

2. Stack overflow                                26 

3. Heap overflow                                13 

4. Format String                                    2 

5. Authentication Bypass                  37 

6. Cross Site Scripting                        14 

7. Input Validation                               1 

8. Insecure Permissions                      2 

9. Remote Code Execution               28 

10. Arbitrary Code Execution           119 

11. Privilege Escalation                        51    

12. Information Disclosure                 15 

13. Directory Traversal                         6 

14. Denial of Service                            91 

15. SQL Injection                                    0 

16. Integer Overflow                           12   

 

10.2.1. Analysis and Discussion 

There is not a single vulnerability finding of SQL injection in 2007. That means no product is 
vulnerable when used with SQL database. It is also possible that there are always proper 
sanitized input provided and not a single system is affected by the manipulation of SQL queries.  
 
Arbitrary code execution and denial of service have been seen in a large amount which affects 
the system and ultimately lets attackers take over the target system.  
 
One input validation error was seen in 2007 which means that the ratios of Input validation 
vulnerabilities are much less in 2007. 
 
Some antivirus applications such as Norman virus control can exploit this issue to execute 
arbitrary code and gain system privileges. We have considered both these vulnerabilities 
individually and listed them separately into our findings.  
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Format string vulnerabilities are less and occur only twice during the whole year. Only antivirus 
products are having the format string vulnerability. 
 
Vulnerabilities causing the attackers to execute arbitrary code were seen in almost every month 
and the total numbers of remote code execution vulnerabilities seen in 2007 are 119 which is the 
maximum number of any vulnerability in our findings.  
 
There are less vulnerability reports seen in March and November as compared to other months 
and about 75% vulnerabilities are from antivirus, firewall products and intrusion detection 
systems and the rest is from encryption and other security products. Like format string 
vulnerability, insecure permissions also occur twice and both are seen in antivirus products. 
 
 

 10.2.2. Conclusions  

As compared to 2006, the numbers of vulnerabilities are much higher in 2007.Total numbers of 
vulnerabilities in security products are 461. In the list of affected security products, it is clear that 
antivirus security products are on the top of the vulnerable products and it is seen that 33 
antivirus products are having vulnerabilities. 60 security vendors are found vulnerable which is 
larger than 2006. The numbers of firewall products also increased in 2007 and 18 vulnerable 
firewall applications have been viewed. One major change seen in the affected security product 
is the certificate applications which were seen much, but not in 2006. Vulnerability management 
applications are seen less in 2007 and improved their security with patches and updates. Cisco 
products are still having the same vulnerabilities more or less but this time the vulnerabilities 
vary with the security product categories in different appliances. 
     
  

10.3. Disclosed Vulnerabilities in 2006  
 
 
                  Type                            Number 

1. Buffer Overflow                              28 

2. Stack overflow                                09 

3. Heap overflow                                14 

4. Format String                                  08  

5. Authentication Bypass                  16 

6. Cross Site Scripting                        05 

7. Input Validation                             02 

8. Insecure Permissions                    02 

9. Remote Code Execution               18 

10. Arbitrary Code Execution             51 

11. Privilege Escalation                       26 

12. Information Disclosure                 12 
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13. Directory Traversal                        04 

14. Denial of Service                            52  

15. SQL Injection                                  03 

 
 

10.3.1. Analysis and Discussion  

All mentioned vulnerability occurs in every month of 2006. Still we have seen that the ratio of 
the SQL injection vulnerability that lies in the database layer of the security product, is much less 
and occur only thrice in 2006. The SQL injection vulnerability occurs when one programming 
language is embedded into another as seen in Symantec products in the SQL Anywhere database 
installed with the Symantec ghost. See appendix for more references, vulnerability no. 549.  
 
We have seen that the vulnerabilities taking place in October have a much higher ratio and many 
security vulnerability findings are from October as compared to other months. All mentioned 
vulnerabilities have taken place in October except directory traversal. That is obvious with other 
months and the directory traversal vulnerability was not seen in other months as well. Patchlink 
Update server which provides software patches to monitor vulnerabilities is seen itself vulnerable 
with different vulnerabilities mentioned and directory traversal is one of them.  
 
March and April is lucky just to have fewer exposures. While considering the Input validation 
errors, I have also separately included the exploits of unvalidated input and added in the final 
vulnerability table of 2006. So by seeing that, many input validation errors result in 
compromising the affected system. This is done by executing arbitrary code into the file and 
gaining the privileges of the affected system.  
 
Buffer overflow, which is told to be the most important vulnerability by the researchers, has not 
seen much in the analyzed vulnerable security products. However, it is seen in different time 
intervals during the whole year. In July most buffer overruns have been seen following 
December. It is mostly seen in the eIQ networks enterprise security analyzer, which is a 
distributed security application. One interesting buffer overflow was seen in Tor, which is an 
implementation of Onion routing used for anonymous communication. In Tor, buffer overflow 
further results in many other exploits and vulnerabilities. Other notable buffer overflow 
vulnerabilities are seen in antivirus products, which top lists like Symantec, Clam, sophos, 
F-prot, F-secure and Trend micro. Products from the CA vendor were seen to have buffer 
overflow vulnerabilities 
 
Format string vulnerabilities are only seen in antivirus products. 
 
It is evident from the figure that arbitrary code execution and DoS vulnerability comes frequently 
and larger in number as compared to other vulnerabilities. One thing should be noted here that 
vulnerabilities could also come indirectly from other vulnerabilities like buffer overflow and 
validated input errors. Avast! and AVG are one of the notable antivirus products that were seen 
to have the insecure permissions vulnerability and 90 % of vulnerabilities are seen in these two 
antivirus applications. 
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Cisco products are seen to have most of the authentication bypass vulnerability but it doesn’t 
mean that Cisco is vulnerable only to the bypass vulnerability. Authentication solutions and 
access products by Cisco mainly have that kind of vulnerability. Another example of 
authentication by pass vulnerability was seen in certificates occurring in the log files. There are 
race condition vulnerabilities that were also seen in certificate products taking place between the 
recent log entries and the creation of log files. It is not included in the table list of major findings 
because of not much reported errors. One noteable vulnerability is viewed in the products of 
Secure Elements which manage and provide remedies against vulnerabilities. Nearly every listed 
vulnerability is seen in a product named C5 which is well known for providing solutions in IT-
security. 
 
A European based company called TDC was vulnerable to its cryptographic functions and it is 
added in the description section of the appendix, but later an updated version is available for it.  
 
 
           

  10.3.2. Conclusions  

According to my analytic calculations and research, the total number of vulnerabilities of 
security products reported in 2006 is 250. The affected security products are listed in the 
appendix which shows that 23 antivirus products are the largest affected vulnerable security 
applications in 2006.  Most of security products in 2006 seem to have a privilege escalation 
vulnerability causing the attacker to compromise the affected application or Denial of Service. 
Security products strictly providing email protection also known as anti-spam and Email filtering 
applications are seen much in 2006. The number of security vendors for all security products, 
which are vulnerable to attacks discussed above are 48. The names are found in the appendix list. 
Around 104 security products have found vulnerable out of these forty-eight vendors. One of the 
interesting numbers was seen in vulnerability management products which give a complete 
solution for the vulnerabilities. Five products have been discovered in this type of products. 
Products having more than one security feature are listed separately and eight products have been 
found vulnerable. Firewall products are only twelve, which are well known in the network 
security appliances.  
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11. Conclusions and Future work 

11.1. Conclusions 
 
In the examined years 2006-2008, it is seen that 80 % of the vulnerabilities result in allowing the 
attacker to execute his own code. Very few format string attacks are seen, only an in antivirus 
product, which means that security vendors should focus more stringently on antivirus products, 
while considering that kind of vulnerability. In 2008 as compared to 2007, fewer security 
vulnerabilities are reported, hence improving the outcomes with less vulnerable products. On the 
other hand, the vulnerabilities are greater in number when compared to 2006, and therefore needs 
proper care while handling the security vulnerabilities. All input validation errors lead to either 
arbitrary code execution or Denial of Service and 80% of the total vulnerabilities are exploited to 
execute arbitrary code. Buffer overflow vulnerabilities are still consistent in all the three years 
and are notable. If we consider Denial of Service and arbitrary code as an attack and not 
vulnerability, then buffer overflow is on the top of the vulnerability list that occurs in major 
security products in all the examined three years 2006-2008. 
 
We have seen a long list of vulnerable products. While researching around we found that no 
matter how vulnerable the security products are, the users still prefer to use them regardless of 
the reported vulnerabilities by the vendor. Some vendors take this issue seriously and some 
don’t. The well known vendors are always taking care of this issue. They fix the errors by 
providing the updated version or creating a patch and instructing the users to install the patch 
before further use of the security products. In most of the cases, the vendor itself reports the 
vulnerability so that the users would be aware while using that, and at the same time the security 
researchers start to work on fixing it. All of these vulnerabilities are considered serious as we 
have seen the attacks caused by these vulnerabilities, but could be fixed as many of them are 
caused by the programmer’s own mistake.  
 

  11.2. Recommendations and Future work 
 

Our work was to evaluate all kind of security products specifically for the computers. So the 
Future work can be directed towards finding the vulnerabilities in the specific category of 
security products. For example, it can be examining the affected antivirus products mentioned in 
my report. It can also be possible to take the vendors list from my research and further use it to 
find the updates about the vulnerable security products.  It is also possible to sort the 
vulnerabilities according to the disclosure date and then check if there is workarounds or vendor 
supplied permanent solutions available. Most of the time advisories tell about the solutions 
provided for certain vulnerabilities, but sometimes it is not updated because of the workarounds 
in progress. Vulnerabilities of the last year can be taken into account because sometimes the 
vendor responds to the vulnerability in a way that they can fix the bug in a couple of months. 
One recommendation could be to use those vulnerabilities which are not fixed yet and examine 
the future timeline for those vulnerabilities. It can be seen further what is the response by the 
security vendors regarding the security vulnerabilities and how do they respond to it after a 
vulnerability exploitation. Sometimes the vendor gives the solution before the exploit and fixes 
the problem so it can also be studied further from the reported security vulnerabilities. One 
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recommendation is to analyze the vulnerabilities from a well known security vendor for example 
Symantec, Cisco or CA and sort their products and vulnerabilities from the past years. This could 
be done by our findings and then after making a list of vulnerabilities, one can look for the root 
causes of the exploits taking place in the vendor products. 
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Appendix 

 

Affected security products 2006 

 

IDS and IPS systems 

� 3ComTipping point IPS 

� Tippingpoint IPS 

� Wehnus WehnTrust 

� Snort 

� BASE 

� FCheck HIDS 

� TippingPoint Security Management System (SMS) 

� Cisco IPS/IDS systems 

� Internet Security Systems BlackICE PC Protection  

� Highwall Enterprise and Endpoint  

Antivirus 

� Clam AV 

� F-Secure 

� Trend Micro ServerProtect 

� Trend Micro Officescan 

� VisNetic AntiVirus 

� Kaspersky 

� Avast! 

� AVG 

� Avira AntiVir 

� Symantec Antivirus 

� Sophos Antivirus 

� Mcafee ePolicy Orchestrator 

� PC Tools AntiVirus 

� CA eTrust Antivirus WebScan 

� Symantec AntiVirus Corporate Edition 

� Dr. Web Anti-Virus 

� Intego VirusBarrier 

� F-PROT 

� Panda Activescan  

� Bitdefender 

� CA Antivirus 

� McAfee VirusScan 

� ESET NOD32 antivirus 
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Firewall Products 

� Kerio WinRoute Firewall 

� FortinetFortigate  

� Symantec Enterprise Firewall 

� Ingate Firewall 

� Adaptive Security Appliance(ASA) 

� Barracuda Networks Spam Firewall 

� Cisco PIX 

� Sunbelt Kerio Personal Firewall 

� Outpost Firewall 

� Lavasoft Personal Firewall (based in Sweden ) 

� Checkpoint FireWall-1 

 

Authentication Products 
 

� IBM Tivoli Access Manager 

� Cisco TACACS+ 

� Common Authentication Service Adapter (CASA) 

� Cisco Secure ACS (Access Control Server) 

� SafeWord RemoteAccess 

� PassGo Defender 

� VASCO Digipass Go3 

� CRYPTOCard CRYPTO-Server 

 

Email Filtering Products (Antispam) 
 

� MAILsweeper 

� CipherTrust Ironmail (MultiFeatured product) 

� Symantec Brightmail AntiSpam 6.0 

� Borderware MXtreme 

� McAfee WebShield SMTP 

� Tumbleweed MailGate Email Firewall  

� Symantec Mail Security  

Other security products 

� Cisco Security Monitoring ,Analysis and Response System (CS-MARS) 

� CA Brightstor ARCserve Backup products 

� Symantec Sygate Management Server (used to report security policies) 

� ViRobot Linux Server (provides antivirus protection) 

� Symantec Ghost 

� Mcafee security centre 

� IBM ISS(vendor) 

� Symantec On-Demand Agent (SODA) 

� Symantec On-Demand Protection (SODP) 

� The Cisco NAC Agent 
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� Sun Secure Global Desktop 

� Cisco Guard  

� Cisco Secure Desktop  

� Symantec NetBackup 

Web Security Products 

� Fsecure Internet Gatekeeper 

� TrendMicro Control Manager 

� Finjan Appliance 

� Simpliciti Locked Browser 

Encryption Products 

� nCipher 

� iOpus Secure Email Attachments 

� ARX (vendor) 

� Cisco IKE 

� Utimaco Safeguard Easy  

� nCipher CryptoStor Tape 

Multifeatured Security Products 

� WinProxy  

� CA eTrust 

� Avaya VSU/CSU Products  

� Safe’n’Sec Personal 
� NCP Secure Client 

� Zone Labs ZoneAlarm Internet Security Suite 

� Panda Platinum Internet Security  

� Cisco Security Agent 

� Novell Border Manager 

 Identity Management Products 

� Sun Java System Access Manager  

� Novell Identity Manager 

� IBM Client Security Password Manager 

� AEP Networks Smartgate SSL Server 

� IBM Tivoli Identity Manager  

Vulnerability management products 

� Secure Elements Class 5 AVR(renamed as EVM) 

� Symantec Security Information Manager(SSIM) product 

� PatchLink Update Server 

� eIQ -Enterprise Security Analyzer 
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� Symantec Enterprise security Manager 

Certificate Applications 

� RSA Keon 
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Affected Security Vendors 2006 

 
� TippingPoint 

� Cisco 

� CA 

� Symantec 

� TrendMicro 

� F-secure 

� IBM ISS 

� Kaspersky 

� Avira 

� ESET 

� Sophos 

� Panda Security 

� Intego 

� PC Tools® 

� Doctor Web Ltd. 

� Novell 

� Kerio Technologies, Inc. 

� Fortinet 

� Barracuda Networks Inc. 

� Ingate 

� Sunbelt Software 

� Agnitum 

� Lavasoft AB 

� Check Point Software Technologies Ltd. 

� IBM 

� Secure Computing® (NASDAQ: SCUR) 

� PassGo 

� VASCO 

� CryptoCard 

� Clearswift 

� Hauri Inc. 

� Finjan 

� Utimaco Safeware AG 

� iOpus Software 

� ARX (Algorithmic Research) 

� AEP Networks 

� Secure Elements 

� Lumension Security™, Inc. 

� eIQnetworks, Inc. 

� BorderWare Technologies 

� Tumbleweed Communications Corp. 

� RSA 
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Affected security products 2007 
 
 
IDS and IPS 

� CA HIDS 
� CA eTrust Intrusion Detection System 
� Cisco IPS 
� Snort  
�  BASE 
� TippingPoint IPS 
� IBM proventia Sensor Appliance 
� Samhain  

 
Antivirus 

� G DATA Antivirus 2007 
� G DATA Internet Security 
� ClamAV 
� Kaspersky Antivirus 
� Kaspersky Internet Security Suite 
�  Kaspersky Online Scanner 
�  CA Antivirus 
� Mcafee VirusScan Virex 
�  Mcafee Ebusiness Server 
�  Mcafee VirusScan On-Access Scanner 
�  Mcafee EPolicy Orchestrator 
�  Trendmicro server protect 
� Trend Micro Officescan 
� Trend Micro Antivirus 
� Trend Micro InterScan VirusWall(ISVW) 
� Trendmicro Anti-Spyware 
� VirusBlokAda Vba32 Personal 
� Panda Antivirus 
� Symantec Client Security (internet Email) 
� Symantec Antivirus Corporate Edition 
� Avast! Antivirus Server Edition 
� Avast! Managed Client 
� Norman Virus Control 
� AVG Antivirus 
� Bitdefender 
� Bitdefender Online Scanner 
� F-secure Antivirus 
� Authentium Command Antivirus 
� Avira Antivir Antivirus 
� ESET NOD32 Antivirus 
� Sophos Antivirus 
� AhnLab 
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Firewall Products 
 

� Comodo Firewall 
� Barracuda Spam Firewall 
� Cisco PIX 
� Cisco Adaptive Security Appliance (ASA) 
� Cisco Firewall Services Module (FWSM) 
� Ingate Firewall 
� Outpost Firewall PRO 
� Kerio Personal Firewall 
� Kerio WinRoute Firewall 
� Check Point Firewall 
� ZoneAlarm firewall 
� Norton Personal Firewall 2006 
� Symantec Enterprise Firewall 
� Manage Engine Firewall Analyzer 
� ModSecurity Web application Firewall  
� ZyXEL ZyWALL 2 
� Novell Border Manager  
� Privacyware Privatefirewall 

 
Authentication Products 

� Cisco CSSC and CTA 
� Juniper Steal-Belted Radius (SBR) Server 
� Novell Netware Modular Authentication Service (NMAS) 

 
Email Filtering Products (Antispam) 

� Roaring Penguin Software MIMEDefang 
� Kaspersky AntiSpam 

 
Other security products 

� Secunia Software Inspector 
� CA Brightstor ARCserve Backup products 
� Manage Engine Password Manager Pro 
� F5 Firepass 
� Cisco Trust Agent 
� Symantec Ghost Solution 
� Symantec Storage Foundation 
� Symantec Altiris Deployment Solution 
� Symantec Backup Exec 
� F-secure Policy Manager 
� 8e6 R3000 Internet Filter 
� Symantec pcAnywhere 
� Secure Computing SecurityReporter 
� Symantec Veritas Backup Exec 
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� AirDefense M520  
� RSA enVision Platform 
� BalaBit IT Security syslog-ng 
� SafeNet Sentinel Protection Server  

 
Web Security Products 

� Check Point Connectra 
� Symantec Web Security 
� Symantec Reporting Server 
� Astaro Up2Date 
� Blue Coat Systems K9 Web Protection 

 
Encryption Products 

� PGP Desktop 
� Fujitsu Systemwalker Desktop Encryption 
� RSA BSAFE 

 
Multifeatured Security Products 

� Kaspersky Internet Security 
� SafeNET High Assurance Remote and SoftRemote 
� MicroWorld eScan Security Suite 
� Mcafee Security Center 
� EldoS Secure Blackbox 
� Mcafee Ebusiness Server 
� G DATA Internet Security 
� Ghost Security Suite 
� DiamondCS ProcessGuard 
� CA eTrust Threat Management Console 
� Cisco Security Agent 

 
 
Cisco Products 
 

� CS-MARS 
� Cisco Adaptive security device manager(ASDM) 
� Cisco Secure Access Control Server 
� Cisco Clean Access 

 
 
Identity Management Products 

� NovellAccess Manager 
� Novell SecureLogin 
� Novell Identity Manager 
� Sun Java System Access Manager  
� CA SiteMinder 
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Vulnerability management products 
 

� Symantec Enterprise Security Manager 
� Acunetix Web Vulnerability Scanner 
� eIQ -Enterprise Security Analyzer 

 
Email Protection Applications 

� Symantec Mail Security 
� Marshal MailMarshal SMTP 

 
Certificate Applications 

� Ksign KsignSWAT 
� Entrust Entelligence Security Provider(ESP) 
� RSA Keon registration Authority 
� Red Hat Certificate System(RHCS) 
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Affected Vendors 2007 
 

� Symantec 
� TrendMicro 
� CA 
� Cisco 
� Ingate 
� AhnLab Inc. 
� SafeNet 
� Kerio Technologies, Inc. 
� BalaBit IT Security 
� Novell 
� RSA 
� Diamond Computer Systems Pty. Ltd. (DiamondCS) 
� Airdefense 
� Privacyware 
� Ghost Security 
� Barracuda Networks Inc. 
� VirusBlokAda Ltd. 
� G DATA Software AG 
� eIQnetworks, Inc. 
� Kaspersky 
� TippingPoint 
� McAfee 
� IBM ISS 
� EldoS Corporation 
� Marshal Limited 
� ESET 
� Secure Computing Corporation 
� Norman 
� Panda Security 
� ZyXEL 
� Check Point Software Technologies Ltd 
� Sophos 
� Entrust 
� ClamAV 
� Avast! 
� AVG 
� Bitdefender 
� F-secure 
� Authentium 
� Avira 
� Ahnlab 
� Comodo 
� Ingate 
� Agnitum 
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� Kerio Technologies Inc. 
� CheckPoint 
� Breach Security Inc. 
� ZyXEL 
� Juniper Networks 
� Roaring Penguin Software Inc. 
� Secunia 
� Manage Engine 
� F5 
� 8e6 Technologies 
� MicroWorld Technologies 
� Acunetix Web Vulnerability Scanner 
� Astaro 
� Bluecoat 
� PGP Corporation 
� Fujitsu 
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Affected security products 2008 

 

IDS and IPS  

� CA eTrust Intrusion Detection System 

� CA HIDS 

� Cisco IPS 

� Snort (opensource NID system) 

� TippingPoint IPS 

Antivirus 

� Avira 

� G DATA  

� ClamAV 

� Fsecure Internet Gatekeeper 

� FPROT Antivirus 

� Kaspersky Antivirus 

� Kaspersky Online Scanner 

� CA internet security  

� Kingsoft 

� Mcafee  

� Mcafee EPolicy Orchestrator 

� Microworld escan 

� Rising Antivirus 

� Trendmicro server protection 

� Trend Micro Officescan 

� Trend Micro Antivirus 

� Trend Micro web management 

� VirusBlokAda Vba32 Personal 

� Panda Antivirus 

� Symantec Antivirus Corporate Edition 

� Avast!  

� AVG Antivirus 

� Bitdefender 

� F-secure Antivirus  

� Sophos Antivirus 

� Zone Alarm 

Firewall Products 

� CA Firewall 

� CA eTrust Secure Content Manager 

� CA SCM 

� Comodo Firewall 

� CoreForce Firewall 

� Cisco PIX  
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� Cisco Adaptive Security Appliance (ASA) …….. (Includes IPS, also viewed as a multifeatured 

product) 

� Cisco Firewall Services Module (FWSM) 

� Fortinet Fortigate 

� Endian Firewall 

� Ingate Firewall and SIParator 

� Juniper Firewall 

� Kerio Personal Firewall 

� Check Point Firewall 

� Manage Engine Firewall Analyzer 

� ModeSecurity 

� SonicWall 

� WatchGuard 

Authentication Products 

� Silentum LoginSys 

� Cisco Secure ACS 

Email Filtering Products (Antispam) 

� Dspam 

� Mail scanner 

� Marshal Mail Marshal 

� Comm touch Antispam Enterprise Gateway 

� Security Gateway 

Other security products 

� IBM Internet Scanner (IBM ISS) 

� WiKID 

� CA Brightstor ARCserve Backup products 

� Check point secure platform 

� Cisco Trust Agent 

� Cisco Network admission control 

� Cisco VPN client 

� EMC Retrospect Backup 

� IP security cameras 

� ISecSoft  

� Open SSH 

� OSC Radiator 

� Symantec Storage Foundation 

� Symantec Altiris Deployment Solution 

� Symantec Backup Exec 

� Tor 

� F-secure Policy Manager 

� 8e6 R3000 Internet Filter 

� RSA 

� Symantec Veritas Backup Exec 
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� Velocity Security Management System  

� Watchfire Appscan  

� AirDefense M520 (securitySensor ) 

� RSA enVision Platform 

� Zoneminder 

� ZyXEL ZYWALL 1050 

Web Security Products 

� Blue Coat Systems K9 Web Protection 

� 8E6 R3000 

Encryption Products 

� SSH for open VMS 

� DESLOCK+ 

� SafeNET 

� LSrunase and Superencrypt 

Multifeatured Security Products 

� F-secure Internet Security 

� Kaspersky Internet Security 

� MicroWorld eScan Security Suite 

� Mcafee Security Center 

� Mcafee Ebusiness Server 

� Eset Smart Security 

� Outpost security suite pro 

� F5 Big IP 

Identity Management Products 

� IBM Tivoli Access Manager 

� IBM Tivoli Directory Server 

� Novell Access Manager 

� Novell eDirectory 

� Novell Identity Manager 

� Sun Java System Access Manager (also a web security application) 

� HP OpenView Select Identity 

� Aurora password manager 

� Sun Java System Access Manager 

� Novell iManager 

� Open Digital Assets Repository System  

Email Protection Applications 

� Security Gateway  

� Marshal MailMarshal SMTP 

� MailScan  

� Mail Scanner 
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� Commtouch Antispam Enterprise 

� Dspam 

Certificate Applications 

� Red Hat Certificate Server 

� X.509 

 
Vulnerability management products 

� Patchlink Update, now known as Lumension  

 
 
 
 
 
 
 
 
 


