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ABSTRACT 

 

Nowadays, VoIP is getting more and more popular. It helps company to reduce cost, 

extends service to remote area, produce more service opportunities, etc. Besides these 

advantages, VoIP also put forward security problems. 

In this paper, we introduce the popular protocols in VoIP and their security 

mechanisms, by introducing threats to VoIP, we point out the vulnerabilities with the 

security mechanisms of each VoIP protocol, and give recommendation for each VoIP 

protocol. In the conclusion part, we evaluate the vulnerabilities of each protocol, and 

point out in the future, with better protocol architecture, enhanced security policies, 

VoIP will has a brighter future. 
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1. Introduction  

Voice over Internet Protocol (VoIP) is a new telephony technology. It allows people to make 
phone call through data network. Besides saving money VoIP also offers other attractive features 
at the same time.  
Nowadays, Voice over IP is getting more popular than ever, the word of VoIP is not strange for 
people any more. Big companies and small enterprises are trying to reduce costs and improve 
productivity in all areas of the business. One opportunity to do this is through the deployment of 
VoIP. The proportion of IP telephony in the telephone service market is becoming bigger and 
bigger. 
 

1.1 What is VoIP 

VoIP (Voice Over Internet Protocol) is an IP network based voice transmission technology, instead 
of the traditional analog telephone line, it allows people to make telephone calls through 
broadband internet connections. At the beginning stage, VoIP existed as software. It was restricted 
to communication from PC to PC. In other words, just installing network telephone software on 
the PCs at each end, people can talk through to each other through the IP network. With the 
development of network technology, network IP telephony grew from PC-PC to IP-PSTN, PSTN- 
IP, PSTN-PSTN and IP-IP, etc. The common characteristic is using the IP network as the 
transmission medium. Therefore, the tradition of using circuit-switched network as transmission 
medium is smashed gradually. 
Compared to the circuit-switched telephony network; the major advantage of deploying VoIP is 
the lower cost, extra requirements for VoIP to complete a VoIP call are limited, because it uses the 
exiting network which satisfies most requirements of VoIP. Besides the low cost, there are many 
new features of VoIP available, such as communication with PSTN call. This is an obvious 
advantage, because from the end user’s point of view, the location of the end user is not important 
any more. Whenever the user can access internet, he can make a call to anywhere in the world. 
This is more useful, especially when the wireless local network is available. 
The benefits of implementing VoIP have become especially attractive. Some of the benefits are 
listed as the following: 

 Comparing with the traditional PSTN network., VoIP has lower cost and investment in 
terms of money and time than  

 Easier to integrate with other services and applications (audio, video, fax, data and 
multimedia information). 

 By using cheaper voice delivery media – IP network, customer can save money. 
 Making use of the existing network more efficiently. 
 Extend the service to remote locations more economically. 
 Create new service opportunities. 

Except all this benefits, VoIP also puts forward a new security question: “Is the security, 
regarded as a total, sufficient for the needs in VoIP?” VoIP is easier to attack because of it 
special character. It needs extra security mechanisms in addition to the standard security methods 
for data networks.  

 1



1.2 How does VoIP work? 

Voice over IP can be thought of as voice signals which are transmitted through the IP network. 
Thus, VoIP is a technology, it is used to transmit analog voice signal through the IP network. 
Simply speaking, it is accomplished by coding, compressing, packetization, etc, processes. After 
the voice data are transmitted to the destination through the network, in order to be received at the 
receiving end, it will be re-assembled by the opposite processes. 
Here is how the VoIP transmission is completed. 
Step 1: Voice to digital data transformation 
Voice data is analog data, no matter in real time application or unreal time application, to transfer 
voice data in the IP packet, the first thing to do is to transform the voice data from analog signal 
into the digital bitstream, that is digitializing ananlog voice signal. Digitalizlization can be 
completed by various coding scheme. The current voice coding standard is mainly ITU-T G.711. 
the source and destination must use the same coding algorithm, so that the digitalized bitstream 
can be reverted to understandable analog voice data. Digitalization can be done by the telephone 
comapny, Internet Service Provider (ISP), or PC on the desk or the IP telephone set. 
Setp 2: Digital data to IP transformation 
After digitalize voice data into bitsteam, the next step is compressing and coding the voice packet 
into specific frame, this is done by using complex algorithms. Such as if a coder uses 15ms frame, 
then the first 60ms packet will be divided into 4 frames and coded in order. After coding, the 4 
frames will be compressed into one IP packet and sent to network processor. The network 
processor will add control header and payload in the voice packet, and send the voice packet to the 
destiantion through internet. Different from circuit switching network, IP network doesn’t have 
dedicated link between transmitter and receiver, the control header provides network navigation 
information for the packet, the payload includes voice data, timestampe, and other additional 
informaltion. Also, the reassemblation can be done by the telephone comapny, Internet Service 
Provider (ISP), or by the PC on the desk or the IP telephone set. 
Step 3: Transmission 
In this session, the entire network will receivs the IP packet from the sender and transmit it to the 
destination within a specific time, the time can be different values in a spcific range, it reflects the 
jitter in the network transmission process. Each node in the network checks the address 
information in the IP data, and uses this information to send the data to the next node. During the 
transmission, packets can be lost, damaged, or have errors. In the ordinary data transmission, the 
lost/damaged data can be retransmitted, but since VoIP is real time application, therefore a 
complicated error detection or correction method is needed. 
Step 4: IP packet to digital data transformation 
The destination VoIP equipment starts to process the IP packet after receiving it. A buffer is used 
to accommodate many voice IP packets. User can change the size of the buffer, small buffer 
generates small latency, but can not adjust big jitter. Address informaion and other control 
information will be removed, only the original data can be reserved, the reserved original data will 
be sent to the decoder, the decoder will decode and decompresse the voice data into new voice 
data. 
Step 5: Digital voice to analog voice transformation 
The media player driver sampling the voice data and send it to the sound card, the sound card play 

 2



it with parcific frequency. 
This process is depicted as follows: 
 

 
1-1.Voice data process flows between end points 

1.3 VoIP standards and protocols 

1.3.1 VoIP standards 

Without a standard for voice over IP, the products from different vendors will be incompatible to 
each other. With the growth of VoIP, new requirements are brought forwarded, such as providing 
communication between a PC based soft phone and a phone on PSTN. Such requirements 
strengthen the need for a standard for IP telephony. 
Same as other technologies, there are various standards proposed to be accepted by the industry. 
Two major standard bodies which govern the multimedia transmission over IP network are: 

- International Telecommunications Union (ITU) 
- Internet Engineering Task Force (IETF) 
 

Besides ITU and IETF, there are other standard bodies exist, for instance, European 
Telecommunications Standards Institute (ETSI), the Telecommunications Industry Association 
(TIA) [2]. 
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1.3.2 VoIP Protocols 

There are a number of protocols in providing VoIP service. In this section, we only focus on the 
most common protocols which are being used today, the protocols are RTP (Real Time Transport 
Protocol), H.323, SIP (Session Initiation Protocol) and Multimedia Gateway Control Protocol 
(MGCP).  
The relationship between VoIP protocols and other network protocols is displayed as the follows:
  

 
1-2. VoIP signaling protocols 

1.3.2.1 RTP 

Real-Time Transport Protocol (RTP) is an internet standard protocol, used to transfer real time 
data, such as audio and video. It can be used for IP telephony. RTP includes two parts: data and 
control. The control part is called Real Time Control Protocol (RTCP). 

- Real Time Protocol (RTP): it carries real time data. It provides support for 
real-time applications, includes timing reconstruction, loss detection, security and 
content identification. [3] 

- Real Time Control Protocol (RTCP): it carries control information, the 
information is used to manage the QoS. It provides supports for applications such as 
real-time conference. The supports include source identification, 
multicast-to-unicast translator, and different media streams synchronization [3]. 

RTP doesn’t include issue of resource reservation, it relies on the resource reservation protocols, 
such as ReSerVation Protocol (RSVP). 
The RTP data structure is shown below: 

 
1-3. RTP data structure 

The real time meadia data is in the RTP payload. RTP Header contains information of the payload, 
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such as the soruce address, size, encoding type, etc. From figure 1-2, we can see that RTP works 
on top of UDP. To transfer RTP packet on network., we need to use User Datagram Protocol (UDP) 
to create a UDP header. To transfer UDP packet over IP network, we also need to create an IP 
header. 
To guarantee QoS, RTP use Synchronization Source (SSRC), Sequence Number and Timestamp to 
implement real time transmission.To protect conversations from being eavesdropped, secure RTP 
is designed, secure RTP provides encryption, authentication and integrity check of the multimedia 
stream. 
In the multimedia conference, the RTCP protocol is used to transfer the control message to all 
participants periodicly. It provides functions: 

- Provides feed back of the data transmission. 
- It carries identifier to identify where the RTP data come from, this identifier also 

called CNAME. RTCP may also include other information, such as email. 
- Since each participant send control packets to others, so there is a number which 

indicates how many users there are, this number is used to calculate the packet 
transmission speed. More people in the session means each people send packets in 
less frequency. 

RTCP packet includes sender and receiver’s identifiers, statistics of the network traffic, such as 
jitter, delay, packet lose, etc. 

1.3.2.2 H.323  

Before multimedia data can flow from a device to another device, various protocols are used to 
define how to transfer the stream. The protocols aimed at this functionality is called call-signaling 
protocol. 
The two major protocol standards for VoIP signaling are: H.323 protocol (ITU) and Session 
Initiation Protocol (SIP) (IETF). Both protocol standards define how VoIP technology works. 
However, each standard uses different methods for call signaling and call control. More 
importantly, they are not interoperable [4]. 
From the figure 1-2, people can easily see that VoIP signaling protocols H.323 and SIP work in the 
Session layer, the responsibility of Session layer protocols is to establish or cut off 
communications between processes. 
H.323 is a standard, it specifies the components, protocols and procedures to provide multimedia 
communication services over packet based network, H.323 is based on RTP, RTCP and other 
protocols. H.323 is a part of family of ITU-T recommendations called H.32x which provides 
multimedia communication services [4]. 
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1-4. H.323 network architecture 

H.323 may be used in many telephony products, such as hardware which support multimedia 
conference and software which implement soft phone.  
H.323 is a protocol stack, it includes many sub protocols. The architecture of H.323 is depicted 
below: 

 

1-5 H.323 architecture [18] 

1.3.2.3 Session Initiation Protocol 

Session Initiation Protocol (SIP) is a signaling protocol used to create, manage and terminate 
sessions in an IP based network [5]。 SIP has been used in VoIP in the recent past, it is a standard 
put forwarded by Internet Engineering Task Force (IETF). SIP is still growing and being modified 
to include other relevant features, but the job of SIP is limited to only set up sessions. 
Unlike H.323, SIP is not a complete protocol for multimedia communication. Instead, SIP works 
together with other protocols to provide functionalities similar to H.323. The details of data 
exchange within a session e.g. the encoding or compression is not controlled by SIP. The 
relationship between SIP and other protocols is shown as follows: 
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1-6. SIP and other protocols 

SIP is a session layer protocol, it has two basic functions: signaling and session control. 
- Signaling is used to translate signals between different networks. 
- Session control is used to control the attributes of the end to end call. 

SIP has the ability to: 
- Provide address resolution, name mapping and call redirection, it can find the 

location of the end node. 
- Determine the capability of the end node, conferences can only be established 

between end nodes which have enough capabilities. 
- Provide different ring back signals. Such as if the end node is busy, SIP provide 

busy tone to the caller. 
- Establish session between two nodes if the call can be completed. 
- Provide transferring calls. A call can be transferred from one target node to another 

target node without terminating the call. The session between the origination and the 
old target node will be terminated, a new session will be set up between origination 
and the new target node. 

1.3.2.4 Media Gateway Control Protocol (MGCP) 

Media Gateway Control Protocol (MGCP) is another protocol which is used to control media 
gateways. MGCP is published by IETF and standardized by ITU-T. 
MGCP is created from other two protocols, Internet Protocol Device Control (IPDC) and Simple 
Gateway Control Protocol (SGCP). MGCP extend H.323 gatekeeper model, but removed the 
signaling control from the gateway, MGCP handles the traffic between media gateway and the 
controller. It is the controller which in charge of the conversion from packet switched network to 
circuit switched network. This is a master-slave protocol, the master has absolute control and the 
slaves just follow the commands. The master is the media gateway controller or soft switch, the 
slave is the IP phone or VoIP gateway. This protocol is a contrast to peer-to-peer that means the 
client can not establish connection with another client. 
MGCP is designed to reduce the workload of the IP telephones so that the IP telephones can be 
un-expensive and less complex. 
Megaco (Media Gateway Control Protocol: ITU-T H.248) is a more open successor of MGCP. It is 
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designed to support more types of networks and applications, such as ATM, multimedia, etc. 
Megaco is co-authorized by IETF and ITU-T. 

1.4 Security Issue of VoIP 

The threats aims at network is complicated, however, VoIP put forward new vulnerabilities, from 
the end user device, such as IP telephone set, soft phone, wireless communications, to signaling 
equipments, such as H.323 gatekeeper, SIP proxy server. The attacks include simple DoS attack 
which aims at destroying availability of some resources or services, dishonest identity, such as 
making toll call, etc. 
Security issue of VoIP is complicated, although there are some security mechanisms, but there are 
still other issues which can not be easily solved by traditional security methods. 
In different steps of VoIP, there are different attack threats: 

1. After voice data is digitalized and compressed, it will be sent to the network either 
by cable, or by wireless access to a wired network. Wireless access introduces new 
vulnerabilities to security of VoIP. The major protocol standard in wireless network 
is IEEE 802.11b. IEEE 802.11b has some security mechanisms, such as encryption 
with WEP, using SSID to control the access, using key in authentication, etc. 
Although 802.11b has some security mechanisms, but there are vulnerabilities with 
each mechanism, such as 802.11b using WEP to encrypt transferred message, there 
are many security problems with WEP. Some tools (such as AirSnort, WEPCrack) 
are available for hacker to be able to crack WEP keys by analyzing the traffic; 
Problem with SSID is that user usually don’t change the default SSID, this gives 
opportunities to attacker; wireless access points can lose signals since it broadcast 
over air; key exchange is also not secured. 

2. After the voice data is sent to network, voice data has the same attack threats as 
other data packet on the network. Currently, there are several methods to secure the 
network security, such as by installing firewall to control access to the network, 
using access control list to control source of the packet, using NAT to hide intranet 
from un-trusted network, using encryption to protect data integrity, etc. These 
methods perform protection of the network to some extent, but because of the 
special characters of VoIP, these methods are not strong enough to secure the VoIP 
based network. Since the signaling protocols in VoIP use dynamic ports, such as 
H.323, therefore, packet filtering firewall is not a good solution, since it needs to 
open and close ports dynamically, moreover, since H.323 using embedded IP 
address, it can not be re-written by NAT [6]. 

3. The voice packet will be sent to the VoIP system server after they come out of the 
network. VoIP system server is the key component in VoIP, and also a weak point in 
VoIP system. Since most VoIP systems are designed on open platform, such as Unix, 
Windows server, etc, firewalls are used to protect server, as described above, since 
VoIP needs to dynamically open ports, this enhance the complexity of firewall; 
besides, if there are some bugs with the underlying operating system, the operating 
system itself is easier to be attacked also. Although there is antivirus software and 
system patches can be used to protect the underlying operating system, but the VoIP 
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system still share same risks with it. 
4. In VoIP, there are some key equipments which take important responsibilities in 

VoIP operation, such as gateway, gate keeper, server, IP phone set. In most cases, 
they are not physically protected, this is an obvious opportunity for an attacker to 
make malicious attack, such as by seeing a user login to the server, remember 
password of the users, then use this user’s password to login and make toll call. 

The above is a general description on the current security, in reality, there are more attacks which 
will be introduced later in this paper. 

1.5   

In this paper, Chapter 1 gives a general introduction of basic concepts of VoIP, standards and 
major protocols in VoIP, point out security issue with it; chapter 2 introduces three information 
standards: CIA, OSI network model and VoIP major protocols in OSI model; chapter 3 describe 
major protocols of VoIP: RTP, H.323, SIP and MGCP, using examples to illustrate how they works, 
chapter 4 illustrates in detail security mechanisms of the four major protocols, IPSec and wireless 
network; chapter 5 evaluate the weakness of the security mechanisms, also provide some 
recommendations, chapter 6 gives a conclusion. 
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2. Background 

Information is important for any person, company or organization, damage or misuse of the 
information may result in disaster to a user or the entire company. In addition, the appearance of 
internet introduces opportunities for unauthorized person to access the information. 

2.1 Confidentiality, Integrity, Availability 

Confidentiality, Integrity and Availability (CIA) are used to evaluate system security, the focus of 
the evaluation is confidentiality, integrity and availability, they are the main requirements of 
information security. 
Confidentiality: is protection of the information which can only be shared among legal persons. 
This means protection of data privacy, prevent unauthorized access to data, resource or service, 
only authorized people can access the data, service or resource. Confidentiality is also related with 
privacy which means individual personal information, or something like that Confidentiality is the 
target being attacked most often. There are some mechanisms used to protect data confidentiality 
when data transferred on network, such as door locks, privacy screens, security guards, passwords 
and secure tokens, and encryption technologies. 
Integrity: integrity is one of the most important aspects in network security, it is used frequently 
when considering security. Integrity means keeping the data in its original form without any 
modification. Integrity has three goals: ensure the information in the original form; prevent 
unauthorized modification, and prevent incorrect modification by accident. 
Availability: this means the required information, service, resource or device is always available 
when it is needed by authorized user. Availability can be affected by some issues, such as technical 
issue (bad design of system, device crash), natural phenomena (such as flood, fire), or human 
(such as accidental or on purpose) [7]. 

 
2-1 relationship between CIA and information security 
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2.1.1 Attacks to information security 

Attacks aiming at information security can be classified as: 
- Disclosure: this attack aiming at the confidentiality of security. Typical attacks are 

snooping, Trojan Horses 
- Deception: this attack destroys identity of the security, typical scenario is the attacker 

makes malicious modification in another person’s name. This attack results in the 
damage of Identity and Integrity. Typical attacks are modification, spoofing, 
repudiation of origin, denial of receipt 

- Disruption: this attack aims at the integrity and availability of the information, service 
or resource. Damage can be critical server is crashed, resources are used out, or 
classified information are modified. Typical attack can be modification, denial of 
service, etc. 

The goal of information security is preventing attackers to destroy the security policy, detect the 
attacks to the security policy and stop the attack, repair the damage and continue the functions.  
There are several mechanisms to strengthen the information security: 

- Confidentiality can be enforced by access control and user authentication. Such 
as making an access control list to allow authorized person to reach data, 
service or resource, verify the identity of the user before he can reach the 
information. 

- Integrity can be enforced by access control and encryption.  Using encryption 
to protect data when they are transferred between systems. There are different 
encryption algorithms, such as using Hash function to encrypt data, the 
encrypted data will be useless for the hacker if they are stolen or cracked. 

- Availability can be enforced by recovery mechanism and intrusion detection. 
In the case of VoIP, confidentiality means protection of the conversation, user identity needs to be 
verified, attacks to confidentiality can be eavesdropping; integrity means the messages are 
transferred without any modification or destroy, availability means service (such as IP telephone 
set registration, call forwarding, etc) is always available when there is demand, typical attack to it 
is DoS (Denial of Service). 
Although the CIA of VoIP are possible to be attacked, because of the special character of the voice,  
data integrity attacks on the actual voice signal are possible but a bit farfetched, but that 
attacks on data about the peer identity are crucial. 
There are many different methods can be used to attack VoIP aiming confidentiality, some attacks 
try to steal information, some attacks try to destroy stability of network. Among them, the most 
dangerous attack is misuse of user identity, for example, eavesdropping, spoofing, 
man-in-the-middle, etc. 

 Eavesdropping is unauthorized access to voice packets, by decoding the packets, 
attacker can replay the conversation. This is an easy and simple attack, it is the 
method used frequently by hacker to steal secret information. By eavesdropping, the 
hacker can get information like username, password, phone number, etc, this 
information allow him to access voice mail, get call forwarding and billing 
information, etc. With some secret information, such as username, password, caller ID, 
or something like that, hacker can use the other person’s identity to make toll call [8]. 
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There are many network analyzer, sniffers and packet capture tools can be used to 
convert VoIP packets into .wav file [9], Vomit (Voice over Mis-configured Internet 
Telephones) is an example of this tool. 

 Packet spoofing uses a fake source IP address to pretend to be another device, this is 
also known as masquerading. Spoofing can hide the source of the attack, pretend to be 
a trusted device by changing the caller ID. Currently, there are several services 
available to spoof telephone number, such as Telespoof, PI Phone, Spooftel and Cover 
call. A typical spoofing attack is ARP spoofing, shown in the figure below. The 
serious result of spoofing is identity damage. 

 
2-2 ARP spoofing [25] 

An attacker broadcast a spoofed MAC address and forces the subsequent IP packets 
sent to the attacker. This allows the attacker to be able to eavesdrop the 
communication between the two users. 

 VoIP is very vulnerable to the attack of man-in-the-middle. The attacker can steal the 
call-signaling message, and masquerades as the caller to make a call to the callee.  

 
2-3 eavesdropping in VoIP [27] 

 
Since VoIP makes use of the existed IP network, data packet eavesdropping can happen 
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everywhere during transmission, such as data packets can be intercepted by the internet service 
provider, they can be eavesdropped by people or the company who owns the computer, or they can 
be eavesdropped by anyone who has successfully hacked the computer. No matter it is a personal 
call or business call, eavesdropping on VoIP is a huge threat, to protect data privacy, encryption is 
important for VoIP.  

2.1.2 Encryption protocols 

VoIP has many vulnerabilities that needs to be protected, the standard protection tool is 
cryptology, but this requires secure key exchange, maybe certificates etc. 
Encryption is a process which mixes up the transferred message, the recipient needs to use a key 
to get the original information. During the transmission, even though the information is stolen, 
without the key, the information is useless. 
There are many VoIP encryption products available. Skype has built-in encryption, Phil 
Zimmermann is releasing Zfone, an easy to use open source product, etc [26]. Encryption is 
important in VoIP, but encryption can not prevent eavesdropping at the endpoints, to prevent this 
type of eavesdropping, authentication is needed. There are several popular encryption algorithms 
in VoIP: DES Algorithm, Triple DES Algorithm, Diffie-Hellman, Message Digest 5 (MD5), 
Secure Hash Algorithm1 (SHA-1), Rivest, Shamir and Adelman Signatures (RSA), Advanced 
Encryption (AES), etc. 

 DES: DES is used to encrypt and decrypt packet data, it turns clear text into cipher 
text by using encryption. The decryption on the other side can restore the clear text 
from the cipher text. The shared secret key enable the encryption and decryption, DES 
uses a 56 bit key to encrypt 64-bit clear text, the key length is not long enough to 
provide security. 

 
2-4 DES encryption [49] 

64-bit clear text are encrypted with 56-bit key, generates 64-bit cipher text. 
 Triple DES (3DES): Triple DES is an advanced DES, it breaks data into 64 bit blocks, 

and then encrypts each block three times, each time with an independent 192 bit 
key.3DES provides higher security service, but the computation time is too long, so it 
is not suitable for real time data.  
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2-5 3DES encryption [49] 

The clear text is encrypted with the key three times and generates the cipher text. 
 Diffie-Hellman: Diffie-Hellman uses public key to encrypt data. It allows the two 

parties to establish a shared secret key to encrypt data which is transmitted over the 
unsecured channel. In IKE, Diffie-Hellman is used to establish session key. 

 

2-6 Diffie-Hellman algorithm 
 Message Digest 5 (MD5): Message Digest 5 is a hash algorithm, it is used to 

authenticate packet. Hash is a one-way encryption algorithm, it uses a random length 
message as input and produce a fixed length output message. IKE, AH, ESP can use 
MD5 for authentication. 

 Secure Hash Algorithm (SHA-1): is a hash function, is usually used on internet to 
verify the integrity of the transferred data, used for digital signature. 

 Rivest, Shamir and Adelman Signatures (RSA): RSA is a public key cryptographic 
system, it is used in authentication.  

 Advanced Encryption Standard (AES): AES uses 128 bit key, it provides higher 
security service than DES, but the computation time of AES is 3 to 10 times less than 
3DES, AES is suitable for encryption of real time data. 

2.1.3 Key Exchange Method 

Encryption protocol usually use key exchange, the common key exchange methods are: symmetric, 
public, hybrid, and Diffie-Hellman (DH) 

 Symmetric Key: this mechanism uses only one key for encryption and decryption. Both 
ends of the communication use the same key. The key can be generated by one end and 
given to the other end, or it can be assigned by a server and given to all parties. This 
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method is the simplest method, but it is not scalable. 
 Public Key: this method uses two keys, public key and private key. The public key is 

used to encrypt transferred message, the private key is used to decrypt received message. 
This method is scalable, but it needs more computation power. 

 Hybrid Key: this method uses the public key to encrypt the symmetric key, and once 
the symmetric key is received, it is used to decrypt the message. 

 Diffie-Helman Keys (DH): the two sides must agree on a password in order to setup the 
communication. 

2.2 Network OSI model 

2.2.1 OSI model 

In 1983, the International Standards Organization (ISO) created the OSI model [10]. OSI model 
includes seven layers, each layer provides specific service. With the seven layer model, it is 
possible to perform some tasks by changing one layer with little or no impact on others [10]. 
The seven layer structure is depicted as follows 
 

 
2-7 OSI seven layer model [11]  

 
 
Layer 1: Physical Layer. 
Physical layer defines physical medium, such as cable, unshielded twisted pairs (UTP), etc. The 
functions of all medium are same, the main difference between them is the cost for installation and 
maintenance. Basically, this layer ensures the bit sent from one side of the network and received 
on the other side. This layer exchange bit between the two hosts [11]. 
Layer 2: Data Link layer 
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The task of this layer include defining methods to transfer and receive data on the network, 
manage data frames between network layer and physical layer, receiving raw data from physical 
layer, change it into data frame, and deliver it to the network layer at the sender side, and turns the 
bits into packets on the receiving side. The exchange unit in this layer is frame. 
Data link layer includes two sub layers: logical link control and media access control. 

 Logical Link Control is the upper sub layer in data link layer, the function of this 
layer is flow control and error correction. 

 Media Access Control: this is the lower sub layer, the functions of this sub layer is 
perform communication with the adapter card, control the type of media to be used. 

Layer 3- Network Layer 
Internet Protocol (IP) is the protocol on this layer. IP is responsible for routing packet from one 
network to another network. The network layer break large datagram into small packet, on the 
receiving side, it reassembles packet into datagram. The functionality of this layer is resolute the 
logical network address into physical address. The exchange unit in this layer is packet. 
Layer4-Transport layer 
This layer is responsible for transmission of data between hosts. The basic function of this layer is 
to receive data sent by session layer and split them into small units, send the smaller units to the 
lower layer (network layer). Transport layer has two protocols: Transport Control Protocol (TCP) 
and User Datagram Protocol (UDP). TCP is connection oriented protocol, it ensures the units are 
sent in the correct order and received by the receiver correctly, it uses best effort service to 
guarantee the units are all received; while UDP is connectionless protocol, it is responsible for 
transfer data efficiently without ensure of the transmission. 
Layer 5: Session Layer: this layer allows users to establish session connection between different 
machines. A session allows data transportation just like what transport layer do, besides, it also 
provide other services. A session can allow a user to log into another machine remotely, transfer a 
file between two machines, etc. One service provided in this layer is dialog control, session can 
allow traffic go in two directions at the same time. The service on this layer is token management 
and synchronization. The unit exchanged on this layer is Session Protocol Data Unit (SPDU). 
Layer 6: Presentation Layer: 
The responsibility of this layer is converts information, different from the lower layers, this layer 
care about the syntax and the semantics of the transmitted information. Typical services provided 
by this layer are data encoding and compression. Data encoding means transform data in a 
standard way. Such as a programmer programming on his computer, he defines some names like 
telephone number, address, date, etc. these items may be defined as integer, string and date. 
Different computers use different codes to represent string, integer, date and other data format, to 
be able to exchange with other computers, the data must be encoded and transformed into a 
standard abstract format, this is the functionality of encoding. Compression is used to reduce the 
number of bits which needs to be transferred to make the transmission more efficiency. The unit 
exchanged in this layer is Presentation Protocol Data Unit (PPDU). 
Layer 7: Application Layer 
This layer provides different services to end users, such as mail, ftp, telnet, DNS, NIS, NFS, etc. 
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2.2.2 OSI model and VoIP 

Now we can look at the standard network model and VoIP protocols. VoIP employs several 
protocols, the major signaling protocol in VoIP is H.323 and Session Initial Protocol (SIP), 
multimedia data are transferred by RTP, RTCP. The following picture reflects the VoIP protocols 
on the OSI model. 

 
2-8 protocol stacks for transmission of voice [46] 

2.2.2.1 H.323 and OSI model 

H.323is a recommendation from International Telecommunication Union (ITU) for transmission 
of voice, video, file sharing information on IP based network [12]. H.323 is considered mainly as 
signaling protocol in VoIP, it is responsible for call setup and cut off. 
H.323 defines several elements, some of them are mandatory, some are optional. The most 
important elements are listed below: 

 H.323 Gatekeeper: H.323 gatekeeper is an optional element in H.323 standard. It is 
responsible for call authorization and refuse, and provides address translation service. 

 H.323 Gateway: H.323 gateway convert protocol between H.323 and others, such as a 
gateway may route a VoIP call from IP-based network to PSTN. 

 H.323 Multipoint Control Unit: a MCU allows several users to take part in a conference. A 
MCU includes a Multipoint Controller to control calls, and a Multipoint Processor to handle 
the media exchange in a conference. 

 H.323 Terminal: a H.323 terminal is an IP telephone set, it provides real-time 
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communication between another H.323 IP telephone set, gateway or MCU [12]. 
Besides the elements listed above, there are some other components in H.323, such as, codec 
which is used to coding and compress signals to send it on network; RTP and RTCP which is used 
to implement real time information transmission, H.245 which is used to set up connection 
between two IP terminals, etc. 
Reflected to OSI model, the H.323 protocol stack is depicted as follows: 
 

 
2-9 H.323 on OSI model [12] 

When people try to make a VoIP call, the first thing need to do is to pick up the handset, a signal 
will be sent to the signaling application in application layer, the session application will send a 
tone to the caller and wait for the dialed number, after the people dialed the number, the number 
will be saved by the session application, after the session application has enough number, it maps 
the telephone number to an IP address, after the called party pick up handset, the conversation 
starts, then the voice data are compressed, digitalized and encapsulated and transported by RTP 
over network, the coder and decoder must be enabled at both ends of the conversation, the H.323 
session protocol needs to establish transmission and reception channel on IP network to send and 
receive data, the voice data is transferred by RTP, the whole procedure of the conversation goes 
through RTP-UDP-IP, the physical media can be air in the case of wireless VoIP, otherwise, the 
physical media is same as other ordinary network. 

2.2.2.2 SIP and OSI model 

A replacement for H.323 is Session Initiatial Protocol (SIP). The SIP is an Internet Engineering 
Task Force (IETF) standards protocol, it is used to initialize sessions between users [13]. 
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Like HTTP or SMTP, SIP works in the application layer of the OSI model. The application layer is 
responsible to ensure the transmission is possible between the two nodes. SIP can establish 
multimedia session and modify or cut off them. 
SIP is a request-response protocol, it handles the request from the client and response from the 
server. Participants are identified with SIP URLs (such as sip:user2@there.com). The request can 
be sent by any transport layer protocol, TCP or UDP. 
Reflected on OSI model, SIP can be depicted as follows: 

 
2-10 SIP in OSI model [45] 

SIP is only an application layer protocol, it uses TCP or UDP to exchange information with the 
servers, and uses RTP to transfer real-time data, such as voice data. The call setup procedure in 
SIP is shown below. 

 
2-11 SIP call setup 

Each SIP message consist two parts: envelope and payload. Envelope describe is it a request or a 
response; payload is the content it includes the requested data. Envelope is in text form, but the 
content can be text or binary. 
When a user try to make a call, a SIP request will be sent to a SIP server, the request includes the 
caller address and the callee’s address, (if the server find the location of the destination address) 
the server will forward the call to the destination. For example, in the above picture, Alice wants 
to call Bob, User Agent of Alice sends an invite message to proxy server, the proxy server sends 
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the invite message to user agent of Bob, user agent of Bob send back ring tong to user agent of 
Alice, when Bob decide to answer the call, user agent of Bob send an ok message to Alice’s user 
agent, and Alice’s user agent send an ACK as the response to the OK, then the voice message can 
be transferred through network, after the call finished by one side, then the agent of this side send 
a BYE message to another user agent, and the other user agent send back OK as response, the 
communication is finished now.  
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3. What is VoIP 

VoIP means Voice Over Internet Protocol, it is a general name for all kinds of telephone calls 
which go through internet instead of PSTN, a regular call can go through public internet and 
bypass all or part of PSTN. Internet telephone can occur between PC-PC, PC-telephone, or 
telephone-telephone. Since VoIP brings economic benefits, it has been popular all around the 
world. The advantages brought by VoIP are listed below. 

 Efficiency: the traditional circuit-switched telephone (PSTN) requires there is a 
dedicated circuit line between the telephone company’s switch and the end user, but, on 
IP network, all data (voice, text, video, software, fax or other things) can be transferred 
to the destination by various route, that means the route can be shared by different things, 
in this way, the IP network is used more efficiently. 

  Lower Cost: IP network provides a more economical way to establish communication, 
especially for long distance calls. 

 Higher Reliability: to some extent, IP network provides higher reliability comparing 
with the traditional circuit switched lines. Because IP network can transfer data in 
various routes, in this way, if there is problem with a damaged line or broken router, the 
packets can still be transferred to destination by another route, and also, IP network 
doesn’t rely on a separate signaling network, this is an extra advantage of VoIP. 

 Supporting Innovation. Since IP is an open standard, it is agreed by hardware and 
software developers, and since it is free to be used, so it allows any enterprise to develop 
new hardware and software to fit into the network. On the contrary, the circuit switched 
network is a closed system, thus it is more difficult for enterprises to develop new 
applications to improve the technology [15]. 

As mentioned in chapter 1, there are several protocols are deployed to implement Voice over IP, in 
this paper, we only focus on protocols listed below: 

- Real Time protocol (RTP) 
- H.323 
- Session Initiation Protocol (SIP) 
- Media Gateway Control Protocol (MGCP) 

3.1 Real Time Protocol (RTP) 

3.1.1 RTP Overview 

Real-Time Protocol (RTP) defines a standard packet format for delivering audio and video data 
though internet. It was developed by the Audio-Video Transport Working Group of the IETF and 
fist published in 1996 [16]. RTP provides end-to-end delivery service for multimedia data, such as 
audio and video, it was designed for multimedia conference at the beginning, but it is used for 
many different types of applications. In VoIP, RTP is the foundation of VoIP, RTP is used to deliver 
the real time voice data, but call set up and cut off is done by SIP or H.323. RTP works together 
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with Real Time Control Protocol (RTCP) and is built on top of the User Datagram Protocol (UDP). 
The applications which use RTP are usually not sensitive to packet loss, but very sensitive to 
delivery delay. 
The service provide by RTP includes: 

 Payload-type identification: this indicates what kind of content is being transferred. 
 Sequence numbering: this is the packet data unit number, which is used to ensure the 

data are transferred in correct order and synchronization. 
 Time stamping: similar function as Sequence number 
 Delivery monitoring. 

 

3.1.1.1 How does RTP work? 

Since internet is a shared network, packets sent on the network may have delay, for multimedia 
application, transmission delay is important, thus RTP provides time stamping and sequence 
numbering to guarantee the data are transferred within acceptable time limits. 
Time Stamping: Time stamping is important in RTP. The sender sets time stamps on the packets 
according to the first octet on the packet. The time stamp increases by the time covered by a 
packet. After receiving the data packet, the receiver reassembles the data according to the time 
stamp in the correct order. Time stamp is also used for synchronization, such as synchronize audio 
and video data in MPEG. Since in some video format, a video frame may be split into several 
packets, and these several packets may have one time stamp, so only have time stamp is not 
enough. RTP use UDP to complete transportation, since UDP doesn’t deliver the packets in the 
time order, so sequence number is used to reassemble the incoming data in the correct order. 
Sequence number is also used to detect data lose. 
Payload type Identifier is used to indicate what mechanism is used to coding/compressing the 
data, the receiving side use this identifier to choose correct mechanism to decoding/decompressing 
the data. At one time, RTP can only send one type of payload. 
Another function is source identification, it enables the receiving side to know where the data 
come from. 
The following figure depicts the RTP packet which is encapsulated in UDP and IP packet. 

 
3-1 RTP data in IP packet [24] 

To set up RTP session, the application defines a pair of destinations: network address and a pair of 
ports. In multimedia session, each medium use a separate session, thus the RTCP can report the 
transmission quality separately. Such as transmission of audio and video, audio and video data use 
different RTP session, thus the receiver can choose whether or not to receive one medium. 
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3.1.2 Real Time Control Protocol (RTCP) 

RTCP is a control protocol, it works together with RTP. RTCP is sent periodically by participant to 
get feedback of transmission quality. There are five types of RTCP packets: 

1) RR: Receive Report. This is created by the receiver, it is used to report the transmission 
quality to the sender. The message include information of the received highest packet 
number, how many packets are lost, jitter, and time stamp which is used to calculate the 
round-trip delay between the sender and the receiver. 

2) SR: Sender Report. This is created by the sender. It is used to synchronize packets, and 
calculate packet counters, and the number of bytes sent. 

3) SDES: Source Description Items. It contains information to describe the source. 
4) BYE: used to indicate a participation is finished. 
5) APP: application specified functions. 

By using the control information listed above, RTCP can provide services: 
 QoS monitor and congestion control: This is the most important function in RTCP. 

RTCP sends a feedback of the transmission quality to the sender, the sender uses this 
information to adjust the transmission speed. The receiver can determine if the 
congestion is local, regional, or global. Network administrator can also evaluate network 
performance with this information. 

 Source Identification: In RTP packets, the source identification is randomly generated, 
it is 32 bit numbers. In RTCP packet, the information called “canonical names” is used 
to globally identify the session participants, the information may include user name, 
telephone number, email address, etc. 

 Inter-media Synchronization: RTCP sender reports the corresponding RTP time stamp.  
 Control Information Scaling: since the RTCP packets are sent periodically by the 

participants, if the number of participants increase, that means there will be more RTCP 
packets sent over network, this will result in network overwhelming, to prevent network 
overwhelming, RTP limits the control traffic, this limits is done by adjusting the RTCP 
generating rate. 

3.1.3 RTP features 

RTP has many interesting features: 
 Provide end-to-end delivery service for real time data, such as audio and video. RTP 

doesn’t have any mechanisms to ensure the delivery is finished efficiently, RTP needs 
supports from lower layer to control switches and routers. RTP uses RSVP to reserve 
resource to provide acceptable QoS. 

 RTP only provides framing, it doesn’t make any assumption of the underlying network. 
RTP running on top of UDP. 

 RTP doesn’t provide any services for reliable delivery, flow control or congestion control. 
RTP uses time stamps and sequence numbers to implement reliable delivery, flow control 
and congestion control. 

 RTP is only a protocol framework, it is open to new multimedia software. 
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 RTP and RTCP provide functionalities to deliver real time data. RTP and RTCP aren’t 
responsible for synchronization, or something like it which is the higher level task. 

3.2 H.323 

H.323 is the most widely used signaling protocol in VoIP. One of the most important reasons is 
that H.323 can perfectly manage the available resource through gate keepers. Logically speaking, 
H.323 gate keeper is a switch which is used to provide basic service to end points (such as IP 
phone set). The services include. 

 Address translation: alias name to network address translation. 
 Endpoint admission control: this control is based on available bandwidth, call 

limitation, or registration privileges, etc. 
 Bandwidth management and zone management: route calls from origination to 

destination, or cut off calls, routing calls include several paths. 
 Gateways communicate with gate keeper by Registration, Admission and Status (RAS) 

to modulate calls. 

3.2.1 H.323 Overview 

H.323 is a protocol stack, the protocols and standards work together to enable the conference on 
packet-based network. Each protocol in H.323 performs a specific function, such as H.261, H.263 
and H.264 are video codecs, they are software algorithm used to compress/encode and 
decompress/decode video signals. H.323 architecture is displayed below. 

 
3-2 H.323 architecture [19] 

To implement communication over network, there are four important components in H.323. The 
four components are: Terminals, Gateways, Gatekeepers, Multipoint Control Units. 

- Terminals 
Used for real time two-way multimedia communications, an H.323 terminal plays a key role 
in IP telephony services. It can be a PC or a stand alone device, such as an IP telephone set. 
H.323 terminals are compatible with H.324 terminals and wireless networks. H.323 terminals 
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may also be used in multipoint conferences. 
- Gateways 

An H.323 gateway provides connectivity between H.323 network and non-H.323 network, 
such as an IP network and a circuit-switched network (PSTN). To connect different, it is 
necessary to translate protocols and transfer information between different networks, such as 
translation between different formats (H.225 to H.221), between communication procedures 
(H.245 to H.242), the gateway also translates between audio and video codes and establish 
calls or cut off calls. For communication between two terminals within the same network, a 
gateway is not necessary. Terminals communicate with gateway by H.245 and Q.931, H.323 
gateways can support terminals which comply with H.310, H.321, H.322 and V.70.  
Examples of application of gateway are: 

a) Establishment of connection between PSTN terminals 
b) Establishment of connections with remote H.320 terminals 

over ISDN-based switched-circuit network 
c) Establishment of connections with remote H.324 terminals 

over PSTN network [20].  
The following figure depicts of H.323/PSTN gateway. 

 
3-3 H.323/PSTN gateway [20] 

- Gatekeepers 
A gatekeeper can be thought of as the most important component in H.323 network. 
Gatekeeper provides important services, such as addressing, authorization and authentication 
of terminals and gateways, bandwidth management, accounting, billing and charging, 
gatekeepers may also provide call routing services. 
Gatekeeper performs two important functions: translation of address from alias to IP address, 
bandwidth management. For example, if the network administrator defins the up limit of how 
many terminals can join a conference, then when the up limitation is reached, it will refuse 
more terminals to join the conference. The benefit of this function is to limit the bandwidth 
which is allocated to the VoIP, thus the left bandwidth can be used to transfer e-mail, fax, file, 
etc. The required functions of gatekeeper are listed below. 

1) Address Translation: by referencing a table, translate address between alias 
and transport address (IP address), this table is updated with the Registration 
message. 
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2) Admission Control: using Admission Request (ARQ), Admission Confirm 
(ARC), Admission Reject (ARJ) to authorize the access to the LAN. LAN 
access can be used for authorization, or some other things. 

3) Bandwidth Control: this is based on bandwidth management, it supports 
Bandwidth Request (BRQ), Bandwidth Confirm (BCF) and Bandwidth Reject 
(BRJ). 

4) Zone Management: gatekeeper provides the above functions to the terminals, 
gateways, or MCUs which has registered in the zone [20]. 

A zone consists of terminals, gateways, and MCUs as displayed in the following figure. 

 

3-4 H.323 zone [20] 
Optional functions of gatekeeper are: 

1) Call Control Signaling: in a point-to-point conference, the gatekeeper can 
process Q.931 call control signals or send Q.931 signals directly to the 
endpoints. 

2) Call Authorization: the gatekeeper may reject a call from a particular 
terminal, the reasons maybe restrict access to/from a particular 
terminal/gateway, restrict access during a certain period of time. 

3) Bandwidth Management: if the available bandwidth is not sufficient, the 
gatekeeper can reject a call from the terminal, also if an active terminal wants 
more bandwidth, the requirement may be rejected due to lack of bandwidth. 

4) Call Management: the gatekeeper keeps a list of active terminal to provide 
information for bandwidth management. 

Another interesting feature of gatekeeper is the ability to route calls. By using gatekeeper, the 
calls can be routed efficiently, service provider can use this ability to bill calls. 
Gatekeeper is only logically separated from a H.323 endpoint, manufactures can implement 
gatekeeper functionality into gateways or MCU [20].  

- Multipoint Control Units 
The H.323 MUC is used to setup conferences for three or more H.323 terminals. All 
terminals participating in the conference need to setup a connection with the MCU. The 
MCU can be a stand-alone device or integrate into another H.323 component, such as 
gatekeeper. MCU includes of Multipoint Controller (MC) and Multipoint Processor (MP). 
The MC uses H.245 to negotiate between all terminals to determine the audio and video 
process capability. MC also controls the conference resource to determine which stream 
(audio or video) should be multicast. MC doesn’t process stream directly, MP process stream, 
it mixes switches and process audio, video and data bits. MC and MP can exist in a separate 
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device or integrated into H.323 components. 

3.2.2 How does H.323 work? 

Communication with H.323 includes audio, video, data and control signals exchange. Among 
them, audio capability, Q.931 call setup, RAS control and H.245 signaling are required, all other 
capabilities are optional. The H.323 supported protocols are listed in the following figure: 

 
3-5 H.323 supported protocols 

 Control: 
The call control function is the core of H.323 terminal. The functions include: call setup 
signaling, capability exchange, messages to describe the logical channels. All audio, video and 
control signals go through control layer. Control layer is used to change the data format in 
order to send the data over network. Control layer also has other functions, such as perform 
sequence numbering, error detection, error correction and so on. Q.931, RAS and RTP/RTCP 
are used to implement these functions. 
The overall system control is provided by three signaling channels: H.245 Control signal 
channel, Q.931 Call Signaling channel, RAS channel. 

- H.245 Control Signal Channel: this is a reliable channel, it provides 
control messages, such as capabilities exchange, logical channel opening 
and closing, and some other general commands. The capabilities exchange 
is fundamental, H.245 provide transmit and receive capabilities separately, 
and H.245 also provides methods to describe the details to other H.323 
terminal. For each call, there is only one H.245 Control Channel. 

- Call Signaling Channel: this channel is used to establish connection 
between two terminals, the protocol used in this channel is Q.931. 

- RAS Signaling Function: this function is used for registration, admission, 
bandwidth change, etc. 
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 Audio 
Audio signal is digitalized compressed voice. H.323 has several compress algorithms, G.711 is 
the default one. Different compression methods result in different speech quality, bit rate, 
latency, etc. G.711 usually transmits voices at 56 to 64 kbps. 

 Video 
Video capability is optional in H.323, but each terminal with video capability enabled must 
support H.263 codec, H.261 is optional. 

 Data 
By using T.120 specification, H.323 supports data conference. T.120 is used for point-to-point 
and multipoint data conference, it provides interoperability at the application, network and 
transport layer [20]. 

Normally, the first package used to initiate H.323 exchange is Gatekeepter Discovery packet.  To 
establish a call between two endpoints, two TCP connections are needed, one for call setup 
(Q.931/H.225 message), and one for capabilities exchange and call control (H.245 message). First, 
an endpoint initiates an H.225/Q.931 exchange on a TCP port with another endpoint, to complete a 
call, an end-to-end reliable channel which support H.245 message is needed. 
H.245 negotiation uses another channel different from H.225 exchange channel, the channels 
which are used to transport voice and video are dynamically created. 
H.323 use both TCP and UDP to transport control signals, data and multimedia data. Since control 
signals must be received in proper order and can not be lost, so H.323 use TCP to transport control 
signals; since video stream is time-sensitive but not sensitive to packet lose, so H.323 use UDP to 
transport voice and video data. Thus, H.225 call signaling channel and H.245 control channel run 
over TCP, audio, video and RAS channel exchange run over UDP. 
The following figure gives a general depict of a H.323 call [21]. 

 
3-6 H.323 call [21] 

H.323 call setup procedure is shown below: 
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3-7 H.323 call setup [44]  
The following section is examples which give detail description of making call with H.323. 

3.2.2.1 Example 1 

Simple call within one zone. 

 
3-8Intra-zone call setup [21] 

The figure above is a call setup between terminals within one zone, Terminal A wants to call 
Terminal B on its number 408-667-1111. The sequence setup a call is: 

1) Terminal A dials Terminal B’s telephone number. 
2) Gateway A (GWA) sends an Admission Request (ARQ) to Gatekeeper 1 (GK1) asking 

for permission to call Terminal B. 
3) GK1 check its table and finds that Terminal B is registered, GK1 sends an Admission 

Confirmation (ACF) with the IP address of Gateway B (GWB) back to GWA. 
4) GWA sends Q.931 Call-Setup to GWB together with Terminal B’s telephone number. 
5) GWB sends GK1 Admission Request (ARQ) to ask for permission to answer GWA’s call. 
6) GK1 returns an ACF with the IP address of GWA. 

 29



7) GWB sets up a call to Terminal B at Terminal B’s telephone number. 
8) When Terminal B answers, GWB sends Q.931 Connect to GWA. 
9) GWs send Information Response (IRR) to GK after call is setup [21]. 

3.2.2.2 Example 2 

Call setup between different zones. 

 
3-9Inter-zone call setup [21] 

Terminal A wants to call Terminal B which is in another zone. The call setup sequence is depicted 
as below: 

1) Terminal A dials Terminal B’s telephone number 408-667-1111. 
2) Gateway A (GWA) sends Admission Request (ARQ) to Gatekeeper 1 (GK1) asking for 

permission to call Terminal B. 
3) GK1 checks up its list and finds Terminal B is not registered, GK1 does a prefix check 

up and finds that GK2 provide service to Terminal B, GK1 sends Location Request (LRQ) 
to GK2, and Request In Progress (RIP) to GWA. 

4) GK2 check up its list and finds that Terminal B is registered, then GK2 returns an 
Location Confirmation (LCF) to GK1, together with the IP address of Terminal B. 

5) GK1 sends an Admission Confirmation (ACF) back to GWA, together with the IP 
address of Terminal B. 

6) GWA sends Q.931 Call-Setup to GWB together with Terminal B’s telephone number. 
7) GWB sends an Admission Request (ARQ) to GK2 ask for permission to answer GWA’s 

call. 
8) GK2 returns an Admission Confirmation (ACF) to GWB together with the IP address of 

GWA. 
9) GWB sets up a call to Terminal B 
10) When Terminal B answers, GWB sends Q.931 Connect to GWA [21]. 
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3.2.2.3 Example 3 

 
3-10 Call disconnect [21] 

Terminal A and Terminal B are in conversation, Terminal B hands up. 
1) Terminal B hands up. 
2) GWB sends Disengage Request (DRQ) to GK2 to disconnect the call between Terminal A 

and Terminal B, a Disengage Confirmation (DCF) will be received later. 
3) GWB sends Q.931 Release Complete to GWA. 
4) GWA sends DRQ to GK1 to disconnect the call between Terminal A and Terminal B, a 

Disengage Confirmation (DCF) will be received later. 
5) GWA sends a Call Disconnect signal. 

3.3 Session Initiation Protocol (SIP) 

Session Initiation Protocol (SP) is the Internet Engineering Task Force’s (IETF) standard for 
multimedia conferencing over IP [14]. SIP is an application layer control protocol, it can be used 
to setup, maintain and cut off calls between two or more terminals. SIP is designed for providing 
signaling and session management service over packet based network. Signaling service enable 
calls to be transmitted across networks, session management is used to control the attribute of 
end-to-end call. The services provided by SIP are: 

 Determine the target terminal’s location: SIP supports address resolution, name mapping 
and call rerouting. 

 Determine the target terminal’s media capabilities: conference can be established only 
when the required resources can be satisfied by all terminals. SIP uses Session 
Description Protocol (SDP) to determine the “lowest requirement”. 

 Establish session between two terminals: if a call can be completed, SIP establishes a 
session between the two terminals. 

 Handle the transfer and termination: A call can be transferred from one target node to 
another target node without terminating the call. The session between the origination and 
the old target node will be terminated, a new session will be set up between origination 
and the new target node. 

3.3.1 SIP Overview 

SIP consists of two types of entities: user agent (UA) and network servers. 
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- User Agents (UA): SIP is a peer to peer protocol, the two peers in a session are 
User Agents. The user agent consists of two functionalities: User Agent Client 
(UAC) and User Agent Server (UAS). The UAC is used to initiate calls, the UAS 
responds to call requests, by exchanging request and response, User Agent can 
initiate and cut off sessions between each other. 

 User Agent Client: is a client application which is used to initialize a SIP 
request.  

 User Agent Server: is a server application, when User Agent Server gets a 
request, it contacts the user and returns a response to the User Agent in the 
name of the user. 

The UAC and the UAS can be located on the same device such as an IP telephone. 
SIP calls can be made to another UA directly, or through either the redirect server 
or the SIP proxy [4]. 

- Network Server: There are four types of SIP network servers, they are registration 
server, location server, proxy server and redirect server. 

 Redirect Server: Redirect server accepts SIP request from a client, maps 
the SIP address of the called party and returns the address to the client. 
Redirect Server doesn’t forward request to other servers [22]. 

 Registrar server: a registrar server is a server which accept register request 
from a client, and update the location database, the location database is used 
to store contact information [22]. 

 The proxy server handles SIP requests for the source UA. A proxy server 
can perform as a server or a client to make a request in the name of clients. 
Requests are serviced either locally or passed on to another server. If it is 
necessary, proxy server will rewrite a request before forwarding the request 
[22]. 

 Location Server: is used to store terminals location, and provide a 
terminals location to the proxy server or redirect server. 

The SIP network architecture is displayed below. 

 

3-11 SIP network architecture 
SIP has two types of message; Request and Response. 

 Request: sent from client to server. 
- INVITE: used to initiate a call and change the call’s parameters. 
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- ACK: used to confirm a response for an INVITE. 
- BYE: used to cut off a call. 
- CANCEL: used to cancel searches and “ringing”. 
- OPTIONS: used to ask the capability of the other side. 
- REGISTER: used to register the location. 
- INFO: used to send mid-session information without changing the session state. 

 Response: sent from server to client. There are two types of response and six classes. 
 Response Types: 

- Provisional (1xx class): this response is used by the server to indicate progress, 
but this response doesn’t terminate the SIP transaction. 

- Final (2xx, 3xx, 4xx, 5xx, 6xx classes): this response is used to terminate the 
SIP transaction. 

 Classes 
- 1xx: indicates the request is received and continuing to process the request. 
- 2xx. this means the action is successfully received, understood and accepted. 
- 3xx: this means redirection. More actions need to be done to complete the 

request. 
- 4xx: this means client has error. The request received has error. 
- 5xx: this means server has error. The server can not fulfill a valid request. 
- 6xx: this means global failure. The request can not be fulfilled at any server 

[22.] 

3.3.2 How does SIP work? 

The following picture gives a view on how does SIP setup a call. 

 
3-12 SIP call setup [44] 

Suppose Alice wants to call Bob, Alice’s user agent sends an invite message to its proxy server, 
the proxy server finds that there is another proxy server which provide service for Bob, so it 
forwards the invite message to the next proxy server and sends an message back to Alice’s user 
agent indicate that the invite message has been received, the next server also sends back a message 
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to the first proxy server to indicate the invite message is received and forward this invite message 
to Bob’s user agent, when the telephone of Bob rings, user agent of Bob sends back a provisional 
message (ringing) so it doesn’t time out and give up, this provisional message is forwarded to 
Alice’s user agent by the proxy servers, when Bob decides to answer the call, Bob’s user agent 
sends an OK response to Alice’s user agent, together with other information, such as codec, etc, 
Alice’s user agent sends back an ACK as confirmation, now the voice data can be transferred by 
RTP, when one of the parties want to hand up, the user agent of this party sends an BYE message 
to the other side, and the other side sends back an OK message, then the call is disconnected. 
 
The following section describes how the terminals call each other. 

3.3.2.1 Example 1 

 
3-13 SIP session establishment and termination [23] 

Suppose Alice wants to call Bob when Bob is on a phone. User Agent 1 is Alice’s user agent, and 
User Agent 2 is Box’s user agent. 
Session e Establish: 

1. User Agent 1 (UA1) sends an INVITE to Bob’s User Agent 2 (UA2) with Bob’s SIP 
address: sip:bob@acme.com. This message also include SDP packet to describe the 
media capability. 

2. User Agent 2 (UA2) receives the request and sends back a response message. 
3. UA2 ringing Bob to tell him that here comes a new call, at the same time, send the 

ringing message back to UA1. 
4. UA2 sends Queued call status message to UA1 to inform UA1 the call is put in queue, 

and there are other calls in front of it. 
5. UA2 sends Queue call status message to UA1 again to tell UA1 that there is one call 

in front. 
6. Bob pick up the handset and UA2 sends OK to UA1, this message also include SDP 

packet to describe the media capability of Bob’s terminal. 
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7. UA1sends ACK to confirm the OK is received [23]. 
Session Termination: 

1. UA1 wants to finish the call and hang-up, a BYE is sent to UA2. 
2. UA2 response with OK and tell Bob the call is finished. 

3.3.2.2 Example 2 

 
3-14 Call redirection 

This is an example about simple call redirection with a redirect server. 
1. User Agent 1(UA1) tries to call Bob by sending INVITE message to bob@acme.com, 

but this message is received by the Redirect Sever sip.acme.com. 
2. The Redirect Server checks Bob’s current location in the Location Service. 
3. The Location Service returns Bob’s current address, SIP 

addresss:3573572@gw.telco.com. 
4. The Redirect Server sends this information to User Agent 1 with a Moved 

Temporarily response. In this response message, Redirect Server inserts Bob’s 
current SIP address: 3573572@gw.telco.com. 

5. UA1 sends ACK to Redirect Server. 
6. UA1 sends a new INVITE to gw.telco.com 
7. gw.telco.com is able to inform Bob that there is a call, and Bob picks up his call, 

then an OK response is sent back to UA1. 
8. UA1 send back an ACK. 

3.3.2.3  Example 3 

This example is about setting up call between two user agents with a proxy server. 
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3-15 Set up call with redirection server [23] 
1. User Agent 1 sends an INVITE to Bob by bob@acme.com, but this message is 

sent to the Proxy server sip.acme.com. 
2. The Proxy Server response UA1 with a Trying signal. 
3. The Proxy Server check Bob’s current location on the Location Service. 
4. The Location Service returns Bob’s current location, SIP address: 

bob@lab.acme.com. 
5. The Proxy Server creates a new INVITE based on the original INVITE sent by 

UA1, but the Request-URL in the new INVITE is changed to bob@lab.acme.com, 
the Proxy Server sends this request to UA2. 

6. The UA2 responds with Trying. 
7. The UA2 responds with Ringing tong.  
8. The Proxy Server forwards the Ringing response to UA1. 
9. When Bob picks up the handset, UA2 sends an OK response to the Proxy Server, 

but UA2 inserts a contact header with the value of bob@lab.acme.com. So the 
further SIP communication will be sent to this new address instead of the Proxy 
Server. 

10. The Proxy Server forwards this OK to UA1. 
11. UA1 sends ACK directly to UA2. 

3.4 Media Gateway Control Protocol (MGCP) 

Media Gateway Controller Protocol (MGCP) is designed to connect the media gateway controller 
and media gateway. This protocol is text based. Media gateway controller is called call agent in 
MGCP, the media gateways can be different types of VoIP gateways, network access server, or 
voice over ATM gateways.  
MGCP is a master/slave protocol, it uses other protocols to fulfill its functionalities, such as use 
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Session Description Protocol (SDP). SDP is used to describe various parameters to establish 
connection between end points. 

3.4.1 MGCP Overview 

In the first version of MGCP, there are eight commands exchanged between the media gateway 
controller (call agent) and the media gateway.  

 Notification Request: from call agent to gateway. This command is used to request 
the media gateway to notice the special telephone events, such as off-hook, 
on-hook, fax tones, modem tones, flash hook, continue tone, etc. The nice aspect of 
this request is that it integrates the events with actions. Such as when a call agent 
requests the gateway to notice digits, it can also request the gateway to store digits. 

 Notification: from gateway to call agent. This command is used by the gateway to 
send back the events which are requested by the call agent, the media gateway can 
send one or several events in one notification command. But the events sent back 
by the media gateway are in the order the call agent sent to it. The shortcoming of 
this command is that it use Notify command to send back the events, but it will be 
more effective to use RTP to send such information. 

 Create Connection: this command is sent from call agent to gateway to create a 
connection between two end points. In addition to the necessary parameters for 
gateway to establish the connection, there are other parameters, such as QoS, 
security, bandwidth, type of service, etc. The call agent can request the gateway to 
execute several actions at the same time, such as, ask the gateway to prepare 
connection. thus when the phone gets off-hook. the user can start to speak; ask the 
gateway to start ring; ask the gateway to notify call agent when the phone goes 
off-hook.. All these events can be done with one Create Connection command. 

 Modify Connection: from call agent to gateway. This command is used by the call 
agent to modify an established connection. Call agent can use this command to 
change parameters, like activation, deactivation, change codec, packetization 
period, etc. 

 Delete Connection: From call agent to gateway. This command is used by call 
agent to delete a connection. If the connection is terminated by itself, the media 
gateway can declare a Delete Connection command to call agent, and send the call 
statistics to call agent. 

 Audit Endpoint: from call agent to gateway, it is used to check if an end point is 
up. 

 Audit Connection: from call agent to gateway. Call agent use this command to get 
all the parameters of the connection. 

 Restart In Progress: from gateway to call agent. Media gateway use this 
command to report to the call agent that there is one more end points have problem 
[17]. 

The MGCP protocol architecture is depicted below: 
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3-16 MGCP architecture [40] 
The key component in MGCP is Media Gateway (MG), it is responsible for switch information 
between a packet based network to a circuit based network, it also handles RTP media steams 
across the IP network. There are several types of gateway in VoIP, they are trunking gateway, 
residential gateway, access gateway, network access server, etc. 

 Trunking gateway: it is the interface between the telephone network and the VoIP 
network. 

 Residential gateway: it provides an analog interface to VoIP network.  
 Access gateway: it provides analog or digital PBX interface for VoIP network. 
 Network access server: it can be linked to a modem to a telephone circuit and provide 

internet access at the same time. 
Media Gateway Controller deal with media gateway registration, management and control, it 
performs signaling transformation between different networks, such as from PSTN network to IP 
network. 

3.4.2 How does MGCP work? 

 After describing the architecture of MGCP, there are some examples to depict how MGCP works. 
The following picture gives a view of how the call set up in MGCP. 
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3-17 call setup in MGCP [48] 
Suppose user A wants to call User B, when user A picks up handset, a notification of off hook is 
sent from its multimedia gateway to the call agent, the call agent sends a create connection 
command to the multimedia gateway, the gateway acknowledges this command and provides 
session description, that contains IP address, UDP port, etc. The call agent asks the destination 
gateway to create connection by sending it create connection command, the command also include 
the session description which is sent by the origination gateway. The destination gateway responds 
to the command and provides its own session description. The call agent sends this session 
description to the origination gateway in the command of modify connection. After this is done, 
the communication can be done in two directions. When the call is finished, the call agent sends a 
delete connection command to the gateways to remove the connection, and the gateways response 
with connection deleted. 
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3.4.2.1 Example 1 

 

3-18 MGCP example 1 [17] 
Suppose user A wants to call user B through Residential Gateway (RGW), the call agent use 
MGCP to control the two RGWs. The call process is: 
Call agent sends Notification Request to RGW A ask it to notice the off-hook event and report, 
RGW A sends back an acknowledgement to the call agent, when user A off-hook and RGW A 
detects this event, it sends a Notification to call agent, call agent sends back an acknowledgement 
to RGW A, the call agent sends a Notification Request to RGW A ask for more digits and ask 
RGW A to play the dial tone to user A, RGW A sends back an acknowledge to call agent, RGW A 
store the digits and sends a Notification to call agent, call agent sends back an acknowledgement 
back to RGW A, call agents sends Notification Request to stop to collect the numbers and notice 
the on-hook transition, RGW A sends back acknowledge to call agent, call agent sends Create 
Connection command to RGW A, RGW A sends back acknowledge together with the description 
of the session to receive the audio data, call agent queries the database to resolve the address of 
the dialed number, and find RGW B serving this number, call agent sends a Create Connection to 
RGW B, RGW B sends back an acknowledgement together with the session description to receive 
the audio data, call agent sends a Modify Connection to RGW A with the new information got 
from RGW B, RGW A sends back acknowledgement, call agent sends Notification Request to 
RGW B to ask it generate ring tones, RGW B sends back acknowledge, call agent notifies A and B 
are ringing, RGW A sends back acknowledge, when user B answer the call, RGW B sends a 
Notification to call agent to report that user B is answering the call, call agent sends back 
acknowledgement, call agents sends Notification Request to the RGW A to stop ringing, RGW A 
sends acknowledgement back, call agent sends Modify Connection to RGW A to change the 
communication mode from half duplex to full duplex, RGW A sends acknowledgement back and 
the call is established now, when user A finish the call, RGW A sends Notification to call agents to 
report the on-hook event, call agents sends back acknowledge, call agent sends Delete Connection 
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to RGW A, call agent sends Delete Connection to RGW B, call agent sends new Notification 
Request to the RGW A ask it to be ready for next off-hook event, RGW A sends back 
acknowledgement, call agents sends a new Notification Request to RGW B ask it to be ready for 
next off-hook event, RGW B sends back acknowledgement [17] . 

3.4.2.2 Example 2 

 
3-19 MGCP example 2 [17] 

In this example, user A using an analog telephone to call user B, the central office (CO) is 
connected to PSTN, the connection between PSTN and the IP based network is done by two 
layers: 

 A signaling transfer point is connected to the call agent through a signaling gateway (SG), the 
signaling gateway responsible for different signaling transformation. 

 The central office is linked with a trunking gateway (TGW), the trunking gateway is 
controlled by the call agent and the residential gateway 

The calling process is: 
Central office sends an Initial Address message to the call agent by its signaling transfer point 
(SDP), the SDP forwards this message to signaling gateway which is attached to the call agent, the 
call agent queries the database to get the IP address of the Residential Gateway which serve the 
destination number, call agent sends Create Connection to the trunking gateway to create 
incoming connection, the TGW sends an acknowledgement back, call agents gets the incoming 
trunk, call agent sends Create Connection to the residential gateway to create outgoing trunk, 
RGW sends back acknowledgement, call agent sends Modify Connection to the transferring 
gateway, transferring gateway sends back acknowledgement, call agent sends Notification Request 
to the residential gateway ask it to ring the called line, residential gateway sends back 
acknowledgement, after call agents get ACK from the residential gateway, it sends Address 
Complete to the signaling gateway, the singling transfer point send this message to central office, 
now the user IP telephone is off-hook,  the residential gateway finds this events and send 
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Notification message to call agent to inform it this event, call agent sends ACK back, call agent 
send a Notification Request to the residential gateway to ask it detect the termination of the call, 
residential gateway sends back ACK, call agent sends Modify Connection message to TGW to 
inform it to change the channel into duplex mode, TGW sends back ACK, call agent sends answer 
message to the signaling gateway, signaling transfer point sends this information to the central 
office, now user A is talking with user B, when user B finish the call and hang up, residential 
gateway detects the on-hook event and sends Notification to call agent to report this event, call 
agent sends ACK back, call agent sends Delete Connection to TGW, call agent sends Release to 
signaling gateway, signaling transfer point send this message to central office [17]. 

3.4.2.3 Example 3 

The following is an example with H.323. 

 

3-20 MGCP example 3 
In H.323 it is the gate keeper’s responsibility to route a call instead of call agent, the signaling 
gateway communicate with gate keeper not gateway.  
Suppose user A is using analog telephone try to call user B, user A is connected with PSTN by its 
central office, the transformation between PSTN and IP network is done by: 

 A gate keeper is used to interface between the signaling gateway and a trunking gateway, 
the signaling gateway is a signaling transfer point which is responsible for 
transformation of different signaling, it communicates with gatekeeper (call agent) by 
gateway. 

 Both of the trunking gateways are controlled by media gateway controller and 
gatekeeper. 

The process to make a call can be depicted a follows: 
The trunking gateway (TGW) register on the gatekeeper (GK), the GK confirms the registration, 
the central office sends its address to GK by SS7 signaling gateway, when GK get this message, it 
looks up the database to decide where to transfer this call, since H.323 use TCP to transfer 
call-control signal, thus GK establish TCP connection with trunking gateway, GK also establish 
connection with residential gateway, when the user’s telephone is ringing, the residential gateway 
sends alarm to GK, the GK sends access control message to central office by signaling gateway, 
now the switch can send the incoming voice to outgoing ports [17].  
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3.4.3 MGCP Features 

From the examples above, there are several features of MGCP is obvious: 
 To set up a phone call, MGCP needs at least 11 round trips. 
 In MGCP, the call agent has full control on the media gateway (in H.323, the interaction 

is performed by H.323 compliant gateway). 
 MGCP enables more control ability on call agent (media gateway controller), like the 

gatekeeper in H.323. 
 Since in MGCP, the call agent has full control on media gateway, so in MGCP, the cost 

for per port of media gateway is reduced, while the cost for per port of call agent is 
increased. 
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4.  Security available in current VoIP 

The popularity of VoIP and the enhanced QoS on IP network bring us new possibilities. 
 VoIP maximizes the usability of network, reduces cost and time, provides new service 

opportunities. 
 VoIP extends service to remote locations with lower cost. 
 VoIP brings new multimedia service opportunities, such as PC based call, web-based 

multimedia conference [28]. 
 IP based network makes it easier to implement VoIP service. 

While VoIP brings many benefits to us, it also put forward security problems in front of us. 
Usually, an attack to VoIP has the aim of destroying service, stealing service or destroying privacy. 
Examples of attack to VoIP are. 

 Attack can make use of user authentication and authorization tools to intrude system, share 
privilege with legal user, steal sensitive information, or gain unauthorized access to 
network resources. 

 By IP spoofing or session hijacking, an attacker can access network in the name of a legal 
user. 

 By using sniffer to get data from network, attacker can obtain information like username, 
password, and with these information to perform further attack. 

 By flooding bad request to key component (such as server, gateway) in VoIP, the 
component may be crashed, and can not provide service to legal user, this attack is knows 
as Denial of Service (DoS). 

 By intercepting the messages transferred between server and client, the attacker can get the 
public key, and then get messages which are sent by the client, decrypt the message with 
the key. After decryption of the message, the attacker can modify the message and forward 
the message to the server, or without modifying the message. For the server and the client, 
they don’t know there is an intruder between them. This attack is known as 
man-in-the-middle. 

 The attacker can open entries on the network by accident or on purpose, this enables back 
door attack. 

 By pretending to be a service provider, the attacker can track the user to connect to it and 
get sensitive information of the user. This attack is known as masquerading. 

4.1 Threats to VoIP 

Since IP network doesn’t provide physical security like PSTN, so the key point to secure VoIP is 
to use security mechanisms. There are several protocols are employed in VoIP, each of them has 
security mechanism, the following section gives description of security issue with protocols in 
VoIP. 
There are many different methods can be used to attack VoIP. Some attacks try to steal information 
while others attempt to shut down the network. The attacks to VoIP aim at confidentiality, integrity 
and availability 
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 Confidentiality: confidentiality means the privacy of information. Sensitive 
information, such as username, password, financial information, security information, 
etc, should be protected. In the traditional telephony system, there is physical protection 
for the information confidentiality, since it is difficult to reach the physical equipment, 
such as physical telephone line, telephone switch, and it is easier to be discovered. But 
in VoIP scenario, the situation is different. Voice data are transferred over internet, that 
means everybody with a computer and a modem has the ability to reach the voice data. 
Thus protection of confidentiality in VoIP is more difficult. 
- ARP floods: since many system doesn’t have authentication, so an attacker can log 

onto a computer which is on the VoIP network, and then the attacker send ARP 
flood to corrupt ARP caches. ARP flood attack to the switch makes the network 
vulnerable to eavesdropping. Corrupting the ARP caches makes re-route the voice 
packet traffic, thus the attacker can intercept voice and data traffic. 

- Web server interface: some VoIP systems use remote administration by web server, 
this enhance the vulnerability of the VoIP system. Since HTTP is clear text, an 
attacker can use some tools, such as sniffer, to collect the HTTP packets and get the 
confidential information. 

- IP phone net mask vulnerability: an attacker can send fake net mask and router 
address to IP telephone, thus the traffic of IP telephone may be routed to the fake 
MAC address, the attacker can get confidential information then. 

- IP address mapping to IP extension number: in VoIP, each IP extension has an IP 
address. the attacker can use a protocol analyzer to collect the packets which are 
transferred over the VoIP network, and then the attacker may have the knowledge of 
the IP address of an extension. For example, if an attacker is able to sniff packets on 
a VoIP network, it is easy to pick out the packets which are sent and received by a 
target phone, knowing the IP address, it will be easier for the attacker to perform 
other attacks. 

 Integrity: integrity of information means the information can not be modified by 
unauthorized user. For example, the bank account numbers can only be changed by the 
user himself, or other security administrator. In VoIP scenario, damage data integrity on 
the server may result in the attack like denial of service. Malicious modification of voice 
data may not result in big damage. So attack to integrity in VoIP is possible, but 
farfetched. 

 Availability: availability means the service, information or resource are always 
available when it is needed by authorized user. Attacks to availability may result in bad 
service quality or denial of service. For example, if an attacker accesses the VoIP 
network, the attacker may occupy bandwidth, or by broadcasting bad packet to the 
network, result in bandwidth is not enough for authorized user. 
- Server resource consumption: an attacker can use remote terminal to access the 

remote server, and may be able to restart the server by providing huge number of 
characters , the server restart may result in the IP phones restart, thus make the legal 
user can not use telephone service for some while. 
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4.2  RTP  

Real Time Transport Protocol (RTP) is an application layer protocol, it is used to deliver time 
sensitive data, such as audio and video, through different networks. The purpose of RTP is 
improving delivery, monitoring, reconstruction, mixing and synchronization of data streams [29]. 

4.2.1 RTP overview 

RTP is not a complete protocol, it is only a protocol framework, RTP usually is implemented by 
each application. RTP protocol is independent of transport layer, it can use both TCP and UDP to 
transport data, but usually, RTP uses UDP/IP transport protocols. Real Time Control Protocol 
(RTCP) is used to provide feedback information of the transmission quality. RTCP is a special 
type of RTP packet. To satisfy a particular application’s requirements, RTP Profile will be used to 
refine the basic RTP. RTP Profile defines the data should be encapsulated in what data format.  
RTP Profiles: RTP Profile is used to extend or modify RTP, it defines a class of application, 
services and algorithms [30]. 
Secure Real-time Transport Protocol (SRTP): RTP security services may not satisfy the 
application’s security requirements. SRTP is a RTP profile which is used to provide more security 
services. It defines additional encryption algorithm, authentication algorithm, and allows to 
introduce new ones. 
The following figure depicts RTP works on tope of UDP, it needs support from RTCP. 

 

4-1 RTP on protocol stack [29] 
RTP uses synchronization source (SSRC) to identify the peer address. SSRC is unique in a session, 
and when a participant joins the session, the SSRC is generated randomly. RTP peers can detect 
and correct SSRC collision automatically. 

4.2.2 RTP security requirement 

When users have audio or video conversation, users may be more care about the privacy of the 
conversation. Although RTP relies on lower layer protocols to provide security services, but there 
are some methods are specified in RTP and its profiles for authentication, ensure of confidentiality, 
etc.   
Confidentiality: 
Confidentiality means only legal user can read the information, for others, the information is not 
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accessible, or even though they can access the information, the information is worthless for them. 
Since RTP broadcast information through network, for audio and video conference, confidentiality 
is necessary and important. RTP uses encryption to secure confidentiality. 
Authentication and Integrity: 
Since RTP use broadcast to transfer information, thus it is useful to verify the integrity of the 
transferred information, and ensure the source of the information. RTP doesn’t provide integrity 
and authentication security service, because these services are not feasible without key 
management infrastructure. It is expected that integrity and authentication security services can be 
provided by lower layer protocols. However, some RTP Profiles provide authentication methods, 
such as SRTP. 

4.2.3 RTP security service 

4.2.3.1 Confidentiality  

RTP uses encryption to implement confidentiality security service. RTP profile also recommends 
some encryption algorithms which can be used to encrypt the RTP payload. 
The default encryption algorithm in RTP is Data Encryption Standard (DES) in cipher block 
chaining (CBC) mode. Thus, all RTP clients which enabled encryption must support DES in CBC 
mode. The reason why choose DES-CBC is because it is easy to use in video and audio 
communication. The advantage of CBC is that even though some packets are lost, only the packet 
itself and the packets in the same block after it can be decrypted. The remaining transmission will 
not be influenced. DES is a good choice because comparing with other compression algorithms, 
the overhead it produces is small. In addition, DES is fast to execute, this is good for real time data 
transmission. But DES has been found easy to be broken with special hardware. Further more, 
DES is mainly designed for hardware implementation, so it is difficult to implement it on software, 
thus it is not a good choice for huge time sensitive data transmission. 
A stronger encryption algorithm, such as Triple-DES, can be used to replace the default encryption 
algorithm. Triple-DES is a three level encryption algorithm, it uses DES on each level. Since 
Triple-DES encrypts three times, thus it is much slower and takes a lot of CPU time, the block size 
of Triple-DES is not bigger than DES. But if an attacker gets the packet and modify some bits in 
the packet, some individual bits of the following packets will be changed also, the Triple-DES can 
not fix this problem. The following picture depicts the RTP payload encryption procedure. 
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4-2 RTP encryption procedure [49] 

RTP profile, SRTP, recommends to use AES with Counter Mode (CM) and f-8 mode. F-8 mode is 
used for wireless communication. AES fixes the problem that individual bits will be modified after 
a modified packet, the security of CM is better. AES is a good choice sine it has a larger block size 
of 128 bits, and it uses encryption key. The key size can change from 128, 196, 256 bit. Except the 
larger key size, AES can encrypt data much faster than DES, comparing with other encryption 
algorithms, AES has a lot of advantages to be implemented. The following figure shows the 
efficiency of data encrypted by the three encryption algorithms. 
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4-3 comparison of time taken by the three algorithms [30] 

4.2.3.2 Authentication 

Authentication is used to verify the identity of the peer entities. RTP doesn’t provide any 
authentication service, however, RTP profiles provide some authentication methods. 

 MD5: this RTP profile uses hashing algorithm MD5 (Message Digest algorithm 5) as 
encryption algorithm, it retrieves authentication key from password for authentication, 
the key length is 128 bits [30].  

 Secure hash algorithm: SRTP recommends to use SHA-1 to encrypt SRTP stream. The 
default session authentication key length is 160 bits, the default authentication tag length 
is 80 bits which is appended to the packet.  

Comparison of MD5 and SHA-1: the key length of SHA-1 is 160 bits, 32 bits longer than MD5 
which has 128 bits key length. Thus if they don’t have any crypt-analytic vulnerabilities, then 
SHA-1 is stronger than MD5. SHA has more steps and must use 160 bit buffer, while MD5 use 
128 bit buffer. Thus SHA should execute 25% slower than MD5 on the same hardware [30]. 
The following figure gives a comparison of the authentication tags. 

 
4-4 authentication algorithm comparison [30] 

4.2.3.3 Security provided by underlying protocols 

RTP relies a lot on other protocols to provide security services, the following section is a 
description of the security that are provided by the other protocols. 

 IPSec: As the underlying protocol of RTP, IPSec is responsible to provide security services 
to RTP. It provides services of confidentiality and authentication. IPSec is a comprehensive 
solution for single cast session, IPSec doesn’t have solution for multicast session, so for 
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multicast session security, it needs upper layer protocols to define the service [30]. 
 Session initiation protocol: this protocol has the ability to distribute encryption keys and 

other security parameters. It supports various encryption algorithms, thus it can provide 
security service for RTP if it is needed [30]. 

 Session description protocol: SDP usually works together with SIP, SDP distribute keys for 
RTP, SDP itself is neither encrypted nor authenticated, it uses SIP to provide such services. 

 H.323: H.323 works together with SRTP to provide security services, like key setup, it 
protect session confidentiality and authentication, integrity, it also support multicast 
session. 

4.2.3.4 Key management 

RTP uses MD5 based algorithm to derive key from password, this is the only key management 
method in RTP, RTP assumes that other protocols or applications provide more complex key 
management method to it. For video or audio conference application, SIP and SDP together 
provide strong key management methods and encryption algorithm, RTP is used to transport the 
multimedia data. 
RTP is only a protocol framework, it needs other protocols to complete security service. 
Authorization service in RTP can be provided by IPSec, or by RTP its own encryption methods; 
IPSec can also provide key distribution or encryption service to RTP; RTP distribute keys by SDP. 
The following figure gives a description of how to secure RTP. 

 
4-5 how to secure RTP [29] 

In the figure, the term “IP with IPSec AH” means the IP packet with authentication headers, the 
header is used to provide authentication service; ESP means using ESP encryption algorithm to 
provide encryption service. 

4.3 H.323  

H.323 is a protocol standard which is designed for packet based network communication by ITU. 
H.323 includes several protocols, such as H.225, H.245 and H.235, etc, each of them has a 
particular function in call set up. 
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4.3.1 H.323 overview 

H.323 network includes many different end points, such as gateway, gate keeper, multipoint 
control unit, and end terminals. Gate keeper provides address resolution and bandwidth 
management, gateway interconnect H.323 network and other non-H.323 network (or devices), 
multipoint control unit is optional, it provides multipoint conferencing and communication 
between several points. The following figure shows H.323 network architecture. 

 

 
4-6 H.323 network architecture [32] 

Important protocols in H.323 are: 
 H.245: it is used to describe how call media stream is packetized, and the call signaling 

setup procedure. H.225/Q.931 is used to initiate connection between endpoints, the 
real-time data will be transferred on this connection. Signaling channel is opened between 
endpoint-gateway, gateway-gateway, gateway-gatekeeper. 

 Q.931: a part of Q.931 is used in H.323 to carry H.225 call signaling messages. 
 H.235: security protocol, is used to secure signaling, control and multimedia 

communication. It is the core of H.323 security mechanism. 
 H.245: a set of call control protocols. After a connection is established by call signaling 

procedure, use H.245 to define call media type, exchange terminal capabilities, and 
establish media flow. 

4.3.2 H.235 

H.235 is recommended to provide security service to H.3xx series, such as H.323, H.225, H.245 
and H.460. H.235 can be used for point-to-point and multipoint conference which uses H.245 as 
control protocol. H.235 provides authentication, privacy and integrity for H.3xx series system, 
H.235 identify a person instead of a device. There are three kinds of security profiles in H.235. 
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1) Security profile which based on simple password. 
2) Profile which makes use of digital certification, and depends on public key 

infrastructure 
3) Profiles which integrates 1 and 2. 

These profiles will be explained in detail later. 
H.235 supports various encryption algorithms with various options, it depends on the security 
requirements. The structure of H.235 is described below: 

 Call signaling channel can be secured by transport layer security (TLS) or IP 
security (IPSec). 

 Users can be authenticated during the initial call connection, or in the process of 
securing H.245 channel, or by exchanging certificates on H.245 channel. 

 Encryption algorithm on media channel is determined by capability negotiation 
mechanism. 

 Initial distribution of key is done by H.245 commands, such as 
OpenLogicalChannel, OpenLogicalChannelAck. 

 The distribution of key can be protected either by using H.245 channel as a private 
channel, or by the protection of key. 

The scope of H.235 is displayed below. 

 
4-7 H.235 scope [43] 

From the picture above, we can see that H.245 message and H.225 signaling can be secured by 
using TLS on transport layer, or IPSec on network layer, voice packet transferred by RTP can be 
protected by encryption and authentication, also H.235 provides security protection for the H.225 
terminal to Gatekeeper signaling (RAS). 
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4.3.3 H.235 security profiles 

4.3.3.1 H.235 version 2 

H.235 V2 is established in the year of 2000, it provides support of elliptic curve cryptography and 
Advanced Encryption System (AES) standard, it defines several security profiles to support the 
interoperability of different products. The profiles are: 

- Annex D: shared secret and keyed hashes, it is password based security. 
- Annex E: digital signature on every message, it depends on public key. 
- Annex F: digital signatures and shared secret establishment on first handshake. It 

integrates Annex D and Annex E. 
 H.235 v2 Annex D: baseline security profile 

It relies on symmetric key technique, symmetric cryptography uses the same secret for 
encryption and decryption. Annex D security method also relies on pre-contact, that is the 
users must agree on a shared secret, such as a password, user who knows the password is the 
legal user. Authentication and integrity are protected by shared secret (such as password). The 
encryption algorithm employed is HMAC-SHA1-96.This profile is used for 
endpoint-endpoint, endpoint-gatekeeper, gatekeeper-gatekeeper. This profile supports secure 
fast connection and H.245 tunneling, and can be integrated with Voice Encryption Option. 
This profile is easy to implement but is not scalable due to the restricted key management 
[31].  
Shared secret = SHA1 (password) 
The password is used for authentication/integrity for RAS and H.225, it can be entered by the 
user, and by using one-way hash function, the password is transformed into share secrete 
which is a fixed bit string.  
Features of this profile include: 

 It provides user authentication instead of device authentication. 
 It provides integrity protection for the entire message, include signaling 

message. 
On the sender side, the sender generates a hashed information which is a value generated 
with hash function (HMAC-SHA1-96). This value is called hash value or authenticator, it is 
used to authenticate the message. The HMAD-SHA1-96 receives the whole message and a 
password, then generates the 96-bit authenticator. 
On the receiving side, the receiving side checks the general ID (the ID of the entity to whom 
the message is sent) of the received message, if the general ID is equal to its own, and the 
time (time stamp) the message was sent is correct, then check the random value in the 
message, (random value is created by the sender, it is a counter which increments when a 
new message is sent), if the random value is higher while the time stamp equal to the time 
stamp on the previous message, then check the authenticator, if the authenticator is correct 
also, then the message pass the security check.  
Thus on the sender side, the sender needs to generate general ID, time stamp, random value, 
on the receiving side, the receiver needs to check the general ID, time stamp, and the 
authenticator. 
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The HMAD-SHA1-96 is a hash function, the purpose is message authentication, the message 
is mapped to 96 bit string. HMAC is a keyed hash function which is used for message 
authentication, SHA-1 is a secure hash algorithm, it is based on MD4. 
The HMAD-SHA1-96 work procedure is depicted below. 

 
4-8 HMAC-SHA1-96 [49] 

The following table is a description of H.235 v2 Annex D. 
 
Security service RAS H.225 H.245 RTP 

Authentication Shared Secret 

(password) 

HMAC-SHA1-96 

Shared Secret 

(password) 

HMAC-SHA1-96 

Shared Secret 

(password) 

HMAC-SHA1-96 

 

Access Control     

Non-Repudiation     

Confidentiality     

Integrity Shared Secret 

(password) 

HMAC-SHA1-96 

Shared Secret 

(password) 

HMAC-SHA1-96 

Shared Secret 

(password) 

HMAC-SHA1-96 

 

Key 
Management 

Subscription-based 

password assignment 

Subscription-based 

password assignment

  

Table 4-1 baseline security profile, H.235 v2 Annex D 
 H.235 v2 Annex E: signature security profile 

Digital signature: a cryptographic transformation which is used to transform the data into 
numerical format, thus any person with the signed message and the relevant public key can 
make sure of: 

 The transformation was created with the private key according to the public key; 
 The signed message has not been modified after the encryption [43]. 

This profile relies on asymmetric technique. Authentication and integrity are provided by 
certificates and digital signatures on every message. Since this profile uses public key instead 
of shared secrets (password), so it doesn’t need to store the secrete key, it can be scale to 
bigger environment. Besides the security services in baseline profile, it also provides 
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non-repudiation.  
The features provided by this profile are: 

 User authentication is to the desired entity no matter how many application level 
hops the message has traversed. 

 The message integrity is protected by a random number. 
 Provide security services (application level message authentication, integrity and 

non-repudiation) to the whole message. 
The following table is a description of this profile. 
 

Security Service RAS H.225 H.245 RTP 

Authentication SHA1/MD5 

Digital signature 

SHA1/MD5 

Digital signature 

SHA1/MD5 

Digital signature 

 

Access Control     

Non-Repudiation SHA1/MD5 

Digital signature 

SHA1/MD5 

Digital signature 

SHA1/MD5 

Digital signature 

 

Confidentiality     

Integrity SHA1/MD5 

Digital signature 

SHA1/MD5 

Digital signature 

SHA1/MD5 

Digital signature 

 

Key 
Management 

Certificate 

allocation 

Certificate 

allocation 

  

Table 4-2 signature security profile of H.235 v2 Annex e 
 H.235 v2 Annex D: Voice Encryption Option 

Voice Encryption Option provides confidentiality for voice media stream, it can be combined 
with baseline profile or signature security profile. It describes the master key exchange 
during H.225 call signaling, and media stream key generation and distribution during H.245 
call control. The encryption algorithm is used in CBC mode. The shared secret 
(Diffie-Hellman exchange) is generated between the two entities during the connection 
initialization procedure, and then it is used to protect the media keys which is used to encrypt 
the media session (RTP). 
The encryption algorithms chosen are RC2-compatible, DES and 3DES. 
The new feature is it supports AES. Voice encryption security profile describes the following 
security mechanisms: 

a) Encryption of RTP packets with a set of algorithms and modes. 
b) Key management and security capability exchange 
c) Key update mechanism and synchronization [31] 

Voice Encryption Option covers issues: 
a) Encryption and key management for RTCP 
b) Authentication and integrity for RTP and RTCP. 

Regarding the DoS attack and flooding attacks on RTP/UDP ports, H.235 defines media 
anti-spamming procedure, the algorithm employed is Triple DES-MAC or one way function 
SHA1. 
The following table is description of Voice Encryption Option. 
Security Service RAS H.225 H.245 RTP 

 55



Authentication     

Access Control     

Non-Repudiation     

Confidentiality    56 bit DES or 

56-RC2/168 bit 

Triple-DES, AES 

Integrity     

Key Management  Authenticated 

Diffe-Hellman 

key agreement

Integrated H.235 session 

key management (key 

distribution, update), 

certificate requests 

 

Table 4-3 Voice Encryption Option H.235 v2 Annex D 
 H.235 v2 Annex F: combined security profile 

This profile relies on asymmetric and symmetric technique, it is a combination of the 
baseline profile and the signature security profile. Authentication and message integrity are 
secured by certificates and digital signatures (same as in Signature Security Profile), during 
the first handshake, a shared secret (password) is generated, this secrete will be used in the 
same way as in baseline profile. Since this profile relies on public key infrastructure instead 
of shared secrete, so this profile can be used in larger environment. This profile supports 
secure fast connection and H.245 tunneling, and can be combined with Voice Encryption 
Option. 

Security Service RAS H.225 H.245 RTP 

Authentication RSA digital 

signature, (SHA1) 

RSA digital 

signature, (SHA1) 

RSA digital 

signature, (SHA1) 

 

Access Control HMAC-SHA1-96 HMAC-SHA1-96 HMAC-SHA1-96  

Non-Repudiation Only for first 

handshake send 

between two entities

Only for first 

handshake send 

between two entities 

  

Confidentiality     

Integrity RSA digital 

signature, (SHA1) 

HMAC-SHA1-96 

RSA digital 

signature, (SHA1) 

HMAC-SHA1-96 

RSA digital 

signature, (SHA1) 

HMAC-SHA1-96 

 

Key 
Management 

Certificate allocation

Authenticated 

Diffe-Hellman key 

agreement 

Certificate allocation

Authenticated 

Diffe-Hellman key 

agreement 

  

Table 4-4 combined profile H.235 v2 Annex F 

4.3.3.2 H.235 version 3 

H.235 v3 has enhancement in many places comparing with H.235 v2, H.235 v3 uses object 
identifier for AES encryption algorithm to encrypt media payload, H.235 v3 uses Enhanced Outer 
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Feed Back (EOFB) stream cipher to encrypt media steam, provides better security supports, error 
reporting is also improved.  

 H.235 v3 Annex D: baseline security profile enhancements 
In this profile, the authentication and integrity of message is guaranteed either by calculating 
the integrity check value over the whole message, or by computing an integrity check over a 
special part of the message. 

Security Service RAS H.225 H.245 RTP 

Authentication Shared Secret 

(password) 

HMAC-SHA1-9

6 

Shared Secret (password) 

HMAC-SHA1-96 

Shared Secret 

(password) 

HMAC-SHA1-96 

 

Access Control     

Non-Repudiation     

Confidentiality     

Integrity Shared Secret 

(password) 

HMAC-SHA1-9

6 

Shared Secret (password) 

HMAC-SHA1-96 

Shared Secret 

(password) 

HMAC-SHA1-96 

 

Key Management Subscription-bas

ed password 

assignment 

Subscription-based 

password assignment 

Subscription-based 

password 

assignment 

 

Table 4-5 enhanced baseline profile H.235 32 Annex D 
 H.323 Annex J 

H.323 Annex J describes security for a simple endpoint type, this profile relies on the 
baseline security profile described above. 

4.4 Session Initiation Protocol (SIP) 

SIP is specified by IETF for initiation of two way communication session, comparing with H.323, 
SIP is simpler. SIP is an application layer protocol, it can work on top of TCP and UDP, or SCTP. 
UDP may be used to transfer information more efficient, TCP can be used if SIP needs security 
service, such as SSL/TLS. New version of SIP may use stream control transmission protocol 
(SCTP) to transport signaling. SCTP provides protection against DoS attacks by a four-way 
handshake method. Extra security service can be provided by employ TSL over SCTP, or SCTP 
over IPSec. Different from H.323, SIP only use one port for transmission, the default port is 5060. 

4.4.1 SIP architecture 

The architecture of SIP network is different from H.323, there are two physical components in SIP 
network: client and server. Client is the end point, server may be proxy server, registrar server, 
redirect server or location server. In SIP network, a user reports his location to registrar sever (in 
reality, registrar server may be integrated with proxy server or redirect server), this location 
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information will be stored in the location server. 
Message from endpoints can be routed through proxy server or redirect server. 

 Through proxy server: the proxy server get the message, inspects the “To” field,  and 
forwards the message to the location server, the location server checks the stored 
information and resolute the username into address, location server returns the address 
to proxy server, the proxy server sends the original message to the new address resolved 
by location server. 

 Redirect server: redirect server gets the message and checks the “To” field, resolute the 
username to address by checking the location server, after get the address, redirect 
server sends this address back to the sender, the sender resend the message to the new 
address. 

 The location server stores UA location or address information for multiple 
registration servers. This function is similar to the DNS server. The user 
initially reports their location to a registrar server, which may be integrated 
into a proxy or redirect server, and the registrar server stores the location 
information on the location server. 

 The registrar server, together with a location server, maintains records of the 
UA locations within its domain. Proxy and redirect server may need to get 
information from registrar server so that incoming calls can be routed 
correctly 

SIP network architecture is displayed below. 

 
4-9 SIP network architecture 

4.4.2 SIP security 

The security mechanism in SIP is displayed in the following picture. 
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4-10 SIP security architecture [50] 

4.4.2.1 Using HTTP Digest Authentication 

SIP uses challenge based authentication (shown in following picture), it provides Digest 
Authentication service, using this mechanism, the UAC can authenticate itself to the UAS, and 
also the UAS can authenticate itself to the UAC. SIP authentication only applies to user-user, 
user-proxy communication. 

 
4-11 SIP challenge based authentication [50] 

SIP use HTTP Digest Authentication method to authenticate the identity of the client. When a 
client try to establish a connection with a server, the server sends back a challenge to the client, 
after the client receives the challenge from the server, it submits the request again with the 
authorization header field in the request. 
Suppose Alice sends an INVITE to proxy server, the proxy server replies Alice with a challenge, 
the challenge contains a random value and it defines the digest algorithm (usually is MD5, or 
SHA-1) and defines which user must provide an authentication. When Alice get this challenge, 
Alice resend the original INVITE request to the proxy server, but this time, the request is inserted 
with a response to the challenge, the response includes the digest of the username, secret password, 
the random value, and the requested URI. Thus the password is not transmitted in clear text, but 
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the proxy server can read it to authenticate the response. 

4.4.2.2 Using S/MIME 

Various mechanisms can be used to encrypt the SIP message body, S/MIME is the recommended 
one. S/MIME is a version of MIME protocol, it supports message encryption. 
MIME bodies are inserted into SIP messages. MIME defines mechanisms for integrity protection 
and encryption of the MIME contents. SIP can use S/MIME to enable mechanisms like public key 
distribution, authentication and integrity protection, confidentiality of SIP signaling data. S/MIME 
requires certificates and private keys, the certificate can be issued by a trusted third party. This 
may not provide real user authentication but may provide limited integrity protection. 
MIME certificate can be used to identify end user, the certificate is related with the keys which are 
used to sign and encrypt SIP messages. Body of the SIP message is signed with the private key of 
the sender, and encrypted with the public key of the recipient, the public key can be stored in a UA. 
Besides encryption of the SIP message body, SIP message header can also be encrypted with 
S/MIME using S/MIME tunneling mechanism. 

4.4.2.3 Confidentiality of media data 

SIP doesn’t provide encryption for media data, it uses RTP to encrypt media data for 
confidentiality. Another option for media stream confidentiality is SRTP. SIP uses SDP to manage 
keys and exchange session keys. Using SDP to exchange keys doesn’t provide encryption for the 
media stream key, thus, signaling request should be encrypted by end-to-end encryption [30]. 

4.4.2.4 TLS 

It is obligatory for SIP to use TLS for proxy server, redirect server and registrar server to protect 
the SIP signaling. Using TLS for user agent is recommended but not obligatory. TLS can protect 
SIP signaling messages against lose of integrity, confidentiality and reply. It provides two way 
authentication, key management and secure key distribution. SIP must use TCP to use TLS, 
because TLS is built on top of TCP, TLS can not be applied on UDP [30]. 
TLS protocol can be divided into two layers: handshake protocol layer and record protocol layer, 
the following picture depicts the TLS layers. 
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4-12 TLS layers [51] 

The handshake layer includes: 
 Handshake: it is used to negotiate the session information between the client and the 

server. The session information includes session ID, peer certificates, cipher spec, 
compression algorithm and a shared secret which is used to generate keys. 

 Change Cipher Spec: this is used to change the keying material which is used for 
encryption between the client and the server. 

 Alert: alert message is used to notify the other side that here is an error or a change. 
The Handshake layer provides functions of authentication, encryption negotiation, hash and 
compression algorithms. 

 Authentication: the Handshake layer protocol uses an X.509 certificate to prove the 
identification of the party, this party holds the certificate to the other side of the 
communication. A certificate is a digital form of identification, usually it is obtained 
from a CA. 

 Encryption: TLS uses public key encryption to authenticate the server to the client. The 
public key cryptography is also used for session key, the session key is used to encrypt 
data with symmetric algorithm. 

 Hash: during the handshake, a hash algorithm is agreed between the two entities of the 
communication. 

The protocol in the record layer receives data from application layer, encrypts (and maybe 
compress) the data and transfer it to network layer. The record protocol receives the data and 
fragment it to a suitable data according to the cryptographic algorithm, then uses the information 
negotiated during the handshake process to encrypt the data. 
 

4.4.2.5 IPSec 

SIP can also use IPSec to provide signaling security. IPSec is network layer security. IPSec is 
usually used in VPN. IPSec support TCP, UDP and SCTP. IPSec may be used to provide 
authentication, integrity and confidentiality protection. The acceptable protocol for key 
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management is Internet Key Exchange (IKE), IKE is a combination of Internet Security 
Association and Key Management Protocol (ISAKMP), Oakley Key Determination Protocol AND 
THE Secure Key Exchange Mechanism for the Internet (SKEME) [30]. IKE provides encrypted 
key exchange and management for IPSec [30]. 

4.4.3 SIP Security enhancement 

To improve security in SIP, there are several drafts are discussed in IETF now, this section give a 
description of the internet version draft. 

4.4.3.1 SIP Authenticated Identity Body 

SIP Authenticated Identity Body (AIB) defines a SIP authentication token, the token is adding the 
S/MIME body to a SIP request or response. The document defines the format for this message 
body-authenticated identity body (AIB). This is a digitally signed SIP message or message 
fragment [30]. 

4.4.3.2 SIP Authenticated Identity Management 

Since in the existing SIP security mechanism, it is not permitted to identify the origination of a 
request, thus it is possible for masquerading attack. This document recommends authentication for 
end the user, and proposes a method to include an authentication token for distribution of 
authenticated identities. 

4.4.3.3 S/MIME AES Requirement for SIP 

3DES is required as the minimum encryption algorithm in S/MIME in SIP. Since comparing with 
3DES, AES provides higher throughput and lower complexity to compute, AES is proposed as a 
replacement of 3DES. The benefit of using AES is that AES has lower memory requirement, this 
makes it suitable to implement it in mobile, embedded devices or VoIP. 

4.4.3.4 Security Mechanism Agreement 

SIP has several security mechanisms, some of them are built into the SIP protocol directly, like 
HTTP authentication, these mechanisms have alternative algorithms and parameters. The 
agreement provides mechanism for selection of security mechanisms which should be used 
between the two entities. In SIP, there are three fields in the header are defined for negotiation of 
the security mechanism, there are five mechanisms are supported currently: 

- TLS 
- HTTP Digest 
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- IPSec with IKE 
- Manually keyed IPSec without IKE 
- S/MIME [30] 

4.5 Media Gateway Control Protocol (MGCP) 

Media gateway control protocol is used to communicate between media gateway controller and 
media gateway. MGCP can be used by H.323 and SIP. 

4.5.1 MGCP network architecture 

In MGCP, the MGC (media gateway controller) is called call agent, MGC is responsible for call 
management, conference management and provide support to some services. MG (media gateway) 
doesn’t know the calls and the conference, it also doesn’t maintain the call states. MG executes 
commands sent by MGC. MGCP doesn’t have any mechanism in synchronization of MGC. The 
MGCP network architecture is depicted below. 

 
4-13 MGCP network architecture [30] 

RTP data is exchanged directly between media gateways, call agents use MGCP to provide 
connection parameters to gateways, the connection parameters include. IP address, UDP port, RTP 
profiles. 

4.5.2 MGCP security  

MGCP doesn’t have any security mechanisms. The RFC 2705 recommends to use IPSec (AH or 
ESP) to protect MGCP messages. Without this protection, an attacker can set up unauthorized 
calls or eavesdropping ongoing calls. Besides IPSec, MGCP allows the call agents to provide 
session keys to gateways, the session key can be used to encrypt audio messages to protect against 
eavesdropping. The session key will be used by RTP in encryption. Session key may be 
transferred between call agent and gateways by using SDP. 
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4.6 IPSec 

Security of VoIP relies heavily on underlying network, there are several security protocols in 
network can provide security support to VoIP, such as Secure Socket Layer (SSL), Pretty Good 
Privacy (PGP), etc, to satisfy special requirement of VoIP security, IPSec is the best solution. 
The following figure depicts IPSec application in VoIP. 

 

4-14 IPSec in VoIP network [40] 

4.6.1 IPSec overview  

IP security (IPSce) is designed by IETF to solve security problems in network layer. IPSec defines 
a security framework, using a set of protocols to provide security service for any application at the 
network layer. Since IPSec works at IP layer, thus all traffic can be secured. IPSec is independent 
from network topology, it provides security service for any application. In addition, IPSec is 
independent of cryptographic algorithms, this makes it possible to integrate stronger encryption 
algorithm into IPSec [38]. 
There are two modes in IPSec: Transport mode and Tunnel mode 

 Transport mode: it is used to protect the upper layer protocols, the payload and the upper 
layer header are encrypted in the IP packet. This mode is usually used in the situation of 
host to host, when the hosts are within the same intranet, the packets sent to each other 
don’t need to go through internet. 

 Tunnel mode. It is used to protect the entire payload. The entire datagram are encrypted 
and put into a new IP packet, an AH or ESP header and a new IP header will be put in 
front of the new packet. This mode is usually used in host to network and network to 
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host situation, such as remote office with head quarter can be linked with VPN which is 
IPSec application in tunnel mode. 

IPSec uses two security protocols: Authentication Header (AH) and Encapsulation Security 
Protocol (ESP). IPSec can be used to provide security services like authentication, confidentiality 
and integrity. 
Authentication Header (AH) defines mechanism to provide cryptographic authentication to IP 
packets [39]. The authentication can be done by some computed algorithms, such as HMAC-MD5, 
HMAC-SHA. The AH doesn’t provide any confidentiality security service, ESP provides 
authentication and confidentiality security service. Authentication service is implemented through 
using message digest algorithms, such as HMAC-MD5, HMAC-SHA, the confidentiality is 
implemented by using DES-CBC with ESP. 
Generally speaking, security protocol Authentication Header (AH) has features:  

 Ensures data integrity 
 Data origin authentication, ensure packets come from where it claims for 
 Uses keyed-hash mechanism 
 Doesn’t provide confidentiality (no encryption for the transferred message) 
 Provides optional replay protection by requiring the receiving side to set the replay bit in 

the header to indicate that the packet has been seen 

 

4-15 IPSec AH [45] 
The AH security protocol in transport mode work as follows. 

1) The IP header and data payload are encrypted by hash. 
2) The hash is used to build a new AH header, and the new header is appended in front of 

the original packet. 
3) The new packet is transmitted to the other side of the IPSec. 
4) The router on the other side of IPSec hashes the IP header and data payload, extracts the 

transmitted hash from the AH header, compare the two hashes. The hashes must exactly 
match. 

The process is shown below: 
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4-16 IPSec AH work process [45] 
In tunnel mode, the AH protocol encapsulates the entire IP packet and an AH and IP header, and 
signs the entire packet for integrity and authentication. 

 

4-17 AH Tunnel mode  
 
Encapsulating Security Payload (ESP) provides confidentiality by using encryption, data origin 
authentication, integrity check, anti-reply service (optional) and limited traffic-flow confidentiality. 
The following picture show data payload is encrypted with ESP. 

 
4-18 IPSec ESP [45] 

ESP has features: 
 Data confidentiality by encryption 
 Limited traffic flow confidentiality 
 Data integrity 
 Optional data origin authentication 
 Anti-replay protection 
 Doesn’t protect IP header 

In transport mode, the ESP protocol encrypts the IP packet payload and the ESP trailer with a 
secret key, a new ESP header is generated and put in front of the encryption packet, the original IP 
header is kept and put in front of the ESP header. The ESP in transport mode packet is shown 
blow. 
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4-19 ESP in transport mode 

In tunnel mode, ESP protocol encrypt the entire IP packet and produce a new payload for the new 
IP packet, an ESP header is put in front of the new payload, and a new IP header is produced and 
put in front of the ESP header. The packet of ESP in tunnel mode is shown below. 

 

4-20 ESP in Tunnel mode 
 
To encapsulate and decapsulate IPSec packets correctly, it is necessary to have a method to 
associate security service and key, to protect the traffic and identify the peers of traffic. 

4.6.2 Internet Key Exchange (IKE) Mechanism 

Current IPSec key exchange protocol is ISAKMP (Internet Security Association and Key 
Management Protocol) and Oakley. Oakley only specifies the key exchange methods, the detail 
information and format is specified by ISAKMP. ISAKMP also specifies the security association 
establishment steps. 

1. Security Association: Since IPSec must be compatible for different platforms, be 
able to be used on IPv4 and IPv6, manufactures should be able to deploy different 
encryption algorithms on it according to requirements. That is to say that IPSec 
protocol is a basic framework, each manufacture adds suitable encryption 
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algorithms under this framework. Hence, IPSec protocol includes many parameters. 
When two entities (PC or Router) on internet want to use IPSec to transfer file, they 
must communicate in advance, make agreement on related parameters, after that a 
safe transmission tunnel can be set up. The thing called Security Association is these 
parameters, in other words, Security Association is made of many parameters. There 
are three important parameters in Security Association: 

- Security Parameters Index (SPI): SPI is defined by the receiver side of IPSec, 
length is 32 bits, it will be recorded in each IPSec packet. Such as A, B, C 
want to transfer file to X, X defines three SPI value, then X can tell which 
security association this packet belongs to according to the SPI bit. 

- Security Protocol ID: Specify to use AH or ESP header. Each SA can only 
choose one of them. Therefore, if want to use AH and ESP to transfer file at 
the same time, then must use two SA; if it is two ways transmission, then it 
needs four SAs. 

- IP Destination Address: SA uses the destination IP address to locate the 
connection. 

2. Key Exchange Theory:  
Key exchange protocol is the most complicated part of encryption. IPSec exchange 
protocol uses unsymmetrical encryption methods to establish security association at first, 
then use symmetrical encryption algorithm to encrypt (or authenticate) the transferred 
file. Suppose A wants to use unsymmetrical encryption algorithm to make others to send 
him file safely. A first needs to create a pair of keys, one public key and one private key. 
Public key can only be used to encrypt, therefore it can be published without security 
consideration. Private key is used for decryption, thus A keep it for himself. If the others 
want to send file to A safely, they only need A’s public key, and use the public key to 
encrypt the file and send the encrypted file to A. Since A has the private key, thus only A 
can decrypt the file. 
Comparing with symmetrical encryption algorithm, the advantage of unsymmetrical 
encryption algorithm is the two sides can set up security association without sharing the 
key, this is suitable in internet. But, unsymmetrical encryption has a big disadvantage, 
that is the algorithm is extremely complicated. It consumes large computer resources. To 
solve this problem, unsymmetrical encryption is usually integrated with symmetrical 
encryption. There are many modes in reality, the following will explain Difffie-Hellman 
which is used in IPSec: 

- First, the two sides exchange their public key with unsymmetrical 
encryption (Ka-pub and Kb-pub). 

- Then the two sides use the public key together with their private key to 
create a shared secrete key. 

- Use this secrete key in encryption or authentication with symmetrical 
encryption. 
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4-21.Diffie-Hellman key exchange method 

After a key is used, if reuse the same key, it is easy to be steal, to improve the security, 
secrete key must be recreated again after a period of time, this kind of key is called 
Session Key. 

4.7 Wireless network security 

Bluetooth and IEEE 802.11 are two protocol standards for wireless communication, they define 
communication within a short range (from few meters to one hundred meters) on physical layer 
and MAC layer. Bluetooth is oriented to connect close devices, such as keyboard, mouse, headset 
or handset of telephone, it is substitution of cables, while IEEE 802.11 is oriented to connect PC to 
PC, and is substitution for cabled LANs. 

4.7.1 Bluetooth  

4.7.1.1 Bluetooth overview 

Bluetooth is a wireless communication technology which support short distance communication 
(usually within 10 meters). It can connect different devices across different platforms. In theory, 
any Bluetooth device can communicate with each other, such as exchanging information among 
mobile phone, PDA, wireless headset, laptop and other related devices. The standard of Bluetooth 
is IEEE802.15, it works in the 2.4G frequency, bandwidth is 1Mb/s. 
Due to the reason that Bluetooth is a short distance wireless communication technology, it is 
suitable to be used in wireless handset or wireless headset of telephone, now Bluetooth is 
extensively integrated with cell phone to provide additional features, such as communication with 
other Bluetooth devices. The following picture explains Bluetooth structure. 
The baseband generates random number, it performs key management, encryption, authentication, 
and algorithm for key generation and authentication. 
The Link Manage Protocol (LMP) is used to define the link setup and control between devices. 
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4-22 protocol layers[42] 

4.7.1.2 Bluetooth security 

Security can mean two things in Bluetooth: 
 Integrity: Data transferred to the destination without any corruption. 
 Privacy: Data transmitted will not be eavesdropped by the third party.  

 
In Bluetooth technology, there are three levels security service: 

1. Service Level 1: Require authentication and authorization. Only trusted 
devices can access automatically. The security procedure is initiated 
before the link setup at the LMP layer 

2. Service Level 2: Only require authentication, not authorization. User can 
access to an application if the authentication procedure is success. The 
security procedure is not initiated before the channel setup at L2CAP layer. 
It allows various access policies for application. 

3. Service Level 3: No authentication and authorization is required. It is 
open to all devices. 

Bluetooth supports authentication, authorization, integrity and encryption.  
To provide a safer data transmission, Bluetooth build a sufficient encryption and authentication 
scheme, further more, the frequency-hopping scheme with 1600 hops/sec makes it extremely 
difficult to eavesdrop. 
In Bluetooth, it has these components: 

- Random Number Generation 
- Encryption 
- Encryption Key Management 
- Authentication 

The identifiers used in Bluetooth may be IDs, keys, random numbers. 
 IDs: this is the unique IEEE Bluetooth device 48 bits address (BD-ADDR). 
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 Link key: a 28 bits key, usually is pair wised, it is used for authentication. 
 Encryption key: 8 to 128 bits symmetric key 
 Random numbers (RAND): 128 bits, it is generated when required. 

To build a secure link, Bluetooth uses PIN to establish secret pair-wise link keys, and use 
challenge and response authentication method, only the peer who knows the link key can make a 
correct response, also, by encrypting transferred information between devices to ensure the 
privacy. To setup a secure connection between devices, there are two phases. 
Initial phase, also called pairing, and connection phase. The initial phase is used to generate a link 
key which will be used for encryption and decryption later. During this phase, a device based 
initialization key is generated, and a PIN which is shared between the devices is generated. With 
the initialization key, the devices agree on a new link key which will be used to setup a secure 
connection. There are two types of link key: unit key and combination key. 

 Unit key is a device’s individual key, each Bluetooth device has it.  
 Combination key is based on the Bluetooth device address, it is generated for each 

individual link between two devices. 
When a device wants to access another Bluetooth device, it asks the other to send it a challenge, 
then encrypt this challenge with the link key and other information using safer + algorithm, and 
return a result to the device which it wants to access. The other device verify the result, if the 
result is correct, they can communicate with each other. When data is transferred between each 
other, use the link key to generate a cipher for an E0 encryption algorithm. 
The following is an example on how the two devices setup connection between each other. 

1) One device sends shared PIN to another device, this is in initialization phase. 

 
4-23  Bluetooth setup call_1 [52] 

2) The two devices initializes the link key, either use unit key or the combination key, this 
is in initialization phase. 

 
4-24 Bluetooth setup call-2 [52] 

3) The verifier sends a 128 bit challenge to the device which is trying to access it, this is in 
connection setup phase. 

 
4-25 Bluetooth setup call-3 [52] 
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4) The claimant uses the link key and the safer+ algorithm on the challenge  and generates 
a result, and sends this result to the verifier, this is in connection setup phase. 

 
4-26 Bluetooth setup call-4 [52] 

5) Verifier checks if the result is correct. If it is, then the same process will be reversed, the 
other device will challenge it also. At last, the two devices will verify each other, and a 
communication link will be setup. 

6) The communication between the two devices can take place now, the communication is 
encrypted with E0 algorithm. 

 
4-27 Bluetooth setup call-5 [52] 

4.7.2 IEEE 802.11 

Another kind of wireless VoIP combines VoIP with wireless network (802.11b and the successors). 
The 802.11b is currently the main standard of WLAN. WLANs are based on IEEE802.11 standard, 
which the IEEE first developed in 1997. 802.11 is the original WLAN standard designed for 
1Mbps wireless transmission, in 1999, there comes the 802.11a which supports 54 Mbps, also in 
1999 comes 802.11b standard which supports 22 Mbps. Wireless VoIP can be called as VoWiFi, or 
voice over wireless field. A WiFi certified system is a system standard which allows products to 
talk to each other, even though they are from different manufactures. VoWiFi is mainly designed 
to work on portable wireless devices such as PDA and laptops [41]. 

4.7.2.1 IEEE 802.11 overview 

The IEEE 802.11 standard allows devices to setup either peer to peer (P2P) networks or access 
point based network. Hence, the standard defines two basic network topologies. The infrastructure 
network and the ad hoc network. 

- The infrastructure network is the kind of network which extends wired network to 
wireless devices. In this network, the client station use wireless Network Interface 
Card (NIC) to communicate with the AP. Such as, a laptop or other mobile device may 
move around, and it maintains the access to the LAN at the same time by 
communicating with the AP. The NIC consists of a radio transceiver and software, an 
AP consists of a radio transceiver on one side to communicate with client, and a bridge 
to the wired network on the other side. All the communication between the client 
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station and the WLAN go through the AP. 

 

4-28 infrastructure network 
- Ad hoc network is the network which interconnects all the mobile devices within a 

range, such as in a room. In this network, there is no node which works as a server, all 
mobile devices, laptops, desktops and other 802.11 devices can share files without 
communicating with AP. 

 
4-29 ad hoc network 

 
 

4.7.2.2 IEEE 802.11 security 

The IEEE 802.11 standard provides several security services In 802.11b, the security services are 
mainly provided by Wired Equivalent Privacy (WEP) Protocol. WEP doesn’t provide end to end 
security, it is only for the wireless part of the connection. 
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Wired Equivalent Privacy (WEP) 
There are three security services defined by 802.11 standard, they are: 

 Authentication: The main goal of WEP is to verify the identity of the client station. This 
provides the access control to the network. 

 Confidentiality: Confidentiality, or privacy, is the second goal of WEP. It provides 
security service to prevent information compromised by passive attack or 
eavesdropping. 

 Integrity: This is the third goal of WEP. This security service is used to guarantee that 
the information transmitted between wireless client and access point is not modified 
maliciously (active attack). 

 
4-30 WEP encryption procedure [53] 

First, a integrity checksum c(M) is computed with the message M, the message and the checksum 
form the plain text P, the plain text P will be used as input of the encryption stage. The plain text P 
is encrypted later, with the encryption algorithm RC4, an initialization vector (IV) v and the secret 
key K is used as input, a key stream is generated, key stream = RC4(v, K). The plaintext is 
encrypted with the key stream by XOR and generates the cipher text. Cipher text= P XOR RC4(v, 
K). 
Wi-Fi Protected Access (WPA) 
Security provided by WEP is simple but not strong enough, the main weakness of WEP is the 
length of the key, it is very easy to be broken by attackers. Wi-Fi Protected Access (WPA) is put 
forwarded to fix the weakness in WEP, WPA provides a more secure system. WPA is a subset of 
the 802.11i standard, WPA=802.1X+EAP+TKIP+MIC. 

 Authentication: WPA uses 802.1x and Extensible Authentication Protocol (EAP) as the 
basis of its authentication mechanism. Authentication needs the user to provide some 
evidence to prove that he is a legal user, he should be allowed to access the network, the 
server will check the evidence provided by the client against a database, this checking 
process usually is done on a separate server, such as RADIUS, if the evidence is true, 
the client will be allowed to access the network. This mode is called Pre-Shared Key 
(WPA-PSK), a single password is entered into the WLAN node, such as Access Point, 
Wireless Routers, bridges, or client adapters, etc. if the password provided by the client 
matches the password on the WLAN nodes, the access is allowed. The following picture 
is an illustration on how WAP authenticate an access. 
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4-31 WAP-PSK authentication [54] 
The client enter a password first; and then access point check the password, if the password 
matches, the client can join the network, otherwise, the client can not join; after the password 
is checked, and it matches, the keys will be generated and installed, the client and AP can 
exchange data encrypted with the keys. 

 Encryption: in the equation of WPA=802.1X+EAP+TKIP+MIC, each part plays an 
important role in strengthening the data security. TKIP increases the size of the key from 
40 bits to 128 bits, it replaces the single static key in WEP with a dynamically generated 
key, this key is generated by the authentication server. By using key hierarchy and key 
management mechanism, TKIP removes the possibilities for the attacker to predict keys 
in WEP. To do this, the authentication server uses 802.1x to generate a unique master, or 
pair-wise key after accept the access of the client, TKIP distributes this key to the client 
and the AP, and setup a key hierarchy and management system, TKIP uses the pair-wise 
key to generate a unique data encryption key dynamically, and the data exchanged 
between the client and the AP will be encrypted with this encryption key. 
To prevent the data captured and modified by the attacker, the Message Integrity Check 
(MIC) is used. The receiver and the sender need to check the MIC and compare it, if the 
MIC doesn’t match, the data will be discarded. 
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5. VoIP security evaluation 

With the growing popularity of VoIP, the vulnerability of VoIP is more and more serious. Without 
physical protection like in PSTN network, VoIP is easier to be attacked. Besides the standard 
security implemented for a computer network, VoIP needs extra security mechanisms, many issues 
need to be considered, such as the type of attacks, protocols, protocol security, quality of service, 
etc. 
The two major protocols used in VoIP are H.323 and SIP. H.323 and SIP come from two different 
companies, they work in different ways, both of them have security vulnerabilities, such as 
dynamically open ports which raise problems for NAT and firewall. 
VoIP has many security vulnerabilities which need to be protected. There are a number of security 
mechanisms can be used to protect VoIP system, such as encryption, Virtual LAN and firewalls. 
1. Encryption is used to protect privacy and authentication of messages. Transport layer 

security (TLS) and IPSec are the two main encryption methods used in network. IPSec can be 
used to encrypt call setup and control signals. TLS is used to provide secure call 
establishment, it is based on SSL protocol. Many algorithms can be used in encryption, such 
as DES, 3DES, AES, RC4, RC5, etc. Simpler encryption results in better performance while 
security protection is not strong enough. Encryption is an effective method in protection 
against eavesdropping and theft of sensitive information. 

2. Firewall is a typical security method in network, firewall protects network from attacks by 
checking each packet. Since VoIP protocol open ports dynamically, this feature brings 
challenge to firewall. 

3. IPSec: IPSec encrypts all UPD, TCP SRTP and SIP packet. It can provide strong 
authentication by digital certificates, integrity management, and confidentiality for the 
transmitted data [34]. 

4. Authentication: by verifying the user’s identity to control the access to the network, it is the 
most powerful method for security of VoIP.  

5. Media encryption: by encrypting the media stream to ensure the integrity, confidentiality 
and authenticity of the real time media information. Prevent attacks which make use of 
visibility of media stream, such as eavesdropping, media injection attack, etc [36]. 

6. DoS attack prevention: by monitoring the network level connection activity, detects 
abnormal packet traffic, prevent devices, resource and service from misused. 

7. Anti virus software: by installing anti virus software, installing patches, to protect 
underlying system or VoIP application software. 

There are a number of security mechanisms employed in VoIP, the protocols in VoIP either has its 
own security mechanism, or cooperate with other protocols to provide strong security method. Are 
these methods strong enough to protect VoIP security? The following section gives an evaluation 
of security mechanisms in VoIP. 
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5.1 Real-Time Transport protocol (RTP) 

5.1.1 Confidentiality  

RTP uses encryption to protect confidentiality of the transmission, the default encryption 
algorithm is DES-CBC. DES-CBC encryption algorithm is not strong enough. It can be broken 
easily by utilizing some special hardware. Since DES is designed for hardware, so it is difficult to 
implement it in software efficiently, thus it is not a good choice for applications which need to 
transfer huge amount of time sensitive data. In addition, if encryption is used,  
Then in order to use header compression for slow links, it is necessary to use secrete decryption 
key. This may cause great lose of the performance or one or more nodes lose encryption key. Since 
there is packet padding, so some bandwidth will be lost to transfer the padding, but this bandwidth 
lose is not a big issue, since RTP payload is usually much bigger than 64 bit padding. In addition, 
since encryption is performed on transmission units, this may contain several RTP packets, the 
effect of padding is reduced. 
Since all participants need to preserve encryption key, so the success attack to one participant 
leads to lose of both the confidentiality and integrity. In practice, it is unlikely to implement 
confidentiality for large RTP sessions, since most computers are poorly maintained. 

5.1.2 Authentication and integrity 

RTP doesn’t provide authentication service, it uses an implicit algorithm to satisfy authentication 
requirement, even though it uses algorithms such as SHA-1 which is stronger than DES-CBC, but 
since participants use the same encryption key, so they can claim to be each other. In addition, 
participants are recognized from their SSRC, and this SSRC can be forged just by writing different 
SSRC to the head of packet and send the packet out, a typical attack which making use of this 
vulnerability is the spoofing attack.  
Since RTP is connectionless protocol, forging IP address is easy, but tracing a forged IP address on 
RTP session is pretty difficult. To trace forged packet the necessary requirement is that all the 
routers, switches, and RTP nodes need to cooperate, but this is almost impossible in reality. 
Since it is hard to point out that who is on the other side of the transmission, this poor 
authentication may result in anonymous transmission. 
Another problem is that modifying one block which is encrypted with DES-CBC, can mix up this 
block, in the next block, some bit changes is predictable, (the change propagate to the next block 
is reversing the clear text bits which are modified in the previous block) [36]. Since data integrity 
is verified by header check, so it is possible to make use of this to change the RTP payload. For 
example, if an attacker can guess what kind of content it is in the packet, the attacker can modify 
any block with encrypted data, and this modification may cause mix up of one block and 
predictable changes on the following block. If the encrypted block is modified properly, then it is 
possible that this block contains voice and video information, and the following block contains the 
header. To make useful changes, it is necessary for the attacker to have good knowledge about 
what information the encrypted packet is, otherwise, this kind of attack can not make any sense. 
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RTP uses IPSec to provide authentication and integrity security support, but IPSec only provide 
solution for single cast session, so there is problem with multicast session, currently, there is no 
specification in IPSec to provide solution for multi cast session. In situation, a session between 
different networks, such as from ATM to IP, IPSec can only provide services on the IP network 
and translator on the edge of the ATM network.  
Since RTP is independent from network, it supports different network, so using IPSec can not 
solve the problem of authentication. Even though, ATM network may be think secure, but when 
multi networks are connected with translator, the situation is complicated, authentication for the 
two ends of the conversation is difficult. Application profile has to define a specific signature for 
the peers to authenticate each other, there is no other way to ensure that the other end of the 
conversation is the one it claims to be. 

5.1.3 Denial of service 

Since any participant can send command using another participant’s SSRC, so it is possible to 
disturb another participant on the same session. This may result in disconnect some participants 
from the session, thus deny the service. An example is an attacker uses another participant’s SSRC 
and repeatedly send commands, this results in the real participant can not use the session, and it 
has to choose another SSRC. This attack is the result of the implicit authentication. 
Since reception reports are not encrypted, that is it is not authenticated, so it is possible for an 
attacker to inject a forged reception reports to RTP session to reduce the service quality. For 
example, an attacker sends fake reception reports to the encoder of the sender to report that there 
is huge packet lose, this may result in the encoder produce poorer quality of the sound by 
adjusting to another encode mode to reduce the packet lose.  

5.1.4 Complexity 

Since RTP network performs many services, so the network software is complex and it introduces 
some risks. RTP translator can be used as a replacement of the firewall, thus the RTP translator is a 
weak point of the network. 
For a large network, RTP session can be forged easily, so the chosen RTP mixer can be attacked or 
tricked to generate wrong streams [29]. 

5.2 H.323 

H.323 is the major protocol in VoIP, thus the security mechanism of H.323 has great influence on 
the VoIP security. Does H.323 provide adequate security support? 
Security has three aspects: 

 Authentication: that means identifying a user of the system, in VoIP scenario, that 
refers to identifying of the peers of the conversation. Authentication is done by 
identifying the IP address in most systems. 

 Encryption: encryption can be used to prevent attacks like session snooping, IP 
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snooping, protect confidentiality of transferred information, protect person privacy. In 
H.323, encryption is done by H.235, but H.235 is rarely implemented in practice. 

 Integrity: integrity is used to detect the modification of data, including transferred real 
time data and control signaling. 

5.2.1 H.323 vulnerabilities 

 H.225: H.225 call signaling is used to initiate connections between H.323 endpoints, the 
H.225 units include signaling initial information, such as protocol identifier, source 
address, called number, etc, the H.225 initial unit is important because it is the first 
packet exchanged during H.323 communication. H.323 systems are vulnerable to 
maliciously modified H.225 packets. This is because the insufficient check of H.225 
packets when they are processed by affected system. Depends on the design and 
implementation of the system, the result may be system restart, Denial of Service, 
system crash, etc. 

 Firewall: many H.323 protocols are made up of dynamic IP address and port number. 
Each end-end conversation requires at least 5 channels to be opened, three of them need 
to be opened dynamically. Since H.323 relies on dynamically opened ports, using 
firewall to filter packet is not a suitable solution, thus, most H,323 supported firewall 
must at least disassemble the control stream packets (H.245 and H.225) and dynamically 
open ports as required. In addition, since H.323 contains embedded IP address 
information, this information can not be over write by most NAT. All of these features 
make the implementation of H,323 security more complex. 

 Data encryption: the data encryption is not adequate to protect data from 
eavesdropping or malicious modification. Analysis of signal channel can allow an 
attacker to collect useful information, such as the call duration, endpoints and other 
parameters of incoming and outgoing calls, these information is useful for further attack. 

 H.235 Baseline Security Profile: it uses symmetric technique and uses shared secrete 
to provide authentication and integrity. This profile is useful in the direct call model, but 
since the shared secrete needs the two parties to communicate before the actual 
communication, so this profile is limited, especially in bigger enterprises, besides, this 
profile needs huge administrative effort to maintain the shared secret. 

 H.235 Signature Security Profile: it uses digital signature for every message, it 
requires signature generation and verification on the sender’s side, the drawback of this 
profile is that it influences the system performance a lot since digital signature consume 
huge CPU resource, such as voice quality which is critical in VoIP. 
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5.2.2 Attacks to H.323 

 
5-1 H.323 attack 

 Since H.225 messages are in the binary ASN.1 PER (Packet Encoding Rules) format, 
and the H.225 message are not sufficiently checked, so if an attacker mis-encode the 
PER encoding length, and send the messages, this will result in the buffer overflow at 
the receiving side.  

 Attacker can send a huge message, this will result in the memory used out at the end 
point or gateways, it can result in the DoS attack. The attacker can also try to use PER 
encoding and ASN.1 representation to encode huge message, this will lead to a huge 
processing time and memory usage at the end point. 

 The attacker can insert some specific string in the Q.931 and H.225 message, this may 
result in the end point to run the specific attack code, like opening a back door on the 
end point for further attacks. 

 Since signaling and media stream are transferred in different routes, both of them may 
be the target of attack. This result in the damage of data integrity, conversation 
confidentiality, user identity. 

 The signaling information and the audio payload transferred on network are possible to 
be eavesdropped, jammed and modified, especially in open environment. 

 User identity and key component may be attacked. Such as an attacker can register on a 
gatekeeper, then he can get personal information of the user whom he wants to attack.  

 The operating system of IP telephony also can be target of attacks. Such as an attacker 
may use vulnerabilities of the underlying operating system to perform attack, that may 
result in the whole system shut down or reboot. 

5.2.3 Recommendation 

To fix the above security problem, there are several steps can be taken to secure H.323 based VoIP 
network. The key to secure H.323 based VoIP network is to make use of the existing security 
mechanisms in data network, such as firewalls, encryption, etc. 

1) Updating the new security policies as often as possible to satisfy the new security 
requirement of the network. Distribute and enforce the policies 

2) Make sure that all systems are installed patches, anti virus software are up to date. 
3) Install intruder detection software to protect intrusion. 
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4) Encrypt H.323 traffic 
5) Utilize VPN whenever possible 
6) Utilize H.323 enabled firewall and other security mechanism, and configure them 

properly. 
7) Using virtual LAN to segment voice traffic and data traffic, this will prevent attacks 

from packet-sniffing tools, and minimize the damage when there is a successful attack. 
8) If possible, run VoIP network on a separate physical network. 
9) If H.323 encryption is enabled, use session border controllers at the VoIP network edge. 
10) Using strong authentication and access control on the voice gateway. 
11) Using IPSec or Secure Shell (SSH) for remote management. 

5.3 Session Initial Protocol (SIP) 

SIP is another major protocol in VoIP, it is a call/session control protocol and designed as an IP 
protocol and integrated with other IP based protocol, such as HTTP. SIP message are transferred in 
clear text, thus it is easier to process. 
SIP has several security mechanisms, such as using HTTP digest authentication, using S/MIME 
for integrity protection, using RTP to encrypt data for confidentiality, using IPSec to provide 
signaling protection, etc. 

5.3.1 SIP security vulnerabilities 

Although SIP has security mechanisms, and use security service provided by other protocols, but 
there are still vulnerabilities with SIP. Such as using RTP to transfer voice data introduces not only 
security service provided by RTP, but also RTP’s vulnerabilities.  

 HTTP Digest Authentication: SIP uses HTTP Digest Authentication method to 
authenticate data, such as password. HTTP Digest authentication offers one-way 
message authentication and replay protection, but it doesn’t protect message integrity 
and confidentiality. By transmitting an MD5 or SHA-1 digest of the secret password and 
a random challenge string, HTTP Digest can protect password. Although HTTP digest 
authentication has the advantage that the identity of the user is encrypted, and 
transmitted in cipher text, but if the password is short or weak, by intercepting the hash 
value, the password can be decrypted easily. Another problem is that there is not 
encryption mechanism to ensure the confidentiality and the integrity of the SIP message. 
In addition, some SIP messages (such as ACK) doesn’t require response. Authentication 
for these messages is based on the previous request. that means an attacker can send a 
modified message to perform a DoS attack.  

 TLS: TLS doesn’t assume any trust relationship between the two peers, TLS can be 
used in either one way authentication or two way authentication. In addition, TLS is 
supposed by SIPS to provide end-to-end security, but TLS fails to provide this service. 
Currently, there are many SIP products come from various vendors, not all of the 
products support TLS. Thus if use TLS in SIP network, all the equipments in the 
network need to support TLS, this increases the cost of the network. And if there is one 
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equipment which doesn’t support TLS, but all other equipments support it, this leaves a 
hole for the attacker. 

 S/MIME: MIME bodies are inserted into SIP messages. MIME defines mechanisms for 
integrity protection and encryption of the MIME contents. SIP can use S/MIME to 
enable mechanisms like public key distribution, authentication and integrity protection, 
confidentiality of SIP signaling data. S/MIME relies heavily on the certification of the 
end user. Today, there are not authorities can provide certificates of the end user 
application in the world, since self certification is vulnerable to man-in-the-middle 
attack, so either the certificates from known public certification authorities (CAs) or 
private CAs should be used, so the S/MIME mechanism is seriously limited. Since 
S/MIME can be in end-to-end encryption, so S/MIME is an alternative to the hop-to-hop 
security offered by TLS. 

 IPSec: SIP uses IPSec to protect message exchanged between user agents. IPSec 
assumes that a trusted relationship between peers is pre-established, and it can only be 
used in hop-to-hop mode. Since IPSec is implemented at the operating system level, 
most SIP client don’t implement this protocol, so IPSec can only protect traffic between 
the two corresponding equipment in the network. Also, SIP doesn’t recommend any 
algorithm for key administration, but this is required by IPSec. Besides, a serious 
drawback  of IPSec is the large overhead generated by 3DES encapsulation, DES will 
create 37 bytes (8 bytes ESP header, 8 bytes IV, 2-9 bytes ESP trailer and 12 bytes 
HMAC), AES may create up to 53 bytes overhead (8 bytes ESP header, 16 bytes AES IV, 
2-17 bytes ESP trailer AND 12 bytes HMAC). Besides huge overhead, key exchange in 
IPSec is also a big problem. Since IPSec uses IKE protocol to setup security association, 
IKE supports PSK and PKI based authentication. Since the SIP user agent’s IP address is 
dynamic, so the IKE Main Mode doesn’t work with the pre-shared key, and IKE 
Aggressive Mode is vulnerable to man-in-the-middle attack, so public key based 
authentication is a better method, this means that the establishment of the global trust 
certification is the major problem. 

 Firewall/Network Address Translation (NAT): firewalls are usually used to protect 
trusted network from un-trusted network. Firewalls usually work on IP and TCP/UDP 
layer, it determines what types of traffic is allowed and which system are allowed to 
communicate. Firewall doesn’t monitor the application layer. Since SIP needs to open 
ports dynamically, this enhance the complexity of firewall, cause the firewall must open 
and close ports dynamically. Besides, since SIP uses embed address, and this address 
can not be over write, this also introduces problems to network address translation. NAT 
is used to preserve IP address, for SIP, the NAT must know SIP in order to modify SIP 
message. 

5.3.2 Attacks to SIP 

 Registration Hijacking: registration hijacking is the attack that the hacker act as a legal 
user agent, and register on the server, replace the valid registration information of the 
legal user agent with hacker’s address, thus in the future all the calls to the legal user 
agent will be send to the hacker. The following picture depicts the registration hijacking. 
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This attack is due to the H.225 message is not checked sufficiently. 

 
5-2 Registration hijacking [37] 

Since the registration in SIP is performed by UDP, UDP is a connectionless unreliable 
transportation protocol, UDP doesn’t use retransmission or sequence number, so it is 
easier for an attacker to spoof UDP packets. Thus it is easy for an attacker to spoof a 
registration request. In SIP, challenge to the registration request is only recommend, 
most registrar server either don’t challenge request or only require a simple username, 
password which is very easy to be attacked. Registration hijacking result in the lose of 
messages which is transferred to the legal user agent, the legal user agent can be a IP 
phone set, media gateway, auto attendant, interactive voice response, or voicemail 
system, etc. By acting as a legal user agent, the attacker can collect useful information, 
such as authentication information, or other signaling information; the attacker can act 
as a voice mail system and make the caller to leave message to him, or the attacker can 
also perform a man-in-the-middle attack to collect and modify the transferred message 
between two endpoints. 

 Proxy Impersonation: proxy impersonation is an attack the attacker acts as a proxy 
server, and make the user agent or other proxy server communicate with him. If this 
attack is done successfully, then the attacker has full control on the SIP messages and 
calls. The following picture depicts proxy impersonation. 
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5-3 Proxy impersonation [37] 
In SIP, usually the user agent communicates with proxy server use UDP, and there is no 
strong authentication to verify the identity of the peers. A fake proxy can insert itself 
into the signaling stream in several ways: Domain Name Service (DNS) spoofing; 
Address Resolution Protocol (ARP) cache spoofing, or just change the proxy server 
address on the SIP IP phone set. A fake proxy has full control over the calls and can 
perform registration hjjacking attack. 
If DNS spoofing is done successfully, then the outgoing calls will be redirect to another 
domain, the calls may be eavesdropped, modified or blocked. 
If ARP cache spoofing is done successfully, then calls originated from internal network 
can be redirected to the fake proxy, and the calls may be eavesdropped, modified or 
blocked. 

 
 Message Tampering: message tampering is the attack which the attacker intercepts or 

modifies the messages between two components. Message tampering can be done 
through other attacks, such as registration hijacking, proxy impersonation, or successful 
attacks to other trusted components, such as firewall, media gateway. This attack is due 
to the insufficient check of the integrity of message. The following picture depicts the 
message tampering attack. 

 
5-4 Message tampering [37] 

By message tampering, the attacker can perform attacks like registration hijacking, or 
proxy impersonation. SIP messages have to set up mechanisms to protect message 
integrity. 

 Session Tear Down: session tear down happens when an attacker observe the signaling 
between two peers, and send SIP message “BYE” to the two participants. Since in SIP, 
user agent doesn’t require strong authentication, this allows the attacker to send a 
properly “BYE” message to the two user agents, and the user agents tear down the 
session. The following picture depicts the session tear down attack. 
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5-5 Session tear down [37] 

Since attacker can send “BYE” messages to user agent (such as media gate way, auto 
attendant, interactive voice response, etc), this may cause the calls are torn down. If the 
attacker flood “BYE” message to firewall, this may result in the UDP ports are torn 
down, and legal users can not make call. Denial of Service is the typical result of session 
tear down attack, it may aim at a particular user, or the whole system, it depends on the 
target of the attack. SIP message “RE-INVITE” is another message which can be used to 
modify the media session. Redirect media to a broadcast address and redirect media 
session to a media gateway may cause denial of service attack. 

 Denial of Service: denial of service can be done in several ways, such as the methods 
described above. Since authentication is rarely used in SIP, SIP components must trust 
and process messages sent from attacker. The following picture depicts denial of service 
attack. 

 
5-6 Denial of service [37] 

Denial of service can be done by flooding bad packets to key equipment, modifying SIP 
status, etc. Denial of service can be used to generate large number of toll calls. 
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5.3.3 Recommendation 

SIP security can be improved by using some existed security methods, such as Transport Layer 
Security (TLS), to provide strong authentication and encryption between SIP components. This 
standard should be used on every equipments in SIP network, SIP security can also be improved 
by using SRTP for media protection. Using SIP enabled firewall is also a necessary mechanism to 
protect SIP network. 

5.4 IPSec 

Since IPSect Employs dynamic key exchange mechanism, such as IKE, thus IPSec has big impact 
on the VoIP network performance. IKE uses Diffie-Hellman public key exchange mechanism to 
setup shared authentication key, using IKE results in create Security Association dynamically, 
security association usually has a valid duration of lifetime, once the SA’s life time expires, they 
have to be re-keyed, this result in a new Diffie-Hellman public key exchange.  Since 
Diffie-Hellman exchange requires a lot of resource to process it, so the SA’s life time duration is 
important for VoIP network performance. Since SA is created dynamically, when here comes a call, 
and there is no SA available, the call has to wait, or the first packet of the call has to wait, until 
Diffie-Hellman exchange is complete and the SA is created. Once the SA is created, the calls and 
the subsequent call can go through without being blocked. When there are many calls, each SA 
has to serve more calls.  

5.5 Wireless network 

 

5.5.1 Bluetooth  

Although Bluetooth has three security levels and security controls, there are still some problems 
with Bluetooth security. The following section gives an overview of problems with Bluetooth 
security. 

 Weak PINs: People intend to select short PINs. PINs are used to generate link 
key and encryption keys, if the PIN is short, it is easy to be guessed. 

 Encryption key length is negotiable, this is vulnerable to DoS attack. The 
Bluetooth SIG needs to develop a more robust initialization procedure to 
generate key. 

 Unit key is reusable and becomes public after used: Bluetooth use a unit key 
to generate a random key, the unit key is reusable after it is used once, this 
makes it possible for an attacker who communicate with a device earlier, and 
use the unit key to eavesdrop the communication between the device and other 
devices.. 

 No user authentication: Bluetooth only provide device authentication, not user 
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authentication, so Bluetooth can not verify is it a legal user or not. 
 Unit key sharing can lead to eavesdropping: Since the link key (unit key) is 

shared, a hacker can compromise the security between two other users, if the 
hacker has communicated with one of the users. 

 Security services are limited 

5.5.2 IEEE 802.11  

Since voice data is transported via a wireless network in VoWiFi, so it is necessary to discuss 
security service in 802.11 standard. 
As mentioned above, IEEE802.11b standard provide three basic security services, but these 
services are limited, there are still some known vulnerabilities in the security 802.11 WLAN.  
The current products used in WLAN use WEP(Wired Equivalent Privacy) for a network to 
authenticate the user, also used to encrypt data between Access Point and client station. The 
authentication that is provided by WEP is one way authentication, network authenticate user, user 
can not authenticate network. Further more, reusing the keys in WEP makes it pretty easy for a 
hacker to break the key, and WEP doesn’t allow for any automated key exchange. Therefore, in 
most cases, WEP is not used.  
There are several security problems with WEP as following: 
1. The use of static WEP keys: Due to the lack of key management in this protocol, many users 

in a WLAN share the identical key for a long time. If a computer is stolen, the key can be 
compromised along with all the other computers.  

2. The IV in WEP: A 24 bit string is used to initialize the key stream which is generated by RC4 
algorithm, 24 bit is relatively small for cryptography. The short IV may repeat after a short 
time, and 802.l1b doesn’t specify how the IV is set and changed, and each individual wireless 
NIC from the same vendor may all generate the same IV sequence. Therefore, hackers can 
record network traffic and determine the key stream and use it to decrypt the cipher text. 

3. The IV is part of the RC4 encryption key: If a hacker knows the 24 bits key, and with the 
weakness of RC4 key scheme, after analyzing a small amount of traffic, it is easy to recover 
the key. 

4. WEP provides no cryptographic integrity protection: 802.11b MAC protocol uses a 
non-cryptographic Cyclic Redundancy Check (CRC) to check the integrity of packets, and 
acknowledge packet with the correct checksum. This makes the hacker to decrypt any packet 
by systematically modifying the packet and CRC and send it to the AP, and notice if AP 
acknowledge it. 
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6. Conclusion  

This thesis introduces the major protocols used in VoIP, how do they work, their security 
mechanisms, vulnerabilities and attacks to VoIP. The goal of this thesis is to introduce technical 
areas in VoIP, help people to understand VoIP work procedure and security mechanisms in VoIP, 
pointing out security weakness in the current VoIP system.  
Although each protocol has security mechanism, but there is no perfect solution in the world, each 
security mechanism has its own drawback, to fix this drawback, the protocols have to use other 
security mechanisms, and the new mechanisms bring new problems also. Such as RTP uses DES 
to encrypt transferred data to secure the confidentiality, but DES is not strong enough to protect 
data confidentiality, so RTP introduces 3DES, but each security mechanism like a two sides sword, 
it enhances the security and brings forward new problem at the same time, like 3DES has higher 
requirement on computational time and power, then RTP introduces AES, AES has higher security 
level, doesn’t require more computational time, but AES is complicated, it increases the 
complexity of the system.  
Whatever, after illustration of the security mechanisms and their vulnerabilities, it is time to get 
conclusion about them. 
RTP is used to transfer real time data, it encrypts transferred data but doesn’t provide 
authentication integrity protection. There are several vulnerabilities with RTP, such as encryption 
mechanism is not strong enough (RTP uses DES as the default encryption algorithm), no 
authentication and integrity protection. Among them, the most serious vulnerability is the lack of 
authentication. Without authentication, an attacker can perform many attacks, the typical one is 
DoS attack to the system which is performed with spoofing technique, to fix this vulnerability, 
RTP makes use of other security mechanisms, such as MD5, SRTP, etc, to provide authentication 
and integrity protection. But there is nearly no support for SRTP today, in addition, the overhead 
of HMAC-SHA1 in each SRTP packet make SRTP vulnerable to flood based DoS. Besides the 
authentication protection, RTP uses encryption algorithm to protect confidentiality of the 
transferred data, the encryption algorithm is DES-CBC, or 3DES, it is obvious that the encryption 
algorithm is not strong enough to protect the message confidentiality, but by deploying AES can 
improve the confidentiality protection, thus vulnerability of confidentiality in RTP is the easiest 
one to be fixed. 
H.323 has several vulnerabilities, such as the network infrastructure is vulnerable to malicious 
attack, components environments, etc, among them, insufficiently checking of the H.225 message 
may cause serious problem. Since H.225 is used to transfer signaling message and initiate 
connection between end points, so this vulnerability has more influence on the system stability, 
H.225 use other security profile to fix this problem, but the security profile use shared secrete, this 
increase the complexity of the system and requires more maintenance effort. For other 
vulnerabilities, NAT problem introduced by the IP address un-over written is the easiest one to be 
fixed. To fix this problem the system just remove NAT and use IPv6 which can provide more IP 
addresses. In H.323, the most exploited vulnerability is that the H.225 message is not checked 
enough when they are received and processed. This result in the maliciously modified H.225 
messages are not checked by the affected system, and it leads to the DoS attack. To fix this 
problem, the possible solution is by configuration on the key equipment of the VoIP system, 
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enable them to check the integrity of the signaling message. 
Regarding SIP, SIP has several vulnerabilities, such as lack of authentication, no integrity check, 
sending message without encryption, etc. Among the vulnerabilities, the most serious one is the 
lack of complete authentication, and the easiest to be fixed vulnerability is no encryption. Lack of 
authentication is exploited by the attacker most often. A typical attack which makes use of this 
vulnerability is the end user flooding. Although SIP security mechanism uses HTTP Digest 
Authentication to fix this vulnerability, there are still problems with authentication in SIP. First, 
the HTTP Digest Authentication is not a complete authentication, in other words, HTTP Digest 
Authentication is not sufficient for SIP; second, HTTP Digest Authentication doesn’t provide 
confidentiality protection except the password. SIP also uses HTTP Digest Authentication to 
provide integrity protection, but same as authentication, the integrity protection is limited. To fix 
the insufficient authentication protection of HTTP Digest Authentication, SIP has to employ other 
security mechanisms, such as TLS, IPSec, etc. But there is no perfect security solution, each 
solution has its own vulnerabilities, thus TLS, IPSec introduce other problems also. To fix the 
problem of no encryption, SIP may introduce encryption mechanisms, such as making use of TLS 
and IPSec to encrypt the transferred message, or by changing configuration on the end points to 
implement encryption on hardware. 
Since SIP lack authentication protection, integrity protection and the messages are sent in clear 
text, thus modification of the message can not be detected. The famous attack: Registration 
Hijacking makes use of these vulnerabilities. Even though the proxy server requires authentication 
of the user, the attacker can use spoofing to avoid authentication, since the SIP message is in clear 
text, so it is very easy to be captured and modified by the attacker. To protect against this attack, 
SIPS (SIP over TLS) can be used, and SIP request and response authentication needs to be used, 
and also message integrity check. 
Firewall is a standard security mechanism for networks, it protect network from attack by 
inspecting each packet which travel through the network. Since both H.323 and SIP assign ports 
dynamically, thus firewall have problem in filtering VoIP traffic. Besides, both H.323 and SIP 
need firewall to track the traffic and associate the port’s number, this requirement enhance the 
complexity of the firewall design. It is not easy to fix this vulnerability, since it is related with the 
protocol standard design. It is impossible to change the whole protocol standards, thus the only 
way to solve this problem is designing a VoIP based network firewall, that means design a firewall 
specifically according to the special character of VoIP and satisfy the special requirements of VoIP. 
NAT is used to hide local network, it changes the private IP address into public IP address. But 
NAT makes the VoIP call setup and traffic process more complicated. Since the IP address can not 
be over write in VoIP, Using NAT makes it hard for VoIP equipment to track and maintain calls. To 
fix this problem, a good solution is to use IPv6 which uses 128 bit network address, and remove 
NAT at all. 
VoIP technology is still at the early stage, the attacks against VoIP deployment have been largely 
expanded. The task of protecting VoIP is more complicated than in PSTN, the challenge to 
improve security service touches many areas, from encryption algorithm to key management, from 
hardware deployment to software, protocol design, from underlying network security to VoIP key 
component protection, VoIP resource allocation, etc. As VoIP increases in popularity and number 
of end users, there will be more and more potential attacks. Besides the vulnerabilities exploited in 
this thesis, there are still many vulnerabilities need to be discovered in the area of VoIP, it is 
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important to prevent these vulnerabilities from being used by the attackers. Thus, further research 
has to be done within each area. Further more, to protect VoIP system, good security policy is 
necessary. The security policy of VoIP should include every specific VoIP needs. The security for a 
VoIP system should begin with a solid security in the network, load of the VoIP system should be 
allocated properly by the network and VoIP components to ensure the proper resources are 
available, analyzing risks for each component and process needs to identify the vulnerabilities and 
threats, this will provides the information which is needed to determine the proper security 
measures. Since every security solution is a double side sword, therefore, keeping balance 
between security and the business requirements is important to successfully implement VoIP. 
In the future, the protocols will be better, bandwidth will be enough and more economical, and 
security will be enhanced, all these features will build a bright future for VoIP. 
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På svenska 
 
Detta dokument hålls tillgängligt på Internet – eller dess framtida ersättare – 
under en längre tid från publiceringsdatum under förutsättning att inga extra-
ordinära omständigheter uppstår. 

Tillgång till dokumentet innebär tillstånd för var och en att läsa, ladda ner, 
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