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Abstract 
The purpose of this study has been to research how to implement a graphical interface for 
presenting information security information to management. The major conclusion of the 
study is that management use this kind of information mainly for financial and strategic 
matters. Hence the information must be presented in a way that enhances this use of the 
information. 
 
The study also concludes that people act insecure mainly due to: 

a) Insufficient knowledge of how/why to act secure. 
b) The users do not want to act secure due to social and organisational factors. 

To fight the first factor, the management need a tool that helps them to see where to spend 
their resources. To fight the second factor, the organisation needs to be well educated and the 
company culture should allow the users to act secure. 
 
Three heuristics for the design of information security solutions for management and a design 
solution for the interface are also presented in the study. The three heuristics are: 
 
 

1. Provide overview information very early in the program. The ordinary manager does 
not have the time or the knowledge to make this overview by himself/herself. 

 
2. Do not overwhelm the user. The ordinary management man/woman is not interested in 

the details of the information security and/or do not have time to read this sort of 
information. If he or she wants to access the details, he or she is likely to find them (if 
they are placed in a logical place).  

 
3. Provide information in a way that is common to the manager. Use wordings that the 

user understands. Provide contextual help for expressions that must be presented in a 
technical way. 
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1. Introduction 
This part presents the background, purpose, delimitation, definitions, sources, typographical 
conventions and the structure of the thesis. 
 

1.1 Background 

During the last couple of years information security has become a business problem that 
concerns not only system operators but also company management. Thanks to the media 
coverage on recent worms, viruses and DOS-attacks (denial of service attacks) the threats 
against company’s and society’s information security has been made aware for the public. 
Business partners and stakeholders demand good information security if they are going to 
conduct business with a company whilst company management are being held responsible to 
a higher degree for information security than before. (Rasmussen, 2002) 
 
It has also been shown that technical solutions are not enough to provide adequate 
information security in an organisation. To reach this, an organisation must have employees 
who understand how to act to attain adequate information security. (Rasmussen, 2002; Adams 
& Sasse, 1999; Brostoff & Sasse, 2002)  
 
Hence there is a need for an application that gives company management an overview of the 
information security and for organisations to become more aware of how their employees act 
to attain adequate information security. 
        

1.2 Purpose and questions of issue 

The purpose of this study is to construct a usable interface for information security-
monitoring software with company management as target users. To construct a usable 
interface, one must also know the users, their situation, and their view on information security 
and what kind of information they need. It is also important to know why people act secure or 
insecure since the software itself should enhance secure behaviour at the company. Therefore, 
there are a number of questions of issue. These questions of issue are:  

• Why do people act secure/insecure? How can the interface and software prevent 
people from acting insecure? 

• How will the employees and the management react on being monitored? What can be 
made to make the best out of this? 

• What does management's mental model of information security look like? How can 
the interface and software be adopted to suit this mental model? Can there be made 
any design heuristics out of this mental model? 

• What kind of information is usable for the target group? 
 
The purpose of the sub questions is to find the context around the purpose of the study. By 
mapping out this context that the interface should affect, it should be possible to make the 
interface (and hence the software) better and more effective. 
 

1.3 Siguru and the SIGURU-software 

Siguru is a company that constructs software for information security administration, mainly 
for larger companies.  
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Currently they are developing a software called SIGURU. The SIGURU-software consists of 
two parts. The first part is an educational part where an individual information security 
education is brought to each employee. The education is done online.  
 
The second part of the software is an interface that allows the management to gain an 
overview of the information security situation in the organisation. This part presents 
information about i.e. education level in the company, finances, hardware, policies etc. The 
user is also able to keep track of how these factors evolve over time.  
 
The focus of this study is on how to implement the interface for the second part, the 
management tool.  

1.4 Delimitation 

The number of interviews and user tests has been adapted due to resources and time available. 
If the thesis scope would have been greater it would have been appropriate to conduct even 
more interviews and user tests. If the scope would have been greater it would also been 
appropriate to conduct low-level transcriptions of the interviews and the user tests. 
 
The thesis does not consider gender issues since this was not asked for by the company who 
issued the task. 
 
The focus of this study is on how to implement the interface for the part of the software which 
aims to give the management an overview of the information security situation in the 
company, of course, it is not possible to completely ignore the other part of the system since 
the two parts partly will affect each other, but the focus is on the management tool. 
 
 

1.5 Definitions 

This part presents the definitions of some of the terms that are used in the study. The terms 
that are presented in this part are widely used in the study and therefore it is relevant to define 
them here. 
 

1.5.1 User-centred security 

According to Simon & Zurko (1996) user-centred security is “security-models, mechanisms, 

systems and software that has usability as its’ primary goal” (Simon & Zurko, 1996, page 
27). By developing user-centered information security solutions the user is likely to act more 
secure and the risk for intrusion, thefts of information and system downtime is greatly 
reduced. 
  

1.5.2 Usability 

Usability is the effectiveness, efficiency and satisfaction with which specified users can 
achieve specified goals in particular environments. (ISO 9241-11 Ergonomic requirements for 
office work with visual display terminals (VDTs) -- Part 11: Guidance on usability, 1998) 
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1.5.3 Information security 

The concepts, techniques, technical measures, and administrative measures used to protect 
information assets from deliberate or inadvertent unauthorized acquisition, damage, 
disclosure, manipulation, modification, loss, or use. (McDaniel, 1994) 
 

1.5.4 Security information 

Information concerning security that is brought to the user by i.e. an interface. 
 

1.5.5 Acting secure/insecure 

Users that act secure do not expose the organisation for any unnecessary threat against the 
organisations’ system. Users that act insecure do expose the organisation for unnecessary 
threats against the organisations’ system. 
 

1.6 Sources 

The majority of the sources used for they study are academic papers on the subject. As far as 
it has been possible I have supplied the URL to these papers. Additional sources has been; the 
Internet, the lithography Security and Usability (Cranor & Garfinkel, 2005), literature 
regarding usability and interaction design and theses on the subject. 
 
The sources should be valid since they mostly consist of academic reports and papers that 
have been reviewed before being published. Some sources from the Internet may not have 
been reviewed, but when these are used they are taken from known professionals on the 
subject (i.e. Jakob Nielsen) or from serious companies (i.e. Symantec). 
 
The sources that were studied for this thesis did not tell too much about the design of 
information security applications for management. On the other hand, that means that the 
results of this study may fill a gap in the area of user centered security. 
 

1.7 Typographical conventions 

“Italic text” and citation-signs are used to mark citations. When italic text is used for a single 
word, this is made to stress the single word. 
 

1.8 Structure of the thesis 
The thesis starts with an introduction. The purpose with this introduction is to introduce the 
reader to the questions of issue and give him or her guidance for reading the thesis and 
understanding the work sequence for the thesis. In the following theory-chapter the reader is 
introduced to current trends on the subject and to design principles that have been used to 
construct the different prototypes. The chapter that concerns method explains the sequence of 
work as well as the study’s scientific approach. 
 
The results of the interviews and the user tests that have been conducted are presented in the 
results chapter. The results are analysed in the chapter concerning discussion and conclusions. 
The conclusions that are drawn from the study are also presented in this chapter. In the last 
chapter some proposals for future research in the area is presented to the reader. 
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2. Theory 
In this chapter, the theory that the study was based on is presented. Many examples and 
numbers derive from the British and American market. These number and examples should be 
valid and relevant for the Swedish market as well, since all three of these markets are parts of 
the western market.  
 

2.1 Problems with today’s information security solutions 

The British Department of Trade and Industry has conducted surveys during a number of 
years where it has studied information security incidents at British companies. It has found 
that in:  

• 1998, 32% of the British companies suffered some kind of information security 
incident. 

• 2000, 44% of the British companies suffered some kind of information security 
incident. 

• 2004, 74% of the British companies suffered some kind of information security 
incident, the same number for the major British companies were 94%. 

(United Kingdom’s Department of Trade and Industry’s Information Security Breaches 
Survey, 2004) 
 
The same survey also showed that in 2002, 11% of the British companies had staff that in 
some way misused the companies’ information system. In 2004, the number had risen to 22% 
and for the large companies the same number was 68%. The average British company 
receives 20 viruses a year while the larger companies receive on average one every week 
(United Kingdom’s Department of Trade and Industry’s Information Security Breaches 
Survey, 2004)    
 
The reason for this increase in incidents is that the greater connectivity has led to making the 
companies more exposed to information security threats. At the same time, the companies are 
becoming more dependent on electronic information. In 2002 76% of UK businesses were 
highly dependent on electronic information, in 2004 that number of dependency had risen to 
87% (United Kingdom’s Department of Trade and Industry’s Information Security Breaches 
Survey, 2004)    
 

2.1.1 Costs 

American companies yearly spend between $100 and $500 (750-3 850 SEK) per employee on 
information security related products and services. (Ninth Annual CSI/FBI Survey on 
Computer Crime and Security, 2004, cited by Sasse & Flechais in Cranor & Garfinkel 2005)  
 
The worst information security related incidents for each company in UK did cost between 
£7000-£14 000 per company (10 000- 200 000 SEK). For the large companies the same 
number were £65 000 – 150 000 in average (900 000 – 2 100 000 SEK). (United Kingdom’s 
Department of Trade and Industry’s Information Security Breaches Survey, 2004) 
 
British companies spends 3% of their IT-budget on information security issues, the same 
number was 2% one year ago. Large companies spend 4% of their IT-budget on the same 
issue. (United Kingdom’s Department of Trade and Industry’s Information Security Breaches 
Survey, 2004) 
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2.1.2 The risk for intrusion 

A study at FOI (where most of the Swedish government sanctioned research concerning 
military science take place) showed that an unprotected computer running Windows 2000 did 
suffer three attacks that all led to intrusions during its’ first six minutes connected to the 
Internet. (Karresand & Vidström, 2004) 
 
A similar study showed that a computer connected to the Internet and running Windows XP 
did suffer its’ first intrusion after seven minutes connected to the Internet. (Karresand & 
Vidström, 2004)   

 

2.1.3 Behaviour  

Currently, many users are using their information security applications (for example firewalls 
and anti-virus software) in the wrong way; sometimes they do not even use them. For 
example, many users turn off their firewalls to be able to use the Internet in the way they want 
to. Other users give away their passwords to colleagues, friends and sometimes to foreigners. 
This behaviour results in that many information security applications and mechanism are 
inefficient (Fleachais & Sasse 2005)   
 
According to Sasse and Flechais (2005), the reasons for this behaviour are that most users 
today: 

• “Have problem using security tools correctly.” 

• “Do not understand the importance of data, software and systems for their 

organisations.” 

• “Do not believe that the assets are at risk (i.e., that they would be attacked).” 

• “Do not understand that their behaviour puts assets at risk.” 
(Flechais & Sasse, 2005, page 14) 
 
Sasse and Flechais (Cranor & Garfinkel, 2005) do also mean that the reason for the users to 
not behave in the way they are supposed to do (i.e., following the information security policy) 
when they are using an organisations network and computer system is: 

• “They are unable to behave as required.” 

• “They do not want to behave in the way required.” 
(Flechais & Sasse, 2005, page 16) 
 
This view is supported by Brodie et. al (2005) who points out that information security not is 
the users’ primary goal.  The primary task for the users is to complete their real tasks (i.e., 
constructing a diagram in Excel or to write something in Word). The users want the 
information security to be transparent, to be there when they want to but otherwise it should 
not interrupt with the users primary tasks. (Brodie et. al 2005; Johansson, 2001) 
 
Traditionally, information security-systems have had a low focus on usability issues. The 
main reason for this is that a huge amount of the development of these systems has been done 
by the military where users been selected and trained to follow the rules and the routines of 
the systems – no matter how complicated and troublesome these might have been. (Simon & 
Zurko, 1997)  
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Currently, many users are not up to date with information security risks and how the 
information security in an organisation works. Results show that many users construct their 
own mental model of how information security works. This model is most often incorrect. 
(Adams & Sasse, 1999) It is also a proven fact that many end users find their information 
security applications hard to use. (Grinter & Smetters, 2002; Dourish & Redmiles, 2002)  
 
According to Brostoff  et al (2004) many users believe that hackers only strike against “rich 
and famous” people and those hackers “can’t do much of damage anyway”. This is yet 
another reason why users do not protect themselves nor act secure; they do not think that the 
threat of being attacked is as great as it is. 

2.2 User-centered security  

Almost as long as we have had computers and computer networks, there has been an ongoing 
work with development of programs to make them more secure. This work has had its’ main 
focus on generating powerful tools to protect our systems. However, the same focus has not 
been set on making the users understand the programs and making the same people 
understand the importance of a safe behaviour when using computers and computer networks.  
(Whitten & Tygar, 1998; Sasse & Flechais in Cranor & Garfinkel 2005; Dourish & Redmiles, 
2002) 
 
Since the mid nineties there has been a growing amount of researchers in the information 
security-area who have called for a more user-centred approach to information security. A 
proof of this movement is the growing amount of articles on the subject. (i.e.Simon (1996); 
Holmström (1999); DePaula Rogerio et al (2005)). Since 2005, there has also been a scientific 
conference on the subject. (SOUP). (SOUP, 2005)  
 
The following chapter covers recent trends in the area of user-centered security. 
 
 

2.2.1 The origin of user-centered security 

The term “user-centered security” was introduced by Simons & Zurko (1996) at the 
proceedings of the ACM-conference 1996 and it can be seen as a key component of the 
movement for user centered development of information security applications. The term 
refers to: 
“security models, mechanisms, systems and software that have usability as a primarily 

motivation or goal” (Simon & Zurko, 1996, page 27) 
 
 

2.2.2 Education of the users 

If an attack against a computer system is subject to success it is mainly due to how the users 
of the system act. If the system user are able to act in successful way to avoid the threat of the 
attack is largely due to the amount of education the user has in how to act during an attack and 
in how to notice an attack. (Ahamad et al, 2005) 
 
Users need to be motivated for the education to be effective. (Brostoff et al., 2002) 
 
Adams & Sasse (1999) gives the following recommendations regarding education: 
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• “Inform users about existing and potential threats to the organisation’s systems and 

sensitivity of information contained in them. Awareness of threats and potential loss to 

the organisation is the raison d’être for security mechanism; without it, users are 

likely to perceive security mechanisms as tedious motions they have to go through.” 

• “Provide users with guidance as to which systems and information are sensitive, and 

why. The current tendency is for security departments to treat all information as 

equally sensitive, with as little explanation as possible. Without such indicators and 

guidance, users tend to make arbitrary judgements based on their – usually patchy – 

knowledge and experience. Explain how security levels relate to different levels of 

information sensitivity. “ 

(Adams & Sasse, 1999, page 7) 

 

2.2.3 Motivation of the users 

According to Adams and Sasse (1999), the majority of the users are motivated to act secure 
when they know a threat exist. Their motivation to act secure may be lowered by the 
following factors: 

a) a)Users’ lack of security awareness. 

b) Security departments’ lack of knowledge about users, producing security 

mechanisms and systems that are not usable. 
(Adams & Sasse, 1999, page 45) 

 

2.2.4 Information Security policies  

Most of today’s companies have some kind of information security policy. If the employees 
of the company are to comply with this policy there must be some kind of process that 
controls if the users really comply with the policy. The policy itself must also be easy to 
understand and it has to be well balanced between information security and productivity. 
(Symantec, 2006) Nevertheless today’s information security policies are abstract and hard to 
understand, which means that many information security policies are not complied with. 
(Holmström, 1999) 
 
According to Brostoff  et. al (2002) many users know that their behaviour does not comply 
with information security regulations. The users believe that their behaviour is “common 
practice” since the information security regulations are “unrealistic”. (Brostoff et al, 2002) 
 

2.2.5 Management 

Leach (2003) argues that leadership and management is a key factor in developing a good 
information security culture. The senior management of the company must be seen to take 
information security seriously and demonstrate exemplary information security behaviour. 
(Leach 2003) 
 
Leach concludes ”… Leadership is the key. After all, if senior management can’t be bothered, 

then why should staff?” (Leach 2003, page 692) 
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During the recent years, company management have become more aware of information 
security. Many companies demand good information security to conduct business with an 
organisation. (Rasmussen, 2002; Heffner, 2003)  
 

2.2.6 Monitoring & Surveillance 

Adams & Sasse (1999) gives the following recommendation regarding monitoring of 
information security: 

• Users’ awareness of the importance of security and threats to it needs to be 

maintained over time. This requires a balancing act. While we advise against 

“punishing” users who circumvent security mechanisms, such behaviour needs to be 

detected and challenged in a constructive manner: if security is compromised and no 

action is taken, users tend to assume that “it doesn’t matter anyway”. At the same 

time, an environment giving the impression that its security mechanism are invincible 

are likely to foster careless behaviour among users, because the level of perceived 

threats to security is low.   
 
On the other hand, Spinello (1995) points out that there might be some negative impacts on 
electronic surveillance such as fear, diminished co-operation between employees and less 
confidence for the management.  
 

2.2.7 The Social aspect 

Brostoff et al (2002) identified a number of issues that could lead to undesirable password 
behaviour. These issues are mainly social aspects of information security. For example 
Brostoff et al. found that users who exhibited good password behaviour were seen as 
“paranoid”. They also found that some users were proud that they did not understand 
information security since that did not make them to “computers nerds”. Sharing passwords 
with other employees were also seen as a matter of trust. (Brostoff et al. 2002) 
 

2.2.8 The organisational aspect 

According to Brostoff et al (2002) informal work procedures are often the reason for users 
sharing their password. For example, if an employee is ill, he or she passes the password for 
the system to another employee so that he or she can undertake the duties of the employee that 
is ill. 
 

2.3 General design principles for interfaces 
The design principles presented here are the principles that have been of importance for the 
study. The design principles in this chapter are general, which means that they should be valid 
for all sorts of design. The design principles that are information security specific will follow 
in the next chapter. 
 

2.3.1 Design principles by Norman 

The following design principles have been developed by Donald Norman (2002). 
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The principle of visibility 
When the number of possible actions exceeds the number of controls (i.e. buttons and levers) 
problems will arise since each control has to have more than one function. Controls with more 
than one function are harder to remember than controls with only one function. (Norman, 
2002) 
 
It is easier to label a control that only has one function. The label of a control can be used by 
the user to remember the controls’ function.  If a control has many functions there is an 
immediate risk that the labelling will be ambiguous. It a control has no label or if it is hidden 
behind another function, the user is likely to have great doubt in how to interact with the 
artefact (Norman, 2002) 
 
The principle of mapping  

Mapping is technical terms that describe the relation between two things (Norman, 2002). 
Norman (2002) uses this term to describe the relation between controls and the result that a 
manipulation of a control results in.  
 
Norman (2002) suggests that physical analogies and cultural standards can be used to ease the 
understanding of the relations between controls and the consequences of interaction with 
them. For example, the controls for a row of lights should be structured in the same way that 
the lamps are structured. 
 
The principle of feedback 

Feedback means that the user get some sort of information of what his or hers action has lead 
to. If an artefact is equipped with much feedback it will probably be easier to use, if it is not – 
it will be harder to use. For example, there is much easier to talk to someone when you get the 
feedback of your own voice.  (Norman, 2002) 
 
 
The principle of affordance 
Affordance means the perceived and the real qualities of an artefact (the words’ origin is from 
the term “to afford”). (Norman, 2002) 
 
The affordance of an artefact is important because it gives the user information about how the 
artefact is supposed to be used. If an artefact has a good affordance, the user is able to use the 
artefact without having to read the entire manual and without practising a trial-and-error-
behaviour. Hence, good affordance means easier and more efficient use of an artefact. 
(Norman, 2002)    
 
 
An example of good affordance is when doors that are supposed to be opened by pulling are 
equipped with a handle that invites the user to pull. An example of bad affordance is when the 
door is supposed to be opened by pushing and it is still equipped with the same handle instead 
of some kind of plate that invites the user to push the door. (Norman, 2002)    
 

The principle of constraints  
If a designer is able to constrain the number of actions that a user can carry out at a specific 
moment, the designer is also able to minimise the number of errors that the user can carry out 
at the same moment. (Norman, 2002) 
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Constraints can be classified into three categories: 

• Physical (i.e., how a hard drive fits into a computer)  

• Logical (i.e., removing options by making them grey in an interface)  

• Cultural (i.e., red means stop (in the western culture)) 
(Preece et al, 2002) 
 
 

2.3.2 Design principles by Nielsen 

The following design principles have been developed by Jakob Nielsen (2001). 
 
Visibility of system status  
The system should inform the user about the status of the system (i.e. where the user is or 
what the system is doing) through proper feedback to the user within reasonable time.  
(Nielsen, 2001) 
 
Match between system and the real world  
The system should use the same language as the user. It should use words, phrases and 
concepts that the user is familiar to. It should also try to present information in an natural and 
logical order. 
(Nielsen, 2001) 
 
User control and freedom  
“Users often choose system functions by mistake and will need a clearly marked "emergency 

exit" to leave the unwanted state without having to go through an extended dialogue. Support 

undo and redo.”  

(Nielsen, 2001) 
 
Recognition rather than recall  
The user should not have to remember information between different parts of the system. 
Object, actions and options should be visible so that the user do not have to remember where 
these are placed.  
(Nielsen, 2001) 
 
Flexibility and efficiency of use  
The user should be able to tailor frequent actions. There should also be “accelerators” that 
enables the experienced user use take “shortcuts” in the system.  
(Nielsen, 2001) 
 
Aesthetic and minimalist design  
The system should not present unnecessary information to the user.  
(Nielsen, 2001) 
 
Help users recognise, diagnose, and recover from errors  
Error messages should be expressed in a familiar language, they should also indicate the 
problem and suggest a solution to the problem. 
(Nielsen, 2001) 
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2.3.3 Gestalt principles regarding visual perception 

The Gestalt principles are a number of statements that describes the way the human mind 
understands visual forms. (Sternberg, 1999) The principles presented here are those who are 
used in the study. 
 
The principle of proximity 
Objects that are located close to each other are perceived as a group. (Sternberg, 1999) 
 
The principle of similarity 
Similar objects are perceived as a group. (Sternberg, 1999) 
 

2.4 Design principles for development of information security 
applications  

This chapter presents the design principles specifically aimed at development of information 
security applications. The chapter focuses on principles for interface design.  

 

2.4.1 Text and pictures 

According to Berson (Carnor & Garfinkel, 2005), as little text as possible should be used to 
explain facts for the user. At the same time, it is important for the user to understand what is 
being communicated by the design, though the amount of test should be kept at a minimum. 
Every word, button and pixel should have a pedagogic ulterior motive (Berson in Carnor & 
Garfinkel, 2005)  
 

2.4.2 Complexity 

The interfaces’ complexity should be kept as simple as possible. It is also important not to 
design an application for all potential tasks that a user might be willing to undertake. The 
design should rather focus on the tasks that the user is most likely to undertake (Berson, 
2005).  
 
”… When a portion of your design seems overly complex or problematic, ask yourself: is it 

essential? Does it make things better or worse? Can it be done in another way, at a different 

time, or somewhere else?” (Berson, 2005, page 568) 

 

2.4.3 The amount of information shown 

An interface which gives the users too much information, information at the wrong time or in 
an unsuitable way, will be perceived as confusing by the user. If the amount of information is 
too small, there is a risk that the user will not discover potential information security threats. 
(Long & Moskowitz, 2005; Berson, 2005). 
 

2.4.4 Teach the users the simple tricks – if it is needed 

In (the web browser) Firefox, the address bar turns yellow when the user enters a site that uses 
SSL (a protocol for transmitting data safely over the Internet). When the user sees this, he or 
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she knows that the current page is a secure site. The user is informed of the status of the page, 
without having to interact with numerous dialogue boxes. (Berson, 2005) 
 
Using simple tricks like this is mainly positive, though the designer has to question him- or 
herself all of the time “does the user really need this information about the program?” A clue 
about when to use these tricks is when there is some change in the state of the program that 
the user needs to know about. (Berson, I Cranor & Garfinkel, 2005) 
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3. Method 
In this part, the methodology, the sequence of work and the scientific approach of the study is 
presented. 

3.1 Methodology 
This chapter presents the scientific approach used in the study as well as its’ relationship to 
qualitative and quantitative data. It does also briefly present some methods that were used in 
they study, these are only presented briefly since they are likely to be known to the reader.  
 

3.1.1 Scientific approach 

Two major approaches to science today are the hermeneutic approach and the positivistic 
approach (Johansson, 2003). These two were the scientific approaches that were considered 
for the study since their structure is suitable for this kind of study, grounded theory was also 
considered but since grounded theory puts the literature review in the end of the study it was 
not suitable for this study. 
 
According to the hermeneutic approach, the aim with any kind of science is to reach a 
comprehension of the studied phenomena. To reach comprehension there is a need for 
interpretation. Through this interpretation we can reach comprehension for human acts. 
(Johansson, 2003) 
 
According to the positivistic approach, interpretations should be avoided. A statement is only 
valid if there is a method for how to reach the statement. If this method reaches another 
statement, the former statement is no longer valid. (Johansson, 2003) 
 
This study uses the hermeneutic approach to science since its aim mainly is to interpret human 
actions regarding information security.  
 

3.1.2 Qualitative and Quantitative data 

Qualitative data refer to descriptive material. The material can be written (i.e. newspapers), 
verbal (i.e. interviews) or visual (i.e. drawings). Quantitative data refers to numerical values 
(i.e. frequencies, rankings or ratings). (Breakwell, 2000) 
  
Only qualitative data was used in the study except for the scenario (see part 4.2).  
 
The quantitative data was collected through the scenario to find out how important different 
aspects of information regarding information security were to company management. Due to 
the difficulty for the interviewees to rank the information in the scenario without grouping it 
or commenting on it, the data from the scenario was also reviewed in a qualitative way.    
 
The qualitative data was collected through interviews and user tests. The aim with this data 
was partly to complement the qualitative data that were collected to gain insight of what 
information to show to the target users but also to find out how the information should be 
presented. The qualitative data has partly been quantified in the results part where opinions 
expressed by many interviewees/users have been presented as being expressed by many 
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interviewees/users (i.e. “two of six users said that they had problems understanding their 
software”).   
 

3.1.3 Interviews 

A well-planned interview should start with a brief introduction and explain why the interview 
is being conducted. It is recommended that the interviewee is asked to introduce or present 
him or herself to make the interviewee to start interacting and communicating with the 
interviewer on a familiar subject. (Breakwell, 2000)  
 
Breadwell (2000) presents a number of According to this guideline the questions asked should 
not: 

• “Be double-barrelled.” 

• “Introduce an assumption before going on to pose the question.” 

• “Include complex or jargon words.” 

• “Be leading.” 

• “Include double negatives.” 

• “Act as catch-alls, for example: “Tell me everything you know about the Green 

movement and how it has influenced you?”” 
(Breakwell, 2000, page 241) 
 
 

3.1.4 Task log 

A task log is used for being able to understand how a user carries out a specific task and what 
can be made to ease it. It captures the users interactions and the interviewers questions and it 
does also present inferences about what and why the user has a problem with a specific task 
and what can be done to make it easier and more efficient. (Hackos & Redish, 1998) 
 

3.2 Sequence of work 

This chapter presents the sequence of work for the study. The first part presents how the 
literature study and the interviews were carried out. The later parts focus on how the 
prototyping and user tests were done. 
 

3.2.1 Literature study 

The work with the thesis started with a study of academic reports and literature on the subject. 
Since most of the current work focuses on end users of information security applications, like 
firewalls and anti-virus software, rather than programs for monitoring information security, 
the literature study with literature and reports concerning general principles for design of 
interfaces with focus on usability. 
 
The main aim for the literature study was to construct a theoretical ground for the forthcoming 
work with the thesis. The literature study was also meant to provide an overview of current 
trends in the industry. 
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3.2.2 Interviews 

The literature study was followed by interviews with information security experts, 
stakeholders and management. The purpose with these interviews was to find out what kind of 
information that was suitable to present for the target group (in the upcoming prototype and 
software) and the target groups’ opinions regarding the shortcomings of today’s systems.  
 
Seven interviews were conducted. Four of these were face-to-face (interview 1, 2, 3, 4) while 
three of them (interview 5, 6, 7) were done over the phone due to external constraints. The 
interview were recorded on an mp3-player. 
 
The interview subjects were found through connections through the employees on Siguru as 
well as by members of Svenska Dataföreningen. 
 
Three of the interviewees (interview 1, 3, 6) worked for governmental organisations while the 
other four worked for commercial companies.  
 
The interviews were semi-structured including a fixed set of questions. Depending on the 
answers the questions were either followed up with new questions (non-fixed) to clarify and 
develop the interviewees answer or the interviewee was asked the next pre determined 
question.  
 
The interview also included a scenario. In the scenario, the interview subjects were given the 
role of a consultant for a manufacturing company. He/she was told that the management in 
this company would like to have information to be able to gain knowledge about the quality 
of the organisations information security, to be able to obtain a high level in it. The interview 
subject were then asked to rank different kind of security information depending on how 
relevant he/she considered it to be for the company’s management. 
 
The interview questions were constructed in co-operation with the staff at Siguru to make sure 
they were relevant for the software as well as relevant for the company and from an 
information security perspective. The interviews were made according to what was discussed 
in chapter 3.1.3. 
 
The interviews were systematically analysed through the scheme that can be found in 
Appendix B. The most interesting answers for the study (how to create an overview and how 
to present information security information for management) were also transcribed (they can 
be found in Appendix C)  
 
 

3.2.3 Lo-fi prototyping 

When the information from the interviews was collected, a prototype was constructed on 
paper. The design of the prototype was created on the basis of the information from the 
interviews and information regarding the design of interfaces that was found during the 
literature study. 
 

3.2.4 User tests on the lo-fi prototype 

User tests were made on potential target users. The first test person is in charge of the 
information security in a big governmental organisation in Sweden. The second test person is 
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the chairman of an information security company. The two test persons did not take part in the 
interviews. The user tests were recorded with an video camera. 
 
The tests did consist of six tasks and ten questions. The tasks were conducted first (except for 
the first question “What are your impressions of the first page”) and were then followed up by 
questions.  
 
The user tests were analysed through a task log (see chapter 3.1.4) (see Appendix G for more 
on this). The purpose with the task log was to find out where the test persons experienced 
difficulties with the prototype, why they experienced those difficulties and what could bee 
done to eliminate these difficulties. Through this procedure, it was possible to find concrete 
improvements for the interface as well as investigate the test person’s mental model of how 
the system should work. The questions and the tasks can be found in appendix F. 
 

3.2.5 Hi-fi prototyping 

The lo-fi prototype was updated to a hi-fi prototype with the feedback from the interviews, the 
results and the inferences from the lo-fi tests taken into consideration. 
 
 

3.2.6 User tests on the hi-fi prototype 

The hi-fi tests were carried out on three potential users. The users all had some kind of 
management position within their company. The first two test persons are managers of a 
science park while the third person is MD for a mobile application company. The persons in 
the user tests for the hi-fi prototype had not taken part in the interviews nor the user tests on 
the lo-fi prototype. The user tests were recorded with a video camera. 
 
The user tests consisted of five tasks and thirteen structured questions connected to the tasks 
that had been performed. The questions were then complemented with follow up questions 
depending on the answers of the interview subjects. The user tests were analysed through a 
task log (see chapter 3.1.4) (see Appendix G for more on this). The purpose with the task log 
was the same as was mentioned in chapter 2.2.4.  The full results of the user tests on the hi-fi 
prototypes can be found in appendix G.  
 
The hi-fi prototype tests resulted in an updated design for the interface and a number of 
requirements for how the program should behave and how it should be implemented in the 
organisation.. 
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4. Results 
This part presents the results of the study and how these results where reached. For general 
conclusions and discussion see the part about discussions and conclusions (part 5).  
 

4.1 Interviews 
The results from the interviews are presented in this chapter. A systematic compilation of the 
interviews can be found in Appendix B. Transcriptions from the question about overviews of 
the information security system and the question about information to the management can be 
found in Appendix C. 
 

4.1.1 Information of special concern to get an overview of information 
security 

The interview subjects found this question hard to answer, but two of them thought that it was 
important to know what kind of information that the company had and how important that 
information was to protect. 
 
Today’s situation were made quite clear by one of the interview subjects  
Interviewer: “But if you are going to create an overview rather than to implement 

something?” 

Interviewee: “Well, that doesn't exist today. The overview is in a person’s head. There is no 

system that can do that today.” 

 

4.1.2 Information security information for management 

Five of the interview subjects stressed that information and language must be adapted to suit 
management. The language should be made easier and present strategic and economic 
concerns rather than technical details. The interview subjects did also stress that the 
management need to get an overview of the information security rather than the details. 
Through this overview, strategic decisions should be possible to make. 
 
This was expressed in detail by one of the interview subjects: “They need to get an overview 

of security, but they do also need some technical details in another way. They need to know if 

our security team has some kind of problems, so that the security team gets more resources to 

update or buy new things. So of course they will need to know the technical things as well. But 

the technical stuff must be wrapped in a way that a person that might not know so much about 

technology understands that language… And there the management can’t do that much, they 

must trust that the security teams give them the correct overview. He can’t start to scan ports 

and find vulnerabilities in Cisco-routers etc. Though he can decide how the money should be 

spent. Between the soft sides and the technical sides.” 

 
Another of the interview subjects said:  “And then some technically skilled person must be 

close to management and be able to answer technical questions. So that strategic decisions 

are made without concerning the technical aspects but with information security in mind.”     
 
Another of interview subjects said the following about language for different user groups: (…) 

I can't explain that but you have to be much more detailed when you talk to a technical 
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person. They are not interested… That is like when you do a STANDS-analysis what do they 

wanna do? Yes, they would like to settle SBASE 4.8 and replace it with SBASE 5.7. That 

would make their lives easier. But you can't go in and say that to the management and say 

that the technicians would like to do settle that and replace it with that. I have to say we have 

to improve that kind of support, it costs that much and we expect that kind of gain by doing 

that. 

 

4.1.3 Recourses for information security 

Three of the interviewees said that most resources were spent on technical solutions. One said 
that most resources were spent on human (organisational) aspects. The rest could not tell or 
thought that the resources were spent quite equally. 
 

4.1.4 Information security problems 

Three out of seven mention hacking as a severe problem for their organisation. Human actions 
were mentioned in two of seven interviews. Lack of education was mentioned in one 
interview which lack of training for handling incidents/situations also was (both these could 
be connected to human actions). 
 

4.1.5 Information Security incidents 

Three of the interview subjects mentioned hacking as the most severe information security 
incident they had experienced. 
 

4.1.6 Information security policy 

All the interview subjects had some kind of information security policy. The follow up of the 
information security policy was: 

• Non-existent in two of the cases. 

• Followed up by education in one of the cases. 

• Followed up by formal control and tips in one of the cases. 

• Followed up by surveillance of the network in one of the cases. 

• Followed up by formal control and education in one of the cases. 

• Followed up by surveillance of the network and education in one of the cases. 
 

4.1.7 Problems with today’s solutions 

Three of the seven interview subjects mentioned that today’s systems were either too time 
consuming, hard to get an overview of or immense. One of the interview subjects also 
mentioned that it was hard to backtrack changes that were made in the systems. 
 

4.1.8 What the users need to know when using an organisations network 

Two of the interview subjects mentioned that the user had to know rules and information 
security policies when they were using the company’s network. Two of the interview subjects 
mentioned that the users had to know how vulnerable the information was that they were 
using. Two of the interview subjects thought that the information security should be automatic 
so that the users should not have to care about it. 
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4.1.9 Threats 

All the interview subjects, except for one who was not sure, states that internal threats and 
human threats as the biggest threats for their business.  
 

4.1.10 Responsibility for information security 

Six out of seven interview subjects had different people who were responsible for the 
information security formally and in practice. (for example, a company may have someone 
that is responsible for information security, though if something happens it is the single user 
that has failed and has to take the blame for the incident) 
 
It is hard to see any trends for the divided responsibility but obviously the users has a lot of 
responsibility in many cases (three of seven says that users has the informal responsibility). 
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4.2 Scenario 

Each interview was concluded with a scenario that the interviewee had to fill in (the scenario 
can be found in Appendix D). The aim with the scenario was to find what kind of information 
security information that was most usable for the management through quantification of the 
answers. 
 
In the scenario, the interview subjects were given the role of a consultant for a manufacturing 
company. He/she was told that the management in this company would like to have 
information to be able to gain knowledge about the quality of the organisations information 
security, to be able to obtain a high level in it. The interview subject were then asked to rank 
different kind of security information depending on how relevant he/she considered it to be 
for the company’s management. 
 
The interviewees found it hard to rank the alternatives in the scenario. Instead, some of them, 
ranked some sort of overlying categories where they either put some information together 
(like the three upper alternatives that are education) and gave them a common grade. Those 
who did not do this followed the same pattern where they ranked (for example) ranked the 
upper three alternatives as the most important. The category issue was not just only shown 
through how the interviewees filled in their scenario, but it was also mentioned by most of 
them when they were filling in the scenarios. 
 
Due to this it is hard to quantify over the single alternatives but the scenario shows that the 
interviewee’s mental model of information security consists of categories rather than single 
fragments of information.  
 
The options of the scenario could bee seen as categories by this classification: 

• Alternative 1, 2, 3 is grouped as educational aspects on information security. 

• Alternative 4, 5, 6 is grouped as routines for information security. 

• Alternative 7, 8, 9 is grouped as the situation today. 
‘ 
The overall attitude during the scenario was that it is first and foremost important to know 
how the organisation is attacked currently, second most important is to know about routines 
for information security and third most important is to know how educated the employees are 
in information security. Alternative 8 and 9 covers the hardware situation of the organisation, 
this was seen as the least (fourth) important to know but it was important to connect this to the 
situation today and if that connection was made then the information became more 
interesting. 
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4.3 Lo-fi Prototype 

The prototype was constructed with support from the theory and the data gained through the 
interviews. Pictures of the prototype can be found in Appendix F. The major design decisions 
that were supported through the theory and the interviews were: 
 

• A link to help was put close to each feature that could be misinterpreted. This was 
done to make the program easier to use since many users have a hard time to 
understand how their information security software works. (See chapter 2.1.3 
(behaviour) and 2.3.2 (Design principles by Nielsen) for more on this)  

 

• A flap was made for education since this is a key part of the software’s concept. This 
is also supported by the interview (chapter 4.1) and by the theory (2.3.2 (education)) 

 

• A flap was made for policy since this is a key part of the software’s concept. This is 
also supported by the interview (chapter 4.1) and by the theory (2.2.4 (policy)) 

 

• A flap was made for inventory since this is a key part of the software’s concept and 
the company that requested the study suggested it. 

 

• History and the option of maintaining information security was implemented in the 
interface since this makes the users act more secure (chapter 2.2.6). 

 

• Each flap, option or link in the interface just has one function. This should make the 
program easier to use (chapter 2.3.2) 

 

• Each click on a clickable area in the interface, results in some kind of feedback. This 
should make the program easier to use (chapter 2.3.1) 

 

• The Education, Policy and Hardware flaps were placed close together to indicate that 
these three are related (chapter 2.3.3). 

 

• Links and "triangles" that can be expanded were used to reach good affordance for 
each choice in the interface (chapter 2.3.1). 

 

• The interface tries to match the mental model of managements view on information 
security that was found during the interviews and the scenario (chapter 4.1 & 4.2) 
through the flaps used (chapter 2.3.2) The flaps also work as emergency exits if the 
user ends up somewhere that he or she does not want to be (see chapter 2.3.2 for more 
on this). 

 

• Every part of information is (in most cases) just one or two clicks away. This is made 
available through the flap system and supports "recognition rather than recall" (See 
chapter 2.3.2 for more on this) 

 

• Information that was not regarded to be highly important for the novice users was 
hidden under the triangles to support Nielsen’s principle of minimalist design (see 
chapter 2.3.2 for more on this). This was also thought to minimize the amount of text 
and picture which would lead to reduced complexity and reduced clutter. (See chapter 
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2.4.2 and 2.4.3 for more on this) Through this, the user primary gets an overview of 
the current situation than details which was one of the opinions found in the interviews 
(ref) 

 

• The language was adjusted to suit management rather than technician (see chapter 4.1 
(interviews) for more on this) 
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4.4 User tests and interviews on the lo-fi prototype 

The user tests, conducted on the lo-fi prototype, were systematically reviewed through the 
task log that can be found in Appendix F. The results from the task log can be found in 
Appendix G, the motivations for the inferences drawn from the test can also be found there. 
The major inferences that were drawn form the task logging follows below: 
 

4.4.1 Overall 

The user needs to be able to review why an incident happened and what can be 
learned/improved from that. Because of that the history should include: 

• When the incident happened 

• Why the incident happened 

• How much harm was made 

• How much it did cost (time and money) 

• Conditions at the time when an incident happened 
 
The user needs to be able to see different threats that occurred at a certain time/period so that 
he/she can make strategic decisions from this information. Therefore the history page should 
include: 

• An option that lets the user compare the threats during specific periods. 
 
It is important for the management to see the consequences of their investments in 
information security. Therefore: 

• A flap for money and resources should be added to the hi-fi prototype. 
 

The name education is illogical since it concerns employees rather than education. Therefore: 

• Education should be renamed to employees. 
 
The users are used to have a tutorial that shows them the basic functionality of a program the 
first time they use it. Therefore: 

• A tutorial that explains the functionality should be added to the final version of the 
program. 

 
Some users may prefer a left based view and some a centered view. Therefore: 

• Users should be able to select graphical mode under settings. 
 

4.4.2 Inventory 

The user needs to be able to see how severe a single threat/attack has been to the organisation 
to make new decisions from this information. Therefore the threats part of the inventory 
should include: 

• Consequences for threats.  
 
The user needs to be able to write notes about a single employee, i.e. if she/he has a certain 
key competence. Therefore the review employee’s area should include: 

• A notes-function in the review employee’s option. 
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4.4.3 Strategic and financial decision 

Both users that the prototype was tested on stressed that it was important that the software 
supported the management’s ability to make strategic and financial information about the 
information security at their company. 
 
TP1 said: "If we've been exposed to a virus attack, then I can see each date, but I do also want 

to know the cost for us, why it did happen, what conditions we had at that time (routines, 

security). I would like to see the connection between the incident and our investments to be 

able to take strategic decisions. How did our organisation work at the attack?” 
 
TP2 also talked about the need for strategic and financial decisions. For example, when being 
asked if the history was important, he said:  
“Definitely, then you can compare with past week, month or period. Then you can scroll back. 

If I would like to se the 25th April last year. It depends on what kind of company it is... Many 

companies have a lot of statistic and it is important to find incidents at a specific date.” 

  

4.4.4 The amount of information 

Both users the prototype was tested on preferred to have as little information as possible at the 
beginning, but the also stressed that it was important to be able to access additional 
information in an easy way. Examples of comments regarding this matter are listed below: 
 
TP2 said: "I think it is a good idea to minimise the first information on the page, if the user 

gets to much information he can't comprehend it. But if you work more with the program then 

you can comprehend the information.” 
 
TP2: "It's hard, but tries to have "clean" screens at the beginning, not to much information." 
 
TP2: "If the texts are one line it is okay otherwise you'll have to find other ways to explain 

them." 
 
TP2 (about the amount of text): "As little as possible, one line is okay, if you'd like to know 

more, and then click help" 
 
TP1 comments about the amount of information were on the same directions as TP2, he also 
added: “Often one wishes to much and then everything takes to much time and then the 

software is out of date."  
 
 



 

  25 
 

4.5 User tests and interviews on the hi-fi prototype 

The Hi-fi prototype was on the base of the results from the lo-fi tests and the interviews 
mentioned above. 
 
The user tests, conducted on the hi-fi prototype, where systematically reviewed through a task 
log. The results from the task log can be found in Appendix G, the motivations for the 
inferences drawn from the test can also be found there. The major inferences that were drawn 
form the task logging was: 
 

4.5.1 Overall 

A contextual help for each function that the users can access at any time will enhance the 
interaction with the system and provide guidance to the users when they need it. Therefore: 

• A contextual help should be added to all parts of the product. 
 
If the colours of the bars change depending on the status of the bar (i.e., if a bars value is 
critical it should be red) the users will easier interpret the value of the bar. Therefore: 

• If a value of a bar is acceptable, it should be in one colour, if it is not acceptable it 
should be in another and if it is close to not being acceptable it should be in a third 
colour. 

 
When a user expands information that concerns a single subject, it should be made clear 
whether the information that he is expanding is connected to the information above or if it is 
new information. Therefore: 

• The information that gives an overview of something should be made more clear and 
separate from information regarding one individual person. 

 

4.5.2 Inventory 

Many users had a hard time figuring out what kind of information that was placed under the 
inventory. Therefore: 

• The inventory should be given a more obvious naming. 
 

4.5.3 Resources 

If the time scale for the resources spent is unclear, the users will have a harder time using to 
make strategic decisions. Therefore: 

• The time scale for the resources spent should be made clearer. 
 

4.5.4 Trends 

According to the users it is important to use the software as a tracking device against the 
company goals, expenses etc. and thereby by able to make strategic decisions. Therefore: 

• The trends graph should have an indication on how the different values relate to the 
reference values of the company. 
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4.5.5 Strategic and financial decision  

All three of the test-persons stressed that it was very important that the program supported 
strategic and financial decisions since that is a very important aspect of the management’s 
responsibility. The financial aspect was also considered to be an important aspect for to buy 
the program in the first place. 
 
TP4 commented on this issue: 
TP4:  “It should be possible to add some kind of goals that one can see in the program, so 

one can see that one is under his strategy goal. If I would be responsible for the security… 

Then I can see when I need to undertake actions to correct the problems.” 
 
TP4 (about the budget) "Yes, and if there is a budget then it is probably broken to a couple of 

sub levels. It is a very important follow up to do."  
 
TP4 (about the budget again) “I would like to know what is valuable, what goals I have… 

How the organisations acts according to them… And this number, it shows what damn good 

the system does, that number is very strong and important, the lower it gets the more use I 

have of the system.“ 

 

TP3 did also comment on the strategic issue: 
TP3: "If there is a really big company then one can see on the different divisions and see the 

strength and the lacks of a different division… And then one can allocate extra resources 

there.” 

 

4.5.6 The amount of information 

All three test persons were confident with the amount of information that the program 
presented. According to the test persons it is important to keep the amount of information on a 
low level so the user can access additional information when he or she wants to. 
 
TP3: “Yes, it is very easy to use, I like that. Perhaps a better first page. If I'd like to have 

more information before a meeting I might go in to a sub page. But otherwise I will just look 

at the front page.” 
 
TP4: “It was easy to find the information, I wasn't overloaded with information but I found 

the things that I looked for quite fast…” 

 

4.5.7 User Co-operation 

All three of the test persons stressed that it was important to involve the users in the process 
and by doing this, they were likely to be more motivated to act secure and at the same time 
they won’t feel as monitored as they would feel if they were not involved. 
 
TP3 commented the user co-operation: 
TP3: "It is not always an employee is aware… Everybody doesn't have the skills that they can 

check if their computer is secure. I can't, I just have these programs that should make me 

secure, but if I could go in here and check my computer, how does it look. Then I would be 
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more involved. It is a problem here, I need to fix this. Rather than having someone from the 

management who tells me you don't follow this and that. Then I as employee would feel that 

I'm monitored , but if I can see then I'm a part of it and that both me and my boss have the 

same goals and I wouldn't feel monitored. And then this is a help for me as well… You have to 

expect that the employee wants to do something good." 

 

TP5 did also comment the user co-operation: 
(The user has talked about surveillance of the employees and the discussion than continues) 
I: “How would it be if the employees themselves would have access to this information?” 
 
TP5: “The employees themselves? That would be splendid!” 
 
I: “Because…” 
 
TP5:” Since they need to know what they need to study and improve…” 
 
I: “Do you think that the problem would arise if the employees themselves and the 

management would have access to this information” 
 
User clicks on resources and then back to employees on the screen. 
 
TP5: “Right, the worst case would be if only one person had this information, it would be 

nearly as bad if only the management group had access to this information, it would be much 

better if everyone had access to this information. At the same time, one might risk that, there 

will be an environment where people… Well, one might gain some things since people change 

their behaviour. The drawback is that people would loose their confidence in the management 

if they are feeling surveyed. And the risk for that is much less if they can access the same 

information by themselves. So the answer is yes, it would be much better.” 
 

4.5.8 The type of information 

All three of the test persons stressed that the information that was important for the 
management was information that gives an overview of the current situation rather than 
information that gives details about details of the information security. This may on the other 
hand not be irrelevant information since it may be valuable for the person who is in charge of 
information security, but overview information was said to be the most important information 
for the management. 
 
The information may also have to be supported with contextual help and the words may have 
to be changed to fit into the managers’ vocabulary. 
 
The test persons also preferred a more compact view (like the one on the front page) rather 
than an airy view (like the centred view that is used on the other pages) 
 
TP5 did the following remarks concerning this issue: 
TP5: “Hmm, compliance… I quite fluent in English but I don’t really understand this. Ok I 

get but it is not that clear.” 
 
I: “Mmm, we have an idea of supporting the interaction with the policy editor by using sort of 

balloon menus that gives contextual help when you’re editing your policy.” 
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Interview points at screen and shows how they should look. 
 
I: “What do you think of that?” 
 
TP5: “That would be good” 
 
TP3 did comment this as well: 
TP3: “Yes, it is very easy to use, I like that. Perhaps a better first page. If I’d like to have 

more information before a meeting I might go in to a sub page. But otherwise I will just look 

at the front page.”  
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5. Discussion and conclusions 
This part presents the discussion and the conclusion drawn from the study. 
 

5.1 The interface 
The user centered process for creating the interface has been successful, the concept (see 
chapter 5.5 for more on this) and the interface has been appreciated both of the users as well 
as the company. The final interface can be found in appendix E as well as the early prototypes 
of the interface. Appendix E shows the growth of the interface and how the results from the 
interviews and the user tests has affected the interface. 
 

5.2 Why do people act insecure? 
The results of this study point towards that there are mainly two factors that cause users to act 
insecure: 

a) The users do not know how or why to act secure. (chapter 2.1 & 2.2) 
b) The users do not want to act secure due to social constraints. (chapter 2.1 & 2.2) 

 
To make the users know how and why to act in a “secure” manner it is important that they are 
informed of why they should behave like this and how they should behave. Hence it is of 
great importance that the users are educated, motivated and that it is accepted to act secure in 
the organisation. This was concluded both in the theory part of the study and in the interviews 
(see chapter 2.2.2, 2.2.3, 2.2.7, 2.2.8, 4.1.8 and 4.1.1 for more on this).  
 

5.2.1 Can the interface and the software prevent people from acting 
insecure? 

From the management perspective, it is important for the management to know where the 
educational and economic resources should be spent to ensure proper knowledge of 
information security in the entire organisation. From this point of view, the SIGURU-software 
is likely to prevent people from acting insecure since it will help the manager with how to 
invest in knowledge to obtain the best result. The SIGURU-software will also consist of an 
education module for each employee that is likely to help the employees obtain a higher 
education level. This part of the software will also prevent people from acting insecure, 
though this matter will not be discussed in detail since this study focus on the management-
part of the program.    
 
It is likely that education of the employees in an organisation will change the information 
security culture and making the users more aware of information security issues. Education is 
the first step to transform the company culture to an information security aware culture (see 
chapter 2.2.2 (education) for more on this). 
 

5.3 Monitoring the users 

Monitoring the users in the way that the SIGURU-software is supposed to is likely to be 
effective and enhance the information security at the companies where it is used (see chapter 
4.5.7 for more on this), though surveillance of users might also lead to a number of negative 
consequences (see chapter 2.2.6 for more on this).  
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A way to avoid these negative consequences could be to present the user with the same 
information that the manager can retrieve about him through the software program. By doing 
this the employee will know which details the management knows about him that is likely to 
make him/her feel less monitored, but more important, it will motivate the user to act in a 
more secure way to gain better statistics in the program (which might lead to other benefits 
like a better salary etc.). The need for having users that are motivated to act in a secure 
manner is emphasised in the theory part of this study (2.2.6) and suggested in the interview 
parts (4.5.7).  
 

5.4 The management’s mental model of information security 

The first conclusion that can be drawn from the interviews and the user tests are that 
management is more interested in the overview status of  the information security than the 
parts itself, this distinguishes the management from the more technical persons involved in 
information security, hence they must be presented with different information. The scenario 
used during the interviews did also show that mental model of information security consists of 
categories rather than single fragments of information. (see chapter 4.2) These categories 
where the ground for the flaps used in the prototype. 
 
The management also seems to see a strong connection between information security and 
finances; therefore it is desirable that the SIGURU-software can present how much the 
software saves for the organisation that purchases it and that this is also communicated to the 
buyers of the program in the beginning. Financial information about savings and costs for 
information security should also be added to the program to present this relationship to the 
management. (see 4.1.10, 4.4.3 and 4.5.5 for more on this) 
 
Management also considers information security on a more strategic level than the regular IT-
employee. This partly involves the financial aspect of information security as well since being 
able to showcase high information security as a business benefit against other companies. But 
it is also necessary for the management to know where an investment in information security 
will take the company in five years, in ten years etc. while it is more interesting for the regular 
IT-employee to know how a change affects the company today. This was highlighted in the 
interviews. Another example of this is that most of the changes that the users suggested in the 
lo-fi and the hi-fi prototype were changes regarding information that could be needed to make 
decisions rather than details in the interface (see chapter 4.4 and 4.5 for more on this).  
 
To support the need for this information, there are separate flaps for financial information. 
Much of the interface of the prototype was also made to enhance and facilitate the ability for 
managers to follow the development of the information security specific variables (i.e 
education, policy compliance etc.) over time.  
 
The information should tell about why an incident happened, what can be learned from it and 
how much it costs. The management test persons did also point out it was important to know 
how the company was doing today in different areas to be able to put resources towards 
critical areas. TP1 pointed this out “I would like to see the connection between the incident 
and our investments. How did our organisation work at the attack?” 
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The language must also be adapted to suit management. Since the management does not have 
the knowledge of and the interest for technical terms these should be avoided. The language 
should be straightforward, concise and explaining. (See chapter 4.1.2 for more on this) 
 
Management does not solely aim to create a more secure company. It is also interesting for 
management to see how investments in information security or re divisions of the information 
security budget can make the company more efficient by for example lowering the downtime 
of the companies’ systems (see 4.4.3 & 4.5.5).  
 
The management does also considers information security in a bigger context; they do not 
want to isolate single areas from each other. They would rather group many small areas (i.e. 
the cost for education and the cost for information security during a specific time) that affect 
information security into bigger chunks of information to get an overview of the development 
of this area rather than an overview of smaller areas. (See chapter 4.2 for more on this) 
 
Hence an information security-monitoring program for management should concentrate on 
the strategic and financial concerns of information security and present these in a language 
that is easy to understand for the management. 
 

5.4.1 What kind of information is useful for the target users? 

According to the discussion above, the information that is useful for the target users is first 
and foremost information that helps the users making financial and strategic decisions 
regarding information security and regarding the company’s future development with 
information security in mind (i.e. being able to present a good information security for a 
potential buyer of a service to be more competitive for the purchase of this service).   
  
 

5.4.2 Design heuristics for user centered security design with 
management as target users 

The overview page itself in the interface was said to be the most interesting and hiding “less 
important” information in the first view on all pages was seen as a good idea (see chapter 4.1, 
4.4 and 4.5 for more on this). This strengthens the heuristic regarding user centered security 
design that says that the user should not be exposed for too much information (see chapter 
2.4.1 and 2.4.2 for more on this) at the same time this partly contradicts Nielsens’ design 
heuristic regarding recognition rather than recall (see chapter 2.3.2), since the users said that 
they preferred to have a minimum of information presented directly and rather access 
additional information when the user wants to (see chapter 4.5.6). 
 
The management is also likely to access the information in another way than a person that is 
dedicated to take care of information security. The former will use the information on a daily 
basis while the management will use the information less often and then it is important that 
they get a good overview in a fast way. (See chapter 4.1.2 for more on this) 
 
The management also prompted that the language must be adopted to suit management. If not, 
the target users are not likely to understand the program. (See chapter 4.5.8) 
 
 
Three design heuristics for user centered security design aimed at management are therefore: 
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1. Provide overview information very early in the program. The ordinary manager does 

not have the time or the knowledge to make this overview by himself. 
 
2. Do not overwhelm the user. The ordinary management man/woman is not interested in 

the details of the information security and/or do not have time to read this sort of 
information. If he or she wants to access them he or she is likely to find them.  

 
3. Provide information in a way that is common to the manager. Use wordings that the 

user understands. Provide contextual help for expressions that must be presented in a 
technical way. 

 

5.5 Evaluation of the concept  

The need for a software that takes into concern the human part of the information security is 
huge. There is a strong support for this statement both in theory (see chapter 2.1.3, 2.2.2, 
2.2.3, 2.2.6, 2.2.7 and 2.2.8) and in practice (chapter 4.1.9). Since the cost for information 
security incidents is enormous (see chapter 2.1.1) it is likely that the company that finds a way 
to lower these costs for other companies has a very good business opportunity. At the same 
time it is interesting to see that, according to the interviews made during this study, most 
resources are spent on technical solutions (chapter 4.1.3) even though the internal human 
failures are the most cost consuming for the companies.  
 
The individual user has a great responsibility for his own information security (see chapter 
4.1.10). Because of that, it is important that the individual user knows how to act secure, that 
the management can follow his/hers development and the organisations development 
regarding knowledge about information security. At the same time it is important that 
management acts as role models for proper information security behaviour (see chapter 2.2.5 
for more on this) otherwise it is not likely that the employees will present this behaviour. 

 

5.6 Method Criticism 

Since the interviews were made in Swedish but the transcript in English, there is a risk that 
some words or expressions used by the interviewees may be changed or even lost during the 
transcription. There is also a risk that some subliminal and non verbal communication may 
have been lost.   
 
Another problem was with arranging the user test and the interviews of the different 
prototypes. Since the target users are persons that have some kind of management role in their 
company they are often very busy, hence it is hard to make them take time off for conducting 
interviews/user tests. Though having seven in depth interviews and five user tests should be 
enough for providing reliable and valid results, according to Nielsen (2000) five user tests are 
the most optimal numbers of users to test on from a time and cost perspective.  
 
All the questions that were supposed to be asked were asked and all the task that were 
supposed to be performed were performed, except for task number four on the fourth test 
person. This was simply due to that this task was overlooked during the test. 
 



 

  33 
 

Some numbers and examples in the theory chapter derive from the British and American 
market. These numbers should be able to apply to Swedish companies as well since the 
Swedish, British and American companies all are integrated in the western market. The 
software itself is actually aimed at an international market and there it is highly relevant to 
have numbers and examples of international companies in the study.    
 

5.6.1 Validity 

Since the study has been conducted on management and professionals in information security, 
the results from it should be valid. It is possible that another sample from the management 
group would have resulted in another outcome of the study, but since the results and the 
opinions that were used in this study were relatively equal among the individuals in the group, 
the risk for this should be considered to be quite small. The theory that has been used in the 
study has been written by professionals on the subject which should mean that it is of high 
quality and that the results and opinions that are presented are valid and reliable. 
 

5.6.2 Reliability 

The study should be reliable since all the documents and questions that have been used in the 
study are appended to this report. It is possible that another sample of test subjects would 
result in another results but since the results and the opinions that were used in this study were 
relatively equal among the individuals in the group, the possibility for this should be 
considered to be quite small. 
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6. Future research 
Since the company management’s are very focused on money and resources, it could be 
relevant to construct an algorithm that calculates, or estimates, how much a company saves by 
using the Siguru-software or how much it could save. 
 
It may also be relevant to conduct a study that investigates how important different aspects of 
the information presented in this program are to the management. By doing this, this 
information may be presented even more directly to the management (this study only took 
into account what kind of information is important to the management and not how important 
the different aspects of this information is to the management). 
 
From the interaction design point of view, it may be interesting to conduct a study to see how 
the program is used on the companies since it may be used in a different way in practice than 
in test. On the same token, it could be interesting to investigate how the program is used? It is 
supposed to be used to increase the information security level for the company that is using it. 
Another area where it might be used is to present reliable information security for the 
potential buyer of a service that is offered by the company that is using the SIGURU-
software. 
 
It would also be interesting to study how the program might be adjusted to suit different users 
(i.e. the manager for a car company compared to the manager for an IT-company). 
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Appendix A – Interview questions 
 

a) Which routines does your organisation have for information-security today? How is 
the work concerning information-security organised today? Who is responsible for this 
work today (in practice/official)? Do you consider your organisation to have any lacks 
in the work with information-security? How can these be solved? 

 
b) What kind of threats do you consider to be the most dangerous for your organisation? 

Internal or external? Technical or human? On which kind of threat is most of the 
budget spent? Why?   

 
c) Which are the most severe security incidents that you have experienced? Why did they 

happen? Could they have been avoided?  
 

d) What kind of problems are there with today’s security applications (i.e., firewalls, 
anti-virus software, IDS, patches/upgrades) from your point of view? In general? Does 
your organisation have a security policy? If yes, how is it used? Does your 
organisation have any kind of follow up of the security policy to see if it is complied 
with?  

 
e) What kind of information is most important to show to get a grip of the status of the 

security for an organisation? (i.e., level of education, if the security policy is complied 
with, status of the firewalls etc.) For you? For company management? In general? 
Which aspects are not covered by today’s systems?  

 
f) In which way do you think company management would like to have information 

concerning levels of security presented? Do you think that this group would like to 
have the information presented in another way that for example system administrators 
would like?  

 
 
g) What sort of information is important for the users to know when they are using the 

company network? (The need for updates, clear the cache, potential security threats 
etc.) 

 
h) How much does your organisation spend on information security today? How are 

these money spent? How much is spent on education? Could this money be spent 
better to attain a higher quality on the information security? What improvements 
should be made if you got a little bit more money? Much more money?  
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Appendix B – Summary of interviews 
 

Routines 

 
* What/who is the weakest link in the (security) system? 
 
Interview 1: Internal threats and human threats 
Interview 2: Internal threats and human threats 
Interview 3: Internal threats and human threats 
Interview 4: Can’t say.  
Interview 5: Internal threats and human threats  
Interview 6: Internal threats and human threats 
Interview 7: Internal threats and human threats 
 
 
* Who has the formal/informal responsible for security? 
 
Interview 1: The formal and informal responsibilities are taken by three organisations but 
users have a responsibility to act secure.   
Interview 2: The formal and informal responsibility is taken by the interview subject.  
Interview 3: The formal responsibility is taken by the security organization but the informal 
responsibility is taken by each employee. 
Interview 4: The formal responsibility is taken by the security supervisor but the informal 
responsibility is taken by each employee. 
Interview 5: The formal responsible is the highest chief of the organisation but in practice it 
is the person that is responsible for the IT-security. 
Interview 6: The formal responsible is the highest chief of the organisation but the interview 
subject does have a both formal and informal responsibility. 
Interview 7: The formal responsibility is on the director of  IT, the interview subject is 
responsible among others in practice.  

Problems and incidents 

 
* What types of information security problems does the organisation have? 
Interview 1: Can’t see any special problems since the organisation uses thin clients but 
mentions hacking. 
Interview 2: Human actions (for example talking too much) are the biggest security problem. 
Interview 3: Human actions, co-ordinating the security work between different organisations, 
use of USB-memorysticks, use of copy machines with hard drives 
Interview 4: Can’t see any special problems in the organisation. 
Interview 5: The order in some computer halls and awareness of the need the need to act 
secure. How to make routines, humans and technology to co-operate.  
Interview 6: No education and flexibility is prioritised above security 
Interview 7: The organisation needs better training for intrusion etc. 
 
* Which is the most dangerous security incident that has occurred to the organisation? 
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Interview 1: Can’t see any special problems since the organisation uses thin clients but 
mentions hacking. 
Interview 2: Thefts of psychical equipment (i.e. computers). 
Interview 3: Can’t say. 
Interview 4: Can’t say. 
Interview 5: Hacking 
Interview 6: Placement of a hacked computer on the LAN. 
Interview 7: Virus (Nimda) 

Security policy 

 
* Does the organisation have a security policy? 
 
Interview 1: Yes. 
Interview 2: Yes 
Interview 3: Yes 
Interview 4: Yes 
Interview 5: Yes 
Interview 6: Yes 
Interview 7: Yes 
 
 
* Is this policy followed up and if it is, how? 
 
Interview 1: No. 
Interview 2: Yes, both in a formal (controls) and a non formal way (tips of misuse). 
Interview 3: Yes, controls and education. 
Interview 4: Yes, through education. 
Interview 5: Yes, through surveillance of the network. 
Interview 6: No. 
Interview 7: Yes, through surveillance and education 
 

Problems today 

 
* What kind of problems are there with today’s software solutions for the organisation? 
 

Interview 1: Updating, time consuming. 
Interview 2: Trojans can both enter and go out through the system without being noticed by 
the anti-virus software 
Interview 3: To many systems – it is hard to get an overview of them 
Interview 4: Those who would like to do harm are most often one step ahead. 
Interview 5: Immense, there is an amount of logs. 
Interview 6: It is to hard to follow up changes 
Interview 7: Can’t see any problems. 
 

Management 

 
* How should information regarding information security be adapted to suit management?  



 

  41 
 

Interview 1: The language should be adapted to a non technical person. 
Interview 2: The information must be adapted to what kind of information that is interesting 
for the management (technical, physical, strategies etc.).  
Interview 3: Can’t say. 
Interview 4: An analyse of the current situation, how much it costs to reach a specific level. 
The language should be so clear that it can’t be misinterpreted.  
Interview 5: The language and information needs to be adapted to the receiver of the 
information. Management are more interested in strategic and economic concerns.  
Interview 6: The management needs to have the information in an easier language (which 
concerns risks, strategic concerns etc.) 
Interview 7: Strategic concerns 
 
 
* What type of information is the most important to know to get an overview of the security? 
Interview 1: Policies, documents, how should the users act. 
Interview 2: Level of education. 
Interview 3: Who handles what type of information, who is responsible for this information. 
Information to decide strategic questions.  
Interview 4: What kind of information that the organisation owns.  
Interview 5: Can’t say 
Interview 6: Can’t say since there are to many tools for each area today 
Interview 7: Can’t say 
 

Users 

* What information is most important for the users to know when they are using an 
organizations network? 
Interview 1: What kind of information that is most important to protect. Updates of the 
software. Backup.  
Interview 2: Rules, the way to act when using the network. 
Interview 3: Who to ask if a problem occurs, How important is the information that I’m 
using, can it (the information) be recreated, how much would someone like to get this, what 
do I do if someone steals my computer? 
Interview 4: What the user is allowed to do. 
Interview 5: The user should be educated but the rest should be automatic.  
Interview 6: It should be automatic 
Interview 7: Passwords (how to use them) 

 

Money 

 
* Where are the most resources spent? On technical or human resources? 
 
Interview 1: Doesn’t know but the technical security is likely to be prioritised.  
Interview 2: Human resources (information etc). 
Interview 3: Doesn’t know. 
Interview 4: Mainly on the technical aspects. 
Interview 5: Most time is spent on developing routines etc but most money is spent on 
technical equipment.  
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Interview 6: Technical 
Interview 7: Human (organisational aspects) 
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Appendix C - Transcriptions from interviews 
 

Interview 1 
 
What kind of information is most important to show to get an overview of the security? 

For management? For you? Which aspects of security do today’s systems not highlight? 
 
TP: “That depends on what kind of information security you are interested in. Depending on 
this I would contact different persons. “ 
 
J: “And if you would be in charge of the organisation, what kind of information would you 
like to know” 
 
TP: “That is more likely to be information regarding policies and how the staff should act 
according to these, and then it is more a question about documents” 
 
J: “If you would like to get an overview of security, what would you like to know”? 
TP: “I’m more interested in the technical aspects and it is quite easy to get in touch with 
someone who explains this, which they surely would like to do. 
 
J: “But if you would have a programme, what sort of information would you like to be shown 
in that program?” 
TP: “Well, I’m not allowed to do that actually. That is a part of the policy. It is a part of the 
contract I signed when I was hired here. If I would like to do that I would have to ask for 
permission first.” 
 
J: “But if you were allowed” 
TP: “For what purpose would I do that, to prepare for an attack”? 
 
J: “No rather to prevent one…” 
TP: “I know that people know about this information already so I would probably ask them, 
but if these person wouldn’t work here, I would like to get to know how the networks are 
constructed and connected to each other, which computers, where is the critical infrastructure, 
routers, router information, wireless networks, and certification” 
 
In what way do you think that management would like to have security information 

presented? How does this differ against how more technically skilled persons would like 

to have the information presented? 

 
TP: “They need to get an overview of security, but they do also need some technical details in 
another way. They need to know if our security team has some kinds of problems. So the 
security team gets more resources to update or buy new things. So of course they will need to 
know the technical things as well. But the technical stuff must be wrapped in a way that a 
person that might not know so much about technology understands that language… And there 
the management man can’t do that much, they must trust that the security teams give them the 
correct overview. He can’t start to scan ports and find vulnerabilities in sisco-routers etc. 
Though he can decide how the money should be spent. Between the soft sides and the 
technical sides.” 
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Interview 2  

 
What kind of information is most important to show to get an overview of the security? 

For management? For you? Which aspects of security do today’s systems not highlight? 
TP: How do you mean? For the security routines… It is the activity system that controls them.  
J: But if you compare to know that anti virus software are updated with that the employees 
know how to act secure. 
TP: Now I don’t really know what you’re looking for… 
J: You want to create an overview for how the security situation is in the organisation to find 
out where the problems are. Is it then more important to know the more technical stuff, like on 
this computer there is a anti virus software that is not updated compared to, at this computer 
there is an employee that is not acting secure. 
TP: It is more important to know about the employees, that they are educated and know the 
importance of acting secure. It is too easy to forget to think. Like oops here is a document that 
I shouldn’t see or the customer. There are different stages of who should see what, it is not so 
good that the customer sees our strategies for him and what kind of future we think about for 
the customer and what we think about the customer. That is not so good… 
 
J: Do you think that there is some part of the security for your organization that you don’t 
have control over today. 
TP: Not in the way that there is a risk for lacks in security. There is some documents that no 
one really know who owns. It just lies around. That is not a risk but a problem, what should 
we do with this information? It just lies around. That is a… not a problem but we don’t really 
know what to do with it.  
TP: But apart from that… It is not that easy to always stay updated with how things 
develop…  
 
In what way do you think that management would like to have security information 

presented? How does this differ against how more technically skilled persons would like 

to have the information presented? 

TP: It doesn’t work with software. I would like to give a presentation of how we’re working 
and how the security works at our organisation. And then, you can adjust this for the listener. 
If he is interested in IT-security then we can give him that angle, if he is interested in physical 
security we can give him that angle, how the employees threated… So, there are different 
angles of what security is. So… I could do a presentation of how we work and how we 
organise to be as secure as possible… 
 
 

Interview 3 

 
What kind of information is most important to show to get an overview of the security? 

For management? For you? Which aspects of security do today’s systems not highlight? 
TP: Eh, where the information is located. The most important is to get to know what kind of 
information that is being used in the system and where is this stored. If I don’t know this I’m 
completely blind. Then I don’t know what parts of the system that needs to be protected and 
what parts of the systems that someone might want to access. An example is if I someone just 
has public information on his computer, there is absolutely no need to protect this information 
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for intrusions. But there might be a need to do backups and guarantee that the data can be 
recovered. But if I don’t know where and what, then I’m completely blind.  
 
J: Is there any special type of information that management would like to know about? 
TP: I don’t know… Since… Management. Then I thing those who are in charge of an 
organisation. 
J: Mmm 
TP: I don’t know if they want to know it they need to know all the details. Like how the net is 
built or what servers are used to store what type of information. 
J: But suppose that management aren’t as technically involved as you are… 
TP: No, but I guess they need to know which positions that handle what type of information 
and first and foremost who in each part knows about it and are responsible for it. Like what 
divisions are doing things that are worth to protect and may harm us if it is destroyed or if it 
becomes public. And then some technically skilled person must be close to management and 
can answer technical questions. So that strategic decisions are done without concerning the 
technical aspects but with information security in mind.     
 
(The interview subject mentions an example which is not transcribed here) 
 
TP: A general answer is hard to define… But it is the level of details in the information that 
differs. And… I don’t think that all the management needs to know about this but there should 
be a connection to information security in all major decisions. 
  
 
 
In what way do you think that management would like to have security information 

presented? How does this differ against how more technically skilled persons would like 

to have the information presented? 
 
TP: I have no idea. I don’t dare to answer that. Since it involves a “should” and it is not in my 
area of expertise. The question is very complicated. It is a combination of information 
presentation and business issues and I got no competence in that area. 
 
 
 

Interview 4 
 
What kind of information is most important to show to get an overview of the security? 

For management? For you? Which aspects of security do today’s systems not highlight? 

TP: I don’t understand. 
J: For example the level of education, if the firewalls are updated… 
 
TP: It is up to one who is in charge of the security that everything is updated to the latest 
version. Then I don’t think that you need any academic level on that. It is common sense that 
you are careful with how you spread information and where you send your e-mails and who 
you let in… 
J: But is there anything that is more important than anything else to know? 
TP: Who is hired and who is not, what is allowed come out where and what is not allowed 
come out. 
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J: What kind of information that is important to defend? 
TP: Yes, what kind of information that the company owns. 
 
J: Do you think that there is a difference between what you think is important and what the 
management think is important? 
TP: There is surely a difference in what they think is important and not important. 
J: What would that be? 
TP: Well, there is mainly a question of what you know about the company and what you think 
is important. I’m sure that there is a difference between management and the people on the 
floor, what is a crime and what is illegal and so on… 
 
 
In what way do you think that management would like to have security information 

presented? How does this differ against how more technically skilled persons would like 

to have the information presented? 
 
TP: What management needs is an analysis of the current security situation. Inner and outer 
attacks, what level are we on? Then there is always a prize to go up from that. As responsible 
it is important to inform management about how vulnerable you are and the costs of improve 
this. 
 
J: Do you think there is a difference between how technical persons and management would 
like to have this presented? 
TP: Technical person? 
J: Like sysops… 
TP: No, the policy should be developed so that everyone can comprehend i. You would like to 
make a difference between technical and non technical persons? 
J: No, I would like to make a difference between management and say sysops. 
TP: The text should be clear, it should not be possible to misinterpret it. 
  
 
 
 

Interview 5 
 
What kind of information is most important to show to get an overview of the security? 

For management? For you? Which aspects of security do today’s systems not highlight? 
 
TP: What do you mean? 
J: The security in your organisation, if you would like to get an overview… Like, how secure 
is your business?  
TP: In our system, we have some demands that some systems always should have continuous 
penetration tests, and policy surveillance and things like that. If it is that you’re looking for?  
J: Partly but if you would compare with knowing the education level for the employees 
compared to… 
TP: Oh you mean that, if you’re going to conduct an attack towards our organisation how 
should you act then? Is that what you mean? 
J: Partly 
TP: Actually I wouldn’t like to answer that. 
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J: But if you’re going to prevent such attack, is it more important to know the educational 
level of your employees, that all systems are updated, or… 
TP: I have no chance do know that. I can just inform that for me I must be able to demand that 
those who are in charge of our systems have sufficient education.  
 
In what way do you think that management would like to have security information 

presented? How does this differ against how more technically skilled persons would like 

to have the information presented? 
 
TP: I would give them a GAP-analysis. 
J: And that means? 
TP: I would look at the employees, how they are structured. Find out what the aim is for the 
IT-security. Then I would look at the employees how they are structured, through a GAP-
analysis. Then I would look at the technology, and do the same thing. What does the 
organisation want to achieve and what would they not want to achieve. And then I’ll do some 
kind of spider diagram to show this information. But that costs a lot of money… 
 
J: If you would do the same thing for a more technical person would you use some other 
information then? 
TP: You must talk to technicians in their language, you have to talk to users in their language. 
My job is to talk so that everyone understands. I have to talk to managers in their language, I 
have to talk to IT-people in their language and to economist in their language. This actually is 
the hardest thing. 
J: But what differs the language of technical people from the language of management?  
TP: I can’t explain that but you have to be much more detailed when you talk to a technical 
person. They are not interested… That is like when you do a STANDS-analysis what do they 
wanna do? Yes, they would like to settle SBASE 4.8 and replace it with SBASE 5.7. That 
would make their lives easier. But you can’t go in and say that to the management and say 
that the technicians would like to do settle that and replace it with that. I have to say we have 
to improve that kind of support, it costs that much and we expect that kind of gain by doing 
that.  
 
 
 

Interview 6 
 
What kind of information is most important to show to get an overview of the security? 

For management? For you? Which aspects of security do today’s systems not highlight? 
 
 TP: The technical strategy should be in layers. Always run the protection in three layers. One 
has firewalls to get in to the organisation, which is one level. And than you should have 
firewalls on the servers to protect and scale if the first firewall would not protect. And then 
you have a firewall on each client. The same thing appeals to anti-virus software where you 
should have anti-virus software on the mail gateway, and then on the servers, and then on the 
clients. It is three layers strategy that should do it! 
 
J: But if you are going to create an overview rather than to implement something? 
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TP: Well, that doesn’t exist today. The overview is in someone’s head. And such a system 
doesn’t exist today. If you want information about anti virus you have to use the anti virus 
software, if you want firewalls you have to access the firewall. 
 
In what way do you think that management would like to have security information 

presented? How does this differ against how more technically skilled persons would like 

to have the information presented? 
 
TP: The difference is verbal, in how you speak. They should have the information in another 
level. One should talk at the level of management, you shouldn’t talk about bits and bytes… 
J: So what should you talk about? 
TP: You should talk about strategic concerns and threats. 
 
 

Interview 7 
 
What kind of information is most important to show to get an overview of the security? 

For management? For you? Which aspects of security do today’s systems not highlight? 
 
TP: Hard to say… I’m positive to revision and penetration tests. That is almost the only way 
of getting to know how the state of security. So we try to do that once every year. 
 
In what way do you think that management would like to have security information 

presented? How does this differ against how more technically skilled persons would like 

to have the information presented? 
 
TP: I would like to make us less depending on single key persons. We do also have to keep 
our business together and make prioritisations and standardisations for our business. No one 
should be allowed to skip security routines. 
 
J: If you would do the same thing with more technical persons, what you talk about then? 
TP: Actually the same thing, though I’m inviting technicians to take part of different courses 
in the community and I’m choosing to pay for some of these courses, because often 
organisations say that we can’t afford things like that….  
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Appendix D - Scenario 
Suppose that you are a consultant for a manufacturing company. The management in this 
company would like to have information to be able to gain knowledge about the quality of the 
organisations information security, to be able to obtain a high level in it. 
  
Read through the information below. If you lack any information fill it in on the blank lines.  
  
Grade the information compared to how important it is for the company management to 
know. (1, for most important, 2 for second important and so on)  

�  How many employees that has passed a certain education.  

�   The education level at the company. 

�  How the education level at the company has evolved over time.  

�  How well the security routines at the company are complied to (i.e. if there are backups 

made on the database each day)  

�  Which employees that are ”weak links” (not following the security policy, has not 

undergone education etc) 

�  How different computers/services complies to the company’s security policy.  

�  What kind of equipment that the company possess (computers/Operating systems etc) 

�  What kind of risks there are against different computers/systems. 

�  How the company is attacked. 

�   __________________________ 
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�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 

�   __________________________ 
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Appendix E – Pictures of the prototype 
 

Version 1 of the prototype (the lofi-version) 
 
Fig 1. The overview page of the lo-fi prototype, this page presents an overview of the current 
information security situation in the organisation. 
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Fig 2. The routines page of the lo-fi prototype, this page shows how the information security 
policy is complied to. 
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Fig 3. The education page of the lo-fi prototype, this page shows how the educational level in 
the company develops and which areas that might be in need new education. 
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Fig 4. The hardware page of the lo-fi prototype, this page shows the status of the 
organisations hardware from an information security perspective. 
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Fig 5. The trends page of the lo-fi prototype, this page enables the user to compare different 
trends in the organisations information security. 
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Fig 6. The policy page of the lo-fi prototype, this page enables the user to edit the 
organisations information security policy. 
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Fig 7. The settings page of the lo-fi prototype, this page enables the user to customize the 
program. 
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Version 2 of the prototype (the first hifi-version) 

Fig 8. The overview page of the hifi prototype, this page presents an overview of the current 
information security situation in the organisation. 

 
 
Fig 9. The routines page of the hifi prototype, this page shows how the information security 
policy is complied to. 
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Fig 10. The employees page of the hifi prototype, this page shows how the educational level 
in the company develops and which areas that might be in need new education. 

 
 
Fig 11. The review employees page of the hifi prototype, this page enables the user to review 
how a single employee is acting concerning information security. 
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Fig 12. The inventory page of the hifi prototype, this page shows the status of the 
organisations inventory from an information security perspective. 

 
 
Fig 13. The resources page of the hifi prototype, this page enables the user to see how the 
resources has been spent on information security and the outcome of the investments. 
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Fig 14. The trends page of the hifi prototype, this page enables the user to compare different 
trends in the organisations information security. 

 
 
Fig 15. The policy page of the hifi prototype, this page enables the user to edit the 
organisations information security policy. 
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Version 3 of the prototype (the final version) 

Fig 16. The overview page of the final prototype, this page presents an overview of the 
current information security situation in the organisation. 

 
 
Fig 17. The routines page of the final prototype, this page shows how the information security 
policy is complied to. 
 

 
 



 

  63 
 

Fig 18. The employees page of the final prototype, this page shows how the educational level 
in the company develops and which areas that might be in need new education. 

 
 
Fig 19. The review employees page of the final prototype 
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Fig 20. The inventory page of the final prototype, this page shows that status of the 
organisations hardware from an information security perspective. 

 
 
Fig 21. The resources page of the final prototype, this page enables the user to see how the 
resources has been spent on information security and the outcome of the investments. 
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Fig 22. The trends page of the final prototype, this page enables the user to compare different 
trends in the organisations information security. 

 
 
Fig 23. The policy page of the final prototype, this page enables the user to edit the 
organisations information security policy. 
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Appendix F – Tasks and questions for the user tests 
 

Questions and tasks for the Lo-Fi tests (TP 1 and 2) 
 
Question 1) Impressions of the first page?  
 
Task 1) Inspect the equipment that the organisation possesses and the threats against this 
equipment.  
 
Task 2) Inspect how the education level has developed compared to the general security level.  
 
Task 3) Review the organisations IT-policy.  
 
Task 4) Review the education status on a single employee 
 
Task 5) Find the employees that constitute a threat against the organisations IT-security. 
(Weak link) 
  
Task 6) Review the threats that the organisation has been exposed for and how these has been 
taken care of. 
  
Question 2) How do the bar charts work for you?  
 
Question 3) How explaining are the texts for you?  
 
Question 4) How explaining are the names on the flaps? What names could be used instead?  
 
Question 5) Could the information be structured in a better way?  
 
Question 6) Do you understand what you can do with the software? Is there any need for more 
instructions? In that case, how/where?  
 
Question 7) Could the software be more efficient? How? 
  
Question 8) Is anything missing?  
 
Question 9) What is good?  
 
Question 10) What is bad?  
 

Questions and tasks for the Hi-Fi tests (TP 3,4 and 5)  
 
Question 1) Impressions of the first page 
 
Task 1) Change your policy so that no attachments may be sent with the e-mail and that  e-
mail not may be used for private matters. 
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Task 2) Check how your employee Doris Dofferström is acting from a security point of view. 
 
Task 3) Identify which weak links there are in the company. Weak links means items that 
causes a security threat 
 
Task 4) Compare how the general level of security has developed compared the education 
level. Compare this over a period of time. 
 
Task 5) Compare how the money for information security has been spent during 2002 and 
2003 and the turn out of these investments 
 
Question 2) Would you prefer a left based view or a centered view? 
 
Question 3) Those blue triangles that indicate that you can see something more of a menu, 
what do you think of them? 
 
Question 4) Are the green circles that indicates what has happened at a certain time a good 
way to show this? 
 
Question 5) What do you think of having "balloon menus" that explains the content of a 
certain drop down? 
 
Question 6) What do you think of the structuring of the information? 
 
Question 7) Are the naming of the flaps obvious? 
 
Question 8) How obvious is it what can be done with the program? 
 
Question 9) Are the number of instructions enough? 
 
Question 10) Could the program be made more efficient? 
 
Question 11) Do you miss anything? 
 
Question 12) What is the best thing with the program? 
 
Question 13) What is not so good with the program? 
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Appendix G - Task logs 
 

Task log TP1 (Lo-fi test) 

 
Question 1) Impressions of the first page? 
  
U: “I would like to have something else to start with. I think that the users would need a better 
introduction to the system.” 
 
I: “What would that be?” 
 
U: “Let me think about that…” 
 
I: “We could come back to that in the end of the test…” 
 
U: “Yes…” 
 
(The user did not have any direct suggestion at the end of the test) 
 
-- 
 
U: Ask about what each flap is going to do 
 
U: “Management might use this tool once every fourth month… “ 
 
U: Clicks at the link to the history page and looks at the history page for threats 
 
U: “If we’ve been exposed for a virus attack, then I can see each date, but I do also want to 
know the cost for us, why it did happen, what conditions we had at that time (routines, 
security). I would like to see the connection between the incident and our investments to be 
able to take strategic decisions. How did our organisation work at the attack? 
 
Inference 1: The user needs a more detailed history to be able to make strategic decisions 
from the information used in it. The history should include: 

• When the incident did happen 

• Why the incident did happen 

• How much harm was made 

• How much it did cost (time and money) 

• Conditions at the time 
 
-- 
 
Task 1) Inspect the equipment that the organisation possess and the threats against this 

equipment.  

 
U: Checks the flap 
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U: Points at the inventory (not the flap) 
 
(Inventory page appears, the task is solved here) 
 
U: Points at a critical threat 
U: “Can you see the consequences here?” 
 
I: “No, would that be relevant?” 
 
U: “Maybe…Yes I think so…” 
 
Inference: Consequences for threats should be included in the hi-fi prototype to make the 
user more aware of the consequences for the security incidents. 
 
I: “What do you think about the page” 
 
U: “Pretty good actually, I can’t find any complaints… Hmm trends what does that mean?” 
 
U: Clicks at the trend link 
 
U: “What does this mean?” 
 
I: Explains. 
 
I: “Would this be useful?” 
 
U: “Yes, I get a good picture of the security situation here… But what does this picture tell 
me?” 
 
I & U: Resonates about the graphs. 
 
I: “Do you think that this could be useful?” 
 
U: “Yes, definitely” 
 
 
 
Task 2) Inspect how the education level has developed compared to the general security 

level.  
 
(Already made during the previous task) 
 
Task 3) Review the organisations IT-policy.  

 
U: Clicks the policy flap and expands the policy. 
 
U: “That was logic!” 
 
I: “What do you think about this” 
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U: “Well… our policy could be quite… messy. But that depends on how you write the policy. 
If the policy is good, this would be a good tool” 
 
Task 4) Review the education status on a single employee 
 
U: Clicks the education part on the first page (not the first flap) 
 
U: Clicks on Review Employees. 
 
U: “Oh, here it is” 
 
U: “And here I can see all the employees” 
 
I ”Yes, would that be useful?” 
 
U: “Yes, for big companies, but also for us… It is not for the management, but rather for the 
security boss, an excellent tool” 
 
Task 5) Find the employees that constitute a threat against the organisations IT-

security. (Weak link)  
 
U: “Then I shouldn’t look at education…” 
 
U: “Let’s see, routines, education status, hmm where can I find this?” 
 
U: “I could find it there (points at education), I don’t know…” 
 
U: “I can’t find it…” 
 
I: “Where would you like it to be?” 
 
U: “Perhaps during routines…” 
 
I: Shows where the information is 
 
I: “What would be most logic for you” 
 
U: “I think where you placed it is the most logical place actually” 
 
Inference: The current placement of review employees is illogical. Review employees should 
be placed at a better place to enhance the use of the system for the user. 
 
Task 6) Review the threats that the organisation has been exposed for and how these has 

been taken care of. 
  
U: Clicks the inventory and finds the solution at once after he has glanced through the page 
and clicks at the history. 
 
U: “This was easy” 
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I: “how come you didn’t go through the first page?” 
 
U: “Hmm, I don’t know… I could have used it…” 
 
Question 2) How do the bar charts work for you?  
 
U: “They suit me very well. I like bar charts!” 
U: Starts to look at the diagrams. 
 
U: “I would like to know the conditions at the dips, why did they happen?” 
 
Inference: It should be possible to find the conditions at dips and highs in the diagrams, by 
doing this, the user will be able to see why an a dip or high in the diagram happened and 
thereby use the system to make better decisions for the future. 
 
Question 3) How explaining are the texts for you?  
 
U: “They are okay, you can always find help if you don’t understand…” 
 
Question 4) How explaing are the names on the flaps? What names could be used 

instead?  
 
U: I suppose that there will be more information about the names… So one will know what 
each flaps give you.  
 
I: “Nothing is decided yet… Should there be more text” 
 
U: “No, users want as little text as possible.” 
 
Question 5) Could the information be structured in a better way?  
 
U: Browses through the flaps and resonates with himself and the interviewer. 
 
U: “I would like to have one flap for employees and one for technique, so that these would be 
separated. What should the word be for this?” 
 
Question 6) Do you understand what you can do with the software? Is there any need for 

more instructions? In that case, how/where?  
 
U: “Since you give an introduction about the program, one can understand what you can do 
with it. Perhaps there should be some education for the program. And a manual. 
 
Question 7) Could the software be more efficient? How? 

  
U: “Oh, no, I can’t tell…” 
 
Question 8) Is anything missing?  
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U: “There might be things missing, but one often finds that after more expensive testing. 
Often one wish to much and then everything takes to much time and then the software is out 
of date.” 
 
Question 9) What is good?  
 
U: “I think that, today we lack tools in the security area. I need a tool to create an overview of 
the security situation. Since information security is very important then this is very important. 
But the tools shouldn’t be too complicated.  
 
Question 10) What is bad?  
 
U: “I can’t say anything…” 
 
 

Task log TP 2 (Lo-fi test) 

 
 
Question 1) Impressions of the first page? 
  
U: “Well… I think that the graphical interface shows that there is a lot of information. The 
interface is easy and clear, it looks good this far…” 
 
(The user clicks around a bit and asks questions about the interface and then clicks into the 
history) 
 
I: “Is the history usable?” 
 
U: “Definitely, then you can compare with past week, month or period. Then you can scroll 
back. If I would like to se the 25th April last year. It depends on what company. Many 
companies have a lot of statistic and it is important to find incidents at a specific date.  
 
Inference: The history page should have options that let the user compare the threats during 
specific periods. By doing this, the user will be able to use the software to learn from past 
events. 
 
Task 1) Inspect the equipment that the organisation possess and the threats against this 

equipment.  
 
U: “Equipment, you mean physic equipment?” 
 
I ”Yes” 
 
U: “Inventory perhaps” 
 
U: Clicks the inventory flap 
 
U: “And you would like to know…” 
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I: “All equipment…” 
 
U: “Hmm…” 
 
I: Clicks the trends flap 
 
U: Clicks around in the trends flap with different graphs for about a minute. 
 
I: “You should get a list over all equipment, rather than a graph” 
 
U: “Yes, but that is not really education” 
 
I: “Would you like me to show you the solution” 
 
U: “Yes” 
 
I: Shows the solution 
 
I: “So these triangles should indicate that there is more information hidden under them…” 
 
U: “Mhm…” 
 
U: Opens the trends flap and starts resonation with the interviewer around about the graphs 
again for about 45 seconds. 
 
I: Opens the inventory flap. 
 
I: “Could it be made clearer that you should open this triangle?” 
 
U: “But I don’t understand what a graph should tell me about this…” 
 
I: “But you don’t reach the graph here…” 
 
U: “But you said before that it would be presented as a graph” 
 
I: “Uhm no, if you would have clicked this (points at the inventory link in the inventory) you 
would have reach this (shows the inventory page”” 
 
U: “Ah, I see… So there you can see the displays that you could not see in the trends… Ah… 
Then it is interesting stuff” 
 
U: Moves the graphs page to the top of the prototype 
 
U: “But what about policy compliance?” 
 
I: “its how the policy is complied with by the employees” 
 
U: “Oh, perhaps you could view that all the time in the graphs, in the background, like the 
index in the stock market” 
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I: “That could be interesting…” 
 
I: “Could it be made clearer that there is more information under the triangles?” 
 
U: “I hade a hard time to see that that kind of information… Oh you get that under 
inventory…” 
 
U: “It’s a good idea to click down to more information and just show basic information at the 
start” 
 
I: “Is the information shown basic?” 
 
U: Looks at the page 
 
U: “Yeah I think so…” 
 
U: Clicks in to the history 
 
User and interview talks about the history 
 
I: “How would it be if one presented shortcuts to specific years?” 
 
U: “That would be a good idea!” 
 
U: “I think it is a good idea to minimise the first information on the page, if the user gets to 
much information he can’t comprehend it. But if you work more with the program then you 
can comprehend the information. 
 
I: “Yes, one can click default view to select the view you like” 
 
U: “I like that” 
 
Inference: The user wants a clutter free page. It is a good idea to remove clutter, by using the 
triangles to show and hide the information that is not so important. 
 
Task 2) Inspect how the education level has developed compared to the general security 

level.  
 
U: “Compared to the general level, is that written as the company level?” 
 
I: “Yes, like a overview of all other levels” 
 
U: Clicks the history and resonates about the history 
 
I: “But you would like to compare the two levels” 
 
U: “Ah” 
 
U: Clicks the trends link in the history page 
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I: “You choose not to click the flap to reach this page…” 
 
U: “Ach so, so you can reach it from there” 
 
I: “Is that a good solution” 
 
U: “Yes, but initially you need a guide, something that shows how you how to do. I usually 
call this a handrail, not an American manual where you sit with the fingers like an octopus 
rather a handrail do this and do that, for the not so frequent user. 
 
I: “Interesting, otherwise, do you have any more suggestions?” 
 
U: “its okay, you have to get used to it” 
 
I: “Can you find any solution that would be better than these flaps?” 
 
U: “It’s hard, but tries to have “clean” screens at the beginning, not to much information.” 
 
I: “Ok”. 
 
U: “Remember “clean” screens in the beginning. But this is OK” 
 
Inference 1 (again): It is a good idea to remove clutter, as was said in the theory chapter, by 
using the triangles to show and hide the information that is not so important. 
 
Inference 2: A guide or tutorial would be useful for first time users. Implementing it would 
make it easier for the user to learn the program. 
 

Task 3) Review the organisations IT-policy.  
 
U: “Oh, it should be located under… Routines, it could be under… POLICY! You said that” 
 
U: Clicks the policy and opens the triangle for more information 
 
I: “Solved” 
 
(User and interview discuss how the policy should work) 
 
U: “This (to set the policy) should be done by some master right?” 
 
I: “Yes, the IT-responsible or what do you think” 
 
U: “Ok” 
 
I: “What was easy and what was hard with this task…?” 
 
U: “No… It’s ok, with trial and error then you see what you’re missing or what you would 
like to remove. Spontaneously it is enough…” 
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Task 4) Review the education status on a single employee 
 
User: Clicks on the education flap. 
 
User: Clicks on review employees 
 
I: “What do you think about this?” 
 
U: “Well, maybe it is hard to… Are there an ability to write notes?” 
 
I: “Would that be useful?” 
 
U: “Yes, in certain cases” 
 
I: “What would you use it for?” 
 
U: “Since in large companies you might have someone with a special competence for 
something” 
 
U: Gives more examples 
 
I: “Anything more?” 
 
U: “Perhaps management would like to review costs and resources?” 
 
I: “Partly you got it here under each employee” 
 
U: “Uhm, since it is very important…” 
 
U: Talks about the importance of money and costs  
 
 
Inference: A notes-function should be added to the review employee’s option to make it 
possible for the user to take notes on the competencies or lacks of a specific employee. 
 
Inference: Financial information is important to the user. There should be a flap for money 
and resources in the hi-fi prototype. 
 
Task 5) Find the employees that constitute a threat against the organisations IT-

security. (Weak link)  
 
U: “Oh…” 
 
U: “Where is staff… Huh, where are they, are they under education… Are they?” 
 
U: Clicks on the education flap 
 
U: “Here it is groups… Where can you see this, is it under questions?”  
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U: Clicks on the questions 
 
U: “This is not what you’re looking for” 
 
U: “I can’t find anything” 
 
U: “Could it be under policy, no, I can’t find any flap really” 
 
I: “Actually it is under routines” 
 
U: “Is that clear?” 
 
I: “Perhaps one can switch the education flap against an employees flap?” 
 
U: “Yes, mmm, I would have to click through all flaps… I’m not comfortable with this” 
 
U: “Education is a good name on what we’ve talked about earlier but staff or something like 
that would be easier to comprehend and under staff you could have education.” 
 
I: “More comments?” 
 
U: “If I go in under this, what do I find then” 
 
I: Shows the weak links page 
 
U: “If I’m familiar with hierarchy in the program then I’ll find this, but I think you should 
reconsider the name” 
 
Inference: The name Education does not match the users mental model of how the system 
works. Education should be renamed to staff or employees and weak links should be placed 
under this category. 
 
Task 6) Review the threats that the organisation has been exposed for and how these has 

been taken care of. 

  
U: Clicks history 
 
I: “Is this a logical way to go?” 
 
U: “Yes, but shouldn’t you have current threats as well” 
 
I: “You can see it here”  
 
I: Points at the overview page 
 
I & U discuss about current threats. 
 
I: “What do you think about this solution?” 
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U: “It’s okay… But can you see any problems that usually come back during specific periods 
in the history? 
 
I: “That could be interesting” 
 
U: Tells about when this could be useful 
 
Inference: It is important for the user to look at historic events and use them to take strategic 
decisions. The history should therefore be able to break up in different time periods. 
 
Question 2) How do the bar charts work for you?  
 
U: “I like the bars…” 
 
I: “There is an arrow here so you can see when you last check…” 
 
U: “Ahh?” 
 
I: “Last visit” 
 
U: “So you see what have been changing and the history. You’ll have to know that, it has to 
be documented somewhere” 
 
I: “Anything more” 
 
U: “No I don’t know… You show here, percentage and so on… I thought about… The first 
view. How much information should be shown. Much or little. Is it relevant at first view. It is 
not so much so it should be ok. I can’t see anything more that I would want to see.” 
 
Question 3) How explaining are the texts for you?  
 
U: “Well… Are they needed?” 
 
I: “What do you think?” 
 
U: “If the texts are one line it is okay otherwise you’ll have to find other ways to explain 
them.” 
 
U: “As little as possible, one line is okay, if you’d like to know more, then click help” 
 
Inference: No unnecessary information should be presented, clutter should be kept at a 
minimum. 
 
Question 4) How explaining are the names on the flaps? What names could be used instead?  
 
U: “The only one that was a problem was education. The other ones were clear. I recommend 
you to rethink education. “ 
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Inference (again): Education should be renamed to staff or employees and weak links should 
be placed under this category. 
 
Question 5) Could the information be structured in a better way?  

 
U: “I’m a bit curious about the structure… How does… Now I’m into the graphic mode… 
You’ve centered the information. I can accept that on a birthday card but I do not like in this 
sort of program. But here you have some kind of mix… Which I find… That was one of my 
first reactions. This (points at the first page) are much more structured. 
 
Inference: Users should be able to select graphical mode under settings. 
 
Question 6) Do you understand what you can do with the software? Is there any need for 

more instructions? In that case, how/where?  

 
U: “I though it already existed programs like this… But this is for management, since there is 
an amount of programs today…” 
 
U: “Investings, how do you follow up that…?” 
 
I: “There is not any flap for that… “ 
 
U: “I think that there should at least be a link to budget” 
 
I: “Yeah I thought about that, since it is strategic decisions.. Perhaps that should be included 
in the program?” 
 
U: “Yes, I think so.” 
 
U: “Let’s see, what could you access under trends?” 
 
U: “If one decides to change strategy then it shouldn’t be under trends… Perhaps under 
policy, where the management could get a tip” 
 
U: Talks about strategy and money and the need for management to make notes for 
forthcoming investments for the budget. 
 
Inference: Financial information is important for the user. There should be a flap for money 
and resources in the hi-fi prototype where management for example can make notes for 
forthcoming investments. 
 
Question 7) Could the software be more efficient? How? 
  
U: “I’m not sure about the graphical design, if you find a more straightforward way to present 
the information it will be more efficient. I like this (points at the first page) 
 
I: “Maybe that could be changed under settings?” 
 
U: “Yes, that would be good” 
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Question 8) Is anything missing?  
 
U: “I missed that (budget)… And I… I think that you covered most areas, if you could change 
some headers and add notes. Apart from that… Under settings you could perhaps scale over 
different companies. 
 
Inference (again): Education should be changed to employees and a budget flap should be 
added with the ability to make notes.   
 
Question 9) What is good?  

 
+ Not to many flaps 
+ Users are able to edit the policy 
 
Question 10) What is bad?  
 
- The program does things that other programs can do 
- Centered graphical view 
 
 

Task log TP 3 (Hi-fi test) 

 
Question 1) Impressions of the first page 

 
U: It is a bit bare, uhm… There is an overview if I get it right, routines, employees, uhm, 
there is an overview right (user points on the screen on the different flaps while talking). Well 
I go on locking 
 
I: D’you understand what the program is supposed to be used for when you see the first page? 
 
U: Well I know that already, that is why I start the program, right? 
 
I: I got some tasks here that I would like you to perform. 
 
U: Mhm.. 
 
I: And when we do this test, we’re testing the system and not you. So if you find any task hard 
to perform it is not your fault, it’s the systems.  
 
U: Mhm 
 
Task 1) Change your policy so that no attachments may be sent with the e-mail and that  

e-mail not may be used for private matters. 

 
U: Instantly clicks on the policy flap. Changes the policy. 
 
I: “What did you think about that? Was it a hard or an easy task?” 
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U: “It was a very easy task to do, it was only three choices.  
 
I: “The thought is that organisations and companies will be able to set their policies this way 
and that they are connect to the program.” 
 
U: “But are these the only options that I will be able to change?” 
 
I: “No, there will be more options in the real program “ 
 
U: “Ah, otherwise it would be quite thin…” 
 
Inference: The policy tab and changing the policy can’t be made easier. 
 
Task 2) Check how your employee Doris Dofferström is acting from a security point of 

view. 

 
U: Clicks Employees (stays a very short time), Clicks Inventory (reads through page), Clicks 
Resources (stays a very short time, Clicks Employees, (says “there”) Clicks Review 
Employees,   
 
I: There she is. 
 
U: “Hmm, what does it say here” Users starts reading the information. “It doesn’t say more 
than this… Is this what is shown?  
 
I: “Would you like to see anything more?” 
 
U: “And this says that she complies with the policy to 67% And she has spent six hours on 
education. Does she do that in this program as well?” 
 
I: “It will be connected to this program as well, though the employees will go in on another 
place to educate themselves. So this is just an overview” 
 
U: “But that program, that connection, she doesn’t fill in it herself, it picks up information 
from that program.” 
 
U: “Ehh, passwords, downloads… Firewalls, the text is small…” 
 
I: “But is there any other information that you would like to have” 
 
U: “Yes, what does this say that passwords are quite okay… But what is bad… Aha, worst 
that is not good. 62% of what? But there might be in the education that one should understand 
this… Does it say that they have downloaded something… 62%?” 
 
I: “Well what do you think?” 
 
U: “They have downloaded things, but the percentage does not say much… Or is it 62% of 
her downloads that aren’t work specific? And that 86% of her file sharing that isn’t good file 
sharing. And firewall is that, anything… It is 81% is that anything that she isn’t using that she 
should use?” 
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I: “Well, what do you think” 
 
U: “Well, I think that there is something missing, that is the impression that I get. It should be 
100%. I would like to see what is good.” 
 
I: “A deeper analysis?” 
 
U: “Well, if my company think that 83% is good enough, then I would like to know that.” 
 
I: “D’you have any more comments?” 
 
U: “Now this shows (User points at the information regarding the employee), who is this 
thing up here about? (User points at the header) Is it about everybody?”  
 
I: “Well, what do you think?” 
 
U: “Overall… Well then it is for everybody I guess… But it may be made clearer. And this 
(User points at the area of knowledge) is this different divisions? And then you have four… is 
it four divisions or is it more and you show what is best and what is worst?”  
 
I: “What do you think” 
 
U: “Well I don’t know… Show all (User clicks show all). Ah, then I can see everything, so it 
shows the two best and the two worst. And here are the different… And this can be as many 
as possible. Why would one like to know how it looks on different divisions?” 
 
I: “Well, would you like to know that?” 
 
U: “No, that is not relevant.” 
 
I: “Is there anything that is more important?” 
 
U: “Reaching a certain person, and one could do that down here” 
 
U: “If there is a really big company then one can see on the different divisions and see the 
strength and the lacks of a different division… And then one can allocate extra resources 
there. Then it might be interesting. And this program is for quite big organisations right?” 
 
 I: “Yes, it is aimed against big or medium sized international companies” 
 
U: “So it is not for small companies?” 
 
I: “No.” 
 
I: “More comments” 
 
U: “What is this?” (Points at the notes function) 
 
I: “You can comment there, for example if the user is very skilled on something… “ 
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U: “Or very annoying!” (laughs) 
 
U: “Where is this information placed?” 
 
I: “It will just show there” 
 
U: “Will it say which date something was written?” 
 
I: “Would you like it to be that way?” 
 
U: “Yes, if it should be regarding the security it would be nice if that would be in here. Who 
will see this?” 
 
I: “Management, at least primarily” 
 
U: “But the employee won’t see this?” 
 
I: “No” 
 
U: “Why not?” 
 
I: “Why should they?” 
 
U: “It is not always an employee is aware… Everybody doesn’t have the skills that they can 
check if their computer is secure. I can’t, I just have these programs that should make me 
secure, but if I could go in here and check my computer, how does it look. Then I would be 
more involved. It is a problem here, I need to fix this. Rather than having someone from the 
management who tells me you don’t follow this and that. Then I as employee would feel that 
I’m monitored , but if I can see then I’m a part of it and that both me and my boss have the 
same goals and I wouldn’t feel monitored. And then this is a help for me as well… You have 
to expect that the employee wants to do something good.” 
 
I: “More comments?” 
 
U: “It is not that beautiful” 
 
I: “Ah, but that is not the focus at this point” 
 
U: “It could be more…” 
 
I: “What?” 
 
U: “The three goes down here (Points on the screen), I would like to have it left centered” 
 
I: “Aha” 
 
 
Inference: A contextual help would enhance the users understanding of the program. The set 
value for what the organisation considers be an ok value should show. Each employee should 
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be able to take part of the results regarding him/her to make her/him more involved in the 
work for security, it will also make him/her feeling less surveyed.  
 
Task 3) Identify which weak links there are in the company. Weak links means items 

that causes a security threat 

 
U: Clicks around on the employees and goes into review questions and ask about what they 
mean. User and interview discusses what this means. Click trends and clicks in the graphs. 
Clicks settings. Clicks resources. Clicks inventory, reads through the page and finds weak 
links. 
 
I: “What did you think about this?” 
 
U: “The text is very small. And now I’ve found the weak links, and these are already filled 
in…” 
 
U: “And then I only see the weak links for this person?” 
 
I: “Just for the organisation” 
 
U: “So now I’ve seen the weak links of the employee” 
 
I: “Yes, but you can see the weak links for machines and operation systems as well…” 
 
U: “Can I see which machine that contributes a weak link or is that connected to a single 
person?” 
 
I: “You can see which machine it is” 
 
U: “So, finding the weak links or employees…” 
 
I: “Yes, here you’re supposed to see the security threats against you organisation” 
 
U: “Ah, then I’m most likely to be viewing this the most… Why would I like to check things 
that aren’t a problem?” 
 
I: “Yes, why would you like to do that?” 
 
U: “Hmm, I might not use that so much… Unless, if the employee himself can go in and 
check” 
 
I: “Mmm, more comments?” 
 
User reads through the site. Points the cursor on “more info”. 
 
U: “What does this show? Time?” 
 
I: “Try to click” 
 
User clicks 
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U: “Mhm… “ 
 
U: “And these are critical threats and these are all threats…” 
 
I: “What did you think about this?” 
 
U: “Well… It is a good thing to… I think that this is good (Points on the weak links link). 
This just tells what is good and bad, there should be something that shows what’s acceptable. 
That should be indicated by a colour.  
 
I: “Any more?” 
 
U: Points the cursor on the threats  
 
U: “This is good” 
 
I: “For whom?” 
 
U: “For you, here you tell what’s happening and all the threats from the outside. And then… 
(Clicks on more info) And this says that is a worm, and then? What do I do? 
 
I: “What would you do?” 
 
U: “I don’t know these things, but hopefully one could call someone that knows these things. 
Otherwise I would like to get an instruction on what to do. Click on this one to get an 
instruction if there is anything I have to, or if this is already taken care of by the program, if it 
isn’t then I would like to have an instruction… 
 
I: “More thoughts” 
 
U: “ It one checks this once a day, once a week, then  I would like to see if there are any 
threats on the front page. Currently there are no threats, but if it would be, then  I would like 
to know which and what has to be done… I want to see what has to be done, what is good and 
what is not good I won’t just go in there for fun… A deviation report perhaps.” 
 
Inference: Values that are not acceptable should be in one colour, values that are acceptable 
should be in another colour, to be easier to recognise by the user.  
 
Task 4) Compare how the money for information security has been spent during 2002 

and 2003 and the turn out of these investments 

 
User clicks directly on resources and then directly on history. 
 
I: “What did you think about that?” 
 
U: “How are these numbers calculated?” 
 
I: “From the system” 
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I: “They are not taken from GSP” 
 
User moves the cursor around 
 
U: “This is good, how much time that is spent on education, since that cost quite much.” 
 
I: “The thought is that this should include education, hardware etc and everything that is spent 
on education” 
 
U: “Then these companies must have this in their system, but they might have that.” 
 
U: “And this year, that is until present…? And last year that is until the same time this year or 
the whole year?” 
 
I: “Is that unclear?” 
 
U: “Yes” 
 
U: “How is this calculated how much ones have lost?” 
 
I: “Is it important that the program shows this or is it important that you know it?” 
 
U: “Well for, the one that sells the program, it is important to say how much the program 
saves. And especially for the company itself.” 
 
U: “These numbers, they are shown at the closure each year… I think” 
 
U: “Sometimes it can be interesting to know how many incidents, and how much money that 
are spent on education.” 
 
Inference: The time scale of the resources spent must be made clearer.  
 
Question 2) Would you prefer a left based view or a centered view? 
 
U: “I would prefer the left based view, since then I can see the whole picture at once and  I 
don’t have to scroll that much” 
 
Question 3) Those blue triangles that indicate that you can see something more of a menu, 
what do you think of them? 
 
U: “Well, one can point on them… They are clear, but I don’t like them and  I can’t tell why. 
Though I know how they work..” 
 
I: “Is it the colour that you don’t like?” 
 
U: “They are a bit too small… But I’m sure that there is a better symbol.” 
 
I: “What could that be?” 
 
U: “No…” 
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Question 4) Are the green circles that indicates what has happened at a certain time a good 
way to show this? 
 
U: “Yes, it is a good way to highlight a certain event” 
 
I: “Could it be made in a better way?” 
 
U: “No…” 
 
Question 5) What do you think of having “balloon menus” that explains the content of a 
certain drop down? 
 
U: “It is good with recommendations, but those that changes policies they discuss why… But 
perhaps they don’t need them then… 
 
Question 6) What do you think of the structuring of the information? 
 
U: “It is good, though the weak links should be placed at the top of its page” 
 
Question 7) Are the naming of the flaps obvious? 
 
U: “This is clear (points on routines), resources are quite obvious…” 
 
I: “Could something be replaced?” 
 
U: “Risk inventory, instead of just inventory perhaps…” 
 
U: “There might be a better name for routines… Statistics… I don’t know… Though routines 
are like a checklist…Otherwise it is good”  
 
Question 8) How obvious is it what can be done with the program? 
 
U: “The policy editor is good, it is easy options, this one (inventory) is the one that one will 
look the most at. If everyone could look at it then this is good (education). This one is good as 
well (routines). But there should be deviation reports on the first page. And the purpose of this 
program is to make it easier for the user, and make the user more efficient.” 
 
Question 9) Are the number of instructions enough? 
 
U: “Yes, it is very easy to use, I like that. Perhaps a better first page. If I’d like to have more 
information before a meeting I might go in to a sub page. But otherwise I will just look at the 
front page.  
 
Question 10) Could the program be more efficient? 
 
U: “I think that the efficiency comes when the user has gone through the program a couple of 
times…” 
 
Question 11) Do you miss anything? 
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U: “Perhaps an indication that shows when I have to go in and check if something has 
happened” 
 
Question 12) What are the best things with the program? 
 
U: “It is very easy to use, it is safe…” 
 
Question 13) What is not so good with the program? 
 
U: “The text is to small, the arrows that one can click on is a bit to small” 
 
I: “More comments?” 
 
U: “No” 
 
 
 

Task Log TP 4 (Hi-fi test) 

 
Question 1) Impressions of the first page? 

 
U: “Ehm… Well there is quite lot of information that I really don’t know what is. The upper 
flaps… I can guess… But still there are quite many things that I would need more explanation 
to understand.” 
 
I: “How should these be explained?” 
 
U: “Ehm… I don’t understand, in this situation, what security routines means… Employees 
level… Mmm… I might be able to guess… Why is it in English?” 
 
I: “The thought is that the program should be launched on an international market, but one 
might guess that it will be translated into other languages.” 
 
U: “Ok, then I think that you would gain much to have it in the native language for each 
country…” 
 
U: “Ok, then there is some kind of curve here that varies over time, and this is of course 
connected to these (points on the headers on the front page). And these don’t tell me anything 
at present. 
 
Task 1) Change your policy so that no attachments may be sent with the e-mail and that  

e-mail not may be used for private matters. 

 

U: Instantly clicks on policy and changes the options in the dropdowns. 
 
I: “What did you think about that?” 
 
U: “It was easy.” 
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I: “Why was it easy?” 
 
U: “Uhh, it was about my policy so I made that choice directly. And then I could make the 
choices. And then I suppose that it will be more choices” 
 
I: “Yes” 
 
U: “But it was easy to find” 
 
I: “Right” 
 
Inference: The policy tab matches the users mental model of security. 
 
Task 2) Check how your employee Doris Dofferström is acting from a security point of 

view. 

 
U: “Then I guess I should go in under employees (clicks employees and reads through the 
page) “It might be here” (Clicks review employees). “And there we found him” 
 
I: “What did you think about that?” 
 
U: “It was quite easy to find, though the font is quite small” 
 
I: “Yeah, it shouldn’t be viewed in explorer, it makes the text a bit smaller than it is supposed 
to be…” 
 
U: “It was easy to find, it sure was, but the text was small” 
 
I: “Would this information be useful for you? Or would it be useful for management in 
general?” 
 
U: “Definitely.” 
 
I: “Why?” 
 
U: “I think that... Partly because of that… Actively survive on the personal level… It is also 
interesting to go back and check later if there has been anything, and then this will give me 
very good information. Ehm… Policy compliance 76%, I suppose that one in one’s security 
document has sat some kind of percentage…” 
 
I: “Mmm” 
 
U: “That is excellent… In this view I’m not given too much information, about what Dorin 
(the employee’s name) has visited but that kind of information is surely accessible. But it is a 
good thing that one doesn’t get that sensitive information directly… Mmm” 
 
I: “More comments?” 
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U: “Ehhm… This is of knowledge and area of knowledge by employees… Ehm… I don’t 
really know why it is here.” 
 
I: “What do you think it shows?” 
 
U: “I’m not sure actually, is it how they can handle the system? I’m not sure…” 
 
U: “In this case when I should check up what Dorin has been doing… So, that information 
(points on the top of the screen) is not necessary. What I was interested in doing here was to 
do a review of  the employees, and then perhaps it should only have been a list…” 
 
I: “The thought is that this should be some kind of standard information that is always 
accessible. To gain an overview…” 
 
U: “Aha, ok…” 
 
I: ”Could it have been made more clear?” 
 
U: “If the purpose is to check how they behave compared to the policy, is it both the levels 
here?” 
 
I: “Yes, and how they are educated as well…” 
 
U: “Ok” 
 
I: “And how well educated they are” 
 
U: “Regarding the policy” 
 
I: “Regarding security” 
 
U: “Ok… That information may be useful already at this stage. Otherwise one might need to 
search for it down the list…If this would be the groups that break the policy the most, than it 
is very interesting to get that information here. And then know where the resources should be 
spent. And then it should show how they evolve over time…” 
 
Inference: The information that gives an overview of something should be made more clear 
and separate from information regarding one individual person.”  
 
Task 3) Identify which weak links there are in the company. Weak links means items 

that causes a security threat 

 
U: “I would go into routines…” 
 
I: “It could be things that aren’t updated as well…” 
 
U: “OK” 
 
User looks at the menus for a while (about 30 sec) 
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User points at the compliance to policy header. 
 
U: “That what you’re talking about” 
 
I: “That’s not really what I’m after…” 
 
User clicks on the policy tab 
 
U: “And it is not here either…” 
 
U: “Tell me the task once again…” 
 
I: “Identify which weak links there are in the company. Weak links means items that causes a 
security threat” 
 
U: “Control weak links in the organisation…” 
 
User looks at the menus for about 20 seconds. Clicks inventory. Reads through the page. 
Clicks on weak links. 
 
I: “There it is” 
 
U: “Ok…” 
 
I: “What do you think about this” 
 
U: “Hmm, the question said, identify weak links, then I associate that to routines… You were 
talking about updates that were why I went there in the first place. Inventory then I thought… 
I didn’t think that this should be here…” 
 
I: “What did you think that you were going to find under this flap?” 
 
U: “What kind of machines that there are on the network, ehm, authorisations, that was my 
first thought. Ehm… So… That was a bit trickier” 
 
I: “Harder because of…” 
 
U: “It was not obvious to me that it would be under inventory. I thought it should be 
somewhere else…” 
 
Inference: The name Inventory does not match the users mental model of what should be 
thereunder. It should have a more obvious naming 
 
Task 4) Compare how the general level of security has developed compared the 

education level. Compare this over a period of time. 
 
User instantly clicks on trends and click sin the checkboxes. 
 
U: “That was as easy as it could get” 
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I: “How obvious do you think the names is” 
 
U: “Very clear, I instantly understood what it was about. Perhaps it could be under another 
flap, but on the other hand… I found it here instantly.” 
 
I: “What do you think about what is being shown?” 
 
U: “Ehh, The information here is relevant… Education level… Well… The more… Well.. As 
I understand education level is that, well these are education that is finished, though it doesn’t 
say anything about knowledge. But if I compare security level and education then I’ll get a 
good number on how the employees are using the education that they have undergone… And 
that is interesting to know… But it is good information.” 
 
I: “More comments” 
 
U: “There should be possible to add some kind of goals that one can see in the program, so 
one can see that one is under his strategy goal. If I would be responsible for the security… 
Then I can see when I need to undertake actions to correct the problems.” 
 
Inference: A comparison line that tracks the values according to the company’s strategy goals 
should be added to make the user able to compare trends to each other. 
 
Task 5) Compare how the money for information security has been spent during 2002 

and 2003 and the turn out of these investments 

 
User clicks on resources. 
 
U: “They should be under history” 
 
User clicks history 
 
U: “There it is, it was easy, resources is money” 
 
I: “Could there be any more information under this tab?” 
 
U: “Hmm, there is nothing about how much resources that I have… It says resources spent on 
security this year but how much have I used of the budget” 
 
I: “So it should be resources available as well” 
 
U: “Yes, and if there is a budget then it is probably broken to a couple of sub levels. It is a 
very important follow up to do. Then one might wonder where that information comes from… 
Then that information needs to be connected to the economy system…Ehm.  ” 
 
U: “Then it says critical security incidents this year, this information should also be shown 
somewhere else… Like under trends or somewhere else, it is a bit hidden here but I should be 
able to see any improvements being made…Losses through security incidents, how do I get 
that number? Can I get that number then it is very good, but can I trust it?” 
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I: “Should that be shown here or should it be presented earlier, before the user has purchased 
the program?” 
 
U: “Depending on what is important for the user… I would like to know what is valuable, 
what goals I have… How the organisations acts according to them… And this number, it 
shows what damn good the system does, that number is very strong and important, the lower 
it gets the more use I have of the system. Though it feels hard to calculate…” 
 
I: “More comments?” 
 
U: “No… there might be more statistics that are relevant during a longer time, the number of 
deviations against the policy over time. It shows under policy but it could also be relevant 
compare that over time, as a control tool for the company.” 
 
Inference: It is important for the user with good information about the financial part of the 
security. The resources flap should tell how much resources that is available for information 
security as well. 
 
 

 
Question 2) Would you prefer a left based view or a centered view? 
 
U: “I think that this kind (the left centered) gives me a better picture than going in here 
(education), so this (the left centered) gives me a better overview” 
 
Question 3) Those blue triangles that indicate that you can see something more of a menu, 
what do you think of them? 
 
U: “They are obvious, it is sort of industry standard so it is obvious. Though they could be a 
bit bigger, since there is much free space now. I think one should try to use that space in an 
efficient way. And you’re going in that direction here (clicks on the overview tab).  
 
Question 4) Are the green circles that indicates what has happened at a certain time a good 
way to show this? 
 
U: “Yes, that is a good way, then one might question what kind of information that should 
show there… In this case I’m somewhere in April (looks on the frontage). Well, the 
information that shows, but… here it says that the policy was updated but from a surveillance 
point of view, there it could be threats or actions that should be looked into… But it is nice to 
show the management the effects of investments. It is important to find what is important for 
the management to know” 
 
I: “How do you find out about that?” 
 
U: “I think that is design that one sits down and tries to start from the user’s perspective and 
do a valuation. Perhaps go out and do interviews on IT-persons to get to know what kind of 
information that is the most critical.” 
 
Question 5) What do you think of having “balloon menus” that explains the content of a 
certain drop down? 
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U: “Ehm, it depends on the situation, if there are many alternatives, more than two, then it 
might be used to clarify” 
 
Question 6) What do you think of the structuring of the information? 
 
U: “Not really, I don’t feel that anything is misplaced” 
 
Question 7) Are the naming of the flaps obvious? 
 
U: “I had a bit of a hard time finding the inventory but I don’t know… Except for that one 
everything works fine, so I can’t complain.  
 
Question 8) How obvious is it what can be done with the program? 
 
U: “Yes, I think so…” 
 
I: “Is anything unclear?” 
 
U: “No, but one must always try the program for a while to get to know what is under the 
different flaps, though it seems like it could be very self-instructing. Quite basic level but 
good information.” 
 
Question 9) Are the number of instructions enough? 
 
U: “There are no instructions…” 
 
I: “If you go to overview you can see explain…” 
 
U: “In some parts it might be… When one hover over a link it should show what is shown if I 
click that link.” 
   
Question 10) Could the program be made more efficient? 
 
U: “Hmm… I think that there should be some kind of adjustment to the customer in each 
case, and that will enhance the usability from the customers perspective…Apart from that I 
can’t say anything” 
 
Question 11) Do you miss anything? 
 
U: “Ehmm… I’ve said a few things, about levels etc, critical levels… But I’ve said that 
already. But apart from that I can’t say anything” 
 
Question 12) What is the best thing with the program? 
 
U: “It was easy to find the information, I wasn’t overloaded with information but I found the 
things that I looked for quite fast… It could be someone that is more interested about the 
effects from actions being performed and then the program should be adjustable to that 
interest” 
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Question 13) What is not so good with the program?  
 
U: “When we started here, It took some time for me to get an overview about what the 
program was really about. Perhaps the program should have some kind of tutorial that says 
that this program can do this and that… Graphics and so on I won’t comment on since that is 
not interesting, since the interesting parts are that it is easy to find information. I suspect that 
there is more information in the finished program… It is hard to say what is bad since I don’t 
know what I’m missing currently…” 
 

Task Log TP 5 (Hi-fi test) 

 
Question 1) Impressions of the first page? 

 
U: There are no threats, everything is green. I don’t really get this yet, though I guess it just 
takes some time. 
 
I: Do you get anything? 
 
U: I can see a history, things has getting better since my last visit at the page. There are dates 
here so there have been some changes. I guess that things are better since the bar is green, are 
you using colour encoding? If you’re not, you should. Read for bad things, orange for risky 
things and green for things that are OK.  
 
U: I don’t really get what those circles are (on the diagrams). October, January… 
 
I: Try to click them. 
 
U: It is the same thing with these values… 
 
User clicks on the circle 
 
U: They are quite small… Perhaps they should be bigger. Mhm, updates.. Seems to work.  
 
 
Inferences: The first page gives an overview that the test person quickly understands. The 
bars should be colour encoded to give a better feedback about the status of each bar to the 
user.  
 
Task 1) Change your policy so that no attachments may be sent with the e-mail and that  

e-mail not may be used for private matters. 

 
U: Alright, let’s see what we’ve got here.  
 
The user clicks through all tabs from left to right. 
 
U: I want to look at each tab so I can see what it is about… Resources 
 
The user has clicked through all flaps 
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U: I was going to change how attachments were handled? 
 
I: Change the policy for them, yes. 
 
U: Oh policy, when you say that I know that it is under policy, though I think that it might as 
well be under settings.  
 
I: Could a changed naming make it easier here? 
 
U: Well some kind of guide or tutorial would enhance this, but… the difference between 
policy and settings… I think one has to learn that. And all this space here…  
 
User points at all the white areas surrounding the policy text  
 
U: I would like to have it more compact.  
 
U: Hmm, compliance… I quite fluent in English but I don’t really understand this. Ok I get 
but it is not that clear. 
 
I: Mmm, we have an idea of supporting the interaction with the policy editor by using sort of 
balloon menus that gives contextual help when you’re editing your policy. 
 
Interview points at screen and shows how they should look… 
 
I: What do you think of that? 
 
U: That would be good 
 
I: What you thought of the task? 
 
U: Well since e-mail is such an important aspect of security… I would like to have one single 
tab that just handles e-mail. That is very important for us, it is the main channel of 
communication, so I would like to have own screen for that. 
 
I: You would like to have an own flap for that? 
 
U: Yes I think so. 
 
Inferences: A tutorial or guide would ease the user’s interaction with the program. 
 

Task 2) Check how your employee Doris Dofferström is acting from a security point of 

view. 
 
U: Ah, she is under employees of course. 
 
User clicks on the employees tab. 
 
U: And then review employees 
 
User clicks on review employees 
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I: Yes, there she is… 
 
U: This was easy since it is about employees, I just go to employees. I’m not that blind that I 
can’t read this but those who are above 30, they won’t see this because the text is too small. 
 
I: Exactly, the screen is quite small here and the text is shown smaller than it usually is.  
 
U: There are to much empty spaces as well, it must be presented much more compact. 
 
U: How she is doing… This is policy compliance that is a quite abstract term, it is practical 
people that are going to be using this so…  
 
I: What would you prefer? 
 
U: I don’t really get what this is about to be honest. Instead of policy compliance it could be 
called “security level” or “security assessment”… It is hard to say. I don’t really get what this 
is about but I would know if I clicked here. 
 
User clicks on policy 
 
U: Ah, but it works but it would be better with more explanation.  
 
I: Is there anything more that would make this view easier to use? 
 
U: If I got have a company with 600 employees, then this view might be a bit tricky. There 
should be a search function and so on…  
 
U: What does it say here… best worst… She is good on passwords and firewalls and not so 
good on downloads. Ah she has gone through some kind of form here. 
 
I: Is this relevant? 
 
U: I think this is… I got a quite hard time with this education thing. If she has undergone the 
education and so and we’ll sign something about that she should follow this. Then one has 
reached 95% of… And then I would go down and look at Doris, one must realise how the 
management thinks and confidence to the employees. It is very hard to act on that kind of 
information if you bring it in to the system. I can’t fire her and I can’t give her a warning 
since here confidence in me would be low… since, hang on a second is the manager sitting 
and going through my mail? The risk, if one uses this program to the max, is that a situation 
might occur where the employees are too afraid to do anything at work. I see many “half-
fascist”, managers in IT often that would think that this is great! 
 
I: How would it be if the employees themselves would have access to this information? 
 
U: The employees themselves? That would be splendid! 
 
I: Because… 
 
U: Since they need to know what they need to study and improve… 
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I: Do you think that the problem would arise if the employees themselves and the 
management would have access to this information? 
 
User clicks on resources and then back to employees on the screen. 
 
U: Right, the worst case would be if only one person had this information, it would be nearly 
as bad if only the management group had access to this information, and it would be much 
better if everyone had access to this information. At the same time, one might risk that, there 
will be an environment where people… Well, one might gain some things since people 
change their behaviour. The drawback is that people would loose their confidence in the 
management if they are feeling surveyed. And the risk for that is much less if they can access 
the same information by themselves. So the answer is yes, it would be much better.    
 
I: Anything more? 
 
U: The variables here are just education on employees, it is not like that one can see the real 
behaviour of the employees. So your tools are just what the employees tell you, it I get that 
right? 
 
I: I’m not sure that I can tell you that… 
 
U: Ah, but you can tell later. But the system aggregates this anonymously so that one can see 
that there are problems here, here and here. But not that one can see who caused this problem.  
 
Inference: The employee’s header is very clear to the user and it matches his mental model. 
A left adjusted view would suit the test person better. It should be made more obvious that the 
bars on the review employee part of employees relates to that persons education level. A 
search function should be used to make this function faster to user for the employee. They 
anonymity and the collective view of the information in the program is very important. The 
program may not interfere with the employee’s confidence in the manager. 
 
Task 3) Control what “weak links” there are in the organisation. 

 

User clicks on the flap to the front page. Clicks on the threats link. 
 
U: This is the only thing that I see that could do… 
 
I: That is not really what I’m after. 
 
User click on the front page. 
 
U: “I can see weak links in all these areas [hovers with the pointer over the flaps at the top of 
the screen] so it is hard to know exactly what you’re after… Where should I look for weak 
links. It is not here [clicks on trends] and not here [clicks on resources].Then it’s probably 
here somewhere [click on inventory and employees], but I can’t really see…. 
 
I: It is actually located under inventory. 
 
U: Aha, and there I can see hardware and software… 
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I: Not really, there is a mix of all kinds of resources that you got in your company. 
 
I: Mhm, we can see what is located under it… 
 
U: It is hardware… 
 
I: Well it is not only hardware and software. 
U: Aha, some computer-kid might get this but I think it would be more logic to call it 
hardware and software. What is inventory, it is yet another name issue… 
 
U: Ah here I see, threats… 
 
I: Another naming would make it easier for you? 
 
U: If I’m not in charge of our IT-department, I’m not interested in checking out these things. 
Unless there has been a major incidents. 
 
I: And the hardest thing with this was? 
 
U: I didn’t get what inventory was, perhaps it is better to call it hardware and software. 
 
I: Anything more? 
 
User clicks on threats 
 
U: Critical and not attended to, three, that doesn’t sound too good. If there are three critical 
threats that no one has looked into, then I wonder… Why ongoing threats are zero here? 
 
User clicks on the overview page. 
 
I: Well, it is mainly since it is a prototype, not all information is consistent here… 
 
User clicks back on inventory 
 
U: Here one can see people as well, what is the purpose of that? 
 
I: The thought is that one can see people here, since they are a part of the system as well. 
 
U: What people would that be? 
 
I: For example people who are a threat against the security at the company. 
 
U: That sounds strange, if there are any people like this, then it is extremely important. More 
important than if there would be viruses and so on… Then it should be presented at the top or 
maybe here [clicks the overview page] or it should be another flap or it should be placed 
under employees. 
 
I: Ok, more thoughts about this? 
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U: I don’t get costs, are these the costs for a persons education? [Points at costs under weak 
links] 
 
I: Yes 
 
U: Mmm, this part was not so good, the information was a bit too big, and you should place it 
where it belongs… Costs should be under resources. It is better to have one type of 
information only at one place.  
 
Inference: The placement of the people weak link does not match the users mental model. It 
should be placed under employees as well. Weak links should be place at a higher place in the 
navigation.  
 
 
Task 4) Compare how the general level of security has developed compared the 

education level. Compare this over a period of time. 
 
U: One always starts here. One understands that one should go here [Clicks trends] [Clicks 
back to the overview page] I know that the trends are here as well.  
 
Clicks trends. 
 
U: What should I compare 
 
I: Compare how the general level of security has developed compared the education level.  
 
User clicks in the checkboxes. 
 
I: What did you think about that? 
 
U: There needs to be some kind of definition of these values. I didn’t really get what overall 
security level was. Overall security level… With is that? If  I click the checkboxes then they 
should remain there until next time. But this is valuable information. 
 
U: Well this was funny. 
 
I: Do you think that the information is relevant? 
 
U: Mmm… It is definitely relevant, but it would be relevant to see the costs as well. 
 
I: How do you calculate the result? 
 
U: On what? 
 
I: On an investment in security? 
 
U: Once again, for me, security is a way to lower downtime in production, if I know that the 
system is down of attacks. Downtime… Downtime depending on the human factor… In 
knowledge business it is important to know that information is not sent to the wrong person. I 
would like to know that… It is like an insurance, as long as everything works then it is not 
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needed… If the effectiveness is higher than the organisation, then I can tolerate lower levels 
of  security. But if you’ve got downtime then one must enhance the security. So I would 
rather se the positive values than the negative. 
 
I: More comments? 
 
U: Hmm 75% of what? [points at the graph] There should be some kind of index here…  
 
Inference: Financial information is important to the user, therefore should resources be added 
to the trends flap as well as definitions of the terms. 
 
 
Task 5) Compare how the money for information security has been spent during 2002 

and 2003 and the turn out of these investments 

 
User clicks on resources, reads it through, and clicks on the history. 
 
U: During 2003 I spent less on information security, and we had less critical incidents. That is 
interesting… I guess there is some effect that shows that the investments in 2002 shows of in 
2003. But here it says losses… Oh this was quite important… This should be at the top since 
it is very interesting. 
 
I: Was it hard or easy to find it? 
 
U: Quite easy. 
 
I: Is there any more information that should be added or changed? 
 
U: Resources should be called costs perhaps… Since it is costs. 
 
I: Mmmm… Could there be any more ways to make it better? 
 
U: It should be combined with the trends perhaps so that one can see trends and so on here. It 
would be good with more graphics. 
 
Inference: Graphics should be added to support the resources view. 
 
Question 2) Would you prefer a left based view or a centered view? 
 
U: It is not good to scroll, every flap should be on the maximum of one screen. So I would 
prefer the left based view. 
 
Question 3) Those blue triangles that indicate that you can see something more of a menu, 
what do you think of them? 
 
U: It is obvious what they can do. 
 
I: Could it be made more obvious what they can do? 
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U: No, it is an typical implode/explode function, great. It may… It is better to… It could be 
used even more in the overview. That should be easy… That is good. 
 
Question 4) Are the green circles that indicates what has happened at a certain time a good 
way to show this? 
 
U: “Yes, that is a good way, then one might question what kind of information that should 
show there… In this case I’m somewhere in April (looks on the frontage). Well, the 
information that shows, but… here it says that the policy was updated but from a surveillance 
point of view, there it could be threats or actions that should be looked into… But it is nice to 
show the management the effects of investments. It is important to find what is important for 
the management to know” 
 
I: “How do you find out about that?” 
 
U: “I think that is design that one sits down and tries to start from the user’s perspective and 
do a valuation. Perhaps go out and do interviews on IT-persons to get to know what kind of 
information that is the most critical.” 
 
Question 5) What do you think of having “balloon menus” that explains the content of a 
certain drop down? 
 
U: Yes they should be there. 
 
I: Why? 
 
U: All terms and all intervals should be explained. 
 
Question 6) What do you think of the structuring of the information? 
 
U: I like the flaps, and it is not a changing view, they are always there, and the overview flap 
is bigger. This [points at the centered employees screen] should be made bigger so that it 
covers the entire screen. There is no need to have this much white space. 
 
I: Is there anything that could be made better? 
 
U: A print option is missing. If there is some kind of problem one likes to print the 
information and give it to someone. Some kind of export function needs to be there? 
 
Question 7) Are the naming of the flaps obvious? 
 
U: Inventory is not to good, routines and policy is quite hard to understand as I told you 
earlier. If one don’t know what it means, then it is quite good. Employees, trends and 
overview are good.  
 
Question 8) How obvious is it what can be done with the program? 
 
U: I think that… I’m think if I would be using it in the company that I’m running… How 
would I use it. I’ve got warning about threats and so on, but my it-boss should take care of 
that. The resources should be taken care of by the HR-people… Then we’ve got inventory. I 
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would just be interested on the front page. If I would buy this I would check this. If the system 
could give me a warning I need to see it here, it should blink and scream if there is a problem. 
In the long run I would just go in and look at this when we’re about to review something – 
perhaps each year. This is a tool for the IT-security boss to print a rapport… If I would have a 
company that has had some kind of problems, then I would ask my IT-boss to make a report 
to me with the variables that are relevant here. So my answer is, I understand what one can do 
with this, but you’re mixing different things here. The risk is that one thinks that this covers 
everything. If I see that everything is green I think that everything is good. One must be very 
clear with what the system can do. I see a value in using the system in the long run, not for 
just a month or just half a year, perhaps longer. I realise that there are many things that are 
missing, that there are things that the program can’t do today, so one can still have big 
problems though everything is good here. But my opinion is that, if it may be measure, then 
measure it and if one would brainstorm one might find more stuff to add. It would be good to 
verify the data against external variables. I would like to downtime at the front page. I’m 
more interested in the overview than the details. 
 
Inference: Downtime should be shown on the front page. 
 
  
Question 10) Could the program be made more efficient? 
 
U: We’ve talked about this already, the screen is not used well enough… The overview part is 
good, the problems are rather on the overview or departments level than the single employee 
so I would like to have more of overview parts. 
 
Question 11) Do you miss anything? 
 
U: I like heat maps if you know that expression. As an alternative to these trends, try to get an 
heat map where one can see where the problem is. That would give an even better overview. 
 
Question 12) What is the best thing with the program? 
 
U: I like to see the turn outs of the investments.  
 
Question 13) What is not so good with the program?  
 
U: The worst is that resources aren’t shown on the front page. I would like to see a correlation 
between the investments and the security level. And one needs to be able to print a report or 
something like that. 
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