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ABSTRACT 

The purpose of this thesis work was to make a survey of presently existing devices available in the 

market to store encryption keys; how the hacker intrudes into the device; what are the attacks behind 

theft of  the keys; how can we store encryption keys securely?

To achieve this purpose, an overview of the storage devices and attacks made by hackers was acquired 

through academic books and papers,  Internet  sites  and magazines.  Basic  cryptography and related 

algorithms were studied for the purpose of knowing how the encryption key is generated from these 

algorithms. 

Under the category of storage devices, USBs (Universal Serial Bus), PDAs (Personal Digital Assistant) 

and Smart  Cards  were examined.  Under  the category of  attacks  on devices,  attacks  from hackers, 

attacks from malicious code (Trojan Horses, viruses, worms), attacks from PDAs, attacks from Smart 

Cards, dictionary attacks and brute force attacks were studied.

Based on these requirements we have discussed and analyzed a proposed system to store the encryption 

keys securely to avoid these attacks.
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Secure storage of encryption keys

1. Introduction to secure storage of encryption keys

1.1 Introduction

This master thesis has been written for the specific purpose of finding a way to store encryption keys in 

a secure manner. Encryption keys are used to protect valuable information. If the secrecy, integrity or 

availability  of  the  keys  are  damaged,  then  the  secrecy,  integrity  or  availability  of  the  valuable 

information may be damaged. In this thesis we are going to investigate different storage devices. We 

will also discuss how a device could be constructed to be able to store encryption keys securely.

1.2 Background

Before immersing ourselves in the details of the thesis work let us consider a computer which is having 

both hardware and software. A block diagram of a computer as shown in Figure 1.1.  

Figure 1.1 A block diagram of a computer system
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The basic layers of a computer system as shown in Figure 1.2 give a brief idea about the computer. 

Most of the information below is from [1] .

➢ Application  :  User  run  application  programmes  that  have  been  tailored  to  meet  quite  

specific application requirements.

➢ Services: The application programmes may make use of the services provided by a general  

purpose software package like a database management system (DBMS) or Java etc.

Figure 1.2 A basic model of the hardware and software components of a computer system

➢ Operating system : The general purpose software packages run on top of the operating  

system, which performs file and memory management and controls access to resources like  

printers and I/O devices.

➢ OS kernel : The operating system has a kernel that mediates every access to the  processor,  

memory and hard disk.

➢ Hardware: The hardware, i.e. processors and memory, physically stores and manipulates  

the data held in the computer.
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Figure 1.3 Different computers connecting to the Internet

Internet is the worldwide, publicly accessible network of interconnected computers as shown in Figure 

1.3. There are some risks in the Internet because it is connecting computer systems  worldwide, so it 

may be difficult to know who is a legal user and who is an illegal user. Illegal users also are called 

malicious  users.  The malicious  user  could  for example try to  generate   false  messages,  eavesdrop 

messages in the Internet or try to block the legal user's availability to information.

So far, we have briefly introduced the computer and the Internet. Assume that, a user stores personal 

information or encryption keys in a computer. It is now time to describe what encryption keys are. The 

encryption key is a parameter to the cryptographic algorithm. In encryption, an encryption key is used 

when encrypting and decrypting  messages and it is also used in other cryptography algorithms to make 

digital  signatures.  Examples  of  the  encryption  key  use  is  in  online  transaction,  securing  military 
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documents etc. 

It is vital that only the holder(a person who is going to sign) of the signature can sign, that is encrypt 

messages with the encryption key. Since the key may be several hundred bits long and the algorithm 

complex it is practically impossible for a human to sign messages by hand. Thus computers are needed 

to assist with the storage and computations needed when signing messages. 

The  user  needs  to  protect  also  keys  that  are  used  for  confidentiality.  For  example  to  avoid  an 

encryption key from being guessed, the encryption key needs to be generated randomly and contain 

sufficient  entropy,  which  means a   numerical  measure  of  the  uncertainty  of  an  outcome.  How to 

exchange keys or other sensitive data needed so that no one else can obtain copy? Traditionally, this 

required trusted couriers or diplomatic bags to exchange their keys or sensitive data. Presently they are 

using cryptographic algorithms to exchange their keys. The cryptographic key exchanging protocols 

create  a  secure  channel  for  exchanging  of  keys  in  a  secure  way.  For  example  one  cryptographic 

protocol  is  Diffie-Hellman  which  is  used  to  exchange  keys  between  two  parties,  even  when  an 

unauthorized user is trying to read the sensitive message. So, the user depends on trusted third parties 

(a trusted third party which facilitates the interaction between two parties who both trust  the third 

parties,  they use this  trust  to secure their  own communication for example certificate  authority)  to 

exchange  the  encryption  keys  or  use  secure  channels  like  SSL/TSL(see  appendix  E).  If  someone 

unauthorized accesses encryption keys either in the storage device or in the network, then it would be 

a problem to the user like loosing sensitive information by damaging the computer security objectives 

which are confidentiality, integrity and availability. So, we need to protect the key. 

If the secret encryption keys are stored on the hard disk, then an  attacker can damage the security 

objectives (i.e. confidentiality, integrity or availability) and gain access to the hard disk. For example 

an attacker which has gained system privileges in the operating system, will usually be able to change 

programs and files containing the control data for security mechanisms in the services and applications 
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layers. The logical access controls of an operating system can be by-passed by direct access to the 

physical memory devices. So the problem is: Where can the secret  keys be stored?

1.3 Problem description 

The problem is to control access to the encryption keys because most computer systems can not be 

trusted. The user has no way of knowing exactly what the computer does all the time. Thus there is a 

possibility  that an unauthorized user can intrude into the system and access the encryption key or 

possibly encrypt messages without the owner of the key knowing it. Thus the owner of the key wants to 

control the access to the key.  Since most computers are too complex to deserve trust  the question 

arises. The following examples shows the importance of the encryption keys when these are used to 

protect valuable information.

For example in electronic commerce, a customer enters an online transaction with a bank.  In Internet 

the computers are publicly accessible  to everyone.  Suppose that the customer wants to transfer his 

money into another account. Then the customer connects to the Internet banking via SSL/TLS with 

server-side authentication assuring if the connection is with a genuine bank server or not. The customer 

should enter the identity details in the bank's login form or orderform The customer needs to use the 

secret key for the orderform and send that orderform to the bank, requesting transfer of money. Then 

the bank authorities will authenticate the orderform using their key. If the bank has authenticated the 

customers secret key, then the bank authorities will transfer the money. If anyone knows the secret key, 

then the unauthorised user can send a false orderform to the bank. So it would be a problem to the user, 

because the unauthorised user can transfer money into another account. So the customer needs to store 

the key in a secure place. 

Another example is secret military  documents, For secret military documents a common problem is to 

transmit the message. The message can be stored in a physically secure location but when transmitted 
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there is a risk that the enemy can eavesdrop the message. To prevent eavesdropping the documents are 

encrypted by the secret key. If an attacker intrudes into the defence computer via Internet, he/she can 

try  to  access  the secret  key.  If  the attacker  gets  access  to  the  key then  he  can steal  the  valuable 

information. 

1.4 Why should the encryption keys be stored securely?

The growth of Internet has been accompanied by new methods for illegal intrusion into  computer 

systems.

When computer systems are connected online, they are vulnerable to computer security attacks. If the 

user stores encryption keys in his computer, there are chances to access the keys from his computer and 

there  is  a  possibility  that  an  unauthorized  user  can  copy  the  encryption  key  or  possibly  encrypt 

messages without the owner of the key knowing it. Thus the owner of the key wants to control the 

usage of the key. Since most computers are too complex to deserve trust, the question arises how can 

the user store encryption keys securely?

Computers are used to store valuable information.  To store the information securely,  the computer 

security objectives i.e. confidentiality, integrity and availability have to be satisfied.   Otherwise the 

intruder can access the information. The computer security deals with the “Prevention and detection of 

unauthorized actions by users of a computer system” [1].

 

Computer security is needed  because of among others the  following risks:

➢ A computer system can be infected by malicious code, by importing infected files. When 

the infected file is executed the malicious code can spread to other files or make damage 
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(e.g. crashing the hard disk). The owner may loose valuable information which could be the 

encryption keys. 

➢ When a computer system is connected to the Internet, unauthorized users may  intrude into 

the computer system and steal valuable information.

➢ When computers share/transfer information over a network, there is a risk of illegal eaves-

dropping.

1.5 Structure of the Report

The second chapter, “Cryptography”, includes a short introduction of basic cryptographic techniques 

which are necessary to understand this thesis work. 

 

The third chapter, “Storage of encryption keys”, explains and examines some of the external devices, 

which are available in the market with a focus on the security. 

The fourth chapter, “Attacks”, explains and examines some of the security attacks on  different types 

of storage devices. 

The fifth chapter, “Analysis of Storage devices”, analyzes the attacks on the storage devices.

The  sixth  chapter,  “Proposed  secure  system”, suggests  a  system  for  secure  storage  of  secret 

encryption keys.

The seventh chapter,  “Analysis of the proposed secure system”, examines the attacks and analyzes 

these attacks on the proposed secure system.

The eighth chapter is the conclusion of the thesis work. 
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2. Cryptography

2.1 Introduction to cryptography

Two entities A and B communicate over an unsecured channel. The unauthorized user  has control over 

this channel, being able to read their messages, delete messages and insert messages. The two entities 

A and B trust each other. They want protection from the unauthorized access. Cryptography allows 

them to construct a secure  channel by encrypting the message. [1]

In cryptography, an encryption key is a piece of information which can be used to encrypt and decrypt 

the message. Cryptography concepts are involved to encrypt or decrypt the message with encryption 

keys. This chapter gives an introduction to the essential cryptographic techniques, which are necessary 

to understand this thesis work.

2.2 Encryption

Encryption is referred to as a form of data scrambling.  Encryption is used for message transmission 

where the message cannot be read without encryption keys.

Encryption is a transformation of the message called plaintext  into another message called ciphertext 

while the process of changing the cipher test into plaintext is called decryption.[2]

2.2.1 Need of encryption

Encryption addresses several needs in computing and communication. For example when A  sends a 

message to B,  over a channel which can be eavesdropped shown in Figure 2.1, there is a  need for 

encryption to to prevent the eavesdropper from getting anything useful from eavesdropped data.[1]
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Some of the needs are stated below:

➢ Encryption can protect information while it is being transferred from one system to another 

system. e.g.: over a network.

➢ Authentication of a document can be done with the help of encryption.

Figure 2.1 Eavesdropping

Encryption requires secret information called a key to encrypt and decrypt the message. There are two 

techniques for this purpose called symmetric or secret key and asymmetric or public key.

                

Figure: 2.2 Encryption and decryption
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2.2.2 Symmetric key encryption
Symmetric encryption is also referred to as conventional, single-key or symmetric key encryption. The 

reason for calling this key  a single key is because the same key  is used both to encrypt  and decrypt 

the message [2]. The sender and receiver of secret messages must exchange a common secret key over 

a secure channel that cannot be eavesdropped.

Conventional  encryption  has  five  major  parts  called  plaintext,  encryption  algorithm,  secret  key, 

ciphertext and decryption algorithm.

     Figure 2.3 Symmetric key encryption

2.2.3 Asymmetric key encryption
Public key encryption is also referred to as asymmetric. Public key encryption requires the use of both 

a private key (a key that is known only to its owner) and  a public key (a key that is known to both of 
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them). To do encryption/decryption requires one public key and one private key [2][4].

A public key encryption form has six major parts called  plaintext, encryption algorithm, public key, 

private key, ciphertext and decryption algorithm.

Fig 2.4 Asymmetric key encryption 

2.2.4 Advantage and disadvantage of symmetric and asymmetric keys

Public keys have increased security  because for encryption and decryption you need two different 

keys, and only one of the keys must remain protected. With secret keys you need only one key to 

encrypt the message and the decrypt the message. The major disadvantage of public key system is the 

speed for encryption. Public keys are best suited  for a multi-user environment. As can be seen from the 

above section, symmetric keys are often attacked because the user has a single key to encrypt and 

decrypt the message. If the key is known to an unauthorized user, then the encrypted message can be 

decrypted with the single key. This is also the case with the asymmetric keys, because the public key is 
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known to everyone, while the private key is a secret key. If this private key is not kept in a secure 

manner the problem could be the same as for symmetric keys.[29]

2.2.5 Digital signatures

Digital signatures, like handwritten signatures, are used to provide the authentication of  messages. It 

addition to authentication, digital signatures provide message integrity and non-repudiation. The basic 

mechanism of digital signatures as shown in Figure 2.5. 

Figure 2.5 Mechanism of the digital signatures

A hash function is used in the signature generation process to obtain a condensed version of data, 
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called a message digest.  The message digest is then input to the digital  signature (ds) algorithm to 

generate the digital signature. The digital signature is sent to the intended verifier along with the signed 

data. The verifier of the message and signature verifies the signature by using the senders public key. 

The private key is used in the signature generation process and the public key is used in signature 

verification process.[34]

2.3 Public key infrastructure (PKI)

Most of the information below is from [5][61][28].  Public key infrastructure has been proposed as a 

way of exchanging the keys in secure way by satisfying the security objectives. How do A and B know 

that the verification keys they are using to check signatures indeed correspond to the right party? The 

purpose of PKI is to provide a trusted party between A and B, which issues a certificate to  the user to 

create  this  connection  to  A  and  B.  The  PKI  satisfies  the  security  objectives  authentication, 

confidentiality, integrity and non-repudiation. 

➢ Confidentiality:  Encryption  of  the  message  is  used  to  ensure  the confidentiality of  the 

message, that is that only the intended recipient can read it.

➢ Integrity:The digital signature is used to ensure the integrity of the message, that is that 

contents are exactly as the sender intended.

➢ Authentication: A digital signature is used to authenticate the sender of message

➢ Non-repudiation: This ensures that a trusted third party can verify the  integrity and origin 

of the data. It also enables proof of proper delivery of the message from the genuine party.

One  of  the  important  aspects  of  PKI  is  the  reliable  distribution  of  public  keys  (in  asymmetric 

encryption) and that it needs a Trusted Third Party (TTP) i.e Certificate authorities.

A CA issues digital certificates that binds a name to a key and the certificate is electronically signed by 

the issuer. These electronic documents are digital certificates that contain (1) the name of the owner of 
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a key, (2) some information about the validity of the certificate (for example, a time period over which 

the certificate is valid) and (3) the owner’s public key. The owner’s certificate is then electronically 

signed by a trusted authority  called  “Certificate  Authority” (CA).  The PKI  achieves the security 

objectives in this way.

The keys are always used together to encrypt and decrypt the messages. A user can share the  public 

key  with  anyone  so  that  they  can  encrypt  a  message  to  the  receiver.  When  the  user  receives  an 

encrypted message, the private key is used to decrypt the message.

When the user wants to send an encrypted  message to the recipient using PKI systems[5] he/she needs 

to follow the steps:

➢ The sender contacts the receiver or a directory server to get the receiver certificate, which 

contains the recipient's public key.

➢ The sender downloads the receiver's certificate, validates the receiver's certificate against 

published revocation lists and validates the certificate's signing chain.

➢ Once the receiver's certificate is validated, the sender extracts the receiver's public key and 

uses it to encrypt the message.

➢ The sender transmits the encrypted message.

➢ The receiver receives the encrypted message, which can then be decrypted using the private 

key.[30]

2.4 Secret key systems 

The algorithms given below are nowadays commonly used secret key systems. 

2.4.1 DES

DES stands for Data Encryption Standard, which is one of the most widely used encryption system was 
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developed in 1970. Initially it was owned by IBM but later IBM made DES available for public use 

and the US federal government has issued a FIPSPUB number 46 in 1977. With constant review this 

has been adapted as an American National Standard (X3.92-1981/R1987). This algorithm performs a 

series of bit permutation, substitution and recombination operations on 64-bits of data and 56-bits of 

key resulting in 64 bits of output. The algorithm is structured in such a way that change in any bit of 

the input has a major effect on the output. The output of the DES function is so unrelated to the to its 

input, that the function is sometimes used as a pseudo random number generator.[1],[31]

2.4.2 AES

Advanced Encryption Standard (AES) is a symmetric 128-bit block data encryption that can be used to 

secure  sensitive  electronic  data.  AES is  a  symmetric  block  cipher  algorithm that  can encrypt  and 

decrypt information. AES works at multiple network layers simultaneously.

The key size of the DES-algorithm is 56-bits. This DES algorithm can be broken simply by cycling 

through all possible keys. 

 

AES [Rijndael]  has  become the  encryption  algorithm of  choice  for  all  new developments,  which 

requires a high degree of data security with added flexibility of variable key and data block sizes. The 

AES [Rijndael] algorithm is capable of using cryptographic keys of 128, 192 and 256 bits to encrypt 

and decrypt data in blocks of 128 bits. The implementation of AES, in software and /or hardware is 

designed to  protect  digital  information  [video,  voice,  images  and data]  from attacks  or  electronic 

eavesdropping.[64]
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2.4.3 RC2
Most of the information below is from [32]. RC2 is a variable key-size block cipher which is faster 

than DES. It is designed especially for drop-in replacement of DES. RC2 can be made more of less 

secure than the DES depending on the chosen key sizes. The block size in RC2 is 64 bits and it is more 

than two times faster than DES in software. RC2 uses a salt which is an additional string generally 40 

to 88 bits long to prevent attacks. The salt is appended to the encryption key, and this lengthened key is 

used to encrypt the messages. The salt is sent unencrypted.

2.4.4 RC4

“RC4 is a variable key-size stream cipher with byte-oriented operations. This algorithm is based on 

random  permutation”.  Eight to sixteen machine operations  are required per  output byte.  RC4 runs 

faster in software. RC4 is used in the encryption of traffic to and from the websites using the SSL 

protocol.  Moreover  this  cipher  is  commonly used in  commercial  applications  like  SQL, Microsoft 

Windows [3]. 

2.4.5 RC5
RC5 is a fast block cipher and a parameterized algorithm with variable block size, key size and number 

of rounds. The allowable block sizes in bits are 32, 64 and 128 bits. The number of rounds can be up to 

255 while the key can range is from 0 to 2040 bits in size. The variable flexibility provides security and 

efficiency at  all  levels.  In the algorithm has three routines,  namely key expansion,  encryption and 

decryption. The key expansion routine, the user provides the secret key  which is used to fill a key 

table, which is used during the encryption and decryption of the message. The encryption routine is 

composed of three operations: integer addition, bitwise XOR, and variable rotation. The decryption 

routine is derived from the encryption routine.
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2.5 Public key systems

The commonly used algorithms in public key systems are:

2.5.1 El Gamal
The El Gamal algorithm is based on the Diffie-Hellman key agreement protocol, which consists of 

three components [9]: the key generator, the encryption algorithm and the decryption algorithm. To 

generate a public key in El Gamal for two users X and Y, we have a prime number (publicly known) p 

and a generator g. Let X choose a random number a and compute ga. Y also chooses a random number 

b and computes gb. In this process the publicly available keys on each side are ga =A and gb=B and the 

private keys are a and b.

When Y wants to send a message to X then Y randomly picks a number k which is smaller than p 

c1 = gk mod p

c2 = Ak *m mod p

and sends c1 and c2 to X. X can use this to reconstruct the message m by computing

c1
-a * c2 mod p = m

because

c1
-a * c2 mod p = (gk)-a * Ak * m = g-a * k * Ak * m = (ga)-k * Ak * m = A-k * Ak * m = 1 * m = m [33].

2.5.2 DSA
The Digital Signature Algorithm is a US standard based on the El Gamal principles. 

2.5.3 RSA
RSA is a public key crypto system that offers both encryption and digital signatures. The algorithm is 

much faster than the DSA algorithm. Both DSA and RSA are used as digital signatures. [1]

When A wants to send a message m to B, then A creates the ciphertext  c by exponentiating:  c = me 
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mod n, where e and n is B's public key. She sends c to B. To decrypt, B also exponentiates: m = cd mod 

n; the relationship between e and d ensures that B correctly recovers m. Since only B knows d, only B 

can decrypt this message. 

When A wants to send a message m to B in such a way that B is assured the message is both authentic, 

has not been tampered with, and is from A, then A creates a digital signature s by exponentiation: s = 

md mod  n, where  d and  n are A's private key. A sends  m and  s to B. B verifies the signature,  by 

exponentiating and checking that the message  m is recovered:  m =  se mod  n, where  e and  n is A's 

public key. Thus encryption and authentication take place without any sharing of private keys: each 

person uses only another's public key or their own private key. Anyone can send an encrypted message 

or verify a signed message, but only someone in possession of the correct private key can decrypt or 

sign a message. 

The encryption and authentication in RSA takes place without any sharing of private keys. Only the 

possessor of the private key can decrypt and sign a message [35]. 

2.5.4 Elliptic curve cryptography(ECC)

Elliptic curve cryptography is an approach to public-key cryptography based on the algebraic structure 

of  elliptic  curves  over  finite  fields.  The  elliptic  curves  are  used  in  several  integer  factorization 

algorithms that have application in cryptography. The minimum key size is160 bits.

The elliptic curves used in cryptography are typically defined over two types of finite fields.  Fields of 

odd characteristics and fields of characteristic two. The fields of odd characteristic are implementations 

of arithmetic in Fp, where p is a large prime. Field elements will be represented as integers in the range 

of 0,1,...p-1with the usual arithmetic modulo p. [62] 
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2.5.5 Technique of encrypting 

The data on the devices has to be encrypted and for this different techniques have been evolved. One of 

the ways for encrypting in a windows environment is EFS. After encrypting the file the encryption key 

should be store in an other device. Otherwise the unauthorized user can access the files.

EFS stands for Encrypted File System. This can be used once the device has been formatted using the 

NTFS file system. The encryption implementation is done as shown in Figure (4.2). EFS will encrypt 

the data when it is stored on the hard disc. Data is decrypted automatically when it is read into the com-

puters memory. The data can only be accessed by a machine containing the keys with which the drivers 

encrypted.

Figure 2.6  Encryption using EFS
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3. Storage of encryption keys in devices

3.1 Introduction
In this chapter  we describe storage devices which can be used  for storing  encryption keys. In this 

chapter we also deal with the technical details regarding the storage media.   Storage devices come in 

many forms such as computer hard disks, USBs, smart cards and PDAs.

3.2 Computer hard disk

A hard disk is a storage device which can be found in all computers. If the user wants to manipulate or 

access the data in the hard disk, then the user needs a software(OS) to communicate with the hard disk, 

as shown in fig 1.2. The hard disk is connected to the hardware. The hard disk is used to store data such 

as programs and user files. The users can get access to memory only through the OS [6]. 

Data on the hard disk can be erased and/or overwritten. The hard disk is  a non-volatile storage device 

which means it doesn't require a constant power supply in order to retain the data stored on it.

Users can store encryption keys on the hard disk. The hard disk listens to commands like read/write 

from the OS and this is how keys are stored on the hard disk. We are going to discuss the attacks in 

Chapter 4.[36].

3.3 USB (Universal Serial Bus)

The USB is designed to act as an interface for low- and medium-speed peripherals to get connected to a 

PC (up to 127 peripherals), with a top transfer rate of 12 Mbit/sec. It is much faster than serial and par-

allel ports [37].
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The major advantage of USB is the plug and play option which doesn’t require the system to be reboot-

ed or reconfigured when a new device is connected. Technical issues like bus termination and the as-

signment of device identifiers are taken care of by the hardware and software architecture and a  pipe is 

the association between the specific endpoint on the device and the appropriate endpoint on the soft-

ware in the host. 

Figure 3.1  USB memory device

USB memory devices are the most commonly seen devices nowadays. These devices are small in phys-

ical size and have a high capacity of storing data. Most of the devices come with capacities ranging 

from 128 MB to more than 1 GB of data storage. The USBs are solid state memory devices as shown in 

the Figure (3.1) that plug into a USB1.2 or 2.0 slot on a computer or a notebook [7]. Portability, speed, 

and storage capacity are the important things that made this device a popular one. These devices were 

first launched by Sandisk company on the basis of EEPROM technology.

The USB memories are non-volatile. They can also be used to store encryption keys.  These devices 

have come as a replacement of traditional floppy disks and magnetic disk drives. The USB devices also 
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have a processor, but the floppy doesn’t  have it. The advantage of having a processor is that at run-

time the processor determines the order of execution for the program's instructions. After the instruc-

tions are decoded, the processor examines the decoded instructions, to determine which ones are ready 

for execution. 

The risks associated with USB devices are mostly similar and also different to the ones like floppy 

disks. With the help of a USB device, an employee of an organization can easily carry a piece of infor-

mation which is confidential. So, an organization considering the ban of floppy devices should also 

consider disabling of the USB plug’s after installing the necessary devices. Infections due to viruses are 

also common in USBs. 

So, finally, the USB devices can be of advantage or a disadvantage to an organization [38]. They can 

be very useful to transfer files from one machine to another, or for keeping backup information. They 

can also spread viruses or can be used for stealing confidential data. Therefore, it is necessary to take 

appropriate measures to manage the risk

3.4 Smart cards
IA smart card is a small electronic device, looking much like a credit card. Some of the smart cards are 

like credit cards  embedded with an integrated circuit (IC) and a magnetic strip. The magnetic strip is 

capable of storing data by modifying the magnetism of tiny iron based magnetic particles on a band of 

magnetic material on the card, and also the smart cards can manipulate data inside of the smart card be-

cause it has a processor. A smart card can store keys and certificates and signing data without the pri-

vate key ever leaving the card. So the unauthorized cannot access the data. One property of the smart 

card is that it can handle complex operations like data encryption [9]. If we use data encryption, an 

unauthorized user cannot damage the security objectives i.e confidentiality, integrity and authentica-

tion.

23



Secure storage of encryption keys

The chip of a smart card as shown in Figure 3.2 consists of microprocessor, ROM (Read Only Memo-

ry), EEPROM (Electrical Erasable Programmable Read Only Memory), and RAM (Random Access 

Memory)

Figure 3.2  Smart card chip Architecture

The ROM contains the operating system, which is made as part of the chip fabrication  and cannot be 

changed once the chip is made. The ROM  may contain programs and data but in both cases the code 

and data are constant for all time. The EEPROM memory is the non-volatile storage area of the chip 

that allows data to be written and read under program control. This data is preserved even after the 

power to the chip is switched off. The RAM forms the memory working space to be used by the pro-

cessor while executing programs either in ROM or EEPROM. This memory is volatile and all data will 

be lost when power to the chip is removed.[39] 

Smart cards can be used for different purposes such as.

➢  Personal information

➢  Electronic purse transactions

24



Secure storage of encryption keys

➢  Prepaid telephone transactions

➢  Personal authentication information

➢  Personal finance transactions

➢  Health-care data                            

                                                                                 

The smart card system is composed of an IC, an interface between the IC and  a card reader, the com-

munication between the device and smart card through card reader. This IC is constructed with both 

memory chip and microprocessor chip.

The  memory of the smart cards can be used to store encryption keys and certificates. The encryption 

keys are used to prevent eavesdropping when data is transmitted over unsecured channels, and certifi-

cates are used to verify the authenticity of the data.

The card reader provides a physical link between the smart card and the host, for example in a combi-

nation of a keyboard and a card reader. The host can be a PC or a stand-alone device. The card reader 

delivers  power to and initializes the card and acts as the mediator between the smart card and the host. 

The smart cards are divided into contact smart cards and contactless smart cards [10].

Types of smart card

Most of the information below is from [11]. A contact smart card operates by physical contact between 

the reader and the smart card's different contacts. A contactless smart card communicates with an an-

tenna by means of a radio frequency signal without physical contact between the card and the reader.

A contact smart card is more secure compared to the contactless smart card, because it is very difficult 

to eavesdrop the  communication between the card and reader, due to the direct contact. Contactless 

cards use radio frequencies to communicate that are susceptible to interception.
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Smart card security

Smart cards can be used to protect data as information is exchanged between the card and reader. For 

the protection of the smart card, PINs are also provided for preventing from unauthorized access. The 

authentication of the smart card as shown below.

Most of the information below is from[25]. Smart card initiates authentication

begin 

{
card initiates authentication command to reader;
card and reader identify common encryption algorithm;
reader sends a random encrypted number to card;
card uses private key to decode the random number;
card sends the decrypted data back to reader;
reader verifies the random number it generated;
if a match is detected, card identity is validated;

}
end

Smart card reader application initiates authentication 

begin
{

reader sends authentication command to card;
reader and card identify common encryption algorithm;
card sends a random encrypted number to reader;
reader uses private key to encode the random number;
reader sends the decrypted data back to card;
card verifies the random number it generated;
if a match is detected, reader request is validated;

}
end

3.5  Personal digital assistants

A personal digital assistant (PDA) is a handheld device that combines computing, telephone/fax, Inter-

net and networking features[12]. A typical PDA can function as a cellular  phone, fax sender,  web 
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browser and personal organizer. Most PDAs began as pen-based, using a stylus rather than a keyboard 

for input. This means that they also incorporated handwriting recognition features. “Some PDA’s can 

also react to voice input by using voice recognition technologies” [40].

PDA Data encryption and protection

To protect data stored in a PDA from unauthorized access, some of the PDAs are secured by using a 

password, and the data can be encrypted with encryption algorithms. The PDA encryption generally 

takes four forms.

➢ Encryption of private records.

➢ Encryption of the entire memo pad

➢ Organization and encryption of the user’s passwords or other confidential bits of informa-

tion.

➢ Encryption of databases.

Most of the information below is from [41]. To protect the data on the device the encryption systems 

below have been developed. “The Palm OS supports private records, which involves a special  flag 

which can be set for individual entries in the address book, calendar, Memo Pad, and Tasks/To-Do” .

In a PDA, to encrypt and decrypt the data files you can use 128-bit encryption. To prevent the encryp-

tion software from slowing down your PDA much, Moviancrypt takes advantage of processor idle time 

to re-encrypt and decrypt the files. All encrypted and data is stored and decrypted as it is accessed. The 

entire process is transparent to the end user. 

In Pocket PC, one of the best encryption software packages for Pocket PC is Pocket Lock from Appli-

an. This Pocket Lock allows you to apply 168-bit encryption to files and folders with the mere click of 
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a button. Some of the Pocket PC's can handle only168-bit encryption. This depends on the Pocket PC 

memory. The Pocket Lock allows you to choose from the following encryption types.

40-bit RC2 

40-bit RC4 

56-bit DES 

128-bit RC2 

128-bit RC4 

112-bit 3DES 

168-bit 3DES 

There is some security threats associated with a PDA. The issues are from virus and the theft of sensi-

tive data. The attacks on the PDA are discussed in Chapter 4

3.6 Comparison of the storage devices

The storage devices that have been discussed  for storing of personal information and encryption keys 

are hard disks, USBs, PDAs and smart cards. If  personal information is stored on these devices then 

the hacker can steal the secret keys or personal  information from the hard disk, USB and PDA ( See in 

attacks ) but the smart card, which is offering a PIN number and other forms of security, which must be 

used to access information, is totally useless to people other than those who know the PIN code. At the 

first attempt to use it illegally, the card would be deactivated by the card reader.

Smart cards have good hardware and software technologies in its design. A smart card can secure high 

performance, whereas USBs and PDAs may not give as much security as a smart card because of its 

embedded software, secure operating system, virtual machines and cryptography.

The  smart  card  achieves  the  security  objectives.  The  security  objectives  are  confidentiality, 
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authentication, integrity and non-repudiation. The smart cards processing capability is an opportunity 

to implement  cryptographic  mechanisms within the smart  card.  Smart  cards can be  used to  store 

public and private keys, the algorithm, and the digital certificates, whereas the PDA and USB cannot 

create a digital signature to ensure integrity of the message as well as non-repudiation.

The PDA has some vulnerabilities which are mentioned in the attacks on devices and data theft through 

line sniffing. The USB has the communication channels between the USB device and host computer, 

using custom device drivers. Thus you can use and commercial USB protocol analyzers, and look for 

undocumented  commands  and  problems  with  handling  intentionally  erroneous  and  mis-structured 

commands[7].  The  smart  cards  are  however  subject  to  many  different  types  of  attacks  aiming  at 

tampering  with  the  chip  or  parts  of  it  in  order  to  retrieve  secret  information.  Cryptography  and 

cryptanalysis are both rapidly evolving at the theoretical and at the implementation, both software and 

hardware,  levels.  This  knowledge  is  essential  to  evaluate  the  risk  associated  to  the  attacks  and 

implement appropriate countermeasures[14].
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4. Attacks

4.1 Introduction 

The intruders goal could be access to either copy or use the key, to change the key or to block the legit-

imate owner's use of the key by e.g. erasing it.  The threats are  for example that a computer can be in-

fected by importing infected files. If the infected file is executed, then the malicious code may give dif-

ferent problems (explained in 4.2). When a computer system is connected to the Internet  unauthorized 

users may try to intrude into the computer system and access valuable information.

Attacks disrupt the security goals, that is they effects the confidentiality, integrity and availability. How 

are the security goals disrupted?. A successful attack on a system on the Internet can pose a major 

threat because it can influence the system performance and services used by millions of user as shown 

in Figure 1.3 [27]. Suppose the  hacker generates a malicious code on the Internet. The malicious pro-

gram looks for loopholes in computers, and it will gain the operating system privileges. Once infected 

with malicious code, a computer may be remotely controlled by a hacker, via the Internet. 

Attacks  target the computers or networks, such as power systems and financial systems. The attacks 

target IT in two different ways.

1. Direct attacks against an information system “through the wires” alone [i.e hacking].

2. The attack can be from the inside as a result of compromising a trusted party with access to 

the system.

The preparation for an attack may sometimes proceed slowly or in several phases to initiate the attack. 

Some  compromised  computers  become  part  of  an  automatic  “bot  network,”  quietly  performing 

espionage  by  transmitting  data  or  intermediate  preparatory  instructions  back  and  forth  from 
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compromised computers while awaiting a special final activation signal originating from the attacker. 

The final activation phase may direct all compromised computers to inundate a targeted computer with 

bogus messages or insert phony data into critical computer systems, causing then to malfunction at a 

crucial point or affect other computers. Some recent computer attacks have focused on only a single 

new  computer  vulnerability  and  have  been  seen  to  spread  worldwide  through  the  Internet  with 

astonishing speed.

This chapter has been subdivided into different parts giving an explanation about attacks from hackers, 

attacks on computers, attacks by malicious code, attacks on smart cards and attacks on PDAs [2]. 

4.2 Attacks from hackers

There is a risk that an unauthorized user will intrude into the system to access, change or block avail-

ability of the encryption keys. For example if the hacker blocks the availability of the encryption keys, 

then the owner can't decrypt his own message. A hacker can try to find security bugs in the operating 

system [1] and try to maximize the access. To  access  passwords or encryption keys, it is not necessary 

to have maximum access to the system[42].

Hackers use a variety of tools to attack a system. Each of the tools we cover has distinct capabilities. 

We describe the most popular tools from each of the following categories [16].

Port scanners

Vulnerability scanners

Root kits

Sniffers
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Port Scanners

Port scanners are probably the most commonly used scanning tools on the Internet. These tools scan 

large IP spaces and report on the systems they encounter, the ports available and other information, 

such as OS types. A popular port scanner is Network Mapper ANmap [43].

Vulnerability Scanners

Vulnerability  scanners  search  for  a  specific  vulnerability  or  scan  a  system  for  all  potential 

vulnerabilities. Vulnerability tools are freely available. The hackers use the tool to scan systems and 

evaluate vulnerabilities to intrude into the system. One available vulnerability scanner  is BNessus [16].

Rootkits

The computer and network users may today face a hacker gaining root-level access to a system. This, 

in essence, gives the intruder administrative control over the machine and thus an opportunity to cause 

serious problems. This means, if the hackers use rootkits, they can install them on a victim's computer 

to gain administrative access, and they can hide their presence on a system, making them difficult to 

detect. Some of the tasks performed by  rootkits are 

➢ Modify system log files to remove evidence of the intruder’s activities.

➢ Modify system tools to make detection of an intruder’s modifications more difficult.

➢ Create hidden back-door access points to the system.

➢ Use the system as a launch point for attacks against other networked systems.

Sniffers

“Network  sniffing  or  just  “sniffing”  is  using  a  computer  to  read  all  network  traffic.  To perform 

sniffing, a network interface must be put into promiscuous mode so that it forwards, to the application 

(Nmap). - Appendix -A
(Nessus) - Appendix- B
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layer,  all the network traffic, not just network traffic destined for it. The Solaris OE includes a tool 

called “snoop” that can capture and display all  network traffic seen by a network interface on the 

system. While being relatively primitive, this tool can quite effectively gather clear-text user IDs and 

passwords passing over a network. Many popular protocols in use today such as Telnet, FTP, IMAP, 

and POP-3 do not encrypt their user authentication and identification information. Once a system is 

accessed, an intruder typically installs a network sniffer on the system to gain additional user ID and 

password information, to gather information about how the network is constructed and to learn what it 

is used for”[10]. This performance depends on the network. 

Major hacker attack types

Malicious code (viruses,Trojan horses and worms)

Wire trapping/Eavesdropping

Intrusion

➢ Back door

➢ Brute force 

➢ Dictionary attack

➢ Denial of Service(DoS) attack

Attacks by malicious code 

Malicious code is  code added to or  changed in a software system in order to intentionally cause harm 

or subvert the intended function of the computer [17]. Malicious code is rapidly becoming a problem 

for industry, government and individuals.

Malicious code includes viruses, worms, and Trojan horses. 

Viruses are  pieces  of malicious code that  attach  to host  programs and copy  themselves into other 
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programs when the infected program is executed. 

Worms are  particular  to networked computers.  Instead  of attaching themselves  to a  host  program, 

worms carry out programmed attacks to start a process on other computers. 

A Trojan horses is a program with an unwanted side effect. The program could give the impression of 

doing something useful,  but it  could also actually do something useful.  It  is called a Trojan horse 

because the program also contains a sideffect that the user does not know and does not want.

Examples of malicious code damage

➢ Erasing or overwriting data on a computer.

➢ Encryption of files in a crypto viral extortion attack.

➢ Corrupting files in some subtle way.

➢ Upload and download files.

➢ Spreading other malware, such as viruses. In such a case the Trojan horse is also called a 

dropper or vector.

➢ Setting up networks of zombie computers in order to launch DoS attacks or send spam.

➢ Making screenshots.

➢ Logging keystrokes to steal information such as passwords and credit card numbers. 

➢ Phish for bank or other account details, which can be used for criminals activities.

➢ Installing a backdoor on a computer system [44].

➢ Most important of all : malicious code may search for stored encryption keys.
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Wiretapping/eavesdropping

This  is  an attack that  intercepts  and accesses  data  and other information contained in a flow in a 

communication  system.  Originally,  the  term  applied  to  a  mechanical  connection  to  an  electrical 

conductor. It now refers to reading information from any medium used for a link or even directly from 

a node, gateway or switch. For example if  we access the key  from a hard disk, there is a possibility 

that they can wiretap the key while transferring from the hard disk to the operating system. 

Eavesdropping is the intercepting of conversations by unintended recipients. One who participates in 

eavesdropping  (i.e.  someone who secretly  listens  in  on  the  conversations  of  others)  is  called  and 

eavesdropper. The origin of the the term comes from situation in which people would literally hide out 

in the eavesdrop to listen in on private conversations. For example if  we access the key  from a hard 

disk, there is a possibility that an attacker can listens to the commands and maybe then  can apply those 

commands to get the key.

Intrusion

This means that a hacker tries to break the security  of, and gain access to, someone else's system 

without being invited. If the hacker breaks the security, then the hacker can copy  the encryption keys 

or modify the keys. For example if the hacker modified the encryption key, then the owner will loose 

the valuable information, because the owner cannot decrypt his message with the modified encryption 

key. 

Back door 

A back door  is  a  means  of  access  to  a  computer  program that  bypasses  security  mechanisms.  A 

programmer  may  sometimes  install  a  back  door  so  that  the  program  can  be  accessed  for 

troubleshooting or other purposes. However attackers often use back doors that they detect or install 

themselves, as part of an exploit.
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Dictionary attack

A dictionary attack is a type of attack which is used for breaking a password-protected computer and 

tries to find out a decryption key or pass phrases by searching large number of possibilities [57], [24].

Dictionary attack is a technique for defeating cipher or authentication mechanism. Dictionary attacks 

work  because  many  computer  users  and  businesses  insist  on  using  ordinary  words  as  passwords. 

Dictionary  attacks  are  rarely  successful  against  systems  that  employ  multiple-word  phrases,  and 

unsuccessful  against  systems that  employ random combinations  of uppercase  and lowercase  letters 

mixed up with numerals. A form of dictionary attack is often used by spammers. A message is sent to 

every e-mail address consisting of a word in the dictionary, followed by at the symbol (@), followed 

by the name of a particular domain. Lists of given names (such as frank, george, judith, or donna) can 

produce amazing results.  So can individual  letters  of  the alphabet  followed by surnames (such  as 

csmith, jwilson, or pthomas). E-mail users can minimize their vulnerability to this type of spam by 

choosing usernames according to the same rules that apply to passwords and decryption keys -- long, 

meaningless sequences of letters interspersed with numerals [58].

Brute-force attack 

A Brute force attack consists of trying every possible code, combination, or password until  the right 

one is found [19]. A brute force attack is a method to obtain the user authentication without the user's 

notice [59].

Denial of Service attack

A denial-of service attack (DoS attack) is an attempt to make a computer resource unavailable to its 

intended users. Typically the targets are high-profile web servers,  and the attack attempts to make 

hosted web pages unavailable on the Internet. A Denial of Service attack blocks the legal user's access 
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to the server. We are not considering this problem in the thesis work.

4.3 Attacks on smart cards

Smart cards provide security benefits. This can be incorporated in cryptographic protocols that can pro-

tect the data from unauthorized users. However, the protection strength is being overestimated by most 

of the users [9]. 

Unfortunately there are some tampering techniques to break the smart cards. Those attacks are divided 

into four major attacks [22]. 

1. Microprobing

2. Software attacks

3. Eavesdropping

4. Fault generation

Microprobing can be used to access the chip surface directly. We can observe, manipulate, and inter-

fere with the integrated circuit. Software attacks use the normal communication interface of the proces-

sor and exploit security vulnerabilities found in the protocols, cryptographic algorithms, or their imple-

mentation. Eavesdropping techniques monitor, with high time resolution, the analog characteristics of 

all supply and interface connections and any other electromagnetic radiation produced by the processor 

during normal operation. Fault generation techniques use abnormal environmental conditions to gener-

ate malfunctions in the processor that provide additional access.

Invasive attacks

All microprobing techniques are invasive attacks. This involves a tampering of the device which is 

clear for anyone. In fact most of the techniques listed here require an utter destruction of the card hard-

ware.
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Physical invasive attack

The physical attacks are performed to read the contents of memory or modify it through probes. In a 

physical attack the probes act a major role to read the contents of data buses, wires can be cut and alter-

native circuits can be added. Such attacks are conceivable, but they require chemicals and acids to re-

move protective plastic layers around the smart card processors. 

Chemical solvents, etching and staining materials: These materials are able to decapsulate and accu-

rately de-layer smart card chips. The surface of the chip reveals the various building blocks in the chip. 

After this process the chip is accessible for optical or electrical analysis. In modern days multiple layer 

chips are using this as an essential step in reverse engineering. The staining is an advanced etching 

technique that uses differences in etching speed to reveal subtle material differences that define the 

ones and zeros .

                                                   

               Figure 4.1: Etched Smart Card

Micro-probing attack

This is an invasive attack. The major component for this tool is a special optical microscope and the at-

tacker installs a probe. The probe consists of a metal shaft that holds a long tungsten-hair. These allow 

the attacker to contact on-chip bus lines without damaging them. This probe is connected via an ampli-
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fier to a digital signal processor card that records or overrides processor signals and also provides the 

power, clock, reset, and I/O signals needed to operate the processor via pins.

Non-invasive attacks

“Non-invasive attacks  are  particularly  dangerous in some applications  for two reasons.  Firstly,  the 

owner of the compromised card might not notice that the secret keys have been stolen; therefore it is 

unlikely that the validity of the compromised keys will be revoked before they are abused. Secondly, 

non-invasive attacks often scale well, as the necessary equipment (e.g., a small DSP board with special 

software) can usually be reproduced and updated at low cost”.

Timing analysis attack

Theses “attacks are based on the measuring the time it takes for a unit to perform operations. This in-

formation can lead to information about the secret keys”. To measure the time required to perform pri-

vate key operations, an attacker finds the fixed exponents, the factors of the RSA keys, and break other 

cryptosystems. If a unit  is vulnerable,  the attack is computationally simple and often requires only 

known cipher text. Cryptosystems are often simple and require only cipher text. Cryptosystems often 

take slightly different time to process different inputs. The performance characteristics typically de-

pend on both the encryption key and the input data (e.g. plaintext or cipher text). “Attacks exist which 

can exploit timing measurements from vulnerable systems to find the entire secret key” [54].

Software attacks

A number of attacks can be performed via software. For example, a Trojan horse application could be 

used. The rouge application must be planted on an unsuspecting user’s workstation. 
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Glitch attack

Most of the information below is from [53]. This is also a non-invasive attack “In a glitch attack, the 

attacker deliberately generates a malfunction that causes one or more flip-flops to adopt the wrong 

state. The aim is usually to replace a single critical machine instruction with an almost arbitrary other 

one.  Glitches  can  also  aim  to  corrupt  data  values  as  they  are  transferred  between  registers  and 

memory”. Of the many fault-induction attack techniques on smart cards that have been discussed in the 

recent literature, it has been observed that glitch attacks are the ones most useful in practical attacks .

4.4 Attacks on PDAs
The threats  for  PDAs,  that  users  need to  be concerned with  typically  fall  into  one  of  these  three 

categories:

1. Identity Theft

2. Viruses and data corruption

3. Vulnerabilities of PDAs

One of the biggest security risk to PDAs is that these devices are handled in such a way that they are 

easily  forgotten and someone can easily steal them. For that reason securing the data on the device in 

standalone mode is probably the best type of precaution users can take. The second risk is because of 

viruses. Because of these problems encryption solutions exist for PDAs to maintain security for both 

the data and links used to communicate with remote systems and networks. By using an encryption 

product to secure either the link to the desktop hot-sync system or for wireless surfing, you basically 

need to wrap up your PDA traffic in a VPN. To protect the PDA from wireless vulnerabilities you 

should install a VPN client on your PDA [23].

Identity Theft

This can be divided into two different tasks namely, password theft and theft of the PDA itself. Both of 
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them have the same similarities as the password theft or the theft of the PDA would reveal the total 

personal data being stored in the device.  

For example, if a user stores his personal details like the bank PIN numbers for his accounts, then you 

can estimate what would be the consequences for this. 

To protect from such a type of errors, it is always necessary to change your passwords frequently and 

keep your important files in an external storage device. 

Viruses and data corruption

For any software application there are always viruses associated with them. A virus is a self-replicating 

program that spreads by inserting copies of itself into other executable code or documents. The first 

virus that was found affecting the PDA’s was the Brador virus, which attacks through an email or an 

download very easily. This virus helps to access the PDA remotely. The most interesting thing for this 

virus is that it attacks the Windows CE and then it simply copies itself to the svchost.exe file in the 

Windows auto run folder and seizes control over the system after a restart. 

The only solution for this is to install antivirus software. If the virus attacks, then the antivirus software 

centers  recommend  /Windows/StartUp/svchost.exe  to  be  deleted  and  fully  restore  or  reinstall  the 

Windows CE [55]

Vulnerabilities of PDA’s 

PDAs  are  most  vulnerable  to  attacks  during  transport  or  through  services  and  protocols  used. 

Networked PDAs are vulnerable to synchronization and also to resource exhaustion attacks. 

Active sync and 802.11 wireless vulnerabilities are commonly seen in Windows based PDAs. Active 

sync is  a  protocol  that  is  used over  a  serial  port  of  the PDA and this  can also be attacked.  This 
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synchronization can take place over a serial link or over a network. 

Synchronization  over  a  serial  link:   This  is  the  most  direct  active  sync  connection  that  can  be 

established by connecting to the serial port of a PC. After this the PC will be prompted to authenticate 

if and only if the device is set to required authentication. This authentication is a 4 decimal digit called 

a Personal Identification Number (PIN). If the PIN is correct, then the device will be connected and file 

transfers can take place from PDA to PC or vice-versa. But if the PIN is incorrect then there will be 

two more chances for the user to connect before the connection is broken. However it was observed 

that there is no need to reconnect the device. A soft connection reset is enough to establish a new 

connection. The key to this vulnerability is the trust relationship between the PDA and the PC. Since 

the PDA acts as an authentication server, it should not trust the client PC and the software running on 

it[56].
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5. Analysis of storage devices

5.1 Introduction
So far, we have looked at different types of storage devices (computer hard disk, USB, PDA and smart 

card)  and different attacks from hackers. For example, if the hacker uses malicious  programs trying to 

find loopholes in the operating system, then if the hacker succeeds the hacker may copy the encryption 

key or password or block the key. Hence, we now turn our attention to analysis of these attacks on 

these devices and find out which device can resist the attacks from the hacker and store the encryption 

keys securely. 

5.2 Analysis of the attacks on computers
Before doing the analysis,  we can have a look at  the list  of  attacks  and the block diagram of the 

computer as shown in Figure 1.1 to get the brief idea about the computer.

1. Attacks by malicious code (viruses, Trojan horse, worm)

2. Wire trapping/Eavesdropping

3. Intrusion

a) Back door

b) Brute force 

c) Dictionary 

            d) Denial of service attack

As shown in Figure 5.1 the hard disk is the lowest layer in our block diagram. If  the sensitive data like 

encryption keys are stored in the hard disk, then the attacker can get  access to the hard disk through 

bypassing the operating system. 
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Figure 5.1 Analysis of computer attacks

Attacks by malicious code and Intrusion

When the user connects to the Internet, illegal programs may be downloaded and installed without the 

user's  consent  and  knowledge. These   programs can  bypass  the  operating  system and observe  all 

information in the computer. For example “the memory may consist of the main memory, caches for  

quick access, etc.   Besides a persistent copy in main memory there will be temporary copies. Usually,  

location and lifetime of these temporary copies are not under the user's control. Security controls on a  

data can be bypassed if one of the temporary copies is held in an unprotected memory area”[1]. It 

seems, the user's data can be copied by the unauthorized user in the unprotected areas. So it could be a 

problem to the user. 

Eavesdropping/Wiretapping 

Eavesdropping is the intercepting of conversations by unintended recipients. One who participates in 

eavesdropping  (i.e.  someone  who  secretly  listens  in  on  the  conversations  of  others)  is  called  an 

eavesdropper. As shown in Figure 5.1, the eavesdropping may occur between the operating system and 
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hard disk. For example if the eavesdropper listens to the commands by using the software interface and 

send it to the hard disk, then the eavesdropper can copy the sensitive data. 

If the eavesdropper can connect wires and monitor the communication between the operating system 

and hard disk, then the eavesdropper can copy the sensitive data by using the commands.

Brute force and Dictionary attack

The way of approach of these attacks are different but the activity is same. This means that to do these 

attacks will  probably need access to the file where the encrypted passwords are  stored.  Then it  is 

possible to do many tests. This attack can not be done through the ordinary login system, because the 

login system will keep track of how many incorrect logins that are made, and after a certain number it 

will either block or delay before answering the next one. Breaking a password and trying to find out a 

secret key or pass phrases by searching a large number of possibilities is done in order to damage the 

security objectives. 

The access control to the hard disk is performed by the operating system and can be bypassed if the 

hard disk can be connected to another computer. Thus a malicious user with physical access to the hard 

disk can access all data on the hard disk. If the data on the hard disk is encrypted, then the malicious 

user will not be able to access or change the data but the malicious user can block the availability by 

erasing the data. .

If data is stored on the hard disk then the data is vulnerable to attacks on the hard disk through the host 

computer.  Then the  computer  is  connected  to  the  Internet,  illegal  programs may downloaded  and 

installed without the user's knowledge. The illegal programs can access secret data and send it over the 

Internet to an unauthorized user who may misuse it.

47



Secure storage of encryption keys

5.3 Analysis of the attacks on USB memory devices

The attacks on USB devices fall into two distinct areas. The first area is in the communication between 

the  host  computer  and  USB device.  As  seen  in  Chapter  4  the  attacker  can  attack  the  device  by 

eavesdropping the transfer from the USB device to the host computer.

The second area is in the computer. These attack's activity had been explained in Chapter 4. These 

attacks gain the system privileges in the operating system and opens the pipes and access to the USB 

device as shown in Figure 5.2.

 

Figure 5.2 Attacks on USB device

We have pointed out where the attack exists to access the sensitive data As shown in Figure 5.3. 

If the user looses the USB device, then the unauthorized user can connect it to another host computer to 

get sensitive data. 
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Figure 5.3 Assuming attacks on external devices

5.4 Analysis of the attacks on PDA

The PDA is vulnerable to the above listed attacks. For example the hacker can use a brute-force attack 

for the password. The hacker is unlikely to be successful with this attack, because the device will be 

locked constantly after a few number of false tries. The brute-force is possible on this device only if the 

number of tries is not restricted on this device. 

Attacks from malicious code and  back doors are used to access and allow synchronization of the entire 

contents  of  the  device,  without  any  authorization.  These  can  be  installed  in  the  PDA  when 

downloading from illegal  sites.  So these illegal  programs could bypass all  the security  efforts  and 

access the sensitive data. 

The convenience of the PDAs is enhanced by wireless access, which makes them vulnerable to attacks 
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like eavesdropping.

5.5 Analysis of the attacks on smart cards

Assume that the user stores encryption keys in the smart card, what can happen?

The smart cards contains an operating system which is made as part of the chip fabrication. As hackers 

want to get knowledge of this secret data, they use the vulnerability of system components to reach the 

hacker's goal. 

Today's smart card implement a variety of hardware and software countermeasures that can thwart 

physical as well as logical attacks against the card itself, thus making it almost impossible to damage 

the security objectives (confidentiality, integrity and availability).

In most cases, the user must send a PIN number to the card to unlock it. Yet entering and sending a PIN 

to the smart card via a PC exposes the PIN to malicious programs. Such attacks are perfectly possible 

and can only be eliminated by introducing a smart card reader. In this way, sensitive operations that 

require user interaction (such as entering a PIN ) move from the potentially exposed PC to a trusted 

reader device that interacts with the user and smart card directly through its own secure interface. If it 

is a false card reader maybe it can damage the confidential data, because the false card reader may 

allow malicious programs like brute force or dictionary attacks for the PIN. Then it can get the access 

to the smart card [26]. As we have discussed in the PDA analysis,  the PDA will only allow a few 

erroneous guesses. If the same protection applies to the smart card, then the smart card can be protect 

from false tries to get the PIN code.

The authentication procedures described above ensure that the PIN number, passwords or secret keys 

can be stored securely  inside the smart card and are not accessible to anyone. However, smart cards 

50



Secure storage of encryption keys

are  vulnerable  to  compromise  because  the  existing  smart  card  architecture  and  authentication 

procedures do not verify if the person using the smart card is the owner of the card. If an unauthorized 

user applies the timing analysis attack, then maybe the unauthorized user may get the PIN number. As 

a  result  smart  cards  are  not  reliable  and  secure  without  positive  user  identification  during  the 

authentication process. So they can use biometric measurements (such as a finger print). By using the 

finger print the user should be authenticated by his own finger. If an unauthorized user can make a 

false finger, then the unauthorized user can be authenticated by the card[25]. 

By using the same scenario as in the introduction: In electronic commerce, a customer enters an online 

transaction with a bank authority. On Internet the computers are publicly accessible to everyone. So, 

the customer wants to transfer his money into an other account using his secret key. If the encryption 

key is stored in the smart card then the user can do online transactions.

The user authentication works as follows. 

1. The user connects to the Internet banking via SSL/TLS with server-side authentication; this  

way,  the  user  is  assured  the  connection  is  with  a  genuine  banking  server  by  explicit  

validation on the sever certificate.

2. The user claims his or her identity by entering an account number in the bank's login form  

or orderform.

3. The user opens his or her smart card by entering the corresponding PIN in the reader. The  

smart card calculates the authentication. If the authentication is correct then the user can  

access his key.

4. The user manually copies the shown response to the bank's login form to be checked by the  

bank's authorities.[26]
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Figure 5.4 Attacks on the smart card 

The user's credentials are stored on the smart card and can only be accessed via the card reader, so 

malicious programs can't get the encryption keys.   

5.6 Analysis conclusion

In this analysis, we have analyzed different types of storage devices to find out the good device for 

storing encryption keys. The devices are hard disks, USB devices, PDAs and smart cards. Assume that 

the user stores encryption keys on the computer hard disk. This would cause problems for the user, 

because attacks can gain operating system privileges to access the sensitive information. USB devices 

are also in the same way, but they are accessing the sensitive information from the USB device. The 

USB  devices  are  good  to  carry  large  amounts  of  information  but  not  sensitive  information  like 

encryption keys. Coming to PDAs, they are also vulnerable to these attacks. The PDA can be used 
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anywhere because the user can connect to the web browser through a wireless connection. This could 

be an advantage to the user. If you use a wireless connection to the Internet, then an unauthorized user 

can eavesdrop the message.  

It is clear that the design of a smart card can provide good security (From IEEE research papers[14]), 

in storage of encryption keys, compare to other devices mentioned above. If we compare this device 

with a host computer, the problems are overwhelming. The user's secret key is stored on the computer's 

hard disk and encrypted using a pass-phrase or secured by other means. There are several problems 

associated with this scheme. First, it is quite hard to keep the user's secret key confidential at all times 

since today's desktop operating systems are not secure. Security holes are discovered that allow reading 

data from computers connected to the Internet. Viruses and Trojan horse programs might be installed 

on computers to send secret information to an attacker via Internet[60].

The security level of the operating system or the physical environment is low, it is unsafe to store keys 

in a computer as well as a USB and PDA. The problem is solved by smart cards in some perspectives. 

The smart card is avoiding all the attacks from the attacker, but finding the true owner is difficult by 

using PIN for authentication, because the unauthorized user can make a false card reader and apply the 

brute force attack on the card to find out the PIN number. So to find the true owner, the smart card is 

providing fingerprint option to access the data from the smart card. Still, the unauthorized user can 

create a template of the fingerprint and access the sensitive information. So where can the user store the 

encryption keys. 

So encryption keys should be stored in the proposed secure device. It has a software and hardware 

technology to protect the sensitive information.  Since the device is protected by a third party tool, 

which restricts  the unauthorized user from intruding there is no chance for illegal  programs being 

installed because of the software installed in the device. The hardware is having a reference monitor, 

which mediates all access to the objects.
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6. Proposed secure system

6.1 Introduction

Today, the Internet  has become the fastest  growing part  of the global network.  However,  it  is  the 

network part  that draws more attention to the security related issues because of its possible design 

flaws and vulnerabilities to attacks, as we have discussed in Chapter 4 Attacks. 

When an external device is connected to the computer there is always a risk for illegal or unauthorized 

access to personal information and secret keys which are stored in the external storage. The hacker 

generates a malicious program over the Internet which can copy or block the keys form the external 

device or hard disk.

For example, consider an e-mail virus program which gives the control access to the hacker who has 

generated that virus. Similarly, if the same virus program can be extended to access the data from the 

external storage and give the total control to the hacker, then the hacker can either copy the key or use 

the key.

Suppose that we want to transfer money via Internet from one account into another account, then we 

need to encrypt the orderform with our secret key. So if we store the secret key in an external device 

we need to access the external device. Later the device will show personal information and personal 

keys. But, at the same time if a hacker's program (or enemy program) attacks our device and extracts 

the personal key or personal information, the user is at high risk. So, there is no special purpose to store 

our personal information or personal keys in the external device and also it is a difficult task to store 

the keys in an external device in a secure manner. The storage devices and attacks are explained in 

Chapter 3 and Chapter 4 (USB memory, smart card and PDA) which are not secure for storing data and 

information and preventing others from copying.
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Figure 6.1 Connecting external device to the computer 

In this  master thesis,  we suggest a device to store the personal  keys in a secure manner with two 

different user’s in mind; one is a normal user and the other is higher authorities. The main reason for 

this differentiation is to consider the time and cost. Because the normal people will not spend much 

money on the devices. The higher authorities think about time. The device should not take much time 

for accessing the data.  This device could help users  to avoid illegal  programs and safeguard their 

personal information and secret keys. 

6.2 Proposed security system

In this device the user has a hardware and software device. Let us have a look on the hardware and 

software components of the device.
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Hardware and software components of a proposed secure system

A USB connector provides an interface to the host computer. A USB Mass control device is a USB 

host controller which contains a RISC microprocessor and a small amount of on-chip ROM and RAM. 

Inside of the flash memory there is a reference monitor. This reference monitor is used to mediate all 

access to the USB mass control devices and USB flash memory chip. The purpose of reference monitor 

is to verify the authorized requests.

Figure 6.2 Computer block diagram connecting with USB block diagram

The Windows Host Program communicates with the device driver to send commands and data to the 

external USB device. The host program communicates with the device driver through file IO.  The 

flow of this program as shown in Figure 6.3. The host first calls a Windows API function to get the 
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path to the driver.  This call  relies  on the GUID to find the correct  one.  This path,  when opened, 

corresponds to USB Endpoint 0, the command endpoint. To send a command, the host program sends 

an IO Control message (IOCTL) to the driver, telling it what to do. This is used mainly to send vendor-

specific commands. All the routines used for finding and opening the IO pipe to the driver are collected 

in one file, USB.cpp

To send and receive data on the bulk endpoints, two other files have to be opened. These have the same 

path as the driver, but have “\PIPEnn” appended where nn is the pipe number. This device has only 

two pipes, PIPE00 and PIPE01. PIPE00 is the output bulk pipe, and PIPE01 is the input bulk 

pipe. Communication over these pipes uses standard file IO.
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Figure 6.3  Windows flow chart diagram
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Software components of the proposed secure system
<Note>
<Protecting the device from malicious code>

<Scanner which is used to detect the Viruses Trojan horses and worms >see    
APPENDIX –C

l It  can use multiple times to detect, the malicious code
       #  \. result: = “yes” #

<_if malicious code test based on the       
signature ="\.result == “yes” >
<then>

Scanner detect the virus
<else>

Go to the function unknown user
</else >
</if >

</Scanner which is used to detect the Viruses Trojan horses and  worms >

          <UNKNOWN USER>
l It counts the risk level (SEE APPENDIX-D)
<_if risk is high >
<then>

RISK IS HIGH PLEASE CHECK THE SYSTEM ONCE
<else>

GO TO THE FUNCTION AUTHENTICATION 
</else >
</if >

     </UNKNOWN USER>

</protecting the device from malicious code>

       # \.Checking: = “correct” #
<Authentication>

<_if password="\.Checking: == “correct” >
<then>

U CAN ACCESS THE PERSONAL FOLDER
<else>

PLEASE RE ENTER U R PASSWORD
</else>
</_if>

</Authentication>
</Note>
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6.2.1 Security system for normal users

When an external device is connected to the system, the system will recognize it and the device will be 

displayed as an external device in the explorer as shown in the Figure (6.4) on the windows operating 

system. This can be run on any platform like UNIX and Macintosh. The user connects the external 

device to the computer. After connecting the external device, the IO commands will be performed and 

the information transferred from the external  device to the computer in a secure way as explained 

below how we are protecting the personal information and secret keys in the external device.

The external device will have two folders namely, control protector (cp), and the personal 

Figure 6.4 Representing the external Device

information. Control protector is a third party tool for providing administrator control over the device. 

When the user accesses this device, the control protector folder will do the operation to control our 

secure information from the hackers (see appendix C&D). 
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The external device will have two folders namely, controlprotector (cp), and the personal information. 

When we are trying to access the external device the controlprotector folder will check the programs 

running  on  the  host  computer.  If  a  malicious  program is  running  in  the  host  computer,  then  the 

controlprotector will indicate the risk level to the programs, which are running in the OS kernel of the 

host computer. If the controlprotector finds the risk in the host computer, then the user should be aware 

of the risk and try to stop the running programs or format the operating system(OS). Encryption keys 

and personal information are secure from the hackers. If the controlprotector didn't find a risk in the 

host computer, then the user can access the sensitive data. 

Suppose the user wants to transfer money or documents to another user. Then, the user must follow the 

following steps to protect his/her personal information. 

1. Click on the external device. It shows the two folders as shown in Figure(6.5)

2. The  user  must  click  on  the  controlprotector  (CP)  for  the  device  to  connect  with  the 

operating system

3. After  that  the  user  has  to  run  the  program  by  giving  appropriate  instructions  in  the 

controlprotector (CP) folder to access the personal information.
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Figure 6.5 Showing two folders to the user

Figure 6.6 showing control protector window
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4. If the user doesn’t run CP folder, the storage device cannot open our personal folder in the 

external device.

5. Then it will connect to the OS through that the controlprotector will be active and give the 

protection to the external device.

6. After that the USB mass storage device will ask the password for authentication. As shown 

in Figure (6.7)

7. If the password is correct then the user can access the sensitive data from the proposed 

device with the help of the software.

Figure 6.7 Password Window (for authentication)
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Figure 6.8 Showing contents of the main folder

The most advantageous concept in this type of device is that, if  we lost our external device or the 

external device is stolen, there is no risk for the user as it is secured by the password. The development 

cost for this sort of external device’s are less when compared with higher authority application. No 

enemy program can  intrude  into  the  external  device  because  the  scanners  and  executable  scanner 

intelligently analyzes the system for  known and unknown viruses see (Appendix C and D).  

6.2.2 Proposed system for higher authorities

The second approach is similar to the above method but there are some specialized features to make it 

easier to the user. We can use this type of devices in higher authority organizations like military and 

also the development cost will be higher than the first case. 
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The user can see all the files and folders in the explorer, but internally many programs will run in the 

system. Viruses may attack our system and there are problems with hackers. The main aim is to protect 

the documents in a secure manner on the basis of user side. The user connects the device in a proper 

manner and follows the instructions. 

When we access the external device, the controlprotector will ask the password for authentication. If 

the authentication is correct then it will show all of our documents. Then we can take our documents 

very safely under the protection in external device which will be running in the background.

The process for accessing the documents in the external device is as follows:

1. If we click on the device it connects to the appropriate device and downloads the program.

2. Then the program will communicate with the devices and protect the external device.

3. After this process the USB mass control device will ask the password for authentication. as 

shown in Figure (6.9)

4. If the password is correct then it will shows our data. As shown in Figure 6.8
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Figure 6.9 Checking password window (is correct)

Technology in the external device:

1. The program will be embedded in the external device. 

2. The program consists of a random generator which will generate the commands randomly 

from  the  database  table.  That  command  will  communicate  with  controlprotector  and 

proposed secure database table. If that command is in the data base table, then pipes will 

open, to communicate with our sensitive data. By using this type of technique recipient can 

avoid eavesdropping the commands. After that the protection has been explained in 6.2 and 

6.2.1

3. The removable disk protection is in this form. So an enemy program cannot intrude into the 

external disk. 
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Figure 6.10 Checking password window (is not correct)

Advantages:

When compared with the normal user system this system is easier to work with.

Disadvantage:

Implementation of such a system will incur lots of effort and cost.
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7. Security analysis of proposed system

7.1 Introduction

In  the proposed security  system we have discussed the  hardware and software components  of the 

device. Now we are analyzing the proposed system regarding different attacks on the proposed secure 

system. 

7.2 Analysis of the proposed secure system
Before analyzing the proposed secure system we can have look on the list of attacks.

1. Attacks by malicious code (Viruses, Trojan Horse, worm)

2. Wire trapping/Eavesdropping

3. Intrusion

      a)  Back door

   b)  Brute force 

     c)  Dictionary 

      d)  Denial of service attack

Attacks by malicious code & back door 

When the user connects to the Internet, many of the illegal programs may be downloaded without the 

user's notice and installed e.g. like Trojan horses. Such a program observes all the information in the 

computer  and tries  to  damage the  security  objectives  (confidentiality,  integrity,  availability).  So it 

could be a problem to the user. So how are we  avoiding this attack in the proposed secure system? As 

we have discussed in Chapter 6, the hardware and software components will avoid the attack. Since the 

device is protected by a third party tool which restricts the unauthorized user form intruding, there is no 
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chance  for  illegal  programs  being  installed  because  of  the  software  installed  in  the  device  See 

appendix C and D and Figure 7.1. 

2. Eavesdropping/Wire trapping

Eavesdropping is the intercepting of conversations by unintended recipients. One who participates in 

eavesdropping  (i.e.  someone who secretly  listens  in  on  the  conversations  of  others)  is  called  and 

eavesdropper. Suppose the malicious user listens the commands and uses it on the connecting device. 

Then the problem occurs that the hacker can access the documents as shown in Figure 7.1. As we refer 

the hardware components and software components the software components consist existence analysis 

process (appendix-d) this will count risk. 

Brute force and Dictionary attack

The way of approach of these attacks  are different but the activity is same. This means that these 

attacks will probably require access to the file where the encrypted passwords are stored. Then it is 

possible to do many tests. This attack cannot be done through the ordinary login system because the 

login system will keep track of how many incorrect logins are made, and after a certain number it will 

either block or delay before answering the next one. Since the device is protected by the third party tool 

which acts a firewall restricting other user from intruding, there is no chance for illegal programs being 

installed. Moreover the tool has the option of authentication which only allows the actual owner of the 

system to access the files. This tool will not allow the dictionaries for password breaking.
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 Figure 7.1 Assumptions of the attack on proposed device

Nowadays many people use Internet to send order form to bank requesting to transfer of money from 

one account into another account via Internet. Then the owner or user needs to encrypt the orderform 

with an encryption key. If they didn't encrypt the orderform, the unauthorized user can change the 

information contained in the orderform.  If the user encrypts the orderform then the unauthorized user 

cannot change the orderform into their  own need.  If the unauthorized user knows that key he can 
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transfer money into their own account. In that situation the user may loose money. So the user needs to 

store the encryption key safely. Those are attacks listed in the above Chapter 4. As shown in Figure. 

7.2 and Chapter 6 we are avoiding the attacks. When using the software components we are avoiding 

some of the attacks by using the hardware support.

Figure 7.2 Connecting the proposed device to the basic layer of computer 
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Security Analysis of the Proposed Secure System

Point of 
attack

Mean of attack         
Cause

Solution provided 
through proposed system

Client Trojan horse
Viruses
Worms

There  is  a  risk  that  the  illegal 
program could access all data on the 
attacked computer system and send it 
to the malicious user.

Client or 
Server

Attacks from 
Hackers

An attacker with physical access to 
a server can  make arbitrary changes
( they can change the  information but
 they can't change into their own need) to 
existing records or damage the home 
computer  or other.

Smart Card Software or 
Hardware 

Smart Card readers are connected to 
the  PC  through  a  serial  port;  it  is 
possible to attack invasively and non 
invasively(explained in Chapter 6).

Client

 

Dictionary attack Breaking a password and tries to find 
out a decryption key or pass phrases 
by  searching  large  number  of 
possibilities.

Attcks on 
USB

Virus 
Transmission 

It could be due to many reasons like 
virus  transmission  when  files  are 
transferred from/to device, correction 
of  data  due  to  uncleanly  mounted 
drive.

Since the device is protect-
ed by third party tool which 
restricts  the  unauthorized 
user  from  being  intruding 
there is no chance for ille-
gal  programs  being  in-
stalled because of software 
installed in the device. This 
has  been  discussed  in 
Chapter 6.
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8. Conclusion

Securing the storage of encryption keys will eventually reduce the attacks from intruders, viruses and 

other forms. This Master’s thesis has focused on different concepts of cryptography related encryption 

keys and secure storage of encryption keys. Different kinds of storage devices and common attacks on 

them are studied which helped us in proposing a secure system for storage of encryption keys.

Two solutions were proposed for this. Depending on the situation the implementation of one of these 

methods is decided. The methods have the same effectiveness yet one has the edge of saving time and 

the other has the edge over reliability.

Finally securing encryption keys is a challenging task. By using some third party tools in the storage 

device which provides administrator control, we can achieve such secure storage.
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Appendix A

Most of the information below is from [16]. Nmap (“Network Mapper”) is an open source utility for 

network exploration or security auditing. It was designed to rapidly scan large networks, although it 

works fine against single hosts. Nmap uses raw IP packets in novel ways to determine what hosts are 

available  on the  network,  what  services  (ports)  they  are  offering,  what  operating  system (and OS 

version)  they  are  running,  what  type  of  packet  filters/firewalls  are  in  use,  and  dozens  of  other 

characteristics. Nmap runs on most types of computers, and both console and graphical versions are 

available. Nmap is free software, available with full source code under the terms of the GNU GPL. 

Nmap supports an impressive array of scan types that permit everything from TCP SYN (half open) to 

Null scan sweeps. Additional options include OS fingerprinting, parallel scan,and decoy scanning, to 

name a few. 
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Appendix B

Most of the information below is from [16].

The Nessus vulnerability tool is described on the Nessus web site:

The “Nessus” Project aims to provide to the Internet community a free, powerful, up-to-date and easy 

to  use  remote  security  scanner.  A security  scanner  is  software  which  will  remotely  audit  a  given 

network and determine whether bad guys may break into it, or misuse it in some way. Unlike many 

other security scanners, Nessus does not take anything for granted. That is, it will not consider that a 

given service is running on a fixed port—that is, if you run your web server on port 1234, Nessus will 

detect it and test its security. It will not make its security tests regarding the version number of the 

remote services, but will really attempt to exploit the vulnerability. Nessus is very fast, reliable and has 

a  modular  architecture that  allows you to fit  it  to  your needs.  Nessus provides administrators  and 

hackers alike with a tool to scan systems and evaluate vulnerabilities present in services offered by that 

system. Through both its command line and GUI-based client, Nessus provides capabilities that are 

invaluable. Running Nessus is much more convenient in its GUI mode.
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Appendix C

Most of the information below is from [1] Scanner search files for patterns (signatures) that identify 

known strands  of  computer  viruses.  Evidently,  they  have  to  know about  a  virus  to  detect  it  and 

therefore  need constant  updating.  Scanners  are  still  the most  popular  to detect  the  viruses,  Trojan 

horses and worms. They can be used without any preparation, while check summers are only effective 

after the checksums have been generated, and scanners tell the user which virus was found so that 

corrective actions can be taken.

84



Secure storage of encryption keys

Appendix D

Most of the information below is from [63]. An executable scanner intelligently analyzes what an exe-

cutable does and assigns a risk level. It disassembles the executable and detects in real time what the 

executable might do. It compares these actions to a database of malicious actions and then rates the risk 

level of the executable. This way, potentially dangerous, unknown or one-off Trojans can be detected.
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Appendix E

Most of the information below is from [1]. SSL sits between the application layer and TCP. Hence, 

SSL can rely on the properties guaranteed by TCP and, for example, need not concern itself with the 

reliable delivery of data. Like TCP, SSL is stateful and connection oriented, The SSL session state 

contains information that is required for the execution of cryptographic algorithms, such as session 

identifier,  the  specification  of  the  cipher  suite,  shared  keys,  certificates,  random  values  used  by 

protocols such as Diffie-Hellman etc. To contain the overheads caused by key management, one SSL 

session can include multiple connections. 
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Appendix F
Trojan horse

Most of the information below is from [18]. A Trojan horse may also be called Rat (remote access Tro-

jan or remote access trapdoor). The Trojan horse could actually do something that is useful to the user 

but also contains an unwanted side effect. The user if tricked to execute the program. A Trojan horse is 

operated with functions which are unknown to the user and also it is a serious threat to the computer 

security [45].

Trojan horses could use false and fake names to trick users into dismissing the processes. These strate-

gies are often collectively termed social engineering. In the most cases the program performs other, un-

desired functions, but not always. The useful, or seemingly useful, functions serves as a camouflage for 

these undesired functions. A Trojan is designated to operate with functions unknown to the victim. 

They do not spread themselves; they rely on other manual forms of distribution. The kind of undesired 

functions are not part of the definition of Trojan horse; they can be of any kind, but typically they have 

malicious intent [46].

The privilege of a Trojan horse can be the same as any user executing the program. This includes

      1. Deleting files that the user can delete.

      2. It can transmit any file to the intruder on which the user has read  permission.

      3. It has the modification rights over files same as the user.

      4. installing other programs with the privileges of the user, such as

          programs that provide unauthorized network access.

      5. Most importantly executing privilege-elevation attacks, which means the

          Trojan  horse can attempt to exploit a vulnerability to increase the level of                    

access beyond that of the user running the Trojan horse. If this is successful, the Trojan 

horse can operate with the increased  privileges.
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     6.   Installing viruses leading to crashes and other vulnerabilities.

     7.   Installing other Trojan horses

          

  
If the user has administrative access to the operating system, the Trojan horse can do anything that an 

administrator can do. The UNIX ‘root’ account, the Microsoft Windows NT ‘administrator’ account, or 

any user on a single-user operating system has administrative access to the operating system. If you use 

one of theses account, or a single-user operating system (e.g. Windows 95 or MacOS), keep in mind 

there is scope  for increased impact of a Trojan horse [19].

A compromise of any system on your network, including a compromise through Trojan horses, may 

have consequences for the other systems on your network. Particularly vulnerable are systems that 

transmit authentication material, such as passwords, over shared networks in cleartext or in a trivially 

encrypted form. This is very common. If a system on such a network is compromised via a Trojan 

horse (or another method) the intruder may be able to install a network sniffer and record user names 

and passwords or other sensitive information as it traverses the network.

Trojan horses seem to be like normal programs but internally they are developed to break the security 

and cause damage in someway. Trojans are transmitted as malicious files like email, downloaded from 

websites and P2P software. The basic difference between the computer viruses and Trojan horses is 

technically these Trojan programs don't spread themselves but relies on people, who are meant to allow 

the program to perform actions.

The Trojan horse occurs because the user was tricked into running a infected program, This is why 

you're not supposed to open unexpected attachments on emails – the program is often a cute or a sexy 

picture, but behind the scenes, it infects the computer with a Trojan. The infected program doesn't have 

to arrive via email, it can be sent to you as an instant message, downloaded from a website or by FTP, 

or even delivered on a CD or floppy disk.
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Website

Most of the information below is from [26] You can be infected by visiting a rogue website. Internet 

Explorer is most often targeted by makers of Trojan horse and other pests, because it contains numer-

ous bugs, some of which improperly handle data (such HTML or images) by executing it as legitimate 

program .

Email 

If you use Outlook, you're vulnerable to many of the same problems that Internet Explorer has, even if 

you don't use Internet Explorer (IE) directly. The same vulnerabilities exist since Outlook allows Email 

to contain HTML and Images (and actually uses much of the same code to process theses as Internet 

Explorer). Furthermore, an infected file can be included as an attachment. In some cases, an infected 

email will infect your system the moment it is opened in Outlook – you don't even have to run the in-

fected attachment.

Open ports

Network interfacing computers which run their own servers that have their ports open to the web have 

a maximum scope for interaction with such programs. 

To Protect against Trojan horses 

Trojan horses can be protected against through end user awareness. Trojan horse viruses can cause a 

great deal of damage to a  personal computer but even more damaging businesses, particularly a small 

business that usually does not have the same virus protection capabilities as a large business. Since a 

Trojan horse virus is hidden it is harder to protect yourself or your company from them but there are 

things that you can do.
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The primary means for protection is prevention. Because of this some files are not allowed to be down-

loaded or even stopped from entering the network. Firewalls are of great use in this way in preventing 

Trojans from entering the network [47].
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Appendix G

Viruses 

Viruses are software programs, and they can do the same things as any other programs running on a 

computer. The actual effect of any particular virus depends on how it was programmed by the virus. 

This computer virus can affect the files or otherwise interfere with the computer's operation. There are 

some serious viruses that simply erase the total data on the hard disk or the device resulting in data loss 

and moreover personal details [20], [1]. 

Most of the information below is from [48].  Viruses are spread in a variety of ways. Some Examples: 

➢ email attachments (such as Klez, Badtrans, MyParty) 

➢ instant messaging links and attachments (such as Aplore) 

➢ compromised web servers (such as Nimda) 

➢ Usenet news groups 

➢ Internet Relay Chat channels  

For example, there is an email virus which can give the total access of the mail box to the creator of the 

virus. Once you are attacked with this email, there is no way for rescue as this virus will give the total 

command to the owner of the virus and the thing you could do is to just see and watch and create a new 

email id for yourselves.

If your device is infected with virus, don’t panic, all activities on infected machine should be stopped 

to prevent the virus from spreading. The best way to recover the files is from backup and is the secure 

way. Sometimes it may be necessary to recover the boot sector using the recovery disk. Even if the 

recovery disk is not available you can use the anti-virus utilities.[49]

The  best  way  to  prevent  from  viruses  is  to  install  antivirus  software.  Most  of  the  times  avoid 
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downloading  of  illegal  software  from Internet  or  spywares.  If  an  unknown email  arrives  in  your 

mailbox then don’t open it immediately without finding out the total details regarding that mail. 
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Appendix H
Worms 

Most of the information below is from [20]. A worm is a self-replicating program similar to a computer 

virus . A virus attaches itself to another application for expanding itself or infecting the system, but the 

worm is  self  contained  and does  not  need to  be  part  of  another  program to  propagate  itself.  The 

Christmas tree worm was the first worm which attacked the worldwide network, spreading on both 

IBM’s and BITNET in Dec, 1987 bringing both of the networks down. Mostly the worm effects the 

network goes  slow at  the  peak  of  its  spread.  The  common  worms is  a  backdoor  in  the  infected 

computer [50]. 

When a worm infects your system 

➢ Uses a system to spread through e-mail, file sharing networks, instant messenger, online 

chats   or unprotected network shares.

➢ Infects files, corrupts installed applications and damages the entire system.

➢ Steals  or discloses  sensitive personal information,  valuable documents,  passwords,  login 

names, identity details and user contacts.

➢ Installs a backdoor or drops other dangerous parasite.

➢ Modifies essential system settings in order to decrease overall system security 

➢ Severely  degrades  Internet  connection  speed  and  overall  system  performance,  causes 

software   instability.

➢ Computer resources are wasted.

➢ Takes off the uninstall feature from the system.

If a worm has attacked your system or device, then don’t panic do the same procedure as we do with 

the virus removal. Moreover,  it  is strongly recommended to install  anti-spy ware software into the 

system. In some of the cases it may be not possible for the virus software’s to remove the worm from 

the infected device that at that particular instant you have search through the Internet resources such as 
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2-spyware.com, which provides a manual procedure for remove instructions. Most of the information 

above is from this [51][52].
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