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Abstract

IT security metrics are required to enable IT security assessment of selected parts of IT 

environments. There is neither a consensus of the definition of an IT security metric nor a 

natural scale type for IT security. This makes the interpretation of IT security values 

difficult. To accomplish a comprehensive IT security assessment, the IT security values 

must be aggregated to compounded values. 

When developing IT security metrics, it is important that permissible mathematical 

operations are used so the information is maintained all the way through the calculations. 

There is a need for a sound mathematical foundation for this matter. 

The main results produced by the efforts in this thesis are: 

the identification of activities needed for IT security assessment when using IT 

security metrics, 

a method for selecting a set of security metrics in respect to goals and criteria, 

which also is used for 

the aggregation of security values generated from a set of security metrics to 

compounded higher level security values, and 

a mathematical foundation needed for development of security metrics. 
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1 Introduction 

1.1 Motivation 
Measuring IT-security is difficult since it cannot be measured directly. The need for 
metrics which produce values that reflects some part of the security is of central manner. 
The first issue is to define the concept of a security metric. Secondly, its purpose and 
usage has to be defined. 
When developing a security metric it is important that permissible mathematical 
operations are made so that the information is maintained all the way through the metric. 
There is a need for a mathematical foundation for this matter.  
Furthermore, one wants to aggregate values to a compound security value that reflect the 
higher level security of the system being measured. Thus, a mathematical tool for this 
purpose is desirable. 
The emphasis in this thesis is on the mathematical part but still not too deep to lose focus 
on IT security assessment. 
 

1.2 Problem Formulation 
This thesis aims at the mathematical representation concerning IT security metrics, but 
the problem wasn’t explicitly formulated from the beginning. The problem formulation of 
this thesis is the resulting of the progressing process of discussions and seminars, together 
with my supervisors. Main issues considered for IT security assessment when using 
metrics are: 

 
� Activities necessary when using metrics for IT security assessment. This means 

that the different steps needed for accomplishing security values with the help of 
security metrics and further combining them to compounded values should be 
identified. 

 
� A method to aggregate security values from a set of metrics to one or few 

compounded security values which provides a security assessment on the system 
level should be proposed. This means that the security values provided from the 
set of metrics in use should be compounded to a few values to get an overall view 
of the security of the system. 

 
� Fundamentals in mathematical science needed for IT security assessment in 

respect to interpretation and meaningful mathematical operations. 
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1.3 Contributions 
The main results produced by the efforts in this thesis are: 
 

� Identification of activities needed for IT security assessment when using IT 
security metrics. 

 
� A method for selecting a set of security metrics in respect to goals and criteria, 

which also is used to 
 
� Aggregate security values generated from a set of security metrics  to 

compounded higher level security values. 
 
� A mathematical foundation needed for development of security metrics. 

 

1.4 Report Layout 
Chapter 2 represents general background of IT security and IT security assessment, IT 
security metrics and discussions around the need of a mathematical foundation for IT 
security assessment. The section about security metrics is to some extent deeper 
presented.  
 
The different activities needed for assessing IT security with the use of security metrics 
and aggregate security values are presented in chapter 3.  
 
The mathematical foundation suggested for meaningful representations and an 
interpretation of the outcome from security metrics are presented in chapter 4. This 
section brings up the fundamentals of an area in mathematical theory which is called 
measurement theory, with simple examples and reasoning. The content in this section 
pervades the forthcoming parts and can be considered as the core of this thesis. 
 
A method to manage decision making and priorities is presented in chapter 5. This 
method is used for selecting a set of security metrics, and it also has an additional 
meaning in the sense of being further developed to aggregate security values which are 
presented in chapter 6. 
 
In chapter 7 the proposed mathematical theory is applied in the context of IT security 
metrics.  
 
In the final chapter, conclusions and suggestion for future work are presented. 
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2 Background 
In this section the topics of IT security, IT security assessment and IT security metrics 
will be introduced. Motivation for the need of a mathematical foundation for managing 
IT security assessment will also be discussed.  
 

2.1 IT Security 
Defining IT security is a very difficult task. Depending on who is doing the definition, IT 
security will have a different meaning and thus be defined in different ways. As computer 
technology progresses new aspects of IT security have to be considered. For instance, 
today modern computers are a loosely coupled network of components which was not the 
case in the early days of computer technology and this brings the subject of IT security 
into a new context. 
Further more, the emergence of new laws and regulations has moved information security 
from technology issues towards the attention of executive management and the board of 
directors, regardless if the organization is public, private or government (Layton 2006). 
The ultimate goal of IT security is to protect assets, in the shape of digital information, 
from being detected by unauthorized users or corrupted in some way. The information 
shall also be available to authorized people when required and not be withheld to be 
accessed in some way.  
 
The protective measures are normally classified into the triplet protect, detect and react. 
Protect means that the assets shall be prevented from being damaged. When and how did 
the damage appear and who caused the damage concerns the part of detection. React 
includes recover assets and recovering from damage. 
(Gollmann, 2006) 
 
Irrespective of where you get the information about the subject IT security you will run 
into another additional triplet; confidentiality, integrity and availability, which normally 
are three cornerstones of IT security in the literature even though they sometimes have 
some additions or explanations. Even here there are disagreements regarding their 
definitions. Gollmann (2006) defines the three concepts as follows. 
 
Confidentiality (privacy, secrecy) captures the aspects of unauthorized users reading 
sensitive information. The terms privacy and secrecy are sometime used to distinguish 
between the protection of personal data (privacy) and data belonging to an organization 
(secrecy) (Gollmann 2006). 
 
Integrity deals with the prevention of unauthorized writing so that the data changes in an 
improper way. Here you can see an interaction with the previous description of 
confidentiality. If one would equate integrity with the prevention of all unauthorized 
actions, then confidentiality becomes a part of integrity (Gollmann 2006). 
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Availability deals with the aspect of ensuring that a malicious attacker cannot prevent 
legitimate users from having reasonable access to their systems. That is, we want to 
prevent denial of service so that authorized users have access to information and 
associated assets when required (Gollmann 2006).  
 
We can establish that the requirements for confidentiality, integrity and availability are 
context dependent. For instance, there are probably greater requirement for integrity in 
the case of electronic funds transfer, whereas the requirement for maintaining 
confidentiality of data in a typical defense system is higher and in the case of producing a 
daily newspaper the availability requirement becomes important (Dhillon 2006).   
 
To avoid loosing oneself into different definitions and broad expositions, from here and 
further on, IT security will be defined as upholding the confidentiality, integrity and 
availability.  
 
Security Policy 
Information security starts with the policies that describe “who should be allowed to do 
what” to sensitive information (Geer, 2002). The security policy states a set of rules of 
what actions that are permitted and prohibited and points out the direction for the 
information security in the organization. The domain of a security policy is the set of 
entities, i.e. users, data, objects, machines, etc., that are governed by the policy 
(Gollmann, 2006). The information security policy is the document that ties the business 
and information security together in an organization (Layton 2006) and should be 
integrated with the organizations business model to uphold the security goals and 
objectives within the organization. The security policy should be revised and updated 
after some time to uphold a policy that takes new information into consideration. For 
instance, information from security metrics over time may point out areas that have to be 
reconsidered. Once the information security policy has been defined it shall be 
implemented in the organization with the help of processes and technical mechanisms 
(Geer, 2002). 
When the system security policy shall be implemented in the system it starts from the 
security requirements (Henning, 1988). The security requirements are more specific than 
the security policy. For instance, a requirement can be expressed in terms such as “the 
risk management system shall support risk analyses” (Hallberg, 2006a). Requirements 
describe which functions, attributes and principle that are needed to fulfill a system 
(Hallberg, 2006a). It is important that the requirements are thoroughly specified and 
adapted to the organization, to manage the information security. The security 
mechanisms are the techniques used to implement the security requirements in the system 
and is very dependent of the actual system under consideration (Henning, 1988). 
 

2.2 Security Assessment 
Information security is most highly needed because when human’s uses the technology 
applied to information, it creates risks. Risk is the term used for the possibility that an 
event occurs which reduces the value for an organization. The reduction may be of the 
type of service interruption, bad-will for the organization, reduction of the information 
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value itself, etc. The ultimate goal of security assessment is to support the risk 
management process with relevant, valid and reliable data concerning different aspects of 
the system security. In order to manage the adequacy of the system security the 
assessment process must capture relevant attributes of the system. According to Hallberg 
(2004) central issues for security assessment are: 
 

� The meaning of security 
Before an IT security assessment can be done in an accurate way it is important to 
establish what is actually meant when IT security is assessed. Security metric is a 
term that has been used for this purpose and is further discussed in a forthcoming 
section. 
 

� The scope of the system 
The scope concerns both the physical limit of the system and aspects such as 
technical, organizational, individual, operational and contextual. 
 

� Security relevant security properties 
Since security cannot be measured directly, other properties have to be measured. 
Properties that are measurable are factors and consequences. Examples of factors 
that affect the security level are the number of users of the system and whether the 
network is connected to the Internet or not. Examples of consequences that affect 
the security level are the number of successful attempts to withhold certain 
information during the past year and the number of unauthorized retrievals of 
certain information during the past month. 

 
� The scope of the assessment process 

The assessment can occur either when the system is under operation or not. The 
goal of designing for securability is that the system should be secured to the 
required level during operation. As long as the system design is not changed, the 
securability remains constant. The purpose of securability assessment is to 
evaluate security mechanisms strengths and weaknesses to achieve a certain level 
of security so that when the system is in use the system should uphold a certain 
security level. The security level is defined as the security value of the system that 
is in use, thus it has an operational approach of the security (Andersson, 2003).  

 
� Validity of the assessment 

Validity of the assessment means the relation between estimated and real security 
values, i.e. the assessment outcome relies on models of the real system. It is a 
difficult task to obtain security values from the model that should be 
representative for the real system. 

 
(Hallberg, 2004) 
 
After these issues are considered the question of how to get hold of the security 
assessment arises. The approach of security assessment will be influenced by expertise, 
resources, target use of results, etc., that the organization possesses. There are several 
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different approaches to security assessment and Hallberg (2004) describes four different 
characteristics; system observing, system testing, system security functionality and 
system structure. 
 

� System observing 
System observing means that the system is viewed from the outside according to 
the black-box principle. This implies that no consideration is taken to the internal 
structure of the system.  
 

� System testing 
When system testing is performed two main approaches are used. One is based on 
the use of vulnerability scanners and the other is based on red teams. 
Vulnerability scanners operate on the system as they are scanning the system of 
all known vulnerabilities that are stored in a database. A common type of 
vulnerability scanner is the port scanner which is a type of software searching for 
open ports of a network host. The detected number of vulnerabilities are often 
used to form a security metric but the relevance of these metrics are questioned 
(ACSA, 2002). Red team is explained in sub-chapter 2.3.5. 
 

� System security functionality 
Assessing system security functionality involves the activity to identify the 
security mechanisms and measures used to prevent security violations. In contrast 
to system observation, where the system behavior is observed from the outside, 
the emphasis is on the mechanisms used on the inside of the system. The 
mechanisms may include organizational, individual, operational and technical 
aspects.  
 

� System structure 
System structure involves the system being considered as a set of system entities. 
The entities are used to describe objects, subjects or subsystems that perform 
tasks in the system. Smart cards, organizational units, users, authentication 
processes and computers are examples of system entities. The entities of the 
system interact with each other and are modeled with a set of relations. The 
assessment methods are based on these relations to produce security values. The 
concept of entities is rather broad and is further divided into constituents and 
processes. In most cases system constituents describe technical parts of the system 
but can also be organizational units and individuals. The activities performed by 
the constituents are described as processes. The constituents and processes are 
divided into elements and elementary processes respectively and can be assessed 
without further partitioning.  

 
(Hallberg, 2004) 



 7 

 

2.3 Security Metrics 
There is today a lack of both the consensus of how security metrics shall be defined and 
the purpose of it, that is, the usage areas for metrics are not clearly defined. In this section 
some definitions, examples and usage areas of metrics will be discussed. A definition 
valid for this thesis is also proposed.  
 

2.3.1 Security Metrics in the Literature 
While some consider metrics to be synonymous with a measure or sequence of measures 
(Leung, 2001), Payne (2006) draws a distinction between measurement and metrics. She 
defines measurement as a single-point-in-time view of specific, discrete factors, while 
metrics are derived by comparing two or more measurements over time to a predetermed 
baseline. Further, she claims that measurements are generated by counting while metrics 
are generated from analysis. NIST (2003) defines metrics as tools designed to facilitate 
decision making and improve performance related data.  
 
In an attempt to straighten things out, Applied Computer Security Associates (ACSA, 
2002) arranged the “Workshop on Information Security System Scoring and Ranking”. In 
this workshop the term Information Security (IS)* is used to avoid discussions about the 
terminology of a metric and is defined as follows. 
 
An IS* is a value, selected from a partially ordered set by some assessment process that 
represents an IS-related quality of some object of concern. It provides, or is used to 
create, a description, prediction, or comparison, with some degree of confidence. 
(ACSA, 2002) 
 
The asterisk (*) is used to mean any of the following terms: metric, measure, score, 
rating, rank or assessment result. Figure 2.1 clarifies this abstraction and binds the IS* to 
the process. 
 

 
 

Figure 2.1 – Characterization if IS* (ACSA, 2002) 
 
Type of object means what type of IS* that is under consideration and what is needed to 
be measured. How the IS* is intended to be used and why the measure is needed goes 
under purpose. What kind of people that the information is aimed for goes under intended 
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audience. The figure should be interpreted as the cross-product between each domain. 
This is because there are overlaps between the domains technical, organizational and 
operational categories when measuring IT security. Descriptions and comparisons of 
technical objects with the use of metrics are under the technical category. Organizational 
measures are useful when applied to processes and programs. Different systems, 
operating practices and specific environments should be described by operational 
measures.  
 
Some valuable conclusions from the workshop together with proposals of what makes “a 
good metric” (Jaquith, 2007) are summarized in the following. 
 
Security Assessment Process 
 

� Data to the metrics must be readily obtained and the effort of collecting data must 
not either exceed resources in the organization needed elsewhere 

� The subject under consideration for measurement should be repeatable and 
consistent 

� As IS* should be used frequently it is important that the process of collecting data 
and computation of the same are fast enough for its purpose. Data should be 
cheap to gather in an automated way if possible. 

� The IS* should be based on a well defined model. 
� There were an agreement that penetration testing is a convincing IS*. Though, the 

lack of repetition is a drawback.  
 
Interpretation of the Security Assessment 
 

� Measures are not very useful without interpretation except in direct comparison 
with other measures to determine if one or the other value is better or worse. 

� Individual measures must be related to some common terms or framework to 
become metrics. 

� A single aggregate of all forms of security, in respect to give a holistic view of the 
overall security, may be counterproductive and either generates an excessive good 
or bad result.  

� IS* must be useful to decision makers and be contextually specific. This means 
that the information should mean something for the persons who are looking at it. 
That is, right persons should achieve right type of information produced from the 
metrics.  

� A metric should be expressed as a number or percentage 
� A metric should be expressed using at least one unit of measure, e.g. “number of 

application security defects” where defects is defined as the unit of measure.  
� Once the metric is established problems arises concerning interpretation of the 

outcome from the metric, the problem of different scales, if the metric is useful, 
the possibility of predicting the future based on historical measures and indication 
of assurance. 

� It is important that a declaration of what the IS* describes is done 
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Validity of Security Metrics 
 

� A metric that is valuable today may be useless tomorrow as the evaluation of 
technology progress and environment changes over time. Metrics that involves 
expert judgments must also be updated because of this and also because of that 
the expertise increase.  

� The metric in use should be validated by correlating it against other metrics. For 
instance, if an organizations security program is reproduced in its budget it should 
be correlated with some financial metric.  

� A second assessment by the same or different evaluators should produce 
equivalent results. 

� Multiple measures will be needed to quantify assurance in the system and they 
must be refreshed frequently. 

 
(ACSA, 2002), (Jaquith, 2007) 
 
However, the workshop Proceedings (ACSA, 2002) generated many interesting 
guidelines and conclusions concerning information security assessment regardless the 
exact definition of it. 
 

2.3.2 Usage of Security Metrics  
To be able to define IT security metric it can be wise to start with defining what a metric 
should help an organization with. That is, what is the purpose with a metric and which 
questions do we want a metric to be able to answer. When this is done a metric that is 
able to answer these questions can be developed 
 
According to ACSA (2002), the purpose for why the IS* is being developed can be 
divided into decision support and mandated reporting of IS status and posture.  Further, 
IS* can be used to describe, compare and predict the behavior and attributes of a system 
or its components.  
 
A gathering of some usage areas for metrics are the following: 

� Helping an analyst diagnose a particular subject area, or understand its 
performance  

� Quantifying particular characteristics of the chosen subject area  
� Facilitating "before-and-after," "what-if" and "why/why not" inquiries  
� Focusing discussion about the metrics themselves on causes, means and outcomes 

rather than on methodologies used to derive them 
� Establish a baseline for continued monitoring or improvement 
� Justify budgets and obtain additional funding 
� Translate detailed technical issues to a management/decision-making issue 
� Help improve existing security practices and integrate security into existing 

business processes 
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� Identifying causes of poor performance so the management can identify and 
prioritize corrective actions 

� Tracking performance and directing resources. To accomplish this, metrics should 
be studied over time to generate trends regarding security, aided by proper metrics 

� Comparison purposes. To accomplish this, metrics must yield quantifiable 
information, apply formulas for analyses and track changes using the same points 
of reference 

 
(Jaquith, 2007), (NetSec, 2004), (NIST, 2003) 
 
The list of usage areas can probably be made longer and the scope of it depends on the 
organization that shall use the metrics. 
 

2.3.3 Difficulties with Data Handling 
The reliability of security metrics are often dependent of the gathered data, i.e. that the 
data is correct and that enough data are gathered. If data could be shared by companies 
and organizations it should facilitate the treatment of security metrics. These issues are 
further discussed to emphasize important matters when concerning security metrics. 
 
Data Sharing 
Since there are different opinions how security metrics should be defined and which 
metrics that should be in use, Jaquith (2007) proposes anonymous data sharing between 
companies to accomplish aggregated security metrics. Jaquith (2007) makes the analogy 
to medical hospitals where the doctors share anonymous patient information and claims 
that companies could share details of their information security experiences with each 
other to obtain aggregate security metrics. Unfortunately such a way is prevented by 
several reasons such as legal concerns and practical challenges of how to share 
information in a meaningful way. This is because common concepts in IT security 
contexts such as attack, threats, incidents, vulnerability, risk and uncertainty have 
different meaning to different people. Further, the effort of data collection and data 
compiling is vast for the companies and there is unwillingness for data sharing among 
companies even if they can stay anonymous. This is because most companies believe that 
information sharing can hurt their business in some way.  
(Jaquith, 2007) 
 
Data collection and Correlation Analysis 
Approaches of collecting as much data as possible and then do correlation analyses 
between them have been proposed. Even if some correlation is discovered it doesn’t 
imply the cause of it. To get an understanding of cause and affect both threats and 
incidents must be measured to get hold of why some incidents occur and others don’t.  
(Jaquith, 2007) 
Further on, there are big issues concerning the difficulties with the gathering of data. 



 11 

 
Data Gathering 
The difficulty with data gathering should be emphasized because it affects the reliability 
for some sorts of metrics, such as security breaches.  Previous attempts to characterize the 
frequency of actual and attempted computer security breaches met with fundamental 
uncertainty about the reliability of the gathered statistics.  
The Defense Information Systems Agency (DISA) instituted its Vulnerability Analysis 
and Assessment Program (1996) in an attempt to estimate the relative sizes of the four 
overlapping sets; Unsuccessful Undetected Security Breach Attempts, Successful 
Security Breaches, Reported Security Breaches and Detected Security Breach Attempts. 
The report estimated that 96 percent of the successful break-ins were undetected and of 
the few that were detected only 27 percent were reported. Further, the report showed that 
of 38000 security breach attempts, only 24700 (65%) was successful, 988 (2,6%) was 
detected and only 267 (0,7%) was reported. 
(Soo Hoo, 2000) 
 
Depending on how a metric is constructed and where it obtains required data it is 
important to have this in mind when conclusions of the analyses of the metric are done. 
 

2.3.4 Definition of Security Metric 
When trying to define the purpose with the security metrics there is probably a better way 
to divide it into its constituents instead and from there adapt it to the different usage areas 
that are wanted. To provide many of the usage areas, the metric should have a magnitude 
which should be expressed in at least one number, for instance, it shouldn’t be expressed 
in words as not secure, average secure and very secure. Even if IT security assessment in 
it self is in lack of a scale, the numbers derived from the metrics are expressed in some 
sort of a scale. Dependent on which scale that is in use the numbers will have different 
meaning and applications. A clear understanding of the magnitude and scale is essential 
for establishing a proper interpretation of the security. A reasonable interpretation of the 
security assessment is very difficult, particularly if there is poor understanding of the 
outcome from the metrics. 
 
Hallberg (2004) define a security metric as the triple; scale, magnitude and interpretation. 
One may relate to the analogy of measuring length with the scale in meter. When 
comparing the length of two different objects one may do the interpretation in the aspect 
of which one is the longest. 
 
In this thesis the definition of security metrics is defined as a magnitude expressed 
relative a scale and interpretation of them in the context of IT security assessment. 
 

2.3.5 Metrics for Security Assessment 
In the present section some metrics for system security assessment are mentioned and 
their methods are discussed. Some common assessment methods which don’t qualify to 
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be security metrics are mentioned in sub-chapter 2.3.6. This is done to make the 
definition of a security metric more distinctive. 
 
Red team work factor is proposed as a security metric for system testing by Wood and 
Bouchard 2001 and is defined as “an estimate of the effort required by an adversary to 
achieve an adversarial goal”. This estimate should include all costs associated with a 
particular attack including preparation and attack time and expenditure for equipment, 
information, access and assistance should be included in this metric. 
Red team factor may not be a viable metric though because of several reasons, e.g. 
preparation time is very dependent of the team members experience and knowledge.  
(Hallberg, 2004) 
 
Considering the system security functionality, the strength of the security functions and 
the quality of the configuration could be used as a basis for a metric to produce security 
values. Approaches to measure these matters have been done and different kinds of 
metrics have been proposed. System Vulnerability Index (SVI) is such a method 
proposed by Alves-Foss and Barbosa (1995). The method provides a security value 
which reflects the security of the system. SVI analyzes a number of factors which affect 
the security. SVI have rules for combining these factors to provide a measure of 
vulnerability. The value that is provided by SVI is between zero and one, where the 
system is more vulnerable the higher the value is. The values’ spans are divided into four 
different groups which correspond to different classes which are expressed verbally. This 
classification is used as a support to the interpretation of the security values since the 
values in them selves don’t provide an intuitive meaning of the security. 
 
Some metrics combine different approaches for security assessment and such a method is 
The Extended Method for System Security Assessment (Hallberg, 2006c), or XMASS for 
short. XMASS consists of five main parts: system modeling, security values computation 
calculation of entity security profiles, calculation of traffic mediator filter profiles and 
modeling of inter-entity relations. The method takes both system structure and system 
functionality into consideration. The security values that XMASS provides can be on 
different levels of the system since the system under consideration can be modeled at 
different levels of abstraction. Entities can be defined as any part of the system, for 
instance, they can represent software, single computers or complete local area networks.   
 

2.3.6 Assessment Methods which are not Metrics 
In this section discussion for some security assessment methods which don’t qualify to be 
security metrics are presented. The security methods mentioned are very frequently 
referred to in the literature concerning IT security contexts but should not be considered 
as security metrics and a distinction between security metrics and these security methods 
should be made. The discussion is derived from Jaquith (2007). 
 
Best practices and ISO standards should not be mistaken for security metrics. The 
standards should be considered and used as best practices for managing information 
security. Even though many security programs are based on standards the ability to attain 
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the usage areas of security metrics may not be feasible, e.g. creating repeatable 
measurement processes.  
(Jaquith, 2007) 
 
The well known security standard ISO 17799 should be used to identify IT security 
control requirements and for auditing. The standard comprises ten main sections, e.g. 
security policy, system access control and asset classification and control, which can be 
further divided into about 150 control areas. ISO 17799 does indeed provide good 
guidelines for viewing the topic information security but gives only few practical 
recommendations how to manage, monitor and measure the effectiveness of the security 
controls.  
(Jaquith, 2007) 
 
Another standard is the ISO 15408 or more commonly known as the Common Criteria 
(CC) which is used to evaluate and compare the security level of different IT products. 
Common Criteria is focused on evaluating design methods through assuring that 
specified security functionality is included when designing the system. That is, it is the 
actual system development process that is being evaluated. This means that security 
values provided from the security functionality is not measured.  
(Andersson, 2003) 
 
The Annual Loss Expectancy (ALE) is calculated as the sum of the impact of a specific 
outcome in monetary terms multiplied with the frequency of that outcome (Soo Hoo, 
2000).  
 
ALE appears frequently in different information security contexts and many institutes 
such as SANS Institute and CICCP certification tests require knowledge of ALE. The 
mathematical formula for ALE may attract with its simplicity but there are difficulties 
with the inherent parts of the calculation. Jaquith (2007) specifically point out three 
problems with ALE: 
 

� The inherent difficulty in modeling outliers 
The outliers dominate the loss events, that is, a big loss can jeopardize the whole 
organization, and it is difficult to characterize what a typical loss is.  

� The lack of data for estimating probabilities of occurrence or loss expectancies 
To estimate probabilities a certain amount of data is needed but with the lack of 
data estimation of probabilities are very difficult. 

� Sensitivity of the ALE model to small changes in assumptions 
Since there are lack of both data and probabilities ALE becomes extraordinary 
sensitive to small changes. 

 
Jaquith (2007) summarizes the discussion concerning ALE that the concept is good but 
the lack of data and probabilities makes it useless in reality, as have been discussed in 
chapter 2.3.3. 
(Jaquith, 2007) 
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2.4 Mathematical Foundation for IT Security Assessment 
According to the usage of metrics, e.g. describe, compare and predict the security, it is 
important that the information is interpreted in an accurate way and also that admissible 
operations on the available data are performed. For instance, if measuring confidentiality 
with the help of a set of metrics that reflects the same, one may want to aggregate the 
measures to one or many sets of values. Dependent on where these values are derived 
from and what they represent, it is important to preserve the information that they 
contain. Sometimes we don’t even have numbers to start with. This may be in the case 
when structuring a set of criteria that some IT environment shall have to uphold a certain 
level of security. When this is done it is desirable to put some numbers into it, e.g. to 
make it possible to compare the security performance over time and make decisions of 
different aspects which are based on the security values that they give. When 
transforming the information from qualitative to quantitative properties it is very 
important that the information is preserved. That is, the information must not be 
corrupted in some way during the transformation because “The numbers don’t remember 
where they came from”, Lord (Roberts, 1987). Further on, when using a metric that 
consists of certain operations on numbers, it is important that the information that these 
numbers represents is preserved. A metric may contain a large number of operations and 
calculations with the ambition to generate some measure of security. The outcome from 
these calculations must make sense and reflect the information that the values represents. 
This concerns all kinds of operations that the metric contains so that the original 
information isn’t corrupted in any way. ”It is always appropriate to calculate means, 
medians and other descriptive statistics. The key point, however, is whether or not it is 
appropriate to make certain statements using these statistics.” (Roberts, 1987).  
When doing interpretation and operations on numbers it must be based on a sound 
mathematical foundation which maintains the underlying information that the numbers 
represent. This is essential when trying to measure entities which are in lack of both a 
scale and a unit such as the case when measuring IT security, and a following question 
that arises is “what does this measure represent and actually mean?” If rules for a 
definition of a scale are possible then maybe it is possible to develop a scale suitable for 
IT security. However, since IT security depends on multiple properties such a 
development is very complicated. A first step in the direction to develop a scale is to 
define the concept of a scale on firm mathematical foundations. Which properties that 
should be included when developing a scale for IT security assessment is a difficult issue. 
For instance, since an important factor in the context of IT security is intentional and 
accidental faults done by people when interacting with information systems, the question 
is if, or to what extent, the interference with human beings should be included. 
 
Measurement theory is an area within mathematical science which brings up these 
questions and also, in most cases, gives an answer to them. In coming sections an 
introduction to measurement theory is presented with the most essential parts which have 
applications to the theory of metrics. However, measurement theory is one area that is 
needed for giving a mathematical foundation for doing sensible calculations, 
interpretations and operations when developing new and investigating existing metrics 
for IT security assessment. The examples which are being used to explain measurement 
theory are in most cases simple in respect to its application to physical nature, e.g. mass 
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and temperature, because it is relatively easy to relate it in an intuitive manner. After that 
the theory has been understood it is easier to apply it to cases within IT security, which 
may have no intuition.  
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3 Activities for Security Assessment when using 
Metrics 

In this section, activities for IT security metric assessment is presented which are needed 
for an IT-security assessment to be carried out when using security metrics. The ultimate 
goal of the framework is to generate one or a few security values which are aggregated 
values generated from a set of metrics. The aggregation method used in the framework is 
the Analytical Hierarchical Process or AHP for short. 
 
The activities are based on a model presented at a conference in 2006 arranged by 
securitymetrics.org concerning IT security. The contribution to the conference which the 
framework is based on is named Assessment of IT-Security in Networked Information 
Systems (Hallberg, 2006b). One of the subjects in the conference concerned which 
activities that are needed for a security assessment when using security metrics as a 
foundation. The model presented was very metaphorical with a vision of combining 
many security values provided from metrics to one or a few security values which should 
generate a holistic view of the overall security in the system. Reference to the material 
presented including the model is linked in the bibliography (Hallberg, 2006b). 
 
The structure of the activities is illustrated in Figure 3.1. Each step in the model 
represents an activity, although each step is not necessarily an activity isolated from 
another activity. That is, some activities are influenced by each other and are not 
necessarily performed in a sequential order. 
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Figure 3.1 – Activities for IT Security Assessment when using Metrics 
 

3.1 Establish User Needs 
Establishing user needs involves the identification of stakeholders interests and goals. 
Anyone within the organization should be an IT security stakeholder (NIST, 2003). 
Dependent on which position and responsibility the stakeholders possess in the 
organizations hierarchy they will have different needs for IT security information. For 
instance, the metric “average number of attacks this month” may be useful for people 
who are working within the organizations security of the system servers, while the 
executive may be most interested in the business impact such as what was the monetary 
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loss of the latest security impact. The total number of metrics for each stakeholder is 
recommended to be between five and ten dependent on what stage in the development 
process of the security program that the organization is being in (NIST, 2003). As the 
security metric development progresses the stakeholders should be involved during the 
whole process. This is because it is important that the stakeholders influence the 
organization to buy in contextually specific equipment necessary for the metrics which 
are important to the actual stakeholder. It should be stressed that the metrics should mean 
something for the people who are using them. Otherwise they just are numbers that can 
be neglected or misinterpreted which may lead to incorrect understanding of the security 
level and hence incorrect decision makings. Another question that must be taken into 
consideration is “what can actually be done?” This means that in practice there are 
limitations to what actually can be done by the organization, e.g. in respect to monitoring 
aspects, technical resources and knowledge of the people in the organization. 
 

3.2 Assessment Objective and Scope 
The objectives for the security metrics of the system should be documented in a way so 
that the security mechanisms may be implemented. The security metric objectives should 
be developed together with stakeholders to ensure their acceptance. Details for the 
implementation should be documented in the security policy for the organization. The 
development of the security metric objectives should be embraced in the organization’s 
overall security goals and security policy. The purpose of the results that the metrics 
produce should be specified. For instance, it may be for comparison purposes of different 
systems or to get a description of the present system’s security. The results produced may 
also have a further meaning. The results may interact with the organizations risk 
management, for instance, in the sense of how the amount of monetary loss may be 
related to a certain IT security breach. 
 
An information system has a complex structure and it is impossible to cover all aspects of 
its security. Therefore, the scope of the security assessment must be defined which 
assures that the most prioritized characteristics of the security of the system are covered. 
The security assessment can be classified to technical, organizational, human, operational 
and contextual aspects and the scope of the security system may be limited to any of 
these aspects (Hallberg, 2004).  
 

3.3 Map Objectives to Measurable Entities 
Even if stakeholders want a certain kind of information produced by the security metrics, 
it may not be the case that this information is available. This can be of different reasons. 
The maturity of the organization’s security program may be at an early development 
stage and requested information may not be possible to gather. This can be in the case 
when a certain security control has to be implemented that delivers the data that the 
metric use. In an early stage of the security program development it may not be 
implemented yet. An even worse case is when the desired information is not possible to 
measure at all. However, it is important to assure that the information needed for desired 
metrics is possible to collect or measure in some way. 
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3.4 Prioritize Metrics 
Prioritizing metrics is a process which is used when different metrics should be selected 
for the organization’s security program. The universe of metrics is huge and the selection 
of metrics should be performed in an accurate way. The metrics should be prioritized in 
the context of the overall security program and be weighted (NIST, 2003) in respect to its 
importance to the organizations goals and objectives. The method used for prioritizing 
metrics should support these issues for the adequacy of the method. The metrics that get 
very low weights should be reconsidered if they should be used in the organization’s 
security program. This process continues until all unnecessary security metrics are 
eliminated and should be repeated from time to time since the organization develops and 
new aspects must be taken into consideration. 
 

3.5 Aggregate Security Metric Values 
The purpose of aggregating security values to compound values is to produce an overall 
security value. It is quite hard to get an overview of the total security of a system by just 
looking at all the different security values one by one. The method to aggregate values 
should be able to handle any kind of security value provided by the security metrics. It 
should not be restricted to a certain type of metric. This is a very difficult task to 
accomplish because of the complexity of IT security assessment and that the metrics 
provide values in different scale types. The issue concerning scales is explained 
thoroughly in the forthcoming chapter 4 concerning measurement theory. The most 
common way to aggregate values is by using a certain type of average method. 
Depending on what the different values represent, they have different importance to the 
overall security of the system. For instance, a number of metrics that measures breaches 
may have stronger importance than metrics measuring “the percentage of data 
transmission facilities in the organization that have restricted access to authorized users”. 
In another organization the condition may be on the contrary. It can also be that some 
parts of the organization possess information that is more valuable than information 
possessed by other parts. When the values are aggregated these matters have to be 
considered. Otherwise, when using an average method, the compounded values give a 
distorted view of the security which may lead to misleading interpretations of the security 
level and hence misleading decisions. Each metric should be weighted with respect to 
preference and the organization’s objectives. The easiest way is to multiply each metric’s 
security value with a number, which corresponds to the metric’s importance, but this 
would be very difficult and inefficient when having a large number of metrics in a 
complex system. A method that provides weights based on preference is The Analytical 
Hierarchy Process or AHP for short. This method is thoroughly illustrated in chapter 5. 
 

3.6 Interpretation of Compounded Values 
Since IT security assessment is in lack of both a natural scale and unit, the interpretation 
is only based on the actual outcome of the metrics. The outcome from the metrics should 
be clearly defined and presented in an adequate manner. This means that the metrics 
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should declare exactly what entities are being measured, the purpose with the metric and 
what the value from the metric represents. The method for aggregating values, must be 
orderly understood for interpretation of the compounded values, for instance, an 
understanding of which kind of transformations that are permitted by the method. The 
type of scale that the metrics is expressed in contains the information of the IT security 
assessment transformed to numbers. Interpretations of compounded values are very much 
an issue of comparing values with one another and drawing conclusions from them.  
 
Suppose two compounded values have been provided, say 4 and 5, then obvious 
questions arise such as; 
 

� indicates number 5 better IT security than number 4, 
� if so, represents number 5 a security which is 1,25 times better than number 4, or 
� is it one point of unit better, and if that is the case, how is one point of unit 

defined? 
� According to the numbers provided, do they represent an empirical justification, 

e.g.,  
� assume that 5 defines a better IT security than 4, then the statement also should be 

valid when performing empirical tests of the same system and generate the same 
conclusions. 

 
Since the only type of scale available is the actual scale of measurement that the security 
metrics are expressed in, a clear understanding of its meaning is needed. Otherwise it is 
impossible to give a proper answer to such questions as mentioned above. The scale type 
of measurements is central when the interpretation is done and is thoroughly discussed in 
the chapter 4 concerning measurement theory. It should be emphasized that the 
interpretation of the IT security assessment concerns the scope of the system and the 
assessment process, and nothing outside the scope should be interpreted in the outcome 
of numbers. 
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4 Measurement Theory 
There are many different areas where measurement is desirable. The purpose with 
measurement is often to compare different elements in some manner. It can be everything 
from measuring the temperature to measuring grades in school. The measured outcome 
will very much depend on which properties we state from the beginning. For instance, 
when measuring temperature the first step may be to classify it as warm or cold. If it is 
not satisfactory with this simple classification it may be necessary to develop more 
classifications or assign degrees of warmth to it. The scale type being used can be of 
different kinds, e.g. Fahrenheit, Kelvin and Celsius, depending on the purpose of the 
measurement. Even if these three different scales will measure the same warmth they will 
have different characteristics and representation of the temperature. Further on, one may 
want to do mathematical operations on the temperature being measured, say the average 
temperature for some month in the summer. 
 
Measurement theory is an area within mathematical science which put the subject of 
measurement in focus. When performing measurement of different aspects, it is 
important that it relies on a firm mathematical foundation.  
Most literature concerning measurement theory has its applications in social, 
psychophysical and behavioral science, e.g. measuring intelligence, loudness and 
preference. These areas aren’t as well-developed as areas within physics when 
considering how things shall be measured. However, many applications come from 
physics such as measuring mass and temperature. Another area is decision-making which 
has applications in several different areas of science. Measurement theory in itself is a 
gray area of mathematical science which seems to have no disciplinary home (Roberts, 
1979). 
 
Some of the questions that measurement theory tries to answer are: 
 

� When does it make sense to say that goal a is twice as important as goal b? 
� When does it make sense to say that the average of some measurements for one 

group exceeds the average for another group? 
� What does it mean to measure preference, likes and dislikes, important and 

unimportant, etc.  
� Under what conditions is measurement possible? 
� Which kind of scale is in use when the measuring is performed? 
� Which kind of mathematical operations make sense for a certain kind of scale? 

 
Many of these questions can be answered by measurement theory, through focusing on 
what is actually being measured, and what properties the measurements and measured 
entities possess. 
 
In the remainder of this chapter an introduction to measurement theory with its most 
essential parts is presented. Connection between measurement theory and IT security is 
not treated in this chapter. Only relatively easy and pedagogically examples related to 
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measurement theory are presented. This chapter only considers the basics of 
measurement theory but some parts may although appear fairly abstract. The conclusions 
in Chapter 8 can be comprehended in an oriented way without absolute understanding of 
this chapter. A deeper understanding of this chapter is required when applying the theory 
on IT security metrics which is done in chapter 7. Three sections in this chapter are not 
applied in chapter 7, and these are the sub-chapters 4.7.2, 4.10 and 4.12. These sub-
chapters are only presented to give a more exhaustive presentation of the basics of 
measurement theory. However, a more thorough reading of this chapter should be done to 
achieve a complete understanding of the basics of measurement theory, and for a proper 
usage of measurement theory when it is used in further work. In the chapters 5 and 6 
some subject areas in this chapter will appear as well when the method AHP is applied on 
IT security assessment. 
Mathematical proofs of theorems etc. are left to the reader or can be found in the 
reference literature. 



 23 

 

4.1 Previous Knowledge of Mathematics 
Some moderate knowledge of mathematics is needed for the coming presentation of 
measurement theory. Apart from that, some essential topics of mathematics will be 
presented in this section which facilitates the understanding of measurement theory. 
 

4.1.1 Notations 
The same type of notations may have different meaning in the literature. To avoid 
misinterpretation the notations used are summarized in Table 4.1. 
 
{…} 
� 
� 
 
~ 
�  
~�  
�  
�  
� 
iff 
�  
�  
 
� 
< 
� 
� 
� 
 
Re 
f�� 
f(A) 

the set … 
member of 
not a member of 
 
not 
equivalence  
not equivalent 
implies 
for all 
thus 
if and only if 
or 
and 
 
from … into, i.e. f: A��B means the function f maps the set A into the set B 
less than 
less than or equal to 
not equal 
sum 
 
the real numbers 
compositions of the two functions f and g 
the image of the set A under the function f, i.e. {f(a): a�A}. 

Table 4:1 - Mathematical Notations 
 

4.1.2 Set Theory and Binary Relations 
Set and relation theory will be used throughout the whole interpretation of measurement 
theory. The elementary and necessary theory will be presented in this section for easier 
understanding of the rest of the reading. Each set is nonempty and contains a finite 
number of elements. The notation for elements and sets are as follows, 
 

Xx� , the elements x belongs to the set X. 
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Let nXXX ,...,, 21  be sets, then the Cartesian product nXXX ��� ...21  is the set of all 
ordered n-tuples ),...,,( 21 nxxx such that nn XxXxXx ��� ,...,, 2211 . 
(Roberts, 1979) 
 
For instance, when only having two sets A and B, the Cartesian product BA� of A and B 
is  
 

� �BbAabaBA ���� ,);,( , 
 

where ),( ba  is the ordered pair with first element a and second element b. 
(Råde, 2004) 
 
That is, BA�  is the set of all possible ordered pairs whose first element a is in A and the 
second element b is in B. 
 
A binary relation R on BA�  or from A to B is a subset of BA� . A binary relation on A 
is a subset of AA� , that is, a set of ordered pairs (a, b) such that Aba �, . An example of 
a binary relation is as follows. 
 
Example 4.1:1 -  Binary relation 
Let A be a set of integers, the set 

A= {1, 2, 3, 4}. 
 

Let the binary relation R on A be given by, 
 

R={(1, 2), (1, 3), (1, 4), (2, 3), (2, 4), (3, 4)}. 
 

The binary relation R is the “less than” relation on A; an ordered pair (a, b) is in the 
binary relation R iff a<b. 
(Roberts, 1979) 
One way of notation for the binary relation R is 
 

� �baAAbaR ���� :),( . 
 
Other common numerical binary relations are “equal to”, “greater than”, etc. However, 
binary relations do not need to be numbers. For instance, “father of” is such a relation. 
Let S be the set of all people in Sweden and the relation R be stated as 
 

R={(a, b) :SS ��  a is father of b}. 
 
The relation R has a certain property which in this case is called asymmetric. If a is a 
father of b, then b is not a father of a, because b is a child to a. Forthcoming, this relation 
of asymmetry will be stated as 
 

aRb�~bRa, Sba �� , , 
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and (A, R) will be called a binary relation, that is, the relation R on the set A. 
 
There are a set of binary relations which are significant for understanding the 
measurement theory and they will be declared without further explanation as follows. For 
each case it is assumed that we have the relation R on the set A, that is, the binary relation 
(A, R). 
 
Reflexive    AaaRa ��,  
Symmetric    AbabRaaRb ��� ,,  
Asymmetric    �aRb ~bRa, Aba �� ,  
Transitive     aRb �  bRc �aRc, Acba �� ,,  
Negatively transitive   ~aRb� ~bRc �~aRc, Acba �� ,,  
Strongly complete   aRb� bRa, Aba �� ,  
 

4.1.3 Order of Binary Relations 
Binary relations can be of different orders in respect to how strong the relation is. For 
instance, in the “father of” example in the previous section we may not only say that the 
relation is both nonreflexive and nonsymmetric but also that the relation is asymmetric. 
That is, we say that the relation is stronger than nonreflexive and nonsymmetric in the 
sense that it has a stronger restriction of relation. For instance, an order can be either a 
weak order or strict weak order depending on how strong the relation is. Some of the 
orders which are of significant importance further on will be presented in this section. 
 
Weak order 
We say that the relation is of weak order if it satisfies the properties of transitive and 
strongly complete. In the case of preference between two alternatives a and b one may 
strictly prefer a to b or b to a. It may be the case that one is indifferent of preference, that 
is, one is indifferent to a and b iff one prefer neither to the other. It is called that one 
weakly prefers a to b if one either strictly prefers a to b or is indifferent between a and b. 
The relation of weak preference is of weak order. In the case of numerical relations, say 
the relation � ��Re, , the notation �  defines the relation of weak order. 
 
Strict weak order 
There are two different ways to define relations of strict weak order and both ways will 
be presented as follows. 
 
Definition 1:  
(A, R) is a strict weak order iff (A, R) is asymmetric, transitive and (A, E) is an 
equivalence relation, where E is defined as aEb� ~aRb� ~bRa. 
 
Definition 2:  
(A, R) is a strict weak order iff  (A, R) is asymmetric and negatively transitive. 
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Negatively transitive is defined as ~aRb �  ~bRc �~aRc, Acba �� ,,  and may cause 
some confusion when it is applied on real cases. An equivalent definition of negative 
transitivity is  
 

xRy� xRz� zRy, Azyx �� ,, . 
 

4.1.4 Functions 
Assume the two sets A and B which contain the elements x and y respectively. We seek a 
function f from A to B such that f: A��, is a relation with the property such that for each 

Ax�  there is uniquely assigned a By� . Thus, we seek a function f such as y=f(x) 
exists. (Råde, 2004) 
 
The sets A and B are called domain and codomain respectively. The properties of the 
functions f: A�� can be of three different kinds; surjective, injective and bijective.  
The surjective function, also called onto, means that for every y in the codomain there is 
at least one x in the domain such that f(x)=y. The definition for the surjective property is 
f(A)=B.  
The injective function, also called one-to-one, means that for every x in the domain there 
is a unique y in the codomain such that f(x)=y. The definition for the injective property is 

Ayxyfxfyx ����� ,)()( .  
The bijective function has both the surjective and injective properties. That is, for every y 
in B, there is exactly one x in A, such that f(x)=y. 
 
Lets summarize with additional graphs in Figure 4:1 where A and B are the domain and 
codomain respectively. 
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Properties of functions f: A�� 
Property Definition Graph 

Surjective (onto) f(A)=B 

 

Injective (one-to-one) Ayxyfxfyx ����� ,)()(  

 

Bijective (onto & one-to-
one) Surjective & Injective 

 
Figure 4:1 - Properties of functions (Råde, 2004) 

 

4.1.5 Axioms for Algebraic Structures 
Let � be a binary operation on the set A with its elements. We say that the operation is, 
 
commutative    a�b=b�a, Aba �� , , 
associative    a�(b�c)=(a�b) �c, Acba �� ,, , 
monotonicity   Acbacbcaba ����� ,,,�� . 
 

4.2 Relational System 
Measurement theory distinguishes between empirical and numerical relational systems. 
Relations which can be observed, or where there is some intuitive empirical knowledge 
of a specified set of objects or elements, are classified to the empirical relational system. 
The quantitative, or numerical, knowledge about the objects is classified to the numerical 
relational system. A mathematical definition is further presented.  
 
A relational system is an ordered (p+q+1)-tuple =(A, R1,…, Rp , �1,…, �q), where A is a 
nonempty set of elements called the domain of the relational system , and R1,…, Rp are 
(not necessarily binary) relations on A, and �1,…, �q are binary operations on A (Roberts, 
1979). The symbol �i is used to denote the operation of combining objects. The operation 
of combining two objects is called concatenation (Luce, 1988). 
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The type of the relational system is a sequence (r1,…,rp ; q) of length p+1, where ri is m if 
Ri is an m-ary relation. The point of stating which type the relational system has is to 
point out the most general set-theoretical features of the system. If two relational systems 
are of the same type then these two systems are similar.  
(Roberts, 1979) 
 
As already has been mentioned, the empirical relational system handles observed objects 
and the relations between them, e.g. the bus is heavier then the car. Here the relation is 
“heavier than” and the objects that are under consideration are bus and car respectively. 
An additional example of an empirical relational system with proper mathematical 
notations is as follows. 
 
Example 4.2:1 - Empirical relational system 
Let A be the set of human beings now living and let R be the binary relation on A such 
that, for all a and b in A, aRb iff a was born before b. =(A,R) is then an empirical 
relational system in the sense just defined. Thus, is of type (2; 0).
(Suppes, 1963) 
 
In most cases it is desirable to put some numbers into the relational system. In the case of 
weight above we not only want to know if the bus is heavier then the car, but also how 
much the weight are in numbers. This is called a numerical relational system and is 
exemplified as follows. 
 
Example 4.2:2 - Numerical relational system 
Let A be a set of objects that you want to lift and H is the relation a is heavier than b, then 
we would like to assign a real number f(a) to each Aa� such that for all a, b A� , aHb 
�  f(a) > f(b). Then we have the numerical relational system =(Re, >), and  is of  
type (2; 0). 
 
Let’s continue with the example of measuring mass and summarize the relations between 
empirical and numerical relational systems. 
 
Example 4.2:3 – Empirical and Numerical relational system 
When measuring mass we not only want to know if some item a is heavier than some 
other item b, we also want to add the masses of a and b to a summarized value.  
That is, we have the empirical relational system =(A, H, �����	�
����������������
������

system  =(Re, >, +). and  are both of type (2; 1) respectively. 
 

4.3 Homomorphism 
Let f be a set of rules for mapping one relational system into another one. Then, the 
mapping f from one relational system to another relational system , which preserves 
all the relations and operations, is called a homomorphism. When there is a 
homomorphism from an empirical (observed) relational system to a numerical 
relational system  it is called fundamental measurement. 
 



 29 

Recall Example 4.2:3 when measuring mass. With mass we can measure its weight and 
say that item a is heavier (or lighter) than item b and we are also able to summarize the 
weights of item a and b to a compound value. Thus, we want to map the empirical system 

=(A, H, �) into the numerical relational system  =(Re, >, +) that preserves all the 
relations H, and the operation �, in . Here H is the relation a is heavier than b and we 
want to assign a real number f(a) to each Aa�  such that for all Aba �, ,
 

)()( bfafaHb �� . 
 

Further we want a real valued function f on A that satisfies the condition above and also 
preserves the binary operation ������
���������
��
��������� Aba �, , 
 

f(a ��b) = f(a) + f(b). 
 
A one-to-one (injective) homomorphism will be called an isomorphism and if there is an 
onto (surjective) isomorphism we say that is isomorphic to .
 (Roberts, 1979) 
 
Another way to say this is that  is an isomorphic image of if there is a one-to-one 
function f from A onto B such that, for each i=1,…,n and for each sequence ),...,( 1 imaa of 
elements of A, Ri ),...,( 1 imaa  iff ))(),...,(( 1 imi afafS  (Suppes, 1963). 
This means that if is isomorphic to  then f is bijective. Note that the inverse of a 
bijective homomorphism is also a homomorphism (Råde, 2004).
 
Example 4.3:1 - Isomorphism  
In this example we are investigating two similar systems and , both of type (2; 0). 
Let =(A, R) and  =(B, S), where A and B are sets and R and S are relations in the 
systems and  respectively. Then and  are isomorphic if there is a one-to-one 
function f from A onto B such that for every a and b in A
 

aRb iff f(a)Sf(b). 
 
When and  have the same structure they are isomorphic. 
Now, let 

� �7,5,3,1�A , 
� �5,20,4,1 ��B , 

��R , 
��S . 
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From here one can see that and  are isomorphic. For instance, if the mapping is 
defined as 
 

f(1)=20, 
f(3)=4, 
f(5)=1, 
f(7)=-5, 

 
 

 
Figure 4:2 - Isomorphism 

 
then, it is more understandable that and  really are isomorphic. 
� =(A, R) and  =(B, S) are isomorphic.
 
(Suppes, 1963) 

4.4 Representation Theorem 
When finding a numerical representation of the qualitative information some specific 
conditions must be fulfilled to make the representation admissible. If we have a 
homomorphism, the homomorphism is said to give a representation and the triple ( , , 
f) will be called a scale. Later on f alone can sometimes be called a scale as well. 
 
The emphasis is to find necessary and sufficient conditions for an observed relational 
system  given a numerical relational system  for the existence of a homomorphism 
from into , or to put it in another way, specify conditions under which it is possible to 
find numerical representation of the qualitative information (Luce, 1988). The conditions 
are called axioms for the representation and the theorem stating their adequacy is called a 
representation theorem. Let’s follow up the reasoning about axioms with the following 
example. 
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Example 4.4:1 – Axiom 
Suppose that we want to have a homomorphism f from (A, R) into (Re, >). It follows that 
(A, R) is transitive if such an f exists. Because if aRb and bRc, then f(a)>f(b) and 
f(b)>f(c) from which f(a)>f(c) and aRc follows. Thus, in this example the axiom requires 
that (A, R) is transitive.  
(Roberts, 1979) 
 

4.5 Uniqueness Theorem 
The uniqueness theorem determines how unique the resulting measure or the 
homomorphism f is and hence, how unique the scale is. In coming chapter 4.7, 
concerning scale types, some common scales are mentioned and what properties they 
have which make them unique from each other. Further on, in chapter 4.11 the theory of 
meaningful statements concerning different kinds of scales is given. The uniqueness 
theorem puts limitations on which kind of manipulations that are permissible for a certain 
kind of scales. For instance, you can always do mathematical operations on numbers such 
as average, multiply and add them, but the question is if the meaningfulness of the 
objects being measured is transferred after these operations (Roberts, 1979). 
When we know that a measurement is possible, the uniqueness theorem describes all 
other representations that are possible with the same numerical relations and operations 
(Luce, 1988). The uniqueness of scales will be brought up in coming sections, especially 
in the section concerning meaningfulness. 
 

4.6 Regular Scales 
The theory of regularity provides some valuable results concerning uniqueness, 
meaningfulness and scale types. For instance, if every scale in a statement is regular, a 
simpler definition of meaningfulness can be used: A statement involving (numerical) 
scales is meaningful iff its truth or falsity is unchanged under admissible transformations 
of all the scales in question (Roberts, 1979).  
 
The theory with proper notations can be illustrated as follows. If ( , , f) is any scale and 
( , , g����������
�����������
�����
��������
��������������
�����	������
�������f(A)�� so 
that g= � � f. If for every scale ( , , g), there is a transformation �: f(A)�� such that 
g=�� ��f, then the scale ( , , f) is called a regular scale. If every homomorphism f from 

into  is regular, the representation � is called a regular representation. The 
representation �  is regular if, given two scales f and g, it is possible to map each one 
into the other one with an admissible transformation. 
 
Meaningfulness can be examined in different ways. For instance, when considering a 
statement it can be important to analyze admissible transformations of the scale. That is, 
which kind of scale given the actual statement leads to meaningful representations? 
 
The definition of admissible transformations of scales is given as follows. 
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Suppose f is one homomorphism from a relational system into a relational system , 
and that A is the set underlying and B is the set underlying . Further, suppose � is a 
function that maps the range of f into the set B. The range of f is defined as 
 

� �AaafAf �� :)()( . 
 
Then the composition � ��f is a function from A into B. If � ��f is a homomorphism from 

into , then � is an admissible transformation of scale. 
(Roberts, 1979) 
 
The following theorem will define the characteristics for regular scales. 
 
Theorem 4.6:1  
( , ,f) is regular iff for every other homomorphism g from  into , and for all 

Aba �, , f(a) = f(b) implies g(a)=g(b). 
 
 
From the proof of Theorem 6:1 (not mentioned here) an important corollary follows:  
Every isomorphism is regular. 
(Roberts, 1979) 
 

4.7 Scale Type 
From the theory of regular representation, i.e. the representation  �  is regular and all 
scales ( , , f) are regular, the uniqueness theorem is used where the class of admissible 
transformations defines how unique each scale is. The most common scale types are 
presented further and they all come from regular representations where all admissible 
functions are �: f(A)���(Roberts, 1979), (Anderberg, 1973), but it should be mentioned 
that other types of scales also exist.  
 

1. Nominal scale just distinguishes between elements in the set A. You can only say 
that the numbers are f(a)=f(b) or f(a)�f(b). Any one-to-one transformation, �� is 
admissible.  

 
2. Ordinal scale induces an ordering of the elements. In addition to distinguishing 

between f(a)=f(b) and f(a) ��f(b), the case of inequality is further refined to 
distinguish between f(a) >f(b) and f(a) < f(b) . Any numbers that preserve the order 
are acceptable. For example, there are no distinctions between the numbers 1, 2, 
3, 4 and 4.7, 5, 700, 1001. Admissible transformations are monotone increasing 
functions ���	�so that functions �: f(A)���satisfies the condition that x����  
���	 ����
	�� 

 
3. Interval scale assigns a meaningful measure of the difference between two 

objects. One may say not only that f(a) >f(b) but also that a is f(a) – f(b) units 
different than b. Positive linear transformations of the form ���	�������������
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are admissible. With this scale the zero point can be varied and also the unit. This 
corresponds to changing ��and �respectively.  

 
4. Ratio scale is an interval scale with a meaningful zero point. If f(a) > f(b)  then 

one may say that a is f(a) / f(b) times superior to b. All the functions �: f(A)���of 
the form ���	���������are admissible.  

 
These scale definitions are ordered hierarchically from nominal up to ratio. Each scale 
embodies all the properties of the previous scale in the ordering and one may say that the 
scales are ordered from weak to a stronger scale type. 
 

4.7.1 Size of Range Set 
An additional way to distinguish among variables is to take the number of elements in the 
range set under consideration. The most common way is to classify the range set into 
continuous, discrete and binary variable. A description of the classification is as follows 
(Anderberg, 1973). 
 

1. A continuous variable has an uncountable infinite range set. Typically such a 
variable may assume any value in an interval or a collection of intervals.  

2. A discrete variable has a finite, or at most countable infinite range set. 
3. A binary variable is a discrete variable which may take on only two values. 
 

To understand the relations of scale of measurement and the range set a table is done with 
examples which are shown in Table 4:2 below. 
 
Scale type Continous Discrete Binary 
Ratio Temperature in �K, 

weight, height, age 
Counts such as 
number of children, 
cars, hospitals 

Unit price of soft 
drinks in vending 
machines-bottles or 
cups: 10¢, cans: 15¢ 

Interval Temperature in �C, 
specific gravity 

Serial numbers, TV 
channel numbers 

How many wives do 
you have (assuming 
the only legal 
answers are 0 or 1)? 

Ordinal Human judgements 
of texture, 
brightness, sound 
intensity 

Military rank, 
models in a line of 
cars, wide medium, 
narrow 

Tall-short, good-
bad, big-small, 
wide-narrow 

Nominal Absurd – requires 
an uncountably 
infinite number of 
distinct classes 

Eye color, place of 
birth, favorite actor 

Yes-no, present-
absent, dead-alive, 
on-off, true-false 

 
Table 4:2 - Cross-Classification of Variables with Examples (Anderberg, 1973) 
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These scale types goes from strongest to weakest, in the sense that the ratio scales 
contains much more information than interval, ordinal and nominal scales.  
Roberts (1979) mentions an additional type of scale which is very common, and that is 
the absolute scale. The admissible transformation is the identity, that is ���	����The 
absolute scale is even stronger than the ratio scale. 
 
From the theory of scales, homomorphism and regular representations, Roberts and 
Franke (1976) state the following theorem (Roberts, 1979): 
 
Theorem 4.7:1 
If the representation  �  is regular and f and g are homomorphisms from  to , then 
f is an absolute, ratio, interval, ordinal or nominal scale iff g is, respectively, an absolute, 
ratio, interval, ordinal or nominal scale 
(Roberts, 1979) 
 
Sometimes in the literature the scale types absolute, ratio and interval are called 
quantitative scales and the scales ordinal and nominal are called qualitative scales. 
(Muravyov, 2000). 
 

4.7.2 Binary 0/1 Variables 
A binary variable is a discrete variable that may assume only two values (Anderberg, 
1973). A binary 0/1 variable is a variable that only can take the value zero or one. This 
kind of variable is frequently used in many different kinds of contexts, e.g. binary code 
for computers, electro engineering, etc. It is also very common in cases when giving a 
statement such as yes/no, present/absent, etc., a corresponding value which often is 
chosen to be a 0/1 variable. A special attention shall be dedicated to these variables 
because of the flexibility it gives when having only 0/1 variables. A central issue is which 
level of scale a binary 0/1 variable is. Depending on context and what property one wants 
the variables to have, one may do reasonable assumptions considering appropriate scale 
type. However, a theoretic mathematical ground is needed for binary 0/1 variables to 
make sure what we are talking about and prevent meaningless operations.  
 
According to table 4:2 Anderberg (1973) classifies a binary 0/1 variable up to the level of 
interval scale. Roberts (1979) gives an example with the statement 

� � � �� � 0)(,1)(,,,, ���� sfrfsrRsrA , where A is the set and R is the relation, and 
claims that f is a (regular) homomorphism from (A, R) into (Re, >) which defines both an 
ordinal and an interval scale.  
Thus, a binary 0/1 variable is admissible up to the level of interval scale. 
 

4.8 Ordinal Measurement 
In this section the simplest kind of measurement will be illustrated that measures if some 
object exceeds another object in some sense. This kind of measurement arose in many 
different areas of application and is very common when measuring preferences of 
different kinds. Another application appears in fundamental measurement when one may 
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want to measure mass of different objects and then compare which one of these that have 
the smallest and biggest mass by comparing their weights respectively. That is, we are 
interested in the representation (A, R)�������	 and seeks a real-valued function f on A 
such that Aba �� , , 

)()( bfafaRb �� . 
 
The theory presented in the present section only brings up the case when the sets are 
finite. This is because in practice it is very rare with sets that are infinite and so is the 
case concerning IT-security as well. 
 

4.8.1 Representation Theorem 
We begin this section by stating the following theorem to obtain a representation for 
ordinal measurement. 
 
Theorem 4.8:1  
Suppose A is a finite set and R is a binary relation on A. Then there is a real-valued 
function f on A satisfying 

)()( bfafaRb ��  
iff (A, R) is a strict weak order. 
 
(Roberts, 1979) 
 
When doing pair comparisons of different kinds one may use the axioms for strict weak 
order to check that rationality is not violated. That is, the axioms of asymmetric and 
negatively transitivity must not be overruled. When checking that rationality is not 
violated, it is called prescriptive or normative interpretation. Another way to look at it is 
the descriptive way that gives conditions for a measurement to take place.  
To state how easily the axioms for strict weak order may be overruled a simple example 
will be presented as follows.  
Assume that a person is interested in three different products named a, b, and c. The two 
different variables price and quality will influence his choice of product. To structure his 
problem he does a comparison of the three objects and reasoning as follows. At first 
glance he thinks that a low price is more important than the quality, but if the prices of 
the objects are close, he changes his mind and quality gets more important. Assume that a 
and b are close in price and b and c are close in price and that c has the lowest price of 
them all, and that the price difference between a and c are significantly large enough to 
play a bigger role in his judgment of preference. Further, assume that a is of better quality 
than b and b is of better quality than c. Now he may prefer a to b because a is of better 
quality than b and he may prefer b to c because b is of better quality than c because the 
prices between them are so close that it doesn’t matter compared to the benefit of good 
quality. But between a and c the price difference is large enough to influence his choice 
to the extent that he prefers c to a. In this example both transitivity and negatively 
transitivity of preference are violated. If one of the axioms for strict weak ordering is 
violated, their representation stated in Theorem 4.8:1 cannot be done. 
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In practice the conditions for strict weak order are often too strong in the sense that when 
comparing two different objects they can be judged equally in the matter of preference. 
When allowing comparison of objects to be equal as well as preference among them the 
ordering is simply called weak order. The following corollary defines weak order. 
 
Corollary 
Suppose A is a finite set and R is a binary relation on A. Then there is a real-valued 
function f on A satisfying 

)()( bfafaRb ��  
iff (A, R) is a weak order. 
 
(Roberts 1979) 
 

4.8.2 Uniqueness Theorem 
The kind of scale that is admissible in ordinal measurements may be given at this point 
for the reader and we state the following theorem. 
 
Theorem 4.8:2  
Suppose A is a finite set, R is a binary relation on A, and f is a real-valued function on A 
satisfying 

)()( bfafaRb �� . 
 
Then  =(A, R)�  =(Re, >) is a regular representation and ( , , f) is an ordinal scale. 
 
(Roberts, 1979) 

4.9 Extensive Measurement 
When considering additive properties the literature of measurement is naming it 
extensive measurement. For instance, this is the case when measuring the mass’ weight, 
that has the property of adding the objects mass’ weights and measuring their 
compounded weight. Thus, we are considering the relational system (A, R, �), where R is 
a binary relation on A and � is a binary operation on A. In extensive measurements one 
wants to find necessary and sufficient conditions on (A, R, �	 for a homomorphic map into 
(Re, >, +).  That is, one seeks necessary and sufficient conditions on (A, R, �	 for a real-
valued function f on A such that  

)()( bfafaRb ��  
and 

)()()( bfafbaf ���   
holds.  
 
Further on, necessary and sufficient axioms for extensive measurements will be 
presented. 
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4.9.1 Representation Theorem 
To obtain necessary and sufficient conditions for extensive measurements a set of axioms 
will be presented which are necessary and sufficient for extensive measurements.  
 
Axiom 4.9:1. Weak associativity 
Recall the axiom for associativity, that is, Acba �� ,, , (a��	���������	� 
Then weak associativity is defined as, for all a, b and c in A,  
 

� � � �cbaEcba ���� )()( , 
 

where E is defined as 
xEy� ~xRy� ~yRx. 

 
 
Axiom 4.9:2. (A,R) is a strict weak order. 
Recall the two different definitions for strict weak order, that is,  
 

1. (A, R) is a strict weak order iff (A, R) is asymmetric, transitive and (A, E) is an 
equivalence relation. 

2. (A, R) is a strict weak order iff (A, R) is asymmetric and negatively transitive. 
 
Axiom 4.9:3. Monotonicity 
For all a, b and c in A,  
 

).()()()( bcRaccbRcaaRb ���� ��  
 
Axiom 4.9:4. Archimedian 
For all a, b, c and d in A, if aRb, then there is a positive integer n such that (na��	������	. 
 
This axiom comes from the Archimedian property which is defined as follows. Let x and 
y be real numbers and x>0, then there is a positive integer n such that nx>y. That is, 
regardless of how small and big x and y might be respectively, one can have sufficiently 
large enough copies of x so that nx exceeds y.  
 
A relational system (A, R, �	 that fulfills the four axioms above is called an extensive 
structure. Now, when necessary and sufficient axioms for extensive measurement have 
been presented and extensive structure has been defined, the following theorem can be 
stated.  
 
Theorem 4.9:1  
Suppose A is a set, R is a binary relation on A and � is a binary operation on A. Then there 
is a real-valued function f on A satisfying  
 

)()( bfafaRb ��  
and 
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)()()( bfafbaf ���  
 
iff (A, R, �	 is an extensive structure. 
 
(Roberts, 1979) 
 
Observations and Remarks 
In the present section some remarks and discussions will be made about the axioms for 
extensive measurement. When considering associativity no interactions between the 
objects are assumed and (a��	���������	, Acba �� ,, , will probably hold in most cases. 
If we assume interactions between the objects under consideration, associativity may no 
longer hold nor does monotinicity. When considering monotinicity a simple example will 
serve as the context of the problem. Let a be black coffee, b be a candy bar and c be 
sugar. If no interactions between these objects are assumed one may prefer b to a and c 
may be the lowest in the preference. But if one combines the objects, one will probably 
prefer a�� to b��, that is, (a��	�����	 may no longer hold. 
If we continue the discussion and apply it to the archimedian property, it is questionable 
if sufficiently many spoons of sugar ever will exceed the benefit of one cup of coffee? 
 

4.9.2 Uniqueness Theorem 
One question that arises is what kind of scales that is admissible when we are doing 
extensive measurement. Earlier in this chapter an example with mass has already been 
used and in that case f should be unique up to the similarity transformation and 
measurement is on a ratio scale. This is actually the case and Roberts (1979) states the 
following theorem about uniqueness. 
 
Theorem 4.9:2  
Suppose A is a non-empty set, R is a binary relation on A, � is a binary operation on A, 
and f is a real-valued function on A satisfying 
 

)()( bfafaRb ��  
 and 

)()()( bfafbaf ��� . 
 
Then  =(A, R, �	�  =(Re, >, +) is a regular representation, and ( , , f) is a ratio 
scale. 
 
(Roberts, 1979) 
 

4.10 Difference Measurement 
When considering difference measurements one is concerned about the difference 
between two attributes compared with two other attributes difference. In the present 
section the representation  
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)()()()( tfsfbfafabDst ����  

 
will be discussed. This representation is called algebraic difference measurement. For 
example, this representation corresponds to the measure of temperature where the 
difference of temperature a and b respectively exceeds the difference of temperature s 
and t respectively.  
 

4.10.1 Representation Theorem 
To obtain necessary and sufficient conditions for difference measurements a set of 
axioms will be presented that are necessary and sufficient for difference measurements. 
 
Axiom 4.10:1 

abWst �  stWab, Atsba �� ,,, , 
where 

abWst� [abDst �  abEst], 
and 

abEst� [~abDst �  ~stDab], 
which implies that 

abEst�  f(a)-f(b)=f(s)-f(t). 
 
Thus, putting it all together we have  
 

abWst� [abDst �  abEst] � [abDst �  [~abDst � ~stDab]], 
 

which implies that 
abWst� f(a)-f(b)� f(s)-f(t). 

 
Axiom 4.10:2 

AtsbatsDbaabDst ��� ,,,, , 
which implies that 

f(a)-f(b)>f(s)-f(t)� f(t)-f(s)>f(b)-f(a). 
 

Axiom 4.10:3 
If n>0 and � and � are permutations of� �1,...,1,0 �n , and if )()( iiii bWaba

��
 holds for all 

0<i<n, then 00)0()0( bWaba
��

 holds; this is true for all Abbbaaa nn �
�� 110110 ,...,,,,...,, . 

 
This axiom may need a further explanation to make it clearer. Roberts (1979) illustrates 
Axiom 4.10:3 as follows.  
 
Let 
A={a, b}, n=2, 
a0=b, a1=a, b0=a and b1=b, 
� be the permutation that takes 0 into 0 and 1 into 1, 
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� be the permutation that takes 0 into 1 and 1 into 0. 
 
According to the definition of Axiom 4.10:3 and with n=2�  i=1 we have that  
 

)1()1(11 ��
bWaba = 0111 bWaba =abWaa. 

Then we have 
 

f(a)-f(b)� f(a)-f(a)=0. 
 
Further, if )1()1(11 ��

bWaba = abWaa then 00)0()0( bWaba
��

=bbWba holds,  
then we have 

0=f(b)-f(b)� f(b)-f(a). 
 

4.10.2 Uniqueness Theorem 
When presenting the uniqueness theorem for difference measurements let’s first define a 
quaternary relation � on Re as  

xy���� x-y>u-v. 
 
Then Roberts (1979) states the following theorem. 
 
Theorem 4.10:1 
Suppose A is a nonempty set, D is a quaternary relation on A, and f is a real-valued 
function on A satisfying 
 

abDst� f(a)-f(b)>f(s)-f(t), Atsba �� ,,, . 
 
Suppose (A, D) is an algebraic difference structure. Then  =(A, D)�  =(Re, �	 is a 
regular representation and ( , , f) is an interval scale. 
 

4.11 Meaningfulness 
The topic of meaningfulness is aimed to tell what kind of manipulations of scale values 
that are appropriate in respect to that they lead to interpretations that are unambiguous to 
the object that is investigated. In this thesis we assume that all kinds of scales come from 
regular representations, which lead to the following definition of meaningfulness:  
A statement involving numerical scales is meaningful iff its truth (or falsity) remains 
unchanged under all admissible transformations of all the scales involved. (Roberts, 
1979). 
A nice way to explain what meaningfulness is all about and what its purpose is, are in the 
way of examples, and then further on discuss different aspects of meaningfulness of these 
examples. Roberts (1979) and Suppes (1963) gives a number of statements and discusses 
if they are meaningful or meaningless. Further in this chapter, some of these statements 
are mentioned. 
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Consider the following statement: Let ),(2)( bfaf �  where f(a) is some quantity 
assigned to a, for example its mass or its temperature. The question is, in what 
circumstances this statement is meaningful? Let � be a transformation, then the statement 
is meaningful according to the definition above, iff under all such �, 

� �))((2))(()(2)( bfafbfaf �� �� ��� , where �  denotes the compositions of 
functions, i.e. ))(())(( afaf �� �� .  
If a is the mass that is under consideration then the scale f is meaningful since it is the 
ratio scale, ���	����������and then we have )(2)()(2)( bfafbfaf �� ��� .  
We continue with the statement above but instead of a ratio scale we assume f is an 
interval scale such as the case of measuring the temperature (i.e., if we decide to measure 
the temperature in Celsius or Fahrenheit). We recall that an admissible transformation of 
an interval scale is ���	�������������� Then we have � ����� ��� )(2)( bfaf , even 
though we can find examples of interval scales f such that f(a)=2f(b). In other words, it is 
meaningless to say that a temperature is twice as much one day compared with some 
other day. Furthermore, if some example shows that a statement for a particular scale is 
meaningless, then it is meaningless for every such a scale.  
 
The following example is shown to emphasize that a statement can be meaningful even if 
it differs from the truth.  
For this example consider the following statement: 10)( �af . 
If f is an absolute scale, i.e. ���	���� then we have 10))((10)( ��� afaf ��  for every 
admissible transformation �, even though f(a) doesn’t need to be greater than ten. 
Meaningfulness only tells us if the assertion makes sense. But if f is a ratio scale, 
�(x)=�������� then we have 10)( �af� , which is meaningless because when taking  
sufficient small enough, then 10)( �af� will be false, even if ��� 
 
Meaningfulness can be proven for all kinds of scales and statements according to the 
definition of meaningfulness above. 
 

4.11.1 Problems of Meaningfulness 
It would be very nice if it was possible to establish that one type of scale always allowed 
certain kinds of mathematical operations. This is unfortunately not the case. Further on, 
the question if an operation is admissible for a scale type depends not only on the scale 
type but also on the entire numerical statement (Suppes, 1963). To make this more 
understandable some examples (Suppes, 1963) (Roberts, 1979, 1987) are shown as 
follows. 
 
 
Example 4.11:1 
Let, 
 

)()()( cfbfaf �� .      (4.1) 
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If f is a ratio scale, i.e. ���	����������then we have 
 

��� )()()( cfbfaf ��� )()()( cfbfaf �� , 
 
and hence, the statement is meaningful when we use addition as the mathematical 
operation.  
 
Now let the right hand side of the statement (4.1) be squared so that we have the 
following statement, 
 

2))(()()( cfbfaf �� .    (4.2)  
 
This statement is meaningless for a ratio scale since 2))(()()( cfbfaf ��� ��  is not 
equivalent to statement (4.2).  
 
(Suppes, 1963) 
 
An additional example concerning meaningfulness of ratio scales is illustrated in example 
4.11:2. The purpose of this example is to emphasize that the meaningfulness of 
manipulations of scales is context dependent of the actual statement. That is, it is not 
possible to generalize the admissible mathematical manipulations concerning the 
different scale types in use. 
 
Example 4.11:2 
Let, 

(f(x))2 > (f(y))2. 
 
If f is a ratio scale, then we have, 
 

����		
2 
�����
		

2 �  (f(x))2 > (f(y))2, 
 

and hence, the expression is meaningful. 
 
The Average Problem 
It is very common in different scientific contexts to do different averages of numbers for 
objects, groups, populations, etc. and then compare them with each other to get the 
difference of the overall status of the objects being measured. To avoid misleading 
interpretations that lead to meaningless results some important cases from the theory of 
measurement will be illustrated. In this chapter we are devoted to arithmetic mean and 
geometric mean, so let us first recall the calculation for each of them. 
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Let Xxxx n �...,, 21 . Then we have  
 

Arithmetic mean for X:  � �n

n

i
i xxx

n
x

n
�����

�

...11
21

1

 

Geometric mean for X:  n
nn

n

i xxxx �����
�

...21
11

 

 
Example 4.11:3 
Recall the statement (4.1) from Example 4.11:1 above. Now assume that f is specific up 
to the linear transformation so that f transforms to �������������	��
�� Then we have  
���������������� >��������, �
��which is meaningless since it does not reduce to 
(4.1). 
 
Let’s continue this example with the following statement. Let,  
 

� �
� �

�

Aa Bb

bf
j

af
i

)(1)(1 ,     (4.3) 

 
where A and B are two sets having i and j members respectively. This statement is similar 
to statement (4.1) except for that we take the mean of the right and left hand side 
respectively. Now, once again, assume that f is specific up to the linear transformation, 
then we have: 
 

))((1))((1
���� ���� �

� �Aa Bb
bf
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af
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�
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bf

j
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�Statement (4,3) is meaningful when f is transformed to an interval scale! 
 
Assume that f(a), f(b) and f(c) in statement (4.1) are the maximum temperatures, 
measured in Celsius which uses the interval scale, at day a, b and c respectively. Then it 
is meaningless to say that the added maximum temperature measured for day a and b is 
warmer than the temperature measured at day c. Now, assume that we want to measure 
the maximum average temperature of the days in January and February respectively, then 
it is perfectly meaningful to say that the average maximum temperature of January is 
greater than the average maximum temperature of February. (Suppes, 1963). 
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Let us continue the discussion above about average measurement comparisons to the case 
of ordinal scales. Thus, we want to examine if statement (4.3) is meaningful when f 
transforms to monotone increasing function. Roberts (1979) established that statement 
(4.3) above is meaningless if f is an ordinal scale. Roberts gives a demonstration why this 
is the case in his paper Meaningful Statistics (Roberts, 1987) as follows. Suppose one 
wants to measure students grades in school and that the different kinds of grades are from 
one to five, that is 1=poor, 2=fair, 3=good, 4=very good and 5=excellent performance. 
The numbers in themselves don’t tell anything except for the order they appear in. For 
example, suppose we want to compare students’ average grade at two different schools. 
Suppose school number one has three students with their grades 1, 3 and 5 and school 
number two also has three students with their grades 2, 4 and 4. Then the average grades 
of school number one and two are 3 and 3,33 respectively. Thus, school number two has 
the largest average grade. Since the five point scale is ordinal, any other monotone 
increasing transformation of the numbers will do, such as 30, 40, 65, 75 and 100 instead 
of 1, 2, 3, 4 and 5. Now, with the new scale, school number one has the grades 30, 65 and 
100 and school number two has the grades 40, 75 and 75 which generates the average of 
65 and 63,33 respectively. Now school number two has the lowest average. Thus, 
comparison of arithmetic mean is meaningless with ordinal scales. (Roberts 1987). 
Further on, Roberts (1987) states that it is appropriate to do arithmetic mean with ordinal 
scales when comparing two samples or populations, when the variables only can take two 
ordered values. This is because the ordering of the means only tells us the proportion of 
times the largest value is attained to each sample or population but it doesn’t tell us 
anything about what the two values are (Roberts, 1987). However, it is a well known 
occurrence that schools around the world indeed do average of students grades and the 
teacher may say that “Your performance in my course is defined exactly as the grade I 
gave you!” and in that case the grades are being treated as an absolute scale. 
 
Example 4.11:4 
This example will treat the case when having several kinds of machines or individuals 
who rates two entities or alternatives, say a and b, and then comparing the average 
between them. This leads us to the following statement, 
 

)(1)(1
11

bf
n

af
n

n

i
i

n

i
i ��

��

� .    (4.4) 

 
Let )(afi be the rating of a by individual i and )(bfi  be the rating of b by individual i. 
This statement can be thought of having several kinds of scales or just having one derived 

scale in the wide sense that is �
�

n

i
ifn 1

1 . It doesn’t matter in which way one looks at it, 

because it will generate the same result. The result is that statement (4.4) is meaningless 
even if every if  is a ratio scale. This is because simultaneous transformations xx ii �� �)(  
for each if  have to be considered.  
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Roberts (1979) extends example 4.11:4 to the case of geometric mean. Thus, we want to 
do a comparison of geometric mean when f is transformed to a ratio scale. This leads us 
to the statement, 
 

n
i

iin
i

iin
i

in
i

i bfafbfaf )()()()( ���� ��� �� .  (4.5) 

 
�Statement (4.5) is meaningful when f is transformed to a ratio scale. 
 

4.11.2 Statistics  
In this section some results concerning statistics and meaningfulness are stated without 
any further proofs. These results are derived from Luce (1988) and can be used as a 
reference when investigating meaningfulness. 
 
Because of confusion concerning average problems and general statistics some examples 
of meaningfulness statistics with its propositions are stated in Table 4.11:1 without 
further explanations. In the table the letter u is any another measurement. 
 
 
Sample statistics Scale type Meaningful propositions 

ratio uyxux ��� ,  Arithmetic mean, x  
interval vyuxux ���� ,  

Median ordinal 
 

xj is the median of x1, …, x2k+1 

ratio sx=u Standard deviation, sx 
interval sx����y 

Coefficient of variation ratio 
 ��

x
sx  

Table 4.11:1 – Meaningful propositions (Luce, 1988) 
(Luce, 1988) 
 

4.12 Derived Scales 
It is often desirable to state new scales in the form of other scales. A typical example of a 
derived scale is density that arises from the physical measurement. The density d of an 
object is expressed in terms of the ratio of the two scales mass m and volume V. The 
mathematical expression for the density is d=m/V. There is no accepted theory for 
derived measurements and some writers argue that derived measurements are not 
measurements at all (Roberts, 1979). Roberts (1979) presents a theory that is based on 
Suppes (1963) that will be presented in this chapter.  
 
Some remarks according to the definition of derived scales should be emphasized. 
Roberts (1979) refers to Causey (1969) respective Adams (1966) about the deficiency of 
the definition of derived scales. Causey argues that derived scales do not have to reflect 
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any direct manner of the characteristics of empirical relational systems. Further, Adams 
points out that there are no obstacles between the two measures, weight times volume and 
weight plus volume, according to the definitions of derived measurement, regardless of 
empirical significance.  
(Roberts, 1979) 
 
Let  =(A, f1, f2,…,fn) be a derived measurement system, where A is a nonempty set and 
f1, f2,…,fn are real valued functions on A where fi are called primitive scales. In the case of 
density described above we have the derived measurement system (A, m, V) (Suppes, 
1963). Let g be a real-valued function on A which is expressed in terms of the primitive 
scales. The function g is called the derived scale. Further on, f and g will satisfy a 
condition C(f1, f2,…,fn, g). It should be stressed that the function g does not need to be 
expressed in the way of an equation.  
 

4.12.1 The Representation Problem 
The representation theorem will in general not be a problem and any function g satisfying 
the condition C(f1, f2,…,fn, g) will be accepted. In the case of density we have C(m, V, d) 
that holds iff d=m/V (Roberts, 1979). 
 

4.12.2 The Uniqueness Problem 
A more difficult problem when dealing with derived measurements is the uniqueness 
problem. A big issue is that the admissible transformations of derived numerical 
assignments can be either dependent or independent and to distinguish between them we 
will call them narrow and wide scale type respectively. Again an example will clarify the 
distinction between narrow and wide scale types and density may again furnish a 
paradigm (Suppes, 1963).  
 
If the mass m and the volume V are not allowed to vary in the function for the density d 
then d is defined uniquely by m and V. Both m and V are ratio scales, but if m and V are 
some other type of allowable scales, then d can vary. To make this clearer we state the 
following expression for a derived scale of density: 

Let )(
)(
)(

)(~
)(~

)(~ ad
aV
am

aV
amad

�

�

�

�
��� , Aa� , �	��
��� 

From here it is clear that d~ is related to d by a similarity transformation.  
 
If a derived scale g is defined from primitive scales f1, f2,…,fn by condition C, then ���

g(A)����is admissible in the narrow sense if g~ =�����satisfies C(f1, f2,…,fn, g~ ).  
In the case of density the only admissible transformation in the narrow sense is the 
identity, i.e. ������� 
If there are admissible replacement scales nfff ,2,1

~,...,~,~  for f1, f2,…,fn respectively so that 

)~,~,...,~,~( ,2,1 gfffC n , then ��is admissible in the wide sense.   
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In the wide sense every admissible transformation is the similarity transformation, i.e. 
���������	��
�	�and conversely, every similarity transformation is admissible in the wide 
sense.  
(Roberts, 1979) 
 

4.12.3 Regularity 
If a derived scale is regular, then the type of scale can be defined in the same way as in 
fundamental measurements, apart from that it will have narrow and wide senses of scale 
type.  
 
A derived scale g is regular in the narrow sense if, whenever C(f1, f2,…,fn, g~ ) holds, then 
there is a transformation ���������e such that g~ =���� and � is an admissible 
transformation in the narrow sense. 
  
A derived scale g is regular in the wide sense if, whenever )~,~,...,~,~( ,2,1 gfffC n  holds and 

nfff ,2,1
~,...,~,~  are admissible replacement scales for f1, f2,…,fn, then there is an 

transformation in the wide sense ���������� such that g~ =����.  
 
It follows that density is a regular scale in both narrow and wide sense. In the case of 
wide sense the density is a ratio scale and in the case of narrow sense the density is an 
absolute scale. 



 48 

 

5 Analytical Hierarchy Process 
In this chapter the Analytical Hierarchy Process (AHP) is presented. The theory of the 
mathematics in AHP is reviewed fairly thoroughly to get a better understanding of its 
applications when applying it in the context of IT security assessment, which is presented 
in chapter 6. Simple examples are used to illustrate important issues of AHP and the 
calculations are accurately shown. There are many theories concerning how to structure 
the hierarchy, manage pairwise comparisons and other important issues, which are not 
considered in this thesis. Issues like that can be found in the bibliography (Saaty, 1980). 
The emphasis in this chapter is to illustrate the common concept of AHP and how to 
technically use it. 
 
The Analytic Hierarchy Process (AHP) is a decision making method that is originally 
developed by Thomas L. Saaty in the early 1970’s (NIST, 2007). The decisions are 
performed on different levels which are organized in a hierarchical way. The decisions 
are based on pairwise comparisons on each hierarchical level with respect to the criteria 
in nearest upper level. The input to AHP may be actual measurements such as size of an 
object or subjective judgments such as preference of importance. AHP also allows some 
degree of inconsistent of judgments. Inconsistency is a reality since people often are 
inconsistent in their judgment and there is also a method to calculate which degree of 
inconsistent that is acceptable (Saaty, 2004). The concept of the hierarchical structure 
with its goal, criteria and alternatives is illustrated in Figure 5:1. The goal is to select the 
best university for studying, there are three criteria in respect to this goal and the 
alternatives are the different universities. The structure of the hierarchies in Figure 5:1 is 
further discussed and used as an example during this chapter. 
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Figure 5:1 – The Hierarchy in AHP 

 
The AHP is originally based on the first three axioms below. Later, a fourth axiom has 
been added.  
 

1. Reciprocity 
Each pairwise compared elements A and B with respect to an element C in the 
nearest upper level has a certain property of reciprocity.  For instance, if A 
possesses a property four times larger than B, then B is one quarter as large as A. 
 

2. Homogeneity 
Homogeneity mean that the elements being compared should not differ to much. 
The elements being compared should not differ more than one order of 
magnitude. Else the elements should be clustered into different groups. This is to 
avoid large errors in the judgments.  
 

3. Independence of elements in lower levels 
The judgments in the hierarchy do not depend on lower level elements. However, 
since preference of alternatives often depends on higher level elements, the 
importance of objectives may also depend on lower level elements. If that is the 
case it is called feedback, and this is not permitted in the AHP. One way to deal 
with this is to work from a bottom-up approach and begin with the lower levels of 
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the hierarchy first and then progress upwards with the forthcoming levels in the 
hierarchy. In this way the information about the decisions made in the lower level 
already exists within the decision maker when doing decisions in the upper levels. 
Another approach is to use a generalized method of AHP which is called 
Analytical Network Process (ANP), which allows feed back. However, ANP is 
outside the scope of this thesis. 

 
4. Adequately presented ideas for the outcome to match expectations 

The generality of AHP makes it possible to use it on a variety of applications, 
which is why it is important that it is not used in an impropriate way. The ideas 
should be adequately presented and the result should reflect its expectations. 
 

5.1 Pairwise Comparisons 
The present section will explain what pairwise comparisons are in the way of an example. 
Suppose one will do a comparison of three different fruits in respect of their flavor. 
Assume one wants to compare apple, banana and cherry or A, B and C for short. In the 
absence of quantitative data indicating the dominance of flavor one will perform pairwise 
comparisons instead. For instance, one can say that B is more preferable than A in respect 
to their taste. Furthermore, one has to have some sort of intensity of importance or 
preference such as in this particular case. Assume that we have five different degrees of 
intensity; equal, moderate, strong, very strong and extreme preferably respectively. For 
instance, one may say that B is strongly preferable to A in respect to their taste. This is 
just a subjective judgment and the comparison is expressed verbally. Further, one puts 
some numbers into each grade of importance. Saaty has demonstrated that only the whole 
numbers 1 to 9 is needed to indicate intensity of importance (NIST, 2007). “The numbers 
are used to represent how many times the larger of the two elements dominates the 
smaller one with respect to a property or criterion they have in common” (Saaty, 1996). 
Here the number 1 has the meaning of equal importance further on to number 9 which 
corresponds to extremely more important over the other object being measured. Saaty 
(2004) proposes the following definitions and its explanation for The fundamental scale 
of absolute numbers presented in Table 5:1. 
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Intensity of 
importance 

Definition Explanation 

 
1 
 

2 
 

3 
 

4 
 

5 
 

6 
 

7 
 

8 
 

9 
 

 
Equal importance  
 
Weak or slight 
 
Moderate importance  
 
Moderate plus 
 
Strong importance  
 
Strong plus 
 
Very strong or demonstrated 
 
Very, very strong 
 
Extreme importance  

 
Two elements contribute equally to the higher-level 
element. 
 
 
Experience and judgment slightly favor one activity 
over another. 
 
 
Experience and judgment strongly favor one activity 
over another. 
 
 
An activity is favored very strongly over another, its 
dominance demonstrated in practice. 
 
 
The evidence favoring one activity over another is of 
the highest possible order of affirmation 
 

Table 5:1 - Fundamental Scale of Absolute Numbers (Saaty, 2004) 
 
Now, suppose that one judges the three fruits in following way. B is moderately 
preferable to A, A is strongly preferable to C and B is very strongly preferable to C. In 
this example, the judgments of the three fruits are transitive and if > means more 
preferable in some sense, then we have B>A>C. From here a matrix of judgments is 
constructed. Let M be the constructed matrix under consideration with the elements aij in 
M. Characteristics for the matrix M is that it is reciprocal, that is, aji=1/ aij and aii=1. In 
this example there are only three judgments that have to be done. Generally, the number 
of judgments n increases according to the formula n(n-1)/2. If every judgment is 
consistent one can reduce the number of judgments to n-1 by using the consistency 
condition which is defined as aij ajk= aik, i, j, k = 1, 2, …, n. Thus, we have the matrix 
 

M=
�
�
�

�

�

�
�
�

�

�

17/15/1
713
53/11

.     (5.1) 

 
Note that the matrix (5.1) is not consistent since aij ajk= aik, i, j, k = 1, 2, 3 does not hold.  
 
Some degree of inconsistency in our judgments is needed to reflect the real world. The 
statement may be illustrated by the following example. Suppose we have three different 
teams in soccer, say A, B and C and that A beat B, B beat C. It is probably not 
unthinkable that team C beat A as well. Then it is not only inconsistent but it is also 
intransitive. There are different opinions about intransitivity in the literature, that is, if it 
shall be allowed or not in our judgments. AHP will allow intransitivity as well as some 
degree of inconsistent of about 10% which will be presented later. (Saaty, 2004) 
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5.1.1 The Fundamental Scale of AHP 
When doing pairwise comparisons the judgments are made on a pair of elements in 
respect to a property they have in common, e.g. the property flavor in the previous 
example. The Fundamental Scale of AHP is used for doing pairwise judgments between 
two elements. The smaller element is considered to be the unit and one estimates how 
many times more dominant the bigger element is by the use of the Fundamental Scale of 
AHP. Dominance is another word for more important, which is used when comparing 
criteria, or preference, which is used when comparing alternatives with respect to the 
criteria. Dominance can also be interpreted as likelihood or some other terms adapted for 
the situation. The dominance of the largest element must not exceed nine times the 
smallest one, this means that the elements must be homogenous. The theory of 
homogeneity concerns the ability to make justified judgments but is not further discussed. 
 
The question concerning which kind of scale that is in use for the fundamental scale of 
AHP is of central importance. It is probably understood at this point that it is at least at 
the level of an ordinal scale. Furthermore, it is a stronger scale type up to the level of an 
absolute scale.  
The absolute numbers being used in the fundamental scale of AHP are used to answer the 
following question in all pairwise comparisons; How many times more dominant is one 
element than the other with respect to a certain criterion or attribute? When making the 
pairwise comparisons a derived scale of absolute scales is produced which also is an 
absolute scale of relative numbers which doesn’t have a unit nor an absolute zero. To 
understand this, one can reason as follows. In a judgment matrix, instead of assigning two 
numbers w1 and w2 and forming the ratio w1/w2 a single number from table 5:1 is 
assigned to represent the ratio (w1/w2)/1. The ratio of two numbers that both are a ratio 
scale is an absolute number and has no dimension. Thus, it is not measured on a scale 
with a unit starting from zero and the fundamental scale of AHP is an absolute scale. 
(Saaty, 2004) 
 

5.2 Priority Vector 
From the comparison matrix we want to compute the priority vector which assigns 
weights to the judgments. In AHP the eigenvector method is used to produce these 
weights. Saaty has shown that if the matrix is reciprocal and positive the eigenvector 
method produces estimates of priorities that correctly indicate the relative importance of 
each alternative with respect to the others (NIST, 2007).  
 
A short explanation of the calculation of eigenvectors in general is presented here. 
Assume that M is a symmetric nn�  matrix. Then there exists an n�1 non-zero vector m 
of M if Mm is a scalar multiple of m. The vector m is called eigenvector and the scalar � 
is called latent roots or eigenvalues of the matrix M. That is, we have the equation 
 

Mm= �m �  (M- �I)m=0, where    (5.2) 
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I is an nn�  identity matrix and 0 is an n�1 zero vector. The equation may have 
solutions, m���iff det(M- �I)m=0, where det is the shortening for determinant. There are 
n numbers of eigenvalues and the sum of the eigenvalues of M is equal to the trace of M. 
Most of the time one is interested in the largest � since it represents the dominance of M. 
The largest value of � is called the principal eigenvalue and is denoted �max and its 
corresponding eigenvector is called the principal eigenvector.  
However, if the matrix M is reciprocal it has certain characteristics.  
First assume that we have a consistent matrix M, e.g. if all the relative weights are 
already known such as in comparing physical real weights. Here the matrix M is known 
from the beginning and we want to find m. Every row in M is a constant multiple of the 
first row and the rank of M is one and all � are zero except one. Since the sum of the 
eigenvalues are equal to the trace of M it follows that �=�max is equal to n, that is, Mm= 
�m�Mm= nm. Thus, if M is consistent one know from the beginning that �= n and m 
can be found by normalizing any column of M.  
Now, let’s assume that M is not consistent, m is not known and all aij in M have to be 
estimated in some way, e.g. judgments by using the fundamental scale of AHP. Here one 
wants to find the largest eigenvalue, �max. The closer �max is to n the more consistent the 
judgments are. The other � will be close to zero and are of no interests. Further, m will be 
calculated from Mm= �maxm as described above. 
 
With M defined as (5.1) then Mm= �m implies �max=3,06 and m=(0,39 0,91 0,10)T.  
If m shall be a priority vector, the sum of its elements must be equal to one. To 
accomplish this, the vector is normalized by dividing each element with the sum of all 
elements in the vector. That is, the normalized priority vector m=(0,2786 0,6500 
0,0714)T. The vector m is in a distributive form, that is, the eigenvector has been 
normalized by dividing each element with the sum of all elements in the vector. The 
priority vector can further be transformed to an idealized form by dividing each element 
in the priority vector by the largest of them. In this way the largest element, or elements, 
is transformed into number one and the others are less than one. The element, or 
elements, with the value one become the ideal(s). Hence, the idealized form is 
m=(0,4286 1,0000 0,1099)T.  Later on, in Chapter 5.4, the purpose of the idealized form 
is explained. 

5.3 Measuring the Level of Consistency 
In the previous section the matter of consistency already has been mentioned and 
illustrated in the example with the three different teams in soccer. However, some degree 
of inconsistency may be needed for several reasons. It can be so in the case of the soccer 
teams, where inconsistency must occur to reflect the real world. Furthermore, when new 
knowledge of consideration appears one may have to change one’s mind. Things that 
were correct before are no longer correct when we have more information and have better 
knowledge about the issue under consideration. Too large inconsistency may lead to 
inaccurate results, so changing the state of mind should be done in small steps to integrate 
new information in the previous context.  
 
“… inconsistency must be precisely one order of magnitude less important than 
consistency, or simply 10% of the total concern with consistent measurement. If it were 
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larger it would disrupt consistent measurement and if it were smaller it would make 
insignificant contribution to change in measurement.” 
 
(Saaty, 2004) 
 

5.3.1 Consistency Index 
It can be shown (Saaty, 2004) that a positive reciprocal matrix M has �max �  n with 
equality if M is consistent. From here a Consistency Index (CI) is used to measure 
consistency. The Consistency Index � is measured as 
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�

n
n�

� . 

 
Thus, ��0, with equality when M is consistent, that is, when �max=n.  
 
A simple derivation of the consistency index will be presented further. It is rather 
intuitive that �max - n will generate some kind of measure of the consistency. Assume that 
M is a reciprocal matrix. Trace(M) = n which is the sum of all eigenvalues, that is,  
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The largest one of these � is �max which implies, 
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The negative average of the non-principal eigenvalues is defined as 
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(Saaty, 2004) 
 

This explains where the n-1 in the denominator is derived from. Note that 
1

max

�

�

n
n�  is the 

variance of the error incurred in estimating aij (Saaty, 1996). 
 

With M defined as (5.1) we have CI= 0325,0
13

30649,3
�

�

� .  
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5.3.2 Random Index 
When the consistency index is calculated it shall be compared with the appropriate one 
which is called the Random Index (RI). Saaty (2004) calculated this index by randomly 
generating a reciprocal matrix of the values {1/9, 1/8, …, 1/2, 1, 2, …, 8, 9} 50000 times 
and then taking the average. This is done for matrices of dimensions three to fifteen and it 
is shown in Table 5:2. For a reciprocal matrix of dimension two the random index is 
equal to zero. This is because every two-dimensional positive reciprocal matrix is 
consistent.  
 
n 3 4 5 6 7 8 9 10 11 12 13 14 15 
Random Index 0,52 0,89 1,11 1,25 1,35 1,40 1,45 1,49 1,51 1,54 1,56 1,57 1,58 

Table 5:2 - Random Index (Saaty, 1996) 
 

5.3.3 Consisteny Ratio 
From here the Consistency Ratio (CR) is calculated as the ratio of the consistency index 
and the random index, that is,  
 

RI
CICR � . 

 
Saaty recommended that the CR should not be greater than 0,10 for decision makers to be 
consistent (Tummala, 1998).  
 
If the CR exceeds the desired value three things are suggested; 
 

1) Find the most inconsistent judgment of the matrix 
2) Determine the range of values to which that judgment can be changed 

corresponding to which the inconsistency should be improved 
3) Ask the decision maker to consider, if he can, changing his judgment to a 

plausible value in the range 
 
However, if more than about seven elements are compared in a homogenous group there 
is difficult to determine which judgment that should be changed because of its small rise 
of inconsistency. 
(Saaty, 2004) 
 

With M defined as (5.1) we have 0624,0
52,0

0325,0
��CR . Since CR is less than 0,10 the 

judgments are considered as consistent enough.  

5.4 The Hierarchy Process with Decisions 
The AHP decomposes the goal of the decision problem into sub-objectives or criteria. 
These sub-objectives can further be decomposed into smaller sub-objectives and so on. 
The lowest level of sub-objectives is broken down to alternatives. Each level consists of a 
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number of elements and Saaty suggested them to be maximum nine (NIST, 2007) but 
there is no theoretical limitation. However, there are indeed practical aspects to the 
number of alternatives. It is rather difficult to make adequate decisions if there are too 
many criteria to consider, as the number of pairwise comparisons increases tremendously 
with the number of criteria. From the alternatives the choice is to be made. Each criterion 
at a certain level does not need to function as a criteria for all the elements in the nearest 
lower level. From the level of alternatives the priorities are added up for each level in the 
hierarchy to determine how much each alternative and criterion contributes to the goal. 
 

5.4.1 Distributive Synthesis 
The following example will illustrate the AHP. 
Suppose a forthcoming student wants to study the magnificent education program Master 
of Science in Industrial Engineering and Management. It is possible to study the program 
at three different universities, KTH, Chalmers and LTH. Each university has its specific 
niche for the program and each university is located at a separate city. The student is 
aware of that many of his friends are going to study other education programs at some of 
the universities, and it would be nice if he could live in the same city as some of them. 
However, he has to make a decision! Which university should he apply for? To straighten 
things out, he uses the AHP to help him with the decision process. First, he structures the 
problem with goal, set of criteria and set of alternatives, shown in Figure 5:2. 
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Figure 5:2 - Hierarchical Structure for the Best University 
 
He decides for a top-down approach and hence he begins with a pairwise comparison of 
the criteria with respect to the goal and calculating the priorities for them, as shown in 
Table 5:3. The eigenvalues are calculated according to the formula (5.2) presented in 
chapter 5.2 and then normalized to provide the priority vector. 
 
GOAL Friends City Education Priorities 
Friends 1 5 5 0,7089 
City 1/5 1 2 0,1789 
Education 1/5 1/2 1 0,1125 
Consistency Index: 2,68% Random Index: 0,52 Consistency Ratio: 5,16% 

Table 5:3 – Weights of  Criteria with Respect to the Goal 
 
Next step is to do pairwise comparisons between the alternatives with respect to each 
criterion which they influence. The priorities for each alternative in respect to each 
criterion are calculated the same way as above. 
 
 
 



 58 

Friends KTH Chalmers LTH Priorities 
KTH 1 3 3 0,5936 
Chalmers 1/3 1 1/2 0,1571 
LTH 1/3 2 1 0,2493 
Consistency Index: 2,68% Random Index: 0,52 Consistency Ratio: 5,16% 
 
City KTH Chalmers LTH Priorities 
KTH 1 2 3 0,5396 
Chalmers 1/2 1 2 0,2970 
LTH 1/3 1/2 1 0,1634 
Consistency Index: 0,46% Random Index: 0,52 Consistency Ratio:0,88% 
 
Education KTH Chalmers LTH Priorities 
KTH 1 1/3 2 0,2631 
Chalmers 3 1 2 0,5472 
LTH 1/2 1/2 1 0,1897 
Consistency Index: 6,78% Random Index: 0,52 Consistency Ratio: 13,04% 

Table 5:4 – Weights of the Alternatives with Respect to Criteria 
 
Next, the distributive synthesis is done by compiling the priorities for the criteria and 
alternatives as shown in Table 5:5. Each cell in the column Totals is calculated by 
multiplying each alternative’s priority with the criterion priority and then summarizing it. 
For instance, the first row in column Totals is calculated as  
 

0,5936*0,7089+0,5396*0,1789+0,2631*0,1125=0,5468. 
 
Since the sum of the totals is equal to one it follows that the column Totals and Priorities 
are the same. 
 
Synthesis Friends 

0,7089 
City 
0,1789 

Education 
0,1125 

Totals Priorities 

KTH 0,5936 0,5396 0,2631 0,5468 0,5468 
Chalmers 0,1571 0,2970 0,5472 0,2259 0,2259 
LTH 0,2493 0,1634 0,1897 0,2273 0,2273 
Consistency Index: 8,23% Random Index: 1,04 Consistency Ratio: 7,91% 

Table 5:5 - Synthesis 
 
 The overall Consistency Index, CItot , is then calculated as, 
 

CItot =�
i

iiCIw  = 0,0268+0,0268*0,7089+0,0046*0,1789+0,0678*0,1125 = 5,43%. 

 
The overall Random Index, RItot, is then calculated as, 
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RItot=�
i

ii RIw =0,52+0,52*0,7089+0,52*0,1789+0,52*0,1125=1,04. 

 
The consistency ratio for the whole system is calculated as, 
 

��

tot

tot
tot RI

CI
CR 5,22%. 

 
 
The synthesis of the AHP shows that KTH is the most preferable University to study in 
followed by LTH and Chalmers respectively. The priorities are very close concerning 
Chalmers and LTH and can be considered as indifferent in respect to preference. The 
synthesis is done in the distributive mode. This mode should be used when considering 
how much each alternative dominates all other alternatives.  
 
Now, assume that an additional alternative appears for some reason and that the new 
alternative is LiTH. Thus, a new hierarchy is to be made with a following synthesis. 
 

5.4.2 Adding an Alternative 
When adding LiTH as the additional alternative a new hierarchy of alternatives is 
provided.  
 

 
 

Figure 5:3 - Adding Alternative 
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The goal with its priorities is still the same, and hence, so are the Consistency Index and 
the Consistency Ratio regarding the Goal. New priorities for the new alternative have to 
be made and new consistency measures must be calculated. 
 
GOAL Friends City Education Priorities 
Friends 1 5 5 0,7089 
City 1/5 1 2 0,1789 
Education 1/5 1/2 1 0,1125 
Consistency Index: 2,68% Random Index: 0,52 Consistency Ratio: 5,16% 
 
Friends KTH Chalmers LTH LiTH Priorities 
KTH 1 3 3 1/5 0,1827 
Chalmers 1/3 1 1/2 1/7 0,0632 
LTH 1/3 2 1 1/9 0,0834 
LiTH 5 7 9 1 0,6707 
Consistency Index: 4,67% Random Index: 0,89 Consistency Ratio: 5,25% 
 
City KTH Chalmers LTH LiTH Priorities 
KTH 1 2 3 3 0,4512 
Chalmers 1/2 1 2 2 0,2609 
LTH 1/3 1/2 1 2 0,1689 
LiTH 1/3 1/2 1/2 1 0,1190 
Consistency Index: 2,37% Random Index: 0,89 Consistency Ratio: 2,66% 
 
 
 
Education KTH Chalmers LTH LiTH Priorities 
KTH 1 1/3 2 1/9 0,0786 
Chalmers 3 1 2 1/7 0,1450 
LTH 1/2 1/2 1 1/9 0,0604 
LiTH 9 7 9 1 0,7160 
Consistency Index: 5,51 Random Index: 0,89 Consistency Ratio: 6,19% 

Table 5:6 - Alternatives Weights with Respect to Criteria 
 
Next, the synthesis is done. 
 
Synthesis Friends City Education Totals Priorities 
KTH 0,1827 0,4512 0,0786 0,2190 0,2190 
Chalmers 0,0632 0,2609 0,1450 0,1077 0,1077 
LTH 0,0834 0,1689 0,0604 0,0961 0,0961 
LiTH 0,6707 0,1190 0,7160 0,5773 0,5773 
Consistency Index: 7,04% Random Index:  1,41 Consistency Ratio: 4,99% 

Table 5:7 - Synthesis 
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Now, the priority between LTH and Chalmers have changed place. Before LiTH was 
added as an alternative LTH was slightly preferable or nearly indifferent to Chalmers. 
When LiTH has been added Chalmers is more preferable than LTH even though they still 
are close in preference.  
When alternatives have changed place in the priority it is called rank reversal. When a 
new alternative is added it has been established that no rank reversals appears in 92% of 
the times in distributive synthesis (Saaty, 2004).  
There is an additional synthesis which is called Ideal Synthesis. Ideal synthesis should be 
used to avoid rank reversal to happen when adding a new dominant alternative.  
In the distributive form the eigenvectors are normalized by dividing each element by the 
sum of the elements so the sum of the elements is one. The priority vectors can be 
transformed to idealized form by dividing each element by the largest element in the 
vector.  
 

5.4.3 Ideal Synthesis 
Recall the synthesis for the three alternatives, KTH, Chalmers and LTH. The 
transformation from distributive synthesis to ideal synthesis is done by dividing each 
priority vector for the alternatives by the most dominant (largest value) element in the 
vector. For instance, in the priority vector Friends, each element is divided with the value 
0,5936. 
 
Synthesis Friends 

0,7089 
City 
0,1789 

Education 
0,1125 

Totals Priorities 

KTH 1 1 0,4807 0,9416 0,5440 
Chalmers 0,2646 0,5503 1 0,3984 0,2302 
LTH 0,4200 0,3029 0,3467 0,3908 0,2258 

Table 5:8 - Ideal Synthesis 
 
When using the ideal synthesis Chalmers is more preferable than LTH even though they 
still are very close in preference. However, no rank reversals will occur when a new 
dominant alternative is added. 
 
Rank reversal is a controversial issue concerning the AHP. Some say it is the weakness of 
the AHP and others say the opposite. The former claims that the rank always should be 
preserved while the latter claims that rank reversal occurs in real life and should not be 
prohibited.  
The following reasoning supports the opinion that rank reversal should not be excluded. 
Suppose a jeweler is valuating a very rare gem. The quantity of this gem is very limited 
in the world. However, the jeweler has got a small piece of the gem and he valuates it to 
be the most precious gem compared to his other possessions. Now, suppose new large 
findings of the gem have occurred and the gem becomes rather common which leads to 
the price is getting cheaper than before. The gem is no longer that precious in preference 
compared to the jewelers other possessions. This is because its importance has decreased, 
when the new existence of large quantities has appeared. 
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6 AHP Applied on IT Security Assessment 
In this chapter, a proposition for selecting a set of metrics and aggregate security values 
to a couple of compound security values is presented. The tool being used for both 
selecting metrics and aggregate security values is AHP. The goal is to provide an IT 
Security Assessment for the system being used. The highest level of criteria is a set of 
security features provided by the Swedish Armed Forces and they are thoroughly defined 
in the Requirements on Security Functions (sw. Krav på Säkerhetsfunktioner, KSF) 
(Försvarsmakten, 2004). The security features from the top-level of KSF are chosen as 
security functions. The five security functions are: 
 

� access control, 
� security logging, 
� protections against intrusions, 
� intrusion detection and 
� protection against malware. 

 
If the abstraction of the criteria level is too general, it is possible to add sub criteria and 
sub-sub criteria and so on to a desirable number of levels. For instance, Access Control 
could be divided into a sub-level consisting of the criteria Authentication, Authorization 
and Verification. These criterions could further be divided into more sub-levels. The 
purpose of adding more levels is to get a structure of a set of criteria, which facilitates the 
decision making when selecting security metrics. This should be done in respect to the 
organizations goals and security program. The alternatives in the AHP are of course a set 
of security metrics. The hierarchy is illustrated in its simplest form in Figure 6:1 and the 
hierarchy is complete. This means that all security metrics are connected to all security 
features. This may not be the case in reality. If an incomplete hierarchy is provided it can 
sometimes be studied as a complete hierarchy but using zeros for the judgments and their 
reciprocals in the appropriate place. 
 



 63 

 
 

Figure 6:1 - Hierarchy for IT Security Assessment 
 

6.1 Selection of Security Metrics 
The first step is the selection of the desired set of metrics. This is done through decision 
making done by an expert group. Further on, pairwise comparisons of the metrics are 
made with respect to the security features, or sub criteria, which they influence. This 
process is also done by an expert team. The metrics which have a very low priority, and 
hence, have relatively small weights, should be considered in a second judgment in 
respect to if they contribute and are relevant at all for the security assessment. After the 
low weighted metrics have been reconsidered, new calculations of the security metrics 
weights are done followed by an examination of the new weights provided. This process 
continues until there are no unnecessarily metrics included in the final set of metrics that 
shall be used for the security assessment. 
 

6.2 Aggregation of Security Values 
When the security metrics have been selected, data needed for the particular metric must 
be collected. Next, the process of calculations is done which provides security values 
from each security metric respectively. Each security value vi is transformed by a 
function fi to make the aggregation mathematically permissible. The transformation of 
security value is any valid transformation which preserves the information provided by 
the metric and allows the calculation of the aggregated security value SF. The 
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transformation should contain some sort of standardization of the security values to give 
a fair contribution to the aggregated security value. This is because even if the metrics is 
of the same scale type of measurement they can differ a lot in magnitude and give 
misleading results when aggregating values. 
 
When aggregating the transformed security values, each value fi(vi) is multiplied with the 
weight wi provided from the process of metric selection when using AHP. However, this 
weight doesn’t correspond to the final prioritizing used for selecting the metrics. Instead, 
this weight corresponds to the priorities in the synthesis for each security feature. That is, 
this weight reflects how much more, or less, dominance a particular metric is compared 
to others in respect to each specific security feature. The product for each metric and its 
weight is then summarized to a compound value. 
 
The calculation is expressed as, 
 

)(
1

ii

n

i
ij vfwSF �

�

� , where            (6.1) 

 
SFj = aggregated security value for security feature j, 
wi = weights for metric i, 
vi = security value provided by metric i, 
fi = transformation of the security value vi, 
 
j = 1,2,3,4,5  
i = 1,2, …, n 
n = total number of metrics 

 
 
Limitations and Notations 
The calculation of each SFj has limitations in respect to what is mathematically 
permissible. To begin with, each value vi must be transformed even if each vi is of a ratio 
scale. If each vi is of the same ratio or interval scale no transformation is needed. This is 
probably not the case when having several different metrics that provides the values and 
addition of different ratio scales is not permissible since its sum don’t define a ratio scale 
(Saaty, 1996). If vi is of an interval scale the summation is permissible because the sum 

of all weights is equal to one, that is, �
�

jn

i
iw

1

=1. This corresponds to a weighted average 

of the interval scale which also is an interval scale as well (Saaty, 1996). This assumes 
that each interval scale is the same scale which is probably not the case. The 
transformation function fi should also include some sort of standardization method, or 
another method, to provide compatible values and consideration must be taken to the 
laws of measurement theory. Obviously, the calculation of SFi is meaningless for scales 
below the level of interval scales.  
The ultimate goal with the weights is to provide an IT security assessment where the 
more important parts of the assessment influence the IT security level more than the parts 



 65 

of less importance. However, the question is how sensitive the aggregated numbers are to 
changes and a sensitivity analysis should be performed to evaluate this method of 
aggregating values. The analysis should be performed in a way where it is possible to 
have some intuition of the expected outcome when changing the numbers. The more 
metrics, the less dependence on particular metrics when they change their numbers. 
There is also a possibility to calculate an overall security value on the system level with 
this method. In that case the number wi corresponds to the weights provided when 
selecting the metrics and the goal is IT Security Assessment as shown in figure 6:1. This 
is probably not preferable for many reasons, e.g. that a holistic view of the IT security 
may be counterproductive (ACSA, 2002), see chapter 2.3.1. 
 

6.3 Structuring the Hierarchy and Aggregating the Security 
Values 

A more thoroughly example of how the AHP can be used in respect to aggregating 
security metrics’ values is presented. The levels of criteria are probably more than one in 
reality. This is because it is often needed to decompose the levels into sub-levels and 
finally into entities which are possible to measure with the set of security metrics. The 
number of sub-levels, and which each sub-level’s criteria consist of, is totally context 
dependent in respect to the particular organization’s goals, resources and knowledge. In 
this example, the security feature Access Control is presented with its specific criterions, 
which are chosen in a subjective way in respect to the characteristics of the KSF 
(Försvarsmakten, 2004). The set of security metrics is not closer defined; they are just 
named as mi, that is, metric number i. The number of metrics is chosen to be only four of 
convenient purposes. In reality, the number of metrics is probably more. The process is 
performed in an analogues way with the four other security features. It is assumed that all 
security metrics have relations to all security features, and hence, the hierarchy is 
complete. 
 
Access Control 
The purpose of the function access control is to identify and authorizing a user and decide 
the access to the parts of the IT-system which the user is authorized to. Access control is 
divided into a sub-level consisting of the sub-criterions; verification, authorization and 
authentication. Suppose that a set of metrics have been chosen and that each of them is 
connected to the sub-level of access control. The hierarchy is illustrated in figure 6:2. 
Furthermore, assume that the pairwise comparisons between the five security features’ 
have provided the weight 0,3 for Access Control. 
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Figure 6:2 – Hierarchy for Access Control  
 
The pairwise comparisons of the sub-criterions should be done in respect to the criteria 
Access Control, which is illustrated in table 6:1. 
 
Access Control Verification Authorization Authentication Priorities 
Verification 1 1/5 1/3 0,1047 
Authorization 5 1 3 0,6370 
Authentication 3 1/3 1 0,2583 
Consistency Index: 1,93% Random Index: 0,52 Consistency Ratio: 3,70% 

Table 6:1 – Sub-criterion with Respect to Access Control 
 
Next, the different security metrics mi are compared pairwise in respect to each criteria of 
the security feature Access Control, shown in Table 6:2. 
 
Verification m1 m2 m3 m4 Priorities 
m1 1 2 3 5 0,4881 
m2 1/2 1 2 2 0,2515 
m3 1/3 1/2 1 2 0,1605 
m4 1/5 1/2 1/2 1 0,0999 
Consistency Index: 1,36% Random Index: 0,89 Consistency Ratio: 1,52% 
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Authorization m1 m2 m3 m4 Priorities 
m1 1 5 7 1 0,4971 
m2 1/5 1 3 2 0,2131 
m3 1/7 1/3 1 1/3 0,0626 
m4 1 1/2 3 1 0,2273 
Consistency Index: 16,04% Random Index: 0,89 Consistency Ratio: 18,03% 
 
Authentication m1 m2 m3 m4 Priorities 
m1 1 5 5 5 0,6159 
m2 1/5 1 2 1 0,1425 
m3 1/5 1/2 1 1/3 0,0797 
m4 1/5 1 3 1 0,1619 
Consistency Index: 3,93% Random Index: 0,89 Consistency Ratio: 4,42% 

Table 6:2 – The Metrics weights in Respect to the sub-criterion 
 
Finally, the synthesis is done with its priorities. 
 
Synthesis Verification 

0,1047 
Authorization 
0,6370 

Authentication 
0,2583 

Priorities 

m1 0,4881 0,4971 0,6159 0,5268 
m2 0,2515 0,2131 0,1425 0,1989 
m3 0,1605 0,0626 0,0797 0,0772 
m4 0,0999 0,2273 0,1619 0,1971 
Consistency Index: 13,3 % Random Index: 1,41 Consistency Ratio: 9,43% 

Table 6:3 - Synthesis 
 
The synthesis shows the priorities of the four security metrics and the consistency ratio is 
at an acceptable level. Suppose that the four metrics have provided values which further 
have been transformed to a desired form, say; f(v1)=12, f(v2)=23, f(v3)=54 and  f(v4)=15. 
Then the aggregated security value for the security feature Access Control, is calculated 
according to (6.1) as; 
 

)(
4

1
1 ii

i
i vfwSF �

�

�  = 0,5268*12 + 0,1989*23 + 0,0772*54 + 0,1971*15 = 18,0229.    (6.2) 

 
The aggregated security values for the other security features can be calculated in an 
analogues way. In this way, an overview of the five different security features is 
provided. 
 
Limitations and Notations 
Note that the priorities for the five security features in respect to the goal are not used, 
and hence, the weight 0,3 for Access Control is not used when aggregating the security 
values for Access Control. The weights for the five security features are not needed when 
calculating an aggregated security value, since the only contribution is that (6.2) is 
multiplied with the weight 0,3. The purpose with the weights is to calculate a weighted 
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average of the security values provided from the security metrics in respect to each 
security feature respectively. 
However, when calculating the weights for all metrics when the selection of metrics is 
performed, then the weight 0,3 (and all the weights for the other security features) should 
be used. This means that the priorities in Table 6:1 should be multiplied with 0,3, and 
after that do the calculations as above. 
 
Another issue is that all security metrics are assumed to be related to all security features 
and this may not be the case in reality. One way to handle this is by using zeros for the 
judgments for the metrics which hasn’t relation to the specific security feature.
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7 Applying Measurement Theory on IT Security Metrics 
In this chapter measurement theory is applied on issues associated to IT security and to 
some available IT security metrics as well. Issues such as meaningfulness and 
difficultness of measurement are brought up. Chapter 7.1 and 7.2 are extended reviews 
provided by Morasca (2003) and Zuse (1989, 1990) respectively whereas chapter 7.3 is a 
review of a metric chosen from the report Crossroads and XMASS: Framework and 
Method for System IT Security Assessment (Hallberg, 2006c). 
 

7.1 Measuring Software Failures 
In this section an extended reasoning about the severity grade of software failures derived 
from Morasca (2003) is presented. 
 
Suppose we have different software failures and it is possible to determine their severity 
in a four-valued severity scale, that is, value one is least severe up to value four which is 
most severe. This means that severity value two is more severe than severity value one 
but it tells nothing about how much more severe it is when it is expressed in numbers, for 
instance, it is not twice as severe. 
(Morasca, 2003) 
 
Extended Reasoning of Morasca (2003) 
The only way to know how much more severe value two is compared to number one is to 
compare each severity definition that has been made for the numbers one and two 
respectively and see what distinguishes them. Further, suppose that software X have five 
failures and their severity values are 3, 3, 2, 3, 4 and another software Y have four 
failures and their severity values are 3, 1, 2, 4. If one does an average of the numbers for 
each software we have 3.0 and 2.5 for each software respectively. The question is if 
software X is more severe than software Y, and if so, what does it mean that software X 
is 0.5 more severe than software Y. The answer is that it is meaningless to compare the 
severity of the two softwares in this way and the following reasoning about this shall 
clarify why.  
First of all, there may be many different software failures that have the same severity 
number. For instance, both software X and Y have the severity number four but what 
actually separates them can not be understood by the numbers because they are the same.  
Second, suppose software X should have the values 1, 1, 1, 1, 4 and software Y should 
have 2, 2, 2, 2 instead, then their average should be 1.6 and 2.0 respectively. In this case 
software Y is more severe than software X according to the average of their numbers but 
it may be the case that the severity for software X that corresponds to value four is of 
critical manner so that software X actually is more severe than software Y. 
Third, if one does an average of the numbers presented, then we have 1.6 and 2.0 for 
software X and Y respectively, that is, software Y is 0.4 units more severe than software 
X. Once again, this statement is meaningless because nobody knows what this 0.4 stands 
for according to the definition for each severity value. Even worse, if one still makes 
these averages of numbers, then one can interpret something in the number 0.4 that has 
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no relevance at all, that is, one wants that the number 0.4 should have a meaning and then 
one interprets something to it. 
 

7.2 Cyclomatic Complexity of Software Programs 
In this section the software metric Cyclomatic Complexity (McCabe, 1976) is reviewed. 
This metric was first introduced by McCabe (1976) to accomplish a quantitative measure 
of software complexity. The complexity of software is used to quantify modularization of 
a program and identifying software modules that are difficult to test and maintain. The 
cyclomatic complexity can also be used to predict which methods in an application that 
might experience flaws. Testability is a subset of maintainability and is a part of the 
international standard for the evaluation of software quality factors, ISO 9126 
(www.iso.org).  
 
Cyclomatic complexity should be included in the context of other environmental metrics 
to get a wider view of the risk exposure and it is also a member in the set of code security 
metrics suggested by Jaquith (2007). 
(Jaquith, 2007) 
 
The cyclomatic number is interpreted as the minimum number of paths in a flowgraph 
which determines the complexity of the software code, or expressed in other words in the 
following theorem. 
 
Theorem 7.3:1 
“In a strongly connected graph, the cyclomatic number is equal to the maximum number 
of linearly independent circuits.” 
(McCabe, 1976) 
 
With this theorem in mind it is assumed that the exit node of the control graph branches 
back to the entry node. In this way the control graph is strongly connected. 
 
 
 
 
 
The cyclomatic number C can be calculated as: 
 

C=E-N+2, where  
 

     C=cyclomatic number, 
     E=number of edges 
     N=number of nodes. 
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The theory is illustrated with an example. 
 
Example 7.3:1 
Consider the following program code: 
 
BEGIN        

i = k; 
for i = 1 to j 

      write “Hello World!”; 
 if j <k then 
  write ”Salut!”; 
 else 
  write ”Hallo!”; 
END 
 
This code is illustrated as a control graph in Figure 7:1.  
 

 
Figure 7:1 – Control Graph 

 
The dashed arc from the exit node in the bottom to the entry node in the top is an 
imaginary branch to provide a strongly connected graph. The cyclomatic number is then 
calculated: 
 

C=E-N+2=9-8+2=3. 
 
 

Applying Measurement Theory 
In this section the metric of McCabe is described as a ratio scale. The theory of the 
description is derived from Zuse (1989, 1990) and has been further illustrated for easier 
understanding. 
 
First some semantics: Let P be the set of flow graphs, p1, p2, … ,pn�P and ( , , C) be a 
scale where the numerical relational system is defined as  = (Re, �, +) when considering 
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ratio scale. The numerical interpretation is given from the beginning but there is a need 
for an interpretation of the empirical relational system  as well to manage application of 
measurement theory. Let the cyclomatic number be interpreted as the complexity of a 
flowgraph. Then we have an empirical interpretation of the number and applying 
measurement theory is justified. Now, let  = (P, R, �� be the empirical relational system 
for ratio scale. Here the binary operation � means “the sequential concatenation for 
flowgraphs” and R means “equal or more complex”. 
 
First Zuse (1989) discusses binary operations between flowgraphs. This is needed for 
discussions whether a programs complexity obeys certain axioms required for certain 
scales. In particular we are interested in the axioms for extensive structures to accomplish 
ratio scale with its additive properties. The definition of extensive structures together 
with necessary and sufficient axioms is given in chapter 4.9. However, Zuse (1990) uses 
a modified extensive structure with modification of the axioms. The modified extensive 
structure is derived from Bollman (1984) and presented by Zuse (1990) in the 
representation theorem for modified extensive structure as follows. 
 
Representation Theorem – Modified Extensive Structure 
Let P be a non-empty set, R is a binary relation on P, and ��������������	
�����	��	��P. 
The relational system (P,R,�) is an extensive structure iff the following four axioms holds 
for all Ppp �41,..., : 
 
Axiom 7.3:1. – Weak Order 
Definition can be found in chapter 4.1.3. Note the difference from strict weak order. 
 
Axiom 7.3:2 – Weak Associativity 
Definition can be found in chapter 4.9:1.  
 
Axiom 7.3:3 – Weak Commutativity 
Recall the definition for commutativity in chapter 4.1.5. Weak commutativity is then 
defined as (p1� p2)E(p2� p1). The definition of E is found in chapter 4.9.1. 
 
Axiom 7.3:4 – Archimedian 
Definition can be found in chapter 4.9.1. 
 
(Zuse, 1990) 
 
Zuse (1989) states that weak associativity holds iff both resulting flowgraphs are equally 
complex. Monotonicity and archimedian axioms hold as well for the metric McCabe 
complexity number. These results are derived by reasoning with the help of binary 
operations and can be found in Zuse (1989). 
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Zuse (1989) defines three elementary empirical relations as follows. 
 

� If p1 results from p2 by adding a node and an edge then p1 and p2 are equally 
complex. 

� If p1 results from p2 by transferring an edge then p1 and p2 are equally complex. 
� If p1 results from p2 by adding an edge then p1 is more complex than p2. 

 
Zuse (1989) states that the metric McCabe is completely described by these elementary 
empirical relations. Proofs to this statement can be found in the references to Zuse 
(1989). 
 
Concerning additivity a broader explanation is presented. The choice of binary 
concatenation is of central importance when considering McCabe. Assume two 
flowgraphs p1 and p2. These two flowgraphs are concatenated by connecting p1 and p2 
with an edge by deleting the exit node in p1 and the start node in p2. The idea is illustrated 
in Figure 7:2. 
 

 
 

Figure 7:2 - Binary Concatenation of two programs 
 
Zuse (1989) emphasizes that there are other ways to define binary operations as well but 
this version will be valid further on. With this simple example it is easy to establish that 
additivity is not permissible when concerning McCabe cyclomatic number when it is 
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expressed as C=E-N+2. This is because the concatenation for an extensive structure must 
be expressed as 
 

C(p1�p2)=C(p1)+C(p2)-1, 
 
and this is not meaningful for a ratio scale, since 
 

�C(p1�p2)= ��(p1)+ ��(p2)-1 ~�  C(p1�p2)=C(p1)+C(p2)-1. 
 
However, the measure C=E-N+2 is a strictly monotonic increasing function and a 
permissible transformation is C2=E-N+1, because the ranking order is preserved. By 
applying the axioms for extensive structures to C2, Zuse (1989) establishes that it is an 
additive ratio scale. Note that C2 can be expressed in C by defining C2=C-1. That is, 
C2=C-1 is a strict monotonic increasing function which also is additive. C2=C-1 can be 
used as the number of decision nodes. Thus, when transforming the complexity number 
to C2=C-1, the combination is expressed as, 
 

C2(p1�p2)= C2(p1)+ C2(p2), 
 
and it is easy to prove that this expression is meaningful for a ratio scale and that it also is 
additive. 
 
� If the proposed concatenation of a binary relation as expressed in figure 7:2 is 
accepted, then McCabe cyclomatic number fulfils the requirement for an extensive 
structure when expressed as C2=C-1 and ( , , C2) is a ratio scale. However, when 
McCabe is expressed as C, ratio scale cannot be used. 
 

7.3 Review of the Metric System Vulnerability Index  
The System Vulnerability Index (SVI) method was proposed by Alves Foss and Barbosa 
(1995). The method analyzes a number of factors that affect the security. The evaluation 
of the factors is combined through some special rules to provide a measure of the 
vulnerability. The presence or absence of these factors will influence the overall security 
of the system. The factors are classified into three different areas: 
 

1. System characteristics – Hardware and software configurations that affect the 
security, but are hard to modify due to cost, complexity or external factors. 
Physical security issues are considered as well. There are five different factors 
included in this area, e.g. password aging.  

 
2. Potentially neglectful acts – Factors included in this category deal with the gaps 

that are formed as consequences of neglectful acts. There are ten different factors 
in this area and two examples of factors are superuser vulnerability to the path 
attack and dormant accounts. The factors included in this area are the ones we 
have most control over and hence the easiest ones to influence when improving 
the security. 
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3. Potentially malevolent acts – This factor is particularly hard to evaluate because it 

includes assumptions about peoples intentions. There are two factors included in 
this area, e.g. objects with same name as system commands or programs, which 
have great relevance to the vulnerability of computer systems.  

 
The method is built on six defined assumptions, e.g. that a single system high security 
classification level is assumed. 
 
The SVI provides a value between 0 and 1 as an indication of the vulnerability of the 
system to common exploitations. The closer to 1 the more vulnerable is the system and 
vise versa. Apart from this the interpretation of the value is not evident. Instead of 
explaining and formulating how the interpretation should be done definitions of what SVI 
does not mean are made, e.g. SVI is not a probability value. Something that actually is 
stated is that SVI should be interpreted as a measure of the vulnerability of the system at 
a given point of time, that is, the method doesn’t take history into consideration. Despite 
the lack of adequate interpretation of the numbers SVI is grouped into four different 
levels and each of these groups is declared rather vaguely. These groups should not be 
used as an actual measure of the vulnerability, that is, comparisons between different 
groups should be avoided. The only comparisons that should be made is the actual 
outcome of numbers that SVI provide. 
 
The SVI is determined by a number of rules (r) that are made up of certainty factors that 
affect the security. The certainty factors are called certainty indices (CI). CI is a measure 
of belief in a hypothesis (h). An example of a rule is given in Alves-Foss (1995) and is 
stated as: 
 
 
if: 
    unpatched operationg system bugs that grant superuser access exist  
then 
    there is a level of certainty (0,6) of system vulnerability 
 
(Alves-Foss, 1995) 
 
The certainty indices should be combined with all applicable SVI rules to provide the 
final indicator of vulnerability. The combined security index is calculated as, 
 

� � � � � � � �� �12121 ,1,,, rhCIrhCIrhCIrrhCI ����� . 
 
This interpretation of the different parts in the calculation should be read as follows:  
 

� � �21, rrhCI �  should be read as a measure of belief in hypothesis h given that rules 
r1 and r2 are true.  

� � �1, rhCI  should be read as the degree of certainty derived from the first rule. 
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� � � � �� �12 ,1, rhCIrhCI ��  should be read as the degree of certainty derived from the 
second rule scaled with the absence of supporting evidence from the first rule. 

 
When combining three or more rules, an iterative approach of calculations is performed. 
For instance, if there are three rules in consideration the resulting CI would be calculated 
as follows: 
 

� � � � � � � �� �ghCIrhCIghCIrghCI ,1,,, 33 ����� , where 
  

� g is the result from previous calculations of the rules r1 and r2 above. 
 
Applying Measurement Theory 
There is no evidence of what type of scale that is provided in the calculations above. The 
type of scale is of central importance when doing the interpretation of the metric. The 
only guidance mentioned in the report (Alves-Foss, 1995) is that the higher value the 
more vulnerable is the measured system. The theory of meaningfulness derived from 
measurement theory is applied to investigate the type of scale that SVI allows. Only 
regular scales are assumed. Note, that this investigation only checks which kind of scales 
that are permissible according to the mathematical expression of CI, it doesn’t give any 
answer to what kind of scale that actually is in use by the SVI method. 
 
The proposal for interpretation of the system is the following. 
Assume the triple ( , , f) as a scale used by SVI where  is the numerical relational 
system, is the empirical relational system and f is the homomorphism that maps into 

. The numerical representation is justified as numbers provided by calculations in the 
SVI method. However, an empirical interpretation must be done to justify measurement 
theory and the outcome of numbers in the set of numerical relations. When interpreting 
the value as “the degree of vulnerability of the system to common exploitations”, as 
defined by Alves-Foss (1995), the values have an empirical interpretation and the use of 
measurement theory is justified.  
Let the empirical system be defined as = (A, R) and the numerical system be defined as 

 = (Re, >). Let A be the set of systems that are measured and R be the relation “more 
vulnerable”. Let Re be the real numbers which represents the outcome from the 
calculations in SVI and “>” represent that one number is greater than another number. 
That is, we want to be able to say that one system is more vulnerable than another system 
where “>” means more vulnerable. We can establish that (A, R) must be transitive. 
 
For convenience new notations are used as followed: 
Let 
 

� � �21, rrhCI � =f(a,) 
� � �1, rhCI =f(b), 
� � �2, rhCI =f(c). 
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Then we have, 
 

f(a)=f(b)+f(c) �  [1-f(b)]. 
 
Since all f are of the same scale type, both additive and multiplicative properties should 
be permitted. 
Recall the definition of meaningfulness from chapter four: 
A statement involving numerical scales is meaningful iff its truth (or falsity) remains 
unchanged under all admissible transformations of all the scales involved (Roberts, 
1979). 
That is, the statement for the calculation of CI above is meaningful iff under the 
transformations �,  
 

f(a)=f(b)+f(c) �  [1-f(b)]. 
 
�  

 
(�������� �������� ������ �  [1-( �������. 

 
Assuming an ordinal scale is meaningless since an ordinal scale allows neither addition 
nor multiplication.  
 
Assume � is the transformation for an interval scale, that is, �������������	��
�� Then 
we have, 
 

������� �f(b) ���� [�f(c) ��� �  [1-(��������	 
 
which doesn’t reduce to the original expression and hence the expression is meaningless 
for an interval scale. 
 
Assume � is the transformation for a ratio scale, that is, ���������	��
�. Then we have, 
 

�f(a)= �f(b)+ �f(c) �  [1-�f(b)] �  f(a)= f(b)+ f(c) �  [1-�f(b)],  
 
which doesn’t reduce to the original expression and hence the expression is meaningless 
for a ratio scale. 
 
Hence, the only admissible transformation is the identity transformation which generates 
the absolute scale, �������x.  
Note that this investigation only checks what transformations of scale that are admissible 
according to the expression of CI. This is done without any knowledge of the 
mathematics and assumptions that the expression is founded on. The conclusion made 
from this analysis is that the input to SVI must be of the absolute scale type. 
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8 Conclusions and Future Work 
The search for a standard concerning IT security assessment is a process still continuing. 
Data sharing between organizations should facilitate the effort to come to a consensus of 
what sort of metrics that should be valid for IT security assessment but this is hard to 
accomplish in practice. This is one cause of why it is so difficult to provide a natural 
scale for IT security assessment. Efforts have been made to accomplish a framework for a 
scale but when it comes to IT security assessment, with metrics as a base for the 
assessment, this is very difficult to accomplish and the research didn’t generate any 
successful results. The research for a scale lead to measurement theory which has been 
studied narrower and the basics of the theory have been presented with its applications on 
IT security assessment.  
 
In its easiest form measurement theory can be used as guidelines when managing IT 
security assessment when different scale types are involved. The rules of permissible 
mathematical operations and the significance of them have been discussed. The scale 
type in use is of central importance when doing the interpretation of the IT security. In a 
stronger meaning the theory assumes homomorphism which emphasizes the importance 
of the empirical relational system. Sometimes the empirical system can be difficult to 
define. Then there is a possibility to test the system against certain axioms, such as the 
case of extensive measurement, which often is a criterion for measuring properties. 
Future research of measurement theory with its application on IT security assessment 
should be done to investigate if the axioms hold or if they have to be modified in some 
way. Some researchers state that the axioms often are too strong when considering IT 
security assessment. Measurement theory should be applied on more metrics which are 
defined today and investigate if the axioms hold or if they have to be modified in some 
way to be applicable. In this thesis only regular scales have been considered and there 
should be further research of other scale types and their properties.  
 
When IT security assessment is done with a set of metrics, these metrics should be 
selected in an adequate manner that takes the organizations goals into consideration. 
Measurement theory suggests a method that is called product structures which handles 
multidimensional attributes but there arises difficulties concerning the different scale 
types. When considering numerical product structures Roberts (1979) states that “… 
perhaps it is best to simply create a product structure, but not translate it into a 
numerical one.”  
Instead of this, the Analytic Hierarchy Process (AHP) has been proposed as a tool for this 
approach, and the usage areas are even twofold; Firstly, AHP is used for selecting a set of 
metrics that should be used for IT security assessment. The choice of metrics is done in 
respect to the organization’s goals and objectives. Secondly, AHP provides weights of 
importance, which are further used to accomplish a weighted average of the metrics in 
respect to each security feature. A single aggregate of all forms of the security is probably 
not sensible, since it may be counterproductive. However, aggregate values to a couple of 
security features, which reflect some parts of the IT security, is desirable to get hold of 
some parts of an overall measure. Even here there arise problems. Firstly, the selection of 
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metrics, and hence the generated weights, are based on subjective judgments done by an 
expert group. Sometimes a group can act as individuals and the selection of preference 
can be misleading. The expert group must also have great knowledge of the IT security 
system and the usage of the metrics to be able to make adequate choices of preference. 
Secondly, the problem of scale types arises. It is not possible to mix different scale types 
when a weighted average is calculated. This is a great drawback when aggregating 
security values and further research on aggregate methods should be done. 
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