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Abstract 

Computer errors are a constant problem for software providers. To completely 

avoid bugs has proven very difficult even though computer software goes through 

rigorous testing before released. One of the challenges for developers is 

recreating errors that end-users experience. User-submitted error reports can 

often be of help for developers to localize and fix bugs. However, the reports 

often vary in quality depending on the user's experience and the effort they put 

into writing the report. Instead of relying on manual error reports, some software 

providers have equipped their software with automated error reporting 

functionality. These programs are set to collect important information about the 

computer and the software in the event of a crash. There are pros and cons with 

both automated and manual error reporting. 

The research that has previously been done in the field of error reporting has 

mostly focused on the situation where private persons are senders and 

corporations are receivers. This report addresses the setting where both parties 

are corporations, which brings several new aspects to the problem. The five main 

topics this report focuses on are: customer attitude, which data to send, privacy, 

user interaction and feedback. A study has been conducted at the ERP system 

provider IFS in Sweden where interviews with employees and customers have 

been performed. Interviewees in the customer companies have been primarily 

ERP and application managers. The results of the study show that companies are 

less concerned than what the literature suggests even though the attitudes differ 

some depending on line of business. Conclusions are that a high degree of 

configurability of what is sent in the error reports and the level of user interaction 

is needed for companies to accept automated error reporting. 

 



 

 

Sammanfattning 

Buggar är ett ständigt problem för mjukvarutillverkare. Att helt undvika dessa har 

visat sig vara mycket svårt trots rigorösa tester innan ny mjukvara släpps. En av 

utmaningarna för utvecklare är att återskapa felen som uppstår hos användarna. 

Felrapporter inskickade av användare kan ofta vara till hjälp för utvecklare när de 

ska lokalisera och åtgärda fel. Men rapporterna kan variera i kvalitet beroende på 

användarnas erfarenhet och tiden de lägger på att skriva rapporten. Istället för att 

förlita sig på manuella felrapporter har vissa mjukvarutillverkare utrustat sin 

programvara med funktionalitet för automatiska felrapporter. Dessa program ska 

samla in viktig information om datorn och programvaran i händelse av att en 

krasch uppstår. 

Viss forskning har skett inom området automatiserad felrapportering men 

fokus har då legat på situationen då privatpersoner är avsändare och företag är 

mottagare. Denna rapport behandlar läget då båda parter är företag, vilket tillför 

flera nya aspekter till problemet. De fem huvudfrågorna som den här rapporten 

fokuserar på är: kunders attityd, vilken data ska skickas, integritet, 

användarinteraktion och feedback. En studie har utförts hos 

affärssystemleverantören IFS i Sverige, där intervjuer med anställda och kunder 

har genomförts. De intervjuade hos kundföretagen har huvudsakligen varit ERP- 

och applikationsansvariga. Resultaten av studien visar att företagen är mindre 

oroade än vad litteraturen indikerar även om attityderna skiljer sig något i olika 

branscher. Slutsatserna är att en hög grad av konfigurerbarhet behövs när det 

gäller vad som skickas i felrapporter samt vilken grad av interaktion med 

användaren som behövs. Detta för att kundföretagen ska acceptera automatisk 

felrapportering. 
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1. Introduction 

This first chapter gives an introduction to the problem and describes the purpose 

of the study. The research questions are presented as well as delimitations, target 

audience, academic contribution and the disposition of the report. 

1.1. Introduction to the problem 
All software companies have an aim to produce computer programs with high 

quality and few errors. Liblit et al. (2003) state that to completely avoid errors has 

proven very difficult. A well known fact, pointed out by Boehm and Basili (2001) 

among others, is that a bug found after the software has been released is several 

times more expensive to correct than one found during development. Despite this 

knowledge, due to lack of time and resources according to Liblit et al., a lot of 

software is sold containing malfunctioning code. 

Much of software developers’ time is spent on bug correction. Boehm and 

Basil (2001) claim that as much as 50 percent of the work done in software 

projects is rework and possible to avoid. A big time consumer in the bug 

correction process is trying to reproduce errors. Tatham (1999) and Canter (2004) 

both emphasize the importance of reproducing an error to be able to correct it. 

There are a lot of factors1 that can cause a computer to crash and the diagnosis 

process can be very complex. Tatham states that for a developer to be able to 

understand exactly what caused an error, information about the setup of the 

computer where the error occurred can be essential. Before the Internet was as 

widespread as today, this information was very hard to collect. As Saeed and 

Muthitacharoen (2008) notices, the Internet use of today has opened up 

completely new possibilities for software developers to get detailed information 

about computer crashes. Now every user connected to the Internet is a potential 

software tester and can send error reports with descriptions of how their 

computers crashed. 

Ballmer (2002), CEO at Microsoft, describes how engineers have taken 

advantage of automated error reporting at Microsoft. They are continually making 

improvements in the software based on data from error reports sent in by users 

around the world. In our opinion, Microsoft, with its dominant position, has set 

the standard in error reporting and influenced the way the software industry and 

people in general look at the error reporting and privacy.  

While Microsoft uses automated error reports, other companies rely on 

manual error reports from their users. Both ways have their pros and cons. With 

                                                           
 

 
1
 For reading suggestions on this intriguing subject the reader is referred to: 

http://en.wikipedia.org/wiki/Unusual_software_bug 

http://en.wikipedia.org/wiki/Unusual_software_bug
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manual reports it can be hard to get all the information you want (Bettenburg et 

al., 2008) while automated error reports raise the question of user privacy 

(Brandt, 2002; Castro et al., 2008 and Wang et al., 2008). These are just two 

examples which are widely discussed in existing literature, and there are several 

more to consider. 

What we investigate in this study, which has to our knowledge only been 

addressed by Microsoft before us, are aspects of automated error reporting when 

both the sender and receiver are corporations. There are several more issues that 

need to be taken into consideration in this environment compared to error 

reporting between corporations and private end-users. From reading literature 

and talking to people in the business we have chosen to concentrate on the 

following five topics in this report: 

 Customer attitude 

 Which data to send 

 Privacy 

 User interaction 

 Feedback 

These areas are all important to consider when implementing automated error 

reporting. A short introduction to these topics and a further description of why 

they are of particular interest are presented below in sections 1.1.1. to 1.1.5. 

Other aspects of importance that are more briefly discussed in this report are 

legal aspects and organizational changes. 

The empirical part of this study consists of interviews conducted with 

customers and employees of the ERP software provider IFS in Linköping, Sweden. 

For an introduction to ERP systems and a presentation of IFS and its need for 

automated error reporting, see chapter 4. IFS – Our example. Interviews have 

been held with both employees and customers of the company to identify the 

most important things to consider when introducing automated error reporting in 

a business-to-business (B2B) environment. 

1.1.1. Customer attitude 
What attitude the customer has towards the software and its provider may play a 

crucial part in their acceptance of an automated error reporting system. We 

investigate if customers find error reporting beneficial for their company or if they 

suspect it may cause more work while helping the software provider for free.  

These and other factors are studied to see what makes the customer accept or 

reject an error reporting system. 

1.1.2. Which data to send 
Independent of customer attitude, there may be factors restricting customers 

from share failure data with their software provider. Some data can be essential 

for the developer in the process of finding out what caused the error; other 

information might facilitate debugging but is not necessary. Here we look at 
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opinions from people in the software business, what different software 

companies include in their error reports today and what IFS’ customers have to 

say about it. What information are companies willing to include in error reports to 

their software provider?  

1.1.3. Privacy 
There is a risk that error reports contain private information about the company 

or the end-user. Because of this risk, customers might be hesitant towards having 

an error reporting system in their ERP environment. Besides, there is a risk that 

end-users might feel monitored and not in control over what information is 

collected about them. We believe these concerned attitudes may be enhanced by 

the ongoing debate regarding integrity and surveillance. 

Common solutions to the problem with private information in error reports are 

sender anonymity (Saeed and Muthitacharoen, 2008 and Murphy, 2004) or trying 

to eliminate the occurrence of private data in the reports (Wang et al., 2008; 

Broadwell et al., 2003 and Castro et al., 2008). However, these solutions cause 

new problems when applied in customized software. If the sender of the report is 

anonymous, the patch correcting the errors cannot be distributed. Furthermore, 

the data itself may cause a crash, and eliminating this from the error report would 

considerably complicate the identification of the problem. 

1.1.4. User interaction 
The authors of the literature we have studied assume that it is the end-user’s 

choice to send or not send an error report. (Murphy, 2004 and Saeed and 

Muthitacharoen, 2008). In our opinion this is not the only option in a business-to-

business environment. Here it concerns a feature that the organization, not the 

end-user, chooses to use. 

Another question, rarely discussed in the literature, is how active the super-

user, or its equivalent, should be in the error reporting process. We believe that 

when the supplier of software and the customer have an active communication 

about bugs, it would be beneficial to involve the super-user in the process. 

1.1.5. Feedback 
Recent surveys (Saeed and Muthitacharoen, 2008 and Just et al., 2008) show that 

users are more inclined to report errors if they receive feedback. In an 

environment where the end-user is not equivalent to the customer, this issue 

becomes more complex. In a large company it is rarely the end-user, who first 

encountered the error, who decides when and even if the corrective patch should 

be installed. This section addresses the question of where to send the feedback 

and also when to send it. 

1.2. Purpose of this study 
The purpose of this study is to identify and investigate important aspects, from a 

customer perspective, when introducing automated error-reporting software in a 

business-to-business environment. 
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Based on the purpose of this study and the five topics presented above, the 

following five questions will be the focus in this thesis: 

 What are customers’ attitudes regarding sharing information using an 

automated error reporting system? 

 What data do customers accept to include in error reports? 

 What issues exist concerning privacy? 

 What is an appropriate level of user interaction? 

 What kind of feedback are customers interested in? 

1.3. Delimitations 
This thesis has several delimitations, both ones set before the start of our work 

and others that have emerged along the way. The intention was never to 

investigate a technical solution to the problem, nor to build any kind of prototype. 

As we started to define the research questions, two distinct areas emerged: the 

legal issue and the cultural aspect. Both areas are large enough to have the 

potential to be the focus of individual research studies. The customers in this 

study come from Scandinavia and USA, but this selection was too small to base 

any conclusions regarding cultural differences. Law is not our field of expertise 

and we did not seek to interview legal experts at the customer companies. This 

issue we leave for others to pursue. The legal and cultural aspects are far from 

insignificant but will only be briefly addressed in this report. 

1.3.1. IFS delimitations 
Before customer interviews began, software architects and business systems 

analysts at IFS brainstormed what type of information would be interesting for 

them to receive in an error report. Whether this information is actually possible to 

extract from the computer where an error occurs is not anything we have looked 

into. Instead, as if everything was feasible, we have asked the customers if they 

would accept to send the requested information to IFS. 

IFS has detailed routines for customers on how to manually report errors as 

well as desired changes in the software and issues that are not caused by failures. 

Because of this there is no initial need for the automated error reporting 

functionality to also support user-initiated reporting. Thus, from our point of view, 

the program will only generate an error report if there is a crash-related failure in 

the application; the user cannot manually initiate automated reports. (See also 

section 4.5.1. What errors to report.) 

Implementation of an automated error reporting functionality in widely used 

software will most likely lead to an increased number of reports. To handle this 

there might need to be changes made in the support organization. Since the 

organizational question is not in line with the other research questions in this 

study, this is not an issue we will focus on. We still want to emphasize the 

importance of this question; automating error reporting will have consequences 
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in the way a support organization works. There is a shorter discussion on this 

subject in chapter 9. Discussion. 

1.3.2. Customer selection 
The empirical part of this study consists of interviews with IFS customers and 

employees. The six customers were selected based on availability and relation to 

IFS and are not a representative selection of the IFS customer base (see section 

6.1. Presentation of customer companies). However, our assessment is that this 

selection well covers the different aspects of the questions we address in this 

report. Interviewees come from a range of segments where IFS has its focus, from 

businesses with low confidentiality to very high security companies. As an 

example, we do not have any companies from the process industry segment. 

However, since IFS Applications is not used in the production process itself, 

including this segment would most likely not bring new inputs that are not already 

illuminated by the other companies participating in this study. 

The companies in this study are assumed to have a more positive attitude 

towards IFS compared to the average customer. All but one of the interviewed 

companies have worked with IFS for at least seven years and most of them have 

gone through several large software upgrading projects. A positive effect of the 

good relation is that we were given the chance to interview people with a lot of 

responsibility, e.g. ERP manager, Application manager and Vice president of IT and 

operations. They were all well acquainted with their own organization and with 

the IFS installation they use. 

During the interviews, there were several negative remarks and complaints 

about existing problems both with the application and the support organization. 

We argue that this supports the assumption that the interviewees are not afraid 

to speak their mind because of their companies’ relation to IFS. 

1.3.3. User perspective 
There is a question whether we would have received different answers and 

different viewpoints if we had talked to other people in the customer 

organizations. This assumption is most likely true. End-users and legal counselors, 

for example, would probably have given different answers based on their 

interests and their view of the matter. However, we argue that the people we did 

talk to had the proper knowledge and hold varied enough positions within their 

respective companies to give a good comprehensive evaluation of the issue. 

An automated error report would only include, besides general information 

about the computer and operating system, information from the application in 

question. Therefore, the risk of any personal information being collected is 

considered minimal. Despite this, the user might feel observed and even 

uncomfortable knowing that automated error reporting is activated. Due to 

limited time and the number of interviewees, users are not asked for their opinion 

on this matter. The customer representatives who were interviewed, mainly 

people responsible for IT or support, were asked for their assessment of the 
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company’s standpoint and what they thought about the users’ opinions. The 

consequence of this is that the users who have a different attitude towards 

privacy are not heard. Whether this aspect will affect the actual implementation 

of error reporting at any specific company is not clear. 

A potential problem when an organization decides to implement a new system 

is if the end-users will accept the management decision and actually use the new 

feature. This is also true for automated error reporting. To investigate this we 

would have had to interview end-users in the customer companies, which we 

have not done due to reasons stated above. This aspect of end-user acceptance is 

briefly addressed in the report, but it is not something we focused on. 

1.3.4. The use of third party solutions 
Microsoft lets software developers with a valid VeriSign ID access their error 

report depository free of charge (Canter, 2004). This approach may be very 

beneficial for companies that do not have customized software and can benefit 

from anonymous error reports. However, since IFS does supply customized 

software, the origin of an error report is an important piece of information for the 

support organization at IFS to be able to assist the customer who is experiencing 

the problem. Another aspect is that the customers’ data would have to be stored 

at Microsoft, which may add unnecessary difficulties to the already delicate legal 

issue. In this report we are not looking further into the alternative of using 

Microsoft’s error report depository. 

1.4. Target audience 
The primary audience for this report is several people who hold different roles in 

IFS’ organization. First, it can be used as a base when making the decision whether 

to implement automated error reporting or not. Thereafter, if the project is 

approved, the report can be used when the scope is defined in the inception 

phase of the project (Forslund and Fält, 2009). 

The report may also be of interest to researchers primarily in the fields of error 

reporting and privacy. Other possible stakeholders are companies who are 

planning to implement similar functionality. Even though their situation is not 

exactly the same as IFS’, they can still use this research as an introduction to 

important aspects in the field of automated error reporting. Microsoft, who has 

done plenty of research in adjacent fields of interest, has been able to improve 

their product considerably thanks to their Windows error reporting functionality 

(Ballmer, 2002). We believe that more and more software providers will realize 

the benefits with automated error reporting and learn how it can improve their 

products, perhaps with help of this report. 

Even though the report is directed to people in the software business, it does 

not require any special knowledge to understand.  
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1.5. Academic contribution 
In the error reporting research, new studies are continually added to the 

literature. These studies address the relation between software providers and 

users. From what we have found, there is little research done in the field of 

business-to-business error reporting.  Here is where this report fills a gap in the 

literature. We hope this study can shed light over interesting aspects of business-

to-business error reporting which has not yet received any academic attention. 

1.6. Disposition 
The outline of this report is as follows: 

1. Introduction 

In this chapter the reader is introduced to the subject and the purpose of this 

thesis. The research questions are presented as well as delimitations, target 

audience and academic contribution.  

2. Methodology 

In the second chapter we discuss the methodology used and factors affecting the 

quality of the report. 

3. Definitions 

This chapter defines and explains terms and expressions used throughout the rest 

of the report.  

4. IFS – Our example 

This chapter describes the setting in which this study is conducted. The enterprise 

resource planning (ERP) business is briefly presented, as well as the company IFS 

and the need for automated error reporting.  

5. Literature review 

This is where existing theories and research relevant to our subject are presented. 

These facts are later used to analyze the result from the customer interviews. 

6. Results from customer interviews 

This chapter starts with a presentation of the companies that were interviewed in 

the study. The rest of the chapter presents the results from the interviews divided 

into different topics. 

7. Analysis 

The analysis chapter is where the literature review and the empirical findings 

meet. Existing theories are compared to results from the customer interviews and 

differences and similarities are discussed. 



Introduction 

8 

8. Conclusion 

This chapter summarizes the most important parts of the analysis and answers 

the research question presented in the introduction. 

9. Discussion 

The final chapter of this report discusses interesting topics that we identified 

during our work but did not have time to investigate further. 
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2. Methodology 

This chapter describes and motivates our choices concerning different research 

standpoints. It also describes how this study was conducted. Finally, we elaborate 

on various aspects of quality in our research. 

2.1. Epistemology 
The two main approaches to epistemology – theory of knowledge – in literature 

are positivism and interpretivism. Below we explain why our research is more 

consistent with the interpretive view. 

Research can, according to Klein and Myers (1999), be classified as positivist if 

there are formal propositions, quantifiable measures of variables, hypothesis 

testing and the drawing conclusions from a sample to a population. Positivism is, 

according to Patel and Davidson (2003), traditionally used when describing 

natural science, especially physics, where everything can be explained by laws and 

rules. The research is quantitative and the researcher has to be strictly objective 

so as not to influence the results. 

Klein and Myers (1999) classifies research as interpretive when it is assumed 

that our knowledge of reality is gained only through social constructions, such as 

language, consciousness, shared meanings and documents and when the 

researcher tries to understand phenomena through the meanings that people 

assign to them. Here the observer tries to understand and interpret instead of 

explain (Arbnor and Bjerke, 1994 and Patel and Davidson, 2003). In our study we 

are primarily trying to understand attitudes and opinions to see what the 

challenges with implementing automated error reports are. This is not something 

definite, instead it depends a lot on the people we talk to and how the involved 

organizations work. 

2.2. Quantitative or qualitative approach 
Quantitative and qualitative research are not opposites, but rather two extremes 

on a common scale. This does not stop them from being applied in the same 

study. On the contrary, many studies are performed using both qualitative and 

quantitative methods. (Patel and Davidson, 2003) Methods that concern 

information that can be measured and valued are defined as quantitative 

research (Björklund and Paulsson, 2003). Qualitative research is used to describe 

or to get knowledge about a phenomenon that is more easily described with 

words than with numbers. (Olsson and Sörensen, 2007) 

We wanted to know customers’ thoughts and opinions about a subject and we 

expected the responses to most likely have a high variance. Because of this, we 

decided, together with IFS, to perform a qualitative investigation. This is further 

discussed in section 2.4.2. Interviews. 
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2.3. Quality of this study 
Merriam (1994) claims that it is important that a research study has high 

reliability, validity and that the findings can be generalized. This is supported by 

others, like Saunders et al. (2003). However, the measurements they use to judge 

these criteria expect a more positivist approach in research. According to Klein 

and Myers (1999) the criteria used for evaluating positivist research are not 

appropriate when evaluating the quality of interpretive studies. Instead they 

propose a set of principles that the interpretive researcher should keep in mind 

when performing a study. 

We will describe these principles briefly and explain how our work relates to 

them. When conducting our study we have kept these principles and their 

implications in mind with the aim to increase the quality of our study.  

In the following subsections the theories are from Klein and Myers (1999), 

unless otherwise stated. 

2.3.1. The hermeneutic circle 
The fundamental principle of hermeneutic circle states “that all human 

understanding is achieved by iterating between considering the interdependent 

meaning of parts and the whole that they form” (Klein and Myers, 1999, p. 72). 

For our study this is referring to the new knowledge and experience we gained all 

through the study. After reading new literature and talking to people, we began to 

see things differently, and we subsequently revised our opinions and what 

questions we found important. 

One example of something that has changed for us during the study was the 

way we looked at privacy. We expected this to be a bigger issue for people, both 

when it comes to end-user privacy and corporate privacy. Another example is that 

we for a long time did not know about Microsoft corporate error reporting since it 

is left out of most literature, even where the topic is privacy and Microsoft error 

reporting. 

2.3.2. Contextualization 
The principle of contextualization is about giving the reader a “critical reflection of 

the social and historical background of the research setting” (Klein and Myers, 

1999, p. 72). This way the reader can understand what is important when this 

report is written, what elements that are considered factors in it and what 

present and historical events might affect attitudes towards error reporting 

systems. This is not only for future readers, it is also important for us as writers, 

since it makes us question our own prejudices and then we can try to look at 

things in a different light. In the introduction chapter we have explained the 

context of the research to make it easier for the reader to understand the 

background of our study. When relevant in the report, we have made references 

to current phenomena that are important to consider for our study.  
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2.3.3. Interaction between the researchers and the subjects 
The principle of interaction between the researchers and the subjects “requires 

critical reflection on how the research materials were socially constructed through 

the interaction between the researchers and participants” (Klein and Myers, 1999, 

p. 72). 

In our study it is not unlikely that we influence the persons we are 

interviewing, since we are investigating their attitudes to a phenomenon which 

they might not even have heard or thought about in this context before getting in 

contact with us. We are not just observers, but also the ones introducing this 

feature to them. 

Depending on the way we present automated error reporting, it is more or less 

likely to color the interviewees view of it. We are trying to keep the presentation 

neutral but we, as researchers, are positive towards the feature and keeping that 

from the customer is difficult and might not even be desirable. At the same time, 

neither we nor IFS have anything to gain by presenting a false picture to the 

customers. If we give an overly positive and incorrect presentation, then it might 

cause bad will for IFS and our work will be less reliable. 

The respondents might not have given the subject enough thought at the time 

of the interview and they might change their minds after some time. Letting them 

review our notes from the interviews was a good opportunity for the companies 

to take statements back or change their previous opinions. Most companies had 

something they wanted to explain further or change, but most comments from 

them did not affect our work much. The biggest change in opinion was when 

company B changed opinion about how involved the end-user should be in 

deciding if the error report is to be sent or not. 

Also, the questions we ask and the way we ask them will influence the 

thoughts of our respondents about this feature. For example, Bonneau and 

Preibusch (2009) claims that asking people about privacy will make them more 

privacy aware and if the question had not been brought up, they would not have 

been concerned about privacy. We noticed that this was true to some extent. 

Some customers had previously not thought about what confidential information 

they were sending in the automated error reports to Microsoft or in the manual 

error reports to IFS. At the same time, our questions did not appear to make them 

worry more about privacy and confidentiality than they did before. 

Another area where we might have affected the customers’ view is how 

feedback should work. IFS support department wants the automated error 

reports to work just like any other report that is submitted manually (Johansson, 

2009). To not give customers misconceptions, we had to emphasize during the 

interviews that the automated error reporting would only be a complement to 

existing reporting options. This might also have affected the way we asked 

questions about feedback and therefore the customers’ answers as well, leading 

them in line with IFS’ opinions about feedback. 
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The principle about interaction between the researchers and the subjects can 

also be related to the term reliability. Reliability is, according to Saunders et al. 

(2003), the degree to which the same results would be repeated if an equivalent 

study would be performed again or if others would perform the study. It is also 

about if there is transparency in how sense was made from the raw data. For our 

study it is likely that the result would be somewhat different if an equivalent study 

would have been performed by others or if the interviews were held with other 

customers, because of the influence we as researchers have. At the same time, it 

would still be approximately the same presentation and the same questions, so 

there would be many similarities as well. 

2.3.4. Abstraction and generalization 
The principle of abstraction and generalization is about relating the unique 

instances of a particular study to ideas and concepts that apply to multiple 

situations. Lee and Baskerville (2003) claim that generalizations, because of 

Hume’s theorem, can never be done outside the settings of a particular study. 

Our approach to this is to see this as a general problem where IFS and its 

customers are examples. We realize that we cannot say anything definite about 

how software developers, not even ERP system developers, should treat this 

problem in general. We cannot claim to make a generalization about the attitudes 

of the customers of IFS, even if we had increased the number of companies to 

interview. According to Lee and Baskerville (2003) an increase of sample size 

would only lead to an increase in reliability, meaning that if the study was 

performed again the chances of gaining the same result would increase, but it 

does not say anything about the generalizability. 

Our work includes all four types of generalizing that Lee and Baskerville (2003) 

use in their framework. We are doing a theory-to-theory generalization when 

writing the literature review – based on what others have written we find theories 

we believe apply to our work. In our work, we are making predictions about our 

own setting based on the theories we have read and that is generalizing from 

theory to empirical statement. When we are making assumptions on how 

customers will react based on the opinions of other customers, we are making a 

generalization from empirical statement to another empirical statement. Finally, 

when we are suggesting theories based on our results from talking to the 

customers, we are making a generalization from empirical statements to theory. 

We do not claim our conclusions to be generalizable to other settings outside 

IFS, not even to all the customers within IFS. Our study cannot give all the 

information regarding this, but we believe that our results are generalizable in the 

sense that they reflect different aspects of how organizations might look at this 

matter. The purpose of this study is not to get a complete picture of the customer 

attitudes regarding automated error reporting. Instead we want to make 

reasonable assumptions based on this material. By talking to those who are 

affected by the error reporting from the customer perspective we get inspiration 

and new opinions. 
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For others who might want to use our findings, we have tried to be thorough 

when describing the circumstances for our study and what kind of ground we 

have for our generalizations so they can make their own judgment.  

2.3.5. Dialogical reasoning 
The principle of dialogical reasoning “requires sensitivity to possible 

contradictions between the theoretical preconceptions guiding the research 

design and actual findings with subsequent cycles of revision” (Klein and Myers, 

1999, p. 72). We agree that it is important not to set the final research design in 

the beginning since that would have limited ourselves. At the start of the study we 

knew the least of our area of research and what would be important to 

investigate. By studying literature, talking to customers and our supervisors and 

revisit literature, as well as reading new material, we have seen how the area of 

interest has changed. This was how the five main areas of interest for this report 

emerged. The changes made have felt necessary, since we needed to investigate 

what is interesting, not what we thought would be interesting at the start of the 

study. 

The privacy issue, concerning both corporate data and users’ personal 

information, was an area we expected to be thorny. But in contrast to what the 

literature suggests, the companies in our study were much less concerned about 

privacy than we anticipated. The situation was almost the same concerning user 

interaction. Both privacy and user interaction are addressed by the literature from 

the user’s perspective. We believe this was why the answers from the companies 

in our study were not in line with the literature. Still we were surprised by the 

narrow perspective of the literature and that no one has looked at the problem 

from a different perspective. 

Feedback was another subject where the literature and the companies in our 

study did not completely share the same view. The companies in our study saw 

feedback as something that was not only required but it had to hold a certain 

level of quality. The general recommendation from the literature is that feedback 

is important but at the same time it is viewed as something optional. 

Lastly, the customer companies’ general attitudes towards automated error 

reporting were much more positive than we had expected.  

2.3.6. Multiple interpretations 
The principle of multiple interpretations “requires sensitivity to possible 

differences in interpretations among the participants” (Klein and Myers, 1999, 

p. 72). In our study we can expect the opinions to differ between the different 

companies, but when we have spoken to two persons in the same company, their 

opinions have been consistent. However, the fact that they were interviewed at 

the same time might affect that. If they had been interviewed separately, they 

might have given different answers. 

The participants in our study are representing their companies, but there is a 

risk that the answers they give us reflect only their own opinions and not the 
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position of the company. Hopefully the company’s official view will be the same, 

but the companies rarely have a policy for questions like this. Also, the 

management in a company changes over time and how representatives for the 

company look on the matter today might not be true next year. Based on 

Ganapathi’s (2005) experience, engineers tend to be more willing to share data 

than lawyers at the legal department of a company. This could mean that even 

though the people we talk to are positive to the idea, it is possible that the official 

answer will be something else. Several of our respondents mentioned that their 

legal departments would have to approve the automated error reporting feature 

before it could be implemented. 

There might also be different opinions within the company, both between the 

management, the support organization and the end-users as well as within the 

different sub-groups. In our interviews we ask what their assessment of the end-

users’ opinions is, but we can never know if their perception of the end-users’ 

opinion is valid. 

There is also a risk that we misinterpret what the respondents are saying. To 

avoid this, notes were taken during the interview and sent to the respondents for 

them to review it in case we misunderstood them or remembered wrong. This is 

consistent with Merriam’s (1994) suggestion about letting the participants review 

the descriptions and interpretations by the researcher in order to increase the 

validity of the study. In case the interviewees changed their mind during the 

interview or when reviewing the notes, this is noted in the text. 

2.3.7. Suspicion 
The principle of suspicion means that the researchers must be sensitive to 

“possible biases and systematic distortions” (Klein and Myers, 1999, p. 72) in the 

information they get when interviewing. Examples of this can be that the 

customers might be initially positive when this feature is presented to them and 

not able to overlook the downsides with this feature and how it would affect their 

organization. Since we are interviewing persons who work with IT and the ERP 

system, they might not understand how others in their company would look at 

this feature, and then their responses might be limited by that. 

We also interpret this principle to include taking into account who the authors 

of the literature we have read are. Some of the materials we have used are 

produced by companies whose objectivity can be disputed. We continually had 

this in mind when interpreting their results and opinions, and it is also noted 

throughout the report. 

This principle also includes questioning ourselves and our work. Saunders et al. 

(2003) bring up the general problem of observer bias. The cause of this is that the 

researchers cannot detach themselves from the social world that they are part of 

and they might be influenced by their own commonsense knowledge and life 

experience when interpreting the results. It will be important for us, in our study, 

to question ourselves and if we have given all the possible interpretations the 

same chance. 
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Since we are performing this study for a client, the risk for bias increases. 

Björklund and Paulsson (2003) point out several potential problems that might 

occur. The researchers might get an emotional binding to the organization and the 

client might expect results that point in a certain direction. These things might 

create observer bias. As already pointed out, we are positive towards this feature 

even though we try to present an objective view of it when talking to customers. 

We also realize that it would not benefit IFS if we had been subjective in contact 

with the customers and when analyzing the results since IFS has no interest in 

getting an overly positive or negative picture of the customer opinions. There 

would also have been little point in us withholding negative information about the 

feature to the customers since that might backfire in the future when the 

customer finds out the truth. 

2.4. Implementation of this study 
In this section we present how the study was conducted. 

2.4.1. Literature review 
To get a good picture of what has been done in this area of research, we have 

performed a literature review. The topics we focused on were error reporting 

systems, privacy, user interaction, feedback, knowledge and information sharing, 

donor behavior and technology acceptance. The literature review started with 

searches in article databases and on the Internet. Interesting articles and their 

references were reviewed to cover the different areas as much as possible. Some 

areas deviated from our focus while others turned out to not have as much 

previous research as we had hoped. 

Our aim has been to review as much of the literature as possible before 

performing the interviews in order to get a good understanding of the different 

aspects of the subject. This helped us to ask relevant questions to the 

interviewees. However, we have been open for additional literature all through 

the study. 

2.4.2. Interviews 
As mentioned in section 2.2. Quantitative or qualitative approach, this study is 

qualitative. We have conducted semi-structured interviews with six of IFS 

customers. Each session has lasted between one and two hours. The questions we 

used as a base in the interviews are presented in Appendix I – Interview template. 

If we instead of a qualitative had chosen a quantitative approach, such as a 

questionnaire, the spectra of customers would have been wider, but the result 

probably less useful since the answers we would have received would not have 

been as in-depth as when doing a qualitative interview. This way we also have a 

higher chance to observe the reaction of the respondent and be able to clarify or 

ask follow-up questions right away. In addition, there is always a risk that a 

questionnaire will have a low response rate, especially without several reminders 

(Olsson and Sörensen, 2007). 
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Four of the interviews in our study were conducted face-to-face, one was over 

telephone combined with web meeting and one was a video conference. Being 

able to see the other person facilitated the interview, since it was easier to see if 

the interviewee was thinking about a response or did not understand the 

question. We do not consider the results from the interviews via telephone and 

video to have a lower quality. In fact, these two interviews did not result in any 

comments after the interviewee review while most of the face-to-face interviews 

did.  

Our interviews started with a presentation of ourselves, the purpose of our 

study and then we asked the respondents to introduce themselves, their company 

and how they use IFS Applications. After the introduction, we presented the 

automated error reporting system so the respondents would know what we were 

talking about. The most part of the interviews were spent asking questions about 

what data they would accept to send, privacy, user interaction, end-users, how 

automated error reporting would affect the support organization and finally 

feedback. During the interviews, some of the respondents brought up interesting 

new aspects that we had not thought about before. 

2.4.3. Writing the report 
Writing the report has been done in parallel to conducting the study as our 

opinion is that it is important not to leave the writing to the end of the process. 

The introduction and methodology chapters were written first and revised several 

times during our work. The literature review was the next section we started 

writing, and this was done in parallel with conducting the customer interviews. 

After completing the fifth interview, we wrote the chapter where the results from 

customer interviews are presented. The data from the last interview was added 

afterwards. When starting to analyze the interview material, we occasionally 

made additions to the literature review where we found it necessary. One such 

section was Microsoft corporate error reporting. When the analysis was 

completed, we wrote the conclusion and finally the discussion. 
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3. Definitions 

Several terms describing erroneous events are colloquially used as synonyms. To 

clarify for the reader and eliminate misunderstandings we have in this section, 

based on IEEE recommendations (IEEE, 1990), defined common terms that will be 

used throughout the report. 

3.1. Error 
An error can denote the difference between a true value and the calculated value. 

It can also be a user error that leads to an incorrect result. In addition to (not 

excluding) the two just mentioned, it can also be the overall name for failures and 

bugs. It is the latter more general definition that will be used in this report. 

Wherever possible, we will use failure and bug, but it is not always an error can be 

that specific. 

3.2. Failure 
A failure occurs when software does not perform a task correctly or does not 

execute as expected. A crash is a severe type of failure when a program, or the 

entire operating system, stops working and needs to be restarted. Not all failures 

are as distinct as a crash, the user and the developer might have different 

opinions of what is correct behavior and not. A failure from the user’s point of 

view can be a user perceived error from the developer’s perspective. If the 

developer wins the argument, what started out as a failure might end up as a 

request for new or changed functionality in the software. 

3.3. Bug 
A bug is an error in the programming code of the software. If the particular part of 

the code including the bug is executed, the program may fail. However, it is not 

certain that all inputs will lead to a failure. Some bugs only lead to failure when 

certain values are used. Bugs can also cause logic errors in the software, which 

may result in incorrect calculations of values. 

A bug is often also referred to as a fault, but bug is the term that is used in this 

report, making it easier for the reader not to confuse fault with failure. 

3.4. Failure reports or error reports 
According to the above definitions, failure report would be a better, more 

accurate term than error report. Our opinion, however, is that the expression 

error report is an established term and it could cause unnecessary confusion to 

change it. 
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4. IFS – Our example 

This chapter describes the setting in which this study is conducted. First there is a 

short introduction to enterprise resource planning (ERP) systems, which is what IFS 

provides. Then, IFS itself is presented followed by a brief description of how its 

support process works. Next we present the motivation to why IFS wants to 

implement automated error reporting. Lastly, we go through what information IFS 

would want in the error reports. 

4.1. Enterprise resource planning systems 
Enterprise resource planning (ERP) refers to the software that assists in the 

integration and coordination of information in a company. Thanks to a common 

database that supplies information in real time, this type of system can support all 

functional areas and facilitate alignment of processes. A better overview of 

operations and more agile processes can help the company respond to the 

constantly increasing demands from the market. (Monk and Wagner, 2006) 

An ERP system can provide many advantages once in place, but they are 

complex and expensive to install and maintain. It is not rare that implementations 

both go over budget and time schedules. The resource-consuming 

implementation can take focus off ordinary activities and lead to temporary 

production losses or missed orders. (Umble et al., 2003) 

ERP systems have partially evolved from Material Requirement Planning (MRP) 

and Manufacturing Resource Planning (MRPII) (Chung and Snyder, 2000). 

However, some of the largest ERP providers today have other legacies. IFS, for 

example, started as a maintenance software developer in 1983 (IFS, 2007) and 

SAP was originally a financial accounting software founded in 1972 (SAP, 2009b). 
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Figure 4.1 The evolution from MRP to ERP according to Langenwalter (1999) 

The first MRP systems were implemented in the 1960s and 1970s at 

manufacturing plants to help managers keep track of production and inventory 

(Monk and Wagner, 2006). When computerization increased, more functions 

were incorporated in the system and in the 1980s MRPII was born. The level of 

integration between functional areas in MRPII systems was still low which gave 

them the nickname “islands of automation”. With the introduction of ERP 

systems, the integration between departments and the consistency of 

information were an awaited improvement. The new systems also included 

functionality in new areas such as human resources and decision support. (Chung 

and Snyder, 2000) See Figure 4.1 for a schematic view of the increased 

functionality from MRP to ERP systems. In today’s business, the ERP system is an 

important source of competitiveness. Some even say a company cannot survive 

without it (Monk and Wagner, 2006). 

4.2. IFS – Industrial and Financial Systems 
The abbreviation IFS is short for Industrial and Financial Systems. IFS is a 

worldwide software provider who both develops and implements the ERP system 

IFS Applications. IFS was founded in 1983 by five engineering students in 

Linköping, Sweden. Today the company has over 2 600 employees in 79 offices 

around the world. The headquarters is still in Linköping, but development centers 

are situated in Europe, North America and Asia. (Söderström, 2008) 

The software, IFS Applications, is a component-based ERP system built on a 

service-oriented architecture (SOA). IFS focuses on providing well designed 

software solutions for its target industries (see bullet list below) in a complete 

business suite including modules for finance and human resources. Customers can 

have customizations made to make the software better fit their unique 

organization or to integrate IFS Applications with other ERP systems. For a 
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complete list of components, see Appendix III – IFS Applications component chart. 

IFS has partnerships with several large software companies, including Oracle, 

Microsoft and IBM. The database in IFS Applications is provided by Oracle and the 

two companies have a long history of working together. (Söderström, 2008) Since 

IFS Applications was first released as a full suite in 1990, it has always been the 

only product of IFS. It has over 600 000 end-users and is available in 54 countries. 

(IFS, 2007) Over 2 000 customers use IFS Applications and the focus is on large- 

and middle-size companies in the following industries: 

 Aerospace and Defense 

 Automotive 

 Construction, Contracting and Service Management 

 Manufacturing 

 Process Industries 

 Retail and Wholesale 

 Utilities and Telecom 

(Söderström, 2008) 

4.3. The support process at IFS 
Depending on the company, their size and use of IFS Applications, the support 

process varies between IFS customers. Large companies with many users often 

have their own internal support within the company, or they buy this service from 

a third party. End-users are then supposed to contact the internal support when 

an error occurs in IFS Applications, they are not allowed to contact IFS directly. 

Some customers only report errors that their internal support has been able to 

recreate. In smaller companies, where there might not be an internal support 

department, end-users report errors to IFS themselves. Most IFS customers have 

super-users, users who are more experienced and perhaps also trained by IFS. 

Sometimes these super-users act as internal support for their colleagues. 

(Sthengel-Lund, 2009) 

Independent of who reports an error, it is done in a web-based user interface 

of a case tracker called Life Cycle Support (LCS). When the case has been 

dispatched by the customer, it reaches IFS first line support. Here it is translated 

into English, if needed, categorized and matched with a solution database. If a 

solution is not found, the case is transmitted to the next instance of the support 

process. In the second line the case is analyzed and, if possible, recreated to 

determine if it is an error in the software or a user error. If the problem is not 

resolved here, the case is sent to third line, which is the research and 

development department at IFS. Here the bug is corrected and the new solution 

tested before a patch is sent to the customer. This process is shown in Figure 4.2. 

(IFS, 2005) 

A case is not closed until the customer has approved the result. The result can 

be either a patch that fixes the problem or an agreement not to correct it. 

(Sthengel-Lund, 2009) 
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Figure 4.2 The IFS support process (based on IFS, 2005)  

4.4. Why IFS wants automated error reporting 
Today, IFS’ customers report errors manually in a web interface by entering which 

part of IFS Applications they are running and in free text fields describe what 

happened. It is also possible to add files to the report, such as screen shots or a 

stack trace. (Sthengel-Lund, 2009) 

The technical competence of end-users in IFS Applications varies widely, from 

absolute beginners who occasionally use the application to experts who work with 

it daily. This means that the error reports can be of varying quality. A common 

scenario is that end-users first report the error to their internal support or to a 

super-user in the organization, often by filing a report in a case tracker system. 

Then it is the support department who enters the error description in IFS case 

tracker system. This means that the reports IFS receives contain second hand 

information, which may not have been very detailed in the first place. Some 

customers only send in reports of errors which their internal support has 

managed to recreate. These reports are often much more useful than ones 

coming straight from end-users. (Johansson, 2009) 

With automated error reports, as a complement to existing manual reports, 

the information would come directly from the computer where the crash 

occurred. It is not dependent on the users’ knowledge of the application or what 

they remember when filing the error report. The users do not have to spend time 

describing errors and talking to support, which a busy user might be reluctant to 

do. More complete information would also save time for IFS support since they 

would not have to contact the customer again to ask for additional information 

not provided in the report. (Eklund, 2009) 

Not all end-users report an error the first time it occurs. They might wait until 

it happens for the third time or maybe even longer. If there is a workaround to 

the problem, the error might not get reported at all. With automated error 

reporting, IFS will know about the error the first time it occurs, provided it is an 

error that will initiate a report. Automated error reporting will also reveal the 

frequency of different errors since every occurrence will render a new report. 

(Eklund, 2009) 

The goal with automated error reporting is to increase the quality of IFS 

Applications. This will be accomplished by catching errors early and provide 

detailed information about them to facilitate fast debugging. (Eklund, 2009) 

Error Case Customer 
Support

IFS 1st line 
Support

IFS 2nd line 
Support

IFS 3rd line 
Support
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4.5. Contents of the error reports 
The material in this section is, unless otherwise stated, based on an interview with 

Etzell and Eklund (2009) at the research and development department of IFS. 

4.5.1. What errors to report 
Not all incidents can or should result in an error report being generated. A user 

error or a bug that causes a result to be incorrect or unexpected cannot be 

detected by the software. For an error report to be initiated there has to be an 

interruption of some sort, typically a crash, for the software to detect. Some 

possible reasons for IFS Applications to crash are: 

 the server is out of resources, for example disk space or memory 

 the server is unreachable, often caused by configuration problems 

 bugs in the application, such as data boundaries 

 errors associated with the client, such as: 

o operating system errors 

o defect drivers 

o out of resources 

o incompatible software 

 other applications (used by IFS Applications) 

4.5.2. Data to send 
Most data is possible to include in the error report, it is just a matter of how 

complicated it is. It is not certain that all of the information below is needed to 

solve a reported error. Some bugs may require more information and others less. 

There is also a limit in performance and space, but these factors are disregarded 

at this stage. If the error report turns out not to contain all the requested 

information, it can still be useful to IFS, as long as the information in the error 

report is sufficient for identifying in which form in IFS Applications the error 

occurred. 

Below is a list of data that in most cases is possible to extract after a failure. 

These data, and motivations to why they are of interest to IFS, are described 

throughout section 6.2. Data to send, where the results from the customer 

interviews are presented. 

 Computer configuration 

o Operating system information and user settings 

o Drivers, video card drivers primarily 

o .NET version 

o DLL2 files 

                                                           
 

 
2
 A DLL, or dynamic link library, is a file containing separate program functionality. It cannot be 

executed by itself but can be used by any software on the computer. (Microsoft, 2007) 
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o Concurrent processes running on the computer 

 IFS Applications information 

o Version and settings 

o User name, settings and security permissions 

o Memory dumps 

o Code stacks 

o Screenshots 

o Recent forms and loaded forms 

o Current data in the forms 

o Data traffic between server and client 

o Recent SQL-queries 

o Recorded user interaction 

4.5.3. Performance 
IFS Applications is used at many different sites, some with very limited data 

connection. A large report may take time to assemble and send, especially if 

running on a computer with low performance or with limited network connection. 

A configuration of the size and contents of the error reports is preferable and 

customers should also have the possibility to completely turn off the error 

reporting. 

4.5.4. Sending of data 
Depending on the severity of the failure, data might not be possible to send at the 

moment of the crash, which otherwise would be the most preferable option. If 

the communication with IFS Applications is lost, the error report will have to be 

sent after the application is restarted. Some data might be incorrect or not 

retrievable at all after a more severe failure. 
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5. Literature review 

This section presents the literature used as a frame of reference for this study. We 

have looked at previous research and frameworks as well as how software 

companies on the market handle error reporting. 

5.1. Error reporting systems 
This section gives an introduction to error reporting systems and different views 

on how to analyze and handle error reports. 

5.1.1. Introduction to error reporting systems 
Software programmer Tatham (1999) states that to be able to resolve an error, 

developers need to know what happened and what caused the problem. With this 

information it is possible to recreate the error, and then narrow it down to 

possible causes. Something else that is pointed out by Tatham as very important is 

to know the setup and settings of the computer at which the error occurred. The 

exact same actions may not produce an error on another computer with different 

setup and settings. 

Canter (2004), software developer and computer magazine editor, also states 

that the key to fixing a reported error is being able to reproduce it. To do so, 

information about the user’s computer setup is vital to the developer. This 

information has not always been easy accessible, on the contrary this has been a 

difficult problem for software developers. 

Saeed and Muthitacharoen (2008) claim that the increased use of the Internet 

has significantly aided the process of developing and maintaining computer 

software. Not only can the software provider use the Internet to send patches and 

bug fixes to their customers, they can also collect information about how and why 

software crashes. 

Canter (2004) recaptures when Microsoft first started to use automated error 

reporting functionality when launching their operating system Windows XP in 

2001. Microsoft’s CEO Steve Ballmer (2002) writes about how the Windows Error 

Reporting (WER) contributed to that the release of the first service pack for 

Windows XP remedied almost one third of the customers’ errors. The second 

service pack for Office XP, which also had the WER function, made over 50 

percent of the errors disappear from the software. 

Microsoft stores all data collected by WER into categories (Canter, 2004). 

Categorization is based on what the report contains but each report is also 

associated with the developer of the software that crashed (Microsoft, 2009a). 

This way, developers with a valid VeriSign ID can see which errors are connected 

to their software (Canter). 

Saeed and Muthitacharoen (2008) state that error reporting systems can be 

found on private computers as well as on corporate computers.  Microsoft (2003) 
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describes a corporate version of WER called Corporate Error Reporting (CER). 

With this tool companies using Microsoft products can alter the original settings 

of WER by defining policies for how error reports are managed within their 

organization. This way, sensitive data can be excluded from the reports and it is 

also possible to redirect the error reports to a new destination. By doing this, 

administrators can review the error reports before forwarding them to Microsoft 

or just use them for internal purposes, not submitting any information to 

Microsoft. According to Seltzer (2002) CER was released because people 

complained about Microsoft looking at their data. 

After WER was deployed in Microsoft’s products, CEO Steve Ballmer (2002) 

announced that interesting patterns had been identified in the error reports. 

Roughly 20 percent of the bugs were the cause of 80 percent of the failures and as 

little as one percent of the bugs were responsible for half of all failures. The 80-20 

phenomenon was previously described by Boehm and Basil (2001) as an attempt 

to increase awareness of common software defects. This relation can also be 

found in several other areas (e.g. economics and quality) and is simply known as 

the 80-20 rule or The Pareto Principle after Italian economist Vilfredo Pareto 

(Juran, 1975). 

5.1.2. Analyzing the reports 
Podgurski et al. (2003) note that even though automated error reporting can 

make debugging and prioritizing of errors easier, it can also create new problems. 

The number of reports sent may increase considerably and, as Podgurski et al. 

states in their report, make manual handling impossible. The solution they 

present is to also automate classification of the error reports, clustering similar 

ones together and thereby facilitating the overview of the reports. 

Parker (2005) discusses the problem with reoccurring errors when using 

automated error reporting. An error that keeps repeating itself may result in an 

abundance of reports. 

Just et al. (2008) talks about how bug report duplicates sent in by users are 

often discarded without further investigation. In their paper they propose that 

duplicate reports instead should be checked and, if containing additional 

information, merged with previous reports. 

Hooimeijer and Weimer (2007) recognize the importance of prioritizing error 

reports. They state that for widely used software the resources to attend to all the 

reports are rarely enough even for manually reported errors. Without some kind 

of model to help with prioritization, developers might spend too much valuable 

time triaging bugs instead of resolving them. Canter (2004) describes the system 

Microsoft is using to help the developers prioritize what bugs to fix first. By 

sorting on frequency, it is easy to see which the most common bugs are. 

Murphy (2004) goes as far as to say that the process of collecting and analyzing 

error reports must be fully automated. Murphy also recommends that the system 

should send feedback to the user, if such information is available. With the 80-20 
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rule in mind Murphy emphasizes the importance of attending to the most 

common errors first.  

5.2. Common crash causes 
Software developer Bradbury (2008) discovered, after including error reporting 

functionality in his RSS reader software, that he had been unaware of the three 

most commonly occurring errors. He also noted that a significant part of the 

problems depended on third party software such as anti-virus programs, graphic 

drivers and web browsers. 

In a study of Microsoft Windows done by Ganapathi and Patterson (2005), the 

type of software most prone to crashes was web browsers. Other sources of 

errors noted in the study were malfunctioning DLLs and executable files. Since 

more than one program can use the same files, one corrupt file can be the source 

of several problems. 

According to Murphy (2004), who worked with collecting failure data in 

Windows XP, a large majority (83 percent) of all diagnosed failures in Windows XP 

are caused by third-party software providers. The second largest reason is 

hardware failures (12 percent) and Microsoft themselves are only responsible for 

five percent of the errors. Murphy also states that users rarely read the 

requirements of the software and the errors occur simply because the software is 

used in the wrong way or with the wrong configurations. 

5.3. Data in error reports 
According to a survey by Bettenburg et al. (2008) conducted among a selection of 

open-source developers using bug-tracking system Bugzilla, the most frequently 

requested details of an error report are: 

 steps to reproduce the error 

 stack traces 

 test cases 

(Bettenburg et al., 2008) 

Hooimeijer and Weimer (2007) describe Bugzilla as a widely used open source 

program where users and developers can report and track bugs. When submitting 

a new bug, a selection of pre-defined and free text fields has to be filled out. It is 

also possible to attach files to the report, such as patches or screen shots. 

Goldberg et al. (2009) states in the bug writing guidelines for Eclipse’s 

implementation of Bugzilla what they expect of user submitted error reports: 

 Overview description 

 Steps to reproduce 

 Actual results (What the application did after performing the above steps.) 

 Expected results (What the application should have done, were the bug not 

present.) 

 Build date and platform 
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 Additional builds and platforms (Whether or not the bug takes place on other 

platforms.) 

 Additional Information 

(Goldberg et al., 2009) 

According to McCance et al. (2005), Gnome, another Bugzilla user, ask for 

almost identical information from its users when they submit error reports: 

 Description of problem 

 Steps to reproduce the problem 

 Actual results 

 Expected results 

 How often does this happen? 

 Additional information 

(McCance et al., 2005) 

According to the survey by Bettenburg et al. (2008) developers’ major concern 

with error reports was incomplete information. Incorrect descriptions of the 

reported problems were also considered time consuming and obstructing in 

developers’ work. The users who responded to the study by Bettenburg et al. 

were considered experienced bug reporters; they had all filed 25 bug reports or 

more. The results of the study show that the reporters have a good perception of 

what information developers need to solve an error. Despite this, the most useful 

information (steps to reproduce, stack traces and test cases) is rarely included in 

error reports. The reason for this is, according to Bettenburg et al., the difficulty 

for users, even though experienced, to provide this type of information. 

Microsoft researcher Murphy (2004) points out the difficulty in knowing which 

information is actually needed to best be able to diagnose an error. This is 

confirmed by Bettenburg et al. (2008) who claim that manual error reporting 

cannot be completely replaced since bugs that do not lead to a crash or depend 

on irregular events may need additional information to be solved. A good start, 

useful to solve most problems according to Murphy is: 

 Crash data captured in the product dump file and generated at the point of 

failure 

 System profile including the version of the product and the patches 

 Failure history (What happened to the system just prior to the failure?) 

 User input (if required) 

(Murphy, 2004, p. 45) 

This coincides with the information Microsoft actually collects in their 

automated error reports:  

 Where the problem happened in the software or hardware. Occasionally, 

empty files might be included as an initial indication of a problem. 

 Type or severity of the problem, if known 
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 Files that help describe the problem (typically system or report-generated 

files about software behavior before or after the problem occurred) 

 Basic software and hardware information (such as operating system version 

and language, device models and manufacturers, or memory and hard disk 

size) 

(Microsoft, 2005) 

Canter (2004) describes how Microsoft collects information when software, 

which is not provided by Microsoft, crashes in Windows. If the software does not 

have a built-in routine for how to handle the error, Windows Error reporting 

(WER) does this instead. It means that a report, with the contents described 

above, is automatically generated and the user is asked to send it to Microsoft. 

In Windows Vista, there are four alternatives to what Microsoft (2009b) calls 

“consent levels”. With these, a user with administrator privileges can set how 

much data is included in the error report before the system has to ask for 

permission from the user. 

 Ask each time a problem occurs 

 Automatically check for solutions (send parameters) 

 Automatically check for solutions and send additional information, if 

needed (send parameters and safe additional data) 

 Send all data 

Microsoft (2009b) 

The parameters in the second option are described by Microsoft (2009b) as to 

contain “application name and version, module name and version, and exception 

code”.  In the third option, the same parameters are sent and also what have 

been specified by the developer as data “highly unlikely to contain personally 

identifiable information” (Microsoft, 2009b). Administrators in Windows Vista can 

also control if there should be any programs that are not allowed to send their 

error data to Microsoft. 

According to a Microsoft (2004) statement about error reports in the Office 

program suite, the size of an error report is usually between 100 and 200 

kilobytes.  

Castro et al. (2008) calls Microsoft’s error reporting state of the art and points 

out that not only does it provide information about bugs but also helps prioritize 

the reported errors. 

Software developer Autodesk (2006) offers its users the option to send an 

error report when the software closes unexpectedly. Unlike Microsoft, Autodesk 

not only warns users that the error report might contain sensitive private 

information, but also other confidential information. Users are also given the 

option to add information about the crash before it is sent. The information 

Autodesk asks for is: 

 E-mail address 
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 Step-by-step description of the error 

 Computer name 

What is always included, should the user agree to send an error report, is: 

 Operating system name and version 

 Autodesk product name, version, and serial number 

 Graphics configuration driver name and version 

 List of applications loaded when an error occurs 

 List of recent Autodesk commands 

 Portion of Autodesk program in memory when an error occurs 

(Autodesk, 2006) 

ERP system provider SAP (2009a) has an option in its software that lets the 

user ask the program to generate a file with system error information. This can 

later be included when filing an error report to the support department at SAP. 

The somewhat scant information provided by SAP about the contents of the file 

is: 

 Trace information 

 Model information 

 List of development components deployed 

 Debug information from generation 

 Include information from time period (from 5 minutes to 2 hours) 

(SAP, 2009a) 

5.4. User acceptance 
This section describes the literature regarding how to get the user to accept a new 

system. The general research regarding this is presented in section 5.4.1. User 

acceptance models. 

User acceptance models and the research specifically about user acceptance 

and error reporting systems are presented in section 5.4.2. User acceptance in 

error reporting systems. 

In the third section, 5.4.4. Knowledge and information sharing, we present 

research about knowledge and information sharing. Parallels can be drawn from 

this area to error reporting systems, even though sharing research normally 

focuses on sharing within organizations and not so much between different 

organizations. 

5.4.1. User acceptance models 
New technology offers the potential of improving performance, but a problem is 

often users’ reluctance to accept and use the systems (Davis, 1989). A lot of 

research regarding user acceptance, especially concerning information systems, 

has been performed and resulted in different models regarding user acceptance. 

Most of them build on the Technology Acceptance Model (TAM) by Davis, which is 
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a widespread model whose goal is to provide a general explanation for user 

acceptance. 

In this study we do not intend to choose a model to base our work on. Instead 

we see the different models as interesting aspects to consider when evaluating 

reactions towards a system. 

The two variables perceived usefulness and perceived ease of use are the 

bases of TAM. Perceived usefulness is defined as “the degree to which a person 

believes that using a particular system would enhance his or her job performance” 

(Davis, 1989, p. 320). Perceived ease of use is defined as “the degree to which a 

person believes that using a particular system would be free of effort”. (Davis, 

1989, p. 320) 

Davis (1989) study showed that perceived usefulness was significantly stronger 

linked to usage than ease of use. Users will accept a system primarily based on the 

functions it performs for them and secondarily on how easy or hard it is to get the 

system to perform these functions. However, if the functions of two systems 

appear to be similar, Davis claims that an application perceived to be easier to use 

is more likely to be accepted by the users. 

Recently, several researchers have started to question TAM and its validity, see 

for example Lundmark et al. (2008), Silva (2007), Benbasat and Barki (2007) and 

Straub and Burton-Jones (2007). Despite his objections to the scientific base of 

TAM, Silva believes that the factors perceived usefulness and perceived ease of 

use have meant a lot for computer development. They have also a part in making 

computer systems more user-friendly and useful. Others argue both that 

usefulness does not mean anything if we do not know what makes a system 

useful (Benbasat and Barki) and that there is a difference between perceived 

usefulness and actual usefulness (Lundmark et al.). 

Lundmark et al. (2008) points out that there are other relevant factors than the 

development of the software. They suggest that there are four prerequisites for 

use to occur: awareness, knowledge (specific and general), access (specific and 

general) and motivation.  

Nilsson (2006) points out that for people to want to use a system they must 

know or believe that the system has benefits or that it is necessary to use. Nilsson 

also mentions Roger’s theory (1995, in Nilsson p. 8) about “the determining factor 

for the adoption of an innovation is the extent to which it is experienced as being 

better than what it replaces”. 

5.4.2. User acceptance in error reporting systems 
Saeed and Muthitacharoen (2008) emphasize a big difference between error 

reporting systems and the systems used in most research regarding user 

acceptance. The benefits from using the error reporting system is on a long term 

basis and the users do not have any immediate benefits. This was mentioned in 

section 5.4.1. User acceptance models, as one of the important factors to get the 

users to accept the system. Other differences according to the Saeed and 

Muthitacharoen are that the use of the system is voluntary and that the process is 
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not initiated by the users, instead it is the system that asks users if they wants to 

use it or not. 

Murphy (2004) states that it is important not to annoy the user with the error 

reporting software, a short interaction is preferable. Ballmer (2002) also mentions 

the risk that users will be irritated over further delays since they might already be 

annoyed by the error itself. Microsoft handles this by minimizing the time the user 

has to interact with the error report. 

Microsoft (2005) gives users the option to view the data in the error report 

before they send it. According to Castro et al. (2008), it can be difficult for users to 

base their decision to send the report, on this information. Castro et al. suspects 

that instead of looking at the error report, users choose not to submit the report 

at all. Castro et al. do not state why they draw this conclusion, but we believe it is 

because of the time and effort required by the user to study the error report. 

Since the users do not have anything to gain from this effort, they simply click 

“no” instead. This is further discussed in section 5.5.3. Privacy in Microsoft 

products. 

Saeed and Muthitacharoen (2008) performed a study where 233 business 

students were asked questions about why they use or do not use error reporting 

systems. One question in the survey, particularly interesting to our study, was 

what would make the respondents send error reports more often. Our 

interpretation of Saeed and Muthitacharoen is that this was not a multiple choice 

type of question, which means that the respondents were free to make up their 

own answers. 

The responses were categorized into six groups: frequency, fix assurance, time 

constraint, feedback, data and process clarity and not send. These will be 

described in the following sections and in some cases compared to what other 

researchers have written related to it. 

Frequency 

Frequency of the error was the most important factor for users to report an error 

according to the results of the study. Almost one third, 30 percent, of the 

respondents in the study gave this answer. Saeed and Muthitacharoen (2008, 

p. 464) states that “a likely reason *for this+ is that users can become more 

frustrated due to the persistent occurrences of the error and then send the ERS 

hoping that the error will eventually be resolved”. 

Fix assurance 

The second largest group of respondents, 22 percent, said that they would send 

the report more frequently if they were assured that the problem would be 

solved. To increase the use of the error reporting system Saeed and 

Muthitacharoen (2008, p. 464) suggest “a mechanism that provides information 

to the users on the type of the error that occurred, how it was fixed, and the 

resultant updates available online”. Our opinion is that fix assurance can be 

categorized as a sort of feedback. Saeed and Muthitacharoen do not describe how 
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they distinguish between these two categories when breaking down the different 

responses from their survey. Our interpretation would mean that feedback would 

be as big of a reason as frequency for users to increase their use of error reporting 

systems. Further, it is not clear whether the respondents gave several answers to 

what could make them report errors more often. However, the numbers 

presented in Saeed’s and Muthitacharoen’s report points towards them only 

counting one answer from each respondent. 

Time constraint 

Lack of time was stated by 15 percent of the respondents to be the primary 

reason they did not send in error reports. Saeed and Muthitacharoen (2008, 

p. 464) state that “responding to [the error report] takes a few seconds *…+ the 

users incorporate the time between application shutdown and restart into their 

overall assessment”. Error reports can be seen as a result of work interruptions, 

because of this Saeed and Muthitacharoen suspected that users have negative 

associations of error reports. While their study confirmed that intention to use 

the error reporting system is negatively associated with work interruptions, it did 

not confirm that error reporting system usefulness is influenced. To avoid these 

negative associations Saeed and Muthitacharoen suggest that the question to 

send an error report should not be displayed to the user at the time of the error. 

Feedback 

Five percent of the respondents answered that clarity of data and processing 

would make them more inclined to use error report systems. Saeed’s and 

Muthitacharoen’s study supports that role transparency as well as process 

transparency is positively associated with both error report systems usefulness 

and the intention to use error report systems. According to Saeed and 

Muthitacharoen, understanding the position that the user and the software 

company have in the process is critical to promote their synergy and that lack of 

understanding can make users question the usefulness of the reports and 

perceive it as a system that offers no or minimal value. Clarity regarding the 

processing of the error information can also mitigate security and privacy 

concerns. 

Data and process clarity 

Five percent of the respondents answered that clarity of data and processing was 

a factor that impacts their use of error reporting systems. The study performed by 

Saeed and Muthitacharoen supports their theories that role and process 

transparency is positively associated with both error reporting systems usefulness 

and the intention to use error reporting systems. 

According to Saeed and Muthitacharoen, recognizing the position that the user 

and the software company have in the process is “critical to promote their 

synergy” (Saeed and Muthitacharoen, 2008, p. 458). Lack of understanding can 

make users question the usefulness of the error reports instead of seeing the 
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value it can give them. Making the error reporting process clearer to the users can 

make them less concerned about security and privacy. 

Not send 

In the study by Saeed and Muthitacharoen, 18 percent of the respondents stated 

that nothing could make them start sending error reports. 

5.4.3. Value compatibility and donation behavior 
Another important aspect, according to Saeed and Muthitacharoen (2008), is 

value compatibility. This means that users will act based on their personal values 

and if the action is coherent with their values it is more likely that they will choose 

that action. In the case of error reporting system, “value compatibility is […] the 

extent to which the ERS is perceived by the users as an appropriate method for 

soliciting information about errors” (Saeed and Muthitacharoen, 2008, p. 457). 

Saeed and Muthitacharoen compare this with donation behavior where LaTour 

and Manrai (1989) have showed that if the donor supports the cause of the 

donation it is more likely that the donor will think that the process provided to 

donate is good. LaTour and Manrai also point out that the usual initial response 

when someone is presented with a donation opportunity is to decline and that to 

make people actually donate both normative influence from their surroundings 

and informational influence by providing positive information about the 

consequences should be provided. When people fear negative consequences 

information counteracting the concerns might be necessary to enable the 

potential donor to donate. However, it is not enough with information 

counteracting negative concerns to motivate a potential donor, one must have 

positive reasons to donate as well. The research by LaTour and Manrai is focused 

on blood donations, but they argue that the interactive effect should hold, though 

some of the effects might differ slightly depending on donation context. 

5.4.4. Knowledge and information sharing 
Parallels from value compatibility and donor behavior can also be drawn to 

knowledge and information sharing. Kolekofski and Heminger (2003), based on 

the study they performed, mention four important factors that might affect the 

motivation for sharing knowledge and information. 

The first factor is that the individual’s willingness to share depends on the type 

of information. According to Constant et al. (1994) people are more likely to share 

personal knowledge than “tangible information”, such as documents or software. 

The authors state that this is the case even if the person sharing has not been 

treated with the same generosity before. The reason given for this by Constant et 

al. (1994, p. 405) is that “expertise more directly reflects on the identity and self-

worth” of the person sharing. Sharing could also have more personal benefits in 

form of more respect from others and higher self-esteem. Riege (2005) suggests 

the opposite: people may keep information to themselves because they are afraid 

of not receiving the credit they deserve for their ideas.  
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The second factor is interpersonal relationships, meaning that among friends 

and colleagues there is more communication and therefore also a higher chance 

of information sharing. However, the person sharing might be afraid of that if the 

quality of the material being shared is weak, it will reflect badly back at him or her 

and because of that abstain from sharing.  

The third factor is the organizational factors and how committed people are to 

their organization. The negative personal factors with sharing might be 

disregarded “if the provider believes that the information benefits the 

organization” (Kolekofski and Heminger, 2003 p. 523). According to Constant et al. 

(1994), if the material to be shared is considered owned by the organization the 

willingness to share information increases to such the extent that it overcomes 

the influence of self-interest. To care for the organization and put its needs higher 

than the self-interest is defined as prosocial behavior by Brief and Motowidlo 

(1986) and they mention helping, sharing, donating, cooperating and volunteering 

as forms of prosocial behavior. 

The fourth factor is task relevancy, if “the requested information is related to 

the task” (Kolekofski and Heminger, 2003 p. 523). 

According to Riege (2005) the awareness about how others can benefit of the 

possessed knowledge is low and that then becomes a barrier for knowledge 

sharing. He also suggests that there might be a reluctance to use IT systems due 

to lack of familiarity and experience with them. 

5.5. Privacy 
In this section we first present some general research regarding privacy followed 

by research regarding privacy when using automated error reports. 

5.5.1. General research regarding privacy 
Westin (2003, p. 431) defines privacy as “the claim of an individual to determine 

what information about himself or herself should be known to others”. According 

to Westin, this also involves when such information will be obtained and what 

uses will be made of it by others. What is considered privacy is closely related to 

social legitimacy. When a society considers a given mode of personal behavior to 

be socially acceptable it labels such conduct as private rather than a public 

matter. The changes in norms of society affect the view on what is regarded as 

private. 

Taylor (2003) at the company Harris Interactive, who performs surveys 

measuring public opinions, performed a study about people’s opinions regarding 

different aspects of privacy. The study was nationwide and 1010 persons 

participated. In his work within the area he has found that people can be divided 

into three different groups based on their privacy preferences. 

The first group is the privacy fundamentalists, who feel very strongly about 

privacy matters. “They tend to feel that they have lost a lot of their privacy and 

are strongly resistant to any further erosion on it” (Taylor, 2003). According to the 

survey, they are 26 percent of all adults. With an exception from 2001, when they 
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were 34 percent, they have been at about the same number earlier, with 25 

percent both 1999 and 2000. 

The second group is the privacy pragmatists, who are concerned about their 

privacy and protecting themselves from the abuse or misuse of their personal 

information. However, when they understand the reasons for the use of their 

personal information, when they can see benefits for sharing their information 

and when they believe that misuse of the information is prevented, they are 

willing to allow people to have access to their personal information. According to 

the survey, this is the biggest group, with 64 percent of the adults and has 

increased during the years, from 54 percent in the survey 1999. 

The third group is the privacy unconcerned, who do not have any real concerns 

about privacy and are far less worried about how other people and organizations 

are using information about them. This group has declined lately, from 22 percent 

to 10 percent. 

In the survey some specific questions were asked as well, and those relevant to 

our study are the following: 

 73 percent of the respondents said that not having someone watch you or 

listen to you without your permission was extremely important. 

 69 percent of the respondents said that controlling what information is 

collected about you was extremely important. 

 42 percent of the respondents said that not being monitored at work was 

extremely important. Since 1999 this number had decreased from 65 percent. 

Taylor thought the reason for this to be the increased monitoring of call 

centers. 

 79 percent of the respondents said that being in control of who can get 

information about you is extremely important. 

(Taylor, 2003) 

A lot of research regarding privacy concerns personalization for marketing use. 

The personal data can allow marketers to easier identify good deals, to customize 

advertising and strategies and better evaluate the effectiveness and cost 

efficiency of their work (Phelps et al., 2000). The primary source of consumer 

concern revolves around personal, or individual-specific, data. Individual-specific 

information includes data such as names, addresses, demographic characteristics, 

lifestyle interests, shopping preferences, and purchase histories of identifiable 

individuals (Nowak and Phelps, 1995 in Phelps et al, 2000). 

5.5.2. Privacy regarding error reporting systems 
Awad and Krishnan (2006) suggest that increasing the level of control over 

personal information for the user will decrease the level of perceived privacy risk 

and one way of increasing the perceived control is to increase the knowledge and 

understanding of the system. Phelps et al. (2000, p. 27) performed a study with 

the goal to “assist public policymakers and marketers to identify specific 

information practices and situations that foster consumer privacy concerns”. In 
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the study 87 percent of the respondents were either very concerned or somewhat 

concerned about the ways companies use personal information. The majority of 

respondents desired more control over what companies do with their 

information. Phelps et al. write that the amount of information control the user is 

offered will be a factor for determining the overall concern about how companies 

use personal information. 

From arguments by Saeed and Muthitacharoen (2008), control appears to be 

an important factor in error report systems as well. Saeed and Muthitacharoen 

state that if users know how the information will be used, they will be less 

worried about information security and privacy. This is referred to as process 

clarity, by Saeed and Muthitacharoen. Murphy (2004) points out that the error 

reporting process must respect user privacy, to make them willing to share the 

information and that is important that there is transparency in the error reporting 

process.  

According to Murphy (2004) it is likely that collecting personal data in an error 

report system without user permission is illegal regardless of country. He also 

points out that legal issues apply to the way personal data is stored and managed. 

To avoid the problems related to this, Murphy suggests that no data should be 

traceable back to the end-user and when there is a need to correlate failure data 

against user profiles, special data collection processes should be developed and 

introduced only with customers who understand and accept the process. 

Broadwell et al. (2003) and Castro et al. (2008) also point out the difficulties 

storing personal data brings to the software vendor since special rules apply for 

storing and processing them. Reports cannot be shared with third parties and 

security breaches risk having more severe consequences. Because of this, both 

Broadwell et al. and Castro et al. states that it should be in the company’s best 

interest not to store personal data. 

Several authors share a consensus that a request should always be sent to the 

user before an error report is transmitted (Saeed and Muthitacharoen, 2008; 

Castro et al., 2008; Murphy, 2004 and Wang et al., 2008). Murphy believes that 

asking for permission will prevent the users from becoming distrustful to the error 

reporting system. Wang et al. even suggests that the error report should be built 

up gradually after the user approved the actual information being sent. 

One exception from the perceived consensus is Ganapathi (2005) who in a 

study chose not to ask for users’ permission before collecting error reports from 

their computers. This way the study is not dependent on the willingness of the 

users to share crash data. It is not clear if the users have a choice to participate in 

Ganapathi’s study or not, but the researchers appear to be aware of the privacy 

issue. In the study, it is also observed that some people are uncomfortable with 

data collection. However, Ganapathi states that people are happy do share crash 

data when they feel that they can trust the system. Ganapathi’s opinion is that 

the biggest concern people have is that they want to be anonymous and because 

of this, only the necessary data should be gathered. The data and its source 
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should be anonymous and, something that Murphy (2004) also emphasizes, it 

should not be possible to find out the origin of the data. However, Murphy does 

not exclude using a process where the error reports can be traced to their 

sources, but then the users must understand and accept the process. 

5.5.3. Privacy in Microsoft products 
Microsoft (2005) recommends its users to refrain from sending the error report if 

they are worried it contains sensitive personal information. No personal 

information is collected intentionally. If the error report by accident contains 

personal information, Microsoft assures that this will not be used to identify or 

get in touch with the user.  

Microsoft (2005) states that the user has the possibility to view the data in the 

error report before deciding to send it. However, there is also a note that “some 

files might not be in a readable format” (Microsoft, 2005). In another Microsoft 

(2009b) source, more directed towards IT technicians, it appears as if it is a 

conscious design decision to make the data unreadable to the user and not an 

unfortunate circumstance, which the first statement implied. 

The privacy policies from Microsoft focus very clearly on user privacy. No 

policy reveals how Microsoft handles sensitive corporate information or if there 

even is a policy for this. The question “Does Microsoft have a policy for how to 

handle error reports containing financial information about public companies?” 

was sent to Microsoft. After one month of resolving the issue, Microsoft’s answer 

was that there is no special policy for corporate data in the error reports. All the 

information in the error reports is treated confidentially and if sensitive 

information is found, Microsoft’s policy is to delete it. All files collected by 

Microsoft are “automatically deleted after a set period of time”. (Microsoft, 

2009c) We found it odd that Microsoft does not have the corporate data issue 

more clearly stated in its available policies. What was even more confounding is 

the fact that first line support at Microsoft was unable to answer the question 

about policy. 
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6. Results from customer interviews 

This section first presents the companies that participated in the study. Then the 

results from the interviews are presented. Answers denoted as an individual 

company’s standpoint are in fact the interviewee’s assessment of the company 

standpoint, unless otherwise stated in the text. Following most sections are tables 

that summarizes the answers given by the different companies. 

6.1. Presentation of customer companies 
In this section the companies that were interviewed in our study are presented. 

After these short introductions, Table 6.1 summarizes in which IFS customer 

segment the different companies belong. 

6.1.1. Company A 
Company A is a multinational company in the distribution and logistics business. 

Its number of employees is in the range of 1000-5000 worldwide and the turnover 

in the range of SEK 25-50 billions. They have a very high internal knowledge about 

IFS Applications and within the company they have both first-, second- and third-

line support. 

6.1.2. Company B 
Company B is a state agency with operating facilities at several locations. Their 

number of employees is in the range of 1000-5000 and the turnover is in the 

range of SEK 5-10 billions. 

6.1.3. Company C 
Company C is a multinational technology company serving customers in a wide 

range of segments. They have product divisions with manufacturing and sales and 

also a service division. Their number of employees is in the range of 1000-5000 

worldwide and the turnover in the range of SEK 5-10 billions. 

6.1.4. Company D 
Company D is a multinational technology company in the defense industry. Its 

number of employees is in the range 10 000-20 000 and its turnover between SEK 

10 and 25 billions. The internal support of company D is outsourced to an external 

partner. 

6.1.5. Company E 
Company E is a conglomerate of several companies in the manufacturing industry 

with a wide range of products. Its number of employees is in the range of 1000-

5000. 
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6.1.6. Company F 
Company F is a multinational company in the renewable energy business. It has 

several manufacturing plants and sales offices in different countries. Their number 

of employees is in the range of 1000-5000. 

IFS customer segment Company 

Aerospace and defense D 

Automotive - 

Construction, contracting 

& service management 

E 

Manufacturing A, C, F 

Process industries - 

Retail & wholesale - 

Utilities & telecom - 

Others B 

Table 6.1 Interviewed companies divided into IFS’ customer segments 

6.2. Data to send 
The first part of the interviews concerned which data the companies were willing 

to include in the error reports to IFS. A summary of the responses from this 

section can be found in Table 6.2 Which data the companies are willing to include 

in the error reports. 

6.2.1. Configurations 
All companies agreed to include information about versions and settings for IFS 

Applications as well as user security privileges and user settings in the error 

report. Company F pointed out that it also would be important to include 

information about which environment the error appears in, if it is in the live 

version or in the test environment. Except for company D, none of the companies 

had any objections to sharing versions and settings for the operating system. 

Company F suggested that information about the current patch level in the 

operating system also should be included. The reason for the deviating answer 

from company D was the risk of security breaches if information about the 

software was sent and intercepted along the way. Company D did not, for the 

same reasons, want to share information about hardware, drivers or DLL-files. 

None of the other companies had any objections to sharing this type of 

information, nor to share information about the .NET framework. 

6.2.2. Concurrent processes 
An error can be caused by conflicts between programs running on a computer. 

Therefore, it is important that the error report includes information about which 

other processes, besides IFS Applications, are running on the computer. Company 

D did not agree to share this information because of security concerns. Both 

company A and E were hesitant when the issue was brought up. Company E found 

it questionable but could see why IFS was interested in the information. Company 
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A’s opinion was that some employees might find it too intrusive to let IFS see this 

information. Another concern was that it would be possible to identify software 

that company A uses. Companies B, C and F did not see any restrictions with 

sharing this type of information. 

Company F had previously experienced a serious but hard-to-find error that 

depended on the version of third party software used together with IFS 

Applications. Therefore company F suggested that this type of information should 

also be included in the error report. 

6.2.3. How the error occurred 
The next question was about how the error occurred in IFS Applications. This 

would include information about which forms were active when the error 

occurred, previously used forms and which path the user had taken to reach the 

current form. To extract this information, a stack trace and a memory dump 

would be included in the error report and possibly also a screen shot of the 

program. Companies C and F agreed to this without any objections. B also agreed 

with the added comment that the information must remain within IFS. Companies 

A and E wanted more restrictions. Company A could allow fragments of data in 

the error report, but if there was something that could be put in a context and 

reveal information, it would not be acceptable. Company E did not want 

confidential data, such as financial or customer information, in the report. 

Company D could not allow stack traces, memory dumps or screen shots because 

of the risk of data being compromised. If it is possible to share any information 

about the error without the risk of giving away data, then it might be acceptable. 

6.2.4. Server traffic 
Concerning server traffic, primarily SQL queries from the client to the server, the 

answers were positive from companies B, C and F while D and E were concerned 

about sensitive data. It was acceptable only if corporate data from the server 

traffic was excluded and did not end up in the error report. Company A’s primary 

concern was performance. Responses from the server can be extensive, but as 

long as only client-to-server traffic was included, it was allowable. 

6.2.5. Recorded user interaction 
The last question in this section was about recorded user interaction. If feasible, 

this function would record which parts of IFS Applications is currently active, that 

is to say, which fields and forms the user is working on. It is intended to register 

only user actions, not data. To keep performance on an acceptable level, only a 

limited number of events would be kept in memory. Before hearing the 

explanation of how this particular feature was intended to work, most companies 

reacted with suspicion, but also curiosity. After clarification, company B did not 

see any problems with this and neither did company C as long as nothing was sent 

continuously. Company F found it to be a good feature but asked how long the 

recording would be. Companies A and D expressed their concern about 
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performance loss with this feature. Together with company E, they also wanted to 

make sure no data was recorded in this process. 

 A B C D E F 

IFS Applications Yes Yes Yes Yes Yes Yes 

Operating system Yes Yes Yes No Yes Yes 

.NET Yes Yes Yes No Yes Yes 

Hardware, drivers & DLLs Yes Yes Yes No Yes Yes 

Concurrent processes No Yes Yes No Limited Yes 

How the error occurred No data Yes Yes No data Yes Yes 

Server traffic Yes Yes Yes No data No data Yes 

Recorded user interaction No data Yes Yes No data No data Yes 

Table 6.2 Which data the companies are willing to include in the error reports. 

6.3. Corporate privacy 
Corporate privacy is a company’s ability to conceal information from others, 

including information and data both generated by and concerning the company in 

question. Responses from this section are summarized in Table 6.3 The 

companies’ opinions about corporate privacy.. 

6.3.1. General remarks 
Company A did not see a problem with error reports containing fragments of 

corporate data. As long as it could not be connected to individual people or 

companies it was acceptable. Companies B and C were even more liberal and 

neither one of them saw any reason for excluding data from the error reports. 

Company C did, however, require some restrictions. It was not, for example, 

acceptable to include the entire accounting record or a complete list of clients in 

an error report. Company F first considered this dependent on which type of 

corporate data was in question, but then changed opinion. It would be wrong to 

ask IFS for a bug correction if information about what caused the bug was not 

included. There is a client-supplier relationship between IFS and company F, 

information that IFS receives must be handled with reason and respect. 

Company E is pleased with its relation to IFS and was not worried that IFS 

would share its customers’ data with anyone else. Still, some information is better 

not included in the report, such as financial and customer information. 

In some cases, as with companies A, B, C, E and F, IFS consultants have access 

to customers’ systems remotely to be able to debug and test solutions. This way 

IFS also has indirect access to their customers’ data, but there are legal 

agreements regulating this access. Companies B, C and F did not see a difference 

between IFS accessing their data remotely and if they receive parts of it in an 

error report. Company A, however, did not equate letting IFS look at the data 

remotely and sending it to IFS. 

Company D is very restrictive when it comes to letting anyone outside the 

company view its data. Only a few IFS consultants are allowed to access company 

D’s computer system. 
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Company A also had a question about errors occurring in IFS Applications that 

IFS is not responsible for. For instance, if there is an error in the database, which is 

provided by Oracle, will IFS forward the error report to them? 

Company E had a suggestion about protecting sensitive information. If the 

error reports were relayed via the internal support department before they reach 

IFS, sensitive data could then be filtered out if necessary. Another way to do it is 

to only let the data part of the report remain internally at the customer and send 

the rest of the report to IFS. If the data turns out to be needed, IFS can ask for it 

afterwards. 

Company B had a similar request to let the report go by internal support first, 

but for another reason. Some failures are caused by errors that can be handled by 

company B’s internal support, such as user security issues. These reports would 

be pointless to send to IFS. If IFS wanted these reports for statistic purposes only, 

that would not be a problem for company B. A suggestion following this reasoning 

was to be able to send the error reports to several recipients depending on the 

type of error. 

6.3.2. Legal aspects 
Company A has financial information that, in terms of contents and distribution, 

may be regulated by different laws. There may also be other local laws in some 

countries concerning employees and accounting. Company F also has to consider 

laws about financial information and personal data in the error report but did not 

see this as a big obstacle. There are contracts where this can be regulated, and it 

must be researched further before automated error reporting could be 

implemented at company F. Company D also recognized the risk with including 

financial information in the error report even if it did not apply to company D, 

since the financial module of IFS Applications is not used. There could be laws and 

contracts concerning the customers and suppliers of company D, which would 

require configuration of what is included in the error reports. 

At company B, there was a resolution saying it is allowed to store records 

about personal data at IFS.  Company C did not use any features in IFS 

Applications that were affected by the personal data act. If they did, there would 

have to be settings preventing this kind of information from being included in the 

error reports. The issue about financial information was not considered a problem 

at company C since the error report would only contain fragments of data. It 

would also be possible to control this in contracts with IFS. 

Company E was not aware of any laws that would restrict its use of the error 

reporting. However, the question would have to be looked into further before any 

decisions are made. 

6.3.3. Different configurations 
There were departments at company A that were more sensitive regarding 

privacy than others. Their data is kept at specially dedicated servers not shared 

with other departments within the company. A suggestion from company A was 



Results from customer interviews 

44 

to base what data is included in the report on the user’s security settings in IFS 

Applications. The security settings control which parts of the program each user 

or user group has access to. This way it would be possible to, for example, 

eliminate the risk of a user, who has access to the personnel files, sending an 

error report containing unwanted data. For easier configuration, there could also 

be predefined settings of different report alternatives reaching from low to high 

privacy.  

Companies A, C, D, E and F saw some use for different configurations in 

different parts of their organizations. Company D would still have many 

restrictions because of its high security policy. Company B looked at it very 

differently and did not see any need for configuration because all its information 

could be sent without restrictions. 

 A B C D E F 

Corporate data included Fragments Yes Fragments No No Yes 

IFS data access Yes Yes Yes No Yes Yes 

Legal restrictions Yes No No Yes No No 

Different configurations Yes No Yes Yes Yes Yes 

Table 6.3 The companies’ opinions about corporate privacy. 

6.4. User interaction 
In this section we present the companies’ opinion about how involved they want 

their end-users and super-users to be in the error reporting. The end-user is the 

person sitting at the computer where the crash occurs. The super-user is one or 

several persons within the customer organization that has more access, privileges 

and control over the system than the normal user. This can be someone in the 

internal support organization. 

We have identified three options regarding interaction for super-users and 

end-users: to not get any information at all (bypass), to be notified that a report 

has been generated and sent to IFS (notify) or to approve that the report is being 

sent (approve). These three options for two types of users result in a matrix with 9 

different alternatives as shown in Table 6.4 The companies’ opinions about user 

interaction.Table 6.1 Interviewed companies divided into IFS’ customer segments 

In the setting presented to the customer, it is assumed that all end-users have 

been informed that reports will be generated when IFS Applications crashes, even 

if they do not receive a notification about the report being sent at the time of the 

crash. Company B had concerns that the end-users would be upset if they were 

not informed about the reports and then later found out that they are sent. 

All of the companies had similar opinions with some deviation. No one wanted 

the process to be completely automated without any notification being sent to 

someone in the organization. 
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  End-user 

Approves Notified Bypass 

Super- 
user 

Approves B  A 

Notified  C 
 

Bypass   
 

Table 6.4 The companies’ opinions about user interaction. 

6.4.1. Super-user interaction 
Company C did not find it necessary for the super-users to approve the error 

reports. Company D shared this opinion but it might depend on where in the 

system the problem occurs. It would be useful to be able to configure which error 

reports need approval and which should be sent automatically. To reduce the 

work for super-users Company D suggested that super-users should, at first, 

approve the different types of error reports. When the company, by experience, 

knows that the error reports do not contain confidential information that type of 

error report can be set to send automatically. 

In addition to company D, companies A, B and E also expressed concern 

regarding the increased workload for their internal support organizations. 

Company F did not see this as a problem. Even if the workload increases at first it 

will get lower as the bugs are corrected by IFS. 

Company F’s support builds on a single point of contact principle. The end-

users only have one helpdesk to contact no matter what problem they have. From 

the helpdesk, who rarely can solve the problem, the case is forwarded to super-

users within the company. Finally if the problem cannot be solved by the 

customer, the case is registered in IFS’ case tracker dispatched to IFS support. A 

large majority of the problems that end-users report are not bugs, instead they 

are caused by end-users themselves. That is one of the reasons for why only a few 

super-users at company F can register error reports today, it gives better control 

over what is sent and thereby better control over the costs. Company F wants 

their super-users to either approve or to be notified when an error report is being 

sent. Which one depends on how the automatic error reporting is implemented 

and which types of errors are reported. It is important that the helpdesk at 

company F always gets information about the errors because one of their most 

important tasks is to gather information about which errors users experience. This 

way company F knows in which areas there is a need to educate the users. 

Three companies: A, B and E, wanted their super-users to approve the reports 

before they were sent to IFS to be able to control what information they send. 

Company E suggested that there should be an approval page where the super-

users can view what data is included in the reports and then decide which reports 

to send. Company A suggested similar approval functionality, perhaps combined 

D F 
E 
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with IFS existing case tracker. Here super-users should have the possibility to 

exclude parts of the report before they approve and send it to IFS. 

Company C, who did not want to approve the individual reports, found it 

important for their own internal support organization to have access to the 

reports and not just information that a report had been sent. A majority of the 

companies: A, C, D and E, wanted an interface for the super-users to use to access 

both the reports that were to be sent to IFS and those that had already been sent. 

Companies A and E suggested that these cases could be accessed like normal 

support cases are today in IFS Life Cycle Support (LCS). Company C was concerned 

about handling the communication with the IFS support team from within IFS 

Applications since that is a place they normally do not visit. 

Another reason why the companies wanted super-user approval was that they 

wanted their internal support organization to know what kind of problems their 

end-users experienced. Companies A and B both saw the increased administration 

as a problem, but company B expected this to get better when the bugs that were 

reported had been fixed by IFS. Company E also expressed concerns about the 

increased workload. If this would be too much for their support organization, they 

might need to change the setting to only notifying the super-users. 

Many of the errors company B experiences are caused by incorrect user 

security settings that do not concern IFS. In this case, it is unnecessary to send an 

error report to IFS since it is something their own internal support organization 

can handle. At the same time, company B could understand if this was something 

IFS might want for statistical reasons. 

Company E suggested that error reports should be sent to different super-

users within the organization depending on where in IFS Applications an error 

occurs. 

6.4.2. End-user interaction 
Three of the companies: C, D and E, wanted to leave the approval to the super-

users and only notify the end-users about the sending of error report. For 

Company D, it was natural to notify the end-users. Companies C, E and F were 

concerned that the end-user might issue a manual error report if not notified that 

a report had already been sent. 

Company A did not want the end-users to be notified about the report since 

that may cause them to worry about the notification itself and contact the 

internal support unnecessarily. Company A also suggested that the level of user 

interaction should depend on the role the user has in the company. 

Company B did not want end-users to decide the contents of error reports. 

This setting should be the same across the organization. Each end-user should 

have the alternative to change whether the reports are sent in the general 

settings for IFS Applications. The default setting should be to send the reports. 

Notification of every sent error report was the initial requested end-user setting 

from company B. Later this opinion changed to end-user approval of each 

individual error report. At the same time, end-user approval was considered the 
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biggest downside of the error reporting functionality, by company B. An additional 

request from company B was for system administrators to be able to see if a user 

had chosen not to submit an error report for an error that had occurred. 

There were two main reasons the companies stated for not wanting the end-

users to approve the report before sending it. 

First, the decision to send an error report was something for the super-user 

and not the end-user. Company D did not see any reason for the end-user to 

approve the reports. Company A pointed out that no end-users send error reports 

to IFS today. Company C said that the responsibility for this should not be on the 

end-users. 

Second, companies A, E and F saw a risk that the users instinctively would 

choose not to send an error report if they have the chance to decide. Company E 

was concerned that end-users might be irritated by the popup window and click 

“Don’t send” because of their irritation.  

Even though Company E did not want to let the decision to send a report 

depend on the end-users, they saw potential benefits with this solution, too. The 

end-user might be a good judge of whether the data is sensitive or not. It would 

also be good for the end-user to leave a comment about how the problem 

occurred. This can give additional important information about the error. Another 

thing company E asked for was a message from management to the end-user and 

a link to more information, which would appear together with the notification 

about the error report. This way, end-users would know when a report is sent and 

that their support department and IFS is looking into it. When given the proposal, 

company F did not find it necessary for the end-user to review and approve the 

error report for sensitive information. 

When asked about the possibility to make the end-user anonymous in the 

error report, companies A, B, C, E and F found it to be a bad option. Company D 

was indifferent. Company A’s opinion was that making the reports anonymous 

could lead to loss of important error data. Besides, there would be no guarantee 

the reports would be a hundred percent anonymous. Companies B, E and F found 

this option bad because the support department would not know which end-user 

to assist. 

6.5. End-user privacy 
When asked what their users would think of the automated error reporting, the 

responses from all the companies were that the users would not mind. Company 

A was more concerned than the other companies in this question, mostly because 

of what employees would think about the error reports including information 

regarding which software are running on the computer at the time of the error. 

However, this was not considered a big problem, most users would probably not 

mind, but there are always ones that are extra sensitive about privacy. 

Since the information in the error report is not private, company C does not 

see why the end-users would consider it to be a privacy problem. Besides, there 
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are agreements about what the end-users are allowed to do at their workstations 

and personal information is not suppose to be stored on the computers. Like 

company C, companies B and D also have agreements about personal computer 

use that employees must sign. In addition, company B and D have surveillance on 

their employees’ computers.  

If company E decides to start using automated error reporting, the end-users 

should not question this. There is no reason to think they would, especially if a 

message from management is added to the notification the end-users receive. 

Companies C, D and F have the opinion that end-users would appreciate an 

automated error reporting system. It is in everyone’s interest that the company’s 

system works as well as possible. 

6.6. Feedback 
All companies wanted their support department to receive feedback about 

reported errors. The opinions about feedback to the end-users differed among 

the companies. A and B wanted the support department to make the decision 

whether to inform the end-user or not. It would depend on the technical level of 

the feedback. Company B usually posts information about bug fixes on their 

intranet. Company A and F emphasized that they did not want any direct contact 

between their end-users and IFS; everything has to go through internal support. 

Companies C and E did not find it necessary to inform the end-users. Company D 

wanted automatically-reported errors to be handled like manually-reported ones. 

Today the support department at company D gets the feedback and they inform 

the end-users. Some type of feedback straight to the end-users would be better 

according to company D, so end-users know if the error is being corrected. 

For company F, feedback is essential. It is important for the helpdesk to know 

that IFS has received the error report and that something is being done about the 

problem. The super-users would like to get updates about progress and what IFS 

is doing to fix the error. Company F wants a setting in IFS Applications where 

feedback about error reports can be configured, but the standard setting must 

not be that all end-users receive feedback. To be able to configure this setting on 

a group level would be good and also to set where the feedback should be sent. 

Company D suggested a feature where end-users would be able to see both 

the reports they have sent and their current status. It could be something similar 

to the IFS case tracker which all customers, but not end-users, have access to 

today. 

Companies A and C both identified the problem with reoccurring errors. They 

did not want separate reports when an error repeated itself. Company A 

suggested a counter that shows how many times the error has occurred. 

Company C wanted a list containing all errors, how many times they have 

occurred, their current status and if they were reported manually or 

automatically. 
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Companies B, D and F wanted feedback on every error case. For company E it 

would be sufficient with a summary of their reported errors if they have a large 

number of reports. Company F found regular summaries of error reports 

redundant. If super-users want that information, all they have to do is to log in to 

IFS Life Cycle Support (LCS) and look. Company D asked how solutions will be sent 

to customers if they report an error that IFS has a fix for already. Just because 

there is a patch for a known error, it is not certain that the customer want to have 

it installed. Some, such as Oracle errors, are important to catch and report, but 

otherwise it can be a question of cost or the risk that the new patch creates new 

problems that were not there before. Company C was reasoning along the same 

lines. Besides the risk of new problems, it is also an extensive work to test and 

install a new patch. Company C requested higher accuracy from IFS so it would be 

exactly clear which errors a new patch would solve. With automated error 

reporting, there may be errors reported without the knowledge of company C’s 

support department. 

Companies A, B and E responded positively when given the proposal of 

receiving information about which reported errors a newly released patch would 

solve. Company A had previously requested this kind of service from IFS but 

without results, today they only get information when a new service pack is 

available. Company E saw a lot of potential in such a service since it would help 

them decide whether to take the patch or not. Company B would find it helpful if 

their super-users got information about whether a fix is available or not as soon as 

they run into errors. Company C would like to take advantage of errors reported 

by other IFS customers as well. Today they have to discover an error themselves 

to get it fixed. 

 A B C D E F 

To support Yes Yes Yes Yes Yes Yes 

To end-user Via support Via support No Yes No No 

Per case No Yes No Yes No Yes 

Table 6.5 The companies’ opinions about feedback 

6.7. Attitude towards error reports 
The company representatives were asked how they, personally, not their 

companies, usually respond when a Microsoft, or other software company, 

application prompts them to send an error report after a crash. Most of them 

rarely or never accept to send error reports. One of the representatives from 

Company D was the only exception. He usually accepts to send the error reports 

at home, but not at work where he feels that he cannot do it for security reasons. 

The representatives for company B and F both said that they never send error 

reports. Company F’s representative said that he chooses not to send error 

reports because he has no interest at all to send anything to Microsoft. When 

buying a product from Microsoft, he expects it to work. Even if there would be a 

bug, he does not think the information sent from his computer would benefit him. 
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However, if it was a software supplier that he feels that he has a relationship with, 

like in the customer supplier relationship between his company and IFS, he would 

choose to send the error report. 

The representatives for companies C, D and E said that they rarely send error 

reports. Company A said that it depends on what application it concerns, but most 

of the time he refrains from doing it. Sometimes he looks at the content in the 

report, but the reason for not sending is not because of the content. He cannot 

really tell why he does not send. If it is an open source application, it is more likely 

that he would choose to send to help the software developers. 

The reason the representatives for company C normally do not send error 

reports is that they do not feel that it matters. They see no use in sending the 

report. 

The other representative for company D said that she normally does not send 

the report since she trusts that the internal helpdesk has control over the 

computer system and if something needs updating, they should be the ones 

initializing it. Also, if the bug is just temporary, she sees no use with sending the 

error report. Normally the application works again after being restarted. However, 

if the bug is persistent and happens several times, then she might send the error 

report so the error will get it fixed. 

Both the representatives for company E normally choose not to send the error 

reports because they do not feel that they know what they are sending, how the 

data will be handled and who will have access to it. The lack of feedback is also a 

factor. They think that if it was a company they had a closer relationship with, like 

IFS, it is more likely that they would choose to send. 

6.8. Policies regarding error reports 
None of the companies had specific policies regarding how error reports should 

be handled. When asked about changing or setting up policies or altering existing 

IT policies, if necessary to introduce automated error reporting in IFS Applications, 

all the companies were positive. However, there were some variation in the 

responses. 

For company A, it would probably take a long time to get any policies changed. 

They would have to be approved in the country of company A’s head office. 

Company B was positive towards making additions to the appropriate policy, if 

needed. Company E and F would also add a policy if necessary to implement 

automated error reporting. 

Company C probably did not need any additions to their existing policies 

regarding IT and computer usage and neither did company D. However, for 

company D, it would be good to publish information about the automated error 

reporting on the internal webpage. 

6.9. Initial reactions 
Some of the interviewees had initial ideas and concerns directly after listening to 

the presentation and before the actual interview started. 
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Company A wanted to know how the error reports would be sent from the 

customer to IFS and how security and firewalls would be handled. Performance 

loss and time to generate an error report were two other concerns. System 

crashes in IFS Applications rarely occurs at company A. It is important that it is 

errors in the application and not data errors being sent to IFS. Will it be possible 

to generate a report whenever the user wants to, when there are interface errors 

or incorrect translations in IFS Applications, for example? 

Company B asked if Oracle errors would generate error reports. This type of 

error occurs from time to time at company B. 

One concern from company D was how IFS is going to implement the error 

reporting. Since company D has very high security requirements, the solution IFS 

chooses may have a big impact on whether company D can use the functionality 

or not. 

Company E compared the suggestion of error reporting in IFS Applications to 

Microsoft’s solution. Company E has a closer relationship with IFS than with 

Microsoft, which will make them more inclined to send error reports to IFS. 

Getting feedback on the reports is important for company E. 

Company F had previously discussed with IFS how the case handling and 

support process could be improved. Today this takes a lot of resources which 

company F would like to spend elsewhere. Company F wanted to know if the 

automated error reporting would send data from the IFS Applications client and 

create a case in IFS’ case tracker automatically. Other questions concerned which 

type of errors would be reported and whether this functionality would have an 

effect on or be affected by customizations in IFS Applications. Company F did not 

find it fitting to use a solution like the one Microsoft has, where the end-user gets 

to choose if an error report is sent. 

6.10. Miscellaneous 
Some of the comments made by the interviewed companies did not fall into any 

of the categories above, instead they are presented here. 

6.10.1. General questions 
Company A had questions about how the automated error reports would be 

received and handled by IFS. Will they have a different priority compared to the 

manually reported errors? Company B wanted the automated error reporting to 

work in the web interface of IFS Applications, too, since this is what most 

employees use. Another question from company B was if IFS will increase staff in 

its helpdesk to be able to handle the increased number of error reports. Company 

D was curious about how the technical solution for the automated error reporting 

is going to work and when errors reported via this feature will be corrected. 

6.10.2. Positive remarks 
Overall, company A found the new functionality appealing but did not consider it 

to have a big impact on how they work since crashes rarely occur in IFS 
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Applications. However, one advantage company A saw was that automated error 

reporting can decrease the time it takes for a report to reach IFS and at the same 

time give information about the extent of errors. It can also lead to less work for 

the support department at company A when filing an error report to IFS. 

Company F found it positive that IFS considers developing automated error 

reporting in IFS Applications. It gives company F the possibility to send better 

information about the errors to IFS. The response from IFS will hopefully be better 

and the bug fixes delivered sooner. Company B also found IFS’ automated error 

reporting positive. Errors that are not previously known will be reported. The 

users at company B are good at reporting errors, but still there might be common 

errors that they do not report. Better error reporting also gives IFS the chance to 

increase knowledge about its own application. The biggest advantages according 

to company B is faster knowledge about errors and faster bug fixes. This opinion 

was shared with company C who also saw fewer disruptions for the users as a 

possible consequence of automated error reporting. 

A problem company C experiences is that end-users do not see patterns or 

connections in application failures. To them they happen at random.  With 

automated error reporting, the support department at company C would not have 

to rely on end-users’ observations. All the information would be in the error 

report already. Company E also had hopes that the automated error reporting 

would be beneficial for random errors, both ones that occur once a day and once 

a month. 

An expectation companies C, D and E had, was that the support department 

hopefully would have to spend less time reporting and recreating bugs. In 

addition, company D anticipated that the quality of the error reports would 

increase as well as the number of corrected bugs. The support department would 

know about errors earlier than before and can fix them faster. According to 

company E, automated error reporting could help prioritize and manage errors. 

Super-users can also better understand and evaluate the errors and give better 

support to end-users. 

6.10.3. Negative remarks 
Companies A, B, D and E all saw risks with the increased number of error reports 

that the support department would have to handle. According to company B it 

would be worst right after an upgrade of IFS Applications. Company E was worried 

that its support department could be overwhelmed and then not do anything 

about the error reports if they received too many of them. 

Another concern was from company C who saw a risk in testing and installing 

new patches delivered by IFS based only on information in automated error 

reports. If a bug is automatically reported, it will be difficult for company C’s 

internal support to know how to test whether the patch solves the problem or 

not. For this to work, IFS has to make several changes and improvement to the 

feedback which is included with new patches today. It has to be very clear what 

problem the patch solves and how to test it. Company F did not see any negative 
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effects with the automated error reporting as long as it is possible to configure 

who receives which information. 

6.10.4. Final assessment  
All interviewees said they would consider using the automated error reporting for 

IFS Applications at their companies. Company D pointed out that it would not 

make much difference to use it with the existing installation though, since there 

are almost no crashes in IFS Applications at company D today. This also applied to 

company A. If available, companies B and D would consider installing automated 

error reporting next time they upgrade their ERP system. Company D would 

probably have some practical issues and an approval process before the feature 

could be used. Company A’s demand was that the contents of the error reports 

would have to be configurable. Company E would certainly consider using 

automated error reporting as long as it was friendly to the end-users and that the 

support department was left in some control. Company F did not have any plans 

to upgrade its current version of IFS Applications, but when they do, they would 

consider the automated error reporting. Lastly, company C would use it if the 

functionality was good enough and if IFS puts the collected information to good 

use. 
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7. Analysis 

In this section we compare the literature review to the customer interviews. In 

some cases we apply theories from adjacent fields when the literature does not 

apply to our setting. 

7.1. Customer attitude 
The literature presents several different methods for predicting user acceptance 

and they all suggest different factors that might affect how users will react 

towards a new system. In this section we look at these factors and compare them 

to the results from our study. The methods normally assume the perspective of 

the end-user, but our analysis focuses on the corporate point of view. 

7.1.1. Usefulness 
One of the most common factors that is argued to improve the chances of use is 

perceived usefulness (Davis, 1989) or that the potential users believe or know that 

the system has benefits or is necessary (Nilsson, 2006). Saeed and 

Muthitacharoen (2008) point out that the benefit with automated error reporting 

is on a long term basis and that the users do not have any immediate benefits. 

Another benefit is the effects automated error reporting will have at the support 

department of a company. When error reports are automated, the need for filing 

manual error reports will be reduced, lowering the workload for the support 

department. At the same time, if the company has chosen to have their support 

department approve all the automated reports before sending them to the 

software provider, the workload might first increase until the errors have been 

taken care of. 

The companies in our study were all positive towards automated error 

reporting during the interviews and they expressed their interest in using it in the 

future. The main benefits we found with automated error reporting based on the 

answers from the companies were: 

 Higher quality in reports (Companies B, C, D, F) 

 Faster information about errors (Companies B, C) 

 Fewer disruptions for the users (Company C) 

 Find and report unknown and unusual errors (Companies B, E) 

 Decrease the time it takes to report an error (Company A) 

 Give information about how common the error is (Company A) 

 Less work for support department (Companies A, C, D, E) 

 Faster bug fixes (Companies B, C, F) 

 More corrected bugs (Company D) 

 Better opportunity to prioritize and manage errors (Company E) 

 Better information and understanding for the super-users (Company E) 
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 It captures data from crashes that are difficult to recreate, especially when 

end-users do not see a pattern in how the crashes occur (Company C) 

The customers also had negative remarks about the automated error reports, 

presented here: 

 Increased workload for the support department (Companies A, B, D, E) 

 Lack of knowledge about what bug a patch fixes if control over the error 

reports is lost (Company C) 

Companies A, D and E expected the workload for the support department to 

increase when error reporting is first introduced and then later decrease. That is 

why they are mentioned in both the list of benefits as well as the one with 

negative remarks. 

One thing to keep in mind is that at the start of each customer interview we 

held a presentation of the error reporting system, how it could work and possible 

benefits and problems with it. This quite thorough introduction was needed to 

familiarize the customer with the concept since they did not know anything about 

it before. The answers we got during the interview were not necessarily things we 

had mentioned earlier as benefits or drawbacks, which make us believe it we got 

the interviewees’ own opinions with the company’s best interest in mind. 

Interviewees also had the chance to revise their statements afterwards when 

reading the protocol from the interview. 

Organizational consequences 

When looking at the benefits and shortcomings the customers might experience 

when starting to use the error reporting system we can see that there are 

different parts of the organization that would be affected by the different factors.  

There is a big difference between research that focus on the end-user as the only 

person that needs to be taken into account and the business-to-business setting 

in our study. There is an internal support department in most companies as well 

as multiple end-users. The specific individuals in the organization will be affected 

differently. 

On a short term basis we identify two major differences between using and 

not using an automated error reporting system. The first is that failures that 

would not have been reported before will now be reported with automated error 

reports. The second is that neither the end-user, nor the support organization has 

to spend time putting the error reports together. This means that time is saved for 

the reports that would have been sent anyway, but at the same time, there might 

be an increased workload for the support department, since they have to deal 

with more reports than before. The amount of crashes the end-users experience 

does not decrease in a short-term perspective. End-users main benefit is that they 

can spend less time manually reporting issues to the support department. 

On a long term basis, after more bugs have been corrected and the software 

becomes more stable, we believe end-users would not experience as many 
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failures as before, which would mean less work disruption and potentially less lost 

work caused by the crashes. The support department would not have to deal with 

monitoring automated error reports to the same extent as before. In this 

perspective both end-users and support department benefit from the change. 

If the short term increased workload for the support department is not 

outweighed by the long term benefits for the whole organization or if the 

workload on the support department would not decrease over time, the 

disadvantages might not be compensated by the benefits. When looking at the 

benefits in the business-to-business setting, companies have to evaluate what is 

best for the organization as a whole, since there will be disadvantages for some 

parts of the organization while the rest might have large benefits. It should also be 

noted that the purpose with the support department is to help the rest of the 

company function better. 

7.1.2. Ease of use 
The other factor brought up by Davis (1989), in addition to perceived usefulness, 

is ease of use, meaning that if the system is easy to use the chance of use to occur 

increases. This appears to be both true and not true when looking at the 

responses from the companies in our study.  

Also when it comes to ease of use we have to look at different parts of the 

organization since the requirements and needs for ease of use are different 

depending on whom the user is.  

For the users at the support department, ease of use was not something 

requested, however, not something we asked about either. The companies 

seemed to prioritize having an error reporting system that could be configured to 

suit them, instead of having a feature that was the same to all and easy to start 

using. Considering that the error reporting system would be part of the ERP 

system, that usually contains a lot of customizations, it is not strange that they 

prefer to adjust the error reporting system according to their own needs. Also, it 

could be considered part of the job for the support organization to take care of 

the more complicated configuration to make sure it works in a good way for the 

rest of the users. 

Ease of use for the end-users was not discussed during the interviews, but the 

suggestion from the companies about not involving the end-user in the decision 

to send the report or not, would mean that the error reporting system is easy to 

use. Company B, who wanted their end-users to approve the reports, expressed 

concern that a pop-up box would be too complicated for the users and that they 

would be worried about it. According to Murphy (2004) the steps of interaction 

for the users should be as few as possible, preferable one button click, which is 

something to consider when designing the error reporting system.  

7.1.3. Awareness, knowledge, access and motivation 
In the critique towards Davis’ (1989) model that focuses on perceived usefulness 

and ease of use it has been argued that perceived usefulness and ease of use are 
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not all that is needed when determining if use will occur (Lundmark et al., 2008). 

When considering the error reporting system in this perspective we agree that 

more factors are needed. One reason is that even if the error reporting system is 

perceived as useful and it is easy to use, there might still be features in it that the 

customers perceive as disadvantages. These are factors that might make them 

choose not to use the error reporting system. 

When considering the model presented by Lundmark et al. (2008), the four 

prerequisites for use to occur are awareness, knowledge, access and motivation. 

In short, it is about being aware that the system exists, having knowledge about 

how to use it, access to it and motivation to use it. In the case of the error 

reporting system we can look at the model from Lundmark et al. in two 

perspectives: the organizational level and the end-user level. 

What is needed on the organizational level to make the customer company 

starting to use the error reporting system is awareness, since the decision 

whether or not to even install error reporting in the ERP system of the company is 

done by the management. To be able to make that decision management also 

need knowledge about how the error reporting system works and what the 

benefits and negative consequences might be. They also need motivation, 

probably induced by the benefits, to want to make the decision. Management 

must find the benefits with the error reporting system to make up for the 

disadvantages it might bring. Also, they need to have general and specific access, 

in our case this means that the company has to use the latest version of IFS 

Applications and have the automated error reporting installed. 

If the company chooses to configure the error reporting system in a way that 

excludes the end-user from deciding if reports should be sent, the end-user needs 

general access to and knowledge about the computer and the ERP system and 

specific access to the error reporting system.  Awareness about having the specific 

access is not needed and neither is detailed information about how the system 

works. 

However, with the user interaction pattern that company B suggests, where 

the end-user takes the initial decision to allow the report to be sent, a lot of the 

focus is shifted to the end-user. In addition to the general knowledge about 

computers and the ERP system and the access to the system the end-user also 

needs awareness about the system. Knowledge about what it does and why it is 

good to use is needed so the user can be motivated to accept to send the error 

report. 

7.1.4. Limited benefit 
Rogers (1995, in Nilsson 2006, p. 8) states that “the determining factor for the 

adoption of an innovation is the extent to which it is experienced as being better 

than what it replaces.” In the case of the automated error reporting, it does not 

really replace anything for the customers. However, it depends on how many of 

the errors that are reported manually to IFS today and how common these errors 

are. 
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One motivator, according to Saeed and Muthitacharoen (2008) is high 

frequency of the error. In Saeed’s and Muthitacharoen’s study the respondents 

said that they were more likely to send an error report regarding a frequently 

occurring error. In our study the customers did not perceive the kind of errors 

that can be reported automatically as occurring often. This might make them less 

inclined to use the error reporting system. None of the customers saw a big 

problem with how error reporting is working today. The representative from 

company A said, a month after the interview, that company A would have limited 

use for the error reporting system. 

Most customers in our study are not using the latest version of IFS Applications 

in which the error reporting system would be implemented. Because of this it is 

probably difficult for them to understand how the errors would look and to have 

an idea about the frequency of the errors. For them, use of the error reporting 

system is a hypothetical question for the future, when they decide to upgrade IFS 

Applications. The IFS opinion, on the other hand, is that the automated error 

report system would be very useful and that the kind of errors that would activate 

the automated error reports can be expected to be fairly high (Eklund, 2009). 

In our opinion it is fair to suspect that the lack of direct benefit might lower the 

interest from the customers to use automated error reporting. It is possible that 

the benefit is negligible for them, and in that case the error reporting system 

might be looked upon as doing the software company a favor. For this situation it 

is of interest to look at research regarding knowledge and information sharing as 

well as donor behavior to see if motivation to use the error reporting system can 

be supported by theories from these research fields. 

7.1.5. Knowledge and information sharing 
Based on the principle present-biased preferences, meaning that people prefer to 

postpone expensive commitments to the future instead of handling them now 

(Laibson, 1997 and O’Donaghue and Rabin, 1999 in Breman, 2008), Breman 

developed a theory that people are more positive towards donating in the future, 

compared to making a donation today. The parallel between Breman’s theory and 

our study is that it is easy to be positive towards giving this information to IFS 

when it is not yet even technically possible. In the future, when the customers 

have upgraded their systems and IFS has implemented automated error reporting 

there is a risk that the customers are more reluctant towards starting to use the 

new system. An explanation to the possible reluctance could be the extra 

administration for the customers combined with a limited benefit. According to 

Riege (2005) there might also be a reluctance to use IT systems for knowledge and 

information sharing, but since error reporting is a part of an IT system already in 

use we do not see this as a big problem. 

Attitudes towards automated error reporting 

LaTour and Manrai (1989) state that when a person is presented with the option 

to donate it is very likely that the person will choose not to. We believe that this is 
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valid for error reporting systems as well. Our personal experience, both from this 

study and from talking to friends and colleagues, is that people normally choose 

not to send error reports. 

The company representatives in our study were asked what they do when 

presented with the possibility to send an error report. Microsoft’s error reporting 

systems were used as an example, since most people are familiar with it. The 

interviewees’ answers were that they never or very rarely submit error reports. 

Some answers suggested that they felt distant to Microsoft. If they had a more 

personal relationship to the software provider behind the report, such as IFS, they 

would be more inclined to send the error report. This corresponds to the theories 

discussed in Value compatibility and commitment below. 

As discussed in section 7.4.2. End-user interaction, the company 

representatives in our study did not see a problem with end-users’ attitudes 

towards error reports from IFS. This is interesting considering the interviewees’ 

own reluctance about Microsoft’s error reports. It is unlikely that they reflected 

over the fact that IFS is only another software provider for most end-users, just 

like Microsoft or any other. The situation may be different for a person that uses 

IFS Applications a lot in their daily work or has had positive experiences from IFS 

support. These persons are probably a minority of all IFS end-users and the 

relationship our interviewees feel they have with IFS is most likely not shared 

among their colleagues outside the support departments. The consequence of 

this is hard to predict without having heard end-users’ opinions. This is one of the 

topics we encourage others to pursue in section 9.5. Future research. 

Value compatibility and commitment 

As stated in the previous section, the customers in our study said that they were 

more interested to donate if they had a closer connection to the software 

provider. This corresponds to what Saeed and Muthitacharoen (2008) write about 

value compatibility and that if users agree with the cause it is more likely that they 

will choose to participate. This can also be compared with the third factor 

Kolekofski and Heminger (2003) presented regarding knowledge and information 

sharing. This factor regarded how committed people are to their organization and 

that they will share when the commitment is high. 

Normally knowledge sharing is performed within an organization and we have 

found few articles about inter-organizational knowledge sharing. We believe that 

it is possible to make a generalization to the relationships between organizations 

as well, though the bond between the organizations would be weaker than the 

bond between the people within the same organization. This bond is more likely 

to exist for those in the customer organization who work closely to IFS, such as 

the support department and parts of the management. Because of this, the 

relationship is more likely to affect the management decision whether to install an 

error reporting system or not, but not the decision about sending error reports. 
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End-users, who do not have any connection to IFS, can be assumed to be less 

affected by the relationship if they were asked to submit an error report. 

The normative influence from other persons within the company, mentioned 

by LaTour and Manrai (1989), might influence end-users to agree to send error 

reports. Because of this, the end-users’ personal relationship with the staff at the 

support department may be a reason for them to send in error reports. This is a 

more likely reason than that they have a personal relationship with IFS. 

Interpersonal relationships are also mentioned by Kolekofski and Heminger 

(2003) as a factor to increase knowledge sharing, meaning that sharing increases 

with increased communication. We do not believe that to increase the chance of 

sharing in the case with error reports, since the error reports are something 

deliberate that happens within a formal process, not something that just happen 

to occur with a lot of contact. 

Type of information to share 

The type of information being shared is also a factor according to Kolekofski and 

Heminger (2003). Constant et al. (1994) claim that people prefer to share personal 

knowledge over tangible information because of the extra respect and self-

esteem they feel when sharing their expertise. We believe data from the error 

reports can be considered tangible information. This means, according to 

Constant et al., that customers might be less interested in sharing, especially if the 

relationship to the software provider is not good. However, according to Riege 

(2005) people are less likely to share expertise if they are afraid of not receiving 

recognition for it, even though this does not say anything about their willingness 

to share the tangible information in the error reports. 

Task relevancy 

The fourth factor to encourage sharing mentioned by Kolekofski and Heminger 

(2003) is that the information requested should be relevant for the task. For the 

error reports it is important to consider what kind of data is included. The 

customers do not want the error reports to contain personal information, which is 

something recommended by the Swedish Data Inspection Board as well. 

Confidential corporate information should also be avoided. Making the reports 

too big causing them to take too long time to transmit might also make the 

companies reluctant to participate. If the software company can argue why 

different kinds of information is interesting, we believe their customers will be 

more willing to share, but if too much irrelevant information is requested the 

customer might get skeptical about it. 

Sharing influenced by information 

One reason not to share information might be fear that the information is not 

good enough, according to Kolekofski and Heminger (2003). In the case of error 

reports this should not be a risk since it is not the sender who generates the 

report. It is generated based on how the software company wants it to be 
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generated. However, one disadvantage with this is that users might feel 

unmotivated when not feeling like they are in control of what is happening. 

Another reason for not sharing, according to Riege (2005), is that people are 

not aware of how others can benefit from the information. Explaining the benefits 

with the error reporting system, both for the management and the end-users, will 

probably increase their willingness to participate. 

LaTour and Manrai (1989) focus on two main factors to encourage donation, 

normative influence and positive information. Normative influence between 

organizations could be accomplished by the software provider presenting the 

feature or success stories from other customers already using the system. If the 

decision to start using the error reporting system has been made within a 

company, it would be management who informs the end-users about the reasons 

to use the system, which might create an internal normative influence to start 

using the feature. 

Information is especially important when people fear negative consequences 

(LaTour and Manrai, 1989). In the case of error reports the negative consequences 

that we believe people can fear are that their privacy would be at risk and that the 

generating and sending of the report would take too long. The privacy concerns 

can be countered with information about what is included. One risk with this, 

according to Bonneau and Preibush (2009), is that those who are not privacy 

concerned to begin with might get worried by the privacy information.  

Time constraints 

In the study by Saeed and Muthitacharoen (2008) 15 percent of the respondents 

had concerns about the reporting of the error taking too much time. To counter 

the concerns about time it might be possible to generate the report before 

presenting the end-user with the option of sending it. Giving end-users the option 

to send the error report, which company B in our study preferred, requires them 

to consider the options and their consequences before sending. This is where 

some end-users are concerned about the time it takes to assess the report, which 

is why they might chose not to send. This aspect is not present in the option 

chosen by most companies in our study. They wanted end-users to only get 

notified when error reports are sent. For the end-user this would mean they 

would get a message on their screen that they would have to acknowledge. This 

would take a minimum amount of time and then the actual sending of the report 

would only take a couple of seconds during which the end-user can resume their 

work. 

Company A was the only company in our study who explicitly stated that end-

users should not be notified. The reason was that users might be concerned about 

the message and contact support department unnecessarily. None of the other 

companies expressed any concern over this issue or that the notification would 

interrupt the end-users in their work. This would cause the least interruption for 

the end-user but also the least understanding of what the system does.  
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Another alternative is, as suggested by Saeed and Muthitacharoen, to ask the 

user to send the report at a time not related to the occurrence of the crash, to 

avoid the association to the disruption of work that occurred at the crash. The 

alternatives for user interaction are more thoroughly discussed in section 7.4. 

User interaction. 

Besides the interruption the error report may cause end-users’ work, there is 

another side to the time perspective. At some sites where IFS Applications is used 

there is a very limited data connection. Taking time to send error reports may not 

be a priority in these places. Here it may be necessary to restrict the size of the 

reports even more or limit which types of reports are sent.  

General recommendations 

When considering the factors affecting knowledge and information sharing it is 

important to remember that the goal of the customer companies is to make a 

profit. If customers of IFS do not see how automated error reporting can benefit 

their company they may be reluctant to use it, even if they have a good 

relationship with IFS. The customer may understand the benefits for IFS and not 

perceive any negative consequences themselves with the error reporting system 

other than that it is taking time from their normal business. Then it is important 

for IFS to communicate the benefits that can be expected for the customer when 

using this error reporting system. Having customers who already use the error 

reporting system share their benefits and experiences would probably be one 

factor that could encourage other customers to start using it. A good relationship 

with the customer would also be an advantage when trying to get the customer to 

use the error reporting system. 

7.2. Data to send 
The literature, especially companies writing about their own software, is 

sometimes vague when describing what information they include in their error 

reports. It is hard to tell if the software companies intentionally made the 

descriptions unclear to not restrict them in what they can collect. When a 

description is unclear, we have chosen to be restrictive in our interpretation of 

what the error report may contain. 

Manual error reports only contain what users have submitted based on their 

observations and knowledge about the system they use. The quality of these 

reports will naturally depend on what competence and experience the users have. 

With automated error reports on the other hand, the developer can specify the 

contents of the reports, making them more reliable and complete sources of 

information. To completely exclude users from the reports can be negative since 

they may have additional information about the error, which is difficult to 

incorporate in the automated error report. A way to handle this, which Autodesk 

(2006) does, is to let users have the option to enter a comment before the error 

report is sent. However, according to Bettenburg et al. (2008), a time consuming 

factor for developers when correcting bugs are incorrect descriptions of 



Analysis 

64 

problems. The study by Bettenburg et al. concerned manual error reports. We 

believe it is different when working with automated error reports, then the user 

input is a complement to the generated information and the developers have 

both sources to compare and rely on. 

7.2.1. System configuration 
Almost all of the sources presented in the literature review advocate including 

information about versions and settings for the application in question and the 

operating system in the error report (Tatham, 1999; Murphy, 2004; Canter, 2004 

and Goldberg et al., 2009). The only company in our study who had objections to 

this was company D, who did not agree to share information about the operating 

system. Company F wanted to make sure that patch levels in IFS Applications 

would be included in the error report as well. Another specification company F 

wanted in the error report was in which environment, live or test, the error 

occurred. 

Hardware configuration, driver versions and DLL files was generally not seen as 

important according to the software providers in the literature review. Bradbury 

(2008) stated that graphic drivers were common reasons for errors and Ganapathi 

and Patterson (2005) study showed that malfunctioning DLLs and executable files 

cause a lot of crashes. Murphy (2004) stated that 18 percent of failures in 

Microsoft Windows XP depend on the hardware. Microsoft (2005) and Autodesk 

(2006) were the only large software providers in our study who mentioned 

collecting this information in their error reports. Only company D opposed to the 

request of sending hardware configuration, driver versions and DLL files for 

security reasons. 

.NET version was not mentioned at all in the literature review which leads to 

the assumptions that it is not considered important or it is simply not used. The 

only company who had objections to this was company D. 

7.2.2. Concurrent processes 
Autodesk (2006) stood out as the only large software provider in our literature 

study who included a list of loaded applications in its error report. Bradbury 

(2008) identified third-party software as a major reason for errors in his software. 

Murphy (2004) stated that as much as 83 percent of the errors identified in 

Microsoft Windows XP were caused by third-party software. Microsoft does not 

state that it collects information about which processes are running on the 

computer. However, Canter (2004) describes that when a program crashes on a 

computer running Windows, Microsoft collects information about that program 

independently of who provided it. 

The answers from the companies in our study were very diverse in this 

question. Companies B, C and F did not mind to share this while company E was 

hesitant. Companies A and D did not agree to this, because of end-user concern 

and security, respectively. 
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Because of previous problems associated with versions of third party software 

used in combination with IFS Applications, company F also wanted to include this 

information in the error report. Company A brought up the issue for another 

reason: if an error was caused by third party software, would IFS forward the 

error report to that software provider. According to Canter (2004), Microsoft’s 

way to handle this is to give other software providers access to the Microsoft 

error reports to easier be able to fix the problems. 

7.2.3. How the error occurred 
This is clearly the most important piece of information for software providers to 

be able to resolve an error. All the sources in our literature review stated that 

they want to know how the error occurred, independent on if they rely on manual 

or automated error reports (Tatham, 1999; Murphy, 2004; Canter, 2004 and 

McCance et al., 2005). It was also rated most important by developers in the study 

by Bettenburg et al. (2008).  

The distribution of the responses from the companies in our study was almost 

identical to the question about concurrent processes. Companies B, C and F did 

not mind to share while companies A and E had some restrictions on the amount 

of data that would be included. Company D could not allow any corporate data at 

all in the report, as long as this was assured, they would agree, too. 

7.2.4. Server traffic 
No one in the literature review mentions this. It would be unnecessary to include 

if the software is not based on client server architecture. This issue made 

companies D and E concerned about sensitive data but it did not trouble 

companies A, B, C and F. 

7.2.5. Recorded user interaction 
The list of data included in the error report from SAP (2009a) indicates that some 

sort of program history is stored continually. Autodesk (2006) stores recent 

commands in its software to be able to include it in the error report. These are the 

only two in our literature study who stated that they keep some kind of history in 

their software. Murphy (2004) does mention failure history in his 

recommendations for what an automated error report should contain. However, 

it is not stated whether this should be stored over time or just generated when a 

crash occurs. 

Companies B, C and F did not mind sharing this information. Besides some 

concerns about performance and assurance that no data would be recorded in 

the process, companies A, D and E also agreed to record user interaction. 

7.2.6. General recommendations 
It is difficult to say exactly what information will be useful when trying to solve 

bugs. Therefore it is also difficult to give general recommendations about what 

data is needed in the error reports. We have focused mainly on what the 

customers accept to share with their software provider, not what should be 
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included in the error report. In the end it is up to the software provider and the 

customer together to decide what is needed and what can be accepted to include 

in the error reports. There might be a need to include more information in the 

error report than what is required to solve most problems. The reason for this is 

that some problems need that extra information to be solved. When the error 

report is generated the system cannot determine what information is relevant, 

this decision is better left to a developer. 

If more information is retrieved than what is needed, it might affect the 

customer willingness to share the information. This is, according to Kolekofski and 

Heminger (2003), because task relevancy is an important factor to increase the 

motivation for sharing. Hopefully negative effects of this can be countered with a 

high degree of process clarity, so the customers understand why it is important to 

include the information in the report. Another thing to consider is to make sure 

that the size of the error report does not have a negative effect on the 

performance and transmitting possibilities for the customer. 

7.3. Privacy 
The privacy issue concerns both the privacy of the company, referred to as 

corporate privacy, and the personal privacy of the end-user. From what we have 

found, there is little research done in the field of corporate privacy. Instead we 

have mostly applied theories from personal privacy to this section. 

7.3.1. Corporate privacy 
The companies in our study were overall much less concerned about sharing data 

than we initially had expected. Some areas were extra sensitive, such as financial, 

legal, human resources (HR) and customer data, but apart from that the 

companies in our study, except company D, were very liberal in sharing their data. 

Taylor (2003) suggested that people can be categorized, depending on their 

attitude towards privacy, as either unconcerned, pragmatists or fundamentalists. 

The result, if applying these criteria to the companies in our study, and their 

relation to IFS, is the following: 

Based on their responses, companies B and F are considered privacy 

unconcerned. Not because they are not worried about what happens to their 

company information, as Taylor suggests, but because they trust IFS with it. 

Companies A, C and E are more cautious and can be categorized as privacy 

pragmatists. They do not agree to share all of their data, but if asked for specific 

pieces, they will most likely comply. 

Finally, company D is a privacy fundamentalist. However, the definition has to 

be slightly altered from the one given by Taylor. The reason for company D to be 

restrictive with its corporate data is not because of personal conviction. Instead it 

is the field of business and its customers which require a high degree of 

confidentiality. Company D is very protective of their data to avoid the risk of 

security breaches and the possibility of sensitive information unintentionally 

leaving the company, which could have very severe and expensive consequences.  
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IFS already has access to several of its customers’ systems and thereby also 

their data (in our case companies A, B, C, E and F). Company A considered sending 

data to IFS to be different from having IFS look at a company’s data remotely. This 

behavior may be explained with Awad and Krishnan’s (2006) statement that the 

concern about privacy is inversely proportional to the level of control over the 

private information. If company A submits sensitive data in error reports, 

perceived control over the data is lost. Therefore, company A experiences an 

increased privacy risk with the error reports. 

None of the companies in our study had, according to the interviewees, 

policies for how to handle error reports. Still, several of the interviewees 

identified sensitive data in the error reports as a problem. We find it difficult to 

believe that companies in general trust their users not to send error reports when 

an application containing sensitive company information crashes. The literature 

does not confirm, nor deny, that companies have policies for how users should 

handle error reports. Both Microsoft (2005) and Autodesk (2006) recommend 

users who are worried about an error report containing sensitive personal data to 

not send the report at all. Autodesk also mentions that the error report may 

contain confidential data, but Microsoft does not. In fact, none of Microsoft’s 

policies mention the risk that the error report may contain sensitive corporate 

information or give advice on how to handle this issue. When explicitly asked 

about corporate information in error reports, Microsoft’s answer is that all 

information in the error report is treated in the same confidential manner, 

regardless of content.  

Microsoft, with its many customers, can afford to advise users not to send 

error reports that may contain sensitive information since other users are bound 

to report the same problem. For IFS, who has many customers with customized 

implementations, there can be a certain software failure that only one customer 

experiences. Because of this, every error report is important for IFS and its 

customers. 

One way to work around the problem of sensitive data in the error reports is 

to offer customers the option to configure the contents of the error report 

depending on from which user’s computer it is sent. We consider this a good 

solution when data has to be restricted. All of the companies in our study, except 

B, were interested in this option. According to IFS (Eklund, 2009), the error report 

is useful as long as the information in it is sufficient for identifying in which form 

in IFS Applications the error occurred. Even though the exact information about 

the error is not provided, it can still be good for statistical analysis. If more 

information is needed to identify and solve the error, it is still possible to contact 

the customer to ask for additional information. More about super-users and their 

options to edit the error reports can be found in the section 7.4.1. Super-user 

interaction. 

During the interviews there were several suggestions of practical ways to 

handle this problem. One idea involved sending the error report via internal 
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support in the customer organization for individual assessment. Another solution, 

that requires less work, is to automatically filter out data from error reports from 

parts of the system that may contain sensitive data. If this later turns out to be 

needed, the data can be sent separately. We believe these suggestions are worth 

looking into further. Depending on the customer organization, their attitude 

towards privacy and the available resources, these two alternatives are both 

possible solutions. 

Company A had another suggestion for departments that are not allowed to 

share their data. The reporting settings can be based on each individual user’s, or 

a predefined group of users’, permissions in the software. If they have access to a 

particularly sensitive database, error reports generated from their computers will 

not contain any corporate data. With a general high degree of configurability, this 

suggestion should be possible to offer the customers. 

7.3.2. End-user privacy 
The privacy issue in the literature solely concerns individual users’ privacy. 

Microsoft’s (2005) privacy statement, for example, repeatedly assures that no 

personal information will be collected intentionally. If it were to happen anyway, 

Microsoft’s policy is to delete personal information when it is found. Files 

collected by Microsoft are kept for a set, but unknown, period of time. Of the 

companies in our study, company A was the only one worried over users’ 

concerns about error reports compromising their privacy. None of the other 

companies found the user privacy issue restricting. 

Some of the companies in our study have policies that state that no personal 

data should be stored on their computers. A select group of companies monitor 

employees’ computers. Company E’s opinion was that it was not the employees’ 

place to question the management decision to use automated error reporting. 

Murphy (2004) states that it is illegal to gather personal information about 

someone without that person’s consent. Even if it is not illegal to generate and 

send the report as long as it does not contain any personal information, we 

believe it would be wise to consider the reaction of the end-user. Even though the 

companies have policies prohibiting private use of work computers, the Swedish 

personal data act (PuL) implies that it is illegal to collect personal information 

regardless of the company policy. (See Appendix II – The Swedish Personal Data 

Act, for more information on PuL.) 

Protecting personal privacy is not necessarily users’ main concern with 

automated error reporting. Instead it might be that they dislike lost control over 

their computers or the feeling of being under surveillance. 

In the study Taylor (2003) performed, 73 percent of the respondents did not 

want to have someone listen to them without their permission. Further, 69 

percent wanted to control what kind of information was collected about them, 

and 79 percent wanted to be in control of who can get information about them. 

These figures regarded private information, so it might not apply to a business 

environment. However, 42 percent of the respondents said that not being 
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monitored at work was extremely important and the automated error reports 

could from an end-user perspective be perceived as some sort of monitoring. An 

interesting observation is that this number has decreased from 65 percent in 

1999, which shows that monitoring activities at work is more accepted today. 

Taylor considered this attitude to have changed because of many telephone call 

centers being monitored, resulting in a higher acceptance of monitoring at work. 

Some of the companies in our study argued that surveillance of employees 

cannot be considered controversial since there are restrictions to what end-users 

are allowed to do on their computers at work and they know that their activities 

can be monitored. Considering the debate in society about integrity and 

surveillance, we believe most people are more aware of these questions now. The 

study by Taylor is six years old, so it is difficult to say how the climate regarding 

personal integrity in the workplace has changed, but it is definitely something to 

consider. 

How automated error reporting is introduced in a company can be vital for the 

user acceptance. An important aspect to keep in mind is that it is not certain that 

everyone wants to participate in automated error reporting. If these persons are 

forced, it can be considered an integrity and privacy intrusion. In the study by 

Saeed and Muthitacharoen (2008), 18 percent of the respondents did not, under 

any circumstances, want to send error reports. In section 7.4.2. End-user 

interaction, it is suggested that the end-user should only be notified about the 

error report. This poses a problem if there are users who are strictly against the 

error reporting since they would not be given choice to send or not. We believe 

that having a system that end-users dislike can have dire consequences. However, 

employees may be willing to support a company’s decision to implement 

automated error reporting if the company takes employees’ concerns into 

consideration. 

End-user anonymity 

None of the companies in our study wanted the error reports to be anonymous. 

Company D was indifferent to the suggestion while all other companies found it to 

be an undesirable option. One reason that was mentioned by several companies 

was that user anonymity would restrict the support team from helping the person 

experiencing problems. The companies did not see any reasons to use anonymity 

to protect end-user privacy. 

Murphy (2004) and Bettenburg et al. (2008) point out that it can be hard to 

know exactly what to include in the error report to be able to find what caused 

the failure. Sometimes there is a need to request additional information from the 

user or the computer where the error occurred. Anonymous reports would 

complicate this follow-up process considerably. 

However, no end-users were asked about their opinion. Based on Ganapathi 

(2005), it is not unlikely that end-users would value anonymity. Murphy (2004) 

suggests that keeping users well informed and asking for their permission are keys 
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to keep them positive about the system. However, though the software provider 

can make information about the error reports available within the system, end-

users will receive the information from their employer. 

7.4. User interaction 
There can be reasons for both the end-user and the super-user to interact with 

the software. Here we look at both scenarios and give our recommendation based 

on what the companies in our study preferred while we also considered 

suggestions in the literature. In general we can say that both when it comes to 

super-user and end-user interaction it is important to provide a high degree of 

configurability to give the customer company a chance to find a solution that suits 

their organization. 

7.4.1. Super-user interaction 
All the companies in our study wanted their super-users or support department to 

be involved in the error reporting process. The most preferred option was to have 

the super-user approve the error report before it left the company. Company C 

considered a notification to the super-user about a report being sent to be 

enough. This opinion was to some extent shared by companies D and F depending 

on where in IFS Applications the error occurred. We believe that the suggestion 

from company D, to be able to configure which types of error reports should be 

sent with approval, is a good approach. 

Privacy concern was one reason the companies in our study wanted super-user 

approval of the error reports, but it was not the only one. Another important 

factor to the companies was to not send in reports of user errors, or other issues 

that were not caused by bugs in the software. (This is further discussed in section 

9.1.2. Taking responsibility for the reports.) A third factor was that they wanted 

knowledge about what problems exist in their systems. 

To our knowledge there is no literature addressing the situation when a super-

user has the option to approve error reports leaving a company. The only concept 

we have found on the market that compares to the requested functionality is 

Microsoft Corporate Error Reporting (CER). Its contents and destination can be 

configured to fit each company’s preferences (Microsoft, 2003). We have found 

little information about CER and it appears to have been incorporated into 

Windows Error Reporting (WER) in Windows Vista. 

We recommend that the functionality of having super-user interaction in the 

automated error reporting should be available for all customers who choose to 

implement an error reporting system. Giving the super-users the possibility to 

review the contents of the error reports is required for them to be able to assess 

if the report can be sent or not. Microsoft (2005) gives its users the option to view 

the contents of the error reports before they are sent. But unlike Microsoft’s 

solution, it would be better to have the data in a readable format, if possible. 

The equivalent of a super-user in IFS Applications would be a user with 

administrative privileges in Microsoft Windows. As stated by Microsoft (2009b) it 
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is possible to set the level of user consent in Windows Vista. The same concept, 

but with more freedom of configurability, would also be suitable for IFS 

Applications and in line for what the companies in our study asked for. 

With super-user approval of the reports there might be an increased workload 

for customers’ internal support departments. To reduce the workload, company D 

suggested that customers can go from approving the reports to only get notified 

when assured that the contents of the reports is not confidential. Companies A 

and C suggested that when the same error resulted in several failures, only one 

report should be sent. 

If statistical analysis is to be performed on the error reports, not forwarding all 

reports to the software provider would interfere with the analysis. Since the 

statistical analysis of the errors is something that IFS has expressed their interest 

in, it would be good to instruct customers not to stop duplicate reports from 

being sent to IFS. A solution could be to display how many times the particular 

error has occurred before, or give users the option to have the application 

automatically approve future identical reports.  

Administrative interface 

Independent of each other, several of the companies in the study suggested an 

interface, perhaps integrated with the existing case tracker provided by IFS, where 

error reports could be viewed and approved. The suggestions primarily concerned 

automated error reports but manually entered reports were also mentioned. 

There were also requests for easy ways to include or exclude parts of the 

report, such as company specific data. We envision this as a filtering function 

where super-users can exclude certain type of data and also edit the reports, 

before sending them to IFS. According to the companies’ requests, even for the 

ones that did not want their super-users to approve the reports before they are 

sent to IFS, it should be possible to view details of all error reports that have been 

submitted, their current status and how many times different errors have 

occurred. This was suggested to also be integrated in the IFS case tracker. 

Functionality similar to the above already exists in IFS Life Cycle Support (LCS) 

today. It would be possible to add automated error reports as a new case type to 

better satisfy the companies’ specific requests. We believe this interface may be a 

good option for IFS support to use when sending feedback to their customers. 

Super-users can then view the feedback and forward it to end-users if they choose 

to. 

7.4.2. End-user interaction 
There are several differences between the literature and the results from our 

study regarding end-user interaction with the error reporting system. Murphy 

(2004), Castro et al. (2008), Wang (2008) and Saeed and Muthitacharoen (2008) 

all take for granted that use of the error reporting system should be voluntary for 

the end-user. Only one of the companies in our study, company B, wanted the 

end-users involved in the decision whether to send the error report or not. The 
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opinion of the rest of the companies was that since the end-user is an employee 

of the company, working with company assignments, it is up to the company to 

decide if the report should be sent or not. 

The reason for the difference could be that the literature does not take into 

account that error reporting system can be used in a corporate environment. The 

company of the end-user is normally not mentioned; instead the focus is on the 

end-user only. Saeed and Muthitacharoen (2008, p. 455) do say that “ERS usage 

does not always occur in work-related environment”, acknowledging that it 

actually does exist in a business environment. However, nothing else is mentioned 

about the business environment in their article. Only Ganapathi’s (2005) theory 

that companies expect their employees to behave in a certain way and are less 

concerned with privacy is coherent with the majority of the responses we 

received from the companies in our study. 

In the interviews, we presented three main alternatives for end-user 

interaction: to have the end-users approve every report; to notify the end-users 

about the reports when they are being sent and to not notify the end-users at all. 

The companies in our study predicted a high risk of employees not submitting the 

error reports, if the employees had to give their permission. This is consistent with 

our own experiences and also with what Latour and Manrai (1989) and Castro et 

al. (2009) state about initial response is not to donate or accept the error report. 

At the same time, the companies in our study did not believe that the users would 

mind the error reporting system. The representatives from companies C and D 

had the opinion that end-users would appreciate the error reporting. Company A 

was concerned that some end-users might be sensitive and have a negative 

attitude towards automated error reporting. 

With the configuration suggested by several companies in the study, where the 

end-user is notified or not even notified when a report is sent, the end-user has 

little or no control over the error reporting system. This can, according to Awad 

and Krishnan (2006), make the users feel that the risk for privacy intrusion is 

higher. Murphy (2004) also argues that asking the end-user for permission will 

increase their trust in the system. Awad and Krishnan suggest that the perceived 

control for the users can be increased if they understand how the system works 

which in turn will reduce the users feeling of intrusion. 

Both Murphy (2004) and Saeed and Muthitacharoen (2008) emphasize the 

importance of process transparency towards the end-users, so they can 

understand their role and why it is important that they send in the reports. All 

end-users are assumed to have been informed about the error reporting system, 

but there are different approaches for the companies on how to present the 

information to their employees and how aware the end-users will be about the 

error reporting system. One way of giving the users more information about the 

error reporting system could be, as company E suggested, a personalized message 

to the user along with the notification of an error report being sent. This would 

make end-users see that the error reports are approved by management which 
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might make them more positive towards the error reporting system. This is also a 

way of exercising normative influence that LaTour and Manrai (1989) state is a 

good way to encourage the desired behavior. 

Company A approached the problem with the preference of not informing the 

end-user when the error reports are being sent. The reason was to avoid end-

users worrying about the error reports. The majority of the companies preferred 

to notify the users, but it did not have much to do with not worrying the end-

users. Instead the reason was to relieve the internal support from the extra 

workload if the end-users would report the issue manually as well. 

Company B also had concerns that end-users might be worried when they are 

notified about the error report. However, company B argued that it is important 

for end-users to have a chance to decide if they want to participate, both by being 

able to alter default setting for the error reporting system as well as by denying or 

accepting the request to send an error report. 

General recommendations 

We believe it is important to inform end-users so they know that the automated 

error reporting system is active. Then it does not risk coming as a negative 

surprise to them when they find out about it. With transparency in the process, 

end-users will know when error reports will be sent, what information they 

contain and what kind of result that can be expected. Giving end-users this 

information makes it easier to mitigate negative concern about the error 

reporting system. 

We also recommend that the end-users should be notified when an error 

report is generated and sent. This way they get confirmation that the error 

reporting system is indeed working as they have been informed and if they know 

when the reports are being sent, they do not have to worry about them being 

sent at other times. Also, by letting the end-user know that the issue already has 

been reported, no time has to be spent on manually reporting the error. 

The reason why we do not suggest that the end-user should make the decision 

if the report is to be sent is that we believe that a lot of reports will be stopped by 

the end-user, for no good reason other than that they just instinctively choose not 

to send. The error reporting system should be set up in a way that assures that 

private information about the end-user is not included in the error report. With 

only company related information in the error report, it should be up to the 

company to choose whether or not to send the report. However, enough 

configurability should be provided to let each customer decide what the best 

solution is for their company. 

7.5. Feedback 
During the interviews in our study, the discussion regarding feedback mostly 

revolved around new routines for feedback and who would receive the feedback: 

the end-user who experienced the error or the super-user in the support 

department. 
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The companies in our study already have routines about how to handle 

feedback. Most of them did not want major changes to their existing concepts. 

We believe that already having a solution that works may have affected the 

companies’ responses in this question. At the same time this was a good 

opportunity for the companies to let IFS know if there was something they 

wanted to change in the feedback process. 

7.5.1. Routines surrounding feedback 
The companies in our study expected to get feedback, including patches to solve 

the reported errors, in the same way IFS handles feedback for manual error 

reports today. That is, they expected to get feedback and follow ups on all cases 

they submit to IFS. There were different requests from the companies in our study 

about the frequency of the feedback from automated error reports. Some 

companies wanted feedback for each individual case they reported while others 

considered regular summaries to be enough. 

This is also how Johansson (2009) at IFS described how the support 

department at IFS would handle the new automated error reports. If 

implemented, automated error reporting would initially work as a complement to 

existing error reporting options for IFS’ customers. This is not completely 

consistent with how the literature suggests feedback should be handled. Even if 

feedback is considered important, it is far from every software developer who 

follows up every error report received. If a solution is not available the user may 

only, at best, get an appreciative confirmation that the report has been received. 

According to Canter (2004), Microsoft recommends software vendors to give 

some sort of response to users who report errors otherwise they may stop 

reporting. If a reported bug is known and has a solution the recommendation 

from Saeed and Muthitacharoen (2007) and Murphy (2004) is that feedback 

should include information about where the user can find available updates. 

Today, the most common scenario at IFS and its customers is that the support 

department in the customer organizations handles the reporting of errors to IFS. 

This way the customer support department has knowledge about all the error 

reports that leave the company. This could change when automated error 

reporting is implemented if the customer company chooses not to have the 

reports approved by the support department. To be able to test the patches that 

IFS delivers, the feedback about each bug has to be very detailed and include 

descriptions of test case scenarios. 

In the study Saeed and Muthitacharoen (2007) performed, 30 percent of the 

respondents said that they were more likely to send reports if they would get 

feedback or some sort of assurance that the problem would be solved. Looking at 

this from the perspective of the customer companies in our study, we believe this 

figure is much higher. Feedback even appears to be a requirement for the 

companies in our study to accept automated error reporting. 

Murphy (2004) recommends software providers to use an automated process 

to collect and analyze error reports. Canter (2004) and Hooimeijer and Weimer 
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(2007) all recommend that the prioritizing of the reports should be computerized. 

In section 9.1 Support department we will further discuss how the reports should 

be handled by IFS. 

7.5.2. Receiver of feedback 
All the companies in our study wanted feedback to their super-users or the 

support department in their organization. The literature does not, to our 

knowledge, discuss the feedback issue with a super-user involved in the process. 

It is uncertain if the theories about feedback as an incentive for end-users to use a 

feature can be applied in the setting for our study with super-users. However, 

Petri’s study suggested that the feedback should be sent to the user who initiated 

the report. In our setting, super-users would be initiators since it is they who, in 

most cases, approve the reports. Then the feedback process at IFS works 

according to Petri’s recommendations. 

Another way to look at the question of feedback to the super-user is that if a 

company decides to use automated error reporting it is the super-users job to 

make sure it works accordingly. But just as end-users, the super-users (despite the 

name) are ordinary people who may be upset or annoyed if the software, or 

routines surrounding it, works poorly. We believe feedback is something more 

and more users have come to expect when submitting an error report, especially 

if you have a close relation to the software provider. Therefore, we believe a good 

solution would be to give the customer a lot of freedom to configure how often 

and where the feedback is sent and also what information it should contain. 

Half of the companies in our study, companies A, B and D, saw a need for 

feedback to end-users, either directly from IFS or via internal support. To send 

feedback to users would be consistent with the recommendations from the 

literature, where Petri (2000), Murphy (2004) and Canter (2004) emphasize the 

need for feedback. They all claim that people are more likely to contribute again if 

they feel more included and that they are actually making a difference. However, 

a difference in Petri’s study compared to a setting with automated error reports is 

that in Petri’s study the reports were initialized by users. It is more likely that 

users want feedback if they sent the report themselves while feedback from 

automated error reports might not be something end-users care so much about. 

The survey Just et al. (2008) performed showed that users would like more 

feedback than what they get today. Feedback was also mentioned by Saeed and 

Muthitacharoen (2008) as a factor that increases the use of error reports. 

However, only eight percent of the respondents in their study stated that more 

feedback would make them use the error reporting system. This can be explained 

by the categorization of responses made by Saeed and Muthitacharoen. They 

differentiated between fix assurance and feedback. Putting these two categories 

together increases the figure to 30 percent which to us sounds more reasonable. 

Our interpretation is that Saeed and Muthitacharoen only registered one answer 

from each respondent in their survey. This means that even if two thirds of the 

users in the survey did not put feedback as their top choice of thing that would 



Analysis 

76 

make them report errors more often, it does not rule out the possibility that it is 

important to them.  

Since most end-users at the companies in our study do not receive any 

feedback today, it is probably not something they expect in the future. However, 

we believe that even if feedback is not expected, the lack of feedback might still 

affect users’ attitude towards the system negatively and reduce their feeling of 

involvement. 

Based on our results regarding user interaction it is likely that the end-users 

will not be making the decisions if the report is to be sent or not. In our opinion, 

this means that the correlation between feedback and increased use of the error 

reporting system looses value in regard to the end-user. Besides, the general 

opinion from the companies in our study was that their employees should spend 

as little time as possible dealing with errors by letting the internal helpdesk handle 

the error reporting and the related administration. 

7.5.3. General recommendation 
Both IFS and the customer representatives we interviewed wanted the error 

reports to be handled like an ordinary support case is handled today. Because of 

this, our recommendation is that the alternative to give feedback to the super-

user on every unique error report should be investigated. There is a risk that the 

number of reports is too high to for IFS support department to handle manually. If 

that would be the case, other solutions should be considered. More discussion 

about this can be found in section 9.1.1. How the reports will be used. 
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8. Conclusion 

This chapter concludes our findings and presents the results from each area 

investigated in this study. 

8.1. General conclusions 
In the most common case of automated error reporting, when the user of the 

error report is a private person or is exposed to the report without the 

interference of an employer, there is only one user to regard. In the business-to-

business case there is a whole organization of different users that are affected in 

different ways. Some users will have benefits from the changes while others will 

have an increased workload. It is important to consider what is best for the 

organization in general as well as long-term benefits and disadvantages. Another 

important aspect is that it is not possible to find one setting that is best for all 

organizations. Because of this, it is important to offer customers a high degree of 

configurability. 

8.2. Customer attitude 
The interviewees representing the companies in our study, mainly people 

responsible for IT or support, were positive towards automated error reporting 

and were interested in using it. They saw several benefits with using automated 

error reporting, mainly: 

 Higher quality in reports 

 Less work for customer support department 

 Faster bug fixes 

The main disadvantage the companies saw with the automated error reports 

was that it initially could cause more work for their support departments if they 

chose to approve all reports before sending them to IFS. An additional comment 

was that they did not feel that the kinds of errors that would be supported by the 

error reporting system were the errors that caused them most of the problems. 

Instead they would like for the error reporting system to be able to report a 

greater variety of errors. 

The benefits of the automated error reports are long term and might not be as 

noticeable for the customers at first. The following factors might encourage usage 

and a positive attitude towards automated error reporting: 

 Good relationship with the software provider 

 Success stories from customers who already use it 

 Information about long-term benefits for the customer and the provider 
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8.3. Data to send 
Most sources in the literature cite versions and settings for the application and 

the operating system as important information to include in an error report, along 

with information about how the error occurred. Other factors, such as hardware 

and concurrent processes, are mentioned by some sources, but not all. 

Overall, the companies in our study had a positive attitude toward sharing 

information about errors with IFS. Most restrictive was sensitive corporate data, 

such as financial information and registers containing employee and customer 

information. One of the six companies in our study stood out from the others by 

not being able to share much information. This can be explained by the high 

demands on security and confidentiality that is required in the aerospace and 

defense business. 

Since it is difficult to know beforehand which information is needed to solve an 

error, our recommendation is to include as much information as possible with 

performance and storage capabilities in mind. The software provider will have to 

decide, together with each customer, what information is relevant and what is 

most important for solving errors. Compromises between the software provider 

and the customer will most likely have to be made based on what kind of 

information is considered too sensitive to include in the error report. Offering 

broad configurability of the contents of the error reports is vital to get the most 

out of the reports. 

8.4. Privacy 
The literature focuses a lot on the individual user when presenting the privacy 

issue. This was hardly a concern for the companies in our study. The opinions of 

the companies were that the employees would not mind or that they were not 

allowed to have personal information on their computers. It is important to keep 

in mind that no employees were asked about their opinions when this study was 

conducted. 

Our study shows that companies’ major privacy concern with automated error 

reports is information about financial data and records of customers and 

employees. If this information is excluded from the report, most companies 

appear to be very generous in sharing data with their software provider. There are 

exceptions, such as companies from businesses with high security, but in general 

the companies in our study were much less concerned than expected. 

End-user anonymity was not considered a good option by any of the 

companies in our study. On the contrary, most companies opposed this 

suggestion with the reasoning that they would not be able to help the person 

experiencing problems. 

One of the reasons for the open attitude towards sharing information is that 

IFS already has access to their customers’ systems. Sending the same data in an 

error report did not matter to most of the companies in our study. They all show a 
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high level of trust for IFS, even though certain confidential information cannot be 

shared. 

 

8.5. User interaction 
There are two possible contact points at the customer before the automated 

error report is sent to the software provider: the end-user and the super-user. 

There can be three different levels of interaction for each of them, namely: no 

contact at all, notification and approval. 

The literature we have reviewed does not recognize the setting where there is 

a super-user involved in the reporting process. It is assumed that the user who 

experiences the error also is the one who decides if the report is sent or not. In a 

corporate environment, this is not the only option. 

The opinions about how to handle user interaction differed between the 

companies in our study. We recommend that this is something that should be 

configurable for each company and each type of user in that company. 

Most companies in our study had the opinion that if management already had 

decided to use error reports, the end-user should not have the authority to decide 

if the reports are sent. Instead, if someone was to check and approve the reports 

before forwarding them to the software provider, this decision should be made by 

a super-user. However, the main reason companies wanted the super-users to 

approve the error reports was that they wanted their support department to have 

control over what types of errors were reported, not to approve the content of 

the reports. 

We believe that having super-users approve the reports is a good approach. To 

make the approval process easier, a bug tracking system can be used. It should be 

possible to view details of all error reports that have been submitted or await 

approval, their current status and how many times different errors have occurred. 

End-users also need to be informed about the error reporting system and how 

it works to avoid a feeling of mistrust if they find out about the reports at a later 

time. It is also important to notify end-users when an error report is sent to 

prevent them from reporting the error manually as well. 

8.6. Feedback 
The companies in our study and the literature agree that feedback is important. A 

view shared by several researchers (Petri, 2000 and Saeed and Muthitacharoen, 

2008) is that the person who initiates a report should also be the receiver of 

feedback about the issue. All the companies in our study wanted feedback to their 

support department and occasionally to the end-users. Based on the companies’ 

opinions about user interaction, the role associated with the sender of the report 

is someone in the support department of the customer organization. It is here the 

reports are approved before leaving the company. 

Automated error reports place higher demands on the feedback from the 

software provider. Less involvement from the customer support department also 



Conclusion 

80 
 

means that they know less about the error and how to test if a patch resolves the 

issue. The feedback must contain detailed information about the bug a patch fixes 

and how to test it. 

We believe feedback is something more and more users have come to expect 

when submitting an error report, especially if you have a close relation to the 

software supplier. Some of the companies in our study wanted continuous 

updates and information about each case while summaries were sufficient to 

others. 

Our recommendation is that feedback should be sent to the super-user who 

approved the report, and it should be sent for every unique case, if this is realistic 

considering the amount of error reports. It is also good to give customers the 

option to configure how often and where the feedback is sent to match the 

preferences and organization of each individual customer. 
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9. Discussion 

This chapter discusses topics that are not within the scope of the study, but that 

are still interesting and important to consider. 

9.1. Support department 
In the introduction it was mentioned that an error reporting system might create 

a need for changes in the support organization of the software provider. This was 

not something within the scope of this study, but it is an important factor to 

consider for companies who are planning to implement automated error 

reporting. 

9.1.1. How the reports will be used 
Podgurski et al. (2003) and Parker (2005) discuss the risk with heavily increased 

number of reports when introducing automated error reporting. Companies A, B, 

D and E also identified this risk and expressed concern over increased workload 

for their support departments. Company F did not see this as a problem since it 

would be temporary and the number of reports would decrease as IFS corrected 

the bugs. Company B also came to the same conclusion. 

The literature does not discuss this problem from the customer perspective 

but for the developer they all give the same recommendations. The process of 

prioritizing and categorizing error reports should be automated (Podgurski et al., 

2003; Murphy, 2004 and Hooimeijer and Weimer, 2007). This is also how 

Microsoft handles its many error reports (Microsoft, 2009b). 

We believe a decision is needed whether the reports should be handled as 

manual error report by the support department or not followed up individually at 

all. Instead they could be saved and used as sources of useful information for 

when the software is improved in the future. 

Microsoft uses automated error reports for statistical analysis to find the bugs 

causing the most crashes. This information is then used in their general software 

development and the errors can be corrected in the next patch or version. No 

reports are connected to specific persons, meaning that no users are expecting an 

answer with feedback to their error report and neither does anyone expect a 

solution to their problem within the close future. 

Another option is to treat every automated error reports as a normal, 

manually entered, error report. This is the option IFS is considering (Johansson, 

2009) and it is also the solution customers in this study are expecting. This, 

however, is not something supported by the literature. By doing this, the reports 

will have to be taken care of within the normal procedure handled by the support 

department. The introduction of an automated error reporting system may then 

cause an increased workload for the support department of the software provider 

and a need for new procedures. 



Discussion 

82 
 

It is difficult to tell how many more reports IFS would receive if automated 

error reporting is implemented. Several of the companies in our study said that 

the types of failures IFS wants to catch rarely occur for them. This can be because 

most of the companies are using older versions of IFS Applications, where most 

bugs have already been fixed.  Starting out small and testing the automated error 

reporting internally at IFS first and then at a few customer sites would give an 

indication of the amount of reports.  

This is something that needs to be taken into account before implementing 

automated error reporting. Just implementing error reporting and then expect the 

new reports to fit into the old system is not something we would recommend. We 

also believe that it is important to be able to explain to the customers how the 

reports will be taken care of, so they have realistic expectations and know what 

benefits the error reporting system brings. Long term, we believe it would be 

beneficial to have automated assembling of the reports so IFS can take advantage 

of the 80-20 rule, if this turns out to be applicable in this setting. 

Another issue, discussed by Parker (2005) and Just et al. (2008), is reoccurring 

errors. According to the latter, a common way to handle this is to ignore all 

reports that are identified as duplicates. The recommendation from Just et al. is to 

instead merge duplicates to collect additional information about the error. Both 

company A and C also identified this problem. If possible they only wanted one 

report per type of error. 

9.1.2. Taking responsibility for the reports 
Some issues reported to IFS today are not related to an error in the software. 

Instead the reason can be that the end-user did not know how to use the 

application properly. In these cases the customer will be charged for the support 

cost. If it instead is a bug, it is the responsibility of IFS to solve the issue without 

charging the customer. Some companies in our study were worried that this same 

situation would still be the case with automated error reports. We want to 

emphasize the importance for IFS to take responsibility for the errors that are 

automatically reported. With this system the internal support department at the 

customer company loses control over the reports and cannot be expected to 

make the judgment if the error is caused by a bug or something that IFS would not 

normally take responsibility for. 

9.2. Expanding the feature to include more error types 
In section 7.1.4. Limited benefit, it is mentioned that the benefits for customers 

may be limited when implementing automated error reporting. However, the 

customers in our study liked the possibilities which automated error reporting 

offered for improving the quality of reports. A suggestion from both customers 

and IFS employees was that similar functionality could be used to generate 

reports initiated by user at any given time. For example, if they experience 

something that the application does not recognize as a criteria for an error. This 

would improve the quality of the error reports in general and save time for the 
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customer support department when they do not have to gather the information 

for the reports manually anymore. A downside with this is that the feature may be 

used too much when it is not necessary, increasing the workload for the software 

provider. 

9.3. Legal aspects 
Before starting to use automated error reporting, both the customer and the 

software provider need to consider the legal aspects. There are some data that 

may be restricted by laws and many laws differ between countries. The legal 

aspect has just been a minor part of our study. The laws affect what data can be 

sent and we have looked at it briefly to get an overview of what kind of laws that 

need to be researched further. 

The first area we see are laws regarding privacy and what personal information 

a company is allowed to store about people with and without their permission. 

Information about the Swedish Personal Data Act is presented in Appendix II. Our 

recommendation, based on an interview with Agnvall (2009) at the Swedish Data 

Inspection Board is that personal information should be avoided in the error 

reports. If the error reporting system is not active in the parts of the ERP system 

where personal data is stored, it should not be a problem. However, there might 

be a need to study this more in depth before making any final decisions. 

The second group of laws that may have consequences for the error reporting 

system are laws about sharing financial information for companies that are listed 

on the stock exchange.  

Overall, the legal issue was not considered to be a big restriction for the 

companies in our study, but the fact that none of the interviewees were 

responsible for legal questions should be taken into account when evaluating this 

statement. A reason for the unconcerned attitude could be that several of the 

companies in our study do not use IFS Applications modules for HR, economy or 

other sensitive departments. 

9.4. Data security 
During the interviews some companies expressed their concerns about security 

when transferring the error reports from their computers to IFS. Even though they 

trusted IFS with the data, they have to have guarantees that no one will intercept 

the reports as they are sent. Microsoft (2005) states that their error reports are 

sent over encrypted connections. We believe all customers would demand at least 

the same security level to accept using automated error reporting from IFS. 

It is possible that local laws, such as the personal data act in Sweden, have 

demands on security when storing personal, financial or other types of sensitive 

information. We believe this would not be much different from how software 

providers handle their customers’ data today. 
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9.5. Future research 
In addition to the subjects discussed above, there are several more areas and 

viewpoints of automated error reporting that would be interesting to research 

further. Studies focusing on the professional opinions of special departments in 

customer organizations, such as legal or financial, and direct feedback from end-

users would give a more in-depth perspective on these issues. Furthermore, 

comparing these findings with ours would provide a more thorough result by 

clarifying whether the end-users’ opinions conform to what the interviewees in 

our study have assumed. Investigations of companies in other business areas than 

the IFS’ customer range would also be of interest. 

Another subject to consider would be what consequences, if any, automated 

error reporting might have in a customer organization. Would it, as many of our 

interviewees suspected, increase super-users workload, or would it lead to less 

work than before? Company F predicted that the automated error reports would 

initially stress the super-users more than normal and then, after the bugs causing 

the most common errors had been corrected, the error intensity would decrease. 

We believe this is the most likely scenario, especially in the case of a newer 

release, which normally has more bugs than a mature product. This argument is 

also supported by the 80-20 rule which has been confirmed by Microsoft, among 

others. 

It would be very interesting to implement this functionality to see what is 

possible to extract from a computer after different types of crashes. With limits in 

network connections and computer performance, the complete list of data 

presented in this report would most likely not fit in an error report. Based on the 

suggestions from the companies in our study, it would be interesting to develop a 

prototype for a new case tracker or make additions to IFS’ existing one. 

Lastly, different countries have different traditions and legacies of authority in 

organizations. Do these cultural aspects have an effect on what users and 

management think and react on user interaction? These were questions we had in 

the beginning our study, but we decided early on not to include them. We noticed 

a few differences during our interviews, for instance that there was a tendency to 

more authoritative management and bureaucracy in some companies. It would be 

interesting to see this aspect investigated further. 
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Appendix I – Interview template 

This interview template was used as a base when conducting interviews with the 

IFS customer companies were. 

Introduction 

Give a short presentation of us and the purpose and background of our thesis. 

Ask the interviewee(s) to present themselves 

Presentation of the error reporting system 

The interviewee(s) were encouraged to ask questions during the presentation 

Data to send to IFS 

What are your thoughts about sharing information regarding: 

 IFS Applications 

o Version 

o Settings 

o Security 

o User-ID 

 Windows 

o Version 

o Settings 

 .NET version 

 Information about concurrent processes 

 How the error occurred 

o Which forms were used and in which order 

 Memory dumps 

 Stack traces 

 Hardware and drivers 

 DLL files 

 Screen shots 

 Server traffic 

 Recorded user interaction 

Corporate privacy 

What are your thoughts on: 

 Sensitive data in the error report 

o Data that unintentionally end up in the error report 

o Data that is needed to identify the error 

o Restrictions due to privacy 

 Legal aspects 

o Swedish personal data act (PuL) 

o Other laws 

o Policies in your company and changes to these 
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 Different privacy levels for different parts of the company 

 Possibilities to configure the contents of the error report 

User interaction 

 Who is responsible for the support process at your company? 

 Who reports errors to IFS? 

 Which level of user interaction would be suitable for your company? 

 High super-user interaction may lead to extensive administration but at the 

same time increased control over what information is included in error 

reports. What are your thoughts on this? 

 High end-user interaction would make the end-users feel more in control over 

what happens on their computers but at the same time there is a risk that 

they will not send the error reports. What are your thoughts on this? 

 Do you see any changes for your super-users and your support organization if 

implementing automated error reporting? 

End-user 

 Do you see any issues regarding error reporting and the integrity of the end-

user? 

 How do you think the end-users will look at this feature? 

 Do you think the end-user should be anonymous in the error report? 

 Do you have policies regarding automated error reports (for example from 

Microsoft) and how they should be handled by users? 

 If necessary, would you make additions to your policies to be able to use 

automated error reporting in IFS Applications? 

Feedback 

 Today the case creator at the customer gets the feedback, how would you like 

this handled if you implement automated error reporting? 

 Feedback to the end-user? 

o Anonymity 

 Feedback to the super-user? 

o For every case 

o On a regular basis 

o Before patches 

Additional questions or comments 

 Ask the interviewee(s) if there is something else they want to ask or give their 

opinion on. 

Summary 

 Would you consider using automated error reporting? 

 What positive effects do you think this feature would bring to your company? 

 What negative effects do you think this feature would bring to your company? 
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Appendix II – The Swedish Personal Data Act 

In this appendix we present a summary of the parts of the Swedish personal data 

act that may be of relevance for this study. It is based on information from the 

Swedish Data Inspection board that is available on their webpage and had 

explained in an interview with one of their lawyers. 

“The purpose of the personal data act is to protect people against violation of 

their personal integrity by processing of personal data” (§1, Personal Data Act 

(1998:204)). This means that special rules apply when storing and handling 

personal data. The law is based on a directive from EG, which means that every 

country in the European Union has a national law based on this directive. All 

information that can be linked to a living person is considered personal data. 

Exception for unstructured material 
§ 5a The provisions in sections 9, 10, 13-19, 21-26, 28, 

33, 34 and 44 need not be applied when processing 

personal data that is not included or is not meant to be 

included in a collection of personal data that is 

structured to substantially facilitate a search for, or a 

compilation of personal data. (Own translation of 

Personal Data Act (1998:204)) 

 

According to the above quote, the restrictions do not apply if the personal data is 

unstructured material, as long as the handling of the material does not violate the 

integrity of those who are registered. Databases, data registers, case handling 

systems and other systems where it is easy to search and compile personal data 

are considered structured material. The material is considered unstructured if it is 

part of a text in word processor, on the Internet, in pictures, sound and e-mail. 

Simple structures as lists over employees are also considered unstructured, unless 

the material is to be included in a structured system. 

Personal data can be part of unstructured documents, like text files, sound files 

and pictures that are part of a structured system and then the exception does not 

apply. Agnvall (2009) recommends that the data in the error reports should be 

considered structured material. 

Consent from the registered 
§10 Personal data may be processed only if the registered 

person has given his/her consent to the processing or if 

the processing is necessary in order 

a) to enable the performance of a contract with the 

registered person or to enable measures 

that the registered person has requested to be taken 

before a contract is entered into, 

b) that the controller of personal data should be able to 

comply with a legal obligation, 

c) that the vital interests of the registered person 

should be protected, 

d) that a work task of public interest should be 

performed, 
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e) that the controller of personal data or a third party 

to whom the personal data is provided 

should be able to perform a work task in conjunction with 

the exercise of official authority, or 

f) that a purpose that concerns a legitimate interest of 

the controller of personal data or of 

such a third party to whom personal data is provided 

should be able to be satisfied, if this 

interest is of greater weight than the interest of the 

registered person in protection against 

violation of personal integrity. (Personal Data Act 

(1998:204)) 

 

According to the quote above, personal data may be processed only if the 

registered person has given his or her consent to the processing or if the 

processing is necessary to fulfill some criteria mentioned in the law. The criteria 

that can be considered in the case of error reporting is if a purpose, that concerns 

a legitimate interest of a third party to whom personal data is provided, should be 

able to be satisfied, if this interest is of greater weight than the interest of the 

registered person in protection against violation of personal integrity. 

Agnwall (2009) recommends the collection of personal data for the error 

report should be based on consent with the registered person, but if §10f is to be 

used it is important that the registered person receives information about it. 

A registered person has the right to request information about what personal 

data is stored by the organization that controls the data. A registered person also 

has the right to request that the data is deleted and this must then be done. Only 

in exceptional cases should the interest of the data register be considered of 

greater weight than the interest of the registered. 

The purpose of registering personal data 
§9 The controller of personal data shall ensure that  

[...] 

c) personal data is only collected for specific, 

explicitly stated and justified purposes, 

d) personal data is not processed for any purpose that is 

incompatible with that for which the 

information is collected, 

e) the personal data that is processed is adequate and 

relevant in relation to the purposes of 

the processing, 

f) no more personal data is processed than is necessary 

having regard to the purposes of the 

processing (Personal Data Act (1998:204)) 

According to the quote above, personal data should only 

be collected for specific, explicitly stated and 

justified purposes. Personal data should not be processed 

for any purpose that is incompatible with that for which 

the information is collected. The personal data should be 

adequate and relevant in relation to the purpose and 

personal data not necessary for the processing should not 

be used. (Personal Data Act (1998:204)) 

 

According to the quote above, personal data should only be collected for specific, 

explicitly stated and justified purposes. Personal data should not be processed for 

any purpose that is incompatible with that for which the information is collected. 
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The personal data should be adequate and relevant in relation to the purpose and 

personal data not necessary for the processing should not be used. 
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Appendix III – IFS Applications component chart 

(IFS, 2009) 

 
 


