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1. Introduction  
 

1.1. Background  
 

Most of the noticeable and dangerous problems facing the internet today are caused by malicious 

softwares and tools. Some of these threats are based on DoS, botnets, backdoors, pharming and 

phishing attack vectors (For an explanation of these terms see the Glossary at the end of the thesis). 

They are, however, all universally labeled as “Malware”. 

 

Malware can be defined as *1+ “A malicious piece of code, which is designed specifically to damage 

our system or interrupt the normal computing environment. For instance, some advertising tools 

can be malicious by trying to re-install itself after its permanent removal.  A binary executable is 

considered as malware on the basis of certain features”. 

 

Many of today’s malwares aim to target the online bank customers. These malware are silent and 

exist everywhere because of their self-reorganization and ability to fit in almost any web application. 

They have the capability to overcome the most sophisticated security protection implemented by 

banking industry. 

 

The work reported in this thesis is a description of security flaws in the design that has been taken 

for protecting these bank websites against sophisticated malwares by making an attempt to create 

anti-malware solutions. By taking into account new and existing anti-malware requirements, this 

project will be designed and implemented in such a way that change management can be easily 

incorporated into the project. 

 

Malware does not only attack bank or other financial websites. It could also be used to launch DDoS 

attacks. In the rest of the thesis malware comprise keyloggers, trojan horses, DDoS bots and any 

other relevant general threats. 

 

1.2. Motivation  
 

Since its initial establishment, online banking security has significantly changed over a short period.  

The authentication processes which were implemented at online banks are still vulnerable to many 

attacks like pharming, phishing, scams, rootkits. Thus, online banking and payment systems are very 

much unprotected. Many countermeasures were implemented by the majority of these banks to 

protect online transactions, but still many banks are being compromised through some sort of 
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attacks, such as the latest generation of Trojans. These Trojans have the capability of defeating two-

factor authentication and even break down SSL sessions.  

 

The subject for this thesis is mainly a security investigation in order to produce possible protection 

mechanisms against these elite threats. These protection boundaries could be a mixture of different 

technologies like behavioral detection, advanced signatures development and security awareness. 

However, it is predictable that the residual vulnerabilities may still be exploited with the more 

complicated attacks. 

 

1.3. Tools used in malware analysis 
 

Tools proposed in this research are readily available for free. Apart from the tools mentioned below, 

a few other tools which have similar working functionalities can also be used for analysis.  The tools 

which I used in my analysis are listed below:  

 

 

 VMware Workstation 6.5.1: It is powerful software that allows you- to run multiple 

operating systems, simultaneously on one physical machine. This is used to create victim 

systems1.  

 

 SysInternals Process Explorer:  It is a system monitoring and examination utility and can be 

used as the first step in debugging software or system problems2.  

 

 SysInternals AutoRuns: It monitors the programs which are configured in startup 

automatically when a system boots and login. It also monitors the list of registry and file 

location where the application can be configured in auto-startup setting3.  

 

 SysInternals FileMon: It monitors and displays file system activity on a system in real-time4. 

 

 SysInternals RegMon: It is a Registry monitoring utility that will show you which applications 

are accessing your Registry, which keys they are accessing, and the Registry data that they 

are reading and writing - all in real-time5. 

 

                                                             
1
 http://www.vmware.com/ 

2
 http://technet.microsoft.com/en-us/sysinternals/bb896653.aspx [http://en.wikipedia.org/wiki/Process_Explorer] 

3
 http://technet.microsoft.com/en-us/sysinternals/bb963902.aspx 

4 http://technet.microsoft.com/en-us/sysinternals/bb896642.aspx 
5 http://technet.microsoft.com/en-us/sysinternals/bb896652.aspx 



 

 

3 

 

 Ollydbg: It is a 32-bit assembler level analyzing debugger for Windows. Emphasis on binary 

code analysis makes it particularly useful in cases where source is unavailable6. 

 

 McAfee Rootkit Detective: It is a program designed and developed by McAfee Avert Labs to 

proactively detect and clean rootkits that are running on the system7. 

 

 Wireshark: It is a packet analyzer computer application. It is used for network 

troubleshooting, analysis, software and communications protocol development, and 

education. Originally named Ethereal, and later it was renamed Wireshark 8. 

 

 VirusTotal: It is a service that analyzes suspicious files and facilitates the quick detection of 

viruses, worms, Trojans, and all kinds of malware detected by antivirus engines9. 

 

 IDA Pro 4.9: It is an interactive, programmable, multi-processor disassembler coupled to a 
local and remote debugger and augmented by a complete plug-in programming 
environment10. 

 

1.4. Research methodology 
 

The research and development mainly focus on [2]: “basic research, applied research and 

experimental development.  Basic research is containing thoughtful theoretical knowledge to obtain 

new information without any practically application involved.  Applied research is also unique study 

to obtain new knowledge on top it; it has restrictions to basic research and innovation. Experimental 

development involves organized work by means of applied or basic research for the reason of 

creating new or improving the existing.”  

Based on the above definitions, this research falls under the “applied research” category.  New 

knowledge was acquired on specific malware families which attack online banks, for example 

SilentBanker (PWS Banker), Sinowal, Torpig11. This research deals with a detailed study on malware 

                                                             
6
 http://www.ollydbg.de/ 

7
 http://vil.nai.com/vil/stinger/rkstinger.aspx 

8 http://www.wireshark.org/ [http://en.wikipedia.org/wiki/Wireshark] 
9 http://www.virustotal.com/ 
10

 http://www.hex-rays.com/idapro/idadown.htm 
11  A detailed recent analysis on Torpig is given in Trustedefener lab. 

http://www.trustdefender.com/blog/2009/01/07/mbrmebrootsinowaltorpig-is-back-%E2%80%93-better-than-

ever/ 
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families which attack online banking system, types of attacks involved in  online banking system, and 

working out possible security measurements that can be adopted on both the client and server side. 

 The methodology carried out with this behavioral analysis of malware will be generally divided into 

different phases such as: 

 

1.4.1. Controlled environment  

 

To make this research process easy, a well organized test environment should be created.  

Reversing the malware (malicious software) should have access to a controlled environment and 

this environment must be isolated from the LAN. In this research I used VMware workstation [4] 

to create an IMMUNE virtual environment. VMware allows users to create and setup multiple 

virtual machines, so that one or more virtual machines can be used simultaneously.  Different 

guest OS’s can be installed on each instance of virtual machines, such as: Linux, BSD, and 

Windows.  So VMware Server allows executing many different flavors of OS’s in one physical 

machine. For more detail on this topic, see “Malware analysis Lab Environment and 

components” in section 4.3. 

1.4.2. Types of malware analysis 
 

In this phase we have real interaction with malwares. More information about the binary is 

collected and recorded and will be used for our analysis.   

 

 Static analysis:  

In static analysis, we try to collect as much information as possible about a binary without 

executing it. The tools which are used to perform static analysis are disassemblers, 

decompilers and many more.  This analysis has the advantage of disclosing some 

information about the program’s behavior under abnormal situations; where we can inspect 

parts of the program that normally do not execute [5].  

 Dynamic analysis: 

In dynamic analysis, we analyze the binary as it executes and monitor its interaction with 

the environment.  The tools which are used to perform dynamic analysis are debuggers, and 

all monitoring tools like registry monitors, file system monitors, and network sniffers (For an 

explanation of these terms, see chapter 4: Tools). The advantage with this type of analysis is 

that it is fast and accurate. It is not possible to estimate the behavior of a non-trivial 

program and it is also not possible to make a non-trivial program traverse all paths through 

its code [5]. 
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1.4.3. Information analysis 
 

In this phase, I started reversing the malware based on the information gathered during the 

earlier step. Each piece of information collected in previous steps is analyzed again and again, 

until complete understanding is obtained. Once the abstract idea about the malware 

functionality is obtained, reverse engineering comes to an end. The earlier step should be 

repeated many times before finalizing. This step is most important and time consuming, which 

requires more patience.  Finally the results are documented. 

 

1.5. Goal 
 

Before executing the malware analysis process, a goal must be set. However, if you don’t work for 

an anti-virus vendor, why should anyone perform this analysis? Any network security analyst, at 

some point should carry out malware analysis.  Over the last few years malwares are targeting 

financial institutions and there are less possibilities of getting detected by anti-malware or anti-virus 

applications.  

 

The goal of this research is to understand how exactly a malware family functions/behaves on a live 

network. This analysis was archived by applying some of the reversing engineering techniques along 

with supporting tools as mentioned in section 1.3., and a also study on malware capabilities on 

breaking two-factor authentication protection mechanisms.  

On the whole, this research offers behavioral analysis techniques of malware families used against 

commercial and non-commercial entities by applying several reverse-engineering tools and 

techniques. 

 

The work done consists of  

 Profiling the malware behavior to capture the static or dynamic events  

 Examining and recording each of those activities. 

 Creating statistics based on all applicable findings.   

 Generating new functional or non-functional design requirements for securing network 

infrastructure.  
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2. Malware in action 
 

2.1. Introduction  
 

This chapter explains the rise and evolution of computer viruses, from the first comparatively simple and 

straightforward viruses to the latest malicious softwares that exist these days. The chapter also 

describes varieties of known malware types and techniques, and gives information about how malware 

spreads and the risks it places to organizations of any size. 

This chapter has several objectives:  

 Evolution of computer virus 

 Defining Malware and characteristics 

 Differences between worm, virus, Trojan , spyware and, their characteristics  

 Detection techniques  

This chapter doesn’t explain malware elements by capturing some sample of malware.  Still, it does offer 

an important first step in trying to know the various elements that constitute malware.  This chapter will 

also briefly discuss and define additional things which are not malware, such as adware, spyware, spam. 

2.2. Evolution of computer viruses 
 

The most familiar mistake people do when the subject of a computer virus comes up is to mention  a 

worm or Trojan horse as a virus. Although the words virus, worm, and Trojan are frequently 

interchangeable, they are not precisely the same. Viruses, worms and Trojan Horses are all malicious 

programs that have the capability to harm the computer, but there are conflicts between the three.  

A virus has the capability of travelling form one computer to another by attaching itself to a program or 

to a file, leaving infection as it travels.  It works exactly like a human virus. For more details on this topic, 

see section 2.4.3. Most of time all the viruses are attached to an executable files .It cannot infect our 

computer unless it has been executed. 

Worms on the other hand are a kind of network viruses, which replicate on network. A worm has the 

capability of executing itself automatically on a remote machine without human interaction. Worms are 

typically standalone applications without a host program. The main danger with a worm is that it is 

capable to replicate itself on our system, so that it can send out many copies of itself creating big 

destructive effects.  
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It is not astonishing that the evolution of computer viruses is directly linked to the achievement and 

development of the Internet.  The contrast between the internet and a living creature is that they 

constantly fight against viruses.  

As the Internet has developed, so has the environment of the threat. Viruses have bred new forms of 

malicious life that flourish on the computer technology of Internet connectivity, voice and data 

communications. These new threats can quickly recreate and spread themselves (worms) to attack their 

hosts. Self-governing threats have joined in the form of coalesced threats that join to recognize, 

disenable, or demolish any vulnerable carrier hosts [13]. 

So from where did it all start?   

The computer worm label was conceived following from the publishing of “The Shockwave Rider”, a 

science fiction novel published in 1975 by John Brunner. Afterwards researchers from Xerox PARC, Jon A 

Hupp and John F Shock published a paper in 1982. Xerox was the first Computer Worm.  This was not 

able to spread because of lack of internet infrastructure. 

In the late 80’s there was a virus called Brain (1986), which infected the boot sector of floppy disks 

which were the primary method of transmitting files between computers.  This virus was written in 

assembly language, and propagation was very slow because it depends upon physically carrying the 

infected disk form one computer to other. These viruses’ fall in a class called “Boot Sector Viruses”. The 

virus is transmitted when the PC boots up. By the early 90s, famous viruses like Stoned, Jerusalem, and 

Cascade started to flow [14]. 

In the middle to late 90’s, the landscape started to alter with the development of the Internet and 

personal computer use, the rise of networking, and the adoption of electronic mail systems. A worm 

called “big impact worms” started to reach the public in different ways. The use of email added high-

profile mass-mailer worms such as Melissa (1999), “I Love You” (2000), Anna Kournikova (2001), SoBig 

(2003) and Mydoom (2004) that made the headlines and entered the public awareness. These types of 

worms doubled their number of victims every few hours, quickly reaching zenith activity less than 20 

hours of being released. This marked the parallel rise in controlled, sometimes synchronized attacks. The 

volatile development of online financial transactions resulted in enlarged security events and in the 

appearance of novel types of malicious software and attacks.  

Today, we are not dealing with viruses, but also with worms, Trojan horses, backdoors, rootkits, HTTP 

exploits, privilege escalation exploits, and buffer overflow exploits. These threats make out and target 

upon vulnerabilities in applications and software programs to carry and spread attacks [13]. The 

ultimate goal of most of the attackers tends to focus on financial gain. These new trends explain why 

malware is now a worldwide multi-million dollar criminal industry.  

This report also mentions how the phishing Trojan technique (Section3.2.2) executes, how it overcomes  

a few authentication schemes and how some banks and security firms are extenuating the threat with 
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more complex authentication and fraud detection schemes. To end with, this report will inspect the 

potential mitigation techniques. 

 

2.3. Malware definition 
 

Malware is a universal name for a piece of software injected into computer system to induce harm to 

that system or other systems, or to undermine them for use other than that proposed by their owners.  

 

Malware can get remote access control to information system, record and forward data from the 

controlled system to a third party without the users’ authorization or knowledge. Information systems 

which have been compromised are able to perform illegal security actions which can harm the 

information system, or otherwise affect the data and system integrity. 

 

Viruses, worms, trojan horses, backdoors, keystroke loggers, rootkits or spyware and different types of 

malware are described in the next section. These terms correspond to the functionality and activities of 

the malware (e.g. a virus is self spreading, a worm is self replicating). Malware research analyst’s experts 

generally cluster malware into two classes: family and variant. “Family” refers to the distinct or original 

piece of malware; “variant” refers to a different version of the original malicious code *14+. 

 

So how do we differentiate between a computer virus and a worm? How are these different from Trojan 

horses?  

 

2.4. Malicious software categories 
 
Nowadays, computer users and network operators have to struggle and vaccinate themselves against an 

ever rising different variety of methods of attack which can infect or target specific networks or 

machines in a co-ordinate attack. 

 

The following are the simple and straightforward classification of some malware categories:  

2.4.1. Worm  

Computer worms are self-replicating computer programs. A worm uses self-propagating 

malicious code that can automatically spread itself from one computer to different computers 

through network connections. Unlike a virus, a worm doesn’t attach itself to an existing 

program.  Worms spread through the network connectivity, exploiting vulnerabilities in 

computer systems and find the other vulnerable systems. 
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So the next question in order to have a more clear definition of the malware: “without the help 

of carrier can the code replicate?” *19+ .i.e. can the code infect an executable file?  If “YES”, then 

the code is regarded as some sort of worm. 

 

 A worm can be harmful, such as overwhelming network bandwidth or acquiring local system 

resources, perhaps causing a DoS attack (denial of service). Some worms can execute and 

spread without user interference, while others require users to execute the worm code in order 

to spread. 

 

The majority of worms try to copy itself onto a host computer and then use the computer 

network to replicate. For example, the Sasser worm relies on a service vulnerability to initially 

infect a system, and then uses the infected system’s network connection to replicate.  If the 

latest security updates are installed, or there are firewalls in the LAN environment to block the 

network ports the worm uses, the attack might not succeed.  

 

2.4.2. Trojan horse 
 

 A Trojan horse or Trojan is a program or file that a user permits or invites onto his system, 

thinking that the program or file is usual software. But actually, the program or file contains 

malware that attempts to take control over the system or provide a way for an outsider to reach 

in. Trojan horses are not self-replicating which differentiate them from viruses and worms. 

 

Once a Trojan horse has been installed on a target computer it can be possible for a hacker to 

access it remotely and execute operations. The types of operations that a hacker can carry out 

are limited by user privileges on the target computer and the design of the Trojan horse itself.  

  

A few additional terms to be considered when referring to Trojan horse behavior are recognized 

and explained below: 

 

 Backdoors or Remote Access Trojans(RATs) 

 

 A few Trojan horse programs permit the hacker or data thief to have control over a system 

remotely. Such programs are called Remote Access Trojans (RATs) or backdoors. Examples 

of RATs include Back Orifice, Cafeene, and SubSeven [19]. 

http://thesaurus.reference.com/browse/interference
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  Rootkits 

 

Rootkits are collections of software programs that a hacker or data thief can use to have 

unauthorized access to remote computer systems and start attacks. Rootkits have the 

capability of altering the existing OS’s softwares so that an attacker can hide himself.     

This rootkit program may use different techniques like: monitoring keystrokes, altering 

system log files, creating a backdoor into the system, and initiating attacks against other 

computer systems on the network. Rootkits are usually structured into a set of tools that are 

tuned to exclusively target a specific operating system. The first rootkits were noticed in the 

early 1990s, and at that time the Linux and Sun operating systems were the main targets. At 

present, rootkits are available for all possible operating systems, which include the 

Microsoft Windows platform. 

 

2.4.3. Virus 

  

The virus code is written to with the purpose of replicating itself.  It tries to spread and infect 

from one computer to other without the permission or knowledge of the owner by attaching 

itself to a host program. It has the capabilities of damaging hardware, software, or data present 

in the computer system. When the host system is executed, the virus code also runs, infecting 

new hosts and every now and then delivering an additional payload. 

 

If the malicious code appends a copy of itself to a file, boot sector, or document of a disk drive in 

order to duplicate it is regarded as a virus. This malicious code may be a copy of the original 

virus or it could be a customized version of original virus [13]. As referred previously, a virus will 

frequently have a payload that it might drop on a local computer, such as a Trojan horse, which 

will then execute one or more malicious activities, such as deleting user data. However, a virus 

that only duplicates itself and has no payload is still a malware problem because the virus itself 

may damage data, take up system resources, and take more network bandwidth as it replicates.  

 

2.5. Malware characteristics 
 

The characteristics that each class of malware can demonstrate are frequently alike. For example, a virus 

and a worm may both use the network as a transport medium. However, the virus will search for files to 

contaminate while the worm will just try to copy itself. The subsequent part explains the characteristics 

of malware12. 

 

                                                             
12 Malware characteristics (a,b,c,d,f) : Malicious Software (Malware) A security Threat to Internet Economy  
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a) Malware is multifunctional and standard: 

 

There are numerous varieties of malware that can be used together or individually to accomplish a 

malicious actor’s goal. New features and additional capabilities are easily added to malware to 

modify and improve its functionality and impact. Malware knows how to place itself into a system, 

compromise the system, and then download extra malware from the Internet that supplies added 

functionality. It can bypass security measures such as firewalls and anti-virus protection, and it can 

use encryption to override detection or cover its means of operation [14]. 

 

b) Malware is user-friendly:  

 

Malware is obtainable online at nominal price thus making it possible for anyone to acquire. There is 

a strong underground market for its sale and purchase. Moreover, malware is user-friendly and 

allows attackers an ability to initiate most sophisticated attacks outside their skill rank. 

 

c) Malware is determined and capable:  

 

Malware is progressively harder to identify and remove and is efficient at defeating built-in 

information security counter-measures. Some classes of malware know how to defeat strong forms 

of multi-factor authentication and others have been able to challenge the strength of digital 

certificates. 

 

d) Malware capable to impact a range of devices: 

 

 Since malware is nothing more than a piece of software, it can affect a range of devices, such as 

personal computers or Personal Digital Assistants (PDAs) to servers all over different types of 

networks [14]. All these devices, together with the routers that permit traffic to move all over the 

internet to other end points, are potentially vulnerable to malware attacks. 

 

e) Malware is part of cyber attack systems:  

 

Malware is being used both as a primary form of cyber attack and to maintain additional forms of 

malicious action and cybercrime13 such as spam and phishing. On the other hand, spam and phishing 

can be used to promote distribute malware.  

                                                             
13 Cyber crime encompasses any criminal act dealing with computers and networks (called hacking). Additionally, 

cyber crime also includes traditional crimes conducted through the Internet. For example; hate crimes, 

telemarketing and Internet fraud, identity theft, and credit card account thefts are considered to be cyber crimes 

when the illegal activities are committed through the use of a computer and the Internet. 

http://www.webopedia.com/TERM/C/cyber_crime.html  

http://www.webopedia.com/TERM/C/cyber_crime.html
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f) Malware is money-making:  

 

Malware is no more simply a fun game for script kiddies or a field of study for researchers. Today, it 

is a dangerous business and source of income for malicious actors and criminals all over the world. 

Malware, jointly with other cyber tools and techniques, supplies a low cost, reusable technique of 

conducting highly profitable cybercrime. 

2.6. Spyware 
 

Before we start talking about spyware, it is very much necessary to know the meaning of the term. 

Spyware is something that invites itself and takes up place on a computer, generally uninvited guest, 

which can inform on the behavior, action and preferences of the computer’s users, or reveal some 

secret information with reference to data stored on a computer. In other words, it can also be defined 

as; that it spies on what the computer is intended for and probably for what it holds, to report on its 

findings to outsiders. 

Whatis.com gives a little extra comprehensive definition of spyware14:  

“Spyware is any technology that aids in gathering information about a person or organization 

without their knowledge. On the Internet (where it is sometimes called a spybot or tracking 

software), spyware is programming that is put in someone’s computer to secretly gather 

information about the user and relay it to advertisers or other interested parties. Spyware can 

get in a computer as a software virus or as the result of installing a new program. Data collecting 

programs that are installed with the user’s knowledge are not considered to be spyware if the 

user fully understands what data is being collected and with whom it is being shared. However, 

spyware is often installed without the user’s consent, as a drive-by download, or as the result of 

clicking some option in a deceptive pop-up window. 

 

The cookie is a well-known mechanism for storing information about an Internet user on their 

own computer. However, the existence of cookies and their use is generally not concealed from 

users, who can also disallow access to cookie information. Nevertheless, to the extent that a 

Web site stores information about you in a cookie that you don’t know about, the cookie 

mechanism could be considered a form of spyware.” 

                                                                                                                                                                                                    
 

14
  Spyware definition: http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci214518,00.html# 
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By considering these different meanings, we can conclude some important points such as: 

 

 Collect information about the user with his/her permission 

 With no user’s knowledge, it might be operated to third parties. 

 It might occasionally alter the behavior of a user’s computer without the user’s permission. 

 

2.6.1. Capabilities of Spyware 

While other, more delicate signs exist that spyware or other useless software has intruded on 

your system, the most familiar and visible indications such as: 

 

 

a) Performance slows down  

If your system is running slowly with no good reason, it might just be that the overhead of 

recording your actions or delivering loads of ads are putting down the performance. Not 

good enough yet, spyware or adware can make a previously steady system vulnerable to 

crashing. 

 

b) Something new or unanticipated shows up 

Either in your desktop or web browser, it may possibly be something from a new home or 

search page, to a toolbar, to a piece of software.  To be appreciable it must be something 

that can be seen.  

c) An increase in ads, pop-ups, or advertising 

Every so often, you will be overcome with ads and it is simple to make out that something 

wrong; the intensity might just go up a little, or you will get that closing one ad provokes 

one more to become visible, ad infinitum. 

2.6.2. Adware and Pop-Ups 

Spyware does a job of secretly following and reporting the user’s activities or data where as 

adware’s job is to get the advertising to the users’ desktop. Again a comprehensive definition is 

taken form whatis.com15: 

 

“Adware is any software application in which advertising banners are displayed while the 

program is running. The authors of these applications include additional code that delivers the 

ads, which can be viewed through pop-up windows or through a bar that appears on a computer 

screen. The justification for adware is that it helps recover programming development cost and 

helps to hold down the cost for the user. 

                                                             
15AdWare definition, http://searchcio-midmarket.techtarget.com/sDefinition/0,,sid183_gci521293,00.html  
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Adware has been criticized because it usually includes code that tracks a user's personal 

information and passes it on to third parties, without the user's authorization or knowledge. This 

practice has been dubbed spyware and has prompted an outcry from computer security and 

privacy advocates, including the Electronic Privacy Information Center.”  

2.6.3. Spam 

The term spam originated exactly, as normally used to recognize and denigrate unsolicited e-

mail. A lot of experts at present believe that spam e-mails are making a huge traffic .i.e. up to 

more than 70% of all e-mail traffic on the Internet. 

A comprehensive definition is taken from whatis.com16: 

 

“Spam is unsolicited e-mail on the Internet. From the sender’s point-of-view, it’s a form of bulk 

mail, often to a list obtained from a spambot or to a list obtained by companies that specialize in 

creating e-mail distribution lists. To the receiver, it usually seems like junk e-mail. It’s roughly 

equivalent to unsolicited telephone marketing calls except that the user pays for part of the 

message because everyone shares the cost of maintaining the Internet. Spammers typically send 

a piece of e-mail to a distribution list in the millions, expecting that only a tiny number of readers 

will respond to their offer. Spam has become a major problem for all Internet users.” 

A spambot (spam robot) is a kind of software robot that lives on web. It takes out all possible e-

mail addresses it comes across and logs a file. At sometimes, the spambot’s e-mail address file is 

collected and added to large e-mail delivery lists. 

Big e-mails list that send spam, those receivers are always combined in their dislike for e-mails 

of that type. Only, very small percentage of the population that such e-mail targets actually bite 

at whatever’s existing. 

 

2.7. Detection Techniques 
 

Ideal systems to defend against malware have to cover a few steps such as: detection, identification, 
prevention and recovery [8].  
 
Detection:  Determines that a give program is probably malicious  

Identification: Classifying a given program as matching to or linked to an identified piece of malware. 

Prevention: Blocking a malicious program from executing hostile functions. 

                                                             
16 Spam definition, http://searchmobilecomputing.techtarget.com/sDefinition/0,,sid40_gci213031,00.html 
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Recovery: Getting rid of a malicious program from a system and/or fixing any damage it has caused. 

 
 A good number of accepted practical systems at the current time falls in the category of signature 

based malware scanners. Signatures are the unique data patterns that malware scanners use to detect 

viruses as they scan your files or data. Signature based scanning is a procedure whereby a unique 

`signature or rule' is computed for a given virus or other malicious program [11].  This is done by the 

manufacturers of antivirus products, who provide their software with signatures that are frequently 

updated. When the antivirus product scans a program it looks for malicious activities which match 

signatures.  The disadvantage of this technique is that it can only notice malicious activities that have 

beforehand a signature generated.  

 
A new signature should be created for every new malware and even for every variant of an already 

existing malware. This is a time-consuming exercise, thus bring the basic problem with signature-based 

malware detection.  A malware which is specially developed for a particular attack cannot be detected in 

principle.  The antivirus software companies collect samples of malware and create a signature.  By that 

time a certain level of damage will be done.  

To address this problem, (IDS) Intrusion Detection System was introduced. The IDS is able to identify 

harmful behavior and therefore belongs to the class of "Behavior Blockers"[10]. All active programs in 

the system are constantly monitored. It stops the potentially damaging behavior activities as soon as it is 

noticed and an alert notification is generated. This prevents further execution of a mistrusted program 

without signatures. 

Behavior blockers, an additional technology is becoming increasingly popular, the HIPS Host-based 

Intrusion Prevention System approach [11]. These tools give notification of attempts to control many 

system interfaces such as autostarts, device drivers, the network, etc., but they do not offer any exact 

information as to whether an action is actually harmful or not.  This is a kind of personal firewall apart 

from the windows firewall initially generates numerous (false) alarms until the software has been 

suitably qualified.  

Windows Firewall cannot distinguish between malicious traffic and legitimate ones. Windows update is 

mostly to patch several vulnerabilities in Windows and underlying applications. It is not a mechanism to 

detect a malicious piece of software. The extent of threat varies from malware to malware. A few set of 

malwares are exclusively targeting banks as per the predefined list the malware authors can offer. These 

malware can imitate the websites, for example altering the hosts file or modifying the DNS entry, so 

when a user visits a specific bank website instead of going to the legitimate website he is redirected to 

phished website. 
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2.8. Conclusion  
 
 
I have summarized the former and current situations for many of the most common and damaging 

malware we face today, right along with a historical point of view and numerous anticipations for future 

malware evolution.  

This chapter discusses more about the unwanted software .i.e. spyware, adware (pop-ups), and spam 

(unwanted e-mail). And also about the stuff that can occasionally do bad things to your computer, 

including what’s sometimes called malware (malicious software), such as viruses, worms, Trojans, and 

other members of that nasty software type. 

In this chapter, we learned about a variety of malware which includes viruses, Trojans, and worms. On 

the whole viruses add themselves within existing files, worms carry themselves in their own containers, 

and Trojans appear sometime previously encrypted within files that intent to offer other functions.  

Nevertheless, information security is certainly not a stationary field, and the malware threat evolves 

constantly. People in the computer underground are continuously close to the front, devising new tools 

and techniques for attacks. Likewise, in the defensive community, we constantly try to get better 

capabilities and updates to our technologies.  Sometimes, things cannot be made easy but feel like a 

minnow swimming upstream not in favor of a tidal wave of new information.  So, updating our 

knowledge is very necessary if we want to avoid the scourge of malware.  
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3. Attack Trends in Online Banking System 
 

3.1. Introduction 
 

This chapter provides a brief explanation of the methods presently used by cyber criminals to attack 

targeted online banks and financial institutions in particular. It inspects common trends and capture 

how malicious programs targeting online banks are designed to avoid detection by antivirus 

solutions.  

This chapter additionally deals with phishing, pharming , HTML injection, and a few other technical 

steps which cyber criminals may possibly take when initiating an attack (such as redirecting traffic, 

man-in-the-middle and many more).  

This chapter is written with the intention of providing new future security professionals a more 

comprehensive understanding of the ways in which financial institutions and/or online banks can be 

attacked by cyber criminals. 

 

3.2. Types of banking attacks 

3.2.1. Social engineering 

Social engineering is not a technological attack; it is a method by which human weaknesses in 

information security system are exploited.  It is a process where the attacker develops belief within you, 

guessing the attacker to be a person or organization you recognize or trust. Frequently, social 

engineering attacks are carried out by means of common communication technologies .i.e. phone or 

email. These attacks are easy to launch, and up till now the most hard to avoid.  

Phishing is mainly a general example of social engineering attacks. The goal is to obtain your financial 

login credentials. Criminals then utilize your credentials to access your bank account and steal your 

money, or another possibility is to sell your banking login credentials to other criminals. 

3.2.2. Phishing   

One of the most common remote attacks against financial online services is called phishing. Spoofed 

messages which supposedly come from a financial organization and which are created in such a way that 

the user gives away confidential information.  

Phishing is not directed only against customers anymore. Phishing is normally processed through instant 

messaging or e-mail and it repeatedly redirects the users to go into particular fake websites whose look 
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and feels are almost the same as the genuine one.  In a typically phishing operation (see figure 3-1) 

perpetrators use a Varity of tactics to obscure the fake web site making it to look like a genuine web 

site.   

It is very difficult to detect the fake websites; it requires great skill to detect then.  Phishing is an 

example of social engineering techniques which is used to trick users and use the poor usability of 

current web security technologies. 

 

Figure 3-1 Phishing Process (From Anti-phishing Working Group, www.apwg.com) 

There are quite a few different theories about the origin of the word “phishing”.   Some analysts believe 

the term is an acronym for “password harvesting fishing” and other believe that it is “hacking spelling” 

of the word “fishing” compare to “phreaking”. The HoneyNet project (www.honeynet.org) has published 

a paper called “Know your Enemy: Phishing”. This give a comprehensive guide to present day pushing 

attacks.  

 

 

http://www.honeynet.org/
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In past few years, the most common methods developed are: 

 Spoofed E-mail Address:  

Phishers use many varieties of techniques and shareware tools so that the phishing e-mails 

appears legitimate, for example: customerservies@TARGETEDCOMPANY.COM 

 

 Spoofed URLs: 

Many techniques have originated to spoof URLs. One technique requires using JavaScript 

that covers URL windows at top of the users’ browser with graphic or text. Others use 

browser specific vulnerabilities to confuse the URL. Both results in fake URL being displayed 

instead of the valid URL. On top of it, it is likely to have a URL that contains encoded 

characters that resembles American Standard Code for Information Interchanges (ASCII), 

which can also be done with International Domain Names (IDNs) to make the address 

display nearly identical to the web site being spoofed.  

 

 Similar URLS: 

In this case, the fake website has a URL that sounds alike to that of the targeted website. 

This was initially a very common exercise but in falling out of season due to increasing 

complicated and improved efforts by companies to purchase such a domain name.  

 Combination attacks:  

The HoneyNet Project says that many attackers make use of other grouping methods of 

attacks. For example: an attack can happen through a hijacked server add in with port 

redirection functionality that forwards to a malicious web site and uses a botnet17 to send 

email designed to tempt recipients to fake a website.   

 

 Phishing through port redirection: 

Port redirection service is installed in the server. This redirects the guest to a different 

server that has the malicious content in a challenge to make the phishing harder to trace. 

 Phishing using only IP address:   

Rather than the URL, the web site uses IP the address. This might confuse non- technical 

users, who might trust a website recognized as a string of numbers as a opposed to a web 

site with a doubtful URL.  

 

                                                             
17

 A botnet (also known as a zombie army) is a number of Internet computers that, although their owners are 

unaware of it, have been set up to forward transmissions (including spam or viruses) to other computers on the 

Internet. Any such computer is referred to as a zombie - in effect, a computer "robot" or "bot" that serves the 

wishes of some master spam or virus originator. Most computers compromised in this way are home-based. 

http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci1030284,00.html#  

mailto:customerservies@TARGETEDCOMPANY.COM
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci1030284,00.html
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 Pop-Up windows:   

While using pop-up windows, phishers forward the user to a web site that opens the 

genuine bank’s website with a fake pop-up window over it. This holds the field for entering 

the user’s login and password.  

 

3.2.3.  Pharming  

Pharming attacks are quite alike to the phishing attacks in that they are intended to obtain private 

information from victims by pretending to be a trusted source and demand for information.  The 

different between pharming and phishing is that a pharming attack redirects  the victim’s DNS to a 

malicious server when trying to visit a genuine website, as contrasting to a phishing attack, which 

needs that victims are tricked by social engineering and manipulating victim’s browser window into 

visiting fake website.    

MX Logic defined pharming as a malicious web direct. This definition demands that something to 

altered on the victim’s computers, like a local DNS server or HOSTS files. The description has 

included DNS cache poisoning, where as attacker spoils the DNS server’s cache so that all lookups to 

the server react with a malicious address. DNS cache poisoning, which is just exploiting a 

vulnerability found in DNS server execution, is regarded as pharming, so any other vulnerabilities 

found in a DNS server used for the similar purpose will most likely also be defined as pharming  

Pharming Working  

Though pharming has the benefit of usually not requiring social engineering still it is more 

complicated and for this reason it requires more skill.  Phishing can be executed with minimal 

understanding and sometimes with automated toolkits. Pharming even though it has a variety of 

methods, at all times requires at least one technical step.  

Cache poisoning, which targets the largest number of users, needs  successful exploitation of a DNS 

server or gateways or routes and a server with a catch all DNS entries for every web site. Altering 

HOSTS file requires that the attacker does these alterations via malicious code or composes and 

changes the system manually.  

The quantity of information needed for an attempt to produce a pharming attack exceeds the 

possible profit of pharming individual websites. For the reason that the percentage of DNS servers 

that are really vulnerable is very small, targeting them with individual websites is not likely to 

produces an amount of stolen information that develops in a phishing attack. On the other hand, 

the enthusiasm to perform pharming attack might increases as anti-phishing softwares becomes 

more widespread. On top of it, if exploitable vulnerabilities are detected that affects the majority 

commonly used DNS servers, pharming attacks possibly will increase. Attackers take some time to 
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set up individual websites to duplicate companies if they can be fraud sufficient DNS servers to 

affect a large number of users.   

DNS Spoofing  

This is the most frequently used type of phishing. Even if there are lots of variations of this 

approach, the core is the injection of the pharming page’s URL into the resolution procedure. It can 

be done either in a customer machine or in a DNS server. The determined domain thus appears to 

be the one that the user planned to visit, but is it certainly the pharming page.  Depending on the 

page’s trustworthiness compared to the original, there is little a user can do to keep away from 

being fooled by this attack types.    

DNS Cache poisoning  

This technique involves injecting false information to the DNS server, which routes internet traffic by 

matching a domain name with an IP address at web hosts, allowing hackers to redirect users to 

bogus websites. Successful DNS poisoning attacks are very common and permit malicious websites 

to spoof trusted web brands.  Pharming attacks could use DNS cache poisoning to redirects request 

to a genuine financial site to a look- alike fake site.  

3.2.4. Trojans and toolkit  

Trojans are the hope of cyber fraud and are still beginning to control its present. Trojans automated 

what had before been made by hand; it just downloads a victim’s stored data or records the 

keystrokes, rather than rely upon a user to enter his or her information into a phishing pages fields.   

Malicious code targeting financial institutions can be broadly classified into two categories: target 

code and generic, kit based Trojans [30].  Whereas malicious code authors design particular Trojan 

horses to target only financial institutions with login system and with extra sophisticated design 

rather than standard user name and password, less sophisticated pieces of malicious code such as 

generic keystroke logging Trojans and generic grabbing Trojans also cause financial burdens on 

institutions.    

There are many special classes of Trojans, marked by their behavior function, not on their design or 

distribution scheme.    

Keystroke logging 

There are a few information stealing softwares such as keyloggers or keystrokes, which records each 

typed on victim’s keyboard.  Keystroke logging creates huge amounts of data that includes spaces, 

backspace and line break keys.  The authors have included keystroke logging in Trojan and Remote 

Administration Tools (RAT) toolkits [31]. A lot of additional varieties of Trojans have a standard 
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keylogger that collects huge amounts of stolen data, even though the attacker is not targeting 

specific site.  

HTML Injection  

This HTML injection attack is a method for the attacker to perform on the fly phishing attacks. The 

victim real banking web site is downloaded and HTML added code is injected into the page after the 

page is finished loading. However, HTML injections are not a novel method to stealing credentials 

and other personal information.  This permits attack to encapsulate fields that are actually not a part 

of the standard format but leaves valuable information (Figure 3.2 & Figure 3.3).  

 

Figure 3-2 A logging before HTML Injection        Figure 3-3 A logging after HTML Injection 

The ATM PIN field in Figure 3.3 has been dynamically injected into the page via the code inside the 

.bin file [32]. 

Example:data_inject 

</div><br><div><strong><br><label for=“pin”>ATM 

PIN</label>:</strong><br /> 

<span class=“mozcloak1”><input type=“password” accesskey=“N” 

id=“pin”name=“pin” size=“7” maxlength=“4” style=“left;width:75px;” 

tabindex=“3” /></span> 

A lot of well know Trojans – for example Sinowal, Limbo, and Zeus, have characteristics of HTML 

injection potentialities. These types of Trojans get injected into the browser to create a new web 

page and try to include new fields looking for all credentials information and other personal 

information that the banks by no means asked from its customers all the way through its own 

legitimate web page. Nevertheless, the newly injected web pages appears like genuine web pages to 
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the usual online banking customer. It is a more successful way for fraudsters to obtain additional 

information from a victim of online crime than utilizing key logging or tapping web traffic.  

Sinowal Trojan is one of the best examples for HTML web pages capable to inject too many different 

domains. This has the capabilities to collect huge amounts of information regarding its infected 

victim.  The possible fields that can be requested are “SSN”, “TAN”, “ATM PIN”, and other personal 

information and credentials.  

Screenshots and Mouse Event capture  

Trojan authors included the capability to capture screen shots and mouse events at the same time 

they added the capacity to log keystrokes, on the other hand several information steeling Trojans 

that copied the method form RATs did not insert this capability till bank started this virtual keyboard 

as shown in figure 3.4.. The virtual key board utilizes scripting languages or applets, where the 

output is a in specially encoded or encrypted string.   

 

Figure 3-4 ICICIbank Virtual Keyboard login (http://icicibank.com) 

3.2.5. Man In the middle attack 

Complicated malware will use a MitM attack; this activates attackers to attack many banks, and 
assures more return. A MitM attack uses a malicious server which sits between the customer 
and the bank (the financial organization) .i.e. client and server.  Even though the whole thing will 
give the ordinary impression to the user, once the customer is demanded to authorize a 
transaction, customer is in fact authorizing a transaction made by the cyber criminal.  
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The principal of MitM attack initially involves the fake coercing the bank customer to visit a fake 
banking website. This is generally accomplished by distributing an e-mail, impersonating a bank, 
requesting the customer to click on a given link, allegedly of the bank website. Another possible 
approach is tapping with the customer’s internet connection in order that when they attempt to 
visit the correct website, they in fact are redirected to the fake website. 
 
To the customer, the website will looks the same as the usual bank website. It is even 
encrypted, so the customer will witness the anticipated lock symbol in their web browser. On 
the other hand, important information went in will move to the phony bank website and not to 
the real website. While this information is obtained, particularly written software will hook up to 
the bank’s real website, impersonate the customer and make fraudulent transactions. 

 

Figure 3-5 MitM Fake Bank Website (CRONTO www.cronto.com) 

Considering the fact that the fake website has all the information the customer would usually 
provide, it is not possible for the bank to identify difference between the real customer and the 
fake. For the reason that the connection to the bank happens right away as soon as the 
customer enters their account details, any time-dependent one-time password (OTP) will even 
now be valid. If the bank has carried out shared authentication, the fake website will receive the 
correct reply from the bank, for example pictures or answers to secret questions, and forward it 
back to the customer. The customer will see the anticipated reply and as a result send the 
account details the fraudster requests. At the same time as both the bank and the customer 
think they are communicating straight, in actual fact the fraudster is free to view and change 
some of the transmitted information. 
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Diligent bank customers possibly will be able to recognize fake sites, in view of the fact that their 
address may be wrong. At the same time as some are encrypted, watchfully inspecting the 
website certificate might show that the site do not actually belong to whom it claims to. 
Moreover, as fraudsters might try to connect to the bank website from a computer in the same 
country as the customer, bank fraud recognition systems might observe doubtful characteristics. 
 
A classical MtiM attack is briefly explained below: 
 
Normally the attacker places himself between two communicating parties’ .i.e. between the 
customer and the bank, and collects all the information from the bank customer. The data given 
for the genuine website are passed to the attacker instead, who saves this information, gives 
this information to the legitimate site, and passes the responses again back to the customer. A 
schematically illustrated in figure 3-6: 

 

Figure 3-6 Man-in-the-Middle Attack 

MitM attacks in the context of crime -based information theft include: 
 

a) A session hijacking attack, in which data is obtained from a customer and passed 

through to the genuine website until the preferred authentication has been executed, 

whereupon the session is hijacked. 

b) A hostname lookup attack typically called as pharming, in which a website at the 

anticipated host name, but with the incorrect IP address, passes data from the customer 

to the genuine website and vice-versa, to provide genuineness and delay finding.  

c) A web proxy attack, in which a malicious web proxy obtains all web traffic from a 

compromised computer and passes it to a genuine website, taking credentials and other 

confidential information. 

Generally MitM is very difficult to detect, because the genuine website still looks to work 
correctly and there is no warning to give if something is wrong.  
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3.2.6. Man in the Browser 
 

A man-in-the-browser attack happens while a fraudster installs a Trojan on a user’s computer that 

has the capacity of interrupting and interacting with the user’s online transactions in real-time. 

In phishing attack, where the user is redirected to a fake website, most of time this happens by 

clicking on a link in an e-mail. A man-in-the browser attack occurs simply when the user enters a URL 

into their browser - mainly of being triggered by a prompt such as an e-mail or other notification. 

MitB works like session-hijacking, in which the routing out of funds happens in real-time, and is not 

concentrated only on stealing credentials such as an online banking username/password or credit 

card number to use later. A man-in-the-browser attack is a sort of man-in-the-middle attack; 

however it is done in the browser and it is closer to the user not on the traffic stream. A man-in-the-

browser attack is very hard to detect and prevent, for the reason that the action is in fact going on in 

the user’s machine. 

 

Figure 3-7 Man in the Browser (CRONTO www.cronto.com) 

For example, if the customer is trying to make a transfer to an account, the malware might alter the 

end user account number to the fraudsters account number, and then altering the amount. 

Likewise, once the bank supports that the transfer has happened; the malware has the capability to 

change what is viewed by the customer, assuming that their preferred transaction has been carried 

out. 
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On the whole, malwares are obtained which permits the fraudsters to simply arrange the software 

to attack specific banks. The attacker gets these configuration files from some website so to quickly 

update the newly added banks. One such malware package is called SilentBanker, which had the 

capability of attacking more than 400 bank websites worldwide.  It had a special feature to avoid 

two-factor authentication. It had the capability to perform both MitM attacks and MitB attack. 

 

Figure 3-8 Man in the Browser: Bank Transaction (CRONTO www.cronto.com ) 

 

The MitB attack is even much more difficult to protect against than MitM. Because the network 

connection is not being interfered with all the way, the website address and certificate will be exact. 

Fraud detection systems are also in a weak position.  From the bank’s point of view, the customer is 

visiting from their usual computer and by means of their normal Internet connection. As with MitM, as 

MitB attacks occur in real time, tokens and mutual authentication can be avoided, because the fraudster 

has full control over the customer’s computer. 

http://www.cronto.com/
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3.3. Banking attack process  

 

Figure 3-9 Banking Attack (OWASP) 

 

The current generations of hackers are profit oriented unlike the traditional class of attackers who 

used to steal sensitive data for fun. The initial step of any attack process is reconnaissance where an 

attacker tries to identify the weaknesses in the target in question. They could either target the 

bank’s web applications or vulnerabilities such as weak password mechanisms, web server 

vulnerabilities etc. Once a critical vulnerability is identified in the bank infrastructure the next phase 

is to exploit the vulnerability to leak sensitive information from the vulnerable application. The 

attackers could also target various bank users by social engineering the not so tech savvy bank 

users. This could be done by a simple phishing attack. The current generations of bankers are 

capable of filtering out the relevant data from the stolen keystrokes by using custom parser 

applications. These financially motivated cybercriminals could sell this data underground. For 

example a US VISA or Master card sells for around 1 -2 $ underground. 
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3.4. Malware attack process 

 

Figure 3-10 Malware Attack 

a) Data Collection and Analysis 

The place where data is gathered, preliminary attacks just records any HTTP traffic from the banking 
session. Analysis of this traffic information produced (Ex: Silent Banker, Tropig) .i.e. the attacker 
attempts to take all information about consumer browsing session [27]. HTML pages collected are in 
order of the millions. This makes easier to accustom with unidentified portal structures. Recent analysis 
of Torpig, shows an identical line of attack.  
 
When the malware has access to the browser (Ex: Microsoft Internet Explorer), it can act as a “man in 
the browser”, potentially modifying incoming HTML from the web server .i.e. incoming network traffics 
are compromised.  In man in the browser attack the Trojan horse is used to intercept and manipulate 
calls between the main application’s executable (Ex: the browser) and its security mechanisms or 
libraries on-the-fly [26]. This potential allows malware to carry out an interesting attack such as 
“Sophisticated phishing” *28+.  
 
Sophisticated phishing: In normal phishing attacks, the URL in the address bar is unlike the bank’s 
legitimate URL. In pharming attacks, the attacker cannot forge the genuine SSL certificate of the bank. 
However once malware replaces the bank’s post login page with a page that requires more information 
(like: credit card, PIN, SSN, CVV2, memorable word and security question and answer), the user is 
expected to fall victim: the URL appears real, the SSL certificate is valid, and any 2-way authentication 
methods match. This is for the reason that the malware alters the incoming HTML at the browser, after 
the browser itself decrypts the SSL, and after the security image has been shown to the user. This is the 
advantage of attacking the user from within the browser. 

 
 

b) Identify Targets and Weaknesses 

From the obtained information, the attacker studies and understands the bank security measures and 
what the bank offers, such as transition graphs and security boundaries. 
We can tell that targets are selected from usage statistics. Usage statistics are determined by the 
behavior of the infected systems. Malware monitor the URLs visited, and from analysis of security 
measures they decide if a customize imitation attack is needed 
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c) Customer Impersonation attack 

In an impersonation attack, an illegal application tries to cheat a user into believing he / she is 
communicating with a genuine web site (server). Typically, an impersonation attack starts an illegal 
communication session with a user computer and tries to impersonate the look and feel of a valid 
communication session.  Impersonation attacks are repeatedly used for "phishing," i.e., for asking the 
users to reveal the security credentials they use for authentication with the mimicked genuine web site 
(server). 
 
Impersonation attack can be applied to all possible attacks in which an attacker steals authentication 
credentials of a victim after some initial form of contact [29].  This category deals with a wide range of 
real-world attacks not only keylogger-based attack, it also includes many different verities of phishing 
(section 3.2.3). 
 
The attack Strategy of impersonation is to capture user credentials in clear text and reuse them and trap 
the user into authorizing the wrong transaction. Generally successful method to achieve these goals is to 
modify the user interface such as local MITM also called MITB Man in The Browser or HTTP injection and 
monitor Mouse Clicks and taking screenshots.  

 
 

3.5. Conclusion 
 

All through this chapter we are seeing a major change in malware distribution vectors from e-mail to 
website. This chapter aims to familiarize the reader with different Trojan techniques and toolkits that 
use them.   HTML injection and phishing Trojans are general familiar toolkit in existence.   This has come 
with a range of attacks planned to redirect possible victims from genuine sites to sites hosting malware 
and other exploits.  
 
This chapter attempts to improved update organizations as to the state of threats there on the cyber 
frauds underground. It appears clean that cyber fraud underground is developing the capacity and 
expertise to constitute.  
 
The majority of the Trojans discussed in this chapter are banking Trojans which are traded to criminals 
to support in their thievishness attempts. Few are actually meant for targeting other organizations or 
the users, some collect information obtained as services and a few are very common data stealers used 
to steal money.  These attacks are likely to attack all organization, even if they are not of the financial 
industry.  
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4. Tools 

4.1. Introduction  
 

This chapter concentrates on providing the new and experienced security researcher with the 

information necessary to build a capable and effective lab. This chapter does not go into the details of 

disassembling and reverse-engineering malware.  The objective is to describe and explore the 

components, design, and architecture vital to construct malware analysis labs of different sizes.   

The purpose of this chapter is to create a secure lab environment, highlight the problems, solutions and 

alternatives related to this kind a project. 

 

4.2. List of tools  
 

All the way through the analytical process a number of software tools have been used to systematically 

examine malware samples.  Malware creators use many types of methods to obfuscate their malicious 

codes and to assume that the program is not identified by antivirus scanners. Before we understand 

tools used for reversing the malware, we need to understand obfuscated code. 

Obfuscated code is source or machine code that has been made difficult to understand. Programmers 

perform this intentionally to hide the source code (form of security through obscurity)18, to discourage 

reverse engineering, as a challenge for readers. Obfuscating goes a long way in keeping your source 

code safe. An obfuscator desires to crush code by not altering the actual result, to make it more and 

harder for anybody to decompile the code and understand it. 

The tools are listed and described briefly below, with their respective categories. 

4.2.1. Disassemblers and Debuggers 
 

Disassemblers and debuggers were used to look at the malware sample’s code and work on 

static analyses. IDA Pro  & OllyDbg are the two most frequently used tools for reverse 

engineering and suggested in [6] as good tools for malware analysis.  

                                                             
18

 Obfuscated code: http://en.wikipedia.org/wiki/Obfuscated_code 
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There are two methods of disassemblers : Linear sweep and Recursive traversal.  

Linear sweep is a simple and straightforward method to decode the whole thing which is 

present in part of the executable that is typically kept as machine code. This approach is used by 

GNU objdumb (see appendix) [37]. Straightforwardness and simplicity are the advantage for this 

linear sweep approach. On the other hand it has some disadvantage also that is any data is fixed 

inside the code it is misread as code and dissembled .i.e. it goes instruction by instruction and  

any data in the inside of the code might possibly  confuse the disassembler. 

Recursive traversal is the more intellectual method through which instructions are analyzed by 

traversing instructions at the same time following the control flow instructions in the program, 

in order that as the program branches to a specific address, disassembly also goes to that 

particular address. Recursive traversal disassemblers are more reliable to a greater extent and 

are far more resistant to many other anti-disassembly behaviors. 

Both the softwares IDA Pro and OllyDbg are recursive traversal disassemblers, meaning that 

they interpret and traverse the machine code in a recursive manner, avoiding certain pitfalls 

encountered with linear sweep disassemblers as is mentioned earlier [7].  

Another aspect is that IDA Pro is mostly a commercial product, whereas OllyDbg is free 

software. In this analysis, IDA Pro 4.9 version was used which is available free for public.   

 
a. IDAPro v4.9  

 
This is the interactive, programmable, multi-processor DisAssembler Pro by Hex-Rays. It is 

available as a free debugger and disassembler generally used for reverse engineering and 

debugging. It supports many different file formats and operating systems. It also has support for 

plugins and scripting.  
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  Figure 4-1 Snapshot of IDAPro v4.9 

 
b. OllyDbg v1.10 

 
OllyDbg is a 32-bit assembler-level debugger by Oleh Yuschuk [Yus08]. It is licensed as freeware, 

and is free to use. Emphasis on binary code analysis makes it particularly useful in cases where 

source is unavailable. OllyDbg provides most of the same functionality as IDA Pro, although they 

may work differently at times, interpreting code differently when encountering obfuscated 

binaries. 
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Figure 4-2 Snapshot of OllyDbg v1.10 

4.2.2. Virtual Machines 

 
VMwares are virtualization environments used to execute malware samples in a controlled 

environment. VMwares VM was chosen to be one of the best universally used.  

 
VMware Workstation 6.5.1 
 
VMware Workstation 6.5.119 is freely available for download. VMware brings down the cost of 

hardware to needing only one or two physical machines. It is powerful software that allows you 

to run multiple operating systems simultaneously on one physical machine. This is used to 

create victim systems. The best feature of VMware is the snapshot. Before performing any sort 

of analysis, taking a snapshot will save lots of time for the entire analysis process. An added 

good feature is the host only networking, meaning that the lab environment will only see itself. 

Also you should utilize the ability to disable VMware’s access to the network interface card. 

Keep in mind, when using VMware that a large amount of RAM is needed. For system based on 

                                                             
19  VMware Workstation 6.5.1 : http://www.vmware.com/download/ws/ 
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Windows or Linux need to run GUI, a least of 512 MB of RAM should be dedicated. And for a 

text based Linux box a minimum 256 MB is required. 

Although this virtualization of a malware environmental lab is created to reduce the cost, there 

are a few problems with using this software. Nowadays more sophisticated malware will have 

the capability to detect a VMware. These malwares will not be executed if it happens to detect it 

is being run on VMware.   

4.2.3. Monitoring Tools 

 
A various number of monitoring tools were used to observe the behavior of a malware sample 

when executed in a controlled environment.  

a. Process Monitor 
 
Process Monitor is a tool for analyzing system properties of Windows. It shows real-time logging 

of the file system, registry accesses and processes and threads, with support for filtering and 

sorting. It is freely available software from Sysinternals, a contributory of Microsoft.  This tool 

was chosen because its large functionality fulfills all the requirements of this study and because 

of its integration with Windows XP. 

 

Figure 4-3 Snapshot of Process Monitor 
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b. Wireshark 
 
Wireshark is the world’s foremost network protocol analyzer. It provides similar functionality to 

tcpdump (see appendix), but has a graphical front end, offers support for plugins, and has many 

more filtering, sorting, and protocols supported. Wireshark is free and open source, released 

under GNU GPL2. 

 

Figure 4-4 Snapshot of wireshark 

c. TCPView  
 
TCPView is a Windows program that will show you detailed listings of all TCP and UDP endpoints 

on your system, including the local and remote addresses and state of TCP connections. It also 

reports the name of the process that owns the endpoint. It is freely available software from 

Sysinternals, a contributory of Microsoft. 
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Figure 4-5 Snapshot of TCPView 

4.2.4. Packer Detectors and Unpackers 

 
These tools were used to detect possible executable packers of the samples. 

 
a. PEiD v 0.94 

 

PEiD is a tool that can detect the most common packers, encryptors and compilers. The name is 

short for Portable Executable Identification which is derived from Windows executable file 

format Portable Executable (PE). The tool tries to make out if the binary has been packed, and if 

so, tries to find which packer was used by searching for specific byte sequences left by the 

packer. The tool is perhaps the most widely used tool for packer detection by the malware 

analysis and reverse engineering community. 

 

b. RDG Packer Detector v0.6.5 
 
RDG Packer Detector is a small program that tries to detect which packer is used on an 

executable. It works in the same way as PEiD. We were able to obtain some positive results 

using RDG Packer Detector when PEiD failed to produce any results. 
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4.2.5. Others  

 
a. AutoRuns 

 
AutoRuns is a utility that points out all the programs listed in start up during boot or login. 

AutoRuns shows all the programs and images auto starting, much more comprehensive and 

thorough than “MSConfig”. AutoRuns is free software from Sysinternals, a subsidiary of 

Microsoft. 

 

Figure 4-6 Snapshot of Autorun 

b. Rootkit revealer 
It is an advanced rootkit detection utility. It runs on Windows NT 4 and higher and its output lists 

Registry and file system API discrepancies that may indicate the presence of a user-mode or 

kernel-mode rootkit.  RootkitRevealer successfully detects many persistent rootkits including 

AFX, Vanquish and HackerDefender. 
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Figure 4-7 Snapshot of Rootkit revealer 

c. WinHex 
 

WinHex is a hexadecimal editor, mainly helpful in the area of computer forensics, data 
recovery, low-level data processing and IT security. An advanced tool for everyday and 
emergency use: inspect and edit all kinds of files, recover deleted files or lost data from hard 
drives with corrupt file systems. 

 

 

Figure 4-8 Snapshot of WinHex 
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4.3. Malware analysis Lab Environment and components   

4.3.1. Controlled environment 

The setting up of a controlled and disinfected environment is certainly necessary for malware 

analysis [21]. A malware test lab is produced for this reason. Some important features of the 

malware analysis test lab are: 

a) For creating a controlled environment I used VMWare Workstation, a brief introduction 

is given in chapter 1 (section 1.5.1). In my laboratory environment, I installed VMware 

Workstation on an AMD Turion 2.1MHZ laptop, running Windows XP Professional SP2 as 

a host OS. I created two virtual systems, with a fresh copy of Windows XP Professional 

SP2 as guest OS running.  

b) Two machines should be used, one machine is called victim machine hosting the 

malicious binary. The other is called sniffer machine for base lining and sniffing network 

traffic.  

c) These two guests OSs should be isolated from the rest of the network, and it is always 

suggested to have an internet access.  

d) After this I created a private network using NAT in VMware in which I was able to access 

internet without affecting other systems on the LAN.  

e) The tools mentioned (section 4.2) above should be installed on the guest OSs. And the 

malware binary that is to be analyzed should be transferred to one of the guest OSs.   

f) It is very much recommended not to install any other softwares on victim machine apart 

from the tools essential for analysis.  

4.3.2. Snapshot environment  
 

This is the most vital stage in our analysis. A snapshot of a system is taken before infecting it and 

cyclic snapshots are taken throughout the analysis to save time.  This functionality allows a 

comfortable means of returning to the preferred system state immediately. VMware makes this 

simple with its integrated snapshot feature. VMware Workstation is commercial software, this 

allows multiple snapshots. This product can be used for free, which is valid for 30days called trial 

period and provide maximum functionalities. This trial period was sufficient for my analysis.  

The malicious software to be analyzed is executed in a controlled environment and the changes 

that happened to that environment are captured. Before executing the malicious software, a 

snapshot of the environment is produced which is called baseline and then after execution one 
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more snapshot is produced. The variation between the baseline and the final snapshot gives the 

changes made by the malicious software. 

 

Figure 4-9 VMware Snapshot Manager 

A few elements should be baselined in the victim machine such as: file system, registry, open 

ports, running processes. The next element to be baselined is the network traffic. When no 

application is running on test machines, there will be network traffic. This traffic can be 

monitored and recorded, normal traffic in test machine network has to be defined. This is for 

the reason that when differences occur in the normal traffic pattern, we can believe it to be 

generated by the binary and execute further testing on it. So this software is installed in my 

sniffing machine for this purpose. However to make this task easier I prefer to choose 

Wireshark, which is a free product. 
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4.3.3. Malware analysis 
 

This is the actual interaction with the binary.  A set of unknown information can be collected 

about the binary.  So, it is very vital to record all the information which is produced in this stage. 

The steps involved are:  

a) Static analysis:  

A small introduction is given in section 1.4.2. 

In static analysis we collect maximum information about the binary without executing it. 

This requires lots of tools and techniques. This analysis brings out the scripts, GUI, 

passwords and many more information.  

Human understandable strings are collected and recorded.  A program like Binary Text Scan 

can be used for this purpose. These strings disclose a set of information regarding the 

function of the binary [20]. Resources that are fixed in the binary are taken and recorded. A 

tool like Resource Hacker is capable of doing this. The resources that can be revealed 

through this process include GUI elements, scripts, HTML, and more. 

b) Dynamic analysis: 

A small introduction is given in section 1.4.2. 

In this stage we will watch how malware behaves while it is running .i.e. we watch 

malware’s communication with the environment. We will activate malware under a very 

controlled environment so that we can watch every progress [22].  Monitoring all the 

activities and different experiments are made to test the reply of the running malware to 

our investigation. Ultimately a new snapshot of this environment is produced like in the 

snapshot environment stage (section 4.3.2). 

It is always recommended that in malware analysis the laboratory systems are always 

disconnected from the internet. But some malware families need internet connection to 

understand its behavior better, for example SilentBanker, a detailed explanation is given in 

chapter 5 

The binary execution is ended after taking a snapshot of all the changes happened in 

environment. The differences between the new snapshot and the baseline snapshot are 

found. This step is very similar to the baselining environment stage. For that reason tools 

are reused many times in this stage.   
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4.3.4. Documenting the results 

Documenting the results of the malware analysis and reverse engineering is essential. One of 

the major advantages is that the knowledge integration into documentation can be provided for 

later on analysis. The documentation requirements should be different between individuals.  

 

 

 

4.4. Conclusion  
 

In this chapter, we have discussed about the tools used for analyzing malware and building a 

controlled environment lab for malware analysis.  There is a lot more to learn about the malware 

analysis essentially on behavior analysis I suggest going through the Honeynet20 project website.  

 

 

 

 

 

 

 

 

 

 

 

 

 

  

                                                             
20 http://www.honeynet.org/ 
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5. Analysis of Trojan SilentBanker 

5.1. Introduction  
 

SilentBanker is one of the most serious threats among the banking Trojans does. It uses many varieties 

of techniques such as HTML injection and replacement, cookie stealing, certificate stealing.  This chapter 

provides the capabilities of SilentBanker.  It also presents details on how to detect the Trojan on an 

infected system. 

This chapter provides an in depth analysis of Trojan SilentBanker by taking one of the samples 

(sdra64.exe). This chapter explains the SilentBanker functionally, characteristic, method of infection and 

detection, and removal.  

This chapter also describes, the resources and environment used for analysis, the method and 

techniques used for total reverse engineer and some of the analysis troubles found and their solutions. 

It also presents some best practices to use while doing reverse code engineering (Behavioral Analysis).  

This Trojan is an executable program unlike viruses, Trojans do not replicate themselves. They are 

distributed manually, frequently under the principle that attackers are beneficial or wanted. The 

execution of these Trojans results in system or security exploitation, and unsuspecting users executes 

the program with their knowledge.  The channels through they spread includes email, malicious or 

hacked web sites, peer to peer networks, Internet Relay Chat (IRC), and many more.  

There is a good comprehensive description given by McAfee security about this sample (sdra64.exe), 

they named this SilentBanker as PWS-Banker.cz and this was released in May 2009. This link is: 

http://vil.nai.com/vil/content/v_157491.htm   

 

5.2.  Infection and Installation Method 
 

One of the possible methods to spread is by clicking links in spam emails which contains the malicious 

binaries, and malware is installed just by clicking on the executables (sdra64.exe).   

The other possible method might be just visiting a malicious web sites .i.e. by following a link hosting a 

scripted exploit where a password stealer can get installed on to the users system without user 

knowledge.   

After the execution of this Trojan, it creates some files to collect information and save the encrypted 
configuration of the Trojan.  
 

http://vil.nai.com/vil/content/v_157491.htm
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 %SysDir%\lowsec\local.ds – configuration file 

 % SysDir%\lowsec\user.ds – log file 

Next, this Trojan makes entries in the registry, so that it can execute at every time when Windows starts:  
 

 HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\"userinit" = 
"%System%\ sdra64.exe" 

 

 HKEY_USERS\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Run\"userinit" = 
"%System%\ sdra64.exe" 

 
It alters the following registry entries so that it executes every time Windows starts: 
 
 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\ 

"Userinit" = "%System%\userinit.exe, %System%\sdra64.exe" 

 
Next the listed processes are injected by the malicious code: 
 
 WINLOGON.EXE 
 SVCHOST.EXE 

 

Now we have an abstract idea about the Trojans infection and its installation, and the following section 

shows how it can detected by using some tools.  

5.3. Behavioral Analysis of SilentBanker 
 

Behavior analysis is to a greater extent related with the behavioral expressions of the malicious 

software. This malicious software is allowed to execute in a securely controlled environment and have 

its behavior inspected. This is mostly done in a virtual OS environment, with the intention that the 

results of the malware can be restrained under control. Analysis of behavior or changes malware does to 

the controlled environment .i.e. file system, registry, network, etc, and its communication among the 

rest of the network, remote devices, and so on is carefully supervised and information is gathered. The 

gathered information and data is well documented, analyzed and the whole picture is rebuilt from these 

atypical small bits of information. 

The greatest part about the behavior analysis is that it is inside the capacity of a system administrator or 

a normal computer user. However reverse engineering via behavior analysis doesn't show the way to 

the making of the binaries code. For example, an antivirus researcher is not all satisfied but other system 

administrators and users can meet all their requirements.  

This section mostly deals with the Malwares behavioral analysis and tools with which we can perform 

this behavioral analysis.  
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5.3.1. Tools selection  

Before we go in to details of reversing malware, let’s see the tool selection for this SilentBanker 

 malware: 

a) VMware Workstation 6.5.1: To create a controlled environment for the malware to   

execute and react. For more detail on this topic, see section 4.2.2. 

b) Autoruns v9.53: This tool gives knowledge of auto-starting locations of any startup. The 

monitor shows you what programs are configured to run during system bootup or login, 

and shows you the entries in the order Windows process them. For more detail on this 

topic, see section 4.2.5a. 

c) TCPview v2.54: It is a Windows program that will show you detailed listings of all TCP 

and UDP endpoints on your system, including the local and remote addresses and state 

of TCP connections. For more detail on this topic, see section 4.2.3c. 

d) WinHex v13.6: It is a hexadecimal editor, mainly helpful in the area of computer 

forensics, data recovery, low-level data processing and IT security. For more detail on 

this topic, see section 4.2.5c. 

e) Rootkit revealer: It is an advanced rootkit detection utility. It runs on Windows NT 4 and 

higher and its output lists Registry and file system API discrepancies that may indicate 

the presence of a user-mode or kernel-mode rootkit. For more detail on this topic, see 

section 4.2.5b. 

f) Wireshark:  It provides similar functionality to tcpdump, but has a graphical front end, 

offers support for plugins, and has many more filtering, sorting, and protocols 

supported.  For more detail on this topic, see section 4.2.3b. 

5.3.2. Reversing SilentBanker 
 

The Trojan PWS-Banker.cz is an executable program (sdra64.exe) that introduces additional 

Trojan code on the host system. This dropper is frequently the first module to execute in a 

sequence of infections. It downloads rootkit drivers from the internet once when it is in action, 

it also has dynamic link library (DLL) or configuration files that attackers compiled into it Trojan 

program.  This technique will bring in a smaller Trojan dropper, but one that needs network 

activity to load the remainder of the required attack files. This section explains executable  the 

that leads to installation of SilentBanker.  

The infection process is carried out in the controlled environment. The entire setup of the 

controlled environment is explained in section 4.3. The installation and infection method is 

explained in section 5.3. After having all these done .i.e. executing the binary (sdra64.exe) 
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Trojan SilentBanker, we run a few monitoring tools such as autoruns and process monitor to 

observer the changes that take place in the guest OS .i.e. file system, registry accesses and 

processes and threads. Other tools such as TCPview, Wireshark are run to monitor the network 

traffic. 

Once it executes it will inject code into the svchost.exe. This can be observed through TCPview. 

See the below snapshot taken from TCPView .i.e. it have injected its code in svchost.exe.  

 

Figure 5-1 TCPview: svchost.exe injection 

 

 Then the Trojan is trying to connect to the IP address 91.212.41.250 of basdzsdas.com server, 

this was observed through Wireshark. Check the below snapshot: 

 

Figure 5-2 Connecting to malicious server 

Then it tries to resolve to IP 91.212.41.250 to download config.bin file. The configuration file 

happens to be encrypted. Check the below snapshot.  
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Figure 5-3 Downloading configuration file (config.bin) 

One of the characteristic of this Trojan is to update itself by checking the updated copy at 

basdzsdas.com/poker/loader.exe. It also collects information from the system upload to 

basdzsdas.com/poker/snd.php, this file is also encrypted. Check the below two snapshots.  

 

 

Figure 5-4 Updated copy of itself 

Now I check for registry entry in autostart:  

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Wi

nlogon\"Userinit" = "%System%\userinit.exe, %System%\sdra64.exe" 
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Figure 5-5 AutoStart 

Now we read memory dump of svchost using WinHex tool and search for a string “bank”. We search the 

list of banks which were targeted such as “bankofAmerica.com “ 

The decryption code is incorporated into the main executable, which is capable of decrypting it. 

Currently we don’t have the algorithm, but we can see the decrypted code in memory. Config.bin mainly 

contains the various banks to be targeted. So, for this reason we look for the string “bank”. 

 

 

Figure 5-6 Targeting BankofAmerica 

 

Finally we check for rootkit, the folder called “lowsec” and a few files inside that. 
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Figure 5-7 RootKit Detected 

Now if we use the internet explorer browser to banking website .i.e. to check for Trojan SilentBanker 

reaction, we can see a display of the fake bank login.    

5.4. Characteristics of SilentBanker 
 

a) Drops a copy of itself in the %SysDir% folder as sdra64.exe 

The PWS-Banker.cz drops itself in the %SysDir% folder with the file name "sdra64.exe" [36].  It 

as well tries to inject threads into the svchost.exe and other processes by hooking the API 

called NtCreateThread. 

b) Creates autostart registry entry  

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Wi

nlogon\"Userinit" = "%System%\userinit.exe, %System%\sdra64.exe" 
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Figure 5-8 Autostart registry entry 

c) Injects its code through CreateRemoteThread and/or WriteProcessMemory to Winlogon.exe 

and Svchost.exe. The sdra64.exe installs itself into the registry 

“HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\Userinit

” so that it makes sure it will be started every time when the Windows boots up. This sample 

sdra64.exe will inject itself in to the winlogon.exe process (windows process: see appendix) and 

from here it will spread to every single process.  

d) Performs keylogging and screen snapshots 

e)  Captures the information which is coming in and out of the network  by hooking a few API calls: 

The APIs from WININET.DLL, WS2_32.DLL and USER32.DLL are used to capture data which is 

coming in and out of the network. This is the place where it gets the stolen credentials 

information like online banking transaction and later this will be posted to the remote web site. 

f) Downloads configuration file from remote site  

g) Attempts to retrieve a newer version of itself remotely  

h) Posts stolen information to a remote site  

i) Targets sensitive information such as online banking transactions 
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5.5. Conclusion  
S 

We performed the reverse engineering on SilentBanker. SilentBanker intentions have been made 

apparently clear. It is designed to steal banking credentials and account information of bank customer. 

There is no evidence of infection of SilentBanker at the corporate level.  Organizations should think 

about creating signatures for preventing information leaks. And also block all possible site and IP 

addresses that host exploits or drop site of Trojans.  Attackers can modify the present code of 

SilentBanker and striving to keep their exploit server active. I believe all antivirus companies should 

monitor their growing threat and release critical updates as they take place.     
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6. Banking Authentication Schemes 

6.1. Introduction  
 

As I observe, in the internet world online banking, the security community is in a constant fight against 

online fraud and malware authors. As an example when the security community introduced two-factor 

authentication systems, e-banking was considered to be safe for some time. Many new types of attacks 

were introduced that brought this comparatively safe to an end. At Present, one of the most famous 

attacks is called Man-in-the Browser attack (MitB).  

This chapter mainly focuses on all the countermeasures presently used by banking system that are 

vulnerable to some type of attacks, mainly to the SilentBanker Trojan, which has the capability of 

defeating two-factor  authentication on client side authentication when logging in, and finding out their 

strength and weakness.  

6.2.  e-Banking Threats  
 

We already discussed most of the online attacks in chapter.3 (Attack Trends in Online Banking System), 

and some of the most common threats to online banking system are phishing and pharming attacks. A 

detailed explanation of these two attacks is given in section 3.2. In these days’, these attacks are made 

more powerful and capable, which makes these Trojan defeat one of the most complicated 

authentication protocols such as two-factor schemes. 

a) Phishing  

This attack is used to tempt the user, by sending e-mail or instant messages, which take them to 

a fake banking website of a legitimate website and has the purpose of stealing user credentials 

and other important information out of an unsuspicious user. Present phishing attacks not only 

get the user’s information, but also they instantly use the login information to create a session 

with the legitimate banking website. After this, the attacker gradually takes more information 

from the user; by using that information fake actions can be carried out, such as making a fake 

transaction. Presently, this kind of attack is successful in defeating some authentication 

methods.   

So, phishing has been one of the most vital and technically complex effects of organized crime 

that e-banking fraud has faced these days. However, the case of phising was reported in 1996 

against AOL user passwords, and in 2001 was the first financial institute, eGold. From that time, 

the cases start growing with annual an increases of 300% [39]. 
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b) Pharming  

The purpose of phishing and pharming attacks is the same .i.e. attempting to redirect the user to 

a fake bank website, but this is achieved in different ways.  Pharming poisons a DNS-server or a 

local machine such as the “\etc\hosts” file changing the IP-address where the specific domain 

name resolves. The valid URL will be resolved to the altered IP-address; by this the user will be 

redirected to the fake bank website. Pharming attack is often called DNS-poisoning. 

6.3.  e-Banking authentication security 
 

There are many types of methods and technologies that can be used to authenticate customers. These 

methods contain customer passwords, personal identification numbers (PINs), digital certificates using a 

public key infrastructure (PKI), physical devices such as smart cards, one-time passwords (OTPs), 

biometric identification, and many others. (For an explanation of these terms, see the Glossary at the 

end of the thesis.) 

The word authentication refers to the method to validate the identity of a person. In e- banking systems, 

the authentication is a method used to control access to customer accounts and personal information. 

The valid identification data along with authentication credentials is required to prove one’s identity.  

Usually, a few authentication factors are involved to prove customers identity and these factors are: 

 Something the user knows (e.g., password, PIN), 

 Something the user has (e.g., ATM card, smart card), 

 Something the user is (e.g., biometric characteristic, such as a fingerprint). 

Single-factor authentication contains the use of one factor to authenticate customer identification. 

Generally single-factor methods use passwords. In ATMs two-factor authentication is widely used. In 

ATMs, if the customer wants to withdraw some money, customer has to present with an ATM card 

works as something the person has and the cards PIN number (password) works as something the 

persons knows. Multifactor authentication makes use of two or more factors to authenticate customer 

identity. Authentication methodologies based upon multiple factors can be very tricky to compromise 

and supposed to be valid for high-risk conditions. 

The most common and widespread method to decreases the effect of data compromise is recognized as 

two-factor authentication. This indicates to need proof of two factors out of the three criteria 

(something you have, something you know or something you are,) to authorize a transaction to take 

place.  
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Two-factor authentication has been executed in numerous ways in e-banking systems, ranging from 

matrix cards or hardware tokens, to the use of mobile phones. See the below table review presently 

used two-factor authentication method, including advantages and disadvantages of each method. 

 

Schemes Techniques  Advantages  Disadvantages  

Something you 

are 

Keystroke 

dynamics 

No extra hardware 

needed 

High user’s acceptability 

Not reliable. 

High enrollment time 

Something you 

Know 

Transfer 

password 

Simple to use Can be easily 

captured as login 

credentials. 

Something you 

have 

Matrix card Cheap and relatively 

simple to use 

Can be lost or 

forgotten. 

Difficult to share 

Hardware tokens Difficult to be tampered Expensive  

Can be lost or 

forgotten 

Difficult to share 

Mobile phone No extra hardware 

needed 

No coverage or run 

out of battery 

Cost for bank 

 

 Table 6-1  Two-Factor authentication used in e-banking system 
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6.3.1. Two-factor Authentication attacks 

 

This explains the defeat of two-factor authentication.  The attacks can happen as explained below: 

Let us consider that the user has been infected by a banker Trojan. The user (victim) is the frequent user 

of online banking, which makes use of some two-factor authentication scheme, for example a matrix 

card. A strong authentication procedure can be carried out at login time or at the time of transactions. 

The Trojan which was installed stays until the user starts a transfer process.  When the user has to 

provide the next valid one-time password (OTP) to the bank from his matrix card, the Trojan captures 

the OTP along with other sensitive information like login password, user’s name, card number, account 

number. 

The Trojan noiselessly modifies the destination number account to some other of its choice and permits 

the transfer procedure to carry on. The amount of money that was supposed to the sent will also 

change. Simultaneously, the Trojan displays to the victim the correct account number. These types are 

almost untraceable. 

This  type of attack, with some changes get used to every environment, may perhaps get executed 

against any two-factor authentication carried out in the user’s computer completely. The authentication 

scheme cannot be the reason for these sorts of problem, which seems to be absolutely secured but this 

cannot be executed in an insecure environment.  It is often forgotten that cryptographic protocols 

cannot be isolated of their environment. It is even true that cryptographic protocols cannot be cause for 

this environment. We do have some serious vulnerability in the design criteria of OSs.  

In any case, practical cryptography is infrequently broken through mathematics; other parts of systems 

are much easier to break. Cryptography infrequently broken, the best protocol ever imagined can still be 

attacked easily if no one pays attention to more complicated implementation problem. Like the random 

number generator in the Netscape’s bug *40+, flaws can be found in any place like: system management, 

system design, system testing, and etc. These bugs have the possibility security portion too.  When no 

error has been committed either in the design or implementation phase or on top of it cryptographic 

protocols have implemented, we still have to face the Trojans like SilentBanker, which we have analyzed 

in the chapter 5.   

An example of these problems is the available techniques for getting private keys from a process 

memory [41]. The problem lies in the storage of all the private keys in memory without protection. 

For example SilentBanker: It targeted more than 400 banks and it was capable of defeating two-factor 

authentications  [42]. This Trojan has the capacity to perform man-in-the-middle attacks on valid 

transactions. This Trojan can alter the user’s destination bank account to attack choice by interrupting 

transactions that need two-factor authentication.  
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Because of this, the user does not observe something wrong with the transaction; later user ends up in 

entering a second authentication password as a result transferring money to the attackers.  

 

6.4. Conclusion 
 

In this chapter, we analyzed that online banking system is not secured. All protection mechanisms 

implemented by banks have some or other pit fall that gives a chance for the attacker.  

The new class of malware with more powerful characteristics is a very serious threat to the electronic 

commerce. These Trojans are capable of bypassing every cryptographic protection, and then these lose 

all their effectiveness. It is vital to understand these problems had not anything to do with mathematics 

or design flaws, but to execution and, on the whole, the environment where these protocols are carried 

out. 
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7 Thesis conclusion 
 

Eventually this project was to learn about the malware families, e-banking security system, types of 

attacks involved and performing reverse engineering techniques.  The whole point of this thesis is to 

analyze a complicated malware which attacks banks and to understand the security protection that was 

defeated by the malware.  

As I understand the growth of these malware is very ambitious, it is like a cops and robbers game played 

between cyber fraudsters and e-banking systems.   Introducing more e-banking security need not 

essentially bring a better solution. It might make the situation even worse, complicating for the 

customer to use and it is a big disappointment to the customer. By now the customer is loaded with too 

many security levels to remember. To remember one more security code will make things even worse. 

Many customers including myself store the bank account number, ATM PIN number and their respective 

codes and password in a mobile, not a good idea. All the security system developed with so much effort 

is in vain.  So, One Time Password (OTP) seems to be a good idea and a good start. 

Criminals will not stop stealing credentials and other online information because it is an extremely 

money-making business. Instead they will proceed beyond banking customers. So password stealers will 

not disappear in near future. These days’ malwares uses highly sophisticated techniques to bypass the 

security and hiding itself.  It is very important to prevent and also to isolate from the live network from 

the infected machines. The strange behaviors and signs of infection like increasing network traffic or 

HTTP self test request can be easily identified by modifying the network gateway. The risk involved for 

the corporate network is very high by the single employee; there is all possibility of connecting infected 

laptops to the workplace network environment without his knowledge.  
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Glossary 

Types of Malicious Software: 

Backdoor: It is the malicious hacker’s tool of choice that allows remote connection to system. It is a 

method of bypassing normal authentication, securing remote access to a computer, obtaining access to 

plaintext, and so on, while attempting to remain undetected. The backdoor may take the form of an 

installed program, or could be a modification to an existing program or hardware device21.  

 

DDoS: A denial-of-service (DoS) attack is an attack which is effected by the hackers (more appropriately 

crackers) that interferes with normal access to a network host, Web site, or service. The normal access is 

prevented by flooding a network with useless information or with frames or packets containing errors 

that cannot be recognized by the system and, therefore, cannot be properly processed. The common 

modes of the denial of service attacks include Surfing or spoofing, Buffer overflow and Teardrops, 

Session SYN field based, through the use of viruses, trojans, malware etc22.  

 

Key logger: A keylogger is a type of surveillance software (considered to be either software or spyware) 
that has the capability to record every keystroke you make to a log file, usually encrypted. A keylogger 
recorder can record instant messages, e-mail, and any information you type at any time using your 
keyboard. The log file created by the keylogger can then be sent to a specified receiver. Some keylogger 
programs will also record any e-mail addresses you use and Web site URLs you visit. 
 

Pharming: (pronounced farming) is a hacker's attack aiming to redirect a website's traffic to another, 
bogus website. Pharming can be conducted either by changing the hosts file on a victim’s computer or 
by exploitation of a vulnerability in DNS server software. DNS servers are computers responsible for 
resolving Internet names into their real addresses — they are the "signposts" of the Internet. 
Compromised DNS servers are sometimes referred to as "poisoned". 
 

Phishing: The act of sending an e-mail to a user falsely claiming to be an established legitimate 
enterprise in an attempt to scam the user into surrendering private information that will be used for 
identity theft. The e-mail directs the user to visit a Web site where they are asked to update personal 
information, such as passwords and credit card, social security, and bank account numbers, that the 
legitimate organization already has. The Web site, however, is bogus and set up only to steal the user’s 
information. 
 

                                                             
21

 Backdoor : http://en.wikipedia.org/wiki/Backdoor_%28computing%29 

22
 DDos : http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci557336,00.html# 
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Personal identification numbers (PINs): A personal identification number (PIN) is a secret numeric 

password shared between a user and a system that can be used to authenticate the user to the system. 

Typically, the user is required to provide a non-confidential user identifier or token and a confidential 

PIN to gain access to the system. Upon receiving the User ID and PIN, the system looks up the PIN based 

upon the User ID and compares the looked-up PIN with the received PIN. The user is granted access only 

when the number entered matches with the number stored in the system23. 

 

Public key infrastructure (PKI):  It enables users of a unsecure public network such as the Internet to 

securely and privately exchange data and money through the use of a public and a private cryptographic 

key pair that is obtained and shared through a trusted authority. The public key infrastructure provides 

for a digital certificate that can identify an individual or an organization and directory services that can 

store and, when necessary, revoke the certificates. Although the components of a PKI are generally 

understood, a number of different vendor approaches and services are emerging. Meanwhile, an 

Internet standard for PKI is being worked on24. 

 

One-Time Password (OTP): It is a password that is only valid for a single login session or transaction. 

OTPs avoid a number of shortcomings that are associated with traditional (static) passwords. The most 

important shortcoming that is addressed by OTPs it that, in contrast to static passwords, they are not 

vulnerable to replay attacks. This means that, if a potential intruder manages to record an OTP that was 

already used to log into a service or to conduct a transaction; he will not be able to abuse it since it will 

be no longer valid. On the downside, OTPs cannot be memorized by human beings. Therefore they 

require additional technology in order to work25. 

TOOLS: 

a) Objdump:  It is a program for displaying numerous information regarding object files. For 
example, it can be used as a disassembler to see executable in assembly type. It is part of the 
GNU binutils for fine- granulated manage on executable and binary data.  

 
b) TCPdump : It is a strong command line interface packet sniffer. It should be set up as root or 

with super user privileges for the reason that of it does utilize of the promiscuous mode or to be 
certain to contain enough privilege on a network device or a socket.  
Wireshark can be used as an option to TCPdump but with a good GUI interface. Wireshark can 
be used to read the logs captured by TCPdump too. 
 

 

                                                             
23

  Personal identification number: http://en.wikipedia.org/wiki/Personal_identification_number  

24
  Public Key Infrastructure: http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci214299,00.html  

25
 One-Time Password (OTP): http://en.wikipedia.org/wiki/One-time_password  

http://en.wikipedia.org/wiki/Personal_identification_number
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci214299,00.html
http://en.wikipedia.org/wiki/One-time_password
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Appendix  
a) CreateRemoteThead  

Creates a thread that runs in the virtual address space of another process.Use the 

CreateRemoteThreadEx function to create a thread that runs in the virtual address space of 

another processor and optionally specify extended attributes26.  

b) WriteProcessMemory 

Writes data to an area of memory in a specified process. The entire area to be written to must 
be accessible or the operation fails. Any process that has a handle with PROCESS_VM_WRITE 
and PROCESS_VM_OPERATION access to the process to be written to can call the function. 
Typically but not always, the process with address space that is being written to is being 
debugged. The entire area to be written to must be accessible, and if it is not accessible, the 
function fails27.  

 

 
 

                                                             
26  CreateRemoteThead : http://msdn.microsoft.com/en-us/library/ms682437%28VS.85%29.aspx  

27 WriteProcessMemory : http://msdn.microsoft.com/en-us/library/ms681674(VS.85).aspx  

http://msdn.microsoft.com/en-us/library/ms682437%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/ms681674(VS.85).aspx

