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ABSTRACT 

This study concerns machine-to-machine (M2M) applications that use smartcards. More specifically, 

The Subscriber Identity Module (SIM) smart card is used for the purpose of monitoring a continuous 

network connection between a host device and a server. Multicom Security is a security company that 

offers several secure communication connection services (e.g. payment transactions, alarm signals). The 

monitoring of these connections is carried out with continuous heart-beat messages sent from the 

device to a server. Today they provide this heart-beat service through logic in their own manufactured 

devices, but they have a desire to place the logic on a SIM card in order to be able to move such services 

with this card and not with a device. Such services can then also be offered on devices not necessarily 

manufactured by Multicom Security. 

The work consisted of investigation of current telecommunication standards, papers regarding 

smartcard applications and the current monitoring service, in order to consider possible solutions to 

implement a proof of concept of such solution and evaluate it. One aspect of the study was to check 

whether the implemented solution was general and would work in different mobile equipments and also 

to determine the limitations of such smartcard applications. 

Three solutions were considered for implementation of which one was successfully implemented and 

tested. The successful heart-beat application was developed using a network subscription enabled Java 

Card smart card and using SMS as bearer for the heart-beat messages. By evaluating the solution with 

basic tests of functionality, robustness, performance and compatibility the solution was considered to be 

general and compliant with most new mobile equipments. The evaluation was performed in real 

environment with the application running on an actual SIM card with network subscription tested in 

different mobile devices such as cell phones, built-in communication modules and alarm control panels. 

An alternative solution based on GRPS instead of SMS was also realized but the tests could not be 

carried out completely due to lack of access to the SIM card implementation by the card provider. 
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ABBREVIATIONS AND ACRONYMS 

Essential abbreviations and acronyms used in the document are presented in the table below. 

2G 2nd generation of mobile 
networks 

 

3G 3rd generation of mobile 
networks 

Also referred to as UMTS. 

3GPP 3rd Generation Partnership 
Project 

 

ACP Alarm Control Panel Unit where detection devices are connected and 
managed 

ADSL Asymmetric Digital Subscriber 
Line 

 

AES Advanced Encryption Standard Encryption algorithm 
AID Application Identity  
APDU Application Protocol Data Unit Refers to commands passed between ME and SIM 
APN Access Point Name A setting for GPRS connections 
API Application Programming 

Interface 
 

ARC Alarm Receiving Centre Dispatch centre that receives alarm messages sent from 
Alarm Control Panels (ACP) 

AT  Refers to an AT command, a command that uses AT for 
describing what action will be taken 

EDGE Enhanced Data Rates for GSM 
Evolution 

 

EEPROM Electrically Erasable 
Programmable Read Only 
Memory 

A type of non-volatile memory used in computers and 
other electronic devices to store small amounts of data 
that must be saved when power is removed, e.g., 
calibration tables or device configuration. 

ETSI European Telecommunications 
Standards Institute 

 

GPRS General Packet Radio Service  
GSM Global System for Mobile 

communication 
 

ICC Integrated Circuit Chip  
IP Internet Protocol  
JCRE Java Card Runtime Environment  
JCRMI Java Card Remote Method 

Invocation 
 

JCVM Java Card Virtual Machine  
M2M Machine to Machine  
ME Mobile Equipment e.g. ACP, cell phone 
MS Multicom Security  
PDA Personal Digital Assistant  
PDP Packet Data Protocol  
RAM Random Access Memory  
RSA Rivest, Shamir and Adleman 

encryption algorithm 
 

SAT SIM Application Toolkit Also called STK or SIM ToolKit 
SCS System Configuration Server  
SIM Subscriber Identity Module  
SMS Short Message Service  
STK SIM ToolKit Also called SAT or SIM Application Toolkit 
SSL Secure Socket Layers Cryptographic protocol (predecessor to TLS) 



 
 

TCP Transmission Control Protocol  
TCS Terminal Communication Server  
TLS Transport Layer Security Cryptographic protocol 
TLV Tag Length Value  
UDP User Datagram Protocol  
UICC Universal Integrated Circuit 

Chip 
3G application on UICC 

UMTS Universal Mobile 
Telecommunication Systems 

Also referred to as 3G, but UMTS is actually one of 
several systems of the third generation. 

USAT USIM Application Toolkit  
USIM Universal Subscriber Identity 

Module 
 

  



 
 

STANDARD DOCUMENTS AND SPECIFICATIONS 

Some of the most important standard documents referred to and used in this report are collected in the 

table below. 

Name Version Description Source 

3GPP TS 43.019 V6.0.0 Subscriber Identity Module Application 
Programming Interface (SIM API) for Java 
Card™ 

3GPP 

ETSI TS 101 267 V8.18.0 Specification of the SIM Application Toolkit 
(SAT) for the Subscriber Identity Module - 
Mobile Equipment (SIM-ME) interface 
(3GPP TS 11.14 version 8.18.0 Release 1999) 

ETSI 

ETSI TS 102 223 V8.3.0 Smartcards, Card Application Toolkit (CAT) ETSI 
ETSI TS 123 040 V8.6.0 UMTS Technical realization of Short Message 

Service (SMS) 
ETSI 
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1 INTRODUCTION 
This chapter introduces a 30 credit points thesis in partial fulfillment of a 5 year degree in Computer 

science and Engineering, examined at Department of Computer and Information Science at Linköping 

University. The chapter explains the background to the thesis and the problem to be solved. It also 

describes the basic approach and limitations of the project. The reader is expected to have basic 

knowledge about computer science and wireless communication, but some basic information of the core 

technologies used will be explained here as well. 

1.1 BACKGROUND 

The company Multicom Security (also referred to as Multicom) is a security company that provides 

secure monitored alarm and mobile data services in Scandinavia. They offer both fixed and wireless 

services that give customers possibility to communicate securely. Their wireless services communicate 

through GPRS/3G. Examples of such services could be the secure connection from a payment terminal in 

a shop or from an Alarm Control Panel (ACP). 

As for now the company provides their manufactured communication devices together with services to 

their customers. They offer their device, services and subscription to a mobile service (on a SIM1 card) all 

together. Today the monitoring service logic is implemented in their manufactured devices, but 

Multicom has a desire to place the logic on a SIM card to be able to move such services with a SIM card 

instead of a device. Besides that, it is being more common that equipment and large Alarm Control 

Panels (ACPs), not manufactured by Multicom Security, are shipped with a GSM or 3G communication 

module. In those cases it is convenient to offer Multicom services on a SIM-card, solely placed inside any 

communication module. 

The service targeted in this thesis is the heart-beat services used for monitoring the other services or 

connections, not any of the other services regarding payment transactions or alarm signals are targeted. 

The monitoring service in the device generates heart-beat messages (or poll message) continuously from 

a client device and transmits these to the Multicom Security central system, called the Enterprise Server 

System. If these heart-beats are not received by the central system, it sends an indication to a concerned 

unit that will act on the fact that the communication channel from the client device is not working 

correctly. 

  

                                                           

1 SIM – Subscriber Identity Module 
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Figure 1 shows an example of a Multicom Security service. A shop for example, has an Alarm Control 

Panel (ACP) with several alarm sensors that indicate intrusion. Inside this ACP the heart-beat services is 

implemented and contributes to a monitored connection by sending heart-beats to the central system. 

In this example an intrusion alarm signal might be sent to an Alarm Receiving Center (ARC) of a 

Guardian company. Multicom Security’s role in this is to provide a monitored secure communication 

channel for the data. 

 

 

It should be mentioned that the wireless connection is often used as a backup for the wired one, since 

most devices support both wired and wireless communication. 

Multicom Security does not have any SIM card production themselves, they collaborate with a card 

manufacturer (also referred to as card provider) and network service provider. These two actors provide 

the SIM cards with network service subscriptions to Multicom Security, and they were contributing to 

this project. The card provider together with mobile network operator provided resources to deploy 

application code on a network subscription enabled SIM card. The card provider offered SIM cards that 

supported Java Card, which is a type of smartcard that supports a virtual Java machine running on the 

SIM card. Java Card is described more thoroughly in the Background chapter of this thesis. SIM cards 

with Java Card 2.1.2 and also Java Card 2.2.1 were available at the moment. No cards supporting Java Card 

3.x were available from the card manufacturer at the time. 

  

GPRS / 3G 
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FIGURE 1: EXAMPLE OF AN APPLICATION OF MULTICOM SECURITY SERVICES 
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1.2 PROBLEM STATEMENT AND OBJECTIVES 

The aim of this thesis was to: 

• Implement the current heart-beat service on a mobile SIM card of type Java Card that was 

placed in mobile equipment 

• Study whether this solution was general and would work on different types of mobile 

equipment, different types of standards and versions 

• Find limitations of such applications with respect to different types of SIM card standards, 

availability and further services to be implemented 

The main objective of this thesis was to investigate the possibility to implement existing Multicom 

heart-beat service as an application on a SIM card (placed in a ME) that communicates through GPRS/IP 

to a server. This thesis also aimed to show a proof of concept of such solution by development and 

implementation on a SIM card. The purpose of the implementation in the project is depicted in Figure 2.  

 

 

An Alarm Control Panel (ACP) consists of a small computer connected to sensors, and a communication 

module for wireless communication to a Multicom server. The Alarm Control Panel computer uses the 

communication module to send alarms that are triggered from the sensors (the red continuous line in 

Figure 2). The SIM card inside of the communication module is supposed to contain a heart-beat 

application that will send heart-beats to the Multicom server for the purpose of monitoring the 

connection from the ACP to the server. The crosshatched line in Figure 2 represents the heart-beat path. 

The application has to be robust since updating the software on the SIM card inside mobile equipment 

is not trivial. In order for the heart-beat messages to arrive on time at the server the timing of sending 

messages has to be accurate. For the solution to be usable in business it also has to be considered 

general and operate on several different devices. 

Even though this thesis aims to investigate how general an implementation would be, it is considered 

sufficient for the implemented application to work on one specific ME provided by Multicom Security.  

Alarm Control Panel 

(ACP) 

Wireless 
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Module 

ACP COMPUTER 

SIM 
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NETWORK 
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IP-
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Alarm signals 
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FIGURE 2: ILLUSTRATION OF THE OBJECTIVE, TO SEND MONITORING SIGNALS FROM THE SIM CARD THROUGH A 

NETWORK TO A SERVER COMPUTER 
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1.3 LIMITATIONS 

Some limitations were present for the work performed in this thesis, some due to external factors 

described here. 

CURRENT SERVICE IMPLEMENTATION 
The complete service and communication with the Multicom servers was not considered, as this part is 

well known by the company. The thesis focused on what could be done inside a SIM card and showed a 

proof of concept for one specific service of the company, the monitoring service. 

The application was also supposed to work together with a simplified version of the Multicom Security 

Enterprise server system. A simplified description of the basic functionality of the monitoring 

application follows: 

• At start up of the device: Send a specific “start-service” message to the server 

• With (the predetermined) regular interval: send a “poll” message to the server 

• If the device is powered down, it should on power up again send the “start-service” message, 

followed by the periodic “poll” messages 

ROBUSTNESS AND ATTACKS 
Since the current service to be implemented is a heart-beat service, attacks like Denial of Service against 

the ME with the SIM was considered an interrupt of the heart-beat, and will immediately be 

acknowledged by the receiving server and desired alarm will be triggered. In this thesis some robustness 

and security aspects of the SIM were considered, and what difficulties and security risks those implied. 

1.4 METHOD 

The work consisted of two phases. The first phase investigated and collected basic knowledge of SIM 

cards, SIM card development, SIM card security and the Multicom service. The Java Card environment 

and the SIM Toolkit2 were investigated and a development and simulation environment was chosen. A 

first application was designed, developed, simulated and tested on a real SIM card with network 

subscription inside a ME. Tests were performed to ensure basic functionality and properties like 

robustness for the application. The application consisted of the basic application logic for the heart-beat 

service with SMS as bearer.  

In phase 2, when the basics and the development environment were known, the work focused on how to 

use IP-technology to communicate with an outside server. That included further investigation of 

standards, scientific papers and Multicom documents in order to prepare for a SIM card application that 

was able to communicate with IP via a 2G/3G module of the ME. As in phase one, an application for a 

proof of concept was designed, developed and tested as. This application logic was similar to phase one, 

but with GPRS/IP as bearer. 

A network subscription was provided by the network provider and a SIM card connected to that 

subscription was provided by the card manufacturer. The service of deploying the application on the 

SIM card was provided by the card manufacturer. Mobile devices (such as alarm control panels and cell 

phones) for testing the real SIM card were provided by Multicom Security. 

  

                                                           

2 SIM Toolkit is a toolkit for smartcards and is more thoroughly described in the Background chapter of 
this thesis  
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1.5 THESIS STRUCTURE 

The structure of the thesis is as follows: 

• Chapter 2 describes the technical background and the technologies used in order to understand 

the solutions presented. GSM/3G network evolution, smartcard operating systems and SIM 

Toolkit are described here. 

• Chapter 3 describes the Java Card environment that was used to develop the applications. 

• Chapter 4 gives possible solutions to the problem statements and a survey on how these 

solutions are applicable on today’s devices. 

• Chapter 5 explains the implementation of the solutions and design decisions that were made. 

• Chapter 6 evaluates the solutions with different tests. 

• Chapter 7 handles some security aspects of smartcards and also some additional aspects for a 

realization of the service. 

• Chapter 8 concludes the thesis and contains some discussion.  
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2 BACKGROUND 
This chapter describes the basic technologies with focus on the relation to the relevance of this thesis. It 

also introduces facts related to possible solutions to the problem. 

2.1 MULTICOM SECURITY SERVICES 

Current systems at Multicom Security are based on terminals (e.g. Alarm Control Panels) that collect 

data. Ethernet and/or radio interface like GPRS or EDGE are used by these terminals to communicate 

with the Multicom Security server system, the Enterprise Server system. 

Multicom Security has three main services that are relevant for this thesis, they are described in Table 1. 

The services are provided within alarm and other Machine-to-Machine (M2M) solutions. 

Multicom IP Alarm service (Ethernet) 
Multicom Wireless Alarm service (Wireless) 
Multicom Wireless Position Alarm service (Wireless) with positioning 
Table 1: Multicom security transmission services (1) 

This Enterprise Server system is only briefly described here due to company policies. The Enterprise 

Server system is the core system that controls all terminals that are connected to the system, it stores 

session information, keep track of heart-beat messages and encryption keys. 

The Enterprise Server system consists of a System Configuration Server (SCS) and one or more Terminal 

Communication Servers (TCS) which handle the encrypted protocol between the terminal and the 

server. Each TCS stores every message sent and received by the terminals. The servers sense if a 

connection to the terminal is terminated, and is then able to generate an alarm to an extern Alarm 

Receiving Centre (ARC). Figure 3 shows an illustration of the system. 

 

 

 

Both Multicom IP and Multicom Wireless offer secure (encrypted) transmission of information with 

standardized protocols such as TCP and UDP over IP. The system handles alarm messages sent by 

Terminal (e.g. ACP) 

Multicom IP Wired 

Terminal  (e.g. ACP) 

Multicom Wireless 
GPRS/EDGE/3G 

IP-based network 

Enterprise Server system 

TCS 
Terminal Communication 

Server 

SCS 
System Configuration Server 

External Alarm Receiving Centre External Alarm Receiving Centre 

External Alarm Receiving Centre 

TCS 
Terminal Communication 

Server 

FIGURE 3: MULTICOM IP/WIRELESS SYSTEM (1) 
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terminals and mediated to external Alarm Receiving Centre’s, such as security companies and 

emergency services. The security is achieved by: 

• Messages sent continuously from the terminal with a known predetermined time interval to the 

Enterprise Server system. The system discovers if a message is omitted and then reacts 

according to that 

• Messages sent are signed and encrypted to protect the information from unauthorized access 

and manipulation 

• Messages sent are signed and therefore ensured that it is sent from the concerned terminal to 

the Enterprise Server system 

The security is handled by encryption and authentication of the information and involved units, and 

also by continuous monitoring of the connections through poll messages. These poll messages are also 

referred to as a “heart-beat service” or “alive messages”. The communication is based on Ethernet (e.g. 

ADSL) and public GSM/GPRS services. A certain surveillance and alarm function in the Enterprise 

Server is started if a message is omitted and can generate an alarm when a certain number of messages 

have been omitted.  

The existing heart-beat service, and actually most of services by Multicom, relies on the security 

mechanisms. The following properties characterize the services (2), (1): 

• Advanced Encryption Standard (AES) algorithm 

• Hash-based Message Authentication Code/Control (HMAC), with MD5 

• Dedicated Access Point Name (APN) 

With the dedicated APN the address of the device might not be publicly known, and that makes denial-

of-service attacks more complex since they require access to an internal network. With both AES and 

message authentication control (with HMAC), attacks like duplication of messages is more difficult to 

perform. (1) 

TERMINALS 
Multicom Security produces a set of devices for example alarm control and payment transfer. These 

devices are referred to as terminals. The specific terminal in focus of this thesis is the Alarm Control 

Panel. A terminal can be a mobile or a wired device that offers a set of services. The terminals produces 

by Multicom Security consist of a microcomputer system with Linux as operating system. It holds built-

in module for GSM/GPRS/EDGE communication. An Application Programming Interface (API) is 

provided for communication to the Enterprise Server system in order for communication to work in a 

secure and controlled manner. When an alarm is generated in a terminal, a message is sent to the 

Enterprise Server system. As mentioned earlier the terminal continuously sends messages to the 

Enterprise Server system, which in return triggers an external alarm to a concerned unit if these 

messages from the terminal ceases. 

The communication is encrypted, and each terminal has access to the public RSA key of the Enterprise 

Server system, which is used to establish the communication. Afterwards terminal unique AES keys are 

exchanged, which are also used in the rest of the communication session. The protocol between the 

terminal and the Enterprise Server system has a limitation that only the terminal can establish a session 

against the server system. That means that Enterprise Service system can only access the terminals 

during the session used for an incoming message3. 

                                                           

3 This applies to messages over TCP/IP. Messages over UDP cannot be used for communication towards 
the terminal because UDP is only one-way. 
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When the exchange of keys is performed the first time the terminal is set in service, it should download 

configuration data that is used in the functions of the terminal, for example: 

• Accessible and allowed IP addresses and port numbers for the communication towards the TCS 

servers in the Enterprise Server system 

• Level of service that states how often the terminal shall send its poll messages and what bearer 

(Ethernet, radio or both) that should be used for this 

• Settings for the communication interfaces (Ethernet and radio) 

All of the configuration data is saved in the flash memory of the terminal, which makes the 

configuration available even after a power interruption. (1) 

ALARM CLASSIFICATION 
Svenska Stöldskyddsföreningen (SSF) states different requirements for alarm transmission systems for 

intrusion. Table 2 shows a part of the requirement table for different classifications of alarms. Class 1 is 

the lowest classification level and 3 and 4 are the highest. 

Requirements Class 1 Class 2 Class 3 and 4 

Performance One 
path 

One 
path 

Two paths One 
path 

Two paths 
Path 1 Path 2 Path 1 Path 2 

Transmission 
time (Max) 

120 s 60 s 120 s 120 s 20 s 60 s 120 s 

Error report time 
/ Transmission 
monitoring 

25 h 180 s 300 min 25 h 20 s 180 s 300 min 

TABLE 2: REQUIREMENTS OF ALARM CLASSES (3) 

The error report time relates to the monitoring interval of the transmission system. This means that this 

is the lowest time of control monitoring messages, or in the case of this thesis, heart-beats. One path 

refers to a single path, e.g. one wired IP connection, while two paths means double path, e.g. one wired 

IP connection and one wireless GPRS/3G connection. The maximum transmission time is also shown in 

the table. (3) 

2.2 SMARTCARDS 

A smartcard is a small card, sometimes placed on a credit card or placed in a cell phone. There exist 

different types of smartcards, but the one in focus here consists of a tiny computer with processor and 

memory in a single Integrated Circuit Chip (ICC) on the card (4). It is a contact card type, and that 

means that electrical contacts are located on the outside of the card connected to a card reader when 

the card is inserted and this is the most common smartcard type (5). A contact smart card is depicted in 

Figure 4.  

 

FIGURE 4: A PICTURE OF A SMART CARD 

Integrated 

Circuit Chip  

Plastic card 
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A single chip is used to make tapping of information flows inside the computer more difficult. 

Smartcard software range from simple operating systems with file system, communication, 

authorization and access control primitives to more advanced operating systems that support languages 

such as C, Java and Basic in order to add new applications onto the card after the card has been shipped 

to the cardholder. Smartcards are useful components when it comes to computer systems that are in 

need of data security, personal privacy and mobility requirements of the user (4).  

Applications and associated data is stored in an Electrically Erasable Programmable Read Only Memory 

(EEPROM), while a Random Access Memory (RAM)  serves as working memory to hold data during 

operation. Due to the small area of size on the smartcard (25 mm2) the EEPROM capacity varies from 1 

to around 500KB, and from 256 bytes up to a couple of thousand bytes. The variation is due to the wide 

variety of application areas; some systems might not even have an operating system solely application 

software (6).  
2.3 SIM CARD AND GSM/3G 

The smartcard used in GSM mobile telephones is called Subscriber Identity Module (SIM). It was and 

still is the pioneer in terms of functionality and memory capacity for smartcards (7). As the name 

implies its original purpose was to identify a mobile user to the network in a secure and persistent 

manner. To accomplish this, the SIM stores a private digital key that is unique to each subscriber and 

known only to the wireless carrier. This key is used to encrypt traffic to and from the mobile equipment 

(8). SIM standards are today provided by European Telecommunications Standards Institute (ETSI). 

Until 2000, Special Mobile Group 9 (SMG9) was responsible of developing and maintaining all of the 

SIM specifications. In 2000 SMG9 was dissolved and its responsibilities were divided between two newly 

founded expert groups. The ETSI Project Smartcard Platform (EP SCP) expert group handles all generic 

issues in the area of smartcards for telecommunications, while 3rd Generation Partnership Project 

(3GPP) expert group is responsible for the application-specific interface between the mobile telephone 

and the SIM (7). 

The development of GSM systems is characterized by a series of phases building on top of each other. 

Basic services such as voice transmission, call forwarding roaming and Short Message Service (SMS) 

were implemented in Phase 1, which began in 1992. The next phase denoted Phase 2 began in 1996 and 

added supplementary services such as conference calls, call handover, call number negotiation and GSM 

in the 1800-MHz frequency band. In the following phase denoted Phase 2+ the existing services were 

supplemented with the functions of the SIM Application Toolkit (SAT) and Generic Packet Radio 

Service (GPRS) among others (7). SAT is one of the most important standards of SIM application 

development, as it standardizes the way in which applications (besides the subscriber´s private keys) 

can be developed and loaded onto the SIM (8). 

As GSM is one of the second-generation (2G) mobile telecommunication technologies, the Universal 

Mobile Telecommunication System (UMTS) is considered to be one of the third-generation (3G) mobile 

telecommunication technologies. UMTS required new cell towers and new frequency allocations, but it’s 

closely related to GSM as it borrows and builds upon the concepts of GSM structure, and most UMTS 

mobile equipments also support GSM allowing dual-mode operation (9). 

UICC is the common hardware foundation of all SIMs being developed (8). The term UICC was 

originally an acronym for UMTS IC Card, but since ETSI UMTS activities incorporated into the more 

global perspective of 3GPP a change of name was required. So for now UICC is just a term for the carrier 

as the platform for multi-application (10). However, some might refer to the UICC as Universal 

Integrated Circuit Chip.  

Along the terms of SIM and Universal Subscriber Identity Module (USIM) some confusion exists. When 

speaking about SIM, one does not distinguish between the hardware, the “SIM card”, and the application 
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itself. The SIM is just everything, the card and the application. The SIM could well be identified with its 

carrier, the Integrated Circuit (IC) card. With the USIM and Universal Mobile Telecommunication 

System (UMTS) there was a clear separation between the underlying hardware and its logic on the one 

side, the UICC, and the application specific details as (for instance) defined for the USIM. Table 3 shows 

the separation of the concepts (10). In the rest of this report the concept SIM will generally refer to both 

SIM and UICC/USIM. Many existing SIM specifications now run as software applications on the UICC 

hardware foundation, so the GSM SIM application running on this hardware is referred to as USIM as 

well (8). 

GSM SIM = physical card + GSM “application” (GSM 
11.11) 

3G (UMTS) UICC = physical card and basic logic (TS 31.101) 
USIM = 3G application on UICC (TS 31.102) 

TABLE 3: GSM AND 3G DIFFERENCES (10) 

The GSM specifications related to the SIM are not being developed any further, since the functionality of 

the SIM is fully adequate for the current needs of the GSM system. Since 1999, the focus has been on 

standardizing the UICC with the USIM application (7).  

Smartcards as the SIM card contain a hierarchical file system just like a desktop computer. Rather than 

having human readable names like “Documents” and “myfile.doc”, directories and files in a smartcard 

are low-level and consist of two binary bytes, e.g. directory 0x7F01 and file 0x45C6. The root of the file 

system is named Master File (MF). When communicating with a SIM card about a file, its two-byte 

name has to be used. Communication with the SIM card means sending it commands to perform some 

action. For example, to retrieve the subscriber´s language reference from the SIM, the SELECT FILE 

command is used to focus the SIM´s attention on the language file, and then the READ BINARY 

command is used to instruct the SIM to return the contents of the file. The SELECT FILE command is 

shown in Table 4. 

CLA INS P1 P2 Le File ID  
0xA0 0xA4 0x00 0x60 0x02 0x2F 0x05 

TABLE 4: BYTES SENT TO SIM FOR THE SELECT FILE COMMAND (8) 

The command is seven bytes long and consists of six fields. The CLA (Class) field provides some 

information about the format of the command. Value 0xA0 means this is a GSM command. The INS 

(Instruction) value 0xA4 interprets as the SELECT FILE command. P1 (Parameter 1) isn’t used in this 

command and P2 (Parameter 2) value 0x60 tells the SIM not to send any information about the file, just 

focus on it. The Le (Length) field indicates that the next file name is two (2) bytes long and the File ID 

bytes are the name of the file. Several other options are available by using more fields. 

Even though sending the P2 with 0x60 the SIM always returns a two-byte status word. SIM returns ox90 

and 0x00 if the command was executed successfully and it is ready for the next command, otherwise it 

will return an error code. To continue reading the two first bytes of the file that the SIM now focus on, 

the READ BINARY command is sent, and the command bytes is shown in Table 5. 

CLA INS P1 P2 Le   
0x00 0xB0 0x00 0x00 0x02   
TABLE 5: BYTES SENT TO SIM FOR HE READ BINARY COMMAND (8) 

The INS value of 0xB0 represents the READ BINARY command. P1 and P2 together are offset into the 

file where read should begin. In this case, 0x00 and 0x00 gives us the beginning of the file. The Le 

value indicates how many bytes we want to read. A SIM would (after a successful read operation) return 

something like this: 

0x65  0x6F  0x90  0x00 
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The first two bytes are the first two bytes from the file and the second two bytes is 0x9000 which 

indicates that the command was executed successfully. The commands sent to the SIM to ask it to 

perform some action are called Application Protocol Data Unit (APDU) commands. All interaction with 

the SIM boils down to the ME send one or another APDU to the SIM and catching the result.  

Figure 5 shows the architecture of a first generation SIM, where the APDU dispatcher is seen (8). 

 

 

FIGURE 5: ARCHITECTURE OF A FIRST GENERATION SIM (8) 

At the top of the figure is the dispatcher for APDU commands, the old 7816 standard followed by the 

SIM-ME interface. 

2.4 SIM APPLICATION TOOLKIT AND THE PROACTIVE WAY 

One of the problems with the SIM was the master/slave relationship between the SIM and the ME, 

where the ME sent a command to the SIM that executed that command and returned a response. Given 

this relationship, every new service had to be ME-driven and the SIM could only do what it was told (8). 

It was necessary to devise a way to circumvent the usual master/slave arrangement between the ME and 

the SIM. For reasons of compatibility, modification of the transmission protocol was not allowed. The 

solution to this problem was relatively simple (7). When the ME sends a command to the SIM, the SIM 

can respond with a new status word telling the ME that the operation was successful and also explain 

that the SIM has a command ready for the ME to be fetched (8). The ME can also send a query 

command STATUS to the SIM at a definable regular interval (such as every 20 seconds), and if necessary 

the SIM can indicate in its response that a command for the ME is ready to be sent and should be 

fetched from the SIM. Commands where the SIM is taking the initiative are called “proactive 

commands” (7). 

With Phase 2+ of the GSM development and the second generation of the SIM, the SIM Application 

Toolkit (SIM Toolkit, SAT, or STK) with its proactive commands was added. Very quickly after the SIM 

Toolkit been standardized in the document ETSI TS 11.14, SIM card manufacturers produced SIM cards 

APDU Dispatch 

ISO 7816-4 standard, APDUs 

GSM 11.11 

Subscriber Identity Module – Mobile Equipment (SIM-ME) Interface 

ISO 7816-4 standard, file system 
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that enabled the network operators to build SIM Toolkit applications on the SIM. MEs that supported 

SIM Toolkit became available as well (7).  

The SIM Application Toolkit enables the SIM to directly access functions of the ME, such as driving the 

display, polling the keyboard, sending short messages and other functions. The SIM Application Toolkit 

can be seen as a construction kit that allows almost any desired application to be implemented in a SIM. 

Just as the SIM has a SIM Application Toolkit, an application toolkit called the USIM Application Toolkit 

(USAT) is specified for the USIM. It is nearly identical to the SAT, and like the SAT, it is used for 

implementing value-added services in the USIM (7). 

PROACTIVE COMMANDS 
The technique of proactive commands effectively reversed the master-slave relationship between the ME 

and the SIM. In Figure 6 and Figure 7 the communication between the SIM and the ME with proactive 

commands are shown. 

 

 

 

FIGURE 7: EXTENDED PROTOCOL BETWEEN ME AND SIM FOR PROACTIVE COMMANDS OF THE SIM APPLICATION 

TOOLKIT (7) 

  

Any old APDU 

0x91xx 

ME SIM 

”Perform COMMAND …” 

“OK. Got command ready to fetch” 

FETCH APDU 

”What command do you have for me?” 

Proactive Command 

”Do this command” 

Terminal Response APDU 

”Results of your command operation” 

FIGURE 6: PROACTIVE COMMAND PROTOCOL (8) 
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The commands that make this mechanism possible are FETCH, TERMINAL RESPONSE and 

ENVELOPE. The ME uses FETCH to retrieve a command from the SIM, and after processing this 

command, the ME returns the result to the SIM using TERMINAL RESPONSE. A terminal response from 

a ME might look something like Table 6. 

CLA INS P1 P2 Le Data 
0x80 0x14 0x00 0x00 Number of 

bytes in the 
following data 
field 

Result of 
executing the 
proactive 
command 

TABLE 6: EXAMPLE OF TERMINAL RESPONSE FROM ME TO SIM (8) 

In addition to this proactivity, the SIM can also inform the ME of certain events for which the SIM must 

be immediately notified if they occur (7). The ENVELOPE command is used to move data from the ME 

to the SIM. The most important innovations of the SIM Toolkit are the ability of the SIM to send 

commands to the ME (using the new status word) and the ability of the handset to notify the SIM of 

events (using the ENVELOPE command) (8). 

 

 

The SIM application has to deal with two APIs, as shown in Figure 8. The inward-looking one provides 

standard, operating system services to the application such as file reading and writing and 

computational function such as cryptographic calculations. The outward-looking one connects the SIM 

application to the human interface capabilities of the ME and to the network. It is the outward-looking 

API that makes a SIM application different from an application running in a laptop, a PDA or the ME. 

The application on the SIM can do more because it is running in a secure, controlled and trusted 

environment owned by the ME, rather than in an insecure, uncontrolled and untrusted environment 

such as the ME. This outward-looking API has therefore been carefully standardized and thus provides 

portability to applications. 

  

Outward-Looking API 

Handset and Network Services 

 

Proactive commands and Event download 

Inward-Looking API 

Files and Cryptographic Services 

Programming Language Runtime Libraries 

 

 

SIM Toolkit Application 

FIGURE 8: INWARD AND OUTWARD APIS FOR SIM APPLICATIONS (8) 
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TAG LENGTH VALUES (TLVS) 
In communication the ME gives the SIM APDUs, but the SIM does not give pure APDUs back to the ME. 

The SIM gives the ME Tag-Length-Values (TLVs) and it´s a sequence of bytes described in Table 7. 

Tag Length Value 

Kind of data How many bytes follow Data bytes 
TABLE 7: TLV DESCRIPTION (8) 

The value itself can be another TLV, and this makes it very general and flexible. A TLV with just data in 

its value is called simple TLV. Ff a TLV value part in turn is a TLV then the TLV is called a compound 

TLV. A compound TLV can be seen as a nested TLV. The meaning of a tag often depends on the context 

of it. ETSI document TS 102.223 provides a list of all tags used in the traffic between the SIM and the ME. 

Note that the APDU data part can contain simple or a compound TLVs as well. A simple PLAY TONE 

command can be sent like a compound TLV and is shown with byte-by-byte details in Table 8. 

Byte Byte 

  Number Value Type Comments 

1 0xD0 Tag Proactive SIM command TLV 

2 0x10 Length The value following the proactive command TLV 16 bytes long 

3 0x01 Tag Command details TLV 

4 0x03 Length The value following the command details TLV is 3 bytes long 

5 0x01 Value Command number—Integer identifier of this command to the handset 

6 0x20 Value Type of command—PLAY TONE command 

7 0x00 Value Command qualifier—no qualifier for this command 

8 0x02 Tag Device identity TLV 

9 0x02 Length The value following the device identity TLV is 2 bytes long 

10 0x81 Value The source device of the command is the UICC 

11 0x82 Value The destination device of the command is the handset 

12 0x0E Tag Tone TLV 

13 0x01 Length The value following the tone TLV is 1 byte long 

14 0x01 Value The coding for the dial tone, i.e., play the dial tone 

15 0x04 Tag Duration TLV 

16 0x02 Length The value following the duration is 2 bytes long 

17 0x01 Value The unit of the duration in seconds 

18 0x05 Value Play the tone for five above time units 
TABLE 8: PLAY TONE PROACTIVE COMMAND EXAMPLE WITH TLVS (8) 

There are two types of information flow between the SIM application and the outside world. The only 

difference between them is who initiates the conversation. The “proactive command” described earlier is 

when the SIM initiates the conversation, and ask the ME to perform some task. If the ME initiates the 

conversation then the flow is called an “event download”. These two flows comprise the SIM Toolkit API 

and this API is the interface between the SIM application and the outside world. (8) 

2.5 SMARTCARD OPERATING SYSTEMS 

While traditional desktop operating systems for PCs and UNIX computers are designed specifically for 

particular man-machine interface, which uses a monitor, keyboard and mouse, smartcard operating 

systems are designed to work with the bidirectional serial interface to the terminal (in our case the ME). 

An operating system provides an interface between the computer hardware and the actual application 

software. This is important because it’s then unnecessary for the application software to directly address 

the hardware. At the early stages the smartcard operating systems were just library-based, while they 
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eventually were developed into layered operating systems. Monolithic operating systems were also used 

in between. Figure 9 shows the historical development of smartcard operating systems. 

 

FIGURE 9: HISTORICAL DEVELOPMENT OF SMARTCARD OPERATING SYSTEMS (7) 

Modern operating systems for GSM have functions such as memory management, multiple file trees and 

state machines, which brings them very close to the features provided by multiapplication operating 

systems. Smartcard operating systems do not include user interfaces or the possibility to accessing 

external memory media. This is because they are optimized for completely different functionality. 

Security during program execution and protected access to data has the highest priority. 

Originally, smartcard operating systems did not allow third-party software to be loaded onto the card 

and executed as needed. Consequently, at that time operating systems did not have published 

programming interfaces that could be used by third parties to call operating system functions. More 

recent smartcard operating systems, such as MULTOS (from producer Maosco) and operating systems 

that support Java (Java Card), allow third parties to load their own program code into smartcards. 

Carefully conceived application programming interfaces (APIs) that provide access to the most 

important functions (of the operating system) was provided by such operating systems. These functions 

include access to the file manager, calls to cryptographic functions and, of course, transmitting and 

receiving of data. The only essential difference between any of the well-known PC operating systems and 

a smartcard operating system with a complete operating system API and provision for downloaded 

program code is the amount of memory available to the operating system. (7) 

OPEN PLATFORM 
The Global Platform Committee, whose function is to standardize technologies for multiapplication 

smartcards, is since 1999 the publisher of the Open Platform (OP) which defines an interface inside 

smartcard operating systems for managing smartcard applications. The OP specification is intentionally 

independent of any particular operating system, which allows it to be supported by all types of 

smartcard operating systems, including open (such as MULTOS and Java Card). In practice, however, 

the OP specification has primarily become the standard for loading and managing Java-based 

applications for the Java Card operating system. Open platform defines the basic architecture of a 

multiapplication smartcard. The architecture is shown in Figure 10. 
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FIGURE 10: BASIC ARCHITECTURE AND COMPONENTS OF OPEN PLATFORM (7) 

The runtime environment forms the foundation for all applications. It provides a hardware-independent 

interface (API) and storage space for the data and programs of the various applications. The card 

manager is built on top of this foundation. It is the core component of Open Platform, and it can be 

selected via a freely chosen AID4. The card manager can thus be regarded as the information technology 

(IT) representative of the card issuer in the multiapplication smartcard. It manages the runtime 

environment with respect to the applications and provides them with interfaces for on-card5 services 

and interface to the outside world. This includes off-card6 selection of applications in the smartcard and 

dispatching APDUs from the outside world to their corresponding applications. The card manager also 

ensures, among other things, that the maximum memory sizes specified by the card issuer for 

application providers cannot be exceeded when their applications are loaded. (7) 

2.6 OPEN PLATFORMS 

Most open platform specifications are public and generated by companies (such as Java Card). These 

open smartcard operating systems are available from several producers, who provide systems having 

similar or mutually compatible functions. The opposite of an open platform is a proprietary platform. 

This term is often used in a deprecatory sense to refer to a company-specific solution. Both terms ‘open’ 

and ‘proprietary’ are in many cases marketing-driven. Many so-called ‘open’ smartcard operating 

systems are rather proprietary and dependent on a particular company. In the area of smartcard 

operating systems there does not exist any truly open smartcard operating systems in the sense of Linux, 

with free access to source code, no licensing restrictions and independence from specific companies or 

organizations. (7) 

Some of the largest, most-known are smartcard multiapplication systems are Java Card, Multos, 

Windows Smartcard and the Basic Card (8), (7). 

                                                           

4 AID – Application Identifiers. Identifies an application in a smartcard, as specified in ISO/IEC 7816-5. 
(7) 
5 On-card application – an application and its associated data, usually located in a dedicated directory 
(DF) directly 
6 Off-card application – the opposite of on-card application. Covers all of the programs and data not 
present in the smartcard that are necessary for using the on-card application in the smartcard 
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3 JAVA CARD – DEVELOPMENT PLATFORM 
This chapter describes the Java Card technology and the Java Card Development Environment. Java Card 

is the type of smartcard provided for this thesis from Multicom Security´s partners as mentioned in 

Introduction chapter.  

3.1 BASIC DESCRIPTION OF JAVA CARD 

Java Card is a defined set of specifications for a subset of Java technology to create smartcard 

applications, by Sun noted Java Card applets. Devices with support of the specifications are referred to 

as Java Card platforms. On a Java Card platform multiple applications from different vendors can coexist 

securely. (4) The Java Card technology specification consists of three basic parts: 

• Virtual Machine (VM) specification, which defines a subset of the Java programming language 

and a VM for smartcards 

• Runtime Environment specification, which further defines the runtime behavior of Java-based 

smartcards 

• API specification, which defines the core framework and extension Java packages and classes for 

smart-card applications 

Some additional mechanisms not present in standard Java for PCs were added to Java Card to fulfill the 

specific requirements of smartcard applications. The ability to define persistent and transient objects 

and also ability to specify atomic processes were added (6). 

The Java Card smartcard has the most complex application programming model of the commercially 

available programmable smartcards, because Java Card removes the notion of an underlying operating 

system and is basically a mix of application logic and job control logic. Java Card applications provide 

four routines that are used by the Java Card framework. The first three routines – install, select and 

deselect – concern only job control logic such as memory management and data sharing. The fourth 

routine – process – is called each time an APDU arrives for the application. (4) 

The latest versions of the Java Card specifications are version 2.2.2 and 3.0.1. As from version 3 of Java 

Card there exist two editions: Classic and Connected. The Classic edition is based on an evolution of the 

Java Card Platform version 2.2.2 and targets resource-constrained devices that support applet-based 

applications. The Connected edition features an enhanced runtime environment and a new virtual 

machine. This edition targets less resource-constrained devices and includes new network-oriented 

features, such as web applications (including Java Servlet APIs) as well as support for more advanced 

applets than the Classic and 2.2.2 editions. (11) Since the actual implementation of applications in this 

thesis will focus on the Java Card 2.2.x edition the chapter concerns those editions and not the 

Connected edition where most of these properties are significantly improved and modified. 

The storage requirements of an applet are divided into storage space for executable program code and 

storage space for the data. Program code is located in the nonvolatile memory, which means EEPROM 

or flash memory. The nonvolatile memory capacity of modern smartcard that support executable 

program lies in the range of 16-512 KB. The data of the applet can be located in nonvolatile memory 

(EEPROM or flash) or in volatile memory (RAM). The volatile memory is called transient memory in 

Java Card terminology. RAM is a very rare resource in smartcards. The amount of RAM available to a 

Java applet is typically somewhere between a few hundred bytes and several thousand bytes. The RAM is 

also used for the Java VM stack, that stores return addresses, methods parameters and local variables. 

While the volatile memory is called transient memory in Java Card terminology, the nonvolatile memory 

is called persistent memory. The memory allocation of Java Card is shown in Figure 11. 
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FIGURE 11: PROGRAM AND DATA STORAGE IN NONVOLATILE AND VOLATILE MEMORIES OF JAVA CARD 

A Java object consists of a header and a body. The header contains all the administrative data of the 

object and is located in an area of the nonvolatile memory called heap. The body, which contains the 

actual data of the object, can also be located in the heap of the nonvolatile memory. However, several 

methods (such as “makeTransient()”) are available for storing the body in volatile memory. (6), (12) 

3.2 JAVA CARD FUNDAMENTAL PARTS 

This part describes the fundamental parts of the Java Card specification. 

COMMUNICATE WITH A JAVA CARD 
There are actually two models for communication between a host application (such as an ME) and the 

Java Card applet. The first model is the fundamental message-parsing model, and the second one is 

based on Java Card Remote Method Invocation (JCRMI). The message-parsing model is the basis for all 

Java Card communications. It uses APDU commands that the Java Card Framework receives and 

forwards to the appropriate applet. The applet processes the command APDU and returns a response 

APDU. The procedure is illustrated in Figure 12. 

 

FIGURE 12: COMMUNICATION USING THE MESSAGE-PARSING MODEL (13) 

The second model, Java Card RMI (JCRMI), relies on the Java 2 Standard Edition (J2SE) RMI distributed-

object model. In the RMI model a server application creates and makes accessible remote objects, and a 

client application retrieve remote references to remove objects, and then invokes remove methods on 

them. In JCRMI, the Java Card applet is the server, and the host application is the client. 
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JCRMI is provided in an extension package with the class RMIService. JCRMI messages are 

encapsulated within the APDU objects passed to the RMIService methods. In other words, JCRMI 

provides a distributed-object model mechanism on top of the APDU-based messaging model. (13) 

JAVA CARD VIRTUAL MACHINE 
The Java Card Virtual Machine (JCVM) specification defines a subset of the Java programming language 

and a Java-compatible VM for smartcards, including binary data representations and file formats, and 

the JCVM instruction set. The Java Card VM is implemented in two parts; one part is external to the card 

and the other running on the card itself. The on-card Java Card VM is among other things responsible 

for interpreting byte code, manage classes and objects, and so on. The external Java VM part is a 

development tool, typically referred to as the Java Card Converter tool. This tool loads, verifies and 

prepares the Java classes in a card applet for on-card execution. The output of the converter tool is a 

Converted Applet (CAP) file, which contains all the classes in the Java package in a loadable, executable 

binary representation. 

As mentioned before, the JVCM supports only a subset of the Java programming language, but it does 

preserve many of the familiar Java features including objects, inheritance, packages, dynamic object 

creation, virtual methods, interfaces and exceptions. Table 9 shows some supported language elements 

that are dropped due to the limited memory of smartcards. (13) 

Language features Dynamic class loading, Java security manager, threads, object cloning and 
certain aspects of package access control are not supported. 

Keywords Native, synchronized, transient, volatile, strictp are not 
supported. 

Types There is no support for char, double, float and long or for 
multidimensional arrays. Support for int is optional. 

Classes and 
Interfaces 

The Java Core API classes and interfaces (java.io, java.lang, 
java.util) are unsupported except for Object and Throwable, and most 
methods of Object and Throwable are not available. 

Exceptions Some Exception and Error subclasses are omitted because the exceptions 
and errors they encapsulate cannot arise in the Java Card platform 

TABLE 9: SUMMARY OF JAVA CARD LANGUAGE LIMITATIONS 

JAVA CARD API 
The Java Card API specification defines a small subset of the traditional Java programming language API. 

There is no support for Strings or for multiple threads. There are no wrapper classes like Boolean 

and Integer. The Java Card Framework provides its own set of core classes to support Java Card 

applications. 
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JAVA CARD RUNTIME ENVIRONMENT (JCRE) 
The JCRE specification defines the life-cycle of the Java Card VM, the life-cycle of the applet, applet 

management, transactions, and object persistence and sharing. The specification provides a platform-

independent interface to the services provided by the smartcard´s operating system. The JCRE is 

depicted in Figure 13 and consists of the Java Card VM, Java Card API and any vendor-specific 

extensions. 

 

FIGURE 13: JAVA CARD ARCHITECTURE AND RUNTIME ENVIRONMENT (13) 

3.3 JAVA CARD LIFE-CYCLE / DEVELOPMENT LIFECYCLE 

The following part explains the life-cycle of Java Card and management of Java Card Applets.  

LIFE-CYCLE OF THE JAVA CARD VM 
The lifetime of the JCVM coincides with that of the card itself: It begins at some time after the card is 

manufactured and tested, but before it’s issued to the cardholder, and it ends when the card is discarded 

or destroyed. This means that the JCVM does not end when the power of the card is removed, as its state 

is retained in the card’s non-volatile memory. By starting up the JCVM, the JCRE is initialized and all the 

JCRE framework objects are created, which live for the whole lifetime of the JCVM. After the JCVM is 

started, basically all interactions with the card are controlled by one of the applets on the card. Of 

course when power is removed from the card, any data in the RAM is lost, but states stored in non-

volatile memory is retained. When power is applied again, the VM becomes active and the states of the 

VM and objects are restored, and execution resumes waiting for new input. 
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LIFE-CYCLE OF THE JAVA CARD APPLET 
Every applet inside a card is uniquely identified by an Application ID (AID). This AID is defined in ISO 

7816-5 specification and is a sequence of between 5 and 16 bytes. Every applet must extend the Applet 

abstract base class, which defines methods used by the JCRE to control applet life-cycle as shown in 

Figure 14. 

 

FIGURE 14: THE JAVA CARD APPLET LIFE-CYCLE METHODS (13) 

The applet life-cycle begins when the applet is downloaded to the smartcard and the JCRE installs it and 

the applet registers itself with the JCRE. Installation of an applet is done by invoking the applet’s static 

Applet.install() method and registers itself with the JCRE by invoking Applet.register(). As 

soon as the applet is installed and registered, it is in the unselected state, available for selection and 

APDU processing. The operation of applet methods is summarized in Figure 15. 

 

FIGURE 15: USAGE OF THE JAVA CARD APPLET METHODS 

While the applet is in the unselected state, the applet is inactive. The applet gets selected for APDU 

processing when the host application asks the JCRE to select a specific applet in the card. To notify the 

applet that it has been selected, the JCRE calls its select() method; the applet typically performs 

appropriate initialization in preparation for APDU processing. Once selecting of the applet is done, the 

JCRE passes incoming APDU commands to the applet for processing by invoking its process() 

method. The JCRE catches any exceptions the applet fails to catch. 

Applet deselection occurs when the host application tells the JCRE to select another applet. By calling 

the applet’s deselect() method the JCRE notifies the active applet that is has been deselected, which 

typically performs some clean-up logic and returns the applet to the unselected, inactive state. 
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APPLET ISOLATION AND OBJECT SHARING 
Since the Java Card platform is a secure multi-application environment, many different applets from 

different vendors can safely coexist in the same card. Each applet is assigned to an execution context 

that controls access to the objects assigned to it. The boundary between one execution context and 

another is often referred to as an applet firewall. The Java Card firewall creates a virtual heap such that 

an object can access methods and data of only those objects that reside within the same firewall. A 

firewall may contain a number of applets and other objects, such as common secret keys. The Java Card 

platform supports secure object sharing across firewalls.  

OBJECT AND MEMORY MANAGEMENT 
Memory is the most valuable resource on a Java Card device and it is not certain that a garbage collector 

is available in an implementation of Java Card. When an object is created, the object and its contents are 

preserved in non-volatile memory, making it available across sessions. In some cases though application 

data does not need to be persistent, it is temporary or transient. To reduce utilization of smartcard’s 

persistent memory and thus maximize its lifetime, as much data as possible is treated as transient if it is 

frequently updated. 

The transient keyword is not supported by Java Card technology; instead the Java Card API defines three 

methods that allow us to create transient data at runtime: 

• static byte[] makeTransientByteArray(short length, byte event) 

• static Object makeTransientObjectArray(short length, byte event) 

• static short[] makeTransientShortArray(short length, byte event) 

PERSISTENT TRANSACTIONS 
The JCRE supports atomic transactions for updating persistent objects safely. Transactions ensure data 

integrity in the event of program errors or power loss. Transactions are supported at the system level by 

the following methods: 

• JCSystem.beginTransaction() 

• JCSystem.commitTransaction() 

• JCSystem.abortTransaction() 

A simple code snippet with a balance transaction could look like in Figure 16. 

 

 

The update of the instance variable balance is guaranteed to be an atomic operation; the transaction will 

ensure that the previous value of balance is restored in case of program error or power loss. (13) 

  

private short balance; 

... 

JCSystem.beginTransaction(); 

balance = (short)(balance + creditAmount); 

JCSystem.commitTransaction(); 

 

FIGURE 16: CODE EXAMPLE WITH TRANSACTION (13) 
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3.4 TEST AND SIMULATION ENVIRONMENT 

Sun provides a development kit for Java Card. This environment provides tools for simulate APDU 

commands and test the Java Card applets, but it does not have any support for testing proactive 

commands in a simple way. Since possible solutions must build on proactive commands in order to 

work as the heart-beat service, a simulation development environment supporting this was necessary. 

There are several development and test environments available for Java Card smartcards; Aspects 

PowerSIM (14),VirtuoSimo (15) and Gemalto Developer Suite (16) are some of them. Since Strålfors was 

in possession of Gemalto, this was a suitable test environment for this thesis in order to communicate 

application files to them. Gemalto Developer Suite supports simulation of proactive commands and was 

used as development and simulation environment. The Simulation Suite of Gemalto also supported 

simulation of mobile networks. 

3.5 REQUIREMENTS OF A SMARTCARD APPLICATION SOLUTION 

When speaking about smartcard applications there are several principles that such application should 

comply with. Wolfgang Rankl states some of these (6). The principles are to ensure that applications will 

work correctly with commonly used smartcard operating systems and will be reliable, robust, extendable 

and interoperable. The primary foundation of smartcard applications is closely related to the commands 

used. I have chosen three principles that I think is important for this kind of implementation: 

• Confidentiality 

A crash must never lead to a breach of any confidentiality of data stored in the smartcard. A 

common practice in PC software is to generate output of the contents of registers and memory 

areas; this must be strictly avoided in smartcard. No debug functions should be allowed.  

 

• Defensive design 

Smartcard application should always have a defensive architecture because the access to the 

cards in the field is limited. Compare this to PC applications with continuously updates and bug 

fixes. After issuing a smartcard, it is no longer possible to access them in an easy manner to 

correct errors and problems. The principle of defensive design imposes restrained use of 

functions, and only functions essential for the application are to be provided. 

 

• Robustness 

One aspect of robustness is the event of a smartcard power-down, this could be by withdrawal 

from a ME or terminal or a power outage in the ME at a randomly chosen time. However, this is 

an unforeseen and a sudden power-down of the smartcard microcontroller. Depending on what 

command in progress at the time, this could potentially lead to corrupt data written to the non-

volatile memory. This kind of data must never cause the smartcard to be inoperable or cause a 

security gap to arise, which means that the smartcard must be able to recognize and possibly 

replace the corrupt data with a default value. 

Robustness is the most important principle for this proof of concept, while confidentiality and defensive 

design are desirable and should be considered in a next step for a commercial implementation. 
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4 POSSIBLE SOLUTIONS 
This chapter contains discussion of potential solutions and proposes three possible solutions to the 

problem statement and objective stated in the Introduction chapter. The target of the solutions is the 

connection monitoring service that sends heart-beats, as shown earlier in Figure 2. The solutions do not 

concern any of the alarm signals or payment transactions that use the monitored connection. 

As described in the introduction, two phases were planned for the developing and testing of 

applications. The reason for this was partly to enable verifying that developed and simulated 

applications would behave similar on the actual SIM card at a quite early stage of the work. Due to the 

fact that the card and network providers would provide this possibility, it was also important to early 

establish a procedure for delivery of appropriate files and code to them for deployment of the 

application on the SIM card. 

Most of the applications that I have read about, for example authentication applications (17), and web 

server applications (18) (19), all have one thing in common. They are triggered by external stimuli in 

some way, by user input or user requests. What’s different with this solution is that it is meant to run 

completely by itself without any user input or triggering from the outside. This application also differs a 

little in another way. Since most other applications are used specifically for security and authentication 

applications (PIN, payment etc), in this thesis we simply use the fact that the SIM card is base for the 

communication and could be placed in any ME, in order to monitor the connection. Of course we take 

advantage of the security and authentication mechanisms provided by the smartcard OS. 

4.1 FIRST CHOICES AND BASIC FUNCTIONALITY 

Since Multicom Security state that they would like to see a proof of concept of the solution and since 

their partners provide Java Card smartcards, this was the platform the solution must target. To be able 

to proactively use the SIM card, the SIM toolkit had to be used. The card provided by the card 

manufacturer was a Java Card 2.2.1 with SIM toolkit release 99.  

Even though I was quite restricted by the predetermined technology offered (Java Card and version 2.x), 

the concept builds on STK and this is a general standard and the concept would be applicable in another 

card environment (supporting STK) as well. 

An important command for these implementations is the STK timer management command. Timer 

management is used to setup a timer in order to periodically send the heart-beats, since Java Card itself 

does not have any time perception. 

4.2 SOLUTION 1: SMS-BASED MONITORING WITH JAVA CARD 2.2.1 

For monitoring messages with a time interval set to every minute, it might not be economically 

motivated to use SMS for this. However, Svenska Stöldskyddsföreningen (SSF) describes in (3) that for 

the alarm class 1, the maximum transmission monitoring time is 25 hours. For this class it would be 

sufficient for one message every 24 hours and SMS could be a suitable bearer type for such service. By 

developing a simple application with the ability to send periodic SMS to a specific number, the 

simulated application can be verified to work on an actual SIM card and it can also be used as a proof of 

concept of a class 1 monitoring service.  The actual objective stated an IP-based solution, but as a first 

step and also a verification of the application structure (sending heart-beats) this solution was of 

considerable interest. As it also would be able to fulfill the requirements of the lowest alarm class (class 

1) it can serve as an affordable solution to the actual problem in today’s environment. It will therefore be 

considered here. Multicom Security also states that a market for this alarm class 1 monitoring service 

(with SMS as bearer) is of interest, and that even a more frequent intervals could be economically 

motivated with SMS (2). Figure 17 depicts the basic flow of the application.  
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SIM provides information for the ME to select an available bearer. The SIM is then allowed to ex

data with a server on this channel. Rosenberg (22) investigates the use of GPRS as bearer for applications 

that reside inside a SIM card, and suggests that the SIM toolkit letter class ‘e’ CHANNEL opportunities 

able for this purpose. This proposed solution was the second phase and considered to be of 

because it would offer IP-based communication over a data channel

channel this solution was a second alternative that I investigated and developed since it would enable 

beats to be sent at a cheaper cost than with SMS heart-beats.

A basic flow of the proposed system is shown in Figure 18. 
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4.5 REQUIREMENTS OF THE SOLUTIONS 

An important aspect when it comes to software solutions is the security. For this particular thesis I have 

focused mainly on the functionality and compatibility, but I will here give a brief description of the 

security aspect for the smartcard and the service and also relate to the smart card requirements stated in 

section 3.5.  

SMART CARD PRINCIPLES 
The robustness principle stated in section 3.5 is the most important for a proof of concept 

implementation of the solutions above. The application must be able to recover when the SIM card is 

withdrawn from a device or when the device terminates and the SIM card is moved to another device. 

Together with the Java Card lifecycle characteristics this will have to be considered in the solutions. It is 

important that the application restarts correctly every time. Confidentiality is not that important for the 

implementations in this thesis because we do not really have any critical data on the card, i.e. encryption 

keys or authentication information. This is because we will not cover any of these parts of the current 

Multicom heart-beat service in our implementation. As for the defensive design principle the 

implementations will aim at simplicity and clean code.  

For a complete realization of the service encryption of the messages is necessary in the same manner as 

in the Enterprise Server System. In this case secret keys will have to be stored in the SIM card and 

confidentiality and defensive design is essential. It would therefore be of interest to describe some of the 

most common attacks on smartcards and also a brief description of the additional security aspects for a 

realization of the service. 

SMARTCARD ATTACKS 
There are a couple of known attacks on smartcards and also countermeasures for those attacks. Attacks 

can be divided into invasive tampering attacks and non-invasive attacks. 

The invasive attacks involve physical tampering of the card. This is performed using special equipment. 

The actual circuit chip is removed from the plastic card and all parts are analyzed in order to map all 

parts. The tool used is often a micro-probing workstation, with a special optical microscope as its major 

component. With help of this information different invasive attacks are designed and performed against 

the card. 

The non-invasive attacks do not devastate the card and are not card specific either. The attack can 

usually be reproduced on a similar card. One of the risks with these types of attacks is that the owner 

might not notice that secret keys have been stolen and it is therefore likely that the keys will remain 

valid and usable for the attacker. As the attacker has full control of both power and clock supply lines of 

smartcard processors, they are particularly vulnerable to non-invasive attacks. (23), (7) 
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ATTACK ANALYSIS OF THE HEART-BEAT SERVICE 
I had no access to resources for performing hardware attacks on smartcards during this thesis, but I 

decided to make an attack analysis of a heart-beat service. The purpose of the service is to monitor the 

connection to a device. This is to ensure that there always exists a path for other services in the device to 

travel to a server. Figure 19 shows an attack tree of the heart-beat service. 

 

FIGURE 19: ATTACK TREE FOR HEART-BEAT SERVICE 

A denial-of-service attack against the server system would of course cause more confusion than an 

attack against a specific ME and smartcard, since then all client devices are unmonitored and exposed. 

Even an attack against several devices simultaneously would cause confusion and opportunity for an 

attacker to act. An attack against a specific smartcard will result in the heart-beat to stop and this will 

almost immediately be acknowledged by the server system and appropriate measures can be taken for 

the specific device. 

Replication or duplication issues are more difficult since they can make the server system actually 

believe that the device has a working connection even though it has not. This would result in false 

security.  

In node 1.2.1 of the attack tree a theft of the smartcard is considered. The card is placed inside a “fake” 

device giving the attacker opportunity to attack the real device, while the server system here also 

believes that the real device is sending heart-beats as supposed. This requires physical presence at the 

device. Running a denial-of-service attack against a device and simultaneously performing a duplication 

of the messages will result in the same scenario. But in this case physical present at the device is not 

longer necessary. 

4.6 COMPATIBILITY SURVEY 

In section 1.2, where the goal of the thesis was described, it was stated that the solution should be as 

general as possible in order to have a significant value for Multicom Security. Since my solutions will 

have to be based on the SIM toolkit specification, a small survey on how well the STK is implemented in 

existing ACPs and other mobile equipments was suitable. According to the standard ETSI TS 101 267 (20)  

timer management and SMS commands is part of the basic commands of the STK, while the commands 

for GPRS/IP require additional implementation of the ME (support of class ‘e’ commands). The standard 

defines the SIM-ME interface for GSM Phase 2+, and devices supporting this SIM-ME interface should 

then support the basic STK commands of the standard.  
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Some of these ACPs contain a built-in module for wireless communication over a telephone network, 

while in others the module is an extra plug-in card that is placed in the ACP. The module is the one 

we’re interested in here since that is where the SIM card is placed. I investigated two ACPs suggested by 

Multicom Security and also some other mobile devices. 

GE COMFORT - SAGEM MO200 GPRS 
The communication module in this device supports the GSM 11.11 Phase 2+ standard with additional 
support for the SIM Toolkit Release 99 recommendation. The additional document “AT Command Set 
for SAGEM Modules” (24) also verifies that both timer management and channel (class ‘e’) commands 
are supported by the module. (25) 
 

DSC POWER & MAXSYS – MOTOROLA G24D 
This device has the Motorola G24 communication module. The module supports the STK, but is vague 

about the exact support of the SIM AT Services. The “Channel Status Event” is implemented, and since 

this is a part of the class ‘e’ commands I had reasons to believe that the other class ‘e’ commands are 

supported also. There exists pure AT commands for performing the channel-like operations, but I was 

unable to verify that all standard SIM Toolkit commands were supported. (26) 

CELL PHONES 
To get a better picture of how well the STK and timers were implemented in ME’s like modern cell 
phones, I inspected technical white papers of some SonyEricsson mobile devices. Even though it does 
not cover all mobile devices, I think this reflects the market trends of STK. The conclusion of this 
inspection is that most of modern (from 2006/2007) cell phones from SonyEricsson provide support for 
STK with both timer management and channel commands (command class ‘e’). Table 10 summarizes 
this analysis. (27) 
 

 
TABLE 10: SONYERICSSON MOBILE DEVICES SUPPORT OF SIM TOOLKIT SERVICES (27) 

From 2007 most devices support both timer management and channel. The timer management was 
needed for the SIM application to send messages periodically, and channel support for GPRS 
communication.. 

Mobile device Year Timer management Channels (class 'e')

T20e 2001 No No

T65 2001 No No

Z600 2003 No No

Z800i 2005 Yes No

D750i 2005 Yes No

W900 2005 Yes No

W810 2006 Yes No

K800 2006 Yes Yes

K310 2006 Yes No

W300 2007 Yes No

K220 2007 No No

K550im 2007 Yes Yes

K810i 2007 Yes Yes

W610 2007 Yes Yes

Z750 2007 Yes Yes

S500 2007 Yes Yes

T650 2008 Yes Yes

C702 2008 Yes Yes

W705 2008 Yes Yes

G705 2008 Yes Yes
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For new smart phones like Android supported ones and Nokia phones it was difficult to receive any 
information about specific SIM Toolkit commands. I was in contact with Nokia but was unsuccessful in 
receiving any more detailed specifications regarding the implemented SIM Toolkit commands. 
 

SURVEY CONCLUSION 
As for cell phones the STK support is rather wide on modern devices. For the ACPs it’s more difficult to 

determine because of the information given in specifications often are not detailed enough, and I tried 

to get in contact with their support about these issues but unfortunately had no success with that, since 

the answers I received did not reveal any new information. The contact I had with Nokia’s support, 

regarding more detailed specifications for their devices, did not give any help either. I found some 

information of several Nokia devices that supported channel commands, but I was unable to verify this 

in any other way. Both of the ACPs suggested by Multicom Security seem to support the standards 

though. 

I decided to implement both solution 1 and solution 2, while solution 3 was left out because of the 

requirements of that solution. The implementation chapter describes the implementation of both 

chosen solutions, and the solutions were also evaluated in the very next chapter. The conclusion chapter 

concludes the thesis and presents the results. 
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5 IMPLEMENTATION OF THE HEART-BEAT SERVICE 
This chapter contains the design, architecture and the implementation of the heart-beat service. Since 

the functional requirements of the application are similar for the SMS and the GPRS/IP solution, they 

are mostly described together. 

5.1 ARCHITECTURE AND DESIGN 

The applications were written in the Java Card language with use of the SIM Toolkit API. As mentioned 

earlier Java Card is a small subset of the Java language with its own restrictions. A state machine diagram 

in Figure 20 describes the functionality of the applications.  

 

FIGURE 20: STATE MACHINE DIAGRAM OF THE HEART-BEAT APPLET SERVICE 

At most of the time the application is waiting a timeout, in form of a timer expiration. When receiving 

such timeout it sends a poll message and restarts the timer. For the applet installation and removal I 

refer to the applet life cycle of Java Card Applets. 
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To better understand the actual message flow at installation and startup, I designed a sequence diagram 

for this in Figure 21. 

 

FIGURE 21: SEQUENCE DIAGRAM OF THE APPLET INSTALLATION AND ME POWER ON 

As soon as the applet is installed and ready, it signs up for the PROFILE DOWNLOAD event, which is an 

event from the ME that tells the SIM what it’s capable of. The SIM checks the profile and if STK and the 

desired commands are supported, it starts up the heart-beat service with a start message and requests a 

timer with a specified timeout for the next message. The events occurring at timer expiration is 

illustrated in the sequence diagram in Figure 22 for Solution 1 and in Figure 23 for Solution 2.  

In both solutions, the ME informs the Java Card environment about the timer expiration, and the Java 

Card environment passes the expiration on to the concerned SIM applet. The applet sends a heart-beat 

and then triggers the timer again, waiting for a new expiration. 

 

FIGURE 22: SEQUENCE DIAGRAM OF TIMER EXPIRATION AND TRANSMISSION OF HEART-BEAT POLL MESSAGES 

FOR SOLUTION 1, SMS 

For the SMS solution in Figure 22, the heart-beat messages are sent as SMS by the ME through a SMS 

central (SMS-C) and delivered to another ME holding the corresponding phone number.  
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For the GPRS solution in Figure 23, the heart-beats are transmitted as data packets by the ME in the 

GPRS or 3G network and delivered to a desired IP-host server. 

 

FIGURE 23: SEQUENCE DIAGRAM OF TIMER EXPIRATION AND SENDING HEART-BEAT POLL MESSAGES, SOLUTION 2 

GPRS/IP 

The class structure of the solutions are quite similar, because the application logic is quite the same and 

the real difference is the bearer of the heart-beats, SMS for the first solution and GPRS or 3G for the 

other one. A class diagram for the SMS solution is shown in Figure 24 and represents the class diagram 

of the GPRS/IP solution as well. The differences of the solutions are not in design but in 

implementation, and will be described in the next section in more detail. Besides the inherited methods 

for applet management both applets have some service methods for different events processed by the 

processToolkit() method. The statusService() method handles status messages, the 

profileDownloadService() handles the profile download event and so on.  

 

FIGURE 24: SIMPLIFIED CLASS DIAGRAM OF THE SMS APPLICATION, SOLUTION 1 
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ADDITIONAL ASPECTS FOR REALIZATION AT MULTICOM 
In this implementation I did not consider any of the security mechanisms that the current heart-beat 

service at Multicom uses, but I give a brief description of the additional aspects for such realization in 

this section. 

The existing service use AES algorithm and HMAC for securing the communication channel. It would be 

convenient for the smartcard-based service to comply with these properties in order to communicate 

with the Enterprise Server System. If it is not possible to implement exactly the same mechanisms on 

the smartcard, a similar implementation (suitable for the smartcard) would be an option since it would 

not require any large effort at the server-side (2). 

The smartcards available at the moment from Multicom’s partners offer Java Card 2.2.1 environment. 

The 2.2.1 version of the platform offers AES (up to 32 byte key), DES and DSA encryption possibilities, 

while there is no support for HMAC like operations (28). However 2.2.2 version of the platform has 

support for HMAC operations (29). 

5.2 IMPLEMENTATION 

This section describes some implementation decisions for the two solutions presented in chapter 4. 

MESSAGE STRUCTURE 
To make a model of the Enterprise Server System I created simplified messages to be able to show the 

concept of the system. Both solutions include a message counter, which is reset on each ME profile 

download. The first message sent is a “start” message that indicates that the device has been launched 

and the poll messages ought to be transmitted. 

The message counter is included in all poll messages that are sent with both solutions in order to 

identify the messages at the receiver end. I used a byte as message counter as it would be sufficient for 

testing the solutions. Table 11 describes the format of the messages.  

 Start Poll  

SMS “start” “helloX” X is a byte identifier 
GPRS/IP “start” “tickX” X is a byte identifier 
TABLE 11: MESSAGE STRUCTURE FOR THE SOLUTIONS 

TRANSMITTING SMS 
For the first solution I used SMS as a bearer for the heart-beats. The proactive SIM Toolkit command 

SEND SHORT MESSAGE was used for transmitting these SMS messages. With the SIM toolkit the SIM 

can tell the ME to transmit an SMS message, and attach several options for the message. Options like 

data coding scheme, message reference, what SMS-central number to use for the transmission and 

more.  

The SMS-central (SMS-C) number is the number that is used for transmitting the SMS through the 

network. Often this number is held by the ME, and is most often obtained from the network operator 

settings on the SIM card itself. I decided to let the ME handle the SMS-C number to keep my code 

simple and small, although it might be safer but less flexible to specify the SMS-C number in the code. 

I used standard options for coding scheme and protocol identifier for SMS. Guthery et. al. (8) explains 

the basics of SMS with the SIM Toolkit. For detailed information on the headers for SMS and what 

options there are, see the standard TS 123 040 Technical Realization of Short Message Service (30). 

TRANSMITTING VIA GPRS 
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For the purpose of GPRS connection with UDP packets, the OPEN CHANNEL and SEND DATA 

proactive commands were used. The standard provided different ways of implementing this and I chose 

to go with the standard GPRS mode and UDP protocol with the following settings: 

• PDP Type: IP 

• Transport level: UDP 

• Address type: IPv4 

UDP 
For Solution 2 with GPRS/IP I decided to use UDP as transport protocol. The reason for this was mainly 

that it’s simpler than the TCP protocol. I did not find any scientific articles on the actual differences 

within the ME but I read in Gemalto developer forum that users claimed that the BIP channel 

sometimes did not comply with the TCP mode. Therefore I decided to go with the safer because I had 

limited possibilities to modify the code and test it before I received the actual SIM card. 

TIMERS VERSUS STATUS 
What should be the basics of timer management of implementation was the next choice. There were 

two options, using the basic STATUS command or rely on SIM Toolkit timers. Since some older devices 

did not support timers as a part of their SIM Toolkit specification, I first investigated the possibility of 

using the STATUS command as a timer. 

The STATUS command is a command that the ME send to the SIM to verify that the SIM is active and 

inserted. This command is sent with regular intervals, and the SIM is also possible to request a desired 

time interval for the STATUS commands from the ME. The advantage of using the STATUS command is 

that it is always implemented in SIM Toolkit since it is part of the basics. Unfortunately, the ME does 

not always consider these requests, and several applets on a SIM can request different intervals, which 

would cause issues. The maximum interval for the command is only 255 minutes and the SIM Toolkit 

specification states that the STATUS command is not intended for this kind of use. 

I decided to go with the time management that the SIM Toolkit provided, since this management 

offered a dedicated timer for the applet in the ME (since Java Card itself does not have any time 

perception). The possible duration of such a timer is between 1 second and 24 hours, which suited the 

applications well. (20), (31) 

PROFILE DOWNLOAD 
According to the Java Card lifecycle, applications installed are alive even when the smartcard is removed 

and placed into another ME. States are preserved. I wanted the application to work similar to the 

Multicom Enterprise system, so decided to use the profile download event to reset the application. This 

means telling it to send a start message first and then continue sending poll messages. It also resets the 

message identifier which is sent in the poll messages. 

5.3 ENTERPRISE SERVER SYSTEM SIMULATION APPLICATION 

For solution 1, the entity receiving the messages would be a simple mobile phone with a phone number. 

But in order to simulate a server system for solution 2, I had to develop a tiny application for receiving 

the IP messages sent from the ME. This application would serve as a simplification of the Multicom 

server system, the Enterprise server system, and would be located in the Server Computer in Figure 2 of 

section 1.2 and the IP-Server Figure 23 of section 5.1. 

This application was developed with C/C++ in Qt environment, saving the received UDP messages, the 

IP and port of the sender and timestamps to a SQLite database. Since it was a test application for one 

sending ME only, I did not bother with any threading or multitasking. I developed support for TCP 

messages as well if I would have time to test that. 
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5.4 DEBUG AND SIMULATION 

To be able to debug and execute the applications I used the Mobile Simulator of the Gemalto Developer 

Suite. I also used the simulator for testing the applications in simulation mode. The simulator loads the 

application onto a virtual smartcard which the simulated handset uses as SIM card. 

5.5 ISSUES AND SIMULATION VERSUS REAL ENVIRONMENT 

The purpose of using the Mobile Simulator when developing the applications was to ensure that the 

applications were working correctly in simulation environment, before implementing them on an actual 

smart card. The card manufacturer who was supposed to help me with the actual deployment of the 

application on the SIM card had put some applets on SIM cards before, but never used timers or sent 

messages with SMS or GPRS. We also had some major difficulties with the smartcards first used. The 

cards we first used with some test subscriptions were shown not to support loading of the application 

onto the card. I thought that the Gemalto Developer Suite could be used for loading the applications 

onto the cards, but the card manufacturer used specialized scripts for this so that was not possible. After 

some extensive work we finally managed to connect the network subscription to a Gemalto smartcard so 

that we could use the automatically generated APDU load commands from the Gemalto Developer 

Suite. 

JAVA CARD LIFECYCLE AND TIMERS 
I experienced some issues on the first attempt to test the timers in real environment. Since the Java card 

preserves state variables through sessions I was a little bit unsure about the timers allocated at each start 

of the application. The simulation environment was not always consistent in this particular issue, and it 

was also shown that in real environment the application timers worked fine the first time I started up 

the ME, but did not start the second time. According to SIM Application Toolkit specification (SIM-ME) 

(20), each time the ME is powered off or the smartcard is withdrawn all timer are deactivated. So the 

application needs to ask the Toolkit Registry to release the old timer and request a new timer at each 

start-up to ensure that a timer on the present ME is running. This code part was rewritten to work 

correctly in real environment. 

REAL ENVIRONMENT SETTINGS IN SIMULATION ENVIRONMENT FOR SMS AND GPRS 
Since my simulation environment was not connected to a real mobile network, I experienced some 

difficulties in testing the real environment settings in simulation environment. For example settings like 

the SMS-central number for the SMS solution, and the Access Point Name (APN) for the GPRS solution 

was impossible to test in simulation environment. 

For the SMS-central I let the ME use the default one (usually provided by the network operator settings 

on the SIM card) and this worked well in simulation mode, and later on in real environment as well. The 

option would have been to manually enter the SMS-central number as a setting in the code. For other 

settings like different set-ups for the GPRS connection and SMS headers I used basic and default settings 

that worked in the simulation environment. 

In general I think it’s advisable to let the ME handle as much as possible because this reduces the 

complexity and size of the smartcard application. Of course one has more control by specifying every 

parameter that is used, but in my case I was aiming for a working proof of concept solution and did not 

concern about every specific detail of the messages. Therefore I used standard or basic settings. 

CARD TYPES 
Even though most cards are based on the open platform, there are always some differences in their 

implementations. Working with the same tools (manufacturer) all the way through is recommended. 

The loading APDU commands generated by the Gemalto Developer Suite worked fine together with 

Gemalto cards. Before the card manufacturer received our cards, they used some other test subscription 
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cards first, but experienced some differences in the APDU commands for loading applets onto these 

cards. It seemed like different cards used different commands for loading the applications. 

CARD SIZE 
The memory sizes of the smartcards are rather limited, and for the IP-application I had to strip some of 

the code to make it fit on the test card.  

My application code was loaded onto the card with a specialized script at the card manufacturer. This 

script included all the network operator settings in order for the card to have a valid network 

subscription. The limit for loading my application on the card was about 7 kB of code. The space 

available depended on the other settings on the card added by the script and I was not informed about 

exactly what else this script loaded to the card. A lot of parts of the script consisted of checking different 

security keys for placing the subscription on the card. 

For the IP solution my original code was about 13 kB, I erased some debug functions like menu’s to 

trigger application methods and different text messages to display on the screen of the phone. This was 

a standard card and there exist other cards with larger amount of memory available so this wouldn’t be 

an issue for realization of the service. 
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6 TESTS AND EVALUATION 
This chapter describes the tests that evaluate the implemented services according to the requirements 

from Multicom Security, the thesis background and the requirements of smartcard applications in 

section 3.5. 

6.1 SIMULATION TEST 

Since the application was developed with aid of the Mobile Simulator of the Gemalto Developer Suite, 

the Mobile Simulator was at the same time also used for basic functionality testing and as basis for the 

tests performed in real environment. 

For Solution 1, the Mobile and Card Simulator was used to simulate the actual application, and the 

Server Simulator was used to receive the SMS messages that were sent. For Solution 2, The Mobile 

Simulator was used to simulate the application within the SIM card and a local application with IP-

address and dedicated port number was used as server to receive the messages. An Over The Air (OTA) 

simulator was used for the network simulation. The server application described earlier was placed on a 

server in order to log and save the messages received from the SIM application.  

For all tests described below, the suitable ones were performed in simulation environment before they 

were performed in real environment.  

6.2 DESCRIPTION OF REAL ENVIRONMENT 

The real environment refers to an environment with an actual SIM card. The requirements and 

environments for both suggested solutions are described here. 

It was also of interest to test the SIM card in different types of mobile equipments (ME’s supporting the 

standard requirements of course). For this service to comply fully at Multicom Security it must not only 

target a specific device, but should be as general as possible. What different devices the applications 

were tested on are specified in section 6.5, with the compatibility tests. 

SOLUTION 1 
The real environment tests were performed with a SIM card in a mobile device and messages sent to a 

cell phone number in the mobile network that received the messages. Since the actual code was shipped 

to Strålfors and delivered back as a SIM card, real environment testing with the SIM card was limited to 

functional testing and some performance tests for determination of delays and timing of the messages. 

Since the target service for this solution will send one message every 24 hours, timing was not as 

important as for solution 2, where the period is considerably shorter.  

The requirements on mobile equipment standards are the following: 

• GSM 11.11 (SIM-ME interface) 

• GSM 11.14 (SAT), with timer management and SMS commands supported 

SOLUTION 2 
The real environment test was performed with the SIM card in a ME, sending messages over the mobile 

network to a dedicated port on a server with static IP-address on the Internet. As with the SMS solution, 

the code was shipped and delivered back as a SIM card; real environment testing with the SIM card was 

also here limited to functional testing and some performance tests for determination of delays and 

timing of the messages. Besides the functionality, the most important thing was to determine whether 

the application was able to perform at the time interval set.  
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The same server-application used for the simulation tests was used here to act as a simplification of the 

Enterprise Service system. The application was listening on a specific port where it was saving all 

messages received by the SIM card application. 

The requirements on mobile equipment standards are the following:  

• GSM 11.11 (SIM-ME interface) 

• GSM 11.14 (SAT), with support of class ‘e’ for usage of Channel proactive commands and timer 

management 

• GPRS/3G handset support 

6.3 FUNCTIONAL AND ROBUSTNESS TEST 

The functional and robustness tests were performed against the basic functionality described in section 

4.1 and with further clarification in Figure 20 of section 5.1. 

According to the requirements of smartcard applications described in section 3.5, robustness is an 

important property of a smartcard application. The application should not write any corrupt data in case 

of an interruption or sudden power down. For this solution there was no writing to files on the SIM card 

so that should not be a problem. However, for state variables inside the application this could be a 

potential problem and the application should be able to recover from this. 

The possible interruptions that were tested for robustness were the following: 

• Mobile device power off 

• Battery pulled out, sudden power off 

• Smartcard pulled out of mobile device 

Some additional interruptions were also tested in the Performance test section below. 

SOLUTION 1  
The target service for Multicom will send messages every 24 hours, but for the tests a smaller time 

interval of 1 minute was used for convenience purposes. 

The application was tested in a ME (Sony Ericsson K850i) that was known to support the SIM Toolkit 

commands for timer management and sending SMS. The functionality worked as expected in this 

device; except for the STK menu which was not shown or found (but since it was only used for debug 

purposes it didn’t really matter in this case). So both timers and SMS messages was hereby shown to be 

possible to use for a heart-beat service of this kind. 

SOLUTION 2 
This target service will send messages as often as of every 20 seconds. 

Unfortunately I was unable to get this service working correctly on the ME (Sony Ericsson W610). I also 

tried it out in several other ME’s supporting the standards without any success. The actual application 

logic (timer management) was running on the card, because it displayed debug text on the screen of the 

phone. The problem was when the ME attempted establishing the GPRS channel, nothing happened. 

Without the ability to reprogram the application is was hard to determine what the issue was. This 

meant that the mobile was not able to transmit any messages, and therefore no messages were received 

by the server. As the card was shipped from the card provider I was limited in debugging it. Without a 

set of smartcard tools (APDU sniffer, card reader etc.) it was difficult to perform any structured 

troubleshooting of the problem. 
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6.4 PERFORMANCE TEST 

This test was intended to verify that the times for transmitting messages are accurate enough. It consists 

of measuring times between sent messages to determine the accuracy. It also tests some robustness 

aspects. 

SOLUTION 1 
The timestamps for the ME to send the message was measured and the times were adjusted to the first 

sent message and compared to that. 

Time Start Diff .from last Diff. from 1min 

00:05 

  01:10 01:05 00:05 

02:15 01:05 00:05 

03:20 01:05 00:05 

04:24 01:04 00:04 

05:28 01:04 00:04 

06:33 01:05 00:05 

07:37 01:04 00:04 

08:41 01:04 00:04 

09:45 01:04 00:04 

10:49 01:04 00:04 
TABLE 12: TRANSMISSION OF MESSAGES FOR SOLUTION 1 

For the first test the SIM was placed inside an ME and the timestamp at the start of transmission was 

noted. Table 12 contains some measuring results for this test. Time Start refers to the time when the 

message transmission began. The timer was set for 1 minute. The times measured hints of a slight drift 

(of 4 to 5 s) at each new timer expiration. What might seem like a timer drift, I found out to be an 

implementation detail. The application flow is synchronous and the message is sent first, while the timer 

is restarted afterwards. I had no possibilities to rewrite this code onto another card to test with, but 

simulation tests performed in a similar way and restructuring of the code resulted in no such drift.  

Figure 25 shows before and after scenarios of the restructuring. 

Before  After 
Time 
(min:sec) 

Action Time 
used 

Time 
(min:sec) 

Action Time used 

01:00 Receive timer 

expiration 

~0 sec 01:00 Receive timer 

expiration 

~ 1sec 

01:00 Send SMS 
message 

~ 5sec 01:00 Start new timer ~ 1 sec 

01:05 Start new timer ~ 1sec 01:01 Send SMS message ~ 5 sec 
01:06   02:01 Timer expiration  
02:06 Timer expiration     
FIGURE 25 DIFFERENCES IN TIME BEFORE AND AFTER THE RESTRUCTURING OF THE CODE DUE TO DRIFT IN TIME 

The figure shows that after the restructuring, the new timer is started before the SMS message is sent, 

and the timer will be more accurate and not lose time due to the fact that the SMS message is sent 

synchronously. Restructuring the code made the drift considerably small (< 1 second) and acceptable for 

these time intervals. It should be noted that the Enterprise System also allows some delay of messages 

(1). 

The timer expiration cannot be completely trusted in all cases, due to any potential ME activities (20). I 

decided to make an effort with calls and SMS at the ME in order to disturb the ME timers. In the first 

attempt I used the ME with the SIM and intentionally sent other SMS messages. Table 13 lists the events 
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occurring for this test. On the left side of the table Time expiration is the timer expiration event, Diff. 

from last is the difference from the last timer expiration and Message sent is an indication of the heart-

beat SMS message is sent at this timer expiration. On the right-hand side of the table some interruptions 

are shown, Interruption time is the time at which the interruption occurred, and Interruption action is 

the actual interruption event. 

Time 

expiration Diff. from last 

Message 

sent 

Interruption 

time 

Interruption 

action 

00:10 

 

Yes 

  01:16 01:05 Yes 

  02:21 01:05 Yes 

  03:25 01:04 Yes 

  04:29 01:04 Yes 

  05:34 01:05 No 05:29 Send another SMS 

06:35 01:01 Yes 

  07:40 01:05 Yes 

  08:44 01:04 No 08:40 Send another SMS 

09:45 01:01 Yes 

  TABLE 13: INTERRUPTIONS WITH SMS FOR SOLUTION 1 

At Time expiration 05:34 the Message sent is No. This means that this message was not sent, and that is 

because at Interruption time 05:29 another SMS is sending. This can also (due to the implementation 

issue described earlier) be seen that the time until the next expiration is only 01:01, which indicates that 

the message was not sent. This is because the tests were performed with the original, not restructured, 

code. As seen in the table the other SMS messages were in conflict with the poll messages (as the ME is 

unable to transmit two messages at the same time). This results in that the poll message cannot be sent 

for the specific time concerned. The implementation on the card disregards this and continues as 

before.  

What was interesting here was that another application (or module) using the ME can in fact collide 

with our SIM application. This would require some extra logic on the card for dealing with retries 

(instead of ignoring) of the poll messages. 

I also tried out tests with phone calls being made within the time of the timer expiration. This did not 

affect the poll messages in the same way as colliding text messages, because SMS messages can be 

transmitted during a phone call. There was some delay though when the call was connected and 

disconnected, but the messages were always being sent. 

SOLUTION 2 
For solution 2 when the interval was very small, down to 20 s or so, the tests were designed to ensure 

that the application (together with the bearer channel) was fast enough to perform at such intervals. But 

without a working solution in real environment there was no possibility for performance testing. I made 

performance tests within the simulation environment but as that environment did not reflect any real 

environment properties those tests were inconclusive. 
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6.5 COMPATIBILITY TEST 

To ensure that the application will run on a specific ME, it should be sufficient to check the supporting 

standards of that ME. However, I decided to try the application out in several different ME’s to ensure 

the compatibility and determine how general the solution was in real environment. This was also since it 

was difficult to access the technical specifications for some devices. 

Testing the compatibility was done by performing the functional and robustness tests. 

 Standard claims support 
for 

Verified to work in ME 

ME Timer 
management  

SMS Timer 
management 

SMS GPRS channel 

Sony Ericsson 
K850i 

Yes Yes Yes Yes - 

Nokia 6300 Yes N/A Yes Yes - 
Sony Ericsson 
M600 

Yes No Yes Yes - 

Sony Ericsson 
W610 

Yes Yes Yes Yes - 

Conel 
UMTS/HSDPA 
router UR5 

N/A N/A Yes Yes - 

TABLE 14: COMPATIBILITY TEST RESULTS 

The table shows that both Timer management and SMS are verified to work in real environment on the 

ME’s, in all cases tested. It also seems like the standards are followed and implemented correctly. 

For solutions 1, the application functioned properly on the SIM card placed in the different ME’s. Due to 

the fact that solution 2, the GPRS/IP-solution, did not work successfully I was not able to make any real 

environment compatibility test of the channel (GPRS) properties. 

6.6 SUMMARY 

To summarize the evaluation I have answered a couple of questions. 

HOW DID THE SIMULATION OF THE APPLICATION GO? HOW DID THE SIMULATION MEET THE 

REAL ENVIRONMENT? 
As the simulation environment was used at development level, the applications were tested in this 

environment during development. The simulation environment did not behave completely as real 

environment in all cases, but mostly. Unfortunately, for solution 2, the channel commands turned out to 

be one of those cases. The simulation of these commands worked fine in the Mobile Simulator, 

displaying the correct APDU commands and parameters. I was also able to (through OTA simulation 

and internet connection) receive the messages at the IP server end. Carried out in the ME the 

application did not respond to these commands and I was unable to debug this further due to time 

limitations of the collaboration with the card manufacturer and my own deadlines. 

For the basic structure of applications and tests it is sufficient with the Simulation environment and 

following basic coding guidelines. For more technically advanced commands and if the solution aims to 

target a commercial product it is desirable to be able to test the card out in real environment even in 

development phase to ensure compatibility early in the process. 

The simulation tool is able to use an external USB card reader together with a real smartcard, which 

would have been a complement to the computer simulated smartcards for me. To be able to deploy an 

application on the card though, I would have had to have access to the security keys on the card, which I 
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was not allowed to handle. Those keys were handled within the personalization script of the card 

provider. 

I must say though that the Mobile Simulator was a neat tool to use and together with some 

supplementary real environment sniffing and debugging tool it would be a powerful and sufficient 

combination for full-scale development of smartcard applications. 

I was from the beginning aware that it would be difficult for me to debug the applications in real 

environment, since there is not much to determine without any sniffing-like tools for the APDU 

commands sent between the SIM and the ME. I would not recommend anyone to deploy smartcard 

applications without the possibility to easily reprogram the cards and have access to some kind of real 

environment debugging or sniffing tools. 

WAS IT POSSIBLE TO PLACE AN APPLICATION ON A SIM CARD SENDING PERIODIC SMS OR IP 

MESSAGES? 
I conclude that it’s possible to implement a heart-beat application on a SIM card residing in a ME. I have 

shown a practical proof-of-concept for this with an SMS solution and a simulated model for a GPRS-

solution. 

HOW GENERAL IS THE SOLUTION? IN WHICH DEVICES DID IT NOT WORK? SHOULD IT HAVE 

ACCORDING TO SPECIFICATIONS? 
I consider the solution to be general. What has to be taken in consideration when describing how 

general the solution is, is the variety of devices supporting the basic specifications (e.g. STK with timers 

and SMS). For timers and SMS that was quite widely implemented while channel support was not as 

widely implemented according to the compatibility survey and performed tests. 

No device tested failed towards its specifications, i.e. the application functioned correctly on the devices 

it was supposed to run according to their specifications. 
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7 CONCLUSION AND DISCUSSION 
This chapter will present the conclusions I have made during this thesis and also present some 

reflections in form of a discussion part. I will relate to the problem statement in chapter 1 and describe 

how well the solutions meet the aim of the thesis. 

7.1 CONCLUSION 

The conclusion is divided into three sub paragraphs, where each reflects one aspect of the problem 

statement. 

POSSIBILITY OF HEART-BEAT SERVICE ON SIM CARD  
I have in this thesis shown a working solution as a proof of concept of a heart-beat service on a 

smartcard. The application was developed and installed onto a SIM card with a mobile subscription in a 

ME, transmitting poll messages continuously with SMS. The service implemented was a simplified 

version of the Multicom Security heart-beat service.  

The aim of the thesis was to implement a working IP solution, but unfortunately I was not able to 

successfully verify a GPRS/IP solution on a real SIM card. The IP solution was verified in simulation 

environment and I am convinced that with a little tweaking the solution will work the in real 

environment as well, but due to time limitations for both this thesis and the required deployment help 

by the card manufacturer I was not able to make it work.  

Even though the aim was an IP solution I was able to prove the concept of the application structure with 

the SMS solution and show that products of this kind are possible within the current card standards and 

I also give indications of future card standards (Java Card 3) possibilities. 

A GENERAL SOLUTION 
I consider the solution to be general. Support of the SIM-ME GSM 11.14 standard of Phase2+ and SIM 

Toolkit with support of timer management and short messages are sufficient for the SMS solution. Most 

modern devices have this basic support. The compatibility tests performed strengthen this. Channel 

support was not as commonly implemented but still existent. 

LIMITATIONS OF SUCH APPLICATIONS 
This particular solution is built upon the Java Card environment, which is one of the largest platforms 

for smartcard development. The solution requires smartcards that comply with the Java Card 2.2.1 

standard and SIM Toolkit standard. Since a solution based on the SIM toolkit will not be too difficult to 

implement on another platform supporting it, some solutions and ideas presented here might be applied 

to other SIM toolkit supported platforms as well. 

Physical limitations of smartcards related to this application are the memory size and the size of the 

encryption keys. For the memory size there are different cards to purchase and the application I 

implemented fitted on a standard smartcard used in production today. The encryption algorithms in the 

Java Card platform 2.2.1 support up to 32 byte AES key. 

The scope of use is limited for this kind of application, as the application is limited by the ability to 

communicate with the ME. For proactive commands and machine-triggered solutions like this, they 

depend upon the SIM Toolkit commands. Services related to network carrier specific tasks (such as 

monitoring of connection) is suitable. Larger applications with other focus would be more suitable 

residing in the ME itself (not on the SIM). 
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7.2 DISCUSSION 

I was not familiar with any smartcard development at all before I started this thesis, which was one of 

the reasons I wanted to try this out. A lot of effort was put in getting to know the different development 

environments and understand all of the specifications (and their relation to each other).  

I mention in the evaluation chapter that it would have been suitable with the possibility to sniff or 

debug the applications on the real SIM card when developing and testing. For more technical analysis of 

smartcards and the services the thesis would preferably have been performed at a card provider or card 

manufacturer with access to more sophisticated tools for testing and evaluating. But in this case, with 

support from the card provider and the network operator, it was possible to show a proof of concept for 

the service. 

I believe the usage of smartcards for application logic like this is limited, and there might already be 

applications on the ME that is able to perform similar services. The key for using these kinds of 

smartcard applications is to focus on areas where the smartcard services are better suited for the 

purpose than ME-based applications. An advantage of smart card applications is that it is basically 

independent of what operating system used in the ME. The smart card application does not possess all 

possibilities of an application in the ME, while the ME lacks of some specific smart card operations, 

isolated environment and security aspects. 

Taking the concept one step further, it would be interesting to use the SIM application for basic 

functionality, then trigger a customized application on the ME performing extended (e.g. hardware 

specific) duties. In this way the basic heart-beat services (and other network oriented services) could be 

general with a SIM card solution, while extra functionality can be added with product platform specific 

applications on the ME. 

The card manufacturer had placed applications on smartcards before, but only pure simple ones without 

any timers or other functions. I learned a lot about smartcards, application loading, keys and 

subscriptions during the beginning when we experienced issues with loading the application onto the 

card. I visited them in their office in order to contribute. This was really out of the scope of the thesis, 

but I considered this necessary in order to get the application working. I also got an opportunity to do 

some reprogramming of the card at the card manufacturer, at least for the SMS solution. 
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