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ABSTRACT 

The problem to be solved in this thesis is how to transport IPv6 over VDL Mode 4 and how to 
use Mobile IPv6 with VDL Mode 4. This is needed to extend IPv6 capabilities to aircrafts to 
facilitate IPv6 based communication with aircrafts. VDL Mode 4 supports addressed 
communication between an aircraft and a ground station which can be used as the basis for IPv6 
transport over VDL Mode 4. 

The thesis work has been done at the company C.N.S. Systems AB and is part of that company’s 
deliveries to its customer Luftfartsverket. The use of IPv6 and Mobile IPv6 is a requirement from 
Luftfartsverket and ICAO. The VDL Mode 4 standards used are by ETSI. For IPv6 and Mobile 
IPv6, RFCs from IETF are used. 

This report first has an overview of the technologies involved and then presents several possible 
solutions to how Mobile IPv6 on VDL Mode 4 can be implemented. Three such solutions were 
identified: bridging Ethernet over the VDL Mode 4 link, IPv6 directly on top of VDL Mode 4 
and IPv6 directly on top of VDL Mode 4 with ground based mobility. The chosen solution was 
to use IPv6 directly on top of VDL Mode 4 with a separate IPv6 subnet for each VDL Mode 4 
Ground station’s VDL Mode 4 interface. The implementation for this solution is described.  

Results from tests run on the implementation show that the VDL Mode 4 data link is capable of 
being the link layer under IPv6 and that it can support the intended use for aircrafts. Future 
works on this can be implementation of solution 3 and optimisations of Mobile IPv6 handover. 
Header compression is also a possible future work and would be beneficial due to the large 
header-to-data ratio. 

 



 

 

   

TABLE OF CONTENTS 

1 INTRODUCTION ................................................................................................. 1 

1.1 Background .................................................................................................. 1 

1.2 Problem description ...................................................................................... 1 

1.3 Motivation ..................................................................................................... 1 

1.4 Purpose ........................................................................................................ 1 

1.5 Limitations .................................................................................................... 1 

1.6 Method ......................................................................................................... 1 

1.7 References ................................................................................................... 2 

1.8 Reading instructions ..................................................................................... 2 

2 MOBILE IPV6 AND VDL MODE 4 SYSTEM OVERVIEW .................................. 3 

3 VDL MODE 4 DATA LINK .................................................................................. 5 

3.1 VDL Mode 4 ................................................................................................. 5 

3.2 VDL Mode 4 Point-to-Point ........................................................................... 6 

4 IPV6 AND MOBILE IPV6 .................................................................................. 12 

4.1 IPv6 ............................................................................................................ 12 

4.2 Mobile IPv6 ................................................................................................ 15 

5 ANALYSIS OF MOBILE IPV6 OVER VDL MODE 4 ......................................... 18 

5.1 Possible solutions ....................................................................................... 18 

5.2 Chosen solution .......................................................................................... 19 

6 IP-TUNNEL REQUIREMENTS ......................................................................... 24 

6.1 Mobile tunnel .............................................................................................. 24 

6.2 Ground tunnel............................................................................................. 25 

7 IP-TUNNEL DESIGN ........................................................................................ 27 

7.1 Execution environment ............................................................................... 27 

7.2 Subcomponents ......................................................................................... 27 

8 IMPLEMENTATION OF IP-TUNNEL MODULE ................................................ 32 

8.1 Software platform ....................................................................................... 32 

8.2 IPv6 Addresses .......................................................................................... 32 

8.3 Link selection.............................................................................................. 33 

8.4 VDL Mode 4 ............................................................................................... 33 

9 TESTS AND EVALUATION OF RESULTS ...................................................... 34 

9.1 Performance tests and results .................................................................... 34 

9.2 TCP and hand-off test and result ................................................................ 35 

9.3 Evaluation .................................................................................................. 35 

10 DISCUSSION, CONCLUSION AND THESIS EVALUATION ........................ 36 

10.1 Discussion .................................................................................................. 36 



 

 

   

10.2 Conclusions ................................................................................................ 36 

10.3 Further development .................................................................................. 36 

10.4 Evaluation of the thesis work ...................................................................... 37 

REFERENCES ......................................................................................................... 38 

APPENDIX A. DEFINITIONS AND ABBREVIATIONS ......................................... 40 

APPENDIX B. PING LOGS ................................................................................... 42 

 

 

LIST OF FIGURES 

Figure 2-1 Mobile IPv6 and VDL Mode 4 system overview ........................................................... 3 

Figure 3-1 Slot reservation .................................................................................................................... 6 

Figure 3-2 Long transmission procedure ............................................................................................ 8 

Figure 3-3 VDL Management Entity................................................................................................. 10 

Figure 3-4 Link establishment ............................................................................................................ 11 

Figure 4-1 IPv6 Header ....................................................................................................................... 12 

Figure 4-2 Link local address .............................................................................................................. 13 

Figure 4-3 Auto configured address .................................................................................................. 14 

Figure 4-4 Mobile node on Home Link ............................................................................................ 16 

Figure 4-5 Mobile node on foreign link ............................................................................................ 16 

Figure 4-6 Separate home agent with mobile node on a foreign link ........................................... 17 

Figure 5-1 Bridged Ethernet ............................................................................................................... 18 

Figure 5-2 IPv6 on VDL4 ................................................................................................................... 19 

Figure 5-3 Application data forwarding ............................................................................................ 21 

Figure 5-4 MN connected to sub network announced at GS1 ..................................................... 22 

Figure 5-5 MS connected to sub network announced at GS2 before BU is completed ............ 22 

Figure 5-6 MN connected to sub network announced at GS2 after BU is completed .............. 23 

Figure 7-1 Execution environment for the IP-Tunnel on a ground station ................................ 27 

Figure 7-2 Execution environment for the IP-Tunnel on a mobile node ................................... 27 

Figure 7-3 The Ground station IP-Tunnel subcomponents .......................................................... 28 

Figure 7-4 The Mobile node IP-Tunnel subcomponents ............................................................... 28 

 

LIST OF TABLES 

Table 6-1 Transponder products ...................................................................................................... 25 

Table 6-2 Transponder software ....................................................................................................... 25 

Table A-1 Definitions and abbreviations used in this document ................................................. 40 



 

 

  1 

1 INTRODUCTION 

1.1 Background 

This thesis work has been performed at the company C.N.S. Systems AB (CNS Systems). CNS 
Systems develop and sell VDL Mode 4 based equipment in the civil aviation market, both 
airborne units and ground stations, and has delivered a network of 12 VDL Mode 4 ground 
stations to Luftfartsverket (Swedish Civil Aviation Authority, www.lfv.se) in Sweden, from 
Kiruna in the north to Malmö in the south. That network is today used for broadcast services 
such as transmission of aircraft positions. Luftfartsverket (the customer) needs it to be updated 
with capabilities for addressed communications, where the source specifies a destination of the 
sent data, in accordance with international standards. 

1.2 Problem description 

The problem to be solved is how to transport IPv6 over VDL Mode 4 and how to use Mobile 
IPv6 with VDL Mode 4. The use of IPv6 and Mobile IPv6 is a requirement from Luftfartsverket. 

When the update of Luftfartsverket’s network of VDL Mode 4 ground stations to support 
addressed communication is done by CNS Systems, a requirement from Luftfartsverket is that 
addressed communication according to the International Civil Aviation Organization (ICAO) 
standard [1] is supported. This ICAO standard requires IPv6 and Mobile IPv6 to be used but 
does not specify what type of data link to use or how to use the data link to transport IPv6. 

1.3 Motivation 

This is an interesting problem to solve because communication over IPv6 over VDL Mode 4 has 
not been done earlier. It has interesting aspects in regard to how to efficiently handle Mobile 
IPv6 over VDL Mode 4 since VDL Mode 4 is a data link with limited bandwidth and with a high 
round trip time. Luftfartsverket’s use of this is a Controller Pilot Data Link Communication 
(CPDLC) application [1]. 

1.4 Purpose 

The purpose of this thesis is to develop a software module that can facilitate transport of IPv6 
over VDL Mode 4. It shall be transparent to higher levels that the data is sent over VDL Mode 4, 
i.e. the IPv6-layer shall behave as it normally does. The module shall be running on Linux since 
CNS Systems requires it to be working on their existing Linux-based VDL Mode 4 ground 
stations. The software module shall be adapted to run both on the CNS Systems’ standard VDL 
Mode 4 ground station and on a Linux-based computer in the aircraft. 

1.5 Limitations 

The thesis work is limited to specification of requirements, design, implementation and 
evaluation of the software module on the CNS Systems’ standard VDL Mode 4 ground station 
and on a Linux-based computer in the aircraft. It does not include construction of any VDL 
Mode 4 related software, other functionality in the VDL Mode 4 ground stations or airborne 
computer or any implementation of IPv6 or Mobile IPv6 outside the software module. A test 
bed that can be used for evaluation is already available at CNS Systems. 

1.6 Method 

The method will be first to study the VDL Mode 4 data link and its capabilities and then to study 
Mobile IPv6 to see how it can be used together with VDL Mode 4. Different solutions that will 
solve the problem and that will satisfy the Mobile IPv6 requirement will be evaluated and 
discussed with the customer, Luftfartsverket. Thereafter one of them will be chosen and the 
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development work on that solution will begin. The development work on the chosen solution 
will be done according to the development standards ED-12B [2] level D for the airborne version 
and ED-109 [3] AL4 for the ground station version. 

1.7 References 

The references used in this thesis are international standards and two white papers from 
Microsoft. There is no criticism for the international standards and there is no criticism for the 
white papers from Microsoft. The international standards are in all cases available in electronic 
form but not all of them are freely available, therefore no links to any reference will be provided. 

1.8 Reading instructions 

The reader is expected to be familiar with computer networks, IPv6 and preferably Mobile IPv6. 

A list of definitions and abbreviations is in Appendix A. 

This report is structured in the following way. 

– Chapter 2 contains a system overview of the complete Mobile IPv6 and VDL Mode 4 
system including parts that are not a part of this thesis to put everything in a context. 

– Chapter 3 contains a basic description of VDL Mode 4, its capabilities and broadcast 
services. It further goes into how the point-to-point addressed communication is handled. 

– Chapter 4 gives an overview of IPv6 and Mobile IPv6. 

– Chapter 5 contains possible solutions to the presented problem, a motivation for the 
chosen solution and a more in depth description that solution. 

– Chapter 6 contains the high-level requirements on the software module and its two 
variants. 

– Chapter 7 gives a description of the design of the software module. 

– Chapter 8 gives a description of the implementation of the software module not covered 
by the design chapter. 

– Chapter 9 contains tests, test results and evaluation of the results. 

– Chapter 10 contains discussion about the thesis work, conclusions and an evaluation of 
the thesis. 
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2 MOBILE IPV6 AND VDL MODE 4 SYSTEM OVERVIEW 

This chapter contains an overview of the parts of the Luftfartsverket’s system that are involved in 
Mobile IPv6 over VDL Mode 4. 

This system is on a high level as depicted in Figure 2-1, but includes more ground stations and 
more application servers as well as more airborne units. 

 

Figure 2-1 Mobile IPv6 and VDL Mode 4 system overview 

The systems depicted in Figure 2-1 has the following functionality: 

– Application server. 
A server providing a specific service, for example position monitoring for Air Traffic 
Management (ATM) and Air Traffic Control (ATC). An application server can also be a 
correspondent node (see section 4.2) in the Mobile IPv6 network. Application servers, 
and their services, other than as a correspondent node, are not a part of this thesis and 
will not be described further. 

– Ground Station (GS). 
Provides a communication path between the IP network and the VDL Mode 4 data link. 
Also includes control capabilities for VDL Mode 4 and some autonomous transmissions. 
One or more ground station(s) together with a VDL Management Entity (VME) form a 
VDL Mode 4 ground system. 

– Mobile station. 
Airborne VDL Mode 4 transponder providing VDL Mode 4 transmission and reception. 
Also autonomously handles transmission of its position and establishment of point-to-
point data link with a ground system. Provides VDL Mode 4 communication capabilities 
to the mobile node. 

– VDL Management Entity (VME) 
The central node in a VDL Mode 4 ground system. It decides which airborne unit that 
shall communicate with which ground station. It also handles hand-offs of airborne units 
between ground stations. 
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– Mobile node. 
A Mobile IPv6 capable node (see section 4.2) connected to the mobile station.  

– Home agent. 
A system providing a mapping of a mobile node’s temporary address and its fixed address 
(see section 4.2). 

– IPv6 and Ipv4 network. 
A network capable of both IPv6 and Ipv4 communication.  
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3 VDL MODE 4 DATA LINK 

This chapter contains first an overview of the VDL Mode 4 data link in general to give a basic 
understanding of VDL Mode 4 and goes on with a description of its use as an addressed (point-
to-point) data link since that is the basis for this report. 

3.1 VDL Mode 4 

VDL Mode 4 (VDL4) is a radio data link intended for use in aeronautical systems. It can be used 
directly between mobile stations, such as aircraft or airport surface vehicles, or between ground 
stations and mobile stations. It is specified by ICAO in “Manual on VHF Digital Link (VDL) 
Mode 4, ICAO Doc 9816” [4] and further and stricter by the European Telecommunications 
Standards Institute (ETSI) in EN 301841 [5][6][7][8] and EN 302842 [9][10][11][12]. EN 301842 
specifies the VDL4 ground station and EN 302842 specifies the VDL4 mobile station. They are 
very similar and contain a lot of identical requirements. This thesis will mostly refer to the ETSI 
standards and use the ICAO standard for clarification when needed. 

VDL4 operates in the aeronautical Very High Frequency (VHF) band 108-137 MHz but 
operations are currently restricted to 118-137 MHz due to international frequency allocations, see 
section 2.2.4 in [4] and section 6.1.1 and 6.2.1 in [5][9]. The frequency band is divided into 1160 
channels, each 25 KHz wide [5][9]. The data rate for each channel is 19200 bits per second [5][9]. 

VDL4 is a Self-organizing Time Division Multiple Access (STDMA) based data link and uses a 
Time Division Multiple Access (TDMA) frame structure with 4500 slots per minute (one 
superframe) [6][10] and therefore 75 slots per second. 

The start of each second is synchronized to Universal Time Coordinated (UTC) [6][10], usually 
by utilizing a Global Positioning System (GPS) receiver but other global navigation systems or 
other means are also allowed. Self-organized means that each station can use slots and reserve 
slots for future use without direction from a ground station or other directing authority [6][10].  

A station may transmit in several slots consecutively; this is called a multi-slot transmission. The 
maximum number of consecutive slots is 16 [6][10]. 

A station always includes its own identity in all transmissions. This is called the ICAO address 
[6][10] and is unique to each station. 

3.1.1 Slot reservation 

Slot reservation described in this section is specified in [6][10]. 

Slot reservation is handled by a number of slot reservation protocols and is used to prevent 
collisions as much as possible. A collision is when several transmitters within reach of each other 
transmit in the same slot. Slots in the future can be reserved by a station either for its own use or 
for another station to use [6][10]. A slot reservation can be one or more consecutive slots up to a 
maximum of 16 slots. 

A station can either transmit in a slot reserved to it by itself or by others (reserved transmission) 
or transmit in a slot not previously reserved by any station. When desiring to transmit in a slot 
that is not reserved, a station must randomly choose a slot from a number of available slots 
(random transmission). A reserved transmission is better protected against collisions so it is 
preferred to do a reserved transmission and not a random transmission. 

Every station in the system is required to listen to, record and respect other stations’ reservations 
but slots reserved by a station that is far away from the station that wishes to transmit can be 
reused if no other suitable slots can be found. 

Slots for reservation and random transmission are selected by a slot selection algorithm specified 
in [6][10] and as input it uses the knowledge of every other station’s position (see section 3.1.2) 
and their previously made slot reservations. The basic principle is to reserve currently unreserved 



 

 

  6 

slots as long as possible and chose randomly between them and if that is not possible, reuse slots 
from stations farthest away. An illustration of slot selection and both random and reserved 
transmissions is in Figure 3-1. The illustration is two different seconds in time at time X and X+n 
(n>0), each with a number of slots where the shadings are different transmissions. The arrows 
between second X and X+n illustrates reservations. 

 

Figure 3-1 Slot reservation 

3.1.2 Automatic Dependent Surveillance-Broadcast 

Automatic Dependent Surveillance-Broadcast ADS-B is a periodically transmission of a station’s 
identity, position, vector, status, and other position or aircraft related data. It makes it possible 
for all stations within radio range of each others to know each other’s positions. The core ADS-B 
function is specified in [6][10] and additional ADS-B formats are specified in [7][11]. 

One of the more important features of VDL4 is that it has ADS-B built in to the core protocol 
itself, called synchronization bursts. All stations are required to transmit an ADS-B report several 
times per minute. This is used as input to the slot selection algorithms. 

Since ADS-B transmitted by mobile stations are received by ground stations when the mobile 
stations are within range, it can be forwarded to other systems on the ground for use by for 
example operators to monitor aircraft positions and direct them if necessary. 

3.2 VDL Mode 4 Point-to-Point 

The ability for two VDL4 stations to communicate with each other directly in an addressed 
fashion is called point-to-point. The address is in this case the ICAO address [6][10]. Two 
variants of this exist, either between two mobile stations or between one mobile station and a 
ground station. This thesis will only describe the mobile-ground variant since that variant is the 
one intended for IPv6 communications. This thesis cannot describe every detail of the VDL4 
point-to-point protocol, it will focus on the more important aspects and aspects that are 
important for IPv6 over VDL4. For a complete description, see the specifications [8][12]. 

The following new definitions are used in this section: 

– Ground system. 
A network of VDL 4 ground stations and a central VME. 

– NSCOP 
Network Setup Connection Protocol, the point-to-point link between a mobile station 
and a ground system 

A mobile station may have links to several ground systems simultaneously [8][12]. 

Second X 

Random transmissions Reserved transmissions 

Second X+n 

Transmission without future reservation 
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3.2.1 Data transmission 

Data is always transmitted between one ground station and one mobile station and either one 
may initiate the data transfer. The data transmission can be any type of data and there are two 
types of data transmission procedures, short and long. 

The short transmission procedure is automatically used when the data to be transmitted plus 
overhead is less than a configurable value [8][12]. If the data to be transmitted plus overhead is 
more than the configurable value, the long transmission procedures are used. The default value is 
86 octets (bytes). 

Data transmissions can be made in both directions simultaneously, without any need for 
synchronization, resulting in a full-duplex link. This is true regardless of the transmission 
procedure used and the transmission procedure can also be mixed, for example long procedures 
from A to B and short from B to A at the same time. 

3.2.1.1 Long transmission procedures 

When using the long transmission procedure, the initiating station first sends a Request-To-Send 
(RTS) and the receiving station answers with a Clear-To-Send (CTS). The data is then transferred 
by an INFO packet and the receiving station sends an Acknowledgement (ACK) back. 

Each INFO packet can span a limited number of slots; the limit is specified by a configurable 
parameter with a default value of 5. If the data to be transmitted does not fit in one INFO 
packet, the data is fragmented into several INFO packets. There is also a configurable limit on 
how much data that can be transmitted in a sequence of fragments, the default value for that limit 
is 1511 octets [8][12]. 

When the transmitting station has several INFO packets to transmit, regardless of the reason, 
they can be linked by combining the RTS for packet n (n>1) with INFO packet n-1. 

Out-of-order transmission is not allowed so this means that the ACK for packet x must be 
received before transmitting the RTS (non-linked) or INFO packet (linked) for packet x+1. Also, 
if packet x fails, it must be retransmitted correctly before packet x+1 can be transmitted. 

The RTS is transmitted by random transmission, see section 3.1.1, and includes a reservation for 
the CTS. The CTS is transmitted in its reserved slot and includes a reservation for both the 
INFO packet and the ACK. The result is that only the first RTS is transmitted by a random 
transmission and all following transmissions, including further RTS if using linked transmission, 
are protected by reservations. 
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Figure 3-2 Long transmission procedure 

The long transmission procedures can be seen in Figure 3-2, both linked and not linked. The 
number of transmissions in the two depicted cases is the same but the one which uses linking has 
three INFO packets while the one without linking has two INFO packets. Also in the figure, the 
non-linked transmission uses one random transmission (the RTS) per INFO packet but the 
linked transmission uses only one random transmission for the whole link.  

If there would be a collision in the slot randomized for the RTS, the sender will discover that by 
not receiving a CTS in the slot it reserved for it. This will result in the sender starting its 
retransmission procedures [8][12]. 

3.2.1.2 Short transmission procedures 

Short transmission procedures work exactly like long transmission procedures with the exception 
that there is no initial RTS-CTS exchange which means each INFO packet is sent directly with a 
random transmission. This also means that short transmissions cannot be linked. 

3.2.1.3 Retransmission procedures 

If any stage of either the long transmission procedures or the short transmission procedures fails, 
it will be detected by the transmitting side by the lack of response. A failure can for example be 
that there was radio interference or a failure to find a usable slot for the transmission. The 
transmitting side will then initiate a retransmission using the retransmission procedures described 
in [8][12]. This procedure uses an exponential back-off delay so for each failed attempt, the 
transmitter will wait longer before trying again. If the failed transmission was a linked 
transmission as described in section 3.2.1.1, the retransmission will start at the last RTS that 
followed a successful transmission of an INFO packet and its ACK. 

3.2.1.4 Slot selection 

As described in section 3.2.1.1, the RTS for each INFO packet or the RTS for a link of INFO 
packets is transmitted by random access. The RTS includes a reservation for the CTS. This is 
chosen from a range of slots, a slot selection window, which boundaries is determined by 
configurable parameters [8][12] which are offsets from the slot where the RTS is transmitted. The 
default values of these parameters are 20 and 1000. The selection within this window is done 
according to the normal slot selection procedures described in section 3.1.1. 
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The CTS carries a reservation for both the INFO packet and the ACK. The principle of slot 
selection is the same as for the reservation carried by the RTS. There is one window for the 
INFO packet and one for the ACK. Both have configurable parameters that specify their 
boundaries and both have default values of 20 and 1000 as offsets. The offset for the INFO 
packet is from the slot of the CTS and the offset for the ACK is from the last slot of the INFO 
packet. In reality, the window for the ACK is between 20 and 127 slots since the value must be 
encoded in 7 bits. 

These windows together mean that the time between a RTS and the INFO packet can as a 
maximum be up to 27 seconds (over 2000 slots and 75 slots per second). 

3.2.2 VDL Management Entity 

The VDL Management Entity (VME) is responsible for the VDL 4 link management functions 
for a single ground system. 

The purpose of the VME is to ensure reliable link-layer connectivity between a mobile station 
and the ground system, while the mobile station is in coverage of a VDL 4 ground station in that 
ground system 

The VME continuously monitors alternative VDL 4 ground stations for the mobile station’s 
NSCOP links. The VME shall [8][12] initiate a handoff if a “significantly better” ground station 
becomes available. 

The definition of “significantly better” is up to the VME’s handoff decision algorithm, it is not 
specified in any standard. The information sources it uses is for example each mobile station’s 
position and vector, each ground station’s position and each ground station’s link load. 

The VME consists of the following components (see also Figure 3-3): 

– VDL4 Link Management Entity (LME). 
This component manages the link state of all NSCOP links in the Ground system and 
provides access to the link management functions in the VDL 4 Communication service. 

– Handoff decision function (HO). 
This component continuously monitors the contents of the HO decision information 
base and ensures that each Mobile station is connected to the VDL 4 Ground station 
with the “best” prerequisites to handle communication. 

– HO decision information base. 
This component manages the information which provides the basis for the handoff 
decision. 

The VME communicates with VDL Mode 4 ground stations over Ipv4 but their communication 
is not a part of this report. 
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Figure 3-3 VDL Management Entity 

3.2.3 Link Establishment 

Link establishment is always done by the mobile station because the ground system cannot 
initiate link establishment [8][12]. 

When a mobile station enters a new ground system or is turned on inside a ground system that it 
has been pre-configured to establish point-to-point communications with it will initiate its link 
establishment procedure. The mobile station must use long transmission procedures for the link 
establishment procedure even though the INFO packet sent during link establishment is short 
enough for short transmission procedures. The reply from the ground system can be treated 
normally in this regard which results in short transmission procedures being used [8][12]. 

Link establishment is done by sending an RTS with special flags [8][12] indicating a link 
establishment. This results in a CTS being sent from the ground station as normal. The INFO 
packet then sent from the mobile station contains a CTRL_CMD_LE [8][12] command packet. 
This is forwarded by the ground station to the VME. If the VME accepts the link establishment 
it will send a CTRL_RSP_LE to the ground station and it will send it to the mobile station. After 
the mobile station has received a correct CTRL_RSP_LE, the link is considered to be established. 
If the VME rejects the link establishment it responds with a CTRL_RSP_LCR packet. 

A successful link establishment is shown in Figure 3-4.  
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Figure 3-4 Link establishment 

3.2.4 Link movement 

Link movement, also called hand-off, can only be made within a ground system [8][12]. Hand-
offs between ground systems cannot be made. 

There are two main types of hand-off, Mobile Initiated Hand-Off (MIHO) and Ground Initiated 
Hand-Off (GIHO). There are also variants of them [8][12]. 

Mobile-Initiated Hand-Off is defined as a mobile station autonomous decision to hand off the 
point-to-point link to a specific ground station in a ground system. The ground system may grant 
or deny the link hand off. The grant/deny decision is the responsibility of a VME in the ground 
system. The mobile station must respect the decision of the VME but is allowed to try again at a 
later time. The decision algorithm in the mobile station is not specified; it is up to each 
implementer to design such an algorithm. 

Ground Initiated Hand-Off is defined as a ground system decision to hand off the point-to-point 
link with a specific mobile station to another ground station in the same ground system. This is 
decided and handled by the VME. The mobile station may grant the link hand-off or may deny it. 
The grant/deny decision is up to the mobile station. The ground system VME must respect the 
decision of the mobile station but is allowed to try again at a later. 

Since a VME, as described in section 3.2.2, has more information about the complete ground 
system, its geographical layout and its individual ground station’s link load, it can do a more 
accurate decision about hand-off than a Mobile station. It is therefore assumed that a Mobile 
station will almost always accept a Ground Initiated Hand-Off but the Ground system may deny 
a Mobile Initiated Hand-Off. 

When a hand-off has been performed, the link between the Mobile station and the “old” Ground 
station is still open for a configured amount of time. The default value is 20 or 60 seconds, 20 
seconds on the side that initiates the hand-off and 60 seconds on the other side. This results in 
the “old” link being usable in both directions for 20 seconds. 
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4 IPV6 AND MOBILE IPV6 

This chapter gives first a basic description of Internet Protocol version 6 (IPv6) and goes on to 
describe Mobile IPv6 which is when an IPv6 node change its point of location while retaining its 
IPv6-address. 

4.1 IPv6 

IPv6 is a packet-based protocol where each IPv6 packet has one or more header(s) and zero or 
more bytes of data [13]. IPv6 was developed as a continuation of IPv4 with a goal to provide, 
amongst other things, a much larger address space. For a detailed list of differences between IPv6 
and IPv4, see the introduction section in [14]. IPv6 requires all links to handle packets of at least 
1280 bytes since the IP-layer will not fragment packets other than at the end nodes and not into 
smaller units than 1280 bytes [13]. However, the layers below the IP-layer are free to fragment 
packets [13]. 

4.1.1 IPv6 header 

To support the new address length, a new header is specified for IPv6 which besides supporting 
the new address length also has a number of other changes from IPv4. For a complete 
description of the IPv6 header, see Figure 4-1 and [13]. The base header does not include 
options, flags or a checksum. 

To handle options in IPv6, there are extension headers of variable length that can follow the 
standard header. This is accomplished by a chain of headers. The standard IPv6 header points to 
extension header 1 in its next header field, extension header 1 points to extension header 2 and 
so on until one extension header points to a protocol header (ICMPv6, TCP, UDP, etc.) or has 
the value “no next header” in its next header field.  

 

Figure 4-1 IPv6 Header 

(x) denotes x bits in that field. 
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4.1.2 IPv6 addresses 

In IPv6, addresses are 128 bits instead of 32 bits in IPv4 which means IPv6 can theoretically 
handle 2128 addresses compared to 232 for IPv4.  

4.1.2.1 Textual representation 

The most common textual representation of an IPv6 address is to write every 16 bits in 
hexadecimal divided by colons. There are eight portions of 16-bits, the result will be 
X:X:X:X:X:X:X:X where each X is a 16-bit hexadecimal number with leading zero’s removed. 
Example: 2001:DB8:0:0:0:0:1:2. There will be a lot of addresses with long consecutive number of 
zero’s, one instance of one or more groups of 0 can be shortened to ::. Example with the same 
address as the previous example: 2001:DB8::1:2. Address prefixes are textually represented in the 
same way by adding /X to the end where X is a decimal number that specifies how many bits of 
the address that make up the prefix. The X bits are always the leftmost X bits. There are special 
cases and other allowed forms of textual representation of IPv6 addresses, for a complete 
reference, see [15]. 

4.1.2.2 Address types 

There are three major types of IPv6 addresses, unicast, multicast and anycast. Anycast will not be 
described further here, see [14][13]and [15] for more information. There is also the unspecified 
and the loopback addresses, see [15] for more information. The formal specification for IPv6 
addresses is [15]. 

Unicast addresses identifies a single interface, but a single interface can have more than one 
unicast address assigned to it. Unicast addresses can, if simplified, be divided into link local 
addresses and global addresses. An interface must have at least one link local address assigned to 
it [15]. Link local addresses are constructed by combining the link local prefix, FE80::/10, with 
the interface identifier in Modified EUI-64 form, see Figure 4-2 and [15]. Link local addresses 
must be unique on the local link (local physical network). Link local addresses are mostly useable 
in network management functions such as ICMP, etc. Global unicast addresses are the 
“standard” addresses that most services use to communicate with each other.  

 

Figure 4-2 Link local address 

Multicast addresses have the network prefix FF00::/8. Following the first 8 bits are 4 bits of flags 
and 4 bits of scope. The scope bits specify for example a link-local scope, a site-local scope or a 
global scope. For a complete description of the flags and scope, see [15]. The remaining 112 bits 
of the multicast address-scope is the group ID. It can either specify a pre-defined well known 
group ID such as 0x101 (NTP) or 0x130 (UpnP) or it can be a non-permanent group ID. Group 
ID 1 and 2 are the all-nodes and all-routers multicast groups. They are both valid for interface-
local and link-local scope and the all-routers group is also valid for the site-local scope. 

4.1.3 ICMPv6 

ICMPv6 is the IPv6 variant of the Internet Control Message Protocol and is specified in [16]. 
The protocol has a header with an 8-bit type field, an 8-bit code and a checksum followed by a 
message body that depends on the type. The type field value range is divided into error messages 
(values 1-127) and informational messages (values 128-255). Examples of informational messages 
are “Echo Request” and “Echo Reply” that is used by for example ping. Error messages are for 
example Destination Unreachable that is sent by routers when they cannot deliver a packet to its 
intended destination. The error message is in that case sent back to the source of the 

FE80:0:0:0:0 (64 bits) Interface identifier (64 bits) 

128 bit IPv6 Address 
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undeliverable packet with the code field specifying why it is undeliverable and with the 
undeliverable packet itself included in the message body. 

4.1.4 Router Advertisement and Router Solicitation 

Router Advertisement and Router Solicitation are part of the Neighbor Discovery protocol and is 
specified in [17]. This section will only discuss Router Advertisement and Router Solicitation and 
not the other parts of Neighbor Discovery. This is because these parts are vital to the Mobile 
IPv6 solution described in later sections. 

4.1.4.1 Router Advertisement 

Router Advertisements are sent periodically and on request by routers by using ICMPv6 with the 
Router Advertisement value (134) in the type field. They are used to advertise the presence of the 
router on the link and contain various parameters, for example the router’s lifetime and its 
current hop limit. It also contains prefixes that are on the local link and can be used for stateless 
address configuration (see section 4.1.5). Router Advertisements are sent periodically with a 
randomized interval between configurable max and min parameters. These are called unsolicited 
Router Advertisements. Router Advertisements can also be sent on request when a router 
receives a Router Solicitation and these are called solicited Router Advertisements. Unsolicited 
Router Advertisements are sent with the all-nodes multicast address as the IPv6 destination 
address. Solicited Router Advertisements can be sent with either the all-nodes multicast address 
or the source address of the invoking Router Solicitation unless the source address is the IPv6 
unspecified address. 

4.1.4.2 Router Solicitation 

Since the default values for the max and min parameters for the Router Advertisement interval 
are 600 and 200 seconds respectively, there is a need for hosts to be able to request a Router 
Advertisement when an interface becomes attached to a network. Otherwise routes and 
addresses that depend on a router advertisement will take up to 600 seconds to get. This is done 
by sending out a Router Solicitation by using ICMPv6 with the Router Solicitation value (133) in 
the type field and with the all-routers multicast address as the IPv6 destination address. Routers 
that support Router Advertisements will then send a Router Advertisement immediately, either 
directly to the host that sent the Router Solicitation or to the all-nodes multicast address. 

4.1.5 IPv6 address auto configuration 

One important feature of IPv6 is stateless address auto configuration, which is specified in [18]. 
For this thesis report, the main focus is the auto configuration of unicast addresses with global 
scope. This is accomplished by combining the interface identifier in Modified Extended Unique 
Identifer-64 (EUI-64) form [15] with a prefix in the same way as for link local addresses as 
described in section 4.1.2.2 and is shown in Figure 4-3. In this case the prefix to use is the one 
advertised by a router in a Router Advertisement. This prefix must be a /64 prefix since the sum 
of the prefix and the interface identifier must be 128 bits, see [18], and the interface identifier is 
64 bits in the Modified EUI-64 form. If a router advertises multiple /64 prefixes available for 
address auto configuration, the default behavior of a node is to create multiple IPv6 addresses, 
one for each prefix. 

 

Figure 4-3 Auto configured address 

128 bit IPv6 Address 

Router advertised prefix (64 bits) Interface identifier (64 bits) 



 

 

  15 

4.2 Mobile IPv6 

Mobile IPv6 adds mobility to IPv6 without altering the basic IPv6 functionality and enables a 
mobile node to change its location on an IPv6 network while still maintaining the same IPv6 
address and therefore its reachability. Additionally, since the IPv6 address is unchanged after a 
node has moved, existing TCP connections will still be open. It is not possible to describe Mobile 
IPv6 in detail in this report, only the main concepts will be described. For full detail, Mobile IPv6 
base specification is in [19] and an in-depth description is given in [20]. 

The main concepts of Mobile IPv6 are the following: 

– Home link. 
The link where the mobile node is “at home”. This link is, at least, assigned the home 
network prefix. 

– Foreign link. 
A link where the mobile node is not “at home”. 

– Mobile Node. 
A Mobile IPv6 capable node that can change its point of attachment but still maintain its 
reachability by its home address as if it were attached to its home link. 

– Home agent. 
The home agent is a router on the home link. It can be a router between the home 
network and other networks (see Figure 4-4 and Figure 4-5) but does not have to be (see 
Figure 4-6). The home agent maintains a list of associations called bindings between each 
mobile node’s home address and its current care-of address. Mobile nodes register with 
the home agent each time they change their Care-of address and the home agent and 
mobile node set up a bidirectional tunnel to/from the care-of address. This tunnel is to 
encapsulate the original IPv6-packets between the Home Agent and the Mobile Node. 
The encapsulation is done to make the original packets routable to the care-of address 
without modifying them. When the mobile node is not at home, IP packets arriving at the 
home network with the destination of a mobile node’s home address are tunneled in the 
bidirectional tunnel to the mobile node by the home agent. The home agent also receives 
IP packets from the mobile node through the tunnel and routes them to other networks 
as if they were sent by the mobile node at home. 

– Home address. 
An address assigned to the mobile node. This address is part of the home network. The 
mobile node is reachable on this address regardless if it is at home or not. If it is not at 
home, IP packets sent to the home address are tunneled from the home network to the 
mobile node by the home agent as described above. 

– Care-of Address. 
An address assigned to the mobile node when not at home. This is usually an auto 
configured address (see section 4.1.5) from the foreign network on the foreign link that 
the mobile node is currently attached to. 

– Correspondent Node. 
Any IPv6 capable node that communicates with a mobile node. It can be Mobile IPv6 
capable or not. If it is Mobile IPv6 capable, it can be another mobile node. 
 

When a node that is Mobile IPv6 capable is in its home network, it communicates over IPv6 like 
any other IPv6 node. The communication path between a correspondent node and the mobile 
node on the home link is drawn as a dashed line in Figure 4-4. 
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Figure 4-4 Mobile node on Home Link 

When a node that is Mobile IPv6 capable is attached to a foreign link, it communicates with a 
correspondent node through its home agent. The communication path in this case between a 
correspondent node and the mobile node on a foreign link is drawn as a dashed line in Figure 4-5 
and Figure 4-6. Figure 4-5 is when the router between the home link and the IPv6 network is also 
the Home Agent. Figure 4-6 is when the router between the home link and the IPv6 network and 
the Home Agent are separate. The part between the home agent and the mobile node is an IPv6-
in-IPv6 tunnel that encapsulates the original IPv6 packet from the correspondent node. For a 
more detailed description, see section “Data between a Mobile Node and a Correspondent 
Node” in [14]. 

 

Figure 4-5 Mobile node on foreign link 
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Figure 4-6 Separate home agent with mobile node on a foreign link 
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5 ANALYSIS OF MOBILE IPV6 OVER VDL MODE 4 

Both IPv6 and VDL Mode 4 are packet based protocols as described in chapters 3 and 4. VDL 
Mode 4 can handle at least the minimum packet size in IPv6 by providing fragmentation at the 
layer below IP if needed. This means that it is possible to use IPv6 with VDL Mode 4 as the link 
layer. Since Mobile IPv6 extends some IPv6 protocols but does not alter the basic IPv6 
functionality and requirements on the link layer, Mobile IPv6 is also possible to use with VDL 
Mode 4 as the link layer. 

This chapter will first describe possible solutions to how to implement IPv6 over VDL Mode 4 
and then describe the chosen solution in more detail as well as why that solution was chosen. 

5.1 Possible solutions 

During initial discussions with a network expert at Luftfartsverket (the customer), the following 
three solutions where identified as possible to implement by me and the network expert together. 

5.1.1 Bridged Ethernet (solution 1) 

The VDL4 ground station is connected to the IP network with standard Ethernet and the Mobile 
node is also Ethernet capable. This makes it possible to bridge the Ethernet over VDL Mode 4 
by transporting full Ethernet packets over VDL Mode 4. This means that the Mobile node would 
seem to be connected directly to the ground Ethernet and thereby it would also seem to be 
connected directly to the ground IP network. This solution is depicted in Figure 5-1 below. 

 

Figure 5-1 Bridged Ethernet 

The Mobile node needs to be Mobile IPv6 capable since it is the Mobile node that will handle 
registration to the home agent (see section 4.2). In this solution, the foreign network as described 
in section 4.2 will be the ground IP network that a ground station is connected to since the 
Ethernet and therefore the IP network will be bridged all the way to the Mobile node. Movement 
can still be handled correctly since each VDL Mode 4 ground station will be on a separate IPv6 
subnet according to the customer. When the VDL Mode 4 link is moved between ground 
stations, the Mobile node will, from a Mobile IPv6 perspective, move between foreign networks. 

5.1.2 IPv6 on VDL4 (solution 2) 

Solution 2 is to use the VDL Mode 4 point-to-point link as the link layer and then transport IPv6 
directly on top of it. This means that each VDL Mode 4 ground station will be an IPv6 router 
between two IPv6 subnets, the ground IP network and a network consisting of the VDL Mode 4 
point-to-point links attached to a ground station, the VDL4 IP network. 
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This solution requires VDL Mode 4 to transport IPv6 packets in both directions. It is depicted in 
Figure 5-2 below. 

 

Figure 5-2 IPv6 on VDL4 

In this solution, the Mobile node needs to be Mobile IPv6 capable since it is the Mobile node 
that will handle registration to the home agent. In this solution, the foreign network as described 
in section 4.2 will be the VDL4 IP network which is a unique IPv6 subnet for each ground 
station. When the VDL Mode 4 link is moved between ground stations, the Mobile node will, 
from a Mobile IPv6 perspective, move between foreign networks. 

As described in section 4.2, the IPv6 traffic to and from the Mobile node will be IPv6 
encapsulated in IPv6, resulting in double IPv6 headers over the VDL4 link. 

5.1.3 IPv6 on VDL4 with ground based mobility (solution 3) 

Solution 3 is based on the same principle as the solution described in section 5.1.2 and Figure 
5-2. The difference is that instead of the Mobile node handling the registration to the home 
agent, each Ground station handles the registrations for its respective VDL Mode 4 links. This is 
done by using the network mobility (NEMO) extensions to Mobile IPv6, see [21], and for each 
VDL Mode 4 link registering an IPv6 subnet. 

This solution does not require the Mobile node to be Mobile IPv6 capable since it is the Ground 
station that will handle registration to the home agent. In this solution, the foreign network as 
described in section 4.2 will be the ground IP network that a Ground station is connected to and 
Mobile nodes will not be aware of movement of the VDL Mode 4 link. The VDL4 IP network 
will be one unique IPv6 subnet per Mobile station, this is also the IPv6 subnet that the Ground 
station will register to the home agent. 

Since the IPv6 mobility will be handled by the Ground station, the IPv6 in IPv6 tunnel from the 
home agent will also terminate in the Ground station with the result that the IPv6 traffic to and 
from the Mobile node will have single IPv6 headers over the VDL4 link. This also means that 
handovers between ground stations is much faster compared to the solutions in sections 5.1.2 
and 5.1.3 since there is no Mobile IPv6 registration traffic over the VDL Mode 4 link. 

5.2 Chosen solution 

Due to the increased load on the VDL4 link and the high round trip time of the VDL4 link, the 
bridged Ethernet solution (solution 1) was quickly discarded by me and the customer’s network 
expert during the discussion mentioned in section 5.1. 

IPv6 on VDL 4 (solution 2) was indentified as the most straight forward and easiest solution. 
Compared to IPv6 on VDL4 with ground based mobility (solution 3) it adds some extra 
overhead on the VDL4 link and requires Mobile IPv6 capabilities in the Mobile node and results 
in slower handovers. I also identified this solution to be compliant with the requirements in [1]. 
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IPv6 on VDL4 with ground-based mobility (solution 3) was identified as the “best” solution 
since it will have faster handovers and less overhead than any of the other solutions. 

IPv6 on VDL 4 (solution 2) was by me together with the customer’s network expert and project 
leader chosen as the one to be implemented first with a possible extension to IPv6 on VDL4 
with ground based mobility (solution 3), see section 10.3.1. The reason is that it is more straight 
forward, fully compliant with the requirements in [1], and also shorter implementation time. 

The following sections contain a more detailed description of the chosen solution and how 
movement of a node is handled in it. 

The following new definitions and abbreviations are used in these sections: 

– HoA. 
Home Address. See section 4.2 and [19]. 

– CoA. 
Care-of Address. See section 4.2 and [19]. 

– HA. 
Home Agent. See section 4.2 and [19]. 

– CN. 
Correspondent Node. See section 4.2 and [19]. 

– BU. 
Binding Update. The registration request from the Mobile node to the Home agent. See 
section 4.2 and [19]. 

– GS. 
Ground Station. A VDL Mode 4 ground station. 

 

5.2.1 HoA assignment 

A Mobile node is assigned a HoA according to [1].  

5.2.2 CoA assignment 

Mobile nodes listen to router advertisements multicast from the ground station that they are 
currently connected to through the VDL Mode 4 link and the ground stations multicast router 
advertisements on their VDL4 IP networks. These router advertisements are used to construct a 
CoA using IPv6 address auto configuration as described in section 4.1.5. The subnet is the VDL 
Mode 4 IP network (see section 5.1.2) that is unique for each ground station. The interface 
identifier (see section 4.1.5) is constructed according to [15] with the use of the ICAO address 
(see section 3.1and 3.2) as a link unique address. 

5.2.3 Application data forwarding scenario 

The data originating from the Correspondent node (see section 4.2) is addressed to the Mobile 
node’s HoA, the HA intercepts and forwards packets that arrive for the Mobile node (MN) via 
an IPv6-over-IPv6 tunnel to the Mobile node’s CoA. 

The Mobile node is connected through the VDL4 link layer with the VDL4 ground station (GS). 
The link layer connection provides a second layer of tunnelling. 

Traffic in the reverse direction follows the same path to the HA for forwarding to the CN via 
standard IPv6 routing. 

The principles are depicted in Figure 5-3, the dashed line is the data path and the tubes are the 
tunnels. 
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Figure 5-3 Application data forwarding 

5.2.4 Mobility 

The Mobile node is responsible for determining when the registration with the Home Agent is 
invalid, i.e. when the VME has moved the VDL4 link to another VDL4 ground station, and to 
perform a new Binding Update with the Home Agent. 

The IPv6 stack in the VDL 4 ground stations are each assigned a unique IPv6 subnet for the 
VDL4 IPv6 subnet (see section 5.1.2). The VDL4 IPv6 subnet is announced in periodic Router 
advertisements multicast to that subnet, which will, as described in section 5.1.2, be the Mobile 
node’s foreign network. 

The Mobile nodes use this information to trigger a new Binding update with a new CoA when it 
detects a new router advertisement. 

To illustrate the movement of a mobile node, a scenario is presented in the sequence of figures 
below. The encircled numbers in the figures corresponds to numbers in parenthesis in the 
following paragraphs. 

In Figure 5-4 the Mobile node (MN) is connected at the link layer (VDL4) with the VDL4 
ground station GS 1. The link layer connection is used to tunnel IPv6 packets. 

The MN has previously initiated a Binding update associating its Home address with a Care-of 
address on the subnet announced with Router advertisements by GS 1 (1).  

The MN is approaching GS 2 which is announcing its subnet (2). 
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Figure 5-4 MN connected to sub network announced at GS1 

In Figure 5-5, the VME has moved the VDL4 link to GS2 (3). The Router advertisements from 
GS 2, announcing its subnet, are received by the MN. The MN detects that it has been moved to 
a new subnet and triggers a Binding update (4). 

 

Figure 5-5 MS connected to sub network announced at GS2 before BU is 
completed 

In Figure 5-6, the BU has been completed and the Home Agent has associated the Mobile node’s 
Home address with a Care-of address on the subnet announced by GS 2. 
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Figure 5-6 MN connected to sub network announced at GS2 after BU is completed 

GS 1 GS 2 

MN 
(CoA2) 

1 

HA 

HoA – CoA2 

IPv6/VDL4 
tunnel 

2 

VME 



 

 

  24 

6 IP-TUNNEL REQUIREMENTS 

This chapter contains the requirements for the IP-Tunnel software module. IP-Tunnel is the 
name of the software module that is the purpose of this thesis to implement. The IP-Tunnel 
software module is enabling transport of IPv6 packets over VDL Mode 4 between a VDL Mode 
4 ground station and a VDL Mode 4 mobile station. Some requirements are derived from how 
CNS Systems products operate and those products physical interfaces. CNS Systems products are 
not a part of this thesis report but requirements on the IP-Tunnel module that derive from the 
products are included for completeness, for example requirements for transponder 
communication, Linux system, hardware compatibility, and ground station status reporting. 

 

SRS-IPTUNNEL 1 The IP-Tunnel shall be available in two variants, one for the Mobile 
node and one for the Ground station. The adaptation shall be made at 
compile time. 

6.1 Mobile tunnel 

These are the requirements of the IP-Tunnel operating on the mobile node. 

6.1.1 Transponder connection handling 

SRS-MOBTUN-CONN 1 The Mobile IP-Tunnel shall use a serial port for communication 
with the transponder. 

SRS-MOBTUN-CONN 2 The Mobile IP-Tunnel shall allow the user to select the serial port to 
use for transponder communication 

6.1.2 IPv6 Tunneling 

SRS-MOBTUN-TUN 1 The Mobile IP-Tunnel shall receive raw IPv6 packets from the 
Operating System (OS) IPv6 stack and transmit them over VDL4 
NSCOP point-to-point links. 

SRS-MOBTUN-TUN 2 The Mobile IP-Tunnel shall receive raw IPv6 packets from VDL4 
NSCOP point-to-point links and send them to the OS IPv6 stack 
for further processing. 

SRS-MOBTUN-TUN 3 The Mobile IP-Tunnel shall receive raw IPv6 packets from 
broadcasts made by ground stations that it has a currently 
established VDL4 NSCOP point-to-point link with and send them 
to the OS IPv6 stack for further processing. 

SRS-MOBTUN-TUN 4 If an IPv6 packet received from the OS IPv6 stack cannot be 
transmitted over a VDL4 NSCOP point-to-point link, the Mobile 
IP-Tunnel shall generate one of the following ICMPv6 replies:  
 - “Destination unreachable” when there is no link to send the 
packet on. 
 - “Packet too big” when the IPv6 packet is bigger than the 
minimum value for IPv6 MTU. 

SRS-MOBTUN-TUN 5 The Mobile IP-Tunnel shall ensure that an IPv6 router solicitation 
message is sent over a VDL4 NSCOP point-to-point link whenever 
that link is established or handed off. 

SRS-MOBTUN-TUN 6 The Mobile IP-Tunnel shall discard IPv6 packets received over 
VDL4 that does not originate from a VDL4 NSCOP point-to-point 
link or from broadcasts made by ground stations that it has a 
currently established VDL4 NSCOP point-to-point link with. 
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6.1.3 Computer software requirements 

SRS-MOBTUN-CSR 1 The Mobile IP-Tunnel shall function properly under the Linux 
operating system distribution Debian GNU/Linux 5.0 running on 
an x86 computer. 

6.1.4 Hardware and software compatibility 

SRS-MOBTUN-COMP 1 The Mobile IP-Tunnel shall function properly together with the 
transponders listed in Table 6-1 when they are used with the 
software listed in Table 6-2. 

Table 6-1 Transponder products 

Product Comment 

VDL 4000/A Airborne transponder  

VDL 4000/GA Airborne transponder  

VDL 4000/AO Ground vehicle transponder  

Table 6-2 Transponder software 

Product Comment 

SW-4000-10-3.x (x > 64) Airborne transponder software 

SW-4000-20-4.x (x > 2) Ground vehicle transponder 
software 

6.2 Ground tunnel 

This section specifies the requirements on the IP-Tunnel when running as part of a VDL Mode 4 
ground station. 

6.2.1 Configuration 

SRS-GS-IPTUNNEL 1 The IP-Tunnel service shall have the following specified in the 
Factory configuration database: 
- Linux network tunnel device name. 
- Tunnel network interface name. 

SRS-GS-IPTUNNEL 2 The IP-Tunnel service shall have the following specified in the 
named configuration database: 
- VDL4-side IPv6 network prefix. 

6.2.2 Operation 

SRS-GS-IPTUNNEL 3 The IP-Tunnel service shall receive raw IPv6 packets from the OS 
IPv6 stack and transmit them over VDL4. 

SRS-GS-IPTUNNEL 4 The IP-Tunnel service shall receive raw IPv6 packets from VDL4 
point-to-point links and send them to the OS IPv6 stack for further 
processing. 

SRS-GS-IPTUNNEL 5 Unicast IPv6 packets received from the OS IPv6 stack shall be 
transmitted over the appropriate VDL4 point-to-point link which 
shall be determined by inspecting the destination address in the 
IPv6 packet. 
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SRS-GS-IPTUNNEL 6 Multicast IPv6 packets received from the OS IPv6 stack shall be 
transmitted using VDL4 broadcasts. 

SRS-GS-IPTUNNEL 7 If a unicast IPv6 packet received from the OS IPv6 stack cannot be 
transmitted over an appropriate VDL4 point-to-point link, the IP-
Tunnel service shall generate one of the following ICMPv6 replies:  
- “Destination unreachable” when there is no link to send the 
packet on. 
- “Packet too big” when the IPv6 packet is bigger than the 
minimum value for IPv6 MTU. 

SRS-GS-IPTUNNEL 8 IPv6 packets received over VDL4 that do not originate from a 
VDL4 point-to-point link shall be discarded. 

SRS-GS-IPTUNNEL 9 The IP-Tunnel service shall ensure that the appropriate OS 
functionality multicasts IPv6 router advertisements to the IP-Tunnel 
for transmission over VDL4. 

SRS-GS-IPTUNNEL 10 The IP-Tunnel service shall report a Ground Station Facility (GSF) 
status Failed to the Ground Station FrameWork (GSFW) when the 
communication with the Transponder Subsystem fails. 

SRS-GS-IPTUNNEL 11 The IP-Tunnel service shall report a GSF status Failed to the 
GSFW when the communication with the OS IPv6 stack fails. 
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7 IP-TUNNEL DESIGN 

This chapter contains first a description of the IP-Tunnel software module’s execution 
environment and then goes on to describe its design and various subcomponents.  

The IP-Tunnel software module provides the possibility to send IPv6 packets with VDL4 point-
to-point links as the link layer in accordance with the requirements in chapter 6. Some additional 
implementation details are further described in chapter 8. 

7.1 Execution environment 

The execution environment for the IP-Tunnel software module when it is part of the ground 
station software is presented in Figure 7-1 and the execution environment for the IP-Tunnel 
software module when it is on the mobile node is presented in Figure 7-2.  

The IP-Tunnel software module executes as a stand-alone Linux process. 

In both of the figures below, the arrows represent communication paths. The IP-Tunnel module 
exchanges IPv6 data with the Linux kernel over a virtual network interface. In Figure 7-1, the IP-
Tunnel module exchanges data with the ground station’s framework (GSFW) and it’s 
transponder subsystem. GSFW is a Ground Station FrameWork that provides logging, 
monitoring via Simple Network Management Protocol (SNMP), etc. The GSFW is not a part of 
this thesis. In Figure 7-2, the IP-Tunnel module exchanges data directly with the mobile VDL 
Mode 4 transponder. 

 

Figure 7-1 Execution environment for the IP-Tunnel on a ground station 

The execution environment for the IP-Tunnel software module when it is on the mobile node is 
presented in Figure 7-2. 

 

Figure 7-2 Execution environment for the IP-Tunnel on a mobile node 

7.2 Subcomponents 

The IP-Tunnel software module is divided into the following subcomponents. 

 MAIN – Responsible for initialization, supervision and if the IP-Tunnel is running on the 
ground station, it also handles service of GSFW status requests. 

 Tunnel – Handles the actual tunnelling of IPv6 data to and from the Linux kernel. 
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 Transponder handler – This is a small abstraction layer for the Transponder subsystem. 

 Link handler – This contains a VDL 4 link related functions and if the IP-Tunnel is 
running on the ground station, it also contains a small database over the VDL4 point-to-
point links that this ground station currently has. 

The relationships of the IP-Tunnel subcomponents when it is part of the ground station software 
are presented in Figure 7-3 and the relationships of the IP-Tunnel subcomponents when it is on 
the mobile node are presented in Figure 7-4. As can be seen in the figures, the only differences 
between the two are in external interfaces. 

A description of the subcomponents are below the figures. 

 

 Figure 7-3 The Ground station IP-Tunnel subcomponents 

 

 

 Figure 7-4 The Mobile node IP-Tunnel subcomponents  

7.2.1 Main 

The Main subcomponent starts by initialising common service behaviour such as logging, and 
IPC. It then initialises the transponder handler for communication with the transponder 
subsystem or the Mobile transponder depending on what target it is executed on. 

The Main subcomponent then reads the configuration, opens the Linux virtual network device 
(/dev/net/tun) in tunnel mode and initialises it with addresses from the configuration. 
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Once initialisation is complete, the control of execution is transferred to the Tunnel 
subcomponent and Main enters an event handling mode. The following events are handled: 

 Stop commands (external event) 

 Restart commands (external event) 

Upon reception of a stop or restart command, Main awaits that the Tunnel subcomponent 
terminates and then terminates the transponder handler and finally terminates itself. If a restart 
command was received, a new instance of the IP-Tunnel is started as the final operation before 
termination. 

7.2.2 Tunnel 

The Tunnel subcomponent is started by the MAIN subcomponent. It starts by setting up 
subscriptions through the transponder handler to receive all VDL4 point-to-point data received 
by the transponder. If it executer on the Mobile node it also sets up a subscription to the 
transponder handler to receive broadcasted IPv6 data. 

When initialisation is complete, the Tunnel subcomponent enters a main loop that executes until 
a stop or restart command is received as an external event. This loop handles transport of IPv6 
to VDL Mode 4. The main loop waits for data from the Linux virtual network device and when 
data has been received it inspects the data for errors. If there are no errors and the IP-Tunnel is 
running on the Ground station, the data is inspected to determine which VDL4 link the data 
should be sent on or if it should be sent as a broadcast which is the case if the IPv6 destination 
address is a multicast address. If there are no errors and the IP-Tunnel is running on the Mobile 
node, there is no choice in VDL4 links. The data is sent over the current link to the ground 
system. In this direction, all data are sent over the VDL4 point-to-point link. 

If the data received from the Linux virtual network device is too big to be transmitted over the 
VDL4 link, the Tunnel subcomponent generates an ICMPv6 Packet Too Big response. 

If the data received from the Linux virtual network device cannot be sent over any VDL4 link 
because no suitable link could be found, the Tunnel subcomponent generates an ICMPv6 
Destination Unreachable response. 

If the actual transmission over the VDL4 link fails after retransmission attempts, the data packet 
is silently discarded. 

For VDL Mode 4 to IPv6, the Tunnel subcomponent receives data from VDL4, either point-to-
point or broadcasted, by callback from the Transponder handler subcomponent. When data is 
received, it is checked for errors and inspected to make sure it is IPv6 data. If error free and a 
correct IPv6 header, it is sent to the Linux virtual network device for further processing by the 
Linux kernel. Otherwise, the data is discarded. 

The Tunnel subcomponent terminates itself by unsubscribing from the subscriptions started 
during initialisation, clearing any fragments and then returning control to the MAIN 
subcomponent. 

7.2.3 Link handler 

The Link handler subcomponent is initialised by the Tunnel subcomponent.  

The Link handler is used by the Tunnel subcomponent through function calls and does not 
execute on its own. 

The Link handler handles link-layer functions such as finding out the own link-layer address and 
calculating the destination link-layer address for a specific packet. 

When running on the Ground station, it also holds a small database of this Ground stations 
current VDL4 links, their addresses and frequency. 
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When running on the Mobile node, the Link handler keeps track of the state of the VDL4 link to 
the current Ground station. 

The Link handler subcomponent is terminated and its Link database is cleared by the Tunnel 
subcomponent when the Tunnel subcomponent terminates. 

7.2.4 Transponder handler 

The transponder handler is initialised by the MAIN subcomponent as part of its initialisation 
process. 

The transponder handler operates differently depending on which target the IP-Tunnel is 
executed on.  

If  the IP-Tunnel is executed on the Ground station, it is a small adaption layer to the Ground 
stations transponder subsystem and it simply forwards function calls in both directions. 

On the Mobile node, the transponder handler is responsible for communication with the mobile 
transponder over a serial line. The transponder handler handles transponder request from other 
subcomponents in the IP-Tunnel and forwards those requests to the mobile transponder. It 
handles replies from the mobile transponder and sends them to the other subcomponents in the 
IP-Tunnel. Data indications received from the mobile transponder are also handled by the 
transponder handler and the received data is forwarded to the Tunnel subcomponent. 

The transponder handler is terminated by the MAIN subcomponent as part of its termination 
process. 

7.2.5 Factory configuration database 

This section is only valid for the IP-Tunnel when it runs on the Ground station. 

The IP-Tunnel’s part of the factory configuration database holds the following optional 
configuration items: 

tundevice <devicename> 

tunname <virtual network interface name> 

 

<devicename> The name of the Linux device that holds the virtual network interface. Defaults 
to /dev/net/tun. 

<virtual network interface name> The name that the virtual network interface will have. Default 
to vdl4tunnel. 

7.2.6 Named configuration database 

This section is only valid for the IP-Tunnel when it runs on the Ground station. 

The IP-Tunnel’s part of the named configuration database holds the following configuration 
items: 

tun-ip <VDL4 side IPv6 address> 

 

<VDL4 side IPv6 address> The IPv6 address that the Ground station will have on the VDL4 
side IPv6 network. 

7.2.7 Command line parameters 

This section is only valid for the IP-Tunnel when it runs on the Mobile node. 

The IP-Tunnel requires the following command line parameters in the listed order: 



 

 

  31 

<serial port> <IPv6 address> 

 

<serial port> is the serial port used to communicate with the mobile transponder. 

<IPv6 address> is the Mobile node’s Home Address. 
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8 IMPLEMENTATION OF IP-TUNNEL MODULE 

The implementation of the IP-Tunnel software module is according to the design in chapter 7. 
Additional aspects of the implementation and some more details are discussed in this chapter. 

8.1 Software platform 

8.1.1 Versions 

The software platform is a Linux OS. Debian 5.0 with Linux kernel version 2.6.30 is used on 
both the Mobile node and Ground stations. The use of Linux and Debian was a requirement 
from CNS Systems. 

8.1.2 Tunnel device 

The Linux device driver “tun”, which is a part of the Linux kernel, provides a virtual network 
interface that looks like a standard network interface to the rest of the Linux OS including other 
parts of the Linux kernel. This device is used in tunnel mode to get complete IPv6 packets from 
the kernel and to send IPv6 packets to the kernel as if they are sent and received on any standard 
network interface. After opening, the device is read from and written to like a normal file 
descriptor with two exceptions. A read operation must read a complete IPv6 packet, reading a 
part of it is not supported. The same principle goes for writing, a complete packet must be 
written in one call to write. These read and write principles were found out during the thesis 
work by trial and error. 

During initialization, the virtual network interface also gets a link-local IPv6 address. On the 
ground station it also gets a global IPv6 address that is ::1 on the VDL4 IP network. On the 
Mobile node, the Linux kernel is set to accept router advertisements and to auto configure IPv6 
addresses based on them. These things are done by the IP Tunnel software module. 

8.1.3 Link movement 

On the Mobile node, when the VDL Mode 4 link is moved between two ground stations or is 
established for the first time, a router solicitation must be sent to ensure that a router 
advertisement is sent by the new Ground station. This router solicitation is not automatically sent 
by the Linux kernel so the IP-Tunnel must construct and send a router solicitation. 

8.1.4 Router advertisements 

8.1.4.1 Mobile node 

The Mobile node stores the current router advertisement from the Ground station. This 
information is needed when the link is moved from one ground station to another and the 
mobile node receives a new router advertisement. The IPv6 address and route information 
generated by the previous router advertisement must explicitly be deleted by the IP-Tunnel and 
the IP-Tunnel then stores the new router advertisement as the current one. 

8.1.4.2 Ground station 

To generate router advertisements on the Ground station for transmission on the VDL4 IP 
network, the Ground station will instruct the Linux router advertisement daemon (radvd) to send 
these. Radvd is a part of the Debian 5.0 Linux OS. This is done by explicitly writing a radvd 
configuration file from within the IP-Tunnel which then instructs the radvd daemon to start. 

8.2 IPv6 Addresses 

As specified in [1], each aircraft has one or more /56 networks in which Home Addresses are 
assigned. The /56 network for each aircraft is specified as 32 bits for the Mobility Service 
Provider (MSP), which in this case is Luftfartsverket, followed by 24 bits that is the ICAO 
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address of the aircraft [1]. The /56 network is in this case followed by 8 bits set to zero to make it 
a /64 network which is what is needed for IPv6 stateless address auto configuration, see section 
4.1.5. The /64 network is the Mobile node’s Home network. 

8.3 Link selection 

8.3.1 Mobile node 

The Mobile node only has one active VDL4 link at any time so it must always choose this link. 

8.3.2 Ground station 

As described in section 5.2.2, the CoA for each Mobile node contains the aircrafts ICAO address. 
This means that a particular VDL Mode 4 link can be selected by the Ground station by 
inspecting the IPv6 destination address. This is done by first making sure that the /64 network of 
the destination address is the same as the one advertised by this Ground station on the VDL4 
link (see section 5.2.2) and then extracting the ICAO address from the lowest 24 bits of the IPv6 
destination address. 

8.4 VDL Mode 4 

CNS System’s implementation of the slot selection mechanism for VDL Mode 4 point-to-point 
is a variant of the one described in section 3.2.1.4. It is a two-window approach where an attempt 
is first made to find a slot in a much smaller slot selection window and only if a slot cannot be 
found, the complete window is used. The size of the large window has also been reduced, 
resulting in much shorter average round-trip times. The implementation also allows the 
parameters to be optimised even further and also allows longer packets as short transmissions 
(see section 3.2.1). 

This optimisation was already implemented by CNS Systems when the work on this thesis started 
and it is therefore not a part of this thesis. It is described here since it has an effect on the results 
in chapter 9. 
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9 TESTS AND EVALUATION OF RESULTS 

After implementing the IP-Tunnel, tests were done in CNS Systems’ test rig. 

9.1 Performance tests and results 

The performance was measured by using ping6 and scp which are tools included in the Debian 
Linux OS. The complete logs of the ping6 runs are in Appendix B. ping6 was used to determine 
round trip time (RTT) and scp was used to determine the sustained transfer rate. 

Tests were first run without further optimisation of the slot selection as described in section 8.4 
and then with the further optimisations described there. 

All ping tests were run from what can be considered a Correspondent Node that is not Mobile 
IPv6 capable. For details about the ping times such as min and max, see Appendix B. 

9.1.1 Without further optimisation 

These are the results without optimisation of slot selection windows (see section 8.4). 

Ping to the Home Address of the Mobile node had an average RTT of 4,082 ms (Test1, see 
Appendix B). 

Ping to the Care-of Address had an average RTT of 515 ms (Test2, see Appendix B). The 
differences between these two tests are that a ping to the Home Address results in an IPv6-in-
IPv6 tunnelling from the Home Agent. This extra IPv6 header is enough to increase the packet 
from using the short transmission procedures to the long transmission procedures (see section 
3.2.1). 

Test3 (see Appendix B) was two ping runs with one Hand-off between two Ground stations 
during each ping run. As can be seen in the Test 3 log in Appendix B, a few packets are lost 
during the Hand-off but nothing else happens. The Mobile node continued to be available on the 
same IPv6 address after the Hand-off. 

9.1.2 With optimisation 1 

These are the results with more optimised slot selection windows’ (see section 8.4). 

Ping to the Home Address of the Mobile node had an average RTT of 1,463 ms (Test4, see 
Appendix B). 

The effect of optimising the slot selection windows is a RTT of approximately one third of the 
original RTT. 

Test5 (see Appendix B) was two ping runs with one Hand-off between two Ground stations 
during each ping run. There are fewer packets lost with optimised slot selection windows even 
with a shorter ping interval. 

9.1.3 With optimisation 2 

These are the results with more optimised slot selection windows and a higher threshold for 
when long transmission procedures is used (see section 8.4). This optimisation resulted in all ping 
packets in this test to use short transmission procedures. 

Ping to the Home Address of the Mobile node had an average RTT of 545 ms (Test6, see 
Appendix B).  

Test7 (see Appendix B) was two ping runs with one Hand-off between two Ground stations 
during each ping run. There were no packets lost with this further optimisation even with a 
shorter ping interval. 



 

 

  35 

9.1.4 File transfer 

It was also tested to transfer a file using scp (Secure CoPy). Transfer performance was slightly 
above 100 bytes per second. 

9.2 TCP and hand-off test and result 

For this test, a TCP-based application was needed. Telnet was chosen for this since it is simple 
and was already available on the Debian Linux OS. 

Telnet was used to test that a TCP connection is not disconnected when a VDL Mode 4 hand-off 
and Mobile IPv6 movement is performed (see section 5.2.4). It functioned properly when it was 
connected to the Home Address of the mobile node and was usable without reopening of the 
TCP connection after a hand-off.  

9.3 Evaluation 

The results show that IPv6 with VDL Mode 4 as the link layer works very well as long as the 
round-trip time and bandwidth are taken into account when applications for this solution is 
developed. 

Mobile IPv6 is layered on top of IPv6 which means that the mobility part also works very well as 
long as the VDL Mode 4 link movement and Mobile IPv6 are combined as described in earlier 
chapters. 

The TCP connection test described in section 9.2 means that TCP connections are not affected 
by a Hand-off and Mobile IPv6 movement. This means that an application server in the ground 
network (see chapter 2) does not have to support Mobile IPv6 in any way as long as IPv6 is 
supported. 

The performance tests show that round-trip times are high and transfer rates are low so Mobile 
IPv6 over VDL Mode 4 is only usable for applications that can handle that.  

The results in section 9.1.1 - 9.1.3 show that performance can be enhanced with optimisations of 
the VDL Mode 4 link. Especially if only short transmission procedures are used as described in 
section 9.1.3. 
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10 DISCUSSION, CONCLUSION AND THESIS EVALUATION 

10.1 Discussion 

10.1.1 Suitability 

As the results in chapter 9 show, VDL Mode 4 can handle IPv6 and Mobile IPv6 without 
modification to the VDL Mode 4, IPv6 or Mobile IPv6 protocols. Since the applications 
specified in [1] are designed to use very little bandwidth and require round-trip times that are 
achievable using VDL Mode 4 as the link layer, VDL Mode 4 is suitable to use. For example, for 
the CPDLC application [1], the maximum data packet is less than 40 bytes and the required 
minimum RTT on a data level (not including pilot response time) is 4 seconds. 

10.1.2 Optimisation 

From the results in chapter 9 it is easy to make the conclusion that the VDL Mode 4 link should 
be heavily optimised and only use short transmission procedures. This is not necessarily true 
since as described in section 3.2.1 the short transmission procedures use a random transmission 
for the data packet while the long transmission procedures use a reserved transmission for the 
data packet. The data packet always uses multiple slots and the RTS always uses a single slot 
[8][12] so the risk for frame collision is higher when using the short transmission procedures.  

For Mobile IPv6 to work, the round trip time cannot be too high which means that the VDL 
Mode 4 slot selection variant already implemented by CNS Systems as described in section 8.4 is 
most likely necessary for this to work. Testing without that slot selection variant was not possible. 
Although it is likely that Mobile IPv6 will not work without slot selection variant, that necessity 
could not be verified. 

10.2 Conclusions 

A software module was implemented and based on the tests and results in chapter 9, the 
conclusion of this thesis is that IPv6 and Mobile IPv6 can be used with VDL Mode 4 as the link 
layer. This also gives the conclusion of this thesis that VDL Mode 4 is suitable as the link layer 
when implementing Aero Telecommunications Network/IP Protocol Suite (ATN/IPS) as 
specified in [1]. In this, the thesis was successful and the problem described in section 1.2  was 
solved and the purpose described in section 1.4 was fulfilled.  

10.3 Further development 

Further development is needed to more efficiently use the VDL Mode 4 data link. 

10.3.1 Optimisations 

Further development of the optimisations discussed in section 10.1.2 is that the optimisation 
thresholds must be further studied to reach a balance between RTT for a single link and support 
for many users of the same VDL Mode 4 channel. 

10.3.2 Ground based mobility 

Ground based mobility as described as solution 3 in section 5.1.3 is a possible future 
enhancement. This will further reduce the load on the VDL Mode 4 link since the Mobile IPv6 
functionality is moved to the ground stations and this solution does not require the outer IPv6 
header over the VDL Mode 4 link that the implemented solution does. Ground based mobility 
uses Mobile IPv6 Network Mobility (see section 5.1.3), which is an option in [1]. Ground based 
mobility is recommended to be implemented. 
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10.3.3 Header compression 

Robust Header Compression (ROHC) is an option in [1]. It compresses the IPv6 and TCP or 
UDP headers so that the load on the VDL Mode 4 link is even further reduced. It is unclear if 
ROHC can compress multiple IPv6 headers or if Ground based mobility is required for it. 
ROHC is recommended to be investigated and implemented. 

10.4 Evaluation of the thesis work 

The thesis work consisted of first studying VDL Mode 4, Ipv6 and Mobile Ipv6. They are 
described in chapters 3 and 4. Ipv6 over VDL Mode 4 was  nalysed and possible solutions to 
the problem (see section 1.2) were studied and a solution was chosen (see chapter 5). The work 
then went on to specifying the requirements and the design of the IP-Tunnel software module 
(see chapters 6 and 7). The IP-Tunnel software module was then implemented as described in 
chapter 8 and tested as described in chapter 9. 

10.4.1 Results 

All requirements were implemented and the resulting software module is usable to implement 
Mobile Ipv6 over VDL Mode 4. 

10.4.2 Time estimate 

The time estimate for this thesis was not correct; the final work took longer than expected. The 
estimate was that the complete thesis would fit into the 400 allocated hours. The 400 allocated 
hours were nearly enough time for the study part, requirements, design and implementation but 
some implementation, tests and report writing had to be done after the allocated time was used 
up. 

10.4.3 Difficulties encountered 

Apart from the underestimation of the time needed, a few difficulties were encountered with the 
Linux kernel behaviour. 

The Linux tun device requires a small header for every packet sent to it. The content of this 
header is not correctly documented in the Linux kernel. This resulted in some trial and error 
before the correct usage was found. 

The Linux kernel could not be relied upon to send router solicitations when the VDL Mode 4 
link had been moved. This resulted in the solution described in section 8.1.3. 
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Appendix A. Definitions and abbreviations 

The definitions and abbreviations used in this report are defined in Table A-1. 

Table A-1 Definitions and abbreviations used in this document 

Term Definition 

ADS-B Automatic Dependent Surveillance-Broadcast 

ATN Aero Telecommunications Network 

CPDLC Controller Pilot Data Link Communication 

CTRL_CMD_LE Control Command Link Establishment 

CTRL_RSP_LE Control Response Link Establishment 

CTRL_RSP_LCR Control Response Link Connection Refused 

ETSI European Telecommunications Standards Institute 

EUI Extended Unique Identifier 

GIHO Ground Initiated Hand Off 

GS Ground Station 

GSFW Ground Station FrameWork 

GPS Global Positioning System 

ICAO International Civil Aviation Organization 

ICMP Internet Control Message Protocol 

IETF Internet Engineering Task Force 

IP Internet Protocol 

IPC Inter Process Communications 

Ipv4 Internet Protocol version 4 

Ipv6 Internet Protocol version 6 

MIHO Mobile Initiated Hand Off 

MSP Mobility Service Provider 

NSCOP Network Setup Connection Protocol 

OS Operating System 

RFC Request For Comments 

ROHC Robust Header Compression 

RTS Request To Send 

RTT Round Trip Time 

SNMP Simple Network Management Protocol 

STDMA Self-organizing Time Division Multiple Access 

TCP Transmission Control Protocol 

TDMA Time Division Multiple Access 
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UDP User Datagram Protocol 

UTC Universal Time Coordinated 

VDL VHF Data Link 

VDL4 VDL Mode 4 

VHF Very High Frequency 

VME VDL Management Entity 
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Appendix B. Ping logs 

These logs are logs from the tests described in the report. They are the basis for the round-trip 
time performance results and evaluation in the report. 

IPv6 networks and ICAO addresses used in these logs are as follows: 
2a03:a0a is used as the 32-bit MSP prefix. 
4a81d6 is the ICAO address of the used Mobile station.  
This makes the home network of the Mobile node 2a03:a0a:4a81:d600::/64. 
The VDL Mode 4 IP networks of the ground stations used are 2a03:e0e::/64 and 2a03:d0d::/64. 

Note: The IPv6 prefixes in these logs are test prefixes on a closed network. They are not 
allocated to CNS Systems. 

To Home Address (Test 1) 

Ping interval 5 seconds. 8 padding bytes in ICMP packet. 

 

ping6 -s 8 -i 5 2a03:a0a:4a81:d600:0:0:0:1 

PING 2a03:a0a:4a81:d600:0:0:0:1(2a03:a0a:4a81:d600::1) 8 data 

bytes 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=1 ttl=63 

time=2525 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=2 ttl=63 

time=3425 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=3 ttl=63 

time=4196 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=4 ttl=63 

time=4218 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=5 ttl=63 

time=4266 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=6 ttl=63 

time=5525 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=7 ttl=63 

time=3844 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=8 ttl=63 

time=3961 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=9 ttl=63 

time=5305 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=10 ttl=63 

time=3343 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=11 ttl=63 

time=5006 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=12 ttl=63 

time=4246 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=13 ttl=63 

time=4665 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=14 ttl=63 

time=4462 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=15 ttl=63 

time=4057 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=16 ttl=63 

time=4626 ms 
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16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=17 ttl=63 

time=3313 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=18 ttl=63 

time=3803 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=19 ttl=63 

time=2755 ms 

^C 

--- 2a03:a0a:4a81:d600:0:0:0:1 ping statistics --- 

19 packets transmitted, 19 received, 0% packet loss, time 

90094ms 

rtt min/avg/max/mdev = 2525.977/4081.589/5525.886/768.107 ms, 

pipe 2 

To Care-of Address (Test2) 

Ping interval 5 seconds. 8 padding bytes in ICMP packet. 

 

ping6 -s 8 -i 5 2a03:e0e::4a:81d6 

PING 2a03:e0e::4a:81d6(2a03:e0e::4a:81d6) 8 data bytes 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=1 ttl=63 time=421 ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=2 ttl=63 time=431 ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=3 ttl=63 time=554 ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=4 ttl=63 time=479 ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=5 ttl=63 time=553 ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=6 ttl=63 time=428 ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=7 ttl=63 time=397 ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=8 ttl=63 time=540 ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=9 ttl=63 time=417 ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=10 ttl=63 time=492 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=11 ttl=63 time=491 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=12 ttl=63 time=590 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=13 ttl=63 time=783 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=14 ttl=63 time=567 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=15 ttl=63 time=402 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=16 ttl=63 time=479 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=17 ttl=63 time=474 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=18 ttl=63 time=549 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=19 ttl=63 time=733 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=20 ttl=63 time=540 

ms 

16 bytes from 2a03:e0e::4a:81d6: icmp_seq=21 ttl=63 time=483 

ms 

^C 

--- 2a03:e0e::4a:81d6 ping statistics --- 
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21 packets transmitted, 21 received, 0% packet loss, time 

100101ms 

rtt min/avg/max/mdev = 397.226/514.922/783.513/97.359 ms 

To Home Adress with Hand-off (Test3) 

Ping interval 5 seconds. 8 padding bytes in ICMP packet. 

 

ping6 -s 8 -i 5 2a03:a0a:4a81:d600:0:0:0:1 

PING 2a03:a0a:4a81:d600:0:0:0:1(2a03:a0a:4a81:d600::1) 8 data 

bytes 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=1 ttl=63 

time=2939 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=2 ttl=63 

time=5212 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=3 ttl=63 

time=4065 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=4 ttl=63 

time=3339 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=5 ttl=63 

time=4064 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=6 ttl=63 

time=4914 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=7 ttl=63 

time=3336 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=8 ttl=63 

time=5981 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=12 ttl=63 

time=5251 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=13 ttl=63 

time=2758 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=14 ttl=63 

time=3660 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=15 ttl=63 

time=4669 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=16 ttl=63 

time=5374 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=17 ttl=63 

time=4441 ms 

^C 

--- 2a03:a0a:4a81:d600:0:0:0:1 ping statistics --- 

18 packets transmitted, 14 received, 22% packet loss, time 

85075ms 

rtt min/avg/max/mdev = 2758.183/4286.367/5981.456/958.067 ms, 

pipe 2 

  

 

ping6 -s 8 -i 5 2a03:a0a:4a81:d600:0:0:0:1 

PING 2a03:a0a:4a81:d600:0:0:0:1(2a03:a0a:4a81:d600::1) 8 data 

bytes 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=1 ttl=63 

time=2823 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=2 ttl=63 

time=2900 ms 
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16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=3 ttl=63 

time=4896 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=4 ttl=63 

time=9130 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=5 ttl=63 

time=5675 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=6 ttl=63 

time=4647 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=7 ttl=63 

time=4028 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=8 ttl=63 

time=4611 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=9 ttl=63 

time=2756 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=10 ttl=63 

time=6993 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=12 ttl=63 

time=4948 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=13 ttl=63 

time=6227 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=14 ttl=63 

time=4946 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=15 ttl=63 

time=4101 ms 

^C 

--- 2a03:a0a:4a81:d600:0:0:0:1 ping statistics --- 

16 packets transmitted, 14 received, 12% packet loss, time 

75062ms 

rtt min/avg/max/mdev = 2756.086/4906.295/9130.605/1671.212 ms, 

pipe 2 

Optimised 1 to Home Adress (Test4) 

Ping interval 4 seconds. 32 padding bytes in ICMP packet. 

 

ping6 -i 4 -s 32 2a03:a0a:4a81:d600:0:0:0:1 

PING 2a03:a0a:4a81:d600:0:0:0:1(2a03:a0a:4a81:d600::1) 32 data 

bytes 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=1 ttl=63 

time=1614 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=2 ttl=63 

time=1543 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=3 ttl=63 

time=1578 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=4 ttl=63 

time=1307 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=5 ttl=63 

time=1504 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=6 ttl=63 

time=1378 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=7 ttl=63 

time=1292 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=8 ttl=63 

time=1529 ms 
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40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=9 ttl=63 

time=1338 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=10 ttl=63 

time=1481 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=11 ttl=63 

time=1529 ms 

^C 

--- 2a03:a0a:4a81:d600:0:0:0:1 ping statistics --- 

11 packets transmitted, 11 received, 0% packet loss, time 

40045ms 

rtt min/avg/max/mdev = 1292.599/1463.480/1614.223/108.464 ms 

Optimised 1 to Home Adress with Hand-off (Test5) 

Ping interval 3 seconds. 32 padding bytes in ICMP packet. 

 

ping6 -i 3 -s 32 2a03:a0a:4a81:d600:0:0:0:1 

PING 2a03:a0a:4a81:d600:0:0:0:1(2a03:a0a:4a81:d600::1) 32 data 

bytes 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=1 ttl=63 

time=1680 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=2 ttl=63 

time=1407 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=3 ttl=63 

time=1601 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=4 ttl=63 

time=1595 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=5 ttl=63 

time=1593 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=6 ttl=63 

time=1667 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=7 ttl=63 

time=1566 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=8 ttl=63 

time=1759 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=9 ttl=63 

time=1742 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=10 ttl=63 

time=1404 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=11 ttl=63 

time=1628 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=13 ttl=63 

time=1306 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=14 ttl=63 

time=1369 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=15 ttl=63 

time=1618 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=16 ttl=63 

time=1958 ms 

^C 

--- 2a03:a0a:4a81:d600:0:0:0:1 ping statistics --- 

17 packets transmitted, 15 received, 11% packet loss, time 

48076ms 

rtt min/avg/max/mdev = 1306.720/1593.286/1958.516/163.627 ms 
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Ping interval 2 seconds. 32 padding bytes in ICMP packet. 

 

ping6 -i 2 -s 32 2a03:a0a:4a81:d600:0:0:0:1 

PING 2a03:a0a:4a81:d600:0:0:0:1(2a03:a0a:4a81:d600::1) 32 data 

bytes 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=1 ttl=63 

time=1458 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=2 ttl=63 

time=1443 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=3 ttl=63 

time=1646 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=4 ttl=63 

time=1500 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=5 ttl=63 

time=1630 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=6 ttl=63 

time=1438 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=7 ttl=63 

time=3644 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=8 ttl=63 

time=2191 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=9 ttl=63 

time=1456 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=10 ttl=63 

time=1518 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=11 ttl=63 

time=3116 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=12 ttl=63 

time=1744 ms 

40 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=13 ttl=63 

time=1577 ms 

^C 

--- 2a03:a0a:4a81:d600:0:0:0:1 ping statistics --- 

16 packets transmitted, 13 received, 18% packet loss, time 

30043ms 

rtt min/avg/max/mdev = 1438.421/1874.449/3644.385/678.456 ms, 

pipe 2 

Optimised 2 to Home Adress (Test6) 

Ping interval 2 seconds. 8 padding bytes in ICMP packet. 

ping6 -i 2 -s 8 2a03:a0a:4a81:d600:0:0:0:1 

PING 2a03:a0a:4a81:d600:0:0:0:1(2a03:a0a:4a81:d600::1) 8 data 

bytes 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=1 ttl=63 

time=593 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=2 ttl=63 

time=443 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=3 ttl=63 

time=480 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=4 ttl=63 

time=449 ms 
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16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=5 ttl=63 

time=527 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=6 ttl=63 

time=544 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=7 ttl=63 

time=594 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=8 ttl=63 

time=664 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=9 ttl=63 

time=512 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=10 ttl=63 

time=566 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=11 ttl=63 

time=655 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=12 ttl=63 

time=503 ms 

^C 

--- 2a03:a0a:4a81:d600:0:0:0:1 ping statistics --- 

12 packets transmitted, 12 received, 0% packet loss, time 

22051ms 

rtt min/avg/max/mdev = 443.858/544.613/664.327/69.696 ms 

Optimised 2 to Home Adress with Hand-off (Test7) 

Ping interval 2 seconds. 8 padding bytes in ICMP packet. 

ping6 -i 2 -s 8 2a03:a0a:4a81:d600:0:0:0:1 

PING 2a03:a0a:4a81:d600:0:0:0:1(2a03:a0a:4a81:d600::1) 8 data 

bytes 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=1 ttl=63 

time=672 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=2 ttl=63 

time=480 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=3 ttl=63 

time=570 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=4 ttl=63 

time=473 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=5 ttl=63 

time=628 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=6 ttl=63 

time=544 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=7 ttl=63 

time=527 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=8 ttl=63 

time=457 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=9 ttl=63 

time=479 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=10 ttl=63 

time=619 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=11 ttl=63 

time=840 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=12 ttl=63 

time=501 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=13 ttl=63 

time=666 ms 
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16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=14 ttl=63 

time=446 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=15 ttl=63 

time=442 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=16 ttl=63 

time=839 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=17 ttl=63 

time=434 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=18 ttl=63 

time=471 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=19 ttl=63 

time=612 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=20 ttl=63 

time=422 ms 

^C 

--- 2a03:a0a:4a81:d600:0:0:0:1 ping statistics --- 

20 packets transmitted, 20 received, 0% packet loss, time 

38089ms 

rtt min/avg/max/mdev = 422.394/556.672/840.156/121.740 ms 

  

  

Ping interval 1 second. 8 padding bytes in ICMP packet. 

ping6 -i 1 -s 8 2a03:a0a:4a81:d600:0:0:0:1 

PING 2a03:a0a:4a81:d600:0:0:0:1(2a03:a0a:4a81:d600::1) 8 data 

bytes 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=1 ttl=63 

time=655 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=2 ttl=63 

time=440 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=3 ttl=63 

time=410 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=4 ttl=63 

time=436 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=5 ttl=63 

time=620 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=6 ttl=63 

time=480 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=7 ttl=63 

time=491 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=8 ttl=63 

time=646 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=9 ttl=63 

time=482 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=10 ttl=63 

time=596 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=11 ttl=63 

time=605 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=12 ttl=63 

time=576 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=13 ttl=63 

time=932 ms 
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16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=14 ttl=63 

time=1593 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=15 ttl=63 

time=1006 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=16 ttl=63 

time=1198 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=17 ttl=63 

time=824 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=18 ttl=63 

time=660 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=19 ttl=63 

time=534 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=20 ttl=63 

time=549 ms 

16 bytes from 2a03:a0a:4a81:d600::1: icmp_seq=21 ttl=63 

time=533 ms 

^C 

--- 2a03:a0a:4a81:d600:0:0:0:1 ping statistics --- 

21 packets transmitted, 21 received, 0% packet loss, time 

20082ms 

rtt min/avg/max/mdev = 410.058/679.872/1593.972/283.497 ms, 

pipe 2 



 

 

   

På svenska 

 

Detta dokument hålls tillgängligt på Internet – eller dess framtida ersättare – 

under en längre tid från publiceringsdatum under förutsättning att inga extra-

ordinära omständigheter uppstår. 

Tillgång till dokumentet innebär tillstånd för var och en att läsa, ladda ner, 

skriva ut enstaka kopior för enskilt bruk och att använda det oförändrat för 

ickekommersiell forskning och för undervisning. Överföring av upphovsrätten 

vid en senare tidpunkt kan inte upphäva detta tillstånd. All annan användning av 

dokumentet kräver upphovsmannens medgivande. För att garantera äktheten, 

säkerheten och tillgängligheten finns det lösningar av teknisk och administrativ 

art. 

Upphovsmannens ideella rätt innefattar rätt att bli nämnd som upphovsman i 

den omfattning som god sed kräver vid användning av dokumentet på ovan 

beskrivna sätt samt skydd mot att dokumentet ändras eller presenteras i sådan 

form eller i sådant sammanhang som är kränkande för upphovsmannens litterära 

eller konstnärliga anseende eller egenart. 

För ytterligare information om Linköping University Electronic Press se 

förlagets hemsida http://www.ep.liu.se/ 

 

 

In English 

 

The publishers will keep this document online on the Internet - or its possible 

replacement - for a considerable time from the date of publication barring 

exceptional circumstances. 

The online availability of the document implies a permanent permission for 

anyone to read, to download, to print out single copies for your own use and to 

use it unchanged for any non-commercial research and educational purpose. 

Subsequent transfers of copyright cannot revoke this permission. All other uses 

of the document are conditional on the consent of the copyright owner. The 

publisher has taken technical and administrative measures to assure authenticity, 

security and accessibility. 

According to intellectual property law the author has the right to be 

mentioned when his/her work is accessed as described above and to be protected 

against infringement. 

For additional information about the Linköping University Electronic Press 

and its procedures for publication and for assurance of document integrity, 

please refer to its WWW home page: http://www.ep.liu.se/ 

 

© Mattias Blomqvist 
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