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Abstract
Nowadays, the use of mobile phones and other wireless devices has become an indispensable part of daily life. However, the focus of wireless communication is on
infrastructure-based networks, making them prone to service outage if for any reason
the infrastructure is overloaded or there is no network coverage. This is the case in a disaster area, where the infrastructure that supports the communication may be destroyed
or could become useless.
Different approaches to complement the exchange of information in these scenarios
are emerging as research results. This thesis concerns Random-Walk Gossip (RWG),
which is a protocol to disseminate information in disaster areas. RWG is a manycast protocol for intermittently connected mobile ad hoc networks. The more people
can communicate, the more chances of success there are. Therefore, it is useful to
investigate the possibility of implementing such protocols on commodity devices. Since
Symbian is currently the most widespread mobile phone operating system, this master’s
thesis presents the implementation of the protocol in that platform. The protocol is also
implemented in Linux and Mac OS X in order to provide heterogeneity. Finally, some
aspects of the performance of the protocol in different devices are analyzed, studying the
CPU load, memory consumption, radio range, energy consumption and response time of
different devices using the protocol. The studies show that the use of the RWG protocol
in both laptops and handheld devices is viable.
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Chapter 1

Introduction
This report describes the results of a Master’s Thesis project (30 ECTS) as partial fullfilment of a degree in Telecommunications Engineering and was performed at Department
of Computer and Information Science at Linköping University, as a visiting student
from Mondragon Unibertsitatea. The document begins by describing the background
and motivation for the work in this section.
Advances in technology have created new forms of communication, where one of the
most common is the wireless communication. Nowadays, the use of mobile phones has
become an indispensable part of daily life. For example, in countries like USA or Ghana,
there are more mobile subscribers than telephone main lines [1]. A mobile phone can be
all you need in order to communicate in a certain moment, with the advantage of being
in any place at the communication time.
This need of exchanging information is even more crucial in areas where disasters
have taken place, due to tornadoes, earthquakes, terrorism acts or wars. In such a
scenario, a simple text message could help to find someone or to inform rescue teams.

1.1

Background

Wireless communication has grown significantly in the last years. It allows communication among many different devices without any mobility restriction. Different technologies have been developed in order to exchange information, such as cellular networks
(GSM, UMTS), cordless telephony (DECT), wireless networks (WLAN, WiMAX) or
short-range wireless communication (IrDA, Bluetooth). Generally, the focus of wireless
communication is on infrastructure-based networks, making them prone to service outage
if for any reason the infrastructure is not available or there is no network coverage.
This is the case of a disaster area, where the infrastructure that supports the communication could become useless. When a disaster takes place, the infrastructure can be
seriously damaged or overloaded. As a consequence, several special telecommunication
equipments are used (e.g. satellite phones). However, as these equipments are scarce and
expensive, other approaches to complement the exchange of information are appearing
[22], in order to establish communication and increase the chance of success. These kind
3
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of scenarios offer challenges which are similar to the main research topics of the following
networks:
Mobile Ad hoc Networks (MANET): these are networks that do not rely on any
infrastructure. Each device in the network can be auto-configured in order to
create links among other devices [6]. MANET are ad hoc networks, where each
node can move freely changing and establishing interconnections with other nodes
[8]. This network can be quickly created when the need exists.
Delay Tolerant Networks (DTN): these networks, also referred to Disruption-Tolerant
Networks, are networks that are able to support communication with intermittent
connectivity. The message reliability is achieved using techniques like store-andforward. Hence, the nodes have to store the data before transmitting it. DTN are
used is in space networks [26], where the nodes have to deal with the asynchronous
communication and delayed exchanges of information. Other applications include
sensor networks or mobile devices.

1.2

Motivation

A partition-tolerant manycast algorithm called Random-Walk Gossip (RWG) was presented and evaluated [2] in order to disseminate information in disaster areas. RandomWalk Gossip does not rely on any pre-existing infrastructure and can deal with intermittent connectivity in sparse areas, mixing both the capabilities of MANET and DTN.
In a disaster area everybody should be able to communicate with each other. The
more people can communicate, the more chances of success there are. Therefore, due
to the fact that current mobile phones are one of the most used wireless communication
devices, the implementation of RWG in a mobile phone is an obvious option.
Even though years ago there were few manufacturers and operating systems (OS) in
the changing mobile phone market, nowadays there is a big battle to keep up and also to
increase market shares in a very competitive market. Although the market of Symbian
is decreasing, it continues being the biggest OS in the mobile market. Since Symbian
OS is the most spread mobile phone operating system [5], it is a good candidate for an
implementation of RWG in order to reach a large population.

1.3

Goals

The aim of this master’s thesis is to implement the protocol using wireless infrastructureless communication in mobile phones. For that purpose, the main objectives were identified:
• Implementation of the fundamental functionalities of the RWG protocol in the
Symbian platform.
• Development of a client application running in Symbian to test the protocol and
provide visibility.
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• Demonstration of the protocol running on different Symbian based smartphones.
• Provided that time is available within the framework of the thesis, port the protocol
to other platforms to provide heterogeneity.

1.4

Intended audience

This work is targeted towards anyone who is interested in MANET, DTN or how to
develop for Symbian. The document does not assume special knowledge in these topics,
due to the explanation in the following chapters. Chapters 2 and 3 provide enough
information in order to understand the decisions that were taken for the implementation.

1.5

Structure

An overview of the report is presented with a summary of the main contents of each
chapter:
Chapter 2, Random-Walk Gossip protocol. In this chapter the fundamental features
of the protocol will be described. Therefore, the chapter is intended to make the reader
understand the characteristics of the protocol.
Chapter 3, Symbian. This chapter concerns the Symbian platform, the changes that
affected the project and the differences between Symbian OS and Symbian Platform. In
order to implement the protocol, the study of the Symbian OS is necessary. The chapter
also covers the most common developing languages and options.
Chapter 4, Implementation. Once the basics of Symbian are described, the architecture of the implementation and every decision that was taken are presented. The chapter
covers the implementation of the protocol, the development of the GUI application the
communication between the protocol and the application. Finally, the porting of the
protocol and the application to different platforms is described.
Chapter 5, Evaluation. The most important functionalities of the protocol are tested
explaining the most significant issues found. This chapter also covers the evaluation of
the protocol implementation and the application.
Chapter 6, Conclusions. In this chapter the implementation-specific observations are
explained and protocol-specific issues discussed. The chapter also presents the summary
of the conclusions and describes the suggested future work.

1.6

Related work

So far, there are two implementations of the RWG protocol. The first one is an implementation in the network simulator 3 (NS-3) that was presented and evaluated [2] in the
same paper where it was described. This implementation covers all the characteristics
of the protocol in a simulated environment, evaluating its performance in comparison to
another protocol.
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The second one is a Linux based fundamental implementation of the protocol [29].
This user-space implementation covers the main parts of the protocol without implementing the energy conserving functionalities. The RWG protocol frame is built on top
of 802.11b protocol. This implementation is working in Linux based devices, such as
laptops and handhelds (e.g. Nokia N900 or Android phones).
There are also two interesting works related to DTN and MANET in Symbian phones,
however, they are not related to disaster areas.
The first one is a DTN prototype for Symbian mobile phones using Bluetooth and
WLAN technologies [25]. The implementation relies on ad hoc communication using the
Bundle Protocol. The interoperability of different Symbian phones using the prototype
and laptops using a different DTN implementation is also demonstrated.
The second one studies the use of Bluetooth for MANET in Symbian-based smartphones [18]. The design of a middleware API provided to high-level applications is
proposed. However, the implementation in real devices is not already done in this study.
This work also studies the advantages and disadvantages of using Bluetooth for MANET
in comparison with IEEE 802.11.

Chapter 2

Random-Walk Gossip protocol
RWG is an efficient manycast protocol designed for message dissemination in intermittently connected MANET [2]. In this section the basis of the protocol will be explained.
For that purpose, the characteristics and terminology of the protocol are described in
order to give to the reader a first idea of the protocol.

2.1

Characteristics

Manycast: the goal of the protocol is to disseminate a message to k nodes. The intended
sender decides how many nodes the message has to reach. The message will be
k-delivered if the number of nodes that have received the message is k or more.
Regarding a message m, a node will be informed if it has received m, otherwise
uninformed. The status of the message is as follows:
• Active: an exchange of the message is happening. The node that is currently
disseminating the message is called custodian.
• Inactive: the message is silently held by a node which is not the custodian.
• Delivered: the message is k-delivered.

Partition tolerance: the protocol is able to deal with intermittently connected networks. It uses a store-carry-forward like mechanism. The node stores the messages
and carries them while it is moving to another area. Once it finds another node,
it forwards the message. The mechanisms used for this purpose will be explained
in section 2.5 of this chapter.
No network topology knowledge: since MANET do not need any pre-existing infrastructure, a network can be set up quickly without knowing the network topology. When the nodes are within the wireless range of the others, they can exchange
messages without having a priori knowledge of the network topology.

7

CHAPTER 2. RANDOM-WALK GOSSIP PROTOCOL

8

Bandwidth and energy efficient: RWG transmits few data packets per message and
it uses several mechanisms to avoid unnecessary transmissions. This allows a node
to not waste energy in useless retransmissions.

2.2

Type of packets

In order to understand the fundamental communication part of the protocol the different
types of packets are described. Message refers to the logical entity that is disseminated
in the network, that is, the data generated by the application. Packet refers to the 4
different types of packets sent to the network by RWG. Every packet is sent in broadcast,
in other words, to all the nodes of the network within the radio range. Therefore, there
is no need to know about the identity of the surrounding nodes.
The packet exchange of RWG is shown in Figure 2.1. The node A (the current
custodian) sends a REQF (1). Then, it receives the reply (2) and randomly chooses the
next custodian, which is C. A sends an OKTF (3) to C in order to make C the new
custodian. C will start disseminating the message.

Figure 2.1: Three part exchange in every encounter.
Request forwarding (REQF) is the packet sent by the custodian starting to disseminate the message over the network. Since it is the only packet that carries the
data of the application, the protocol sends less bytes to the network.
Acknowledge (ACK) is the packet sent by the receiver of the REQF in order to ensure
the custodian that it has received the message. Thus, the custodian knows which
nodes are in its vicinity, i.e. obtains their ID at this point.
OK to forward (OKTF) Among the nodes that have sent an ACK within a defined
time since the sending of the REQF, the custodian randomly chooses one of the
nodes and sends OKTF. The intended receiver of the OKTF will be now the new
custodian and will start forwarding the message, starting a new random-walk.
Be silent (BS) is the packet sent when the message becomes k-delivered. If a node
receives a BS packet, it automatically changes the state of the message to delivered.
This avoids more packets to be sent when the message has reached k or more nodes.
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Header

Every packet sent contains a header that will be described field by field in order to
explain some concepts of the protocol:
Table 2.1: Header of RWG.
packetLength
groupSize

type
hops
sequenceNumber
origin
target
sender
timeToLive
informed
...
toAvoid
...

• packetLength: it indicates the total length of the packet including the header.
Header’s size is fixed and it depends on the number of bytes assigned for the
informed and toAvoid fields which are described below. Since REQF is the only
packet which contains the data of the application (i.e. the message to be delivered),
packetLength will be fixed except for the REQF packet. In this case, the size of
the REQF packet will be the sum of the header size and the payload size, where
the length of the informed and toAvoid fields must be fixed in advance in the
implementation.
• type: as previously stated, there are four types of messages: REQF, ACK, OKTF
and BS.
• hops: the hops field contains the number of hops done by a message. It is defined
as the number of attempts of sending the message or how many times it has been
forwarded, therefore the hop count is incremented for every REQF sent.
• groupSize: the groupSize defines the number of nodes to reach, k.
• sequenceNumber: the sequenceNumber is used in combination with the origin
field to identify a message and distinguish it from others.
• origin: the origin field is the source address of the message.
• target: the target field is used in OKTF packet, indicating the address of the
node that would like to be the next custodian.
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• sender: the address of the node that has forwarded the packet.
• timeToLive: the timeToLive is a limit in period of time. It indicates the time
that a message is allowed to remain in the network. A message can be deleted if
the timeToLive expires or if it is k-delivered.
• informed: the informed field is a bit-vector which contains the number of nodes
that are informed about a certain message. Each bit represents one node. A
standard hash function is used in order to map a node to a bit.
• toAvoid indicates which nodes the message should avoid to visit. It is used to
avoid unnecessary packet transmission as will be described later on in section 2.6
of this chapter.

2.4

Event-based

As specified in the pseudo code [2], the protocol is based on procedures that have to
be executed in specific times. This procedures are scheduled and can also be cancelled.
For example, this is used to organize the messages that will be sent or to activate a
mechanism periodically. The normal flow of the messages (REQF-ACK-OKTF-REQF)
will be briefly explained as an example:

Figure 2.2: Schedule the handleACKs procedure.
The custodian sends a REQF and schedules the handleACKs procedure in a defined
time Ta. The receiver node has to send the ACK within this time, in order to be a
candidate for receiving the OKTF. After Ta, the custodian will randomly choose one of
the ACK senders and will send the OKTF. For a deeper explanation the reading of the
algorithm is recommended [2].
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Partition tolerance mechanisms

Since IC-MANET (Intermittently-Connected Mobile Ad-hoc Networks) can be partitioned, RWG offers the following mechanisms in order to disseminate messages in intermittently connected networks:
wake: this mechanism is activated every time that a node receives a packet. The idea
behind wake is to send all the messages that the current sender of the packet does
not have. However, the messages have to be inactive in order to be sent. The
reason is that the node is not going to send a message which is already intended
to be sent (i.e. in active state). The state of the messages that have been woken
up will be active. The Figure 2.3 represents the wake mechanism. The node A
sends a packet to B (1). B realizes that A is not informed about some messages
looking in the informed vector of messages in its buffer (m2, m3, m4). B sends the
inactive messages that A does not have (m2, m4) after waking them up (2).

Figure 2.3: The wake mechanism.
wakeOnePacket: this mechanism is activated when there has not been a packet exchange for a while. The node chooses an inactive message with least number of 1’s
in its informed header field (i.e. the one which has reached fewest nodes so far).
The node changes the state of the message to active and forwards it. Thus, this
mechanism avoids the network to become permanently silent.
Supposing that two nodes are keeping their inactive messages silently, there are
two possibilities when they meet in a certain moment. One of the nodes sends
a message from the application or the inactive messages are woken up somehow.
WakeOnePacket wakes up one message which results in an exchange of messages.
Figure 2.4(1) shows the case when A and B have 4 and 5.8 seconds left respectively
before their wakeOnePacket timers expire. When the nodes are in contact after 4
seconds (2), A wakes up the most uninformed message and sends it to B.
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Figure 2.4: The wakeOnePacket mechanism.

2.6

Energy efficiency

Every transmission of a packet consumes energy. Therefore, avoiding unnecessary transmissions the protocol can reduce its energy consumption. The methods for avoiding
extra transmissions are explained in this section.
• BS packets: Once the message is k-delivered it avoids more packet transmissions
of the same message.
• Active state: the packets of the messages that are in progress of sending are
not woken up by wake or wakeOnePacket. Otherwise, more packets of the same
message would be sent.
• ACK sending limit: after every REQF sending, nodes store the ACKs that have
been overheard in the vicinity. A node will not send its ACKs if it has received
more ACKs than a certain number, L. In other words, if there are enough ACKs
in order to continue the message transmission flow (REQF-ACK-OKTF), a node
will not send new ACKs.
• toAvoid: this is a copy of the informed vector that a node uses to know if it
has to avoid the sending of an ACK or not. The node will look if it has taken
part in a previous exchange of packets of the message, and if it is the case, it will
not send its ACK. Thus, as the name says, this avoids many exchanges of packets
if some nodes are uninterruptedly connected. The example of Figure 2.5 shows
the functionality of toAvoid. Once the node C is the new custodian (4), it will
disseminate the message. As node A and node B have been part of the previous
exchange, they will not send their ACK (5).
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Chapter 3

Symbian Operating System
Symbian is an operating system (OS) designed for mobile devices. It was developed
by an alliance of several companies, such as Nokia, Sony Ericsson, Samsung, Siemens,
Motorola, LG and PSION. The company owner of the operating system (Symbian Ltd.)
was created in 1998 to compete with the Palm OS and Windows Mobile.
Mobile devices are small-sized computing devices designed for many applications with
limited processing power and memory. Within this general term we have personal digital
assistants (PDAs), mobile phones, pagers, e-book readers and digital video cameras
(DVC) among others. Smartphones are mobile devices which work as mobile phones
but also offer similar functionalities as personal computers. For example, they can unify
a mobile phone, an audio and video player and a digital camera within the same device.
At the time of writing this thesis, Symbian is leading the worldwide smartphone OS
market share with 46.9% of sales to end users, when in 2008 its market share used to
represent 52.4% of the total market [14]. According to another source [5], it had 46.2%
of the market share of smartphone OS by shipment volume in 2009.

3.1

Symbian evolution

Projects are often affected by their environment and their starting time. In fact, some
important changes happened in Symbian since the start of this master’s thesis. In what
follows a brief overview of the recent developments of Symbian is presented in order
to understand some decisions that were taken during the implementation phase of this
thesis work:
• On 24th/June/2008, after an agreement among the members, Nokia acquired the
shares that they did not already own of Symbian Ltd. The purpose of Nokia was
to create the Symbian Foundation and the Symbian Platform. On the same date,
the Symbian Foundation was founded by several members.
• In March/2009 the foundation announced its intention to unify different Symbian
user interfaces into a single one based on Nokia Series 60 (S60).
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• In April/2009 the foundation was completed.
• On 24th/February/2010 the Symbian Platform is officially made available as open
source.

3.1.1

Characteristics

As stated before, Symbian is an operating system (OS) designed for mobile devices and
smartphones with features that include multimedia support, a TCP/IP stack, file system,
a graphical user interface framework and libraries for all the communication features.
Some of its characteristics are described below [23]:
Resource constrained devices: Symbian is designed for devices that do not have as
much memory or processing power as a computer or a laptop. Hence, the OS and
the way to develop applications for it are optimized in terms of memory use and
power consumption.
Microkernel: Symbian OS uses the microkernel EPOC Kernel Architecture 2 (EKA2).
Microkernel means that the kernel only contains the necessary operating-system
primitives and the generic services can be implemented on top of it. EKA2 is a
real-time microkernel that supports the full mobile phone signaling stack and the
user applications. Thus, it makes possible to execute both in one processor. EKA2
was introduced in Symbian OS v8.1 and it became the standard kernel in Symbian
OS v9. It is closely compatible to its predecessor (EKA1), with the main difference
of the real-time behavior of EKA2.
Multitasking: Symbian OS is pre-emptive multitasking, it allows the context switch
among different processes. Therefore, more than one application can be executed
at the same time, allowing a user to listen to music while checking his e-mail for
example.
Server-Client like architecture: resources are shared between multiple users. Applications use different services accessing to servers (e.g. file server...). A server
receives commands and it executes them one by one. The kernel itself is also a
resource server, whose task is to manage the hardware resources.
Event-driven programming model: the user interaction is captured as events and
then the application can use them as inputs. If the application is not actively
processing the events, the CPU is turned on to low-power consumption mode.
Lack of user interface: Symbian OS separates the kernel from the user interface. It
provides a graphical user interface (GUI) framework, where on top of it different
user interfaces can be used. Some of them are Series 60 (S60), User Interface Quartz
(UIQ) or Mobile Oriented Applications Platform (MOAP). The applications and
the OS use model-view-controller (MVC) design.
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the architectural view of Symbian OS is described using five

• UI framework layer: as previously stated, this layer provides the frameworks
and libraries for building up a user interface. The layer is based on a core
framework (Uikon) defining the basic GUI behavior that is defined for a concrete implementation (S60, UIQ or MOAP for example).
• The application services layer: this layer provides non user interface support
for applications.
• OS services layer: servers, frameworks and libraries are provided in this layer.
Services are categorized with four different names: generic operating system services, communications services, multimedia and graphics services and
connectivity services. For example, the TCP/IP networking stack, the C
Standard Library and the Window Server can be found here.
• The base services layer: this layer provides the lowest level user services.
Due to the microkernel architecture, the file server and the user library are
implemented in this layer.
• The kernel services and hardware interface layer: basically it contains the
kernel of the operating system and the supporting components.

3.1.2

Symbian Platform

Symbian Platform is the open source OS and software platform announced on 24th
February 2010. Its release was done by the Symbian Foundation with the Eclipse Public
License (EPL).
Unlike the proprietary Symbian OS, the Symbian platform consists of the Symbian
OS (v9.4) and the S60 5th Edition user interface. Nokia S60 platform is the most shipped
user interface platform for Nokia devices, which contains a suite of libraries and standard
applications for the Symbian OS. Moreover, it has been licensed for other companies,
for example, Lenovo.
Next follows the versions released by the Symbian Foundation regarding the Symbian
Platform:
• Symbianˆ1 includes Symbian OS v9.4 and S60 5th Edition with a commercial
license.
• Symbianˆ2 is the royalty free release where most of the code is under a proprietary
SFL license. Symbianˆ2 is the first open version of the Symbian Platform which
extends Symbianˆ1. Furthermore, it is the first platform hosted by the Symbian
Foundation.
• Symbianˆ3 is the second open version of the Symbian Platform, extending Symbianˆ2 in many ways. The release is expected for the first half of 2010. One of
the most important issues is the availability of the Qt 4.6 application framework.
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Qt will be described later on in the Developing for Symbian section. The first
smartphone announced with this platform is Nokia N8, which will be released in
the third quarter of 2010.
• Symbianˆ4 will be released in the second half of 2010, with supporting devices
shipping early 2011. The Qt 4.6.1 application framework will become the standard
environment for GUI.
As evident by the time line of developments presented above, all the smartphones that
were available at the time of writing were using the proprietary version of Symbian OS.

3.2

Developing for Symbian

Smartphone devices have features that are different from desktop or laptop computers.
These differences should be considered when developing an application in a mobile phone,
taking into account requirements like energy-efficiency, resource-limited hardware, etc.
Due to these limitations the operating system must not use much memory or waste
resources. For the same reason, some guidelines should be followed when developing an
application.
Applications for Symbian can be developed using several languages, such as Symbian
C++, Java, Python, Open C/C++, Ruby, Lua, Perl, Open Programming Language
(OPL) or using web technology (Flash Lite or Web Runtime (WRT) widget development). Although there are many languages that can be used, some of them are in early
stage (Ruby) or are not currently used very much (OPL). Moreover, Java was not the
chosen candidate since a Java implementation of the protocol was already in progress.
Therefore, in this section the main suitable languages or methods to develop the protocol
on Symbian are studied, explaining more deeply the native language.

3.2.1

Symbian C++

Symbian OS is almost entirely written in C++, so is the main language to develop
for it or its API. Since the first version of the OS (EPOC32) was created before the
standardisation of C++, the native language in Symbian is a variation of C++. Thus,
Symbian C++ fulfills some of the features of the standard C++, such as inheritance,
encapsulation, virtual functions, function overloading or templates. However, the Standard Template Library (STL) is not supported, the Standard Library is incomplete and
POSIX is partially supported. Therefore, Symbian C++ has a steep learning curve because of the device type for which it was focused and the non-standard features that are
described below [15] [4]:
Classes: Special classes are used in Symbian.
• T classes are the classes that encapsulate one or more data types. Since a
T class does not have destructor, the data type which is contained does not
require a destructor.
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• C classes inherit from Symbian CBase class. C classes are stored in the heap
and referenced by pointers. All the data members are initialized to 0 when
instantiated and the destructor is called when the object is deleted.
• R classes: resource classes are used to control objects that are implemented
somewhere else. The client sides of many client-server implementations are
R classes and in the same way, many clients of the Symbian OS API are
implemented using this type of class. RFile and RSocket are examples of
resource classes.
• M classes are interface classes. Mixin classes are abstract classes used to
define an interface for other classes.
Basic types: Symbian C++ uses its own basic data types mapped to the standard
C++ in order to provide machine and compiler independence. Hence, within
the Symbian C++ code TInt16, TText8 or TAny can be found instead of signed
integer, unsigned char or void respectively.
Descriptors: since there was no suitable class or library in the standard C++, the
descriptors were created, which are basically type and memory safe strings. Descriptors are data buffers that encapsulate data, its type, its size and methods, thus
preventing memory overflows. There are several types of descriptors depending on
the data that they contain and all of them are inherited from the abstract class
TDesC.
Exception Handling: Symbian OS uses a special error-recovery model intended to
handle the errors that can be expected on resource constrained devices, such as
run out of memory, low power, intermittent connectivity, lose a file system (sd
card), etc.
• Leave and TRAP: the mechanism is similar to try, throw and catch of the
standard C++. This mechanism was introduced due to try, throw and catch
were not part of the standard. Nowadays, since Symbian OS v9, leave and
TRAP are built on top of the C++ exception handling.
• Cleanup stack is used in order to clean objects allocated on the heap in a
function that can leave, in other words, in case something goes wrong. If a
function that has allocated an object leaves, the object has to be cleaned.
For this purpose, the stack has entries of objects that should be cleaned if
something goes wrong during the execution. This is done using the push and
pop methods of the CleanupStack class, following the next steps: store the
pointer of the object in the stack and use the object in a function that may
leave. If the function leaves, the objects will be deleted. Otherwise, the object
should be popped and deleted after its use.
• Two-phase construction is a pattern used for preventing memory leaks during
the construction of an object. The safe and unsafe parts of a constructor are
separated until the object is pushed into the cleanup stack.
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Active Objects and asynchronous functions: although Symbian OS is able to deal
with multiple threads, implementing them is discouraged in favour of using active
objects and asynchronous functions. The motivation behind it is the performance
issue, i.e. reducing context switches by means of using a kind of event-handler
single thread. Instead of blocking the thread waiting for an event, an asynchronous
function is called. All active objects are run in a single thread, called the active
scheduler. Therefore, if an active object is running another cannot be run at the
same time. The active scheduler contains an event-dispatcher and a list of active
objects introduced by asynchronous functions.
Unique identifiers (UID): these signed 32-bit values are used by Symbian OS to
identify applications and other data types. They are used to distinguish between
an EXE and a DLL and between a shared library and a polymorphic DLL. They
are also used as secure identifier which is required by the platform security.
Platform security: is the security model created to protect users from the risk of
misbehaving software while preserving the platform open. The platform security
restricts the access of the developer to sensitive functionalities or data. This restriction is implemented using capabilites as tokens of trust. In order to use some of the
features of the smartphone, the application has to be signed with the appropiate capabilities. Moreover, some of them can be only used by Symbian developers, which
means purchasing the membership. There are different categories depending on the
functionality that they are protecting: basic capabilities (Local Services, Network
Services or ReadUserData), extended capabilites (PowerMgmt, ReadDeviceData
or Location), accesible via certified signed (NetworkControl, CommDeviceDrivers
or MultimediaDeviceDrivers) and manufacturer-approved capabilities (AllFiles or
digital rights management).

3.2.2

Python

Python is a high-level open source multi-paradigm programming language, which means
that it allows different programming styles, such as object-oriented, functional programming or imperative. Some features are the automatic memory management, the code
readability with a clear syntax and the use of an interpreter. Hence, programs do not
have to be compiled or linked. The main objective when Python was created was to
design a language which could be easily extended. This is achieved using modules that
can be also written in C or C++. The main program can be divided in different modules that can be called from other programs. The standard library of Python contains
modules that can be used for several purposes. The latest version is 3.3.3.
Python can be used in the S60 platform thanks to a porting by Nokia called Python
for S60 (PyS60). It is compatible with Python 2.2.2. As Python, PyS60 is thought for
rapid application development, thus Nokia notes that Python for S60 may be used as
a prototyping tool in order to market faster Symbian C++ or Java applications [12].
However, PyS60 can be extended using Symbian C++ or Open C/C++. It provides

CHAPTER 3. SYMBIAN OPERATING SYSTEM

20

the runtime, the script shell and the SDK, where there is support for GPRS network,
Bluetooh sockets or native UI objects among others. All the features of the phone are
not supported yet.

3.2.3

Open C/C++ (P.I.P.S.)

P.I.P.S (P.I.P.S. Is POSIX on Symbian OS) is a set of libraries that allows the developer
to write standards-compliant code for Symbian OS. POSIX stands for Portable Operating System Interface for Unix, standards specified by IEEE for defining programming
interfaces. It provides a more familiar programming interface than Symbian C++ and
can help C/C++ language programmers to easily port their applications to Symbian
OS. P.I.P.S. attempts to comply POSIX.1 and POSIX.1c.
Open C is a set of open source libraries ported to Symbian OS on top of P.I.P.S.
(libssl, libz, libcrypto, libcrypt and libglib). There are also some add-ons that extend
P.I.P.S. However, there is no support for some phone features like the camera. However,
Symbian C++ and P.I.P.S. code can be mixed in order to use Symbian C++ APIs
(hybrid applications). No UI libraries are included, so P.I.P.S. is intended to be used as
the back end engine.
P.I.P.S. is implemented overlaying the native API with wrappers that are standard
compliant. Often, the term Open C/C++ is used referring to the middleware that is
on top of the native Symbian C++ API. Nokia reports that the performance characteristics should closely match those of similar native Symbian API [13]. Due to Symbian
OS design, some of the functionalities of some libraries are emulated and present limitations. The lack of signals is one of the most important, meaning that Inter-Process
Communication (IPC) with signals is also not supported. The elements that have been
described before can be found in the architecture of P.I.P.S. and Open C, Fig. 3.1.
The glue code configures the environment, inherits file descriptors, connects parentchild pipes and redirects the command-line before starting the main routine of a program.
As stated before, the middleware overlays the Symbian OS native API. There are
many issues and limitations that have to be studied before developing or porting an
application. Regarding the back end (Fig. 3.2), some of them will be covered here as
examples, but for a complete description the reading of the documentations is recommended [10].
• In Symbian OS a thread can be created with its own heap. In Unix, on the contrary,
the heap is shared among different threads within the process. Although pthreads
are wrappers over RThreads, in Open C/C++ every thread will have a Unix-like
behaviour, sharing the heap of the process. The size for the heap is limited to
1MB, but it can be increased if is needed. Nevertheless, the code written or ported
to Symbian OS should be adapted to memory-constrained devices.
• The stdioserver has to be redirected to a console, file or COM port using a configuration file within the system. The configuration file can be used for every
application or a specific configuration file can be used for each one.
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Figure 3.1: Architecture of Open C/C++ [10].

Figure 3.2: Backend of Open C/C++ in detail [10].
• IPC resources are created on the heap of the IPC server. Therefore, as every object
is sharing the heap of the IPC server, the number of them is limited by the size of
the server’s heap.
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• File input-ouput of libc is buffered, so for small data exchanges it will have better
performance. This can be disabled if the program needs so. Pipes are created with
512 bytes of size, and they will be blocked if the code writes 512 bytes without
reading.

3.2.4

The Qt framework

Qt is a cross-platform application and UI framework that can be used to write an application once and develop it for different platforms [32]. Qt v4.5 is a free and open source
software distributed under LGPL 2.1 license. However, there is a commercial license to
develop proprietary software without sharing the source code. Qt belonged to Trolltech
until the 17th June 2008, when Nokia acquired the company. It is most notably used in
KDE, Google Earth, Skype, Adobe Photoshop Album, VirtualBox, etc. At the time of
starting this thesis Qt supported the following platforms:
• Embedded Linux
• Mac OS X
• Windows
• Linux/X11
• Windows CE/Mobile
• Symbian (beta)

Figure 3.3: Open C/C++ and Qt on Symbian [11].
On 23th June 2010 Nokia released the Nokia Qt SDK supporting Symbian, Maemo
and forthcoming MeeGo devices from Nokia.

CHAPTER 3. SYMBIAN OPERATING SYSTEM

23

Qt uses C++ natively, but can be also used in other languages by means of several
bindings. Binding refers to the adaptation of a library written in one programming
language to be used in a different language. Qt programming is different from pure
C++ programming because its implementation is based on macros. These macros are
used to generate additional C++ code with meta information, which is used by Qt to
provide non-native C++ programming features (signal/slot system for example). It is
object-oriented.
Qt provides the Qt C++ class library, which contains many API to develop GUI and
non-GUI applications, such as advanced GUI (emulates the native look of the different
platforms), 3D graphics with OpenGL, multithreading, networking, XML parsing, file
handling or database access among others.
Qt also allows developers to make their applications scriptable using an interpreted
scripting language: Qt Script (based on ECMAScript/JavaScript). It is part of the core
of Qt since Qt 4.3.0.
In Symbian, Qt is built on top of Open C/C++ (Fig. 3.3) and is thought to make developing applications simpler than with Symbian C++ and port them easily to multiple
platforms.

3.2.5

MoSync

MoSync is a complete open source SDK to develop mobile phone applications. The
framework currently supports development for Windows Mobile, Symbian, J2ME and
Moblin platform.

Figure 3.4: MoSync runtime architecture [24].
MoSync only supports mobile phones (the model has to be chosen a priori) and has
a runtime architecture. The MoSync runtime systems are virtual machines smaller than
100k. Where possible, they recompile the program to native ARM machine code before
executing it. If it is not possible, the static recompilation is necessary.

Chapter 4

Implementation
In this chapter the basis of the implementation will be described. The implementation
covers the protocol, its communication with the application and the graphic user interface
(GUI) application. Since the implementation is mostly focused on Symbian, the porting
of the protocol to other platforms will be explained in the heterogeneity section. The
tools used for developing the implementation are described in appendix A.

4.1

RWG implementation

In this first section the structure of the implementation and the main decisions are
presented and motivated. All the choices were made studying the protocol in detail and
taking into account the most relevant aspects of it.

4.1.1

Language Choice

As stated before, different languages provide different approaches to solve problems.
Since the protocol is thought for disaster areas, portability and efficiency were the main
considered aspects.
Symbian C++ is a native and efficient way of developing applications for Symbian.
Nevertheless, Symbian C++ APIs and its deviation from the standard C++ have a fairly
steep learning curve and present lack of portability. Moreover, Qt will be the standard
GUI environment in Symbian 4 and Maemo, thus the user application is written using
Qt.
Python is a high level programming language suggested by Nokia in order to develop
prototypes or proof of concept applications. For that reason, writing a protocol in
Python is not the best choice, however, it could be used in combination with Symbian
C++ and Open C/C++.
MoSync uses a runtime architecture and it is only portable to mobile devices. As the
use of their SDK and libraries is necessary, it makes the porting of the implementation
to other platforms (e.g. desktop platforms) more difficult.
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The most suitable option regarding the scenario of a disaster area was Open C/C++.
It is POSIX compliant, offering a more familiar programming language and portability
options. Furthermore, Nokia notes that the efficiency of Open C/C++ should be as
native programming [13]. Indeed, it provides flexibility by means of giving the option
of combining it with Symbian C++ or Python making possible the use of native APIs.
Furthermore, Qt is developed in Symbian on top of Open C/C++.

4.1.2

User space vs. Kernel space

At the start of the project, the only alternative to develop for the phones that were
already in the market was a user space implementation using the provided APIs.
However, there was a chance of compiling the part of Symbian OS that was open
source and implementing the protocol in a lower layer. The user space implementation
was preferred due to portability. Moreover, the only phone-like device that the Symbian
Foundation was using was Zoom2 of Texas Instruments, whose WLAN driver was still
under development.

4.1.3

Wireless communication

The implementation should rely on a widely spread wireless communication technology.
Nowadays, Bluetooth and IEEE 802.11 are a common feature in many devices.
Bluetooth is designed for low power consumption devices and its transmission range
varies with the transmission power, presenting three different classes:
• Class 1: 100mW and about 100 metres.
• Class 2: 2,5mW and about 25 metres.
• Class 3: 1mW and about 1 metre.
Most mobile devices are using class 2 and class 1. Using Bluetooth in a MANET presents
the following restrictions [18]:
• Limited number of connected nodes, up to 10 nodes.
• Connection oriented protocol, which means establishing a connection before sending any packet.
• No broadcast to all neighbours. First the connection to each neighbour is needed.
Then, the data is sent point to multi-point (maximum of 7 nodes).
IEEE 802.11 defines how the link and physical layers work in a WLAN. Mobile devices
are usually using b/g specification, where the transmission rate is up to the theoretical
limit of 54 Mbps (the average is 22 Mbps for g specification). In IEEE 802.11 ad hoc
mode the stations do not associate with each other creating connections and in Symbian
there is no maximum node number restriction. The minimum transmission power defined
by the standard is 1mW whereas the maximum transmission power level allowed for the
g specification depends on the country:
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• Americas: 4 W EIRP (Effective Isotropic Radiated Power)
• Europe, Middle East and Asia: 100 mW EIRP
• Japan: 10 mW/MHz EIRP
Firstly, the range depends on the transmission power, where more transmission power
means more energy consumption. Secondly, in almost all mobile devices the range of
IEEE 802.11 is bigger than the range of Bluetooth. Moreover, the transmission power in a
WLAN can be changed in some cases, allowing more flexibility. Thirdly, the transmission
rates are better in WLAN than in Bluetooh. Finally, since the NS-3 implementation
relies on IEEE 802.11 and taking into account the limitations of Bluetooth for MANET,
implementing the protocol using 802.11 was the preferred choice.

4.1.4

Architecture design

Each decision was taken regarding the main characteristics of the pseudocode of RWG
[2]. The basis of the implementation are considered here. For more detail, the source
code is available for download [16].
The protocol has to store all the messages with payload. For that purpose the
data storage was designed. The pseudo code of RWG was presented in an event-based
manner, with scheduled procedures that have to be executed at certain times. All these
procedures transmit data. The task storage and the dispatcher were designed to address
these requirements.

Figure 4.1: The architecture of the implementation.
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The architecture is divided in different components to provide modularity (Fig. 4.1).
As a consequence, each module can be changed without affecting the whole design. This
was shown to be useful at the porting time.
In order to give the reader an idea of how the implementation works, each main
component will be described pointing out the requirements that they fulfill.

4.1.5

Data Storage

The Data Storage contains RWG messages that are still alive. Every message is stored in
an object (REQFobj) that has functions to access to the needed information and perform
operations of the algorithm. Examples of these operations are change the status of the
message, increase the hop count or update the informed and toAvoid vectors. This way,
using a REQFobj, the protocol is aware whether a node is informed about a message or
if a message is expired. Some features of the objects are described below:
• Timestamp: the protocol assigns a timestamp to each message, which is the arrival
time to the node plus its current TTL. This is the latest time that the message
should remain in the network.
• Hops: instead of representing the number of times that the message has been sent,
it represents the number of nodes visited. The reason will be described later on,
in the section 4.1.9.
• ACK senders: in each object the senders of the received ACKs are stored in order
to randomly choose one to send the OKTF. This array is reseted when an OKTF
is sent.
• The group size and TTL can be changed per message.
• Create packet: depending on the type, each object has a function that creates the
correct packet to be sent. First, it checks whether the TTL has expired, avoiding
the send of expired packets to the network.
Each object is allocated on the heap and is identified with its ID, which is the concatenation of the MAC of the origin node and the sequence number of the message. The ID
and the timestamp of the messages are used in the Data Storage to sort and store the
pointers to the objects efficiently.
The protocol should not store duplicated messages, therefore it should be fast to
verify whether a message has been received before or not. Moreover, for each message
received the previously stored copy has to be checked and updated if needed. The
exchange of one message between two nodes (REQF-ACK-OKTF-REQF) generates in
each node at least one insert and two accesses to the stored data. Consequently, assuming
that there will be more accesses to the data than inserts, the architecture of the Data
Storage was decided.
The Data Storage consists in two maps of the Standard Template Library. One of
them is used to find the messages in logarithmic time and the other sorts all the messages
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by their timestamp. Therefore, if a message is expired is easy and fast to check how many
more are expired. The access time depends on the number of stored messages (Table
4.1), thus its efficiency is better than searching in an array if the number of messages is
high.
Table 4.1: Efficiency of data storage operations. N is the number of stored messages.
Task
Insert a new message
Search
Delete

4.1.6

Time
2O(log N )
O(log N )
O(log N )

Task Storage

The procedures of the protocol are called tasks in the implementation. Each task is an
object that contains the following data:
• Type of task
• Execution time
• Message ID
• Pointer to the object
The Task Storage consists of two STL multimaps, sorting the pointers of the task objects
by execution time and message ID. Since the same message can have more than one task
scheduled, the use of multimap instead of map is needed to store tasks with the same
ID. A task can be scheduled inserting it in the Task Storage. Besides, different tasks
of the same message can be deleted finding them by ID. The Dispatcher takes a task
deleting it from the Task Storage, as will be explained later on in section 4.1.8 of this
chapter.

4.1.7

Network

The Network module provides the protocol access to the network. Since the protocol
is developed for the proprietary Symbian, the only way to access the network is using
TCP or UDP. UDP was chosen for the following reasons.
TCP has to establish the connection before sending any data and its header is bigger
than the header of UDP. TCP has the advantage of being reliable, but in a disaster area
network disruptions can happen affecting its connections. UDP is not reliable, but the
RWG mechanisms can be used to retransmit packets that have not been received by
other nodes.
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IEEE 802.11 is used in ad hoc mode. The RWG network must be created in advance
using the Graphical User Interface (GUI) of the Symbian OS. The Wireless LAN wizard
can be found in the Connectivity menu of the phone. Once the connection is established
the protocol is able to send packets to the network using the Network module.
The Network module is a wrapper of network functionalities, containing UDP sockets to create the connection to the previously set default interface (rwg). It provides
functions to send broadcast packets and receive them.
Since the IP address can change in ad hoc mode [33][6], the Network module also
obtains the MAC address of the interface, which is necessary to distinguish different
nodes. This functionality is written in Symbian C++. For the same reason, the MAC
address of the device is used for the sender, target and origin fields of the header.

4.1.8

Core and Dispatcher

The core contains the Receive(m) part of the pseudocode, that is, the logic of the protocol. It receives the packets from the network and schedules tasks depending on them.
The dispatcher takes the next task from the task storage and it should execute it at a
certain time. The first design of the dispatcher was based on an event-based architecture.
However, it was changed due to the limitations of Open C/C++, making impossible the
event-based idea. Nevertheless, the architecture of the implementation is feasible in
other platforms.

Figure 4.2: A task is inserted in the first position in the Task Storage while the dispatcher
is sleeping.
Given the example of the Fig.4.2(1), the Dispatcher knows that the next task (HandleACKs for example) should be executed in 0.1 seconds. Since the CPU cannot be
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wasted using polling, all the threads must be waiting or sleeping. Therefore, the Dispatcher sleeps 0.1 seconds and executes the task. The problem appears when the core
schedules a task that has to be executed before that (REQF, ACK or BS), as shown in
Fig.4.2(2). In Open C/C++ there is no support for signals, which means that the core
cannot inform the dispatcher saying that it has to wake up and execute another task
soon. As a consequence, the task that should be executed in 0.01 seconds will suffer a
delay as is shown in Fig.4.2(3). The worst case is when the task storage only contains
wakeOnePacket, which should be executed in 4 to 6 seconds.
This issue could be solved using pseudopolling. This implicates checking the next
task time each 0.01 seconds to know if a new task has been scheduled or not. However,
this leads to the use the CPU each 0.01 seconds. In order to address this issue, a new
architecture was designed and implemented:

Figure 4.3: Revised architecture of the implementation. The threads are represented
in blue and the shared objects in green. The threads within the dashed line carry out
the same functions as the core and dispatcher before. All the threads access the Data
Storage.
The operations of the five threads are commented below:
• Core: the core is the Receive(m) part of the pseudocode. It is waiting until the network file descriptor (file descriptor of the socket) is set and schedules the answer to
the received data. This is done increasing the count of the dispatcher’s semaphore.
The core also performs the wake mechanism and stores the timestamp for the
receipt of the last packet in the task storage, which is used by wakeOnePacket.
Since the eco of the packet sent is received, the messages and commands sent by
the application are handled in another thread.
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• Application handler: it waits until the application file descriptor is set, then it
stores and sends the new message. It also takes care of the user application commands supported by the RWG API, explained in the next section.
• Dispatcher: the dispatcher waits for a semaphore, which represents the number
of tasks that the dispatcher has to take from the task storage. It sends REQF,
ACK and BS packets to the network and schedules the handleACK, inserting the
pointer to the message in a list.
• handleACK: it waits until the dispatcher increases its semaphore count and then
waits Ta (handleACKs time). Then the thread checks the received ACKs and
sends an OKTF.
• wakeOnePacket: it checks the timestamp stored by the core in order to know if
an exchange of packets has happened or not. If nothing has happened during a
certain time, it will wake one message and send it. This thread is also used for
deleting the expired messages.

4.1.9

Modifications to the original algorithm

In this subsection the modifications to the original algorithm in the implementation are
presented.
• Hop field: in networking a hop represents one part of the path between source and
destination (i.e. traversed gateways) [7]. Therefore, hop count represents the total
number of devices that a packet has traversed. In the implementation the meaning
of the hop field was changed according to that definition. In the original algorithm,
the hop field represents the number of sending attempts. In the implementation it
represents the number of traversed nodes or the number of custodians instead of
the number of sending attempts. The reason for that modification was also that it
reduces unnecessary packet transmissions and the number of senders of the message
can provide more information about the nodes in the surrounding area than the
attempts of sending. This way every node knows the number of custodians of the
message or the number of hops that the message has performed.
In the original design of RWG, when a message performs more than a certain
number of hops, the message is rejuvenated, reseting the hop count and the toAvoid
vector. Therefore, considering the scenario where all the nodes are in contact, this
will lead to unnecessary packet transmissions due to rejuvenation. In the current
implementation a different approach was adopted, adopting the meaning of the
hop field of the definition above. A possible consequence of the change of meaning
of hops is explained in the appendix G, without any significant drawback.
• Message status: in the protocol a message is active when there is an exchange
of packets of this message happening. On the contrary, it will be inactive when it
is silently held by a node that is not the custodian. The active messages are not
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sent by wake or wakeOnePaket, thus, if a node carrying active messages goes to
another network partition it will not spread them. If by any reason the network flow
(REQF-ACK-OKTF) is interrupted, it can lead to nodes storing active messages
that will not be spread. The network flow can be interrupted by several reasons,
such as packet loss or late ACKs. In the pseudocode of RWG the following cases
are not specified, therefore the message will be stored as active:

Figure 4.4: An avoided ACK response and a late ACK response.
– When an ACK is avoided by A in Figure 4.4(1), the message is still active in
A. In order to avoid this situation, if an ACK is avoided the message status is
changed to inactive in the implementation. This does not have any drawback
since the same message will not be woken up by wake in the same network
flow. The reason is that all the ACKs sent by other nodes replying to the
REQF have their sender bit set in the informed vector.
– In Figure 4.4(2) an ACK does not arrive in the Ta interval to the custodian
interrupting the network flow. Since A does not send the OKTF, the status
of the message will be active in B. This also can happen if by any reason the
OKTF is lost. In the implementation this can be avoided increasing the Ta
time. However, it also increases the latency.

4.2

RWG API

The RWG API provides the application some functions to interact with the protocol.
The application and the protocol exchange different types of messages using two named
pipes in order to achieve full duplex communication.
The protocol creates the files that will be used for the communication. The application uses the RWG API object to perform the following actions:
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Figure 4.5: RWG API message frame.
• Connect to RWG. Note that the protocol has to be launched before starting the
application.
• Get status of the protocol. This way the application knows if the protocol is ready.
• Send RWG message
• Receive RWG message
• Change TTL
• Change Group Size
• Stop connection. The application closes the connection with the protocol.
The use of named pipes presents a limitation when high data transmission rates are
desired. When the application wants to send data fast, it could be the case that the
protocol reads all the data that the application is sending as one message. In order to
distinguish the different messages and commands (e.g. change TTL), all the message
exchanges between the application and the protocol have a header. This allows to
distinguish different commands and messages if all of them are read as one message.
Therefore, the application can send messages at higher rates. The RWG API messages
are defined in the appendix B. However, in the implementation, if more than one message
is read from the named pipe by the protocol at the same time, only the first one will be
sent.

4.3

User application

The user application was developed in order to provide visibility and demonstrate the
protocol. It was also used in the functional tests.
• Design: the application is a broadcast chat which is connected to the rwg ad
hoc network via RWG protocol. It was created using Qt for Symbian. The most
important mechanism used in the application is the signal and slot mechanism
provided by Qt [3]. It connects two QObjects, allowing the sending of a signal
from one object to the slot of the other one. Slots are similar to C++ member
functions and they handle the signal. The user interface is created using this
mechanism connecting different user interface objects. For example, when the user
presses the save button, a signal is sent to the user interface that will perform the
corresponding actions.
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The application has another thread that uses the RWG API. It receives messages
from the network and passes them to the user interface emitting a signal. This
thread is also used to create the connection with the protocol, disabling some
functions of the application until it is established.

Figure 4.6: RWGChat in N97 and 5800 XpressMusic.
• Features: since the application is created using layouts, it can be used in portrait
or normal mode. The GUI is divided in three tabs as is shown in the Figure 4.6:
– The chat tab displays the received and sent messages. This tab is disabled
until the connection with the protocol is established. The user can send
messages pressing the send button on the screen or the enter button in the
keyboard, if it is available. As messages are in broadcast, the name of the
user and the options are sent within them (color of the name and timestamp).
– The configuration tab allows the change of the options of the chat and the
protocol. The user can change its name and color. The time sent can be
attached to the message in order to show that a message can be delivered
later, due to intermittent connectivity or network disruptions. The group
size and the TTL are the options that can be changed in the protocol.
– Pressing exit in the exit tab, the application will send the close command to
close the protocol.
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Heterogeneity

Since portability was an important reason considered for reaching more people in disaster
areas, showing that porting the protocol was possible was one of the goals. Heterogeneous
networks refer to hybrid networks made up of different transmission technologies over
different links or networks where different devices (manufacturer, OS...) are working
together as a single unit [19]. Hence, in order to provide heterogeneity to the project,
the protocol and the user application were ported to more platforms. It would be possible
to develop the first architecture in platforms with signal support. However, the port of
the code originally designed for Symbian was decided. Another challenge was to see the
interoperability of the protocol among Mac OS X, Linux and Symbian. The way it was
achieved is explained below.

Figure 4.7: RWGChat in Mac OS X and Ubuntu.
Porting the protocol to Linux offers an interesting range of possibilities and devices,
such as handhelds or netbooks. Since the laptop used for the Masters thesis was a
MacBook, porting to Mac OS X was also an obvious choice.
The protocol was ported taking advantage of its modular design, changing only the
needed classes. The implementation was written in POSIX-compliant code using P.I.P.S.,
which attempts to comply with POSIX.1 and POSIX.1c. These international standards
facilitate the porting of software by reducing differences between different platforms.
Moreover, since P.I.P.S. does not comply totally the standard, the code was written
taking into account the limitations of P.I.P.S. and Open C.
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Therefore, only few changes were necessary to port the protocol to Mac OS X (10.5.8).
The logic of the protocol worked without any change. However, the adaptation of the
Network class was necessary, where some options of the sockets and the function to
retrieve the MAC address of the device were completely re-written. Then, the code was
recompiled for the platform.
Few more modifications were necessary in the Ubuntu (9.10) version, mostly in the
Network class. Some adaptations were performed in the sockets and the function to
retrieve the MAC address was also re-written, which was different from the Mac OS X
version. Few lines were also changed in the semaphore class.
On the contrary, the user application was ported using Qt, building the application
for each platform. Since the application was built using Qt functions and tools, there
was no need to adapt the code. Only one line of code was changed in order to show the
main window in full screen in Symbian. The user interface in Ubuntu and Leopard is
shown in Figure 4.7. The RWG API was used without any change in all the platforms.

Chapter 5

Evaluation
This chapter is divided in two different sections. Regarding the implementation of the
protocol, its properties are studied in the functional tests of section 5.1. This section is
divided in 3 subsections, where each one studies a particular property of the protocol,
such as the ability to perform multi-hop or deal with partition tolerance. Since the
protocol has to run on a device, it is also interesting to study the protocol’s non-functional
properties when running on a given device (e.g. increase in power consumption). For
that purpose some features of the devices have been also measured. Section 5.2 presents
the studies of CPU load, memory consumption, response time and power consumption
when the protocol is running on a device.
Before the tests are described, the tools that have been used for gathering and analyzing the data are presented:
• RWGClient is a command line client application developed using the RWG API.
This program is the minimum client application for sending and receiving data. It
was used to send packets at different transmission rates.
• RWGChat: the user application was used in order to test the protocol from the
point of view of the final user.
• Wireshark is a network protocol analyzer for Unix and Windows [35]. It was used
to analyze packet exchanges of the protocol. Note that Wireshark only presents
data that has arrived to a specific node. Therefore the timestamps are the arrival
time of a message to that node.
• KisMAC is an open-source and free sniffer/scanner application for Mac OS X [20].
It was used in order to analyze the WLAN networks, the channels and the clients
that were within the networks.
• Log: a log is created in each node in order to gather data about each message. It
is developed in the data storage in a simple way, writing in a comma-separated
values (CSV) file when a message is delivered or deleted. The relevant data of each
message is the following:
37
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– MAC address of the source node
– Sequence number
– Group Size
– Bit count of the informed vector
– TTL
– Number of hops performed
– Number and type of packets sent for each message
– Timestamp of each entry in the log
• Nokia Energy Profiler is a stand-alone test and measurement application for S60
3rd Edition and later devices [27].
In the following list the devices used in the tests are presented. More details about them
can be found in the appendix C.
• Nokia N97
• Nokia 5800 XpressMusic
• MacBook
• Asus EeePC
• Dell Latitude
• Samsung NP-N130-JA02ES
• NAUTIZ X7
The tests were mostly focused in the Symbian handheld devices (e.g. Nokia N97). Its
results were also compared with some laptops (MacBook, Asus EeePc and Dell Latitude)
for the CPU load and the response time measurements.
Since the radio range of the devices using WLAN is limited, it was measured in order
to give the reader an idea of the distance among nodes in the disaster area. The NAUTIZ
X7 and the Samsung NP-N130-JA02ES were used to compare the wireless radio range
of the devices. The minimum radio range registered was 34 metres where the maximum
was more than 100 metres. The study can be found in the appendix D.

5.1

Functionality tests

In this section several tests were performed in order to prove that the protocol is working
as it is supposed to work. The behavior of the protocol was analyzed in three different
scenarios, studying the different mechanisms that it provides.
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Figure 5.1: All the nodes are within transmission range.

5.1.1

Uninterrupted connectivity

In this scenario all the nodes are within transmission range of each other. This scenario is
represented in the Figure 5.1. First, the correct behavior of the different types of packets
was studied checking carefully that all the fields of the header were filled correctly. For
that purpose, several network traces were taken using Wireshark. One of the traces is
represented here, but for more information refer to the full trace in the appendix E. This
trace (Fig. 5.2) provides evidences to verify the following characteristics of the protocol:
• Hops: as stated before in section 4.1.9, in the implementation the number of hops
refers to the number of visited (i.e. traversed) nodes. For that reason, it is only
incremented when the custodian changes. The number of sending attemps is also
stored in the log, but it is not taken into account in the protocol.
• Informed and toAvoid vectors are updated correctly in each packet. The second
node sends the ACK setting its bit in both vectors.
• toAvoid mechanism: every message exchange consists of four packets (REQFACK-OKTF-REQF). When the first node receives the REQF, it does not reply
since its bit is set in the toAvoid vector, avoiding unnecessary packet transmissions.
• The TTL is decremented correctly in comparison with the timestamp of Wireshark.
Secondly, when a message has been received by a number of nodes according to the
group size, the status of the message is changed to delivered. In this case, if a node
receives a non-BS packet of the message, the node will send a BS. It was tested as
Figure 5.3 shows.
Node B replies with BS since the message has reached two nodes (1). A does not
send OKTF. B sends ACK setting its bit in the informed vector and C does the same
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Figure 5.2: Representation of a trace of the exchange of one message between two nodes.

Figure 5.3: Two BS functional tests.
(2.2). When one node updates its informed vector and realizes that the message is
k-delivered, it sends a BS (2.3). Only one send of BS is represented in Fig. 5.3 for
simplicity. However, since all the nodes received an ACK knowing that the message is
delivered, all of them send a BS. This behavior is due to the impossibility of cancelling a
task if the dispatcher has taken it before. Nevertheless, in the case that the message has
reached k-1 nodes, only one BS will be sent. This could happen when an uninformed
node comes from another partition.
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Finally, the deletion of the messages was verified using the log and checking the
protocol behavior in the command line. Note that the message is only removed when
the TTL expires, preventing the delivery of the message more than once.

5.1.2

Multihop

Due to the limited range of IEEE 802.11, some nodes can be outside the range of others.
In this case, the nodes should forward the messages through other nodes, increasing the
hop count of the message.

Figure 5.4: Simple multihop scenario, where A and B are not in contact.
The test was done in order to check that the protocol was able to pass the message
in case when partition tolerance is not needed and a simple forwarding works. Note that
the number of messages sent is not critical if the sending rate is low enough to allow the
packet exchange without any interrupted network flow.
The TTL was fixed to 1600 miliseconds to not wake up any message by wakeOnePacket,
which was scheduled every 4-6 seconds. The RWGChat was used to verify that the messages arrived and Wireshark was used to check the exchange of all the packets. The
network trace is as follows:
The log was used to verify that the messages were sent by the last node with 2 hops.
Since the topology was hard to achieve the MacBook was used with Wireshark as the
B node in order to monitor the packets. A and C nodes were Nokia N97 phones. The
trace shows that the protocol is able to perform multihop. The details of the network
trace can be found in the appendix F.

5.1.3

Partition tolerance

Since the protocol is able to deal with intermittently connected networks, the two key
mechanisms to achieve it were tested. The process of merging two IEEE 802.11 ad hoc
networks is explained below in order to give the reader an idea of how partition tolerance
is achieved.
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Figure 5.5: Network trace of the protocol performing multihop.
• wakeOnePacket: an ad hoc network is distinguishable by its Service Set Identification (SSID) and Basic Service Set Identification (BSSID), the name of the
network and a randomly generated MAC address respectively. All the nodes of
the Basic Service Set (BSS) participate sending beacon frames to announce the
presence of a network. Beacon frames contain information about the network. In
a BSS, only one beacon frame is sent in a aBeaconPeriod, which usually is 100 ms.
The time synchronization function (TSF) is used in order to synchronize all the
stations to send only one beacon. Every node has a timer with a random delay. If
they receive a frame before the expiration of the timer, they cancel the delay and
the beacon sending. Otherwise, the node sends the beacon frame.

Figure 5.6: A node meets 2 nodes of another partition joining their network [17].
A node can join a network using different scanning modes:
– Passive scanning: the node is scanning each channel listening to beacon frames
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with the desired SSID.
– Active scanning: the node sends a probe request frame with the desired SSID.
The node that has sent the last beacon replies with a probe response, which
contains the TSF timer and the BSSID.
The node that has received the probe response or the beacon frame will adopt the
information of the network and the timer of the beacon sender if the timestamp is
bigger than its TSF timer and if the SSID is the same.
Once the nodes are in the same network, RWG needs to know that a new node
is within its network. This is achieved sending a message from the application
or using wakeOnePacket. If there is no packet exchange, wakeOnePacket sends
a REQF of the inactive message with the least number of informed nodes every
once in a while. The merge of the ad hoc networks can take time. Therefore, the
minimum neighbour discovery time in the RWG protocol is:
Ad hoc network joining time + wakeOneP acket time
Different active and inactive messages were stored in the Data Storage with different informed bit counts. The messages were correctly sent when there was no
packet exchange activity in the network. As expected, the hop count was only
increased after changing the custodian.
• wake: the other key mechanism is wake, which sends all the inactively stored
messages to the sender of a received packet. This mechanism is activated for every
packet received. In order to verify the correct operation of wake the following tests
were performed.
In the first test two nodes are out of range of each other. A carries 10 messages
that are sent to B when they join the same network. The Figure 5.7 shows that
wakeOnePacket is triggered by A (1) and after the ACK of B (2) wake is performed
(3).
The group size was 10 and the TTL was enough to assure that the messages were
not removed before wake was performed. The GUI application was used to check
if the messages indeed arrive. The test was performed three times and in all of
them all the messages reached their destination and were delivered once. Note
that the messages are not received in order due to the random scheduling time of
the REQF (0-0.01 seconds).
The same test was repeated with three nodes. A carries 10 messages, but in this
case B and C are switched off. When B and C are switched on they received all
the messages. In this case the partition tolerance was emulated.
The first test was repeated with 30 messages in order to verify the number of
packets sent. The log was used in order to check the number of exchanged packets.

CHAPTER 5. EVALUATION

44

Figure 5.7: A node enters another partition, sends a REQF scheduled by wakeOnePacket
and after the ACK reply wake is triggered.
Table 5.1: Different rounds of the test and the packets sent by each node. Delivered
messages means the number of messages arrived to the application of node B.
Test
Round
1
2
3

Delivered
Messages
30
30
30

REQF sent
A
B
60
30
60
30
60
30

ACK
A
0
0
0

sent
B
30
30
30

OKTF sent
A
B
30
0
30
0
30
0

The results of Table 5.1 are as expected. Node A sends 30 REQF and then when
node B is switched on the retransmission of the messages is done by wake and
wakeOnePacket. Therefore, B sends 30 ACKs and A replies with 30 OKTFs. The
network trace shows that all the ACK arrive before Ta. However, performing the
same test decreasing the handleACK time (Ta) some issues are revealed.
Table 5.2: Wake test with retransmissions.
Test
Round
1
2
3

Delivered
Messages
30
30
30

REQF sent
A
B
66
25
60
29
68
29

ACK
A
0
0
0

sent
B
33
30
37

OKTF sent
A
B
30
0
30
0
30
0
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The wake mechanism ensures the transmission of the messages. However, some
packets can be lost due to different reasons interrupting the network flow and
causing retransmission of the packets. The results of Table 5.2 show an important
issue to take into account. When the ACK sent by B does not arrive before Ta,
the network flow will be interrupted and the status of the message in A will be
inactive. Therefore, the message will be woken up again by wake when the next
packet is received causing retransmissions of the message sent before.
Since the processing power of the mobile phones is limited, the time spent on
sending an ACK could be higher than a laptop for example. The response time of
different devices is studied in the evaluation section of this chapter, section 5.2.3.

5.2

Device-dependent tests

This section presents the impact of the protocol and the application on the device and
how the device can affect the protocol’s performance.
Since the first implementation of the protocol was done in NS-3 [2] and the simulator
considers that nodes have unlimited resources, the evaluation tests were done in order
to discover the issues that could happen with real devices.
Regarding the nodes, the radio range and the transmission power are the only characterized features in NS-3. However, the assumptions adopted to simplify the radio
propagation model have been proven to be simplistic [21]. Moreover, a node has the
following limited resources:
• CPU
• Memory
• Energy
• Bandwidth
In this section the tests were focused in CPU load, memory consumption, time measurements and energy consumption. Bandwidth has been extensively studied in the
simulation studies [2].

5.2.1

CPU load

As stated before, the architecture of the implementation was designed to achieve less
CPU usage when the protocol is in idle state. In order to verify the CPU load some tests
were done using the Nokia Energy Profiler (NEP) in the Nokia N97 and the Activity
Monitor in the MacBook.
• MacBook: the Activity Monitor provides the CPU load per process. Since the
protocol and the application are in different processes, gathering the data of the
protocol was done only monitoring the RWG process. The CPU load in idle state
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should be close to 0% due to the threads do not perform any operation. However,
the wakeOnePacket thread is woken up every once in a while, sending a stored
message if there is any. This is reflected in the following results:
Table 5.3: CPU use by RWG protocol in idle state. The second column presents the
CPU load when wakeOnePacket thread is awake.

Buffer empty
Buffer not empty

CPU (%)
0.0
0.0

CPU (%) wakeOnePacket
0.01
0.03

The user of the RWGChat will not send more than 1 message per second on
average. Nevertheless, higher rates were also tested using the RWGClient, sending
messages at different rates. The maximum CPU load is presented in Figure 5.8 for
each sending rate. It shows that even if the protocol is sending 16 messages per
second the CPU load is less than 1%.

Figure 5.8: RWG protocol’s maximum CPU load at different transmission rates in the
MacBook.
• Nokia N97: NEP was used for acquiring CPU load data. Since NEP measures the
load of all the applications the measurements are not as accurate as the MacBook
CPU test. NEP provides CPU use as an integer every 0.25 seconds. The tests
were done with the screen switched off.

CHAPTER 5. EVALUATION

47

Figure 5.9: CPU load in idle state during a period of time.
The CPU use in idle state is between 0 and 1 %, which is similar to the CPU use
when the application is not working. The only difference is that every 6 seconds
there is a peak of 8 % as is shown in Figure 5.9. Since Open C/C++ is a wrapper on
top of Symbian C++, the behaviour of the protocol can differ from the MacBook
version. This peak exists even if there is no message stored or the wakeOnePacket
period is changed. Therefore it has nothing to do with the sending of a packet
sporadically. The peak is every 6 seconds and no reason could been established for
this issue.
The CPU load with different sending rates was also tested in the Nokia N97. In the
Figure 5.10 the maximum values of CPU load are presented without taking into account
the observed peaks. The CPU load is higher than in the MacBook due to the CPU
characteristics.

5.2.2

Memory use

Memory consumption is an important issue, even more in resource constrained devices.
The memory of a mobile phone is not unlimited, therefore the impact of the protocol on
the Nokia N97 was studied regarding two different aspects.
First, the memory consumption increase of the system when the protocol and the
application start was studied. Since the application (RWGChat) requires more memory
than the RWGClient, the test was performed with both. The average of 10 measurements
is shown in the Figure 5.11.
Note that the memory consumption increase also takes into account the memory
allocated by the operating system components. The use of memory of the Qt application
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Figure 5.10: Maximum CPU load in Nokia N97 at different transmission rates.

Figure 5.11: Memory consumption at startup of RWG protocol and RWGChat.
is more or less like the memory use of the Qt example applications provided by Nokia
(e.g. Vector Deformation). However, Qt applications are consuming more memory than
the native ones.
Secondly, the memory consumption of the protocol and the application was studied at
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a steady state. The protocol stores all the messages until the TTL of each one is expired.
The application writes in the chat screen the payload of all the messages delivered. The
Nokia N97 has 128 MB of RAM of which some part is already in use by Symbian OS.
The amount of free memory in the N97 was around 60 MB. Therefore, the protocol and
the application should have an upper limit for volume of messages stored.
The heap of each process in Open C/C++ is 1MB by default, which can be increased.
In the implementation the maximum size of a message is 512 bytes. The reason is that in
Open C/C++ pipes are buffered and 512 bytes in size, which means faster than native
performance for small reads and writes [10]. The maximum transmission unit (MTU) of a
communication protocol is the maximum size of a single data unit. The MTU in Ethernet
is 1500 bytes. In the case of changing the message size of the RWG implementation to
more than 512 bytes, the maximum transmission size without fragmentation would be
as follows:
M T U −headers(Ethernet+IP +U DP +RW G) = 1500−(34+20+8+34) = 1424 bytes
In order to avoid memory drain the implementation can be improved easily with the
following approaches:
• Delete old messages of the chat display if more than a certain number are displayed.
• Limit the maximum of messages that the Data Storage can store at the same time.
In order to have an approximate idea of the number of messages that the protocol
implementation could store with the current configuration the following test was performed. The maximum of messages sent by the protocol if the messages are not deleted
is 952 for messages of 500 bytes and 2826 for messages of 2 bytes.

5.2.3

Time measurements

The response time of the protocol in different devices was measured. The experiment
was performed outdoors in the same place and day.

Figure 5.12: The measured device is placed at 10 metres of the sender.
The measurements were done sending messages from the MacBook and monitoring
on it the arrival time of the ACK sent by the measured devices. Wireshark was used to
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gather all the data. The transmission rate was 1 packet/second and 100 messages were
sent. Since the RWGClient is the minimum application necessary to run the protocol, the
test was performed for the RWGChat and the RWGClient in each device. The average
latency of the ACK response measured from the initiation of the REQF is shown in
Figure 5.13.

Figure 5.13: Response times of the different devices with RWGChat and RWGClient
running the protocol.
As expected, the RWGClient is faster than the chat application. This difference is
even more clear in the Nokia phones. The difference between the two phones could be
that the processor of the N97 is a little bit faster. One can note that the chat affects
less in devices with faster CPU. However, surprinsingly, the response time of the Dell
takes more time than the EeePC. In order to verify whether the difference was due to
the application or the device, the following experiment was performed.
Ping is a computer network administration utility that was used in order to measure
the round-trip time between the MacBook and measured devices. The measured devices
were placed at 10 metres as in the previous experiment. Every second Ping generated a
packet and the response time was measured.
Figure 5.14 shows that the round-trip time average is twice as high in the Dell
platform compared to the EeePC platform. This is not only necessarily due to device
characteristics (transceiver, driver, CPU...), but could also be affected by the network.
For example, the Ping indoors can have a delay as high as 200 ms with the same devices
due to interferences.
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Figure 5.14: Round-trip time average of the different devices measured using Ping.
Since the response time of the protocol is slower using the application, the following
experiment was performed. As in previous experiments, the measurements were done
sending RWG messages from the MacBook and monitoring on it the arrival time of the
ACK sent by the measured devices. Then, the message load was increased in order to
see the behaviour of the response time. The devices were placed at 10 metres.
Figure 5.15 shows that the response time of the EeePC with the RWGChat is almost
constant, whereas the N97 increases significantly. Moreover, the RWGClient response
time remains almost constant. The explanation is that the application renders the
content on the screen, which is CPU consuming. Therefore, it affects the whole performance of the phone, making it slower. As a consequence, the response time of the
protocol increases if the device does not have enough processing power, which explains
of the difference between the response times of N97 and the EeePC. The Figure 5.16
shows how the average CPU consumption of the N97 rises close to 100% during the
experiment.
This delay in the response time could cause the problems of sending delayed ACKs,
exceeding the time that the sender of a REQF has to wait for ACKs before sending an
OKTF (i.e. parameter Ta). Since wake sends messages as fast as the device can, the
implementation of the protocol in a resource constrained device (e.g. Nokia N97) could
reply with delayed ACKs if in the same device another CPU consuming application is
running. This is the case of the Nokia N97 running the implementation of the protocol
and using the RWGChat application on top of it. In section 5.1.3 was proven that
performing wake some packet were retransmitted if the network flow was interrupted by
delayed ACKs. Note that the Ta used in the tests is 0,3 seconds, which is 3 times more
than the parameter suggested in the protocol description [2].
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Figure 5.15: Response times of the protocol in different devices for increasing the message
load.

Figure 5.16: Average CPU consumption of N97 with the RWGClient and the RWGChat
at different transmission rates.
The same issue happened while performing functional tests in the implementation
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phase. Delays were observed every time a trace was written in the screen using stdout
using the stdioserver of Open C.
Based on these studies could be concluded that the protocol could be adapted to
change the value of Ta when there is a high network load or before doing wake, allowing
packet exchange without interrupting the network flow. The value of Ta could be also
lower for devices that are able to reply faster, decreasing the latency.

5.2.4

Power consumption

Since mobile devices are powered by battery and every action decreases the battery level,
their operational time is limited. Batteries store limited quantity of energy, which is
consumed by the smartphone’s components. This makes smartphones limited resource
devices in terms of energy. In this section the study of the impact of the protocol
operation on the energy consumption of the devices is performed in order to see whether
the implementation of the protocol is energy efficient or not.
Power is the energy consumed per unit of time, which is the multiplication of the
voltage and the current. Energy is the power consumed during a certain time, that is,
the integral of power in time.
P = V ∗ I (W atts)
Since batteries are charged with energy, the constant power consumption in a period
consumes more energy than the power consumption peaks. The following are the most
power-consuming components of a mobile phone:
1. Display
2. Radio transceivers
3. CPU
NEP was used to gather the data presented in this section due to its good accuracy[34].
NEP was also used by other researchers to measure link and energy for mobile phones
using IEEE 802.11 b/g [30]. Its accuracy presents two different regions depending on
the power that the device is consuming[34]:
• Active use cases: -2% in 0,4W (100 mA) region. Value= 0,98 * Reality
• Standby accuracy: -30% in 0,04W (10 mA) region. Value= 0,7 * Reality
First, the power consumption of the device was studied (i.e. hardware) due to the
implementation of the protocol uses the WLAN interface and the RWGChat application
displays the content in the screen. The measurements were performed without running
the protocol.
Figure 5.17 shows that switching on the screen consumes 0,79 W due to the illumination of the screen. The content of the screen was the application menu, which does
not have any graphical activity.
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Figure 5.17: Power consumption of Nokia N97 in different states.
Since the protocol uses the WLAN interface, the power consumption in ad hoc mode
and infrastructure mode were measured. The measurements in infrastructure mode
were performed connecting to an access point, without any data exchange. The power
consumption was around 0,18 W. The implementation of the protocol uses the WLAN
interface in ad hoc mode, which means that the power consumption will be around 0,7 W
at least when the protocol is running. It was measured creating an ad hoc network using
the phone. Note that the ad hoc mode consumes more energy than infrastructure due to
the node is listening to the channel all the time and uses less power saving mechanisms.
Secondly, the power consumption running the protocol was studied in order to see
whether the power consumption increased or not. For that purpose the RWGClient and
the RWGChat were used on top of the protocol in idle and operation state, without
sending any data and exchanging data respectively.
In idle state the most noticeable increase of power consumption was due to using the
WLAN interface in ad hoc mode. Since wakeOnePacket is a mechanism that is activated
when there has not been any packet exchange for a while (i.e. idle state), its impact in
the power consumption in idle state was proved in two different tests. In the first, RWG
was running in idle state and the battery was discharged after 7:27 hours. In the second
test the protocol was sending messages every second and the battery lasted 7:18 hours.
Therefore, RWG can run on a Nokia N97 for more than 7 hours and wakeOnePacket
does not affect significantly. Consequently, the impact of the protocol in the power
consumption in idle state is due to the use of the WLAN interface.
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In order to measure the power consumption in operation state two Nokia N97 were
used. Every time that a packet arrives the protocol has to search in the buffer of messages
and check if it exists. Then, after processing the reply for the packet, it performs wake
checking the informed vector of all the messages. The following test was performed
with the message buffer of the phones empty and with 500 messages to see whether
the message storage affects the power consumption or not. The tests consisted in one
phone sending messages every second and another receiving. The power consumption
difference was not significant.
Thirdly, since the protocol is thought to exchange data using the WLAN interface,
its power consumption increase due to data sending was also tested. In order to measure
the increase the following was taken into account.
The voltage and the current are not constant. While the battery is discharging the
voltage decreases and the current increases, therefore, the power consumption is roughly
constant. The following ranges were observed during the lifetime of the battery:
• Voltage: 4,055 V - 3,291 V
• Current: 173 mA - 217 mA
• Power: 0,701 W - 0,714 W
As a consequence, in order to calculate the increase of power consumption, the power
consumption of the idle state with the WLAN active was taken as reference. Furthermore, the measurements were performed with the battery fully charged to minimize
the power consumption variations and perform the test in the same conditions. Then,
the RWGClient was used sending messages in different transmission rates. The power
consumption data was gathered with the phone during a period and the average of it is
presented.
Figure 5.18 shows that the power consumption increases when the message transmission rate is increased. It is interesting to see that at 64 packets/second the increase is
more significant. Since the device has to send more packets using the WLAN interface
it consumes more. Therefore, the increase is logical. However, the increase of power
consumption is not big in comparison with the 0,7 W of using the WLAN interface in
ad hoc mode. Therefore, the increase of power consumption is not significant.
Finally, the increase of power consumption of some CPU consuming operations was
tested. Regarding the protocol, one of the most consuming aspects is deleting many
messages from the buffer at the same time. As in the previous test, the power consumption in idle state with the WLAN active in ad hoc mode was taken as reference. The
test was performed deleting different number of messages from the buffer at the same
time.
Figure 5.19 shows that the power consumption peak when deleting messages is increasing with the number of messages up to a limit. The reason is that once the CPU
load is 100% there is a maximum of power that can consume. However, deleting 500
messages the energy consumption was more due to the CPU was working in a longer
period, consuming the same power for more time.
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Figure 5.18: Power consumption increase when increasing the packet sending rate.

Figure 5.19: Increase of power consumption deleting different number of messages from
the buffer.
Regarding the user interface (e.g. RWGChat), it was also observed that rendering
the content on the screen is one of the most computationally expensive operations. For
example, when the user changes the tab in the RWGChat the CPU load raises to 40-50%
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and can consume 0,1 W. Scrolling the menu can raise the CPU use to 80%. Nevertheless,
these increases of the power consumption are consumption peaks due to CPU load in a
certain moment.
To summarize, one could conclude that the power consumption when the protocol is
running is mostly due to the use of the WLAN interface in ad hoc mode, which is more
significant than the other consuming aspects.

Chapter 6

Conclusions
This chapter will sum up the observations from the results of the tests performed and
discuss them in three sections. First, regarding the implementation of the protocol,
some observations are presented in section 6.1. Secondly, the outcomes and the issues
revealed in the tests are discussed in section 6.2. Finally, the thesis work is summarized
presenting the conclusions and discussing the potential future work in section 6.3.

6.1

Implementation-specific observations

In Symbian, Ubuntu and Mac OS X a user can create the rwg ad hoc network using
the GUI without any privileges. However, if you want to run a script to create the ad
hoc network in Ubuntu from the protocol, the protocol has to be launched by the root,
which means that the user has to open a terminal and execute it. Although both options
were developed in Ubuntu, the first approach was preferred due to its simplicity for the
final user. The limitation of using the GUI is that in Ubuntu and Symbian there is no
option to set the wireless channel.
As mentioned before in section 5.1.3, when a device creates an ad hoc network the
BSSID is generated randomly. The limitation is that if two nodes are not in contact,
they create their own network with different BSSID. When the phones meet it takes
quite long time to join the same network. Since Symbian creates the ad hoc network
selecting the channel randomly, it can delay more the joining due to some packets will not
be heard by other nodes. The channel can be selected using the Extended Connection
Settings API of Symbian C++, which is not a public API. However, this could be solved
using the headers of Symbianˆ3 in S60 5th Edition. Nevertheless, there is no problem if
all the nodes connect to the same network at the beginning.
The communication between the application and the protocol is done using named
pipes. As stated before in the implementation chapter, if high transmission rates are
needed some messages will be discarded. The reason is that the messages will be read
in the same read call, but only one of them will be passed to the protocol. The problem
appears if the application sends messages with less than 5000 ns between messages, more
or less. This could be improved in the RWG API passing an array of messages instead
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of passing only one.
Another limitation is that in order to install the RWGChat application in a device,
the installation of the Qt has to be done in advance. Nevertheless, as stated before,
Symbianˆ4 will adopt Qt as the standard environment for GUI. On the contrary, Open
C/C++ APIs are already installed in the newest phones, such as Nokia N97, Nokia 5800
XpressMusic or Nokia 5235.

6.2

Protocol-specific discussion

The discussion section presents some ideas and thoughts about the protocol implementation and the application.
Regarding the mechanisms of the protocol, wake and wakeOnePacket are very useful
during reduced levels of network activity or approaching new partitions. This increases
the chances of spreading the message. WakeOnePacket sends a whole message in order
to wake up the message in other nodes and start the packet exchange, what could be
also done sending a beacon with the MAC. Fragmentation does not seem feasible with
the current implementation of the protocol. The reason is that different fragments could
not arrive to a node or could finish in different nodes, making the reassembly of them
impossible. Therefore, since the packet sent by wakeOnePacket is not big, sending a
whole message does not present any negative aspect.
Wake can generate the exchange of many messages. In the implementation wake is
performed in the simplest way, checking all the messages. Therefore, better approaches
for implementing wake would be interesting. Moreover, wake could lead to sending too
many messages to a node that would not be able to handle them. Furthermore, in CPU
or memory constrained devices wake can also generate a high CPU load, which could
also delay the ACK response time. Limiting the number of messages that can be woken
up by wake could be an energy-efficient approach to solve this issue.
The handleACKs time (Ta) is one of the most important parameter of the protocol
and presents an important trade-off. On the one hand, if Ta is too short the problem of
interrupted network flows, active messages and retransmissions could happen. On the
other hand, increasing Ta the latency is also increased, postponing the sending of OKTF.
Ta should be chosen depending on the application. For example, for a chat application
the increase of Ta will not be a problem.
Every time that a packet arrives, the message related to this packet is set active. If
the normal exchange of packets does not happen due to reasons like sending an ACK
after Ta, it could be the case that the message will remain active. Active messages
are not woken up by wake or wakeOnePacket. Therefore, if the node goes to another
network partition it will not disseminate the active messages. Since wakeOnePacket is
performed when there is no packet exchange for a while, the problem could be partially
solved setting inactive the active messages when wakeOnePacket is performed.
Regarding the informed vector, hash collisions may happen due to the hash function
[2]. In the implementation the size of the informed vector can be changed easily, allowing
to compile the protocol with different informed vector sizes. However, all the nodes of
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the network must have the same informed vector and know it in advance for the correct
operation of the protocol.
The sequence number of the messages is set by the RWG API. Starting it from 0
could cause problems if the node is reset and starts sending again new messages with
previously used sequence numbers. As a consequence, the sequence number starts from
a random number instead and if the sequence number reaches the maximum it starts
again from 0.

6.3

Summary and future work

The first lesson learnt, and perhaps an obvious one, is the big segmentation of the
mobile phone market. All the companies are working with their own native way of
developing applications for their phones. However, several approaches to use almost the
same code in different devices and platforms are already available, such as MoSync or
Qt. Nevertheless, they present the drawback of using another layer on top of the native
environment, a middleware or runtime for example. In Symbian the portability is more
memory consumption with Qt or the limitations of Open C. The same conclusion can be
reached in terms of developing in kernel space or user space. The user space can provide
more porting facilities, but it will have the disadvantage of a worse performance.
The same issue is also presented in networking, where choosing a protocol of an upper
layer presents the possibility of using it in more platforms. For example, in Symbian is
not possible to create frames directly on top of IEEE 802.11. However, this has to be
paid in terms of overhead. Therefore, if the aim is reaching more users, some drawbacks
have to be taken into account.
There is an important difference from the simulation environment nodes to real
devices. Since a node does not have any CPU or memory limitation in NS-3, it can send
and store many messages without any problem. However, the features of CPU or memory
constrained devices should be considered. The work in this project has demonstrated
that the CPU use of an application can increase the response time of a CPU constrained
device, affecting the performance of other applications. Therefore, more features of
mobile devices should be characterized in order to perform more realistic simulations.
Regarding the memory of a device, the storage buffer can be limited in the simulation.
However, CPU and energy consumption models are more complicated to create. The
Network Security Lab of the University of Washington in Seattle has begun to work on
a generic energy model for NS-3 [28].
The response times of different nodes can vary due to their features, but also due
to the network interferences. It has also been demonstrated that more computational
power does not lead to faster response time.
The radio range of different devices has been tested, showing how can it vary from
more than 100 metres to 34 metres in indoors. Even though 34 metres is not a big range,
in scenarios with obstacles like walls or no line of sight between the devices the wireless
communication can still be useful for spreading information.
The most power consuming aspects of a mobile phone have been presented and

CHAPTER 6. CONCLUSIONS

61

evaluated. Regarding the protocol, the most consuming aspect for a node in an IEEE
802.11 ad hoc network happens when the interface is switched on. The small amounts
of data transmissions do not significantly increase the energy consumption. The battery
life of a Nokia N97 using a protocol that relies on IEEE 802.11 in ad hoc mode is around
7 and 8 hours as has been shown in the evaluation section.
Regarding the protocol, the performance within the context of a device and operating
system has been analyzed. In particular, how the protocol impacts the resource usage
in the device was studied. This is rather small in comparison with other applications. It
has also been demonstrated that the energy consumption impact of the wakeOnePacket
mechanism is small.
Since the protocol is thought for disaster areas, porting it to more devices that
are now in the market would be interesting. However, changing the source code may
be necessary though fortunately the same architecture could be used. Regarding their
market share, Android and iOS are interesting platforms. Moreover, porting the protocol
to handhelds for specialized uses like servicemen in harsh environments (e.g. NAUTIZ
X7) would be interesting in order to prove the usefulness of the protocol in a real scenario.
Once the most power consuming aspects of a phone have been explained, the adaption
of the protocol for low energy state would be interesting. For example, if the mobile
phone has low battery, it would be better to avoid being the custodian of a message or
not to reply if enough nodes have replied before. Moreover, since the transmission power
can be changed in some devices, the impact of the transmission power on the energy
consumption could be also studied. This would create an interesting trade-off between
range and battery life.
The impact of one of the most important parameters of the protocol has been shown
in the project. Adapting the time to wait for ACKs (Ta) for different response times
would be an interesting contribution. Adapting this parameter of the protocol would
result in less latency and less interrupted network flows in high load scenarios.
Since the implementation uses the RWG open network, everybody can receive the
packets and read the content of the messages. One way of protecting the confidentiality
of the information could be the use of cryptography. However, issues like the increase
of CPU load in resource constrained devices and the complexity of sharing the key in
advance make it non trivial. Another problem could be an attack in terms of packet
exchange and message dissemination. Some of these attacks have been explained and an
anomaly detection approach has been proposed recently [9]. The research of security in
ad hoc networks is still an interesting field.

Appendix A

Implementation tools
The tools used in the implementation chapter are the following:
• Carbide.c++ 2.0
• Nokia N97 SDK
• Nokia Open C plug-in
• Nokia PC Suite
• Qt Creator
• Eclipse CDT
In order to develop for Symbian a Windows environment is recommended. Qt Creator
and Eclipse were used in order to port the code to Ubuntu and Leopard.
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Appendix B

RWG API messages
In this appendix the messages that the application and the RWG protocol exchange are
described. All of them have the following structure:

Figure B.1: RWG API message frame.
The messages have a type, facilitating the add of new messages or commands to the
protocol. The length is used to process the data.
Protocol to application: these are the messages that the protocol sends to the application sorted by type.
1. Status message: the status of the protocol is sent in this frame.
• Ready: the protocol is connected to the network, ready to send data.
• notReady: the protocol is not ready to send data to the network.
• closeReady: the protocol is ready to close.

2. RWG message: the protocol delivers to the application a message that has
arrived to the node. The size of the frame is the length of the RWG message.
Application to protocol: the application has to communicate with the protocol in
order to send the data of the application for example. Some parameters of the
protocol can also be changed. These are the messages that the application sends
to the protocol using the RWG API.
1. Exit: the application sends the exit command to the protocol in order to
close it.
2. RWG message: the application sends the RWG message that has been
created to the protocol in order to spread it.
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3. Change TTL command: the application sends the new TTL in the frame.
In this case the length is 4.
4. Change groupSize command: the application sends the new groupSize in
the frame. In this case the length is 2.

Appendix C

Devices
The following devices were used during the implementation and test phase. These are
some features of them:
Nokia N97: 3 units
• Single CPU ARM 11 @ 434 MHz
• SDRAM Memory 128 MB

• Operating System: Symbian OS v9.4
• WLAN: IEEE 802.11 b/g

Nokia 5800 XpressMusic: 1 unit
• Single CPU ARM 11 @ 369 MHz
• SDRAM Memory 128 MB

• Operating System: Symbian OS v9.4
• WLAN: IEEE 802.11 b/g
Dell Latitude E5400: 1 unit
• CPU Intel Core 2 Duo @ 2.54 GHz
• 4 GB 800MHz DDR2 SDRAM

• Operating System: Ubuntu 9.10
• WLAN: IEEE 802.11a/g/n

Asus EeePC 901: 2 units (black and white)
• CPU Intel Atom N270 @ 1.6 GHz
• 1 GB DDR2 SDRAM
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• Operating System: Ubuntu 9.10
• WLAN: IEEE 802.11 b/g/n
MacBook: 1 unit
• CPU Intel Core 2 Duo @ 2.4 GHz
• 4 GB 667 MHz DDR2 SDRAM

• Operating System: Mac OS X 10.5.8

• WLAN: Airport Extreme, Firmware Broadcom BCM43xx 1.0 (5.10.91.21)
Samsung NP-N130-JA02ES: 1 unit
• CPU Intel Atom N270 @ 1.6 GHz
• 1 GB DDR2 SDRAM

• Operating System: Ubuntu 10.04
• WLAN: IEEE 802.11 b/g/n
NAUTIZ X7: 1 unit
• CPU Marvel PXA310 XScale application processor @ 806 MHz
• SDRAM Memory 128 MB

• Operating System: Windows Mobile 6.1
• WLAN: IEEE 802.11 b/g
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Appendix D

Radio range
This section presents the measurements of the radio range of different devices indoors and
outdoors. However, since the impact of interference from other networks and the physical
characteristics of the test area could not be isolated no exact conclusions could be drawn.
The measurements were performed increasing the distance between the devices and
checking the connectivity using the Ping utility.

Figure D.1: Range test scenario in indoors.
• Outdoors: the maximum range of the Nokia N97 was around 115 metres with the
transmission power of 100 mW. The radio range of NAUTIZ X7 was 128 metres.
More or less, the range of all the devices tested was around 100 metres, like the
radio range of Samsung NP-N130-JA02ES.
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• Indoors: the maximum and minimum radio range of the Nokia N97 was measured
indoors. The maximum was around 134 metres and the minimum was registered
in the indoor area depicted in Figure D.1, which was around 40 metres.
The range of the Symbian based N97 can be increased or decreased changing the
transmission power, which would affect also the energy consumption.

Appendix E

Network trace
This appendix shows in detail the network trace of a normal message exchange between
two nodes. Only the header of the RWG packet is analyzed. The nodes A (Nokia N97)
and B (MacBook) take part in this exchange.
Packet 1: A sends REQF to B
• Frame 1 (118 bytes on wire, 118 bytes captured)

• Ethernet II, Src: NokiaDan 4d:74:63 (34:7e:39:4d:74:63), Dst: Broadcast
(ff:ff:ff:ff:ff:ff)
• Internet Protocol, Src: 169.254.76.50 (169.254.76.50), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (76 bytes)
• Random Walk Gossip - 00 4c 00 00 00 0a 00 03 34 7e 39 4d 74 63 00 00
00 00 00 00 34 7e 39 4d 74 63 00 00 ea 0c 08 00 08 00 3c 42 3e 3c 66 6f 6e 74
20 63 6f 6c 6f 72 3d 62 6c 75 65 3e 4e 6f 64 65 4e 61 6d 65 3a 3c 2f 66 6f 6e
74 3e 3c 2f 42 3e 20 61
–
–
–
–
–
–
–
–
–
–
–

packetLength: 00 4c (76 bytes)
type: 00 (REQF)
hops: 00 (0 hops)
groupSize: 00 0a (k=10)
sequenceNumber: 00 03 (3)
origin: 34 7e 39 4e 74 63 (34:7E:39:4D:74:63)
target: 00 00 00 00 00 00 (No target)
sender: 34 7e 39 4d 74 63 (34:7E:39:4D:74:63)
timeToLive: 00 00 ea 0c (59916 msec)
informed: 08 00 (1 bit set)
toAvoid: 08 00 (1 bit set)
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– payload: 76 - 34 = 42 bytes of data.
Packet 2: B replies with ACK
• Frame 2 (76 bytes on wire, 76 bytes captured)

• Ethernet II, Src: Apple db:79:55 (00:21:e9:db:79:55), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
• Internet Protocol, Src: 169.254.226.242 (169.254.226.242), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (34 bytes)
• Random Walk Gossip - 00 22 01 00 00 0a 00 03 34 7e 39 4d 74 63 00 00
00 00 00 00 00 21 e9 db 79 55 00 00 e9 fc 08 08 08 08
–
–
–
–
–
–
–
–
–
–
–

packetLength: 00 22 (34 bytes)
type: 01 (ACK)
hops: 00 (0 hops)
groupSize: 00 0a (k=10)
sequenceNumber: 00 03 (3)
origin: 34 7e 39 4d 74 63 (34:7E:39:4D:74:63)
target: 00 00 00 00 00 00 (No target)
sender: 00 21 e9 db 79 55 (00:21:e9:db:79:55)
timeToLive: 00 00 e9 fc (59900 msec)
informed: 08 08 (2 bits set)
toAvoid: 08 08 (2 bits set)

Packet 3: A sends OKTF to B
• Frame 3 (76 bytes on wire, 76 bytes captured)

• Ethernet II, Src: NokiaDan 4d:74:63 (34:7e:39:4d:74:63), Dst: Broadcast
(ff:ff:ff:ff:ff:ff)
• Internet Protocol, Src: 169.254.76.50 (169.254.76.50), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (34 bytes)
• Random Walk Gossip - 00 22 02 00 00 0a 00 03 34 7e 39 4d 74 63 00 21
e9 db 79 55 34 7e 39 4d 74 63 00 00 e8 ba 08 08 08 08
–
–
–
–

packetLength: 00 22 (34 bytes)
type: 02 (OKTF)
hops: 00 (0 hops)
groupSize: 00 0a (k=10)
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sequenceNumber: 00 03 (3)
origin: 34 7e 39 4d 74 63 (34:7E:39:4D:74:63)
target: 00 21 e9 db 79 55 (00:21:E9:DB:79:55)
sender: 34 7e 39 4d 74 63 (34:7E:39:4D:74:63)
timeToLive: 00 00 e8 ba (59578)
informed: 08 08 (2 bits set)
toAvoid: 08 08 (2 bits set)

Packet 4: B sends REQF
• Frame 4 (118 bytes on wire, 118 bytes captured)

• Ethernet II, Src: Apple db:79:55 (00:21:e9:db:79:55), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
• Internet Protocol, Src: 169.254.226.242 (169.254.226.242), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (76 bytes)
• Random Walk Gossip - 00 4c 00 01 00 0a 00 03 34 7e 39 4d 74 63 00 00
00 00 00 00 00 21 e9 db 79 55 00 00 e8 b9 08 08 08 08 3c 42 3e 3c 66 6f 6e 74
20 63 6f 6c 6f 72 3d 62 6c 75 65 3e 4e 6f 64 65 4e 61 6d 65 3a 3c 2f 66 6f 6e
74 3e 3c 2f 42 3e 20 61
–
–
–
–
–
–
–
–
–
–
–
–

packetLength: 00 4c (76 bytes)
type: 00 (REQF)
hops: 01 (1 hops)
groupSize: 00 0a (k=10)
sequenceNumber: 00 03 (3)
origin: 34 7e 39 4e 74 63 (34:7E:39:4D:74:63)
target: 00 00 00 00 00 00 (No target)
sender: 00 21 e9 db 79 55 (00:21:e9:db:79:55)
timeToLive: 00 00 e8 b9 (59577 msec)
informed: 08 08 (2 bit set)
toAvoid: 08 08 (2 bit set)
payload: 76 - 34 = 42 bytes of data.

Appendix F

Multihop network trace
This appendix shows in detail the network trace of the multihop scenario described in
section 5.1.2. Only the header of the RWG packet is analyzed. The nodes A (Nokia
N97), B (MacBook) and C (Nokia N97) take part in this scenario, where A and C are
not in contact.
Packet 1: A sends REQF to B
• Frame 1 (119 bytes on wire, 119 bytes captured)

• Ethernet II, Src: NokiaDan 4d:74:64 (34:7e:39:4d:74:64), Dst: Broadcast
(ff:ff:ff:ff:ff:ff)
• Internet Protocol, Src: 169.254.94.14 (169.254.94.14), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (77 bytes)
• Random Walk Gossip - 00 4d 00 00 00 0a 00 43 34 7e 39 4d 74 64 00 00
00 00 00 00 34 7e 39 4e 74 64 00 00 0e e9 10 08 10 08 3c 42 3e 3c 66 6f 6e 74
20 63 6f 6c 6f 72 3d 23 38 41 42 32 31 33 3e 6a 75 61 6e 78 75 3a 3c 2f 66 6f
6e 74 3e 3c 2f 42 3e 20 32
–
–
–
–
–
–
–
–
–
–

packetLength: 00 4d (77 bytes)
type: 00 (REQF)
hops: 00 (0 hops)
groupSize: 00 0a (k=10)
sequenceNumber: 00 43 (67)
origin: 34 7e 39 4e 74 64 (34:7E:39:4D:74:64)
target: 00 00 00 00 00 00 (No target)
sender: 34 7e 39 4d 74 64 (34:7E:39:4D:74:64)
timeToLive: 00 00 05 e9 (1513 msec)
informed: 10 00 (1 bit set)
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– toAvoid: 10 00 (1 bit set)
– payload: 77 - 34 = 43 bytes of data.
Packet 2: B replies with ACK
• Frame 2 (76 bytes on wire, 76 bytes captured)

• Ethernet II, Src: Apple db:79:55 (00:21:e9:db:79:55), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
• Internet Protocol, Src: 169.254.220.201 (169.254.220.201), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (34 bytes)
• Random Walk Gossip - 00 22 01 00 00 0a 00 43 34 7e 39 4d 74 64 00 00
00 00 00 00 00 21 e9 db 79 55 00 00 05 d9 10 08 10 08
–
–
–
–
–
–
–
–
–
–
–

packetLength: 00 22 (34 bytes)
type: 01 (ACK)
hops: 00 (0 hops)
groupSize: 00 0a (k=10)
sequenceNumber: 00 43 (67)
origin: 34 7e 39 4d 74 64 (34:7E:39:4D:74:64)
target: 00 00 00 00 00 00 (No target)
sender: 00 21 e9 db 79 55 (00:21:e9:db:79:55)
timeToLive: 00 00 05 d9 (1497 msec)
informed: 10 08 (2 bits set)
toAvoid: 10 08 (2 bits set)

Packet 3: A sends OKTF to B
• Frame 3 (76 bytes on wire, 76 bytes captured)

• Ethernet II, Src: NokiaDan 4d:74:64 (34:7e:39:4d:74:64), Dst: Broadcast
(ff:ff:ff:ff:ff:ff)
• Internet Protocol, Src: 169.254.94.14 (169.254.94.14), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (34 bytes)
• Random Walk Gossip - 00 22 02 00 00 0a 00 43 34 7e 39 4d 74 64 00 21
e9 db 79 55 34 7e 39 4d 74 64 00 00 04 a3 10 08 10 08
– packetLength: 00 22 (34 bytes)
– type: 02 (OKTF)
– hops: 00 (0 hops)
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groupSize: 00 0a (k=10)
sequenceNumber: 00 43 (67)
origin: 34 7e 39 4d 74 64 (34:7E:39:4D:74:64)
target: 00 21 e9 db 79 55 (00:21:E9:DB:79:55)
sender: 34 7e 39 4d 74 64 (34:7E:39:4D:74:64)
timeToLive: 00 00 04 a3 (1187 msec)
informed: 10 08 (2 bits set)
toAvoid: 10 08 (2 bits set)

Packet 4: B sends REQF
• Frame 4 (119 bytes on wire, 119 bytes captured)

• Ethernet II, Src: Apple db:79:55 (00:21:e9:db:79:55), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
• Internet Protocol, Src: 169.254.220.201 (169.254.220.201), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (77 bytes)
• Random Walk Gossip - 00 4d 00 01 00 0a 00 43 34 7e 39 4d 74 64 00 00
00 00 00 00 00 21 e9 db 79 55 00 00 04 99 10 08 10 08 3c 42 3e 3c 66 6f 6e 74
20 63 6f 6c 6f 72 3d 23 38 41 42 32 31 33 3e 6a 75 61 6e 78 75 3a 3c 2f 66 6f
6e 74 3e 3c 2f 42 3e 20 32
–
–
–
–
–
–
–
–
–
–
–
–

packetLength: 00 4d (77 bytes)
type: 00 (REQF)
hops: 01 (1 hops)
groupSize: 00 0a (k=10)
sequenceNumber: 00 43 (67)
origin: 34 7e 39 4e 74 64 (34:7E:39:4D:74:64)
target: 00 00 00 00 00 00 (No target)
sender: 00 21 e9 db 79 55 (00:21:e9:db:79:55)
timeToLive: 00 00 04 99 (1177 msec)
informed: 10 08 (2 bit set)
toAvoid: 10 08 (2 bit set)
payload: 77 - 34 = 43 bytes of data.

Packet 5: C replies with ACK
• Frame 2 (76 bytes on wire, 76 bytes captured)

• Ethernet II, Src: NokiaDan 84:42:4b (00:25:47:84:42:4b), Dst: Broadcast
(ff:ff:ff:ff:ff:ff)
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• Internet Protocol, Src: 169.254.149.225 (169.254.149.225), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (34 bytes)
• Random Walk Gossip - 00 22 01 01 00 0a 00 43 34 7e 39 4d 74 64 00 00
00 00 00 00 00 25 47 84 42 4b 00 00 04 7d 10 0a 10 0a
–
–
–
–
–
–
–
–
–
–
–

packetLength: 00 22 (34 bytes)
type: 01 (ACK)
hops: 01 (1 hops)
groupSize: 00 0a (k=10)
sequenceNumber: 00 43 (67)
origin: 34 7e 39 4d 74 64 (34:7E:39:4D:74:64)
target: 00 00 00 00 00 00 (No target)
sender: 00 25 47 84 42 4b (00:25:47:84:42:4b)
timeToLive: 00 00 04 7d (1149 msec)
informed: 10 0a (3 bits set)
toAvoid: 10 0a (3 bits set)

Packet 6: B replies with OKTF
• Frame 2 (76 bytes on wire, 76 bytes captured)

• Ethernet II, Src: Apple db:79:55 (00:21:e9:db:79:55), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
• Internet Protocol, Src: 169.254.220.201 (169.254.220.201), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (34 bytes)
• Random Walk Gossip - 00 22 02 01 00 0a 00 43 34 7e 39 4d 74 64 00 25
47 84 42 4b 00 21 e9 db 79 55 00 00 03 6c 10 0a 10 0a
–
–
–
–
–
–
–
–
–
–
–

packetLength: 00 22 (34 bytes)
type: 02 (OKTF)
hops: 01 (1 hops)
groupSize: 00 0a (k=10)
sequenceNumber: 00 43 (67)
origin: 34 7e 39 4d 74 64 (34:7E:39:4D:74:64)
target: 00 25 47 84 42 4b (00:25:47:84:42:4b)
sender: 00 21 e9 db 79 55 (00:21:e9:db:79:55)
timeToLive: 00 00 03 6c (876 msec)
informed: 10 0a (3 bits set)
toAvoid: 10 0a (3 bits set)
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Packet 7: C sends REQF
• Frame 4 (119 bytes on wire, 119 bytes captured)

• Ethernet II, NokiaDan 84:42:4b (00:25:47:84:42:4b), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
• Internet Protocol, Src: 169.254.149.225 (169.254.149.225), Dst: 255.255.255.255
(255.255.255.255)
• User Datagram Protocol, Src Port: commplex-main (5000), Dst Port:
commplex-main (5000) Data (77 bytes)
• Random Walk Gossip - 00 4d 00 02 00 0a 00 43 34 7e 39 4d 74 64 00 00
00 00 00 00 00 25 47 84 42 4b 00 00 03 6b 10 0a 10 0a 3c 42 3e 3c 66 6f 6e 74
20 63 6f 6c 6f 72 3d 23 38 41 42 32 31 33 3e 6a 75 61 6e 78 75 3a 3c 2f 66 6f
6e 74 3e 3c 2f 42 3e 20 32
–
–
–
–
–
–
–
–
–
–
–
–

packetLength: 00 4d (77 bytes)
type: 00 (REQF)
hops: 02 (2 hops)
groupSize: 00 0a (k=10)
sequenceNumber: 00 43 (67)
origin: 34 7e 39 4e 74 64 (34:7E:39:4D:74:64)
target: 00 00 00 00 00 00 (No target)
sender: 00 25 47 84 42 4b (00:25:47:84:42:4b)
timeToLive: 00 00 03 6b (875 msec)
informed: 10 0a (3 bit set)
toAvoid: 10 0a (3 bit set)
payload: 77 - 34 = 43 bytes of data.

Appendix G

Hop field discussion
In this appendix a possible consequence of the change of meaning of hops is presented.
Consider the scenario where two nodes are in contact and both are informed of a message.
Every time that wakeOnePacket is performed the hop count is increased. Therefore,
after a given number of hops the message will be rejuvenated reseting the hop count and
toAvoid vector. Thus, the nodes will send unecessary ACKs. However, if the hop field
represents the number of senders of a message as in the implementation, the following
case could happen.
A, B and C are in the multihop scenario, where A and C are not in range. A and
B are informed of message m keeping it inactive. Every once in a while A performs
wakeOnePacket. Since B will avoid the ACK, C will be uninformed unless the message
is rejuvenated. However, the message will not be rejuvenated with the changed meaning of the hops. Nevertheless, this also depends on the wakeOnePacket schedule time.
Assuming that C does not send any packet, then C can be informed only if B wakes the
message before A, sending the message to C.

Figure G.1: A and B will reschedule wakeOnePacket at the same time approximately.
Refering to the protocol’s parameters suggested in the paper[2], the message will be
rejuvenated after 10 attemps, which means 10 calls to wakeOnePacket. Since wakeOnePacket
will be rescheduled in A and B more or less at the same time (random between 4 and 6
seconds), there are more chances of B performing wakeOnePacket before rejuvenation.
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Therefore, the change of meaning of hops does not have any significant drawback.
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Appendix H

Instructions to run the protocol
and the application
The following document describes how to run the RWG implementation and the RWGChat
application in compatible Symbian phones. In the application folder of each phone you
will find 3 different icons with the following names:
• RWG Symbian: this is the implementation of the RWG protocol. Since it is a
console application it has no graphical user interface (GUI).
• Tab is the RWGChat. RWGChat is a chat application that runs on top of the
RWG protocol allowing message communication among several phones.
• RWGClient: this will not be used. It is only used for tests.
A Section – Run the protocol and the chat application
In order to run the protocol and the chat application the following steps must be
followed. First, the steps must be performed only in one phone. Then, the other phones
can follow the steps.
1. Run the RWG protocol:
(a) Press the RWG Symbian icon in the application folder.
(b) A dialog will be prompted. Press Yes to create the RWG wireless network in
offline mode.
2. Run the RWGChat:
(a) Press the tab icon and wait until the application creates the connection with
the protocol (a welcome message will be written in the chat display).
3. The RWG protocol and the RWGChat application are ready.
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B Section – RWGChat
The RWGChat application has 3 tabs: chat, configuration and exit.
• Chat: steps to send a message

1. Area where the messages and the name of the sender will appear.
2. Write here your message.
3. Press the Enter key in the keyboard or the Send button (3) in the display.
4. Received messages will be displayed in (1).
• Configuration:
1. Name is the name of the user in the chat. In order to change your name,
write the new one in the text box.
2. Color shows the color of your name. Press on it and choose a color among
the different colors that will appear.
3. Group Size is the minimum number of nodes the message should be delivered
to. Change the Group Size moving the slider, pressing the up/down arrow or
writing in the BOX the new number. Then press Save (5) to save the changes.
4. TTL (time to live) is the time that the message is allowed to remain in the
network. Change it moving the slider, pressing the up/down arrow or writing
in the text box the new number. Then press Save (5) to save the changes.
5. Save is used to save the changes performed in (3) and (4).
6. Send Hour allows appending the time when the message was sent.
• Exit: press the Exit button to close the application and the protocol.
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C Section – Scenarios
Connect different phones and exchange messages:
• In order to connect two or more phones and be able to send and receive messages
the steps explained in Section A must be followed. The way of changing the Group
Size is described in Section B, otherwise it is set to 10 by default. Use the chat
tab to send and receive messages like in a normal chat application.
One node coming from another partition receives an earlier sent message:
• First, only one phone has to launch the protocol as it is explained in Section A.
Then, the other phones can follow the steps of Section A (they have to be in contact
with the first node). Once all the phones are running the protocol, they can split
up and send messages. Finally, when the phones meet again, they will be able to
receive the messages sent before.
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