
Institutionen för systemteknik
Department of Electrical Engineering

Examensarbete

Trusted terminal-based systems

Examensarbete utfört i informationskodning
vid Tekniska högskolan vid Linköpings universitet

av

Elias Faxö

LiTH-ISY-EX--11/4458--SE

Linköping 2011

Department of Electrical Engineering Linköpings tekniska högskola
Linköpings universitet Linköpings universitet
SE-581 83 Linköping, Sweden 581 83 Linköping





Trusted terminal-based systems

Examensarbete utfört i informationskodning
vid Tekniska högskolan i Linköping

av

Elias Faxö

LiTH-ISY-EX--11/4458--SE

Handledare: Fredrik Nilsson
Combination AB

Examinator: Viiveke Fåk
ISY, Linköpings universitet

Linköping, 9 June, 2011





Avdelning, Institution
Division, Department

Information Coding
Department of Electrical Engineering
Linköpings universitet
SE-581 83 Linköping, Sweden

Datum
Date

2011-06-09

Språk
Language

� Svenska/Swedish
� Engelska/English

�

�

Rapporttyp
Report category

� Licentiatavhandling
� Examensarbete
� C-uppsats
� D-uppsats
� Övrig rapport
�

�

URL för elektronisk version

http://www.ep.liu.se

ISBN
—

ISRN
LiTH-ISY-EX--11/4458--SE

Serietitel och serienummer
Title of series, numbering

ISSN
—

Titel
Title

Garantera tilltro i terminalbaserade system
Trusted terminal-based systems

Författare
Author

Elias Faxö

Sammanfattning
Abstract

Trust is a concept of increasing importance in today’s information systems where
information storage and generation to a higher extent is distributed among sev-
eral entities throughout local or global networks. This trend in information science
requires new ways to sustain the information security in the systems. This doc-
ument defines trust in the context of a terminal-based system and analyzes the
architecture of a distributed terminal-based system using threat modeling tools to
elicit the prerequisites for trust in such a system. The result of the analysis is then
converted into measures and activities that can be performed to fulfill these prereq-
uisites. The proposed measures include hardware identification and both hardware
and software attestation supported by the Trusted Computing Group standards
and Trusted Platform Modules that are included in a connection handshake pro-
tocol. The proposed handshake protocol is evaluated against a practical case of
a terminal-based casino system where the weaknesses of the protocol, mainly the
requirement to build a system-wide Trusted Computing Base, are made evident.
Proposed solutions to this problem such as minimization of the Trusted Comput-
ing Base are discussed along with the fundamental reason of the problem and the
future solutions using the next generation of CPUs and Operating System kernels.

Nyckelord
Keywords TPM, Trusted systems, Software attestation, Security, TCB





  

 
 

Abstract 

Trust is a concept of increasing importance in today’s information systems where information storage 

and generation to a higher extent is distributed among several entities throughout local or global 

networks. This trend in information science requires new ways to sustain the information security in 

the systems. This document defines trust in the context of a terminal-based system and analyzes the 

architecture of a distributed terminal-based system using threat modeling tools to elicit the 

prerequisites for trust in such a system. The result of the analysis is then converted into measures and 

activities that can be performed to fulfill these prerequisites. The proposed measures include 

hardware identification and both hardware and software attestation supported by the Trusted 

Computing Group standards and Trusted Platform Modules that are included in a connection 

handshake protocol. 

The proposed handshake protocol is evaluated against a practical case of a terminal-based casino 

system where the weaknesses of the protocol, mainly the requirement to build a system-wide Trusted 

Computing Base, are made evident. Proposed solutions to this problem such as minimization of the 

Trusted Computing Base are discussed along with the fundamental reason of the problem and the 

future solutions using the next generation of CPUs and Operating System kernels.  
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CHAPTER 1 INTRODUCTION 

1.1. Background 

“Assured resting of the mind on the integrity, veracity, justice, friendship, or 

other sound principle, of another person” [1913 Webster] 

This is the definition of trust as described in the 1913 Webster dictionary. However, today the 

definition of trust borders beyond the relations between persons and is widely adopted as an 

important concept in the world of computer science. Trust in information systems has the same 

fundamentals as the definition from 1913, but the relationships between the trustor and the trustee 

can be far more complex involving hundreds of different parties.  

As information systems today are trusted with more and more sensitive tasks, such as handling 

business and banking data, the importance of being able to trust the integrity of the information 

systems grows accordingly. Putting trust in the integrity of the central database of an information 

system is a trust that propagates from the central system onto the external terminals utilized to 

manage the system such as a POS-, EGM- or ATM-terminal. The trust between the central database 

and a terminal is vital to ensure the integrity and in some cases confidentiality of the system but, the 

problem of maintaining this trust throughout a system does not have a trivial solution. 

As trust in information systems has gained increased attention, two main disciplines have evolved in 

the field of trust. The first discipline focuses on the social and psychological component in trust with 

initiatives such as TRUSTe. This is a platform for communicating a commitment to privacy and 

integrity to end users in order to gain trust. The other discipline focuses on the technological 

component of trust. An example of this is the Trust Establishment (TE) system proposed by Herzberg 

et al. in [1] for assigning and verifying roles in a distributed system. 

The main difference between these two disciplines and one of the greatest discussion topics is who 

to put the ultimate trust in, i.e. who should be considered the trust root. The trust root can be 

realized as anything from the user or the system administrator to a hardware component or the 

software running in the system. In some cases even a third party verifier can be considered the trust 

root. Depending on the nature of the trust root one of these different approaches should be taken to 

assure that trust is not broken. An example is if a user is considered the trust root, a psychological 

approach might be considered while in the case of a hardware component such as a Trusted Platform 

Module (TPM) [2] as the trust root a technological approach is more suited. Simple as it might seem, 

identifying the trust root in a system is not always trivial. A complete system may have several 

different trust roots depending on the nature of the trust. Trusting someone to be who he says he is 

may have a different trust root than trusting that same person to not lie about what he ate yesterday 

since the means of assuring the correctness of these claims differs. 

Identifying the trust root is however not the approach normally taken to these problems, instead a 

trust root is defined, and from there a set of other trusted data can be derived and so on. This 

phenomenon will henceforth be referred to as trust propagation and is an important concept in 

building trusted terminal-based systems. 
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1.2. Purpose and goal 

The purpose of this document is to explore and analyze the techniques available for creating a secure 

terminal-based system, where trust can be ascertained for each terminal. Known techniques and 

concepts of identification, authentication and integrity verification will be considered in the 

document with the purpose to be used as building blocks in the ultimately proposed system. 

Furthermore, the documents aims to assure that the proposed system is implementable in realistic 

situations, so the economic aspects of implementation and maintenance will be taken into account in 

parallel to the technical aspects of the system. Included in the document is a case study of a casino 

system developed by Combination, a software development firm based in Göteborg. This aims to 

provide them a firm foundation for implementing a trusted terminal-based system into their product 

as well as to provide the thesis with realistic usage examples of a trusted terminal-based system. 

1.3. Limitations 

This document focuses on building and maintaining trust relationships in an information system. 

Emphasis is thereby set on ensuring the internal integrity of the system by authenticating and 

validating all actors in the system and thus achieving trust propagation. The context of the analysis is 

limited to terminal-based systems as defined in part 2.1 of the document. 

This document does not include any analysis of the strength of particular cryptographic algorithms 

nor their mathematical properties. The analysis on the subject is limited key exchange and the trust 

propagating properties of the cryptographic patterns. 

The economic aspects are presented to provide a connection between the theoretical concepts and 

an actual in-use system. However, the economic analysis is only briefly presented and further 

research on the subject is encouraged. Furthermore, economic considerations should be addressed 

on a case-to-case basis with the context of the system and the functional requirements in focus. 

1.4. Method 

The method for evaluating and identifying the prerequisites for trust propagation in a terminal-based 

system is broken down into 6 steps. 

1. A literature study to provide definitions of the fundamental building blocks in, and the means 

to analyze a trusted terminal-based system. 

2. Identification and analysis of the problems regarding security and trust based on the 

methodologies from [3] and [4] resulting in a general trust model of a terminal-based system. 

3. Discussion and conclusion on the proper measures that should be taken to ensure the trust 

in a terminal-based system with regards to the trust model in terms of 

a. identification and authentication, 

b. authorization, 

c. network security, 

d. cryptographic protocols; and 

e. trust roots. 

4. A case study on Combination AB to extend the general trust model developed earlier. 

5. Outlining of a realizable system based on the case´s threat profile. 

6. Implementation of a trusted terminal-based system in the specific context of the case. 
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1.5. Target audience 

This document is aimed at an audience with basic knowledge in information security on a graduate 

level such as information technology and computer science students. It can also be seen as an 

introduction to trusted computing in real environments to anyone who may find the subject 

interesting. 

1.6. Reading guidelines 

Chapter 2 introduces the reader to the three main building blocks of a distributed trusted computing 

system, access control, cryptography and network security and further elaborates on their role in 

such system. However, an introduction to this document´s definition of a terminal-based system is 

first given. 

Chapter 3 elaborates on the concept of modeling trust and the different procedures included in trust 

modeling such as threat profiling and threat analysis. The chapter also gives the reader an 

introduction to the concept of trust roots and its role in a terminal-based system. Lastly some 

clarifications regarding the security concerns in asserting trust in a terminal-based system is made. 

Chapter 4 includes the analysis of the theoretical definition of a terminal-based system presented in 

the beginning of chapter 2 and the elicitation of threats and weaknesses to such a system. 

Chapter 5 concerns the conclusions that could be drawn from the analysis in chapter 4 and presents 

a proposal of how such a system could be designed in order to mitigate the discovered vulnerabilities 

in terms of access control, cryptography and network security. 

In chapter 6 a practical case of a terminal-based system is examined. Then an implementation of the 

strategies proposed in chapter 5 is attempted on the system resulting in a working handshake 

protocol. 

Chapter 7 contains the discussion of the results and conclusions drawn from the analysis as well as 

some elaboration on future work that could be done on the subject.  
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CHAPTER 2 FUNDAMENTALS 

2.1. Terminal-based systems 

The definition of a terminal-based system is somewhat inexplicit; therefor some clarifications 

regarding the concept are due. In order to fully understand how trust can be asserted or broken in a 

terminal-based system the architecture, the environment and the involved actors of the system must 

be identified and considered in the analysis. 

2.1.1. Architecture 

A terminal-based system consists of three main tiers, a database, an application server and a set of 

terminals. This is also known as three-tier architecture as the one presented in [5] [6]. The database 

tier is where the databases are located and the members of this tier provide methods of storing and 

retrieving data to the members of the application tier. Keeping the integrity of the data stored in the 

database tier is of vital importance to the system. The application tier members abstract sets of 

database primitives into business objects which each provides a limited Application Programming 

Interface (API) to the terminal tier. This limitation of the API is called business rules [5], and defines 

the authorities of the terminal tier members to modify the data ultimately stored in the database 

tier. The terminal tier members display information given from the API to the end user(s) and modify 

the business objects in accordance to the user input but limited to the business rules. 

Defining strict business rules, however, is not sufficient to protect the integrity of the database tier 

but rather a way to limit the impact of a wrongfully trusted terminal.  For example, limiting a hacked 

Figure 2.1.1. Overview of a three tiered, terminal-based architecture. 
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ATM to withdraw at the maximum 10 000 SEK and preventing ownership data from being modified 

by the ATM-terminal via business rules does not protect the integrity of the business object (account) 

but it ensures that a breach of integrity is somewhat limited. 

These three tiers are not necessarily physically separated [6]. In terminal-based systems the database 

tier and the application tier is favorably implemented on the same physical server machine or in 

physical connection to each other, thus making the communication between the two tiers a non-

issue in terms of trust. Marrying the application tier and the database tier into a single entity leaves 

two main parts that defines a terminal-based system, the terminals and the server. 

2.1.2. Environment 

The environment of an Information System (IS) can be separated into two main parts, the virtual 

environment and the physical environment each with different impact on the security environment. 

2.1.2.1. Virtual environment 

The virtual environment is the virtual entrances to the system such as the on-site network [7]. The 

virtual environment of a terminal-based system could either be separated, or connected to the 

internet, depending on the system and its goals. Further, the virtual environment should not have to 

be constrained regarding flexibility and extensibility as new terminals must be deployable. 

The virtual environment exposes the system APIs, and is the environment where communications 

between the terminals and servers are conducted. The protection of the virtual environment, and 

ultimately the APIs, cannot be taken for granted as the virtual environment could range from a local 

WPA-protected network to the entire Internet. 

2.1.2.2. Physical environment 

The physical environment includes the physical entrances to the system and where it is to be used. A 

terminal-based system must always have assured physical security of the server part to prevent 

other communication channels than the supplied API, via the specified protocol, from being used. 

The definition of a terminal-based system in this report does however not include any strict 

requirements regarding the physical security of the terminals since it is not deemed generalizable 

across implementations. 

2.1.3. Actors 

Actors are definitions of the different roles that the ones that interact with the system can take. The 

actor is not included in the system but is an external system, typically – but not necessarily – a 

human [8]. A terminal-based system does not have a strictly defined set of actors but the document 

defines the following reference set of actors that should be representative of the active roles in the 

typical case. 

The user - or sometimes entitled the player - has the most basic role in a terminal-based system as 

the actor who has access to the terminals and the intention of utilizing them in the way they were 

intended. In an ATM system the user would represent the account holder wanting to withdraw some 

money from his account. A misuser is also defined in conjunction with the user - the crook or the 

adversary - who has access to the same functions in the ATM as the user, but has the intention of 

corrupting the integrity of the system by for example accessing someone else´s account. 
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The technician is another typical actor in a terminal-based system that must be defined. The 

technician has both physical and virtual access to the terminals and must have enough privileges in 

order to assure that the terminals are working correctly. Much like the user, the technician has a 

corresponding misuser, namely the insider. The insider has the same virtual and physical access as 

the technician but instead of repairing or maintaining the terminals the intention is to take 

advantage of the access to his own gain. 

The role of stakeholder is also included in the definition as the actor with the strongest desire to 

keep the integrity of the system, ordinarily the owner. The nature of the relation between this actor 

and the previously mentioned can be crucial in some cases, but henceforth no such relation will be 

assumed as it is not deemed to be the general case. 

Lastly the administrator must be defined as the actor that is in charge of the maintenance needed on 

the server part of the system. The administrator must be a trustee of the stakeholder in a terminal-

based system; otherwise no measures taken can guarantee the integrity of the data stored on the 

server. How this trust relationship between the stakeholder and the administrator is defined, verified 

and maintained falls outside the scope of this report, but is considered a prerequisite henceforth. 

2.1.4. Real world systems 

The considerations taken into the definition of a terminal-based system presented above is largely 

based on real world scenarios of use. Some examples matching the definition given are 

 Cloud computing systems – The central sever in a cloud computing system or the hypervisor 

server could be seen as the server in a terminal-based system while the servers that the 

cloud consists of could be seen as terminals which receive their work tasks from the server. 

 Business systems – The POS-terminals and their corresponding backbone server in a 

business system follows the pattern of terminal-based systems presented in this section. 

 Banking systems – ATMs that connect to the banking servers of the banking office could be 

seen as terminal-based system. 

 Casino systems – Casino systems consist of Electronic Gaming Machines (EGMs) which act as 

terminals that connect to a backbone server that handles the accounting.  

2.2. Access control 

Dobromir Todorov identifies three main security measures that are required in controlling access to 

an IS and enforcing the confidentiality and integrity of the information assets in the system. (1) 

Authentication, including both identification and (actual) authentication, (2) authorization of access 

rights to each business object used and (3) accounting of the actions performed by the actor. [9] 

2.2.1. Identification 

Identification is defined as the action of claiming an identity [10]. Real world examples of 

identification includes displaying your passport to the security officer at the airport and presenting 

one selves to the audience of a lecture, this should not be confused with authentication - the action 

of verifying the claimed identity; this topic is further discussed in section 2.2.2.  In a computer system 

however, the identities are often limited to a registered set, and identification rather defined as 

determining which one of the registered identities are currently communicating with the system. 
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Having uniquely identifiable terminals in the system is necessary to create audit trails of terminal 

activities. Audit trails is identified as an important part of an access control system by David R. Miller 

and Michael Gregg in [11] and is a necessity to identify anomalies, such as terminals identifying 

themselves at an unexpected time of day or repeated unsuccessful authentication attempts. 

Identifying these anomalies can help in preventing unauthorized access to the system and in 

detecting configuration errors. 

The concept of identification is simple enough, but in the context of a terminal-based system 

ambiguities concerning what actually defines an identity arises. 

2.2.1.1. Identities 

The first step in identifying a trustee in a terminal-based environment is having a uniform definition 

of identities across the entire system. This definition can be founded in the terminal´s hardware, 

software or in its location in the logical network topology. 

Identities based on software include serial numbers or other identifying data preprogrammed into 

the terminal software or defined during configuration. The Software Identification Tags (SWID) and 

Software Entitlement Tags (SWET) specified in ISO/IEC 19770 [12] falls into the category of software 

founded identification as well as public key certificates (X.509) used in Public Key Infrastructures 

(PKIs). These types of identities can be very agile but are on the other hand hard to protect against 

identity theft. 

A hardware founded identity is realized through a hardware component at the terminal. Examples of 

such components include Smartcards and Trusted Platform Modules (TPMs), which both include a 

unique identification key that is bound to the specific hardware component. Hardware identities are 

more expensive and less agile then software based identities, but on the other hand the possibility of 

identity theft is limited to actual physical theft. 

The final type of identities that can be used to identify a terminal is based on the virtual environment. 

These types of identities, founded in the logical network topology, are often realized through the IP- 

or MAC-address of the terminals, rendering it very abrasive to changes in the topology. Even though 

this can be mitigated through the use of a Doman Name Server (DNS), the identity is still vulnerable 

to techniques such as ARP- and DNS-cache poisoning. Ruther reading about these techniques is 

referred to [13]. 

Common for all these types of identities is the requirement of uniqueness and persistence. 

2.2.1.2. Roles 

In a terminal-based system the different terminals can be assigned different roles in the virtual 

organization (VO). An example of different roles in a business system is the POS-terminals handling 

storage and accounting data and the time-clock-terminals logging when people come to work and 

indirectly their salary. Managing the different terminals and their respective business rules on an 

identity level is a liability on both user and administrative productivity. Assigning roles to the 

different terminals can lessen this liability [14]. 
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2.2.2. Authentication 

To mitigate the risk of a terminal falsifying its identity, measures must be taken to verify the identity. 

This is known as authentication. The authentication process is based on unique information that is 

available to the authenticator at the moment of authentication. The literature identifies three 

categories of information that can be used in authentication. (1) Something you know – a shared 

secret between the supplicant (terminal) and the authenticator; (2) something you are – based on 

physical properties of the supplicant known to the authenticator; and (3) something you have – such 

as an authentication token [9]. These three categories are originally based in identification of actual 

persons and not terminals, so translating them to the context of a terminal-based system is 

necessary. 

The first category – something you know – should be interpreted as a shared password, key or 

certificate between the terminal and the server.  The second – something you are – is defined as the 

current software configuration of the terminal including Operating System (OS) and third party 

software installed on the system as this is the virtual identity that communicates with the server. The 

third – something you have – is the hardware configuration and the components in the terminal. 

Either only one of these factors can be used in authentication, known as single-factor authentication, 

or several can be combined in order to achieve a stronger, more secure authentication, known as 

multiple-factor authentication [9]. 

 

Figure 2.2.1. Authentication procedure and its components. 

An authentication system consists of three typical components, the supplicant, the authenticator and 

the security database (Figure 2.2.1). The supplicant supplies the credentials to the authenticator 

which verifies the credentials against those stored in the security database. 

2.2.3. Authorization 

Authentication is used to ascertain the identification of a terminal while authorization is used to 

determine if the terminal has access to the requested business object or not. The authorization is 

based on the identity authenticated in the authentication process or an attribute of that identity 

such as a role or an abstract terminal id. 

The state of the access rights in a system is defined by a matrix, typically called access control matrix, 

where the rows correspond to the subjects, the columns correspond to the business objects and in 

each cell the business rules are defined [14]. Although an access control matrix is representative of 

the access rights in a system it is only a theoretical model used in analysis. The implementation of an 

access control matrix is realized through either an Access Control List (ACL) or a capability list. 
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An ACL is an associative list of subjects and business rules attached to each business object. This 

makes it easy to review the subjects with access rights to a business object and to revoke or add 

access rights in an object-oriented fashion. Capability lists is an associative list of business objects and 

business rules attached to each subject. In contrast to the ACL representation the capability list 

makes the subjects access rights over all business objects easy to review and edit. Which one of these 

different representations of the access control matrix that is implemented should be decided based 

on how subjects and business objects are administered and used to minimize the administrative work 

necessary to maintain the system. 

To further lessen the administrative load in assigning business rules to each subject for performing a 

specific action on a specific business object the subjects can be interpreted as roles rather than 

identities. Implementing the Role Based Authentication Control (RBAC) model according to [14] 

achieves this. The RBAC model specifies that an identity always is related to a role through a many-

to-many relationship [14], meaning that a terminal can be a member of several groups at the same 

time and that several terminals can share the membership of a group. The success and gain of 

implementing this model is however heavily dependent on the structure of the in-use system to 

support role assignments. 

2.2.4. Accounting 

An IS should always possess non-repudiable evidence on the actions of a subject. When a subject is 

authorized access to a business object an audit trail should be created by the access control system 

to log when and how the object was accessed. Creating these audit trails is necessary in order to 

detect unauthorized accesses, configuration errors and how the system is being utilized. 

Furthermore, audit trails for both successful and unsuccessful authorization attempts should be 

created by the system along with the identity of the subject to allow administrators to track access 

attempts [9]. 

The integrity of theses audit trails should be considered as important as that of the business objects 

themselves and protected accordingly. 

2.3. Cryptography 

Cryptography is a field combining mathematics and computer sciences which can, if correctly 

implemented, enforce several fundamental security properties on an IS. Encryption and decryption 

algorithms can be used to enforce information confidentiality over a secret key, cryptographic hash 

functions can be used to ensure information integrity and public key systems can achieve both 

authentication and non-repudiation [15]. 

A typical cryptographic scenario is depicted in Figure 2.3.1 where E attempts to eavesdrop on the 

communication between A and B. The key used in decryption must always be kept secret from E in 

order to achieve confidentiality of the information passed from A to B. Knowing the decryption key E 

is able to decipher the message the same way as B. E could also attempt to modify the information 

sent from A to B - which can be achieved without knowing the decryption key. Protection from these 

types of attacks from E can be achieved through digital signatures or cryptographic hash functions. 

The different types of attacks possible by an adversary must all be considered when designing the 

cryptosystem and choosing which cryptographic algorithms to implement. The strength of the 
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cryptographic algorithms in terms of resilience against linear and differential cryptanalysis and brute-

force attacks should also be assessed to ensure that none of these methods are sufficient to break 

the algorithms. 

 

Figure 2.3.1. Eavesdropping scenario on an encrypted channel. 

There are three main categories of cryptographic ciphers, symmetric ciphers, asymmetric ciphers and 

one-way hash functions, that all have their own field of use. 

2.3.1. Symmetric ciphers 

The defining part of a symmetric cipher is the fact that the encryption key and the decryption key are 

the same actual key [15]. This means that using a symmetric cipher to maintain the confidentiality of 

the communication requires the involved parties to share a unique secret key. The key must have 

been distributed to the communicating parties via a secure channel to ensure the integrity and 

confidentiality of the key [16]; otherwise the confidentiality of the communication is broken. 

If the involved parties share the same key, the tasks of encryption and decryption is a relatively 

simple mathematical operation, at least this is one of the main objectives of symmetrical ciphers 

[17]. 

This highlights both the main advantage and disadvantage of symmetric ciphers over asymmetric 

ciphers. The advantage is the high performance due to the – in comparison to the asymmetrical 

ciphers – mathematical simplicity in the encryption and decryption operations. The downside is the 

requirement of a secure channel for key distribution. This problem of key distribution is further 

attended to in section 2.3.4. 

2.3.2. Asymmetric ciphers 

Asymmetric ciphers have two keys instead of one, the public key (referred to as e) and the private 

key (referred to as d). The public key consists of information necessary to encrypt information and 

the private key has the information to decrypt that data and vice versa. The two keys are related 
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through a complex mathematical relation that requires that the private key is mathematically 

infeasible to calculate based on the public key. [18] [17] 

The public key is – as its name suggests – public and available to all who want to communicate with 

the owner of the key. Having the public key of an entity enables both confidential communication to 

the entity by encrypting with the public key, as depicted in the upper part of Figure 2.3.2, and 

authentication by requesting the entity to sign a data packet with the private key and then verify the 

signature by decrypting with the public key, as depicted in the lower part of Figure 2.3.2. 

 

Figure 2.3.2. Confidentiality (upper) and authentication (lower) in a public key system. 

The mathematical relation between the public and the private key is practically always very complex 

in terms of computation [17]. This property makes asymmetric ciphers slow in generating the keys to 

use and due to the relation between the keys a much higher key length must be used to prevent 

factoring of the keys. Typically it is considered equally safe using a 1024-bit asymmetric key as an 80-

bit symmetric key, making the encryption and decryption operations substantially slower [19]. 

However, using asymmetric ciphers dodges some of the problem in key distribution that symmetrical 

ciphers suffer from. 

2.3.3. Hash functions 

According to [15] a cryptographic hash function is defined as a function h that takes a message of 

arbitrary length as input and produces an output of fixed length. Further, the following three 

properties should be satisfied. 

1. Given an input m, the output h(m) can be calculated very quickly. 

2. Given an output h(m), it is computationally infeasible to calculate an corresponding m. 

3. It is computationally infeasible to find two values m1, m2 with h(m1) = h(m2). 
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The third property is somewhat contradictory to the characteristic that a hash function should take 

an arbitrary length input and produce a fixed length output, since this makes the number of possible 

inputs far greater than the number of possible outputs. However, the property only states that it 

should be computationally infeasible to find them, not that they should not exist [15]. 

The applications of hash functions in cryptographic systems are numerous. Their output can be used 

to verify the integrity of a delivered package or in a signature scheme where authentication of the 

origin is combined with integrity verification by signing the probably much smaller h(m) rather than 

performing the costly signing operation on the entire message m, as is shown in Figure 2.3.3. 

 

Figure 2.3.3. Hash function used in a public key system to perform integrity verification and authentication of origin. 

The main weakness in hash functions are the inevitable collisions due to that the number of inputs is 

higher than the possible number of outputs. If an adversary were to find such a collision that was 

useable a signature of the valid message would match the signature of the fraudulent message [15]. 

2.3.4. Key exchange protocols 

The problem of exchanging the keys to be used in the cryptographic protocols is a big one; the 

exchange must be performed securely in order to guarantee the confidentiality and integrity of the 

information later exchanged in the system. This problem is not exclusive for symmetric protocols 

even though the problem differs between the two types. 

In asymmetric protocols the main concern is to ensure that the public key received actually is the 

public key of the intended host. If the wrong public key were to be acquired the messages encrypted 

with that key would be readable to a potentially malicious adversary. Authenticating the origin of the 

public key is solved by the use of a Trusted Third Party (TTP) often called Certificate Authority (CA) 

that possesses a registry of signed public keys. Knowing the public key of the CA the public key of the 

entities registered at the CA is made available from a trusted source, thus bypassing the problem of 

falsely issued public keys. The downside of this infrastructure is that it requires the CA to be trusted 

by the entities instead and how this trust is established and maintained is not defined in the 

literature [15] [17]. 
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Exchanging symmetrical keys requires a bit more complicated measures to ensure the confidentiality 

of the keys. The Diffie-Hellman (DH) key exchange protocol defines the means to agree on a 

symmetrical key for encryption between two entities. The agreement, as reproduced in [15], 

contains four steps visualized in Figure 2.3.4. 

 

Figure 2.3.4. The DH key exchange between two entities, A and B. 

The DH key exchange scheme establishes a common key K between the communicating entities. 

However, the protocol does not take authentication into consideration which makes it vulnerable to 

man-in-the-middle (MitM) attacks (described in details in [20]). This vulnerability can be solved the 

same way as the public key authentication, by involving a TTP that verifies a signature appended in 

the agreement. This protocol is known as the Station-to-Station (STS) protocol [15]. 

2.4. Network security 

Network security is information security implemented across an intranet or an extranet. This 

document will, however, define network security as the protection of data in transit between 

network endpoints, also known as end-to-end (E2E) security. E2E security is implemented in order to 

minimize the number of entities responsible for information security, i.e. the number of elements in 

the trust chain. 

The necessity of E2E security becomes obvious when examining the complexity of the information 

flow paths across the Internet. Figure 2.4.1 shows the path of an information packet delivered from 

Los Angeles to Linköping University crossing twelve different nodes and covering over 8,100 miles 

(13,000 km). The numbered labels in Figure 2.4.1 represents the twelve nodes enumerated in order 

that redirect the package towards its destination, all node labels are however not visible in the image 

due to overlay of node labels in close geographical proximity. 



Chapter 2 Fundamentals 

14 
 

 

Figure 2.4.1. Visualized information path between Linköping University and Los Angeles. (Provided by yougetsignal.com) 

The Open Systems Interface (OSI) reference model specifies seven network layers where each layer 

depends on the services provided by its lower layers [21]. Security can be implemented 

independently on each of these layers transparent to the above layers. Depending on which layer in 

the OSI reference model security is implemented in, different data can be protected. Security 

implemented in layer 2 for instance can protect layer 2 data such as MAC addresses while layer 3 

security only can protect IP addresses. Security implemented in higher layers such as the application 

layer (layer 7) can only protect application data such as a connection session [22]. 

Figure 2.4.2. The OSI Model and security protocols as defined in [22]. 
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The OSI reference model visualized in Figure 2.4.2 describes the seven layers as 

1. Physical Layer – The physical link between host and network operated by the device driver. 

2. Data Link Layer – Establishes links between hosts across the physical link and ensures 

delivery to the correct hosts. This layer is controlled by protocols such as Ethernet. 

3. Network Layer – Handles routing and relaying of data fragments called packages. Typically 

controlled by the IP protocol. 

4. Transport Layer – Defines how network locations are addressed and connections are 

established between hosts. Provides the upper layers with session establishment 

mechanisms and maintains E2E integrity of sessions. 

5. Session Layer – Initiates sessions between hosts and maintains the E2E connection. Examples 

of session layer protocols are SSL and RPC. 

6. Presentation Layer – Responsible for translating data and presenting it to the upper layers. 

Translating includes both decompressing and decoding. 

7. Application Layer – Deals with communication issues in applications, and handles the 

interface with the user. 

[21] 

Each layer of the OSI reference model can support different security services, ranging from 

protection of confidentiality in the physical layer by attachment of an encipherment device, to 

application level access control mechanisms. These services and their respective OSI layer of 

implementation is presented in Table 2.4.1 and further described in [23]. 

Table 2.4.1. Security services and their respective OSI layer of implementation. 

Service 1 2 3 4 5 6 7 

Peer entity authentication - - X X - - X 

Data origin authentication - - X X - - X 

Access control service - - X X - - X 

Connection confidentiality X X X X - X X 

Connectionless confidentiality - X X X - X X 

Selective field confidentiality - - - - - X X 

Traffic flow confidentiality X - X - - - X 

Connection integrity with recovery - - - X - - X 

Connection integrity without recovery - - X X - - X 

Selective field connection integrity - - - - - - X 

Connectionless integrity - - X X - - X 

Selective field connectionless integrity - - - - - - X 

Nonrepudiation of origin - - - - - - X 

Nonrepudiation of delivery - - - - - - X 

 

There are many mechanisms that can be implemented in the OSI protocol stack, however, this 

document will not consider all of these mechanisms and settle for the most recognized, namely 

Linksec, IPsec and SSL/TLS. 
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2.4.1. Linksec 

Linksec is implemented in layer 2 of the OSI stack which implies that no routing information exists in 

the scope of this security protocol; this in turn implies that E2E security cannot be implemented. 

However, Linksec can provide security services on a hop-by-hop (HxH) basis, protecting the MAC 

header and the associated payload in each hop. To implement E2E security based on Linksec it is 

necessary that Linksec is implemented in each network node that the information visits, and further 

that each of these nodes are trustees of the trustor.  

2.4.2. IPsec 

IPsec is a layer 3 security protocol designed to provide cryptographically-based security to the IP 

protocol - IPv4 and IPv6 alike. Security services included in IPsec are access control, connectionless 

integrity, data origin authentication, replay detection and confidentiality of data [18]. These services 

provide the means to create a secure path between two hosts - such as a terminal and a server. 

IPsec is implemented algorithm independently, meaning that the cryptographic algorithms used are 

not specified in the protocol. Instead IPsec uses Security Associations (SA) to represent the 

agreement on the security services that is applied between two peers such as cryptographic 

algorithms, protocols and modes of operation. Each connection needs one SA specifying these 

parameters on each side of the communication path. Establishment of SAs requires another entire 

infrastructure that negotiates the parameters of the SA. This infrastructure is called the key 

management infrastructure. Two key management infrastructures are supported by IPsec; (1) 

manual, where a system administrator configures each system with the necessary keys, and (2) 

automated, where a system handles on-demand creation of keys. Automated systems include the 

Internet Key Exchange protocol (IKE) which is the default protocol for on-demand SA establishment 

that is supported and recommended in the IPsec standard [18]. Other protocols for automated SA 

and key establishment are supported as well to enable extension of the original IKE functionality. 

Two separate protocols are included in the IPsec standard, (1) Authentication Header (AH); and (2) 

Encapsulating Security Payload (ESP). AH supports data integrity protection and authentication of IP 

header data [21]. The authentication of the IP packets are based on the use of a Message 

Authentication Code (MAC) which is calculated based on selected parts of the IP header, the message 

payload and a secret shared key between the two peers. ESP provides confidentiality, and may 

optionally provide the same authentication service as AH dependent on the mode of operation. The 

confidentiality is achieved by encryption using a symmetric cipher such as RC5 or Blowfish on the 

payload of the packet making eavesdroppers unable to read the original contents. 

There are two modes of operation defined in IPsec, (1) transport mode; and (2) tunnel mode; these 

can both be used in any of the two IPsec protocols, ESP and AH. Transport mode is used for E2E 

communications placing the IPsec header (ESP or AH) after the original IP header protecting only the 

payload of the package. Tunnel mode encapsulates the entire IP packet inside the IPsec header and 

creates another IP header to encapsulate itself during transit. This method protects both the header 

and the payload of the packet. 
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2.4.3. SSL/TLS 

In contrast to Linksec and IPsec, which adds security to existing layers in the OSI stack, SSL/TLS 

(henceforth only TLS) adds a new, separated layer in-between the transport layer (layer 4) and the 

layers above [24]; therefor TLS is sometimes referred to as a layer 4+ security protocol [22]. This 

means that SSL/TLS cannot be implemented transparently to the upper layer protocols the way that 

Linksec and IPsec can, instead the immediate upper layer must be made aware that the 4+ layer has 

been added to be handled properly. TLS also has specific requirements on the layer 4 protocol in use. 

TLS can only operate on top of the TCP protocol, protocols such as UDP and SCTP is not supported by 

TLS. 

The most fundamental operation in TLS is the so called handshake which is a set of transactions 

necessary in order to establish a secure channel for encrypted communications. This handshake is 

three-way, meaning that three different packets must be exchanged before the handshake is 

complete. Initially the client requests a secure session by sending an initialization packet to the 

server containing the protocol version and the cryptographic preferences of the client. Secondly the 

server responds with the accepted cryptographic preferences, a session identification number and a 

certificate containing its public key to the client. The client verifies the certificate by contacting the 

CA specified in the certificate, then generates a symmetric key and finally sends it to the server 

encrypted with its public key. This procedure is visualized in Figure 2.4.3. 

 

Figure 2.4.3. The TLS handshake. 
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Another fundamental part of TLS is the certificate sent from the server to the client. The certificate 

does not only contain the server’s public key but also information on how to verify that the server is 

not lying about its identity. This information is in the form of a certificate chain, not unlike a trust 

chain, the certificate chain starts at the public key of the server and ends at a trusted root certificate 

owned by a certificate authority (CA). The CA must be a trusted third party (TTP) of the client for this 

verification to work, otherwise the trust chain is broken and the verification of the server’s identity 

fails. 

2.4.4. Application layer security 

Application layer security (ALS) is the common name of security protocols implemented in the 

application layer (layer 7) of the OSI model. The major security advantage of ALS is the capability of 

interpreting and interacting with the content of the payload of the package [25]. Knowing the 

application specific API and the different entry point’s security implication gives the ability to restrict 

access with unmatched granularity in comparison to lower layer protocols. However, this requires 

specific implementations in all communicating parties which make it unsuitable for protection of 

generic network data. 
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CHAPTER 3 TRUST MODELING 

3.1. Modeling trust 

Trust is a multifaceted concept which has been studied in many disciplines ranging between 

psychology, sociology, economics and computer science [26]. Defining a uniform model of such a 

diverse subject is almost impossible; luckily this is not necessary since the model only has to be 

suitable in the context of a terminal-based system. 

One of the most important aspects of trust is that it is subjective. The level of trust considered 

necessary is dependent on the situation and how the trustor’s actions are affected by the actions of 

the trustee [26]. This means that what can be considered sufficient in terms of trust in one situation 

might not be sufficient in another. Therefor the generalized threshold of trust required in the system 

must be defined with all possible actions considered to ensure the correctness of the trust model. 

Further, a trust model of a system is developed to formalize the security goals, understand the 

threats and their respective mitigation and defining the gradients and relations of trust within the 

system [3]. All of these properties of the trust model are vital and implicitly specifies four tasks in 

building a trust model; (1) formalize the security goals, (2) define the threat profile, (3) discover the 

vulnerabilities based on the threat profile and (4) define the prerequisites for trust in the system by 

answering questions such as 

 How can trust be issued and by who? 

 Is trust transitive? Reflective? 

 How is trust established originally? 

 What different levels of trust exist? 

Where the security goals defines the objective properties of the trustor and the trustee, the threat 

profile and the identified vulnerabilities define the context and the trust prerequisites defines the 

subjective properties of both the trustor and the trustee. Together these five factors influence the 

trust environment in the system [26]. 

3.2. Threat profiling 

A threat profile identifies the threats that put the environment to risk [3] and is the outcome of what 

is called threat modeling. There are countless methods of threat modeling but Adam Shostack 

identifies three main approaches, asset-driven, attacker-driven and design-driven threat modeling 

[27]. Both [28], [4] and [29] proposes the use of combined asset- and design-driven modeling as the 

better method where the identification of threats is based on the information assets but also the 

entry points and the trust levels defined in the system. 

The entry points are defined as the locations where data or control is transferred between the 

system analyzed and another system [4]. All of these points in a system are a potential target for an 

attack no matter the security checks and restrictions that are required to use them [28]. An entry 

point can be anything from the keyboard of a computer to a public API. Additionally, exit points 

should be included in the enumeration as these may be exploited in order to disclose secret 
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information. The entry (and exit) points define what is later referred to as the attack surface of the 

system. 

Information assets are the reason for an adversary to attack a system. Without assets there would be 

no attacks and thus no threats. Identifying all the assets that an attacker may want to steal as well as 

those an attacker may wish to damage or make unavailable (intentionally or unintentionally) serves 

as the basis from where threats are preferably derived [28]. Both abstract assets such as availability 

of resources and reputation and reel assets such as certain secret data and machinery should be 

considered when developing the list of system assets [4]. 

The definition of trust levels in a system are the different set of rights given to external entities such 

as terminals, administrators etc. These levels of trust are applied at the entry points to protect the 

assets from being accessed or modified by unauthorized entities. Identifying the different trust levels 

is done by simply listing all who should have access for each entry point in the system. [4] 

Data flow analysis (section 3.3) is used to support the identification of these characteristics and 

threat analysis (section 3.4) is used to later deduce threats based on them. 

3.3. Data flow analysis 

Data flow analysis can be performed through the use of UML-diagrams, Flowcharts, Client/Server 

diagrams or through Data Flow Diagrams (DFDs) and is performed to support the threat profile with a 

formalized model that visualizes the flow of information both within the system and to external 

assets and entities. DFD has some natural advantages over the other methods according to [4] and 

[28] due to its hierarchical structure, and will therefor further on be considered the diagram of 

choice for data flow analyzing purposes. Data flow modeling using DFDs is described in detail by J.B. 

Dixit and Raj Kumar in [30] and will not be defined further in this document. 

The goal of the DFDs and the analysis of the same is to discover redundant data flows, entry and exit 

points, privilege boundaries and trust zones. The privilege boundaries and trust zones are the areas 

where security measures must have been enforced to ascertain that the requirement of crossing the 

border is properly fulfilled before letting any data cross the border. These requirements should be 

based in the architecture of the system and visualized by the DFDs. Identification of the areas of 

interest and the possible threats to these areas can be used as input to a threat analysis (section 3.4) 

in order to further understand the actual implications of the data flow in terms of security. Further, 

removing redundant data flows and entry points discovered by the DFDs is an important risk 

mitigation strategy as it effectively reduces the attack surface of the system [31]. 

3.4. Threat analysis 

Threat analysis is the identification and classification of threats, the derivation of vulnerabilities from 

these threats and ultimately, the identification of the appropriate mitigation strategies to fix the 

vulnerabilities. 

As previously mentioned, threats and assets are in close correlation. Thus, by identifying the possible 

misuse or damage an adversary can cause on a system asset (known as attack goals) and then, based 

on the DFDs, check if such an attack may be possible at all to the system, the threats to the system 

can be identified [28]. [4] and [28] further mentions the benefits of considering how typical software 
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vulnerabilities applies to the system in addition to the asset-driven approach for an even more 

comprehensive analysis. All the identified threats are then classified by their possible effects in 

accordance to STRIDE. 

3.4.1. STRIDE 

STRIDE is the abbreviation of Spoofing, Tampering, Repudiation, Information disclosure, Denial of 

service, and Elevation of privilege and a system for classification of threats, originally outlined in [32]. 

The classification of threats is intended to help in assessing the risk of the threats by increasing the 

understanding of the threats. A threat can fall into several of the STRIDE classes and some STRIDE 

classes implicitly include others, for example if elevation of privilege to administrator would no doubt 

lead to information disclosure and tampering in the case of a database containing secret data. In 

such case only the root cause should be classified. 

3.4.2. Threat trees 

A threat tree models a threat to determine whether a threat is realizable or not [4]. The root node of 

the threat tree is the threat itself which has one or more child conditions that has to be true for the 

threat to be realized. Further, each child condition can in turn have its own set of child conditions 

necessary to fulfill the parent condition. Relations between child conditions may be conjunctive or 

disjunctive depending on their nature. 

Each condition in the threat tree has its own mitigation (elicited by misuse cases, section 3.4.3) that 

breaks the path to the root node, and its own associated risk (calculated by DREAD, section 3.4.4). A 

path from a leaf condition to the root node that is not broken is called attack path and is considered 

to be a vulnerability. 

3.4.3. Misuse cases 

Misuse cases, as defined by Guttorm Sindre and Andreas Opdahl in [33], are developed to elicit 

security requirements. Their notation is further extended by Lillian Røstad in [34] where the insider 

threat is introduced to the model. The misuse case modeling procedure is, according to [33] and [34], 

well suited for integration into the late stages of the threat modeling methodology presented in [4] 

in order to further understand the context of the threats and support the elicitation of security 

requirements from the threats. 

The actual terminology of a misuse case and modeling of the same is left out of this report and 

further reading on that subject is referred to the works of Sindre/Opdahl and Røstad. Note however 

that In contrast with the recommended use in [33], this report will use the misuse cases to elicit 

requirements from already identified and analyzed threats, rather than as input to the threat 

analysis. 

3.4.4. DREAD 

DREAD is a threat evaluation system developed at Microsoft and presented in [32]. DREAD provides a 

formal method for assignment of a quantitative risk rating to known vulnerabilities based on the 

following five categories. 

1. Damage potential – the extent of the damage if the vulnerability would be exploited. 

2. Reproducibility – the degree of difficulty to exploit the vulnerability. 
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3. Exploitability – the effort required to exploit the vulnerability, including tools necessary and 

whether it is only possible for insiders. 

4. Affected users – the amount of users/customers that would be affected by an exploit. 

5. Discoverability – the likelihood that an external researcher/hacker will discover the 

vulnerability. 

Assigning each of these categories with a quantitative value (for example 0 to 10) and then 

calculating the median value of the categories provide a quantified values representing the severity 

of each vulnerability and the urgency to address it. This value can be used to sort and prioritize the 

vulnerabilities. Furthermore, the rating can be extended to include other values such as the cost of 

mitigation [32]. 

3.5. Root of trust 

In order to achieve trust in any system there must be a root from which original trust can be drawn. 

This is called a trust root and is often achieved through a concept called original entity authentication 

[3], a rigorous authentication of the entity performed initially in order to achieve assurance of trust. 

The initial trust can then be considered a root of trust given that it cannot be compromised in any 

way. If the trust root is a person for example, then it would perhaps be suitable to define a time limit 

on the trust since a person’s attitude can change over time or be influenced by someone else. 

Trust roots can be based in anything that can be trusted. Whether it is a hardware device, a software 

application or an employee does not matter as long as the persistency of the trust is considered and 

appropriate measures are taken to ensure it. 

3.5.1. Trusted Platform Module 

Trusted Computing Group (TCG) has standardized a hardware-based trust root called Trusted 

Platform Module (TPM) [2]. These devices are developed to provide an independent and persistent 

trust root to the system. 

Basing trust in hardware, such as a TPM-chip, lends a natural advantage against software based 

attacks, with the TPM acting as a third-party monitor of the current system configuration it is able to 

report whether the system is in a state that is considered safe. However, a TPM-chip cannot control 

the software running on the system but only pre-runtime configuration parameters, and further, it is 

left to the software to implement and enforce policies based on the reported information [35]. 

The key functionality of a TPM is based on a key hierarchy where the Endorsement Key (EK) is the 

root of trust from which the other keys are derived. The EK is a 2048 bit RSA key in the 1.2 TPM 

specifications, that is bound to the specific TPM-chip and always has a child key called Storage Root 

Key (SRK) that is bound to the TPM owner. Based on these two keys the trust can be extended to 

other keys by the TPM through encryption of the private key of each child key with the parent’s 

public key and thus creating a trust chain (visualized in Figure 3.5.1). The private part of the keys 

never leave the TPM except for when the migratable attribute is set upon creation of the key. This 

does, however, not mean that the key can leave the TPM in plaintext but only that the key can be 

exported from the TPM in a cryptographically secure fashion for backup purposes. The EK is not 

migratable since it has no parent key which can encrypt it on migration [36]. 
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Figure 3.5.1. The TPM key hierarchy. 

Apart from key management a TPM provide 24 registers for integrity measurement called Platform 

Configuration Registries (PCRs) [2]. These registries in combination with the built-in SHA-engine can 

be used to store data on the current system configuration. Further, as a result of the technique of 

extending the registries rather than simply writing to them each separate registry can contain an 

unlimited number of measurement values. Equation 3.5.1 describes the logic of the extension 

operation of the PCRs. However, note that the current system configuration is the configuration in 

the moment of measurement and not the actual runtime configuration, which leaves a challenging 

task to ensure that the state of the system never changes from a trusted state into an untrusted 

state post-measurement and thus fooling the TPM. 

     (   ) 

Equation 3.5.1.The logic of the PCR-extend operation on registry p with value m. 

The TPM also has its own trusted random number generator, used to generate keys in a secure and 

non-predictable fashion, and its own trusted counter, used to prohibit brute-force attacks against the 

TPM’s owner key. Both the random number generator and the counter are implemented in the TPM 

to remove any dependencies on a potentially compromised system. 

Even with these precautions in mind the owner key of the TPM could be recognized as a weak link in 

the TPM trust, but as a matter of fact it is not. Access to the TPM´s owner key only grant the user 

access to operations such as accessing and deleting keys protected by the TPM and clearing the 

ownership of the TPM. Having an unsecure owner key then only jeopardizes the accessibility of the 

data, but never the confidentiality nor the integrity of the data protected by the TPM. 

Based on the techniques briefly summarized above a TPM has the capability to act as any of the 

following three types of trust roots. (1) Root of Trust for Measurement (RTM), (2) Root of Trust for 

Reporting (RTR) and (3) Root of Trust for Storage (RTS). 

3.5.1.1. Root of Trust for Measurement 

The concept of a RTM is really simple and builds upon the fact that by inserting the measurement of 

a program into a PCR before execution, the program cannot ever deny its identity or what was 

executed. The program is not prevented from running if the measurement is not what was expected 

but there is non-repudiable evidence that the system is in an untrusted state and should not be 

allowed to do any sensitive operations. This mode of operation creates a transitive trust chain 
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originating from the TPM-chip itself and onto the entire system. This chain is visualized in Figure 

3.5.2 where the TPM initiates the first measurement of the CRTM before the execution starts. After 

this each individual part of the system involved in the trust chain is responsible for initiating a 

measurement of the next part before execution is transferred [36]. 

 

Figure 3.5.2. Root of Trust for Measurement flow chart, the bold arrows is executions and the thin are measurements. 

The downside of this mode of operation is the amount of code that must be measured to ensure that 

a system acts as expected. Every dependency of an application in the system must be measured 

together with all of their dependencies and so on in order to ensure that that particular application 

can be trusted. This means that several million lines of code must be measured to be able to perform 

an accurate measurement of just one application, but more on this in section 3.5.2. 

Further, just one breach in the chain, i.e. one part of the chain transfers execution without measuring 

first, breaks the RTM in an unrecoverable way meaning that in practice everything in the system 

except for the applications on which no other applications depend must have support for the TPM 

RTM to make it work. This requirement renders the breaking of the RTM-chain an inevitable fact in a 

system as complex as today´s, but does however not make the RTM useless since the chain only 

needs to be maintained to the entities included in the TCB (see section 3.5.2). 

3.5.1.2. Root of Trust for Reporting 

The RTR is an even simpler mode of operation than the RTM which uses the EK as the trust root. By 

digitally signing TPM data such as the contents of the PCRs with the unchangeable and protected 

private part of the EK, the state of the system can be securely – at least in terms of integrity – be 

reported to a third party. 

Based on this signed data, a third party can assure both the identity as well as the integrity of the 

reporter – at least as long as the RTM-chain of the reporter never broke before the measurements 

were made. 

3.5.1.3. Root of Trust for Storage 

RTS is a mode of operation for secure storage of data. The TPM supports two sets of operations for 

secure storage, the seal/unseal operations and the bind/unbind operations. 

The bind operation encrypts data with the public part of a TPM key and is performed outside the 

TPM. The unbind operation is performed inside the TPM to retrieve the plaintext once again. The 

TPM key used in the bind/unbind operations can be protected by any TPM policy rules that seems fit 

for the application, including authentication requirements and migration protection to bind the key 

to a physical TPM. 
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Seal and unseal works similar to the bind and unbind operations except that the encryption is bound 

to the system state as well. A set of PCRs are selected in the seal operation and the data is then 

bound to the values in these particular PCRs which means that the unseal operation later will fail if it 

is not executed under the same system state as the seal operation was. 

Again – just as with the RTR – data sealed to PCR values computed after the RTM-chain is broken is 

useless since the PCR values can then be faked very easily. 

3.5.2. Trusted Computing Base 

The Trusted Computing Base (TCB) is defined by NIST in the ’85 Computer System Evaluation Criteria 

[37] quote “[The TCB] contains all of the elements of the system responsible for supporting the 

security policy and supporting the isolation of objects (code and data) on which the protection is 

based”. Essentially this means that the TCB is all hardware, software and firmware involved in system 

security and this is where on the trust root´s chain of trust must propagate in a secure system. 

Assuring the integrity of the system components included in the TCB indeed assures that the system 

will behave as intended. However, it is important to note that just because the system acts as 

expected it does not mean that the system is secure. Bugs in the software may still cause 

vulnerabilities which allow an adversary to take control over the system.  

The problem of which components that should be included as parts of the TCB and how to assure 

their integrity is, as was previously hinted in section 3.5.1.1, a problem that needs to be solved in a 

system for it to be considered trustworthy. Identification of the TCB is necessary to minimize the 

number of components that needs to be verified as opposed to the method proposed in 3.5.1.1 - 

verify the entire system. 

TCB identification limits the number of components that needs verification from the entire system to 

those critical to security. How substantial this limitation is in today’s hierarchically structured 

computer systems is left to the analysis in Chapter 1 along with a discussion on the feasibility in 

performing integrity verification on the TCB of a full scale IS. However, it should be considered 

obvious that the TCB will be neither small nor easily identified and therefor measures to further 

minimize the TCB should be attempted. In the event that this does not seem obvious a more detailed 

explanation to this is given in section 3.5.2.1. 

3.5.2.1. TCB Minimization 

Jonathan M. McCune et al. presents a method for minimization of the TCB by utilizing late launch 

capabilities in today’s CPUs [38]. They propose the use of the SKINIT (for AMD CPUs) or the 

GETSEC[SENTER] (for Intel CPUs) operation to circumvent the preceding system layers such as OS and 

BIOS and create an isolated secure execution environment (Figure 3.5.3). The secure environment is 

achieved by resetting the CPU, disabling DMA and suppressing interrupts that may transfer control 

back to untrusted software. The details regarding these operations and the difference between the 

AMD and the Intel implementations are left out of this report. Further reading is referred to the AMD 

documentation [39] or the Intel documentation [40]. 

The SKINIT/GETSEC functions take a Secure Loader Block (SLB) as input argument which then 

specifies the entry point and the length of the program. The processor then resets the TPM, which 

restores the values of PCR 17-23 to zero, and sends the contents pointed to by the SLB to the TPM 
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which hashes the data and extends PCR 17 with the resulting value. Since the TPM cannot be reset 

through any other means than these functions, PCR 17 can be used to identify the program pointed 

to by the SLB. Execution is then handed over to the program defined by the SLB and on termination 

the input and output data is extended onto PCR 17 as well to provide proof that function parameters 

where not faked. Further both a nonce and a well-known public value is extended to PCR 17 to 

ensure the freshness of the result and to prevent any other software from extending PCR 17 and 

attributing it to the SLB defined program [38]. 

 

Figure 3.5.3.TCB of a Secure Code (SC) without TCB minimization to the left and with minimization to the right. 

The obvious downside in circumventing the entire OS is that any hardware drivers, file system 

functions or network support needed in the trusted function must be reimplemented in the SLB. 

Ultimately one could end up with an entire OS in the SLB making the TCB minimization worthless, but 

whether or not this is the case for the terminal-based systems presented in this document is 

discussed further in Chapter 1. 

3.6. Security concerns 

To further clarify and emphasize the security concerns of a terminal-based system some further 

elaboration on the subject is necessary. The main system asset in a terminal-based system is the data 

stored at the server and it is of the upmost importance that the integrity and confidentiality of this 

data is ensured. In order to achieve this in a distributed system such as a terminal-based system, the 

connecting terminals must be trusted as well which means that trust must be assured across the 

network. Once trust is achieved, the server can distribute work task and confidential information to 

the terminals and allow them to report information back to the server that is used to modify the 

system. Two main issues must be solved for assuring trust to be possible in a terminal-based system. 

3.6.1. Terminal identity 

The terminals must be uniquely identifiable by the server so that individual access control can be 

applied in the system. Otherwise anyone can perform tasks in the system without the knowledge of 

the administrators. This issue must be solved to achieve trust in a terminal-based system. 

3.6.2. Terminal integrity 

The terminals must also be acting the way they are expected to act. If, for instance, a terminal 

receives confidential information the server should be able to trust the terminal not to reveal this 

information to anyone else. This is an issue of integrity since the hardware and software on the 

terminal decides this behavior, which means that the server must be able to verify the hardware and 

software integrity of the terminal. 
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CHAPTER 4 ANALYSIS 

4.1. System objectives 

System objectives, sometimes referred to as application business goals, are the foundation from 

where an application is developed and even motivated. The system objectives serve as the base from 

where both the system’s functional requirements and security requirements are derived [41]. 

In a terminal-based system the system objectives must mirror the operational environment of the 

system as well as the involved actors and the business role of the system. This document will only 

present a generalization of the system objectives of a terminal-based system derived from the 

definition presented in section 2.1, which should be extended to accurately describe each actual 

implementation. 

The main system objective of a terminal-based system is identified as allowing distributed system 

access points across domains. This includes maximizing the accessibility to customers or users and 

distributing work tasks to maximize system performance. This, very broad, system objective and the 

potential implementation specific objectives such as make more money, save lives or perhaps 

increase usability must be considered when developing the more interesting, at least in the instance 

of this thesis, security objectives. Making sure that no security objective contradicts the system 

objectives is an obvious necessity. 

4.2. Security principles 

Developing generalized security objectives based from the system objective is not an easy task since 

the objectives are heavily dependent on the type of information handled by the system and the laws 

and regulations that apply to that specific type of information. Running the risk of taking the 

generalization to far, the security objective of a terminal based system is to ensure that all 

participants in the system are following the management control principles. 

In the most cases it is however considered likely that this includes a few more specific principles such 

as ensuring data confidentiality, data integrity and possibly that actors in the system should be 

anonymous. 

The goal of the analysis is to ensure that the security principles are fulfilled while not interfering with 

the system objectives in any way. In order to achieve this, the system must be further analyzed in 

order to elicit the threats to the security principles and the measures needed to mitigate those 

threats. 

4.3. System profile 

In order to develop an accurate threat profile the system must first be modeled and profiled from an 

external point of view [4]. This serves the threat profiling procedure with necessary information on 

both the reason as well as the possible ways of attacking the system. In this document this particular 

profile is referred to as the system profile. 

The initial step in building a system profile is to gather the relevant background information needed 

and the critical assumptions made to model the application [4]. In the case of a terminal-based 
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system these assumptions include the trust in the strength of the cryptographical algorithms 

proposed and the trustworthiness of some of the actors such as the administrator and the 

stakeholder, as defined in section 2.1.3. 

In order to develop a threat profile that is as complete as possible some assumptions regarding 

architecture has been made . The primary assumption, that inevitably impacts the data flow to and 

from the data stores, is the assumption that authentication is performed trough some kind of 

challenge-response method with replay protection, resulting in that the identification and 

authentication phase is performed trough a three-way handshake as opposed to direct 

authentication. 

4.3.1. Data flow 

The data flow is represented in a DFD with boundaries that define whether information flow is 

trusted or not. However, trust is not absolute which means there can be several boundaries 

contained in each other or beside each other. The DFDs developed in this section is an attempt to 

generalize data flow in a terminal-based system. 

 

Figure 4.3.1. Context-level DFD of a terminal-based system. 

The context diagram (Figure 4.3.1) depicts the context in which a terminal-based system operate, 

including the actors represented as external entities and the information assets as data stores. Note 

that some of the entities can bypass or are not affected by all trust boundaries. In the case of the 

administrator-entity this is not an issue since the entity is trusted itself but the technician-entity on 

the other hand is not (as defined in section 2.1.3), but can still bypass the interface enabled trust 

boundary limiting the capabilities of the terminal-state. This observation leads to the conclusion that 
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the interface enabled trust boundary is redundant in terms of trust and does not provide any further 

protection to the system integrity. The boundary may however still be useful to perhaps increase the 

availability of the terminal but since this falls outside the scope of this paper, the enforcement of this 

privilege boundary in the terminal-state will not be further analyzed. 

Further, following the simple principle that an untrusted state cannot enforce the restrictions needed 

to transfer data flow to a trusted state leads to the conclusion that the privilege boundary between 

the terminal- and the server-state must be enforced by mechanisms inside the server-state. This, in 

turn, means that the terminal-state in its entirety falls outside the scope of interest and is therefore 

not further examined leaving the server-state the sole point of interest. 

Diving deeper into the server state of the context DFD results is the DFD of level 0 depicted in Figure 

4.3.2. This level 0 diagram shows several, more specific boundaries then the previous context 

diagram. The terminal-server boundary from the context diagram has been split up into two 

boundaries in the level 0 diagram. The first is the authentication boundary which information should 

not be able to cross unless proof of authentication is supplied and the second is the authorization 

boundary which lies within the authentication boundary and has the additional requirement of 

authorization to allow information to pass. Further, the data store has been divided into a security 

database and an application database, each with specific boundaries controlling the access to the 

stores. These interface and business rule enabled boundaries toward the data stores make sure that 

only the operations necessary from the communicating state is allowed. All of these boundaries will 

be points of interest when identifying the different trust levels in the system. 

The level 0 DFD has six states, the identification (1.2), authentication (1.3) and authorization (1.5) 

states that handle the access control, the two message routers (1.1, 1.4) that redirect flow to the 

appropriate state and handles auditing, and finally the privileged procedure (1.6) which is an 

implementation specific state which handles input and output to the application database. These 

states are an attempt at generalizing different states in the server, in a way that will be applicable to 

as many systems as possible. 
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Even though the level 0 DFD illustrates the general data flow throughout the server-state and that 

this may be enough details in order to identify both assets and trust levels, a more comprehensive 

view is needed to detect all layers of the entry points. In order to achieve this, the multi-states in the 

level 0 DFD will be further expanded into level 1 DFDs detailing its internal data flow and uncovering 

all layers of entry points in the system. 

 

 

The level 1 DFD of the anonymous router (Figure 4.3.3) consists of only three states and some logical 

choices to direct data flow differently depending on the input to state 1.1.1. Most important in the 

level 1 DFD of the anonymous router is state 1.1.1. which is a primary entry point to the system and a 

critical point of great interest to an adversery due to the fact that the state is accesible, both 

anonymously and with arbritary data as input. Futher, the DFD also has an exit point in state 1.1.3 

that should be included in the analysis. 

The anonymous router, as I made obvious by both Figure 4.3.2 and Figure 4.3.3 wraps the 

identification and authentication states, this does however not mean these states are without entry 

or exit points but only that the wrapping entry and exit points can dictate what data should be 

allowed to pass according to some predefined rules. This structure and its benefits and drawbacks 

will be discussed more thuroughly in section 4.5. 

Figure 4.3.2. Level 0 DFD of the server state. 
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Figure 4.3.3. Level 1 DFD of the anonymous request router. 

The identification state (Figure 4.3.4) has no primary entry point since the state is wrapped by the 

router. However, it has a secondary entry point in state 1.2.1 which receives its input from the 

message router as well as a secondary exit point with the potential to leak sensitive data out to the 

message router. Moreover, the state interacts with an asset, namely the security database, making it 

a target of potential interest to adversaries. 

 

Figure 4.3.4. Level 1 DFD of the identification state. 

The authentication-state is expanded to a DFD much similar to the one of the identification-state 

with communication both to and from the security database. This DFD of the authentication-state 
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(Figure 4.3.5) should be independent of the type of authentication used and applicable to any of the 

three authentication factors, something you know, something you are and something you have, as 

defined in section 2.2.2 but still provide the general data flow but without any specification of exactly 

which information are flowing between the states. 

 

Figure 4.3.5. Level 1 DFD of the authentication state. 

The authenticated message router (Figure 4.3.6) is, just like the anonymous message router (Figure 

4.3.3), accessible anonymously by any terminal. The difference is that the authenticated message 

router expects a non-repudiable proof of authentication to be supplied by the terminal before 

routing the request to the intended state. However, the authentication-state (1.5) is the one 

responsible for verifying that these requirements are fulfilled and then reporting the result back to 

the router so that the proper routes can be used. Other than that, the authenticated message router 

encapsulates the authorization state and the privileged procedure making the receiving state 1.4.1 

the second primary entry point and the state 1.4.4 the second primary exit point. 
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Figure 4.3.6. Level 1 DFD of the authenticated message router. 

In the DFD of the authorization-state (Figure 4.3.7) there are two states that interact with the 

security database, firstly 1.5.1 which checks the provided authenticity proof for validity against the 

security database, and 1.5.2 which fetches the access control list for the requested state from the 

security database and verifies that the terminal is authorized access to it. Whether to use ACLs, 

capability lists or any other access control is up to the implementation and should not have any 

impact on the layout of the data flow diagram. Finally the authorization-state reports back to the 

message router with the decision on whether to allow the data to pass the ultimate privilege 

boundary and into the privileged procedure or to reject the request. 

These DFDs provides a structured way of identifying the assets, entry points and trust levels in the 

system which all will be formally enumerated in the following sections. Further, the DFDs serves as 

input to the threat analysis performed in section 4.5 by highlighting both the potential intrusion 

paths and the critical operations required to ensure security in the system. 
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Figure 4.3.7. Level 1 DFD of the authorization-state. 

4.3.2. Trust levels 

The DFDs provide the overview needed to identify the different levels of trust of the information 

flowing through the system. Since the technician´s corresponding misuser, the insider, is considered 

untrusted and no boundary could be enforced between the technician-entity and the terminal-state 

that means that all information flowing from the terminal-state should be labeled untrusted. The 

server state also has a set of internal trust levels depending on the terminal´s ability to authenticate 

and authorize itself. These trust levels are labeled authenticated and authorized. Finally, when the 

business rules are applied to the authorized data it is considered trusted. 

Every data flow in the system should be labeled with any of these four trust levels and the relabeling 

functionality, i.e. the state changing the label of the information from untrusted to authenticated, is 

of particular interest as probable targets of exploitation. 

Table 4.3.1. System trust levels. 

T1 Untrusted 
T2 Authenticated 
T3 Authorized 
T4 Trusted 

 

4.3.3. Assets 

“An asset of interest to the adversary must exist” is the first principle put forward by Frank Swiderski 

and Window Snyder in [4]. In the case of a terminal-based system the information assets of the 

system should primarily be located in the application database and accessible through the privileged 

procedure. But this also means that gaining access to the security database´s information assets 

indirectly grants an adversary access to the application database. This relation makes the security 
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database what Swiderski and Snyder calls a “transitive asset” to the application database. The 

application database is implementation specific and the assets contained therein will not be further 

explored. 

Assets on the terminal-side include the terminal itself, its software and the data used to verify the 

identity of the terminal as was previously concluded in section 3.6. Protecting the terminal hardware 

falls outside the scope of this document and is therefore not identified as an asset. 

Table 4.3.2. System assets. 

A1 Application database 
A2 Security database 
A3     Terminal authentication data 
A4     Access control lists or capability lists 
A5     Terminal sessions table 
A6 Terminal software integrity 
A7 Terminal identification and authentication data 
A8 Log files 

 

4.3.4. Entry points 

The second principle put forward by Swiderski and Snyder is that “an application cannot be attacked 

unless the adversary has a way to interact with it” [4]. These points of interaction are known as entry 

points and are the enumeration of all states which accepts information from outside the system. 

Further, Maura A. van der Linden argues that the exit points should be included in the enumeration 

as well as those may be attacked by an adversary in an attempt to disclose secret information [28]. 

Identifying the entry and exit points is not just an enumeration of the absolute entry and exit point of 

a system but all states that have input that may have been originally produced by adversary, even if a 

preceding state may have reformatted or restructured the data. This is known as layered entry points 

[4] where each absolute entry and exit point is the root of a tree of layered entry and exit points. 

Table 4.3.3. System entry points and the trust levels allowed at them. 

E1 State 1.1.1 is an root entry point receiving anonymous terminal commands ALL 
E2     State 1.2.1 receives input from 1.1.1 ALL 
E3     State 1.3.1 receives input from 1.1.1 ALL 
E4 State 1.4.1 is an root entry point receiving anonymous terminal commands ALL 
E5     State 1.5.1 receives input from 1.4.1 ALL 
E6         State 1.5.2 receives authenticated input from 1.5.1 T2,T3,T4 
E7             State 1.4.2 receives arbitrary input from 1.5.1 or 1.5.2 ALL 
E8                 State 1.6 receives authorized input from 1.4.2 T3,T4 

 

Table 4.3.4. System exit points and the trust levels allowed to read data from them. 

E9 State 1.1.3 is an root exit point returning arbitrary data ALL 
E10     State 1.1.2 sends static output to state 1.1.3 ALL 
E11     State 1.2.3 sends output to state 1.1.3 ALL 
E12         State 1.2.2 creates output to state 1.2.3 ALL 
E13     State 1.2.4 sends static output to state 1.1.3 ALL 
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E14     State 1.3.3 sends output to state 1.1.3 T2,T3,T4 
E15         State 1.3.2 creates output to state 1.3.3 T2,T3,T4 
E16     State 1.3.4 sends static output to 1.1.3 ALL 
E17 State 1.4.4 is an root exit point returning arbitrary data ALL 
E18     State 1.4.3 sends static output to state 1.4.4 ALL 
E19     State 1.6 sends output to state 1.4.4 T3,T4 
E20 State 2, the client, receives information from state 1, the sever ALL 

 

Table 4.3.3 and Table 4.3.4 is the enumeration of entry and the exit points of the system cross 

referenced with the trust levels that are allowed access to the state in the rightmost column. The 

indentation in the columns represents the layering of the entry and exit points which should be 

interpreted as – in the case of entry points – that the entry point redirects data supplied to itself to 

the lower layer entry point and thus potential misinformation can reach beyond the root entry point. 

In the case of exit points the main concern is data leakage and the layering here represents the 

possible paths from asset to exit point that information can take – and thus leak. 

In the case of entry points the layering continues until the originally inputted information is no longer 

of interest to the states and in the case of exit points the layering continues to the state where the 

information outputted was either created or retrieved form a data store. 

4.4.  Threat profile 

Identifying and profiling threats is the key in developing a secure system and threat analysis is the 

procedure focused on this particular task. Using the system profile developed in the previous section 

as the foundation - identifying threats can be straightforward [4].  Swiderski and Snyder emphasize 

the difference between identifying threats and vulnerabilities, and conclude that “to create an 

accurate threat profile, threats with mitigated attack paths must still be identified” [4]. 

The threat profiling approach used in this document and that was presented in section 3.2, bases the 

attack hypotheses from the assets and the possible goal of an adversary for that particular asset. 

Starting with the terminal-side assets, the authentication credentials is of interest to an adversary, 

who could use this data to authenticate false terminals. Therefore theft of authentication data from 

terminals must be considered a threat to the system that ultimately puts the integrity of the system 

at risk. Further, the integrity of the terminal software is an asset that could be exploited to the 

benefit of an adversary. This includes both the process integrity of the terminal software and the 

integrity of the terminal´s internal logic. The problem in protecting all of these terminal-side assets 

are the fact that they are not associated with any particular entry point in Table 4.3.3 but instead 

arbitrarily accessible by untrusted actors, in accordance to the definitions given in section 2.1. 

However, the discussion on how to get around this problem belongs in section 4.5 where the 

mitigation strategies for the threats will be elicited. 

The application database is the ultimate target of an adversary since it is the asset that contains the 

business data of the system. This asset is target of attacks aiming to disclose sensitive or valuable 

information as well as attacks directed at modifying or destroying the asset. In an attack of this 

nature the adversary might supply the system with a maliciously formatted message causing the 

execution or a returning value to change. Further, this type of threat concern all entry and exit points 
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in the system that communicates with the application database making it a very complex threat to 

analyze. 

Another threat to the application database is session spoofing. This threat concerns the ability of an 

adversary to steal an active connection between a server and a terminal and perform operations 

under the identity of someone else, granting the adversary both access to the application database 

and the ability to act under a false identity – thus breaking the auditing as well. The session data 

asset is a part of the security database, but due to its transitive nature, both log files and the 

application database are threatened by the loss of control over this asset. 

Except for identity theft, the auditing assets (log files) could be subject to flooding, which means that 

an adversary might attempt to render the log files useless by filling them with meaningless 

information. The goal of this type of attack is to make it next to impossible to find the entries of value 

to an investigating party. 

The security database is a transitive asset to the application database, but in contrast to the 

application database the security database is accessible for unauthorized data flow which makes it of 

particular interest to adversaries with malicious intent. 

Just like the application database – the security database and the entry points through where the 

data flow passes can be supplied with carefully formatted messages in order to alter the control flow 

of the application in an unintended way. However, the security database may also leak information 

in other – seemingly harmless – ways that may prove beneficial to an adversary. These types of 

attacks to the system include timing attacks on keys where a key closer to the correct one may take a 

longer or shorter period of time to process or, if the identification key is intended to be as 

confidential as the authentication key, an early interruption in the handshake phase may open up the 

system to unanticipated meet-in-the-middle attacks [42].  

Lastly, as briefly mentioned in section 3.4, the applicability of typical system vulnerabilities is 

referenced against the system, resulting in the final set of threats. It can be argued that buffer and 

integer overflows has already been included in the threats concerning maliciously formatted data but 

since this Is a far more general threat, targeting not the logic nor the information flow but rather the 

internal structure of the computer itself, it seems appropriate to make a separate point of these 

threats. 

The enumeration of threats to a terminal-based system could – and by all means should – be even 

more comprehensive than the one presented in this report. However, this can be deemed true for all 

threat profiles and as far as this document is concerned, this should be enough to elicit security 

requirements on the architectural level. 

The threats are further formalized in the following tables where each threat is assigned a set of 

STRIDE classes (see section 3.4.1) to provide a generic classification of what an exploit of the threat 

would imply in the context of the system. Each threat is also cross-referenced with the assets it 

threatens and the entry-points used by an adversary trying to exploit the threat. 
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Table 4.4.1. Threat 1: Theft of the terminal´s credentials 

ID 1 
Name Theft of the terminal´s credentials. 

Description 
Depending on the chosen base of terminal identification, the identity may be 
stolen by an adversary. 

STRIDE classes S,R,E 
Entry points E20 
Assets A7 

 

Table 4.4.2. Threat 2: Software modification. 

ID 2 
Name Modification of terminal logic. 

Description 
Modifying the logical execution paths of the terminal or in any way change 
the behavior of the terminal renders the terminal untrusted in the eyes of 
the server. 

STRIDE classes T 
Entry points E20 
Assets A6 

 

Table 4.4.3. Threat 3: Access to runtime data. 

ID 3 
Name Access to terminal software´s runtime data. 

Description 
Runtime data may contain shared session keys or other data distributed by 
the server in confidence. This data risks being disclosed to an adversary. 

STRIDE classes I 
Entry points E20 
Assets A6 

 

Table 4.4.4. Threat 4: Unauthorized communication with the application database. 

ID 4 
Name Bypass authorization checks before accessing the application database. 

Description 
Supply the server with a well formed message that changes the control flow 
to bypass mandatory authorization checks before allowing access to the 
application database. 

STRIDE classes T,E,I 
Entry points E5-E8, E17-E19 
Assets A1 

 

Table 4.4.5. Threat 5: Command injection targeting the application database. 

ID 5 
Name Inject the privileged procedure with data altering the operation. 

Description 
By supplying the privileged procedure with well-formed data, the operation 
performed by the procedure on the application database could be altered to 
one that the authorization is not valid for. 

STRIDE classes T,E,I 
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Entry points E6,E7,E8,E17,E19 
Assets A1 

 

Table 4.4.6. Threat 6: Session spoofing. 

ID 6 
Name Spoofing or hijacking another authenticated user´s session. 

Description 

Getting a hold of an authenticated user´s session information gives an 
adversary access to the same privileged procedures as the user that was 
hijacked. Further, the adversary´s actions would be blamed on the user and 
repudiation on the adversary´s part would be possible. 

STRIDE classes S,T,R,I,E 
Entry points E9,E11,E12,E20 
Assets A1,A8 

 

Table 4.4.7. Threat 7: Log file flooding. 

ID 7 
Name Flooding of log files. 

Description 
By flooding log files an adversary may break auditing which in turn may 
render a user´s actions repudiable. 

STRIDE classes R,D 
Entry points E1,E4 (maybe more depending on implementation) 
Assets A8 

 

Table 4.4.8. Threat 8: Command injection targeting the security database. 

ID 8 
Name Inject the security-operation states with maliciously formatted data. 

Description 
Injection of well-formatted messages into the security database may cause 
information to leak, be destroyed or altered. The security database is 
anonymously accessible to any adversary. 

STRIDE classes T,R,I,D,E 
Entry points E1-E6 
Assets A2 

 

Table 4.4.9. Threat 9: Denial of service attack. 

ID 9 
Name Crash the system to make it unavailable to other users 

Description 
Overflowing connection stacks, causing a runtime error on the server or 
overloading of the server either performance wise or bandwidth wise. 

STRIDE classes D 
Entry points E1,E2 
Assets A2 
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Table 4.4.10. Threat 10: Buffer and integer overflow. 

ID 10 
Name Overflowing memory buffers or integers can lead to unexpected execution. 

Description 
By supplying the server state with unexpectedly large buffers or integers the 
execution might be disrupted from the intended path allowing execution of 
arbitrary code by an adversary. 

STRIDE classes T,R,I,E 
Entry points E1-E6 
Assets A1-A6 

 

4.5. Risk analysis 

Provided the list of threats identified in the previous section, the next step is to rate these threats 

according to the risk each of them pose. DREAD (see section 3.4.4) is the weapon of choice in this 

analysis. However, applying DREAD directly to the relatively broad threats identified in section 4.4 

would probably result in more guesswork than actual informed analysis. Luckily, this can be remedied 

by the use of threat trees (see section 3.4.2). 

But, before starting to build threat trees the guidelines of the DREAD rating should be formalized. 

DREAD consists of five measures where each measure is given the same scale from which it then 

contributes to the total score of the threat. These measures are damage potential, reproducibility, 

exploitability, affected users (or rather affected terminals in the context of the analysis in this 

document) and discoverability. 

All of these measures should be given the same range of values for which its rating can span. The 

choice of value range might seem a trifle, but both [28] and [4] emphasizes the importance of not 

using a range more accurate than the analytical tools and facts can produce, as this may result in 

misconceptions and a “feel-factor” as in saying “This threat doesn´t feel as bad as that threat but we 

gave that an 8 than this must be a 7 tops”. While [28] proposes a 1-5 range [4] proposes a 1-3 range 

of each measure. Based on that the analysis performed in this document is of a generalized fictional 

system the 1-3 range is deemed to be the most appropriate in order to conduct an accurate analysis. 

Further, [28] points out a flaw in the DREAD rating system that violates one of the fundamental laws 

of computer security. The law is that one should never rely on security by obscurity [43], and the 

DREAD parameter violating the law is the discoverability parameter. Using this parameter might 

encourage thinking along the lines of “Well, no one will ever find this out” which never should be 

used as a reason of not mitigating a vulnerability. Based on this reasoning the document will not 

include the discoverability parameter of the DREAD rating system. 

With the DREAD rules set up the next step in the analysis is to enforce them on the results derived 

from the threat trees. 

4.5.1. Threat trees 

Threat trees disassemble the threat by modeling the different possible attack paths that can be taken 

in order to exploit the threat. Each node in the tree is a condition that must be fulfilled in order for 

the path towards the root of the tree to be valid. 
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This method of modeling a threat provides the analysis with a much more comprehensive image of 

how a threat can be a risk to the system and what is required by an adversary in order to turn the 

threat into an actual vulnerability. 

 

Figure 4.5.1. Threat tree of an adversary gaining terminal credentials. 

The first threat (Table 4.4.1) regards the theft of terminal credentials and is a threat that applies to all 

terminals of the system. An adversary succeeding in realizing this threat would be able to perform 

actions posing as another terminal within the system, limited only by business rules. These simple 

observations holds the answer to two of the four DREA(D) parameters that should be collected, 

namely the damage potential and how many terminals would potentially be affected, both qualifying 

for the maximum 3. 

The other two parameters, exploitability and reproducibility, are however not as easily derived, and 

this is where the threat trees come into play to shed some light. By splitting the threat into the 

possible ways for an adversary to realize the threat or the prerequisites of making it possible – a fine-

grained image of the feasible attack paths are developed. Each path with its own associated 

exploitability and reproducibility parameters. 

The threat of an adversary gaining terminal credentials is initially separated into the four paths 

visualized in Figure 4.5.1 by asking the question “How?”. The first branch concerns the possibility of 

an adversary to steal the credentials from the terminal itself. The second branch concerns the 

possibility of stealing the credentials while in transit, which concerns the same threat as the threat 

defined in Table 4.4.6 and will therefore not be further analyzed here. The third branch concerns the 

possibility of guessing credentials and lastly, the fourth branch concerns stealing the credentials from 

the server. Just like the second branch the fourth branch has its own associated threat, defined in 

Table 4.4.8 and will not be further analyzed in this threat tree. 

This leaves five possible attack paths to be considered. (1) The credentials are stored on the HDD of 

the terminal and the adversary can access the HDD the credentials are compromised. This is neither 

particularly difficult nor hard to repeat since the adversary might be an insider, as defined in section 

2.1.3. Therefor this path is assigned the maximum 3 in both exploitability and repeatability.  
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If the credentials are stored on a protected device such as a smartcard or a TPM the adversary could 

(2) tamper with the device to reveal the credentials or (3) steal it in its entirety. These paths are 

somewhat dependent on the type of storage device used. While both a TPM and a smartcard is 

protected against tampering a smartcard is much simpler to steal [44] giving the tampering path an 

exploitability rating of 1 and a repeatability rating of 1 since it is considered highly unlikely that the 

exploit (if found) will be trivial. The theft path is given an exploitability rating of 1 for a TPM and a 3 

for a smartcard while the repeatability rating is set to 2 for both, since some terminals would be 

physically protected or monitored. 

The possibility of an adversary to guess the credentials is limited to two possibilities, either that (4) 

the credentials are weak or that (5) there are default credentials that some terminals use. That the 

credentials are weak is a somewhat undefined condition, however, weak in this case means that 

there exists a possibility of brute-forcing the credentials within foreseeable time. Brute-forcing weak 

credentials is given a exploitability rating of 3 since it is very easy and a repeatability rating of 1 since 

it still takes time even though it is variable. The existence of default credentials provides an easy way 

to attack the system; however, the repeatability is limited to the terminals using the default 

credentials. Therefore the path is assigned a 3 and a 2 in exploitability and repeatability respectively. 

 

Figure 4.5.2. Threat tree of modifying terminal logic and control flow. 

The second threat (Table 4.4.2) concerns the possibility of the internal terminal logic being modified 

by an adversary. Modification of terminal logic is a threat that could ultimately lead to both 

information disclosure and breaking of integrity since all trust in the terminal would be broken. Just 

as the previous threat the rating of damage potential and affected terminals is set to the maximum 3 

as an exploit would possibly render the entire system unusable. 

Two ways of modifying the terminal logic is identified, ether an adversary could exchange the 

terminal software altogether – this includes everything from a minor change to a complete 

refactoring of the entire software; or an adversary might gain access to the terminal software´s 

runtime data – modifying the control flow during execution. 
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The first path requires the adversary to gain access to the terminal, which by definition – it has (see 

section 2.1.3 on insiders). However, the adversary is also required to develop the modified, malicious 

version of the terminal software. While this is far from impossible, it still requires either decent 

software engineering skills or economical assets in order to pay someone with the required skills to 

do the development. These aspects add up to an estimated 2 on the exploitability score while 

repeatability is nothing but an obvious 3 for both of the paths of this branch. 

The second path is further explored in the following threat tree as it was identified as a separate 

threat in the previous section. 

 

Figure 4.5.3. Threat tree of accessing process memory. 

Terminal process integrity and data confidentiality is the third threat ( 

Table 4.4.3) identified to a terminal-based system. Breaking process integrity or data confidentiality 

on the terminal allows an adversary access to runtime data such as session keys which may be used 

to send forged messages to the server posing as the authenticated terminal. This threat is awarded a 

rating of 3 in both damage potential and the affected terminals-rating. 

Three main paths are identified that an adversary may use to achieve this goal. The adversary may 

use a vulnerability in either (1) the terminal software or (2) the operating system in order to bypass 

process boundaries or (3) read the data while in transit between the CPU and the memory modules 

in the terminal. 

Reading the data in transit on the memory bus can be achieved by probing the Front Side Bus (FSB), 

the main memory bus or the north-southbridge bus. The FSB and main memory bus traffic is very 

difficult to analyze due to the high speeds and high wire count, the north-southbridge bus should be 

the easier choice here according to Andrew Huang [45]. However, the equipment to analyze the 

traffic on the bus is still $20,000+, and thus both the exploitability and repeatability of the path is set 

to 1. 

Exploiting a vulnerability in the terminal software is similar to exploiting an operating system 

vulnerability. Both requires the adversary to invest, either time in order to discover a vulnerability, or 

economical resources for someone else to discover or introduce a vulnerability. The success-rate of 

the adversary depends on the chosen method, but so does the necessary investment. Discovering 

the vulnerability without help is cheap but the likelihood of success is on the other hand not so great.  

Hiring an expert to discover a vulnerability possibly has a slightly greater chance of success, however 

this comes to the price of paying for the expert´s services. Bribing a developer of the system has an 
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almost complete success-rate but this attack strategy is not only limited by the payment of the 

developer but the morale and loyalty of the developer as well. Exploiting a well-known vulnerability 

is a path which combines both high success-rate and low investment of time and money and is 

therefore the most probable attack path of the tree. 

Summing up, the paths involving discovering a vulnerability and paying an expert to discover a 

vulnerability are assigned a exploitability rating of 2 and a repeatability rating of 3, the path involving 

bribery of a system developer is assigned a 3 in both exploitability and repeatability and so is the 

path involving the use of a well-known vulnerability. 

 

Figure 4.5.4. Threat tree of bypassing authorization. 

Bypassing authorization checks is the fourth threat identified against a terminal-based system (Table 

4.4.4). An adversary succeeding with this would gain access to the privileged procedure and 

ultimately the application database. 

Two means of achieving this is identified, either to break the authorization checks by injecting 

maliciously formatted data into the procedures responsible for determining the validity of the 

request in order to somehow influence the outcome, or to steal another terminal´s identity. The 

latter is discussed more thoroughly examining threat no. 6 (Table 4.4.6). 

Two states in Figure 4.3.7 are susceptible to the described type of attack, state 1.5.1 and 1.5.2 which 

both could be supplied with parameters consisting of SQL-commands to modify actual the query sent 

to the security database and ultimately the outcome of the authorization procedure. These types of 

attacks are fairly easy to conduct [46] and would be repeatable. However, the adversary must first 

discover what SQL to inject in order to get the desired result which might prove to be a trick task 

depending on the circumstances. 

Adding up the conclusions from this threat tree, the damage potential, affected terminals and 

repeatability factors are all set to the maximum 3 while exploitability is assigned a rating of 2 since it 

requires the adversary to know or elicit details on how terminals, sessions or privileges are handled 

in the security database. 
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Figure 4.5.5. Threat tree of altering the control flow of the privileged procedure. 

Altering the control flow of the privileged procedure would result in the possibility of an adversary to 

bypass the business rules of the system. This threat is detailed in Table 4.4.5 and requires the 

adversary to exploit a vulnerability in a privileged procedure with access to the application database 

which further requires both that the adversary has access to the privileged procedure and is able to 

discover a vulnerability in the privileged procedure. 

To discover a suitable vulnerability can be achieved by the adversary in three different ways. Either 

the adversary has the necessary competence to discover the vulnerability, or the adversary has the 

economical assets to pay either an expert to do the work or an insider to introduce the vulnerability 

during development. 

Bribing a developer is considered both very expensive and very risky which is why the exploitability 

rating as well as the repeatability is set to 1. Paying an expert to find a vulnerability is a more likely 

scenario as the skills required in order to find a vulnerability is fairly common, however, paying an 

expert is still fairly expensive and the strategy has poor repeatability summing up to a rating of 2 in 

exploitability and a 1 in repeatability. In order for the adversary to find a suitable vulnerability the 

adversary would have to be an expert. As unlikely as this scenario is, the repeatability is good, 

resulting in an exploitability rating of 2 and a repeatability of 2. 

However, in order for any of these paths to work the adversary must still have access to a vulnerable 

privileged procedure as well. As this is highly unlikely, this decreases the exploitability rating of the 

paths even further, giving all paths a revised exploitability rating of 1. 
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Figure 4.5.6. Threat tree of the session hijacking threat. 

The sixth threat (Table 4.4.6) concerns hijacking of user sessions and is a child-threat to both threat 1 

(Figure 4.5.1) and 4 (Figure 4.5.4). This fosters a high rating of damage potential and affected 

terminals since both threats that depend on session hijacking have these high ratings. 

Three general approaches to session hijacking are identified, (1) brute force guessing, (2) network 

sniffing and (3) prediction. Brute force guessing is made possible if the balance between the sessions´ 

cryptographic strength and their lifetime is wrongfully proportioned, i.e. either the session data is 

too weak for the session lifetime used or the session lifetime is too long for the session data strength 

used. Network sniffing is possible if the session data is shared between the terminal and the server in 

an unprotected fashion. The third branch of the threat tree – prediction of session data – is possible 

only if either the session data is sequential or if the data is in some other way determinable based on 

previous values. 

Exploitability of the first branch (both paths) is rated to a 3 since anyone can guess while 

repeatability is rated to a 1 as succeeding once would not make it easier to succeed the next time. 

The second branch is rated 3 in both exploitability and repeatability as finding out when the session 

data is sent is not deemed very complicated and repeating it would be even easier. 

The third and last branch has two paths. The first requires session data to be sequential and the 

adversary to get hold of the current sequence number of the server. The difficulty of achieving this is 

highly dependent on the protocol used and more specifically whether the terminal is assigned its 

session identifier before or after authentication, but regardless the exploitability rating is set to 3 as 

well as repeatability. The second path requires the adversary to exploit a weakness in the random 

number generator used by the server. This path is assigned an exploitability rating of 1 and a 

repeatability rating of 2 as the type of exploit is very uncommon and may depend on the make of the 

processor or other attributes that does not necessarily apply to all terminals in the system. 
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Figure 4.5.7. Threat tree concerning log file flooding. 

Breaking the system´s auditing capabilities by flooding the system log files (threat no. 7 described in 

Table 4.4.7) is not necessarily system critical while it might be an interim target of an adversary in 

order to cover up the actions performed or obstruct the restoration of the system after a security 

breach. The damage potential rating is therefor set to 2 while the affected terminals rating is set to 3. 

There is just one way of an adversary of achieving this, but two different conditions may be satisfied 

for the exploit to work. The adversary must be able to write to the log file(s) in the system, an action 

which should be possible in any auditing system. Therefore the exploitability rating is set to the 

maximum 3 as well as the repeatability rating.  

 

Figure 4.5.8. Threat tree of injecting the security operations with maliciously formatted data. 

Threat number 8 (Table 4.4.8) is a child threat to threat number 1 (Table 4.4.1) which means that 

exploiting threat number 8 would ultimately enable an adversary to steal terminal credentials from 

the server. On account of threat number 1 the ratings on damage potential and affected terminals is 

inherited, resulting in a rating of 3 in both for threat number 8. 

Three main paths are identified. An adversary could either supply the security operations with 

erroneous data in an attempt to collect valuable information included in verbose error messages, 

time the security operations in order to gain information or attempt to insert SQL into the security 

database to alter or reveal secret data. 

Eliciting secret information from the error messages such as whether an identity exists or not could 

open up the possibility of an meet-in-the-middle attack on identity and authentication data. Further, 
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information such as what encryption algorithm, padding scheme or key length was expected by the 

server might prove useful by an adversary. This type of information leakage is however not enough 

to break the system but rather hints that could make the challenge somewhat easier to overcome. 

Therefore, the exploitability rating of these paths is set to 1 while repeatability is set to 2. 

Timing the security operations of the server might, just as the error messages, provide hints to an 

adversary trying to break the system. However, putting it into context with the server separate from 

the terminal and connected via network connections, the results of a timing attack is somewhat 

masked in network latency and concurrent processes. However, David Brumley and Dan Boneh prove 

that it still is possible to perform timing attacks over small network distances [47]. Accounting of this 

the path is assigned a 2 in both exploitability and repeatability. 

SQL injection is the most trivial attack on the system of the three which results in an exploitability 

rating of 3. Moreover, the attack is easily repeatable once the desired SQL commands are elicited 

which qualifies the repeatability rating to 3 as well.  

 

Figure 4.5.9. Threat tree of the denial of service threat. 

The denial of service threat (Table 4.4.9) is the threat of an adversary rendering the system unusable 

to all other terminals attempting to use or even relying on the system. While this threat may not 

necessarily be as serious as a breach of confidentiality or integrity, an unusable system is worthless. 

Depending on the business context the damage potential of may vary between 1 and 3 so for the 

sake of squareness it is assigned a rating of 2 in this document. The affected terminals rating is 

assigned the maximum 3. 

Flooding the TCP/IP connection stack, or SYN-flooding is both easy and repeatable with proposed 

ready-to-use software available for download, and thus it is assigned a rating of 3 in both 

exploitability and repeatability. 

Flooding of the application specific session table may render the system unresponsive or in the worst 

case inaccessible if the device which stores the session data on the server runs out of space. 

Attacking the system in this way should be fairly easy but still take a lot of time. Exploitability is 

therefore assigned a rating of 3 and repeatability is assigned a rating of 1. 

Distributed Denial of Service (DDoS) attacks is when a large number of computers flood a server with 

request so that it becomes inaccessible. SYN-flooding which was mentioned earlier is a type of 

(D)DoS attack, however, the difference in necessary resources on the adversaries part to perform 

such an attack motivates the separation of the two. The details on DDoS attacks and the differences 
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between DDoS and SYN-flooding are referred to [48]. In order to perform a DDoS attack the server 

must be connected to the internet or a very large network in order to be possible. Further, the 

adversary must possess the bandwidth to create an unmanageable amount of requests at the same 

time. Since this path requires substantial resources from the adversary the exploitability rating is set 

to 1 while repeatability is set to 3. 

Disrupting a dependency of the server such as the electricity supply or the network connection falls 

outside the scope of this document and will not be further addressed. 

 

Figure 4.5.10. Threat tree of an adversary gaining control to execute arbitrary code in the system. 

The last threat (Table 4.4.10) concerns the ability of an adversary to supply the server with 

maliciously formatted data resulting in execution of arbitrary code on the behalf of the adversary. 

This threat is deliberately separated from other threats involving maliciously formatted data such as 

threat number 5 (Table 4.4.5) and threat number 8 (Table 4.4.8) because this threat is focused more 

on the generic threat of maliciously formatted data such as buffer overflows rather than state 

specific threats. 

The prerequisite for this threat to become a security issue is that the adversary knows a vulnerability 

in the system that could be exploited. The prerequisite fosters a sub-threat (10.2 in Figure 4.5.10) 

concerning the likelihood of an adversary to find such a vulnerability. 

As usual when it comes to discovering vulnerabilities, there are two general approaches. The 

adversary could either invest economical resources into finding a suitable vulnerability – for instance 

paying expert or an insider – or the adversary could invest time in an attempt to discover a 

vulnerability. While paying an expert is certainly both easier and cheaper than bribing a developer, 

the success-rate of an expert would not be as good as with a developer, and as for discovering it 

without outside help, the success-rate is minimal but so is the economic cost. With these aspects in 

mind, the paths starting at 10.2.1 and 10.2.2 in Figure 4.5.10 are rated 2 in exploitability while the 

path starting at 10.2.3 is rated 3. Repeatability is rated 3 for all of these paths. 

Exploiting a buffer or integer overflow vulnerability is not trivial even if it is known by the adversary, 

neither is it guaranteed to work all the time. Based on the current stack placement by the operating 
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system the exploit may have to be tweaked in order to work between attempts. Therefore the 

remaining leaf nodes (10.1.1 and 10.1.2.1 combined with 10.1.2.2) are assigned both exploitability 

and repeatability rating of 2. 

4.5.2. Misuse cases 

Misuse cases are used to elicit security requirements from the threats first identified in section 4.4 

and then further explored in section 4.5.1. The point of building a case around the threat is to view 

the system from the same perspective as the user, and thus the adversary as well, while still keeping 

the focus on the task. By exploring the use of the system and the actions performed by the terminal 

and the server, the misuse case model provides an overview of the potential misuses of the system 

that is possible by an adversary. Further, the elicitation of mitigation strategies is developed directly 

into the context of the system and will therefore not contradict any of the intended uses of the 

system. 

 

Figure 4.5.11. Misuse case for connecting to the server. 

Figure 4.5.11 contains the visualized misuse case of a terminal connecting to the server. The black 

boxes represents the a non-intended use of an action that is performed by an adversary with the 

intention to harm the system while the white boxes are either the intended actions or the actions 

elicited from the model in order to mitigate or detect the actions of the adversary. 

The misuse case in Figure 4.5.11 speaks – as it should – pretty clearly for itself. Accepting connections 

I susceptible to denial of service attacks of mainly two types, SYN-flooding and DDoS, where the SYN-

flooding misuse of the system can be mitigated by the use of SYN-cookies (RFC 4987 [49]) on the 

behalf of the server. There are two actions included in accepting connections, auditing which is 

vulnerable to flooding of the log files and session state tracking which is vulnerable to flooding of the 

database. Both these misuses are associated with mitigation strategies, log file flooding is mitigated 

by making sure there are sufficient log space and that the log files are easily searchable while the 
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session flooding is mitigated by including the action of cleaning up old, unused sessions in the action 

of registering new sessions. 

 

Figure 4.5.12. Misuse case for authentication of a terminal to the server. 

Figure 4.5.12 shows the misuse case of terminal authentication towards the server. The case contains 

two main parts, first the terminal´s authentication towards the server and then the server´s 

verification of the terminal. Potential misuses are identified on both the terminal-side and the server-

side. On the terminal-side the misuses include theft of credential data rather than legitimate reading 

of the data and eavesdropping on the communication with the server in order to gain knowledge of 

the credential data. 

From the terminal´s perspective, authentication requires two actions, reading the credentials of 

some local storage device and sending the credentials to the server. Reading the credentials is 

susceptible to misuses such as illegitimate reading by an adversary. However, this particular misuse is 

mitigated by the use of a protected storage device where the actual credentials never leave the 
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device but are rather signs a challenge inputted into the device. Using this protocol still enabled an 

adversary to gather valid challenge-response pairs so for the protocol to be secure the server must 

supply the random challenge to the terminal as is visualized in the figure. Another misuse is theft of 

the entire storage device which would allow an adversary to authenticate a false terminal. This 

misuse is mitigated by the use of a physically secure device. 

Sending the credentials to the server is susceptible to eavesdropping. Eavesdropping may allow an 

adversary to gather reusable authentication responses or access to the terminals credentials. This 

fosters two mitigation strategies where the first is to send the authentication response encrypted to 

the server and the other is to replay protect the response by the use of a nonce (number only used 

once). 

The server´s main action is to validate the response from the terminal and to prevent misuses that 

would result in an invalid terminal being validated. The mitigation strategies necessary to make sure 

this does not happen includes enforcement of a credential policy that does not allow weak or non-

unique credentials to be used in the system, rendering brute-force attacks on the system fruitless. 

Another threat to the validation action is profiling based on the output which includes both time 

taken to perform the action and the actual output. A mitigation strategy to prevent this includes non-

verbose error messages in order to not leak sensitive information and constant-time software that 

prevents attacks such as cache-collision [50] and RSA timing attacks [51]. 
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Figure 4.5.13. Misuse case for communication with the privileged procedure including authorization. 

Figure 4.5.13 is a misuse case for an authenticated terminal´s operations and communications with 

the server. The terminal´s actions are performing the implementation specific work task and 

reporting the result, whether it is user input or mathematical solutions, to the server. 

The implementation specific work task may be misused by an adversary in an attempt to break data 

integrity on the server or disrupt system operations. The first identified misuse that would achieve 

adversary goal is exchanging parts of, or the entire terminal software, with new software masking as 

the original but reporting crafted results. Misuse of this nature can be mitigated by software integrity 

attestation where the terminal sends a signed integrity report to the server for verification. Another 

misuse would be to shut down the terminal software rendering the terminal useless and unable to 

perform its work task. This type of attack on availability is very hard to protect against and no 

mitigation strategy is presented for the particular misuse in this document. Accessing and modifying 

the terminal runtime data is yet another misuse that would have the same implications as 

exchanging the terminal software, but is however mitigated in a completely different way. Modifying 

runtime data would be possible if an adversary gained access over the terminal process in some way. 
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This could be achieved by exploiting a vulnerability in either the terminal software itself or the OS on 

which the software runs. The mitigation of general software vulnerabilities could be to perform 

organized code reviews on a regular basis while vulnerabilities in third party software is best 

mitigated by ensuring that all the latest security patches are installed properly. 

When the result leaves the terminal destined for the server an adversary could possibly misuse the 

transaction data, altering the data during transit to break system integrity or reading the data to spy 

on the system. These actions are mitigated by simply signing and encrypting the data before it is sent 

to the server. 

The server executes the privileged procedure upon receiving the result from the terminal, but after 

the terminal connection has been authorized. Both actions are susceptible to maliciously formatted 

data and must therefore sanitize the inputted data before execution to mitigate the threat that 

external parameters pose. 

The authorization action may be misused to accept a stolen session, however while mitigating this 

particular misuse is not possible, the adversary must first succeed in stealing an active session. 

Mitigating session spoofing is achieved through the use of strong, non-deterministic session keys and 

a short enough session lifetime to render it unfeasible to brute-force a key within the lifetime. The 

mitigation strategy for stealing the session key from the terminal is the same as those presented 

above, concerning process integrity. 

Misuse of the authentication could also lead to information leakage. Just as in the previous case the 

information consist of two main categories, timing data on how long some cryptographic operation 

took to execute, and verbose error messages which allows an adversary to elicit information about 

the system that could simplify an attack. The mitigation strategies are use of constant-time software 

and sending non-verbose error messages for the respective misuses. 

4.5.3. Risk assessment 

The risk analysis is summarized in the following tables, where vulnerabilities and the corresponding 

mitigation strategies along with identifying information such as STRIDE-classification and the 

corresponding threat are presented. 

Table 4.5.1. Virtual theft of credentials. 

ID 1 
Name Theft of credentials. 

Description 
An adversary might steal the credentials from the terminal to be used on 
another, false terminal. 

Corresponding threat 1 
STRIDE classes S,R,I,E 
Entry points - 
Assets A7 
DREA(D) rating 12 

Mitigation 

(Partial, decreases DREA(D) to 8) Storing the credentials on a sealed and 
tamper proof device where the credentials never leave the device would 
mitigate this threat. Devices that could be used include Smartcards and 
TPMs. 
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Table 4.5.2. Physical theft of credentials. 

ID 2 
Name Theft of credential storage device. 

Description 
By stealing the credential storage device an adversary may be able to 
authenticate a terminal under false identity. 

Corresponding threat 1 
STRIDE classes T,R,I,E 
Entry points - 
Assets A7 
DREA(D) rating 12 

Mitigation 
This threat is mitigated by the use of physically secure storage or tamper 
detecting hardware which reacts upon removal. 

 

Table 4.5.3. Replay attack on authentication. 

ID 3 
Name Replay attack on authentication. 

Description 
By using the same challenge each time for authentication the response 
from an earlier authentication can be used as well. 

Corresponding threat 6 
STRIDE classes S,I,E 
Entry points E1,E3 
Assets A7 
DREA(D) rating 12 

Mitigation 
1. The server must determine the challenge, and; 
2. Challenge must be randomized and complex enough to be 

unfeasible to get two collisions. 

 

Table 4.5.4. An adversary exchanges part of or the entire terminal software base. 

ID 4 
Name Alter or exchange the terminal software. 

Description 
By altering the software on the terminal, an adversary could break the trust 
in the system. The terminal could for instance report a false result of a 
calculation to the server for the benefit of the adversary. 

Corresponding threat 2 
STRIDE classes T,I,D 
Entry points - 
Assets A6 
DREA(D) rating 11 

Mitigation 

This vulnerability can be mitigated by the use of remote integrity 
attestation, meaning that the software integrity is measured, signed and 
then sent as non-repudiable evidence on the current state of the terminal 
to the server. 

 

Table 4.5.5. Maliciously formatted terminal input. 

ID 5 
Name Runtime data modification on terminal. 
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Description 
Gaining control over the terminal´s memory would allow an adversary to 
change runtime variables that could change the terminal´s operations. 

Corresponding threat 2,3 
STRIDE classes T,I,D,E 
Entry points - 
Assets A5,A6 
DREA(D) rating 12 

Mitigation 

1. Runtime software integrity attestation or; 
2. Mitigate the possibility of such an event to occur by 

a. Performing code reviews on the terminal software, 
b. Keeping developers loyal and motivated to develop secure 

software, 
c. Keeping the OS up to date and; 
d. Configuring the OS securely. 

 

Table 4.5.6. Distributed denial of service attacks. 

ID 6 
Name Distributed denial of service attack. 

Description 
An adversary could overload the server by making large number of 
requests from multiple sources at the same time. 

Corresponding threat 9 
STRIDE classes D 
Entry points E1,E4 
Assets A1 
DREA(D) rating 12 

Mitigation 

Partial mitigation, decreases DREA(D) to 10 
1. Using a lightweight connection handshake would increase the 

threshold of requests needed before the attack would be 
successful, and; 

2. Use SYN-cookies to protect the TCP/IP stack from flooding. 

 

Table 4.5.7. Eavesdropping on communications. 

ID 7 
Name Eavesdropping on terminal-server communication. 

Description 
An adversary might eavesdrop on terminal-server communications that 
could involve sensitive or secret data. 

Corresponding threat 6 
STRIDE classes S,I,E 
Entry points E9,E11,E12,E14,E15,E17,E19,E20 
Assets A1,A7 
DREA(D) rating 12 

Mitigation 
Encryption of the communications between the server and the terminal by 
using a PKE-system. 

 

Table 4.5.8. Modifying or falsifying data in transit. 

ID 8 
Name Modification of data in transit. 
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Description 
An adversary might falsify messages to the server claiming to have 
originated from another terminal. 

Corresponding threat 6 
STRIDE classes R,I,E 
Entry points E4,E5 
Assets A1,A8 
DREA(D) rating 11 

Mitigation 
By signing the data sent over the connection the origination of the data 
could be asserted. 

 

Table 4.5.9. Flooding of auditing mechanisms. 

ID 9 
Name Flooding of log files. 

Description 
Log files could be flooded by an adversary in an attempt to break the 
logging functionality in some way. 

Corresponding threat 7 
STRIDE classes R,D 
Entry points E1,E4 
Assets A8 
DREA(D) rating 11 

Mitigation 

Mitigation strategies are to ensure that the device used to store logging 
data is sufficient in size and that the format of the log file allows for 
advanced queries that enable an administrator to generated advanced 
reports. 

 

4.6. Trust model 

Based on the threat profile and the vulnerabilities derived in the previous sections the trust model is 

almost complete. However, the input missing to complete the trust model is the prerequisites for 

trust in the system which should be derived from answering the questions defined in section 3.1. 

How can trust be issued and by who? 

Trust in a terminal-based system should always be issued by the server. However, the TPM of the 

terminal is also trusted to work as intended and to keep the EK safe from theft and spoofing. 

Is trust transitive? Reflective? 

Trust should be direct, meaning that the server issues trust which cannot propagate through the 

system. Trust is not reflective either, which means that the terminal should not trust the server 

because the server trusts the terminal.  

How is trust established originally? 

Trust in a terminal-based system should be established by the administrator (section 2.1.3) who, as a 

trusted actor may originally authenticate the terminal. 

What different levels of trust exist? 
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This question is answered by the threat profile (Table 4.3.1). 
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CHAPTER 5 RESULT 

5.1. Access control 

All necessary data has now been collected to make it possible to take informed design decisions 

regarding the security architecture of a generalized terminal-based system. The decisions should 

cover all three main areas of security, access control, cryptography and network security.  

Access control is the main security topic of a terminal-based system and the most fundamental 

problem is to define what identifies a terminal in a unique and reassuring manner. The terminal 

identity could be based in hardware, software or the network topology, as concluded in section 2.2.1, 

and must be verifiable in a secure way without failing to the threats regarding identity theft, 

falsification and persistence defined in the threat profile. 

The first point of interest is how to store the credentials. Two vulnerabilities are associated with this 

point, Table 4.5.1 and Table 4.5.2, where the conclusion is that the use of a sealed storage device 

such as a TPM or Smartcard is necessary to mitigate the theft of credentials threat. Sealed storage of 

credentials means that the credentials never leave the device and that a challenge-response protocol 

is enforced between the device and the authenticator, where the challenge is signed with the 

credentials. Moreover, the devices should be physically protected to protect against physical theft 

and ultimately use in a false terminal. 

Table 4.5.3 extends the requirements on the challenge-response protocol to additionally require the 

challenge to originate from the server in order to mitigate the risk of replay attacks. Allowing the 

terminal to control the challenge would allow a compromised terminal to replay a known challenge-

response pair to the server and thus bypass the requirement of having access to the sealed storage 

device containing the valid credentials. Using a TPM that act as an RTR (see section 3.5.1.2) towards 

the server would achieve these requirements on both identity and replay protection [35]. 

However, while just relying on the hardware as the base of an identity may be enough for some 

functionality such as auditing, there are cases where this is not enough. Much as with human beings 

a computer cannot be trusted solely based on the physical identity and consideration has to be taken 

to volatile aspects. In the human case such things are opinions while a computer has its software, so 

changes to this software must be tracked. This aspect is further argued in [52] by Yu Yue et al. who 

confirms the need of multi-factor authentication in order to assure trust throughout a system where 

both hardware (something the terminal have) and software (something the terminal is) is 

authenticated. 

The main requirement on the terminal is that it should be trusted, which according to the ITU-T X.509 

recommendation means that the server should be able to rely on the fact that “[…] the second entity 

will behave exactly as the first entity expects." [53]. This requirement is subject to several threats 

identified in the systems threat profile (section 4.4) which the system must mitigate to fulfill. Table 

4.5.4 identifies the need of remote integrity attestation of the terminal software and hardware to 

ensure that the terminal behave as expected by the server, while Table 4.5.5 extends this need and 

further motivates the need to protect the terminal software during runtime and presents a number 

of mitigation strategies to achieve this. 
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These strategies requires a RTM (presented in section 3.5.1.1) to securely attest the software. The 

RTM is one of the fundamental Trusted Computing (TC) concepts which are presented as part of the 

specifications released by the Trusted Computing Group (TCG) [2]. The implementation of the RTM 

requires that a trust chain including the entire TCB is constructed. However, the TCB may differ in 

both nature and size between implementations where some situations may be suited for the 

techniques on TCB minimization presented by McCune et al. in [38] while others are better suited for 

the transitive trust chain across the entire system and its dependencies. 

The distinction between these techniques should be made on a per implementation basis where the 

nature of the trusted operation is critical for which technique is best suited. 

Accounting is another important aspect of access control which bases its functionality on the 

identification mechanisms of the system. Table 4.5.9 defines a vulnerability in this part of the access 

control and suggests that flooding protection is implemented in the auditing mechanism. These 

protections include sufficient storage for log files, even in the case of extraordinary activity, and a 

format of the log entries that allows advanced queries and reports on activities from different 

sources and of different type. 

5.2. Cryptography 

The demand for cryptography in a terminal-based system is high. For one, the RTM proposed for 

software authentication relies on the three properties required on hash functions presented in 

section 2.3.3 to function correctly and for the results to be infeasible to falsify. The possibility to find 

collisions that pose a security threat is highly dependent on the size of the TCB and the hash 

algorithm used. In the case of the current TPM version, the hash algorithm used is SHA-1 [54] which 

is 160 bits in length and at least should be sufficient to prevent most brute-force attacks. 

Cryptography must be used in the authentication process as well for the RTR to report non-

repudiable results to the server. Identities bound to a hardware TPM cannot, according to TCG 

specification [35], ever leave the module, nor can they be used to sign data which is why a somewhat 

different authentication protocol is necessary to provide non-repudiable evidence on the terminal 

identity and its current software state. Reiner Sailer et al. present a protocol for remote attestation 

using a TPM in [55] which takes the necessary considerations for both identification and integrity 

attestation. However, the protocol proposed by Sailer et al. suggests the use of a common TTP while 

the trust model of a terminal-based system clearly states that direct trust should be asserted (section 

4.6). This contradiction is solved by giving the server the role of the TTP in the protocol proposed in 

[55]. 

The protocol developed by Sailer et al. is initiated by the server who sends a 160 bit nonce to the 

terminal requesting attestation of the client software. The terminal then generates a RSA key pair 

internally in the TPM and sends the public part to the server along with the signed attestation data 

from the PCRs of the TPM and the signed nonce from the server. Lastly, the server validates the 

attestation data from the terminal with ensured freshness on courtesy of the nonce. 

The use of asymmetric ciphers, in this case RSA, makes it possible for the terminal to provide the 

server with non-repudiable data on the software state of the terminal in complete confidentiality. 

This feature of asymmetric ciphers can be inherited onto symmetric ciphers by incorporating a key 
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exchange of symmetric keys using asymmetric ciphers. However, this is further discussed in the 

following section concerning network security. 

5.3. Network security 

Network security is another cornerstone in a terminal-based authentication system. Attestation of 

the integrity of the terminal would be a waste if the communications from the terminal to the server 

where not secure in terms of integrity. 

Two of the more common protocols for network security that is not susceptible to credential theft as 

described in Table 4.5.1 are IPsec in combination with IKE and TLS, as is mentioned in section 2.4. 

While using any of these protocols would ensure both integrity and confidentiality of the data 

transmitted between the terminal and the server, no consideration is taken to the authenticity of the 

terminal. Further, this would mean that two handshakes would be necessary, first the IKE/TLS 

handshake in order to ensure integrity and confidentiality of the communication and then a second 

authentication handshake to verify the integrity of the terminal. Enforcing two security protocols as 

these would increase the load on the server and worse, it would allow anonymous terminals to set 

up secure connections towards the server before authentication rendering the server even more 

vulnerable to denial of service attacks due to the computation involved in the handshake, and thus 

contradict the mitigation strategy of Table 4.5.6. 

Integration of the TPM attestation protocol and the TLS or IKE handshake in an effective way would 

however remedy the problem of a heavyweight handshake. Yu Yue et al. propose an extension to the 

TLS protocol that includes integrity attestation and thus extends the TPM trust chain onto the TLS 

session [52]. However, there are some inherent problems from the TLS foundation regarding the 

proposed technique that could ultimately allow an adversary to perform a MitM attack on the 

system. The vulnerability in the TLS protocol are identified as consequences of the loose coupling 

between the layer 4+ TLS protocol and the application layer API utilized by the software [52], and due 

to this fact the Internet Engineering Task Force (IETF) has extended the TLS protocol with an 

additional supplemental data field described in RFC 4680 [56]. 

Armknecht et al. proposes a solution to the shortcomings of the previous protocol based on the TLS 

supplemental data extension and the DH key exchange protocol described in section 2.3.4 [57]. 

While the protocol proposed in [57] is not susceptible to the same type of MitM attacks that the 

protocol in [52] is there are another type of collusion attack identified by [58] that both protocols are 

susceptible to. The collusion attack is conducted by two terminals, one with malicious software 

installed and one with a trusted software configuration colluding to make the server trust the 

malicious terminal. The details on the attack are left to the report but Lingli Zhou and Zhenfeng 

Zhang also proposes a remedy to the vulnerability in the form of yet another protocol - the KEIA 

protocol. 

The KEIA protocol as described in [58] seems to fulfill the requirements of mitigation for both Table 

4.5.7 and Table 4.5.8 where the shared DH secret is implicitly bound to the integrity data and, as 

concluded in section 5.1, the terminal identity as well, thus mitigating both MitM attacks and 

collusion attacks. The identifying secret held by the terminal in the KEIA-protocol must however be 

protected from theft by sealing the secret to a software state and the endorsement key known only 
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to the terminal´s TPM and even with this protection the choice of what to include in the TCB or not 

could mean that the secret is susceptible to theft. 

The proposal of this document is to instead use the endorsement RSA key pair of the TPM as the 

identifier as in the PCAS-protocol developed by the TCG. Liqun Chen and Bogdan Warinschi evaluate 

the security aspects of this protocol in [59] and conclude that the PCAS-protocol is secure on the 

presumption that the TPM cannot be tampered with. 

5.4. Trust roots 

The PCAS-protocol has in sense two trust roots. The first and obvious trust root is the server that is 

trusted to authenticate and authorize all the terminals in the system. The second is the TPM of the 

terminal communicating with the server. 

The TPM is trusted to attest the entire terminal system accurately and to build a trust chain from the 

TPM to the network by attesting the entire software base of the terminal. The server then extends 

the trust chain onto itself by verifying the results from the TPM. 

This means that trust in both the server and the TPM is a prerequisite for trust in the system and that 

if any of these two roots of trust is compromised in any way the trust is broken. 
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CHAPTER 6 CASE: COMBINATION AB 

6.1. Background 

The protocol and access control mechanisms presented in the previous chapter are based on a 

theoretical study of the system. However, theoretical solutions are not enough to secure a terminal-

based system so therefore a case study and implementation of a real-world terminal-based system 

will be conducted based on the analysis and result of the preceding part of the report. The result and 

in particular the differences between the theoretical results and the practical results will then be 

further discussed in Chapter 7. 

The system that is subject to the analysis is a land-based casino system where the communications 

from the Electronic Gaming Machines (EGMs) and POS-terminals towards the casino servers are the 

point of interest. A casino system of this type can be compared to a banking system where the server 

– in this case the Casino Server – holds the accounting information of all customers such as balance 

while each EGM can be compared to a ATM where the customers can both withdraw (loose on the 

gamble) and deposit (win on the gamble). In the architecture of this case the verdict on whether a 

customer wins or loses is decided by the Game Server which is a trusted third-party sever whom the 

EGM communicates with. However, the Casino Server must be able to trust the EGM to behave as 

expected and to report results from the Game Server on both wins and losses, otherwise customers 

might be able to cheat by manipulating an EGM. This architecture is depicted in Figure 6.1.1. 

The trust in the Game Server and the Casino Server is presumed while the focus of the analysis is to 

assert the trust in the EGM-terminal. Further, the Casino Server handles the authentication and 

authorization of the EGMs and provides them with an API for reporting results. 

The technical details of the system are that the EGMs and the Casino Server are physically connected 

to the same local network and both are operating under the Microsoft Windows operating system. 

Moreover the hardware specifications of the EGMs are mixed with most terminals following the 

standards of budget computers from a few years ago and including a TPM mounted on the 

motherboard. 
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Figure 6.1.1. Architecture of a land-based casino. 

6.2. Differences 

There are a few key differences between the generalized model of a terminal-based system and the 

practical model of a casino system, other than the fact that a casino system is real while the model is 

fictional. The main difference, or rather clarification, is the nature of the trusted operations 

performed by the EGMs. In a casino system the EGMs trusted operations include connection to a 

trusted Game Server as well as communications with the same which would mean that the TCB 

cannot be minimized, at least not without implementing a separate network and communications 

layer in the SLB which would be an unfeasible solution. 

6.3. Implementation 

The implementation of a system that follows the recommendations elicited in Chapter 5 is however 

not as easy as straightforward as it might seem and a few problems regarding the implementation 

should be noted.  

6.3.1. TPM development 

The security requirements elicited above conclude that the use of a TPM is necessary in order to 

assert the trust of a terminal. Developing software that utilizes the capabilities of a TPM is 

standardized by the TCG and known as the TCG Software Stack (TSS) [60] which provides an interface 

towards the TPM and utilities to manage the data within. 

IBM has developed an implementation of the TSS known as TrouSerS [61] which is released under 

the Common Public License and used as the interface towards the TPM. The TSS provides a high-level 
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interface towards the TPM that enables key fetching and read/write operations on PCRs among other 

functionality. The TrouSerS TSS implementation was the interface chosen to develop the TPM ready 

software due to the fact that it is both open source licensed and manufacturer independent. 

The TrouSerS TSS implementation did however have a few issues regarding the handling of the 

Attestation Identity Keys (AIKs) used in the implementation of the PCAS-protocol that is presented in 

section 6.3.3 which required some reengineering from the original IBM solution. These exact issues 

will however not be presented in detail in this document due to time and space limitations as well as 

the ambition to keep the in-depth technical content to a minimum. 

6.3.2. EGM identification 

In section 5.1 it is concluded that a multi-factor implementation is necessary where both software 

integrity and physical identity should be included as authentication factors. In the implementation 

the idea is to elicit the hardware identity from the TPM´s endorsement key which according to the 

TCG specification [35] should uniquely identify a TPM and be inserted into the TPM during the 

manufacturing procedure. Provided that this part of the specification is fulfilled by the TPM 

manufacturer this should be sufficient to identify the physical EGM. 

The software authentication is another problem entirely. While the TPM has support for software 

state measurements from their PCRs, the actual problem is to make sure that the PCRs are properly 

inserted with measurements of the software. In order to use the TPM as an RTM for the system a 

trust chain must be implemented starting at the CRTM of the system and then propagating until the 

entire software base is measured. While there are implementations of trusted boot loaders such as 

OSLO [62] and TrustedGRUB [63] none of them keeps the trust chain integrity past the point where 

the OS is loaded. 

This leaves two possible solutions for the implementation of such system. The first is to make the OS 

TPM aware meaning that it will keep the trust chain integrity past the point of when the control is 

transferred to it and the other is to implement the Flicker virtual RTM proposed by McCune et al. in 

[38] and presented in section 3.5.2.1 of this document. 

The first solution may seem inviting with previous testimonies of success by Sailer et al. [55]. 

However, due to the operating system used in the system and the fact that it is not open source, that 

alternative is not possible or at least not easy since making a system work as an RTM and maintain 

the trust chain starting at the TPM inevitably would require modifications in the OS kernel to work. 

The second solution involves the utilization of the SKINIT or GETSEC[SENTER] CPU commands that are 

made available on modern CPUs by both Intel and AMD. This solution would be possible on any OS, 

but the hardware prerequisites cannot be fulfilled by the current EGMs why this method cannot be 

used either. Further, the method requires the trusted operation to be both small and separable from 

the rest of the system to be able to run in the virtual environment provided by Flicker, which makes 

it hard to perform a communications over the network using the technique [38] as was noted in 

section 6.2. 

These conclusions mean that software attestation cannot be achieved using the current software 

base and hardware setup but using the PCAS -protocol this is a non-issue since the protocol is still 

valid for hardware attestation via the use of the endorsement key. 
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6.3.3. Proposed protocol 

The protocol depicted in Figure 6.3.1 is largely based on the PCAS-protocol defined by the TGC which 

is well considerate to the capabilities of the TPM and the commands included in the TSS standard. 

The protocol is initiated by the EGM who invokes the TPMs identity request command and sends this 

to the server who then verifies that the messages in fact came from the claimed identity, as well as 

that the intended target actually was the server and not someone else. 

In the second phase the sever responds to the EGM with a challenge that requires the EGM to verify 

both its identity and its integrity to the server. This challenge invokes a four-way protocol between 

the EGM and the TPM where the TPM first verifies the identity by decrypting the challenge with the 

private endorsement key and then activating the identity that was originally created and sent to the 

server. If this is successful the secret session key is revealed to the EGM, but this I not enough to 

verify the integrity to the server, which is why the EGM must invoke the TPM to sign an integrity 

report in accordance to the server´s challenge with the identity key. 

Lastly the report and the nonce used to replay protect the challenge is encrypted with the secret 

session key and returned to the server as non-repudiable evidence on both identity and software 

integrity. 

The integrity attestation included in the protocol may seem strange since it has been concluded that 

building a TCB report seems impossible in the current environment, but on the other hand the 

environment can change in the future to allow the TPM to act as a RTM and this functionality is 

simply controlled by the server challenge. This means that in current implementations the challenge 

sent from the server will include an empty list of integrity reports to receive. 
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Figure 6.3.1. The PCAS-like protocol implemented. 

6.3.4. Terminal requirements 

The role of the terminal in the protocol is to act as the mediator between the server and the TPM. 

The involvement of the terminal is deliberately or rather required to be kept to a minimum since the 

trustworthiness of the terminal is not asserted before the end of the handshake. Therefor the data 

passed from the TPM destined for the server must be protected from modification by the terminal 

which is the purpose of the HMACs used in the protocol. The HMACs provide non-repudiable 

evidence that the message in its entirety originated from the TPM and cannot have been modified 

during transit by either the terminal or another man-in-the-middle between the TPM and the server. 

Provided that the server knows the correct public part of the endorsement key of the TPM the 

terminal or another man-in-the-middle must somehow have succeeded in acquiring the private part 

of the endorsement key in order to fool the protocol into setting up a session with an untrusted 

endpoint. 

6.3.5. Server requirements 

The role of the server is to authenticate and authorize the terminals that communicated with the 

server. Even in this practical case the server is considered trusted and is used as the connecting end 

to where the TPM trust chain connects to create a trusted connection across the network. However, 
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it should be noted that the whole protocol would be worthless if there is a failure in protecting the 

data on the server from hacking or thieving attempts. 

6.4. Result 

While it seems impossible to attest the integrity of the EGMs using today’s technologies there is good 

hope of this being possible in the future using techniques included in the latest generations of CPUs. 

Further, integrating RTM functionality in the OS kernel seems to be possible and even fairly cheap 

according to the works of Sailer et al. [55] with only a 33% overhead. 

Skipping the remote integrity attestation in the implementation does however not make the protocol 

redundant since it still can be used to verify the physical identity of the terminal connecting to the 

server. The benefits of performing such verifications on a casino is mainly that the attacks performed 

must be conducted from the EGMs themselves and not from another computer, which in turn 

increase the benefits of the rigorous physical security employed at many casinos today. 

Future implementation of an integrity measurement architecture adding software attestation to the 

protocol must be achieved using the TPM as a RTM which in turn means that the OS must be 

modified to support TCB attestation as described by Sailer et al. in [55]. This implementation might 

be difficult to achieve by small means but is rather a waiting game to see when major operating 

systems such as Windows, UNIX and Linux implements trusted computing into their kernel. 

Other functions provided by the implemented protocol is largely the same as in any public key 

system following the same cryptographic principles as the TLS protocol with shared public keys and 

the goal to set up a secret session key for symmetrically encrypted communications. Another 

important note regarding the implementation is the lifetime limitation on the sessions which must be 

enforced in order to ensure that brute-force attacks on the communication are unfeasible. The actual 

lifetime allowed when using an AES-256 session encryption is left to other literature on the subject. 

The practical implementation led to a library for use in any TPM-ready system where the 

cryptograpical operations were taken from OpenSSL project and Microsoft´s CryptoAPI in 

combination with the built-in TPM cryptographic engine. The library has at the time of writing only 

been tested in a simulated environment where it has proven to effectively achieve its goals. 

However, the protocol is yet to be tested and implemented in a live casino environment where 

performance, availability and security are all critical elements of the EGM functionality. 
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CHAPTER 7 DISCUSSION AND CONCLUSIONS 

 

7.1. Discussion 

The natural question to ask once the development of a security protocol is finished is whether or not 

every possible attack path or threat is really accounted for, and the probable answer to this question 

is that it is definitely not. The methodology followed in this document that was originally developed 

by Snyder and Swiderski and presented in [4] states that security is a lifecycle going all the way from 

requirement elicitation to deployment, and most important of all, once deployed the feedback from 

customers and users regarding security issues should be used to further refine the requirements, 

design and implementation. To believe that all potential security issues are considered and mitigated 

in the initial system design would be a naïve standpoint for anyone developing a secure system. To 

further elaborate on the subject Bruce Schneier once wrote what is now referred to as “Schneier´s 

Law”, “Anyone, from the most clueless amateur to the best cryptographer, can create an algorithm 

that he himself can't break” [64] which was later paraphrased by Cory Doctorow as “Any person can 

invent a security system so clever that she or he can't think of how to break it” [65], which is true for 

any security system, including the one presented in this document, meaning that any system is only 

as good as it´s designer. Based on this reasoning the protocol shown in Figure 6.3.1 and the 

implementation of it should only be considered an initial draft from where further work and security 

updates can be founded. 

The methodology used in the analysis of the generalized terminal-based system in this document was 

mainly based on the methodology presented in Threat Modeling by Swidersky and Snyder from 

Microsoft Research [4]. Their methodology is originally developed to be used in development 

projects rather than in theoretical research. This is made evident when considering how some of the 

measures used, fail to contribute to the final result. The STRIDE categorization (section 3.4.1) was 

performed in order to increase the understanding of the threats. However, since the threats are so 

extensively examined in other ways such as threat trees, the classification provided little new 

knowledge. It can be argued that the STRIDE classification is in some sense rather a tool for 

explaining a threat to an unversed, and not a tool for the analyst. The DREAD rating system has been 

criticized previously for promoting security by obscurity, but this is not the only issue with the system 

when used in theoretical analysis. Rating vulnerabilities in a generalized system with parameters as 

damage potential and affected users is almost impossible as these factors are to a high extent 

implementation specific. In the analysis of this document, the ratings where almost without 

exception given the maximum rating, rendering them useless for comparison of vulnerabilities and 

leaving DREAD a two-factor measure. Because of this, the DREAD-ratings developed in the document 

are used to a very limited extent where it can be argued unnecessary to have developed them at all. 

The TCB plays a central role in a terminal-based system and is in section 2.2.2 referred to as the 

“something you are” authentication factor of a terminal. This is the most important and, from the 

looks of the distributed systems of today, the most frequently forgotten authentication factor to 

assert trust in terminals. However, due to an incompatible OS this could not be implemented in the 

case analyzed in this document either which may be seen as a pointer to the real issue of trusted 

computing. Trust must be built from bottom up and while hardware, BIOS and the user-space 

software might be trusted computing compliant the gap left by the OS between the BIOS and the 
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user-space software cannot be filled in hindsight. While attempts at this has been made by McCune 

et al. [38] the restrictions in the functionality of the trusted code makes the solution of limited 

significance in real distributed systems. 

Potential weaknesses in the cryptographic algorithms proposed or in the TPM design have not been 

considered in this document. These weaknesses could include susceptibility to brute-force attacks or 

in the case of the TPM tampering attacks such as the TPM reset attack [66]. While such attacks 

certainly pose a threat to trusted computing implementation they seem small and difficult to exploit 

in comparison to the weaknesses of a distributed system without the elements of trusted computing. 

7.2. Conclusions 

The analysis and implementation provided in this document teaches a few important lessons 

regarding trust propagation through distributed systems. 

 Trust in a remote entity should be based on both physical identity and software integrity or 

otherwise the trust could be invalidly asserted. 

 Attesting the software is useless unless the code of the software is considered and even 

proven secure. Attestation of the terminal software only detects if the software will work as 

expected and not if it is secure. 

 The threat of identity theft is best mitigated by the use of a protected storage device such as 

a TPM for credential storage in conjunction with a challenge-response protocol where the 

credentials never need to leave the protected storage device. 

 The original entity authentication must be performed by a trusted actor, otherwise any 

subsequent authentications provide no proof of trust. 

 The main challenge in remote software attestation is to gather non-repudiable evidence on 

the integrity of the current TCB. Two different approaches to this are derived from the 

literature. 

o TCB attestation trough trust chain. This means letting the TPM act as an RTM, as 

described in section 3.5.1.1, and subsequently used as an RTR (section 3.5.1.2) to 

report the integrity of the TCB to the server. 

o TCB minimization and attestation. This solution does not require the TPM to act as 

an RTM but instead require the CPU to support trusted execution and further require 

the nature of the TCB to allow minimization without rendering it too large. 

 TCB attestation trough trust chain requires support from the used OS kernel to be 

implementable in real systems. 

 Not only the terminal is required to have a secure TCB, the security of the TCB of the server is 

equally and potentially even more critical to the system security. 

7.3. Future work 

Much work has been put into development of remote software attestation protocols based on TLS 

[52], IPsec and IKE [67], OpenSSL DH key exchange [68] and the TCG PCAS [35] which all requires the 

TPM to operate as an RTM to work. Much less effort has been put into the actual issue, how to build 

a trust chain that allows the TPM to work as an RTM of the system. Sailer et al. presents a viable 

solution to this problem on the Linux platform [55] and Yang et al. a similar solution based on the 

Windows platform [69] both requiring an enhanced kernel of the OS to work. Another approach is 
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presented by Garfinkel et al. where a trusted virtual machine monitor is implemented to provide 

integrity measurement capabilities to any client OS [70]. However, all these solutions are only proof 

of concepts, while the real issue remains to be solved for many platforms, including the Windows 

platform that was examined in the case (Chapter 6).  
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