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Abstract 
PACS (Picture Archiving and Communication System) are IT systems used for distributing, viewing and 

archiving digital images in radiology. Sectra Imtec AB develops and markets Sectra’s PACS systems as 

large enterprise solutions where the customers pay for hardware, software licenses and support.  

The background to the study was that interesting business opportunities lies in providing Sectra PACS 

as a hosted ASP (Application Service Provider) solution through the Internet. This solution would 

make it possible to run PACS clients connected to the same server on many different sites, requiring 

only an internet connection. It would decrease the need of on-site hardware, software and service. 

The purpose of the study is to investigate obstacles and opportunities for development, adaptation 

and integration of a hosted ASP solution for the current Sectra PACS and to develop a prototype 

based on these investigations.  

The method Case Study Research is used to develop a lo-fi (low fidelity) prototype for hosted ASP 

solution for Sectra PACS. User analysis is made through PACT (People, Activities, Contexts, and 

Technologies) analysis, the stakeholder model and by visiting a clinic.  

Focus has been on developing a prototype where changes to the current Sectra PACS are kept on a 

minimum level. This has resulted in that the hosted ASP solution could be implemented without a lot 

of new development, only small changes in the current Sectra PACS are necessary. The lo-fi 

prototype provides an overview of the hosted ASP solution and covers different areas; from server 

configurations to client configuration and legal aspects.  
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1 Introduction 
This section describes examples of previous studies made in the area of PACS, background to this 

study and the purpose of the study. It also describes the limitations set for the prototype and shows 

an outline for the rest of the report. 

Many studies in the area of Picture Archiving and Communications System (PACS) have been 

performed since the 1970’s when PACS was first developed [1]. There have been studies on e.g. 

usability in PACS, such as making connection between different PACS with teleradiology more 

suitable for the radiologist’s workflow [2]. Studies have also been done on functionality in the Sectra 

PACS software, such as implementation of a segmentation tool for 3D volumes [3].  

In my knowledge, despite the large amount of studies done in the area of PACS, no previous studies 

have been done on hosted ASP solution for Sectra PACS.  

1.1 Background 
PACS and Radiology Information System (RIS) systems are today implemented in a large number of 

radiology departments around the world. Before PACS and RIS, medical imaging information was 

handled manually in radiology departments with images printed on film and patient information 

written on paper. As medical technology evolved, medical centers increased in size, illness increased 

in complexity and the demand for rapid transfer of information increased, film and paper were no 

longer sufficient to meet the demands [4]. PACS and RIS systems were developed in order to 

overcome the limitations with film and paper by providing the possibility of storing images and 

information in computers, displaying images in multiple sites simultaneously, displaying images 

acquired with multiple modalities at the same time and rapid access of single images [4]. 

Despite these advantages, many radiology clinics have not yet been able to implement any PACS. 

This is partly due to lack of available capital, lack of existing information technology (IT) infrastructure 

and lack of experienced personnel [5]. Application Service Providers (ASPs) have begun to provide 

PACS as hosted ASP solutions which offer radiology clinics PACS on a pay-per-use basis [5]. The 

radiology clinic then outsources hardware, software and IT services to a vendor. This reduces the 

need of available capital, existing IT infrastructure and experienced personnel in the clinic [5].  

Sectra Imtec AB is part of the Sectra group. The company’s business area is medical IT, primarily 

focused on PACS and RIS. Today Sectra’s PACS is implemented as large and complicated on-site 

systems in hospitals where the customers pay for hardware, software licenses and support.  

A hosted ASP solution for Sectra PACS would mean that the customer pays for the usage of PACS as a 

service provided through internet and does not need to bother about virtually any administration of 

hardware or software. In order to supply this in an efficient way, Sectra needs to minimize the on-site 

presence of Sectra personnel and hardware. The ideal customer segment for hosted ASP solutions 

are small to medium sized clinics with limited IT infrastructure [5]. 

Even though there are no previous scientific studies in the area, there are some setups made of 

hosted ASP solution of Sectra PACS. A pilot installation on hosted ASP solution for Sectra PACS is 

installed in Denmark on real customer clinics by Sectra Imtec Denmark in cooperation with a 

company called ITMark. There is also a department at Sectra Imtec which uses a hosted ASP solution 
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for the orthopedic segment. These setups are used as sources of information during the data 

collection in this study. 

1.2 Purpose 
The purpose of this thesis is to investigate obstacles and opportunities for development, adaptation 

and integration of a hosted ASP solution for the current Sectra PACS.  

To fulfill this purpose, the following tasks are identified: 

1. Make an investigation of the interesting customer segment by using the stakeholder model, 

PACT analysis and by visiting a clinic. 

2. Investigate the current hosted ASP solutions for Sectra PACS; PACS On Demand and Sectra 

PreOp Online.  

3. Develop a prototype of a hosted ASP solution for Sectra PACS based on the investigations of 

the customer segment, the current hosted ASP solutions and interviews with Sectra 

personnel. Review the prototype in cooperation with Sectra personnel.  

1.3 Limitations 
The lo-fi prototype is a concept-based prototype, which does not provide any idea of a user interface. 

This is because of both the time limit and the fact that the user interface for Sectra PACS is already 

fully developed. To include a user interface in the prototype would therefore not add any extra 

value. The prototype is only showing the aspects where obstacles and opportunities lie when 

developing a hosted ASP solution for Sectra PACS. 

This thesis is done on behalf of the company Sectra, and is therefore written from their perspective. 

1.4 Outline 
The thesis is divided into nine chapters:  

Chapter 2, Case, explains the case Sectra PACS and hosted ASP solutions. Concepts necessary for 

understanding of this study are explained. 

Chapter 3, Methods, explains the scientific methods used in this thesis.  

Chapter 4, Framework, explains design theory for hi-fi and lo-fi prototypes and also the three phases 

used when designing the prototype. It also explains the method for review of the prototype. 

Chapter 5, User Analysis Result, presents the results from the analysis of the potential users of the 

hosted ASP solution. 

Chapter 6, Result, presents the first and second prototype.  

Chapter 7, Analysis and discussion, contains analysis and discussions about the data collection 

methods used, the user analysis and finally about the prototype design. 

Chapter 8, Conclusions, contains conclusions about the hosted ASP solution prototype. 

Chapter 9, Future work, presents further development and investigations which could be performed 

to form the hosted ASP solution for Sectra PACS. 
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2 Case 
This chapter explains the case Sectra PACS and hosted ASP solutions. Concepts necessary for 

understanding of this study are explained. 

2.1 Medical Imaging 
All kinds of equipment used for producing medical images are called modalities. There are different 

modalities for different imaging techniques, from small probes used for ultrasound imaging to huge 

magnets used for magnetic resonance imaging.  

A CR modality produces images using conventional X-ray technique enhanced by digital X-ray plates. 

This technique is efficient for simple images such as images of wrists, knees or ankles since 

acquisition of these images is fast and the diagnosing is often easy. 

In contrast, a CT modality often produces large stacks containing up to 10 000 images which demand 

considerable computer power and good networks [6]. These images take longer to acquire and 

diagnose.  

2.2 PACS 
PACS (Picture Archiving and Communication System) is an IT system used for distributing, viewing 

and archiving digital images in radiology [1]. The transition from film to digital radiology has made 

the health care more efficient since it is no longer necessary to manually file, retrieve and transport 

film. The images are stored on the internationally accepted standard format DICOM (Digital Imaging 

and Communications in Medicine) [1]. Even documents and images in other formats, such as jpg, can 

be stored once encapsulated in DICOM.  

A PACS system typically consists of a workstation for the radiologist to review the images and a 

server where the images are stored and archived. Usually PACS is integrated with other systems such 

as RIS and modalities.  

2.3 Sectra PACS and RIS 
IDS7 is the latest platform for Sectra PACS. It is designed to be efficient when large amounts of image 

data is sent through high-latency networks [7]. The techniques for achieving this efficiency are 

advanced streaming, pre-loading methods and local storage [7]. IDS7 is an important basis for making 

the hosted ASP solution possible even for large stacks of images, since earlier versions of IDS did not 

manage to compress the image data to the same extent as IDS7 does.  

All computers where Sectra PACS clients are run are called workstations. In the current Sectra PACS 

there are different workstations for different roles in the radiology workflow, where the workstation 

IDS7/dx is the most advanced and used by the radiologists [7]. Other workstations are IDS7/cx, used 

by clinicians after the radiologist’s review of the images, and IDS7/qa, located by the modality and 

used by the radiographer to make sure that the image quality is sufficient [7]. 

RIS (Radiology Information System) is software used by radiology departments to administer 

information regarding the patients’ visits. It is typically used for time booking, work scheduling, 

reporting and billing [7]. Usually the RIS is integrated with a PACS, an electronic patient records (EPR) 

system, a dictation system and the modalities [7].  
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Figure 1. A RIS-PACS workstation is typically setup with a RIS window to the left where all information about the patients 
and examinations are displayed, and one or two PACS image windows to the right. Source: Sectra 

Teleradiology is a function available in both Sectra’s and other vendors´ PACSes which enables 

sending of images between clinics regardless of PACS vendor or PACS version [7]. This function is 

useful when radiologists need to consult specialists from other hospitals in difficult cases, or when 

another PACS than the original has special functions such as orthopedic toolbox [7]. It could also be 

used to provide 24/7 image interpretation, e.g. a radiologist who works daytime in India could take 

the night shift in North America.  

2.4 Hosted ASP Solution Setups for Sectra PACS 
Another Sectra product is the orthopedic package which is used for planning orthopedic surgery on 

CR images of the skeleton [7]. It is a plug-in to Sectra PACS, which means that the program is started 

on images when logged in to the PACS. The program is used by orthopedists before and sometimes 

during surgery [7]. Surgeries performed after planning in the orthopedic package are typically hip and 

knee replacements [7]. 

Sectra PreOp Online (SPO) is the orthopedic package provided as a service over the internet for 

clinics that do not use Sectra PACS [7]. Each clinic has its own PACS (not Sectra PACS) in the radiology 

department. When an orthopedist is going to plan surgery on an image, this specific image is sent via 

Teleradiology to the Sectra PACS server. The orthopedist log in to IDS7 via a start page on internet 

which downloads an IDS7 client to the workstation. The image is then accessed in IDS7 and the 

orthopedic package can be used the same way as if the Sectra PACS server was physically located in 

the clinic [7].  

PACS On Demand (POD) is a pilot study on hosted ASP solutions performed in Denmark by Sectra’s 

partner company ITMark. The software is Sectra PACS but ITMark handles all customer contacts, 

service and support. The project has turned out well with several installations in Denmark [8].  

All PACS servers in POD are virtual and located in a central hosting center [8]. Most of the customers 

are connected to their own PACS server, but some of the smallest clinics share one PACS server [8]. 

The shared PACS server works in the same way as SPO.  

  



5 
 

3 Methods  
This chapter explains the scientific methods used in this thesis. 

3.1 Case Study Research 
This section explains the research method Case Study Research. 

A case study is an in depth study of a contemporary event or situation [11]. The research method 

Case Study Research is used when the boundaries between the phenomenon and the context are not 

clearly drawn, the situation is in its real-life context and multiple sources of evidence are used [9]. 

Generally a lot of data is produced and investigated [9].  

The case study is useful when narrowing down a complex and broad field of research into one 

comprehensible topic [10]. It is also a good method for exploring an area and come up with 

interesting aspects to investigate further [10]. 

3.1.1 Case Study Research Design Theory 

When designing a case study, one or a few cases should be selected [9]. A case could be a small study 

group, an organization or a particular population [10]. E.g., if a statistical analysis shows that birth 

rate in Africa is increasing; a case study on one or two countries could show what social and 

economical powers affecting this [10].  

Planning the case study is important to make it efficient and usable [10]. All collected data should be 

relevant, to avoid having to wade through a lot of irrelevant information [10]. 

 There are five steps which could be used when doing a case study: [11] [9] 

 Determine and define the research questions; who, what, where, how, why? 

 Select the case and determine data collection and analysis techniques 

 Collect data in the field 

 Evaluate and analyze the data 

 Prepare the report 

3.2  Thesis Case Study 
This section describes the case study design for the hosted ASP solution for Sectra PACS, based on the 

five steps in the previous section. 

The purpose of this study, to investigate obstacles and opportunities for development, adaptation 

and integration of a hosted ASP solution for the current Sectra PACS, requires an investigation of the 

interesting customer segment and an investigation of earlier studies made in the area. Thereafter a 

prototype should be developed based on the investigations. The prototype assembles and enlightens 

the aspects which are important for further development of the hosted ASP solution. An exploratory 

case study is suitable for this purpose, and is therefore chosen as research method.  

 Define research questions 

- Who are the potential customers of the hosted ASP solution Sectra PACS? 

- How are the current POD system (described in section 2.4) and SPO system (described in 

section 2.4) used and set up today? 

- How could the current Sectra PACS be adapted to a hosted ASP solution? 
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 Select the case and determine data collection and analysis techniques 

- The case is Sectra PACS as a hosted ASP solution in the context smaller radiology clinics. 

- In theory, there are six techniques available for data collection. These techniques are 

further explained in section 3.3. The prototype will be analyzed by evaluation of three 

experts at Sectra. How this is performed is described in section 4.2.3. 

 Collect data in the field 

- The three techniques for data collection used in this thesis are documentation, 

interviews and direct observation. How the data was collected is described in section 3.4. 

 Evaluate and analyze the data 

- How the prototype was evaluated and analyzed is described in section 4.2.3. 

3.3 Methods for Data Collection 
This section explains the theoretical methods for data collection commonly used in case study 

research. 

3.3.1 Sources of Evidence 

There are six sources of evidence used in case study research: [9] 

 Documentation, which is stable because it could be reviewed several times, it is exact and it 

has a broad coverage. Disadvantages are that it could be difficult to find, the selection could 

be biased and the access could be restricted. 

 Archival records, which also are stable and could be reviewed several times, they are exact 

and have broad coverage. They are also precise and quantitative. Disadvantages are that 

they could also have restricted access due to e.g. patient integrity and the selection could be 

biased. 

 Interviews, which are good since they focus on the target question. Disadvantages could 

appear through poorly formulated questions, poor answers and lack of information due to 

memory loss. The interviewee could be affected by which answer he believes the interviewer 

wants.  

 Direct observations, which are good since they are real-time and show the context of the 

case. Disadvantages are that they are time-consuming, expensive, difficulties in choosing 

what to observe and the observed could be affected by the observer’s presence. 

 Participant observations, which also are good since they are real-time and show the context 

of the case, and they give insight into interpersonal behavior. Disadvantages are that they 

are time-consuming, expensive, there are difficulties in choosing what to observe and the 

observed could be affected by the observer’s presence. There is also a risk of unreliable 

results due to manipulation. 

 Physical artifacts, which gives insight to cultural features and technical operations. 

Disadvantages are the selectivity and availability. 

There is no source of evidence which is superior to the others; they should instead be seen as 

complementary [9]. To make a good qualitative case study many different sources are preferred [9].  

3.3.2 Principles for Data Collection 

To maximize the outputs of the sources of evidence used in the case study, there are three important 

principles for data collection: [9] 
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 Use multiple sources of evidence, which, if used properly, enables triangulation. 

Triangulation is used to validate and strengthen facts by confirming it with more than one 

source.   

 Create a case study database, which is not the same as the case study report. This database 

should contain all raw data so that other scientists could go through the material and 

thereby increase the case study’s reliability.  

 Maintain a chain of evidence, which means linking together the questions formulated, the 

data collected and the conclusions drawn.  

When presenting the results of the case study, the documentation should consist of two separate 

parts; a database and a report. [9] 

3.4 Thesis Data Collection 
This section describes which data collection methods have been used in this thesis and how they have 

been used. 

Three kinds of sources of evidence have been used to collect the data for the case description and 

the first prototype; documents, interviews and direct observation. The reason to choose these three 

methods was mainly that these were the ones available for this kind of study.  

3.4.1 Documents 

Sectra internal documents have been received from people in different positions at Sectra. 

Information on POD has been retrieved from ITMark internal documentation.  

Some theories for the case description and methods used have been found in books and on the 

Internet. 

3.4.2 Interviews 

Often a case study interview has an open characteristic, which means that the interviewer could ask 

the interviewee about both facts and their opinions about it [9]. The interviewee could also tell who 

else to interview and where to find more information in the subject [9]. The method with open 

interviews has been practiced when interviewing developers at Sectra about the different areas in 

the prototype.    

Interviews have been performed with Sectra personnel, ITMark personnel and a radiographer. There 

have also been many informal dialogs with Sectra personnel who have special knowledge of the 

current subject.  

The interviews of Sectra personnel are described in section 4.2.3, prototype evaluation phase.  

Open interviews with two employees at ITMark were performed 2010-09-09 at ITMark office in 

Odense, Denmark. One was president of the company and the other one was application specialist. 

The aim was to investigate the current POD solution and to investigate the interesting customer 

segment. 

The radiographer was interviewed with an open interview at visit on a POD clinic in Copenhagen, 

Denmark 2010-09-10. The purpose of doing this interview was to learn how the POD system is used 

and how the workflow is at a clinic within the interesting customer segment. 
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3.4.3 Direct Observation 

 A clinic has been visited which is currently using POD. A direct observation could be done informally 

while another data collection method is used [9]. The observed person was a radiographer who 

worked in the clinic. The purpose of doing this observation was to learn how the POD system is used 

and how the workflow is at a clinic within the interesting customer segment. A tour of the different 

parts of the clinic was also done, which showed the different modalities and workstations. 

3.5 User Analysis 
In this chapter, the methods for analyzing the potential users of the hosted ASP solution are 

presented. The user analysis is useful when designing the prototype because it enlightens the context 

where the system is to be used and the people who will use the system.   

3.5.1 PACT Analysis 

All technology existing in the society is developed to be used by people [12]. There are many 

different kinds of technology, from the most advanced computers used by engineers to the ATM’s 

used by almost everyone. Demands on the technology differ, some are meant to be used rarely and 

by people with different backgrounds and physiology. These technologies must be easy to use with 

no or few instructions. They should be fail-safe and easily aborted.  

There are also technologies used daily by a homogeneous group of people. These can be more 

advanced and complicated, and used for many different tasks where less complicated systems are 

not sufficient. 

A PACT analysis (People, Activities, Contexts, and Technologies) is a technique used in designing 

interactive systems which focuses on putting people first in the design process [12]. The purpose of 

doing a PACT analysis is to be human-centered in the prototype design. The reasons why it is so 

important to be human-centered are several: [12] 

 Safety. When working in health care it is crucial to avoid misunderstandings between the 

technique and the users. E.g. if an X-ray image of a knee is “flipped” so that a left knee looks 

like a right knee, it is crucial that the orthopedist understands this when planning surgery. 

Otherwise he would perform surgery on the wrong knee.  

 Effectiveness. The system must be accepted by the users; otherwise it will not be used at all. 

Involving end-users in the design of their systems helps to ensure acceptability. Also 

productivity could be improved if the design is human-centered. 

 Ethics. Today when so much data is shared over the globe, it is important to put the users in 

a position where they could themselves ensure privacy and decide to what extent their data 

is shared. The users need to trust their systems and understand how it works. This is 

extremely important in the health care sector. 
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Figure 2. PACT analysis. 

 

3.5.1.1 People 

People differ in many ways. There are physical differences; e.g. some persons are tall, some are short 

and some have some sort of handicap. Psychological differences could be different languages, 

different culture and how fast an individual understands and learns a system. There are also 

differences in usage of systems, as mentioned above. [12] 

3.5.1.2 Activities 

Activities have many characteristics. They could be complex or simple, fast or slow, performed once a 

day or once a year. The important thing for the designer is to focus on the overall purpose of the 

activity. Other important areas to consider when analyzing the activities are: [12] 

 Temporal aspects; covers how frequent activities are, sensitivity against interruption, 

sensitivity against time pressure and response time of the system.  

 Cooperation; is the system dependent on multiple activities or can one activity be performed 

alone?   

 Complexity; are the activities well-defined and can be carried out by a simple step-by-step 

workflow or do the system need to allow the user to browse around and use different 

workflows each time? 

 Safety-critical; what happens if the user makes an error? Designers, especially of medical IT, 

need to consider this carefully and build fail-safe systems.  

 The nature of the content; a computer used for writing a novel needs a keyboard for input of 

text but a ticket machine in a train station might only need a touch screen for input.   

3.5.1.3 Contexts 

Since activities always happen in a context, it is important to analyze these two areas together [12]. 

Contexts are mainly divided into three types: [12] 

 The organizational context, which means that the power structure and communication is 

often changed by new technologies. 
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 The social context, which is e.g. how long it takes to use an ATM, for how long people need 

to queue and the privacy around the machine.  

 The physical circumstances, which could be e.g. weather; the sun shining on a display could 

make it unreadable. 

3.5.1.4 Technologies 

Technologies are analyzed by investigating input, output, content and communication: [12] 

 Input is how people enter data and instructions to the system, e.g. through a touch screen or 

microphone. 

 Output is the response the system gives to the input. 

 The content of the output has to be accurate, up-to-date and relevant. 

 Communication between people is dependent on e.g. bandwidth, speed and how much 

information is transferred. 

3.5.2 Stakeholder Model 

The stakeholder model is used to determine who has an interest in an organization or a company 

[13]. In some cases the interests are common and in other cases the interests may be in conflict with 

each other. Figure 3 shows a simple example of the stakeholder model, where the company is in 

focus and the stakeholders are surrounding the company. 

The stakeholder model will be used to make sure no stakeholder is forgotten during the design of the 

prototype. It is important to consider not only the interest of the company, but also the interest of 

the other groups in the stakeholder model. This model also helped when determining which aspects 

that should be put into the prototype, since the different aspects was important for different 

stakeholders. It also helped when deciding which aspects where the most important in the 

prototype. 

 

Figure 3. Example of the stakeholder model. 

3.5.3 Visit to Clinic 

To better understand the potential users of a hosted ASP solution for PACS and the environment they 

work in, a visit to a clinic in Denmark which currently uses POD will be done. There will be 

opportunity to observe the workflow in the clinic and to ask the users questions. There will also be an 

interview with an application specialist from ITMark who specializes in POD training and support.  
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4 Framework 
This chapter explains design theory for hi-fi and lo-fi prototypes and also the three phases used when 

designing the prototype. 

4.1 Prototype Design Theory   
This section contains design theory for prototypes.  

A prototype could be created for many different designs and consist of all kinds of material and 

technology [14]. There are no hard rules about what a prototype is; the crucial thing is that it makes 

it possible to express a design idea quickly [14]. The reason to make a prototype is that no matter 

how good the designer; there are almost always things which could be improved [14]. Working with 

prototypes is an iterative process and the design becomes better and better the more iterations you 

have time for [14].  

4.1.1 Hi-fi vs Lo-fi 

One way to differentiate prototypes is by defining how much it resembles the final product. 

Prototypes that do not resemble the final product are called low-fidelity (lo-fi) and the ones that 

resemble the final product are called high-fidelity (hi-fi) [14]. E.g., if you are to develop an application 

for android cell phones, you could start by drawing on paper and post-its for the first iteration. Your 

team could easily suggest changes to the design by rearranging the post-its. After a few iterations the 

design could be more hi-fi by implementing the prototype in an android cell phone, and it finally 

results in a prototype in the form of a beta release of the application.  

There are of course benefits and disadvantages with both lo-fi and hi-fi prototypes: [14] 

Table 1. Benefits and disadvantages of lo-fi and hi-fi prototypes. 

Type Benefits Disadvantages 

Lo-fi 
 

 Less time 

 Lower cost 

 Evaluate multiple concepts 

 Useful for communication 

 Address screen layout issues 

 Little use for usability test 

 Navigation and flow limitations 

 Facilitator driven 

 Poor detail in specification 

Hi-fi  Partial functionality 

 Interactive 

 User-driven 

 Clearly defined navigation scheme 

 Use for exploration and test 

 Marketing tool 

 Creation time-consuming 

 Inefficient for proof-of-concept 

 Blinds users to major 
representational flaws 

 Users may think prototype is ‘real’ 

  

4.2 Thesis Prototype Development 
This section describes the prototype design phases in this thesis. 

There will be three phases when designing the prototype. The first phase is when data is collected 

and the user analysis is performed. This phase is necessary to get an idea of how the first prototype 

should be designed. The second phase is when the first prototype is designed, based on the 

investigations. The third phase is when the prototype is evaluated by experts in different areas at 

Sectra. After the third phase, the final prototype will be designed. 
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4.2.1 Data Collection and User Analysis Phase 

During this phase, information about the Sectra PACS and SPO will be collected through interviews 

with Sectra personnel and by studying Sectra internal documents. A visit to the ITMark office in 

Denmark and to a clinic which currently uses POD will be made, in order to collect information about 

how the current solution is in POD. For data collection theory, books and websites will be studied. 

The user analysis will be made by performing a PACT analysis, visiting a POD clinic and setting up a 

stakeholder model.    

4.2.2 Prototype Development Phase 

To design the first prototype draft, experiences and knowledge from the data collection and user 

analysis phase will be used. The author’s previous experience of Sectra’s products will also be an 

important source of knowledge during this phase. The draft will be developed by the author. This will 

result in a concept prototype, which shows the important aspects to consider when developing a 

hosted ASP solution for Sectra PACS.  

The prototype will be designed as partly lo-fi and partly hi-fi, to show different aspects of the system. 

The PACS server solutions and all the other aspects not visible inside the IDS7 will be done as a lo-fi 

prototype, to show the whole concept of the hosted ASP solution. This is made in the form of a lo-fi 

prototype since some of the technology is not yet available and there is not time to develop a 

complete hi-fi prototype during this thesis. 

 An IDS7 client will be installed with the user configuration suitable for the hosted ASP solution; this 

will be the hi-fi prototype. The reason for making this in the form of a hi-fi prototype is that all 

technology for this already exists, it is only a matter of user configuration and it is easier to evaluate 

when seeing the configuration for real.  

4.2.3 Prototype Review Phase 

The prototype will be reviewed by three experts at Sectra. The first one is a Product Manager who is 

a specialist at the user view of the system, and also has a background in the more technical parts of 

the Sectra PACS. This review will take place at Sectra den 2010-11-03. Next is a Product and 

Development Manager who together with his team developed the SPO solution. This review will take 

place at Sectra 2010-11-04.  Last is a Senior Solution Architect who is a specialist in system solutions 

for large enterprise systems of Sectra PACS. This review will take place at Sectra 2010-11-03. 

During the prototype development, a training checklist will be written; the purpose of this checklist 

will be further explained in the results section. The training checklist will be reviewed by another 

employee at Sectra, who develops training material for IDS7. This review will be done by e-mail 

conversation during week 44. 

The reviews will be done by separate open interviews with the experts. The interviews will be 

performed in person, except for the training checklist which will be performed by written 

conversations. Each interview will be done by discussing the aspects of the prototype, one at a time. 

The discussions will be done according to theory about open interviews, i.e. no fixed questions will 

be used but the interviewer will stay as neutral as possible and try to perform each interview in the 

same manner as the other interviews.  
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4.2.4 Interview Guide for Review of Prototype 

1. Presentation of the interviewer 

2. Purpose of thesis 

3. Basic questions 

a. Age 

b. Education degree 

c. Professional title 

d. Professional tasks 

4. Review area 1, 2, 3, 4, 6, 8, 9, 10, 11, 14 and 15 in first prototype as an open interview, let the 

respondent read the summary of each area and if necessary also the detailed description 

(appendix E). Discuss what is good about each area and suggestions of improvement. 

5. Area 12 and 13 will be shown on prototype server and discussed in the same manner as 

earlier areas. 

A compilation of the notes from the open interviews and the areas discussed could be found in the 

result chapter. 

4.3 User Training Methods 
Methods for user training will be discussed when developing the prototype. Therefore, theory for 

designing end-user training material is explained in this section. 

When designing end-user training material, different training methods could be used: [15] 

 Individual hands-on instructor – This is the most expensive method, where an instructor 

trains each user individually. Though, it has potential to be the most effective method.  

 Hands-on classroom style instructor-led training – An instructor leads a training in a 

classroom where each user or pair of users have a computer to practice on. Classes of 15-30 

users are often the most effective. 

 Seminar style group demonstration – An instructor makes a demonstration of the software in 

classes of 20-50 users. The users have no access to the software themselves during the 

seminar. 

  Computer Based Training (CBT) – CD or web based training where the users on their own 

perform training through interactive lessons. The training material could involve a test where 

the users are tested on their understanding of the software. 

 Book-based self-paced training – The user study a workbook, often illustrated with 

screenshots of the software. 

Sometimes a combination of the training methods is the most effective way to reach the training 

goals [15].  
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5 User Analysis Result 
This chapter presents the results from the analysis of the potential users of the hosted ASP solution. 

5.1.1 The PACT Result 

This section describes the results from the PACT analysis of People, Activities, Contexts and 

Technologies where the hosted ASP solution is intended to be used. 

5.1.1.1 People 

The users are in the ages 22 – 65 years and working on small radiology clinics. They are generally not 

interested in IT and have little to medium computer experience. It is a heterogeneous group where 

one cannot assume they learn a system easily.  

The users are not expected to have any experience with hosted ASP solutions or PACS, although 

some of them probably have some experience with PACS.  

Table 2. Roles at radiology clinics. 

Role Educational level Computer experience 

Radiologist High Low-middle 

Receptionist Low-middle Low-middle 

Radiographer Middle Low-middle 

Clinician High Low-middle 

Technician Middle-high High 

 

The language used in the clinics is mostly the mother tongue, but English could also be needed since 

some radiologists are hired from other countries. Both the domestic and foreign radiologists often 

work from a remote location. 

5.1.1.2 Activities 

The overall purpose of the activities for the radiologist is to review digital radiology images and make 

a diagnosis. All activities are executed on a computer with a regular keyboard and mouse. The 

keyboard is needed to log in to PACS and write information. The rest of the activities can be 

performed with the mouse or shortcuts on the keyboard.  

During the day a radiologist could read about 10-50 examinations per hour, which means that the 

system will be used frequently. The response time could therefore be important to keep relatively 

short to keep the users satisfied.  

There is cooperation between different activities in the system. Sometimes old images and patient 

information from another clinic are imported to the system via CD prior to reading. Then new images 

are taken on the modality by a radiographer and sent to the PACS server. These images are stored at 

the PACS server and sent back to the clinic where the radiologist reviews them and writes or dictates 

his report in PACS or in EPR systems. Finally the images are stored in an archive at the PACS server. 

The workflow is more or less complex, sometimes the user only needs to use the “next case” and the 

“next hanging” buttons to simply step through and view all images without interacting. Sometimes 

there is a need to e.g. zoom and pan the image. It is likely that there will be a need for some training 

in the system but it is preferred that most activities are intuitive and easy to remember how to do.   
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All activities must be fail-safe since it is healthcare systems. If the radiologist is interrupted or make 

an error in the system he must be informed of this by the system and be able to make it right. There 

could also be some time pressure on the IDS7/qa workstation or if there are clinicians, e.g. surgeons, 

in the clinic. 

5.1.1.3 Contexts 

The physical context is always indoor; it could be in a clinic or in someone’s home or remote office. 

The organizational context is influenced when moving from analogue film X-ray to digital systems. 

This is because there is a clear hierarchy in health departments, where the senior radiologists have 

quite high status and the receptionists/radiographers have lower. When IT systems are implemented 

this structure could be inverted since the often younger receptionists/radiographers could have 

more computer experience than the senior radiologists and learn the new system faster and easier. 

Sometimes people that are higher in hierarchies are reluctant to asking the lower ones for advice. 

The social context focuses on patient integrity. Since patient data from many clinics will be stored at 

the same physical servers, data from each clinic must be separated from the other clinics due to 

patient confidentiality. The system must also be designed to be safe online so that no unauthorized 

person could access the data via the Internet. 

It is also important to consider the users’ integrity since it is possible in digital systems to check how 

many exams are accessed by each user. This leads to possibilities to monitor each employee’s 

efficiency, which can be seen as intrusive. 

All personnel working at radiology clinics are interrupted a lot, both by patients and colleagues. The 

system must be easy to keep on using after the interruption, without having to redo any steps.  

5.1.1.4 Technologies 

The system must be integrated with other systems; it is connected to the modality which generates 

the images and ideally also to an EPR where patient information and reports are handled. 

The input to the system is through keyboard and mouse and the data is shown on one or more 

computer monitors. The data contains patient information and images.  

The system is very limited in communication between people; the only function for communication is 

to write notes belonging to each examination. 

The system must be online at all times which require a constant internet connection between 

workstation and server. Reliable network security solutions are also necessary to ensure patient 

integrity.  

5.1.2 Stakeholder Model 

The stakeholders who have an interest in a hosted ASP solution for Sectra PACS are presented in 

figure 4: 
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Figure 4. Stakeholders in a hosted ASP solution for Sectra PACS. 

The stakeholders on Sectra are Sectra management, Sectra personnel and Sectra shareholders. 

Sectra has partners who also are stakeholders since they benefit from selling their products; these 

are workstation hardware suppliers, server environment suppliers and third party software suppliers.  

The stakeholders in the clinics are the potential customers who buy the hosted ASP solution and the 

patients who are treated in the clinic. 

5.1.3 Visit to Clinic 

The observations in the clinic have been used to finalize the PACT result. 
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6 Result 
This chapter presents the prototype developed. 

6.1 Prototype 
This chapter presents the prototype. The prototype is developed based on the investigations of the 

customer segment and the investigations of the current hosted ASP solutions in Sectra PACS. The first 

prototype is evaluated by three experts on Sectra. This evaluation results in a second prototype which 

is the final prototype in this thesis.  

On basis of the benefits with a lo-fi prototype, especially that it is less time consuming and more 

useful for communication, the choice is to design primarily a lo-fi prototype and only show IDS7 

client configuration as a hi-fi prototype. If Sectra decides to keep working with this hosted ASP 

solution, in the future more advanced hi-fi prototypes could be designed for exploration and test 

purposes.  

6.1.1 First Prototype 

The purpose of this thesis is to investigate obstacles and opportunities for development, adaptation 

and integration of a hosted ASP solution for the current Sectra PACS. When developing the first 

prototype focus has been on finding obstacles in the current Sectra PACS solution which needs to be 

avoided or reduced in order to develop a hosted ASP solution for Sectra PACS. Solutions to avoid or 

reduce the obstacles are suggested and benefits with these solutions are explained. It is also stated 

what Sectra needs to do to finalize the solutions and avoid or reduce the obstacles. Changes in the 

current product are minimized where applicable. A comparison of Sectra Enterprise Edition PACS vs. 

hosted ASP solution is found in appendix A. The comparison shows the difference and similarities 

between the two solutions only within the aspects that are discussed in this thesis. 

The main aspects where the obstacles lie are presented in the following list. This list is a result of the 

data collection and the user analysis in this thesis. For short information about each aspect, see table 

3 (first prototype) and for further explanation see appendix E. 

 Efficient deployment 

- Virtual server copies 

- Need for local IS/s or not (IS/s is explained in appendix E) 

- Network security solution 

- PACS licenses 

- Installation checklist 

- Third party licenses 

 Access control 

- One PACS server per customer 

 Efficient training 

- Define training checklist 

- How to perform user training 

 Efficient support 

- 24 hour support and traveling expenses 

 Define target customer segment 
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 Optimize customer workflow 

- PACS workflow 

- Quick display protocols 

 Legal aspects 

- Data storage outside clinic 

- Time of archival of images 

Table 3 shows an overview of the first prototype. 
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Table 3. First prototype. 

  Area Obstacle Solution to avoid or 
reduce obstacle 

Outputs of the 
solution 

To do for Sectra to 
finalize solution 

1. Efficient 
Deployment: 
Virtual 
server copies 

Installing one PACS 
server for each 
customer implies a 
lot of initial time 
consuming. 

Virtual server copies - 
one basic server 
installed and then 
copied.  

- Reduces 
deployment time.  
- Easy to change 
hardware without 
system downtime.  
- Less number of 
physical servers 
needed.  

Routines for change 
of hostname, 3rd 
party licenses, PACS 
licenses and IP must 
be developed. 

2.  Efficient 
deployment: 
Need for 
local IS/s or 
not 

Need for local IS/s in 
clinic or not. 
Deployment time 
versus PACS 
performance. 

If a hardware 
network security 
solution is used, local 
IS/s could also be 
installed. If not, 
either local IS/s is 
installed in each site 
or consideration is 
taken to each sites 
need of local IS/s.  

- Local IS/s ensures 
good PACS 
performance.  
- No local IS/s 
reduces deployment 
time. 

Further investigation 
in PACS performance 
over slow networks 
must be done to 
come up with the 
best solution. A 
decision must be 
taken about whether 
to have IS/s in all 
clinics or just in some 
clinics. 

3. Efficient 
deployment: 
Network 
security 
solution 

Which network 
security solution 
should be used? POD 
uses static VPN 
connections, SPO 
uses stunnels. 

Two different 
solutions. Clinics with 
local IS/s uses static 
VPN connection, 
clinics without local 
IS/s uses stunnels. 
None of the solutions 
is suitable for the 
whole customer 
segment. 

- Using two solutions 
gives a larger 
segment of potential 
customers.  
- Stunnels might 
reduce the need of 
Sectra personnel 
onsite to zero, and 
VPN connections are 
necessary when a 
local IS/s is used. 

A decision about 
whether to have local 
IS/s in all clinics or 
not must be taken.  

4. Efficient 
Deployment: 
PACS 
licenses 

Different PACS 
licenses for different 
workstations or the 
same license for all 
workstations. 

Use only IDS7/dx 
licenses. 

- Only one role 
needed, which 
reduces deployment, 
training and support 
time. 

Investigate if a dx 
license is suitable 
even for 
radiographers and 
clinicians. 

5. Efficient 
Deployment: 
Installation 
checklist 

Each new installation 
of a virtual PACS 
server must be 
efficient. 

An installation 
checklist is defined 
which covers the 
steps from a basic 
virtual server copy to 
installation of 
workstations.  

- A good installation 
checklist reduces 
deployment time.  
- It also reduces time 
needed to train new 
installation 
engineers. 

The installation guide 
must be updated 
each time a change is 
made to the 
prototype/the 
product. 

6. Efficient 
Deployment: 
Third party 
licenses 

Buy new third party 
licenses for each new 
virtual PACS server 
gives a large initial 
cost. 

Subscription of 
licenses - pay each 
month. 

- Increase and 
decrease licenses 
according to current 
need.  
- Upgrades of third 
party licenses do not 
give an additional 
cost. 

Investigate if a 
subscription 
alternative gives 
lower cost than to 
buy the licenses. 
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  Area Obstacle Solution to avoid or 
reduce obstacle 

Outputs of the 
solution 

To do for Sectra to 
finalize solution 

7. Efficient 
training: 
Define 
training 
checklist 

 Training of all 
functions in Sectra 
PACS takes a lot of 
time.  

A training checklist is 
defined with only the 
necessary functions 
for these users. For 
additional 
information the 
user's guide is 
available in Help-
menu. 

- Training time is 
reduced and the 
checklist could be 
used when designing 
training material.  
- Ensures that all 
users get the same 
basic knowledge. 

Approval of training 
checklist by Sectra 
training officer. 

8. Efficient 
Support: 24 
hour support 
and traveling 
expenses 

If 24 hour support is 
used, a lot of support 
personnel time is 
needed. If support 
personnel needs to 
travel to the clinics 
there is also much 
additional time 
needed. 

Only offer support 8-
17 weekdays. 
Arrange for remote 
control of all 
workstations, so that 
Sectra support 
personnel could fix 
software problems 
from Sectra office. 

- Support time is 
reduced. 

A secure solution for 
remote control of the 
workstations must be 
set up. 

9. Define 
target 
customer 
segment 

Define customer 
segment for hosted 
ASP solution. 

ITMark customer 
segment: 
chiropractors, small 
radiology clinics, 
dentists, 
veterinarians, 
orthopedists. 

  A decision must be 
made about what 
customer segments 
to focus on. These 
could differ between 
different regions. 
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  Area Obstacle Solution to avoid or 
reduce obstacle 

Outputs of the 
solution 

To do for Sectra to 
finalize solution 

10. Access 
control: One 
PACS server 
per 
customer 

Currently each 
customer has their 
own servers located 
in their clinics. In a 
hosted ASP solution, 
many customers will 
be having their 
servers in the same 
hosting center. No 
customer should be 
able to access the 
other's images. 

One virtual server per 
customer.  

- No customers could 
access each others’ 
images.  
- When planning 
system downtime for 
upgrades etc, it could 
be done for only one 
customer at a time.  
- If one server 
crashes, not all PACS 
in the same area are 
going down. 

A test environment 
with several virtual 
PACS servers should 
be setup. 

11. Optimize 
customer 
workflow: 
PACS 
workflow 

In many smaller 
clinics, there is no RIS 
or EPR integrated 
with the PACS. 
Therefore the PACS 
must handle its own 
workflow and make it 
easy and efficient for 
the users to access 
the images. 

The configurations 
are done in the 
prototype server and 
available in appendix 
D. 

- Easier to find the 
relevant images and 
therefore more 
efficient workflow.  

  

12. Optimize 
customer 
workflow: 
Quick 
display 
protocols 

The display protocols 
installed in the 
standard PACS 
installation are not 
suitable for these 
customers. 

Quick display 
protocols have been 
configured in the 
prototype server. 

- All images are hung 
-> no images could be 
missed by mistake.  
- The images are hung 
in chronological order 
which might reduce 
the work for the 
radiographers. 

If the customers want 
more display 
protocols, Sectra 
could configure this 
for an additional cost. 

13. Legal 
aspects: 
Data stored 
outside 
clinic 

Some kind of action 
must be taken to 
ensure patient 
integrity when 
moving images and 
patient information 
outside the clinics. 

It should be written in 
the contract that 
Sectra takes full 
responsibility for 
keeping patient 
integrity. 

  In each country or 
region, a contract 
must be set up that 
obeys local law. 

14. Legal 
aspects: 
Time of 
archival of 
images 

Storage of image files 
is expensive, so one 
does not want to 
store for a long time. 
However, there are 
legal demands about 
how long images 
must be stored. 

Store images free of 
charge for the time 
period set by local 
law. Additional 
storage for an 
additional cost. 

- Meeting legal 
demands but then 
have an extra profit in 
the case of extended 
storage time. 

Set up archives 
meeting local law. 
Procedure and cost 
for extended storage 
should be set. 
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6.1.2 Review of the First Prototype 

Table 4 is a compilation of the answers from the three experts within each area of the prototype, and 

how the interviews where performed. Since open interviews were performed, only short notes were 

taken. The areas were discussed according to the interview guide in chapter 4.2.4. 

Expert 1: Product Manager who is a specialist at the user view of the system, and also has a 

background in the more technical parts of the Sectra PACS. 

Expert 2: Product and Development Manager who together with his team developed the SPO 

solution. 

Expert 3: Senior Solution Architect who is a specialist in system solutions for large enterprise systems 

of Sectra PACS. All the future visions from the interviews came from this expert, and are stated in 

chapter 9 Future Work. Since the future visions where outside the regular interview, they are not 

mentioned in the answers below. 

Table 4. Answers to each area from each respondent. 

 Area Expert 1 Expert 2 Expert 3 

1. Efficient 
Deployment: 
Virtual server 
copies 

Solution seems fine. “Clones” of 
workstations and 
servers. Send image to 
hardware supplier when 
ordering hardware. 

Consider the initial cost 
for OS and SQL. Make 
specification of system 
before considering 
virtual servers or not. 

2. Efficient 
deployment: Need 
for local IS/s or not 

Start by no local IS/s. 
If not enough 
performance, add 
local IS/s.  

Depends on network. 
QA station is the critical 
part. For radiologists, 
next case is prefetched 
automatically. Stunnel 
quite good 
compression. If local 
IS/s, customers should 
install it themselves. 

Customer over a certain 
amount of data needs 
SSS or local IS/s. New 
modalities compress 
images.  
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 Area Expert 1 Expert 2 Expert 3 

3. Efficient 
deployment: 
Network security 
solution 

Using special codes 
for log in each time 
could be irritating 
when working in the 
clinic. 

Local IS/s must be 
investigated for security 
reasons. SSS and SHS 
must be able to 
communicate through 
one or a few ports. 
Proxy server makes it 
possible to only install 
one Stunnel per site. 
Probably one Stunnel 
per modality. 

VPN solution could be 
set up in Windows. 
Https could be used 
from any computer. No 
technicians should 
travel to customer.  

4. Efficient 
Deployment: PACS 
licenses 

Same license for all 
users: IDS7/dx. 

Qa and dx could be 
same license: IDS7/dx. 
Clinician should have 
IDS7/cx since they are 
not allowed to do 
everything in images. 

Only IDS7/dx. Maybe 
configuration with 
advanced/simple 
menus. 

5. Efficient 
Deployment: 
Installation 
checklist 

Not reviewed, changes when installation procedure changes which it does 
by the answers to the other areas. 

6. Efficient 
Deployment: Third 
party licenses 

No comments. Cost for each 
alternative could be 
considered when the 
product is finished. 

Cost for each 
alternative could be 
considered when the 
product is finished. 

7. Efficient 
training: Define 
training checklist 

Reviewed by another Sectra employee, according to methods chapter. 

8. Efficient 
Support: 24 hour 
support and 
traveling expenses 

Solution with only 
office hours support 
seems good. 

SPO has no remote 
control of workstations. 
Lifeguard is a program 
used in the US which 
enables remote control. 
24 hour support needed 
if customers work 24 
hours. 

HW supplier supports 
HW issues. Check time 
zones for potential 
customers. Local first 
line good.  

9. Define target 
customer segment 

Private clinics. Dentists have a lot of 
different demands on 
the product – probably 
not profitable to use 
this customer segment. 

Small radiology clinics 
seem to be the main 
target. 
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 Area Expert 1 Expert 2 Expert 3 

10. Access control: 
One PACS server 
per customer 

Upgrades could be 
difficult to perform 
when many different 
servers. 

Administration of IDS7 
not possible when using 
access control – 
radiologist need this 
functionality. 
Integration with other 
systems, RIS or EPR, not 
possible. CD import not 
possible with access 
control either. Hence, 
one PACS for each 
customer is necessary. 
For cooperation, telerad 
could be used. 

In future work chapter. 

11. Optimize customer 
workflow: PACS 
workflow 

Worklists on system 
level. No all cases-
worklist. Personal ID 
column in patient 
list. Set default 
search condition. 
Import configuration 
file for IDS7. 

No comments. Important to make 
some kind of 
configurations. E-
learning should match 
the configuration. 

12. Optimize customer 
workflow: Quick 
display protocols 

Only one quick DP 
needed: modality 
same as current 
examination, 1 
comparison.  

Quick DPs is a good 
solution because 
customers don’t want 
to spend time on 
education.  

No comments. 

13. Legal aspects: Data 
stored outside 
clinic 

No comments. Important to let a 
lawyer check 
everything. Follow up 
each year since laws 
could change. 

Important to check 
local laws. 

14. Legal aspects: Time 
of archival of 
images 

If deletion of images 
should be done 
regularly, changes in 
the product are 
needed. Do not set 5 
year, set amount of 
data as requirement 
instead. 

Important to state in 
agreement what is in 
the deal? 

There are more legal 
demands than the 5 
year rule, such as 
interesting for science. 
Adjust cost for license 
depending on data 
amounts.  
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After processing the interviews it became clear that the most important areas to follow up and 

improve where: 

 Efficient deployment: Need for local IS/s or not. The need for local IS/s is dependent on 

amount of image data produced by the clinic and on the network capacity. 

 Efficient deployment: PACS licenses. Important to keep it simple, use as few different 

licenses as possible. 

 Efficient training: Define training checklist. Review training checklist according to comments. 

 Maximize profit: Define target customer segment. Small radiology clinics could be the main 

target, but use the same target customers as ITMark except for dentists. 

 Access control: One PACS server per customer. No test environment needed. 

 Optimize customer efficiency: Quick display protocols. Review quick display protocols setup 

according to comments. 

 Legal aspects: Time of archival of images. The time of archival might not be as important as 

the amount of data. More aspects to consider when meeting legal demands. 

During the review many future visions came up within the different areas and therefore a column 

named “future visions” is added in the prototype. Except for that, the changes in the prototype after 

the review were: 

 Move “Access control: One PACS server per customer” and put it as number 2 in the 

prototype, since it is connected to number 1 “Efficient deployment: Virtual server copies”.  

 Decision made in “Efficient deployment: Need for local IS/s or not” to install local IS/s if a 

local hardware network security solution is used. If not, consideration is taken to each clinics 

need of local IS/s.  

 Decision made in “Efficient deployment: PACS licenses” to only use dx licenses. 

 In “Efficient training: Define training checklist” the training checklist is evaluated and 

changed according to suggestions.  

 In “Maximize profit: Define target customer segment” a decision is made to focus on the 

same customer segment as ITMark. 

 The suggestion that a test environment should be setup in “Access control: One PACS server 

per customer” is removed since it is obvious that all products are tested before release. 

 The suggestion that Sectra could configure additional display protocols is removed in 

“Optimize customer efficiency: Quick display protocols”. 

 In “Legal aspects: Time of archival of images” set up archives meeting local law is removed, 

since it is obvious that this will be done. 

6.1.3 Second Prototype 

The second prototype is the final version. Table 5 shows an overview of the second prototype. 

Further explanation of each area in the prototype could be found in appendix E. 
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Table 5. Second prototype. 

  Area Obstacle Solution to avoid 
or reduce 
obstacle 

Outputs of the 
solution 

To do for Sectra 
to finalize 
solution 

Future visions 

1. Efficient 
deployment: 
Virtual 
server 
copies 

Installing one 
PACS server for 
each customer 
implies a lot of 
initial time 
consuming. 

Virtual server 
copies - one basic 
server installed 
and then copied.  

- Reduces 
deployment time. 
- Easy to change 
hardware without 
system 
downtime.  
- Less number of 
physical servers 
needed.  

Routines for 
change of 
hostname, 3rd 
party licenses, 
PACS licenses and 
IP must be 
developed. 

PACS like Gmail 
account. Ability to 
extract 
information 
important. 

2. Access 
control: One 
PACS server 
per 
customer 

Currently each 
customer has 
their own servers 
located in their 
clinics. In a hosted 
ASP solution, 
many customers 
will be having 
their servers in 
the same hosting 
center. No 
customer should 
be able to access 
the other's 
images. 

One virtual server 
per customer.  

- No customers 
could access each 
other’s images.  
- When planning 
system downtime 
for upgrades etc, 
it could be done 
for only one 
customer at a 
time.  
- If one server 
crashes, not all 
PACS in the same 
area are going 
down. 

  Separate 
database 
instances, same 
server for many 
customers. 

3. Efficient 
deployment: 
Need for 
local IS/s or 
not  

Need for local IS/s 
in clinic or not. 
Deployment time 
versus PACS 
performance. 

If a hardware 
network security 
solution is used, 
local IS/s could 
also be installed. 
If not, 
consideration is 
taken to each 
sites need of local 
IS/s.  

- Local IS/s 
ensures good 
PACS 
performance.  
- No local IS/s 
reduces 
deployment time. 

  Local IS/s as 
software installed 
on client 
workstations. 
Need of local IS/s 
could be reduced 
if all modalities 
use compression 
when sending 
images to PACS. 
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  Area Obstacle Solution to avoid 
or reduce 
obstacle 

Outputs of the 
solution 

To do for Sectra 
to finalize 
solution 

Future visions 

4. Efficient 
deployment: 
Network 
security 
solution 

Which network 
security solution 
should be used? 
POD uses static 
VPN connections, 
SPO uses 
stunnels. 

Two different 
solutions. Clinics 
with local IS/s 
uses static VPN 
connection, clinics 
without local IS/s 
uses stunnels. 
None of the 
solutions is 
suitable for the 
whole customer 
segment. 

- Using two 
solutions gives a 
larger segment of 
potential 
customers.  
- Stunnels might 
reduce the need 
of Sectra 
personnel onsite 
to zero, and VPN 
connections are 
necessary when a 
local IS/s is used. 

  VPN connection 
as software 
installed on client 
workstations. 

5. Efficient 
deployment: 
PACS 
licenses 

Different PACS 
licenses for 
different 
workstations or 
the same license 
for all 
workstations. 

Use only IDS7/dx 
licenses. 

- Only one role 
needed, which 
reduces 
deployment, 
training and 
support time. 

  Basic/advanced 
configuration 
alternative in 
PACS. 

6. Efficient 
deployment: 
Installation 
checklist 

Each new 
installation of a 
virtual PACS 
server must be 
efficient. 

An installation 
checklist is 
defined which 
covers the steps 
from a basic 
virtual server 
copy to 
installation of 
workstations.  

- A good 
installation 
checklist reduces 
deployment time. 
- It also reduces 
time needed to 
train new 
installation 
engineers. 

The installation 
guide must be 
updated each 
time a change is 
made to the 
prototype/the 
product. 

  

7. Efficient 
deployment: 
Third party 
licenses 

Buy new third 
party licenses for 
each new virtual 
PACS server gives 
a large initial cost. 

Subscription of 
licenses - pay 
each month. 

- Increase and 
decrease licenses 
according to 
current need.  
- Upgrades of 
third party 
licenses do not 
give an additional 
cost. 

Investigate if a 
subscription 
alternative gives 
lower cost than to 
buy the licenses. 
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  Area Obstacle Solution to avoid 
or reduce 
obstacle 

Outputs of the 
solution 

To do for Sectra 
to finalize 
solution 

Future visions 

8. Efficient 
training: 
Define 
training 
checklist 

 Training of all 
functions in 
Sectra PACS takes 
a lot of time.  

A training 
checklist is 
defined with only 
the necessary 
functions for 
these users. For 
additional 
information the 
user's guide is 
available in Help-
menu. 

- Training time is 
reduced and the 
checklist could be 
used when 
designing training 
material.  
- Ensures that all 
users get the 
same basic 
knowledge. 

Extend and 
review training 
checklist with 
detailed 
information when 
the hosted ASP 
solution is fully 
developed. 

  

9. Efficient 
support: 24 
hour 
support and 
traveling 
expenses 

If 24 hour support 
is used, a lot of 
support personnel 
time is needed. If 
support personnel 
needs to travel to 
the clinics there is 
also much 
additional time 
needed. 

Only offer 
support 8-17 
weekdays. 
Arrange for 
remote control of 
all workstations, 
so that Sectra 
support personnel 
could fix software 
problems from 
Sectra office. 

- Support time is 
reduced. 

A secure solution 
for remote 
control of the 
workstations 
must be set up. 

Hardware vendor 
handles all 
hardware issues. 

10. Define 
target 
customer 
segment 

Define customer 
segment for 
hosted ASP 
solution. 

ITMark customer 
segment: 
chiropractors, 
small radiology 
clinics, dentists, 
veterinarians, 
orthopedists. In 
this solution no 
dentists. 
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  Area Obstacle Solution to avoid 
or reduce 
obstacle 

Outputs of the 
solution 

To do for Sectra 
to finalize 
solution 

Future visions 

11. Optimize 
customer 
workflow: 
PACS 
workflow 

In many smaller 
clinics, there is no 
RIS or EPR 
integrated with 
the PACS. 
Therefore the 
PACS must handle 
its own workflow 
and make it easy 
and efficient for 
the users to 
access the 
images. 

The 
configurations are 
available in 
appendix D. 

- Easier to find the 
relevant images 
and therefore 
more efficient 
workflow.  

    

12. Optimize 
customer 
workflow: 
Quick 
display 
protocols 

The display 
protocols 
installed in the 
standard PACS 
installation are 
not suitable for 
these customers. 

Quick display 
protocols 
according to 
appendix D. If the 
customers want 
more DPs, Sectra 
could configure 
this for an 
additional cost. 

- All images are 
hung -> no images 
could be missed 
by mistake.  
- The images are 
hung in 
chronological 
order which might 
reduce the work 
for the 
radiographers. 

    

13. Legal 
aspects: 
Data storage 
outside 
clinic 

Some kind of 
action must be 
taken to ensure 
patient integrity 
when moving 
images and 
patient 
information 
outside the 
clinics. 

It should be 
written in the 
contract that 
Sectra takes full 
responsibility for 
keeping patient 
integrity. 

  In each country or 
region, a contract 
must be set up 
that obeys local 
law. 

  

14. Legal 
aspects: 
Time of 
archival of 
images 

Storage of image 
files is expensive, 
so one does not 
want to store for 
a long time. 
However, there 
are legal demands 
about how long 
images must be 
stored. 

Store images free 
of charge for the 
time period set by 
local law. 
Additional storage 
for an additional 
cost. 

- Meeting legal 
demands but then 
have an extra 
profit in the case 
of extended 
storage time. 
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7 Analysis and Discussion 
This chapter contains analysis and discussions about the data collection methods used, the user 

analysis and finally about the prototype design. 

7.1 Data Collection 
The data collection was mainly done by interviewing and talking to people at Sectra and ITMark. This 

is an efficient way of finding information, since the questions and discussions could be focused on 

the target questions. It is however important to take into consideration that people could be 

influenced by the person performing the interview without knowing it. People could also suffer from 

memory loss and misunderstandings could occur. 

The rest of the data was collected by literature studies. The theories used, such as case study 

research, PACT analysis and stakeholder model, were studied in books which is a very good source if 

they are available. Unfortunately, information about hosted ASP solutions for PACS is not available 

through books since it is a new area where PACS vendors prefer to keep their knowledge to 

themselves out of competitive reasons. However, information about hosted ASP solutions in general 

is easy to find. 

Much information about Sectra, ITMark and Sectra’s products was retrieved by reading internal 

documents and by my previous experiences working as a demo specialist at Sectra. The internal 

documents are a good source of information since everything about the products could be found 

there, but this source could not be used or checked by anyone not working at Sectra. My previous 

experience was also a good source but it was important to consider that things could have changed 

since July 2009, when I quit this job. 

Through these data collection methods it was possible to explore the area and come up with 

interesting aspects which could be investigated further, just as the aim was with this exploratory case 

study. In this thesis, no result of the data collection has been presented. This could have been done 

by transcribing interview notes and setting up a database containing all notes, documents etcetera. 

Instead, the data has only been used as sources of information when performing the user analysis 

and during the prototype development. 

When using multiple sources of evidence, one important part is to validate facts by confirming it with 

more than one source. This is called triangulation, as described in section 3.3.2. In this thesis, 

triangulation was reached in some parts but not all. The information from discussions with ITMark 

personnel was confirmed by internal documentation. Much of the information about Sectra and 

Sectra’s products retrieved by interviews with Sectra personnel was also confirmed by internal 

documentation or my previous experiences, but not all, which means that triangulation was not 

reached in this part of the data collection. Some of the information from interviews was confirmed 

by interviews with other people, but also here full triangulation could not be reached due to people 

specializing in different areas. 

The principle of data collection which states that a case study database should be created so that 

other scientists could go through the material is not reached. This is partly because of the reason 

already mentioned that most of the written information sources are classified internal documents 

and partly because of the reason that some sources are anonymous. A classified database could have 

been created, but it was not done in this thesis. 
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The chain of evidence is maintained within the data collection, since the data collection was always 

focused on the purpose of the study, even though there were many different aspects to consider. 

7.2 User Analysis 
The user analysis was done by interviewing a product manager at Sectra, and by visiting a clinic which 

currently uses POD and interviewing a radiographer at this clinic. This analysis was not done at a 

potential customer for the hosted ASP solution, since the product is not yet developed and therefore 

there have not been any search for potential customers. This means that the analysis is done on a 

customer segment which is believed to be the segment where the hosted ASP solution is going to be 

sold, but there could also be changes in this target segment later during marketing of the product.  

The scientific methods used for the user analysis were PACT analysis and the stakeholder model. 

There are more methods available for performing user analysis, but no other methods were 

considered for use in this thesis.  

The PACT analysis was performed to get an understanding of who the potential users of the hosted 

ASP solution could be, to be able to design a system which was made just for these users.  

The stakeholder model was used to make sure no stakeholder was forgotten during the design, for 

example also the patients are important to consider and not only the suppliers and customers of the 

system. The most important stakeholders when designing the prototype were Sectra personnel, the 

patients, the customers and the suppliers of workstations, server environments and third party 

software. The rest of the stakeholders did not influence the prototype directly, but if the hosted ASP 

solution for Sectra PACS will be developed further all stakeholders will probably be involved in at 

least one phase. 

7.3 Prototype Development 
In the beginning of the prototype development, the idea was that the prototype should be an 

installation of the hosted ASP solution under as realistic prerequisites as possible. However it became 

clear during the work that there was not enough time to first develop and then install the whole 

solution. The different parts of the solution, such as virtual servers and network security solutions, 

are also installed in separate systems at Sectra and therefore tested already. With that, the hosted 

ASP solution server prototype was only used to evaluate IDS7 client configuration and not the whole 

solution.  

The prototype resulted in a short chart version (section 6.1.3), longer texts in appendix E to explain 

the chart and some appendices with different checklists. This is as explained a lo-fi prototype which 

hopefully could serve as a summary of the obstacles which need to be reduced or avoided to form 

the hosted ASP solution for Sectra PACS, and suggestions of solutions for these obstacles.  

During the evaluation of the prototype, it became clear that some areas could be improved and some 

areas could be made decisions in with help of the experts who evaluated the prototype. This matches 

the prototype design theory that a prototype could always be improved, no matter how much work 

that has been put in to it in the first place. The theory which states that the more iterations the 

better the prototype becomes could not been tested in this thesis since there was only time for one 

iteration.  
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The prototype is indeed a lo-fi prototype since it does not resemble the final product at all. It 

matches the theory which claims that lo-fi prototypes takes less time to develop and it was useful for 

communication during the evaluations. It also matches the disadvantages from theory, that it is 

facilitator driven which might influence the evaluation, it could not show the workflow for the end-

users and it was not possible to perform usability tests.  
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8 Conclusions 
This chapter contains conclusions about the hosted ASP solution prototype. 

The purpose of this thesis was to investigate obstacles and opportunities for development, 

adaptation and integration of a hosted ASP solution for the current Sectra PACS. To show these 

obstacles and opportunities, a prototype has been developed. 

The hosted ASP solution prototype created in this thesis is a lo-fi prototype which could be 

developed further and installed on a test system as a hi-fi prototype. Focus has been on developing a 

solution where the current Sectra PACS solution could be used in as large extent as possible. Some 

work needs to be done in the current Sectra PACS, but on the whole the hosted ASP solution could 

be implemented without a lot of new development.  

The obstacles lie in the aspects explained in the list in section 6.1.1. The following are conclusions 

drawn from each main aspect. 

To make deployment efficient, there is a need for the Sectra PACS server environment to be adjusted 

to fit the solution with virtual server copies. Local IS/s will be needed in some clinics with higher 

demands on performance. Regarding network security solutions, using two solutions will give a larger 

segment of potential customers. Stunnels might reduce the need of Sectra personnel in the clinic to 

zero, but VPN connections are necessary when a local IS/s is used. All users in the clinics could run 

IDS7/dx licenses, and third party licenses could be subscribed for. An updated installation checklist is 

important. 

For efficient training, an updated training checklist could be used. 

To make the support efficient, support will only be offered during office hours and there should be 

possibilities for remote access of the workstations to avoid traveling expenses for Sectra support 

personnel.  

To start with, part of ITMarks customer segment could be interesting; chiropractors, small radiology 

clinics, veterinarians and orthopedists. 

The PACS workflow could be configured with the goal to optimize customer efficiency. Some 

configuration is suggested in appendix D; this must be improved when the final solution is formed. 

Quick display protocols could be used; these are also suggested in appendix D. If the customer wants 

advanced display protocols, these could be configured for an additional cost. 

The legal aspects are important in the hosted ASP solution just as in every other healthcare IT system 

on the market. Some legal aspects are discussed in brief in this thesis but thorough investigations 

must be made in every new area where the hosted ASP solution is sold.  

 

If the hosted ASP solution becomes a released product, further possible development of this product 

is explained in section 9. These future visions would in some cases require huge changes of the 

current Sectra PACS, maybe even development of a totally new PACS product. This would be a large 

investment and therefore it would probably be better to begin with the solution developed in this 

thesis, to investigate the opportunities on the market before making any large investments. 
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9 Future Work 
This chapter presents further development and investigations which could be performed to form the 

hosted ASP solution for Sectra PACS. 

9.1 Author’s Ideas of Future Work 
There was not enough time during this thesis to work with all aspects which concerns the adaptation 

of Sectra PACS to become a hosted ASP solution. The aspects that were considered but not dealt 

with were:  

 Which server hardware solution should be used? There were suggestions about renting 

virtual servers in server hotels where Sectra doesn’t need to bother about any hardware 

issues at all or renting space for placing own servers in a hosting center. 

 Which upgrade routines for Sectra PACS should be used? In POD the PACS version is only 

upgraded on customer request or need [8]. There were also suggestions to have set routines, 

e.g. once a year on all servers or when a new version of PACS becomes available. 

 Are there reasons to have a Sectra Satellite Server in each clinic instead of local IS/s? 

 Could the workflow be improved by offering integration of the PACS with EPR? 

 What happens if different customers want to cooperate and share images and examinations 

between clinics? 

 When these aspects have been investigated, the next step could be to solve the issues stated in “To 

do” in each chapter. Thereafter a test environment could be setup under realistic prerequisites, with 

network limitations, copies of virtual machines etcetera to test the solution.  

9.2 Visions from Interviewees 
If the product is developed and implemented at clinics, there are a lot of further development 

opportunities. During the interviews a lot of future visions came up. These visions would require 

large changes in the current Sectra PACS software, which is not in the range of this thesis. But the 

visions are interesting and a good resource for further development of the hosted ASP solution for 

Sectra PACS. Therefore, the following is a brief description of the visions. 

When using one virtual server for each customer, there is a large initial or monthly cost for third-

party licenses and upgrading of Sectra PACS version would take a lot of time. It would be preferable 

to reduce this cost by using one common server for many customers. As explained before, this 

solution is not available today due to lack of ability to separate different customer’s patient 

information. A solution to this problem could be to adjust the Sectra PACS databases to make it 

possible to run each customer’s database services on a separate database instance. This would 

ensure that no patient information could be accessed by another customer. This solution could face 

challenges in legal aspects, since there is always a requirement to ensure that patient information is 

kept within the right clinic.  

A vision which might need development of a completely new Sectra PACS product is to design a 

Sectra PACS which works almost as a Gmail account. The users should be able to pay for access and 

create new users themselves through internet. There is a large amount of aspects which needs to be 

taken into consideration in this solution, such as e.g. who should be allowed to buy a user license and 
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how to ensure that patient integrity is kept intact. This vision is important not only for Sectra, but 

also from a scientific point of view. What happens with the usability of the system if one solution is 

developed to work in the same way for many different users? Today, PACSes are very much 

configurable to work for different countries, different customers such as public hospitals and private 

clinics and different persons preferences. With a PACS which assembles a Gmail account, a lot of 

research will have to be done in the area of usability. 

In both server scenarios above, there is one important aspect to consider. When customers want to 

change PACS vendor it must be possible to extract all their images and patient information from the 

database. 

To make installation of workstations in clinics as easy as possible, a vision is to install the 

workstations and send as a complete package to the customer. This package could include only a 

computer or a computer plus monitors.  

A vision about the local IS/s is that it should be possible to install it as software directly on the 

workstation. Either this installation package could be sent to the customers for them to install 

themselves, or it could be installed on the workstations which we send to the customers.  

Another aspect to consider regarding the use of local IS/s or not, is that the modality vendors are 

developing modalities which compress the image files before sending them to the PACS. This would 

reduce the time needed for access of the images on the QA station, which might reduce the need of 

local IS/s. 

There are visions that the network security solution should be possible to set up as software in the 

workstation. There are currently VPN solutions which could be set up in Windows operative systems, 

which might make it possible to make this vision come true rather soon.  

An important vision is that we should never have to send technicians to the clinics. This vision might 

come true if all applications needed could be installed on one workstation, applications such as IS/s 

and network security solution. If there is only one computer and a set of monitors to install, there is a 

possibility that either the clinician staff or anyone from Sectra, not only engineers, could install it 

themselves. 

To make it easier for the users when starting up with Sectra PACS, an idea is to use simple and 

advanced configuration. The simple configuration could be used by the users who do not have any 

special interest in using all the functions in Sectra PACS, but just want to do their job efficiently. The 

advanced configuration could be used by the users who want to use more than the basic functions in 

Sectra PACS. To develop this, an evaluation by radiology clinician staff must be performed in order to 

determine which functions are needed in the basic configuration. 
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Appendix A 

Comparison of Enterprise Edition PACS and Hosted ASP Solution PACS 
 

Functionality Enterprise Edition PACS ASP solution PACS 

Workstation solution     

Integration with other programs YES NO 

Advanced display protocols YES NO 

Quick display protocols YES YES 

Support     

24 hour support YES NO 

Remote control of workstations NO YES 

Storage solution     

Local IS/s YES NO/YES 

Remote IS/s NO YES 

IS/fs YES YES 

Deployment solution     

Virtual servers NO YES 

One server per customer YES YES 

Network security solution (from Sectra) NO YES 

Subscription third party licenses NO YES 

Training in person YES NO 
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Appendix B 

Installation Checklist 
This checklist covers the procedure of installation of the hosted ASP solution for Sectra PACS from a 

copy of the basic server to fully functional workstations. It does not cover installation of the basic 

server since this is only done one or a few times and it is a complicated procedure for which good 

installation guides already exist.  

In every step when installing, it is important to document what has been done. Especially the steps 

where every customer is different is important to document, such as new hostname and IP for the 

server and if the customer has any special requirements in the IDS7 client configuration. This is 

important knowledge when handling support cases later. 

The procedure to connect a new customer to the hosted ASP solution for Sectra PACS has some main 

steps: 

1. Configuration of the virtual server copy. 

2. Setting up the server environment including storage, backup etc. 

3. Customer specific configuration of the server. 

4. Installation on spot in clinic 

1. Configuration of the Virtual Server Copy 
a. In appendix E some steps are defined which needs to be done when copying a virtual 

server. These include change of hostname, change of SID, new third party licenses 

and change of IP. 

2. Setting up the Server Environment Including Storage, Backup etc. 
a. Set up short time storage (IS/s) if this is not already included in the virtual server. 

b. Set up long time storage (IS/fs) if this is not already included in the virtual server. 

c. Set up backup for all server components and set backup procedures according to 

standard configuration. 

d. Set up network security solution, VPN or SSL, in the virtual server. 

e. Install IS/s on a computer which should be placed locally in the clinic, if applicable. 

f. Arrange setup of modality connection with the modality vendor. 

3. Customer Specific Configuration of the Server 
a. Add new PACS licenses. 

b. Add new roles, if necessary. 

c. Add new users. 

d. Add special requirements in PACS configuration, if necessary. 

4. Installation on Spot in Clinic 
a. Set up preinstalled local IS/s. 

b. Set up network security solution. 

c. Install IDS7 clients on the workstations. 

d. Test the environment.  
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Appendix C 

Training Checklist 

Introduction 

 System requirements for starting IDS7 on a new workstation: dotnet, directX 

 Log in to IDS7 

 Overview information window, matrix window, image window 

Information Window 

 Import and export of examinations 

 Worklist tree – organize your work 

- Static and dynamic worklists setup 

- Folders 

- Mismatches 

- Local exams 

- Imported examinations 

- History worklist 

 Patient list 

- Filter worklist 

- Add/remove columns 

- Temporary patient merge 

 Examination list 

 Thumbnail list 

 Report view – read and write reports 

 Search function 

 Toolbar 

- Toolbar alerts 

- Toolbar buttons – most commonly used commands 

- Park/restore 

Matrix Window 

 Brief about the concept of hangings 

 Hanging navigator – overview of full presentation 

 Patient history – all examinations available and possible to filter 

 Miniature screens – Image window preview 

 Open examinations – To show the most relevant exams and possibility to change the size of 

the thumbnails 

 Manual hanging of images 

- Drag/drop all series for one examination 

 Partition monitors 

 Save presentation 

 Add/remove monitor in toolbar 

 Add/remove hanging in toolbar 
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Image Window 

 How to access image window 

- Double click patient in information window 

- Double click examination in information window 

- Image window toolbar button in information and matrix window 

- Double click monitors in matrix window 

 Image information/overlays 

 Toolbar – all buttons 

- Important: multiple graphics creation 

- Important: localizer/crosshair 

 Image/stack pop-up menu 

- Magnifying glass (also keyboard shortcut) 

- Measuring devices 

- Crop image 

- Cine loop 

- Text marks vs. text comments 

- Synchronize images (also keyboard shortcut) 

- Mark key images (also keyboard shortcut) 

- Navigate between key images 

 Mouse commands 

- Window level  

- Zoom  

- Pan image 

 Browse manually through stack 

 View thumbnails 

 Refine image (if progressive transfer is used) 

 Next case 

 Change status 

 Next hanging 

MPR/3D View (if Included in PACS) 

 Open the MPR/3D view 

 Slab mode 

 MPR (oblique, curved, cross-curved) 

 Create bookmarks 

 3D 

The Menu Bar 

 The options dialog (if they have permissions for this): Just inform that it exists and that it 

works like in any windows application to edit configuration 

 The online help 
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Appendix D 

PACS Configurations 

Enterprise Manager 
- JPEG2000 compression, since it compresses the images which make the transfer faster on 

slow networks, e.g. the Internet. 

Role permissions: (ItMark) 
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WISE/tools 
WISE/tools is the database administration tool in Sectra PACS, where roles and users are set up for 

PACS. 

Role Administration 

System Administrator 

Basic product: IDS7/dx 

Role permissions: All under WISE/tools system, WISE/tools management, WISE/tools configuration. 

User 

Basic product: IDS7/dx 

Role permissions: None. The “User” role should not have access to WISE/tools as long as he is not 

going to use any functions in WISE/tools, such as creating new users and roles and some exam 

administration. 

User Administration 

Ida Andersson 

User name: id-and 

Password: xyz 

Basic product: No basic product 

User Roles: Administrator, PACS User 

Preferred Role: Administrator 

Mr Radiologist 

User name: MrRad 

Password: xyz 

Basic product: No basic product 

User Roles: PACS User 

Preferred Role: PACS User 

Mr Radiographer 

User name: MrRadio  

Password: xyz 

Basic product: No basic product 

User Roles: PACS User 

Preferred Role: PACS User 
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Mr Clinician 

User name: MrClin 

Password: xyz 

Basic product: No basic product 

User Roles: PACS User 

Preferred Role: PACS User 

IDS7 (for Role ”PACS User”) 

Information Window 

- Worklists: Today [modality*], week [modality*], month [modality*]. 

(Criteria: examination age is less than…., modality is…..) 

 [modality*] = CR, CT, MR, US. 

- Extended worklist tree to view all worklists and save worklist tree view. 

- Show info panel with IDS7 tutorials. 

- Save worklist tree view and show info panel must be configured on user level. 

- Patient list and examination list are sorted by default first on name and second on date of 

birth. This could be configured on user level. 

- Standard search criteria:”date of birth is” and  ”patient name begins with”.  

- Personal ID column is added in patient list. 

Display Protocol Editor 

- All DP’s installed according to standard installation of PACS are removed. 

- One quick DP is configured with conditions: 

Comparison examination 1: Modality is same as current examination 

Comparison examination 2: Modality is same as current examination 

Default Computer Group 

- Compression settings: Use image compression, use progressive transfer of images, and 

automatically refine image quality. 
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Appendix E 
This appendix contains further explanation of each area in the second prototype. 

1. Efficient Deployment: Virtual Server Copies   

Obstacle 
The current Sectra PACS is a complicated IT system designed for large Enterprise scenarios, which 

takes several hours to setup. To install each PACS server separately for the rather small clinics in the 

hosted ASP solution customer segment would therefore make deployment of the solution inefficient. 

To reduce this obstacle there is a need for a general PACS server setup which is fast and easy to 

deploy.  

Solution to avoid or reduce obstacle 
In order to make deployment efficient and reduce deployment time, all PACS server components 

could be run on virtual machines. The virtual machines behave the same way as physical machines 

and are run in an environment installed on a physical machine. This environment is very often 

VMware; also Sectra does testing on VMware and regards this as the best environment to use [16]. 

Therefore the VMware environment is the natural one to choose for the prototype.  

The virtual environment is not yet approved for running the server components of Sectra PACS, but 

there are as this is written tests performed on this, both at Sectra and in real clinics [16]. 

Outputs 
The virtual environment would make it possible to change server hardware without any system 

downtime. This is possible because the virtual PACS servers could be moved while they are still 

running to new hardware before the old hardware is removed [16].  

There are also advantages in reducing the number of physical servers needed, since every new 

physical server is an investment. Many virtual PACS servers can run on the same physical server 

which reduces the number needed, in contrast to when the PACS server is installed directly on the 

physical server because it is only possible to have one PACS server installation per physical server. 

If many PACS servers are to be installed with the same configuration, more advantages can be found 

in running virtual PACS servers. If one PACS server is installed with the general configuration, it can 

easily be copied with the configuration intact and thus reducing deployment time of the rest of the 

PACS servers. 

To do for Sectra to finalize solution 
To be able to make copies of virtual PACS servers, there are some issues to solve: 

 Change of hostname on the PACS server 

Change of hostname on the PACS server is a simple procedure, but changing hostname in the 

PACS server components is more difficult. Today there are no procedures or scripts available 

for this, but there is a change proposal written at Sectra which aims to make this possible [7] 

[16]. If the hostname is not changed, the PACS servers cannot be connected to the same 

network since the IDS7 clients could connect to the wrong server by mistake [16]. 

 Change IP on the PACS server 

If a static IP is used, this must be changed on the PACS server and in all files which affects the 

PACS environment. Otherwise the same thing will happen as if the PACS servers have the 

same hostname. If a dynamic IP is used, this will not be a problem. 
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 New software licenses for third party software  

Windows server 2003 and SQL server are examples of third party software which need new 

licenses; these can easily be bought from Microsoft without having to change the license 

keys [16].  

 New software licenses for PACS 

The PACS licenses are fully provided by Sectra and it is a simple procedure to change these. 

Although, to avoid licenses from different PACS servers connecting to each other’s servers, 

the SID must be changed [16]. There are programs which change the SID, e.g. the program 

sysprep could be used to prepare the PACS server for copying, e.g. by changing SID [16].  

2. Access Control: One PACS Server per Customer 

Obstacle 
In the current Sectra PACS there is one server setup for each customer. Generally there are no 

restrictions in the PACS about who in the clinic could access each image. This is instead regulated by 

law, e.g. in Sweden the Patient Data Act states that only the caregivers involved in the care of a 

patient is allowed to view this patient’s information [17]. 

In the hosted ASP solution the information and images from each clinic must be separated from each 

other because it should not be possible to view other clinics information or images, not even by 

mistake. 

Solution to avoid or reduce obstacle 
There are three possible solutions for PACS server setup which makes sure no information leaks 

between customers. One is to use the same solution as SPO, to have one virtual PACS server in each 

region and separate the customers by using access control in IDS7 [18]. Access control is set on role 

level and only allows each role to access images with predefined conditions, e.g. a specific modality 

name [18]. The access control also applies when using the search function in IDS7 [19].    

The second possibility is to setup the PACS servers as POD does. The customers have one virtual PACS 

server each, except for the smallest customers who have the same solution as SPO [8]. This means 

that POD has two different solutions depending on the amount of examinations done by the 

customers.    

The third solution is to always have one virtual PACS server for each customer, no matter the amount 

of examinations.  

Outputs and disadvantages of the different solutions for server setup 
 
One PACS server in each region and separate customers by using access control 
Outputs 

 Only one Windows server 2003 and SQL server license needed – cheaper. 

 Only one PACS server to support and upgrade. 

Disadvantages 

 No permissions for administration could be set for the radiologists, since the access control 

doesn’t apply on administrative tasks.  

 If the customers want RIS or EPR integration, this could not be solved when using a common 

server. One PACS could not be integrated with several RIS or EPR. 
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 CD import is not controlled by access control. 

Two different solutions depending on amount of examinations 
Outputs 

 Even if a customer does only a few examinations each month, he might still be profitable for 

Sectra since the Windows server 2003 and SQL licenses cost is negligible/payed by the other 

customers in the shared virtual PACS server. 

Disadvantages 

 Two solutions should be developed, deployed and supported. This takes more time (and 

thereby money) to setup and also to educate Sectra personnel. 

 More documentation is needed. 

 If a customer is too small to pay for his own Windows server 2003 and SQL licenses, it is 

doubtful if there is any profit in having this customer.  

One PACS server for each customer 
Outputs 

 Only one customer affected each time upgrade or service is needed on PACS server. 

 More secure – no patient information could be accessed by the wrong customer even if 

there is a mistake made when configuring the access control. 

 Smaller database to search for images which is generally faster [20]. 

 If all customers in the same area do not have the same PACS server, downtime will not be for 

all clinics at the same time. 

 Easier to plan downtime with one customer at a time than to coordinate for many 

customers. 

Disadvantages 

 Customers with different versions of IDS7 which leads to more complicated support and 

administration. 

 Huge upgrade work since each virtual PA CS server must be upgraded separately. 

 Large initial or monthly cost for third party licenses, such as Windows Server and SQL. 

Design decision 
Based on the outputs of having one virtual PACS server for each customer and the disadvantages of 

using access control on a server shared by many customers, I decide to have one virtual PACS server 

for each customer. The radiologists must be able to use CD import and perform administrative tasks. 

3. Efficient Deployment: Need for Local IS/s or not 

Obstacle 
ImageServer/s (IS/s) is the image short term storage of Sectra PACS [21]. IS/s is basically a file system 

where the WISE server stores images received from the modalities or other external systems [21]. 

In POD there is one IS/s located on each clinic, to make retrieval of images faster [8]. If the image 

files, which are quite large due to the good quality and high resolution needed, should be sent first to 

the hosting center and then back to the clinic again, it would be much slower than if the IS/s is 

located in the clinic. There is also one IS/s on each PACS server located in the hosting center. Using 

the PACS function worklist subscriptions, a copy of all DICOM images located on the IS/s in the clinic 

is sent to the IS/s in the central hosting center [22]. That way images are both located on the IS/s in 
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the clinic and on the IS/s in the central hosting center [22]. When radiologists work from a remote 

location they are connected to the IS/s located in the hosting center [22]. 

Installing an IS/s in each clinic raises the start up time for Sectra since hardware, traveling for Sectra 

personnel and several man hours are needed. If no IS/s is needed, there might be a possibility for 

each clinic to install the security solution, see appendix E.4, and IDS7 clients themselves, which 

reduces traveling expenses and time needed for Sectra personnel. The problem is how to decide 

which clinics that need a local IS/s.  

Solution to avoid or reduce obstacle 
One solution is to install one local IS/s in each clinic and one for each PACS server at the hosting 

center. This is probably the most expensive solution for Sectra but it ensures good performance, 

even when accessing the images right after they have been produced by the modality.  

The other solution is to only install a local IS/s where it is needed for good performance. This would 

require an investigation made by Sectra of which kind of images/clinics that need a local IS/s or not. 

If this investigation leads to the answer that it is site-specific and a new investigation must be made 

for each clinic, the cost for these investigations must be compared to the cost of the first solution; to 

install local IS/s everywhere.  

There is one more aspect which also needs to be considered in this matter: if there should be 

network security solutions which require hardware installation in each clinic, Sectra personnel must 

probably travel to the clinic to set this up anyway. In this case, the traveling expenses would not 

matter as much in the question about a local IS/s or not. 

Outputs 
If a local IS/s is not needed, the deployment efficiency is increased by reducing installed components 

and traveling expenses. 

If a local IS/s is used, the performance of the PACS is improved. 

Design decision 
Start by not installing a local IS/s in the first clinics. In the clinics where the performance is not 

sufficient a local IS/s should be installed. Probably it will mostly depend on amount of data 

transferred; there are huge differences between transferring a single CR image compared to a CT 

stack of images. 

4. Efficient Deployment: Network Security Solution 

Obstacle 
In a hosted ASP solution, data must always be transmitted over the Internet at some point. This 

requires a network security solution which ensures that no patient data could be accessed by 

unauthorized persons and that the system is accessible at all times.  

Some aspects are crucial to make the solution secure and efficient: 

 Backup solutions for cables, hardware, routers including firewalls and VPN connection etc. In 

POD there is full redundancy, which means that each component has an exact copy as a 

backup. This ensures that the system is always available, even if one component breaks. It is 
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also useful when handling much data traffic, since e.g. two separate firewalls could share the 

load of data traffic.  

 Network security solution. Since ITMark is responsible for the secure hospital network 

Sundhedsdatanettet in Denmark, they have chosen to use the same network security 

solution for POD. This security solution is static VPN connections. A router including firewall 

and VPN connection is installed at each clinic [8]. SPO has instead chosen to use a software 

component which is installed in each clinic; this security solution is called stunnel [18]. The 

stunnel is suitable for SPO because the setup is so easy that the customers could do it 

themselves with a few instructions.  

 Access of images from another location than the clinic. Many radiologists work remote when 

diagnosing images [8]. Therefore there is a need for a secure solution for remote reading. 

POD has solved this by using temporal VPN connections which is authorized by codes 

received via SMS to the radiologist’s cell phone [8]. In SPO, the orthopedists could work from 

home via a stunnel, which is the same solution as for the SPO clinics [18]. 

The question is which the best suited security solution for a hosted ASP solution is. There are two 

alternatives currently used, hardware based VPN in POD and software based stunnel in SPO, and 

both works well for their purposes.  

Solution to avoid or reduce obstacle 
When installing a local IS/s there is already need for Sectra personnel traveling to the clinic. Then the 

traveling expenses are not a matter in the time of setting up a hardware based VPN connection.  

Though, in clinics which do not need a local IS/s, the setup of a stunnel is so easy so that the clinic 

personnel could do it themselves with a few instructions. Theoretically, in this case, the goal could be 

that no Sectra personnel would need to travel to the clinics and thus the traveling expenses are 

reduced.  

Outputs 
To make two different options depending on which kind of customer it is gives a larger segment of 

potential customers. As explained above, there are outputs with both solutions but none of them is 

suitable for all customers in the POD customer segment, which is the segment I have based my 

investigations on.  

Design decision 
The decision is to have two different solutions. One for the clinics that are in need of a local IS/s, 

these will use a static VPN connection. The other one is for the clinics that do not need a local IS/s, 

these will instead use stunnels as network security solution. 

For remote reading, stunnel is a good and easy to use solution. It would work in the same way as it 

works for the clinics without a local IS/s.  

5. Efficient Deployment: PACS Licenses 

Obstacle 
In the current Sectra PACS there are different PACS licenses used for different workstations in the 

clinic. There is a license called IDS7/dx which is the most advanced license and it is used by the 

radiologists. There is also one known as IDS7/qa which is used at the quality assurance station 

located next to the modality, this license contains less features than IDS7/dx. Then there is the 
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IDS7/cx license used by clinicians after the radiologist has set a diagnosis on the images. The IDS7/cx 

is also less advanced than IDS7/dx.  

Having different licenses for different purposes often leads to more time consuming deployment, 

training and support of the PACS. E.g. three different training scenarios must be designed, one for 

each license’s functions and permissions. During deployment every user must be set up within the 

right license or role, or each workstation must be configured with the right license. When handling 

support cases, the support personnel must have knowledge of the differences between the licenses, 

which leads to more extensive training for Sectra personnel as well.    

Solution to avoid or reduce obstacle 
This problem has been solved in POD by only using IDS7/dx licenses [8]. This gives the output of only 

needing one role which all users could be connected to. It reduces deployment, training and support 

time as described above. 

Design decision 
Only IDS7/dx licenses should be used.  

6. Efficient Deployment: Installation Checklist 

Obstacle 
In a hosted ASP solution many installations should be performed. If virtual PACS server copies are to 

be used, see appendix E.1, the basic installation of the PACS server only needs to be done one time. 

Each time a new customer is going to be connected there will be need for configuration in the copy 

of the PACS server, network security, client installation etc. This must be done in an efficient way to 

ensure profitability for Sectra.  

Solution to avoid or reduce obstacle 
 One solution which helps doing installation of a new customer efficient is an installation checklist. An 
installation checklist has been defined, which could be found in appendix B. This checklist is meant to 
be used for the procedure from a basic virtual PACS server copy to fully functional workstations at a 
new customer’s clinic. It does not cover user training. In appendix E.8 there is a checklist defined for 
this purpose.  
 
The installation checklist is defined with the first prototype as prerequisites and must therefore be 
reviewed when the prototype is changed.  
 
Outputs 
An installation checklist increases deployment efficiency only if it is kept up-to-date, easy to 

understand and easy to follow. A good installation checklist also reduces confusion and frustration 

for the person doing the installations, and makes sure no step is missed. It makes it easier to educate 

new installation engineers and they could sooner be doing installations on their own. 

To do for Sectra to finalize the solution 
The installation checklist must in the future be updated to work with the complete version of the 

hosted ASP solution for Sectra PACS. The checklist would need to be in much more detail than the 

current version to be useful. 
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7. Efficient Deployment: Third Party Licenses  

Obstacle 
When starting up a new virtual PACS server, there is quite a large initial cost in buying new windows 

server and SQL server licenses.  

Solution to avoid or reduce obstacle 
If Sectra wants to avoid the large initial cost, third party licenses could be paid for each month, as a 

subscription. 

Outputs 
Outputs with subscription licenses are that the amount of licenses could increase and decrease 

according to need and upgrades to newer versions of the third party software do not imply an 

additional cost. 

To do for Sectra to finalize the solution 
Sectra need to decide whether to buy the licenses when starting up a new PACS server or subscribe 

for licenses for a monthly fee. This decision could be done rather easy by comparing the cost for 

buying licenses with the time each license is expected to be used, e.g. the contract duration, and the 

monthly cost for the subscription alternative.   

8. Efficient Training: Define Training Checklist 

Obstacle 
Training users in PACS takes several hours if the goal is for them to learn all functions available. 

Although, the potential customers for the hosted ASP solution are not generally advanced PACS 

users. They will not use all functions in IDS7 and therefore the training could be reduced. It is a 

balance between which functions the customers need to know to make their work efficient, and the 

time it takes to learn each function. 

Solution to avoid or reduce obstacle 
A training checklist has been defined for the basic training in Sectra PACS as a hosted ASP solution. 

This checklist is available in appendix C. If a user has an interest in knowing more there is of course 

more information in the current Sectra PACS user’s guide, available from the Help menu in IDS7 [19]. 

When designing the training checklist, training performed by an application specialist at ITMark on 

POD and the e-learning in IDS7 designed by Sectra personnel have been studied. The e-learning is 

also a good tool to get a more thorough training in IDS7 if someone is interested in learning more 

functions. The training checklist has been reviewed by a training specialist at Sectra. 

Outputs 
The training checklist shortens the time needed to train users, and is a good help when designing 

training material for Sectra PACS as a hosted ASP solution. It also makes sure that all users get the 

same basic knowledge about IDS7.  

To do for Sectra to finalize the solution 
When the hosted ASP solution is fully developed, the training checklist should be reviewed and 

extended to contain all necessary functions in detail.  
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9. Efficient Support: 24 Hour Support and Traveling Expenses 

Obstacle 
1. To offer support around the clock is a large cost for Sectra since there are many hours 

outside normal office hours.  

2. It is time consuming to travel to clinics when working with support cases, instead of working 

with the support cases in Sectra office.  

Solution to avoid or reduce obstacle 
One solution to the first problem is to only offer support 8-17 during weekdays, which is the current 

solution in POD [8]. This of course leads to a problem if there are customers working around the 

clock since there could be long downtimes before Sectra support personnel are available again to fix 

eventual problems.  

The second problem could be solved by enabling remote control of all workstations in the clinics. 

Then Sectra support personnel could log in remote to fix all software problems. The only problems 

which would need traveling to clinic are then hardware issues – which often in a hosted ASP solution 

is handled by another company if Sectra does not provide the hardware. 

Design decision 
The decision in this prototype is to offer support only 8-17 during weekdays. This is a decision that 

could be changed if there is e.g. around the clock emergency clinics connecting which need around 

the clock support to ensure patient safety, or if the support must be done from a different time zone 

than where the clinic is located. 

To do for Sectra to finalize the solution 
A secure solution for remote control of the clinics workstations must be set up. If there is already a 

secure network set up, this could be an easy problem to solve by using e.g. remote desktop 

connection.   

10. Maximize Profit: Define Target Customer Segment 

Obstacle 
The customer segment which could be interested in a hosted ASP solution is a new market for Sectra. 

Usually Sectra PACS is installed at large hospitals and have a rather complicated IT structure, adjusted 

to fit every customers need and preferences. In order to make the hosted ASP solution profitable 

there is a need to define the customer target segment that could work efficiently with a standard 

setup of the PACS without a lot of individual adjustments.  

Solution to avoid or reduce obstacle 
ITMark has defined a number of interesting customer segments for the POD solution. These 

segments have in common that they are private actors and rather small clinics [8]. The largest 

customer owns six clinics which produce about 35k examinations/year on several modalities [8]. The 

smallest customer is a chiropractor without employees who owns a single CR modality [8]. 

ITMark customer segments: [8] 

- Chiropractors 

- Small radiology clinics  

- Orthopedists 

- Dentists 
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- Veterinarians  

Design decision 
The customer segment which ITMark focuses on seems like a good segment to focus on, except for 

the dentists. Dentists have a lot of demands on how to view and annotate in the images, which 

would require changes in the Sectra PACS [25].  

The small radiology clinics should be the first segment to focus on. 

11. Optimize Customer Efficiency: PACS Workflow 

Obstacle 
In many radiology clinics there is a RIS or an EPR (Electronic Patient Record) which controls the 

workflow for the radiographers and the radiologists and which could be well integrated with Sectra 

PACS. Often there is also a dictation system for reporting. However, in some smaller clinics the 

integration job has not been performed and no other system is integrated with the Sectra PACS. 

Therefore there is a need for routines and PACS configuration which makes the PACS workflow 

efficient.  

Solution to avoid or reduce obstacle 
In order to make the PACS easy to handle for the hosted ASP solution users, there are some 

configurations done in the PACS, which are specified in appendix D. 

12. Optimize Customer Efficiency: Quick Display Protocols 

Obstacle 
When installing a Sectra PACS with standard configuration, there is a set of display protocols 

automatically installed. This set is more of a template and might not be suitable for the hosted ASP 

solution customers, since the training with these customers on display protocol configuration should 

be kept on a minimum level out of time saving purposes. 

Solution to avoid or reduce obstacle 
There is something called quick display protocols, which is the simplest sort of display protocols. The 

images are displayed in chronological order in the image windows, and all the images are displayed. 

The solution is, when installing the first basic PACS server, to disable all the standard display 

protocols and only add one quick display protocol instead. The conditions for this quick display 

protocol are explained in appendix D. 

If a customer wants more display protocols than the ones in the standard hosted ASP solution, it 

could be setup for an additional cost. 

Outputs 
The quick display protocols are easy to understand and use without a lot of training on display 

protocols, and no images could be missed by mistake.  

A big output is also that the workflow could be more efficient if the images are hung the right way 

from the beginning so that the radiographers don’t need to arrange all images for the radiologists. 

This is of course if it is suitable to hang the images in the way that the quick display protocols do. 
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13. Legal Aspect: Data Storage Outside Clinic 

Obstacle 
One of the legal aspects to consider in a hosted ASP solution is when patient information and images 

are moved from the clinic. The Swedish Patient Data Act states that each clinic is responsible for its 

own patient information [17]. Therefore, the data could not be moved out of the clinic without some 

kind of action taken to assure that patient integrity is intact and that the law is obeyed.  

Solution to avoid or reduce obstacle 
A contract should be written between Sectra and the clinic which states that patient integrity is kept 

intact. 

To do for Sectra to finalize the solution 
A contract must be written which obeys local law and states that Sectra is allowed to move patient 

data from the clinic and store it on a centrally located PACS server. The contract must be written in 

cooperation with someone who has a degree in legal matters; it is not enough to accept the 

customers’ words for what applies. This contract must be reviewed each year since laws usually 

changes over time. 

14. Legal Aspect: Time of Archival of Images 

Obstacle 
Another legal aspect is for how long patient information and images should be stored. In the current 

Sectra PACS, the customers have their own hardware for storage. Therefore they can decide 

themselves how much storage space there should be, and through that, decide for how long the 

information should be stored. However, in the hosted ASP solution, Sectra owns or rents storage 

space. This means that the longer patient information and images are stored, the more expensive it 

will become, especially since the image files are quite large. In Denmark the legal demand for storage 

of patient information is generally 5 years [8]. 

ITMark’s solution to this problem is to include 5 years of storage in the POD offer with no extra 

charge [8]. If the customers are interested in longer time of storage this could be arranged for an 

additional cost [8].  

Today, there is no function in the Sectra PACS which allows automatic deletion of images. All images 

must be deleted manually. 

Solution to avoid or reduce obstacle 
Instead of having a limited free of charge archival of the images and later have problems when it 

comes to deleting images, the solution is to let the customers pay for storage from the start. This 

could be solved by letting the price per examination correspond to the amount of data sent into the 

PACS. 
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På svenska 

 

Detta dokument hålls tillgängligt på Internet – eller dess framtida ersättare – under en längre tid från 

publiceringsdatum under förutsättning att inga extra-ordinära omständigheter uppstår. 

Tillgång till dokumentet innebär tillstånd för var och en att läsa, ladda ner, skriva ut enstaka kopior 

för enskilt bruk och att använda det oförändrat för ickekommersiell forskning och för undervisning. 

Överföring av upphovsrätten vid en senare tidpunkt kan inte upphäva detta tillstånd. All annan 

användning av dokumentet kräver upphovsmannens medgivande. För att garantera äktheten, 

säkerheten och tillgängligheten finns det lösningar av teknisk och administrativ art. 

Upphovsmannens ideella rätt innefattar rätt att bli nämnd som upphovsman i den omfattning som 

god sed kräver vid användning av dokumentet på ovan beskrivna sätt samt skydd mot att 

dokumentet ändras eller presenteras i sådan form eller i sådant sammanhang som är kränkande för 

upphovsmannens litterära eller konstnärliga anseende eller egenart. 

För ytterligare information om Linköping University Electronic Press se förlagets hemsida 

http://www.ep.liu.se/ 
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