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Abstract. In this article we provide an overview of the contributions of LiU/ADIT

to the field of informational privacy. We refer to some recent publications of our

group in the area related to Cloud Computing and the Smart Grid. Furthermore,

we revisit our results in the field of privacy in participatory sensing, which is a

new paradigm that is grounded on the ubiquitous presence of sensors in personal

devices, such as smart phones.

1 Introduction

In this article we revisit a selection of recent contributions of LiU/ADIT to the field

of informational privacy. We cover our research in the fields of privacy in Cloud Com-

puting, Smart Grids and participatory sensing, which are three recent and important

application areas with a potential huge impact on privacy rights. Our contributions are

related to the evaluation of privacy requirements, in the case of Cloud Computing, and

new privacy-enhancing technologies (PETs) and their analysis, in the case of participa-

tory sensing and the Smart Grid.

This article is organized as follows: we first review the principle of privacy and in-

formational privacy in Section 2. Section 3 addresses our analysis of anonymous com-

munication networks and its performance evaluation in the Smart Grid [5]. The proposal

of a trust and privacy-enhancing mechanism for participatory sensing [7] is revisited in

Section 4. Section 5 lists the privacy requirements for Cloud Computing that we have

identified in [23]. Parts of this article have already appeared or been published in [4, 5,

7, 16–19, 21–23, 32].

2 Defining Privacy

The concept of privacy is not universal and easily defined, since its understanding is a

cultural construct, and, hence, subjective. In the end of the 19th century, two Ameri-

can lawyers defined privacy as the “right to be let alone” [31]. In 1967, Alan Westin,

from Columbia University, wrote the most accepted definition of privacy: “the claim

of individuals, groups and institutions to determine for themselves, when, how and to

what extent information about them is communicated to others” [33]. The Universal

Declaration of Human Rights states in its Article 12 that “no one shall be subjected to

arbitrary interference with his privacy” [30]. Nevertheless, the understanding of privacy

changes significantly between different societies [15]. Although it seems impossible to

provide a precise and universal understanding of privacy, it is feasible to identify the
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three underlying aspects that construct the concept of privacy independently of the cul-

tural background. These aspects of privacy are [12]: informational privacy, territorial

(or spatial) privacy and privacy of the person.

Informational privacy is related to the person’s right to determine when, how and

to what extent information about him or her is communicated to others [33]. Territorial

privacy refers to the ability of controlling the information that enters and leaves the per-

sonal sphere, i.e., the close physical area surrounding an individual. Finally, privacy of

the person describes the people’s right to be protected against physical undue interfer-

ence [12]. In this article, we restrict the work to informational privacy aspects, and thus

whenever the term privacy is used, it actually means informational privacy.

The principle of necessity of data collection and processing, which is one of the

most essential privacy requirements, determines that the collection and processing of

personal data should only be allowed if it is necessary for the tasks falling within the

responsibility of the data processing agency. Hence, personal information should not

be collected or used for identification purposes when not absolutely necessary. The best

strategy to enforce such a requirement is the avoidance or minimization of personal data

[12, 16]. Therefore, privacy is best protected with anonymity.

Anonymity means that a subject is not identifiable within a set of subjects, i.e., the

anonymity set. The anonymity set include all subjects that can be connected to a given

action. Anonymity can also be defined in terms of unlinkability. Unlinkability means

that two or more items of interest, such as senders, recipients, and messages, cannot be

related from the perspective of an attacker. Hence, sender anonymity means that it is

not possible to associate a given message to a given sender. Recipient anonymity, on

the other hand, means that it is not possible to associate a given message to a given

recipient. Relationship anonymity means that sender and recipient are unlinkable [27].

3 Privacy in the Smart Grid

Smart Grids are the evolution of the existing power grids. Visible aspects of Smart

Grids are the electronic meters, called smart meters that monitor the users’ electricity

consumption and the harvested data to the electricity provider. Electricity providers are

empowered with a fine-granular control over their distribution network and, thus, can

better manage and balance the load in their networks. Real-time measurements of power

consumption also allow the introduction of flexible pricing policies, i.e., the kilowatt

hour retail price may fluctuate according to the demand, being more expensive during

peak hours. Two-way communication between smart meters and providers allows the

real-time retail price to be communicated to users, which can decide whether or not

to turn on power-demanding devices. Smart meters can be connected to the home area

network, in such a way that home appliances can be remote controlled. For example,

in case of brownouts, Smart Grids could assign priorities for appliances and shut non-

critical devices down [5].

Deploying Smart Grids incur many privacy-related challenges. Information col-

lected from smart meters can be used to profile customers by inferring their habits.

For instance, collected data can indicate when a customer is at home, when she eats

and if she has guests or not. User profiling can of course be performed by other means
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IdC IdG SP & O

Begin session

Billing data

End session

Fig. 1. The sequence of messages exchanged by privacy-enhancing protocols based on network

anonymity. Control data is sent using the pseudonym IdG, which is associated to a group of

customers, and billing data with the customer’s real identity IdC [5]. SP & O refers to Service

Providers and Operations, which are the two domains from the NIST reference model [24] that

are relevant to our analysis.

(such as electronic cookies on the Internet), but Smart Grids have the potential to of-

fer a powerful new channel for collection of personal information that was previously

inaccessible [5].

We have analyzed and evaluated a general privacy-enhancing mechanism based on

an anonymous communication protocol for protecting users’ privacy in the Smart Grid.

The goal of these protocols is to dissociate item of interests, i.e., messages, from cus-

tomers. In our research, we first identified how can an anonymous communication pro-

tocol be used to protect users’ privacy in the Smart Grid. Naturally, accounting and

billing services in the Smart Grid require customers to be identifiable. However, there

is no such requirement for the real-time measurements. Hence, it is possible to discern

two different information flows with distinct characteristics: one for the real-time con-

trol data that is used to manage the power grid and another for billing and accounting

information, which has no real-time requirements. The former information flow is for-

warded by an anonymity network, which dissociate customers from consumption data.

The latter is sent directly from customers to providers (as bills are computed by the

smart meters).

Two distinct information flows are created using two unlikable identifiers: a cus-

tomer identity IdC, which is linked to a unique customer and it is used for billing, and

a pseudonym IdG, which is linked to group of customers. The real-time information

flow is associated only to the pseudonym, which is linked to a group of users. The pri-

vacy properties of protocols using anonymity networks were evaluated using analytic

methods. In [5], we showed that the two information flows are unlikable and evaluated

the security and efficiency of privacy-enhancing mechanisms based on an anonymity

network by comparing it with a mechanism based on a general case of homomorphic

encryption.
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Fig. 2. The relationship between the Customers’ set (A), the IdC set (B), the IdG set (C), and the

set of all secure sessions (D). There exists a bijective function between the sets A and B. There

exists a surjective function from set B to C, and another surjective function from set D to C.

Privacy-enhancing protocols based on anonymity networks can offer privacy to

customers and access to real-time control data to the service providers and operation

(SP & O) controllers, which can charge customers according to a given pricing scheme

policy. A customer’s privacy is protected because the control data information cannot

be linked back to her, i.e., no adversary can establish a relationship between the IdC
and the IdG sets. Figure 2 illustrates the relationship between the sets of Customers

(A), IdC (B), IdG (C) and secure sessions (D).

To show that the SP & O cannot link a customer (element of set A) to a secure

session (element of set D), suppose by contradiction that there exists a function f from

set C to set D and two distinguish secure sessions di �= dj s.t. di, dj ∈ D are associated

to a same IdG. Choosing any element c ∈ C then f(c) = di and f(c) = dj , therefore

di = dj . The same rationale could be applied in the relationship from set C to B. Thus,

there exists no function between sets A and D.

Finally, to evaluate the computational performance of a general anonymous com-

munication mechanism against a generalized case of homomorphic encryption based

on the Discrete Logarithm Problem, we analyzed the number of operations needed for

each case, in terms of exponentiations and multiplications.

For the anonymous communication mechanism we considered the use of a Diffie-

Hellman (DH) key agreement [8]. A smart meter needs to perform one DH key agree-

ment in order to send ciphered messages with a secret key, and another DH key agree-

ment to receive ciphered messages with a different secret key. To improve security, the

keys need to be renewed from time to time. Anonymous authentication means that the

SP & O knows that the meter is valid, but cannot identify which meter it is. Any key

agreement algorithm that does not disclose the customer’s IdC can be used. Such a

key agreement requires 4 exponentiations for customers and 4 exponentiations for the

SP & O for establishing a secure session [5].

For the generalized case of homomorphic encryption, we used

Meter︷ ︸︸ ︷
(gx1ur

1)

Meter︷ ︸︸ ︷
(gx2ur

2) · · ·
Meter︷ ︸︸ ︷
(gxiur

i ) (1)

where x1, . . . , xi represent the measurements, and u1, . . . , ui, g and r are pseudo-

random values from Benaloh’s and Paillier’s methods [13, 25]. Equation (1) shows that
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Fig. 3. Box plot representing the processing time Δt required for each simulated case. Each case

consists of 105 measurements. HFC and HFS are the Δt for Customers and SP & O, respectively,

using HF . IKC and IKS are the Δt for Customers and SP & O, respectively, using IK [5].

Customers need to execute at least 2 exponentiations and 1 multiplication for each mea-

surement, and the SP & O needs i− 1 multiplications.

In our simulation, u, g and r, c.f. Equation (1), are 1024-bit length, and x has a

length of 10 bits (where x is a measurement). The message length for the real-time

measurements can be relatively short, i.e., 10 bits, as it is related to the instantaneous

recording of electricity consumption characteristics. The DH parameters are 1024-bit

length, with exception of the module, which is 2048-bit length. The simulator was im-

plemented in C using GMP (GNU Multiple Precision) version 5 as library for multi-

ple precision arithmetic. The simulator was running on an Intel Core(TM)2 Duo CPU

T9400 2.53GHz processor with 4GB of memory. The operating system was an Ubuntu

Linux with kernel version 3.0.0-12-generic for 64 bits.

We simulated four different cases, and 105 measurements were generated for each

case. In the 1st case, we measured the customers’ processing time HFC using homo-

morphic encryption (HF ). In the 2nd case, we measured the SP & O’s processing time

HFS using HF . The 3rd and 4th cases are the analogous to the first two, but using a

Diffie-Hellman key-agreement (IK) instead of HF , where IKC is the processing time

in the Customers’ end and IKS is the processing time in the SP & O’s end. The results

are presented in a box plot in Figure 3. The lower and higher quartiles are very close to

median in all cases [5].

The results for a and b determine the slope of the following functions:

{
HF (i) = 2iE + iM + (i− 1)M ≈ i× a = i× 0.004

IK(j) = 8jE ≈ j × b = j × 0.04
.
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Fig. 4. The family of functions IKi is presented in this figure. It shows that IK = IK1 and

HF = IK10, where IK and HF were obtained in our simulation.

To validate our findings regarding the fitting to a linear approximation, we com-

pared the curves produced by functions HF (i) and IK(j) to the results obtained in the

simulation. Figure 4 shows the fitting between the functions HF (i) and IK(j) and the

HF and IK curves obtained in our simulation.

Let IKi be a family of functions given by IKi = IK
(
j
i

)
. It describes more than

one measurement sent over a single secure session established using IK. There is a

function in the family IKi that corresponds to the function HF (i), namely IK10. Fig-

ure 4 shows that IK = IK1 and HF = IK10. It also shows the curves for IK2, IK3

and IK40. From Figure 4 we can conclude that a privacy-enhancing technology for the

Smart Grid based on an anonymous communication mechanism needs to forward at

least ten messages per secure channel established to be as computationally efficient as

a mechanism based on a generalized case of homomorphic encryption.

For a more comprehensive description of the approach and findings presented in

this section we kindly ask our readers to refer to [5]. Other contributions to field of

anonymous communication mechanisms and privacy-preserving protocols can be found

in [4, 16–19, 22].

4 Privacy and Trust in Participatory Sensing

The mechanism that we have proposed in [7] is comprised of four steps, which are

repeated periodically in the same sequence that they are presented. We assume that

each client has a permanent identifier, a private key, a public key, and is registered with

the trusted third-party (TTP). We assume that the TTP generates a set of transfer keys in

the bootstrapping phase. The four steps are: (i) generation of pseudonyms, (ii) reporting

of sensor reading (iii) generation of reputation tokens (iv) transfer of reputation.
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4.1 A Trust and Privacy-Enhancing Mechanism for Participatory Sensing

In our proposal, clients repeatedly collect sensor readings and report them to an appli-

cation server using pseudonyms, which have a pre-determined validity period T . Each

client reports its sensor readings using its current pseudonym Pcurrent generated in

association with a trusted third-party (TTP) and based on blind RSA signatures (see

Section 4.2). Blind signatures ensure the authenticity of signed messages without re-

vealing their content to the signing entity and prevent the signing entity from linking

the message content with the identity of its creator [7].

By employing blind signatures, the TTP can guarantee that each client has a unique

pseudonym for each time period T . This not only prevents Sybil attacks [9] but also

makes it impossible to link the pseudonym to the real identity and thus protects the

anonymity of the client. The application server runs a reputation algorithm, which eval-

uates the sensor readings after each reporting and attributes a reputation score Rscore

to Pcurrent. The reputation score is then transferred by the application server to the

TTP, which maintains reputation accounts for each pseudonym. Before the end of T ,

the clients generate their next pseudonym Pnext and transfers Rscore from Pcurrent to

Pnext to conserve the acquired reputation score after the expiration of Pcurrent.

The reputation transfer is realized using a reputation token RT generated by the

clients in collaboration with the TTP to prevent reputation corruption. The transfer pro-

cess also makes use of blind signatures to prevent the TTP from linking Pcurrent to

Pnext. The application server eventually makes use of the reputation scores to identify

inaccurate contributions. Depending on the selected reputation model, the application

server can discard the contributions with low reputation scores or reduce the weighting

for such contributions in the computation of summaries [7].

For a more comprehensive description of the approach and findings presented in this

section we kindly ask our readers to refer to [7]. Other contributions to field of privacy

and trust can be found in [20, 21, 28, 32].

4.2 Blind Signatures and RSA Blind Signatures

In this section, we revisit blind signatures and RSA blind signatures, which are the

underlying cryptographic mechanisms used in our solution. A cryptographic system that

can be used to create blind signatures was first proposed by Chaum [6]. The underlying

idea is to use a public-key cryptographic system with signers and providers. It works as

follows. The signer has a secret signing function s′ and its public inverse s, such that

s(s′(m)) = m for a message m. The provider has two secret cryptographic functions c
and c′, where c′ is the inverse of c. Hence, the provider can send a ciphertext c(m) to the

signer, which returns s′(c(m)) to the provider. The provider can then obtain the message

s′(m) signed by the supplier using the function c′, such that c′(s′(c(m))) = s′(m).
Anyone can then verify the signature on message m by checking that s(s′(m)) = m.

Hence, the supplier signed the message m without knowing m, i.e., a blind signature.

The RSA [29] signature scheme can be used for implementing a blind signature

scheme [14]. We first briefly recall how the RSA signature scheme works. In RSA the

provider signs its own messages, i.e., the provider and the signer are the same entity. A

signature s of message m is s = me mod n, where (e, n) is the signature key, n = p · q
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and p and q are two arbitrarily chosen large prime numbers. The parameter e, (e < n), is

a relative prime to the totient of n, φ(n) = (p− 1)(q− 1). For checking the correctness

of an RSA signature, the verifier needs a verification key (d, n), where d is the inverse

of emodφ(n), i.e., e·dmodφ(n) ≡ 1. The verification of signature is done by checking

if sd is equivalent to mmod n.

In a blind RSA signature scheme, the provider and the signer are different entities.

The signer is third party that doesn’t know the content of the message to be signed.

The blind RSA signature scheme incorporates a blinding factor r to the RSA signature

scheme and works as follows. The provider of the message m, which is to be blind

signed, selects a random blinding factor r mod n and generates a blinded message

m′ = m · re mod n. The blinding factor r is a secret only know to the provider and

(e, n) is publicly known. The blinded message m′ is sent to the signer, who returns the

signature s′ = (m′)dmodn to the provider. The signature s′ on message m′ is obtained

using the signature key (d, n), which is a secret only known to the signer. The provider

can then calculate the signature s = md mod n on message m as

s′ = (m′)d mod n = (m · re)d mod n = md · re·d mod n = md · r mod n.

The provider then divides s′ by r to obtain the signature s, i.e., s = s′/r. Anyone

can verify the signature s on message m by checking if se is equivalent to mmod n.

5 Privacy Requirements in Cloud Computing

The privacy requirements related to cloud computing are defined by the applicable leg-

islations and regulations. In Europe, they include a series of European Commission

directives [1–3]. Those directives regulate the processing of personal data, protection of

privacy and data retention in the EU. In addition, a comprehensive reform of the data

protection rules was recently proposed in [10, 11]. The reform includes a single set rules

on data protection to be enforced throughout the EU, including users’ right to access

their own data, to transfer personal data from one service to another and the “right to

be forgotten”. The new directive and regulation will result, if approved, in a new set of

privacy requirements that the cloud computing providers will need to comply with [23].

From Section 2, we recall that privacy is best protected if no personal information

is collected. This principle is valid for personal information that is stored, processed or

transferred to or from a cloud computing platform. Hence, we argue that the implemen-

tation of PETs for the anonymization or pseudonymization of data must be considered.

It is, nevertheless, expected that a significant share of data being transmitted, pro-

cessed or stored on the cloud computing platform will have personal information asso-

ciated to it. Therefore, other PETs, such as those based on obfuscation [26] or on the

concept of privacy by design [10, 34], in which privacy is integrated into all phases of

the design and implementation of the cloud computing platform, are required to embed

privacy protections into the system. The implementation of cloud marketplaces must

also take privacy aspects into consideration, as the EU legislation obliges the data con-

troller to have knowledge about which entity processes which personal information and

the purpose of such processing. Hence, a service provider that sells services based on
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cloud computing platforms must necessarily have knowledge about all cloud computing

providers that process personal information of its customers.

For a more comprehensive description of the approach and findings presented in

this section we kindly ask our readers to refer to [23].

6 Summary

In this article we revisited the most recent contributions of of LiU/ADIT to the field of

informational privacy. We reviewed some recent publications of our group in the areas

related to the Smart Grid, Cloud Computing and participatory sensing.
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