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Abstract 
No fault found (NFF) errors, i.e. errors which origin has not been established, irregularly occur in 

electronic devices. The actual cause of such errors varies but one, possibly more prominent, source for 

these soft errors is atmospheric radiation.  

The overarching aim of this thesis is to demonstrate: 1) the importance of keeping the atmospheric 

radiation environment in mind when designing robust airborne systems, 2) how to take this environment 

into consideration when applying mitigation techniques which may drastically reduce the risk of SEEs 

(Single Event Effects) which can cause NFF errors. To achieve these goals, Part 1 of this thesis describes 

how cosmic rays affect electronics (i.e. what kind of errors may be induced), which types of devices are 

susceptible to radiation, and why this subject is of extra importance for airborne systems. In addition, soft 

error mitigation techniques, which may be applied at different design levels to reduce the soft error rate 

(SER) or the impact of soft errors, are also presented.  

The aim is further corroborated by Part 2. Five subsystems of a modern aircraft are studied and real 

examples of failures potentially induced by atmospheric radiation are presented. For each of the five 

systems, all errors that have been reported for these (in the past few years) have been studied, and the 

number of errors found to be potentially induced by cosmic radiation has been listed and compared to 

number of expected soft errors based on calculations and previous experimental tests. 
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1 Introduction 
Saab has a tradition of delivering robust and fault-tolerant systems, such systems should have high 

availability even in harsh environments. One environment, which is extra harsh on electronics, is the 

aerospace. Aircraft system failures can be both fatal and costly, thus a lot effort is spent to ensure the 

robustness of avionics (aircraft electronics). As a result, adept engineering i.e. robust and fault-tolerant 

system design will render lower maintenance cost, which is why all potential sources that may lead to 

functional failure should be considered and diminished if possible.  

Today, commercial electronics, also known as COTS (Commercial of the Shelf) electronics, are used to a 

much greater extent than before in both military and aerospace electronics applications. In the wake of 

this trend, more effort needs to be put into verifying functionality. The miniaturization of electronics 

leading to reduced feature size and lower power consumption in turn enables faster computers, faster and 

larger storage space, and more compact electronics. However, with this development the robustness of 

some electronics against certain disorders decreases (unfortunately), for example, the robustness against 

the particle radiation in our atmosphere for SRAM or DRAM based electronics. 

The number and size of memories, FPGAs and microprocessors used in avionics continuously increases. 

Unfortunately, these three categories of electronic devices are in particular sensitive to particle radiation, 

which causes problems that often are far from obvious.  

When an error occurs during flight the cause of error will be investigated once the aircraft has landed, by 

running built-in test programs. Faulty hardware parts will be found and if needed exchanged, but in some 

cases the built-in tests will yield no results whereby the unit, to which the error pointed, is commonly 

replaced and sent for overhaul. If no faults can be found on the unit after thorough testing it is typically 

sent back to storage. This means that expenses has been paid for an apparently fully functional unit.  

These kinds of errors, which cannot be reconstructed and does not appear in the analysis following a 

failure, are called NFF (No Fault Found) errors since the cause cannot be established. This study 

investigates such errors under the hypothesis that they may have been caused by SEEs (Single Event 

Effects) induced by high energy neutrons formed in our atmosphere in the spallation process between air 

and primary cosmic rays. The purpose is to find the number of errors potentially caused by cosmic 

radiation in a set of Gripen subsystems, to demonstrate the gravity of considering the SEEs as a source of 

failures and to highlight the importance of designing systems with robustness in regards to cosmic 

radiation. 
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2 Sources of NFF errors 
Different sources of no fault found (NFF) errors are briefly reviewed in this chapter before focusing on 

cosmic radiation and its effects on electronics. 

The term NFF applies to failures where the cause of error cannot be established. An example where the 

term can be used which is familiarly to many of us, is the lockup of a personal computer. It is obvious that 

a failure has occurred but the computer often operates normally after a reboot, with no indication of any 

error. 

NFF errors in electronic products usually result in increased maintenance costs, decreased equipment 

availability, increased customer inconvenience, reduced customer confidence, damaged company 

reputation, and sometimes reduced safety [1]. These negative effects become more distinguished if the 

manufacturer cannot find faults that are actually present in devices (but only visible in certain 

circumstances not reanimated during troubleshooting) and returns units with latent faults. It is therefore 

interesting to review possible causes and effects of NFF errors. Such a study has been carried out by H. 

Qi et al. and is fully presented in [1], but is also summarized below.  

Figure 1 and Figure 2 below are two cause-and-effect (or fishbone) diagrams (presented in reference [1]) 

which show the link between causes and NFF errors. As seen in Figure 1, the causes of NFF errors have 

been divided into four broad categories: people, machines, methods, and intermittent failures. These have 

in turn been divided into several branches and in Figure 2 the category of intermittent failures is expanded 

further. 

 
Figure 1: Cause-and-effect diagram for NFF conditions in electronic products. 

Source: "No-fault-found and intermittent failures in electronic products", by H. Qi et al., [1], 2008, Microelectronics 
Reliability, vol. 48, p663-674. Copyright © 2008 Elsevier. Reprinted with permission. 
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Figure 2: Cause-and-effect diagram of intermittent failures in electronic assemblies. 

Source: "No-fault-found and intermittent failures in electronic products", by H. Qi et al., [1], 2008, Microelectronics 
Reliability, vol. 48, p663-674. Copyright © 2008 Elsevier. Reprinted with permission. 

 People 2.1

NFF errors can be caused by people; one possible cause is communication problems between the 

customer and the manufacturer. When reporting an error, the customer has to accurately convey the 

problem to the manufacturer and the information provided may in worst case have to travel through 

several layers of communication before reaching the appropriate service technician. Without correct 

problem identification, the service technician may come to an erroneous conclusion of NFF.  

Lack of engineering skills may contribute to NFF errors through for example sneak circuits. These are 

latent, unintended effects, which may emerge during special circumstances such as a very special 

sequence of inputs not accounted for in the design. 

While many NFF errors are often unintentionally caused by people, they could also arise from frauds by 

customers abusing warranties and describing non-existent faults.   

 Machines 2.2

Another category of NFF errors presented is machines. NFF errors may be caused by for example 

limitations in test equipment and measurement tools; the test equipment may not be able to satisfactory 

simulate the loading conditions of the system as run by the customer, or measurement tools may have too 

low resolution to detect intermittent failures.  
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 Methods 2.3

A third category is methods. For example, inadequate test procedures may lead to a fault not being 

discovered. For complex products such as microprocessors, it may not be possible to attain 100 % test 

coverage within a reasonable time period, so some test cases may have to be omitted. The combinations 

of different environmental conditions such as temperature, vibration, humidity, etc. experienced in the 

field, may lead to errors that are very hard to duplicate.  

Moreover, the handling of a device during the time between a reported failure and the unit tests can either 

mend a failure mechanism or cause other problems that may mask the original one. It may for instance be 

necessary to store a sensitive unit in an environmental controlled room (e.g. a clean room) or to use ESD 

protection when handling the device. 

 Intermittent Failures 2.4

The fourth and final category, which is expanded in Figure 2, is the intermittent failure category. 

Intermittent failure is one of the main sources of NFF errors and these can be caused by either hardware 

or software [1]. The category includes failures in the following areas: printed circuit boards (PCBs), 

connectors, components and component-PCB interconnects. 

Intermittent failures may appear on PCBs due to via cracking or separation through non-uniform plating, 

surface contamination on the base pad, or large mismatch in thermal expansion coefficient between the 

plating material and the resin surrounding it. 

Surface dendrites can form between adjacent traces in PCBs under influence of a bias voltage. Depicted 

in Figure 3 is a particular case of such, which shows the result of electrochemical migration. These 

dendrites are fragile and may burn if the leakage current between the two traces becomes large enough, 

therefore they may cause intermittent failures. 

 
Figure 3: Dendrite growing between two PCB traces.  

Source: "No-fault-found and intermittent failures in electronic products", by H. Qi et al., [1], 2008, Microelectronics 
Reliability, vol. 48, p663-674. Copyright © 2008 Elsevier. Reprinted with permission. 

Another electrochemical migration is the formation of conductive anodic filaments, which are composed 

of a metallic salt. These forms inside PCBs and can cause intermittent failures in a similar fashion as 
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surface dendrites, and they may also reform again after burning. An image of conductive anodic filaments 

bridging two conductors can be seen in Figure 4. 

 
Figure 4: Conductive filament bridging the gap between to conductors. 

Source: "No-fault-found and intermittent failures in electronic products", by H. Qi et al., [1], 2008, Microelectronics 
Reliability, vol. 48, p663-674. Copyright © 2008 Elsevier. Reprinted with permission. 

Connectors and contacts may also cause intermittent failures. For example, oxidation layers or even just 

mechanical factors may interrupt the contact between two connector ends. A phenomenon that can cause 

intermittent faults is fretting corrosion, which may occur on tin plated contacts. Temperature or vibrations 

can make the tin form a thin, hard oxide. This oxide accumulates and causes increased contact resistance 

and sometimes electrical intermittents. 

Solder joints and sockets may be subjected to manufacturing defects causing an intermittent behavior 

between components and PCBs. An example given in [1], where technicians applied excessive force to 

ball grid array devices used in telecommunication applications. This caused deformation of the solder 

joints, which lead to intermittent failures. Figure 5 shows an image of a solder joint of a ball grid array 

where cracks almost fully interrupt the connection. Depending on vibrations and thermal cycling, the 

device will exhibit different levels of intermittent behavior.  
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Figure 5: Ball grid array solder joint with cracks almost completely severing the connection. 

Source: "No-fault-found and intermittent failures in electronic products", by H. Qi et al., [1], 2008, Microelectronics 
Reliability, vol. 48, p663-674. Copyright © 2008 Elsevier. Reprinted with permission. 

At component and packaging level, creep corrosion, i.e. when solid corrosion products migrate over a 

surface, can cause intermittent failures by causing shorts or signal deterioration due to bridging between 

isolated leads. The insulation resistance between the leads can vary depending on whether the corrosion 

products are conductive or semi-conductive, dry or wet. An example of creep corrosion can be seen in 

Figure 6. 

 
Figure 6: Creep corrosion, conductive material growing onto the molding compound surface of the plastic package. 
Source: "No-fault-found and intermittent failures in electronic products", by H. Qi et al., [1], 2008, Microelectronics 

Reliability, vol. 48, p663-674. Copyright © 2008 Elsevier. Reprinted with permission. 

Metal whiskers, or primarily tin whiskers, is a problem that has emerged again since the European Union 

as of 1 July 2006 has forbidden the use of lead in almost all new electronic products. Metal whiskers grow 

spontaneously from metallic surfaces forming thin hairs that stretch out from the surface (see Figure 7 and 

Figure 8). The mechanism behind this phenomenon has not been completely unraveled; whiskers may 

start to grow soon after plating or it may take several years. The growth has no apparent external 
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dependencies such as electromagnetic fields, humidity or atmospheric pressure; whiskers can even grow 

in vacuum. The lengths of pure tin whiskers are usually 1 mm or less but have been reported to grow to 

more than 10 mm in length [1].  

 
Figure 7: Whisker growth on various lead-fee alloys. 

Source: "No-fault-found and intermittent failures in electronic products", by H. Qi et al., [1], 2008, Microelectronics 
Reliability, vol. 48, p663-674. Copyright © 2008 Elsevier. Reprinted with permission. 

 
Figure 8: Tin whiskers growth on a tin plated device. 

Source: "No-fault-found and intermittent failures in electronic products", by H. Qi et al., [1], 2008, Microelectronics 
Reliability, vol. 48, p663-674. Copyright © 2008 Elsevier. Reprinted with permission. 

Whisker may cause different defects. For example, they may cause stable short circuits in low voltage 

devices. If the current is high enough, whiskers may otherwise fuse open, thus causing transient short 

circuits. However, since the whiskers are very thin (usually 1 to 3 µm in diameter) they are also very 

fragile. Vibrations, airflow or other external forces may break whiskers, thus broken whiskers can cause 

defects in locations where the whisker did not initially grow. This could cause NFFs if the whisker 

dislodges before finding the defect. 

Single event effects (SEEs), which this study focuses on, may cause intermittent failures through upsets in 

radiation sensitive devices. The mechanism, effects, and mitigation techniques etc. for SEEs are discussed 

more thoroughly in the chapters following below.    
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3 Primary Cosmic Radiation 
Primary cosmic rays (PCRs) are accelerated particles from space. PCRs have different sources; some 

originate from the Sun and are referred to as solar energetic particles or solar cosmic rays (SCRs), but 

most of the PCRs originate from beyond our Solar System and are called galactic cosmic rays (GCRs). 

There are also so called anomalous cosmic rays (ACRs) which originate from the interstellar space 

beyond the heliopause, but these will not be discussed further.  

The majority of the PCRs are completely ionized atoms, i.e. atoms fully stripped of their electrons. The 

composition of PCRs is about 90% hydrogen nuclei (protons) and 9% helium nuclei (alpha particles). 

Only 1% is made up by other elements, for instance heavy ions [2]. 

The energy of these particles that reach the Earth vary and the PCRs in the energy region below 10
10 

eV 

are mainly attributed as SCRs while most of the particles beyond that are GCRs. The PCR flux as a 

function of energy can be seen in Figure 9. 

 
Figure 9: Primary cosmic ray spectra based of various experiments. The particle flux is given as a function of energy. 

Source: http://www.physics.utah.edu/~whanlon/spectrum.html, [3], by William Hanlon. Reprinted with permission. 
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 Galactic Cosmic Rays 3.1

As opposed to SCRs, GCRs have been accelerated to very high energies over a very long time. By 

utilizing how the particles collide with interstellar matter in the Galaxy and with other particles, the 

lifetime of the GCRs reaching the Earth has been estimated to an average of 10 million years. The 

estimation is founded on particle collisions in outer space generating lighter and sometimes radioactive 

fragments, for instance 
10

Be with a half-time of about 1.6 million years [4]. 

The sources of GCRs vary, and the exact origins of GCRs are impossible to determine since the charged 

particles’ flight paths are scrambled by the magnetic fields of the Galaxy, from the Solar System and from 

the Earth. Origins may be determined by indirect means however. Stars, supernovas and their remnants 

such as neutron stars and black holes are some of the sources known to produce the GCRs. A remnant of 

a supernova explosion (which can last for thousands of years), consists of an expanding cloud of gas and 

magnetic field that can keep charged particles bouncing back and forth within it while they gain energy. 

Eventually the particles will gain enough energy to escape the remnant and they could then eventually 

reach Earth. The origin of some ultra-high-energy cosmic rays observed is still unknown though since it 

has been concluded that it is impossible to reach these ultra-high energies within supernova remnants. 

They are also very rare, for instance cosmic ray particles with energy levels above 10
19 

eV only hit Earth 

about once per square kilometer and century, making it very hard to draw any statistical conclusions [2] 

[4].  

As mentioned, PCRs consist mostly of different ionized atoms, and two of the lightest (helium and 

hydrogen) ions, are depicted with its respective GCR flux spectrum in Figure 10. The corresponding 

spectrum for the heavier elements oxygen, phosphorus and iron can be seen in Figure 11. 

 
Figure 10: Hydrogen and helium spectra measured by IMAX balloon flown in 1992.  

Source: "Badhwar-O’Neill 2010 Galactic Cosmic Ray Flux Model-Revised", by P. M. O’Neill, [5], 2010, IEEE Transactions on 
Nuclear Science, vol. 57, no. 6, p3148-3153. Copyright © 2010 IEEE. 
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Figure 11: Oxygen, phosphorus and iron spectra.  

Source: "Badhwar-O’Neill 2010 Galactic Cosmic Ray Flux Model-Revised", by P. M. O’Neill, [5], 2010, IEEE Transactions on 
Nuclear Science, vol. 57, no. 6, p3148-3153. Copyright © 2010 IEEE. 

 Solar Cosmic Rays 3.2

Solar cosmic rays (SCRs) originate from the Sun, and the majority of them come from solar flares. SCRs 

or solar energetic particles were discovered in February 28, 1942, by observing a huge increase in cosmic 

radiation that was associated with a corresponding large solar flare. A noticeable difference in flux can 

also be observed between daytime and nighttime measurements. 

One of the most noticeable differences between SCRs and GCRs is the maximum energy. While energy 

levels of 10
21 

eV has been observed for GCRs, only energy levels up to 20 GeV are reached by SCRs [4]. 
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4 Secondary Cosmic Radiation 
Primary cosmic rays enter the top of Earth’s atmosphere with approximately 3 particles per cm

2
s [6]. 

When PCRs enters the atmosphere, they start colliding with the atoms in the air such as nitrogen and 

oxygen. These collisions cause a spallation process where the atoms are divided into a variety of other, 

both stable and unstable, high-energy particles. These particles are called secondary cosmic rays and the 

number of them grows as the secondary particles split more atoms leading to a particle cascade process. 

The cascade process results in a flux of about 10 secondary particles per cm
2
s

 
at flight altitudes. More and 

more particles are produced until the average energy per particle is about 80 MeV, when this occurs the 

energy is not high enough to split additional atoms [7]. A breaking process hinders the cascade; most of 

the charged particles created recombine and as the uncharged particles such as neutrons proceed through 

the atmosphere towards the Earth they lose energy and most of them will eventually be absorbed. This 

implies that many of the secondary particles will never reach the Earth and the flux at ground level is 

therefore very low, less than 0.1 particles per cm
2
s [6]. This phenomenon created by the cascade process 

is called extensive air shower or simply air shower and was first discovered in 1938 when P. Auger 

noticed that detectors many meters apart detected incoming particles at the exact same time. Air showers 

are now known to be roughly 100 meters across and 1-2 meters thick [4] [7]. 

Since most of the charged secondary particles quickly combine, neutrons has been shown to be the main 

contributor to single event upsets (SEUs) in electronics, which following the above reasoning, is a many 

times more common phenomenon in avionics than in ground level electronics. The conclusion that 

neutrons are the main cause of SEUs is based on several correlations: the first is the correlation between 

SEU rates and neutron flux on different altitudes and latitudes (see section 4.1 below). The second 

correlation is how the SEU rates between test flights and laboratory test data agrees when considering a 

proportional relation of the neutron flux. The third correlation is similar to the second. Taking the energy 

levels into consideration, the SEU rates for ground level equipment (instead of laboratory tests) compared 

to test flights, also shows a proportional relationship [6].  

 Flux Variations 4.1

The neutron flux is not constant and depends on several factors. It varies up to several hundred times 

depending on time and location. The most important factor, which highlights SEE’s importance in flight 

applications, is altitude. In the shadow of altitude, another spatial factor with some, but less influence on 

the neutron flux, is latitude. The atmospheric neutron flux also varies to due to changes in the PCR flux, 

which varies both periodically and sporadically depending on solar activity through the solar cycle as well 

as number and intensity of solar flares and coronal mass discharges. 

4.1.1 Altitude 

The altitude has major implications on the atmospheric neutron flux. As discussed above, the number of 

secondary particles, among them neutrons, differs with altitude depending on how many new particles are 

produced and how many are halted. Since there is a changing balance between how many neutrons are 

produced and how many are absorbed, there is an altitude where the neutron flux reaches its maximum. 

This altitude is called the Pfotzer maximum and can be found at around 60,000 feet (18.3 km) [6]. In the 

upper atmosphere, the density of the atoms is low so beyond the Pfotzer maximum, the neutron flux 

decreases with altitude while the flux of protons, alpha particles and heavier ions increases. (According to 
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ESA and NASA the space is defined as altitudes beyond 60 km and 80 km respectively [8].) Below the 

Pfotzer maximum more neutrons are removed than produced, hence the neutron flux lowers when altitude 

is decreased further.  

The intensity of the neutron flux is approximately 300 times larger at 12 km altitude compared to sea 

level in the southern part of Europe. In northern Europe, this figure is even higher, and in Sweden the flux 

difference between sea level and 12 km altitude is 500 times. The neutron flux as a function of altitude is 

show in Figure 12. In the figure, the Pfotzer maximum is visible as a local maximum around 60,000 feet. 

At this altitude the neutron flux is approximately 4 neutrons per cm
2
s above 10 MeV, which is twice as 

high compared to the corresponding flux at 12 km [8] [9]. 

 
Figure 12: Neutron flux between 1 and 10 MeV as a function of altitude at 45 degrees North latitude. The data is based on 

measurements and is used in the Boeing model. 

4.1.2 Latitude and Longitude 

When calculating the neutron flux, latitude is the second most important parameter. Knowing the process 

of extensive air showers and how neutrons are created in the atmosphere, it seems natural to derive a 

dependence on altitude, but how is the neutron flux affected by latitude? Rather than directly affecting the 

secondary cosmic radiation, it is the primary cosmic radiation that has a dependence on latitude, which 

will lead to reduced secondary cosmic radiation flux. When charged primary cosmic rays approach the 

Earth, they will be affected by Earth’s magnetic field. Earth’s magnetic field is almost parallel to Earth’s 

surface near the equator and almost perpendicular to it near the poles. Thus if a charged particle approach 

Earth near the equator, it will be harder for it to reach the Earth’s atmosphere than it would be near one of 

the poles [10]. A charged particle needs a higher momentum (i.e. higher energy) to penetrate the magnetic 

field close the equator, hence a lower rate of primary cosmic rays will be able to enter the atmosphere 

here (in particular solar cosmic rays with low energy will be deflected). How hard it is to penetrate the 
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magnetic field is expressed as vertical rigidity cut off, in units of GV. The magnetic rigidity,  , for a 

charged particle is defined as: 

   
 

| |
 (1)  

where   is defined as either classical or relativistic momentum and   is the charge of the particle [4]. To 

penetrate the magnetic field, the particle’s rigidity needs to be above a threshold value which depends on 

latitude and to some extent also longitude. Figure 13 below shows a map of Earth with particle rigidity 

overlay as required for penetration into the atmosphere. As can be seen in the figure, particles with 

rigidity less than 1 GV can penetrate at the poles where the magnetic field is parallel to the angle of 

incidence, while at the equator particles are required to have a rigidity of around 15 GV [6]. 

 
Figure 13: World map showing the cut off rigidity dependence on latitude and longitude. As can be seen it is easier for 

particles to penetrate Earth’s magnetic field close to the magnetic poles. Rigidity is given in units of GV.  

Source: "Altitude and Latitude Variations in Avionics SEU and Atmospheric Flux", by E. Normand and T.J. Bakerl, [11], 
1993, IEEE Transactions on Nuclear Science, vol. 40, no. 6, p1484-1490. Copyright © 1993 IEEE. 

The difference in neutron flux due to latitudinal positioning between pole and equator is almost a factor 

two at sea level and a factor five at 39,000 feet, which is illustrated in Figure 14 and Figure 15 

respectively. The maximum value of this factor is six, which is reached at the Pfotzers maximum.    
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Figure 14: Neutron flux between 1 and 10 MeV at sea level as a function of latitude. The data is based on the Nasa-Langley 

model with medium (50 %) solar activity and longitude 74 degrees West (New York’s longitude). 

 
Figure 15: Neutron flux between 1 and 10 MeV at 39,000 feet as a function of latitude. The data is based on the Nasa-

Langley model with medium (50 %) solar activity and longitude 74 degrees West (New York’s longitude).  
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4.1.3 Solar Modulation 

Solar activity has influences on the cosmic radiation flux experienced on Earth, the radiation intensity 

depends on the periodic solar cycle as well as irregular events such as solar flares and coronal mass 

ejections (CMEs). Most solar flares occur in proximity to sunspots where strong magnetic loops flow. 

The sunspots are visible as dark spots on the Sun’s surface due to reduced temperature compared to their 

surroundings. Solar flares are energetic explosions in the solar atmosphere, at the Sun’s surface, that emits 

radiation in the electromagnetic spectrum and eject solar plasma into space (see Figure 16). When 

sunspots are the starting and ending point for arcs of plasma, there will be an electric and magnetic 

shortcut that will drive a huge current of plasma and thus heat it to such degree that it leaves the Sun. In 

1946, S. E. Forbush [12], observed an increase in cosmic radiation that was associated with solar flares. 

However, not all solar flares result in increased flux since the energy of the ejected particles can be too 

low to penetrate into the atmosphere. In [13] it is shown that increased neutron flux due to solar flares can 

sometimes be experienced near the poles but not near the equator where the cutoff rigidity is the highest.  

It takes minutes up to about an hour for the accelerated particles to reach Earth after which the radiation 

intensity usually first rapidly rises to its maximum and then rather slowly decreases again, the effect may 

last for a few hours up to a few days [8] [14]. 

 
Figure 16: Image of a solar flare eruption taken by the Solar Dynamics Observatory (SDO).  

Source: http://www.nasa.gov/mission_pages/sunearth/news/gallery/news030512-x1flare.html (NASA/SDO/AIA). 

When sunspots explode, large amount of mass is ejected from the Sun. This phenomena is called CME. 

An image of a CME event can be seen in Figure 17. The large amounts of gas and magnetic fields that 

leave the sun can accelerate protons caught in the path of the CME towards Earth, but more often CMEs 

serve to reduce radiation intensity. The magnetic fields in the clouds deflect cosmic rays, hence CMEs are 

found to protect Earth from galactic cosmic rays. This phenomenon is called Forbush decrease after the 

physicist S. E. Forbush.  
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Figure 17: Image of a large CME taken by the LASCO C2 coronagraph. The white circle marks the Sun, which is blocked by 

an occulting disk.  
Source: http://sohowww.nascom.nasa.gov/gallery/images/20021202c2cme.html SOHO (ESA & NASA). 

While the above-described phenomena are unpredictable, they occur more frequently during the high 

activity phase of the solar cycle (see Figure 18). The solar cycle is the periodic change taking place in the 

Sun. Approximately every 11 years the magnetic south and north pole of the Sun exchange places (see 

Figure 19). Right before the polarity exchange the Sun reaches maximum solar activity, and at maximum 

activity more sunspots appears on the Sun, consequently solar flares and CMEs occur more frequently. 

The periodic change in the Sun induces a periodic change in the radiation intensity. This can be seen in 

Figure 20 where the number of sunspots, which are commonly used to represent solar activity, is plotted 

together with the neutron count at the cosmic ray monitor in Kiel. Curiously, this appears in an inverse 

relationship between solar activity and neutron flux, i.e. when the solar activity is high, few cosmic rays 

reaches Earth and vice versa. 

 
Figure 18: The Sun approaching solar maximum expected around year 2001. 

Source: http://www.nasa.gov/vision/universe/solarsystem/solar_cycle_graphics.html NASA. 
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Figure 19: Magnetic field of the sun over time. Known as “magnetic butterfly diagram”, yellow areas correspond to 
south-pointing and blue areas denote north-pointing magnetic fields. As the polarity is about to change the many 

sunspots that appear are visible as clearer blue or yellow spots coming closer to the equator. 
Source: http://www.nasa.gov/vision/universe/solarsystem/solar_cycle_graphics.html NASA. 

 
Figure 20: Cosmic ray intensity according to the Germany Cosmic Ray Monitor in Kiel (GCRM), plotted with the sunspot 

count according to NOAA’s National Geophysical Data Center (NGDC) from 1958 to 2009. An inverse relationship between 
the two can be seen; when the Sun’s magnetic field is strong (sunspot maximum) Earth is better protected from GCRs.  

Source: http://www.climate4you.com, [15], by Ole Humlum. Reprinted with permission. 
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4.1.4 Thermal Neutron Variation within Fuselage 

Thermal neutrons are neutrons with low energy, and while there is no precise cut-off point defining how 

low this energy is, 1 eV is recommended by IEC group [16]. However, cadmium foil is commonly used in 

neutron radiation tests to effectively stop low-energy neutrons below 0.4 eV from reaching the DUT, i.e. 

cadmium serves as a protective layer from low-energy neutrons. 

Measurements imply that the differential neutron spectrum, if excluding energy levels between 0.4 and 

1 MeV, contains 8 % and 25 % thermal neutrons at 12 km altitude and at sea level respectively [17]. This 

low amount of thermal neutrons compared to the much larger amount of high-energy neutrons (with 

energies above 1 MeV) may give reason to falsely conclude that only a few SEUs are caused by thermal 

neutrons. However, studies have shown that this is not necessarily the case. For example, in [18] it is 

concluded that inside the fuselage of an air carrier the thermal neutron flux may increase by as much as a 

factor 10 since higher energy neutrons are slowed down by materials such as fuel and human flesh. 

This large increase in thermal neutron flux inside fuselages changes the balance between thermal and 

high-energy neutron induced errors. Results in [17] show that for some electronic devices, thermal 

neutrons may have a huge influence on the total SEU rates. In some cases, the number of SEUs caused by 

thermal neutrons exceeds 80 % of all faults. However, for some other devices in the experiment, not a 

single fault was caused by thermal neutrons. The reason for this is the presence or absence of isotope 
10

B 

in the devices exposed to thermal neutrons. 
10

B has a very large capturing cross section area (a measure of 

device susceptibility towards energetic particles) for thermal neutrons. It has almost 1,000,000 times 

larger capturing cross section area for thermal neutrons compared to other matter. In electronic devices, 
10

B may be found in the pacification layer, i.e. in borophosphosilicate glass, which is used as insulating 

layers between metal layers. Fortunately, not all devices contain this material. Hence, when choosing 

components for aircraft application it can be crucial to make sure the components do not contain this 

material. 

 Neutron Energy Spectrum and Flux Calculations 4.2

From the above sections, it is apparent that the neutron flux varies due to several circumstances. Thus in 

order to estimate the soft error rate (SER) of a device or a system, the expected neutron flux at the 

operational environment has to be calculated. While the flux varies dramatically with altitude among 

some other parameters (compare 13.4 neutrons·cm
-2

·h
-1
 at ground level to 6,813 neutrons·cm

-2
·h

-1 
at 12 

km altitude at Stockholm coordinates [8]) the actual shape of the neutron spectrum above a few MeV 

does not change much. This feature makes it very easy to scale a reference value to an intended 

operational geographical position and environment. There are several methods available to express the 

neutron energy spectrum, some more accurate but also more complex than others. Two commonly used 

models, the simplified Boeing model and the Nasa-Langley model, are briefly presented below. 

4.2.1 The Simplified Boeing Model (IEC Standard) 

The Simplified Boeing model is a simple model that does not account for solar modulation, neither does it 

have any longitudinal dependency, but it quickly gives a fair estimate of the differential neutron flux 

spectrum. It is based on a set of measurements of neutrons in the energy region 1 to 10 MeV performed 

with balloon flights in the 1960s [6]. The model describes the high-energy neutron spectrum with the 

following equations: 
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where   and   are parameters coupled to altitude and latitude. At height 39,000 feet (11,860 m) and 

latitude 45 degrees, the parameter   is 0.346 and   is 340. These can be used to scale the parameters as 

follows. Find the 1 to 10 MeV neutron flux for desired altitude and latitude using Table 1 and Table 2, 

and let those be called    and    respectively. The neutron flux    may then be described as: 
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   is then used to calculate the parameters   and   as: 
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Using the new parameters, the differential flux spectrum at chosen geographical position may be 

estimated using equation (2). While the model provides a fair estimate of the differential flux at typical 

flight altitudes, it is not recommended for use at low altitudes below 3 km, as the results then starts to 

deviate too much from the real flux [8]. 

Altitude (Feet (m)) 1-10 MeV Neutron Flux 
(cm-2·s-1) 

5,000 (1,520) 0.01 

10,000 (3,040) 0.04 

15,000 (4,560) 0.08 

20,000 (6,080) 0.13 

25,000 (7,600) 0.24 

30,000 (9,120) 0.38 

35,000 (10,640) 0.60 

40,000 (12,160) 0.88 

45,000 (13,680) 1.02 

50,000 (15,200) 1.16 

55,000 (16,720) 1.24 

60,000 (18,240) 1.25 

65,000 (19,760) 1.24 

70,000 (21,280) 1.22 

75,000 (22,800) 1.20 

80,000 (24,320) 1.18 
Table 1: 1 to 10 MeV neutron flux at 45 degrees North latitude. 
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Latitude (degrees 
North) 

IEC 1-10 MeV Neutron 
Flux (cm-2·s-1) 

0 0.23 

12 0.23 

21 0.29 

27 0.35 

33 0.46 

39 0.63 

42 0.74 

45 0.85 

49 0.99 

55 1.13 

62.5 1.21 

69 1.23 

76 1.25 

90 1.26 
Table 2: 1 to 10 MeV neutron flux at 39,000 feet. 

4.2.2 The Nasa-Langley Model (JEDEC Standard) 

Compared to the Simplified Boeing model, the Nasa-Langley model (also known as the AIR model), is 

more complex but gives a better differential neutron flux spectrum which can be used at all altitudes. The 

model, which is supported by JEDEC, also takes solar modulation and longitude into consideration. The 

differences can be seen in Figure 21, which plots the differential energy neutron spectrum at sea level in 

New York for both the Simplified Boeing model and the Nasa-Langley model. 

 
Figure 21: High-energy neutron spectrum for the Boeing model and the Nasa-Langley (JEDEC) model at sea level in New 

York. 

Source: “Guideline for designing and integration of Avionics concerning atmospheric radiation”, by T. Granlund, [8], 2011. 
Reprinted with permission. 
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The reference high-energy neutron spectrum for energy levels above 10 MeV is for the Nasa-Langley 

model defined for outdoors at New York, ground level, and is expressed as: 

 

     )

  
              [           ))             )]

              [             ))             )] 

(6)  

The reference spectrum may be scaled to any geographic coordinates and solar modulation using the 

following equation: 

 
    )

  
 

     )

  
     )           ) (7)  

where     )  is a function with dependence on atmospheric depth,   (i.e. altitude).          )  is a 

function with dependence on vertical geometric cut off rigidity,    (i.e. latitude and longitude) and 

relative count rate of a neutron monitor measuring solar modulation,  , which in turn depends on 

atmospheric depth.     ) can be calculated using the following equations: 

     )      [          )      ] (8)  

where 1,033.2 g·cm
-2

 is the mean atmospheric depth at sea level and 131.3 g·cm
-2 

is the effective mass 

attenuation length in the atmosphere for neutrons above 10 MeV. The atmospheric depth   is given as: 

        )       )          (9)  

where 0.980665 m·s
-2

 is the average gravity at sea level divided by 10. The barometric pressure   is given 

as: 

      )                )           )            (10)  

         ) is preferably calculated using interpolation between the two extreme values of a quiet and an 

active sun. These two extremes are expressed with the following two equations: 

              )        [             
  ) (11)  

               )        [             
  )  

⌊             
  )⌋

⌊               )⌋
 (12)  

where the parameters for these equations are given as: 

        [                         )] (13)  

                             ) (14)  
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                              ) (16)  

           (17)  
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Overall, solar modulation only affects the neutron flux by less than 30 %, in most locations even less than 

20 %. Thus, a rather fair neutron flux can be calculated using an average value of the two extremes 

instead of performing interpolation.  

To simplify the calculation process, JEDEC maintains a flux calculation tool found under “Flux 

calculation” at http://www.seutest.com. Given a desired latitude, longitude, altitude (either as elevation, 

station pressure or atmospheric depth) and solar modulation, the tool calculates     ) and          ) but 

also directly provides a relative flux (compared to New York ground level where the neutron flux is 

12.9 n·cm
-2
·h

-1 
[19]).   

As mentioned, the model provides the flux at energies above 10 MeV. The flux between 1 and 10 MeV 

can be calculated by dividing the value by 1.81. 

  

http://www.seutest.com/


Radiation Effects 

25 
 

5 Radiation Effects 
Cosmic radiation affects electronics in different ways. The effects can be divided into two broad 

categories: single even effects (SEEs) caused by single energetic particles and cumulative effects where 

the device is degrades over time as the total radiation dose absorbed increases.  

 Single Event Effect (SEE) 5.1

Single event effect (SEE) is the collection term for the possible issues caused by a single energetic 

particle as it strikes a (digital or analog) electronic device. SEEs include different types of both hard and 

soft errors. Hard errors are permanent errors where the event imposes a change in the device’s operation, 

which cannot be restored by a reset or even by power cycling the device. Soft errors on the other hand can 

be recovered in different ways, after which the circuit behaves normal. Some soft errors may be corrected 

by software or hardware mitigation solutions, while some may require more substantial actions, such as 

power cycling. For example, a soft error bit flip can be corrected by simply overwriting the upset memory 

cell while, in the case of a hard error, a memory cell may be damaged to the point where writing to the 

cell has no effect at all. Different types of SEEs can be seen in Figure 22. These are explained in more 

detail below.  

 
Figure 22: Classification of single event effects. 

5.1.1 Single Event Upset (SEU) 

When a single energetic particle strikes the sensitive region, close to the p-n junction of a transistor, a 

small amount of charge may be collected in the region that can be enough to change the state of a memory 

element. These soft errors, or bit-flips, induced by a single energetic particle strike are referred to as 

single event upsets (SEUs). SEUs include both single and multiple bit upsets which has the most common 

occurrence in SRAM and DRAM devices. All SEUs are soft errors meaning that power cycling the device 

or writing to the affected memory cell(s) restores normal operation. Sometimes the abbreviation NSEU is 

used, referring to neutron single event upset, i.e. SEUs caused explicitly by energetic neutrons rather than 

by neutrinos, protons, heavy ions or other cosmic radiation.  

5.1.2 Single Bit Upset (SBU) 

A single bit upset (SBU) is a when an energetic particle flips the value of a single memory cell (see 

Figure 23). This is a soft error which can usually be corrected for using error detection and correction 

(EDAC) algorithms. 
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Figure 23: Single bit upset; a single memory cell changes its value. 

5.1.3 Multiple Bit Upset (MBU) 

Multiple bit upset (MBU) has a process similar to SBU but the energy absorbed is geographically spread 

across several memory cells. A MBU occurs if the energy absorbed is enough to change the state of 

several memory cells of the same word (see Figure 24). Different error-correcting codes (ECCs) may be 

used to detect two-bit errors, but they seldom correct those. MBUs with more than two errors in one word 

are usually not detected. The popular approach is to use single-error correcting and double-error detecting 

(SECDED) codes, for instance extended Hamming codes. As the device technologies have shrunk and 

threshold voltages for bit flips have been lowered, the amount of MBUs have increased compared to 

SBUs.  

Sometimes SMU (single-word multiple-bit upset), which has the same meaning, is used instead of MBU. 

Another term that is also closely related is MCU (multiple cell upset). This term implies multiple bit flips 

induced by one particle distributed within and across words (see Figure 25).  

 
Figure 24: Multiple bit upset; several memory cells of the same logical word changes their values. 

 
Figure 25: Multiple cell upset; several memory cells changes their values. 

5.1.4 Single Event Latch-up (SEL) 

Single event latch-up (SEL) may occur when a single energetic particle passes through the sensitive 

region of a device. In a CMOS device an ionizing particle may inject current triggering a parasitic p-n-p-n 

structure forming a short from power to ground and locks the device in a high-current state. The 
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silicon-controlled rectifier structure is formed in a CMOS device by one pnp an one npn transistor as 

shown in Figure 26. The latch-up will naturally cause loss of device functionality but normal operation 

may usually be restored by cycling device power. The SEL is defined as a soft error where permanent 

damage is not inflicted upon the device However, if there are no limiters on supply current or power 

cycling of the device is done to late, the SEL may over heat the device and turn into a single event 

burnout. This will cause permanent damage to the device, i.e. a hard error. It is also possible that after one 

or several SELs the device will soften, making it more susceptible to future SEUs.  

 
Figure 26: Parasitic silicon-controlled rectifier structure in bulk CMOS technology. 

Source: "Winning the Battle Against Latch-up in CMOS Analog Switches", by C. Redmond, [20], 2001, Copyright © 2001 
and 2002 Analog Devices Inc. Reprinted with permission.   

The SEL rate of a device cannot yet be calculated or simulated by a computer. Instead, estimations 

require experimental testing where the supply current (or voltage) is monitored. Results from such have 

shown that the SEL rate depends on operating voltage and temperature; increased supply voltage and/or 

temperature heightens the SEL rate. 

5.1.5 Single Event Functional Interrupt (SEFI) 

Single event functional interrupt (SEFI) is an upset that usually occurs in complex devices such as 

FPGAs, microprocessors or in DRAM devices. This phenomenon is commonly derived to corruption of a 

control path where the device stops operating in a normal matter, for instance it may enter test mode or 

load an unintended instruction. The device subject to a SEFI may be partly or completely locked up. In 

addition, the device could also start drawing excess amounts of current or for example change inputs to 

outputs.  

SEFI is defined as a soft error as long as the device is not stuck in a high current state. Resetting the 

device may be sufficient to remove the error, else power cycling the device will. 

5.1.6 Single Event Transient (SET) 

A single event transient (SET) is a momentary voltage excursion (voltage spike) induced by an energetic 

particle striking the circuit. The voltage spike propagates and may temporarily cause erroneous output 

from combinational logic. If the transient lasts long enough and arrives with required timing such that the 

erroneous output from the combinational logic is applied to a latch or flip-flop during its setup- and hold 

time, the error will be stored in the element potentially causing system malfunction [21]. Thus, a SET can 

be masked as seen in Figure 27. It is apparent that the probability of masking SETs is lower with 

increased clock frequency. 
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Figure 27: Current pulses induced by SETs may be masked if they do not last long enough to span the setup- and hold 

time (latching window) of a latch or flip-flop. 
Source: "Architecture Design for Soft Errors", by S. Mukherjee, [22], 2008, 1

st
 edition, chapter 2 Device- and Circuit-Level 

Modeling, Measurement, and Mitigation, p56. Copyright © 2008 Elsevier. Reprinted with permission.   

5.1.7 Single Event Burnout (SEB) 

Single Event Burnout (SEB) occurs when an energetic particle strike causes the device to go into a high 

current state and the device becomes overheated. Immediate SEB is rare but they can be the end effect of 

SELs if there is nothing limiting the supply current. While SEB has also been seen for lower voltage 

devices, those with high application voltage above 200 V are more susceptible to this effect [6]. Devices 

susceptible to this fault are MOSFET transistors, bipolar junction transistors, thyristors and voltage diodes 

[8]. 

5.1.8 Single Event Gate Rupture (SEGR) 

Single event gate ruptures (SEGR) may occur if an ion strikes the gate region of a powered insulated gate 

component, the effect is destructive (hard error). Since an ion is required, this effect is not common for 

avionics (or ground equipment). The risk is more substantial for space applications. Sensitive devices for 

this kind of upset are MOSFET transistors, bipolar junction transistors, thyristors, high voltage diodes and 

EEPROM (during write or erase operations). 

 Other Radiation Effects 5.2

Not all radiation induced faults on electronics derive from single particle strikes, devices may also be 

affected by cumulative radiation doses which can degrade components over time. 

5.2.1 Total Ionizing Dose (TID) 

Total ionizing dose (TID) is an effect that depends on the total amount of radiation the device has 

absorbed. Exposure to radiation typically leads to a gradual degradation of components over time. The 

gradual degradation may appear as increased soft error rate, raise in leak current or failures due to timing 

problems as the device cannot be run at the specified speeds any longer [6]. 

The degradation comes from charge trapped in the silicon dioxide (SiO2) layer of CMOS transistors. 

Charged energetic particles that pass through the oxide ionize the material, creating electron-hole pairs as 
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seen in the middle of Figure 28. Most of the ions created quickly recombine but some of the highly 

mobile free electrons may escape the oxide leaving a surplus of less mobile holes. The holes, which 

accumulate in the oxide near the substrate as shown to the right in Figure 28, leads to changed device 

properties. For a NMOS transistor the threshold voltage is decreased and the leakage current between 

source and drain is increased, and for a PMOS transistor it is the other way around; the threshold voltage 

is increased which could in worst case come to a point where the transistor is permanently turned off [21]. 

 
Figure 28: Effects of TID on a MOS device. As the device is subject to ionizing radiation, holes accumulate in the oxide 

consequently altering device properties. 

The trapped holes may also aid gate leakage currents where electrons use the holes as intermediate states 

to travel from the substrate to the gate through the oxide. This process, called tunneling, may occur even 

without the presence of holes in the oxide but is assisted by those [23]. Both cases are demonstrated in 

Figure 29. 

 
Figure 29: Tunneling of electrons through the oxide of a MOS device. Direct tunneling to the left and hole-assisted 

tunneling to the right. 

A calculation of the total dose received by components on a commercial air carrier flying between New 

York and Tokyo, back and forth each day (corresponding to two times 13-hour flight a day) for an entire 

year has been performed by Microsemi. The result is approximately 55 mSv a year. Over a 20-year 

period, the total dose would be approximately 1.1 Sv, corresponding to 110 rad. As effects of TID are 

typically not seen until tens of thousands rad has been accumulated, it is safe to assume that TID is not of 

importance for avionics [24]. While performing experimental tests (see section 1), TID should be taken 

into consideration however. During these tests, the total dose is quickly accumulated and the device under 

test may be degraded over a relatively short course of time, and thus giving a false susceptibility estimate.  
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5.2.2 Displacement Damage (DD) 

Displacement damage (DD) is another cumulative radiation effect that may arise in the silicon area of a 

device. As incident particles strike the substrate, silicon atoms are displaced and the crystal structure of 

the silicon is disrupted creating charged vacancies and interstitials. Approximately 90% of these 

recombine, in other cases these migrate and form stable defects [25]. The defects in the crystal structure 

can temporarily trap conducting carries leading to higher resistivity, affecting the device such that it may 

not be able to operate at the specified operational ratings [26]. 

The DD effect is of high importance for space applications. For example, it affects solar panels. The 

lifetime of those depends on DD since increased resistivity leads to reduced power output, which may in 

turn decide the lifetime of the entire satellite. In avionics all cumulative radiation effects, including DD 

are typically of less concern [27]. 
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6 SEE Mechanism 
In previous sections, the source of cosmic radiation and the effects it has on electronics is discussed. In 

this section, the process behind the faults is described. It strives to explain how particles, especially 

neutrons, can cause upsets in semiconductor memory devices.  

Looking at the mechanisms causing SEEs, a non-negligible difference between primary cosmic radiation 

(experienced in space applications) and secondary cosmic radiation (experienced in aircraft applications) 

is the presence of charged particles. Primary cosmic rays consist almost exclusively of charged particles 

ranging from protons to heavy ions. While for secondary cosmic radiation, neutrons are the particles of 

main concern.  

The difference between incident charged particles and neutrons is the interaction within the device. When 

charged particles passes through the substrate of a device they will leave behind an ion track, i.e. a track 

of electron-hole pairs that induces a current pulse in the device. If the particle passes nearby a 

p-n junction this may induce a bit flip. Hence, charged particles may cause upsets by direct ionization as 

seen in Figure 30, while neutrons indirectly causes upsets through the ions it creates within the device 

itself. 

 
Figure 30: Direction ionization from incident charged particle producing electron-hole pairs at the sensitive region of a 

MOS-transistor. 

Some of the neutrons penetrating a device will collide with the nucleus of an element (often silicon) 

present in the device. This will cause either an elastic collision yielding nuclei recoils or in an inelastic 

collision with nuclear fragment byproducts.  In both cases, the secondary particles from these nuclear 

reactions are charged particles. These will ionize the substrate as seen in Figure 31, possibly causing a 

SEU [28] [29].  
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Figure 31: Charged ionizing particles are formed when incident neutrons collide with nuclei in a device. 

While protons are charged, most SEUs originating from incident protons have the same process behind 

them as described for neutrons, i.e. they collide with the nucleus of other elements creating ionizing 

byproducts. This is because protons typically have too low linear energy transfer to directly ionize the 

substrate enough to overcome the critical change required to upset a memory cell [30]. 

 Linear Energy Transfer and Critical Charge 6.1

When charged particles traverse through matter, energy is transferred from the particles through 

ionization and excitation in the matter along the path traversed. In semiconductors, electron-hole pairs are 

formed when enough energy is deposited to excite electrons to the valance band from the conduction 

band. To form an electron-hole pair in silicon an average energy of 3.6 eV is required [30].  

The energy transferred to the material is called linear energy transfer (LET) or stopping power. It varies 

along the particle trajectory. LET is defined as the energy deposited per unit length of the track as 

described in equation (18) and depends on energy and type of traversing particle as well as the density of 

the material traversed [31]. LET is usually expressed in MeV/cm, but sometimes due to the direct 

proportionality between energy lost and the density, in units of MeV·cm
2
/mg, corresponding to LET 

(MeV/cm) divided by density (mg/cm
3
) [32]. 

     
  

  
 (18)  

The interaction between the charged particle and the substrate will induce a current pulse. This pulse may 

or may not be high enough to actually upset the memory cell, “not high enough” is the case for most 

protons as they typically have a low LET. The amount of charge required to upset a cell is called critical 

charge, QC, and it varies with respect to several factors such as technology and memory type. For DRAMs 

the QC has been kept around 20-30 fC over generations to ascertain univocal readouts when the charge is 

drained from the storage capacitor. For SRAM cells, QC has been decreasing with generations and is 

down to a few fC [33] [34].  
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The sensitive volume (i.e. the volume near the p-n junction in the case of a memory cell transistor) is 

limited and the critical charge has to be collected within this area to cause an upset, but the trajectory of 

the particle do not need to path through this region because diffusion is enough for modern electronics. 

Thus, a SEE threshold LET can be defined, and the threshold LET is the minimum average LET in the 

region an ion requires in order to deposit enough energy to cause an upset in the cell. 

 Energy and Material Dependence of Secondary Particles   6.2

The incident neutrons may cause several different nuclear reactions in a device depending, not only on 

target material, but also on the energy of the striking neutron. The different nuclear reactions generate 

different products that ranges from protons to Si (if Si is the substrate material) or even Phosphor 

including all the isotopes. In addition, non-solid particles, e.g. gamma radiation may be produced. These 

products have different probabilities to materialize depending on the energy of the incident neutron.  

Semiconductors are made with a silicon substrate where 
28

Si is the most common silicon isotope [35]. As 

such, effort has been made to derive data describing the nuclear reaction of n+
28

Si and the resulting 

secondary particles. The work done by Y. Watanabe et al., [36], Figure 32, shows some of the production 

cross section of secondary elements produced in the n+
28

Si reaction for three different neutron energies. It 

can be seen that the spallation process from lower energy neutrons tend to produce (relatively) heavy plus 

some light elements while higher energy neutrons produce a wider range of elements from hydrogen all 

the way to phosphorus which has a larger atomic number than silicon. 

 
Figure 32: n+

28
Si reaction production cross section for neutron energy levels 10 MeV, 100 MeV and 1,000 MeV. 

Source: "Development of a Nuclear Reaction Database on Silicon for Simulation of Neutron Induced Single Event Upsets 

in Microelectronics and its Application", by Y. Watanabe, et al., [36], 2005, AIP Conference Proceedings, vol. 769, p1646-
1649. Copyright © 2005 American Institute of Physics. Reprinted with permission. 
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Figure 33 is from the same study ( [36]) as Figure 32. It shows the SEU contribution ratio from each 

secondary ion in a DRAM with a critical charge of 30 fC (note that the critical charge for modern SRAMs 

is substantially less, (around a few fC), hence the figure may be expected to look different for such a 

device). This diagram further point out the larger SEU contribution from lighter secondary particles such 

as C, N and O for higher energy incident neutrons, as well as the larger contribution from heavier 

particles such Na, MG and Al for lower energy incident neutrons. 

 
Figure 33: Secondary particles SEU cross section ratio for a DRAM device with critical charge Qc=30 fC, for neutron energy 

levels 50 MeV, 100 MeV and 1,000 MeV.  

Source: "Development of a Nuclear Reaction Database on Silicon for Simulation of Neutron Induced Single Event Upsets 
in Microelectronics and its Application", by Y. Watanabe, et al., [36], 2005, AIP Conference Proceedings, vol. 769, p1646-

1649. Copyright © 2005 American Institute of Physics. Reprinted with permission. 

Apart from the energy of the incident neutron, the reaction products of course also depend on the target. 

However, in [30], Monte Carlo simulations are used to show that whether or not tungsten (often used in 

the interconnecting layers) is present in the overlying layers has low impact on the SEU rate of modern 

devices with low critical charge. Looking at two-bit MCUs it is not until around QC>14 fC (compare with 

a typical QC of 1-2 fC for a 65 nm SRAM cell) a difference starts to become apparent. The difference is 

apparent earlier for MCUs where many bits are upset but is still very small for devices with low critical 

charge.    

 SRAM Memory Cell Upset 6.3

The memory cells in SRAM based devices are of primary concern regarding soft errors induced by 

cosmic radiation. A SET may propagate into a storage cell from upset logic if it lasts long enough (see 

section 5.1.6), but a SRAM cell may also be directly upset at any time, regardless of clock cycle timings.  

In a 6T SRAM cell, there are three sensitive nodes as shown in Figure 34: the drain of the PMOS 

transistor in off-operation, the drain of the NMOS transistor in off-operation and drain of the word line 
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transistor adjacent to the aforementioned NMOS transistor [37]. If an energetic particle strikes close to 

any of those nodes the state of the cell may change. As an example, for the top 6T SRAM cell of Figure 

34, assume a particle strikes the sensitive region of P2. When this occurs, electrons will be drawn to the to 

P2’s source, leaving a surplus of holes near its drain. Electrons from the drain will then fill the holes, this 

partially changes the feedback to P1 and N1. Thus, P1 and N1 will be partially turned off and on 

respectively, causing the feedback to P2 and N2 to start to change as well. As this feedback changes, the 

erroneous feedback to P1 and N1 will be strengthened and the memory cell will have its stored value 

exchanged. 

 
Figure 34: Single event sensitive areas of a SRAM cell. 
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7 Design Considerations and Mitigation Techniques 
Mitigation strategies may be employed to reduce the probability of cosmic radiation induced errors. They 

may also function to reduce the consequences to the system if an error actually occurs. Different 

mitigation techniques may be applied to different levels of the design, from the levels defining structure 

and materials used for individual transistors to levels of system design and the software used. Below are 

presented some design choices and mitigation techniques that can be taken into consideration. 

 Device Type 7.1

Different kinds of devices and device families naturally have varying susceptibility towards radiation. 

Hence, especially for aircraft applications, cosmic radiation should be taken into consideration when 

selecting devices for the design. For instance, SRAMs are much more susceptible to neutron radiation 

than DRAMs, which in turn are more susceptible than flash memories [6]. One should also make sure that 

selected memories uses bit scattering and that devices used does not contain 
10

B (or equivalent material).  

7.1.1 SRAM 

SRAM is a popular choice memory that has been used for many years. It is today the fastest memory 

available and has low power consumption since memory bits do not need to be refreshed (as opposed to 

for example DRAM bits). However, as mentioned before, SRAMs are one of the most sensitive 

components regarding SEE induced by cosmic radiation.  

As the feature size has shrunk, the susceptible volume decreased as well, lowering the upset rate of 

SRAM cells. On the other hand, the charge required to upset a cell has also decreased. These two balance 

each other very well, so for the last generations the susceptibility towards neutrons has been kept rather 

constant (see Figure 35). In recent studies [38] from 2012, Monte Carlo simulations have been used to 

predict the SER of SRAM devices from 250 to 22 nm. This research indicates a six-seven times increase 

of SER per device going down from a 130 nm to a 22 nm process. In addition, SRAMs of a 90 nm 

process or less has shown to incur burst errors as previously seen on SDRAMs where hundreds of errors 

may occur from a single particle strike [8]. 
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Figure 35: DRAM and SRAM susceptibility dependence on feature size. Upset rate is normalized to flux at New York City. 

Source: “Cache and Memory Error Detection, Correction, and Reduction Techniques for Terrestrial Servers and 

Workstations” by C. W. Slayman., [39], 2005, IEEE Transactions on Device and Materials Reliability, vol. 5, no. 3, p397-404. 
Copyright © 2005 IEEE. 

Some newer SRAM devices are based on silicon on insulator (SOI) technology. This technology shows a 

five times lower SER compared to conventional bulk SRAMs [8]. The SOI technology is discussed 

further in section 7.4. 

For many applications in a harsh radiation environment, SRAMs are now being replaced by other, more 

resilient devices such as DRAMs, MRAMs and FRAMs. However, due to the high speed of the SRAMs, 

they are still being used in for example cache memories. While ECC (Error Correcting Code, see section 

7.6) protection may be used to mitigate some risk entailed by the use of SRAMs, it is rarely used for 

level 1 cache (parity protection which does not allow error correction is more readily applied, if any). 

This implies a certain risk of unrecoverable upsets, a risk that is proportional to the size of the unprotected 

cache. 

Other than in cache and as general memory, SRAM based solutions are found in FPGAs, FIFOs, latches 

and processor registers. When testing these kind of devices it should be kept in mind that the upset rate 

for MBU and SEL also depends on geometry (for technologies 90 nm or smaller). Radiation tests should 

be performed such that the angle of incident is orthogonal to the stripe pattern formed by the N-well and 

P-well regions, this will yield the largest number of MBUs and SELs (unless memory scattering is used 

which often implies that the number of MBUs will be close to zero) [6]. 

It is worth mentioning that SEU test results have shown that SRAMs from the electronics manufacturer 

Samsung are about half as susceptible to SEUs as SRAMs from most other manufacturers [6]. 

7.1.2 Flip Flops 

Flip flops have about the same susceptibility to cosmic radiation as SRAMs [8]. Despite this, they will 

(probably unlike SRAMs) continue to be used in microprocessors due to their high speed. Fortunately, 
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they are used in relatively small quantities. The small number of flip flops usually makes it reasonable to 

disregard their contribution to the overall upset rate in SER calculations. 

7.1.3 DRAM 

DRAMs are built with memory cells that include a capacitor for holding charge representing the logical 

value of the cell. These capacitors continuously lose their charge. Hence, each cell must be refreshed 

(read and rewritten) periodically. This implies some drawbacks, speed and energy consumption suffers 

which makes DRAMs not quite as fast as SRAMs, but they are still very fast. The read and write cycles 

are approximately six times as long as those of SRAMs. Given the structure of DRAMs they are of course 

volatile, but DRAM is the densest type of volatile memory available (compare 1 transistor + 1 capacitor 

for a DRAM cell to 4 transistors + 2 resistors, or more commonly 6 transistors for a SRAM cell), making 

them perfect for applications where a fast and large (program) memory is needed.  

When it comes to SEEs DRAMs are more resilient than SRAMs. A DDR2 SDRAM has been shown to be 

approximately 100,000 times more resilient to energetic neutrons than a corresponding SRAM [8]. With 

generations, DRAM has become more and more resilient despite reduced threshold values and increased 

density. The trend of DRAM cells can be seen in Figure 35 in section 7.1.1 above. The reason why 

DRAM’s susceptibility has dropped with generation is that the sensitive volume has decreased, making it 

less likely to be hit by energetic neutrons while the charge stored in the capacitance has not been scaled 

accordingly but rather remained at around 30 fF [39]. 

It should be noted that the susceptibility of DRAMs for scale technologies equal to or less than 90 nm, 

depends on the pattern of the content stored in the memory. As energetic neutrons strike a DRAM, charge 

can be transferred from one cell to another in the wake of the secondary ion, thus the susceptibility is 

pattern dependent. It has been shown that random patterns induce highest SER.   

An occurrence that becomes more and more common in DRAMs is MBU, where several bits of a single 

word line become upset. This problem has been addressed and is closely to fully countered by a so-called 

bit scattering (also known as memory interleaving) techniques where bits from the same logical word is 

scattered across several physical word lines. When such techniques are applied, an energetic neutron can 

still upset several bits but since the bits upset are physically adjacent they will correspond to different 

logical words, rendering error detection and correction algorithms more effective at dealing with the 

errors (correcting several single upsets bit different words is easy compared to two or several bit upsets in 

the same word).   

7.1.4 MRAM 

Magnetoresistive random access memory (MRAM) is a memory where magnetic tunnel junctions are 

used to store bits. The magnetic orientation of a thin ferromagnetic material is utilized to decide the state 

of a bit; the electrical resistance is sampled and will vary depending on the polarization state [40]. The 

structure of a MRAM cell is shown in Figure 36. Only one of the magnetic domains is free to change 

polarity thus logic ‘0’ or ‘1’ is differentiated by whether the two domains has the same polarity or not. 

MRAM appears to be an upcoming memory, which is currently available in sizes up to 16 Mb [41]. It has 

been recommended to replace SRAM in radiation heavy environments where applicable (in terms of 

speed and memory size) [6]. In regards of replacing DRAMs, the MRAMs produced today are still too 

small to compete. 
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Figure 36: Structure of a MRAM memory cell.  

Source: "The New Indelible Memories", by L. Gepper, [42], 2003, IEEE Spectrum, vol. 40, p48-54. Copyright © 2003 IEEE 
Spectrum magazine. 

SEE testing indicates that MRAMs in fact are sensitive to SEL from heavy ions, though at a very low 

rate. However, they are not sensitive to SEL from neutrons or protons, so they can be regarded as 

insensitive to atmospheric neutrons [8]. 

Some advantages of the MRAM, apart from SEE robustness, are speed and power consumption. It is the 

second fastest memory available with very low power consumption especially during read cycles. 

MRAMs are non-volatile so no power is required to refresh the cells during idle operation. The main 

power draw is during write operation, these may require almost eight times the current required to read a 

cell [40]. This is because it is relatively hard to overcome the existing polarization in the magnetic 

domain. Due to the high current draw for write operations, MRAMs may not come to be used as cache 

memory where data frequently changes. On the plus side, MRAMs has “infinite” lifetime in regards to 

read and write cycles [8].  

7.1.5 FRAM 

The structure of ferroelectric random access memories (FRAMs) is similar to the structure of DRAMs; 

both are designed with a capacitor to store the value of the cell. In FRAMs, the dielectric structure 

separating the capacitor plates include a ferroelectric layer often made of lead-zirconium-titanate (PZT) 

(see Figure 37) which makes FRAMs non-volatile. Currently FRAMs are available in sizes up to 8 Mb 

[43]. FRAMs have very low power consumption during both read and write cycles as well as in idle 

mode. The speed of FRAM operations is for both read and write comparable to DRAM or a little bit 

slower [8] [44]. Another strong point is a long lifetime of 10
12

 to 10
14

 read/writes [43].  
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Figure 37: Structure of a FRAM memory cell.  

Source: "The New Indelible Memories", by L. Gepper, [42], 2003, IEEE Spectrum, vol. 40, p48-54. Copyright © 2003 IEEE 
Spectrum magazine. 

FRAMs are considered insensitive to atmospheric neutron radiation but may get stuck bits at very high 

doses of radiation. The radiation required for this behavior is above 6 Mrad(Si) which is not easily 

reached by atmospheric neutron radiation. However, for space applications subject to primary cosmic rays 
including heavy ions, this level of accumulated dose may be reached. The effect can be cured but will 

require the FRAM to be power cycled 100 times within the temperature interval of 20 to 80°C [8]. 

As an alternative to the already recommended MRAM, the SEEDER Consortium has also recommended 

FRAM to replace SRAM if the memory size and speed is adequate.  

7.1.6 C-RAM 

Chalcogenide random access memory (C-RAM) (also known as phase-change memory) is a non-volatile 

memory that was designed to replace flash memory and eventually DRAMs. In 2012, Samsung presented 

an 8 Gb 20 nm C-RAM with aim to bring the technology to the commercial market [45]. In C-RAMs the 

bit state is stored using an alloy containing at least one of the elements from group VI of the periodic 

table, for example germanium, antimony or tellurium [46]. The principle is the same as the one used in 

rewriteable CD and DVD disks; the chalogenide alloy can be in two different states, either an amorphous 

state or a polycrystalline state. In the latter, the free electron density is drastically higher. Hence, the 

resistance is lower which allows the two states to be separated by a read-current. The microscope images 

shown in Figure 38 displays the structural difference in the alloy for the two states and Figure 39 shows a 

simplified example on how the memory element is integrated with a CMOS transistor. 
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Figure 38: Microscope image of the two states of the alloy.  

Source: "Progress on a New Non-Volatile Memory for Space Based on Chalcogenide Glass", by J. Maimon, et al., [47], 
2004, AIP Conference Proceedings, vol. 699, p639-649. Copyright © 2004 American Institute of Physics. Reprinted with 

permission. 

 
Figure 39: Chalcogenide memory element integrated with a CMOS transistor (simplified).  

Source: "Progress on a New Non-Volatile Memory for Space Based on Chalcogenide Glass", by J. Maimon, et al., [47], 
2004, AIP Conference Proceedings, vol. 699, p639-649. Copyright © 2004 American Institute of Physics. Reprinted with 

permission. 

The state of the alloy depends on temperature applied to the material. In C-RAMs the temperature is 

adjusted using current pulses. Applying a temperature profile with a high temperature but for a short time 

will make the alloy melt and put the cell to an amorphous (reset) state. Applying a longer, medium 

amplitude pulse will put the alloy to a crystallized (set) state. 

C-RAMs main advantages over Flash memories are read and write speeds; the write-access time is less 

than 1 µs [8]. C-RAMs are also more durable as they last for up to about 10
12

 set/reset cycles, which is 

several orders of magnitude better than Flash memories [42] [48]. 
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A concern with C-RAM is the operational temperature range. Since the state of cells depends on the 

temperature profile applied, the data retention time varies depending on operation temperature. For 

instance, data is retained for 0.5 years at 90°C, 1 year at 85°C, 5 years at 80°C and 50 years at 70°C. 

Regarding effects of cosmic radiation, experiments with a TID up to 2 Mrad(Si) has been performed and 

shown device insensitivity to cumulative radiation effects for a device of 0.5 µm technology [49]. SEEs 

has also been covered, C-RAM has been found to be at least 1,000 times more resilient to atmospheric 

neutrons than SDRAM and can thus be considered insensitive to such [8]. 

7.1.7 Flash Memory 

Flash memories are non-volatile, they are constructed as either NAND or NOR type memory. NAND 

type flash memory is the densest memory available and is therefore widely used in several applications 

such as cell phones, music players, USB flash memories, solid-state drives and different memory cards 

such as SD- and CF-cards. The high popularity of flash memories as a portable media can also be 

explained by their high sustainability against shocks and vibrations as well as functionality over wide 

temperature ranges. NOR type memories, which have true random access, are used to replace some 

EPROMs.   

In general, the strong points of flash memories are cost, size, density, and read cycle speed. On the other 

hand, the write cycle is slow and the lifetime short. The problem with short lifetime of flash memories in 

solid-state drives is addressed by applying wear-leveling techniques that will try to even out the writing of 

cells over the entire memory instead of repeatedly writing to the same set of bits. 

The common design structure of a flash memory cell can be seen in Figure 40. It depicts a floating 

gate (FG) MOSFET where the control gate (CG) is used to charge (called program operation) or 

discharge (called erase operation) the isolated FG through the tunnel oxide layer. Hence, the FG is a 

potential well that stores electrons. Depending on the amount of electrons stored, the cell’s threshold 

voltage varies and the cell’s state can be read [50]. 

 
Figure 40: Normal flash memory cell with floating gate as storage element. The floating gate stores electrons which decide 

the logical value of the cell. 
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In recent years an alternative to FG flash memory has been developed. This new technology is called 

nanocrystal memory (NCM). The principle is the same as for FG memory where electrons are trapped 

between insulating layers, but for NCMs the layer that holds the electrons is a set of randomly distributed 

floating nanocrystals [50]. The layout of such a cell can be seen in Figure 41. 

 
Figure 41: Flash memory cell with floating nanocrystals as storage elements. The nanocrystals store electrons which 

decide the logical value of the cell. 

Flash memories are considered insensitive to atmospheric neutrons, but while extremely rare, it is 

possible to experience both SEUs and SEFIs [8]. Some manufacturers may also use 
10

B in their designs, 

giving the devices a large cross section area to thermal neutrons. The SEEDER Consortium therefore 

recommends using single layer cell flash memories, preferable in raid configuration for increased 

redundancy when storing large amount of data [6]. It should be noted that NAND flash memories always 

are designed with built in ECC for bad block management, which is why they can be regarded as 

insensitive towards atmospheric neutrons. 

Previously, the trend of new generations FG memory has been better resilience towards SEEs [8]. 

However, a recent study [51] shows that this trend may not last. This study demonstrates that neutrons 

can induce SEUs and that the rate of such increases with newer generations since the threshold voltage for 

inducing upsets is quickly falling off with feature size. On the other hand, there may be a point where the 

particle tracks generated from the heavy ions are no longer contained within the FG volume, then the SER 

increase will be reduced.  

Radiation effects on NCMs are even lower than on FG memories; NCMs are at least 3 times more robust 

to total ionizing dose effects [50]. They are also less susceptible to SEEs when the feature size is such that 

the nanocrystal layer is wider than the ion track [52]. If so, then only some nanocrystals may be 

discharged by a passing ion, leaving some crystals unaffected with their charge remaining which 

potentially allows the bit value to be read correctly. The diameter of the ion tracks in [52] was 

approximated to 100 nm while 0.3 µm transistors were used, thus not all nanocrystals should be 

discharged by a single ion. NCMs are also expected to be less sensitive since results indicate that the 

nanocrystals actually affected were not completely discharged either. 
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7.1.8 Oscillators 

Fixed frequency crystal oscillators are considered insensitive to atmospheric neutrons. In a test though, a 

90 nm phase lock loop (PLL) clocks has been shown susceptible to heavy ion radiation and in future 

technologies they may even be affected by the secondary heavy ions formed by incident neutrons [8]. 

Though in a thesis [23], A. N. Nemmani proposes a radiation hardened PLL, which with an additional 

startup calibration circuitry could make it fully radiation hardened. 

Digital single event transients may cause jitter in voltage-controlled oscillators (VCOs), which should be 

considered for safety critical applications [23]. If enough charge is transferred, a particle strike could also 

cause an unwanted extra clock pulse that may for example cause unintended clocking of a register [22]. 

7.1.9 Processors and Microcontrollers 

Processors and microcontrollers contain neutron sensitive, SRAM based, cache memories and registers. 

There may also be sensitive flip flop based counters as well as arithmetic logical units (ALUs) (though 

the ALU typically only contribute with a few percent of the total SER) [8]. These sensitive components 

may be affected by several types of SEEs such as bit errors and lockups, as well as some hard faults.  

The SER in registers depend on the clock frequency, SETs increase with clock frequency as the short 

current spikes then lasts for a longer time relative to the clock period. SETs are likely observed in 

processors running above 150 MHz and the SEUs may then even double when doubling the clock 

frequency [6] [8]. A recommendation is therefore to use lower operational frequencies if time allows.  

Estimating the upset rate of processors and microcontrollers is hard. It is therefore best to test them at 

radiation testing facilities while letting them run at operational frequency using the intended software if it 

is possible to simulate real operation load. 

7.1.10 FPGAs 

Field-programmable gate arrays (FPGAs) are integrated circuits whose firmware can be configured by the 

user without disassembling the device or sending it to the manufacturer. FPGAs contain logic blocks that 

may be programmed to achieve a specific function. This may be a basic gate function, but it can also be a 

more complex combinatorial function. Usually these logic blocks contain some sort of memory element 

such as a flip flop, which is sensitive to cosmic radiation. FPGAs often also contain some extra logic such 

as multipliers and user SRAM blocks. The logic blocks can be interconnected using programmable 

switches to achieve pretty much any functionality, but the performance of an FPGA is typically lower 

than that of a customized ASIC. The interconnection layout (configuration) is programmed by the 

designer, typically using a hardware description language (HDL), and the configuration is stored in a 

configuration memory. The configuration memory can be of different types depending on the design, for 

instance SRAM, Antifuse (ROM) or a flash based memory are available. 

For SRAM based FPGAs, the configuration data also need to be stored on a (on-chip or off-chip) 

non-volatile memory from which the configuration is loaded at power on. The SRAM configuration 

memory is as susceptible to SEEs as any SRAM and a SEU in the configuration memory can lead to 

misconnected signals, change of I/O assignment or cause a functional change.  

In order to mitigate these problems, a technique called scrubbing can be implemented. When a 

configuration memory is scrubbed, the content either is compared to a golden source (an insensitive 
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memory containing the configuration) or is verified using ECC. It is recommended to scrub the 

configuration memory 10 times more often than the expected error rate.  

Another way to mitigate the faults is to use a hard coded cyclic redundancy check (CRC), which verifies 

the content of the configuration memory. CRC adds a check value to each data block to detect faults, the 

simplest form of CRC being one parity bit. If CRC finds a fault, it can indicate that device reconfiguration 

is required. 

Antifuse based FPGAs are considered insensitive to radiation, making them a good choice for avionics 

and space applications. Unfortunately however, the programming process is permanent and irreversible. 

Reprogrammability is often desired to perform firmware updates without replacing the physical unit. In 

the irreversible process of programming Antifuse memories, a certain amount of voltage is applied at 

interconnection points to turn amorphous silicon into polycrystalline silicon, which creates the desired 

interconnections.  

Flash based FPGAs is an alternative option, compared to SRAM based FPGAs, flash based FPGAs 

consume less power. Another advantage, at least for some applications, is that flash based FPGAs does 

not need to load the configuration on power up since flash is a non-volatile memory. On the other hand, 

SRAM based FPGAs are faster and are typically a few generations ahead, making them desirable for 

more performance demanding applications. In regards to cosmic radiation, the configuration memory of 

flash based FPGAs is not considered susceptible to atmospheric neutrons (despite susceptibility on cell 

level). While flash technology in itself is considered more resilient than SRAM, the generation gap 

between the two also implies larger, more robust memory cells for flash based FPGAs. 

SETs in the FPGA logic may be propagated into the registers of FPGAs causing erroneous results but 

intentional delays may be added to the design to prevent these transients from propagating [8]. 

7.1.11 ASICs 

Application specific integrated circuits are, as the name implies, integrated circuits that are designed to 

fulfill a specific purpose or perform a certain task. The first ASIC was produced around 1980, since then 

the size of ASICs has grown from around five thousands to 100 million gates in a single ASIC. Today, 

ASICs often include not only logic but also entire microprocessors, memory blocks (of different kind e.g. 

ROM, RAM, EEPROM or flash memory) and other large building blocks. These complex ASICs are 

often referred to as system-on-chip (SoC). 

There are different design types for ASICs. One type, which was used for the first ASICs, is designed 

with a gate-array design. For this design type the components and layout is already set, and the user 

customization of the design lies within the, typically two to nine, metal interconnection layers connecting 

the predefined devices available on the chip. The one time design cost, referred to as non-recurring 

engineering cost, is thus lower for such a design compared to a more customized design since new 

photolithographic masks are required only for the metal layers. Furthermore, the metallization process is 

rather short, reducing the production time. A drawback with these designs is the poor hardware 

utilization; not all hardware available on the chip is used by the customer’s design, yet it still have to be 

paid for. The gate array design type in its basic form is rarely used today when the designs either often 

include larger IP blocks such as CPUs, DSPs and memories, or only consist of pure logic, for which 

FPGAs are more often used.  
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Another way of designing ASICs is using standard cell design. In such an approach the ASIC 

manufacturer provides a library of standard cells (e.g. NOR gates, NAND gates, inverters etc.) to be used 

in the design. This allows for a design without unnecessary hardware while still providing reliability on 

transistor level since the electrical characteristics of the standard cells are known.  

The designer uses a HDL to specify how the system is supposed to work. When the design has been 

verified (often by simulation), a logic synthesis is performed using the ASIC manufacturer provided 

library. The HDL code is translated into a netlist where a set of standard cells and their connections are 

listed. A place and route tool is then used to find a physical placement of the cells and interconnections on 

the chip. The result is verified for performance, often using static timing analysis and if found sufficient, 

photo masks required in the production of the ASICs are constructed. A small set of samples are usually 

constructed for further design verification and testing before using full wafers for mass production.  

As mentioned above, an alternative to ASICs is FPGAs. One of the main concerns when selecting 

between the two is the production quantity. In general, the non-recurring engineering cost of designing an 

ASIC is much higher than it is for an FPGA, especially if the ASIC is designed using a fully custom 

design. However, the production cost, or cost per piece of an FPGA is typically higher than for an ASIC. 

Worth considering is also be the cost of design faults, if ASICs are produced, or even if only faulty photo 

masks are produced, this is a costly error. For FPGAs on the other hand, such a firmware fault is more 

easily adjusted by simply reprogramming the device (assuming the FPGA has enough hardware to 

implement the corrected function and is not of a one-time programmable type). 

ASIC susceptibility to SEEs is of course depends on what is implemented by the ASIC; an ASIC may 

contain large amounts of sensitive user SRAM or it could have an implementation containing mostly 

logic. For a feature size of 200 nm or less, upsets in registers and flip flops in ASICs are probable for 

flight applications and the upset rate is proportional to the number of sensitive components in the design 

[8]. 

ASICs compared to (some) FPGAs have no sensitive (SRAM) configuration memory susceptible to SEEs 

and hence do not require reprogramming with scrubbing techniques commonly used for FPGAs. Note 

however that error correcting of user RAMs or registers may still be required.  

7.1.12 Power Semiconductor Devices 

In the 1980s, cosmic radiation was found to be the source of many of the previously unexplained soft 

errors induced in semiconductor technology, but it would take a few years before it was identified as a 

reason for the destruction of power semiconductor devices [53]. An unexpected high failure rate was 

found in high voltage electronics systems when used in railway and tramway applications in the 1990s. 

The reason was SEB of the power semiconductor devices. Since the effect is now known, most new high 

voltage devices (with a blocking voltage typically above 200 V) are now recommended to be used in 

consideration of a minimum of 50 % blocking voltage de-rating [6] [53]. In addition, these devices now 

have to pass accelerated lifetime tests before they are released [53]. 

SEB susceptible high voltage devices include diodes, transistors, thyristors, MOSFETs and IGBTs. Some 

devices such as MOSFETs and IGBTs also are susceptible to single event gate rupture. SEGR is typically 

caused by heavy ions though, hence in these devices, SEB is the more common fault from atmospheric 

neutrons.  
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7.1.13 Analog Integrated Circuits 

Due to the often larger feature size of analog circuits compared to digital such, radiation hardening by 

design of analog circuitry has not been studied as thoroughly as for digital circuitry. However, analogue 

feature sizes are also shrinking and effects of cosmic radiation have been shown for analog circuits and 

radiation hardening by design of these has received increasing attention [21]. 

Analog circuits, for example JFETs or MOSFETs are vulnerable to SETs that may cause erroneous signal 

amplitudes and phase changes [21]. There is also a possibility of SEGR in such devices. Bipolar devices 

with an epitaxial layer have a lower latch-up rate though [6].  

7.1.14 Digital Glue Logic 

As most glue logic today is made using CMOS technology, there is a possibility for SETs to arise that 

may be propagated further and latched into registers. Circuits running at a high clock frequency are more 

vulnerable to SETs.  

 Thermal Neutrons 7.2

Many integrated circuits tend to only be susceptible to high-energy neutrons, thus the flux of neutrons 

with energy 10 MeV or above is often used in calculations when estimating the SER of a device. Studies 

have however shown that thermal neutrons may be an equally large or even larger source of SEUs [17].  

There are ways to abate the contribution from thermal neutrons, which is why calculating contribution 

only from high energetic neutrons is usually accurate. The best way is to avoid devices containing the 
10

B 

isotope. This isotope has a huge cross section area for thermal neutrons, which would otherwise not affect 

the device at all. In the spallation process between a thermal neutron and 
10

B, a 
7
Li isotope and an alpha 

particle is produced and both may cause an upsets [39]. Boron is present in borophosphosilicate glass 

(BPSG) sometimes used in the insulating layers between metal layers in semiconductor devices. When 

selecting avionics it is recommended to choose those that are BPSG free. Most modern devices are BPSG 

free but another alternative, which is less commonly applied, is to purify the boron such that it only 

contains 
11

B (approximately 20 % of naturally occurring boron is 
10

B [54]). Another way to mitigate the 

SER contribution from thermal neutrons is to shield the device using cadmium or borinated rubber [6] 

[55]. 

While there are thermal neutrons in the atmosphere already, it is even worse inside a fuselage. Neutrons 

of higher energies have their energy reduced when colliding with aircraft fuel or other material present 

within the fuselage of the aircraft. Some of those have their energy reduced to the thermal spectrum, 

which leads to thermal neutrons flux that is five to 10 times higher within the fuselage than outside 

(shown at altitudes of 10-12 km). The result is that the SER contribution from thermal neutrons may 

actually be higher than the SER contribution from high-energy neutrons if there is 
10

B present in the 

device [8]. 

 Alpha Particles 7.3

About 9 % of the primary cosmic rays are alpha particles. While these may cause problems for space 

applications, they do not pose a problem in avionics since the Earth’s atmosphere effectively stops them 

before reaching flight altitudes. Actually, only a few centimeters of air (at ground level) can act as 

sufficient shielding to block alpha particles (the air is thinner at high altitudes though) [54]. Alpha 
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particles may however be produced in a device from the spallation process between high-energy neutrons 

and silicon. Upsets from these events are still referred to as neutron induced errors though.  

Apart from being produced by cosmic rays, alpha particles affecting integrated circuits may come from 

natural decay of radioactive impurities within the devices or its packaging material. In electronics, the 

most active (in terms of half-time) naturally occurring radioactive isotopes are 
238

U, 
235

U and 
232

Th. These 

may appear in packaging materials, chip materials, materials used to attach the chip and materials used 

during the fabrication process [19]. Alpha particles originating from thorium or uranium contaminated 

packaging materials or from polonium in lead-based solder and flip-chip bumps, have previously caused 

disastrous effects [39]. In 1978, Intel experienced chip packaging contamination from an old uranium 

mine residing upstream the Colorado Green River of a new ceramic factory producing packaging 

modules. In 1986-1987 IBM also experienced contamination in their chips, the source was a phosphoric 

acid used in the manufacturing process because the chemical plant providing the acid cleaned the bottles 

with a 
210

Po deionizer gadget [56]. 

As opposed to the flux of high-energy neutrons, the number of alpha particles can be controlled and 

sensitive areas may be shielded for instance by using thick polyimide coatings [39]. Ultra-low-alpha 

packaging materials, i.e. materials with an emission rate below 0.002 count·hour
-1

·cm
-2

 may be used to 

diminish alpha particle upsets. In addition, the alpha particles from soldering points only travel some 

micrometers in the chips, allowing them to be designed without using more expensive highly purified 

lead (which may not be readily freed of unstable 
210

Pb anyway [54]) by placing the soldering points far 

away from the sensitive regions [55]. It should also be noted that from 1 July 2006, member states of the 

European Union shall ensure that new electronic equipment (with exceptions for some medical and server 

equipment etc.) put on the market does not contain (maximum of 0.1 %) lead [57]. 

 Silicon on Insulator 7.4

The SER may be reduced by enhancements of the device technology for CMOS devices. Silicon on 

insulator (SOI) is a technology where a buried layer of oxide is introduced below the source and drain, i.e. 

between those and the substrate. Figure 42 shows the difference between normal bulk technology and SOI 

technology. Devices manufactured with SOI technology offers several advantages at small feature sizes, 

SOI transistors may typically operate at lower power supply voltages, reducing the power consumption. It 

also offers performance improvements in terms of speed as the junction capacitance between the 

source/drain and the substrate is eliminated [58] [22]. 

 
Figure 42: Bulk CMOS transistor (left) compared to SOI transistor (right). The SOI transistor has a smaller sensitive volume 

and no junction capacitance. 
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Devices manufactured with SOI technology has lower SER than corresponding bulk CMOS devices since 

the sensitive volume of each transistor is reduced. A smaller sensitive volume has a reduced probability of 

being hit and even if an ionizing particle passes through the sensitive volume, the amount of charge 

collected will be less since a smaller total amount of energy will be transferred before the particle leaves 

the volume. Overall, SOI technology offer several times reduced SER and is also latch-up immune since 

they do not have the parasitic thyristor structure found in bulk CMOS (see Figure 26 in section 5.1.4) [6] 

[58]. 

SOI is a prospective technology but has the disadvantage of higher cost than bulk CMOS. One of the 

main challenges has been large volume manufacturing but in August 2012, Soitec presented a white paper 

on “Innovative wafers for energy-efficient CMOS technology”, [59], featuring SOI technology.  

 Memory Cell Radiation Hardening by Design 7.5

A single upset of a memory cell may have catastrophic consequences, thus much effort has been put in 

researching possible solutions to reduce the SER at all design levels. For storage cells many radiation 

hardened designs has been presented for both DRAM and SRAM cells.  

7.5.1 SRAM Resistive or Capacitive Radiation Hardened Design 

One of the early approaches to mitigate SEU effects on SRAM cells was to add resistors in the feedback 

paths. The extra resistance and gate capacitance works as a low pass filter, preventing SEUs from 

changing the state of the memory cell. A SEU will potentially change the initial half of the memory cell 

but the resistor will delay the feedback response, allowing the first half of the cell to reset back to its 

initial state before the error is propagated and the cell’s value is actually changed [60]. The design of such 

a memory cell can be seen in Figure 43.  

The main drawback of this design is the performance penalty; the delay introduced will also delay the 

normal operation of the cell, increasing the write time [61]. The increased resistance will also produce 

more heat, which may cause problems in today’s densely packed memory arrays [62]. 

 
Figure 43: SEU hardened SRAM cell through added resistances which delay feedback. 

Source: "Circuit Techniques for the Radiation Environment of Space", by J. Canaris and S. Whitaker, [60], 1995, IEEE 
Custom Integrated Circuits Conference, p77-80. Copyright © 1995 IEEE. 
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Another way to reduce the susceptibility of an SRAM cell is to increase the capacitance at its diffusion 

areas. Increased capacitance will increase the cell’s critical charge. Such cells will hence not upset from 

particles with low LET. The capacitance can be raised by increasing the size of the cell or by adding 

explicit capacitors. However, designs with increased capacitance also have drawbacks in terms of 

performance and power penalties [22]. 

7.5.2 SRAM Logic Radiation Hardened Design 

Instead of changing the properties of existing cell designs by adding resistance or capacitance, an 

alternative is to create a radiation hardened cell through logic solutions by adding extra transistors. Such 

cells can ensure immunity against single node upsets instead of just improving the SEU tolerance levels. 

The principle of logic hardened design is use two latch sections in order to always maintain a redundant 

copy of stored data. If either section gets upset, the original value can be recovered through feedback 

from the other.  

Several radiation hardened cell designs have been proposed. For example, a radiation hardened latch 

proposed by Rockett in 1988 can be seen in Figure 44. A PMOS slave latch, which acts a redundant 

storage when the clock (CK) is low, is added to a standard 6T-cell. 

 
Figure 44: Radiation hardened storage cell using a redundant slave latch.  

Source: “Upset Hardened Design for Submicron CMOS Technology” by T. Calin et al., [63], 1996, IEEE Transactions on 
Nuclear Science, vol. 43, no. 6, p2874-2878. Copyright © 1996 IEEE. 

The most widely known radiation hardened design is called DICE (Dual Interlocked storage Cell), which 

was presented by T. Calin et al. in 1996 [63]. The design, which can be seen in Figure 45, uses twice the 

amount of transistors compared to a standard 6T cell but provides high resilience towards SEUs. The 

design uses a 4-node structure where the data is stored as two pairs of complementary values (i.e. 1010 or 

0101). Each node is controlled by the two adjacent ones, the principle is illustrated in Figure 46.  
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While the cell can be considered immune to SEU in a single node [63], it is possible that a single particle 

strikes two adjacent nodes simultaneously or that a glitch appears at the output, which is captured by next 

latch, hence using DICE cells reduce SER by estimates of 10 to 100-fold [22]. 

The DICE cell does typically not affect timing trough latches and memory cells but has the disadvantages 

of upwards 25% area and 30-50% power overhead per cell. Hence, the design is attractive for critical 

timing paths but otherwise other mitigation techniques such as EDAC codes are often used instead [56]. 

 
Figure 45: DICE memory cell.  

Source: "Upset Hardened Memory Design for Submicron CMOS Technology", by T. Calin et al., [63], 1996, IEEE 
Transactions on Nuclear Science, vol. 43, no. 6, p2874-2878. Copyright © 1996 IEEE. 

 
Figure 46: Principle of the DICE memory cell.  

Source: "Upset Hardened Memory Design for Submicron CMOS Technology", by T. Calin et al., [63], 1996, IEEE 
Transactions on Nuclear Science, vol. 43, no. 6, p2874-2878. Copyright © 1996 IEEE. 
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7.5.3 DRAM Radiation Hardened Design 

Some techniques to mitigate effects of SEUs in DRAM cells have also been developed. In [64], G. R. 

Agrawal et al. proposes the design found in Figure 47. The design introduces a zener diode between the 

storage node and the vulnerable transistor node. This diode works as a potential barrier between the 

nodes, which shields the storage node, preventing charge from being drained in the event of a SEU.  

 
Figure 47: SEU hardened DRAM cell referred to as self-referencing cell. The breakdown diode operates as a potential 

barrier between the storage node b and the sensitive node s. 
Source: "A Proposed SEU Tolerant Dynamic Random Access Memory (DRAM) Cell", by G. R. Agrawal et al., [64], 1994, 

IEEE Transactions on Nuclear Science, vol. 41, no. 6, p2035-2042. Copyright © 2010 IEEE. 

In [65], A. Bougerol et al. describes a radiation mitigation technique which utilizes the non-symmetrical 

structure of DRAM cells, i.e. only one of two states of a DRAM cell is sensitive to SEUs. For this 

technique, each bit value is stored in two cells (placed physically far from each other such that a SEU will 

not upset both of them). A single additional reference cell is also needed which is always in its insensitive 

state. The technique is described in Figure 48, for example assume logic ‘0’ corresponds to a collection of 

electrons and logic ‘1’ is due to the abundance of such. In addition, the reference cell stores ‘0’ i.e. a cell 

storing ‘0’ cannot be upset. For case 1: the value stored is ‘0’ hence it cannot be upset. For case 2: if the 

value stored in both cells are ‘1’ then no upset has occurred. If the value in one of the cells is ‘0’ however, 

an upset has occurred. In this case, the correct value is always the opposite of the reference cell’s value. 

Obviously, an extra memory controller is required for this design as well as twice the amount of storage 

cells. 
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Figure 48: A DRAM mitigation technique principle. In case 1 the DRAM cell is not susceptible to upsets, in case 2 the 

opposite of the reference value is the correct value.  

Source: "Novel DRAM mitigation technique", by A. Bougerol et al., [65], 2009, IOLTS 2009, 15
th

 IEEE International On-Line 
Testing Symposium, Sesimbra, Lissabon, p109-113. Copyright © 2009 IEEE. 

 Error Detection and Correction 7.6

Error detection and correction (EDAC) algorithms employing error correcting code (ECC) allows all 

SBUs to be corrected. ECC is a common choice for any application that requires some form of reliability. 

It can be implemented in all memories but is rarely used for level 1 cache memories since the 

performance loss would make the cache pointless. For such, fault detection by parity check is more often 

implemented or designers may even consider deactivating level 1 cache for safety critical applications. 

Nonetheless, ECC is widely used in other memories and is even mandatory in NAND flash devices to 

manage bad blocks [51].  

ECC has associated costs in terms of extra redundancy bits as well as computational costs necessary to 

detect faults. The amount of overhead required depends on the amount of data to be protected and what 

kind of ECC is used. The simplest form of error detection is parity protection: a single bit is used to detect 

an error in a set of data. Parity protection can be implemented either as odd or as even parity. For odd 

parity, the total number of ones (including the parity bit) is odd if no error has occurred. For even parity, 

the sum of ones is even. Parity protection can only detect an odd number of bit errors however, if an even 

number of bits are flipped this will not change the sum of ones from odd to even or wise versa [6]. Also 

note that parity protection provides no error correction capabilities, strictly limiting its uses. 

Another code that only allows error detection is cyclic redundancy check (CRC). It was invented by W. 

Wesley Peterson in 1961 and is a popular error detection code for bit streams (such as Ethernet), since it 

is good at detecting errors in noisy transmission channels. CRC is relatively easy to enforce and has many 

different kind implementations, which allows a tailored solution fit for typical SEE errors. On the 

downside, CRC does not provide any error correction itself (which is often solved in transmission 
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systems by for instance asking the transmitter to resend corrupted data), promoting the use of ECCs 

instead [6] [56]. 

There are several different ECCs available, Hamming code being the most commonly used followed by 

Reed-Solomon code. Compared to Hamming code, Reed-Solomon code is more complex and better fit for 

applications subject to burst errors. This is why Reed-Solomon code is often used in for example CD and 

DVD applications and for data transmission correction over erasure channels [66]. 

The Hamming code on the other hand is a code for detecting and correcting single bit errors (unless 

extended to also detect but not correct double bit errors). Hence, it is suitable as a memory ECC targeting 

SEUs since the most common event is SBU. A Hamming code is referred to as (N, K) Hamming code 

where N is the total number of bits (block length) and K is the number of data bits out of those. The 

remaining M=N-K bits are utilized as overlapping parity bits (see Figure 49). With these overlapping 

parity bits, Hamming codes are one of few binary codes which achieve perfection in the sense that 

maximum possible ratio between number of data bits and total number of bits is attained while keeping a 

minimum Hamming distance of 3, allowing single bit error correction [67] [68]. In short, the Hamming 

distance is the number of bits that differentiates two fault-free code words. Thus, for example if the 

minimum Hamming distance of a code would be only 1, then no errors would be detected from a single 

bit flip as it would change the word from a valid (fault-free) combination to another valid combination. A 

minimum Hamming distance of 2 allows detection but not correction of a single bit error while a 

minimum Hamming distance of 3 allows either single bit error detection and correction or two bit error 

detection but no correction (see Table 3) [22]. To achieve aforementioned optimality of Hamming codes 

with a minimum Hamming distance 3, N should be chosen such that N=2
M

-1. Thus the first set of 

Hamming codes are (N,K)=(3,1), (7,4), (15,11), (31,26) and (63,57), corresponding to a data bits to total 

bits ratio of 1/3, 4/7, 11/15, 26/31 and  57/63 respectively [68].  

 
Figure 49: Structure of (7,4)-Hamming code, parity bits (p1, p2, p3) are overlapping to achieve optimality with a minimum 

Hamming distance of 3. 
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Single bit error correction is often demanded, but at the same time, detection of multiple or at least 

detection of two-bit errors is also desired. A common solution for this is to use an extended Hamming 

code with a minimum Hamming distance of 4. This is implemented by adding one additional parity bit to 

the Hamming code, the code is then called SECDED (Single Error Correction Double Error Detection) 

code [69]. 

Minimum Hamming distance 1 2 3 4 5 

Maximal number of bit errors detected 0 1 1 2 2 3 2 3 4 

Maximal number of bit errors corrected 0 0 1 0 1 0 2 1 0 
Table 3: Minimum Hamming distances and their possible combinations of detection and correction. 

Other codes that correct several bits have also been used. For example, a triple error correcting code 

called Golay code was used in the Voyager space program in order to assert the transmission of color 

images from Jupiter and Saturn [70]. These codes are however seldom used due to their great expenses in 

both area and computational-complexity, rather than paying those expenses, bit scattering (see section 

7.8) is preferred to mitigate MBUs [39]. 

 Scrubbing 7.7

Scrubbing is a technique used to find and correct soft errors. The principle is simple: (periodically) check 

whether there are any errors in the memory and if there are, correct them. This can be done in a few ways, 

either the data is checked against a so-called golden source, this golden source is a (slower) memory that 

cannot be upset and contains the exact data that should be available in the memory being checked. Since 

the content of the slower golden source is preferred to remain static, this method is appropriate and 

commonly used in scrubbing for example the configuration memory of FPGAs. Another way to perform 

scrubbing is to check the entire memory using ECC to detect and correct errors (in this case all data is of 

course required to be stored with extra redundant bits).  

Without scrubbing, ECC is normally only run when reading a word line, meaning an error in a word will 

remain uncorrected until that word is read. As long as the initial error remains, there is a potential threat 

of another SEU occurring and causing an uncorrectable (assuming a SECDED code) state with multiple 

upset bits in a single word. Hence, assuming scrubbing is implemented, the periodic checks need to be run 

often enough such that the probability of two SEU occurring to the same word in between them is 

satisfactorily low. It is therefore recommended to scrub 10 times more often than errors are expected [8].  

 Bit Scattering 7.8

The MBU rate has been shown to increase as the feature size shrink [71]. This is no surprise since the 

energy of the residual particles from neutron strikes on silicon devices has not changed, meaning they 

have the same traveling distance and has the same LET as before while memories have become denser 

and the critical charge required to flip a bit has been reduced.  

Bit scattering (or memory interleaving) is a technique employed to diminish MBUs. If bit scattering is 

applied, it means that bits from different logical words are mapped to physically adjacent memory cells. 

Thus, even if a multiple cell upset (MCU) occurs which will upset several bit in close proximity to the 

strike, this will be conceived as several SBUs since the errors reside in different logical words. Correcting 

SBUs compared to MBUs is relatively easy using ECC. The effect of MCUs on memories with and 
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without bit scattering can be seen in Figure 50. Bit scattering has been shown to be very effective in 

today’s high density DRAMs [6]. 

 
Figure 50: Effects of a 2-bit upset in a) a memory without bit scattering, b) a memory with it scattering. When bit scattering 

is used the value of the two adjacent upset memory calls can be corrected using for example SECDED code. 

Memory manufacturers must evaluate whether the scattering performed is enough or not. For instance, it 

might not be enough to separate two cells of the same logical word with a single cell between them. The 

distance required is subject to change with newer generations. In [72], a distance of more than six 

columns is found adequate for neutrons of 22 to 144 MeV incident on a SRAMs of 150 nm technology.  

 Periodic Checks 7.9

One way to deal with SEFIs and SELs that may occur in processing units is by adding some kind of 

periodic check that ascertains the healthiness of the unit. While this will not prevent a latch-up, the goal is 

to detect it. A common type of periodic check is called watchdog or watchdog timer (WDT), which could 

be implemented in either hardware or software. A WDT needs continuous response from the unit it is 

monitoring to reset its timer, and if the timer runs out (which will happen if the monitored unit hangs), 

corrective actions can be taken. The action varies between different implementations but could for 

instance be to take the system to a special state, perform partial reset or even power cycle the system. 

 Modular Redundancy 7.10

Another way to mitigate the effects of SEEs, and other sources of error, is to duplicate hardware modules. 

By utilizing extra hardware replicas, system failures can be prevented with little loss of performance. A 

system may be designed with one or several replicas: dual modular redundancy (DMR), triple modular 

redundancy (TMR), quadruple modular redundancy (QMR) etc. Typically, more replicas will imply lower 

system failure rates. 

There are two main methods for detecting failures in modular redundant systems. The first is to employ 

internal or self-monitoring. The unit then has built-in monitoring which will detect failures within it and 
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peripheral directly connected to it. Self-monitoring can also be implemented with external monitoring 

circuitry, which then does not rely on cross comparison of results from different units. The second method 

is to employ cross monitoring whereby a voter compares the results from all units (which operate in 

parallel). As long as the results from all units are the same there is no fault (assuming not all units would 

happen to fail at the same time). If only two units are used for this method, in case of failure, the voter 

cannot distinguish the faulty unit from the healthy one. Therefore at least three units should be used for 

this method.  

Modular redundancy is dived into passive and active redundancy, which describes the method of control. 

Using passive redundancy only one unit operates at a time and if this unit fails, then it is deselected and 

another unit assumes control. Passive redundancy of course requires internal or self-monitoring as only 

one unit is active at a time. Figure 51 shows the concept of a passive redundant system with two units. 

Using active redundancy, all units run in parallel and contribute to the control signals, if an error is 

detected in a unit, it is deselected and it will no further affect the control signals. One of the challenges in 

designing an active redundant system can be to synchronize the execution of all units, and it is required 

that resets are deterministic such that all units are initiated to the exact same state. Figure 52 shows the 

concept of an active redundant system with three units. 

 
Figure 51: DMR with passive redundancy. Two identical units but only one of these executes. If a failure is detected in the 

executing unit, control is switched to the second “backup” unit. 

 
Figure 52: TMR with active redundancy. All three units execute the same code on the same data in parallel, if the output 

from one unit differs from the other two’s, the unit is regarded faulty and full control is assumed by the other two.  

One of the main disadvantages of passive redundancy is that when the controlling unit fails, a momentary 

loss of control will be experienced before the backup unit resumes operation. Another disadvantage is that 



Design Considerations and Mitigation Techniques 

59 
 

it has to rely on self-monitoring. Achieving complete self-monitoring is not realistic, but above at least 

90 % feasible [6]. Using active redundancy it is easier to achieve a high level of functional monitoring, 

failures in active redundant systems will neither cause momentary loss of control. There is an attractive 

feature to the obligatory self-monitoring that comes with passive redundancy though: with only two units, 

the failure of one will allow the other to take over control. As mentioned, three units are required for 

active redundancy to discern the faulty unit from the others. 

Modular redundancy may be applied system level, duplicating whole systems, but may also be used at a 

much lower level. As an example, Figure 53 shows the surrounding logic making up a simple voter for 

three memory elements used as a single memory cell. 

 
Figure 53: TMR of a memory cell. The logic following the memory elements constitute a majority voter. 

 Shielding 7.11

Thermal neutrons may be captured by a thin shielding layer as described in section 7.2, but high-energy 

neutrons are not stopped quite as easily. The neutron energy spectrum above 10 MeV is barely affected by 

moderate layers of material with low atomic number for instance wood [19]. Nevertheless, with a heavier 

material the flux may be attenuated. Out of many different shielding materials commonly used for 

radiation shielding, concrete seems to be one of the better [73]. The attenuation depends on the thickness 

of the shield. As an example, the high-energy spectrum (above 10 MeV) was attenuated by a factor 2.3 in 

an industrial building with two 15 cm thick concrete slabs plus roofing, ceiling etc. While low-energy 

neutrons was absorbed in the concrete shield, high-energy neutrons interacted with the nuclei in it 

producing new low-energy neutrons in the process, hence the total flux was only attenuated by a factor 

1.6 [19]. An approximation of the attenuation from a concrete shield can be made for neutrons at energies 

above 10 MeV using the following equation from [19]:  

 
 ̇    ̇       

 

    
) 

(19)  

where  ̇  is the initial flux,  ̇ is the attenuated flux and   is the thickness of the concrete shield in meters.  
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High atomic number shields such as steel or lead shields also attenuate the spectrum at high neutron 

energies. In addition, thermal neutrons are absorbed. The shield may on the other hand cause an increased 

flux of a factor 2 or more in the region around 1 MeV [19], but electronic devices are usually not 

susceptible to neutrons in the energy region 0.4 eV to 1 MeV. 

In conclusion, efficiently shielding against high-energy neutrons in aircraft applications is naturally not an 

option. 

 Operational Degradations 7.12

Some SEEs can be avoided by reducing the circuit operational levels of certain electronics. Lowering the 

operational voltage of for power transistors, i.e. use the same device but at lower power, is a preferred 

method to avoid SEGR and SEB [72]. 

On the other hand, for digital devices, lower operational voltage for will generally increase the SER. For 

devices with higher operational voltage, the critical charge required to cause an upset is larger.  

To reduce the probability of SET effects, the operating frequency could be lowered, by doing so the 

probability of transient being latched into downstream devices is lowered. Some studies have also shown 

that the SER has minor temperature dependence [55]. 
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8 SER estimations 
There are several different ways to calculate or estimate the potential SER of a system but either way the 

fluence of atmospheric neutrons at the operational environment needs to be known or estimated since the 

SER is proportional to the flux. If the flux is not already known, for airborne applications it may be 

calculated using any of the methods described in section 4.2. For ground based outdoor applications the 

Nasa-Langley model may provide fair estimates but preferably the neutron flux is instead measured at the 

location, especially for indoor applications where the geometry and building materials otherwise needs to 

be taken into consideration. Another alternative is to model the neutron flux in the building using a 

high-energy radiation transport code such as MCNPX (Monte Carlo N-Particle eXtended), Fluka or Geant 

[19]. 

The device susceptibility towards atmospheric neutrons, i.e. the probability of incident neutrons causing 

upsets, needs to be established. The susceptibility is often described as upset cross section (CS) per 

sensitive bit. The CS,  , in units cm
2
·bit

-1
 is defined as: 

   
       

             
 (20)  

As seen in equation (20), the CS is proportional to the number of errors received when exposed a specific 

neutron flux and as mentioned there are several ways to find this relationship. One way, which is more 

thoroughly described in section 1 below, is to expose the device to a known or measured fluence of 

particles (preferably neutrons for avionics) and count the number of upsets through monitoring. Another 

way is to use analytical methods or Monte Carlo methods and letting a computer simulate incident 

particles on devices and its sensitive regions. A third way is to assume that device has an equable CS as 

for similar devices (in terms of device type, technology, supply voltage, etc.) with previously established 

CS. 

Since the CS represents the fraction of neutrons that will yield soft errors, it has a dependency on incident 

neutron energy. The CS may sometimes be accurately described with energy dependence as demonstrated 

for quasi mono-energetic neutron tests as described in section 9.1.1.1, but for white neutron sources 

(providing neutrons from a wide energy spectrum, see section 9.1.1) the CS is often assumed to be zero 

below 10 MeV and constant above. While many white neutron sources may deliver many of its neutrons 

below 10 MeV, devices’ susceptibility often drops rapidly below 40 MeV making it a fair estimation that 

the CS is zero in this region. 

Once the expected neutron flux and the CS are known, the expected SER per bit can be calculated using 

the following equation: 

     ∫    )  
    )

  
   

    

  

 (21)  

In the case of a white neutron source, equation (21) can be simplified by using an average value for   

above 10 MeV, thus: 
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                               (22)  

According to the IEC Model, the SER above may be compensated to include the approximate 

contribution from thermal neutrons by using the following equation: 

                     
           

          
 
        

        
            (23)  

For thermal neutrons, the CS is experimentally obtained using a thermal neutron beam [8]. 
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9 Design Testing 
In order to estimate the SER of a component, statistics from previous results may sometimes be utilized 

together with calculations of the flux expected during operation to provide a rough SER estimate. This 

however is only an estimation, in addition the SER varies from manufacturer to manufacturer, for 

instance the approximated SER for SRAMs from Samsung may usually be divided by a factor 2 

compared to other manufacturers’ SRAMs [8]. To get a (perhaps) better estimation of the SER, computer 

simulations may be used. The best estimation however is achieved through experimental testing where the 

device is actually subject to high-energy particles. This is often done by using a high intensity neutron, 

proton or heavy ion beam, after which the results are scaled according to the expected (atmospheric) 

particle flux. In addition to receiving the best SER estimation, experimental testing is currently the only 

way to estimate the SEL rate of devices [8]. 

 Accelerated Testing 9.1

In accelerated testing, the DUT is subject to a high flux of particles. This allows devices to be tested 

against years’ worth of atmospheric radiation in a short amount of time, making it an efficient method to 

ascertain the device’s susceptibility towards atmospheric radiation.   

Accelerated testing is carried out in radiation facilities that are only available at a few locations around 

the world. Since the number of suitable facilities available for testing is limited, getting a timeslot in one 

of the popular ones can be hard and the price high (for example approximately $8000/day for the beam at 

Los Alamos Neutron Science Center in USA or €400/hour at The Theodor Svedberg Laboratory in 

Sweden) [8]. There are more proton than neutron radiation facilities around the world. While results from 

monoenergetic proton radiation sources are comparable to the results from quasi monoenergetic neutron 

sources (especially for high energies) [74], JEDEC do not recommend using proton sources for energies 

below 50 MeV as the SEU CS for energy levels below this can show noticeable differences depending on 

the type of incident particle. Thus, testing at neutron facilities is preferred. These have different properties 

in terms of energy spectrum and intensity of the beam. A neutron beam can be either a white beam (also 

known as a spallation beam) or a quasi monoenergetic beam. Proton beams are monoenergetic. 

When producing a particle beam, usually protons or antiprotons are accelerated to the desired energy in a 

cyclotron. If a neutron beam rather than a proton beam is desired, the accelerated particles are transported 

to a target. When this target is struck by the accelerated particles, it will through nuclear reactions radiate 

a neutron spectrum along with other (charged) particles (radiation will occur primarily in incident 

direction). The non-neutron particles are separated from the mixed particle beam by magnetic fields, 

leaving a pure neutron beam. If a thermal neutron beam is desired the neutrons needs to be slowed down, 

this is usually done by letting the beam pass through a tank filled with heavy water which absorbs most of 

the neutrons’ energy. This step in producing a thermal neutron beam brings the neutrons down to an 

average energy of about 0.025 eV. In order to slow them down further (and thus increase the effect of 
10

B 

if present) a deuterium liquid at 25 K is sometimes used to bring the energy down to around 0.005 eV. 

JEDEC Standard No 89A (JESD89A), [19], defines the standard requirements and procedures when 

performing SER testing of integrated circuits; it specifies a basic test methodology, a minimal test plan, 

and how results are to be reported.  
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Typically, tests are performed with the beam at normal incidence as the angle usually have low impact on 

the results, but a quick check to determine angle dependence is recommended. A background radiation 

test without any particle source should first be run for maximum test duration during which the DUT must 

exhibit no soft errors. 

For memory arrays, the basic test methodology is to store a known data pattern in the array and 

continuously check for bit errors while exposing the memory to the accelerated particle beam. If possible, 

the fluence over time of the beam should be logged, as well as a timestamp for each error [8]. 

The basic test procedure defined by JEDEC is presented as seven steps:  

1) Setup and check-out of the test equipment used during the testing. 

2) Initial beam and setup check using a reference chip. The reference chip should have a high SER 

and should be capable of withstanding a high total radiating dose. This test serves to validate the 

test equipment and calibrate beam dosimeters. 

3) Initial test of device. 

4) Data collection, the beam fluence should be high enough to induce at least 100 upsets during the 

test period to establish enough statistical confidence that the sensitive volume of the DUT has 

been irradiated. Note that it is preferable to also test the device at a lower flux to check for a 

nonlinear SER flux dependence. 

5) Final test of device, this test is performed using the same conditions as in 3), which allows for 

conclusions regarding to total dose effects on the device. 

6)  Repeat steps 3) through 5) for other devices. 

7) Final beam and setup check using the reference chip. 

According to the JEDEC standard [19], the final report shall include the following: 

 A DUT description including: 

o Sample size and number of devices tested. 

o Vendor, part number and Die rev. 

o Process technology including feature size, number of metal layers, presence of polyimide 

or other layers etc. 

o Circuit type (e.g. SRAM, DRAM, Microprocessor etc.). 

o Type and coverage of on-chip ECC, if any. 

o Dimension of the active device area tested. 

o Package description including type, connection to chip, materials and geometries. Also 

include any modifications made prior to testing. 

 A Test description including: 

o Test duration. 

o Voltage (external supply, internal regulated, etc.). 

o Temperatures during test, both junction and ambient temperatures. 

o Whether the test is static or dynamic, i.e. whether the number of errors is counted after 

irradiation or if results are continuous read out while irradiating (with or without applying 

new vectors). Also note if the DUT is run at a different cycle time than intended during 

operation. 

o Refresh rate of memories etc. 
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o Test patterns and stored data patterns. 

o ATE (Automatic Test Equipment) used (commercial model and/or physical description). 

o Description of the test board. 

o If any special shielding is used (e.g. cadmium foil for shielding against thermal neutrons). 

o Any problems or unusual behavior experienced. 

 Fail information including:  

o Failure timestamp. 

o Failing electrical address(es). 

o Failing physical location(s). 

o Electrical signature of soft errors where the type (e.g. SBU, MCU, MBU, SEL, SEFI, 

etc.) of error is specified. Also note that the failure rate as for example failures in time 

(FIT) should be reported for each type, for example: FIT(total)=(total number of 

events/device hours)·10
9
, FIT(single-cell)=(total number single cell events/device 

hours)·10
9
, FIT(multiple cell)=(total number of multiple cell events/device hours)·10

9
 

and FIT(SEL)=(total number of SEL events/device hours)·10
9
. 

o Voltage, test/data patterns applied, if ECC was active or not, etc. at the time of failure. 

o Identification of failures that are multiple-cell errors. 

o Electrical signature and source of hard errors if such are experienced. 

After irradiation, the metals in DUTs usually become radioactive (more so for alpha particle and heavy 

ion tests than for tests using a neutron or proton source). Thus, irradiated samples are usually kept in 

isolation at the irradiation facility for a few weeks up to several months until the radiation is within 

acceptable levels, and only then can the samples be allowed to be sent back to their owner.  

9.1.1 Accelerated Neutron Testing 

Accelerated neutron testing is an efficient way to estimate the SER as well as study other SEEs on 

electronics. Tests may be performed with both high-energy neutrons and thermal neutrons. Testing with 

high-energy neutrons can be performed using either a white neutron beam or a quasi monoenergetic such.  

A white neutron beam contains neutrons from a wide energy spectrum, as such it may represent the 

atmospheric neutron spectrum very well and little effort is required to translate the results from tests to 

expected SER during operation. An example of a good white neutron source is the one found at the 

Weapons Neutron Research (WNR) Facility at the Los Alamos National Laboratory in the United States. 

At this facility the neutron beam energies ranges from about 0.1 MeV to over 600 MeV [75]. Its spectrum 

is very similar to the energy spectrum of atmospheric neutrons but its flux is about 10
8
 times higher than 

the terrestrial flux at sea level. Although the direct proportionality between SER and flux level at this high 

fluence is somewhat debated, the combination of this and a spectrum similar to the atmospheric one 

implies that not much more work other than dividing the experimentally found SER by 10
8
 is required to 

estimate the SER at sea level [22]. The fluence of a neutron source is typically given only for energies 

above 10 MeV despite that approximately 40% of the terrestrial neutron flux above 1 MeV is comprised 

of neutrons in the 1<E<10 MeV region [19]. Using the provided fluence will still give a fair estimation 

however due to the steep drop in device SEU CS for energies below 40-90 MeV. The SEU CS for 

neutrons with energy below 10 MeV is considered zero while it is considered constant for higher energies 

[17]. 
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For a quasi monoenergetic source, the energy spectrum of the beam is focused around a specific energy 

but since it is hard to separate neutrons at different energies the beam also includes a significant quantity 

of neutrons at energy levels below the achieved peak. This “tail” below the energy peak may span over 

more than 100 MeV [19], thus when performing tests with a quasi monoenergetic source, extra effort is 

required to account for this tail when translating the test results to expected SER in operational 

environment. The unfolding techniques required to find the SEU CS for the peak energies in experiments 

with quasi monoenergetic neutron beams are not fully reliable; there is always a notable uncertainty in the 

methods, implying that the SEU CS found is not fully correct [19]. For those reasons, a white neutron 

spectrum may be preferred. There are advantages of quasi monoenergetic sources though, they have 

additional application areas and performing tests with such a beam will provide an energy-resolved SEU 

CS [8]. In order to obtain correct results from tests with a quasi monoenergetic source, the JEDEC 

standard recommends using at least four different energies: 14 MeV, 50-60 MeV, 90-100 MeV and >200 

MeV. These data points are then preferably fit to a smooth curve using a four-parameter Weibull 

distribution [19]. In [76] it has been shown that a quasi monoenergetic source and the method described in 

section 9.1.1.1 can be used to attain results similar to those achieved using a white source. 

Devices may also be tested for thermal neutron susceptibility, in such tests the neutron energy is from 

around 0.025 eV down to around 0.005 eV depending on how much the neutrons are slowed before 

reaching the radiation site [8]. In order to ascertain the purity of the neutron source (i.e. ensure that the 

source only provides thermal neutrons), it is recommended to perform two tests, one with cadmium foil 

wrapped around the irradiated sample, and one without. Since the cadmium foil effectively absorbs 

neutrons with energy less that 0.4 eV, the sample with such wrapped around it may only acquire upsets 

from high-energy neutrons (if such exist in the beam). 

Neutrons can easily pass through most material hence multiple circuits boards with DUTs are often 

placed back to back in the neutron beam to lower the test time needed. The neutron fluence may be 

tracked with detectors. As an example, a flux reduction of 4% for each circuit board was measured in a 

test by Karnik et al. [22]. 

9.1.1.1 SEU CS Calculations for Quasi Monoenergetic Neutron Sources 

As described above it is recommended to use at least four different energies for quasi mono-energetic 

neutron testing. The following steps presented in [8] may in that case be used to calculate the SEU CS and 

achieve results that agree well with results that would be obtained from experiments using a white neutron 

source instead. 

Step 1: For the first energy level with lowest energy peak, calculate an estimation of the CS using 

equation (20) and call this CS0. As the fluence is given for the peak of the quasi mono-energetic neutron 

spectrum, equation (20) will provide an overestimate of the true CS.  

Step 2: Integrate over the current quasi mono-energetic neutron spectrum as shown in equation (21) using 

a “constructed CS” which is formed by drawing a straight line from the upset threshold or the “CSn” from 

the previous quasi mono-energetic energy spectrum to the energy peak of the current quasi 

mono-energetic neutron spectrum. The upset threshold is the neutron energy level where the device first 

shows susceptibility towards energetic neutrons. It differs depending on several factors such as device 

technology, supply voltage and manufacturer. Some approximate upset thresholds can be seen in Table 4. 

The referenced “CSn” is formed in Step 4.  
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Device Technology [µm] 0.40 0.25 0.18 0.16 0.13 0.09 

Threshold [MeV] 10 5 3 2 1 0.5 
Table 4: Approximate SEU energy thresholds for SRAM based devices.  

Source: “Guideline for designing and integration of Avionics concerning atmospheric radiation”, by T. Granlund, [8]. 
Reprinted with permission. 

Step 3: Compare the number of SEUs calculated in Step 2 to the number of upsets actually received 

during the test. The calculated number of SEUs will be larger, why CS0 must be reduced; exchange CS0 

(CSx) with CS1 (CSx+1) which is chosen smaller than CS0 (CSx). 

Step 4: Repeat Step 2 and Step 3 until the calculated number of SEUs are within chosen margin of error 

of the actual number of upsets (recommended is within one error). Call the CS last used CSn as it will be 

used for the next quasi mono-energetic neutron spectrum in Step 2 instead of an upset threshold. 

Step 5: Use the next quasi mono-energetic neutron spectrum and go through Step 1 to Step 4. The first 

CSn remains fixed while changing the second lowest CSx.  

Step 6: Repeat the process for all remaining quasi mono-energetic neutron spectrums. 

Step 7: It is recommended to redo all steps two more times to find a better CS curve. 

The SER at the operational environment can then be calculated by using equation (21) with an expected 

differential neutron spectrum at the operational environment (which can for example be calculated using 

the methods described in section 4.2). 

9.1.2 Accelerated Proton Testing 

As mentioned in section 9.1, protons may be used for testing electronic devices’ susceptibility towards 

cosmic radiation. This is commonly performed for space applications as the majority of the primary 

cosmic rays are protons. Proton sources may also be used for testing of equipment operating in the 

terrestrial environment; studies has shown that the proton SEU CS is approximately the same as the 

neutron SEU CS for energies above 50 MeV, thus testing with protons may provide an adequate 

estimation of neutron SEU rate [74] [77]. Proton beams are monoenergetic. As such, JEDEC recommends 

at least four measure points. Since proton beams are monoenergetic without tails of lower energy protons, 

such tails need not be taken into consideration for SEU CS calculations. Protons should however not be 

used when testing devices against lower energy particles, this is due to effects such as the coulomb barrier 

which imposes a noticeable difference between proton and neutron SEU CS between 20 MeV and 50 

MeV. Proton source based tests that include this energy region usually show an underestimation of the 

true SER but this discrepancy is usually small compared to the overall uncertainty.  

9.1.3 Accelerated Alpha Particle Testing 

Alpha particles are strongly ionizing and may cause soft errors in integrated circuits if they reach a 

sensitive region. On the other hand, alpha particles from outer space are effectively stopped in the 

atmosphere itself. However, the problem arises from impurities in the materials used in the device, in its 

packaging (main source), or from those used in the manufacturing process. Since the alpha particles 

typically originate from the device or its package rather than the outside environment, the flux of alpha 

particles does not depend on altitude or other geographical coordinates (unless for some reason positioned 

close to an alpha particle emitting source of course). Rather, it depends on the type, placement and 

amount of radioactive impurities present in the device or its package [19]. A study has shown that for 
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bulk SRAM in 0.13 µm technology, only a few ppm of uranium in the silicon wafer is enough to induce a 

SER equal to or larger than the SER induced by neutrons at sea level (note however that at flight altitudes 

of 10-12 km, the same contribution only corresponds to about 1 % of the total SER) [8]. 

One option for accelerated alpha particle testing is to use a monoenergetic alpha particle beam. This 

method allows irradiation of partial areas of a device and test of angle dependencies, but a complete test 

requires several test runs in order to cover different angels and energies [8]. A more readily employed 

alternative is to expose the DUT to radioactive isotopes such as 
241

Am, 
238

U or 
232

Th. These are available 

as disks or thin foils with radioisotopes deposited or diffusion-bounded to them [22]. Preferably, the 

source used is larger than the device area, which implies that most of or all angles of incidence are 

covered in a single test. Since alpha particles may be stopped by a thin solid material and only travel 5-8 

cm in air it is important to directly expose the top of the chip to the radioactive source with as low 

distance as possible between the source and chip. JEDEC [19] recommends a spacing of less than 1 mm 

between the alpha particle source and the DUT. The actual spacing shall be recorded in the final report 

[22]. The active chip area must be exposed, thus if the DUT is encapsulated in a plastic package it must 

be removed (or have unpackaged chips delivered directly by the manufacturer) to not hinder alpha 

particles from reaching the chip. If the packaging includes a die coating such as polyimide, it should be 

left in place in order to achieve accurate test results. Ceramic dual-in-line packages (CERDIP) or pin-grid 

array (CPGA) packages are recommended as these will keep the top of the chip exposed and the spacing 

between the source and the DUT at minimum [19]. For flip-chip packages where the chip top is not 

exposed and the sensitive area is hard to reach, a radioactive fluid may be used instead of foil. If so, apply 

this fluid at the edges such that it may flow under the chip and reach the sensitive region [22]. 

Isotopes radiating alpha particles do so at distinct energy levels (which depend on the type of radioactive 

material). For example, 
238

U in equilibrium emits eight alpha particles at discrete energy values between 

4.15 and 7.69 MeV [19]. However, a distributed spectrum is to be expected from packaging materials 

where the impurities are distributed over the package material (alpha particles emitted from inside the 

package will lose some of its energy before it reaches the device). Thus in order to achieve a distributed 

spectrum rather than a discrete one, the thickness of the source (foil) should be at least 0.04 mm thick as 

this is how far an alpha particle at 10 MeV may travel before coming to halt in dense metals [19]. 

For accelerated alpha particle testing the final report mentioned in section 9.1 shall according the JEDEC 

standard [19] also include: 

 Source description including: 

o Source serial number and other means of identification. 

o Source isotope(s) used. 

o Source activity (in Curies). 

o Last date when the source’s radioactivity was measured (and calibration performed 

thereafter). 

o Source configuration (e.g. isotopes deposited or fusion bounded with gold over-layer 

etc.). 

o Source geometry and size. 

o Source energy spectra if available. 

 Source setup including: 



Design Testing 

69 
 

o Source alignment relative DUT. 

o Apparent shadowing which may attenuate or hinder some of the alpha particle flux. 

o Spacing between source and die. 

o Flux estimated at the die. 

In case an ion beam is used instead, the following shall be included: 

o Ion energy. 

o Beam spot size and particle flux as well as method used to determine the flux. 

o Last date when the detector used to monitor the beam flux was calibrated. 

o Beam angle of incidence. 

o Distance from a reference point must be noted to account for solid angle effects if 

appropriate. 

 Laser Testing 9.2

Pulsed laser beam tests can be employed to examine the SEE sensitivity of integrated circuits. The 

technique has the advantage of less randomness than accelerated testing do, but there are also several 

drawbacks such as the uncertain translation between laser test results and expected neutron SEU rate. On 

the plus side, a pulsed laser facility such as the Single Event Radiation Effects in Electronics Laser 

(SEREEL 2) developed by MBDA at Filtron is potentially nearly an order of magnitude cheaper than 

testing using a traditional particle beam [6].  

Laser tests are different from accelerated tests as the upset mechanism of the two methods differ; in 

accelerated tests ions produce ion tracks either by direct ionization from the incident particle or from the 

ions created in a spallation process, while in laser testing, light mimic the ion track by exiting the atoms. 

In laser tests, electron-hole pairs are formed by absorption of laser photons. As such, devices tested with 

laser will not experience any radiation-induced degradation from cumulative effects nor will they become 

radioactive [78]. 

The use of laser testing allows identification of SEE sensitive areas since the laser beam, as opposed to 

the beam in accelerated tests, may be applied at specific parts of the DUT with high accuracy (0.5 µm 

steps for SEREEL 2 [6]). However, for highly scaled technologies the laser spot size is often large enough 

to induce charge over several transistors simultaneously (see Figure 54). The diameter of the laser beam is 

typically around 1 µm which is a lot compared to typical 0.02 µm in diameter ion tracks formed by heavy 

ions passing through a device [79]. Such multiple-transistor charge inductions provided by a laser beam 

are not normally seen from particle radiation, making it an unrealistic, unsought effect that restricts the 

use of laser testing.  
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Figure 54: 1 µm laser spot (blue circle) applied to a 45 nm SRAM.   

Source: "Estimation of Heavy-Ion LET Thresholds in Advanced SOI IC Technologies From Two-Photon Absorption Laser 

Measurements", by R. J. Schwank et al., [78], 2010, IEEE Transactions on Nuclear Science, vol. 57, no. 4, p1827-1834. 
Copyright © 2010 IEEE. 

There are two main techniques employed for laser testing: single-photon absorption (SPA) and two-

photon absorption (TPA). In the SPA technique, the energy of a single photon is enough to elevate an 

electron from the valence band (past the band gap) to the conduction band in the semiconductor substrate, 

thus creating an electron-hole pair. In the TPA technique, simultaneous absorption of two photons is 

required for the electron to get past the band gap and create an electron-hole pair [80].  

When SPA is employed, the laser beam is usually applied from the topside of the chip. If it were to be 

applied from the backside, it would be crucial to remove the wafer substrate since the photons have high 

enough energy to otherwise be absorbed in the substrate before reaching the critical volume. However, 

applying the laser beam from the topside may also prove ineffective as metal layers may pose a problem 

by reflecting the beam and hindering its advance to the critical volume. This accessibility problem of the 

SPA technique is a major motivating factor for the TPA technique. Although the technique is not 

completely liberated from problems, TPA can be used for backside radiation without removing the wafer 

substrate while still depositing the majority of the pulse charge within the sensitive area of the device 

[80]. The technique utilizes how photons with energy below the band gap energy of the substrate will not 

be absorbed (see Figure 55) unless the intensity is high enough such that two photons may be absorbed 

simultaneously. Thus, TPA is achieved within the device by adjusting the focus of the laser such that the 

focal point is placed in the critical volume. Hence, with TPA techniques the laser beam may be used to 

induce critical charge at a specific point chosen in three dimensions. The concept of TPA is illustrated in 

Figure 56.  
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Figure 55: Absorption spectrum of silicon in room temperature.   

Source: "Subbandgap Laser-Induced Single Event Effects: Carrier Generation via Two-Photon Absorption", by D. 
McMorrow et al., [80], 2002, IEEE Transactions on Nuclear Science, vol. 49, no. 6, p3002-3008. Copyright © 2002 IEEE. 

 
Figure 56: TPA laser through backside of circuit, topside obscured by metal layers and packaging.   

Source: "Subbandgap Laser-Induced Single Event Effects: Carrier Generation via Two-Photon Absorption", by D. 
McMorrow et al., [80], 2002, IEEE Transactions on Nuclear Science, vol. 49, no. 6, p3002-3008. Copyright © 2002 IEEE. 
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The amount of charge deposited per unit length in laser tests can be varied between essentially zero and 

>200 MeV·cm
2
/mg. Such studies suggest that laser may be used to determine the ion threshold LET 

required to cause upset in a device (since the sensitive volume is limited, high enough LET of a passing 

ion is required to acquire enough charge to overcome the critical charge before the ion leaves the sensitive 

volume). For example, studies has shown a conversion factor of 1-3 pJ laser pulse energy per 1 

MeV·cm
2
/mg heavy ion LET for SPA radiation on the top-side of a SOI device. For TPA, a conversion 

factor of 1 nJ
2
 laser pulse energy per 1 MeV·cm

2
/mg heavy ion LET has been determined. However, the 

nature of laser tests is not that simple and an example of the same device type where these empirically 

derived relations does not hold has been presented [81]. In [79], several phenomena altering the energy 

deposited in the sensitive area are discussed. For TPA, energy is not linearly absorbed when passing 

through wafer substrate, as is the case for SPA. However, the data presented in [79] suggest that the 

charge generation and/or collection mechanism depends on whether the back substrate is removed or not. 

In [81], a correction of about 60 % increased incident laser pulse energy is required to achieve the same 

amount of collected charge in a diode with its substrate left as in a diode with the substrate removed. 

Possible causes for this is reflectivity losses or (TPA) carrier generation in the substrate, other nonlinear 

effects which must be considered are: nonlinear refraction which can lead to distortions in the spatial 

profile of the laser pulse thus altering pulse irradiance, and free-carrier absorption lowering the intensity 

of the laser pulse. In addition, ion strikes and laser pulses may induce displacement currents within 

substrate as discussed in [81], this explains differences in charge collection for SOI diodes tested with and 

without the back substrate removed. 

Problems aside, the regular behavior of the laser allows repeated tests under the same conditions. For 

example, this means it is possible to perform accurate tests comparing different batches of the same 

device. In addition, laser pulses may be delivered to the circuit at chosen times, allowing study of SEE in 

correlation to the device’s current operation cycle [6] [8]. 

One of the major problems with laser testing and the reason for its low usage is the uncertainty in 

correlation between laser/photon induced SEU and neutron induced SEU since it is hard quantitatively 

correlate laser energy to ion LET [78] [8].  

 Real-time (non-accelerated) Testing 9.3

Rather than using a high intensity source of accelerated particles, one way to perform SEE tests is to 

observe a device under test subject to the cosmic radiation available in the terrestrial environment. The 

main drawback of this method is the low flux. Thus, these so-called real-time tests are preferably 

performed on high mountain peaks where the fluence at ground stations is much higher than at sea level. 

Still, long test times (weeks or months [19]) in conjunction with several hundreds of operating devices are 

typically required before enough upsets occur to build enough statistical data to make reliable SER 

estimates. For this reason, real-time testing is not widely utilized but there have been cases such as the 

Xilinx Rosetta Experiments where 2600 FPGAs from a few different families were tested over 10 

different locations [82].  

For devices that will be used on ground, the flux at the test sites may be higher than expected at normal 

operational environment, but this is not the case for flight applications. In [83], out of the ten locations 

used for real-time testing the one with highest altitude was Mauna Kea. At this location, tests were 

performed at an altitude of 13,000 feet. The flux at this height is approximately 14 times lower than the 
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flux at a flight altitude of 39,000 feet (according to the simplified Boeing Model). Hence, real-time testing 

with a single device would require 14 hours of testing to correspond to the experienced radiation during a 

single flight hour.  

According to the JEDEC standard [19], for real-time testing the final report mentioned in section 9.1 shall 

also include: 

 Specifics concerning location and time: 

o Latitude and Longitude. 

o Altitude. 

o Average atmospheric conditions. 

o A description of the building in which the test is performed, including building materials, 

number of floors, windows, etc. The location of the DUTs inside the building shall also 

be specified. 

o Measured neutron flux at the DUTs location or an estimation of the flux including 

calculations. 

o Orientation of DUTs, whether the boards are stacked or planar as well as their orientation 

to the horizon. 

o Time between readouts. 

o Total test duration in hours. 

o Calendar dates of data collection. 

o Calendar date of failure. 
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10 Study of Aircraft Subsystems 
The following five aircraft subsystems have been studied: System 1 (SYS-1), System 2 (SYS-2), 

System 3 (SYS-3), System 4 and SYS-4-B (SYS-4/SYS-4-B) and System 5 (SYS-5).  

For each of these systems its robustness is described in terms of safety mechanisms, error handling and 

eventual redundancy. The expected SER from cosmic radiation induced upsets has been calculated based 

on the radiation sensitive components and eventual mitigation techniques included for each system. The 

SER has then been compared to the actual number potentially atmospheric radiation induced errors that 

has occurred in the systems during the past years of operation, where the list of potentially atmospheric 

radiation induced errors is primarily based on a process of elimination taking parameters such as error 

occasion and error cause into consideration. Each error has also further been reflected upon in terms of 

conceivable fault effects. 

Not only are aircrafts expensive. Apart from loss of aircraft, failure of an aircraft system can also pose an 

imminent risk of fatalities. Even if loss of aircraft is not a possible outcome from failure of a certain unit, 

unnecessary overhaul costs can be avoided thought adept engineering. Thus it should be noted that the 

aircraft systems studied are meticulously designed, aptly developed and thoroughly tested ensure low 

error rates, even in the harsh environment of the atmosphere.  

Note that coming references to “software” refer to both program software and firmware. 

 Environmental Considerations 10.1

Aircraft systems operate in a harsh environment; environmental effects may cause permanent errors but 

may also cause temporary errors, which can appear as NFFs. All systems of the aircraft studied are 

however built with this environment in mind and have operational requirements imposed accordingly. 

The specifics of each requirement depend on where in the aircraft the system is located but may also 

differ between systems in the same section of the aircraft. Some of the environmental effects considered 

here are listed in Table 5.  

Despite all the effort of designing for full functionality at these harsh conditions systems cannot be 

considered fully immune to environmental effects, because the nature of these errors rest upon probability 

factors. However, these requirements (together with their appropriate verification tests) stress the 

system’s resilience towards these effects such that they may be considered a less likely source of errors.  
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Environmental effect Typical requirement 

Steady state acceleration Functionality is required during specified accelerations - in different directions. 
Functionality is required after specified accelerations - in different directions. 

Handling Functionality is required after maintenance or replacement of the unit. 

Shock Functionality is required under influence of shock in accordance with a shock 
response spectrum - in different directions. 

Bump Functionality is required after bump tests - in different directions. 

Angular acceleration Functionality shall remain unaffected by angular acceleration - in different 
angular directions. 

Angular velocity Functionality shall remain unaffected by angular velocity - in different angular 
directions. 

Vibration Functionality is required during and after influence of vibration in accordance 
with different vibration test spectrums. General-, endurance-, and gunfire-
vibration requirements apply. 

Acoustic noise Functionality is required while withstanding acoustic noise. General and gunfire 
noise requirements apply. 

Low air pressure Functionality is required during low air pressure (high altitude). 

Pressure change Functionality is required during pressure changes (climb and dive). 

Low temperature The equipment shall survive low temperatures while not operating. 
Functionality is required at low temperatures. 

High temperature The equipment shall survive high temperatures while not operating. 
Functionality is required at high temperatures. 

Rapid temperature change Functionality is required after rapid temperature changes. 

Gradual temperature change Functionality is required during gradual temperature change. 

Damp heat (humidity) Functionality is required during and after damp heat testing. 

Water Functionality is required after a water drip or water spray test.  

Sand and dust Functionality is required after a blowing dust test. 

Corrosive atmosphere Functionality is required after a salt fog test or a mechanical built up-, 
materials-, and surface treatments-analysis is required. 

Explosive atmosphere The equipment shall not cause ignition to flammable fluids or vapors. 

Solar radiation None for internal equipment. 

Fungus  The equipment shall be designed and constructed of materials that are not 
nutrients for fungi.  

Ice/Freezing rain Functionality is required after stabilization temperature is reached if the 
equipment is cooled down immediately after damp heat (humidity) test. 

Rain erosion None for internal equipment. 

Fire resistance The equipment shall not be able to sustain fire or cause ignition through sparks 
etc. 

Contamination by fluids The equipment shall not be unacceptably affected by temporary exposure to 
specified contamination fluids. 

EMC Functionality is required while the system is exposed to radiated electric fields. 
Table 5: Some environmental effects and requirements considered for modern aircraft systems. 

 SER Calculations 10.2

For each of the five systems studied the SER has been estimated, and these estimations are typically based 

on previous data from accelerated neutron tests of similar components, to give high confidence 

estimations. For each system, every component believed to be sensitive towards cosmic radiation have 

been regarded and SER on component level calculated. The following equation is used to estimate the 

SER contribution from a single component used in a system: 
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              (24)  

Where   is the number of bits in each component,   is the fraction of bits used by the implementation 

(utilization) and   is the average upset rate for each bit in the component,   depends on several factors 

such as scale technology, supply voltage, device type, and implementation (for example 4T or 6T for 

SRAMs). A table with experimentally extracted values for   over a wide range of components may be 

found in Annex H of T. Granlund’s “Guideline for designing and integration of Avionics concerning 

atmospheric radiation” [8].   in this equation is equal to the per bit SER presented in section 1, i.e. CS 

times fluence for a neutron flux of 5,760 neutrons·cm
-2

·h
-1

. 

  in equation (24) is the fraction of SEUs which are not corrected by ECC if such is utilized ( =1 if no 

ECC is implemented). The SER experienced by components may be reduced or fully diminished by using 

EDAC codes, however there is a limit to how many bits the ECC can correct, thus, MBUs can still cause 

failures in a system with ECC protection. If a device has ECC protection and is not susceptible to MBUs 

at all; the SER is zero. If the device is susceptible to MBUs however; the fraction of SEUs which are 

MBUs with too many bit errors to correct should be accounted for when calculating the SER (if for 

example the fractions of uncorrectable SEUs is 1 % then  =0.01).  

The values of   used for the calculations are as mentioned commonly extracted from [3], and these values 

are based on a fluence of 1.6 n·cm
-2

·s
-1

 (5,760 n·cm
-2

·h
-1

) in the energy region from 1 to 1,000 MeV, 

which coincide with the actual fluence of neutrons at an altitude of about 10 km here in southern Sweden. 

This value is fit for many air carriers around the world. However, for the studied aircraft the actual 

average flight altitude is less than 10 km. Hence the tabulated SER for each susceptible component must 

here be corrected in order to be able to compare calculated SER values with the SER found from real 

flights. The correction, as seen in (25), is performed on all components SERs, and is based on a relative 

flux value provided by the flux calculator found at http://www.seutest.com/cgi-bin/FluxCalculator.cgi, 

which is practice for other air carrier companies to use. The calculator provides the relative flux,   , for a 

given location, including altitude, relative to the ground level flux at New York City, USA, which is 

12.9 n·cm
-2
·h

-1
 for neutrons at 10 to 1,000 MeV. The location chosen for the correction is Stockholm at a 

7 km altitude, resulting in relative flux   =101.44. Since neutrons in the entire energy region from 1 to 

1,000 MeV are of interest, the correction term must be divided with 1.05·3,600 n·cm
-2

·h
-1

,
 
which is the 

fluence of neutron at 10 to 1,000 MeV at about 10 km altitude. 

       
       

          
                   (25)  

If the system includes more than one of a specific component, the contribution from that component is 

multiplied with the quantity used in the design: 

                (26)  

where   is the number of the specific component used in the system.  

For each system, the total SER which includes the contribution from all sensitive components has been 

calculated as: 

http://www.seutest.com/cgibin/FluxCalculator.cgi
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      ∑       (27)  

Note that the prefix M is used with different significance for memory size and flight hours. MB i.e. 

Megabyte corresponds to 1,024·1,024 (1,048,576) bytes and Mh corresponds to million (10
6
) (flight) 

hours. 

The calculations are performed for high-energy neutrons only and solely regard soft errors since they are 

the most likely type of radiation induced errors in airborne applications. Hard errors are rather unlikely 

induced atmospheric neutrons. 

 Source Material 10.3

Prior to 2008 failures and maintenance performed were reported to a system called Didas Flyg using 

TRABs (Technical Report Work Order) which were paper forms. In 2008, Didas Flyg was replaced by 

the IT-system Fenix. Fenix is an operation and maintenance monitoring system to which failures and 

maintenance proceedings are reported using a web client [84]. Prior data has been migrated to Fenix and 

events registered in it are read out as technical reports (TRs). 

10.3.1 Technical Reports 

TRs from the Fenix system stands as a basis for the study and describe each error registered for every 

system reviewed. The reports contains data specifying among others: the pilot’s and/or technician’s 

description of the error, date of remark, remarked unit id, aircraft id, error occasion, error classification 

and measure taken. The errors are classified according to the set of categories seen in Table 6. This study 

strives to further determine the possibility of cosmic radiation as the main source of no failure found 

(NFF) errors, thus TRs marked with source of error (FO) “9” are of main concern. An error is typically 

marked with FO: 9 only if no fault is found despite comprehensive troubleshooting. In addition, 

unclassified (FO: 0) errors may be of concern for the study as the source for these errors are not specified. 

Apart from these, all other errors have also been examined to rule out the possibility of erroneous labeling 

(as have been noted for some cases). TRs where FO is left blank or marked with XX have been 

considered as unclassified errors. 
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FO Definition* 

0 Unclassified 

1A Hardware fault 

1B Type fault; hardware 

1C Production quality 

2 Type fault; software 

3A Structural weakness; hardware 

3B Structural weakness; software 

3C Type pursuant functionality 

4A Secondary error; aircraft materiel 

4B Secondary error; support system 

5A Handling fault 

5B Mounting problem 

6 External damage 

9 No fault found (NFF) 

10 Presumptive  exchange 
Table 6: Error categories in Fenix TRs. 
*Translated from Annex A: Code List. 

Due to the heightened possibility of SEUs at flight altitudes (the neutron flux, hence also SEU rates are 

several hundred times larger at flight altitudes compared to those at sea level) the error occasion (TI) as 

specified in the TRs has a pivoting role when discerning prominent errors from others in terms of 

probability of cosmic radiation induced errors. On ground level the probability a SEU is not zero, but the 

low upset rate combined with the relatively short time on ground with systems online motivates the 

exclusion of errors not evoked during flight. Reports marked with TI: 2 are reports of in-flight errors (see 

Table 7), with same reasoning as for FO described above; the plain text of each error, including errors not 

marked with TI: 2, has been scrutinized as the plain text may infer in-flight error while the TI field is 

inaccurate. Note also that errors marked with TI: 1 or TI: 3 are also considered, as the error description 

can for example state “after takeoff” for a TI: 1 marked error or as the fault may first become visible 

when approaching landing and is thus marked with TI: 3 even if it occurred during flight. The plain text is 

considered superordinate other fields, for example; if the pilot remarks a flight altitude at the time of error 

such a remark is considered true over other fields such as TI. 



Study of Aircraft Subsystems 

82 
 

TI Definition* 

1 Start 

2 Other flight 

3 Landing 

4 In-out taxiing  

5 Transport 

6 Readiness 

B B-service 

BY Exchange 

C C-service 

D D-service 

DEV Deviation 

DU 45 days maintenance 

E E-supervision 

EN One time check 

F F-supervision 

FK Functional check 

FUH Inventory maintenance 

G G-supervision 

H H-supervision 

K K-check 

KF Clarification 

KTR Check 

MIN Engine mounting 

MUR Engine dismounting 

MOD Modification 

PK Performance check 

PM Performance measurement 

PR Try out 

R R-supervision 

RA Radiography 

RE Reparation 

RU Round shooting 

SMT Large engine supervision 

SÖ Large overhaul 

TOM One time check in accordance with TO 

TS Supervision 

TS1 Supervision 1 

TS3 Supervision 3 

URE Assessment of reg. data 

US Investigation 

VU 7 days maintenance 

Ö Overhaul 

ÖVR Other 
Table 7: Error occasions in Fenix TRs. 
*Translated from Annex A: Code List. 
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Another field that is used to some extent is the measure (Å) field; it is useful since certain conclusion may 

be drawn based on the action taken by field mechanic following error isolation charts. Table 8 lists the 

values possible for Å. 

Å Definition* 

1 Dismounting 

2 Mounting 

3 Unit exchanged 

4 Reparation 

5 Tune-up/adjustment 

6 No measure 

7 Remaining remark 

8 Detail exchange 

9 Other 
Table 8: Measures in Fenix TRs. 

*Translated from Annex A: Code List. 

Note that a few errors from 2008 may be missing due to the introduction of the Fenix system but that will 

not change this report’s results. 

10.3.2 Maintenance Data Reports 

Maintenance data reports (MDRs) are stored for each flight session; the data includes thousands of 

parameters that are continuously logged during flight. This data allows “recreation” of the flight and 

evaluation through RUF (Registration for Maintenance and Flight safety). Data of interest include among 

others flight altitude. MDRs also include for instance some flags set in the aircraft subsystems that can be 

used to form an event history leading to or evoked by an error. 

In many cases, MDRs have been hard or impossible to get hold of since many sessions flown with earlier 

versions of the aircraft have not been migrated between the RUF system and the newer MGSS 

(Maintenance Ground Support System). In addition, some sessions are stored on tapes that no longer can 

be read. 

10.3.3 Internal Error Logs 

For some cases there are also internal error logs available which can help to pinpoint the source of error. 

These logs are however not always available as they are typically not read or stored by field mechanics, 

rather these may be available if the unit has been sent for overhaul and further investigation.    
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 System 1 (SYS-1) 10.4

SYS-1 consists of a System 1 Unit (SYS-1-U) and System 1 Panel(s) (SYS-1-P(s)), each aircraft has one 

SYS-1-U and one or two SYS-1-Ps depending on configuration (one or two seated aircraft). SYS-1-U 

controls some functions based on either inputs from SYS-1-P(s) and/or commands from the System 5 

(SYS-5) via the 1553 data bus. SYS-1 is a digital system. In the case of an emergency however, it may 

operate at a degraded mode using fully analog electronics. 

The susceptibility towards high-energy neutrons of SYS-1-P is much lower than the susceptibility of 

SYS-1-U. Therefore, only TRs concerning SYS-1-U have been thoroughly studied. TRs categorized 

under SYS-1-P have briefly been examined due to their close relationship to SYS-1-U and since they may 

help provide better understanding of SYS-1-U errors.  

The operation of SYS-1 is not critical to the flight capabilities of the aircraft but may be essential for 

mission continuance. 

10.4.1 System Resilience 

SYS-1 is designed with different modes of operation where different parts of SYS-1 are utilized for 

different modes in order to maintain, not full, but at least some degree of operation if possible in the event 

of a failure. For instance, SYS-1 will enter degraded mode automatically if a power failure occurs. In this 

mode, SYS-1 operates with fully analog circuitry. 

To meet the specified reliability and system safety requirements SYS-1 incorporates a built in test (BIT) 

run at start up as well as functional monitoring (FM) which continuously check the healthiness of the 

system.  

SYS-1-U may not restart during flight. No documentation of any ECC implementation has been found. 

10.4.2 Sensitive Components and SER Calculations 

A list of the sensitive components of SYS-1 has been extracted from internal Saab documents. Where 

available the average SEU rates are verified against the SER table in Annex H of [8]. The list is based on 

the component lists for SYS-1 version 2.  

Since no documentation concerning ECC protection of SYS-1 memory has been found or mentioned 

anywhere it is assumed that none is implemented for any of its components. 

The sensitive components used in SYS-1 are classified. In the full version available to Saab, the 

sensitivity of each component is evaluated and calculated similar to example shown in section 10.4.2.1 

below.  

10.4.2.1 Example SRAM 

Device Example SRAM is a fictional component only used to demonstrate how the SER contribution 

from each sensitive component has been estimated. This SRAM component has a size of 512 kB, and is 

not ECC protected. The device technology is 0.25 µm, which according to [8] implies an average SEU 

rate of 1.5·10
-10

 errors·bit
-1

·h
-1

 assuming 6T technology. Assume that two of these devices are used in the 

system, but they are only 80 % utilized, thus: 
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Data (Example SRAM) Calculation 

Size 512 kB 512·1024·8 x 

Utilization 80 % 0.8 x 

SEU rate 1.5·10-10 errors·bit-1·h-1 1.5·10-10 x 

ECC Not implemented 1 = 

SERC Errors·component-1·h-1 5.03·10-4  

Altitude 7,000 m 0.34618·SERC = 

SERCC Errors·component-1·h-1 1.74·10-4  

    

Quantity 2 devices 2·SERCC = 

SERCCQ Errors/h 3.48·10-4  

Errors/Mh 348  
  

10.4.2.2 Total SER 

The total SER is calculated as the sum of SER contribution from all sensitive components. This SER is 

however classified.  

10.4.3 Fault Effects 

SYS-1 version 2 has previously been evaluated with respect to fault effects impinged by cosmic radiation. 

The SEU effects have been summarized below for each component. Running a SYS-1-U BIT or cycling 

power is typically suggested to fully restore SYS-1-U functionality, this may however not be performed 

during flight.  

Component Effect of SEU 

CLASSIFIED SYS-1 may not be reinitialized with current configuration if a warm restart is performed. 

CLASSIFIED May change SYS-1-P mode or SYS-1-U mode of operation since this component holds 
control data bits. 

CLASSIFIED May cause change in the operation or loss of “functionality X”. Note that degraded mode 
remains unaffected. 

CLASSIFIED May change mode of operation or SYS-1-P control, may also cause degradation or loss of 
“functionality X”. 
May change some SYS-1-U function, possible upset an I/O discrete etc. May also cause 
loss of normal/degraded mode control. 
Note that degraded mode remains unaffected. 

CLASSIFIED May change some SYS-1-U function, possibly cause loss of hardware chip select signals 
and may cause some functionality degradation.  
Note that degraded mode remains unaffected. 

CLASSIFIED May cause among others loss of “functionality X” 

CLASSIFIED May change a single sample that will be recorded. This is not detectable during flight. 

CLASSIFIED Recorder output operation degradation or degradation of one of the spare RS-422 serial 
data channels. This is not detectable during flight. 

CLASSIFIED Possibly wrong/faulty instruction executed by the processor, which can lead to unwanted 
change(s) in SYS-1 operation or possibly lock-up. Note that degraded mode remains 
unaffected. 

CLASSIFIED May cause an incorrect 1553 message or degradation of SYS-1 1553 communication. 
Note that degraded mode remains unaffected. 

CLASSIFIED May cause momentary change in SYS-1-P operation or possible degradation or loss of 
some functionality. Note that degraded mode remains unaffected. 

Table 9: SYS-1 failure mode effects summarized. 
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10.4.4 Error Overview 

The total number of errors studied for SYS-1 is classified. Therefore, a percentage (rounded to the closest 

whole number) instead of the number of errors from each source of error category is given in  

FO* 0 or blank/XX 1A 9 Other 

Errors (%) 14 30 37 20 

Table 10. Several categories (1B, 1C, 2, 3A, 3B, 3C, 4A, 4B, 5A, 5B, 6 and 10) have been grouped into 

“Others”. The most common classification of SYS-1-U errors is FO: 9, i.e. NFF error. Approximately 37 

% of the errors correspond to this category. The second most common category is hardware error; 30 % 

of the errors have been reported as such.  

The remarks range in date from 2006-06-12 to 2012-06-07. During this period, both version 2 and 

version 4 units have been used; 89 % of the errors occurred on version 2 models and 11 % of the errors 

occurred on version 4 models. Prior to 2006-06-12 a different SYS-1 was used, this SYS-1 had a different 

design with dissimilar components to the current and is therefore not interesting for this study.  

FO* 0 or blank/XX 1A 9 Other 

Errors (%) 14 30 37 20 
Table 10: SYS-1-U error statistics, source of error.  

* FO as specified in TRs. 

As shown in Table 11, 24 % of the errors occurred during flight, these do not include errors during 

takeoff or landing. 

TI 2 Others 

Errors (%) 24 76 
Table 11: SYS-1-U error statistics, error occasion. 

* TI as specified in TRs, “Other” include all but TI:2. 

10.4.5 Error Specifics 

The majority of this section has been removed as the information is classified. In the full version, this 

section lists all errors that have been concluded potentially induced by cosmic radiation and have no other 

prescribed source of error. These errors are referred to as CCRIEs (conceivably cosmic radiation induced 

errors). Each error listed is also briefly discussed, including a plausible explanation to why cosmic 

radiation could be the triggering source. Comments from experts on SYS-1 are also provided together 

with additional and essential information found regarding the specific error. A single CCRIE is presented 

below as an example. 

While extended errors logs are stored within the units, these are rarely read and thus hard or impossible to 

get hold of, hence further information about an error other than what is specified in the TRs is scarce.  
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Example of CCRIE 

Altitude 10,600 m. 

Reasoning 
and short 

description 

Error occurred during flight. No fault found. Warning W1. After flight, the 
evaluation indicated a 1553-fault. 

Comments and 
further studies 

1553-fault may be caused by a SEU in one of the sensitive components. Note 
that the altitude is above average thus the probability of a cosmic radiation 
induced error is higher than normal. 

Conclusion Conceivably a cosmic radiation induced error. 
 

10.4.6 Error Statistics 

This section presents some statistical observations of the errors on SYS-1-U. nCCRIE is used as 

abbreviation for number of conceivably cosmic radiation induced errors, i.e. the number of errors which 

could be caused by SEUs based on the results above. nECRIF is used as an abbreviation for number of 

expected cosmic radiation induced faults which is equal to the SER calculated above times the 

accumulated number of flight hours for SYS-1-U units studied. The total accumulated flight time for all 

pertinent SYS-1-U units is about 70,500 hours. 

SYS-1 statistics 

Flight hours: 70,500 h 

Calculated SER (=nECRIF per fh): CLASSIFIED errors/h 

Total # errors: CLASSIFIED errors 

Total # in-flight* errors: CLASSIFIED errors 

Total # NFF*1 errors: CLASSIFIED errors 

In-flight errors:  24 % 

NFF errors: 37 % 

Average altitude at time of CCRIE*2:  
Average of known altitudes only: 

7,900 m 

10,600 m 

 

Total # errors per fh: CLASSIFIED errors/h 

# in-flight errors per fh: CLASSIFIED errors/h 

MTBF*3: CLASSIFIED h 

MTBF (in-flight): CLASSIFIED h 

 

nECRIF*4: CLASSIFIED faults 

nCCRIE: CLASSIFIED errors 

nCCRIE per fh: CLASSIFIED errors/h 

MTBF (CCRIEs only): CLASSIFIED h 

 

nCCRIE/total # errors: 5 % 

nCCRIE/total # in-flight errors: 19 % 

nCCRIE/total # NFF errors: 13 % 

nCCRIE/nECRIF: 20-57 % 
Table 12: SYS-1-U statistics. 

* As specified in TRs (i.e. marked with TI: 2). 

*
1
 As specified in TRs (i.e. marked with FO: 9). 

*
2
 Altitude when the conceivably cosmic radiation induced errors occurred (if available), if no altitude is available an 

average value of 7,000 m is assumed for that error.  

*
3 
Mean time between failures including all errors but regards flight hours, offline or online system hours on ground are not 

accounted for.  
*

4
 Assuming a flux of 2,165 neutrons·cm

-1
·h

-1 
corresponding to the flux over Stockholm at 7,000 m altitude. 
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The nCCRIE are fewer than the nECRIF. One of the main reasons for this is likely that not all upsets will 

show up as visible errors. It should also be noted that a small contribution might also come from the 

calculated SER due to an overestimation of one of the component’s sensitivity; experimental testing 

shows a much lower SER for this component than what the calculations does. As can be seen, the ratio 

nCCRIE/nECRIF is about 20-57 %, thus it is possible that only a fifth of all SEUs which occur in SYS-1-

U becomes visible as errors. 19 % of all in-flight errors could potentially be caused by cosmic radiation. 

10.4.7 Summary and Remarks 

SYS-1 is not a flight safety critical system but loss of functionality may be mission prohibitive. The fault 

effects of a SEU in SYS-1 are widespread; it may cause a faulty sample to be stored or it may have SYS-1 

lock-up (see Table 9 in section 10.4.3). 

SYS-1-U has a relatively high calculated SER under the assumption that no ECC is implemented, yet for 

the period 2006-06-12 to 2012-06-07, only a few errors were found to be CCRIEs despite that about 37 % 

of all errors were NFF errors. Most of the listed CCRIEs can be theoretically linked to upsets in specific 

devices by Table 9 in section 10.4.3, but no extended error logs have been examined since such are rarely 

accessed or saved, nor would further investigation of the CCRIEs likely yield any significant information 

to further corroborate or refute cosmic radiation as the source of error for these. 

  



Study of Aircraft Subsystems 

89 
 

 System 2 (SYS-2) 10.5

Two System 2 (SYS-2) are mounted in each aircraft with slightly different functionality. They will be 

referred to as SYS-2-A and SYS-2-B. SER calculations below are made for a single SYS-2. Failure 

effects regarded are those for SYS-2-A. 

Failure of SYS-2-B has likely no effect on flight safety and failure of SYS-2-A will not reduce the 

performance or flying capability of the aircraft per say, but may imply other minor commotions if 

functionality is lost. 

10.5.1 System Resilience 

As with all of the studied aircraft’s computer systems, a built in test (BIT) is run at start up to verify the 

functionality of SYS-2. Functional monitoring (FM) also continuously monitor the unit as long as it is 

powered by an external unit (SYS-2 may be battery powered for up to about 440 hours). SYS-2 has no 

redundancy or explicit means to counter cosmic radiation; it does not incorporate any ECC protection or 

modular redundancy.  

SYS-2 has a watchdog (MAX 693A) which monitors the power supply and the processor. If the watchdog 

times out from absent updates from the processor or if the power supply voltage is too low the watchdog 

will restart SYS-2 and perform a reset. 

10.5.2 Sensitive Components and SER Calculations 

The list of sensitive components with their specifications and memory utilization is extracted from SYS-2 

radiation analysis documents. Average SEU rates used in the calculations are taken from [8], Annex H.  

The sensitive components used in SYS-2 are classified. In the full version available to Saab, the 

sensitivity of each component is evaluated and calculated similar to example shown in section 10.5.2.1 

below.  

10.5.2.1 Example SRAM 

Device Example SRAM is a fictional component only used to demonstrate how the SER contribution 

from each sensitive component has been estimated. This SRAM component has a size of 512 kB, and is 

not ECC protected. The device technology is 0.25 µm, which according to [8] implies an average SEU 

rate of 1.5·10
-10

 errors·bit
-1

·h
-1

 assuming 6T technology. Assume that two of these devices are used in the 

system, but they are only 80 % utilized, thus: 
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Data (Example SRAM) Calculation 

Size 512 kB 512·1024·8 x 

Utilization 80 % 0.8 x 

SEU rate 1.5·10-10 errors·bit-1·h-1 1.5·10-10 x 

ECC Not implemented 1 = 

SERC Errors·component-1·h-1 5.03·10-4  

Altitude 7,000 m 0.34618·SERC = 

SERCC Errors·component-1·h-1 1.74·10-4  

    

Quantity 2 devices 2·SERCC = 

SERCCQ Errors/h 3.48·10-4  

Errors/Mh 348  
 

10.5.2.2 Total SER 

The total SER is calculated as the sum of SER contribution from all sensitive components. This SER is 

however classified.  

10.5.3 Fault Effects 

The fault effects of SYS-2 vary. An upset in one of the sensitive components of SYS-2 may pass by 

unnoticed or may completely crash SYS-2.  

Failure effects of defective SYS-2 components have been regarded in a SYS-2 FMEA. A defective 

sensitive component may lead to a non-functional SYS-2, typically prohibiting all communication from 

SYS-2. This will be detected by external, cooperating equipment and noted as communication failure. In 

the FMEA, a defect in a sensitive component is considered as category 3 failure effect, corresponding to 

mission prohibitive failure.  

10.5.4 Error Overview 

The remarks range in date from 2008-02-19 to 2011-11-30. Errors that occurred prior to 2008-02-19 have 

not been studied due to recommended directives from experts on SYS-2 system. SYS-2 was modified 

around late 2007 after which it received some new and updated parts. In addition, the unit has had a few 

software updates. Before this date, or rather before the introduction of Fenix, which was put into 

operation around the same time, all TRs for SYS-2s were written under the same denomination, which 

will be called “denomination X”. These have no serial number. Now TRs are divided into SYS-2-A and 

SYS-2-B but it appears that some errors are still reported using the old annotation. Primarily the TRs for 

SYS-2-A has been studied but the TRs following the old annotation and written later than 2008-02-19 has 

been reviewed as well. Note that these TRs include errors that do not necessarily strictly relate to SYS-2-

A. For completeness TRs specifically regarding SYS-2-B has also briefly been surveyed, but none of 

these described any in-flight errors. 

The total number of errors studied for SYS-2 is classified. Therefore, a percentage (rounded to the closest 

whole number) instead of the number of errors from each source of error category is given in Table 13. 

Several categories (1B, 1C, 2, 3A, 3B, 3C, 4A, 4B, 5A, 5B, 6 and 10) have been grouped into “Others”. 

The errors on the first row only concern SYS-2-A at Swedish flotilla. Specific SYS-2-B TRs have been 

omitted since they are not likely detected during flight or at all.  
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Only a few of the “specific SYS-2-A” errors have FO: 9, but some additional errors have unspecified 

cause of error. On the other hand, 61 % of the “denomination X” errors are marked with FO: 9. 

FO* 0 or blank/XX 1A 9 Other 

Errors (%) SYS-2-A 53 27 13 7 

Errors (%) “denomination X” 1 1 61 37 

Total (%) 9 5 54 32 
Table 13: SYS-2 error statistics, source of error.  

* FO as specified in TRs. 

As shown in Table 14, only 4 % of all errors occurred during flight according to the TRs, these do not 

include errors during takeoff or landing. To be more precise, none of the “specific SYS-2-A” TRs had any 

TI set, they were all blank. From the plain text describing the errors it could however in all but one case 

easily be concluded that the errors were present while on ground. The last of those was also concluded to 

occur on ground after further studies. Hence, overall none of the “specific SYS-2-A” errors is believed to 

be induced by cosmic radiation. 

TI* 2 Others 
Errors (%) SYS-2-A 0 100 

Errors (%) “denomination X” 5 95 

Total (%) 4 96 
Table 14: SYS-2 error statistics, error occasion. 

* TI as specified in TRs, “Other” include all but TI:2. 

10.5.5 Error Specifics 

The majority of this section has been removed as the information is classified. In the full version, this 

section lists all errors that have been concluded potentially induced by cosmic radiation and have no other 

prescribed source of error. These errors are referred to as CCRIEs (conceivably cosmic radiation induced 

errors). Each error listed is also briefly discussed, including a plausible explanation to why cosmic 

radiation could be the triggering source. Comments from experts on SYS-2 are also provided together 

with additional and essential information found regarding the specific error. A single CCRIE is presented 

below as an example. 

Example of CCRIE 

Altitude 8,535 m. 

Reasoning 
and short 

description 

Error occurred during flight. No fault found. Warning SYS-2-A U/S. The 
warning was then star marked.  

Comments and 
further studies 

SYS-2 U/S could be caused for instance by lock-up of the processor, in this 
case the watchdog timer will run out and the unit will restart. A soft error 
induced by cosmic radiation would then be cleansed, whereby the warning 
would become star marked. 

Conclusion Conceivably a cosmic radiation induced error. 
 

10.5.6 Error Statistics 

This section presents some statistical observations of the errors on SYS-2. nCCRIE is used as 

abbreviation for number of conceivably cosmic radiation induced errors, i.e. the number of errors which 

could be caused by SEUs based on the results above. nECRIF is used as an abbreviation for number of 

expected cosmic radiation induced faults which is equal to the SER calculated above times the 
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accumulated number of flight hours for SYS-2 units studied. 2,900 hours is the total accumulated flight 

time for all units that are reported specifically as SYS-2-A. The flight time for “denomination X” is not 

available, thus the total flight time for “denomination X” units has been approximated to 18,800 by 

assuming that the average time between errors is equal for those as for “specific SYS-2-A” units. The 

total accumulated flight time is then approximately 21,700 hours.  

SYS-2 statistics 

Flight hours: 21,700 h 

Calculated SER (=nECRIF per fh): CLASSIFIED errors/h 

Total # errors: CLASSIFIED errors 

Total # in-flight* errors: CLASSIFIED errors 

Total # NFF*1 errors: CLASSIFIED errors 

In-flight errors:  4 % 

NFF errors: 54 % 

Average altitude at time of CCRIE*2:  
Average of known altitudes only: 

7,768 m 

8,535 m 

 

Total # errors per fh: CLASSIFIED errors/h 

# in-flight errors per fh: CLASSIFIED errors/h 

MTBF*3: CLASSIFIED h 

MTBF (in-flight): CLASSIFIED h 

 

nECRIF*4: CLASSIFIED faults 

nCCRIE: CLASSIFIED errors 

nCCRIE per fh: CLASSIFIED errors/h 

MTBF (CCRIEs only): CLASSIFIED h 

 

nCCRIE/total # errors: 2 % 

nCCRIE/total # in-flight errors: 50 % 

nCCRIE/total # NFF errors: 4 % 

nCCRIE/nECRIF: 20 % 
Table 15: SYS-2 statistics. 

* As specified in TRs (i.e. marked with TI: 2). 
*

1
 As specified in TRs (i.e. marked with FO: 9). 

*
2
 Altitude when the conceivably cosmic radiation induced errors occurred (if available), if no altitude is available an 

average value of 7,000 m is assumed for that error.  
*

3 
Mean time between failures including all errors but regards flight hours, offline or online system hours on ground are not 

accounted for.  
*

4
 Assuming a flux of 2,165 neutrons·cm

-1
·h

-1 
corresponding to the flux over Stockholm at 7,000 m altitude. 

It is clear that most errors reported for SYS-2 did not occur during flight, the majority of the TRs report 

failures upon starting the aircraft. A few errors have occurred in flight however and half of those can 

potentially be attributed to cosmic radiation effects. These errors correspond to 20 % of the expected 

number of soft errors, it is however likely that not all SEUs has induced visible errors. Overall, the 

nCCRIE compared to the total number of errors reported is low (around 2 %). The nCCRIE to number of 

NFF errors ratio of only about 4 %, but as mentioned, there are few errors that were detected during 

flight, which is why the nCCRIE is low. 
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10.5.7 Summary and Remarks 

Due to hardware upgrades, only errors from post 2008-02-19 have been studied.  While there are two 

SYS-2s in each aircraft, it is primarily SYS-2-A that has been regarded. SYS-2 failures only have minor 

effects in regard to flight safety. This follows naturally from the tasks of SYS-2. 

SYS-2 has no redundancy, which leads to a rather high expected SER since upset bits in any of the 

sensitive components will not be corrected. Fault effects from upsets in some components are however 

widespread, this may be the reason to why only 20 % of the expected number of errors are visible as 

CCRIEs. Instead of for example redundancy, SYS-2 has watchdog that may deal with some errors by 

restarting the unit if the processor fails to update the watchdog timer, which may have been the case for at 

least one of the conceivably cosmic radiation induced errors.  

More than half (54 %) of the errors studied for SYS-2 are marked as NFF errors, but only a few errors 

occurred during flight.  
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 System 3 (SYS-3) 10.6

SYS-3 is a unit that controls safety critical systems where anomalous behavior may have severe impact on 

continued flight and flight safety. Therefore, much effort has been made to make it a robust system with 

very low probability of failure. 

SYS-3 is a safety critical system where anomalous behavior may have severe impact on continued flight 

and flight safety. To ensure rigorous operation, procedures for development of outmost flight critical 

systems have therefore been followed when developing SYS-3. 

10.6.1 System Resilience 

SYS-3 is designed with little modular redundancy; two redundant channels for 1553 bus transactions exist 

but the system itself is designed with single modules. Instead, system resilience is achieved by the 

implementation of a Safe state. If SYS-3 malfunctions, it may shut down to Safe state. In this mode, 

certain settings are adapted to attain as safe as possible continued flight and landing. The unit has special 

hardware logic to keep as much functionality as possible, even in Safe state.    

SYS-3 has a BIT which runs at startup. It also has continuous functional monitoring as well as a 

watchdog timer to verify system healthiness and detect degradations of the system that may require 

shutdown to Safe state.  

One of the atmospheric radiation sensitive components has ECC protection that corrects single bit errors. 

SYS-3 is not allowed to restart during flight. 

10.6.2 Sensitive Components and SER Calculations 

A list of sensitive components with their specifications and memory utilization is extracted from internal 

Saab documents. Average SEU rates used in the calculations are to a major extent taken from [8], Annex 

H.  

The sensitive components used in SYS-3 are classified. In the full version available to Saab, the 

sensitivity of each component is evaluated and calculated similar to example shown in section 10.6.2.1 

below.  

10.6.2.1 Example SRAM 

Device Example SRAM is a fictional component only used to demonstrate how the SER contribution 

from each sensitive component has been estimated. This SRAM component has a size of 512 kB, and is 

not ECC protected. The device technology is 0.25 µm, which according to [8] implies an average SEU 

rate of 1.5·10
-10

 errors·bit
-1

·h
-1

 assuming 6T technology. Assume that two of these devices are used in the 

system, but they are only 80 % utilized, thus: 
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Data (Example SRAM) Calculation 

Size 512 kB 512·1024·8 x 

Utilization 80 % 0.8 x 

SEU rate 1.5·10-10 errors·bit-1·h-1 1.5·10-10 x 

ECC Not implemented 1 = 

SERC Errors·component-1·h-1 5.03·10-4  

Altitude 7,000 m 0.34618·SERC = 

SERCC Errors·component-1·h-1 1.74·10-4  

    

Quantity 2 devices 2·SERCC = 

SERCCQ Errors/h 3.48·10-4  

Errors/Mh 348  
 

10.6.2.2 Total SER 

The total SER is calculated as the sum of SER contribution from all sensitive components. This SER is 

however classified.  

Note that without the ECC protection of one of the sensitive components, the total SER of SYS-3 would 

be more than 26 times larger than the calculated value. 

10.6.3 Fault Effects 

In Table 16 below, fault effects from SEUs in different SYS-3 components are briefly summarized. 

Component Effect of SEU 

CLASSIFIED The failure will be verified by BIT (cannot be run while in flight) or FM, SYS-3 will be shut 
down to Safe state by software. 

CLASSIFIED This component is only used for 5 ms at power down, hence the probability of an upset is 
very low, and in addition, the failure mode is not critical in the sense that it will not 
jeopardize other aspects of system safety.  

CLASSIFIED This component is used for continuous AD/DA-conversion. In the case of an upset in it, an 
erroneous output will be seen for a 30 Hz cycle before a correct value is sent.  

CLASSIFIED SBUs will be corrected but SMUs will cause SYS-3 to shut down to Safe state. 

CLASSIFIED The failure will be verified by BIT (cannot be run while in flight) or FM, SYS-3 will be shut 
down to Safe state by hardware or software. Parts of the component are parity protected 
thus SBUs will immediately cause SYS-3 to shut down to Safe state, in the case of an 
SMU hardware or software will put the system to Safe state. 

CLASSIFIED The values stored in this component for transmission to or from the 1553 bus are 
continuously updated at 30 Hz. Values are sent over two redundant channels but an error 
in the component may still cause an erroneous message. 

Table 16: SYS-3 fault effects. 

10.6.4 Error Overview 

The total number of errors studied for SYS-3 is classified. Therefore, a percentage (rounded to the closest 

whole number) instead of the number of errors from each source of error category is given in Table 17. 

Several categories (1B, 1C, 2, 3A, 3B, 3C, 4A, 4B, 5A, 5B, 6 and 10) have been grouped into “Others”. 

The most common classification of SYS-3 errors is FO: 1A, i.e. hardware errors, 40 % belong to this 

category. 22 % of the errors are NNF errors and 10 % of the errors are unclassified, some of which may 

also be regarded as NFFs.  
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The remarks range in date from 2002-08-23 to 2012-08-16. 

FO* 0 or blank/XX 1A 9 Other 

Errors (%) 10 40 22 28 
Table 17: SYS-3 error statistics, source of error.  

* FO as specified in TRs. 

As shown in Table 18, 15 % of all errors occurred during flight, these do not include errors during takeoff 

or landing. 

TI* 2 Others 

Errors (%) 15 85 
Table 18: SYS-3 error statistics, error occasion. 

* TI as specified in TRs, “Other” include all but TI:2. 

10.6.5 Error Specifics 

The majority of this section has been removed as the information is classified. In the full version, this 

section lists all errors that have been concluded potentially induced by cosmic radiation and have no other 

prescribed source of error. These errors are referred to as CCRIEs (conceivably cosmic radiation induced 

errors). Each error listed is also briefly discussed, including a plausible explanation to why cosmic 

radiation could be the triggering source. Comments from experts on SYS-3 are also provided together 

with additional and essential information found regarding the specific error. A single CCRIE is presented 

below as an example. 

Example of CCRIE 

Altitude No info. 

Reasoning 
and short 

description 

While the TR indicates TI: Övr the plain text states that the pilot discontinued 
the flight as the error appeared, i.e. the error occurred during flight. The cause 
of error is not specified (FO: 0). During flight, the status panels indicated a 
fault and warnings were received. When the power was switched off and on 
again, full functionality was restored. 

Comments and 
further studies 

Due to the severity of this failure, an extensive investigation was immediately 
initiated seeking the cause of error. It was concluded that a sinus generator on 
a circuit temporarily malfunctioned. It is essential for certain functionality that 
the sinus generator output the right frequency. Thus, when the problem was 
detected by FM, part of the system was shut down. Exactly why the frequency 
was altered remains unclear but it is believed that a voltage drop should have 
been discovered in the investigation. The sinus generator from Micro Linear 
contains radiation sensitive digital data registers. One of those is used to 
determine the frequency of the oscillator that, if altered by cosmic radiation, 
could cause the error.  

Conclusion The sinus generator is not listed among sensitive components as its 
contribution to the overall SER of the system is very low (only a few registers 
of 21 bits or less are the sensitive parts). No other source of error is found 
though and the fault effect is in coherence with a cosmic radiation induced 
error in this device. Thus, this errors seems likely caused by a SEU, hence it 
is a conceivably cosmic radiation induced error. 
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10.6.6 Error Statistics 

This section presents some statistical observations of the errors on SYS-3. nCCRIE is used as 

abbreviation for number of conceivably cosmic radiation induced errors, i.e. the number of errors which 

could be caused by SEUs based on the results above. nECRIF is used as an abbreviation for number of 

expected cosmic radiation induced faults which is equal to the SER calculated above times the 

accumulated number of flight hours for SYS-3 units studied. The total accumulated flight time for all 

pertinent SYS-3 units is about 136,200 hours. 

SYS-3 statistics 

Flight hours: 136,200 h 

Calculated SER (=nECRIF per fh): CLASSIFIED errors/h 

Total # errors: CLASSIFIED errors 

Total # in-flight* errors: CLASSIFIED errors 

Total # NFF*1 errors: CLASSIFIED errors 

In-flight errors:  15 % 

NFF errors: 22 % 

Average altitude at time of CCRIE*2:  
Average of known altitudes only: 

7,000 m 

No info.  

 

Total # errors per fh: CLASSIFIED errors/h 

# in-flight errors per fh: CLASSIFIED errors/h 

MTBF*3: CLASSIFIED h 

MTBF (in-flight): CLASSIFIED h 

 

nECRIF*4: CLASSIFIED faults 

nCCRIE: CLASSIFIED errors 

nCCRIE per fh: CLASSIFIED errors/h 

MTBF (CCRIEs only): CLASSIFIED h 

 

nCCRIE/total # errors: 2 % 

nCCRIE/total # in-flight errors: 14 % 

nCCRIE/total # NFF errors: 9 % 

nCCRIE/nECRIF: 100 % 
Table 19: SYS-3 statistics. 

* As specified in TRs (i.e. marked with TI: 2). 
*

1
 As specified in TRs (i.e. marked with FO: 9). 

*
2
 Altitude when the conceivably cosmic radiation induced errors occurred (if available), if no altitude is available an 

average value of 7,000 m is assumed for that error.  
*

3 
Mean time between failures including all errors but regards flight hours, offline or online system hours on ground are not 

accounted for.  
*

4
 Assuming a flux of 2,165 neutrons·cm

-1
·h

-1 
corresponding to the flux over Stockholm at 7,000 m altitude. 

The calculated SER for SYS-3 is rather low. The nCCRIE to nECRIF ratio is 100 % however, which 

indicates that the majority (or all) cosmic radiation induced faults in SYS-3 become visible as errors. This 

also reflects the benefit of ECC and the strategy of low utilization rate for highly susceptible devices (as is 

visible in the full report). Approximately 14 % of all SYS-3 in-flight errors could potentially be caused by 

cosmic radiation but only 15 % of the total number of errors occurred during flight. SYS-3 has a very low 

nCCRIE to number of NFF errors ratio of about 9 %, which is primarily due to the low nCCRIE. 
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10.6.7 Summary and Remarks 

SYS-3 is a very flight safety critical system where a failure could lead to disastrous effects. It is however 

designed with a Safe state to which many fault effects will lead if necessary, allowing resumed flight and 

(advocated) landing. Due to the criticality of the system, it has developed accordingly, thus software 

errors are not likely. 

22 % of the errors studied are reported as NFF errors, but the very low figure of the calculated SER for 

SYS-3 is mainly due to the ECC protection of one of the sensitive components; the number of expected 

cosmic radiation induced faults over the 136,200 flight hours spent between 2002-08-23 and 2012-08-16 

are few. The ratio of in-flight errors is rather low (approximately 15 %), and out of the in-flight errors 

only 14 % are CCRIEs. This leads to a 100 % nCCRIE to nECRIF ratio that can be seen as an indication 

that the error detection rate of SYS-3 is prominent.  

The CCRIEs have different error patterns ranging from general SYS-3 warnings to ones that are more 

specific such as the example in 10.6.5. If a thorough investigation of SYS-3 is performed by technical 

experts and is launched immediate after a failure so that all logs are accessed, the in-depth analysis may 

(as for the error shown above) yield detailed results of the source of error. In this case, the analysis 

pointed at a sinus generator that contains SEU sensitive registers. If time and money allows such in-depth 

investigations should always be carried out to find the source of a NFF error.  
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 System 4 (SYS-4) and SYS-4-B 10.7

System 4 (SYS-4) may operate by itself but may optionally also be aided by SYS-4-B by combining the 

data from the two. SYS-4-B is part of the SYS-4 module and the entire thing (SYS-4, including SYS-4-B) 

will be referred to as SYS-4/SYS-4-B. 

The operation of SYS-4/SYS-4-B is not critical to the flight capabilities of the aircraft but may be 

essential for mission continuance. 

10.7.1 System Resilience 

SYS-4/SYS-4-B system has no modular redundancy but has in a sense some natural fault tolerance built 

into the unit since SYS-4-B and SYS-4 support each other. In addition, one component of SYS-4 is 

protected by a built in checksum test which corrects most of the errors which occur in it. 

A few years ago, a cross monitor system was implemented that compares data calculated by SYS-5 (with 

data provided by SYS-4) to results of calculations performed by a backup system. The backup system 

calculates these values primarily based on data from another unit and is therefore unaffected by loss of 

SYS-4. Not all warnings set by cross monitoring system are reported as SYS-4/SYS-4-B errors however. 

For example, warning W2 (which comes from the monitoring system) is reported as SYS-4/SYS-4-B 

error only in a small portion of the instances. 

To meet the specified reliability and system safety requirements, SYS-4/SYS-4-B incorporates a built in 

test (BIT) run at start up as well as functional monitoring (FM) which continuously check the healthiness 

of the system.  

SYS-4 may not restart during flight. 

10.7.2 Sensitive Components and SER Calculations 

SYS-4/SYS-4-B was developed by an external corporation, thus instead of a detailed component list, a 

cosmic radiation assessment has been provided. The radiation assessment has been reviewed by Saab, the 

final results are presented in an internal Saab document and these are summarized below. According to 

tests performed using a proton beam the built in checksum test corrects approximately 94 % of the upsets 

which occurs in the protected component.  

One major sensitive component used in SYS-4 has been listed though. For this component, the sensitivity 

has (in the full version) been calculated similar to the example shown in section 10.7.2.1 below.  

10.7.2.1 Example SRAM 

Device Example SRAM is a fictional component only used to demonstrate how the SER contribution 

from each sensitive component has been estimated. This SRAM component has a size of 512 kB, and is 

not ECC protected. The device technology is 0.25 µm, which according to [8] implies an average SEU 

rate of 1.5·10
-10

 errors·bit
-1

·h
-1

 assuming 6T technology. Assume that two of these devices are used in the 

system, but they are only 80 % utilized, thus: 
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Data (Example SRAM) Calculation 

Size 512 kB 512·1024·8 x 

Utilization 80 % 0.8 x 

SEU rate 1.5·10-10 errors·bit-1·h-1 1.5·10-10 x 

ECC Not implemented 1 = 

SERC Errors·component-1·h-1 5.03·10-4  

Altitude 7,000 m 0.34618·SERC = 

SERCC Errors·component-1·h-1 1.74·10-4  

    

Quantity 2 devices 2·SERCC = 

SERCCQ Errors/h 3.48·10-4  

Errors/Mh 348  
 

10.7.2.2 Total SER 

The total SER is calculated as the sum of SER contribution from all sensitive components. This SER is 

however classified.  

Note that without the ECC protection of one of the sensitive components, the total SER of 

SYS-4/SYS-4-B would be about 1,3 to 12 times larger than the calculated value. 

10.7.3 Fault Effects 

The below summarized fault effects are derived from reports from the external corporation, these concern 

the impact of cosmic radiation on SYS-4/SYS-4-B. They are primarily based on experimental data from 

190 MeV proton tests on older designs of SYS-4/SYS-4-B and its components. 

The most prevalent error among those which are functional or performance errors (errors which are 

detected by the checksum test are not included) is functional lockup of SYS-4/SYS-4-B, in particular 

lockup of a part of SYS-4-B. This part’s lockups appear to be due to single event latch-up of the chips in 

it, which often induces high current draw. Other functional or performance errors, which required reset of 

the system, include loss of certain SYS-4-B functionality, loss of certain SYS-4 functionality and 

functional degradation of the 1553 I/O. 

10.7.4 Error Overview 

The total number of errors studied for SYS-4/SYS-4-B is classified. Therefore a percentage (rounded to 

the closest whole number) instead of the number of errors from each source of error category is given in  

FO* 0 or blank/XX 1A 9 Other 

Errors (%) 5 33 42 20 

Table 20. Several categories (1B, 1C, 2, 3A, 3B, 3C, 4A, 4B, 5A, 5B, 6 and 10) have been grouped into 

“Others”. The most common classification of SYS-4/SYS-4-B errors is FO: 9, i.e. NFF error; 42 % of the 

errors belong to this category.  

The remarks range in date from 2001-05-19 to 2012-09-03. 

FO* 0 or blank/XX 1A 9 Other 

Errors (%) 5 33 42 20 
Table 20: SYS-4/SYS-4-B error statistics, source of error. 

* FO as specified in TRs. 
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As shown in Table 21, 34 % of errors occurred during flight, these do not include errors during takeoff or 

landing. 

TI* 2 Others 

Errors (%) 34 66 
Table 21: SYS-4/SYS-4-B error statistics, error occasion. 

* TI as specified in TRs, “Other” include all but TI:2. 

10.7.5 Error Specifics 

The majority of this section has been removed as the information is classified. In the full version, this 

section lists all errors that have been concluded potentially induced by cosmic radiation and have no other 

prescribed source of error. These errors are referred to as CCRIEs (conceivably cosmic radiation induced 

errors). Each error listed is also briefly discussed, including a plausible explanation to why cosmic 

radiation could be the triggering source. Comments from experts on SYS-3 are also provided together 

with additional and essential information found regarding the specific error. A single CCRIE is presented 

below as an example. 

Warning W3 SYS-4 U/S is a warning that has appeared in several potential cosmic radiation related 

errors. This warning usually appears for communication related failures, in particular over the 1553 bus 

between SYS-4/SYS-4-B and SYS-5. Such an error could for example arise from SEUs in the 

communication unit, hence such errors where the cause of error has not been established are conceivably 

cosmic radiation induced errors. Warning W3 has several secondary warnings such as W7 and W6. 

The warning W4 SYS-4-B U/S appears at numerous instances, and this warning trigger on different kind 

of SYS-4-B failures ranging from battery failure to data invalid warnings. Data invalid warnings can have 

different causes. Such occurred during the proton beam test and required power cycling to restore 

operation.  

In new software editions, alarm W4 will not trigger from the same amount of faults it did previously, 

rather it focuses on SYS-4-B hardware faults. This will however not affect this study. Warning W4 can 

also be set if SYS-4-B locks up, this was the most common type of performance degrading error 

experienced during the proton beam test. There is a procedure to follow when troubleshooting units after 

warning W4 is obtained. First SYS-4 and SYS-4-B SC and FC2 is run, if no errors are detected by those, 

the unit is assumed functional. Thus if SYS-4-B had a soft error (induced by cosmic radiation) the unit 

should not be replaced. There are however still a few errors where warning W4 is evident yet the unit has 

been exchanged. Since these have FO: 9 and no cause of error is stated in the plain text these are regarded 

as exceptions to the procedure described above. For instance, evaluation in MGSS could show interesting 

behavior leading to the unit being replaced and sent for overhaul despite no functional degradation 

evident from the SC or FC2. 
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Example of CCRIE 

Altitude 9,140 m. 

Reasoning 
and short 

description 

Error is reported with TI: Övr but obviously occurred during flight (at 9,140 m). 
No fault found. Warning W3 SYS-4 U/S and W7 evident. Secondary warnings 
W5 and W6. 

Comments and 
further studies 

See information about warning W3 above. 

Conclusion Conceivably a cosmic radiation induced error. 
 

10.7.6 Error Statistics 

This section presents some statistical observations of the errors on SYS-4/SYS-4-B. nCCRIE is used as 

abbreviation for number of conceivably cosmic radiation induced errors, i.e. the number of errors which 

could be caused by SEUs based on the results above. nECRIF is used as an abbreviation for number of 

expected cosmic radiation induced faults which is equal to the SER calculated above times the 

accumulated number of flight hours for the SYS-4/SYS-4-B units studied. The total accumulated flight 

time for all pertinent SYS-4/SYS-4-B units is about 143,500 hours. 

SYS-4/SYS-4-B statistics 

Flight hours: 143,500 h 

Calculated SER (=nECRIF per fh): CLASSIFIED errors/h 

Total # errors: CLASSIFIED errors 

Total # in-flight* errors: CLASSIFIED errors 

Total # NFF*1 errors: CLASSIFIED errors 

In-flight errors:  34 % 

NFF errors: 42 % 

Average altitude at time of CCRIE*2:  
Average of known altitudes only: 

6,413 m 

5,142 m 

 

Total # errors per fh: CLASSIFIED errors/h 

# in-flight errors per fh: CLASSIFIED errors/h 

MTBF*3: CLASSIFIED h 

MTBF (in-flight): CLASSIFIED h 

 

nECRIF*4: CLASSIFIED faults 

nCCRIE: CLASSIFIED errors 

nCCRIE per fh: CLASSIFIED errors/h 

MTBF (CCRIEs only): CLASSIFIED h 

 

nCCRIE/total # errors: 13 % 

nCCRIE/total # in-flight errors: 37 % 

nCCRIE/total # NFF errors: 30 % 

nCCRIE/nECRIF: 62.3-100.0 % 
Table 22: SYS-4/SYS-4-B statistics. 

* As specified in TRs (i.e. marked with TI: 2). 
*

1
 As specified in TRs (i.e. marked with FO: 9). 

*
2
 Altitude when the conceivably cosmic radiation induced errors occurred (if available), if no altitude is available an 

average value of 7,000 m is assumed for that error.  
*

3 
Mean time between failures including all errors but regards flight hours, offline or online system hours on ground are not 

accounted for.  
*

4
 Assuming a flux of 2,165 neutrons·cm

-1
·h

-1 
corresponding to the flux over Stockholm at 7,000 m altitude. 
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In Table 22 it can be seen that nCCRIE (reported) and nECRIF (calculated) are not too different (although 

from 61 faults appear as the more likely value based on a report from the manufacturer). This indicates 

that the reality agrees well with the (primarily) experimentally extracted SER. Only about 13 % of the 

total number of errors are CCRIEs, i.e. possibly induced by atmospheric radiation. However, compared to 

the four other systems in this study SYS-4/SYS-4-B has the highest nCCRIE per flight hour. Many of the 

errors marked as NFF errors have been explained without the TRs being updated. These contribute to a 

lowered nCCRIE to number of NFF errors ratio, which is about 30 %. 

10.7.7 Summary and Remarks 

A SYS-4/SYS-4-B failure is not considered to have detrimental impact to flight safety. Nevertheless, a 

faulty SYS-4/SYS-4-B may have dire consequences. While the SYS-4/SYS-4-B is not built with modular 

redundancy in itself, there is a backup and reference system separate from SYS-4/SYS-4-B also used to 

calculate similar aircraft data etc., but it has lower performance. Fortunately, one of the major sensitive 

components of SYS-4 has a checksum test, which corrects approximately 94 % of all SEUs that occurs in 

it. Without this redundancy, the estimated SER of SYS-4/SYS-4-B would be more than twice as high if 

4T technology is assumed. 

The fault effects from cosmic radiation incident on SYS-4/SYS-4-B is among others lockup of a part of 

SYS-4-B, loss of certain SYS-4-B functionality, and functional degradation of the 1553 I/O. SYS-4-B 

failures are typically evident through warning W4, though in recent years the criteria for this warning has 

changed to include a narrower spectrum of faults.  

42 % of all SYS-4/SYS-4-B errors studied are reported as NFF errors. While other causes have been 

found for many of the NFF errors, there are still some left that are considered CCRIEs. Some of these 

could possibly be caused by problems with certain function, but the number of nCCRIE match up rather 

well (assuming all upsets become visible as errors) with the nECRIF calculated from device susceptibility 

towards atmospheric neutrons founded on experimental testing. 

Contrary to expected, the average altitude at the occasion of the CCRIEs is less than 7,000 m. Under the 

assumption that the average flight height of 7,000 m is correct, the average altitude at the occasion of the 

CCRIEs should be above this altitude due to increased neutron flux at higher altitudes. The nCCRIE is 

too low to draw any definite conclusions but if the same results were obtained for “infinite many” 

CCRIEs it would indicate that either the average flight altitude is actually lower than 7,000 m or that 

some of the errors which could be induced by cosmic radiation actually are not. One possible explanation 

however is that studied aircrafts has carried out more training operations than live operations, which 

usually implies fewer high-altitude transit flights.    
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 System 5 (SYS-5) 10.8

The System 5 (SYS-5) has undergone some major hardware upgrades over the years. Around 2001 SYS-5 

was upgraded to “model X” and around 2009 it was upgraded to “model XB”. The difference between the 

two is a new processor card among others. The majority of the errors studied apply to SYS-5 in “model 

X”, thus the SER calculations below have been performed for this model. Unless otherwise specified, 

specifics on “SYS-5” below refer to specifics on “model X”.  

The operation of SYS-5 is not critical to the flight capabilities of the aircraft as flight instruments will still 

display correct readings and the handling of the aircraft will remain the same. However, a SYS-5 failure 

will typically prevent the mission from being carried out.  

10.8.1 System Resilience 

While some subsystems of studied aircraft are not allowed to reboot during flight, SYS-5 is designed to 

shut down upon failure. Thus if SYS-5 incurs a failure it is taken offline, some of the SYS-5 tasks will be 

taken over by a backup unit. The backup unit will also attempt to restart SYS-5. When SYS-5 boots, a 

safety check (SC) is run. If the failure was caused by failing hardware, it is not likely that the SC will 

pass. In that case, the backup unit will retain bus control over bus 1 until end of flight. On the other hand, 

if the fault was caused by a SEU the SC will pass since the sensitive memories are reloaded upon restart, 

and in this case, SYS-5 will retake control over the busses and operate in normal fashion. The maximum 

number of successful reboots is limited to three.  

In order to detect failures in SYS-5 each “unit Y” has a watchdog that alleges the healthiness of its 

respective “unit Y” by having the “unit Y” periodically update its watchdog timer. If a “unit Y” does not 

update its watchdog timer frequently (for example if the unit Y” hangs or is stuck at an endless loop etc.) 

the timer will run out and a signal, watchdog timeout, will cause SYS-5 to restart.  

SYS-5 does not employ modular redundancy or redundant executions but contains some redundancy 

incorporated by either ECC or parity protected components. The ECC used is a SECDED code, thus if a 

double bit error occurs it will be experienced as an error since SYS-5 need to restart to resolve such a 

fault.  

10.8.2 Sensitive Components and SER Calculations 

The list of sensitive components with their specifications (to the extent available) as well as memory 

utilization is extracted from a SYS-5 FMEA. Since it provides poor component specifications, average 

SEU rates may be taken directly from it rather than being derived from the SER table in [8].  

For some components in the “unit Y”s as well as for some in the “unit X”s, average SEU rate values as 

specified in the FMEA stem from laboratory tests performed with a 14 MeV monoenergetic particle 

source at the Department of Reactor Physics, Chalmers University of Technology. Other SEU rates are 

taken from a reference similar to the lookup table of Annex H in [8].  

The calculations are made for SYS-5 of “model X”.  

The sensitive components used in SYS-5 are classified. In the full version available to Saab, the 

sensitivity of each component is evaluated and calculated similar to example shown in section 10.8.2.1 

below.  
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10.8.2.1 Example SRAM 

Device Example SRAM is a fictional component only used to demonstrate how the SER contribution 

from each sensitive component has been estimated. This SRAM component has a size of 512 kB, and is 

not ECC protected. The device technology is 0.25 µm, which according to [8] implies an average SEU 

rate of 1.5·10
-10

 errors·bit
-1

·h
-1

 assuming 6T technology. Assume that two of these devices are used in the 

system, but they are only 80 % utilized, thus: 

Data (Example SRAM) Calculation 

Size 512 kB 512·1024·8 x 

Utilization 80 % 0.8 x 

SEU rate 1.5·10-10 errors·bit-1·h-1 1.5·10-10 x 

ECC Not implemented 1 = 

SERC Errors·component-1·h-1 5.03·10-4  

Altitude 7,000 m 0.34618·SERC = 

SERCC Errors·component-1·h-1 1.74·10-4  

    

Quantity 2 devices 2·SERCC = 

SERCCQ Errors/h 3.48·10-4  

Errors/Mh 348  
 

10.8.2.2 Total SER 

The total SER is calculated as the sum of SER contribution from all sensitive components. This SER is 

however classified.  

Note that without the ECC protection, the total SER of the SYS-5 would be up to 29 times larger than the 

calculated value assuming 6T cells. 

10.8.3 Fault Effects 

As have been asserted in the SYS-5 FMEA and discussed above, the majority of possible SYS-5 failures 

have the same final fault effect and SYS-5 will restart.  

10.8.4 Extended Error logs 

For SYS-5, extended error logs are in some cases available since some units in SYS-5 stores additional 

information in internal memories. This information is not accessed by field mechanics, but if the nature of 

a fault requires further investigation by Saab, the unit is sent for further overhaul where these logs may be 

accessed.  

There are two different extended logs available: “logXB” for system memory and “logXA” for user 

memory. In “logXB” every startup is logged and errors are logged with their date and cause (to the extent 

possible). In “logXA” the call stack before the error occurred is stored. Extra error logs have been 

acquired, to the extent available, for errors with uncertain origin. These extended logs are necessary for 

any in-depth investigation of SYS-5 errors since, if no fault is found, TRs rarely provide more 

information other than an indication of SYS-5 restart.  

If the number of single bit errors in SYS-5 components (which are detected by ECC) exceed a threshold 

value, this is stored in the “logXB” logs. However, according to investigators, this has never occurred. 

Unfortunately, the actual number of single bit errors is otherwise not logged.  
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Regarding other logs, only parts of the logs stored in the unit are accessed by field mechanics. In addition 

to the extended error logs, the full unit logs may be read if the unit sent for further investigation. These 

logs are necessary to further narrow down the number of potential sources of error for certain types of 

errors but unfortunately they are not commonly accessed or saved.  

10.8.5 Error Overview  

The total number of errors studied for SYS-5 is classified. Therefore a percentage (rounded to the closest 

whole number) instead of the number of errors from each source of error category is given in  

FO* 0 or blank/XX 1A 9 Others 

Errors (%) 6 17 39 37 

Table 23. Several categories (1B, 1C, 2, 3A, 3B, 3C, 4A, 4B, 5A, 5B, 6 and 10) have been grouped into 

“Others”. The most common classification of SYS-5 errors is FO: 9, i.e. NFF error, 39 % of the errors 

belong to this single category. About 6 % of the errors are unclassified, some of which may be regarded 

as NFFs.  

Some causes of errors may be overrepresented, for instance some units have been sent for overhaul but 

have, rather than being examined to find the source of error, been updated from “model X” to “model 

XB”. If this is the case the error may be marked as a hardware error (FO: 1A) without any actual 

hardware fault actually present on the unit. The remarks range in date from 2001-05-07 to 2012-08-16. 

FO* 0 or blank/XX 1A 9 Others 

Errors (%) 6 17 39 37 
Table 23: SYS-5 error statistics, source of error. 

* FO as specified in TRs. 

As shown in Table 24, 29 % of the errors occurred during flight, these do not include errors during 

takeoff or landing. 

TI* 2 Others 

Errors (%) 29 71 
Table 24: SYS-5 error statistics, error occasion. 

* TI as specified in TRs, “Other” include all but TI:2. 

10.8.6 Error Specifics 

The majority of this section has been removed as the information is classified. In the full version, this 

section lists all errors that have been concluded potentially induced by cosmic radiation and have no other 

prescribed source of error. These errors are referred to as CCRIEs (conceivably cosmic radiation induced 

errors). Each error listed is also briefly discussed, including a plausible explanation to why cosmic 

radiation could be the triggering source. Comments from experts on SYS-2 are also provided together 

with additional and essential information found regarding the specific error. A single CCRIE is presented 

below as an example. 

Further studies usually suggest that an error was an application error, “unit X” error, or caused by a 

watchdog timeout. Errors believed to be application errors are often caused by faulty executed program 

code, faulty firmware, or what seems like one of them. Cosmic radiation may for instance change the 

program by causing an upset in the cache memory, which appears as an application error. Although one 

conjecture is that 3,000 out of 6,000 process changes per second causes turnover of data, thus such a 
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cosmic radiation induced error in the cache memory could be short lived unless the faulty value is stored 

more permanently. An application error could also be caused by a MBU; if a two-bit MBU occurs in an 

ECC protected component the fault will be detected by ECC software and is thus reported by the 

application.  

A “unit X” error that occurs in a “unit X” could also be due to another unit not responding over a 1553 

bus. The term application error may also be applied to “unit X” errors; if a “unit X” malfunctions this will 

be reported to a “unit Y”, and thus it is an application error. A “unit X” error could also be detected as a 

watchdog timeout incident if a “unit Y” is waiting for a “unit X”, which has crashed, to answer.  

Watchdog timeout is a common error indication. As described in section 10.8.1, watchdog timeout occurs 

when a “unit Y” does not update a watchdog timer for any reason. 

Further narrowing down the cause of error is difficult, by using “logXA” errors logs the call stack can be 

studied, but it will typically not provide any additional essential information and SYS-5 is often waiting 

for external events over the 1553 when error occurs. If the cause of error was an endless loop in the 

application or something similar, this could be seen but these are very rare events.  

Example of CCRIE 

Altitude No info; not migrated from RUF. 

Reasoning 
and short 

description 

Error occurred during flight. No fault found, SYS-5 was modified to “model 
XB”. SYS-5 restarted successfully.  

Comments and 
further studies 

SYS-5 restarted due to an application error. This application error was not 
caused by a known firmware fault. 

Conclusion Conceivably a cosmic radiation induced error. 
 

10.8.7 Error Statistics 

This section presents some statistical observations of the errors on SYS-5. nCCRIE is used as 

abbreviation for number of conceivably cosmic radiation induced errors, i.e. the number of errors which 

could be caused by SEUs based on the results above. nECRIF is used as an abbreviation for number of 

expected cosmic radiation induced faults which is equal to the SER calculated above times the 

accumulated number of flight hours for SYS-5 units studied. The total accumulated flight time for all 

pertinent SYS-5 units is about 276,500 hours. 
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SYS-5 statistics 

Flight hours: 276,500 h 

Calculated SER (=nECRIF per fh): CLASSIFIED errors/h 

Total # errors: CLASSIFIED errors 

Total # in-flight* errors: CLASSIFIED errors 

Total # NFF*1 errors: CLASSIFIED errors 

In-flight errors:  29 % 

NFF errors: 39 % 

Average altitude at time of CCRIE*2:  
Average of known altitudes only: 

5,970 m 

4,590 m 

 

Total # errors per fh: CLASSIFIED errors/h 

# in-flight errors per fh: CLASSIFIED errors/h 

MTBF*3: CLASSIFIED h 

MTBF (in-flight): CLASSIFIED h 

 

nECRIF*4: CLASSIFIED faults 

nCCRIE: CLASSIFIED errors 

nCCRIE per fh: CLASSIFIED errors/h 

MTBF (CCRIEs only): CLASSIFIED h 

 

nCCRIE/total # errors: 6 % 

nCCRIE/total # in-flight errors: 21 % 

nCCRIE/total # NFF errors: 16 % 

nCCRIE/nECRIF: 19-30 % 
Table 25: SYS-5 statistics. 

* As specified in TRs (i.e. marked with TI: 2). 

*
1
 As specified in TRs (i.e. marked with FO: 9). 

*
2
 Altitude when the conceivably cosmic radiation induced errors occurred (if available), if no altitude is available an 

average value of 7,000 m is assumed for that error.  

*
3 
Mean time between failures including all errors but regards flight hours, offline or online system hours on ground are not 

accounted for.  
*

4
 Assuming a flux of 2,165 neutrons·cm

-1
·h

-1 
corresponding to the flux over Stockholm at 7,000 m altitude. 

In Table 25 note that the nCCRIE are considerably lower than the nECRIF, one of the main reasons for 

this is likely that not all upsets in a device will cause visible errors. As can be seen the ratio between 

nCCRIE and nECRIF is between 19 to 30 %, thus potentially less than a fifth of all SEUs that occurs in 

SYS-5 becomes visible as errors. About one fifth (21 %) of all in-flight errors could potentially be caused 

by cosmic radiation. The nCCRIE to number of NFF errors ratio is only about 16 %, this is because many 

of the errors reported with FO: 9 occurred while starting the aircraft or while loading data. 

10.8.8 Summary and Remarks 

SYS-5 errors are not detrimental to flight safety but may be mission prohibitive. NFF is reported as the 

most common cause of error (39 %) and approximately 29 % of all errors registered occurred during 

flight for the period 2001-05-07 to 2012-08-16. SYS-5 has a rather low nCCRIE to nECRIF ratio that is 

only between 19 to 30 %. 

In regards to altitude, the same observation as for SYS-4/SYS-4-B can be made: contrary to expected, the 

average altitude at the occasion of the CCRIEs is less than 7,000 m. Under the assumption that the 

obtained average flight height of 7,000 m is correct, the average altitude at the occasion of the CCRIEs 
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should be above this altitude due to increased neutron flux at higher altitudes. The nCCRIE is too low to 

draw any definite conclusions but if the same results were obtained for “infinite many” CCRIEs it would 

indicate that either the average flight altitude is actually lower than 7,000 m or that some of the errors 

which could be induced by cosmic radiation actually are not. One possible explanation however is that 

studied aircrafts has carried out more training operations than live operations, which usually implies 

fewer high-altitude transit flights.   

All of the CCRIE appeared with the same fault effect, i.e. SYS-5 restart. SYS-5 restarts according to 

design but this is not an exclusive trait of CCRIE. In the case of a hardware fault, SYS-5 should be 

prevented from being taken online again.  

The CCRIE have been further studied using extended error logs (“logXA” and “logXB”) where available, 

and from these it is often possible to tell whether the error was a CCU error, application error or caused 

by a watchdog timeout event. Either way, cosmic radiation can neither be excluded nor explicitly proven 

to be the source of error. By always saving the full unit logs mentioned in section 10.8.4 (which has not 

been available for this study), future error could potentially be expounded further. 
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11 Concluding Remarks 
Compared to the atmospheric neutron flux at ground level, the neutron flux at flight altitudes is several 

hundred times larger, making the threat of cosmic radiation much more apparent to avionics than to other 

ground based electronic equipment. There is no question that cosmic radiation induces faults in certain 

types of electronic devices, and such sensitive devices are used in the aircraft studied and all other 

aircrafts of today. It is however hard to conclusively prove if an error was actually caused by cosmic 

radiation or if it stemmed from another source of error. There are some cases where in-depth 

investigations points to a specific part of a device, which has rendered cosmic radiation as the most likely 

origin. But in most cases such investigations have not been performed since they are not required in order 

to evaluate future usability of a unit (if an apparently non-faulty unit passes all operational tests it is often 

assumed to be fully functional and allowed for future use despite the source of the temporal error not 

being found). In addition, even more detailed error logs are often required to accurately pinpoint the 

source of error. Even if the failing component is determined or the type of error is established, the actual 

source of error often has several different possible origins. To be able to more reliably and exclusively 

pinpoint the source of NFF errors, internal error logs needs to be improved for most systems and they 

need to be accessed and stored more regularly. For example, in the case of SYS-1, it has been uttered that 

any deeper investigation of the conceivably cosmic radiation induced errors found would currently be in 

vain.  

Judging from the CCRIEs and some “known problems” encountered, it may also be an idea to revise the 

procedures to be followed when writing and especially updating TRs. If all TRs were kept up-to-date, a 

lot effort could be saved by filtering all TRs that does not have both TI: 2 and FO: 9. While the majority 

of the errors reported as CCRIEs does have both these attributes there are also several which does not. 

The other way around also applies; some TRs for which the actual fault has been established are still 

marked with FO: 9. 

Other NFF sources besides cosmic radiation can never be fully excluded. The aircraft systems operate in a 

harsh environment and device degradation estimates are based on average values. A device could fail or 

cause an intermittent error giving performance degradations before reaching its expected lifetime. All 

systems of the aircraft studied are however thoroughly tested versus environmental effects and are 

designed with margins of error. However, when it comes to cosmic radiation, the use of any (for example) 

SRAM based components will directly pose a risk of bit upset, which is linear dependent on the neutron 

flux. In this sense, cosmic radiation can be considered one of the more likely sources of NFF errors, one 

that is never fully diminished in today’s electronics. In many cases, the SER can be reduced by design 

strategies or mitigation techniques but such are not always employed and in the end, they will only reduce 

the effects from cosmic radiation induced errors, not completely abolish impact on system level. While 

not completely mitigating the threat, the value of such techniques can however be seen by looking at 

SYS-3 for instance. This safety critical system has a 1:1 nCCRIE to nECRIF ratio, but without any ECC 

protection of one of its sensitive components, the total nECRIF would be more than 26 times larger than 

calculated. In case the component was not protected, maybe not all upsets in it would cause system 

failures, but the example still shows how beneficial such techniques can be in terms of threat reduction. 
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The overall nCCRIE to nECRIF ratio is 34.9-50.3 %, this is believed to be due to not all upsets becoming 

visible errors, but could also be due to a lower average flight altitude than the 7,000 m reported. 

TRs have been scrutinized for the five systems studied. Out of the options available, FO: 9 i.e. NFF, is the 

most commonly presented cause of error; 38 % of the TRs are marked as such. This can be compared to 

second most presented cause, which is hardware error. 25 % of the TRs are marked as such (with 

FO: 1A). This demonstrates the significance of investigating NFF errors and to prevent them if possible. 

It should be noted however that only 25 % of the errors occurred during flight according the TRs.    

Following the trend, future air carriers with increased amount of electronics such as FPGAs, 

microprocessors, and RAM based memories will increase the number of missions aborted due to cosmic 

radiation unless appropriate measures are taken during design, using harder electronics or more frequently 

using mitigation techniques (see section 1).  
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Annex A:  Code List 
                                                                                                                                                 Bilaga till handledning till BEDA 

 

KODFÖRTECKNING   

 

Tillfälle (TI) Åtgärd (Å) Förebygg uh (FU) 
Kod Förklaring Kod Förklaring Kod Förklaring 
1 Start 1 Urmontering AF Allmän föreskrift 

2 Övrig flygning 2 Inmontering BY Byte 
3 Landning 3 Enhet utbytt BY1  
4 In-utkörning 4 Reparation BY2  
5 Transport 5 Trimn/just BY3  
6 Beredskap 6 Ingen åtgärd BÖ Begränsad översyn 
B B-service 7 Kvarstående anm C C-service 
BY Byte 8 Detalj utb D D-service 
C C-service 9 Övrigt DEV Deviering 

D D-service   DP Driftparametrar 
DEV Deviering   DUP Driftuppföljningsplan 
DU 45-dagarsunderhåll   E E-tillsyn 
E E-tillsyn   F F-tillsyn 
EN Engångskontroll   FK Funktionskontroll 
F F-tillsyn   FK1 ??? 
FK Funktionskontroll   FP ??? 
FUH Förrådsunderhåll Avhj uh (AU) FÖ Förvaringsunderhåll 

G G-tillsyn   FÖ1  
H H-tillsyn Kod Förklaring FÖ2  
K K-check   FÖ3  
KF Klargöring 1 Kassation G G-tillsyn 

KTR Kontroll 2 Reparation H H-tillsyn 
MIN Motorinmontering 3 Trimn/just HUV Krutpatr i huvkast 
MUR Motorurmontering 4 Ingen åtgärd K K-check 
MOD Modifiering 5 Kvarstående anm K1  
PK Prestandakontroll 9 Övrigt K10 KTR 
PM Prestandamätning   K11  
PR Provning   K15  
R R-översyn   K2  

RA Radiografering   K3  
RE Reparation   K4  
RU Rundtagning   KA  
SMT Stor motortillsyn Felorsak  (FO) KA1 Kassation 

SÖ Stor översyn   KON ??? 

TOM Engångskontroll enligt TO Kod      Förklaring KR Kontroll 
TS Tillsyn   KR1  
TS1 Tillsyn 1 0 Oklassad KR3  
TS3 Tillsyn 3 1A  Hårdvarufel KR4   
URE Utvärdering av regdata 1B Typfel hårdvara KR5  
US Undersökning 1C Produktionskvalitet KR7  
VU 7-dagarsunderhåll 2 Typfel programvara KR8  
Ö Översyn 3A Konstruktionssvaghet hårdvara KR9 ??? 
ÖVR Övrigt 3B Konstruktionssvaghet progrvara KTR Kontroll 
  3C Typenlig funktion LVB Luftvärdighetsbesikt 

 4A Sekundärfel fpl materiel MF Modifieringsföreskrift 
  4B Sekundärfel stödsystem MIN Motorinmontering 
  5A Handhavandefel MOD Modifiering 
  5B Monteringsproblem NKU Nästkommande uh 
 6 Yttre åverkan OK Omkonservering 

 9 Fel ej konstaterat OMK Omkontroll ?? 

  10 Felbyte/Chansbyte PK Prestandakontroll 
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    PM Prestandamätning 
    PR Provning 
    PR1 ??? 

    PRO ??? 
    RA Radiografering 
    RE Reparation 
    REN Rengöring 

    SM Smörjning (fpl 37) 
    SMT Stor motortillsyn 
    SÖ Stor översyn 
    T T-check 

    TO  
    TOM Engångsktr enl TO 
    TS Tillsyn 
    TS1 Tillsyn 1 
    TS2 Tillsyn 2 
    TS3 Tillsyn 3 
    UFS ??? 
    US Undersökning 

    Ö Översyn 
    Ö1 Översyn 1 
    ÖV Övrigt 
    ÖVR Övrigt 
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Prefixer som förekommer i FTC i alfabetisk ordning 

 
Anmdat 

(AD) 

AnmärkningSysCatum 

Adm Ett administrativt begrepp, används endast av FAST 

AEC Aecma-kod enl underhållsplan 

AF Anmärknings-klartexten 

AFY Felyttringskod från AT 

ANU Den anmärkta enhetens artikelnummer 

ANI Den inmonterade enhetens artikelnummer 

AU Avhjälpande underhåll (se kodförteckningen) 

AV Administrativt begrepp 

AVSLUT Fallet är avslutat 
BA Den anmärkta enhetens benämning 

BAE Den anmärkta enhetens benämning på engelska 

BANL Anledning till TRAB (1 = anm, 2 = uh, mod)  

BEF Befintligheten 

BG Materielgruppens benämning 

BGE Materiegruppens benämning på engelska 

BNA ”Tilltalsnamn” 

Bort TR ska utgå 

BÅR Benämningen påapparaten  på ÅR 

DA Anmärkningen har en driftstörnignsanmälan, 1 = JA, 2 = NEJ 

DA-text Klartexten på tillhörande DA 
DFS DIDAS Förut Sänd TRAB 

DT Den anmärkta enhetens ackumulerade drittid vid anmärkningstillfället 

EI Den inmonterade enhetens individnummer 

EXTKO Externa kommentarer 

EU Den anmärkta enhetens individnummer 

FL Flygning nr 

FN Flygplansnummer 

FO Felorsak (se kodförteckning) 

FOR Förband 

FT Flygplanets ackumulerade flygtid vid anmärkningstillfället 

FU Förebyggande underhåll (se kodförteckningen) 

FY Felyttringskod från DIDAS 
FYD felyttringSysCubblett 

GGANL Anledning till TRAB i GG (gemensamt gränssnitt) 

GR Den anmärkta enhetens materielgruppstillhörighet 

HÅR Huvud-ÅR-nummer 

K Kompani 

KO Kommentar 

KOI Extra kommentars-/infofält 

KTR Denna TRAB har kompletterande TRAB. 

LARM Larmnummer 

LEV Leverantör 

MA Anmärkningen är en materielanmärkning, 1 = JA, 2 = NEJ 
ME1 Verifieringsmetod från TRAB 

ME2 Verifieringsmetod från TRAB 

ME3 Verifieringsmetod från TRAB 

ME4 Verifieringsmetod från TRAB 

ME5 Verifieringsmetod från TRAB 

ME6 Verifieringsmetod från TRAB 
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ME7 Verifieringsmetod från TRAB 

ME8  Verifieringsmetod från TRAB 

MFU Den anmärkta enhetens MF-nummer 

MFI Den inmonterade enhetens MF-nummer 

MKO 

MP 

Administrativt fält 

NAT Nationen som ska ha flygplanet 

RD RegistreringSysCatum i FTCM     (rent administrativt begrepp för FAST) 

RE Referens till övriga dokument 
RFT RegistreringSysCatum i FTC                     - ” - 

RÅ ÅR-svarets registreringSysCatum i FTC     (rent administrativt begrepp för FAST) 

SC Safety check 

SE Seriestatus, används ej fn (blankt from 2005)  

SEB Seriestatus (på folkligt sätt), används ej fn (blankt from 2005) 

SF Ref till en excel-lista om sammanhörande, -/kopplade eller omkodade anmärkningar 

TI Tillfället då anmärkningen upptäckts vid (se kodförteckning) 

TR TRnr 

TV Flygplansversion 

TYP flygplanstyp 

UD Utbytta detaljer 

U1 Div uppföljning 
U2 Div uppföljning 

U3 Div uppföljning 

U4 Div uppföljning 

U5 Div uppföljning 

U6 Div uppföljning 

U7 Div uppföljning 

U8 Div uppföljning 

UG Utgåvenummer 

UHK  

ULEV Underleverantörsbeteckning (används inte fn) 

UTA Senaste ändringSysCatum                          
UÅ Detaljerad felbeskrivning/åtgärd 

V Anmärkningen är verifierad, 1 = JA, 2 = NEJ, 0 = OBESVARAD (fpl 37) 

W Inregistreringsvecka i DIDAS 

VN Verifieringsnivå (fpl 37) 

Å Vidtagen åtgärd på fpl, se kodförteckning 

ÅA Datum dä undersökningen/åtgärden avslutades 

ÅE Individnummer på enheten som ÅR-svar är skriven på 

ÅI Undersöknings-/åtgärdsinstans 

ÅKA Åtgärd av kvarst anm 

ÅMF MF-nummer som ÅR-svar är skriven på 

ÅP Datum då undersökningen/åtgärden påbörjades 
ÅR ÅR-nummer 

ÖBA Överordnad benämning 

ÖBAE Överordnad benämning på engelska 

ÖK Övriga koder 

ÖMF Överordnad MF-nummer 
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Annex B:  SYS-1 TRs 
CLASSIFIED 
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Annex C:  SYS-2 TRs 
CLASSIFIED 
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Annex D:  SYS-3 TRs 
CLASSIFIED 
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Annex E:  SYS-4/SYS-4-B TRs 
CLASSIFIED 

 



THIS PAGE INTENTIONALLY LEFT BLANK



 

131 
 

Annex F:  SYS-5 TRs 
CLASSIFIED 
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På svenska 

Detta dokument hålls tillgängligt på Internet – eller dess framtida ersättare – under 

en längre tid från publiceringsdatum under förutsättning att inga extra-ordinära 

omständigheter uppstår. 

Tillgång till dokumentet innebär tillstånd för var och en att läsa, ladda ner, 

skriva ut enstaka kopior för enskilt bruk och att använda det oförändrat för 

ickekommersiell forskning och för undervisning. Överföring av upphovsrätten vid 

en senare tidpunkt kan inte upphäva detta tillstånd. All annan användning av 

dokumentet kräver upphovsmannens medgivande. För att garantera äktheten, 

säkerheten och tillgängligheten finns det lösningar av teknisk och administrativ art. 

Upphovsmannens ideella rätt innefattar rätt att bli nämnd som upphovsman i 

den omfattning som god sed kräver vid användning av dokumentet på ovan 

beskrivna sätt samt skydd mot att dokumentet ändras eller presenteras i sådan form 

eller i sådant sammanhang som är kränkande för upphovsmannens litterära eller 

konstnärliga anseende eller egenart. 
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