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Design and implementation of a central unit to an RFID-based safety system remote controlled by GPRS

Håkan Karlsson

SafeTool has during 2004-2005 developed a security system based on RFID  technology. The system is
primarily intended to be used on construction sites to attain safer and more efficient logistics regarding
valuable tools. By marking each tool with an RFID tag the system can log the usage of it and protect it
against theft. The system communicates through GPRS  with a central server that certified users can log
on to and check the status for each tool. 

This thesis describes the process of designing the central unit to the SafeTool system. The main tasks for
the central unit are to act as a communication hub, to control external devices and to collect data. The
unit is based on AVR microcontrollers and the design process consists of different communication
interfaces, output and input control and power management. In addition to this the process of choosing
appropriate RFID technology is also described. 

The design process has resulted in a fully operable SafeTool system that will reach the market in the
third quarter of 2005.
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Abstract 
 
SafeTool has during 2004-2005 developed a security system based on RFID1 
technology. The system is primarily intended to be used on construction sites to 
attain safer and more efficient logistics regarding valuable tools. By marking each 
tool with an RFID tag the system can log the usage of it and protect it against 
theft. The system communicates through GPRS2 with a central server that 
certified users can log on to and check the status for each tool.  
 
This thesis describes the process of designing the central unit to the SafeTool 
system. The main tasks for the central unit are to act as a communication hub, to 
control external devices and to collect data. The unit is based on AVR 
microcontrollers and the design process consists of different communication 
interfaces, output and input control and power management. In addition to this the 
process of choosing appropriate RFID technology is also described.  
 
The design process has resulted in a fully operable SafeTool system that will 
reach the market in the third quarter of 2005. 
 
 

                                                
1 Radio Frequency Identification 
2 General Packet Radio Service 
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1 Preface 

The purpose of this thesis is to develop and design a microcontroller based I/O 
device that handles communication with all units residing in SafeTool’s container 
system. The device shall also send and receive information by GPRS to a central 
database server. The work has been done at the Business Lab department of 
Science Park in Jönköping where SafeTool has its premises. This thesis 
constitutes the final element of the Master of Engineering examination in 
Electronics Design at the University of Linköping, Campus Norrköping. 
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3 Background 

Crime against construction sites has continuously increased and is more and more 
regarded as a big problem. In the year 2003 there were close to 7’000 reported 
thefts to a value of approximately 1.5 billion SEK. In addition to this direct 
expense there are indirect expenses such as time loss and additional work. 
Within the business there are also problems regarding the usage capacity and 
inventory of hand tools and machines that are acquired. Companies that are 
specialised in leasing of tools purchase the tools. The construction entrepreneurs 
lease the tools, which are spread over different construction sites. Once the tools 
are out on the construction sites there is no way to control where the tools are or 
how much they are used. This is also a problem after a theft since no one directly 
knows which tools are stolen and therefore needs to be replaced. Furthermore 
there isn’t today any good system to track in and out passage of the construction 
workers.  

3.1 Business idea 

The business idea of SafeTool is to, under its own trademark, develop and sell a 
technical platform and system for secure storage and to facilitate inventory and 
localisation of machines and tools for the companies. Through an innovative 
usage of RFID1 technology and systems for information flow, SafeTool shall 
quick and cost effective make sure that the customer has safer working 
environment, better control over material and an optimised usage of tools and 
machines. In addition to this the system also, due to a passage detection system at 
the entrance, keeps track of which workers that have entered the construction site. 
This is very useful in case of an accident such as fire, because the supervisor can 
directly check if everyone has come out safely or if someone is missing.  
 
SafeTool’s customers are mainly in the construction business but the system is 
applicable to any business area where safe storage and optimised usage of items 
are desirable.  

                                                
1 Radio Frequency Identification 
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3.2 Technical overview 

3.2.1 General 

On the construction sites there are containers in which the tools and machines are 
stored. Each container is equipped with RFID technology that makes it possible to 
decide which tool a certain worker takes out from the container. This information 
is transmitted by GPRS1 to a central server, SAU2.  
 

 
Figure 1 Technical overview of the SafeTool system 

 
The SAU has a database in which information about constructions sites, 
containers, tools, and workers etc is stored. Certified users such as the supervisor 
of a construction site can log on to the SAU via internet and check the inventory 
of a container, add or remove tools and users from the database, lock and unlock a 
container door etc.  

3.2.2 Container 

The basic system inside each container consists of a Linux computer, SCU3, an 
intelligent I/O card, SIO4, power supply, SPS5, a GPRS module, an RFID reader 
with antennas, and an electronically controlled door lock, SRL6. Additional units 

                                                
1 General Packet Radio Service 
2 SafeTool Administrative Unit 
3 SafeTool Central Unit 
4 SafeTool Intelligent I/O 
5 SafeTool Power Supply 
6 SafeTool Remote Lock 

SAU 

Internet 

GPRS 

GPRS 

GPRS 

Certified users Certified users Certified users Passage detection 
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that can be used in the system are smoke- and motion detectors, siren/alarm, web 
cameras, temperature control, entry phones and monitors etc.  
 
The SCU is a small computer running Linux. It is powerful enough to handle user 
interface units such as a monitor, a keyboard or a camera.  
 
The SIO is a microcontroller based I/O which handles the communication with all 
the units in the container and with the SAU.  
 
Inside the SRL there is an electronics board which controls the lock mechanism 
and determines which state the lock is in. This board is called SLC1.  
 
The following figure shows an example of how a schematic over the system 
inside each container can look like.  
 

 
Figure 2 Container system overview 
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4 Master thesis project assignment 

4.1 Background 

The problem with tool thefts at construction sites has steadily increased over the 
past few years. SafeTool has during 2004/2005 developed a system in order to 
prevent unauthorised personnel from accessing the tools. The system is based on 
RFID marking of tools that makes it possible to automatically detect if a tool is 
checked out from the container in which the tools are stored. Each construction 
worker has an identification card with a similar RFID tag to the one in the tools. 
This makes it possible to tie a certain tool to a certain worker and thereby get 
more control over the tools. The construction worker’s identification card also 
works as a key to an electronically controlled door lock to the container, which 
keeps unauthorised people out. Information about tools and workers is sent via 
GPRS to central database server to which a user can log on and check tool 
inventory and administrate the system. The system is also compatible with 
additional units such as smoke/motion detectors, siren and temperature control 
etc.  

4.2 Assignment 

The main assignment of this Master Thesis is to develop and implement both 
hardware and software to a microcontroller based intelligent I/O1 device for the 
SafeTool system. The device is a central unit that connects all modules in the 
system to each other and handles the communication between them. The 
requirements on the device is therefore to be able to communicate with other 
intelligent I/O devices such as the SRL2 or the RFID reader, to control passive 
units such as the motion detector, to communicate via GPRS and to handle all the 
information. Another task is to assist SafeTool’s technical manager in designing 
the appropriate technical platform for the entire SafeTool project. 
 

                                                
1 Input/Output 
2 SafeTool Remote Lock 
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5 RFID – Radio Frequency Identification 

RFID is a technology that makes it possible to wirelessly identify an item. Each 
item is equipped with a small electronic device that has a unique identification 
number. This device is called a “tag”. The tag communicates using radio 
frequency with a reader in order to transfer its identification number. The main 
idea behind RFID is to replace the current worldwide used UPC1 bar code. UPC 
requires line of sight in order to communicate while radio frequency signals 
penetrate most materials. If all items in a supermarket had a tag, this technology 
would make it possible to identify all wares in the shopping cart without picking 
them up. The RFID technology can be divided into two groups that share most of 
the functionalities but differ in basic technology and performance. The two 
categories are Active RFID and Passive RFID and the main difference between 
them is that ARFID2 requires a battery operated tag while the PRFID3 tag doesn’t 
need any internal energy source. [1], [2], [3] 

5.1 Active RFID 

An active RFID tag consists of a transmitter, microchip circuitry, antenna and a 
power source (typically a battery). The battery is used to run the circuitry and to 
feed the transmitter with power to transmit its identification number. The tag 
transmits its identification number periodically. If a reader is within range, it 
receives the number and identification is made. The time interval between 
transmissions from the tag is adjustable in order to comply with the system 
performance specified. A shorter interval ensures fast identification time but 
decreases the lifetime of the battery.  
Some active RFID tags even have a transceiver instead of the transmitter in order 
to receive information from the reader. This makes it possible to configure the tag 
wirelessly if for example a different transmit interval is preferred.  
 
The size of an active RFID tag is mostly dependant on what kind of battery to be 
used. If a standard 3V coin cell battery like the CR2032 is used, the size of the tag 
will be like the tip of a thumb. The development of these kinds of tags is moving 
forward very fast and the sizes of the tags will decrease as the circuits become 
more effective and consume less power. When this thesis was written a typical 
active tag would have a lifetime of a couple of months up to several years 
depending on battery capacity, hardware and transmission interval etc.  
 
Active RFID systems have the ability to use frequencies in the UHF4 region and 
even on the MW5 band. High frequencies like MW require more power and due to 
the battery in the active tags it is possible to communicate with these frequencies. 
The main advantage with these frequencies is that the communication range can 

                                                
1 Universal Product Code 
2 Active Radio Frequency Identification 
3 Passive Radio Frequency Identification 
4 Ultra High Frequency, 860-960MHz 
5 Microwave, 2.54GHz 
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be up to 100 meters. Another advantage is that the wavelengths become very 
small which yields minimal antenna area and therefore a more compact design.   

5.2 Passive RFID 

As mentioned earlier, the passive RFID tag doesn’t have an internal energy source 
such as a battery. This tag only consists of an antenna and a transmitter. The tag 
draws its power from the reader, which broadcasts an electromagnetic wave that 
induces a current in the tag’s antenna. This current is enough for the transmitter to 
transmit its identification number which is received by the reader and 
identification is made.  
 
Since passive tags must have extremely low power consumption, they are 
restricted to operate with lower frequencies than the active tags. This has a 
negative effect on the communication range and for passive RFID systems the 
range is typically less than 5 meters and often not longer than a couple of 
centimeters. Passive RFID Systems typically operate at LF 1 or HF2. These 
frequencies yield a longer wavelength and the antenna area is therefore larger than 
the active tags’ antenna. However, due to the fact that passive tags don’t require 
an internal energy source, these tags can be produced like a very thin film which 
can be applied to any smooth surface on any item.  

5.3 Determination of appropriate RFID technology 

The requirements the system needed to comply with were these: 
• Detection of direction of a person passing a doorway 
• Detection of direction of a tool passing a doorway 

5.3.1 Passive RFID 

When the author of this thesis first got into the SafeTool project there were 
already some experimental work in progress regarding the RFID technology. The 
first attempts were conducted using a device from Texas Instruments, the S6500 
which uses the PRFID technology with a communication frequency of 13.56MHz 
and interfaced through a serial RS-2323 link. [5] 
 
The maximum communication range of a passive system using 13.56MHz is only 
a few meters. But since only detection when passing a doorway was the initial 
requirement it should be enough since a doorway only is about one meter wide. A 
range of around half that width is thus the absolute minimum range required.  
 
An antenna was mounted around a doorway to a container on a construction site. 
In order to detect the direction of a passing RFID tag, an identical second antenna 
was placed about one meter further away according to the figure below. 
 

                                                
1 Low Frequency, 125kHz 
2 High Frequency, 13.56MHz 
3 Serial communication standard also known as EIA232 and V.24 
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Figure 3 Passive RFID antenna configuration 

 
By determining which antenna that identifies the tag first and last the direction of 
the tag’s motion is detected.  
 
Since the antennas are application specific the system requires the user to adjust 
the frequency and synchronise the antenna to the reader. This is accomplished by 
using an RCL1 circuit that is adjustable by setting jumpers and tuning coils. The 
RR-IDISC-MAT-A from FEIG Electronic was used because it is optimised for 
13.56MHz and Texas Instruments recommended it. [4] [5] 
 
This system never really met with the requirements stated on the RFID 
technology. There were problems with the tuning and synchronisation and the 
communication range never came close to the range specified by Texas 
Instruments. The reliability of the system was also questionable since tags 
sometimes could pass the antennas without being identified. The communication 
range was also dependant on the spatial orientation of the tag due to the fact that 
the antenna’s ability to receive an electromagnetic wave changes as it is rotated in 
space. This made it difficult to make the system identify tags in a consistent 
manner.  

5.3.2 Active RFID 

In order to evaluate an active RFID system, a reader and a few tags were 
purchased from Free2Move, which is a Swedish dealer of different RFID 
equipments. The reader F2M07 operates at the 2.4GHz band and has a 
communication range of up to 30 meters. The range is software adjustable by 
controlling the reader’s output power between 0dBm and -20dBm. The reader is 
interfaced through an RS-232 line or wirelessly via Bluetooth2. [6] 
 
An active system doesn’t require the user to mount the antenna around the 
doorway and no tuning or synchronisation was necessary which made it very easy 
to set up the system. The antenna supplied with the reader was an omni 
directional antenna which means that it transmits the same power in all directions. 
This makes it harder to determine the direction of the tag’s movement. This 
problem is solved by using patch antennas that only transmits in one direction. By 
                                                
1 Resistor, Capacitor, Inductor 
2 Standard for short range wireless communication 

Antenna 1 Antenna 2 
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placing one patch antenna inside the container that is directed into the container 
and one outside that is directed outwards from the container it is possible to detect 
the motion of a tag. [7] 
 

 
Figure 4 Active RFID antenna configuration 

 
Due to the long communication range the reader can reach all tags inside a 
container. This makes it possible to at any given time identify all tools that are 
inside a container and thus making an instant inventory of all tools.  
 
The fact that an active tag has an internal energy source and a small 
microcontroller opens up the possibility to integrate the electronics in the tag with 
the tool’s electronics. A tool can therefore be controlled through the tag. For 
example the tool can be configured to only be operable if it is checked out from a 
container by a qualified user. It is also possible to log how long the tool has 
actually been in use and by using accelerometers one can reveal mishandling 
failures.  

5.4 Conclusion 

The pros and cons of the two systems are listed in the table below. 
 

Technology Advantage Disadvantage 

Passive RFID  • Tags are low cost 
• Tags doesn’t require 

battery 
• Tags are easily applied 

to tool 

• Short reading range 
• Complicated setup 
• Unreliable due to spatial 

orientation dependence 

Active RFID • Very long reading 
range 

• On demand inventory 
• Integration of tag’s 

electronics in tool 

• Tags need battery 
• Tags are more expensive 

Table 1 Passive versus active RFID 

 
The active RFID system was chosen because of the higher potential for further 
development of the SafeTool project and because the passive system didn’t quite 
meet the requirements for this application. The main disadvantage with the active 
system is the need of a battery. This however has turned out not to be such a big 

Container 
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problem since the tools periodically must be served and a battery change can 
easily be carried out at these services.  
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6 Hardware design 

6.1 System requirements 

The SIO board is mainly a communication hub and an intelligent input/output 
card. Therefore the requirements stated for it mostly concern different channels of 
communication and the ability to collect information from inputs and to control 
outputs. In addition to this the SIO board should also generate and provide 
voltages to other units such as the RFID reader and the SCU card. A user interface 
that consists of a display and a keyboard should also be designed.  

6.1.1 Communication channels 

There are four external devices that require a communication channel from the 
microcontroller. 
 

• RFID reader 
• SCU card 
• SLC card 
• GPRS modem 

 
The RFID reader has two options for interfacing to it. It uses either an RS-232 
link or a Bluetooth connection. The RS-232 link was chosen because of its 
simplicity and the fact that there is no advantage in this application to use wireless 
technology.  
 
The SCU card supports several methods for communication. Since it is a small PC 
all normal PC connections were available. Even here the RS-232 link was chosen 
although it would be possible to use both USB1 and Ethernet. However, the SIO 
card would become unnecessary complex if one of those connection types were to 
be used. 
 
Since the SLC card is designed especially for the SafeTool project, the 
communication channel for it is customised to suit the application. The SLC 
communication was designed to be flexible in order to make it easier to adapt to 
the SIO hardware. Therefore both RS-232 and RS-4852 were implemented. 
 
The RS-485 is a two wire bus interface with the ability to address data. This 
means that several units can be hooked up as slaves on a single RS-485 bus and 
thus be controlled by the master of the bus. Since the SLC already has RS-485 
implemented, one communication channel of the SIO board was chosen to be a 
RS-485 master. This will make it easier to add extra peripheral units later without 
having to redesign the hardware.   
 
The GPRS modem isn’t an external unit, but it still needs a communication 
channel to the microcontroller. Even though an appropriate modem yet hasn’t 
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been chosen, a brief study shows that most modem use some kind of serial link 
and therefore requires an USART1 on the microcontroller.  
 
This equals up to a required sum of four USARTs, which the microcontroller 
must be able to handle.  

6.1.2 Inputs 

The required inputs for the SIO board are listed below. 
 

• Emergency button 
• Motion detector 
• Entry phone 
• Smoke detector 
• Temperature inside box 
• Temperature outside box 
• 220VAC power supply present 
• Backup battery voltage 
• Fan tachometer 
• Mode switches 

 
The emergency button is supposed to be used if a construction worker gets locked 
in inside a container. The button shall then trigger an alarm that alerts people 
outside that someone is inside the container and can’t get out.  
 
The motion detector fulfils two requirements. Partly it can trigger the burglary 
alarm and partly it can assist in the software of the logics regarding movement in 
the container.  
 
To make it easy for suppliers when arriving to a construction site, an entry phone 
shall be implemented in order for the supplier to rapidly get in contact with the 
supervisor of the site. The entry phone requires three buttons and therefore three 
digital inputs. 
 
In case of a fire inside a container the system shall detect it with a smoke detector 
and alert the surroundings.  
 
The requirement of being able to measure the temperature is due to climatic 
demands. In order to keep moist and dew away from the electronics it is important 
to maintain the temperature inside the electronics box a few degrees warmer than 
the temperature outside. In this way the dew is kept on the outside of the box. [8] 
 
Since the system normally is powered by the 220V power net there is no need to 
minimise the system’s power consumption. However, if a power failure occurs, 
the system is powered by a 12V backup battery and rationing of the power 
consumption now becomes an issue. In order to decide whether the system should 
shut down certain functions to save power, an input is required to detect if the 
220V power net is available or not. 
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A measurement of the backup battery voltage gives an idea of how long the 
system can run before the battery capacity becomes too low to operate the system.  
 
The fan tachometer tells the system if the cooling fan is operating as normal or if 
something is blocking it or if it is jammed or broken. 
 
Mode switches are a convenient way to tell the software in the microcontroller to 
enter different modes of operation without having to reprogram the device for 
various applications. Four mode inputs render sixteen possible modes of operation 
for the microcontroller.    
 
The total number of digital inputs is thus twelve and the number of analog inputs 
required is three. 

6.1.3 Outputs 

There are nine digital outputs required for the SIO board.  
 

• The heat element and the fan are for climatic control.  
• The siren and the flashing light are for alarming in the premises around the 

container.  
• The SCU requires a “power ok” signal in order to start. [13] 
• The SCU requires timing of its supply voltages, one for +3V and one for 

+5V and +12V. [13] 
• The ability to turn the lights on and off inside a container require one 

output. 
• The background light on the LCD display shall be software controlled in 

order to reduce power consumption. 

6.1.4 Power supplies 

All devices connected to the SIO board require a certain voltage and current 
supply. The SIO board therefore has to be able to create and provide power for 
both on-board and external devices. The devices can be categorised by their 
supply voltage according to the table below.  
 
  
Voltage Devices 

+5V  • TTL1/CMOS2 circuits 
• SCU 
• Relays 

+12V • Relays 
• SCU 
• Motion detector 
• Smoke detector 
• RFID reader 
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• SLC 
• Fan 
• Heat element 

+4V • GPRS module 
+3.3V • SCU 
-12V • SCU 

Table 2 Supply voltages 

 
In addition to these voltages there has to be a voltage that continuously charges 
the backup battery with a small current.  

6.1.5 User interface 

In order for the system to be user-friendly there has to exist some components that 
makes it easy to control the system and check the status of it. This can be 
accomplished by implementing some kind of keyboard and a display. In the early 
stages of the SafeTool project a system of a few simple 7-segment displays was 
considered to be enough to extract all required information of the system to the 
user. The information would have to be presented with hexadecimal numbers and 
that isn’t very user-friendly. As the SafeTool project grew and the guidelines 
became more solid, it was clear that a few 7-segment displays wouldn’t be 
adequate. The ability to present information in real text was considered to be of 
great importance and thus a programmable LCD would be required. LCD 
modules consist of the graphical display, a segment driver and control unit. The 
microcontroller interfaces to the control unit, which can be either a serial link or a 
parallel bus. A control unit with a parallel bus requires more outputs than the 
serial one. To be sure that the microcontroller can operate any LCD module, at 
least twelve outputs on the microcontroller have to be reserved for the display.  
 
A four button keyboard should be enough to control the display, one button for 
Enter/Accept, one for Cancel and two for stepping up and down in the menus. 
Thus four inputs are required for the keyboard.  

6.2 Microcontroller 

6.2.1 Choosing microcontroller 

Choosing an appropriate microcontroller for the SIO board was a key process in 
the development of the system. The I/O requirements stated for the 
microcontroller is described in the section above but they are summarised in the 
following list. 
 

• 4 USART 
• 12 digital inputs 
• 3 analog inputs 
• 4 keyboard inputs 
• 12 display control outputs 
• 7 digital outputs 
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When the author of this thesis started working with the SafeTool project there had 
already been some development of the SLC electronics and it was based on an 
AVR microcontroller from Atmel. The AVR family consists of 8-bit RISC 
microcontrollers in a wide range of sizes and with various features. Due to the 
following reasons and after consultation with the technical supervisor of the 
project, a decision was made that the microcontroller for the SIO board also 
should belong to the AVR family of controllers. 
 
Advantages for using a microcontroller from the AVR family: 
 

• Make use of already gained knowledge in both hardware and software 
design. 

• Make use of already purchased development equipment. 
• Minimize number of suppliers. 
• Very good relationship with the Swedish supplier of Atmel AVR 

microcontrollers (Acte). 
 
The main requirements on the microcontroller are the four USART, analog to 
digital converter and enough general purpose I/O for the inputs and outputs. The 
manufacturer of the AVR microcontroller family has a convenient parametric 
table where all devices are listed with their features. This makes it very easy to 
compare the different controllers and sort them according to a special feature. [9] 
 
Sorting according to number of USARTs resulted in a maximum number of two 
USARTs on three different devices. Since the system required four, this isn’t 
enough. There are two different approaches in order to achieve four USARTs 
with devices that only have two. The first one is to implement the extra two 
USARTs in software. This would require a minimum of four I/O pins on the 
microcontroller and extra development time. The second approach is to use two 
microcontrollers with internal communication by other means than the USART 
interface. A second look at the parametric table for the three sorted devices 
resulted in two different communication lines supported by hardware, the TWI1 
and the SPI2. The first approach naturally has a lower hardware cost since only 
one controller is required. The second approach, however, has a number of 
advantages to the first one. Dual microcontrollers mean more computing power to 
the system. Since both Flash3 and RAM4 increases significantly, the risk of hitting 
the ceiling of the controllers’ capacities is reduced. The ability to operate in 
parallel vouches for fast sampling of inputs and quicker program execution. Two 
controllers also increase the number of general purpose I/O, which indeed can be 
a great asset when designing the schematics of the SIO board. In addition to this, 
a master-slave configuration of the two controllers makes it possible to arrange 
the software so that the slave can handle time consuming operations such as 
polling external devices while the master can concentrate its capacity on other 
features.  
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After a discussion with the technical supervisor of the project it became clear that 
the dual microcontroller configuration should be used since it both improves 
performance and increases the possibility of adding features that not yet have 
been specified.  
 
As mentioned earlier there were three controllers in the AVR family that had 
double USARTs. These devices are the ATmega128, ATmega64 and 
ATmega162. The ATmega128 and the ATmega64 are identical except for the 
memory sizes. ATmega128 has 128kB Flash memory and 4kB EEPROM1, while 
the ATmega64 only has 64kB Flash and 2kB EEPROM. They both have 4kB of 
SRAM2. The ATmega162 is a smaller device with only 16kB of Flash memory 
and 0.5kB EEPROM. The requirements of the SIO board states that three analog 
inputs are required, one microcontroller therefore has to have an analog to digital 
converter. Both ATmega128 and ATmega64 have 8 channels of 10-bit A/D 
conversion, but the ATmega162 doesn’t have any A/D converter. Thus at least 
one of the controllers has to be either the ATmega128 or the ATmega64. Since 
those two controllers have identical pin configurations and internal registers the 
software can be developed in any one of them and then simply copied to the other 
one. Therefore a decision was made that an ATmega64 should be used and if the 
software would become larger than 64kB it can easily be replaced by the 
ATmega128. The ATmega162 was chosen as the second controller because of its 
lower price and the fact that the extra features on ATmega128 and ATmega64 
simply wasn’t needed for it. [9] [10] [11] 

6.2.2 Communication interface 

There are two hardware supported communication interfaces besides the USART 
available on the ATmega64. These are the Two-Wire serial Interface (TWI) and 
the Serial Peripheral Interface (SPI). The TWI is the same interface as the more 
commonly used I2C3 bus designed by Philips Semiconductors. It is a bus of two 
wires with a 7-bit address code that allows up to 128 different slave addresses. 
The data transfer speed is limited to 400kHz, which actually is slow compared to 
the maximum clock frequency of 16MHz for these devices. The ATmega162 
doesn’t have hardware support for the TWI, but it can be implemented in 
software. The TWI bus is however designed to handle many devices on the bus 
and in this application there is only two, furthermore the speed is not very fast so 
a closer look at the SPI interface is of great interest. The SPI interface has a 
maximum speed of half the clock frequency. A data transfer speed of 8MHz 
compared to TWI’s 400kHz is a great improvement. The SPI however require 
more wires since it is not a two-wire bus. The SPI has no address code for 
selecting which slave to communicate with; instead the master has one wire 
connected to each slave for signalling the addressee. This isn’t good for 
applications with several devices but it is not an issue in this application since 
only two devices shall communicate on the bus. Thus the SPI interface was 
chosen as communication between the two microcontrollers. [10] [11] 
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6.2.3 Programming 

Both ATmega64 and ATmega162 support ISP1 and JTAG2 for programming the 
Flash and EEPROM memories. The ISP is the simplest one and handles 
programming of Flash, EEPROM, security bits and configuration bits. The 
security and configuration bits are programmed by setting the fuses and the lock 
bits in the microcontroller. ISP programming is sufficient when no debugging of 
the program is required. Typical cases are very small and non complicated 
programs and on-site aftermarket programming such as an update of the software 
in a system already on the market. If a more complex program is to be developed 
the need of a debugger is crucial. In this case the JTAG interface is the most 
competent option since it streams the contents of all registers in the 
microcontroller to the development software on a computer. In this way it is 
possible to at any time read the exact status of the microcontroller’s inputs, 
outputs, internal register and variables. The possibility to single-step through the 
program line by line makes it easy to identify any program failure. Both ISP and 
JTAG are to be implemented on both controllers in the first design in order to 
evaluate them and to make a decision according to the gained experiences after 
testing. [10] [11] [34] 

6.2.4 Clock frequency 

There are several options regarding the clock source to the microcontrollers. It is 
possible to use external crystal, external ceramic resonator, external low-
frequency crystal, external RC oscillator, internal RC oscillator or an external 
clock generator. Since the SIO board mainly is a communication hub which uses 
serial interfaces it is important that the timing of those interfaces is as correct as 
possible. According to the datasheets for ATmega64 and ATmega162 certain 
clock frequencies yield a better accuracy for the USART. A clock frequency of 
exactly 8MHz has an error of 2.1% for a baud rate 57.6kbps and the 
corresponding error for a frequency of 14.7456MHz is 0.0%. The datasheets 
recommend a maximum clock frequency of 16MHz and the highest frequency 
below 16MHz that has good USART accuracy is 14.7456MHz. The reason for 
selecting the clock frequency as high as possible is to get the microcontroller to 
execute the program as fast as possible. [10] [11] 
 
In order to minimize the number of components and the complexity of the design 
it would be preferable to use the internal RC oscillator for generating the clock 
frequency. It can however only generate a fix frequency of 8MHz for the 
ATmega612 and 8, 4, 2 or 1MHz for the ATmega64 and is thus not suitable for 
communication applications. The external RC oscillator is a very cheap solution 
as it only consists of a capacitor and a resistor but it isn’t very stable and it is hard 
to obtain an exact frequency. The simplest and most reliable option is to use an 
external crystal. They are manufactured in a great variety of frequencies and the 
only extra components needed are two small ceramic capacitors. [10] [11] 
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6.2.5 Design 

The figure in appendix B illustrates the schematics concerning SPI, programming 
and clock frequency generation. Both microcontrollers have an identical setup of 
clock frequency generation. According to the datasheets they should have the 
following design. [10] [11] 

 
Figure 5 Clock frequency generation 

 
This circuit is connected to the inputs XTAL1 and XTAL2 on the microcontroller. 
The capacitors C1 and C2 are chosen to 22pF after the recommendations in the 
datasheet. [10] [11] 
 
The SPI communication interface uses the pins MISO1, MOSI2, SS3 and SCK4. 
MOSI shifts data from the master of the SPI line to the slave and the MISO sends 
data in the opposite direction. Clock generation for a synchronous transfer of data 
is controlled by the master on the SCK output. If a device is configured as a slave 
the SCK pin is a clock input. SS is an input on a slave and the master pulls it low 
during communication. Since the full capacity of the SPI interface isn’t known at 
this point, three extra wires are connected between the two microcontrollers in 
order to prepare for eventually necessary hand shaking signals. A more detailed 
description of the SPI interface can be found in the software design section of this 
thesis. [10]  
 
Two decoupling capacitors are added between the power supply input and GND 
on each microcontroller in order to cancel out high frequency ripple on the +5V 
supply. Setting them to 0.1µF and 1nF ensures a stable supply voltage input to the 
microcontroller. [8] 
 
The JTAG interface is implemented by connecting a 6-pin header to the pins 
TDI5, TDO6, TCK7, TMS8, +5V and GND. TDI is the serial input where data is to 
be shifted in to the data or instruction register when programming the device. 
TDO is the pin on which the microcontroller shifts out its registers during 
debugging. TCK ensures that the JTAG operations during programming and 
debugging are synchronised with the microcontroller. The pins TDI, TDO, and 
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TCK together with TMS constitute the TAP1 and the TMS pin is used to navigate 
in the state machine of the TAP controller. The remaining pins +5V and GND are 
used by the development hardware for voltage reference. [9] 
 
The ISP tool has a 2x5-pin header as interface and the ISP pins are thus extracted 
according to the figure in appendix B. The ISP interface differs between the 
ATmega162 and the ATmega64. ATmega162 uses the standard MISO, MOSI, 
SCK and RESET pins for ISP programming whereas ATmega64 uses PDI2 and 
PDO3 for data input and output instead of MISO and MOSI. [10] [11] 

6.3 Inputs 

6.3.1 12V digital inputs 

The inputs from the entry phone, emergency button, motion detector and the 
smoke detector are handled by the following circuitry.  
 

 
 
Figure 6 12V digital input, first version 

 
When the input switch is closed, the +12V voltage is split up over R4 and R3 to a 
+5V voltage at the input of the Schmitt trigger. Since the Schmitt trigger is 
inverting, a logic zero will be read by the microcontroller. When the input switch 
is off, R3 will pull the input of the Schmitt trigger to zero and a logic one appears 
on the microcontroller’s input. The capacitor together with the resistors forms a 
low pass RC-filter which clears out high frequency noise from the input. [15] 
 
This design is however very sensitive to a short circuit between +12V and GND 
in the external circuitry. If that would occur the entire +12V supply will be pulled 
to zero and a large amount of current will flow before the power supply breaks. 
To prevent this, a second and more secure circuitry was implemented. In the 
design below, R4 has been split into R1 and R2 and R1 placed between +12V and 
the input to the switch. In case of a short circuit to GND in the input switch, R1 
will act as a current limiter and protect the power supply.  
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Figure 7 12V digital input, second version 

 
The Schmitt trigger was chosen for a number of reasons. It mainly acts as a buffer 
circuit between the external circuitry and the microcontroller. In this way the 
microcontroller is well protected against voltage and current peaks. The Schmitt 
trigger’s hysteresis characteristic of typically 0.98V makes the input level 
determination very accurate and non-oscillating. In addition to this the output has 
very distinct and stable high and low levels, which makes it easy for the 
microcontroller to read the input. [13] 
 
As yet another protection, two diodes are added to the input of the Schmitt trigger. 
D1 is connected to +5V and D2 is connected to GND. In case of a static discharge 
in the input switch, the diodes will protect the Schmitt trigger from voltages 
higher than +5V and negative voltages. If a high positive voltage is applied, the 
current will flow to +5V power supply through D1 instead of into the input of the 
Schmitt trigger and exceeding the maximum input current. Any negative voltage 
will draw current through D2 from GND, instead of drawing it from the Schmitt 
trigger and thus keeping the current at a low level. [15] 
 
The input voltage to the Schmitt trigger is regulated to approximately +5V by 
setting the values of R1, R2 and R3 according to the following formula.  
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An estimation of an appropriate time constant for the low pass RC-filter 
consisting of R2 and C1 is set to 1ms. This estimation is however very rough and 
might be set differently if the input response turns out to be too slow or too fast. 
Since R2 already is set, a suitable value for C1 is calculated by the formula for the 
time constant of an RC-filter. [17] 
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The capacitor C1 in the input circuitry shall thus have a capacitance of 0.1µF in 
order to set the time constant to 1ms. This calculation is not completely correct 
since it doesn’t consider the other two resistors R1 and R3. For a more accurate 
calculation the sum of R1 and R2 is replaced by R4 which simplifies the circuit 
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back to the one in figure 6. The calculation for the transfer function is carried out 
in appendix G and results in a time constant of 0.6ms. Since this doesn’t differ 
very much from the simplified calculation and since it isn’t crucial that the time is 
exact, all filters in this thesis are calculated using the simpler calculation unless 
otherwise stated. It is only the magnitude of the time constant that is of interest in 
most circuits in this thesis. 
 
The complete circuitry for all 12V digital inputs is illustrated in the design in 
appendix A.  

6.3.2 5V digital input 

There are five 5V digital inputs, but they concern only two features; the mode 
switches and the indication of whether the 220VAC power supply is present or 
not. A DIL1-switch with four channels is used as mode selector. For each one of 
the four channels, one terminal is connected to an input pin on the microcontroller 
and the other terminal is connected to ground. By using the internal pull-up in the 
microcontroller the input can be set high or low by toggling the switches.  
 
The indication of the 220VAC supply is solved by checking the +5V supplied by 
the external power supply. Since it is powered by a 220VAC voltage, a power cut 
would immediately affect the outputs and drop them to zero. The +5V is therefore 
connected to an input of the microcontroller through a low pass RC-filter. By 
using a high value on the resistor, the input current will be reduced and the input 
pin of the microcontroller is protected. The filter clears out high frequency noise 
from the input and protects it from short high voltage peaks. A resistor of 100kΩ 
and a capacitor of 0.1µF yields a time constant for the filter of 10ms. [17] 
 

msFkCR 101.0100 =⋅Ω=⋅= µτ  

6.3.3 Temperature analog input 

Because of its simplicity and low price the Philips KTY81-120 was used as 
temperature sensor. It works as a resistor which is very sensitive to temperature 
changes. It has a positive temperature coefficient which means that the resistance 
increases as the temperature gets higher. Its resistance at 25ºC is 1000Ω ±2% and 
it increases by typically 0.75% per Kelvin. The maximum current at 25ºC is 
10mA which means that a series resistor must be chosen high enough to reduce 
the current flow. The design is illustrated in the figure below. [18] 
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Figure 8 Temperature analog input 

 
R1 together with KTY81-120 forms a voltage splitter which is connected to the 
microcontroller through a low pass RC-filter. By selecting R1 to 1kΩ the +5V 
will be split in half at 25ºC. The resulting +2.5V will be in the middle of the range 
of the microcontroller’s ADC1 if +5V and GND are chosen as references. In this 
way the ADC can handle as much temperature above 25ºC as below. The choice 
of setting R1 to 1kΩ also limits the current to 2.5mA at 25ºC. Since temperature 
change is a very slow changing process there is no problem in adding an RC-filter 
to even out the input signal. The time constant could be set very high because of 
the slow process but in order to reduce the variety of components a configuration 
that already has been used was chosen. R2 was set to 10kΩ and C1 to 0.1µF 
resulting in a time constant of approximately 1ms. The two diodes are as 
explained earlier for protection against positive and negative voltage peaks.  
 
The KTY81-120 isn’t very accurate but it is sufficient for this application. The 
main reason for measuring the temperature is to cool the electronics when it gets 
too hot and to keep a slightly higher temperature inside the box than outside in 
order to keep moist from entering. For those functionalities the KTY81-120 is a 
very good compromise.  

6.3.4 Backup battery analog input 

The ADC in the microcontroller can only handle voltages that are within its range. 
The range is selectable but can never be higher than the supply voltage of the 
controller. Since the backup battery’s nominal voltage is 12V and the 
microcontroller runs on 5V, the backup battery voltage must be divided to a value 
below 5V. This is done by the following circuitry. 
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Figure 9 Backup battery analog input 

 
Choosing R1 and R2 to 18kΩ and 10kΩ respectively the backup battery voltage 
will be split from 12V to 4.3V, which is a suitable voltage for the microcontroller 
to handle.  
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Using a capacitor of 0.1µF results in a time constant of the RC-filter of 
approximately 1.8ms, which sure isn’t too fast because of the slow process of the 
backup battery voltage drop.  

6.3.5 Fan tachometer 

The input of the fan tachometer is different from the other inputs since it toggles 
very fast. The fan has a three wire interface; one is for +12V, one is for GND and 
the third is the tachometer signal. Once, or twice, per revolution the tachometer 
signal is connected to GND. A pull up resistor must be connected to +5V to get a 
logic one when the fan isn’t connecting the signal to GND. Whether it is once or 
twice per revolution is dependant on fan manufacturer and type of sensor. In 
either case the microcontroller needs to detect the pulses to decide whether the fan 
is rotating or not. [19] 
 
The ATmega64 has internal counter registers which can be triggered by external 
clock sources. By connecting the tachometer signal from the fan to a clock source 
input on the microcontroller the internal counter register will count up once or 
twice for each fan revolution. It is then possible to in software regularly check 
that the counter register changes and thereby guarantee that the fan is rotating. If 
the counter register isn’t changing the fan must have stopped and an error 
notification shall be transmitted to the system administrator. [10] 
 
Since the fan is located on the outside of the box, it is exposed to electrically 
instable environment and the input needs to be protected. The circuitry including 
a pull up resistor, over and under voltage diodes and an RC-filter is illustrated in 
the figure below.  
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Figure 10 Fan tachometer signal input 

 
The RC-filter for this application demands an extra review. Since a typical 12V 
cooling fan has a rated rotating speed of around 5’000 rpm to 10’000 rpm, the 
input has to be able to detect pulses up to 20’000 times per minute if the 
tachometer is connected to ground twice per revolution. The minimum time 
between each pulse is calculated according to the following formula. [19] 
 
n = pulses per minute 
t = time between pulses 
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This implies that the RC-filter must have a time constant of maximum 3ms in 
order for the capacitor to have time to charge and discharge between the pulses. 
To ensure stable performance the time constant must though be set to a 
significantly shorter period. A factor of ten was chosen which sets the time 
constant to 0.3ms. Suitable values for the filter would then be a capacitor of 0.1µF 
and a resistor of 3kΩ, which yields a time of 0.3ms. Choosing R1 to 1kΩ will 
increase the time constant to 0.4ms but it shouldn’t affect the performance of the 
filter because there is still a good safety margin. The functionality must be tested 
and the values might be set differently if the desired requirements aren’t met. 

6.4 Outputs 

The digital outputs stated in the requirement section of this thesis differ a lot in 
their circuit design depending which device they control. For instance an output 
that controls the light in the container must be able to handle more current and 
higher voltages than an output that turns a small fan on or off. Thus the circuit for 
each output is unique but they all have one thing in common. They all need some 
sort of buffer circuit in order to protect the microcontroller from extraordinary 
electrical conditions. For the inputs a Schmitt trigger was used as a buffer circuit, 
but it doesn’t fit very well as an output buffer because of its low current capacity.  
Most devices to be controlled require more current than what the Schmitt trigger 
can handle. An integrated circuit that is able to cope with relatively high currents 
is the ULN2000A device. It consists of seven open collector darlington1 circuits 
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with common emitters. The open collector design implies that the output only can 
be driven low and not set to a logic one. This is however not a problem since it is 
easy to add a pull up resistor on the output connected to the logic level one 
voltage reference. The ULN circuit is inverting and thus by applying a logic one 
to the input the corresponding output is set to zero, i.e. connected to ground 
through a transistor. The nature of the darlington circuit does however have one 
major drawback; the voltage loss over the transistor is approximately 0.7V. If a 
12V output is to be controlled the voltage will never reach more than 11.3V, 
unless a higher supply voltage is applied. This could be a problem when dealing 
with electromagnetic devices such as relays and solenoids since the force in the 
coil rapidly decreases with a voltage drop. The main advantage of the ULN circuit 
is as indicated earlier its capacity to sink current. Each channel is capable of 
pulling 500mA to ground continuously and at peaks as much as 600mA. The 
possibility to connect the channels in parallel makes it easy to pull even more 
current. If three channels are connected in parallel the current can be tripled to 
1.5A, which can reduce the need of relays for switching devices requiring currents 
of a few amperes. [14] [15] 

6.4.1 Heat element 

In order to keep the electronics from too cold environment temperatures a small 
heat element is added to the electronics box. An element of approximately 10W 
was decided to be enough after a discussion with the technical supervisor of the 
SafeTool project. A 10W element running on 12V yields a current of 
approximately 0.83A according to the dc formula for electric power, P=U*I. 
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This implies that two ULN channels in parallel would be sufficient to drive the 
heat element. In spite of that, three channels were used to partly have a safety 
margin and partly to able to use a more powerful element. Three channels can 
provide 1.5A which will result in a heat element of 18W as calculated below. 
 

WAVIUP 185.112 =⋅=⋅=   

6.4.2 Cooling fan 

The fan is supposed to create a small air flow through the electronics box with the 
purpose of cooling the electronics if the temperature gets too high. The 
mechanical requirement of the fan is that it mustn’t be larger than 40mm square 
and no more than 15mm thick. A brief search on different fan manufacturer sites 
resulted in a typical input power of 1-2W for such a fan. Calculating the worst 
case yields a current consumption of 0.17A. 
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Therefore it is more than enough to use one channel of the ULN circuit to control 
the cooling fan. 
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6.4.3 Siren and flashing light 

Since the siren and the flashing light have similar electric characteristics, the same 
solution was used for both of them. A relay with a rated load capacity of 3A was 
considered to be enough for both the flashing light and the siren. The design is 
illustrated in the figure below. 
 

         
Figure 11 Siren and flashing light output 

 
The diode placed in parallel over the relay coil is required for protection reasons. 
When the voltage over the coil is removed and the plunge returns to its original 
position a very high reverse voltage peak will be induced in the coil. The diode 
ensures that the voltage is fed to the +12V supply instead of the ULN circuit in 
which it could destroy the semi-conductors. In addition to this the energy stored in 
the coil has to dissipate somewhere and the diode directs this energy to +12V. 
[15] 

6.4.4 Power OK 

The SCU card requires a signal that indicates that the power supply outputs of 
+12V, +5V and +3.3V are correct. This is done by setting the “Power OK” input 
of the SCU card to a logic one. The input is +5V TTL compatible so no voltage 
level shifters are necessary and it would be possible to connect the “Power OK” 
input directly to an output pin on the microcontroller. This is however not 
preferable since the microcontroller isn’t protected by a buffer circuit. In this case, 
since the signal is TTL compatible, the Schmitt trigger would be a good buffer 
circuit. Each channel in the Schmitt trigger used for the inputs is however in use 
and to add yet another Schmitt trigger IC for just one signal is not a good design. 
Therefore one channel of the ULN circuit is used to buffer the “Power OK” 
signal. [13] 

6.4.5 SCU power switching 

The power supply voltages for the SCU card need to be turned on with certain 
timing in order for the SCU to start. This require the SIO card to be able to switch 
the power supply voltages on and off independently. A study of [13] showed that 
the +12V and the +5V voltages shared the same timing and could therefore be 
controlled synchronously. The +3.3V supply must though be controlled 
separately. The +12V and +5V is normally generated by an external power 
supply. In case of a power cut the +12V is taken from the backup battery and the 
+5V is generated by a linear voltage regulating circuit described later on in this 
thesis. The +3.3V supply is on the other hand generated by a switched voltage 
regulating circuit also described later. The advantage with a switched voltage 
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regulator is the possibility to enable or disable it by a TTL compatible input on 
the switching regulator. This simply implies that the enabling of the +3.3V 
voltage is achieved by connecting the enable input of the regulator to an output of 
the microcontroller. The need of a buffer circuit isn’t crucial since the risk of 
being exposed to voltage and current peaks isn’t very high. There is however a 
few free channels on the ULN circuit so one of them is used to ensure the 
protection of the microcontroller. The +12V and +5V supplies doesn’t have that 
enable/disable feature so in order to control them a relay has to be added. A relay 
with two poles and a rated current of 2A should be enough since the SCU card 
doesn’t have any components that require a lot of current.  
 

 
Figure 12 SCU power switching 

 
The resistor R1 is used to pull up the ULN output to +12V and thus making sure 
that the coil in the relay isn’t exposed to a voltage difference when it is not active. 
The diode is for protection against reverse voltages as described earlier in this 
thesis.  

6.4.6 Container light 

The extra feature of being able to turn the lights in the container on when for 
example the door is opened isn’t a very central function of the system but it does 
indeed have a certain value to the user. Most containers are equipped with 
fluorescent lamps but the output of the SIO card must be able to cope with any 
kind of light source. Therefore a powerful relay with a rated current of 5A at a 
voltage of 250VAC was chosen. 
 

    
Figure 13 Container light output 
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The pull up resistor R1 makes sure that if the microcontroller would crash and 
leave its output tri-stated, the light in the container will be turned on.  

6.4.7 LCD background light 

When running on the backup battery it is important to save as much power as 
possible. An easy thing to do in order to reduce the power consumption of the 
system is to turn off the background light on the LCD. The LCD display chosen 
has a maximum supply current for the LED1 drive of 138.6mA, which is small 
enough for a ULN channel to handle. [23] 

6.4.8 Electric lock switcher 

Late in the project another feature was decided to be of great value; the ability to 
open or close a circuit for interfacing with existing security electronics. Many 
electrical locks use a closed loop that is broken when the lock shall open or the 
other way around. A 5V relay with an alternating function can be used according 
to the figure below. 
 

 
 

Figure 14 Circuit switcher 

 
By connecting the lock circuit loop to pin three and two or to pin three and one 
the user can choose whether the circuit shall be normally open or normally closed.  

6.5 GPRS module 

6.5.1 Choosing GPRS module 

The two main suppliers in Sweden of GSM2/GPRS modules are Acal and Acte. 
Acal is a retailer of Wavecom products and Acte has products from Siemens. The 
technical supervisor of the SafeTool project and the author of this thesis set up 
meetings with both of them to discuss the best solution for this application. 
Technically the two manufacturers can provide similar performance at the same 
price level. Wavecom has though had a rumour of questionable quality compared 
to Siemens. After a few discussions the Siemens GPRS module family was 
decided to be most appropriate due to the following reasons. 

                                                
1 Light Emitting Diode 
2 Groupe Spécial Mobile 
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• Siemens has a wider range of GPRS modules which makes it easier to find 

one that suits the SafeTool project well. 
• Siemens is larger than Wavecom on the market which advocates for a 

stable relationship. 
• The advantage of having the same Swedish supplier for both GPRS 

module and microcontrollers makes system integration and logistics 
simpler. 

• Good personal connection to the Acte representative.  
• Acte has support engineers available in Sweden whereas Wavecom only 

has foreign support.  
 
At this time the most suitable GPRS module from Siemens turned out to be the 
TC45, but as the project carried on the next generation of GPRS modules from 
Siemens became available on the market. Although a design with the TC45 was 
made, this thesis will only describe the design process of the TC65, which is the 
sequel to the TC45. The two designs are however very similar except for that the 
TC65 design has more features. 

6.5.2 Siemens TC65 

The main advantage of the TC65 is that it is based on Java™ technology platform. 
This makes it very flexible and the development time can be cut significantly by 
using a high level language to program it. The TC65 also has a built in TCP/IP 
stack for communication on the internet via GPRS. This is a great benefit since 
otherwise the TCP/IP stack would have to be implemented in software in one of 
the 8-bit microcontrollers and doing that would be out of the scope of this thesis. 
Another feature of the TC65 is the great variety of communication interfaces; SPI, 
I2C, USB and two USART which makes it easy to adapt and integrate it into this 
application.  

6.5.3 Design 

The TC65 uses an 80 pin, 0.5mm pitch board to board contact for interfacing the 
modules circuitry to the host board. After a thorough review of [20] the circuitry 
illustrated in appendix C was developed. The most critical parts of the circuit are 
the interface to the SIM card holder and to the microcontroller, since those are the 
ones that primarily are supposed to be used. The other parts are of course required 
for the extra features but not essential for the basic functionality. The USB port is 
for example very useful if it is desirable to connect the SCU board directly to the 
TC65. Pins for other extra features such as the general purpose I/Os, the analog to 
digital converters and a digital to analog converter are connected to pinheads to 
make them accessible after the boards are manufactured. The same is done for the 
communication interfaces because they might be needed for debugging or for 
further integration of future devices. [20] 
 
Communication interface 
The serial communication interface of the TC65 has one major drawback; it 
operates with a logic level high of maximum 2.9V whereas the microcontroller 
uses the standard TTL level of maximum 5V. This makes them incompatible and 
some sort of circuitry for shifting logic levels is thus required. The TC65 does 
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however have a supply output of 2.9V that is meant to deliver an appropriate 
voltage level for communication circuits. There are level shifters available as ICs 
but they are often expensive and unnecessary powerful for this application. The 
communication interface consist of only two wires, one in each direction (TXD 
and RXD), and the ICs available often has a quad or octal set of channels. A far 
more inexpensive way to do this is to use small signal transistors as illustrated 
below. [20]  
 

 
 

Figure 15 Level shift, first version 

 
The maximum bit rate of the serial interface of TC65 is 460.8kbps and the 
minimum transition frequency in the active region of the BC847 is 100MHz. The 
frequency of BC847 when used as a switch and it is saturated is however several 
timers smaller than 100MHz. Around 10-20MHz is a more realistic figure but the 
transistor is although so much faster than the maximum operating frequency that 
it is ensured that data on the serial interface is not distorted due to slew rate in the 
transistor. [20] [22] [30] 
 
The first design in figure 16 is for the direction from the microcontroller to the 
GPRS module and the second is for the reversed direction. When a logic level 
high is present on the base of the transistor it starts to lead and pulls the collector 
to a low voltage, otherwise it is pulled up to a logic level high through R1 or R4. 
This inversion of the signals could however be a problem in the hardware 
interfaces of both TC65 and ATmega64. As a replacement the following circuit 
was developed in cooperation with [8].  
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Figure 16 Level shift, second version 

 
This circuit is a two-way non-inverting level shifter, which means that it works in 
both directions. The two scenarios for communication directed from TC65 to the 
microcontroller are described in the table below. 
  

Action Effect 

TC65 pulls high 
to 2.9V  

No voltage difference between base and emitter results in 
a non-leading transistor channel and the collector is 
pulled to +5V 

TC65 pulls to 
ground 

The voltage difference over base and emitter causes the 
transistor to lead and pulls the emitter to ground and the 
collector to 0.7V which is low enough for a logic zero.  

Table 3 Shifting scenarios 

 
In the other direction the maximum input voltage to T65 only becomes 2.2V due 
to the voltage drop over base and emitter. The minimum voltage for the TC65 to 
read a logic one is 2.0V and the margin of 0.2V simply isn’t large enough to make 
the circuit reliable.   
 
After a discussion with [30] the idea of using a buffer circuit was developed. The 
circuit 74LVC07 is a non-inverting buffer with open drain outputs, a wide supply 
voltage range and TTL tolerant inputs. By supplying it with 2.9V it is ensured that 
the output never will exceed that level even though there is a higher voltage on 
the input. 
 
The buffer circuit was chosen for the direction ATmega64 to TC65 and the circuit 
in figure 16 was chosen for the other direction because they were the most 
appropriate solutions respectively. The TC65 is configured as a DCE1 and the 
microcontroller as a DTE2 so the TXD on TC65 must thus be connected to TXD 
on ATmega64 and likewise with the RXD signal. [20] 
 
 

                                                
1 Data Communications Equipment 
2 Data Terminal Equipment 
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Control signals 
The other two signals that must be connected to the microcontroller are the inputs 
IGT1 and EMERG_RST2. The ignition signal is for the hardware driven start-up 
which activates the module. If the TC65 crashes and doesn’t respond to AT 
commands for at least a few seconds it is possible to use the EMERG_RST signal 
to carry out an emergency reset. This shall however be used with caution since all 
data in the volatile memory will be lost and the firmware could be damaged. [20] 
 
These inputs have internal pull up resistors and are active in their low state. An 
open collector circuit must be used in order to prevent current from flowing into 
these pins. Because of the pull up resistors the input only needs to be driven low 
for a logic level shift and no voltage level shifter circuit is necessary. The small 
signal transistor BC847 that were used in figure 16 serves as a good open 
collector device and the design is illustrated in figure 17. [20] [21] 
 

           
Figure 17 Open collector circuit 

 
The resistor R1 limits the current flowing from the microcontroller’s output pin to 
ground. R1 together with R2 splits the voltage to a slightly lower level and the 
capacitor has a very small value for decoupling.  
 
The BC847 has a maximum base-emitter voltage of 6V and it is saturated at 0.7V 
which makes it ideal for use with a 5V activation signal. As long as the voltage 
splitter doesn’t lower the base-emitter voltage below 0.7V the transistor will lead 
and pull the input of the TC65 to ground. If the microcontroller sets its output 
low, there will be no base-emitter voltage and the transistor will not lead. [22] 
 
Since the 74LVC07 as was used in the serial interface has similar characteristics 
as the circuit in figure 17, this circuit is replaced by two channels in the 74LVC07 
open drain buffer. 
 
SIM card interface 
When designing the SIM3 card interface, some precautions have to be considered 
in order to get the proper functionality. One is that the CCCLK4 and the CCIO5 
has to be separated on the board layout in order to avoid crosstalk between the 
clock and the serial data line. Another important thing is to not connect the 
CCGND to the board’s ground since they might be at different levels and interfere 

                                                
1 Ignition 
2 Emergency reset 
3 Subscriber Identification Module 
4 Clock 
5 Input and output stream 
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with each other. The SIM card holder also needs to have a mechanical switch for 
detecting whether there is a card mounted in the holder or not. This is because the 
TC65 has to shut down the interface if the SIM card is removed during operation 
in order to protect it from misdirected voltages. The capacitors in the circuit in 
figure 18 are for decoupling the CCVCC, CCRST1 and the CCIO. [20] 
 

 
 

Figure 18 SIM card interface 

 
USB interface 
The TC65 has a direct pinout for a USB interface and the two serial lines 
USB_DP2 and USB_DN3, plus GND and VUSB_IN4 can be directly connected to 
an USB port mounted on the host board. It is however a good idea to add a few 
components for protection and to ensure stable operation. [20] 
 

 
 

Figure 19 USB interface 

 

                                                
1 Reset signal 
2 USB Data Positive 
3 USB Data Negative 
4 USB Power supply 
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C1 and R1 acts a fast low pass filter cancelling out high frequency ripple. The 
electrolytic capacitor stores energy in case of a glitch on the power line. To 
protect against ESD1 a device with two diodes is connected to the two data lines 
 
Analog inputs 
The input VSENSE shall be directly connected to the supply voltage. It is an 
analog input that constantly monitors the voltage supplied to the TC65. This is 
most used for battery operated applications in which the TC65 has a built in 
charge control for Lithium Ion and Lithium Polymer batteries. It is also possible 
to measure the charge current with the ISENSE input but for applications without 
battery charging the ISENSE shall be connected to VSENSE. Since the SafeTool 
system normally is operated from a power supply connected to the electricity net 
or by a backup battery, the charge control on the TC65 is left unimplemented. 
[20] 
 
Power indication 
There is an output on TC65 that notifies if the module is in it’s on or off state. The 
pin PWR_IND has an open collector output that indicates that the module is on 
with a low state. This can be used for enabling and disabling voltage level circuits 
but since there are no such ICs in this application it is used to drive a LED to 
indicate the modules power state. [20] 
 

 
 

Figure 20 Power indication 

 
The LED used in this case has a forward voltage drop of 2,0V and a maximum 
current of 30mA which yields a value of R1 of minimum 67Ω. Using a 100Ω 
resistor will result in a current of 20mA which is high enough to light up the LED.  
[33] 
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Operating mode indication 
The output SYNC is extended to a pinhead and it can be configured to drive a 
LED to indicate different operating modes of the TC65. As an alternative this pin 
can be used to indicate increased current consumption during an uplink 
transmission burst. Which ever mode the final product will use is at this point not 
specified but the circuitry for the LED indication is added to the host board since 
it helps during the development of the software for the TC65. The output of the 
SYNC signal isn’t powerful enough to drive a LED so a BC847 transistor is 
added to pull current to ground according to figure 21. [20] 
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Figure 21 LED circuit for the SYNC signal 

 
As the SYNC signal goes high T1 starts to lead and current will flow causing the 
LED to light up. Even though there is a small voltage drop over T1 the same 
resistor value as for the PWR_IND signal is used. The minimum current required 
on the base of the transistor is calculated as follows. [16] 
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Where ULED is the forward voltage drop over the LED, UCEsat is the voltage drop 
over collector and emitter when the transistor is saturated and hFE is the 
transistor’s minimum DC current gain.  
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A minimum current of 0.16mA yields a maximum value for R2 of 13.75kΩ 
according to the calculation below. 
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The maximum peak base current for the transistor is rated to 200mA, which 
implies that the value of R2 can be as low as 11Ω.  
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Setting the value of R2 slightly higher than in the middle of the maximum and 
minimum reduces the current flow required from TC65. R2 is therefore set to a 
value of 10kΩ. [16] 
 
Features not in use 

All pins on TC65 that aren’t considered in this section are for either battery 
charging control or audio interfaces and are not used in the SafeTool application.  
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6.6 Liquid Crystal Display 

The technical supervisor of the SafeTool project had some experience with LCD 
from a former project so in order to use that knowledge a similar display was 
chosen. The Tianma 162ABCW6-2 is an LCD with two rows, each with the 
ability to display sixteen characters. The interface consists of sixteen pins of 
which eleven are for communication and five are for hardware setup. Figure 22 
shows the design for the LCD interface. [23] 
 

          
 

Figure 22 LCD interface 

 
DB7-DB0 is the eight bit parallel bus for data transfer and RS (Register Select), 
R/W (Read/Write) and E (data read/write Enable) are control lines for 
programming and communication and are all connected to the ATmega162. The 
back light is software controlled by connecting the cathode (K) of the LED driver 
to a ULN IC which is connected to a microcontroller output. VEE sets the 
contrast of the display and the datasheet recommends setting it to 0.3V which is 
what the voltage splitter R7 and R8 do according to the following calculation. 
[23] 
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This LCD has a few programmable registers which makes it possible to design 
characters that aren’t implemented by the manufacturer. The characters “ä” and 
“ö” are available by default but the character “å” must be programmed to be able 
to display the full Swedish alphabet. [23] 

6.7 Power supplies 

The SafeTool system requires a few different voltage levels as described in the 
requirements section. Since the different voltage levels have different 
requirements the description of the hardware design for the generation of these 
voltages is divided into each voltage.  
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6.7.1 +12V 

This voltage is the system’s main power source and all other voltages, except +5V 
under normal operation, are created using 12V either directly or indirectly. The 
+12V is generated by the external power supply that is directly connected to the 
SIO board.  
 
In case of a power cut in the electricity net the backup battery serves as the power 
source for +12V. The battery does however need to be charged while the 
electricity net is operable. The circuitry for charging the battery is illustrated in 
figure 23.  
 

 
 

Figure 23 Battery charging circuit 

 
The electricity net of 220VAC first passes through a filter which protects the SIO 
board from voltage peaks, distortion and noise. The transformer’s secondary 
voltage is 17.2V with no load and 12V at full load which makes it appropriate for 
a 12V battery charger because the applied voltage shall always be a few volts 
above the battery’s rated value. R1 is a power resistor which limits the current 
flowing into the battery. The diode D1 acts as a half wave rectifier and applies the 
pulsing voltage to the battery that is preferred for a continuous charge application. 
To prevent current from flowing into the battery from the +12V supply a second 
diode, D2, is added to secure correct direction of the current. The last component 
of the circuit is a PolySwitch (RXE) which acts as a self restoring fuse. If the 
PolySwitch releases due to a too large current or too high temperature, it is 
restored automatically when it cools down. The RXE135 with a cut off current of 
2.7A was chosen for this application in order to limit the current flowing from the 
battery. [8] [15] [24] 

6.7.2 +5V 

The +5V power is also generated by the external power supply if 220VAC is 
present. When running on the backup battery, +5V is generated with a linear 
voltage regulator as in figure 24. The figure also shows a relay that selects where 
+5V is to be taken from.  
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Figure 24 +5V backup generation and switching 

 
The voltage regulator 7805 can handle input voltages from +5V to +18V and 
produce a +5V output. There are three devices to choose from regarding the 
maximum output current and for this application the one with the highest value, 
2A, was chosen in order to be able to drive the SCU which consumes between 
0.5A and 2.5A depending on operation mode. The 7805 can deliver more than 2A 
for a short period of time before it gets to hot and gets damaged. It is however 
enough time (under a minute) for the system to send commands to the SCU to 
enter a less power consuming mode. [15] [25] 
 
When the +5V voltage from the external power supply is present, the relay will be 
activated and the system will use that as a +5V source. In the other case when 
there is no 220VAC present the relay will be in its inactive position and extract 
+5V from 7805. The capacitors C1 to C4 are for decoupling and small energy 
backups. For the real circuit the compulsory diode in parallel to the coil is added 
as described in the output section of this thesis. [15] 
 
As the system was tested a problem with the +5V voltage was encountered. When 
the relay switches the glitch in the +5V supply in big enough to reset some of the 
circuits using this voltage. Especially the display had problems and needed to be 
reinitiated to work properly. Even though the problem with the display is easy to 
solve in software, the risk of loosing data or suffer a system crash because of this 
is too large to ignore the problem. The most logical solution is to add a large 
capacitor to the +5V supply which can store as much energy as needed in order to 
keep the voltage at a high level during the time it takes for the relay to switch. It is 
because of this the capacitor C5 is added. C5 is a special backup capacitor with a 
very high capacitance. The minimum value for C5 can be calculated by knowing 
that current is charges per second and that the capacitance is charges per volt. 
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Standard TTL ICs are specified to a minimum supply voltage of 4.75V, which 
yields an accepted voltage drop of 0.25V. To have a small safety margin a voltage 
drop of 0.2V is used in the calculations. The relay has according to its datasheet a 
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maximum switching time of 5ms and the current consumption for +5V is chosen 
to be 2A. Thus the capacitance of C5 must be high enough to keep the voltage 
from dropping 0.2V during 5ms with a current consumption of 2A. [24] [26] 
 

mF
V

sA

U

tI
C 50

2.0
005.02

=
⋅

=
⋅

=  

 
The prices of the special backup capacitors doesn’t differ very much while 
keeping the capacitance lesser than 300mF. What does differ is the size and the 
best compromise between price, size and capacitance turned out to be a 100mF 
capacitor with a diameter of 13mm. This gives a capacitance margin of a factor 2 
which ensures that the energy stored in the backup capacitor is enough.  
 
After modifying the circuit by adding the backup capacitor there was still a 
problem. The backup capacitor supplied power to the relay backwards so the relay 
didn’t release until it was discharged. This of course thwarts the point of having a 
backup capacitor. The problem was solved by adding a diode with a low forward 
voltage drop to the relay input according to figure 25. The diode prevents current 
from flowing back to the +5V power supply when the supply is disabled. A 
schottky diode was chosen because of its forward voltage characteristics.  
 

 
 

Figure 25 +5V backup generation and switching, version 2 

6.7.3 +3.3V 

The SCU consumes less than 3A in most operating modes and the +3.3V supply 
is designed to handle just that. Here a linear voltage regulator isn’t applicable due 
to the higher current and the fact that linear regulators aren’t very efficient. This is 
because all energy between input and output voltage is dissipated by turning it 
into heat.  
 
The alternative is to use a switched step down voltage regulator that takes 
advantage of the energy storing capabilities of inductors and capacitors in order to 
produce a voltage regulation by oscillating the output. There are both adjustable 
and fixed output versions so any voltage below the input can be achieved by 
stepping down. The input does however have to have the same polarity as the 
output. Fortunately there exists a switched regulator with a fixed output of +3.3V 
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and a maximum current of 3A. This regulator is called LM2576S-3.3 and the 
circuit recommended in its datasheet is shown in figure 26. [27] 
 

            
 

Figure 26 +3.3V generation 

 
The LM2576S-3.3 has an on/off input which is connected to the ATmega64 to 
make the output voltage software controllable. Care must be taken to choose 
capacitors that are physically large enough to handle the current produced in the 
oscillating loop. This is solved by using capacitors rated for a significantly higher 
voltage than 3V; C1 is rated for 100V and C2 for 25V.  

6.7.4 +4V 

The TC65 is very sensitive module and the power supply for it has to be very 
stable. Therefore the design for generating +4V is more complex than the one for 
+3.3V. With support from the tech department of Acte the following design was 
prepared.  
 

 
Figure 27 +4V generation 
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The component supplier didn’t have any regulator with a fixed output voltage of 
+4V so an adjustable version (LM2576S-ADJ) was chosen instead. The output 
voltage is controlled by the feedback loop consisting of the two resistors R51 and 
R52 which are connected as a voltage splitter. The formula for setting appropriate 
values for these resistors is found in the datasheet of the LM2576S-ADJ. [28] 
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VREF is an internal constant voltage of 1.23V.  
 
The resistor that connects to ground (R52) must have a value between 1kΩ and 
5kΩ to produce a suitable current for the regulator. Setting R51 and R52 to 2.7kΩ 
and 1kΩ respectively the equation yields an output voltage of 4.5V. [28] 
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The reason for setting this voltage slightly higher than +4V is because of that the 
second and more precise regulator needs a certain over voltage to produce a stable 
output. Even this voltage can be switched on and off by hardware as the on/off 
input of the LM2576S-ADJ is connected to the ATmega64. [28] 
 
The second device is a TPS76701 low dropout voltage which is more stable and 
faster than the previous one. As with the LM2576S, the TPS76701 isn’t available 
in a fixed +4V output version so the adjustable device was chosen. This IC is 
designed for small step down regulation and it is perfect for this application since 
the step down in this case only is 0.5V. Due to the low dropout this device doesn’t 
require an external oscillating loop. The output voltage is set in the same way as 
with the LM2576S-ADJ but the internal reference voltage, VREF = 1.1834, is 
different. Suitable values for the resistors are 24kΩ and 10kΩ according to the 
calculations below. [29] 
 

V
k

k
V

R

R
VV REFOUT 02.4

10

24
11834.1

63

62
1 =









Ω

Ω
+⋅=








+=  

  
The two electrolyte capacitors in the end of the circuit are for energy storage and 
the other two capacitors have small values for decoupling purposes.  

6.7.5 -12V 

The SCU board requires -12V solely for the communication by the RS-232 
standard. This implies that the current consumption for this voltage is very low. It 
is in fact so low that the manufacturers don’t even specify it in their power 
consumption tables and graphs. There are many ways to generate a negative 
voltage from a positive one but most of them are designed to deliver far more 
current than required here. Since the only task the -12V line shall manage is the 
RS-232 level shifting the idea of using a standard RS-232 interface IC to generate 
the voltage is very appealing. The RS-232 interface circuits like the MAX202 
converts a TTL logic level high (+5V) to -12V and logic level low to +12V. A 
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common name for the RS-232 standard is V.24 which originates from the voltage 
difference between high and low on the communication line. By using a pull up 
resistor between +5V and the input of the MAX202 a constant voltage of -12V is 
present on the output. As a security measure two lines are connected in parallel to 
ensure that enough power is extracted to the SCU.  

6.8 Communication channels 

The SIO board uses three different communication interfaces although they are all 
serial ones. Communication with RFID reader and SCU is handled by the RS-232 
interface. The SLC is one of several possible devices that can be hooked up on a 
RS-485 bus. The third one is the onboard communication with the TC65 module. 

6.8.1 RS-232 

The RS-232 interface consists of two data lines, TXD and RXD, for transmitting 
and receiving. In addition to this there are seven lines for flow control and modem 
specific signals. Due to the short distances in this application the need of the flow 
control signals was considered not to be crucial so only the two data lines were 
used. Since the standard RS-232 IC as the MAX202 has two transmit and two 
receive lines there is enough to use only one circuit for the two interfaces. The 
design recommended in the datasheet of the MAX202 is shown in the figure 
below. [31] 
 

 
 

Figure 28 RS-232 interface with MAX202 

 
Both the SIO board and the two peripheral devices are designed to be used as a 
DTE1 and thus the TXD pin on the microcontroller shall be connected to the 
peripheral device’s RXD pin and vice versa. The external capacitors in the circuit 
are needed for the internal charge pump that generates the negative voltage 
according to the RS-232 standard.  

                                                
1 Data Terminal Equipment 
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6.9 RS-485 

As mentioned earlier in this thesis the RS-485 is a bus with the ability to add 
several devices that needs to communicate with the SIO board. A typical IC for 
interfacing the microcontroller to the RS-485 bus is the MAX481 and the circuit 
is illustrated in figure 29. 
 

 
Figure 29 RS-485 interface with MAX481 

 
Since RS-485 is a bus the interface, the circuit requires two control signals that 
enables and disables the output lines. These two signals are called DE for drive 
enable and RE/ for receive enable and they are both connected to output pins of 
the microcontroller. The DI (driver in) and R0 (receive out) are connected to the 
microcontroller’s TXD and RXD respectively. In some applications for example 
when long distances of the RS-485 bus are used it might be necessary to use a 
termination resistor between the two lines. As the distance at this point for the 
SafeTool project only reaches a few meters it isn’t necessary, but it is however 
added to the design so it can be implemented if the distance would increase.  

6.10  Complete circuit design 

The complete circuit design for the SIO board is shown in appendix D. 
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7 Software development 

The software development must be carefully coordinated with the hardware 
design. Since the two microcontrollers ATmega64 and ATmega162 have different 
features the hardware must be connected accordingly. The features are divided 
between the two controllers according to the following table.  
 

Microcontroller Feature 

ATmega64  • Smoke detector 
• Motion detector 
• Emergency button 
• Entry phone 
• Mode switches 
• Temperature reading 
• Backup battery voltage reading 
• TC65 GPRS module communication 
• SCU communication 
• Lock switcher 
• Siren 
• Flashing light 
• Container light 
• Cooling fan 
• Cooling fan tachometer 
• Heat element 
• 3.3V SCU power switching 
• 4V power switching 
• 5V SCU power switching 
• 12V SCU power switching 
 

ATmega162 • LCD display 
• User four-button interface 
• RFID reader communication 
• SLC communication 
• RS-485 communication 

Table 4 Features for each microcontroller 

 
The main idea is to use the ATmega64 as a system master and the ATmega162 as 
a secondary slave. This is due to the fact that ATmega64 is more powerful with its 
extra flash memory. ATmega64 shall handle all decisions and only gather 
information from the ATmega162 and send commands to it. The development of 
the software for both microcontrollers was considered to be too time consuming 
for only one person and a decision was made that it should be implemented by 
two persons. It was then very convenient to simply program one microcontroller 
each. The author of this thesis was assigned the ATmega64 and it is thus only the 
software development for that software that is described here. In order for the 
system to reach the market as fast as possible some software was made over to the 
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SCU computer. These parts are mainly GPRS communication and the logics 
regarding RFID tags, but they shall be implemented on the SIO board further on. 
 
The complete program code for ATmega64 can be found in appendix H.  

7.1 Communication 

7.1.1 SPI 

First of all the communication between the two microcontrollers had to be 
implemented as a base and the code could after that be developed separately. As 
earlier described the SPI interface was chosen for the communication between the 
two microcontrollers. The SPI works as a circular buffer consisting of two 8-bit 
shift registers. When the master of the SPI initiates communication with a slave 
the register in the master is shifted out to the slave register. The circular structure 
conveys that at the same time the data in the slave register is shifted out to the 
master register. When eight shifts have been made the previous content of the 
master register is completely transferred to the slave register and vice versa. 
MSB1 is shifted out first and LSB2 last. The arrangement is illustrated by the 
image in figure 30. 
 

 
Figure 30 SPI master – slave configuration 

 
Data is transferred from the master to the slave on the MOSI (Master Out, Slave 
In) line and from the slave to the master on the MISO (Master In, Slave Out) line. 
The shifting is synchronised by the master by feeding a common clock signal to 
the slave. The SPI is in general a point to point communication interface but 
several slaves can be added by using the SS (slave select) pin. Since the slaves 
aren’t addressable through the communication lines as with the RS-485 interface, 
the master has to have one output connected to each slave’s SS pin. By pulling the 
SS pin on the slave low, the SPI clock input is activated on that slave and 
communication starts. This is thus not a good interface if many devices shall be 
connected because of the increasing number of outputs required on the master. A 
more complex arrangement with two slaves and the clock is shown in figure 31.  
 

                                                
1 Most Significant Bit 
2 Least Significant Bit 

8-bit shift register 8-bit shift register 

MASTER SLAVE 
LSB MSB MSB LSB 
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Figure 31 SPI configuration with several slaves 

 
Only the master can initiate communication on the SPI bus so some kind of alert 
signal must be implemented to let the slave indicate that it has information that 
needs to be sent to the master. This is where the extra signals connected directly 
between the two microcontrollers become very useful. One is used to notify the 
master that the slave has something to say (ATTENTION) and another one is 
used to tell the master that the slave is busy sending data through the SPI (BUSY). 
Every time data is transferred from master to slave, data is also transferred from 
slave to master whether the slave has something useful to say and vice versa. This 
requires a third signal that notifies the slave whether the data coming from the 
master is valid or not. The validation process for the other direction can be 
accomplished by the BUSY and ATTENTION signals.  
 
Since the RFID reader is connected to ATmega162 the major part of the 
communication will be directed from ATmega162 to ATmega64. This is why the 
ATmega162 was chosen as master on the SPI bus although the ATmega64 is the 
master of the system.  
 
The two control signals ATTENTION and BUSY are connected to interrupts on 
the SPI master to achieve the following functionality. The third signal, VALID, is 
connected to a normal input on the SPI slave.  
 

8-bit shift register 8-bit shift register 

MASTER SLAVE 1 

8-bit shift register 

SLAVE 2 

Master clock output 

Output pin 

Output pin 

Clock input 

Slave select 

Clock input 

Slave select 
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Initiator Actions 

ATmega64  • Slave flips ATTENTION flag when there 
is valid output data in the SPI register. 

• Master replies with either valid or non-
valid data indicated by the VALID signal 
and initiates transfer by pulling SS low. 

• Slave flips BUSY flag when all valid data 
is sent. 

• Master replies with valid data until all data 
is transferred and then terminates the 
session by pulling SS high.  

ATmega162 • Master checks the BUSY flag and if it is 
cleared a transfer is initiated by pulling SS 
low.  

• Slave replies with either valid or non-valid 
data indicated by flipping the 
ATTENTION or BUSY flag. 

• If the slave doesn’t indicate valid data and 
the master has sent all its data the session is 
terminated by pulling SS high  

Table 5 SPI flow control 

 
Both master and slave receive internal interrupts when a complete byte has been 
transferred and it is thus possible to control the communication very precisely. 
The code for the SPI includes besides the flow control a message handler that 
identifies and processes incoming data and resets the SPI after each handled 
command. At his point the only error detection measures are a start of frame byte 
and a length byte but a checksum like the CRC1 shall be implemented later on.  

7.1.2 USART 

The USART isn’t as complicated as the SPI to program. Here there are two 8-bit 
registers in each device, one for transmitting and one for receiving. This reduces 
the need of validation flags since received data always is valid. Communication 
can appear independently in the two directions because of the dual registers. The 
microcontroller receives internal interrupts when a complete byte is received or 
transmitted. The protocol for the communication with the SCU board includes a 
simple CRC checksum that uses the XOR2 operation to combine all bytes in a 
transmitted message to a single error detection byte. At the receiver the same 
XOR operation is performed on the received bytes and then compared with the 
original CRC byte. If the bytes don’t match, an error has occurred during the 
transfer and the receiver then ignores the command and asks the initiator to resend 
the message. The software for the USART consists of the initiation process, a 
transmit function, the receive interrupt and a message handler. The initialisation 
sets up the baud rate, the number of bits to be transferred and activates the receive 
interrupt. Setting the baud rate to a relatively small value ensures that the 

                                                
1 Cyclic Redundancy Check 
2 Exclusive OR 
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microcontroller has enough time to handle an incoming byte before the next one 
is received. A baud rate of 9600bit/s yields the following calculations. 
 

s
byte

byte
bit

s
bit

1200
8

9600
=  

 
This calculation might be slightly incorrect since some serial interfaces use ten 
bits to send one byte because of the built in hardware flow control. This is 
however ignored since this calculation only serves to give an idea about the 
magnitude of instructions that can be carried out between two received bytes. 
1200byte/s results in a time between two bytes of 0.83ms. Considering that most 
operations in ATmega64 only takes one clock cycle and that the operating 
frequency is14.7456MHz, the microcontroller has time to execute approximately 
12’000 instructions between each received byte according to the calculation 
below. 
 

1223983.07456.14 =⋅ msMHz instructions 

7.2 Inputs 

7.2.1 Analog inputs 

The ADC of ATmega64 has two eight bit registers for reading an analog input. It 
doesn’t however use all sixteen bits for the value; only two bits in one register are 
used resulting in a maximum resolution of ten bits.  By left of right adjustment of 
the converted result it is possible to use only one register for an eight bit 
resolution and thus less complex software is required.  
 
Both the backup battery voltage and the temperature are slow changing processes 
so there is no need in doing complex calculations regarding the sampling 
frequency. An interval of one second between each conversion was chosen but 
can be set much longer if the microcontroller shows signs of not being able to 
handle it. 
 
Measurements were carried out according to the diagrams in appendix F. The 
results were logged in an Excel sheet and an equation was adapted to the 
measurements. Excel can’t handle hexadecimal values in diagrams so they were 
converted to decimal values using a macro.  
 
The equation for the backup battery voltage was insensitive enough to use eight 
bit resolution but the temperature turned out to require the full ten bits in order to 
detect steps of 1K. This is why the code differs slightly between the two 
conversions.  

7.2.2 Digital inputs 

Although there are filters and buffers at the inputs the software can reduce the risk 
of errors even more. By setting a counter for each input it is possible to accept the 
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input value after it has been sampled a certain amount of times. A short glitch on 
the input will therefore not result in a recorded change of the input pin. The 
bounce counter is currently set to three times for each input but might be an object 
of change if the inputs are recorded to slow or if glitch errors occur. 

7.2.3 Fan tachometer input 

The fan tachometer is connected to the T2 pin of the ATmega64. This allows the 
tachometer to be used as an external clock to the internal Timer/Counter2. The 
software is designed to check the Timer/Counter2 register occasionally to make 
sure it is updated by the tachometer signal. If the Timer/Counter2 register has the 
same value for a given time (at this point five seconds) the microcontroller will 
notify the system administrator that the fan has a failure.  

7.3 Outputs 

All outputs can be set individually and can be triggered by any event. For 
example the siren and flashing light can be turned on when the fire alarm or the 
motion detector are triggered.  

7.3.1 Power to SCU 

The timing of the power voltages to the SCU is done according to [13]. 

7.3.2 Cooling fan 

The cooling fan is programmed to be turned on when the temperature in the 
electronics box reaches 35°C. In order to avoid turning on and off the fan many 
times as the temperature varies around 35°C, a hysteresis of 5K is implemented. 
The fan will thus keep rotating until the temperature has come down to 30°C and 
not be turned on again until the temperature reaches 35°C.  

7.3.3 Heat element 

The heating element can be switched on or off depending on the ambient 
temperature. The electronics in the box does however generate some heat that 
might be sufficient to keep the temperature from falling too much without the 
need of the heat element. 

7.4 SRL controller 

The SRL unit has a set of states that needs to be correctly handled by the SIO 
board. It is connected to the board via RS-485 and thus to ATmega162. The only 
thing ATmega162 does is to forward whatever the SRL sends, to ATmega64. 
Therefore the ATmega64 has to handle all actions considering SRL and keep 
track of which state the SRL is in at the moment. Sending a command that isn’t 
applicable to the current state of the SRL can result in loss of data and thus it is 
important to carefully direct commands to the SRL.    
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7.5 Structure 

The basic structure of the program code for the Atmega64 is a while(1) statement. 
Some actions are carried out every time the program loops, such as polling pins 
while other actions are taken due to interrupts or timer overflows. The ATmega64 
keeps track of the system by using several status variables, which always indicate 
the condition of inputs, outputs and other devices. 
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8 Result 

The work with this thesis has resulted in a fully operable central unit to the 
SafeTool system. Both hardware and software has been verified to meet the 
requirements stated for it. The first system has at this point been tested at a 
construction site for two months without any failure and it has successfully 
assisted to the expansion of the SafeTool project. The complete system will reach 
the market in the third quarter of 2005. 
 
This document will facilitate the further development of both hardware and 
software for the electronics in the SafeTool project. It will also be used as a 
reference for other developers when interfacing to the SIO board.  
 
The author of this thesis has during this process gained a lot of knowledge, both in 
detailed electronics design and in system integration, design and manufacturing.  
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9 Further work 

Although the SafeTool system is fully operable using the result of this thesis, 
there are yet things that can and must be further developed in order to reduce cost 
and increase functionality.  
 
As mentioned in the software section the software for GPRS communication and 
RFID tag logics shall be transferred from the SCU to the SIO board. This might 
turn out not to be an easy task because of the reduced computing power available 
in an 8-bit AVR microcontroller compared to a PC. A solution to this is to use the 
capacity of the TC65 module to handle this computation. With its built in Java™ 
platform and the more powerful ARM7 processor there shouldn’t be any 
restrictions to successfully implement these features.   
 
There is still some system software that needs to be added to make use of the 
entire SIO board capacity, such as burglary alarm and power management. The 
microcontrollers can for instance enter sleep mode whenever there is no activity 
in order to save power.  
 
To simplify the distribution of updated software a boot loader shall be 
implemented. The boot loader can reprogram the flash memory by receiving new 
code through the serial interface. In this way it is possible to update the firmware 
on the system remotely by GPRS.  
 
Although the cost always was an issue during the development, the design isn’t 
optimised for low cost, but for best functionality. Some components may be too 
advanced for their purpose and some designs might be unnecessary complex. 
Further work must thus be done to produce a more cost effective solution both for 
manufacturing and for quality.  
 
The author has during the progress of this thesis also assisted in constructing the 
intelligent I/O card that controls the electrically manoeuvred lock. This I/O card 
has an AVR microcontroller that determines the state of the lock and controls the 
movement of it. In addition to this the author has designed an RFID reader and an 
active tag that is supposed to replace the 3rd party equipment that is used in the 
current system. These designs are also subject to further development.  
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10  Abbreviations and acronyms 

 
SAU SafeTool Administrative Unit 
 
SCU SafeTool Central Unit 
 
SIO SafeTool Intelligent I/O 
 
SRL SafeTool Remote Lock 
 
SLC SafeTool Lock Computer 
 
RFID Radio Frequency IDentification 
 
I/O Input/Output device 
 
GPRS Global Packet Radio Service 
 
UPC Universal Product Code 
 
USART Universal Synchronous and Asynchronous serial Receiver and 

Transmitter 
 
UART Universal Asynchronous serial Receiver and Transmitter 
 
TTL Transistor-Transistor Logic 
 
CMOS Complementary Metal Oxide Semiconductor 
 
LCD Liquid Crystal Display 
 
EEPROM Electrical Erasable Programmable Read-Only Memory 
 
SRAM Static Random Access Memory 
 
TWI Two-Wire serial Interface 
 
SPI Serial Peripheral Interface 
 
DTE Data Terminal Equipment 
 
DCE Data Communications Equipment 
 
CRC Cyclic Redundancy Check 
 
MSB Most Significant Bit 
 
LSB Least Significant Bit 
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12  Appendix A – Input design 
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13  Appendix B – Programming, clock 
generation and SPI design 
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14  Appendix C – TC65 interface to SIO board 
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15  Appendix D – SIO circuit design 
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16  Appendix E – SIO board layout 
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17  Appendix F – Analog input diagrams 
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18  Appendix G – Time constant calculation 

 

 
 
R1 and the switch can change places since they are connected in serial and this is 
a calculation of an ideal circuit. 
 
R1 + R2 = R4 
 
This yields the following formula for the transfer function of the RC filter 
consisting of R4, R3 and C1. 
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19  Appendix H – ATmega64 program code 

/* 
ATMega64 
Håkan Karlsson 2005 
SafeTool AB 
 */ 
 
#include <inttypes.h> 
#include <avr/io.h> 
#include <avr/interrupt.h> 
#include <avr/signal.h> 
#include <avr/iom64.h> 
 
//Define program version as XX.YY 
#define PRGVERH 01   //XX 
#define PRGVERL 07   //YY 
 
#define BOUNCE 3  //Number of samples before valid value on inputs, 3 = four samples 
#define ADTIME 900  //Number of TO on Timer0 before AD is triggered, 900 = 1s if 
TO is 1,111ms 
#define CPUTIMEOUT 18 //Number of TO on Timer0 before reseting CPU input buffer, 18 = 20ms if TO is 
1.111ms 
#define SPITIMEOUT 2 //Number of TO on Timer0 before reseting SPI input buffer, 2 = 2.2ms if TO is 
1.111ms 
#define SENDSTATUSCPU 900 //Number of TO on Timer0 before sending status packet to CPU, 900 = 1s if TO is 
1.111ms 
#define SENDOUTSTATUS162 450 //Number of TO on Timer0 before sending output status packet to 162, 450 = 0.5s 
if TO is 1.111ms 
#define SENDINSTATUS162 90 //Number of TO on Timer0 before sending input status packet to 162, 90 = 0.1s if 
TO is 1.111ms 
#define SENDLOCKCMD 90 //Number of TO on Timer0 before sending lock command, 90 = 0.1s if TO is 
1.111ms 
#define ATXPOWERON 300 //Number of TO on Timer0 before starting CPU, 300 = 0,33s if TO is 1.111ms 
#define CHECKFAN 900 
#define FANALERTINTERVAL 4 //Number of seconds (approximately) before alerting fan failure 
 
unsigned volatile int atxPowerOn = ATXPOWERON; 
 
unsigned volatile char lockstate = 0x00; 
unsigned volatile char status162 = 0x00; 
unsigned int TOsendStatusCPU = SENDSTATUSCPU; 
unsigned int TOsendOutStatus162 = SENDOUTSTATUS162; 
unsigned int TOsendInStatus162 = SENDINSTATUS162; 
unsigned char desiredState = 0xAA;  //No status from lock received or no command from CPU 
received 
unsigned char TOlockcmd = SENDLOCKCMD; //TimeOut for sending lock commands 
 
unsigned volatile char inBufferSPI[24]; 
unsigned volatile char inCountSPI = 0; 
unsigned volatile char outBufferSPI[24]; 
unsigned volatile char SPIbytes2send = 0; 
unsigned volatile char SPIsendcount = 1; 
unsigned char bytesToRcvSPI = 2;  //Number of bytes yet to be received 
unsigned char handleSPIdata = 0x00;  //Indicates complete package through SPI received 
unsigned volatile char SPIpacket[24]; //Copy of received SPI packet 
 
unsigned char handleCPUcmd = 0x00; //Indicates complete package from CPU received 
unsigned char uart_data;     
unsigned char inCountCPU = 0;  //Received bytes counter 
unsigned char inBufferCPU[8];  //Received bytes buffer 
unsigned char TOinputCPU;   //TimeOut for CPU communication 
unsigned char bytesToRcvCPU = 2; //Number of bytes yet to be received 
 
unsigned char outBufferCPU[12]; //Output bytes buffer 
 
unsigned char statusToCPU; //Status packet periodically sent to CPU 
//7=Not used, 6=220V supply, 5=Emrgncy btn, 4=Motion dtctr, 3=Fire alarm, 2-1=RFID status, 0=Door position 
 
unsigned char statusInTo162; //Status of inputs periodically sent to ATmega162 
//7-6=Not used, 5=phone btn3, 4=phone btn2, 3=phone btn1, 2=Emrgncy btn, 1=Motion dtctr, 0=Fire alarm 
 
unsigned char outputs = 0x00; //Internal register for outputs 
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//7-6=Not used, 5=Displight, 4=Heat, 3=Fan, 2=Flasing light, 1=Siren, 0=Container light 
 
unsigned char entryphone;  //register for entry phone buttons 
//7-3=Not used, 2=Button 3, 1=Button 2, 0=Button 1 
 
unsigned char inputs;  //internal register for inputs 
//7-4=Not used, 3=220Vsupply, 2=Emrgncy btn, 1=Motion dtctr, 0=Fire alarm 
 
unsigned char mode = 0x00; //Internal register for mode switches 
 
unsigned char SPIsetOutputs = 0x00; //SetOutput command received from SPI 
unsigned char SPIoutputCommand; //SetOutput command data 
 
unsigned char BCPA2; //Bounce counter for PA2, Fire alarm 
unsigned char BCPA3; //Bounce counter for PA3, Motion detection 
unsigned char BCPA4; //Bounce counter for PA4, Emergency button 
unsigned char BCPA5; //Bounce counter for PA7, Entry phone button 1 
unsigned char BCPA6; //Bounce counter for PA6, Entry phone button 2 
unsigned char BCPA7; //Bounce counter for PA5, Entry phone button 3 
unsigned char BCPF3; //Bounce counter for PF3, 220V supply 
 
unsigned int volatile ADcounter = ADTIME; //Time between triggering AD conversion 
 
unsigned char volatile tempOutH;  //Temperature outside box, MSB 
unsigned char volatile tempOutL;  //Temperature outside box, LSB 
unsigned char volatile tempOut;  //Temp outside, 0x00=-40deg, 0xFF=88deg 
unsigned char volatile tempOutTemp;  //Temporary outside temperature 
 
unsigned char volatile tempInH;  //Temperature inside box, MSB 
unsigned char volatile tempInL;  //Temperature inside box, LSB 
unsigned char volatile tempIn;  //Temp inside, 0x00=-40deg, 0xFF=88deg 
unsigned char volatile tempInTemp;  //Temporary inside temperature 
 
unsigned char volatile battVoltageH;  //Backup battery voltage, MSB 
unsigned char volatile battVoltageL;  //Backup battery voltage, LSB 
//unsigned char batOK = 0;  //Boolean for battery voltage OK 
unsigned char battPercent;  //Percentage of battery voltage, 0x00-0x64 
 
unsigned int TOcheckFan = CHECKFAN; 
unsigned char fanCounter = FANALERTINTERVAL; 
unsigned char oldFanVal = 0xAA;   //Dummie value 
//unsigned char fanOn = 0;   //Boolean for fan status 
 
void InitPORTS(void) 
{ 
 DDRD = 0x0F;  //PD7, PD6, PD5, PD4 - inputs 
 DDRC = 0xFF;  //PORTC - outputs 
 PORTC = (1<<PC1); //Basic state, LCDbacklight, Container light 
 outputs = 0x21;  //00100001 
 PORTC |= (1<<PC3); //PWR-OK on molex 
 DDRA = 0x00;  //PORTA - inputs  
} 
 
void initADC(void) 
{ 
 //Prescale = 128 -> 8.2kSPS -> 10 bit res, ADEnable, No Auto Trigger, No Interrupt 
 ADCSRA = (1<<ADPS2)|(1<<ADPS1)|(1<<ADPS0)|(1<<ADEN); 
  
 //Reference = AREF, Right Adjust Result, Signle Ended Input ADC0 
 //ADMUX = 0x00; 
} 
 
void InitINT (void)  
{  
 TCCR0 = (1<<CS02); //Set prescaling on Timer0 to 64 
 TIMSK = (1<<TOIE0); //Enable Timer0 overflow interrupt 
 TCCR2 = 0x07;  //T2 - normal operation, count up, TOV2 flag set on MAX, no 
Compare, Trig rising edge on T2 pin (PD7) 
 sei();   //Enable interrupts 
} 
 
void InitUART(void)   //init USART for 8-N-1 communication 
{  
 unsigned char x; 
 UBRR1L = 95;   //set baud rate to 9600 
 UCSR1C = (1<<UCSZ11)|(1<<UCSZ10);   //set 8 bits 
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    UCSR1B = ((1<<RXCIE1)|(1<<RXEN1)|(1<<TXEN1));  //Reception on, reception interrupt , transmit on 
 x = UDR1;   //flush receive buffer 
}  
 
//Initiate SPI slave functionality 
void SPI_SlaveInit(void) { 
 DDRB = ((1<<PB3)|(1<<PB5)|(1<<PB6)); //Set PB3, PD5, PD6 output, all others input 
 SPCR = ((1<<SPE)|(1<<SPIE));  //Enable SPI and interrupt 
} 
 
//Busy. PB5. Flip when there is more to send through SPI 
void flipBusy(void) {  
 if ((PINB & 0x20) == 0x20) //If PB5 is high 
  PORTB &= ~(1<<PB5); //- Make PB5 go low 
 else 
  PORTB |=(1<<PB5); //- Make PB5 go high 
} 
 
//Attention. PD6. Flip when there is nothing more to send through SPI 
void flipAtt(void) {  
 if ((PINB & 0x40) == 0x40) //Om PB6 är hög 
  PORTB &= ~(1<<PB6); //- Make PB6 go low 
 else 
  PORTB |=(1<<PB6); //- Make PB6 go high 
} 
 
//Calculate outgoing CRC for SPI 
void CalcCRCoutSPI(void) { 
 unsigned char CRC = 0; 
 unsigned char i; 
 for(i=0 ; i<(outBufferSPI[1]) ; i++) 
  CRC ^= outBufferSPI[i]; 
 outBufferSPI[i+1] = CRC; 
} 
 
//Calculate and compare CRC checksum from SPI 
unsigned char CalcCRCinSPI(void) { 
 unsigned char CRC = 0; 
 unsigned char i; 
 unsigned char length = inBufferSPI[1]; 
 for (i=0; i<length; i++) 
  CRC ^= inBufferSPI[i]; 
 if (CRC == inBufferSPI[length]) //Checksum OK 
  return 1; 
 else return 0; 
} 
 
 
//Send characters in outBufferSPI through SPI 
void SendSPI (void) { 
 outBufferSPI[0] = 0x01; 
 CalcCRCoutSPI(); 
 SPIbytes2send = outBufferSPI[1]; //Length of message 
 SPDR = outBufferSPI[0];   
 //Initiate SPI communication by sending SOF 
 flipAtt();  //Notify receipient that data is valid 
} 
 
 
//Calculate outgoing CRC to CPU 
unsigned char CalcCRCoutCPU(void) { 
 unsigned char CRC = 0; 
 unsigned char i; 
 for(i=0 ; i<(outBufferCPU[1]+2) ; i++) 
  CRC ^= outBufferCPU[i]; 
 return CRC; 
} 
 
//Calculate and compare CRC checksum from CPU 
unsigned char CalcCRCinCPU(void) { 
 unsigned char CRC = 0; 
 unsigned char i; 
 unsigned char length = inBufferCPU[1] + 2; 
 for (i=0; i<length; i++) 
  CRC ^= inBufferCPU[i]; 
 if (CRC == inBufferCPU[length]) //Checksum OK 
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  return 1; 
 else return 0; 
} 
 
void sendchar( unsigned char data ) { 
 while ( !( UCSR1A & (1<<UDRE1))); // Wait for empty transmit buffer 
 UDR1 = data;   // Put data into buffer, sends the data 
} 
 
//Send characters in outBufferCPU to CPU 
void SendToCPU(void) { 
 cli(); 
 unsigned char i; 
 for(i=0 ; i<(outBufferCPU[1]+3) ; i++) 
  sendchar(outBufferCPU[i]); 
 sei(); 
} 
 
void CPUreplyOK(unsigned char command) { 
 outBufferCPU[0] = command; 
 outBufferCPU[1] = 0x01; 
 outBufferCPU[2] = 0x01; 
 outBufferCPU[3] = CalcCRCoutCPU(); 
 SendToCPU(); 
} 
 
void CPUreplyInvalidParam(unsigned char command) { 
 outBufferCPU[0] = command; 
 outBufferCPU[1] = 0x01; 
 outBufferCPU[2] = 0x04; 
 outBufferCPU[3] = CalcCRCoutCPU(); 
 SendToCPU(); 
} 
 
void SendStatusToCPU(void) { 
 statusToCPU = 0x00; 
 statusToCPU = ((inputs<<3) | (status162 & 0x07)); //Shift inputs register 3 bits to the left and 
merge with 3 first bytes in status162 register  
 statusToCPU &= ~(1<<7);   
 //Bit 7 always zero 
 outBufferCPU[0] = 0xDD; 
 outBufferCPU[1] = 0x02; 
 outBufferCPU[2] = lockstate; 
 outBufferCPU[3] = statusToCPU; 
 outBufferCPU[4] = CalcCRCoutCPU(); 
 SendToCPU(); 
 TOsendStatusCPU = SENDSTATUSCPU; //Reset timeout counter 
} 
 
void SendTag(void) { 
 outBufferCPU[0] = 0xDC; 
 outBufferCPU[1] = 0x09; 
 unsigned char i; 
 for (i=3;i<12;i++)   //Tag ID etc 
  outBufferCPU[i-1] = SPIpacket[i]; 
 outBufferCPU[11] = CalcCRCoutCPU(); 
 SendToCPU(); 
} 
 
void SendTempInBox(void) { 
 outBufferCPU[0] = 0xD8;  //Control 
 outBufferCPU[1] = 0x01;  //Length 
 outBufferCPU[2] = tempIn;  //Temperature inside box, 00 
 outBufferCPU[3] = CalcCRCoutCPU(); 
 SendToCPU(); 
} 
 
void SendInStatusTo162(void) { 
 statusInTo162 = ((entryphone<<3) | (inputs & 0x07)); //Shift entryphone register 3 bits to the 
left and merge with 3 first bits of input 
 outBufferSPI[1] = 0x04;   
 //Length 
 outBufferSPI[2] = 0x10;   
 //Adress 
 outBufferSPI[3] = statusInTo162; //Input status  
 SendSPI(); 
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 TOsendInStatus162 = SENDINSTATUS162; 
} 
 
void SendOutStatusTo162(void) { 
 outBufferSPI[1] = 0x04;   
 //Length 
 outBufferSPI[2] = 0x11;   
 //Adress 
 outBufferSPI[3] = outputs;  //Output status  
 SendSPI(); 
 TOsendOutStatus162 = SENDOUTSTATUS162; 
} 
 
void SPI_RFIDonoff(unsigned int onoff) { 
 outBufferSPI[1] = 0x04; 
 outBufferSPI[2] = 0x1D; 
 outBufferSPI[3] = onoff; 
 SendSPI(); 
} 
 
//Output controller functions 
void Heat(unsigned char onoff) { 
 if (onoff == 1) { 
  PORTC |= (1<<PC7);  //PC7 high, heat on 
  outputs |= (1<<4); 
 } 
 else { 
  PORTC &= ~(1<<PC7); //PC7 low, heat off 
  outputs &= ~(1<<4); 
 } 
} 
 
void Fan(unsigned char onoff) { 
 if (onoff == 1) { 
  PORTC |= (1<<PC6); //PC6 high, fan on 
  outputs |= (1<<3); 
 } 
 else { 
  PORTC &= ~(1<<PC6); //PC6 low, fan off 
  outputs &= ~(1<<3); 
 } 
} 
 
void Siren(unsigned char onoff) { 
 if (onoff == 1) { 
  PORTC |= (1<<PC5); //PC5 high, siren on 
  outputs |= (1<<1); 
 } 
 else { 
  PORTC &= ~(1<<PC5); //PC5 low, siren off 
  outputs &= ~(1<<1); 
 } 
} 
 
void Flash(unsigned char onoff) { 
 if (onoff == 1) { 
  PORTC |= (1<<PC4); //PC4 high, flashing light on 
  outputs |= (1<<2); 
 } 
 else { 
  PORTC &= ~(1<<PC4); //PC4 low, flashing light off 
  outputs &= ~(1<<2); 
 } 
} 
 
void Pwr_OK(unsigned char onoff) { 
 if (onoff == 0) 
  PORTC &= ~(1<<PC3); //PC3, PwrOK off,  
 else 
  PORTC |= (1<<PC3); //PC3, Pwr_OK on,  
} 
 
void Light(unsigned char onoff) { 
 if (onoff == 1) { 
  PORTC &= ~(1<<PC2); //PC2 low, container light on 
  outputs |= (1<<0); 
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 } 
 else { 
  PORTC |= (1<<PC2); //PC2 high, container light off 
  outputs &= ~(1<<0); 
 } 
} 
 
//Remove for second version of SIO 
void Displight(unsigned char onoff) { 
 if (onoff == 1) { 
  PORTC |= (1<<PC1); //PC1 high, display backlight on 
  outputs |= (1<<5); 
 } 
 else { 
  PORTC &= ~(1<<PC1); //PC1 low, display backlight off 
  outputs &= ~(1<<5); 
 } 
} 
 
void TC65_4V(unsigned char onoff) { 
 if (onoff == 1) { 
  PORTC |= (1<<PC1); //PC1 high, 4V power to TC65 on 
  //outputs |= (1<<5); 
 } 
 else { 
  PORTC &= ~(1<<PC1); //PC1 low, 4V power to TC65 off 
  //outputs &= ~(1<<5); 
 } 
} 
 
void Lockswitch(unsigned char onoff) { 
 if (onoff == 1) 
  PORTC |= (1<<PC0); //PC0 high, lockswitch on 
 else 
  PORTC &= ~(1<<PC0); //PC0 low, lockswitch off 
} 
 
void CPU3V (unsigned char onoff) { 
 if (onoff == 1) 
  PORTD |= (1<<PD1); //PD1 high, 3.3V to CPU on 
 else  
  PORTD &= ~(1<<PD1); //PD1 low, 3.3V to CPU off 
} 
 
void CPU5V12V (unsigned char onoff) { 
 if (onoff == 1) 
  PORTD |= (1<<PD0); //PD0 high, 5V and 12V to CPU on 
 else  
  PORTD &= ~(1<<PD0); //PD0 low, 5V and 12V to CPU off 
} 
 
void TC65_IGT(unsigned char onoff) { 
 if (onoff == 1) 
  PORTE |= (1<<PE3); //OUtput = 1 
 else PORTE &= ~(1<<PE3); //Output = 0 
} 
 
void TC65_EMERGRST(unsigned char onoff) { 
 if (onoff == 1) 
  PORTE |= (1<<PE2); //OUtput = 1 
 else PORTE &= ~(1<<PE2); //Output = 0 
} 
 
void checkMode(void) { 
 if (((1<<PD4) & PIND) != (1<<PD4))  //If PD4 = 0, signal present 
  mode |= (1<<0); 
 else mode &= ~(1<<0); 
  
 if (((1<<PD5) & PIND) != (1<<PD5))  //If PD5 = 0, signal present 
  mode |= (1<<1); 
 else mode &= ~(1<<1); 
  
 if (((1<<PD6) & PIND) != (1<<PD6))  //If PD6 = 0, signal present 
  mode |= (1<<2); 
 else mode &= ~(1<<2); 
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 if (((1<<PA0) & PINA) != (1<<PA0))  //If PA0 = 0, signal present 
  mode |= (1<<3); 
 else mode &= ~(1<<3); 
} 
 
void CheckFan(void) { 
 if (oldFanVal == TCNT2) 
  fanCounter--; 
 else fanCounter = FANALERTINTERVAL; 
 if (fanCounter == 0) { //Fan has been stopped for FANALERTINTERVAL seconds 
  fanCounter = FANALERTINTERVAL; 
  //outBufferCPU[0] = 0x99; //Alert Fan failure 
  //SendToCPU(); 
 } 
 oldFanVal = TCNT2; 
 TOcheckFan = CHECKFAN; 
} 
  
//Check inputs: fire, movement, fan, emergency, phone, temperatures, voltages, door 
void checkPORTS(void) { 
 //PA2, Fire alarm 
 if (((1<<PA2) & PINA) != (1<<PA2)) {  //If PA2 = 0, signal present   
  if (BCPA2 < BOUNCE) BCPA2++;   
 //Increase bounce counter 
  if (BCPA2 >= BOUNCE) inputs |= (1<<0); 
 //Accept value 1 
 } else {     
    //no signal present 
  if (BCPA2 >= 1) BCPA2--;    
 //decrease bounce counter 
  if (BCPA2 == 0) inputs &= ~(1<<0);  //Accept value 0 
 } 
  
 //PA3, Motion detector 
 if (((1<<PA3) & PINA) != (1<<PA3)) {  //If PA3 = 0, signal present   
  if (BCPA3 < BOUNCE) BCPA3++;   
 //Increase bounce counter 
  if (BCPA3 >= BOUNCE) inputs &= ~(1<<1);  //Accept value 0 
 } else {     
    //no signal present 
  if (BCPA3 >= 1) BCPA3--;    
 //decrease bounce counter 
  if (BCPA3 == 0) inputs |= (1<<1); //Accept value 1 
 }  
  
 //PA4, Emergency button 
 if (((1<<PA4) & PINA) != (1<<PA4)) {  //If PA4 = 0, signal present   
  if (BCPA4 < BOUNCE) BCPA4++;   
 //Increase bounce counter 
  if (BCPA4 >= BOUNCE) inputs |= (1<<2); 
 //Accept value 1 
 } else {     
    //no signal present 
  if (BCPA4 >= 1) BCPA4--;    
 //decrease bounce counter 
  if (BCPA4 == 0) inputs &= ~(1<<2);  //Accept value 0 
 } 
  
 //PF3, 220V supply 
 if (((1<<PF3) & PINF) != (1<<PF3)) {  //If PF3 = 0,   
  if (BCPF3 < BOUNCE) BCPF3++;   
 //Increase bounce counter 
  if (BCPF3 >= BOUNCE) inputs |= (1<<3); 
 //Accept value 1 
 } else {     
    //PF3 = 1 
  if (BCPF3 >= 1) BCPF3--;    
 //decrease bounce counter 
  if (BCPF3 == 0) inputs &= ~(1<<3);  //Accept value 0 
 } 
  
 //PA7, Entry phone button 1 
 if (((1<<PA7) & PINA) != (1<<PA7)) {  //If PA7 = 0, signal present   
  if (BCPA7 < BOUNCE) BCPA7++;   
 //Increase bounce counter 
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  if (BCPA7 >= BOUNCE) entryphone |= (1<<0); 
 //Accept value 1 
 } else {     
    //no signal present 
  if (BCPA7 >= 1) BCPA7--;    
 //decrease bounce counter 
  if (BCPA7 == 0) entryphone &= ~(1<<0);  //Accept value 0 
 } 
  
 //PA6, Entry phone button 2 
 if (((1<<PA6) & PINA) != (1<<PA6)) {  //If PA6 = 0, signal present   
  if (BCPA6 < BOUNCE) BCPA6++;  //Increase bounce counter 
  if (BCPA6 >= BOUNCE) entryphone |= (1<<1); 
 //Accept value 1 
 } else {     
    //no signal present 
  if (BCPA6 >= 1) BCPA6--;  //decrease bounce counter 
  if (BCPA6 == 0) entryphone &= ~(1<<1);  //Accept value 0 
 } 
  
 //PA5, Entry phone button 3 
 if (((1<<PA5) & PINA) != (1<<PA5)) {  //If PA5 = 0, signal present   
  if (BCPA5 < BOUNCE) BCPA5++;  //Increase bounce counter 
  if (BCPA5 >= BOUNCE) entryphone |= (1<<2); //Accept value 1 
 } else {     
    //no signal present 
  if (BCPA5 >= 1) BCPA5--;  //decrease bounce counter 
  if (BCPA5 == 0) entryphone &= ~(1<<2);  //Accept value 0 
 } 
} 
 
void SPIoutputControl(void) { 
 switch (SPIoutputCommand) { 
  case 0x00:  
   Light(0); 
   break; 
  case 0x01:  
   Light(1); 
   break; 
  case 0x10:  
   Siren(0); 
   break; 
  case 0x11:  
   Siren(1); 
   break; 
  case 0x20:  
   Flash(0); 
   break; 
  case 0x21:  
   Flash(1); 
   break; 
  case 0x30:  
   Heat(0); 
   break; 
  case 0x31:  
   Heat(1); 
   break; 
  case 0x40:  
   Fan(0); 
   break; 
  case 0x41:  
   Fan(1); 
   break; 
  case 0x50:  
   Displight(0); 
   break; 
  case 0x51:  
   Displight(1); 
   break; 
 } 
 SendOutStatusTo162();  
 SPIsetOutputs = 0x00; 
} 
 
void SendVersionSPI(unsigned char SioScu) { 
 if (SioScu == 0xA2) { 
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  outBufferSPI[1] = 0x05;  
 //Length 
  outBufferSPI[2] = 0xA2;  
 //Adress 
  outBufferSPI[3] = PRGVERH;  //Version, high byte 
  outBufferSPI[4] = PRGVERL;  //Version, low byte 
  SendSPI(); 
 } 
 else if (SioScu == 0xA3) { 
  ; //Send SCU version number 
 } 
} 
 
void HandleDataSPI(void) {  //Handles data from ATmega162 
 //cli(); 
 if (SPIpacket[2] == 0x06) {  //Status 
  //if (SPIpacket[3] != lockstate) //Lockstate changed 
   lockstate = SPIpacket[3]; //Update 
  //if (SPIpacket[4] != status162) //Status162 changed 
   status162 = SPIpacket[4]; //Update 
 } 
 else if (SPIpacket[2] == 0x1D)  //Tag info 
  SendTag(); 
 else if (SPIpacket[2] == 0x10)  { //Output control 
  SPIsetOutputs = 0x01; 
  SPIoutputCommand = SPIpacket[3]; 
 } 
 else if (SPIpacket[2] == 0x5A) { //Version request 
  SendVersionSPI(SPIpacket[3]); 
 } 
  
 inCountSPI = 0;   //Reset SPI after handled command 
 bytesToRcvSPI = 2;  //.. 
 handleSPIdata = 0x00; //.. 
 //sei(); 
} 
 
void HandleCommandCPU(void) { //Handles commands from CPU 
 if (inBufferCPU[0] == 0xB0)  //Set lock 
  desiredState = inBufferCPU[2]; 
 else if (inBufferCPU[0] == 0xB1) {  //Set light 
  if(inBufferCPU[2] == 0x00) { 
 //Light off 
   Light(0); 
   CPUreplyOK(0xD1); //Command succesful 
  }  
  else if (inBufferCPU[2] == 0x01) { //Light on 
   Light(1); 
   CPUreplyOK(0xD1); //Command succesful 
  } 
  else CPUreplyInvalidParam(0xD1); //Invalid command parameter 
 } 
 else if (inBufferCPU[0] == 0xB2) {  //Set RFID reader operation 
  if(inBufferCPU[2] == 0x00) //RFID reader Off 
   SPI_RFIDonoff(0x01); 
  else if (inBufferCPU[2] == 0x01) //RFID reader On 
   SPI_RFIDonoff(0x00); 
 } 
 else if (inBufferCPU[0] == 0xB3) {  //Set RFID reader power 
  if(inBufferCPU[2] == 0x00) //-20dBm 
   ; 
  else if (inBufferCPU[2] == 0x01) //-10dBm 
   ; 
  else if (inBufferCPU[2] == 0x01) //-50dBm 
   ; 
  else if (inBufferCPU[2] == 0x01) //0dBm 
   ; 
 } 
 else if (inBufferCPU[0] == 0xB4) //Get RFID reader power 
  ; 
 else if (inBufferCPU[0] == 0xB5) //Set RFID tag power 
  ; 
 else if (inBufferCPU[0] == 0xB6) //Set RFID tag update interval 
  ; 
 else if (inBufferCPU[0] == 0xB7) //Get RFID tag extended info 
  ; 
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 else if (inBufferCPU[0] == 0xB8) //Get temp in box 
  SendTempInBox(); 
 else if (inBufferCPU[0] == 0xB9) //Set temp in container 
  ; 
 else if (inBufferCPU[0] == 0xBA) //Status of CPU 
  ; 
  
 inCountCPU = 0;   //Reset after handled command 
 bytesToRcvCPU = 2;  //.. 
 handleCPUcmd = 0x00; //.. 
} 
 
void LockController(void) { 
 outBufferSPI[1] = 0x04;  //Length 
 outBufferSPI[2] = 0x03;  //Adress 
  
 if (lockstate == 0x00) {  //Day lock 
  if (desiredState == 0x01) { //Night lock 
   outBufferSPI[3] = 0x00; //Control 
   SendSPI(); 
  } 
  if (desiredState == 0x09) { //RFID open 
   outBufferSPI[3] = 0x04; //Control 
   SendSPI(); 
  } 
  else if (desiredState == 0x05) { //Always open 
   outBufferSPI[3] = 0x02; //Control 
   SendSPI(); 
  } 
 } 
 else if (lockstate == 0x01) { //Night lock 
  if (desiredState == 0x00 || desiredState == 0x09 || desiredState == 0x05) {
 //Day lock OR RFID open OR Always open 
   outBufferSPI[3] = 0x01; //Control 
   SendSPI(); 
  } 
 } 
 else if (lockstate == 0x05) { //Always open 
  if (desiredState == 0x00  || desiredState == 0x09 || desiredState == 0x01) {
 //Day lock OR RFID open OR Night lock 
   outBufferSPI[3] = 0x03;//Control, go to day lock first 
   SendSPI(); 
  } 
 } 
 /* Doesn't do anyhting useful anyway 
 else if (lockstate == 0x09) { //RFID open 
  if (desiredState == 0x00  || desiredState == 0x05 || desiredState == 0x01) {
 //Day lock OR Always open OR Night lock 
   outBufferSPI[3] = 0x03;//Control, go to day lock first 
   SendSPI(); 
  } 
 }*/ 
 TOlockcmd = SENDLOCKCMD; //Reset timeout 
} 
 
void SendBattPercent(void) { 
 outBufferSPI[1] = 0x04; //Length 
 outBufferSPI[2] = 0xBA; //Adress 
 outBufferSPI[3] = battPercent; //Percent of maximum battery capacity 
 SendSPI(); 
} 
 
void ADconvert(void) {  
 ADcounter = ADTIME; 
  
 //Battery voltage 
 if (((1<<3) & inputs) == (1<<3)) { //If 220V not present 
  ADMUX = 0x22;    
  //Reference = AREF, Left Adjust Result, Signle Ended Input ADC2 
  ADCSRA |= (1<<ADSC); //Start conversion 
  while(!(ADCSRA & (1<<ADIF))) //Wait until conversion complete and 
registers updated 
   ; 
  battVoltageL = ADCL;//Save result, LSB, May be deleted, only MSB is used 
   
  if (battVoltageH != ADCH) { //Voltage changed 
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   battVoltageH = ADCH; //Save result, MSB 
   ADCSRA |= (1<<ADIF); //CLear conversion 
complete flag 
   unsigned char x; 
   unsigned int y; 
   if (battVoltageH > 0xA6) { //Avoid overflow 
    x = battVoltageH - 0xA6;//Overflow 
warning! 
    y = 0x64 * x; 
    x = y/0x38; //0x38 = 0xDE - 
0xA6 
    if (x > 0x64) 
     battPercent = 0x64; 
 //100% 
    else 
     battPercent = x; 
 //0-100% 
   } 
   else battPercent = 0x00; 
 //0% 
   SendBattPercent(); 
  } 
  else { 
   battVoltageH = ADCH;  
 //Save result, MSB 
   ADCSRA |= (1<<ADIF);  
 //CLear conversion complete flag 
  } 
 } 
 else { //Send "220V present" or update status to 162 
  outBufferSPI[1] = 0x04;  //Length 
  outBufferSPI[2] = 0xBA;  //Adress 
  outBufferSPI[3] = 0xFF;  //220V present 
  SendSPI();  
 }  
  
 /*  
 if ((battVoltageH < 0x03) && (batOK == 1)) {  //Battery voltage less 
than 10.4V 
  batOK = 0; 
  //SPI_MasterTransmit(0xFB); 
 } 
 else if ((battVoltageH >= 0x03) && (batOK == 0)) { //Battery voltage more than 10.4V 
  batOK = 1; 
  //SPI_MasterTransmit(0xFA);   
 }*/ 
  
 //Temperature outside box 
 ADMUX = 0x01;     
 //Reference = AREF, Right Adjust Result, Signle Ended Input ADC1 
 ADCSRA |= (1<<ADSC);   
 //Start conversion 
 while(!(ADCSRA & (1<<ADIF)))  //Wait until conversion complete and 
registers updated 
  ; 
 tempOutL = ADCL;   
 //Save result, LSB 
 tempOutH = ADCH;   
 //Save result, MSB 
 ADCSRA |= (1<<ADIF);  //CLear conversion complete flag 
 unsigned int tempOutADC; 
 tempOutADC = (tempOutH<<8) | (tempOutL); //10 bit ADC value 
 tempOut = 0x04 + 0xFF*(tempOutADC-0x192) / 0xF2; //0x284-0x192=0xF2, 0x04 is for 
calibration 
 if (tempOutTemp != tempOut) { //Temperature changed 
  tempOutTemp = tempOut; 
  outBufferSPI[1] = 0x04; //Length 
  outBufferSPI[2] = 0xCE; //Adress, CElsius 
  outBufferSPI[3] = tempOut; //Temperature value 
  SendSPI(); 
 } 
  
 //Temperature inside box 
 ADMUX = 0x00;     
 //Reference = AREF, Right Adjust Result, Signle Ended Input ADC0 
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 ADCSRA |= (1<<ADSC);   
 //Start conversion 
 while(!(ADCSRA & (1<<ADIF))) //Wait until conversion complete and registers updated 
  ; 
 tempInL = ADCL;    
 //Save result, LSB 
 tempInH = ADCH;    
 //Save result, MSB 
 ADCSRA |= (1<<ADIF);  //CLear conversion complete flag 
 unsigned int tempInADC; 
 tempInADC = (tempInH<<8) | (tempInL); //10 bit ADC value 
 tempIn = 0x04 + 0xFF*(tempInADC-0x192) / 0xF2; //0x284-0x192=0xF2, 0x04 is for 
calibration 
 if (tempInTemp != tempIn) { //Temperature changed 
  tempInTemp = tempIn; 
  outBufferSPI[1] = 0x04; //Length 
  outBufferSPI[2] = 0xCC; //Adress, Celsius 
  outBufferSPI[3] = tempIn; //Temperature value 
  SendSPI(); 
 } 
  
 if (tempIn > 0x95)   //Warmer than 35dg 
  Fan(1);   
 //Turn on fan 
 else if (tempIn < 0x8B)  //Cooler than 30dg 
  Fan(0);    
 //Turn off fan 
  
 /* 
 if (tempInH == 0x02 && tempOutH == 0x02) { 
  if (tempInL > 0x17 && fanOn == 0) { //Warmer than 30dg 
   PORTC |= (1<<PC6);  
   //Turn on fan 
   fanOn = 1; 
   //SPI_MasterTransmit(0xF9); 
  } 
  else if (tempInL < 0x16 && fanOn == 1) { //Cooler than 29dg 
   PORTC &= ~(1<<PC6);  
   //Turn off fan 
   fanOn = 0; 
   //SPI_MasterTransmit(0xF8); 
  } 
 }*/ 
} 
 
void checkLockState(void) { 
 if (lockstate == 0xE0)   //Communication 
error 
  desiredState = 0xAA; 
 else if (lockstate == 0x96) //Alarm, door opened while in night lock  
  desiredState = 0xAA; 
 else if (lockstate == 0x95) //Alarm, door opened while in day lock 
  desiredState = 0xAA; 
 else if (lockstate == 0x94) //Alarm, lock opened while in night lock 
  desiredState = 0xAA; 
 else if (lockstate == 0x93) //Alarm, lock opened while in day lock 
  desiredState = 0xAA; 
 else if (lockstate == 0x90) //The lock has been opened by the emergency handle 
  desiredState = 0xAA; 
 else if (lockstate == 0x89) //Actuator protection 
  desiredState = 0xAA; 
 else if (lockstate == 0x88) //Actuator protection  
  desiredState = 0xAA; 
 else if (lockstate == 0x87) //Actuator protection 
  desiredState = 0xAA; 
 else if (lockstate == 0x86) //Actuator protection 
  desiredState = 0xAA; 
 else if (lockstate == 0x85) //Stopped, awaiting new command 
  desiredState = 0xAA; 
} 
 
int main (void) { 
  
 InitPORTS();  //Initiate PORTs 
 InitUART();   //Initiate UART 
 InitINT();   //Initiate interrupts 
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 SPI_SlaveInit();   //Initiate slave SPI 
 initADC();  //Initiate Analog to Digital Converter  
 SendOutStatusTo162(); //Send status of outputs to 162 
  
 while(1) { 
  if(atxPowerOn == 0) //0.33 seconds after Power-On 
   Pwr_OK(1); 
  checkPORTS(); 
  checkMode(); 
  if (handleSPIdata == 0x01) //Complete packet through SPI received 
   HandleDataSPI(); 
  if (handleCPUcmd == 0x01) //Complete packet from CPU received 
   HandleCommandCPU(); 
  if (ADcounter == 0)  //Time to execute AD conversion 
   ADconvert(); 
  if (TOsendStatusCPU == 0) //Time to send status packet to CPU 
   SendStatusToCPU(); 
  if (TOsendOutStatus162 == 0) //Time to send output status packet to 
ATmega162 
   SendOutStatusTo162(); 
  if (TOsendInStatus162 == 0) //Time to send input status packet to 
ATmega162 
   SendInStatusTo162(); 
  if (TOcheckFan == 0) //Time to check fan activity (add fanOn 
status later) 
   CheckFan(); 
   
  checkLockState(); 
  if (desiredState == lockstate) //Reset after completed lock command 
   desiredState = 0xAA; 
  //New lock command received and timeout. RFID state is reseted automatically 
  else if ((desiredState != 0xAA) && (TOlockcmd == 0) && (lockstate != 0x09))  
   LockController(); 
  if (SPIsetOutputs == 0x01) 
   SPIoutputControl(); 
 } 
 return 0; 
} 
 
SIGNAL(SIG_UART1_RECV) {  //Interupt when char is received  
 uart_data = UDR1;  //Read uart input register 
 if (TOinputCPU == 0) {  //Timeout has occured 
  inCountCPU = 0;   //Start at beginning 
  bytesToRcvCPU = 2;  //Receive at least 2 
bytes (2nd byte contains length) 
 } 
 TOinputCPU = CPUTIMEOUT;   
 //Update timeout 
 inBufferCPU[inCountCPU] = uart_data; //Save byte in buffer 
 bytesToRcvCPU--; 
 inCountCPU++;    //Increase counter 
  
 if (!((inBufferCPU[0] >= 0xB0) && (inBufferCPU[0] <= 0xB9))) { //InValid command 
  inCountCPU = 0;  //Reset due to invalid command 
  bytesToRcvCPU = 2; //.. 
  handleCPUcmd = 0x00; //.. 
 } 
  
 if (inCountCPU == 2) { 
  if (inBufferCPU[1] == 0x01) //Receive 2 more bytes 
   bytesToRcvCPU = 2; 
  else if (inBufferCPU[1] == 0x05) //Receive 6 more bytes 
   bytesToRcvCPU = 6; 
  else if (inBufferCPU[1] == 0x00) //Packet received 
   bytesToRcvCPU = 0; 
  else {  
   inCountCPU = 0; //Reset due to length error 
   bytesToRcvCPU = 2; //.. 
   handleCPUcmd = 0x00; //.. 
  } 
 }  
  
 if (bytesToRcvCPU == 0) {  //Complete packet received 
  if (CalcCRCinCPU())  //Checksum OK 
   handleCPUcmd = 0x01; //Handle command 
from CPU 
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  else 
   ; //Bad CRC - no action 
 } 
} 
 
SIGNAL(SIG_SPI) { //Interrupt when SPI char is done 
  
 if ((PINB & (1<<PB4)) == (1<<PB4)) {  //If Data is Valid 
  inBufferSPI[inCountSPI] = SPDR;  //Read SPI buffer 
  bytesToRcvSPI--; 
  inCountSPI++; 
  //if (inCountSPI >= 32) inCountSPI = 0x00; //Clear buffer 
   
  if (inCountSPI == 2) { 
   if (inBufferSPI[1] == 0x05) //Status packet 
    bytesToRcvSPI = 3; 
   else if (inBufferSPI[1] == 0x0c) //RFID packet 
    bytesToRcvSPI = 10; 
   else if (inBufferSPI[1] == 0x04) //Output control 
command 
    bytesToRcvSPI = 2; 
   else {   
     //Length error 
    inCountSPI = 0; 
    bytesToRcvSPI = 2; 
    handleSPIdata = 0x00; 
   } 
  } 
  if (bytesToRcvSPI == 0) { //Complete packet received 
   //if (CalcCRCinSPI()) { //CRC OK 
    unsigned char i; 
    for (i=0 ; i<inBufferSPI[1] ; i++) 
     SPIpacket[i] = 
inBufferSPI[i]; 
    handleSPIdata = 0x01;
 //Handle data from SPI 
   //} 
   //else  
   // ; //Bad CRC - no 
action 
  } 
 }  
  
 if (SPIsendcount <= SPIbytes2send) {  //Something useful to say 
  SPDR = outBufferSPI[SPIsendcount]; 
  SPIsendcount++; 
  flipAtt();   //Valid data 
 }  
 else {   //All data sent 
  SPIsendcount = 0x01; 
  SPIbytes2send = 0x00; 
  SPDR = 0x81;  //Dummie character 
  flipBusy();  //Nothing more to say 
 } 
} 
 
SIGNAL(SIG_OVERFLOW0) {  //Timer0 interrupt, executes each 1,111ms 
 if (TOinputCPU >= 1)  
  TOinputCPU--;   //decrease timeout for CPU reception 
 if (ADcounter >= 1) 
  ADcounter--;  //decrease timeout for AD conversion 
 if (TOsendStatusCPU >= 1) 
  TOsendStatusCPU--; //decrease timeout for status transmission 
to CPU 
 if (TOsendInStatus162 >= 1) 
  TOsendInStatus162--; //decrease timeout for input status 
transmission to ATmega162 
 if (TOsendOutStatus162 >= 1) 
  TOsendOutStatus162--; //decrease timeout for output status 
transmission to ATmega162 
 if (TOlockcmd >= 1)  
  TOlockcmd--;  //decrease timeout for lock command 
 if (atxPowerOn >= 1)  
  atxPowerOn--;  //decrease timeout for atx power on 
 if (TOcheckFan >= 1)  
  TOcheckFan--;  //decrease timeout for checking fan} 


