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Sammanfattning 

Större kriser inom luftfarten inträffar lyckligtvis inte ofta. När de inträffar är det dock väsentligt 

att vara beredd att reagera för att lindra följderna av krisen. Eftersom större kriser är sällsynta, 

innebär det att utvärdering av hur krisen hanterades efter det att krisen inträffat inte räcker. Att 

skapa scenarios och utföra övningar för tränings- och utvärderingssyfte är en nödvändighet för att 

ha fungerande och uppdaterade krishanteringsplaner.  

 Cyber-attacker är ett av hoten mot luftfarten, och det ökar i takt med den tekniska utvecklingen. 

På grund av detta kommer cyber-attacker förmodligen att bli en av huvudfrågorna för säkerhet 

inom luftfarten.  

 Syftet med detta examensarbete är att undersöka och utvärdera effektiviteten inom 

krishanteringen i Europas luftfart, och rekommendera förbättringar. För att uppnå detta, har de 

nuvarande krishanteringsplanerna kartlagts och ett fiktivt scenario har skapats, där strömtillförseln 

till  fem av de största flygplatserna i Europa stängs ner av en cyber-attack. Flygtrafiken i Europa 

på en utvald dag; den 16e september 2013, har återskapats, och denna trafik användes i scenariot.  

 I examensarbetet skapades även en modell, med syfte att visa vilken effekt en tidsnedskärning 

i något av stegen i krishanteringsplanen skulle kunna ha för flygtrafiken som väntar på att få avgå 

från någon av de stängda flygplatserna. Det mått som används i modellen är delay-minuter, vilket 

är den totala mängden försening för alla passagerare på samtliga försenade flyg. Modellen är 

flexibel och kan användas för andra scenarion och annan trafik, men små förändringar kan 

behövas. 

 Med hjälp av dessa medel, kunde implementering av krishanteringsplanerna göras på det fiktiva 

scenariot. Förändringar i krishanteringsplanerna kunde vidare utföras och de modifierade planerna 

därefter implementeras på scenariot. De nuvarande krishanteringsplanerna jämfördes sedan med 

de förändrade planerna, och det kunde konstateras att en gemensam plattform för de olika 

aktörerna involverade i krishanteringen skulle kunna förbättra effektiviteten av krishanteringen.  
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Abstract 

Major crises in aviation do not occur often, thankfully. However, when they happen, it is essential 

to be prepared to respond in order to mitigate the consequences of the crisis. Since major crises 

are rare events, evaluation of how the crisis was handled after a real crisis has occurred is not 

enough. Creating scenarios and executing exercises for training and evaluating purposes is a 

necessity in order to have functioning and updated crisis management plans.  

 Cyber-attacks are one of the threats against aviation, and it increases along with the 

technological development. Therefore, it will probably be one of the main issues for security in 

aviation.   

 Our aim is to investigate and evaluate the efficiency of crisis management in European aviation, 

and to recommend enhancements. To fulfill this, we mapped the current crisis management plans 

and created a fictive scenario where a cyber-attack shut down the power at five of the major 

airports in Europe. Air traffic in Europe was reconstructed to a chosen day; the 16th of September 

2013, and the reconstructed traffic situation was used in the scenario.  

 We also created a model, for the purpose of showing the effect of a cut in time for the steps in 

the crisis management plan may have on the traffic waiting to depart at the closed airports. The 

measurement used in the model is delay-minutes, which is the total amount of delay for all 

passengers on all delayed flights. The model is flexible and can be used for different scenarios and 

different traffic, although slight modifications may be necessary. 

 When using these means, we could implement the crisis management plans on the fictive 

scenario and make changes to the plans for a new implementation. The existing crisis management 

plans were compared to the modified plans made by us, and it was found that usage of a common 

platform for the different stakeholders involved in the crisis could improve the efficiency of the 

crisis management.  
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Glossary 

A380  Airbus 380 

ACC  Area Control Center 

ACR  Aviation Capacity Resources AB, Swedish Air Navigation Service 

Provider 

ADS-B  Automatic Dependent Surveillance-Broadcast 

AFTN  Aeronautical Fixed Telecommunication Network 

Alternate  Airport to which an aircraft diverts to if it is inadvisable to land at the 

destination airport 

ANS  Air Navigation Services 

ANSP  Air Navigation Service Provider 

ATC  Air Traffic Control 

ATCC  Air Traffic Control Center 

ATM  Air Traffic Management 

CER  Community of European Railway 

CFMU  Central Flow Management Unit 

CIIP  Critical Information Infrastructure Protection 

COO  Chief Operating Officer 

DDR 2  Demand Data Repository 2, a EUROCONTROL online service 

Delay-minutes Total amount of delay in minutes, for all passengers on all delayed flights. 

DG  Director General 

EACCC  European Aviation Crisis Coordination Cell 

EASA  European Aviation Safety Agency 

EC  European Commission 

ECAC  European Civil Aviation Conference 

EDDF  ICAO/IATA-code for Frankfurt am Main 

EGLL  ICAO/IATA-code for London Heathrow 

ENISA  European Union Agency for Network and Information Security 

ESSA  ICAO/IATA-code for Stockholm Arlanda 

EUROCONTROL European Organisation for the Safety of Air Navigation 

EVITA  European Crisis Visualization Interactive Tool for ATFCM 

FAA  Federal Aviation Administration, the national aviation authority of the 

USA 



v 

 

FAB  Functional Airspace Block 

GAL  Global Aerospace Logistics LLC 

IATA  International Air Transport Association 

ICAO  International Civil Aviation Organization 

IDS  Intrusion-Detector Systems 

LEMD  ICAO/IATA-code for Madrid Barajas 

LFV  Swedish Air Navigation Service Provider 

LIRF  ICAO/IATA-code for Rome Fiumicino 

MSB  Myndigheten för Samhällsberedskap 

NATO  North Atlantic Treaty Organization 

NM  Network Manager 

NMB  Network Management Board 

NOP  Network Operations Portal 

NOTAM  Notices to Airmen 

SAAM  System for traffic Assignment and Analysis at a Macroscopic level 

SFP  State Focal Point 

SSR  Secondary Surveillance Radar 

UTC  Coordinated Universal Time 
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1. Introduction 

In this section, the background to the thesis is presented; explaining why evaluating the current 

plan for handling major crisis is important and why examining cyber-attacks on aviation 

systems in particular is a topical subject. Furthermore, the problem description and purpose 

delineate the aim of the thesis, and the delimitations are stated, followed by a discussion of the 

sources and their trustworthiness. Ending this chapter, the structure of the report is presented.   

1.1 Background 

By 2025, the demand on air traffic is forecasted to grow by 50 % (written 2012), and the air 

traffic control systems will be even more stressed and the increase in traffic will add to 

environmental issues. New, improved technologies is the key enabler in order to meet the 

growing demand on capacity in an already congested airspace or on an airport with high-density 

traffic, as well as to help reducing the impact on environment by minimizing for example CO2 

emissions and noise. (NASA, 2012)   

 This technological development, however, raises the matter of security and protection 

against hackers and cyber-attacks of the new systems. Lack of IDS (Intrusion-Detector 

Systems) in ATC (Air Traffic Control) facilities was one weakness when an inspection of 

actions needed to be taken by the FAA (Federal Aviation Administration) to improve computer-

safety was made (OIG, 2009). Other systems included in aviation have also been proven 

vulnerable to cyber-attacks. As an example, in July this year (2013), Istanbul Atatürk 

International Airport suffered from a cyber-attack which was targeted towards the passport 

control system of the departure terminal and caused delay for departures (Security Affairs, 

2013). 

 Cyber-attacks are one of many possible threats to the aviation industry, and a challenge for 

ATM (Air Traffic Management) when it comes to crisis management is to be updated and 

prepared if a threat becomes reality. EUROCONTROL, which is the organization for safety in 

air navigation in Europe, opine that crises can be foreseeable and that plans and procedures to 

implement when a crisis occurs must be well tested (ATCglobalhub). One way to test the crisis 

management plans and prepare for crisis is by training exercises with a topical theme. At the 

29th-30th of June 2013, the first cyber-attack exercise - “CYBER 13” - of EUROCONTROLs 

NM (Network Manager) and the EACCC (European Aviation Crisis Coordination Cell) took 

place, with the purpose of, for example, evaluating and improving coordination and national 
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networks of contacts as well as the impact of cyber-attacks on aviation (ENISA, 2013a). Though 

every crisis differ, there are difficulties in producing crisis management plans fit for every 

scenario, and a lot of improvements come about after the crisis have occurred, hence the 

importance of exercises and scenario evaluations similar to “CYBER 13”. 

1.2 Problem description 

When a major crisis occurs, the time can be a critical factor and every second counts. The event 

is often sudden, unexpected and calls for a quick reaction to mitigate the consequences of the 

crisis. Moreover, since the aviation business is a global industry, the effects can be spread far 

beyond the state where the crisis emerges, which will impact several actors all over the world. 

The challenge is to ensure that the information reaches all concerned stakeholders, that they 

receive the correct information and that this is done as quickly as possible. 

 Major crises do not occur often, which makes it hard to practice crisis management on real 

crises. Therefore, it is particularly important to have predefined procedures to follow and to run 

exercises regularly to be able to take advantage of the lessons learned when an actual crisis do 

occur. 

1.3 Purpose 

The aim of this thesis is to create a method for evaluation of the efficiency and the effectiveness 

of the European Aviation Crisis Management. This will be done by carefully mapping the 

current plans for handling aviation crisis, with special emphasis on Swedish ANSPs (Air 

Navigation Service Providers) and airports, and creating a fictive scenario for implementation 

of the crisis management plans. After the implementation, the authors will recommend possible 

enhancements and modify the crisis management plans accordingly. Both the current and the 

modified crisis management plans will be implemented and examined. 

1.4 Delimitations 

The fictive scenario will be a simplified version of the reality. The processes the thesis will 

investigate are the EACCC and NM processes.  

 When applying the plans on the scenario, the alternates for each flight will not be taken into 

account, and when alternates are needed for diversions, they will be chosen arbitrary by the 

thesis. 
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1.5 Analysis of sources 

Since the gathering of data to reconstruct the air traffic is essential to reflect reality as well as 

the need for the crisis management plans to be accurate in order to apply them on the scenario 

and evaluate them, these sources are regarded as the primary sources for the thesis. Therefore, 

their reliability is of great importance to the thesis. The source used for collecting data, DDR 2, 

to reconstruct the air traffic in Europe at a certain time is deemed reliable since it is a part of 

EUROCONTROL's online services designed for supporting, for example, planners working at 

ANSPs and airline operators (EUROCONTROL, 2013a). Further, the information regarding 

the stakeholders and the description of the crisis management plans is gathered directly from 

EUROCONTROL, LFV etc. and are therefore considered as credible sources.  

 Sources employed to collect information about cyber-attacks, ADS-B (Automatic 

Dependent Surveillance-Broadcast) and power grids to validate the importance of the thesis and 

constructing a trustworthy scenario is not considered as critical for the thesis since they have 

less influence on the result. This batch of sources are mainly articles, of which the greater part 

includes references to the origin sources – though not checked by the thesis -  and are hence 

deemed as credible. None of the sources in the thesis is regarded as unreliable. 

 The authors have used SKYbrary as source at one occasion, but even though anyone can 

propose modifications to the articles published on the site, it is considered credible since it has 

been initiated by EUROCONTROL and has for example ICAO (International Civil Aviation 

Organization) as partner. 

1.5 Structure of the report 

First in the report is the introduction of the thesis, with background information, problem 

description, purpose, delimitations and analysis of sources. The methods chapter, following 

this, consists of the methodology used for the thesis. After this initial part, the theoretical 

framework is presented in chapter 3. In the theoretical framework, information about the area 

of study is to be found. Chapter 4 is further providing the report with information for the area 

of study, although this part is more focused on the context of crisis management in aviation. 

Following, the scenario and implementation of the plans is accounted for in chapter 5. This is 

where the “hands-on” part of the thesis starts. The next chapter, chapter 6, presents the model 

and the implementation of the model. In chapter 7, the analysis of what is done in chapter 5 is 

to be found. Chapter 8 consists of recommendations of enhancements made by the authors and 

the final part of the chapter sums up the work of the thesis in a conclusion. 
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2.  Method 

This chapter describes the means used to achieve the aim for the thesis. The research design is 

accounted for and methodology for data gathering is stated. The methodology consists of 

research, statistics, methods and tools used to create the fictive scenario and to reconstruct air 

traffic as well as to create and implement the model. 

 

In order to create structure of the work and to maintain a good overview of the course of work, 

the authors have defined the ways used to approach the problem, as well as sorted out the 

methods for data collection needed for the different parts of the work. To achieve the aim of the 

thesis, the methodology shown in Figure 1 below has been used. The relations between the 

boxes in the figure illustrates the workflow, and the specific methods are described more 

detailed in the subchapters. 

 

Figure 1. Flowchart of methodology used in the thesis. 

2.1 Research design 

A case study is a profound way to approach a problem and it is suitable to use when testing a 

theory or a model on phenomena existing in reality. It is especially useful when the events to 

be studied are infrequent and unique. Another design to use when conducting a study is 

descriptive design. This approach is convenient if the purpose is to gain knowledge of existing 
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events, procedures etc. Studies conducted through descriptive design can generate information 

and data which may be used for recommendations. (USC Libraries, 2013) 

 This thesis is a case study, although a descriptive approach is included in the research design 

to build the foundation to the case as well as examine the current situation.  

 To collect data, there are three different approaches to be used; quantitative, qualitative and 

mixed methods. The quantitative approach is characterized by usage of statistics and surveys as 

methods to collect data, whereas the qualitative approach often include interviews, analysis of 

texts and observations. Case studies are often conducted through qualitative research. The 

mixed methods approach is a combination of quantitative and qualitative research. (Creswell, 

2003) 

 For this thesis, the mixed methods approach is used, since both quantitative and qualitative 

methods have been used, although the qualitative part is deemed as the main method. Statistical 

data have been used, but only to reconstruct air traffic and calculate average passengers for 

flights and the other parts of the research is, according to the authors, qualitative. 

2.2 Data gathering 

Several methods were used to collect the data needed for the thesis. Starting off, the authors 

needed to conduct a lot of research and reading on the subject in order to find useful information. 

The need for statistics was identified at an early stage, though the idea of creating a model was 

conceived late in the thesis. 

2.2.1 Research 

To obtain background information and to grasp the context of the thesis, different research 

methodologies have been used. The main method for this gathering of information is targeted 

searches on the Internet. The reliability of the sources found and used is discussed in chapter 

1.5. Telephone and e-mail conversations with employees involved in the crisis management 

plans on EUROCONTROL, LFV, ACR and the Swedish Transport Agency also contributed to 

this part of the thesis, although this mainly provided the authors with a general picture of the 

crisis management in the mentioned organizations rather than profound information. 

2.2.2 Statistics 

Data necessary for reconstructing the air traffic in Europe at a given time was extracted from 

DDR 2 and processed in SAAM (System for traffic Assignment and Analysis at a Macroscopic 

level) tool provided by EUROCONTROL in order to be usable for the authors. DDR 2 was also 
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used in order to retrieve the total amount of flights for each of the selected airports in the thesis, 

and statistics from each airport regarding passengers were collected to create an average number 

of passengers per flight. 

2.2.3 Scenario construction 

For the creation of a realistic scenario, information regarding cyber-attacks was derived from 

the Internet. A database was built in SQL Express in order to define queries to sort the traffic. 

By use of the statistics regarding air traffic and the queries, the authors produced spreadsheets 

with tables showing the traffic which in different ways are a part of the scenario. 

 To count passengers, an average for each flight from the different airports will be used, by 

dividing the passenger figure given by the airports for September 2013 with the number of 

flights obtained from DDR 2 (Demand Data Repository 2). 

2.2.4 Model 

To present the model, the authors used Open Office Calc, and the part regarding Spreadsheet 

Documents in the Basic Programming guide for Open Office was used in an educational 

purpose. The spreadsheets, which were created in the scenario, were used when implementing 

the model as well. 
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3.  Theoretical framework 

The theoretical framework accounts for the crisis management concept, starting out with a brief 

explanation of the terms “crises” and “crisis management”. Following, the crisis management 

plans are stated. This chapter also contains information about cyber-exercises as a tool to 

develop and evaluate crisis management plans, along with two examples of relevance for the 

thesis. Lastly, previous experience of evaluating crisis management plans is presented. 

3.1 Crises and crisis management 

A crisis can be defined as “a time of intense difficulty or danger” (Oxford Dictionaries – Crisis) 

and can occur in many different forms; psychological crisis (American University – Crisis), 

economic crisis (Business Dictionary – Economic Crisis) and technological crisis (Management 

Study Guide – Technological Crisis), for example. However, this thesis only examines crises 

affecting aviation and therefore a crisis in this context refers to EUROCONTROL’s definition 

of a network crisis:  

a state of inability to provide air navigation service at required level resulting in a 
major loss of network capacity, or a major imbalance between network capacity 
and demand, or a major failure in the information flow in one or several parts of 
the network following an unusual and unforeseen situation. (Rules of Procedure 
EACCC, 2012) 

Although crises are not a new phenomenon, the term crisis management did not derive until 

during the Cold War (Pfaltzgraff, Jr., 2008). Crisis management can be described as the 

response taken towards a crisis to mitigate the consequences of the crisis and to be able to 

recover (Management Help – Crisis Management) and it can be defined as “the process by 

which a business or other organization deals with a sudden emergency situation” (Oxford 

Dictionaries – Crisis Management). 

3.2 Crisis management plans 

Below, EUROCONTROL’s crisis management plans are presented.  

 When a major crisis occurs, or may occur, the situation is evaluated and classified by 

EUROCONTROL using three different levels. Depending on the severity of the event and what 

level it is classified as, different actions are taken. Below is a short description of the different 

levels, and since Level 2 is the most severe situation, it will be described more detailed later in 

this chapter. Level 2 includes the procedures created by EUROCONTROL to be followed 
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during a crisis affecting aviation. When the situation is classified as Level 2, the EACCC is 

activated, and a more detailed description of the EACCC can be found in chapter 4.1.1. 

 Level 0, the Pre-Alert Phase, is considered to be active during normal operations and minor 

incidents or disruptions. European air traffic may be affected as a whole, however, this is just a 

warning and how the situation is going to develop is therefore uncertain. 

 Level 1, Disruption Management, is active when the incident or disruption has intensified 

and been classified as “major”. When the event is categorized as Level 1, the Disruptions 

Management Cell is activated. EUROCONTROL DG (Director General), Director NM, COO 

(Chief Operating Officer)/Crisis Cell Operations Manager and the members of the EACCC are 

informed, however, the situation is still managed by the NM. Network Management Operations 

oversees and updates the situation throughout the phase by applying the requested actions from 

the impacted stakeholders.  

 Level 2, the Crisis Management Phase, is deemed to be operational when the major 

disruption has evolved into a crisis. During this phase, the EACCC is activated and besides 

from the persons informed in Level 1, the EU Director of Air Transport is also informed. The 

Network Management Operations fills the same purpose as during the Disruption Management. 

(Rules of Procedure EACCC, 2012)  

 

There are a number of criteria stated in the EACCC’s Rules of Procedure, and for a situation to 

be classified as Level 2 and for the EACCC to be activated, at least one of these criteria have 

to be fulfilled. One criterion can for example be if an event in a state will affect other states as 

well, and the event is expected to affect the traffic for at least 24 hours, or if a party concerned 

requests that the EACCC should be activated. 

 When it has been decided that the EACCC will be activated, there are a number of specified 

directives to be followed. The EACCC chairperson, which is the NM, will first of all contact 

the concerned SFP (State Focal Point); for example the Swedish Transport Agency in Sweden, 

as well as the SFP for other states that might be affected by the crisis. The EACCC will then 

gather for a meeting, and if any member cannot be in place for the meeting, connection will be 

established to give the member possibility to participate via teleconference. The affected SFPs, 

along with experts that might be needed, will also join this meeting which has a predetermined 

agenda to be followed. Subsequently, ICAO and the SFPs not yet contacted will be so, and 

when all actors are aware of the situation, the EACCC will produce measures to be taken. The 

NM and the SFPs are responsible for the implementation of these measures on a national level 

in respective state. The information is being spread to everyone concerned. One of the means 
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to spread this information is via EUROCONTROL’s public website where stakeholders and 

media can find valuable links and contact points on where to turn to find necessary information. 

To find information regarding the operational status, the party of interest should turn to the NOP 

(Network Operations Portal), which can also be found via link on EUROCONTROL’s website. 

The internal communication within the EACCC is stated to be via a specified email-address 

assigned the NM and all incoming and outgoing emails are then forwarded to all members of 

the EACCC. 

 As soon as the operations can resume to normal and the crisis is considered to be over, the 

EACCC is deactivated and a debriefing will follow. The debriefing will handle questions 

regarding what could have been done better and what should be done differently the next time. 

During the debriefing it will also be discussed if there are any other actions left to be taken 

during the aftermath of the crisis. The findings from the debriefing will be compiled in a report 

and handed to the NMB (Network Management Board). This way the loop is being closed and 

the crisis management improves for each time a crisis occurs. (Rules of Procedure EACCC, 

2012) 

3.3 Cyber exercises 

On the 23rd - 24th of September this year (2013), ENISA (European Union Agency for Network 

and Information Security) organized the second International Conference on Cyber Crisis 

Cooperation and Exercises. The conference was held in Athens and raised subjects like, for 

example, crisis management exercises, cooperation and information sharing. (ENISA 2013b)  

 During the conference, it was put forward that cyber-crises can only be settled through 

sharing of information and cooperation, and that cyber-crisis exercises is an exquisite way to 

assay the existing plans and procedures. Cooperation exercises in the cyber-crisis topic brings 

forward benefits such as identifying needs to update crisis management plans and processes, 

creating a foundation for arrangements of platforms used for communication during a crisis and 

receiving better knowledge about accessible resources. (ENISA, 2013c)  

 Speakers with topic of interest for the thesis was Roger Holfeldt from MSB (Myndigheten 

för Samhällsberedskap) in Sweden, who spoke about the National cyber exercise in Sweden 

and Zarko Sivcev from EUROCONTROL, who brought up lessons learned from the CYBER 

13 exercise (ENISA, 2013d). These lectures were interesting since the first one, by Holfeldt, 

treated a cyber exercise performed on a Swedish level, which at the conference was included in 

the session about “cyber crisis management and cooperation exercises” (ENISA, 2013e) and 

the latter, by Sivcev, put forward a cyber exercise executed by the NM and the EACCC. The 
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lecture by Sivcev was included in the session about “governance models, practices and 

cooperation procedures for general crisis management” (ENISA, 2013e). 

 The national cyber exercise in Sweden, named NISÖ 2012, was conducted in order to 

enhance the management of crises in the IT-surroundings in Sweden and the coordination and 

cooperation between actors from the private and public sector, with 17 organizations as 

participants. The scenario used in the exercise involved cyber-attacks on the transport, 

telecommunication and energy sectors and was performed using two different exercise 

methods; Real-time simulation and Table-top. Each of the exercise methods was carried out in 

a day. In the Real-time simulation the participants took part in a role play, and media was a 

factor involved to create a realistic situation, while the Table-top exercise mainly consisted of 

discussions, but also analysis of the simulation exercise. After the exercise, the lessons learned 

and fields for improvement that were identified mainly had to do with cooperation, sharing of 

information and communication. A need for alternative platforms for communication as well 

as a need for an update of current plans and procedures was also found during the evaluation. 

(ENISA, 2012) 

 To grasp the extent of a nation-wide exercise like the NISÖ 2012, one only needs to look at 

the time frame for the project, which was almost two years from the decision about the project 

charter to the end of the project. Despite this, some parts of the project was under time pressure. 

Several large and important organizations were involved in the project; through planning or/and 

participating in the exercises. Some examples of organizations involved are MSB, the Swedish 

Armed Forces (Försvarsmakten), the Swedish Transport Administration (Trafikverket), the 

Swedish Security Service (Säkerhetspolisen), SJ AB, Vattenfall, the Swedish Energy Agency 

(Energimyndigheten) and the Swedish Post and Telecom Authority (Post och telestyrelsen). 

(MSB, 2013)     

 “CYBER 13” was the first cyber-attack exercise organized by the EACCC (SKYbrary - 

EACCC) and it was executed during the 29th -30th of May 2013 (ENISA, 2013a). In the scenario, 

the AFTN (Aeronautical Fixed Telecommunication Network) was exposed to a cyber-attack, 

shutting off the accessibility to the AFTN for some states (SKYbrary - EACCC). Besides the 

EACCC and the NM, different airlines, for example Lufthansa and Air France, participated in 

the exercise, while ENISA, NATO (North Atlantic Treaty Organization) and CER (Community 

of European Railway) were observers (ENISA, 2013a). The SFPs of the participating countries 

were contributing to the exercise by, for example, working out parts of the scenario concerning 

their own state, using the nations crisis management process on the crisis, collaborating with 

ANSPs and keep contact with the EACCC and inform about the processes (EUROCONTROL, 
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2013b). Some of the objectives of CYBER 13 was to improve the network of contacts on a 

national level, evaluate the efficiency of the coordination-process, examine the impact of a crisis 

emerged from a cyber-attack and define the role and the responsibilities of the SFPs (ENISA, 

2013a). The findings after the CYBER 13 exercise were that enhancements were needed in 

usage and development of crisis management tools, more involvement of airports in future 

exercises (ENISA, 2013a), extended contacts with experts on cyber security and that 

communication plays the key-role in exercises like these, which involve several different actors 

and states (EUROCONTROL, 2013b). 

3.4 Previous evaluations 

No crisis is ever exactly the same, meaning that every new crisis that occurs leads to new lessons 

learned.  

 In April 2010, the volcano Eyjafjallajökull had a major eruption resulting in approximately 

100,000 cancelled flights (European Commission, 2011). When the eruption occurred, no 

specified crisis management procedures were stated (EUROCONTROL, 2012d), although the 

event showed the necessity of a European Crisis Coordination Cell (European Commission, 

2011). One of the main changes in the aftermath of the Eyafjallajökull crisis was the 

establishment of the EACCC. Among other things, the crisis also showed that ICAOs Volcanic 

Ash Contingency plans needed to be updated and that the regulatory authorities should be 

stated. (EUROCONTROL, 2012d) 

 One year after the crisis, the changes in the volcanic ash contingency plan and procedures 

were tested during a crisis exercise including the EASA (European Aviation Safety Agency), 

the EC (European Commission) and EUROCONTROL along with airline operators, ANSPs 

and other stakeholders. Another purpose with the exercise was to test the new tool EVITA 

(European Crisis Visualization Interactive Tool for ATFCM). (EUROCONTROL, 2011f) The 

purpose of EVITA is to assist the crisis management when major disruptions or crises occur in 

Europe by collecting and providing information regarding the disruption or crisis in one single 

place (EUROCONTROL, 2013c). The exercise was then followed by an assessment session to 

agree upon any further actions that needed to be taken after the implementation of these 

changes. (EUROCONTROL, 2011f). Suggestions from the participants and lessons learned of 

the exercise were, for example, need for enhancement of EVITA to become more user-friendly, 

improvements of the quality on the operational teleconferences and several proposals regarding 

NOTAMs; for example graphical representation. (ICAO, 2011) 
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4.  Context of European crisis management and cyber-crises 

This chapter account for the context of crisis management, including presentations of the 

organizations and other actors involved in crisis management in aviation on a European and 

Swedish level. Information regarding cyber-attacks is also presented here, along with 

explanations and examples on why they are topical. 

4.1 Organizations and other actors 

Throughout Europe and in Sweden, there are several organizations and actors involved in crisis 

management and the development of crisis management plans. This subchapter consists of short 

descriptions of the organizations and actors of interest for the thesis, starting out with 

EUROCONTROL and the EACCC, to be followed by ENISA, SFPs, the Swedish Transport 

Agency and LFV. 

4.1.1 EUROCONTROL and the EACCC 

EUROCONTROL was founded in 1960 as a response to the growing demand for air traffic after 

World War II. The aviation business was booming and the purpose of EUROCONTROL was 

to attain a unified air traffic service throughout Europe to increase capacity as well as safety. 

The initiative was taken by six European states; Belgium, the Federal Republic of Germany, 

France, Luxembourg, the Netherlands and the United Kingdom (EUROCONTROL 2011a) and 

has today grown to include 39 member states (EUROCONTROL, 2013d).  

 EUROCONTROL has since then been constantly challenged by the continuous increase of 

air traffic, and this has led to the implementation of several stepping stones toward an integrated 

airspace. A big action taken toward reaching this goal was the founding of the world’s first 

international ATCC (Air Traffic Control Center) in Maastricht in 1972. (EUROCONTROL, 

2011b) 

 The need for higher capacity in the European skies grew even bigger during the following 

decades, and as a result, EUROCONTROL formed the CFMU (Central Flow Management 

Unit). The purpose of CFMU was to reduce the big amount of delays that had occurred and 

increase the airspace capacity even further. (EUROCONTROL, 2011c)  

 During the 1990’s, EUROCONTROL became one of the most important actors for the 

introduction of the Single European Sky project, whose purpose is to reform the European 

airspace with regards to traffic flows instead of national borders (EUROCONTROL, 2011d). 
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However, during the 21st century, the aviation business has met more external threats than ever 

before and a high airspace capacity is no longer the single main challenge. The terrorist attacks 

towards the USA in 2001 and the eruption of Eyjafjallajökull in April 2010 has shown on the 

necessity for a coordinating organ on a European level (EUROCONTROL, 2011e). This led to 

the introduction of the EACCC in May 2010 (EUROCONTROL, 2012a). 

 In May 2010, after the eruption of Eyjafjallajökull, EUROCONTROL and the EC joined 

forces to create the EACCC. The object was to create a central organ which on a European level 

could play the coordinating role in the event of a major crisis with massive impact on aviation. 

Together with the crisis management organizations in the states, the EACCC’s purpose is to 

share information between all concerned stakeholders and to take a leading role to solve the 

crisis. (EUROCONTROL, 2012a) 

 To cover most areas, the EACCC consists of representatives with different background and 

experience. These are decided to be a representative of the EU Member State holding the 

Presidency of the European Council, a representative of the EC, a representative of the EASA, 

a representative of the military, a representative of the ANSPs, a representative of airports, a 

representative of airspace users and a representative of EUROCONTROL (which is the NM 

and who will be the chairperson). The structure of the EACCC is illustrated in Figure 2. (Rules 

of Procedure EACCC, 2012) 

 

 

Figure 2. The structure of the EACCC 

4.1.2 ENISA 

ENISA is one of the sources the EACCC uses for gathering of information in crisis. When the 

crisis involves cyber-attacks, ENISA will contribute with counsel and data. To mitigate the 

outcome of a crisis caused by a cyber-attack against aviation, network IT contingency plans and 

national IT security plans are to be used. (EUROCONTROL, 2012b)  

 ENISA is working for the member states and institutions of EU and is the hub for 

Information Security in Europe (ENISA - About). Their mission is to improve the capability of 
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different EU bodies, EU member states and stakeholders in private and public sectors when it 

comes to matters of network and information security. Some of the activities of ENISA are to 

analyze incidents on security and arising risks in EU, along with work on risk management and 

risk assessment and encourage cooperation between stakeholders. (ENISA - Activities)  

The CIIP (Critical Information Infrastructure Protection) and Resilience Unit is a part of ENISA 

and whose task is to develop practicable strategies for readiness, response and recovery, as well 

as tactics and actions to oppose threats the critical information infrastructure encounter. Of 

interest for this thesis is especially the activities concerning contingency plans, cyber exercises 

and other training, both on national and multi-national level or involving many stakeholders, 

which the CIIP and Resilience Unit offer. (ENISA – Resilience and CIIP) 

4.1.3 State Focal Points 

To be able to handle a crisis in the best possible way, it is of great importance to have a proactive 

approach. It is therefore essential to constantly develop the crisis management even during 

normal operations. As the link between the EACCC and the national actors, the SFP serves as 

a coordinating organ (EUROCONTROL, 2012a). The SFP is therefore responsible to establish 

and maintain a close contact with these national actors along with maintaining the contact with 

the EACCC. The necessary relations include the military and different experts, for example 

meteorological organizations. It is also important for the SFP to participate in the crisis 

management work on a European level where the NM and the EACCC are conducting 

workshops and exercises to improve the crisis management and to increase the preparedness 

for a possible crisis. The SFP should also be involved in the analysis of the exercises and suggest 

what should be done differently the next time a similar situation occurs. (Role of State Focal 

Points, 2013) 

 During a crisis, one of the responsibilities for the SFP is to provide the NM with relevant 

information. The SFP shall notify the NM if a crisis has occurred so the activation of the 

EACCC is possible. The SFP shall then update the EACCC on the progress of the crisis and all 

known information, for example forecasts. The SFP shall also provide the national actors with 

information delivered by the EACCC. This includes actions that shall be taken on a national 

level as well as being a link to relevant Ministries and other concerned national parties and 

needed expert groups to solve the crisis. (Role of State Focal Points, 2013) 
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4.1.4 The Swedish Transport Agency 

In the beginning of 2009, the Swedish Transport Agency was established as a result of the 

merging of several Swedish authorities. The purpose was to have one common regulator for the 

different modes of transport and the main task is to provide these modes of transport with rules, 

issue licenses and to supervise that the given rules are being followed. (Transport Agency, 2010; 

Svensk författningssamling, 2008) One of the responsibilities for the Swedish Transport 

Agency is to be the regulating organ for ANSPs (Transport Agency, 2011). 

 The Swedish Transport Agency also has the responsibility to work proactively to be able to 

manage a possible crisis (Transport Agency, 2012). Furthermore, a representative from the 

Swedish Transport Agency serves as SFP for Sweden in the event of a major aviation crisis 

resulting in the activation of the EACCC. In the role of SFP, the Swedish Transport Agency 

will therefore be the link between EUROCONTROL, and other European actors and national 

authorities during major crises. (Rules of Procedure EACCC, 2012) 

4.1.5 LFV 

The company Luftfartsverket, which later would become LFV, was established in 1947 (LFV, 

2010a) and until the 1st of September 2010, LFV had monopoly on ANS (Air Navigation 

Services), however, a new law opened up for competition (LFV, 2010b). Today, LFV is one of 

Sweden’s ANSPs with the responsibility to provide 32 towers, both civil and military, and two 

ACCs (Area Control Centers) with ANS (LFV, 2012). In addition to this, LFV has established 

on the international market and since the 1st of May 2013 they are also the ANSP for Abu Dhabi 

Airports Company’s airports along with the company GAL (Global Aerospace Logistics LLC). 

(LFV, 2013) 

4.2 Cyber-attacks 

Below is a description of the term “cyber-attack”, followed by an explanation of the relevance 

of cyber threats and aviation. This subchapter also includes a semi-detailed description of ADS-

B, which is the subject of a significant part of recently issued articles about ATC and cyber-

attacks, and what effects a cyber-attack may have on ADS-B. The ADS-B section is included 

as an example of how cyber-attacks can affect aviation, rather than to add information deemed 

as necessary for the thesis and the work to follow. Last in this subchapter is a short description 

of how power grids can be hijacked by cyber-attacks. 

 Cyber-attack is the general term for deliberate exploitation of computer networks or systems. 

There are four sub-categories for the term cyber-attack. These are hacktivism, cybercrime, 
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cyber espionage and cyber warfare. Hacktivism is the definition to use when the cyber-attack is 

executed with a political or social intention (Search Security, 2007). Criminal acts performed 

by using a computer, for example identity theft and distribution of computer viruses are entitled 

as cybercrimes (Search Security, 2010). Cyber espionage is defined as illicit collection, 

assembly and analysis of data classified as secret data, for instance governmental information 

or data from large enterprises. When using willful code as a weapon or addition to war done in 

a physical execution, the cyber-attack is categorized as cyber warfare. (Severs, 2013) 

 When it comes to security issues of aviation, cyber threats will probably be included in the 

main security questions in aviation (EUROCONTROL, 2012c). During the second International 

Conference on cyber-crisis Cooperation and Exercises by ENISA in September 2013, patterns 

observed in the motions, from which massive cyber-attacks rises, were brought up. In the Asia-

Pacific region, for example, such observations have shown on a tendency on sharing of cyber-

attack tools, which as a result enables simultaneous attacks from the users of the tools without 

any expertise knowledge in the area. (ENISA, 2013c)  

 Since the air traffic of today is surrounded by and executed in a highly technological 

environment, there are numerous ways cyber-attacks may impact ATC and air traffic systems. 

The aircraft itself contains several systems which are vital for the aircraft's functional ability; 

both in a technological aspect and to intercommunicate with ATC and other systems essential 

for the conduct of flight.  

 ADS-B is a surveillance technology for tracking aircraft by use of signals broadcasted by 

the aircraft informing of their identity, position and other elements (EUROCONTROL 9). The 

ADS-B provides more precision, better quality and coverage for communication, navigation 

and surveillance in ATM than for example SSR (Secondary Surveillance Radar) which is 

commonly used today, at a feasible cost (ADS-B Technologies, LLC).    

 In December 2017, ADS-B equipment will be mandatory in Europe for all aircraft with a 

maximum takeoff weight of 5700 kg or more, or with a cruising speed greater than 250 knots 

(Duncan Aviation – ADS-B). The CASCADE Programme, created by EUROCONTROL, 

coordinates the deployment of ADS-B in Europe, and EUROCONTROL cooperates with the 

FAA and others, with ADS-B related activities (EUROCONTROL, 2013e). In the USA, the 

program implementation of the Next Generation Air Transportation System initiative 

concerning requirement of ADS-B equipment in aircraft is planned to the 1st of January 2020 

(Department of Transportation, 2010).  

 The ADS-B system, despite its major benefits, is currently without protection against cyber-

attacks. Lack of encryptions and user verification systems of ADS-B communications enables 
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access to communications between ATC and pilots, and opportunities for attacks intended to 

misdirect pilots or swamp controllers with false information and false signals. As of today, there 

is no way to confirm that the displayed sender of the information is the “real” sender. These 

false information attacks can be done quite easily in a technical aspect, and do not require a 

large budget. This is of major concern along with the designers’ shortage of knowledge or 

underestimation of the skills of hackers and the cheap cost of technologies allowing such 

attacks. (Lo, 2013)  

 Cyber-attacks do not only affect aviation if it is targeted directly towards an aviation system. 

Indirect attacks can have huge impact on aviation as well, such as a power shut down since 

electricity is one of the key parts in an aviation network. 

According to new research made by the computer specialists Adam Crain, Adam Todorski and 

Chris Sistrunk, the American and the Canadian power grid systems have several vulnerabilities 

that can be used by hackers to take control of the system and maybe shut down the electrical 

power supply. (Hern, 2013) 

 The study also shows the possibility for a hacker to disable the option for the operator to 

switch to backup power if the primary power supply shuts down (Jennings, 2013). Although 

this study is made in North America, it displays the ability to hijack power grids and this could 

be a hazard not only to the USA and Canada, but to Europe as well. 
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5.  Scenario and implementation of plans 

In this chapter, the created scenario is presented, along with a description of the reconstruction 

of the air traffic and the choice of measurements to determine the effectiveness of the crisis 

management plans. Further, the crisis management plans are implemented on the scenario, 

followed by a presentation of two possible improvements of the crisis management plans, 

derived from literature-study in the subject. Ending this chapter is the modified crisis 

management plans after implementation on the scenario. 

5.1 Scenario description 

The fictive scenario is based on the assumption that a terrorist organization is looking to create 

chaos in European aviation by using cyber-attacks. At time 08.00.00 UTC (Coordinated 

Universal Time) the hackers shut down the power supply to five of the major airports in Europe; 

EDDF (Frankfurt am Main), EGLL (London Heathrow), LEMD (Madrid Barajas), LIRF (Rome 

Fiumicino) and ESSA (Stockholm Arlanda). The attacks cut off the power supply to the entire 

airports; lights, networks, communication systems etc. all cease to work. Furthermore, the 

attack blocks the systems’ ability to switch to backup power. This leads to a complete shutdown 

of the airports and aircraft can neither depart, nor arrive at the airports until the situation has 

been solved. Therefore aircraft that have not yet departed will be delayed on ground and aircraft 

already airborne have to divert to nearby airports. All aircraft flight planned to the same airport 

has also filed the same alternate airport, which is presented in Table 1 along with the traveling 

time between the origin and the alternate airport. 

 The mentioned traveling times is retrieved from Google Maps and are based on the time it 

takes to travel by car, since the authors assumes that there will be chartered buses for the 

concerned passengers. 
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Table 1. ICAO/IATA (International Air Transport Association) Airport Code, alternate airport 

and traveling time for the affected airports. 

Airport ICAO/IATA 

Airport code 

Alternate airport for 

arrivals 

Traveling time 

Frankfurt am Main EDDF Amsterdam Schiphol 4h 14min 

London Heathrow EGLL Manchester Airport 2h 57min 

Madrid Barajas LEMD Barcelona El Prat 5h 25min 

Rome Fiumicino LIRF Milano Malpensa 5h 54min 

Stockholm Arlanda ESSA Copenhagen Kastrup 6h 26min 

 

The affected airports were selected because they are among the major airports in Europe, and 

since the event needed to have huge impact on aviation for the EACCC to be activated, it was 

deemed essential to have more than one impacted airport. Among the big European airports, 

the five being investigated in the thesis were chosen arbitrary with exception of ESSA, which 

was selected in order for the authors to be able to investigate the crisis management on a national 

level. The chosen day of the cyber-attack is the 16th of September 2013. The day was chosen 

arbitrary, and the only criteria set up to be fairly close in time to give the scenario an up-to-date 

pertinence and that the day should be a weekday. The weekday criterion was set to avoid 

possible fluctuations in the working procedures of the actors involved in the crisis management 

due weekend celebrations and vacations.  The time 08.00.00 UTC for the attack was chosen 

arbitrary. 

 The alternate airports had to have the ability to handle the same type of aircraft as the original 

destinations have, hence the alternates were chosen somewhat arbitrary among the airports in 

the region of the original destination, and which fulfilled the criterion to be able to handle at 

least as large aircraft. The authors examined all the aircraft types for all departing and arriving 

aircraft for each airport during the time the scenario takes place. This was done by examining 

the date retrieved from DDR 2. A380 (Airbus 380), which is the world’s largest passenger 

aircraft, is the largest aircraft arriving to EDDF, and therefore Amsterdam Schiphol were chosen 

as alternate airport for all arrivals to EDDF since it can handle the A380 as well (Schiphol – 

A380). The A380 also operates on EGLL and LIRF, which led to that Manchester Airport were 

chosen as alternate for EGLL arrivals and Milano Malpensa were chosen as alternate for LIRF 

since it operates at both of these airports as well (Manchester – A380; Milan – A380). Although 

the A380 is not included among the arrivals for ESSA or LEMD for the time of the scenario, 

the thesis chose Copenhagen Kastrup and Barcelona el Prat, which both has the ability to 
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facilitate the A380, for alternates; Copenhagen Kastrup for ESSA and Barcelona el Prat for 

LEMD (Rynhag, 2010; Emirates24|7, 2013). 

5.2 Reconstructing air traffic and deciding measurements 

Since the time for the impact of the cyber-attack was chosen to 08:00:00 UTC the 16th of 

September 2013, data showing the traffic for this time and onward were required. The authors 

applied for access to DDR 2 via EUROCONTROLs OneSky Online web portal. When the 

application was approved by the DDR 2 team, the authors retrieved data including all traffic in 

the extended ECAC (European Civil Aviation Conference) area (shown below in Figure 3) for 

the 16th of September 2013.  

 

 

Figure 3. The extended ECAC area the number of flights information is based on. (Picture 

retrieved from DDR 2). 

 

Following, the authors needed to pack up the data by using 7-zip file manager (program to 

extract files), to receive a file with the suffix so6. Next step was to download the SAAM 

software from DDR 2. In SAAM, the authors was able to convert the .so6-file to a .txt-file, and 

subsequently the .txt- file to an Excel file. Further, the authors needed to filter the traffic, so 

only the relevant traffic (the traffic departing from and arriving to the chosen airports) remained. 

For this purpose, Sql-express was used to create a database, to which the Excel file was added. 

The authors then used queries to sort out the relevant traffic. The queries are to be found in 

Appendix A. 
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 The tables obtained by these queries were used to ensure that the flights were not used twice 

when producing the tables showing the flights for each of the choice airports remaining after 

the filtration. The tables for the aerodromes, one table for departing aircraft and one table for 

arriving aircraft for each aerodrome, listed the flights. When adding all flights in the different 

tables, it sums up to a number of 4,254, which correspond to the number of total flights of 

interest to the thesis as mentioned before.  

 In order to evaluate the crisis management plans, the authors chose delay-minutes as 

measurement. The delay-minutes is calculated per passenger, i.e. if a flight with 200 passengers 

onboard is delayed by 10 minutes, the total amount of delay-minutes is 2,000.  

 To estimate the delay, an average number of passengers for the flights at each airport were 

calculated. Since the statistics of passenger frequency presented on the webpages for each 

airport is displayed monthly, the authors retrieved the number of flights departing from and 

arriving to each of the chosen airports for the whole month of September 2013 from DDR 2.  

Table 2 below shows the passenger numbers of September 2013 for each airport, the total 

number of flights for September for each airport and calculated average passenger per flight for 

each airport. The average passenger/flight parameter is rounded up or down to nearest integer.  

 

  Table 2. Passengers per flight of September 2013.  

Airport Passengers 
September 

Flights September Average 
Passenger/Flight 

EDDF 5,549,000 42,598 130 

EGLL 6,559,112 40,559 162 

ESSA 1,898,417 20,632 92 

LEMD 3,615,010 29,061 124 

LIRF 3,588,004 28,497 126 

 

However, since the authors could not retrieve any information or an educated guess from 

experts about how long time any of the steps in the crisis management plans would take, there 

was no way to use these figures to measure efficiency of the plans. Therefore, it was decided 

that a model should be created, in order to show how, for example, a ten minute cut in one of 

the steps would affect the total delay-minutes for all flights. The authors themselves made 

educated guesses regarding how long each step in the crisis management plans could take in 



22 

 

order to use the model. Moreover, the analysis of the crisis management plans after application 

on the scenario was decided to be based on literature studies in the subject. 

5.3 Application of current crisis management plans 

At 08:00:00 UTC the 16th of September 2013 a cyber-attack strikes five of the major airports in 

Europe. As a result, the airports blacken and all operations stop. Below is a step-by-step 

description how the process could look like when executing the current crisis management plans 

on a national and European level.  On the national level, the crisis management steps to be taken 

will only consider Sweden, and the other four airports will be treated as one instance in the 

steps. 

 When the information regarding the downtime at ESSA reaches the Swedish SFP, the 

Swedish SFP contacts the NM and proposes that the EACCC should be activated. At the same 

time, the German, British, Spanish and Italian SFPs report power shutdowns at EDDF, EGLL, 

LEMD and LIRF as well. According to the criteria of which at least one needs to be fulfilled in 

order to classify the event as a Level 2 event, which is the requirement to consider the activation 

of the EACCC, several of these are met and presented below: 

 

 Disruptions may happen within one State/FAB but have a significant impact 
to other parts of the network.  Current ATFM/Network Management processes are not sufficient to mitigate 
against significant flight cancellations or large delays.   An event in one or more States/FABs causes significant flight cancellations 
and displaced/stranded passengers, in general, severely affects ATM 
performance.   The duration of the event cannot be predicted with any certainty.   The event mitigating actions require a non-standard response between 
civil/military operations across a State border.   On request from a specific stakeholder, the EACCC chairperson may 
consider the need to convene EACCC.   The event may require a coordination of ATM and other transport modes.   The event is predicted to severely affect ATM performance in several 
States/FABs. (Rules of Procedure EACCC, 2012) 

 

Since the requirements for the activation of the EACCC are met, the NM will notify the five 

affected states of the activation. When this is done, the EACCC will assemble for a meeting via 

teleconference to discuss the situation and in the meantime, the Swedish SFP has received new 

information regarding the power shutdown and it has been found that ESSA has been targeted 

by a cyber-attack. The Swedish SFP provides the EACCC with this new information, which in 
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turn forwards it to the other four affected states, and in the meantime, the five affected states 

will also send out a NOTAM (Notices to Airmen), which is explained further in chapter 5.4.2, 

regarding the situation. This way, the other four states can investigate a possible cyber-attack 

as well, which proves to be the reason for the shutdown there also, and this information is 

thereafter provided to the EACCC. The EACCC will then notify ICAO and the remaining SFPs 

in the European aviation network of its activation and the current situation. The EACCC will 

continue to monitor the situation and decides to ground all departing aircraft from ESSA, 

EDDF, LEMD, LIRF and EGLL until the crisis is solved and they also recommend the affected 

states to coordinate with other means of transportation for the passengers that has to divert since 

no aircraft can land at these airports either. When the affected airports solves the problem and 

the power has returned, the SFPs notify the EACCC that operations can return to normal, which 

the EACCC forwards to the remaining stakeholders. Now that the operations can proceed as 

normal, the EACCC is deactivated. 

 The flowchart in Figure 4 demonstrates the outlines of the EACCC’s work during the fictive 

cyber-attack crisis, based on the current crisis management plans. The EACCC’s actions are 

illustrated in purple, while inputs from other actors are illustrated in blue. 
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Figure 4. Current crisis management plans implemented on the scenario. 
 

The Swedish SFP contacts 
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The SFPs in Germany, UK, 
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other four states with 
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ESSA has been the target 
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and the remaining SFPs. 

The SFPs in Germany, UK, 

Spain & Italy reports cyber-

attacks as well. 

The EACCC decides to 

delay all departures not 

yet airborne with EDDF, 

EGLL, ESSA, LEMD or LIRF 

as destination. 

The EACCC suggest that 

the states arrange other 

means of transportation 

for the diverting 

passengers. 
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solved and that the 

power is back up and 

operations can return to 

normal. 

The EACCC informs all 

involved and affected 

parties that the crisis is 

solved. 

The EACCC is deactivated. 
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5.4 Possible improvements 

The solutions below have been noted by the authors during research, and are presented here for 

the purpose of later usage in the modified crisis management plans in the Analysis chapter. 

5.4.1 Common platform 

A lot of research has been made in the area of crisis management and one common denominator 

is the importance of good communications and information flow. During non-crisis times, the 

information dissemination often follows the chain-of-command; however, a crisis is a non-

routine situation which may need non-routine measures. This can make it difficult to spread the 

relevant information to all concerned stakeholders and other means of communication may be 

needed. (Quarantelli, 1986) Studies have shown that during crisis, co-ordination rather than 

control is what is needed for a successful crisis management (Quarantelli, 1988, p. 53) and that 

a net-centric approach is preferred, since it allows faster decisions and possibly a quicker way 

back to normal operations. In addition to the increased situation awareness among the concerned 

stakeholders (UN ESCAP – Net centric approach), a net-centric approach will also lead to a 

crisis management structure less sensitive to disruptions since the information still can be 

provided from the other “nodes” in the network, even if one node becomes unserviceable 

(Myers & Cowper). One effective way of doing this, and which has been proven, is by 

implementing information sharing platforms (Trimintzios & Gavrila, 2013) 

5.4.2 Digital NOTAM 

A NOTAM is a notice about, for example, changes in flight procedures, changes in 

serviceability of navigational aids or closure of airports distributed to operational staff and to 

whom the information might be relevant (EUROCONTROL, 2013f). Today, the NOTAM 

consists of a text message spread via telecommunication networks  (EUROCONTROL, 2010) 

and the number of  NOTAMs issued at a time is increasing, resulting in briefing of flight crews 

with between 40-90 % NOTAMs irrelevant for the flight, and hence is considered user hostile 

(EUROCONTROL, 2013f). 

 The digital NOTAM, which probably could be implemented by 2015 in Europe 

(EUROCONTROL, 2013f), differentiates from the traditional NOTAM by the means of 

distribution and the way the information is presented to the user; for example, it can feature the 

information graphically and is designed to be more user friendly in a way so that important 

information is not overlooked by the receiver (EUROCONTROL, 2010).  
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5.5 Modified crisis management plans 

With regards to the possible improvements found in chapter 5.4, the authors changed the current 

crisis management plans. These modified crisis management plans were applied to the same 

scenario as in chapter 5.3 and below is a description of the course of the work. 

 When the power is shut down at ESSA, the Swedish SFP contacts the NM and informs about 

the situation. The power shut down is distributed as a digital NOTAM. At the same time, the 

German, British, Spanish and Italian SFPs report power shutdowns at EDDF, EGLL, LEMD 

and LIRF to the NM as well, along with a digital NOTAM. Given the same criteria for the 

activation of the EACCC as in chapter 5.3, all of these are met and the EACCC is activated. 

The NM informs the five impacted states of the activation and later assembles the EACCC for 

a meeting via teleconference. The EACCC will then discuss possible actions to be taken and 

monitor a common platform where stakeholders can post any new information and updates 

regarding the crisis. This will be the EACCC’s main source of information. The Swedish SFP 

posts that the power shutdown at ESSA is caused by a cyber-attack on the power grid at the 

common platform when it is found out. Both the EACCC and the other four impacted states see 

this information simultaneously, allowing these states to investigate a possible cyber-attack on 

their power grids as well and when it is known that it is the case, they also makes an update on 

the platform, informing all concerned. Parallel with this, the remaining SFPs and ICAO is 

automatically notified of the activation of the EACCC and the ongoing crisis via the platform. 

 The EACCC will then decide to delay all departures from the impacted airports until the 

crisis is solved and since the arriving aircraft need to divert, the EACCC suggests that the 

affected states arrange other means of transportation between the alternate and the original 

airport for the passengers. When the impacted states have the cyber-attack under control and 

the power has returned, they post this on the common platform, which subsequently notifies the 

EACCC. The EACCC then decides that operations can return to normal and spreads this 

information via the portal to the SFPs and other concerned stakeholders; such as ICAO, and the 

process then ends with the de-activation of the EACCC. 

 The flowchart presented in Figure 5 demonstrates the outlines of the EACCC’s work during 

the fictive cyber-attack based on the modified crisis management plans. The EACCC’s actions 

are illustrated in purple and where the EACCC’s actions differ from the current management 

plans, the actions are illustrated in green. The inputs from other stakeholders are illustrated in 

blue, while the inputs from the stakeholders that differ from the current management plans are 

illustrated in pink. 
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Figure 5. Modified crisis management plans implemented on the scenario. 
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6.  A model for calculating delay-minutes 

This section presents the model; starting with a summary of the model, followed by the model 

development and a description of further work to extend the model. The model implementation 

along with a sample instance is presented, and lastly, the limitations of the model are discussed. 

 

Based on the data retrieved when creating the tables as mentioned in chapter 5.2, we developed 

a model for the purpose of showing how much a time cut of, for example, 1 minute, 10 minutes 

or 2 hours in the crisis management plans may impact the total delay-minutes. What the model 

really shows is how many summarized delay-minutes there are for all flights departing from an 

airport for the given opening time of the airport after the crisis is solved. 

6.1 Model summary 

The model has three input variables and one output variable when implemented in Open Office 

Calc. Below is a summary of the variables used in the model, followed by a description of how 

the input variables are used, along with the formulas and comments. The formulas and 

comments are presented in Table 3. 

 

Input variables: 

- SheetName; the name of the spreadsheet, defines which airport that is to be examined 

- DelayTime; time expressed in UTC, defines the time when the airport opens after the 

downtime 

- AvgPassengers; an integer, defines the number of average passengers per flight 

 

Output variable: 

- TotalDelay; the total delay of all flights departing from the given airport, expressed in 

minutes, also called “delay-minutes” in this thesis 

 

When used in Open Office Calc, the first input variable “SheetName”, is used to get the correct 

sheet of flights, on which the calculations will be done.  

 The second input variable, “DelayTime”, is used to define which time the airport will open 

again and the operations at the airport can start after the downtime. This variable is needed to 

sort out which flights will be affected by the downtime and by how many minutes. 
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 The third input variable “AvgPassengers”, multiplies the number of passengers on each 

flight with the number of minutes the flight is delayed. The result is the output variable, called 

“TotalDelay”. 

 

Table 3. The formulas with comments. 

Formula Comments 

foreach(Row in Table)  

if(FirstTime < DelayTime) If true, flight is delayed 

DelayOfFlight = TimeDiff(FirstTime, DelayTime) Delay time in minutes for a flight 

TotalDelayOfFlight = AvgPassengers * DelayOfFlight Total delay of flight 

TotalDelay = TotalDelay + TotalDelayOfFlight The total delay for all flights, the 
TotalDelay is finished when all 
rows has been looped through 

 

6.2 Model development 

The first step in creating the model was to look at how the delay-minutes could be calculated 

for the departing aircraft from the affected airports. Since all flights departing from the affected 

airports before 08:00:00 UTC already had been sorted out, the model did not need to include 

the parameter “time of impact” in the measure for the departures. What the model needed to 

calculate was the difference between the time of opening, named “DelayTime” in the model, 

and which is an input the user of the model defines, and the time of departure, hence called 

“FirstTime”. The difference presents the delay the flight is subject to, expressed in minutes. 

However, before this, the name of the airport needs to be defined as an input in order to receive 

a result. This variable is named “SheetName”. 

 Secondly, the model only calculates the difference between time of departure and 

“DelayTime” if: “FirstTime” < “DelayTime”. Otherwise the model would include all flights 

with a different time of departure than “DelayTime”, even the ones with departure time after 

the airport has opened, and which are not subject to delay. When this was done for all flights 

departing after 08:00:00 UTC, but before the input “DelayTime”, the model needed to multiply 

the delay the flights are subject to with the number of passengers for the flights. The number of 

passengers on the flights is also an input the user needs to define, named “AvgPassengers” in 

the model. The thesis has already calculated the average number of passengers for each airport 

during September 2013, as shown in Table 2. 
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 As an example, if EDDF opens again at 09:00:00 UTC after the downtime, all traffic with 

departure times between 08:00:00 UTC and 08:59:59 UTC is subject to delay. For the flight 

DLH454 with a departure time of 08:12:00 UTC, the delay for the flight will be 48 minutes. 

Since the average number of passengers for EDDF is 130, as shown in Table 2, the total delay 

for the flight expressed in delay-minutes will be 48*130= 6240. 

 To have “DelayTime” as an input is appropriate, since different opening times give different 

results, and that is what the model calculates. Further, having the number of passengers as an 

input makes the model more flexible, and it is possible to implement it on days for other months 

when the number of passengers is lower or higher. Since the name of the airport is an input, the 

flexibility of the model also applies to this; any airports can be chosen if only the statistics of 

the traffic has been obtained and modified first. In the model, the airports’ delay-minutes have 

to be examined one airport at a time, which is more time consuming for the user, but is useful 

since it enables the possibility to examine different opening times for different airports, for 

example ESSA may open 1 hour before EDDF. Hence, the model also provides the means to 

only examine one of the given airports. 

6.3 Further development of the model 

Below, further development of the model, which the thesis would have done, if there was more 

time available, is presented. 

 The model described in chapters 6.1 and 6.2 is showing the delay-minutes for the departures. 

However, the arrivals to these airports and which need to divert is also an important factor to 

consider when calculating how much the delay-minutes will change if the opening time of the 

airport is postponed or is accomplished earlier.  

 This part of a model is more complicated to formulate, since it first of all need to identify 

the flights with a departure time at or after 08:00:00 UTC and give these flight a total delay 

equal with the total time the destination airport is closed. This is an assumption made by the 

thesis; all flights with a departure time after the time of impact and with any of the impacted 

airports as destination is grounded until the opening of the airport. Hence, if “FirstTime” ≥ 

08:00:00, the “DelayofFlight” = Difference between “DelayTime” and “FirstTime”, given that 

“FirstTime”<”DelayTime”. When this has been properly defined, the delay for the arrivals 

which are already airborne when the impact occurs needs to be calculated. 

 Another assumption is now made by the thesis, as described in chapter 5.1, concerning the 

alternates for the aircraft. The alternates where chosen according to Table 1 because of 
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limitations in finding information about the “real” alternates. Information about travel time 

between original destination and the alternates is also to be found in Table 1, and for the 

diverting aircraft, these figures will be the delay of the flight. The model needs to define which 

aircraft that should be subject to diversion, and this would be done by an estimation of when 

the decision about diversion is made in this scenario. The thesis assumes this time to be one 

hour before the estimated time of arrival, meaning that all aircraft arriving to one of the affected 

airports before the opening time, or up to one hour after the opening time is diverting, and are 

therefore given the delay as presented in Table 1.  The estimated time of arrival is in the model 

called “LastTime”. For the model, this would look like this: if “FirstTime” < 08:00:00 and 

“LastTime” + 60 minutes ≤ “DelayTime”, the “DelayofFlight” = “DivertingTime”.  

 For each flight subject to delay, the model needs to multiply the “DelayofFlight” with the 

average number of passengers to get “TotalDelayofFlight”. Here, another assumption is made 

by the thesis: flights traveling between two of the affected airports is assigned the average 

number of passengers for the airport where the delay occurs. Therefore, all aircraft which have 

not yet departed when the attack is executed is assigned the departure airport’s average number 

of passengers, while the airborne aircraft which need to divert are given the arrival airport’s 

average number of passengers. If, however, the departure airports are opening before the arrival 

airport for these flights, the delay would be split up between the airports, and the average 

number of passengers would differentiate for the same flight. This interrelation would probably 

be complicated to describe. In the tables, which are mentioned in chapter 5.2, flights with these 

characteristics are only found in the table where the delay first occur, and would therefore only 

be assigned that delay. Chapter 5.2 describes the selection-process made by the thesis further. 

 To illustrate how the delay-minutes would be calculated for the arrivals, an example is given 

below: 

 In the tables mentioned in chapter 5.2, the arriving aircraft to the impacted airports is 

presented. These examples shows flights with ESSA as destination, one which has not yet 

departed when the cyber-attack occurs, and one already airborne at the time of impact. The time 

of opening of ESSA is in this example 10:00:00 UTC.  

 The first example flight is a flight from EBBR (Brussels Airport) with a departure time of 

08:12:00 UTC. Since this flight is not airborne when ESSA is shut down, the delay for the flight 

will be the same as the difference between the opening time of the airport and the time of 

departure for the flight; 108 minutes. Further, the total delay-minutes for the flight is 
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108*”AvgPassengers”. In this case, the average number of passengers is 92, which gives the 

flight a delay of 108*92 = 9936 minutes.  

 The second example is the flight from OMDB (Dubai International Airport) to ESSA. The 

flight departed 03:25:00 UTC from OMDB and has been airborne for 4 hours and 35 minutes 

when the impact occurs. The arrival to ESSA was supposed to be 09:16:38 UTC, but since the 

airport in this example doesn't open until 10:00:00 UTC, the flight needs to divert. Therefore, 

when looking at Table 1, the flight gets a delay of 6 hours and 26 minutes, which is 386 minutes. 

The total delay of the flight is 386*92 = 35512 minutes.  

 Another extension of the model would be to merge the arrivals and departures in the same 

model, so the total amount of delay-minutes is given as one figure for each airport. If the average 

number of passengers was inserted in the model as a parameter instead of an input, it would be 

possible to transform the model so that only two inputs are needed; “SheetName” and 

“DelayTime”, and only one output is given; the total amount of delay-minutes for all airports. 

This however, would make the model less flexible and unusable on other scenarios.   

 If the number of passengers was set to a specified number depending on the aircraft type 

instead of an average for the whole month, it may reflect a more realistic picture in respect to 

the traffic, but all aircraft are probably not always full, so the average number of passenger 

seems like a feasible input to use. 

6.4 Implementation of model 

For implementation of the model, Open Office Calc, which is similar to Microsoft Excel, was 

chosen. A macro was created which is used on the spreadsheets containing the tables to calculate 

the delay-minutes for the departures. The validity for the macro was tested through manual 

calculation by examining the delay-minutes for all departures from EDDF if the airport opened 

at 09:00:00 UTC with 130 as average number of passengers, and was found accurate. These 

inputs, EDDF, 09:00:00 UTC and 130 passengers, is also the default for the macro, i.e. the 

inputs predefined when running the macro.  

 To show how the implementation of the model works, an example is presented below. The 

example will show how much the total delay is for the flights departing from ESSA if the crisis 

is solved at 13:37:00 UTC. Average number of passengers is in this case is 92, which is retrieved 

from Table 2.  
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 When running the macro, boxes will emerge, one by one, in which the input variables need 

to be defined. First, the name of the spreadsheet containing the flights departing from ESSA 

need to be defined. This is done by filling in the name of the spreadsheet in the box, in this case 

“ESSA-dep”, as shown in Figure 6. 

 

Figure 6. Model implementation showing how to define input variable “SheetName”. 
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After, the second box will emerge, and here the “DelayTime” needs to be defined. In this 

example, the time “13:37:00” is printed, which is illustrated in Figure 7. 

 

Figure 7. Model implementation showing how to define input variable “DelayTime”. 
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The last input variable, “AvgPassengers” is to be printed in the last box. For ESSA this number 

has been calculated to 92. Figure 8 shows this step. 

 

Figure 8. Model implementation showing how to define input variable “AvgPassengers”. 
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The result will now emerge in a box on the screen, presenting the “TotalDelay” as minutes. In 

this case it is 293204, which Figure 9 shows.  

 

Figure 9. Model implementation showing how the result, i.e. “TotalDelay”, is presented. 

6.5 Limitations of implementation of the model 

The limitations of what the model itself shows and do not show is brought up in chapters 6.1 

and 6.2. Evaluation of the model in terms of trustworthiness and other parameters needed to 

consider when using the model for calculating delay-minutes is to be found in the 

Recommendations and Conclusion chapter. This sub-chapter simply describes the limitations 

of the model when implemented in Open Office Calc.  

 Firstly, the model implementation can only handle flights on the same day. For an overlap of 

days, in the case that the airport is shut down for longer than 23:59:59 the 16th of September 

2013, the formulation when implementing the model should be constructed in a different way. 

This could be done by introducing a date parameter.  
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 Secondly, the implementation is only constructed to loop through a maximum number of 

1000 rows for one calculation. This number of rows, however, was chosen in order to fit the 

scenario, since none of the tables used has more than 1000 rows, and can easily be modified if 

needed. 

 Lastly, the model implementation only handles aircraft departing from the impacted airports. 
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7.  Analysis of the crisis management plans 

In this chapter, a comparison along with an analysis of the changes implemented in the modified 

crisis management plans is made. The comparison and the analysis are presented step by step 

throughout the chapter. After, the model is used on the crisis management plans in order to see 

if the implemented changes contribute to any difference in delay-minutes. Ending this chapter 

is a short discussion about other possible measures for evaluation of crisis management plans. 

7.1 Comparison between current and modified crisis management plans 

This analysis is conducted with emphasis on the differences between the two crisis management 

plans. Therefore, the figures in this chapter show the parts of the flowcharts that differ between 

the current and the modified crisis management.  

 Since the main part of the crisis management chain refers to communication, the thesis 

identified this as the area with most potential for improvement. If the communication can be 

made more efficient, the crisis management chain could be shortened significantly. However, 

one of the challenges is to confirm that every stakeholder receives the information. Other 

challenges are to coordinate the different states’ and stakeholders’ usage of communication 

tools and the fact that the information sometimes has to pass through different levels in the 

communication chain before it reaches the concerned actor. The authors came up with a 

common communication platform in chapter 5.4.1 and when implemented it caused the changes 

presented in Figure 10 and Figure 11. 

 

 

Figure 10. Comparison of current (left) and modified (right) crisis management plans. 
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When the SFPs in Sweden, Germany, United Kingdom, Spain and Italy report power shutdown 

at ESSA, EDDF, EGLL, LEMD and LIRF, the NM activates the EACCC when following both 

the current and the modified crisis management plans. This step is intact, since the criteria for 

activation of the EACCC is not questioned by the authors and the means for contacting the 

EACCC is also considered to have little impact on the further development of the crisis 

management. A distribution of digital NOTAM, instead of traditional NOTAM, may lead to a 

greater chance that flight crews operating on flights which have the closed airports as 

destination, receive the information in an early stage. For aircraft which have not yet departed, 

this may mean that they remain on ground until the crisis is solved, in order to avoid congestion 

in the European airspace, which may occur with a lot of aircraft diverting. However, this would 

probably add to the delay of the specific aircraft remaining on ground, but since a congested 

airspace may compromise the safety, this is seen as a positive effect.  

 The crisis management plans also agrees on the next step where the EACCC assembles for 

a teleconference. Moreover, according to the current crisis management plans, the Swedish SFP 

shall inform the EACCC when it is found that the shutdown is the result of a cyber-attack 

towards the power grid and the EACCC shall then forward this information to the other four 

states suffering from power shutdown. The modified crisis management plans on the other hand, 

states that the concerned stakeholders (the SFPs in this case) shall post any information on the 

common platform. That way, the German, British, Spanish and Italian SFPs get the information 

regarding the cyber-attack at ESSA at the same time as the EACCC and therefore they can start 

investigating possible cyber-attacks immediately. The authors stresses that this can be a 

significant improvement in order to mitigate the consequences of the crisis. The platform should 

shorten the time for the information to reach the concerned states which thereby enables them 

to take early actions towards the crisis, leading to a greater chance at solving the crisis at an 

early stage. The disadvantage identified by the authors is if one of the states or stakeholders for 

which the information is essential – in this case for example the SFP of Italy – does not confirm 

receiving the message. If so, the EACCC may need to inform them again, to make sure they got 

the important information. In this case, there might take even longer time for the Italian SFP to 

get the information than if the EACCC would have contacted them directly. It is hard to know 

how long time it is feasible to wait for the confirmation message from the receivers, and this is 

a limitation in the communication platform. However, if a crisis occurs, the parties of interest 

are probably keen on keeping themselves updated and available in order to solve the crisis. 

 When the current management plans thereafter says that the EACCC shall notify the 

remaining SFPs and ICAO, the modified crisis management plan allows the EACCC to monitor 



40 

 

the platform for any new information while the remaining SFPs and ICAO are notified 

automatically via the platform. This will allow the EACCC to focus on agreeing upon measures 

to be taken to solve the crisis. Even though the EACCC’s purpose is to be a coordinating organ, 

the fewer links in the information chain that the information has to pass through, the faster and 

maybe more accurately, the information will reach its receiver. When the information is 

exchanged via the common platform, the network also get less sensitive to disruptions since the 

stakeholders are not depending on the EACCC to provide them with the information, therefore 

if the EACCC is occupied with other tasks, the information exchange and dissemination can 

still proceed due to updates on the platform from the other stakeholders. 

 

 

 

 

 

 

 

 

Figure 11. Comparison of current (left) and modified (right) crisis management plans. 

 

When using both crisis management plans, the EACCC decides to delay all departures from 

ESSA, EDDF, EGLL, LEMD and LIRF and that all arrivals bound for these airports and which 

are already airborne shall divert, and that the states shall arrange other means of transportation 

for the passengers. The platform can be used to spread this information as well. Arrangements 

for transporting the passenger cross-states, for example in our scenario, aircraft bound for ESSA 

will divert to Copenhagen Kastrup, may be eased if the cooperation between the states are good. 

Improvement of cooperation may be enabled between states and stakeholders – in the diversion 

case, between railway, bus companies and the ANSPs – through the platform, if it is introduced 

properly to the actors which will be a part of the process to get passengers to the right 

destination.  

 When the crisis is solved, using the current management plans, the SFPs notify the EACCC 

that operations can return to normal and the EACCC forwards this to the relevant stakeholders. 

However, when the crisis is solved, using the modified crisis management plans, the affected 

SFPs updates the platform that normal operations can resume and the EACCC then announces 

on the platform that the crisis is solved and that all states shall return to operations normal 
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instead of reaching out to the states one by one. Both situations end with the de-activation of 

the EACCC. Here, the platform will probably also contribute to faster information 

dissemination about the operations normal, especially to those who are not directly involved in 

the crisis, and who does not work on the resolution of the crisis but is affected by the downtime. 

This may be airports with traffic delayed on ground with one of the impacted airports as 

destination. Here, a distribution of a digital NOTAM could also help to get the traffic going 

again, telling the flight crews on the grounded aircraft that the airports has informed that 

operations will proceed as normal. 

 A downside with the platform is that information overload may occur; meaning that too 

much information may be posted and that users of the platform get information not essential to 

them. It may be hard and time consuming to distinguish the relevant information, which makes 

it important that the platform is constructed in a way – with forums, groups etc. set up for 

different kind of information – so the right information reaches the right receiver. 

7.2 Using of the model on the crisis management plans 

In this section, the model will be used on the crisis management plans by examining the steps 

found in the flowcharts shown in Figure 10. The authors will make educated guesses on how 

long time each step takes and then compare the results to see if there are any differences between 

the two plans. If there are differences, the authors will use the model to see how many delay-

minutes the differences contribute to. This will be done by choosing different times when the 

crisis is solved as input for the variable “DelayTime” in the model. 

 The steps that will be examined are presented below in Table 4 and Table 5, along with the 

number of minutes the thesis estimates that each step will take. Other steps in the crisis 

management plans may be affected by the implemented changes as well, but the thesis will only 

consider the steps in Table 4 and Table 5. Each phone call is estimated to take 2 minutes, and 

each update on the platform is estimated to take 2 minutes as well. 
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Table 4. Time to execute current management plans. 

Step Time to execute step 

The Swedish SFP informs the EACCC that 
the power shutdown is caused by a cyber-
attack. 
 

2 minutes 

The EACCC informs the other four states 
with power shutdown that ESSA has been the 
target of a cyber-attack. 
 

8 minutes 

The SFPs in Germany, UK, Spain and Italy 
report cyber-attacks as well. 
 

8 minutes 

 Total: 18 minutes 

 

Table 5. Time to execute modified crisis management plans. 

Step Time to execute step 

The EACCC monitors the platform for any 
updates. 
 

2 minutes 

The Swedish SFP posts on the platform that 
the power shutdown is caused by a cyber-
attack. 
 

2 minutes 

The SFPs in Germany, UK, Spain and Italy 
reports cyber-attacks on the platform. 
 

8 minutes 

 Total: 12 minutes 

 

When comparing Table 4 and Table 5, a cut in time by six minutes is made when using the 

modified crisis management plans instead of when the current crisis management plans is used. 

An example is presented below with the results from Table 4 and Table 5 in the model. The 

time the crisis is solved differentiates in the example, and the cell named “Time for operations 

normal (Current)” shows the time airports open again without the changes in the crisis 

management plans while the cell named “Time for operations normal (Modified)” shows the 

time the airports open again when changes has been done to the crisis management plans. The 

example is presented in Table 6 below. 
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Table 6. Comparison between delay-minutes using current and modified crisis management 

plans. 

Airport Time for 
operations normal 
(Current) 

Delay-minutes 
(Current) 

Time for 
operations normal 
(Modified) 

Delay-minutes 
(Modified) 

EDDF 09:13:00 206,960 09:07:00 200,200 

EGLL 09:28:00 232,470 09:22:00 210,438 

ESSA 09:14:00 54,924 09:08:00 53,268 

LEMD 09:34:00 150,164 09:28:00 134,540 

LIRF 09:18:00 144,648 09:12:00 127,260 

Total  789,166  725,706 

 

The difference in total delay-minutes the six minute cut in time causes is 789,166- 

725,706=63,460 minutes in this example, which is approximately 44 days. In this example the 

airport can resume normal operations relatively early and the six minute cut would have an even 

greater impact on the total delay-minutes if the crisis were solved later, since more traffic would 

get affected. 

7.3 Other possible measures for evaluation 

In this thesis, delay-minutes is used as measure for evaluation of the crisis management plans 

efficiency. However, another approach would be to measure the economic effects a crisis has 

on aviation and how the crisis management plans can mitigate economic loss. The authors 

considers time and cost to be closely connected, so if a crisis is solved at an early stage the 

economic loss would probably be less severe. In an evaluation based on economic measures, 

information regarding costs caused by delay, diversions and other traffic related situations need 

to be retrieved. In addition, information about the costs of the crisis management, including 

personnel, exercises, education and technical aids etc. is needed. These costs need to be weighed 

against the costs caused by the traffic situation. There may be a limit where the costs for keeping 

an effective crisis management exceeds the advantages of low traffic situation related costs.  

 Using the crisis management plans described in this thesis, an estimate of how much a crisis 

costs, based on examining a previous crisis, can be made along with a calculation of how much 

the costs for crisis management are. These two numbers can later be compared against each 

other in order to see if it is profitable or not to maintain this level of crisis management. 
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 Another way to measure the costs is to implement changes in the crisis management plans 

and calculate the costs of these. An exercise can later be conducted, first without the changes 

and later with the changes, and a comparison of the economic losses of the crisis will indicate 

if the costs for improved crisis management plans weigh up for the money saved using the 

improved crisis management plans. In this calculation, the costs for the exercises should be 

included as well. 
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8.  Recommendations and conclusions 

This chapter contains recommendations to the developers of the crisis management plans. The 

recommendations are based on the findings in the thesis. To sum up this report, this section 

also reconnects to the purpose of the thesis and limitations of the work are discussed. Further, 

evaluation and discussion of the scenario and model is presented. Propositions on further work 

in the field of study are closing the chapter. 

8.1 Recommendations 

There are several new systems and improvement of current solutions under development in the 

world of aviation, which in extent would enhance the crisis management process as well. We 

consider that some of these especially would improve crisis management in the scenario 

presented in this thesis. 

8.1.1 Common platform 

One of the big challenges during a crisis is the information dissemination. With regards to 

mitigate the consequences it is of big importance that a unified approach is taken and therefore 

it is essential that the same information reaches everyone concerned. For that reason, to improve 

the current crisis management plans and to make them more efficient, we stress an improvement 

in the communication chain. 

 In order for the stakeholders to share the information they possess and to interact with each 

other a common forum is essential. We propose an implementation of a joint platform where 

affected stakeholders can make inputs on the current situation. This is preferably done by a 

development of the NOP. Whenever a stakeholder has gathered new information regarding the 

crisis, the stakeholder will update the platform so the remaining stakeholders and the EACCC 

possess the same information and so the information reaches them at the same time. By doing 

this, the information can bypass the step through the EACCC which leads to that this step can 

be excluded, hence a shortening of the chain of communications and an assurance that the same 

information is available to all stakeholders with increased situation awareness as a result. 

Moreover, this will give the EACCC an easy overview of the collected information as opposed 

to today, where the information comes from different sources and the EACCC has to compile 

the information themselves and thereafter share the information with the remaining 

stakeholders. Since a crisis is never the same, the involved parties can differ from time to time 

depending on the type of crisis, therefore the platform needs to be flexible regarding the 
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structure of the included users. We recommend that access shall easily be granted to actors who 

can contribute with information or assistance in order to solve the crisis, such as experts in the 

area or technicians. 

 To ensure that the shared information has reached the concerned stakeholders, there shall be 

a function where the reader can send a confirmation that this information has been received. 

This will allow the EACCC to keep track of who has received the information and who has not 

yet received it, in contrast to an e-mail where whether the receiver has read the email or not is 

often unknown. In order to avoid that the platform needs to be constantly monitored, there shall 

also be a function which sends a notification to the concerned stakeholders whenever an update 

is made. For the platform to be easily accessed, independent of location, and for it to be 

operational even during blackouts, it should also be compatible with smartphones. 

8.1.2 Digital NOTAMs 

In the scenario of this thesis, NOTAMs with information regarding the closure of airports is 

being sent out, and if the digital NOTAMs where available, it is likely that flight crews get the 

information about the closures in a more timely manner, or at least that the information is easier 

to detect. The digital NOTAM technology is already under construction, and should be reality 

in the future, so the recommendation from the thesis to implement this is not a new finding. 

However, we present it as a recommendation from us since it was one of the examined changes, 

and is likely to be an improvement for handling crisis as well as an improvement for the entire 

world of aviation. 

8.2 Conclusions 

The purpose for the thesis was, as stated in chapter 1.3; “to investigate and evaluate the 

efficiency and the effectiveness of European Aviation Crisis Management, and to recommend 

possible enhancements” as well as “to carefully map the current plan for handling aviation 

crisis, with special emphasis on Swedish ANSPs and airports”. Another aim for the thesis was 

to “create a method for evaluation and use the method on the crisis management plans”. 

 In order to fulfill the purpose, we created a scenario and implemented the crisis management 

plans. Further, through literature study and own reflections, we found areas for improvement in 

the plans. Possible enhancements have been recommended and the current plan has been 

mapped as thorough as possible with the information we were able to retrieve. We also created 

a model for usage when evaluating the crisis management plans.  
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The main findings in this thesis are as follows: 

- Communication and collaboration are areas with potential for improvement. 

- It is hard to evaluate the crisis management plans without testing them under “real-

life” circumstances, since it is difficult to estimate the time for information 

dissemination etc. 

- Cyber-attacks are a topical subject. 

 

Limitations of this work are the uncertainty to tell if changing one step would lead to an 

improvement by X number of minutes etc. based on the information received. We created a 

model as a complement to the scenario and the discussion about how crisis management plans 

could be improved. The purpose of the model was to present a way to calculate delay-minutes 

and use them in order to see how a cut in the time of the crisis management plans would affect 

the delay-minutes.  

 The model is simple, and do not specify what causes delay; it is just a tool to see changes 

numeric. Therefore, it is not sufficient for evaluating the crisis management plans as a whole, 

rather just steps in the plans which can be timed. For the arrivals which have not yet departed 

when the crisis occurs, the model does not weigh in the factor that some aircraft may depart 

after 08:00:00 UTC, since the information may not have reached the flight crews for these 

aircraft yet. When the airports open again after the downtime, the model indicates that all 

aircraft which have been subject to delay, is departing at once, which are not applicable in 

reality. The model should only be used to get an indication of the effect one minute may have 

on the total traffic, and other factors, such as airspace congestion which may add to delay, 

should be considered.  

 Further work identified by us would be to program the rest of the model as described in 

chapter 6.2. To gain more reliable results of how the recommended improvements, made by us, 

an execution of the constructed scenario should be done by the real actors joint together in a 

cyber exercise. To examine the crisis management further, the individual states’ crisis 

management plans and procedures can be investigated to map the complete chain of reaction 

during crisis. 
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Appendix A 

This appendix contains the queries used by the thesis in order to sort out the traffic needed in 

the scenario. 

 Firstly, the thesis wanted to remove all traffic which had neither of the chosen airports as 

origin nor destination. The query below solved this issue:  

 

-- SET Deleted = 1 

-- WHERE  

-- Origin not in ('LEMD', 'ESSA', 'EDDF', 'EGLL', 'LIRF') 

-- AND 

-- Destination not in ('LEMD', 'ESSA', 'EDDF', 'EGLL', 'LIRF')  

 

After the first filtration, a query removing all flights which landed before 08:00:00 UTC the 

16th of September 2013, and therefore are not of interest for the scenario, was needed:  

 

-- SET Deleted = 1 

-- WHERE 

--  DELETED is null 

--  AND 

--  Destination in ('LEMD', 'ESSA', 'EDDF', 'EGLL', 'LIRF') 

--  AND 

--  LASTDate like '16-09-13' 

--  AND 

--  LASTTime < '08:00:00' 

 

The last query required to obtain a table presenting the flights of interest for the thesis on the 

16th of September 2013 was built to sort out the traffic departing from any of the chosen airports 

before 08:00:00 UTC the 16th of September and with another destination than any of the selected 

airports (since they are not impacted by the cyber-attacks):   

 

--SET Deleted = 1 

--  WHERE DELETED is null 

--  AND 
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-- ORIGIN in ('LEMD', 'ESSA', 'EDDF', 'EGLL', 'LIRF') 

-- AND 

-- DESTINATION not in ('LEMD', 'ESSA', 'EDDF', 'EGLL', 'LIRF') 

-- AND  

-- ( 

-- firstdate = '15-09-13' 

-- OR 

-- ( 

-- firstdate = '16-09-13' 

-- and 

-- firsttime < '08:00:00')) 

 

These queries reduced the number of flights from 31805 to 4254. 

 To avoid redundancy, the thesis also needed to identify the flights with both origin and 

destination in any of the impacted airports and which departed after 07:59:59 UTC the 16th of 

September 2013. The following query solved this matter: 

 

--  WHERE DELETED is null 

--  AND ORIGIN in ('LEMD', 'ESSA', 'EDDF', 'EGLL', 'LIRF') 

--  AND DESTINATION in ('LEMD', 'ESSA', 'EDDF', 'EGLL', 'LIRF') 

--  and FirstTime > '07:59:59' 

 

There are 145 flights with this attribute, and these flights were treated in the scenario only as 

an affected departure at the origin aerodrome and not as an affected arrival in the destination 

aerodrome.  

 Another query needed in order to avoid redundancy, was a query which identified the flights 

with both origin and destination in the chosen airports, and with a departure time before 

08:00:00 UTC:  

 

--  WHERE DELETED is null 

--  AND ORIGIN in ('LEMD', 'ESSA', 'EDDF', 'EGLL', 'LIRF') 

--  AND DESTINATION in ('LEMD', 'ESSA', 'EDDF', 'EGLL', 'LIRF')  

--  and FirstTime < '08:00:00' 
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By this query, 22 flights were identified, and these flights will only be treated as affected at the 

destination aerodrome since they are already airborne before the cyber-attack. 

 


