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i

Students in the 5 year Information Technology program complete a semester-

long software development project during their sixth semester (third year). The

project is completed in mid-sized groups, and the students implement a mobile

application intended to be used in a multi-actor setting, currently a search and

rescue scenario. In parallel they study several topics relevant to the technical and

ethical considerations in the project. The project culminates by demonstrating

a working product and a written report documenting the results of the practical

development process including requirements elicitation. During the final stage of

the semester, students create small groups and specialise in one topic, resulting in

a bachelor thesis. The current report represents the results obtained during this

specialization work. Hence, the thesis should be viewed as part of a larger body

of work required to pass the semester, including the conditions and requirements

for a bachelor thesis.
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Computer viruses uses a few different techniques, with various intentions, to

infect files. However, what most of them have in common is that they want

to avoid detection by anti-malware software. To not get detected and stay un-

noticed, virus creators have developed several methods for this. Anti-malware

software is constantly trying to counter these methods of virus infections with

their own detection-techniques. In this paper we have analyzed the different

types of viruses and their infection techniques, and tried to determined which

works the best to avoid detection. In the experiments we have done we have

simulated executing the viruses at the same time as an anti-malware software

was running. Our conclusion is that metamorphic viruses uses the best methods

to stay unnoticed by anti-malware software’s detection techniques.

Petter Arding and Hugo Hedelin
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1 Introduction

1.1 Motivation and Purpose

Viruses are a subclass of the much more imprecise classification of software called

malware. The definition of malware, or malicious software, is software with the

intent of doing something that may cause harm or take advantage of computers,

networks or real persons. Some of the different types of malware, just to mention

a few, are trojan horses, spyware, worms and viruses [1].

The typical user is not very concerned about Internet security, and assumes the

web is safe or just does not care if it is safe or not. Even though this is the case,

most of us still have at some point had a nasty trojan, worm, virus or something

similar. So the question has always been there, ever since we were little: Why

would someone try to cause harm to me and others? In our case we are not able

to make the villains stop these attacks. However, we are able to try and protect

ourselves against these attacks.

The aim of this study is to examine and analyse both the architecture and the

design of viruses and how viruses infects files and avoids detection from anti-

malware software. We plan to do this study in the eyes of the hacker, just like a

detective chasing a criminal might approach a crime. By doing this we want to

figure out how virus creators think when they develop viruses. We do this to get

a better understanding of how we should think when protecting ourselves from

viruses. We will explore the most common ways to fend off viruses, and how

viruses manages to bypass these defenses. It is also of interest to investigate how

one should design a virus for it to stay undetected from anti-malware software.

1.1.1 Question formulation

• How do viruses work in general

• How does anti-malware software detect viruses

• Which are the best methods for making viruses untrackable by anti-malware

software

1



1 Introduction 2

1.1.2 Scope

To narrow this enormous research domain, we decided that we should only focus

on a subset in the domain that is considered as malicious software. We chose

to focus on viruses. To even further focus our scope we decided that the main

focus on this report should be the design and detection of computer viruses in

personal computers using the Windows Operating System, due to it being the

largest platform for virus-propagation.



2 Background

The Internet is a very vast and complex invention. And just as in nature, there

is constantly things trying to cause harm or take advantage of someone in its en-

vironment. Just like a virus will infect a dead or living cell for reproduction or a

bacteria will consume organic and inorganic compounds, there exists similar but

man-made things in the information technological world that are out to damage

and take advantage of the users of this technology. Even before the Internet

was invented, the idea of harmful software already existed, but was not really

implemented in computer technology before the mid 70’s. Back then, all a com-

puter virus would do was to reproduce itself. These harmful software programs,

these ”malwares”, have come a long way since then, and is today a much bigger

concern. Today they are not only harmless programs replicating themselves on

connected computers. Instead, they can do pretty much anything: steal data,

delete data, alter data, cause malfunctions, avoid detection and removal, and a

lot more.

Today we download and share files more than ever, which leads to more op-

portunities for malware to spread, and therefore leads to more malware being

developed, thus making the user more and more susceptible to malware infec-

tions. The everyday user takes for certain that files and programs on the Internet

that they download and use are harmless. They learn that if you download from

“safe” sources, like Appstore and Google play, they are guaranteed that the con-

tent is secure, and that it does not jeopardize what they deem private. This

results in a false sense of security for the users, that they can download anything

without having to think about the consequences. What most people do not know

is that it is impossible to guarantee something to be 100% secure. A system’s

security mechanisms will never be able to cover a security policy, and a secu-

rity policy will never be complete, meaning the system will never be completely

secure.

3



3 Theory

3.1 Virus

Viruses have existed for more than 40 years, but viruses have been theorised

for more than 60 years. In 1949 John Von Neumann published a theory about

self-operating machines replicating themselves. The first official computer virus

was created in 1971 and was called The Creeper. It copied itself to the other

remote systems on its network, and did no other damage than just displaying the

phrase ”I’m the creeper, catch me if you can” [2]. However, it was not until 11

years later, in 1983 that Frederick Cohen coined the word ”virus”. His definition

of the virus was ”a program that can ’infect’ other programs by modifying them

to include a possibly evolved copy of itself.” [3], and it is basically what the

definition is still today. A computer virus is usually a piece of code that can copy

and attach itself to other software applications. The virus sometimes spreads

with the help from human interaction, although more often than not without

the user’s permission or knowledge [4, 5]. When the virus attaches itself to other

software it modifies the software’s source code to contain the virus’ code, in other

words, it infects the software, and thereby the term virus infection.

3.1.1 Infection methods

Virus infection can be done in many different ways. One of the most primitive

methods is called overwriting viruses. An overwriting virus way of working is

very simple, and is in fact used by many other infection methods. It finds new

host files and writes its code on top of the host’s code. In other words, overwriting

viruses replaces part of the file’s code with the virus’ code. This can of course

cause substantial damage to files unless it is caught before it manages to infect

files. If it is caught too late or not at all it might corrupt a lot of data, and

the data corruption is most likely irreversible. Since a virus is generally very

few lines of code it does not necessarily overwrite an entire file, instead it might

only overwrite a portion of the host file. By overwriting the code of the files, the

files’ sizes do not necessarily get changed and consequently avoid suspicion from

4
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anti-malware. A more complex type of overwriting viruses writes its code at a

random location, instead of at the top, to make it even harder for anti-malware

to find the malicious code. It is very typical for an overwriting virus to make

the host files inoperable after infection [6, 7].

Cavity viruses usually (but not necessarily) infect a host file by replacing part of

the code with virus’ code, just like overwriting viruses. However, cavity viruses

are, unlike overwriting viruses, meticulous about what code that should get

replaced. The code that shall be replaced is ideally the code that affects the

files functionality as little as possible. In other words, if it went missing it would

not be a disaster for the files functionality. Finding this code is often done by

searching for redundant code, code that more or less achieves the same thing.

Since the cavity virus usually does not overwrite essential code, it does not

interfere with the functionality of the original files. Writing a virus that finds

code that have insignificant impact on functionality can be difficult, thus it is

quite rare to encounter cavity viruses today. [6, 8].

Appending viruses is another fairly simple but effective technique. Instead of

overwriting code it adds the malicious code at the end of host file, and then

either adds a jump instruction or changes the entry point to where the malicious

code starts. A similar type to appending viruses is prepending viruses. It is a

very common and successful technique which inserts code in front of the host’s

code. Compared to overwriting viruses there is usually not any corrupted data

in both appending and prepending viruses. The host file is usually left operable

post infection [6, 9].

Another type of virus that tries to avoid losing the functionality of a program

when infecting the files, is called compressing viruses. A compressing virus will

compress the host file and then attach its code and a decompressor, which will in

turn decompress the program so it actually can run every time it is executed. It is

fairly typical for a compressing virus to make the execution of infected programs

a lot slower, since it has to decompress it every time it runs. By compressing

the host file and by padding the file, with code that does nothing, it can avoid

making the file’s size change, which otherwise could be considered suspicious [6].

Finally, embedded decryptor technique is a method that some encrypted viruses

(see section 3.2.7) use to inject themselves. The decryptor is split into parts, and

each part is inserted at random locations in the host file. The overwritten code

is saved within the virus code so that the program can still be executed properly

[6].
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3.2 Anti-malware software

To detect malware the anti-malware software uses a few different techniques.

They are all developed to counter the malware’s progress in avoiding detection.

In this section we will describe how anti-malware detects malware and how mal-

ware can avoid these detection techniques.

3.2.1 Static detection

Static detection is an assembly of detection techniques that all examine the code

of executable files and search for malicious patterns, without actually running

the executables. Signature-based detection, which is later discussed, is a good

example of a technique that can be categorized as static detection [6].

3.2.2 Dynamic detection

When static detection is not enough, like for instance with some polymorphic and

metamorphic viruses (see section 3.2.7), dynamic detection serves as a comple-

ment. Dynamic detection revolves around actually executing the files and then

analysing their behavior and constitution. This is usually done in a sandbox (an

area with restricted resources, zoned off from the operating system and other

parts of the computer) or an emulated environment, all done to avoid damage

on the host computer [6].

Dynamic detection is an addition to static detection and is thereby a lot more

complex. With most dynamic detection, the anti-malware has to set up an

environment on which the code will run. Thereafter this code will then be

analysed with both static detection methods and behavior detection methods.

3.2.3 Signature-based detection

Signature-based detection is a technique that anti-malware software use that

helps detect viruses that are already known to exist. By using a signature scanner

it compares the code of the files being scanned with known malicious code, the

anti-malware can determine which files might have been infected. One way of

doing this is with string scanning, which searches the files for certain strings. For

example, a specific pattern consisting of a string of 16 specific bytes in a fixed

order is extracted from the code of a known virus. Then these exact 16 bytes
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in the same order can be searched for in the code of the files, and if a match

occurs, the anti-malware software might put the file into quarantine. To counter

the viruses that slightly change their signatures, there also exist wildcard strings.

These strings allow a small number of bytes at certain positions in the strings to

differ, and thus making it much more likely to find viruses which have replaced

a few bytes in their signature [6, 10].

To make the anti-malware more time efficient, the signatures of the known mali-

cious code also come with certain instructions on which type of files that should

be getting scanned for specific viruses. The signatures also come with infor-

mation about where to search the code of the files for the malicious code, for

example in the header section, due to some viruses only infect this part of the

code. This information might suggest that if you put the malicious code of a

known virus, which signature the anti-malware uses to search for, at a place in

the code where it has never previously been, the anti-malware might not find it

[10–12].

To make the anti-malware scanning even more time efficient, the signature scan-

ning technique can use more detailed signatures to compare with. This may

also be taken advantage of by a virus creator, if he just slightly changes the

malicious code, the signature will also slightly change, and might not be found

by the signature-based detection. Some viruses as discussed earlier even change

their own code, varies their appearance, to not be discovered by signature-based

detection. Other viruses hide their code by encrypting their code and making

the signature scanning unable to read the code in plaintext, and thus making

pattern matching unusable on the virus body. Therefore the signature-based

detection technique is certainly not an inevitable threat to viruses. In other

words, if a virus’ code is unique to other viruses, it will be hard to detect by a

signature-based detection technique. Also, if a virus changes its code regularly it

might be able to avoid detection, even by malware detection software that gets

frequently updated with knowledge of new known viruses [10–12].

Signature scanners are indeed a strong tool to handle known threats, but when it

comes to zero-day viruses, unknown viruses and some viruses which uses obfus-

cation techniques, their capabilities are very limited. For example a virus that

changes its signature with each infection will make it almost impossible to detect

with normal signature detection.
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3.2.4 Anomaly-based detection

To be able to find viruses that signature-based detection has trouble finding,

anti-malware software must use a different technique. Anomaly-based detection

does not rely on predefined signatures to find malware. Instead it uses a few

other techniques, where one of these is to monitor the system’s activity to obtain

information about what activities can be regarded as normal and which that can

not. By doing this, it builds up a knowledge base of what can be considered as

normal behavior in the system. [11, 12]

A way to ”train” a system of tolerable behavior is by data mining large data sets.

It is however crucial during this training phase that the data sets are separated

into either malicious code or normal code, otherwise it may result in inaccurate

definition of normal. When the training phase is over and something occurs in

the system that does not match the definition of normal, the anti-malware will

raise awareness to this. Files that are suspected of being infected by a virus

can also be placed in a simulated environment and executed there, which has

the advantage of detecting viruses that have obfuscated logic, which could be

hard to detect otherwise. Analyzing the files in a simulated environment could

however consume a lot of valuable resources, like CPU-cycles [11–14].

A way to detect behavior that is out of the ordinary, is by looking at the frequency

of system calls from a process. This is done by first by training the system and

documenting how many system calls the process normally produces at some

point when you assume it is not infected by a virus. However, if the file would

be infected at this point this method would not work. When the process runs

the anti-malware software, it will compare the number of system calls to the

documented one, and if it deviates too much, it is marked as suspicious [12].

An additional way to find anomalous characteristics, that some viruses will dis-

play, is to take advantage of using high-level system calls. Lets say we make a

call with the command ”dir”, which will return a list of the files and subdirec-

tories in a given directory [15]. Some viruses, for example stealth viruses (see

section 3.2.7), will intercept the queries and erase its existence in the returned

list from the ”dir” command. In order to detect this, the list is compared with

a list acquired with a low-level access procedure that does not require a system

call. An example of this is by accessing the Master File Table, which contains

information about every file on the system [16], and acquire the files and subdi-

rectories in the same directory. Since this list is acquired without a system call,

it is unlikely that it has been intercepted by the virus, and is therefore less likely
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to have been modified by a virus. If there are any differences in the two lists it

could be possible that there is a virus in the scanned directory. However, if the

Master File Table was compromised, this method would be untrustworthy [12].

The anomaly-based detection can also determine how the executable files in the

system actually operates. It examines the files in depth by inspecting their struc-

tural composition, programming logic, instruction, data and behavior. By doing

so it reveals what kind of behavior the executables may present, determines

how the logic in the executable is implemented and if there are any virus-like

attributes. The results are then analyzed and compared with specific charac-

teristics that are common for malware. It then makes an assessment based on

the retrieved information whether it could be a virus or not. The behavior of

the executables can also be compared with the knowledge base that the training

phase has obtained by observing the system during the time the anti-malware

has been active. And again, if the behavior seems unusual or suspicious, the

anti-malware may mark the files as a threat [11–14].

What is worth mentioning is, even though anomaly-based detection has the

advantage of being able to find new viruses with unknown signatures, at the

same time it could give a significant amount of false positives. This is because

even though an executable is legitimate and non-malicious, its behavior can still

be considered as abnormal.

3.2.5 Specification-based detection

Specification based detection is a combination between signature-based and anomaly-

based detection. This method specifies what kind of system behavior that can

be considered as correct and allowed. However, the specifications for allowed

and correct system behavior are not set from learning the normal behavior of

the system’s activities by the detection software. Instead, it is manually spec-

ified by experts who use their knowledge to determine the operating limits of

the system. By the help from these specifications the detection software will

get an alert as soon as the specifications are not followed, for example, when a

system execution does not follow the experts’ specifications and thus can not be

considered as correct and allowed behavior. Since specification-based detection’s

allowed behavior is specified manually compared to anomaly-based detection, its

false-positive rate is significantly lower [11, 12, 17].
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3.2.6 Code emulation

Encrypted viruses (see section 3.2.7), including all its successors, can be quite re-

silient to signature-based detection and is not necessarily detectable by anomaly-

based detection. A strong and proven method for detecting encrypted viruses,

and especially polymorphic viruses (see section 3.2.7), is code emulation. This

is done by creating a virtual machine on which the virus code can be executed

safely, and not directly in the operating system. By running the code in an emu-

lation environment the virus may decrypt itself, if it does not recognise being in

an emulation environment, making its code visible to anti-malware software. In

other words, the virus will become more susceptible to signature-based detection

and have a much greater risk at being exposed by the anti-malware software

[10, 18, 19].

The downside of emulated environments is that a virus can in fact detect if it is

run in one. If the virus believes it is placed in an emulated environment, it could

decide not to run the malicious code. This would counteract the purpose of code

emulation, and leave it ineffective to detect viruses. One common method for

determining if the environment the virus is run in is an emulated environment or

not is by comparing values in so-called descriptor tables. For example one could

look at the base value in the interrupt descriptor table, a table used for saving

the location (in the memory) of interrupt service routines, or the local descriptor

table, a table used to describe and define characteristics of memory areas, to see

if it matches known values that some environments are associated with.

One could also see if the base value in the interrupt descriptor table exceeds

certain values which would not occur in a non-emulated environment. Other

methods could be to use operation code that would result in exceptions in non-

emulated environments, but would not in an emulated environment. Another

simple way of detecting an emulated environment is by looking at the hardware

components. In an emulated environment it is common that the emulated hard-

ware have very distinctive names, which makes it easy to tell them apart from

actual hardware [20].

3.2.7 Avoid anti-malware detection

A very common and broad virus type is called stealth. The name is rather self-

descriptive, the virus does practically everything to stay unnoticed. This type

of virus has the ability to store information about the files it infects, before they

are infected. Information such as file size, when the file was last changed, its
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content, and so on. With this information it can, if need be, regenerate the file

to this previous state, and restore all its properties to what they were before it

got infected. The virus is constantly monitoring if a program would make a call

to read the code and information of the files. If an anti-malware software would

indeed make such a call in order to scan it for virus, the virus would intercept the

call. The virus would then load the information and code of the files previous

state and regenerate, making the file appear unaltered and uninfected to the

anti-malware [21, 22].

One of the methods for detection of an anti-malware software is signature de-

tection, which was earlier discussed (see section 3.2.3). To avoid this type of

detection the virus does not want the anti-malware software to be able to ob-

serve the virus’ sequences of code that is known to often exist in viruses. To avoid

this, the virus creators figured they could just encrypt the virus body code. Then

the antivirus would not be able to see any signatures, because they are hidden

by encryption. The encrypted virus does this by encrypting the virus’ code but

leaves a decryption module in the clear, that makes it possible to actually run

the virus. Together with the decryption module there is also a cryptographic

key. This key is supposed to be used for decryption of the virus body. The

weak point with encrypted viruses are that an anti-malware software can detect

viruses by noticing that all the files and applications which are infected with the

virus all have the same decryption module included in their code, which could

be regarded as highly suspicious [5, 23].

Since encrypted viruses could quite easily be detected, because of having the

same decryption module in all its infected files, it caused oligomorphic viruses

to become more prevalent, due to its ability to change the decryption module

for its infections. The oligomorphic virus is like an encrypted virus but with the

power to use more than one decryption module, either by having a few different

decryption modules at hand or by mutating them to look slightly different. With

an oligomorphic virus an anti-malware software will have a harder time detecting

it with its signature-based detection scanners [6, 22].

Even though the oligomorphic viruses may be more varying than a normal en-

crypted virus, and thus harder to detect, it is still considered to have a low

number of decryptors, which makes it manageable for a signature-based detec-

tion method to keep track of these few decryptors. But what about if there is

even more versions of the decryptor? Of course this makes it harder for the

anti-malware software to keep track of each permutation of the decryptor. This

is used by virus creators in so called polymorphic viruses, which often uses extra
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lines of code, so called junk, to generate an infinite number of decryptors. It

is much harder to detect such viruses with signature-based and exact identifica-

tion. Instead other methods are used to detect polymorphic viruses, like code

emulation (see section 3.2.6) [6].

Encrypted, oligomorphic and polymorphic viruses all have something in common.

They all carry a constant virus body, which can be decrypted and identified by

more advanced anti-malware detection techniques. Metamorphic viruses, which

works similarly to a polymorphic virus, do not carry the same virus body. What

defines a metamorphic virus is the feature to generate code that looks different

to previous generations, meaning it does what a polymorphic virus does to its

decryptor but on the entire virus body. In other words, metamorphic viruses

changes its own code with each new host it infects. They can do this by using

plenty of obfuscation techniques, like adding new instructions to the code that

have no functional effect on the virus, all they do is change the appearance (in

figure 1 an example of code obfuscation is shown). It could also modify their

code by reordering the instructions in the code or change variable names in the

code. A metamorphic virus can also consist of a polymorphic virus but use

metamorphism to change its decryption algorithm [6, 10].
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Figure 1: Code obfuscation examples
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To not rely solely on theory to determine which type of virus avoids detection

best, we needed to do a few experiments. In our experiments we chose to compile

and run a few different types of viruses, while having an anti-malware program

running. We wanted to investigate if the viruses would get detected by the

anti-malware, and in that case, how the anti-malware would detect them.

We conducted all our experiments on a computer running Windows 7 on which

we set up an environment closed off from the outside world. To ensure that

the experiments would not be able to infect other machines we set up a virtual

machine (with Virtual PC), on which we ran Windows XP mode. Furthermore

we also refrained from having a connection to the Internet or a local area network.

We wanted to be able to let a virus loose in our test environment without it being

able to infect our host. This is also why we did not use a sandbox software. We

wanted the virus to be able to roam freely, only being restricted by the anti-

malware software and the operating system, and nothing else.

For virus detection and protection on the virtual machine, we used Avast’s free

anti-malware software, Avast! R© Free Antivirus. We chose this anti-malware soft-

ware because it is well known, highly regarded, and free. Avast uses a collection

of different features which it calls Shields. One example is the Script Shield,

which monitors all the scripts that try to run on the system and prevents the

potentially harmful scripts from executing. Another of Avast’s Shields is the Be-

havioral Shield. Behavioral Shield is a feature that, among several other things,

continuously monitors the system’s entry points using special sensors to detect

suspicious behavior [24]. This technique can thereby be considered to be a typical

anomaly-based detection technique. Avast also uses signature-based detection

with a frequently updated signature database.

Since we wanted to evaluate how well different types of viruses could avoid de-

tection by an anti-malware software, we decided that we had to get a variety of

different viruses. Virus creation in all honesty is very frowned upon and under-

standably so, since it is a very disruptive form of information technology. This

all meant that new and relevant virus strains’ source code would be hard or even

14
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Figure 2: Next Generation Virus Construction Kit

impossible to get our hands on. We did however find a site made for educational

purposes that provided source code for different kinds of viruses [25].

We chose to use a set of three different kinds of viruses, which we derived from

our theory chapter to be the most superior ones: encrypted, polymorphic and

metamorphic. Our encrypted virus specimen is called Relock. Our polymorphic

virus specimen is called Antares. And we used a virus construction kit called

Next Generation Virus Construction Kit for our metamorphic virus. Each one,

Relock, Antares and Next Generation Virus Construction Kit were all written

in assembly code or generated assembler files. To assemble the virus’ assembly

code, or in other words make it to an actual runnable virus, we first had to use

an assembler to make it into an .exe file. We used Borland Turbo Assembler 5.0

for this.

In the first experiment, we started with the metamorphic appending viruses

which we created with the help of Next Generation Virus Construction Kit

(NGVCK). With this kit we generated nine versions of the same type of virus,

in which the source code looks different in each version. The construction kit

made it possible for us to generate our own customized virus, without having
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Figure 3: Excerpt from NGVCK’s Infection procedure code

to write it ourselves. In figure 2 we see the configuration panel of the construc-

tion kit, as it shows the encryption options. When we generated each version

we always selected the same options, and the only thing that differed in the

creation process was the name of the new virus. Therefore there are similarities

between the versions we generated, but junk instructions are inserted in different

places and variable names also differ. We named the viruses NGVCKx, where

x ∈ {0, 1, ..., 8}. In figure 3 is an excerpt of code from the last version of the

NGVCK virus we generated. This specific excerpt is most of the code that is

meant to perform the whole infection procedure.

In the second experiment, we compiled a different type of virus, called Relock,

which is an encrypted virus with a static decryptor. It uses relocation data to

both encrypt and decrypt the virus body. When Relock infects files it prepends

its code to the file. The virus tries to infect files in its directory and all its

subdirectories. The payload of Relock is undocumented but there is no trace of
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any harmful behavior (except for the replication and infection components) in

the assembly code.

Our third and final virus was Antares, which is a virus using a polymorphic engine

called ETMS to create new versions of the decryptor. The virus is a direct action

virus and its infection targets are portable executable files. It tries to counteract

anti-malware by both using jump intstructions to make it harder for debugging,

and by updating the CRC32 checksum of the infected files. Antares does not

carry a destructive payload, it will only play a sound and display a picture of a

biohazard symbol at specific dates.

In all of these three experiments we performed basically the same procedure.

First, we took the assembler files, regardless if they were generated or not, and

converted them into executables. Then we analyzed the executables with the

anti-malware software to see if it would notice anything suspicious or even find

the virus instantly. If the virus was found by the anti-malware, we would stop

and look at what made the anti-malware find it. However, if it was not detected

we would procede to execute the executables, and thereby unleashing the virus

to implement what it was meant to do. Then again, we would analyze the

anti-malware’s detections.



5 Result

In the first experiment, using the metamorphic virus, almost immediately when

the first assembler file was converted to an executable, it was detected. The Avast

anti-malware placed it in a quarantine and identified it as Win32.SwPatch, which

is another virus’ signature. The second time we generated a virus with the same

generator and converted the assembler file to an executable, the anti-malware

did not detect the virus, in fact it did not detect it even when we specifically

scanned the directory it was placed in with the anti-malware software. In total

we generated the same type of virus nine times and converted their assembler

files into executables. The anti-malware only detected two of these and put them

into quarantine. Even when making the anti-malware specifically search for the

viruses in the designated directory, it was unable to detect any of the other seven

viruses.

In the second experiment, using the encrypted virus Relock, the anti-malware

software did not recognise the virus’ signature, but it did notice something sus-

picious about its behaviour. Here, the anti-malware’s anomaly-based detection

showed itself, but it did not recognise it as a threat and did not put the virus

into a quarantine. Avast! Free Antivirus did not give any specifics about what

was considered as suspicious. The second time we compiled the virus, the anti-

malware did not even give a warning about anomalous behaviour.

When we compiled the third experiment, the polymorphic virus Antares, it was

instantaneously detected and placed into quarantine, before it had time to cause

any visible harm. Just like with the two NGVCK viruses that got detected, it

was identified as Win32.SwPatch.
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6.1 Result

The first try with the first virus we compiled in our experiment was instantly

detected, which was a suprise to us, since it was a metamorphic virus. It was iden-

tified as a virus with the signature of Win32.SwPatch. However, this signature

was not actually the correct signature for that specific virus. Furthermore, when

we generated more viruses with the same generator (Next Generation Virus Con-

struction Kit), these were not found. Altogether, The anti-malware only detected

two of the nine viruses we created with this generator, both with signature-based

detection and both with the wrong signature. What is also worth mentioning

is that this virus was created in 2001. This might suggest that the power of

metamorphic viruses is quite impressive, even such an old virus can more often

than not still avoid detection by respected anti-malware software.

We noticed that most, if not all, of the viruses we compiled, were all identi-

fied by signature-based detection, except for most of the metamorphic viruses.

However, none of the viruses were identified with the correct signature. We did

in fact see a pattern with some NGVCK versions and Antares that they both

got falsely identifies as Win32.SwPatch, which could mean that the signature

of these specific viruses resembles Win32.SwPatch to such extent that the anti-

malware mistakes them for it. It could also mean that the signatures are not

unique enough to be able to detect it with the correct signature, or these strains

of the viruses might in fact be unknown to the anti-malware. It appears that

some of the tested viruses may never have been seen in the wild, since we got

them on a site made for educational purposes, thus they may never have been

detected or analysed by an anti-malware software before.

The anti-malware software did a pretty poor performance in our tests, its signa-

ture detection did not actually manage to get a single positive identification with

the correct signatures of the viruses. It did detect a few of the viruses but with

incorrect signatures, and also suspicious behavior from both infected files and

files from which the viruses originated. Obviously the anomaly-based detection

turned out to be a good complement to the signature detection since it managed

19



6 Discussion 20

to detect some of what the signature-based detection could not. However, this

by no means implies that it managed to catch everything, but it did help to stop

some of the malicious behavior.

Since Avast had a hard time detecting all of our virus specimens, it was hard

to draw an accurate conclusion from our experiments to which type of virus is

best at avoiding detection. However, as we gathered a significant amount of

information about this subject to our theory chapter, we attained a perception

of which type of virus has the best methods for avoiding detection. This made

us confident enough to draw the conclusion that metamorphic viruses are the

best viruses at staying undetected by anti-malware.

Creating a virus is not hard to do today. Guides, forums and even finished

code are available for anyone who is willing to learn about how to make viruses.

When we first started searching information about viruses, we quickly learned

that there were a wide variety of different viruses we could easily obtain. Based

on our experiments it also seemed that some of these viruses could actually go

undetected even though they were compiled in a system with a modern anti-

malware software. If our intentions were bad, we could quite possibly caused

harm to a considerable amount of people, if we were to distribute these viruses.

To distribute a virus one could for example, host a website that looks legitimate

and offer free downloads of a popular software. Instead of exclusively containing

the code of the proclaimed software it could also be infected by the virus. When

the software then runs, the virus will execute as well. Thereby the virus will

infect other files on the host system. If the virus is left undetected it could cause

a lot of harm to both the host, her system, and possibly even others. It is likely

that the virus would corrupt data, but it could also engender information theft

or even weaken the host system’s defences against other malware threats [6, 26].

6.2 Method

The anti-malware software we used, Avast! Free Antivirus, is a free but modern

software. Since Avast is an up-to-date software we believed that it would be

highly unlikely that it would not detect the viruses we compiled in our experi-

ments, since all of them were at least nine years old. We believed that it would

easily find the viruses that had not changed their signatures significantly, with

signature-based detection, considering the signatures would surely be in a mod-

ern anti-malware software’s signature database. And those viruses that could
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not be found by signature, we thought, would most likely be detected by the

anti-malware software’s anomaly-based detection.

When it comes to the description of the methods Avast! Free Antivirus uses

for detection, it is worth mentioning that they are not described in a detailed

fashion, both when it comes to implementation and theory. We gathered most of

the information about the software in a technical sheet made by Avast and any

additional information was hard to find from reliable sources. The sheet did not

describe in depth how their signature-based detection and anomaly-based detec-

tion actually works. In addition to this we are left with very limited access to

Avast’s signature database, which means we can not find information about the

known viruses. All this makes us doubtful about what specific detection meth-

ods the Avast uses, and to which degree they have implemented the detection

methods we mentioned in our theory chapter (see section 3.2).

If we would have done the same experiments with other anti-malware programs

we might have had a different outcome. But we believe that regardless of which

other anti-malware program we would have used, it would not have a big impact

on the amount of detections of the viruses than Avast did. Our overall impression

is thus that Avast gave us a pretty good idea about which type of viruses that

would avoid detection best.

In our experiments we used well-grounded theory, both old and new, to under-

stand how a virus will avoid detection. It is however very hard to determine

the way some of the modern viruses work. In online databases that stores infor-

mation about threats, the focus usually lies on the symptoms caused by a virus

and how to go about getting rid of it, instead of the methods the virus uses to

avoid detection. It is of course understandable since that could make it easier for

others to replicate these methods in new viruses. Lets not forget that there now

exist very sophisticated malware that are incredibly hard to detect and analyse.

It is possible that there is incredibly complex viruses that todays anti-malware

software can not detect.

6.3 A broader perspective

By doing these experiments with viruses, one could say we played with fire.

We subjected ourselves to a risk, and potentially others, when downloading and

compiling viruses that we did not, with absolute certainty, know how harmful

they could be. We also obtained quite a significant amount of information about
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how viruses are created and how the anti-malware software works to detect these

viruses. Nonetheless, doing the experiments and obtaining this information were

never with bad intentions. The reason behind writing this report has always been

to educate ourselves about how protection from malware works, and specifically

viruses, both in theory and practice.



7 Conclusion

Viruses infect files using several different techniques, although all of them involves

modifying the code of the files in order to contain the code of the virus. Anti-

malware software are constantly on the watch for viruses and for this it uses

a few approaches, where the two main ones are to scan files for known virus-

signatures or to search for suspicious behaviour of executables. Viruses also use

various methods to counter these detection techniques and try to avoid detection.

The metamorphic virus, which we found to be the best type of virus in avoiding

detection, modifies its entire code for each infection, and thus is hard to detect

by signature-based detection. If we were to produce an anti-malware software we

would have put the most of the resources into trying to come up with a method

of better detection of metamorphic viruses. Our purpose with writing this study

was to shed light upon how viruses work and how anti-malware protects us

against viruses, and that we certainly have.

It is clear that malware detection is a daunting task. Not only do the virus

creators manage to come up with more sophisticated ways to avoid getting their

viruses detected, but we also learned from our experiments that anti-malware

are struggling to detect viruses that have existed for over a decade. In our

experiments we could clearly see that a modern anti-malware software, that a

lot of people use today, could not get a true positive on any of the viruses we

compiled. What does this mean to end users? It means that even though an

anti-malware does grant you some amount of safety towards virus attacks, it does

not rule them out completely. As a matter of fact, one will never be completely

safe from any type of malware attack. However, with some common sense and

having an up-to-date anti-malware software, one can protect oneself from a lot

of harmful malware.

In future work one could expand this study to include a bigger variety of viruses

and different anti-malware systems. It would also be interesting to see if one

would get the same result in a non-virtual machine, since it might be possible

that the viruses detected the emulated environment in the software we used

for our experiments. To expand the study even further one could change the

operating system in the test environment.
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