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Abstract 
Enhancing trust online 

A cross-sectional study on users’ judgments of online bank websites in Germany 

 
Authors: Gabi Martin and Joakim Jonasson 
Supervisor: Per Åman 
Date: 26th May 2014 
 
Background: One the latest developments in the banking sector are online banks, which provide their 
services only online while physical offices are not available. Market research conducted in Germany, have 
shown that Germans are hesitating to adopt to the digital offered banking services. The major barrier for 
adoption is due to trust issues, which are rooted in perceived security and privacy protections. Earlier 
literature has found that other website interaction factors are also playing a role in order to enhance the 
trustworthiness of a website. Trust is a necessity in every economic and social relationship, since all 
relationships involve a possibility that one of the actors behaves opportunistically, and takes advantage of 
the other actor. The chance of opportunistic behavior contributes to the level of judged risk in the specific 
relationship, and together with trust ultimately affects the adoption of online banks. In order for users to 
become consumers of an online bank, they need to judge the online bank website as trustworthy. These 
judgments can be done either intuitively or throughout reasoning, considering information. The marketing 
field is emphasizing that intuitive judgments are essential in order to attract new consumer. However, the 
psychology field is stressing that even though most individuals tend to rely on intuitive judgments, these 
can be wrong since they can be based on heuristics and include biases.       
 
Purpose: In order to understand the formation of judgments by users of an online bank website, the 
purpose of our thesis is twofold. First, to measure the relationships between the website interaction factors 
and the concepts trust and risk. Second, with a lower degree of ambition, the purpose is to measure the 
relationship between intuitive and reasoned trust judgments.  
 
Methodology: The study was conducted through a quantitative research method. A six-point scale 
questionnaire was used in order to examine the relationships between trust, risk and the website 
interaction factors. A web-based questionnaire was sent out to German web users, where in total 122 
respondents responded. The sample was equally split into online bank consumers and non-consumers. The 
statistical analysis of the data revealed results enabling to fulfill the purpose.  
 
Results: The findings of our thesis demonstrate that online bank consumers and non-consumers do not 
significantly differ in their judgments regarding the websites. The perceptions of the information quality, 
security and privacy protection are found as the most influential website interaction factors towards the 
trust judgments. Privacy and security protection are mostly influence website users in their risk judgment. 
Our study further reveals that online bank website users make their trust judgments through the first 
impression while further considerations of the websites’ content enhance their trust judgments.  
 
Keywords: trust, risk, website interaction factors, online bank, judgments, intuition, reasoning, Germany 
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1 Introduction 
As a child at the age of 7, my grandparents went with me to a bank office in our hometown. As we 

entered the bank office, a special atmosphere immediately surrounded me. My eyes went through the little 

room of the front office, where small desks were set up. Women, well dressed, were either standing or 

sitting behind the desks. The appearance of the bank office was sophisticated with leather armchairs, 

exquisite paintings and fine carpets. The smell of the room was nicely fresh while still fitting into the 

luxurious atmosphere. The feeling of a welcoming sophistication and trustworthiness immediately 

surrounded me. My grandparents talked to one woman behind the desk, her voice was calm and warm. She 

seemed to know a lot. Her name was Ms. Smith, who was from this day on my personal bank clerk. I could 

talk to her whenever I had a question, wanted to withdraw or save money. Ms. Smith handed to me a small 

booklet, my saving book, where all my savings are noted. I looked at her and she smiled warmly while 

saying: ” Welcome to our bank!” 

Today two decades have passed by and this bank office is closed. Much has been changed since 

that time. The saving book still exists but it is only a relict of the “good old” times. It has been transformed 

to an electronic saving account about a decade ago. Accordingly, withdrawing money can be done at 

anywhere, anytime. With this back-in-the-day innovation, a debit card and, later a credit card filled the 

wallets of bank consumers. The desire of a personal interaction with the bank clerk diminished increasingly. 

Consumers were willing to adopt to more digital service channels like automatic teller machines (ATM) and 

Tele-banking as it has been around for years now.  

The move to the Internet, where bank offices and personnel is replaced by websites is the latest 

development within the banking sector (Hoehle, Scornavacca & Huff, 2012). More and more banks adjust 

their business models from only physical brick- and mortar offices to click- and mortar approaches 

(Siddique & Saadat, 2013). These are still possessing physical offices where consumers can go to. The pure 

online bank concept belongs to the latest forms. It has no physical offices available and the human cues are 

restricted to email and phone contacts for their consumers (Siddique & Saadat, 2013). The bank clerks are 

not personally allocated, while websites serve as main information, communication and transaction 

platforms. Self-service in the banking sector is the main headline nowadays. It has been changed and shifted 

from human to digital interaction. Due to this lack of human interaction trust has become an even more 

important issue. The trustworthy appearance of a website determines the willingness if website users want 

to engage into the online banks’ particular services. Despite the convenience of having all services online 

and always available, web users are aware of the involved financial and personal risk (Patsiotis, Hughes, & 

Webber, 2012; Black, Lockett, Winklhofer, & Ennew, 2001).  
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In Germany, where Internet shopping and entertainment are commonly accepted, online banking 

adoption is still a critical issue to most of the population (BITKOM, 2014a;Dapp, 2012a). Only 48 percent 

of the Germans used regularly the online banking services of click and mortar banks in 2012 (Meyer, 2011). 

Whereas the number of pure online bank consumers is even smaller compared to online banking service 

users (Koetter, 2013). According to the Statistisches Bundesamt, German Statistical Agency, there are no 

numbers available about online bank consumers (personal communication, 2014-05-13).  

Two reasons for the rather low adoption rate of online banking services and online banks are 

identified by earlier studies Dapp (2012a) and BITKOM (2014a). First, BITKOM (2014a) states that the 

high number of physical bank- offices in Germany is why Germans are late adopters to online banking 

services hence, online banks. They tend to research online but have their banking services done in a 

physical office together with their personal bank clerk (Dapp, 2012a). Second, the increasing fear of cyber-

attacks and the experience of Internet crime contributes to the hesitation to the adoption of online banking. 

Littler and Melanthiou (2006); Dzeyk (2005) and So and Sculli (2002) stress that the trends for security 

awareness are growing accordingly to the scandals. The online bank websites face hurdles as trust, common 

consumer acceptance, lack of human interaction, design and propensity to adopt has been mentioned in this 

context (BITKOM 2014b; Dapp, 2012b). The perception of Germans that online banking is perceived as 

risky, is stressed in a report of the Deutsche Bank Research that states “[o]ne in three Germans considers 

online banking to be risky and is therefore not banking online. The share of those not using online banking 

rose by 5[%] in 2013 compared with 2012.” (DBresearch, 2013) 

1.1 Background 
The progression that the banking industry has seen with the constantly increase of Internet usage 

has allowed banks to develop more in-depth consumer analyses. These analyses have contributed to a 

holistic picture of online consumers and opened opportunities for tailoring content for specific users 

depending of their history. This is possible since banks gather information online about the consumers’ 

behavior through cookies, questionnaires or click-stream data (Schoder & Yin, 2000). Yet, another impact 

Internet has on the banking industry is that the delivery channels for services influences the choice of 

financial products and services the consumer purchases. Further, this increase of new delivery channels, 

such as Internet and mobile phones have improved the consumers bargaining power and led to lowering of 

switching barriers between different banks (Beckett, Hewer & Howcroft, 2000). Therefore, the financial 

institutions have turned their prominent focus towards building and strengthening their relationships with 

consumers in order to retain and further develop their business online.  

This new focus among the online banks has also contributed to the perspective on our thesis. 

Hence, the perspective of our thesis is relationship marketing, which allows marketers to focus their 
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attention on preserving relationships, resist opportunistic behavior and short-term alternatives in favor for 

the more sustainable long-term relationships (Morgan & Hunt, 1994). The focus on relationship marketing 

has caused practitioners and scholars to emphasize on win-win mentality between the online bank and the 

consumers. A banks’ value creation becomes larger by forming strong relationships with strategic suppliers 

and consumers (Morgan & Hunt, 1994). According to Berry (1996) trust is seen as a powerful tool of 

relationship marketing because of the fundamental need to have a sufficient level of trust in a successful 

relationship. Here, trust is defined as, “consumer’s subjectively belief that the selling party or entity will 

fulfill its transactional obligations as the consumer understands them.” (Kim, Ferrin & Rao, 2008, p. 545). 

In a consumer and financial service provider relationship trust should be seen as a dynamic concept, which 

can be affected by many factors, such as operational competence, operational benevolence and problem 

solving orientation (Sirdeshmukh, Singh & Sabol, 2002). Hence, our thesis is engaged to look at business-

to-consumer (B2C) online banks which try to build a trustworthy appearance through their website. Such 

financial institutions are lacking on physical cues, except of e-mail and phone contacts and selling their 

products and service packages entirely through their website (Siddique & Saadat, 2013). Websites are 

recognized as the salespersons of online business, hence online banks, which welcome users and lead them 

through the offered products and services (Jarvanpaa, Tractinsky & Vitale, 2000).  

The immediate trustworthy appearance of the website is therefore of high importance since it 

facilitates the decision-making process and encouraged non- and late adopters towards becoming online 

bank consumers (Yap, Wong, Loh & Bak, 2010; Kim et al., 2008). Websites are a powerful channel, which 

is contributing to increase the online banks’ profitability through cost savings, economies of scale and new 

ways to analyze consumers’ behavior. However, there are multiple aspects to be considered in order to 

attract users to this channel and switch to new technology instead of going to the physical offices. A way is 

to strengthen the focus on building long-lasting relationships based on mutual trust with website users. In 

order to achieve this, the term online trust is relevant, implying the willingness of a consumer to enter a 

vulnerable situation through entering an online transaction. This willingness is based in the faith of the good 

future behavior of the online business (Bart, Shankar, Sultan & Urban, 2005). The concepts allow marketers 

to focus their attention on preserving relationships, resist opportunistic behavior and short-term alternatives 

in favor of the sustainable long-term relationships (Morgan & Hunt, 1994).  

 

According to Yousafzai, Pallister and Foxall (2003) one of the main issue when it comes to 

adoption is the concept of trust in the context of online banking. This concept can be decomposing into two 

core drivers of trust are perceived privacy and perceived security. The former implies the level of trust the 

user place on the counterpart in terms of keeping private information safe. The other driver, perceived 

security, means that the company ensures a level of security against false authentication and data transaction 
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attacks (Yousafzai et al., 2003). According to Mayer, Davis and Schoorman (1995) trust is a needed factor 

in all situations including risk. Risk is defined as “a consumer’s belief about the potential negative 

outcomes from the online transaction” (Kim et al., 2008, p. 546). Due to the fact that online banks are 

separated from their consumers in physical terms, the risk judgments make it as a necessity to increase trust 

(Kumar, Sareen & Barquissau, 2012; Kim & Prabhakar, 2000). Pikkarainen, Pikkarainen, Karjaluoto and 

Pahnila (2004) stress that the specific content provided on the online banking website plays a large role in 

what rate the users choose to adopt to online banking solutions. However, this is not the only factor, which 

influences consumers’ adoptability to online banking, Poon (2007) found that design, convenience, speed, 

bank reputation and management are all factors for successful online bank adoption. Similar factors were 

tested by Wang, Wang, Lin and Tang (2003) which found that perceived ease of use, perceived usefulness, 

and perceived credibility to be strong influencers of the intention to use an online banking system. By 

looking at the financial means invested in online banking systems, it is pivotal to ensure that  actually use 

them. In order to achieve this goal, attention must be given to develop easy-to-use, useful, and trustworthy 

systems. The online bank needs to develop the beliefs of usefulness, ease of use, and credibility of the 

consumers regarding online bank services (Wang et al., 2003). Factors as third-party seals, perceived 

information quality, reputation and security, privacy protection are supposed to lead to a trustworthy 

appearance (Kim et al., 2008). Some of those have been tested on the click- and mortar online banking 

services but not on online bank websites (Chang, Cheung & Tang, 2013; Beldad, De Jong & Steehoulder, 

2010; Kim et al., 2008). 

 

The judgments about the trustworthiness the online bank website may also be influenced by the 

way of how website users form their individual judgments. Since there are various theories and perspectives 

available about how individuals form their judgments (Keith & Evans, 2009), the context of this thesis is 

marketing and psychological perspectives. Researchers agree that judgments underlie two different 

processes an intuitive and a reasoned one (Keith & Evans, 2009). In the field of marketing there is the 

emphasis that judgments are under the influence of the first impression. This is also known as the moment-

of-truth phenomenon (Carlzon, 1987) and happens within the first 50ms (Lindgaard, Fernandes, Dudek & 

Brown, 2006). According to marketers the first impression is essential in order to attract users (Carlzon, 

1987). Psychologists like Kahneman (2003) state that intuitive judgments are fast and biased, since they 

are based on previous experiences and mental states. The reasoned judgments imply the cognitive 

processing of given information. It is responsible to monitor the fast judgments and detect possible errors 

while seeking to reach judgments based on reasoning. 
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1.2 Problem statement 
Due to the lack of human interaction as well as the prejudice to privacy and data security the 

trustworthiness of online bank websites is a recent concern, especially in Germany (BSI, 2014; Dapp, 

2012a). It is therefore the case that the issue of the trustworthiness and riskiness of online bank websites is 

more present than on click-and mortar online banking services, where physical offices are still available. 

Various studies have been conducted in the field of trustworthiness and riskiness of e-commerce and click- 

and mortar online banking services. Though, online bank websites and the meaning of trustworthiness and 

riskiness have been neglected (Huang, 2012; Kumar et al., 2012). 

Trust in a website can be established through a trustworthy appearance (Alsudani & Caesy, 2009). 

A broad range of website interaction factors have been identified and widely discussed in the existing trust 

in e-commerce literature. Kim et al., (2008) and Gefen (2000) tested factors, which have an influence on 

trust and risk in an e-commerce setting. The website interaction factors (hereinafter factors) they tested, 

were information quality, perceived privacy protection, perceived security protection, site reputation, 

users’ disposition to trust, third party seals and familiarity. All of those we have utilized in our thesis in 

the context of online banks.  

It is also from interest not only to consider website interaction factors but also the formation of the 

trust judgments. As marketing is emphasizing that it is essential for websites to attract users within the first 

second suggesting that practitioners need to pay attention to the immediate impression of a website 

(Lindgaard et al., 2006). Though, psychologists emphasize that users, who judge risk, are willing to apply a 

thoughtful consideration of websites’ trustworthiness while spending more time on the website before 

making their final judgments (Kahneman, 2011). These two views provide two slightly different angles on 

the formation of judgments, and therefore arouse an interest to examine the situation in Germany where the 

trustworthiness and riskiness of online bank websites is playing a crucial role. 

1.3 Purpose 
In order to understand the formation of judgments by users of an online bank website, the purpose 

of our thesis is twofold. First, to measure the relationships between the website interaction factors and the 

concepts trust and risk. Second, with a lower degree of ambition, the purpose is to measure the relationship 

between intuitive and reasoned trust judgments. 
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1.4 Research aim  
The aim of our thesis is to contribute to the existing literature in the field of marketing. Due to the 

limited literature conducted in the context of online banks, it is our interest to add to the existing literature. 

Our secondary focus is placed on the judgments of users regarding the judgments of trustworthiness and 

riskiness of online bank websites. Besides contributions to the theory, we aim for providing managerial 

implications for online banks on how to increase trust and reduce risk on their websites.     

1.5 Thesis structure 
Figure 1 illustrates the overall structure of our thesis. The content and aim of each chapter is 

provided.  

 

 
Figure 1 Thesis structure 

 

 

Chapter 2 
Theory 

• The literature review chapter provides the reader with the theoretical understanding of the 
chosen topic. At the end of the chapter we state hypotheses, which facilitate to fulfill our 
stated purpose. 

Chapter 3 
Methodology 

• This chapter explains the methodological steps taken in order to conduct a quantitative study 
where a web-based questionnaire is sent out to web users in Germany. The gathered data is 
analzyed at the end of the chapter. 

Chapter 4 
Results 

• The results of the data analysis are depicted. The hypotheses from chapter 2 are tested and 
either supported or rejected. 

Chapter 5 
Discussion 

• The findings from the result chapter are interpreted and aligned with exisitng literature from 
related contexts. Later, the findings are discussed while connected to the overall issue of 
online bank adoption.  

Chapter 6 
Conclusion 

• The research contributions are summarized before the managerial implications are stated. The 
chapter ends with the overall research limitations and future reseach ideas.  
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2 Theoretical framework 
n this chapter, we discuss present literature relating with our topic of choice. The chapter structure is 
visualized in figure 2. We start out with introducing the marketing perspective of our thesis where 

consumer behavior is our main focus. After an introduction of the concept we relate it to the online 
context while later comparing on- and offline consumer behavior. As stated in the purpose we focus on the 
judgments of website users therefore we provide an overview how judgments are formed. The marketing 
and psychology perspectives on judgments are introduced while later connected to the online 
phenomenon. Since our focus is placed on the concepts risk and trust we are introducing those two 
concepts here. We explain the concept risk in section 2.4 and trust in section 2.5, both are introduced and 
discussed through relevant literature. In the last sections of this chapter we align the theories and 
concepts to the online bank context before we introduce our hypotheses, which are visualized in the figure 
3. The hypotheses are tested throughout our quantitative study.  
 

 
 

Figure 2 Theoretical framework 
 

2.1 Consumer behavior 
This section provides an introduction to concept consumer behavior. Later, it is further developed into the 
context specific online consumer behavior, before we address some of the behavior differences consumers 
can have online and offline.  

 

A definition of consumer behavior is given by Engel, Kollat, Roger and Blackwell (1973), “[a]cts 

of individuals directly involved in obtaining and using economic goods and services, including the 

decision processes that precede and determine these acts” quoted in (Helgeson, Kluge, Mager & Taylor, 

1984, p. 450). Another definition is given stating that “[c]onsumer behavior is the study of how and why 

I 
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individuals consume products and services” (Chaudhuri, 2012, p. 1). In the early years of consumer 

behavior research the focus was set on internal factors, such as motivation (Engel et al., 1973). Later, 

external research in consumer behavior includes influences from the society for example family and 

friends but also segmentation and demographics. Critics on consumer research states that it has become an 

area of research producing research without any significant implication. Therefore, barriers are being 

introduced for future scholars to examine the field (Jacoby, 1978). However, the area of consumer 

behavior has been tremendously changed with the evolution of technology, where consumers in a larger 

extent can react and influence how a brand or a company is perceived (Simmons, 2008). The Internet has 

affected consumer’s behavior in many ways. For example increased search and evaluation possibilities 

have provided consumer with more power (Simmons, 2008). In the following section, online consumer 

behavior is further addressed in order to integrate this concept into the context of online banks.    

2.1.1 Online consumer behavior  

Scholars within consumer marketing and behavior turn their focus toward a new channel of 

communication, the Internet and e-commerce. One reason for this growing interest is the differences 

between conventional commerce and e-commerce implying the need for research and new models in order 

to cope with the phenomenon (Monsuwé, Dellaert & De Ruyter, 2004). The research about online 

consumer behavior borrows theories and models from information systems, psychology, marketing and 

strategy. However, it is not as simple as just applying offline-theories to the online environment. One 

theory that uses to explain the factors driving intention to buy and adopt to new products, services and 

techniques is the theory of reasoned action (Cheung, Chan & Limayem, 2005). This theory uses behavior 

intention, which is depending on the individuals' attitude towards the behavior and the subjective norm 

(Ajzen & Fishbein, 1977). The theory of reasoned action relates to what Kahneman (2003) explains as 

System 2, where an individual reasons about the possible choices at hand before making a decision.  

Three elements of online consumer behavior are intention, adoption and repurchase (Cheung et 

al., 2005). Together these can be seen as the central aspects of the past research within the field. Park and 

Kim (2003) reveal that information quality, interface quality, security perceptions affect information 

satisfaction of the users and consumers while providing relational benefit. This is further tested against the 

consumer commitment to the website and their behavior, which showed a significant correlation. A wider 

view of the online users is given by Koufaris (2002) arguing that individuals need to be viewed as both 

shoppers and computer/ web users, which gives the implication that they are looking for both enjoyment 

and usefulness in the online experience. Factors such as Internet knowledge, product involvement and 

usage of search functions on the website contribute to explain the behavior of online consumers and 

website users. Hence, our thesis relies on the view of individuals online seeing everybody as users of a 
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website before and as consumers after an online transaction (Koufaris, 2002). Despite the growing interest 

in online consumer behavior, it is still valid to address some prominent differences between the online and 

the offline environment.       

2.1.2 Consumer behavior: online and offline              

Despite the growing trend for technology in businesses, the most significant influencer of users’ 

trust in the organization is the salesperson. Trust in the salesperson is dependent on the salesperson’s 

expertise, likability, and similarity to consumers (Doney & Cannon, 1997). On the Internet, the 

salesperson is replaced by a website. The website mediates the relationship between the consumers and 

the organization. Sales organizations have been found to create trust in the consumers by demonstrating 

that they consider their users' interests and are willing to make short-term sacrifices (Jarvenpaa, Tractinsky 

& Saarinen, 1999).  

Online the level of human interaction is significantly lower compared to interactions with at a 

physical bank office. Apart from that consumer services reached by e-mail or telephone, there is almost a 

complete lack of physical cues. Therefore the quality of the website becomes the “moment of truth'' 

(Carlzon, 1987). Although, online banks put the human interaction aspect to test, there are users 

perceiving that service quality from their online bank has increased. This can be because the increased 

level of participation in the service delivery process, where traditional banking heavily relied on the bank 

which now have been balanced with more self-service opportunities (Rexha, Kingshott & Aw, 2003). 

Another difference between the physical service environment and the website interface is that companies 

are able to tailor their service to individuals’ particular needs, when they interact directly with the 

consumers. For the website interface, the opportunity to tailor its content is not automatic because the 

website must first collect consumer information and then process the information to provide a customized 

version. Therefore, the website must be created to provide relevance for any type of consumers whether 

old or new (Cox & Dale, 2001). 

One shortcoming of an online bank is the physical surroundings since it only exists in a virtual 

form. Bitner (1992) conducted research in the area of the impact from the physical surroundings on 

consumer behavior showing that the impact from the physical environment is especially important in 

service businesses such as retail, tourism and banking where professionalism can be communicated 

through the interior. Furthermore, the fact that the consumer of a service company is part of the value 

creating process also affects how consumers perceive the actual service and value it (Bitner, 1992). 

Especially before a purchase decision users tend to look for cues of quality and assurance that the firm can 

deliver what they promise in terms of value propositions (Kotler, 1973). Moreover, Kaplan and Kaplan 

(1989) suggest that the physical environment should be seen as a nonverbal communication channel which 
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is able to infuse trust in the consumers just like the bank clerks’ suits and their sophisticated interior can 

do. Besides being seen as a communication channel, the physical environment can be seen as a part of the 

overall package of the service (Kotler, 1973) and also as a way for both the consumers and the physical 

bank to develop their relationship and better understand each other’s goals (Bitner, 1992).  

To sum it up, the concept of consumer behavior, one of the most essential difference between 

online and offline consumer behavior is the degree of personal interaction included in the economic 

relationship. Since large part of the literature in marketing is engaged in trying to understand how a 

consumer behaves, thinks, judges and acts the next section further addresses consumers’ judgments from 

the marketing perspective.   

2.2 Marketing perspective on judgments  
In this section we show how existing literature discusses consumers’ judgments. Here we give a short 
introduction about the general judgment concepts, which are used in the field of marketing. In the next 
section we clarify the concept “moment-of-truth” before explaining how the consumers’ first impression is 
influenced by websites.  

2.2.1 Consumer judgments  

According to Sujan (1985) consumers’ judgments toward a product or service can be derived from 

either the piecemeal approach or the category-based approach. The piecemeal approach is when 

individuals are examining each source of information independently, for example commercial, product 

and price. Thereafter, the consumers derive overall judgments of the product or service (Sujan, 1985). The 

second way, consumers can process information in order to form judgments, is by the category-based 

approach. Here, objects and activities are divided into categories. When then cues from new objects or 

activities are available the individuals automatically compare the stimuli with the characteristics from the 

already existing categories. Furthermore, Schwartz (2004) argues that accessibility of information plays an 

important role in judgments since it influences how easily or difficult content comes to mind in terms of 

experiences. Amodio and Anderson (2013) argue that individuals use their everyday experiences when 

judgments are made, for example love, career ambitions, political belief and behavior for self-perception, 

attitudes and social picture which frame their judgments in a certain way. Therefore, judgments are 

viewed a social phenomenon that need to be examined in all areas of social science since it is about how 

individuals think, behave and judge in society (Amodio & Anderson, 2013). One influencer of consumers’ 

judgments can be the first impression.   
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2.2.2 First impression and consumer interaction 

Individuals are unique in their own sense and may have their own specific needs. Thus, the first 

impression has to be suited to the individual consumer (Carlzon, 1987). When the bank understands the 

level of service as the differentiator and competitive edge it becomes important to ensure that the 

interaction between consumers and employees, bank clerks are as good as possible. This impression is 

often the foundation for consumers’ judgments of the whole bank, brand and ultimately influences loyalty, 

reputation and consumers’ satisfaction (Carlzon, 1987). It is referred to as bank’s “moment-of-truth” 

which is pivotal for overall the company’s profitability and success (Carlzon, 1987). Besides the fact that 

moment-of-truth affects the consumers’ satisfaction levels it can also improve the level of judged 

trustworthiness. The prior interactions with physical bank’s salespersons, bank clerks provide consumers 

with information, background and a “face-of-the-company” leading to increased trust (Jarvenpaa et al., 

1999). These advantages can easily be forgotten when the company’s, here banks’, interaction channel is 

switched from human to technological. Beaujean, Davidson and Madge (2006) stress that most companies 

continue to invest heavily in technology solutions. Though, they forgot that it is the spark in consumers’ 

relationships that drives emotionally behavior and later trust and purchase behavior. Since the online 

development continues there is a need to investigate how the first impression is done in this environment.     

2.2.3 The first impression online  

Many researchers state that it is important and useful to consider the aesthetics in order to initially 

impress website users (Flavian, Gurrea & Orus 2009; Alsudani & Casey, 2009; Robins & Holmes, 2008; 

Tractinsky & Lowengart, 2007). Lindgaard et al. (2006) stress further that an appealing web design 

enhances the perceived trustworthiness, usability and consistency of a website. This is due, since websites 

are not only limited due to human interaction but also to the limited ability to reach other senses such as 

smell, sound and touch as well as the three-dimensional perspective. Instead of being able to rely on those 

means websites designers are asked to create intuitive and appropriated atmosphere through visual 

aesthetics (Flavian et al., 2009; Tractinsky & Lowengart, 2007). Hence, websites have to be designed in 

order to create an environment that positively influence users in their judgments about the trustworthiness 

of the website (Tractinsky, Cokhavi, Kirschenbaum & Sharfi. 2007). 

The way of assessing the visual appeal of a website is still questioned and controversially 

discussed among researchers (Campell & Pisterman, 1996). Some researchers stress that the first 

impression of 50ms decides about the entire appraisal of users’ following process (Lindgaard et al., 2006). 

Other researchers disapprove this concept of first impression as such a term while arguing that the 

advocates of first impression tend to over emphasize on the impact it has and underestimate the impact 

from later interactions (Campell & Pisterman, 1996). Minor errors and product failures are therefore more 
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likely to be neglected from users if the first impression is highly confident according to Campell and 

Pisterman (1996).  

Neurophysiologists stress that the first impression judgments are more likely done through an 

emotional rather than cognitive process (Zajonc, 1980). The ultimate first impression evaluation is be 

done within the first second after entering the website users judge. A recent study states that 50ms are 

approximately needed to form emotional subjective judgments (Lindgaard et al., 2006). The cognitive 

evaluation is time intensive since information needs to be processed (Ekman, 1992). This cognitive 

process is divided into two different parts, which in the next section will be further addressed in order to 

increase the understanding of judgments formed by consumers.  

2.3 Psychology perspective on judgments 
Since decades numerous researchers have been engaged in answering the questions “How do individuals 
think?” and “How judgments are formed by individuals?” The following section is not expanding the 
research through solving regarding those questions. We give first an overview about the underlying 
research of dual-processes theory in the field of psychology. The two different processes are explicitly 
explained in order to understand how psychology researchers try to answer the above questions. Before it 
is connected to the context. 

2.3.1 Dual process theory  

Different fields of psychology are engaged and depend on the dual process theory. Chaiken and 

Trope (1999) collected around thirty of the most essential theories and models concerning the dual process 

theory. Definitions about this theory are diverse and aligned to different purposes of studies. The general 

emphasis is to distinguish between the intuitive and cognitive process of judgments. According to Carlston 

(2013, p. 282) dual process theories “divide the mental processes underlying social judgments and 

behavior into two general categories depending on whether they operate automatically or in a controlled 

fashion.”  The two processes mentioned in the definition are the main characters in this theory. The 

unintentional one is described as automatic and fast, which is responsible for intuitions and impressions 

where feelings and previous experiences are included (Kahneman & Frederick, 2002). The second process 

is identified as slower and more thoughtful while being responsible to turn impressions into belief 

(Kahneman, 2003).  

2.3.2 The intuition: System 1 

When individuals initially enter different objects, situations and tasks the first impression is 

mostly done automatically without any mental effort or conscious thinking. It is associated to the long-

term memory according to Braisby and Gellatly (2012). Individuals are not even aware of this process. 

They might not even be able to describe why and how they feel about it (Kahneman, 2003). Psychology 
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scholars are uniformly agreeing through attributing this to the System 1. This is responsible for the first 

impression, the intuitive judgment. It is recognized as parallel processes as it contains multiple processes, 

which are acting simultaneously unconsciously and consciously (Sternberg, 2009). The former ones are 

rooted in implicit learning processes, which lead to automatic development of judgments. Rules, 

principles and stimulus discrimination are practiced until they are routinely useable (Stanovich, West & 

Toplak, 2011). The association to emotions and prior experiences are regarded as unconsciously in the 

moment when the first impression happens (Evans, 2003). The System 1 enables individuals to make 

predictions about the object, task and /or situation where past experiences are linked to present situation. 

This facilitates them to capture a situation or object quickly and effortless without the dependency on 

higher-level reasoning or information processing (Stanovich et al., 2011).  

According to Simon (1987) and Miller and Ireland (2005), intuitive judgments are the 

intermediate between the first automatic impressions and the more deliberate form, the reasoning. They 

are related to the prior experiences (Simon, 1987). Miller and Ireland (2005) identified two major 

categories of intuitions holistic hunch and automated expertise. The former one is defined as the formed 

judgment through aligning various experiences subconsciously, which is likely to be used in explorative 

situations. It is recognized as a rather complex way of combining subconsciously experiences and 

information together in such a way that it feels right. The latter one, automated expertise, is more 

straightforward which relies on prior experiences in similar situations and therefore used in more 

exploitive situations. The more experiences one has in a specific situation, task or with an object the more 

individuals are tending to rely on their intuition (Kahneman, 2011). Hence, the key in automated expertise 

is to quickly recognize a familiar situation while applying steps and principles learned from prior 

situations (Miller & Ireland, 2005). Associating past experiences with present actions, events or tasks is 

the main function of System 1. Over the lifetime of individuals it creates “a model of a personal world” 

which is updated by current and frequently happening events (Kahneman, 2011, p. 61). This phenomenon 

is termed as confirmation bias stated by Nisbett and Ross (1980) and Mynatt, Doberty and Tweney 

(1977). The heuristics and biases theory is engaged on how humans form judgments through short cuts 

and experiences (Amodio & Anderson, 2013).  

2.3.3 Heuristics and biases 

Both concepts are required for the judgments of complex situations due to the limitation of the 

human mind of mental processing (Tversky & Kahneman, 1983). Biases lead to heuristics and are defined 

as errors or prejudices, which result from clustering events, characteristic and signs while defining 

stereotypes (Bodenhausen, 1990; Tversky & Kahneman, 1974). Heuristics are cues or “mental rules of 

thumb”, which help individuals to form quick judgments (Braisly & Gellatly, 2012, p. 352). Theses cues 
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can be described as principles, sources or processes (Kahneman, 2003; Chong & Treisman, 2003). They 

are also known as shortcuts (Kahneman, 2011; Sternberg, 2009). Researchers identified them as a two-

edged sword since they have the ability to facilitate intuitive judgment but also can enhance the 

probability of making errors (Sternberg, 2009). There are different forms of heuristics identified by 

various researchers in this field (Braisly & Gellatly, 2012; Sternberg, 2009; Tversky and Kahneman, 

1974). Some commonly accepted heuristics are substitution, representative, availability and adjustment & 

anchoring heuristics as ell as overconfidence and hindsight bias. (Braisly & Gellatly, 2012; Kahneman, 

2011; Sternberg, 2009).  

Heuristics can underlie the substitution, which is defined as a replacement of a target item of a 

question with another compelling one (Stuart-Hamilton, 1996). The easier questions are simple and 

provide an answer, which seems sufficient enough to answer the initial question. The substitution is 

recognized to be the source for heuristics according to Kahneman (2003; 2011).  

Representative heuristic, also known as similarity, is more common in daily practice than 

anticipated by individuals (Tversky & Kahneman 1974, Sternberg, 2009). It is based on predicting the 

probability that a certain object belonging to a given class.  

Another heuristic is the availability heuristic. It is defined as the ease to recollect relevant 

information, which is essential for the particular judgment process (Tversky & Kahneman, 1974, 

Sternberg, 2009). Events with a higher frequency are more likely to be recalled than events of lower 

frequency.  

Individuals exercise adjustment & anchoring heuristic in situations where estimations are 

required. They start by an initial statement or anchor and adjust until they think they made the right 

judgments or estimations. Hereby, the adjustments are often not satisfactory as they are depending on the 

initial anchor. According to Tversky and Kahneman (1974) the estimates are biased by the initial 

statement or anchor.  

Braisly and Gellatly (2012) argue that overconfidence results from information search and 

motivation. As it has been identified, individuals are biased due to their initial impression and search for 

information in order to confirm their initial impression about an object or task. In such cases individuals 

tend to be too optimistic about the correctness of their answer. They over-evaluate their competences and 

tend therefore to respond with poor answers or judgments (Sternberg, 2009). It is recognized that 

individuals are likely to base their judgments on inadequate information. The reason suggested for this 

heuristic is that individuals are not willing to confirm that they are wrong and are also reluctant to apply 

System 2 processes (Braisley and Gellatly, 2012).  

The process that individuals anticipate to form judgments while looking retrospectively is 

characterized as hindsight bias. This leads to the belief that individuals are capable to forecast certain 
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happenings due to recognized specific signs of past events according to (Sternberg, 2009). The System 2 

used by individuals is called reasoning and is further explained in the next section.  

2.3.4 The reasoning: System 2 

System 2 is known as the “effortful” system, involving work to use. Hence, it involves the 

working memory according to Braisby and Gellatly (2012). Psychology literature is referring to it as the 

system, which “turns impressions into belief” (Kahneman, 2011, p. 24). Thus, it is responsible to make 

slow, more deliberate and effortful judgments (Kahneman, Lovallo & Sibony, 2011). However, System 1 

does not always initiate quick responses (Evans, 2011). Individuals can also use System 2, which practices 

processes until they are fast. Those processes are referred to as reasoning and involve three prerequisites, 

which need to be given in order to use System 2 effectively. Evans (2011) points out that two of the three 

prerequisites are process and one knowledge-based. The process-based ones ensure that cognitive capacity 

is given and that the reflective mind is willing to override the judgments formed by System 1. The 

knowledge-based prerequisite is concerned about that knowledge and skills are available for System 2 to 

override effectively the intuitive judgments. Stanovich et al. (2011) and Evans, Handley, Over and Perham 

(2002) identified that System 2 uses hypothetical reasoning, which means that individuals tend to make 

proposals. Those are tested and evaluated according to their probability of being implementable in a 

simulated world (Stanovich, 2009). Here, the difficulty remains in successfully separating the reality from 

the simulated world, which is also known as decoupling operations according to Stanovich (2009). System 

2 is engaged in detecting possible errors and shortcuts of System 1 through applying rule-based reasoning 

into the judgments as well as being capable to doubt (Evans, 2011). System 1 is likely to suppress 

information while constructing stories, which seem to be coherent. The provided messages of System 1 is 

spread if not immediately negated by System 2 (Kahneman, 2011). In the case of System 1 is being 

responding with an intuition or intention different proceeding options are possible. In most cases System 2 

is only endorsing the answer or intuition without elaborating further on the problem. It also is possible that 

System 2 is not detecting the error made by the System 1 and endorses or only insufficiently recognizes 

faulty judgments (Gilbert, 2002).  

The usage of System 2 depends mostly on the individuals’ willingness and / or capability to apply 

it. Researchers found that there exists a correlation to intelligence. Individuals with a higher IQ tend to be 

more willing to apply System 2 since they are more likely to suspect/ doubt their intuition (Kahneman, 

2003). Further, studies found that the mental states like mood, hunger and tiredness are also influential 

factors of applying System 2 (Kahneman, 2011; Willis & Todorov, 2006). The kind of situations 

individuals believe themselves in, for instance risky situations, influences the willingness to use System 2 

as well (Tversky & Kahneman, 1982).  



 Enhancing trust online Martin & Jonasson 
 

University Linköping 2014   16 

2.4 Risk and judgments 
This section introduces the concept risk connected to judgments. First, we clarify the concept of risk while 
explaining the different identified types of risk. Further, existing literature and researched are used to 
align the concept risk to judgments before we end this section by discussing the concept risk online.  

2.4.1 Definition of risk 

The definition of risk is the consumers’ belief about the potential negative outcomes from the 

transaction (Kim et al., 2008). Hence, Gana et al. (2010) stress that risk and riskiness are similar since 

both underlie a subjective evaluation of a particular situation. Thus, they can be used interchangeably 

which is utilized throughout our thesis.  

Individuals can be classified as either risk averse or risk seeking. Risk averse individuals go for 

the safe bet rather than gamble and have the chance of losing. As soon as consumers clarify the judged 

riskiness it becomes fairly easy to assess the behavior, which comes as an effect out of the risk level 

(Taylor, 1974). The consumers become more hesitant when the identified risk is higher and they tend to 

look for more alternatives in such cases (Laroche, Bergron & Goutaland, 2003). Research conducted by 

Ross (1975) revealed that high level of judged risk among consumers lead to lower willingness to brand 

choice and adoption of a specific product.  

One of the issues with consumers’ behaviors is choice and because of the fact that consumers 

cannot know the outcome of the choice there are certainly risk in these kinds of situations (Taylor, 1974). 

For the majority of individuals, risk is associated with something negative causing stress and anxiety. 

However, in the economic context risk can also be associated to yield, which can be perceived as positive 

(Chiles & McMackin, 1996).  

Any choice situation includes two types of risk, one about the outcome and another about the 

consequences (Taylor, 1974). Further research has shown that there is a difference in judged riskiness 

between services and products, which may be due to the intangible nature of a service and the inability to 

physically examine it before making the choice (Laroche et al., 2003). The research done by Laroche et al. 

(2003) emphasizes that users mental images of the service or product, which they consider to buy, 

profoundly influences their level of judged riskiness. Furthermore, risk situations are related to the level of 

users’ knowledge. Here, the more knowledgeable they are, the lower is the judged riskiness. Individuals 

tend to get the feeling of security when they perceive that they are knowledgeable about the specific 

situation (Laroche et al., 2003).  
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2.4.2 Consumers’ judgments under risk  

In unfamiliar situations with high risk, it is most likely that reasoning and thoughtful deliberation 

form the judgments (Kahneman, 2011;Tverksy & Kahneman, 1982). Such judgments are concerning 

riskiness, financial and legal basis or contain trust or fairness in their considerations (Stanovich et al., 

2011). This is due to the fact that individuals are aware of the possible consequences of their formed 

judgments. They are unwilling to trust their intuition (Kahneman & Frederick, 2002). The control function 

of System 2 is to monitor and override the initial impression. This is only possible if System 2 is able to 

interfere System 1 in its process of forming judgments. Since System 1 is autonomous it is difficult to do 

so according to Best, Miller and Jones (2009).  

Tversky and Kahneman (1973) point out that judgments on objects or tasks depend on how the 

questions are framed. In various studies it has been examined of how judgments and risk are influenced by 

the way questions or problems are framed (Braisly & Gellatly, 2012). The underlying idea is that 

judgments in risky situations are made under the prospect theory. It states that individuals make choices 

between given different alternatives and their respective probabilities. These studies showed that 

individuals are valuing losses to a higher extend than they do similar gains. Kahneman (2011) stresses that 

the way problems are approached to individuals’ influences how they react or respond to certain 

questions. Therefore, the way users form their judgments about an online bank website may dictate if that 

judgments of that website are positive or negative and actually influence if users turn into consumers. In 

next section the online bank sector is further discussed and why it may judged as more risky compared to 

the offline bank sector.      

2.4.3 Risk and the online bank sector  

Online banking services aim to provide services, which are intangible in nature and are delivered 

through a non-physical channel (Aldas-Manzano, Lassala-Navarre, Ruiz-Mafe & Sanz –Blas, 2009). This 

may contribute to the risk judgments form by consumers. 

It can be argued that risk online is viewed as the possibility of losing confidential data that causes 

damage to the other party (Littler & Melanthiou, 2006; Jin & Fei-Cheng, 2005). Aldas-Manzano et al. 

(2009) point out that inclusion of high financial investments further spur the judgments of risk among 

consumers. They therefore categorize online risk into security risk, privacy risk, performance risk, time-

loss risk and social risk. Here, security risk is related to the actual transaction with the risk of losing 

money. Privacy risk is about the possibility to suffer from a violation of the consumers’ privacy 

information whereas performance risk is related to the promised value that the services or products are 

supposed to deliver to the consumers. Time-loss risk is concerned about the time consumers spend to 

conduct the service while social risk is a risk for drawing negative attention from social surrounding just 
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because a certain service or product is purchased (Aldas-Manzano et al., 2009). In all economic 

transaction situations including risk there is a need for trust, the next section introduces this concept more 

in-depth.   

2.5 Trust and judgments 
Numerous researchers from various fields have been engaged in answering the questions “What is trust?” 
and “How do individuals trust?” In the following section we are not aiming to solve these questions nor 
expanding the research regarding these questions. We provide the reader with definitions of trust from 
different research fields. The connection of trust to the online environment is discussed in the second 
phase of this chapter. At the end, trust is linked to judgments of websites before we connect it to the 
context of online banks in the section 2.6. 

2.5.1 Definition of trust  

According to Beldad et al. (2010) and Sztompka (1999) there is no common definition about trust 

available. However, there is a tendency recognizable that one definition is commonly accepted. It states 

that individuals perceive trust subjectively. Hence, the perception determines the willingness of 

vulnerability and dependency of individuals to another party, institution or system (Chang et al., 2013; 

Kim et al., 2008; Koufaris & Hampton- Saos, 2004). Yoon (2002) stresses the dynamic sensitive nature of 

trust since it can be built rather slowly while being denied easily. The above stated definition is a twofold 

concept rooting in the sociological as well as psychological field. As Beldad et al. (2010) and Sztompka 

(1999) state it depends on the interaction of the parties as well as on the readiness of the trustee to be 

depended on the trustor’s party. The former concept is highlighted by the argument that individuals would 

not have any incentives to trust unless they enter into any relationship with another one (Lewis & Weigert, 

1985).  

In psychology, researchers stress that trust is mainly connected with one’s personality. Here 

researchers stress that trust is an attribute of individuals that neither is subjective nor objective. It has to be 

absorbed from previous experiences (Luhmann, 1979). Individuals differ in their acceptance of trust, 

known as disposition to trust. This is for instance due to personality, previously made experiences, 

background and culture. The situational dependency of the readiness to trust is also an issue, which has 

been controversially discussed in the psychological literature (Worchel, 1979; Luhmann, 1979). Trust is 

referred to the individual level where individuals’ readiness to depend on others is given (Bierhoff, 1992). 

Trustworthiness refers to the dependency between the two parties. Hardin (2004) and Wright (2010) point 

out that there is no difference between the concepts that someone trusts something/ someone else and 

someone believes something / someone else is trustworthy. Hence, our thesis is following the view of 

Hardin (2004) and Wright (2010) while interchangeable using trust and trustworthiness.  

The distinction illustrates that a further classification of trust is possible. Trust can be categorized 
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not only on the basis of the research field but also on the considered level (Lewicki & Bunker, 1996; 

Zucker, 1986). They identified three main categories of trust.  

The lowest one is the characteristics or individual level, which recognizes demographical 

dimensions such as sex, age, family and religions. It also takes culture into its considerations (Chang et al., 

2013). The individual personality is also classified under this category (Lewicki & Bunker, 1996). Hence, 

scholars engaged in personality are studying this field precisely.  

The second level is process-based, also known as interactional and transactional level. Here, 

expectations of the interacting process are considered and connected to trust. Social psychologists and 

sociologists are studying this matter while relying their presumptions about trust on the above stated 

definition.  

The third category is the institutional- based level implying the belief and trust of individuals to a 

system. Insurances and legal rules play particular role as economists, politicians and sociologists are 

engaged into this phenomenon (Zucker, 1986). McKnight and Chevarny (2002, p. 45) confirm the 

typology of institutional trust while defining it as “an individual’s belief that favorable conditions are in 

place which are conducive to situational success.” These distinctions are certain for the offline world 

where differences between the three levels can be made but this might not be the case for online.  

2.5.2 Trust online 

Online, the trust issue remains and is extended due to lack of physical cues and human 

interactions. Scholars have acknowledged these issues, as they stress that one barrier of users adopting to 

e-commerce is the absence of trust online (Anderson & Swaminath, 2011; Kimery & McCord, 2002). It is 

found that trust is the major determinant of users to engage into a relationship with a company online and 

offline. They further state that the concept trust online is similar to trust offline. Chang et al. (2013) 

partially agree while stressing that the difference is given in the prerequisites to build trust. According to 

this approach online trust can be referred as “consumer’s subjectively belief that the selling party or entity 

will fulfill its transactional obligations as the consumer understands them.” (Kim et al., 2008, p. 545). 

Kimery and McCord (2002) define it as “user’s willingness to accept vulnerability in an online 

transaction based on their positive expectations regarding an e-retailer’s future behavior” as cited in 

Bramall, Schoefer and McKechnie (2004, p.14). Robin and Holmes (2008) are aligned with this view 

while stressing that the credibility of a website is mostly perceived by consumers through websites’ visual 

appeal. They define credibility as users’ trust into the information provided on the website. Their 

argumentation is that trustworthiness of a source is based on the information brought across to the 

consumers (Robins & Holmes, 2008).  

Other researchers (Beldad et al., 2010; Bart et al., 2005) criticize this approach since they believe 
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that the entire concept of online trust is different due to different circumstances. Offline trust is based on 

trust into an individual or organizations whereas online trust is based on the technology and the 

representation of an object. Marketing scholars, who state that offline trust means for consumers to trust in 

the salesperson and/ or company, are supporting this approach (Doney & Cannon, 1997). Online trust is 

more complex since there are more actors involved in the relationship than just the consumer and an 

online bank, for example the Internet provider and other technology companies such as computer 

manufacturers are also included in this economic relationship (Beldad et al., 2010; Boyd, 2003). This 

certainly affects the judgments regarding the trustworthiness of the website.   

2.5.3 Judgments about websites trustworthiness  

Individuals have been judging the trustworthiness of salespersons, business partners or bank 

clerks by the perceived competences, overall appearance and facial impression (Epstein, 2008; Jarvenpaa 

et al., 1999). Since websites have replaced the interpersonal contact with the salespersons, the websites 

appearance needs to align with the users’ expectations about its trustworthiness (Porat, Liss & Tractinsky, 

2007; Dailey, 2004). The appearance of websites can be judged through designs and structures (Flavian et 

al., 2009; Tractinsky, et al, 2006; Wathen, & Burkell, 2002). Thus, website users need the feeling of high 

visual attractiveness in order to trust websites (Robins & Holmes, 2008). They judge websites’ visual 

appeal intuitively as they would judge another individuals’ face (Flavian et al., 2009; Alsudani & Casey, 

2009). The judgments under reasoning take place as soon as website users start to read information while 

considering the displayed content of websites. This process enables the website users to build up a detailed 

and broad picture of the offered services and/ or products online. It further gives the web users an 

impression about the benevolence of the other party. Hence, for website users it is difficult to assess the 

level of benevolence of the other party (Freidman, Kahn & Howe, 2000).  

Bhattacherjee (2002) and Mukherjee and Nath (2007) argue that judging trustworthiness online is 

more demanding from the website users than in the physical world from the potential consumers who 

enters a physical ban office. This holds true, since the nature of Internet contributes with increased 

physical distance, low level of legal policies, often restricted access to historical transactions and the 

increased information volume (Mukherjee & Nath, 2007). All of these above mentioned reasons put 

constraints on the trust judgments formed by the users of an online bank website as well. 
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2.6 Trust in online banks: a risky situation 
The above sections are discussing the theory and illustrating the context with its respective perspective on 
the issue of trustworthiness in online bank websites. This following section provides an understanding of 
how these theories are connected to our thesis. The hypotheses, which are needed later for the discussion, 
are introduced brought into connection with the theory in the next section.  
 

Individuals judge it as financial risky to become consumers of an online bank (Munoz-Leiva, 

Luque-Matinez & Sanchez-Fernandez, 2010). Therefore, it can be assumed that they believe to enter a 

risky situation according to Yap et al. (2010). Hence, individuals are seeking for trustworthy objects in 

such situations, which have been discussed by researchers according to Yousafzai et al. (2003). Most 

researchers agree that trust is intertwined with the risk of becoming victim for opportunistic behavior from 

the counterpart of the transaction (James, 2002). As previously described the concept of trust is situational 

and contexts specific due to the dependability and ability to differ between circumstances. This holds also 

true for online banks since the lack of physical cues increases the risk for opportunistic behavior from the 

online banks’ side and enhances the need for trustworthiness (Yousafzai et al., 2003). Users judge risk 

while forming the judgments about the online bank website. The judgments of the website users about the 

trustworthiness is stressed in different manners.  

In the field of marketing, researchers stress that one way of retrieving users is through a positive 

first impression (Carlzon, 1987). The moment-of-truth is seen as the first impression when users enter the 

online bank website. Further, when relating Carlzon’s (1987) thought to the present new economic 

environment it becomes more important to investigate this interaction between users and the company’s 

website more in-depth which is done through the concept of first impression. Research conducted by 

McKinsey & Co reveals that online bank website users have a positive “moment-of-truth” perception, 

assessed the online bank’s products higher and are more willing to become consumer (Beaujean et al., 

2006). However, according to the psychological field (Kahneman, 2011; 2003) website users that judge a 

website as risky tend to reconsider their intuitive judgments about the websites’ trustworthiness. They are 

not willing to trust their intuitive judgments, as they may be aware of possible shortcuts and biases. 

Website users who believe themselves in risk situations are willing to cognitively process provided 

information before making their final judgments. This enables users to later develop organizational and 

institutionalized trust on online bank websites, which is a necessity for online businesses according to 

Chang et al. (2013).  

Online businesses, hence online banks, support their website users in their intuitive judgments by 

creating visually appealing websites (Robins & Holmes, 2008). Since websites are uniform interfaces, 

there are limited options possible to attract users (Koufaris & Hampton-Soas, 2004). The trustworthy 

appearance of websites influences the users’ willingness to accept a vulnerable circumstance of becoming 
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consumers (Robins & Holmes, 2008; Hovland & Wiess, 1951). This shall enhance users’ trustworthiness 

judgments towards an online bank website. As Aludani and Casey (2009) point it out, the web design of 

websites is one factor to positively influence users’ trustworthiness judgments. Web design is highly based 

on subjective evaluations and judgments while each individual perceives web design in a different way 

(Tractinsky et al., 2006). Since online banks are seeking to attract a broad range of website users and 

consumers, website interaction factors of an uniform objective nature must be applied to support the 

judgments about the trustworthiness (Yap et al., 2010). These factors also enable website users to establish 

their reasoning hence more cognitive processed judgments about the trustworthiness of the website. Such 

website interaction factors as information quality, presence of third party seals, website reputation, 

perceived security and privacy protection and familiarity have been successfully tested in the context of e-

commerce by Kim et al. (2008).   

2.7 Website interaction factors  
In the following section we are relating our above-discussed theories about trust and risk to the website 
interaction factors. These are empirically tested later on. Each factor has two hypotheses one (positively 
related) towards trust and one (negatively related) towards risk. Besides these hypotheses, the factor 
users’ disposition to trust is also tested towards intuitive trust judgments. Since these factors are initially 
developed for another contexts, the concept of online banks and related literatures are used to justify and 
later test our hypotheses. 
 

In the online bank sector trust is an essential concept, which still is seen as a major barrier for 

most users to adopt to online bank services (Dapp, 2012a). Here, valuable and sensitive information are 

exchanged through a digital interface. A trustworthy appearance of the website is seen as a necessity in 

order to attract users (Wang et al., 2003).  

Different scholars have engaged themselves into the field of online trust building issues. They 

have identified a number of website interaction factors, which supposed to support the consumers to trust 

and reduce risk to a website. These factors have been tested in general e-commerce but not in the online 

bank sector (Chang et al., 2013; Bart et al., 2005). The effectiveness to enhance trust while reducing risk 

of those factors in the e-commerce has been confirmed by Kim et al. (2008) and Gefen (2000). In order to 

connect website interaction factors with the context of online banks existing literatures on online banking 

are utilized since the body of literature on pure online banks is limited. In our study the website interaction 

factors are related to judgments about trustworthiness as well as the riskiness since both concepts are 

related to each other. The following hypotheses are concerning the factors and their influences on online 

bank websites. 
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2.7.1 Familiarity of websites (FAM) 

According to Luhmann (1988) familiarity plays an important role when individuals are judging 

products or services as trustworthy. This can also be important for website users who are about to judge a 

website as trustworthy while judging the riskiness (Kim et al., 2008). Users are not familiar with a specific 

website which they enter initially. Here, familiarity is referred to the extent of perceived previously 

experiences of structures on the website with the initial visit. The more positive the experience is the more 

likely the users judge the website as trustworthy as the judgments of risk reduces (Kim et al., 2008; Das & 

Teng, 2004). The familiarity is also influenced by the previously made experiences and judgments about 

the e-commerce and/ or online banks in general according to Yoon (2002). The more users are familiar 

with online bank systems and transactions, the more likely they judge low risk and trust of the website 

(Kim et al., 2008; Yoon, 2002).  

 

Hypothesis 1a: Users’ judgments regarding the trustworthiness of an online bank website is positively 

affected by familiarity. 

Hypothesis 1b: Users’ judgments regarding the riskiness of an online bank website is negatively affected 

by familiarity. 

 

2.7.2 Presence of third party seals (TPS) 

Sztompka (1999) points out that trusting someone/ something is easier if the trustworthiness of the 

website has been successfully tested by others. It also reduces the judged riskiness. The presence of third 

party seals is an assurance of the quality provided by private or public institutions as well as certificate 

authorities (Kim et al., 2008). The judgments of risk towards e-commerce supposed to be reduced through 

such guarantees as they have been widely introduced in the recent past (Beldad et al., 2010). Those can 

provide the assurance that the published information on websites are accurate and the company is handling 

the transactions correctly and reliable. Besides that, third party seals effectively influence companies to 

handle private information and data provided by users. According to Kimery and McCord (2002) different 

types of third party guarantees are present in the e-commerce, which influence the judgments about the 

trustworthiness and riskiness. Those types are privacy, process and transaction assurance. As our study is 

engaged about the general trust judgments as well as risk judgments of an online bank websites’ users the 

typology of the third party seals is neglected.  
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Hypothesis 2a: Users’ judgments regarding the trustworthiness of an online bank website is positively 

affected by the presence of third party seals.  

Hypothesis 2b: Users’ judgments regarding the riskiness of an online bank website is negatively affected 

by the presence of third party seals. 

 

2.7.3 Information quality (INQ) 

According to Ghalandari (2013) the perceived quality of information on a website plays an 

important role for users to determine if the website and therefore the company is trustworthy. The quality 

can be determined by the perceived correctness, usability and completeness of the provided information 

(Beldad et al., 2010). The provided information on websites can be judged as reliable and correct but also 

as inconsistent and incomplete. Studies have shown that users are most likely to pay attention to the 

published information on websites if perceived as commercial (Flanagin et al., 2014). Previous researches 

show that users who perceive website’s information as accurate and trustworthy are more likely to judge 

the online businesses websites as trustworthy while judging it as less risky (Beldad et al., 2010; Kim et al., 

2008). 

 

Hypothesis 3a: Users’ judgments regarding the trustworthiness of an online bank website is positively 

affected by high information quality.  

Hypothesis 3b: Users’ judgments regarding the riskiness of an online bank website is negatively affected 

by high information quality. 

 

2.7.4 Users’ disposition to trust (UDT) 

Individuals judge an object differently as trustworthy and as risky. This is due to the differences of 

personality traits since some individuals are more/ less willing to trust and more/ less risk averse than 

others. As described previously in the theory chapter personality, background, cultures and previous 

experiences of individuals influence their judgments of trustworthiness according to Kim et al, (2008). 

Hence, expectations and faith in humanity play special roles in the judgments of users. Recent studies are 

concerned about trust in e-commerce have shown that a high disposition to trust positively influenced the 

users in evaluating the website as trustworthy and vice versa (Beldad et al., 2010). As the literature states 

that risk is intertwined with trust, individuals cannot trust without judging risk (McKnight, Kacmar & 

Choudhury, 2003). Therefore it could be assumed that disposition to trust also influences the judged risk 

on an online bank website.  
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Hypothesis 4a: Users’ judgments regarding the trustworthiness of an online bank website is positively 

affected by the users’ disposition of trust. 

Hypothesis 4b: Users’ judgments regarding the riskiness of an online bank website is negatively affected 

by the users’ disposition of trust.  

Hypothesis 4c: Users’ intuitive trust judgments are affected by the users’ disposition of trust.    

 

2.7.5 Positive website reputation (REP) 

The website’s trustworthiness and riskiness can be influenced by the organizational brand hence 

online brand. A trustworthy brand can be a tool for ensuring the users that security and privacy issues are 

considered and given high priority (Ha, 2004). The building process of a brand and its related reputation 

online is mainly done by social interaction with the individual consumer and the brand’s website (Kim et 

al., 2008). The reputation of a website can be rooted from offline branding efforts of the company as well 

as pure efforts in online brand building according to Beldad et al., (2010). They state further that the 

reputation of a website is influenced by two factors the collective and the company’s credibility measures. 

The former one is determined by the connoisseurship’s opinion on the trustworthiness of the website’s 

information, which is articulated through community ratings and experiences reports (Beldad et al., 2010; 

Ha, 2004). The latter one is established through the online bank promised and actually fulfilled actions. 

The reputation is rooted therefore on the comparison of the two dimensions. 

  

Hypothesis 5a: Users’ judgments regarding the trustworthiness of an online bank website is positively 

affected by positively website reputation. 

Hypothesis 5b: Users’ judgments regarding the riskiness of an online bank website is negatively affected 

by the positively website reputation. 

 

2.7.6 Perceived privacy (PPP) and security protection (PSP) 

Two threats of online businesses is security and privacy concerns. This is due to the constant 

reports of new viruses, spam mails and hackers’ attacks against different online organizations and 

institutions in order to retrieve personal information (Ha, 2004). Users of online bank websites are 

concerned about the private and security protection of their data provided. This is identified as vital 

criteria in the assessment of the trustworthiness as well as riskiness of a website according to Kim et al. 

(2008); Aiken and Bousch (2006) and Ha, (2004). If users do not think that the firm will be cautious 

enough with their personal information they are not becoming consumers and leave the website (Hoffman, 

Novak & Peralta, 1999). The lack of trust among consumer online can also be addressed to the fact that 
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online banks may sell the information to a third party. The risk that third parties receive personal 

information unauthorized is another reason not trusting online bank websites (Aiken & Bousch, 2006). 

The above- mentioned reasons may cause a decrease in the users’ willingness to engage in online 

relationships if the judged riskiness is high while the judged trustworthiness is low (Hoffman et al., 1999). 

  

Hypothesis 6a: Users’ judgments regarding the trustworthiness of an online bank website is positively 

affected by perceived presence of privacy protection.  

Hypothesis 6b: Users’ judgments regarding the riskiness of an online bank website is negatively affected 

by the perceived presence of privacy protection. 

 

Hypothesis 7a: Users’ judgments regarding the trustworthiness of an online bank website is positively 

affected by perceived presence of security protection.  

Hypothesis 7b: Users’ judgments regarding the riskiness of an online bank website is negatively affected 

by the perceived presence of security protection.   

 

2.7.7 Intuitive trust judgments (INTRU) 

A trustworthy appearance of an online banking website is a necessity in order to attract users 

(Wang et al., 2003). However, users can form their judgments about the trustworthiness of a website 

through one of the two judgment-formation systems (Kahneman, 2003). Either, System 1, which relies on 

intuition and is based on experiences, or System 2, which relies on cognitive capacity and reasoning. In 

the case of online banks the first interaction website users have with the online bank is through the website 

which often can be seen as a substitute for the human salesperson (Leen, Ramayah & Omar, 2010). 

Furthermore, if the judged risk on the website is decreased, trust increases and thus leads to a favorable 

outcome for companies hence online banks (Chen & Barnes, 2007). Since parts of the marketing literature 

emphasize that the first impression has a significant impact of users’ judgments two hypotheses are 

specified to test this synthesis.  

 

Hypothesis 8a: Users’ judgments regarding the trustworthiness of an online bank website is positively 

affected by their intuitive trust judgments. 

Hypothesis 8b: User’s judgments regarding the riskiness of an online bank website is negatively affected 

by their intuitive trust judgments. 
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Figure 3 Structure of hypotheses 

 

 

The above-stated hypotheses about the factors’ influences on website users’ judgments about the 

trustworthiness and riskiness of an online bank website are tested through a web-based questionnaire. The 

result of our quantitative study shall fulfill the purpose of our thesis.  
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3 Methodology 
his chapter declares the methodological concerns connected with the conducted thesis. We separate it 
into seven parts as illustrated in figure 4. At the beginning, we define our research philosophy and 

approach while stating the nature of the used data. Subsequently, the research strategy is explicitly 
described. We state our quality criteria before we discuss our considerations to the research ethic. Figure 
6 then summarizes our methodological choices. It is followed by the operationalization of the applied 
methodological methods. At the end, we describe the used statistical techniques to analyze the collected 
data, which creates the foundation for the chapter results.  
 

 
Figure 4 Structure of methodology 
 

3.1 Research philosophy 
In this section, we clarify our view about how we understand the world as well as what kind of knowledge 
we are seeking to produce with our study.  
 

Before we started our thesis, we considered two fundamental concepts ontology and 

epistemology. These concepts are tightly liked to each other. Ontology is addressing what kind of world 

we are picturing ourselves in (Åsberg, 2000). Here, we have challenged some of our preoccupations and 

assumptions just to try to reduce some of the build in biases that we had in the beginning of the process. 

Since everyone has its own perception of ontology, we needed to become aware of our perceptions, 

assumptions and what we take as a truth or fact (Åsberg, 2000).  

 

 
Figure 5 Research philosophy matrix 

T 
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Figure 5 illustrates our chosen standpoint, which is objective in terms of how we see the world, 

but subjective in what kind of knowledge we are producing. We aimed for the positivistic view, as we do 

not explain a phenomenon’s outermost cause, rather find relationships between observed concepts, which 

can help to predict and control future phenomena in society. However, critics of the positivistic view have 

argued that it is not possible to take a pure rational approach to research as the positivistic view advocates 

(Åsberg, 2000). Since our study has been conducted with a quantitative survey strategy measuring 

respondents’ perceptions, it tends to be in the positivistic view where rationality and objectivity are 

pivotal. However, it needs to be recognized that we have conducted a small-scale study of users’ 

perceptions, which therefore influences the result. Åsberg (2000) argues that there is a continuum in 

epistemology between knowledge produced by senses and reasoned knowledge. Here, we argue that we 

are in the middle of this continuum where we rely on both the senses and our cognitive capability in order 

to produce our thesis.  

3.2 Research approach 
In this section, we justify our choice of research approach while stating our research method and the 
nature of our study. In the second half of this section, we clarify what kind of data we used.  
 

For our study existing theories and models are applied to a specific situation therefore the 

deductive research method was utilized, which is also known as a theory testing approach (Bryman, 

2012). Our focus on gathering data about the perception of online bank websites and trustworthiness in 

Germany can be mathematically analyzed in order to test chosen hypotheses. The Quantitative research 

method is utilized because we wanted to objectively measure factors influencing users’ judgments about 

the trustworthiness of online bank websites. In order to realize our purpose, we studied a group of 122 

respondents, which was beneficial for us to examine the study topic and concurrently feasible in terms of 

resources. Through comparing the different groups, online bank consumers and non-online bank 

consumers, our study is thus a comparative study (Bryman & Bell, 2011).  

3.2.1 Data source – primary data 

In our study the primary data was gathered through a web-based questionnaire distributed in 

Germany through a non-probability sampling procedure. This technique allowed us to reach a sample in 

the chosen target country. Simultaneously, it enabled us to stay within the budgeted resources 

(Denscombe, 1998) while gathering specific data at certain time (Krishnaswami & Satyaprasad, 2010). 

We used a web-based questionnaire to overcome disadvantages such the occurrence of time and cost 

intensity during data collection (Krishnaswami & Satyaprasad, 2010; Saunders, Lewis & Thornhill, 2009).  
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3.3 Research strategy  
In this section, we explain the strategy of our research while explaining the different steps which we went 
through in order to make the study as transparent as possible for the reader.  
 

Our survey study was designed as a cross-sectional research since it aimed to reveal relationships 

through a quantitative study at one certain point in time. Our empiric work has been conducted through a 

web-based questionnaire. This has been sent out from 07th to 26th March 2014 by using the online survey 

platform, Kwiksurveys.com. It contained video, text items and hyperlinks to an online bank website. Due 

to the purpose of our study it was appropriated to conduct a questionnaire with web users. The collected 

comprehensive dataset provided us with a picture of the phenomenon. Furthermore, the chosen research 

strategy allowed us to examine, in a resource efficient manner, the formation of the judgments concerning 

the trustworthiness of online bank websites.  

3.3.1 Literature review 

During our study, the literature review was conducted to create a foundational understanding for 

us regarding the chosen phenomenon. This allowed us to ask the right questions in the data gathering 

process later on. A systematical approach was used to search for articles, books and consultancy rapports 

that could be of interest for us. The consultancy rapports were used in order to show the present situation 

of the chosen phenomena with recent numbers of the online bank situation in Germany. We performed 

searches in databases such as Scopus, Business source premiere, Libris, Wiso, Ebrary and Web of science. 

During this phase, literatures were sorted by citation and keywords such as Online bank*, trust*, 

consumer behavior*, judgment*. We started by performing online searches to find the academic papers 

with a high level of citation. Subsequently, we continued to look for related literature but later published 

in order to ensure that we had both the foundational articles and books on the phenomena, but also the 

forefront of research.  

3.3.2 Choice of website interaction factors 

After we had researched the existing literature, according to our chosen topic, we found that 

various website interaction factors influence the trust and risk judgments. We used for our study eight 

website interaction factors for three reasons. First, seven out of the eight have been frequently studied and 

discussed in related literatures. We have added the factor intuitive trust judgments for the second part of 

our purpose.  

Second, these website interaction factors have also been tested in the context of e-commerce by 

Kim et al. (2008) and Gefen (2000), which enabled us to rely on their reliability of these factors.  
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Third, the limited number of website interaction factors was due to the fact that we chose to have a 

questionnaire, which is feasible in time and effort for our respondents. However, we are certainly aware of 

that we do not cover all possible website interaction factors which might have an influence on the risk and 

trust judgments.  

3.3.3 Web-based questionnaire  

In order to research users’ trustworthiness judgments for online bank websites, it was feasible to 

conduct a web-based questionnaire. We wanted to ensure that respondents were able to read and 

understand the given language in the questionnaire (Trochim, 2006). Since our respondents were German 

speaking, we translated the items in the questionnaire into German. This was done to minimize the risk of 

misunderstandings our respondents with limited English language skills as well as the chosen online bank 

provides only a German website. The advantages of web-based questionnaire is that it not only cost and 

time effective and efficient for us as researchers but also for our respondents as they can answer the 

questionnaire when it is feasible for them without any pressure.  

 

Gefa Bank 

Our study was based on a website of the German company Gefa Bank, a subsidiary of GEFA- 

Gesellschaft für Absatzfinanzierung mbH, headquartered in Wuppertal. Here, a great emphasis is on its 

online business since it is part of the core business strategy of Gefa Bank (GEFA Bank, 2013). 

We chose Gefa Bank as our online bank example since it has been established 2012 and therefore is not as 

known as its competitors or other online banks. This facilitates our study as we are focusing on the 

influences of website structures in order to judge the online bank websites’ trustworthiness.  

 

http://www.gefa-bank.de/de/privatkunden 

 

3.3.4 Pilot study 

A pilot study was conducted on the preliminary questionnaire to assess its comprehension, the 

average completion time and its fit to our purpose (Fink, 2009). The questionnaire was launched online 

through a free service offered by Kwiksurveys.com. The pilot study was conducted on six students from 

German speaking countries who later were not included in the main study. Based on feedbacks from this 

pilot study, some questions were rephrased for clarity (Fink, 2009).  
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3.3.5 Data gathering process 

The data gathering process (Figure 6) begun with distributing the questionnaire, which was made 

public on Facebook in order to reach a sample of the researchers’ friends and family. On Facebook, a link 

to the free survey platform kwiksurvey.com was publicly shared. Further, e-mails were sent out to friends 

and family. When our respondents used the link, they were transferred directly to the research 

questionnaire. This begun with providing our respondents with information of what is asked of them and 

how they are supposed to conduct the questionnaire. 

 
Figure 6 Data gathering process 

 

After the introduction page, they pressed next and a YouTube-video appeared which they were 

asked to watch in full screen mode. After the video our respondents were asked to proceed with four 

questions about their intuitive trust judgments. Later a link was given, which led our respondents to the 

website of Gefa Bank. Here, our respondents were asked to spend at least 5 minutes and assess the 

provided information on the website. Afterwards they filled out the questionnaire, which contained 44 

questions regarding the factors. The questionnaire ended with some personal information such as age, 

gender, income, education and online shopping experiences. We also asked our respondents to evaluate 

their experiences with Internet and computer. At the end of the questionnaire our respondents were 

inquired if they were consumer of an online bank and/ or the Gefa Bank were consumers of Gefa bank 

was excluded from the dataset.  

At each step a detailed description of what our respondents were asked to do was given in order to 

eliminate misunderstandings and technical errors in proceeding in the questionnaire (Appendix). The risk 

of using wrong contact information was limited due to the used distribution method. Additionally, reasons 

for why we chose to use web-based questionnaires were increased accuracy since all data was collected 

and provided to us in terms of a summarized document (McCullough, 1998). The possibility of reaching a 

sample far away hence another country became higher. These are all reasons why we have chosen this 

data gathering approach.     

3.3.6 Video 

As a first step in our data gathering process we chose to display a YouTube-video in order to 

collect the intuitive trust judgments of users aligned to the purpose. Here, we started with a countdown 
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from four to one and then the website was displayed for two seconds. This was followed by the instruction 

that our respondents could proceed with the questionnaire. We chose to have a video display of the 

website instead of for example PowerPoint slide or a regular image in order to automate this process for 

our respondents. The automation reduced the possibility for diversification in the process, such as time 

exposure and contributes with convenience for our respondents. The Kwiksurvey.com platform provided 

us with the option of restricting our respondents to only be able of watching the video once, which further 

eliminated possible proceeding errors by our respondents.  

3.3.7 Sample  

The sample in our study consisted of web users from Germany as the focus of our thesis is based 

on German citizens. Further, a non-probability sample was chosen to respond to the questionnaire in the 

first stage, such as our friends and family. Later our respondents were asked to invite their friends and 

families. The response rate of this technique is typically unsure since we had no control of who received 

the link and who actually clicked and answered the questionnaire. According to Denscombe (1998) non-

probability sampling is a technique to use when limited resources are given as it is in many small-scale 

projects, which are often used in research including 30 to 250 respondents.  

The initial point in a survey research is the sampling frame (Gomm, 2004). Our chosen sample 

frame consisted 100 percent German web users above the age of 18. The total number of respondents is 

122, where two refused to answer if they are online bank consumer of another bank. Out of these, 62 

respondents were online bank consumers (OBC) and 58 were non- consumers (NOBC) helping us to 

discover differences in perceptions between the two groups. One respondent refuse to answer the gender 

item, hence the discrepancy in figure 5. The groups were homogenously distributed in gender and normal 

distributed in the demographic categories as age, income and education. Since we focused on potential 

online bank website users of the Gefa Bank, the last question asks particularly about this issue. 

Respondents, who are consumers of Gefa Bank, were excluded from the empirical analysis since we did 

not want to have respondents that already were consumer of this online bank. The structure of the sample 

is visualized in the figure 7.  

 

We chose to use a non-probability sampling method, which can be utilized when the study faces 

resource constrains. Given the large sample frame, the probability sample became hard to practically 

accomplish. We have chosen to use a similar distribution structure of the questionnaire as the qualitative 

technique snowballing, which can be described in a two-wave approach.  

First, we used a non-probability group of respondents, who were asked to spread the survey 

among their friends and family contacts. The implication of this was that second part of the sampling was 
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beyond our cognizance, hence randomized. According to Rothman, Gallacher and Hatch (2013) our non-

probability survey sample cannot be representative, since we have no influence on and control about who 

is answering our survey. Since our study is not an opinion-survey, case- control study or control-sampling 

study the representativeness of the sample is not necessarily central issue for our study (Von der Lippe & 

Kladroba, 2002). According to Dr. Alf Crossman, small research projects do not have to be representative 

for its chosen population as long as the sample is normally distributed (Personal communication, 2014-04-

10). Hence, the gained results are generalizable for the chosen sample frame but it needs to be considered, 

that the results are generated by a small sample study (Bortz & Döring, 2006).  

 

 
Figure 7 Sample frame 

 

3.3.8 Measurements and scales 

Measurements allow us to find small differences between different respondents, which can be 

hard to detect otherwise. They create a form of consistency and provide the ability to make estimations of 

the correlation between different concepts, which allowed us to investigate how different concepts affect 

each other (Bryman, 2012). We ensured that our measurements were reliable through relying on existing 

scales designed by Kim et al. (2008) and Gefen (2000) (Bryman, 2012). These scales were originally 

made for investigating trust and risk in decision-making among the consumers of e-commerce businesses, 

hence based on the perceptions of the users.  

One advantage with conducting a web-based questionnaire was the possibility to include items, 

which uses different answering alternatives (Evans & Mathur, 2005). During our questionnaire we used 

yes-or-no items for distinguishing between online bank consumers and non-consumers. Further, multiple 
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choice items were applied to reveal educational background, income level and prior experiences with 

computers. All of our factors were examined through usage of a six-point scale which ranges from 

strongly disagree to strongly agree. It facilitates retrieving concrete answers from our respondents 

(Bryman, 2012). We further made the decision to have an even numbered scale in order to force our 

respondents to take a side and mitigate the risk of having too many responses in the either/or alternative.   

3.3.9 Limitations of web-based questionnaire  

One limitation is the level of honesty our respondents have used when replying to the 

questionnaire. Another one is whether they understood all the items fully. This issue has been dealt with 

through a pilot study were the questionnaire was tested on six individuals to pre-test if they correctly 

understood the items.  

Further, a concern has been to what degree our respondents have clicked on the provided link to 

the chosen online bank website. It is crucial that our respondents clicked on the link and then form their 

judgments and opinions in order to be able to respond to the questionnaire in a satisfactory manner. In this 

case, clear and concrete instructions were provided to mitigate the possibility our respondents missed the 

link.  

The individual respondent’s physical condition and mental commitment have been beyond these 

researchers control, for example can it not be excluded that respondents were hungry, stressed or 

interrupted when they answered the questionnaire. Besides these limitations, Kahneman (2011) 

emphasizes that the individual cognitive capacity, intelligence and previous experience influence our 

respondents’ ability to use reasoning (System 2). Additionally, technological differences between 

respondents can play an important role, individuals possess different levels of knowledge and skills about 

how to use Internet and a computer. This fact is taken into consideration and two questions regarding this 

issue was asked just to enable for the researchers to distinguish between these factors (Fink, 2009). During 

our research we have deliberately tried to provide our respondents with as accurate and precise 

information and instructions as possible. However, we cannot guarantee that all respondents have read all 

information given and thus assimilated the meaning of the information.   
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3.4 Quality criteria: validity and reliability  
This section is revealing which quality measures we have ensured during our conducted study. We clarify 
content validity, face validity, and construct validity as well as communication validity, pragmatic validity 
and the reliability of our study.   

3.4.1 Validity  

A well-structured outline was used during our whole study ensuring the understanding for other 

researchers and readers to apply it for further research. We were also concerned to fulfill different aspects 

of validity. Content validity implies that the items that we have used actually cover what the chosen 

theories were about. To ensure content validity, a thorough literature review was performed on the chosen 

topic. A pilot study of the questionnaire was conducted to reveal possible doubts or flaws in the provided 

items checked face validity. Construct validity of our research is given since we relied on already 

confirmed items provided by Kim et al., (2008) and Gefen (2000) for testing consumers’ trust online. 

Further, each factor was tested by four items providing us with the purposefully information (Fink, 2009). 

Additionally, some of the items were negated in order to ensure that our respondents understood the items. 

All the used items were pseudo-randomized to enhance the validity of the research. Communication 

validity reflects how well we have communicated our research process. Our research was explicitly 

explained in all steps targeting to keep our research process as transparent as possible for the reader. 

Pragmatic validity reflects how the knowledge we produce is useful in both academia and practice. The 

findings of our study provide an examination of the influence each factor has on the users’ judgments of 

an online bank website. Furthermore, it has the ambition to understand the formation of judgments by the 

users of an online bank website.   

3.4.2 Reliability 

Reliability in research can also be described as repeatability and precision. If other researchers 

conduct our study they would most likely achieve similar results due to the fact the items used in our 

questionnaire have been used and tested through a factor analysis (Kim et al., 2008; Gefen, 2000). The 

Cronbach’s alpha test showed that our factors in the questionnaire are internally reliable. Hence, each 

factor consisted of four asked items, which are coherent in their meaning to each other.  

As individuals change and with them their perceptions and their experiences, a reliable survey 

provides a consistency in the measurement despite the changing behavior, perception and experiences 

(Fink, 2009). The nature of the Internet and how individuals perceive these technologies is likely to 

change, which therefore may provide other outcomes. 
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3.5  Research ethics  
This section is engaged in the ethical considerations we have dealt with during our study. Here, we 
describe our way of communicating with our respondents and how we have thought about the information 
exchange.    
 

We ensured that all respondents that were kindly enough to participate in our study felt secure and 

trusted that we did not wanted to cause them any harm by spreading the data further. This was ensured, as 

our entire study was anonymous. By including Internet and technology in our study we embraced a world 

where ethical guidelines are more uncertain and where structures and relationships tend to be ambiguous 

(Whiteman, 2012). This has also contributed to our view of data security and personal privacy concerns.  

In our study respondents were asked questions regarding income, computer experience, Internet 

experience and education, which definitely can be seen as sensitive by individuals. Therefore, we clearly 

declared how we would use their provided information. Throughout the pilot study we did not receive a 

negative feedback regarding this issue. We perceived that as a confirmation that enough information were 

provided. Common perceptions about right and wrong tend to differ between countries. This is also the 

case between Germany and Sweden, where differences occur. We argue that even though the research was 

conducted from Sweden, one of the researchers is born and raised in Germany, which facilitated an 

understanding of differences in for example educational status and questions regarding income. Our 

respondents were informed about the background, purpose and the aim of our study ensuring that they had 

the scope of the research (Halvorsen & Andersson, 1992).   

Another aspect of research ethics is concerning the honesty, objectivity, openness and carefulness. 

During our study we have always been completely honest and open in all aspects since this according to 

Halvorsen and Andersson (1992) and Oliver (2003) is vital in research practice.  
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3.6 Summary of choices   
This section summarizes our above-discussed choices while providing an overview of the methodological 
implementations in our thesis (Figure 8). It is further supposed to give the reader the bases for the 
following sections of operationalization and data analysis.  
 

 
Figure 8 Summary of methodological choices 

 

3.7 Operationalization and data analysis  
In the following paragraphs, we explain how the chosen concepts were operationalized, namely translated 
into operational feasible empiric measurements. We later discuss what types of analyses we have 
performed on the collected data. Our intention has been to make our research as understandable as 
possible. Therefore, explanations of different tests are given.       

3.7.1 Operationalization 

In our study, it implies that online consumers trust is related to the chosen constructs provided by 

Kim et al. (2008) and Gefen (2000). Later these factors were broken down into four items, which were 

used to gather the data. Kim et al. (2008) and Gefen (2000) tested the links between the constructs and 

items in order to ensure that the items are measuring and loading on the right concept. As perception is 

subjective, we defined concepts in order to ensure that both the reader and we as researchers had a similar 
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mental image of the researched concepts. In quantitative research, concepts are included to be measured 

and later explain the social phenomena that the researchers are looking at (Bryman, 2012). 

The factors in our study have been derived from Kim et al. (2008) and Gefen (2000), who created 

a set of items for measuring consumers’ trust and risk in e-commerce. The factors were information 

quality (INQ), familiarity (FAM), perceived privacy protection (PPP), perceived security protection (PSP), 

presence of third-party seals (TPS), positive website reputation (REP), users’ disposition of trust (UDT), 

trust (TRU), and risk (RIS) (Figure 9). Besides these factors we have chosen to measure users’ trust at two 

different occasions in our study. First, we measure intuitive trust judgments (INTRU) and later in the full 

questionnaire we measure trust (TRU). This was done through stating four identical items related to 

trustworthiness in both settings in order to facilitate a comparison between perceived intuitive trust 

judgments and more cognitive and reasoned trust judgments among the users. Additionally, we have 

measured the relationship between UDT and INTRU in order to distinguish if users’ disposition to trust 

can explain the intuitive trust judgments.          

 

 
Figure 9 Structure of testing the hypotheses 

 

All of the above shown hypotheses have been tested for both groups (online bank consumers (62) 

and non-online bank consumers (58)). Further, the aggregated data has also been tested to show the results 

from all respondents together (122).   
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3.7.2 Data analysis 

In order to run the analysis, the statistical program package IBM SPSS Statistics 22 was utilized. 

For the graphical display in our thesis we used both SPSS and Excel. During the time when our 

questionnaire was distributed, we started to create a data mask in SPSS. This work meant generating 

variables, setting scales and making all necessary settings so that we could implement the retrieved data 

after closing the questionnaire. After exporting the database from the survey platform kwiksurvey.com we 

identified the missing data first. Hence, it contributed to very small amount of missing data in our final 

dataset. There, were some respondents who failed to finish the questionnaire due to unknown reasons. 

Those were excluded from the research (Bryman, 2012). We further excluded respondents who did not 

give us the permission to use or save their data. As it was asked in question 1. Both exclusions resulted in 

a final sample size of 122. Due to the fact that the items for risk (RIS) were negatively coded/ negated, 

meaning that 1 was the highest and 6 the least, we reversed them in order to be consistent throughout our 

entire study.  

 

Levene’s test 

All of our values were given in the interval scale. The sample was tested with the Levene test, 

which was not significant. It implies that the sample is homogenous. For the factor trust and intuitive trust 

judgments following values were given; for trust F(118) = 0.396, p = 0.531 and for intuitive trust judgments 

F(118) = 3.526, p = 0.063.  

 

Tests of normality 

Table 1 illustrates the distributed normality of each factor with the respective significance level. 

Our factors are normally distributed, which can be seen in the Kolmogorov-Smirnov because our study is 

a small sample size study (Bortz & Schuster, 2010). Two factors show a very strong tendency to be 

normal distributed when we assessed the histograms, which would be the case in a larger sample size 

according to Ross (2010) and Cooper, Hedges and Valentine (2009). We have chosen to use the pre-

installed settings for significance level of 95%. 
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Table 1 Test of normality 

 

T-test 

In order to show the distribution of our data we have analyzed the absolute means through an 

independent sample t-test (Ross, 2010). This shows the frequency of the data collected and basically how 

our respondents have spread of the given response scale. The following preconditions needed to be 

fulfilled in order to be able to conduct a t-test. This has been the case since we used an interval scale, our 

factors were normally distributed and the Levene’s test showed variance homogeneity of our two groups 

(OBC and NOBC) (Schnell, 1993).  

 

Cronbach’s Alpha 

Further, one of the most used internal reliability test is named Cronbach’s Alpha and ranges from 

1.0, which is perfect internal reliability to 0.0, which is no internal reliability (Bryman, 2012). According 

to Lee and Kim (1999) a Cronbach’s Alpha nearby 0,65 is a sufficient number for internal consistency. 

Our research shows a Cronbach’s Alpha between 0.66 and 0.915 of all factors implying that all factors are 

internally reliable. 

 

Correlation  

In order to see if two variables have a relationship to each other, we used a bivariate analysis 

through a correlation. It provides us with an indication of the variation in one variable corresponds with 

the variance in the second variable. To test if there is a strong relationship between the two variables, a 

number of methods can be used. When the sample is normally distributed one of the most robust tests is 

Pearson’s test. According to Bryman (2012) it is only possible to use Pearson’s test of correlation when 

both variables are of the same type scale (interval/ratio). The preconditions for the correlation have been 
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fulfilled through the usage of interval scale, a normal distribution of all factors, linearity and significance 

of the results.  

 

Z-score 

In order to see if there were any significant differences between our two groups, online bank 

consumers and non- consumers, we have recalculated our correlation coefficients to z-scores. The z-score 

is a standardized measurement for comparing correlation results (Pallant, 2010).   

 

Regression   

We have performed regression analysis to be able to accurately estimate the relationship between 

our factors and dependent variables. This analysis has been done through a linear regression between all 

the independent variables and the dependent ones. Furthermore, each of these regressions were conducted 

with the selected cases of group OBC respectively NOBC and then lastly we run the same analysis with 

the whole aggregated sample. The preconditions for the regression analysis have also been fulfilled as our 

questionnaire used interval scales, which predict the usage of a linear regression analysis.  
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4 Results 
n the chapter three, we described the applied tests and statistical techniques, which illustrate that a 
homogenous distribution exists between the two different groups online bank consumers (OBC) and 

non-online bank consumers (NOBC). This chapter is engaged in displaying the different test results. First, 
we conducted the descriptive statistical analysis with the t-test, absolute mean and standard deviation 
values of the different factors. In the following section we test our statistical hypotheses, which have been 
constructed by the factors identified earlier and divided into independent and dependent variables. These 
are either supported or rejected according the significance of the correlations between independent and 
dependent variable. The inter-group comparison of online bank consumers and non-consumers is done 
through the z-score test. A regression analysis with the respective R2- test facilitates us to analyze the 
explanatory power of each independent variable. These results are explicitly interpreted and discussed in 
next chapter.  

4.1 Descriptive statistical analysis 
The data has been tested through the Levene’s test indicating that the groups, OBC and NOBC, are 
homogenously distributed. The test of normality reveals that all the factors are normally distributed 
according to the Kolmogorov- Smirnov. After the data is positively tested for its reliability through the 
Cronbach’s alpha test, the descriptive statistical analysis follows. It reveals results of the absolute mean 
(M) and standard deviations (SD) for all factors for the entire sample as well as for OBC and NOBC.  
 

The absolute mean (M) and standard deviation (SD) for the entire sample is illustrated in the table 

2. In order to be able to compare M and SD with each other, we split the sample into two groups OBC and 

NOBC. The M depicts the averages responses of the entire sample (122) for each factor (Ross, 2010). 

Hence, it is INQ that possesses the highest M among all factors. The SD further portrays the variation of 

our respondents to the M. PSP has the lowest variance among our respondents’ replies (Ross, 2010).  

 

 
Table 2 Descriptive statistics analysis results 

 

I 



 Enhancing trust online Martin & Jonasson 
 

University Linköping 2014   44 

The t-test shows (Table 3) that M of the factor INTRU is similar, while the SD between the two 

groups OBC’s M= 3.2540, SD = 0.97351 and NOBC’s M= 3.2457, SD = 1.21710 differs. The t-test’s 

value of INTRU is t(118) = 0.042, p = 0.967, which is very weak, hence not significant. The insignificance 

illustrates that there is no difference between the groups in their judgments about INTRU. The M and SD 

for factor TRU is different between these groups OBC’s M = 3.7298, SD = 1.00745 and NOBC’s  

M = 3.3851, SD = 1.06213. The t-test’s value of TRU is t(118) = 1.825, p = 0.071, implying that difference 

between the two groups in the judgments about TRU is just above the significance level. Hence, there 

exists a tendency to differential judgments between those two groups.  

For the factor RIS OBC’s M = 2.7419, SD = 1.01824, whereas NOBC’s M = 3.2155, SD = 

1.02859. The t-test’s value of RIS is t(118)= -2.534, p = 0.013, which is significant. The significance depicts 

that a difference in the perception of RIS between the two groups exists.  

  

 
Table 3 T-test results 

 

4.2 Hypotheses testing  
Our study is conducted to test the correlations between website factors and the concepts of trust and risk 
on an online bank website. In the theoretical framework, we stated several hypotheses, which are tested 
here.  
 

First, the entire sample of 122 respondents is used. In order to investigate the differences of 

judgments between OBC (62) and NOBC (58), we compared those correlations as well. Here, the sample 

is split into those groups. The assessment of the correlations between the depended and independent 

variables shows the correlations coefficients with regard to their significance level. The figures 10,11 and 

12 are visualizing the findings at the end of this section.  

According to (Taylor, 1990) a correlation above ± 0.9 is very strong, above ± 0.68 is strong and 

between ± 0.67 and ± 0.36 is moderate. Everything below ± 0.35 is weakly correlated.  
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Hypothesis 1a: 

H0: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is not affected by 

familiarity (FAM). 

H1: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is positively affected 

by familiarity (FAM). 

 

H0 is rejected for the entire sample since there is a weak correlation between TRU and FAM  

r = 0.282, n = 122, p. < 0.05 given, which supports H1. However, in the case for OBC H1 is rejected by  

r = 0.122, n = 62, n.s., which supports H0 . H1 is being moderately supported by NOBC r = 0.427,  

n = 58, p < 0.01.  

 

Hypothesis 1b: 

H0: Users’ judgments regarding the riskiness (RIS) of an online bank website is not affected by familiarity 

(FAM). 

H1: Users’ judgments regarding the riskiness (RIS) of an online bank website is negatively affected by 

familiarity (FAM). 

 

The entire sample rejects H1 at r = -0.062, n = 122, n.s. The correlation of the OBC r = -0.048,  

n = 62, n.s. and NOBC r = -0.029, n = 58, n.s. are coherent with the entire sample and reject also H1. In all 

three cases, H0 is supported implying that there exists no significant correlation between FAM and RIS.  

 

Hypothesis 2a:  

H0: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is not affected by the 

presence of third party seals (TPS).  

H1: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is positively affected 

by the presence of third party seals (TPS).  

 

In all three cases H0 is rejected as H1 is moderately supported. In the case of the entire sample the 

correlation is significant at r = 0.553, n = 122, p < 0.01. Both of the groups also support H1, for OBC  

r = 0.554, n = 62, p < 0.01 and for NOBC r = 0.559, n = 58, p < 0.01.  
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Hypothesis 2b:  

H0: Users’ judgments regarding the riskiness (RIS) of an online bank website is not affected by the 

presence of third party seals (TPS). 

H1: Users’ judgments regarding the riskiness (RIS) of an online bank website is negatively affected by the 

presence of third party seals (TPS). 

 

H0 is rejected since H1 is weakly supported at r = -0.346, n = 122, p < 0.01 by the entire sample. 

OBC also supports H1 at r = -0.469, n = 62, p < 0.01 implying that there is a moderately correlation 

between TPS and RIS. NOBC has no correlation between TPS and RIS at r = -0.238, n = 58, n.s., which 

supports H0 and rejects H1.  

 

Hypothesis 3a:  

H0: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is not affected by 

high information quality (INQ). 

H1: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is positively affected 

by high information quality (INQ). 

 

H1 is strongly supported by the entire sample at r = 0.839, n = 122, p < 0.01. Both groups OBC  

r = 0.840, n = 62, p < 0.01 and NOBC r = 0.850, n = 58, p < 0.01 also strongly support H1. This implies 

that there exists a relationship between the INQ and TRU, while H0 is rejected in all three cases.  

 

Hypothesis 3b: 

H0: Users’ judgments regarding the riskiness (RIS) of an online bank website is not affected by high 

information quality (INQ). 

H1: Users’ judgments regarding the riskiness (RIS) of an online bank website is negatively affected by 

high information quality (INQ).  

 

In all three cases, H1 is supported showing the existence of significant correlations between RIS 

and INQ. The entire sample moderately supports H1 at r = -0.453, n = 122, p < 0.01, OBC at r = -0.534,  

n = 62, p < 0.01 and NOBC at r = -0.369, n = 58, p < 0.01. H0 is rejected in all three cases.  
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Hypothesis 4a:  

H0: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is not affected by the 

users’ disposition of trust (UDT). 

H1: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is positively affected 

by the users’ disposition of trust (UDT). 

 

H1 is moderately supported by the entire sample at r = 0.402, n = 122, p < 0.01. OBC rejects H1 at 

r = 0.245, n = 62, n.s. and NOBC moderately supports H1 at r = 0.546, n = 58, p < 0.01. The results show 

that the entire sample and NOBC reject H0, while OBC supports H0.  

 

Hypothesis 4b:  

H0: Users’ judgments regarding the riskiness (RIS) of an online bank website is not affected by the users’ 

disposition of trust (UDT). 

H1: Users’ judgments regarding the riskiness (RIS) of an online bank website is negatively affected by the 

users’ disposition of trust (UDT). 

 

In all three cases H0 is supported implying that H1 is rejected. For the entire sample at r = -0.032,  

n = 122, n.s., for OBC at r = -0.018, n = 62, n.s. and for NOBC at r = -0.054, n = 58, n.s. It shows that 

there exists no significant correlation between UDT and RIS.  

 

Hypothesis 4c:  

H0: Users’ intuitive trust judgments (INTRU) is not affected by the users’ disposition of trust (UDT).    

H1: Users’ intuitive trust judgments (INTRU) is affected by the users’ disposition of trust (UDT).    

 

The results show that there is a significant relationship between UDT and INTRU. H1 is weakly 

supported by the entire sample at r = 0.297, n = 122, p < 0.01, which rejects H0. Both groups reject H0 as 

well while weakly supporting H1 OBC at r = 0.322, n = 62, p < 0.05 and NOBC at r = 0.294, n = 58,  

p < 0.05.  
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Hypothesis 5a: 

H0: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is not affected by 

positively website reputation (REP). 

H1: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is positively affected 

by positively website reputation (REP). 

 

H1 is moderately supported since there exists a correlation between REP and TRU for the entire 

sample at r = 0.582, n = 122, p < 0.01. This is also true for the two groups where OBC moderately 

supports H1 at r = 0.558, n = 62, p < 0.01 and NOBC at r = 0.593, n = 58, p < 0.01. H0 is rejected in all 

cases. 

 

Hypothesis 5b: 

H0: Users’ judgments regarding the riskiness (RIS) of an online bank website is not affected by the 

positively website reputation (REP). 

H1: Users’ judgments regarding the riskiness (RIS) of an online bank website is negatively affected by the 

positively website reputation (REP). 

 

The entire sample and the two groups reject H0, while supporting H1. The entire sample weakly 

correlates REP to RIS at r = -0.291, n = 122, p < 0.01 while OBC weakly relates it at r = -0.305, n = 62,  

p < 0.05 and NOBC at r = -0.261, n = 58, p < 0.05.  

 

Hypothesis 6a: 

H0: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is not affected by 

perceived presence of privacy protection (PPP). 

H1: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is positively affected 

by perceived presence of privacy protection (PPP). 

 

H1 is moderately supported by the entire sample at r = 0.597, n = 122, p < 0.01. The OBC 

moderately supports H1 at r = 0.534, n = 62, p < 0.01 and NOBC at r = 0.638, n = 58, p < 0.01 as well. H0 

is rejected in the three cases.  
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Hypothesis 6b: 

H0: Users’ judgments regarding the riskiness (RIS) of an online bank website is not affected by the 

perceived presence of privacy protection (PPP). 

H1: Users’ judgments regarding the riskiness (RIS) of an online bank website is negatively affected by the 

perceived presence of privacy protection (PPP). 

 

The entire sample and the two groups reject H0. H1 is moderately supported by the entire sample at 

r = -0.660, n = 122, p < 0.01 implying that there exists a negative relationship between PPP and RIS. OBC 

strongly supports r = -0.707, n = 62, p < 0.01 and NOBC moderately r = -0.594, n = 58, p < 0.01 H1 as 

well.  

 

Hypothesis 7a: 

H0: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is not affected by 

perceived presence of security protection (PSP). 

H1: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is positively affected 

by perceived presence of security protection (PSP). 

 

H1 is strongly supported by the entire sample at r = 0.766, n = 122, p < 0.01 implying that there 

exists a positive significant correlation between TRU and PSP. Both groups OBC r = 0.801, n = 62,  

p < 0.01 and NOBC r = 0.721, n = 58, p < 0.01 strongly correlate TRU with PSP as well, while supporting 

H1. The results show that H0 is rejected in all the cases.  

 

Hypothesis 7b: 

H0: Users’ judgments regarding the riskiness (RIS) of an online bank website is not affected by the 

perceived presence of security protection (PSP).   

H1: Users’ judgments regarding the riskiness (RIS) of an online bank website is negatively affected by the 

perceived presence of security protection (PSP).   

 

The entire sample r = -0.653, n = 122, p < 0.01 strongly correlates PSP to RIS, which supports H1 

and rejecting H0. Both groups OBC r = -0.623, n = 62, p < 0.01 and NOBC r = -0.620, n = 58, p < 0.01 

also moderately supporting H1 and rejecting H0. This implies that there is a significant negative correlation 

between RIS and PSP given.  
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Hypothesis 8a: 

H0: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is not affected by 

their intuitive trust judgments (INTRU). 

H1: Users’ judgments regarding the trustworthiness (TRU) of an online bank website is positively affected 

by their intuitive trust judgments (INTRU). 

 

The entire sample moderately correlates INTRU to TRU r = 0.659 n = 122, p < 0.01. It supports 

therefore H1. OBC r = 0.694, n = 62, p < 0.01 and NOBC r = 0.658, n = 58, p < 0.01 confirm the entire 

sample while supporting H1 as well. Every case rejects H0.  

 

Hypothesis 8b: 

H0: Users’ judgments regarding the riskiness (RIS) of an online bank website is not affected by their 

intuitive trust judgments (INTRU). 

H1: Users’ judgments regarding the riskiness (RIS) of an online bank website is negatively affected by 

their intuitive trust judgments (INTRU). 

 

H1 is weakly supported by the entire sample r = -0.303, n = 62, p < 0.01 implying a significant 

negative correlation between INTRU and RIS. OBC at r = -0.391, n = 62, p < 0.01 and NOBC at  

r = -0.279, n = 58, p < 0.05 weakly support H1. H0 is rejected in every case.  
 

 
Figure 10 Correlation results - entire sample (122) 
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Figure 11 Correlation results - OBC (62) 

 

 
Figure 12 Correlation results - NOBC (58) 
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4.3 Inter-group comparison 
After illustrating the correlations between the independent and depended variables for the entire sample 
as well as for the two groups a standardized comparison between the groups’ correlations is further 
essential.  
 

Computing the z-scores reveals the significance of the differences between two groups OBC and 

NOBC. A significant difference is given if the z-score is zobs ≤-1.96 or 1.96 ≤ zobs (Pallant, 2010). The 

results of the z-score calculations are visualized in the table 4.  

 

 
Table 4 Z-score test results 

The results show that there are no significant differences between the groups existing in the factor 

since z- scores are within the boundaries of zobs ≤-1.96 or 1.96 ≤ zobs. This seems also the case where one 

group significantly relates and the other not significantly relates one factor to a dependent variable, as it is 

the case for FAM and UDT.   

4.4 Regression analyses 
The tested correlations regarding the hypotheses are essential for our study and need to be tested for 
generalizing purposes. This is due to the small number of respondents of our study. The regression 
analysis is needed in order to investigate the extent to which the dependent variable changes if the 
independent variable changes (Ross, 2010).  
 

The results of the regression analyses for the entire sample as well as for each group are 

summarized in the table 5. The R2 values illustrate the extent to which the dependent variable can be 

explained by the correlation to the independent variable (Ross, 2010). According to Ross (2010) R2 values 

<0.20 are weak while <0.50 medium and >0.50 is a strong explanatory potential given. Differences 

between the groups OBC and NOBC as well as the entire sample are specified in the table 5.  
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Table 5 Regression analysis results 

 

The respective significance of each regression is stated in the table 5 displaying the 

meaningfulness of the R2 values. The Standard error values are the standard deviation of the distribution 

of the sample. These values are further stressed, which range from .058 to .137 with regard to the R2 and 

significance level. The B value is further illustrated demonstrating how strong the variance of 1 of the 

independent variable affects the dependent variable (Ross, 2010).  

 

To sum it up, the above-illustrated results provide us with the foundation to interpret and discuss our 

findings in next chapter. We therefore utilize the values from the respective tests of the t-test, mean, 

correlation analysis, z-scores as well as the R2 values of the regressions analyses.  
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5 Discussion 
n this chapter, we discuss the empirical findings of the analyzed data from the previous chapter. Figure 
13 illustrates the structure of this chapter. In the first section we are discussing the relationships 

between the website interaction factors and the concepts trust and risk. Through connecting the empirical 
findings with the literature findings, we interpret the differences and/ or similarities. Each factor is 
discussed and aligned to the literature findings. Our findings are further summarized and illustrated in the 
figures 14 and 15 at the end of the first section. In the last paragraph of the first section, we explain our 
findings of the intuitive trust judgments through relating it to the above-discussed psychology judgments 
theory. The findings are depicted in the figures 16 and 17. In the second half of this chapter, we provide a 
broader discussion of our main findings regarding the issue of online bank adoption.  
 

 
Figure 13 Structure of the discussion chapter 

 

5.1 Interpreting the findings 
In this section, we interpret the factors’ correlation to the concepts of trust, risk and intuitive trust 
judgments. The results are interpreted while connected to existing literature findings of related concepts.  
 

First, our study is concerned about factors, which affect the judgments of users regarding an 

online bank website’s trustworthiness. The overall evaluation of the trustworthiness of the website by all 

our users shows that over 60 percent trusted the exemplified online bank website. Between online bank 

consumers and non-consumers exists no significant difference in their judgments about the 

trustworthiness.  

I 
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Second, the results also reveal findings about what factors support users to reduce their judged 

riskiness. The overall impression of our users shows that nearly a half judges the website as more risky 

while the others. A significant difference between online bank consumers and non-consumers illustrates 

that users, who are non-consumers, are likely to judge the exemplified online bank website as risky.  

5.1.1 Familiarity (FAM) 

Familiarity shows a very weak positive relationship with trust. Our finding can be interpreted 

controversially to earlier conducted research. Luhmann (1988) reveals that familiarity has a strong impact 

on trust. This is further emphasized by Gefen (2000) who stresses that familiarity builds trust and in the 

extension leads to higher online purchase rates.  

Familiarity is based on previous experiences with the website. Hence, the more familiar the users 

are with the website the likelier it is that they judge it as trustworthy (Yoon, 2002). Our study engages 

users who have had not enough adequate experiences with the exemplified online bank website. The 

findings are coherent which particularly becomes clear by the low mean of familiarity. According to 

Luhmann (1988), familiarity can generate trust when experiences are positive, but also reduces trust when 

the experiences are negative. Our study relies on users, who showed a possible lack of experience of the 

exemplified website, therefore, trust is neither enhanced nor reduced by this factor. Furthermore, the two 

groups do not show any differences in their judgments regarding the familiarity of the website implying 

that experiences with other online bank websites do also not influence the familiarity. 

 Familiarity and trust are two concepts, which both reduce complexity. Familiarity creates 

structure in the consumers’ mind while trust enables users to create expectations regarding the actions of 

others (Gefen, 2000). This forces users to rely on other factors affecting trust since they do not have a 

familiar pre-structure in their mind.  

Furthermore, familiarity can be seen as a precondition for intuitive judgments formation since it 

facilitates category-based (representativeness) heuristics, which is used by intuition (System 1). As in our 

study, the users have seldom or never used the exemplified online bank website before they might have 

formed their intuitive judgments under holistic hunch (Miller & Ireland, 2005). It is possible that they are 

not knowledgeable about the concept of the online bank and its website’s structure, hence searching items, 

products and information can be perceived as difficult for them.  

 

Our results show that familiarity does not have a risk lowering effect to our users about the 

website. Yoon (2002) points out the importance of familiarity, which supports the users in their judgments 

regarding trust to e-commerce stores. Das and Teng (2004) and Eiser, Miles and Frewer (2002) argue that 

there is a relationship between trust and risk but the exact connection remains unclear. This supports the 
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assumption that there is an indirect relationship between familiarity and risk. However, one possible 

explanation to the non-existing relationship can be that our users do not have in-depth knowledge of the 

specific online bank or its conception. Together, this causes the low explanatory potential results for 

familiarity in our study.  

 

Luhmann (1988) argues that familiarity is a concept, which occurs in the world when individuals 

interpret things that they recognize. Trust can be the response to the issue of risk and trust can only be 

achieved in a somewhat familiar world. In our study, the users have a tendency to low familiarity towards 

the exemplified online bank website. This is connected with their experience level of both the concept of 

online banks and the exemplified website.  

5.1.2 Presence of third party seals (TPS) 

The results regarding third party seals show that the relationship to trust is moderate positive. This 

implies that our users are positively affected by the existence of these assurances on the website. 

Sztompka (1999) argues that it is easier to trust something, which has been tested by others before. 

Further, Wu, Hu and Wu (2010) stress that providing seals on a website increases the users’ willingness to 

trust the website. This is also the case for online banks where institutional guarantees play a role (Yap et 

al., 2010). Earlier studies show that the presence of third party seals in e-commerce has a positive effect 

on trust, which is concurrent with our study on online banks. Hence, users tend to be skeptical with 

initiating an online relationship, but third party seals positively affect that (Beldad et al., 2010; McCole, 

Ramsey & Wiliams, 2010).  

The underlying idea of third party seals is to ease the judged riskiness in the relationship so that 

the users feel less vulnerable (Kim, Sivasailam & Rao, 2004). The third party seals are used for assurance 

of the service delivery process and the capability of the organization to provide the right level of quality to 

the users (Snellman & Vihtkari, 2003). Besides the service quality, the size of the online banks can further 

cause users to feel suppressed and, therefore, third party seals can be important instruments to increase the 

users’ trust in this B2C relationship. Our study shows that 62 percent of our users are positive towards 

third party seals, lower than earlier studies (Kim et al., 2004). Though, according to Kirlappos, Sasse and 

Harvey (2012), there is a large misuse of third party seals currently, which diminishes their impact on 

trust.  

 

 Furthermore, presence of third party seals is weak negatively related to judged riskiness for users 

in our research, whereas existing literatures show that third party seals play a prominent role for reducing 

risk (Beldad et al., 2010; McCole et al., 2010). A reason for this could be that outsiders, institutions 
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evaluate websites and their services since they have experienced the reliability and credibility of the 

promises made. However, users additionally need to trust these institutions or individuals’ correctness of 

their evaluations and also the correctness of those seals. Misconceptions and misuses of third party seal in 

Germany are an underlying issue of trusting those third party seals (Kirlappos et al., 2012; Pennanen, 

2011, Dzeyk, 2005). The results are coherent for both groups (online bank consumers and non-consumers) 

as no difference in their judgments about third party seals is significantly recognized.  

5.1.3 Information quality (INQ) 

The results from our study illustrate that our users highly value information quality, as the overall 

perception is positive by 80 percent of the users. The strong positive correlation between trust and 

information quality is coherent with the strong explanatory potential. These findings confirm the existing 

literatures’ findings (Flanagin, Metzger, Pure, Markov & Hartsell, 2014; Zhou, 2011; Gu, Lee & Suh, 

2009; Zahedi & Song, 2008). They state in their researches, that the quality of the provided information 

plays a crucial role in the judgments of trustworthiness towards the website and the company. An 

underlying reason can be that accurate information is one of the few cues users can rely on online. This is 

particularly true for our study where the chosen online bank is unknown to our users. The high extent to 

which trust is explained by information quality implies that it is one of the evaluation criteria for our users. 

This is due to them judging the trustworthiness of the website and its services by the perceived credibility 

of the provided information Zhou (2011). As there are no differences between online-bank consumers and 

non-consumers, it illustrates that information quality does not lose its importance due to experiences 

within similar situations. This also holds true for the relationship between risk and perceived information 

quality.  

Perceived information quality shows a moderate negative relationship towards the judged 

riskiness in our study. This is compared to Kim et al.’s (2008) study contradicting since they do not find 

any relationship between these two factors. This further suggests that low information quality in the case 

of online bank websites leads to higher judged riskiness for this website. According to Lee (1998) low 

information quality results in monetary losses if the consumer acts according to wrong information. 

However, despite the result that information quality has a significant effect on users’ risk judgments, it 

shows twice as big impact on trust. One possible reason behind the relationship can be that users wish to 

perceive information as accurate and complete, otherwise they judge it as risky. As they judge indirectly 

the online banks’ competences through the perceived information quality (Beldad et al., 2010).  
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5.1.4 Users’ disposition to trust (UDT) 

Users’ disposition to trust has a moderate positive effect on the trustworthiness of online bank 

websites. The mean of users’ disposition to trust reveals that our users have a moderate disposition to trust 

implying that they are likely to hesitate in trusting others. This is confirming with the literature as it states 

that the personality, background and experiences influence the trustworthiness judgments of users (Li, 

Jiang & Wu, 2014; Kumar et al., 2012; Teo & Liu, 2007).  

Gefen (2000) points out that the disposition to trust is important for users since they initially enter 

a website while judging its trustworthiness. The comparison of the online bank consumers and non-

consumers shows further no significant difference in the correlation analysis. This is implying that 

experiences with a website cannot be the determinant for users’ disposition to trust to judge the website’s 

trustworthiness (Grabner-Kräuter & Faullant, 2008). The findings further illustrate that users’ disposition 

to trust explains trust only to a small extend showing that disposition to trust is a multi-fascinated concept. 

(Gefen, 2000). Kumar et al. (2012) argue that the complexity of the concept roots in subjective nature 

since each individual is differently willing to trust and to judge trustworthiness differently.  

 

The results reveal that there exists no relationship between users’ disposition of trust and risk. 

This means that users’ willingness to trust does not influence how they judge risk in the online 

environment. A possible explanation can be that users’ disposition to trust is directly associated to trust 

hence indirectly to risk. The explanatory potential demonstrates further that disposition to trust does not 

influence the risk judgments of users. McKnight et al. (2003) point out that disposition to trust is not 

related to low/ medium level of risk. This complements the findings of our study, as the overall risk is 

judged moderately while no relation between risk and disposition to trust is found.  

5.1.5 Positive website reputation (REP) 

The effect of positive website reputation of the online bank website towards trust is moderate 

positive in our study. This is partially coherent with the recent literature since they emphasize on a strong 

relationship between positive website reputation and trust (Casaló, Flavián and Guinalíu, 2007; Koufaris 

& Hampton-Sosa, 2004; Jarvenpaa et al., 2000). The results further show that reputation explains trust by 

one third. It also confirms with the literature, as Flanagin et al. (2014) state that one prerequisite for a 

positive effect of positive websites reputation is the knowledge about the owners brand and reliability of 

the services. The users of our study are rarely familiar with the website’s reputation, hence they assume a 

moderate reputation of the website.  

The moderateness of the mean and of the relationship results from two reasons. First, it may be 

positively influenced by the provided information about the owner’s brand of the online bank. Second, it 
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may be negatively influenced by the lack of necessary knowledge about the website. Since no significant 

difference between online bank consumers and non-consumers is found, experiences with another online 

bank website does not affect the perception of this factor. This is confirming with Barbagallo, Cappiello, 

Francalanci and Matera (2011) as they point out that the judgments about a website’s reputation is 

independent from prior experiences. 

 

The online bank website reputation is weakly negatively related to the judged riskiness by our 

users. The low explanatory potential of website reputation in relation to risk further underlines the weak 

relationship between those two concepts. Existing literature stresses that reputation has a negative 

influence on risk judgments (Li, 2013; Flanagin et al., 2014; De Alfaro, Kulshreshtha, Pye & Adler, 2011; 

Resnick, Kuwabara, Zeckhauser & Friedman, 2000). The weak negative relationship is due to the reason 

that our study focuses on non-consumers of our exemplified online bank website while the literature 

focuses on experienced consumers with a particular website (Kim et al., 2008). The majority of our users 

enter this online bank website for the first time and can only assume the reputation about this website from 

their just-gained experiences and impressions (Lin, 2008).  

5.1.6 Perceived privacy protection (PPP)  

The factor perceived privacy protection shows a moderate positive relationship towards trust. This 

is coherent with the literature (Featherman, Miyazaki & Sprott, 2010; Flavián & Guinalíu, 2006). They 

stress that the relationship between perceived privacy protection and trust is directly related. The moderate 

positive impressions of our users towards the perceived privacy protection underline this correlation. The 

analysis of the different groups shows that there exists no significant difference between their perception 

implying that the perception of privacy protection may only result from website-specific assessments 

rather than from prior experiences (Nissenbaum, 2011).  

The extend of explanatory potential of perceived privacy protection to trust is indicating that 

perceived privacy protection is one important factor to explain trust in the online bank context. Perceived 

privacy protection on an online bank website is a necessity in order to attract users to become actual 

consumer (Hoffman et al., 1999). This is due to the daily banking business works with sensitive consumer 

information, which need to be handled in the proper manner. If users do not believe that the online bank 

has the proper policies for handling personal information this leads to reduced trust towards the online 

bank (Nissenbaum, 2011).  

 

Perceived privacy protection is the factor that has the strongest relationship with risk in our study. 

The explanatory power of perceived privacy protection to risk reflects the moderate negative relationship. 
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A possible explanation to why perceived privacy protection is not showing a stronger relationship with 

risk can be that the exemplified online bank website has been perceived as being aware of privacy 

protection by about 60 percent of our users. 

The factor is investigating how well privacy concerns are handled on the online bank website and 

how well it facilitates our users to reduce their judged riskiness (Featherman et al., 2010; Dzeyk 2005). 

Culnan and Armstrong (1999) discuss the growing issue of privacy and security concerns in online 

banking businesses. The concern about the privacy protection is a recently discussed topic in the German 

society (BSI, 2014). Current data retrieval-scandals in Germany intensify the need for perceived privacy 

protection. The findings in our study further reflect that these factors are central when users are judging 

the risk of an online bank website (Aiken and Bousch, 2006). This also holds true for both online bank 

consumers and non-consumers since there exists no significant difference between the two groups.  

5.1.7 Perceived security protection (PSP) 

Perceived security protection has in our study a strong positive relationship with trust which 

means that users highly associate security features with the trustworthiness of the website. The moderate 

overall impression illustrates that further. This is confirming with earlier studies (Swaminathan, 

Lepkowska-White & Rao, 1999; Zellweger, 1997) revealing that security concerns remain a top hindrance 

for adoption from new users. They do not engage in a relationship where the counterpart is perceived as 

opportunistic and does not manage to ensure the security aspect. One reason can be that German users are 

more aware of the threats, which they face online since media have been stressing this issue in Germany 

(BSI, 2014). Here, no differences between online bank consumers and non-consumers are identified 

implying that past experiences do not seem to play a role in perceiving an online banks security 

protection.  

Furthermore, online bank website users tend to like the feeling that their money and information is 

secure which most likely is a response towards the fact that there has been occasions of unauthorized 

access to both money and information (Littler & Melanthiou, 2006). Since online banks are only active in 

the Internet there is an increased desire for the same feeling among users of an online bank website. 

However, this can be harder to achieve since no single organization or person has complete control over 

the Internet which makes the virtual marketplace more risky comparing to a physical one (Hoffman et al., 

1999). Despite the potential difficulty with assurance of security online, the results from our study reveal 

that it moderately explains trust on the exemplified online bank website. 

 

Perceived security protection is moderate negatively related to the judged riskiness of our users, 

which is confirming with the existing literatures (Swaminathan et al., 1999; Zellweger, 1997). The 
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moderate explanatory power of perceived security protection to risk also emphasizes this moderate 

correlation. According to the low mean of the risk judgments, our users have not judged a high riskiness 

and therefore may not seek for high security protection. This could either imply that the exemplified 

online bank website is not judged as risky due to implemented security protection tools by the online bank 

website or the users judge no particular risk at the particular situation. The latter may be true due to the 

fact that our users are engaged in a hypothetical investigation, which may have affected their risk 

judgments.  

Swaminathan et al. (1999) argue that providing financial information on the website tends to 

increase the judged riskiness. Users want to perceive a sense of security when they have to provide such 

information, an action that our users do not have to perform in our study. Lee (2009) discusses on a more 

general level and stresses that users’ intention to use online bank services is negatively affected by the 

risk, but positively from the expected benefits and ease of usage. Miyazaki and Fernandez (2001) show 

that there is a relationship between Internet experiences and the level of judged riskiness, which should 

imply that more experienced users have a higher trust level and therefore a higher adoption rate. However, 

our study does not show any significant differences between online bank consumers and non-consumers, 

which implicates that previous experiences are not important in terms of judging an online bank website.  

 

The above-interpreted results are summarized in the figures 14 and 15. Here, the visualizations 

depict the strength of the relationships between the factors and the concepts trust (Figure 14) and risk 

(Figure 15).  

 

 
Figure 14 Correlation results – trust 
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Figure 15 Correlation results – risk 

 

Last, our study is concerned about the relationship of intuitive trust judgments (INTRU) to the 

users’ judgments about the trust and risk of the online bank website. The relationship between users’ 

disposition to trust and intuitive trust judgments is also tested. The findings of the data analysis are 

visualized in Figures 16 and 17. The overall intuitive impression about the online bank website shows that 

about half of our users intuitively judge it as trustworthy. Here, no significant difference between online 

bank consumers and non- consumers is found. But the results illustrate that online bank users are judging 

a higher trustworthiness of an online bank website after considering the websites’ content. This may be 

due to prior experiences, which supports their trust judgments under reasoning.  

5.1.8 Users’ disposition to trust (UDT) 

The results about the relation between users’ disposition to trust and intuitive trust judgments 

show that those are weakly positively related to each other whereas no significant difference between the 

two groups exists (Figure 17). This indicates that other factors influence the intuitive trust judgments. It 

can be that users’ experiences are inadequate for these specific circumstances. According to Kim et al. 

(2008); Kramer (1999); McKnight, Cummings and Chervany (1998) users’ disposition to trust is 

depending on personality, previous experiences, culture and background. Those influence users’ 

judgments when relying on intuition (System 1). Our findings show that experiences are not influencing 

the disposition to trust, as online bank consumers and non-consumers’ intuitive trust judgments are not 

significantly different.  
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5.1.9 Trust (TRU)  

The relationship between intuitive trust judgments and trust is moderate positive (Figure 16). 

Zhou (2011) stresses that the intuitive trust judgments about trust is important in the online environment 

since these transactions are characterized as risky. The analysis of the mean reveals that there are 

differences between the groups, online bank consumers and non-consumers, in how they change their 

judgments after considering the websites’ content. Website users, who are online bank consumers of 

another online bank, change their judgments positively regarding the trustworthiness after reading and 

examining the website thoroughly. This indicates that they reconsider their intuitive judgments under 

System 1 while detecting possible errors or shortcuts. Zhou (2011) argues that website users intuitively 

rely on website quality, such as information and content quality if previous experiences are limited. This is 

also shown in our research for online banks where information quality is the strongest factor of trust. 

However, our non-online bank consumers show a marginal increase in the same measure indicating that 

they tend to remain with their intuitive judgments regarding the trustworthiness of the online bank 

website. This could either mean that they do not see any reason for changing their intuitive judgments 

under reasoning (System 2) or they basically form more heuristic judgments under intuition while 

reasoning fails to adjust after considering the content. The latter possibility is due to laziness and/ or 

biasedness of reasoning regarding intuition’s intuitive assessment according to Kahneman (2003).  

5.1.10 Risk (RIS) 

The factor intuitive trust judgments is weakly negatively related with risk indicating that our users 

do not intuitively believe themselves in a risky situation (Figure 16). Hence, they do not feel the need to 

make trust judgments under reasoning (Grabner-Kräuter & Kaluscha, 2003). It means that our website 

users most likely make their trust judgments under intuition where possible mental shortcuts influence 

their judgments towards risk as well as trust of the online bank website. This is confirming Kahneman 

(2003) who states that individuals tend to form judgments in risky situations with regard to reasoning. 

They do not solely rely on the assessment of intuition as they are aware of its possible shortcuts.  

5.1.11 Intuitive trust judgments 

Our study further emphasizes on the formation of trust judgments by website users. The findings 

demonstrate how users in our study form their trust judgments of an online bank website. We find that our 

users equally judge the websites’ trustworthiness through the “moment-of-truth” -experience when they 

initially enter the online bank website. This is due since the trust judgments under reasoning slightly 

differs from the intuitive judgments implying that our users tend to rely on their first impression. Thus, the 

users’ intuitive trust judgments affects how they perceive the overall trustworthiness of this website. Here, 

we can see a tendency that online bank consumers increased their reasoned trust judgments more than the 
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non- consumers. This may be due to the fact that online bank consumers have more knowledge of how a 

trustworthy online bank website should look like.  

A reason may be that our users do not judge a high riskiness on the website, therefore, they fail to 

activate the effortful reasoning. Other reasons could be caused by an either correct perceived intuition or 

by overconfidence heuristic, where reasoning does not lead to changing but to approving the intuitive 

judgments (Braisly & Gellatly, 2012; Sternberg, 2009). As Kahneman (2011) points out the importance of 

questioning the intuitive trust judgments through processing available information and cues but the users’ 

readiness to make the effort influences this process. The readiness of our website users who are non-

consumers of an online bank might not be as given as for the others, due to the fact that online bank 

consumers might be hindsight biased in their judgments due to their personal experiences of online bank 

websites (Sternberg, 2009).  

Last, a reason for why examining the provided information, privacy and security protection has a 

minor influence on our website users’ final judgments, may be rooted in the confirmation bias. Here, our 

website users form their trust judgments intuitively while reasoning helps them to confirm their intuitive 

judgments. They tend to search for information, which underline their positive or negative intuitive 

judgments. Controversial information are ignored or weakly considered. Our users tried to find 

information, which fit their impression (Sternberg, 2009). This is confirming the first impression theory as 

it stresses the importance of this initial moment (Lindgaard & Whitfield, 2004). Weber, Malhotra and 

Murnigham (2005) further argue that if users trust the other party in a transaction, the judgments become 

irrational since feelings and perception come in the way of reasoned thinking. This gives room for the 

interpretation that low trust levels are needed for users in order to be more willing to use reasoning when 

making their judgments regarding the online bank website. However, since reasoning can be an effortful 

action individuals tend to use heuristics, experiences and knowledge when forming judgments. This is 

seen in our findings where intuitive trust judgments rate the website’s trustworthiness moderately, which 

is due to the above-mentioned reasons. The reasoning only strengthens the intuitive trust judgments. 
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Figure 16 Correlation results - intuitive trust judgments         Figure 17 Correlation result – users’ disposition to trust 

5.2 Discussing the findings  

In this section, we go back to our broader perspective on the issue of online bank adoption while 
connecting our main findings to this particular issue (Figure 13). We use the findings of existing 
literatures from related areas of online banking systems and e-commerce to illustrate the standpoint of 
our findings and how it is connected to the issue of online bank adoption.  
 

Yap et al. (2010) and Wang et al. (2003) tested several factors for the intention to use online 

banking systems of click- and mortar banks and found that ease of use together with credibility are 

associated with trustworthy banking systems online, which have a positive impact on adoption of online 

banking systems. Here, the factor credibility is imbedded in the perceived information quality, positive 

website reputation and perceived security protection, which is coherent with our findings in the case of 

online banks. However, both studies focus on consumers as they tested the perceived ease of use, whereas 

our study focuses on only website users who are not consumers of the exemplified online bank website. 

They researched online banking systems, which are provided by a click- and mortar bank. The new 

emerging online bank concept provides no physical retail- bank offices for its consumers, where a higher 

need of trust and higher level of risk is perceived. This concept is tested in our study and it shows that 

factors as information quality and perceived security protection, are essential for the website users to 

judge a website as trustworthy (Yap et al., 2010; Wang et al., 2003). It shows that website users and 

consumers rely on the same factors online when judging the websites’ trustworthiness and riskiness. As 

there is no difference between online bank consumer and non-consumer, it implies that they both perceive 

the website interaction factors similarly, despite their prior online bank experiences.     

Poon (2008) researched also several factors affecting online bank adoption positively. He 

researched the conversion process of website users becoming consumers of the online bank. However, our 

study has the focus on the phase where website users initially enter the website and make their judgments 

about the trustworthiness as well as the riskiness. Our study can be considered as researching the pre-
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phase of Poon’s (2008) study. The two studies show that there are different factors needed in different 

stages of the usage of the website. His study reveals that convenience, speed and bank reputation are 

important, whereas our study shows that factors such as information quality, perceived privacy and 

perceived security protection affect users’ judgments about the websites. Both studies combined enlarge 

the understanding of how website users can be positively influenced by several website interaction factors 

in order to be willing to adopt and become consumers of online banks.  

Yousafzai et al. (2003) argue that one of the issues when it comes to adoption of online banking 

services is the concept of trust. The researchers decompose this concept and show that the two core drivers 

of trust are perceived privacy and security protection. As our study focuses solely on online bank 

websites, it indicates that the core driver for adoption of online banks in Germany is information quality, 

then followed by perceived security and privacy protection. Information quality has a higher impact on 

trust in our studied context. This highlights the need for accurate and sufficient information in order to 

drive more users to online banks. Since our study both examined factors affecting trust positively and risk 

negatively, the results show that perceived privacy and security protection are the top factors in order to 

decrease judged riskiness hence increase the willingness of website users to adopt to online banks.   

Yet, information quality may have a stronger relationship to trust compared with security and 

privacy in the online bank situation, this can be because that the online banks main channel of 

communication is through their website. In the situation where Yousafzai et al. (2003) performed their 

research, the banks had physical offices, where consumers can go to and get information. Since online 

banks separate the users from the physical office there is an increase in the judged risk, which can be 

addressed with increased trustworthiness. Furthermore, the issue with the judged riskiness can also be 

addressed with increased benefits such as better offerings than the click-and-mortar banks can provide. 

Individuals tend to compare risk versus benefits when they are judging an economic relationship, which 

therefore, contributes to the possibility of increasing the visibility of the benefits or the actual benefit of an 

online bank.     

 

Another reason is addressed by Jarvenpaa et al. (1999) who argue that offline banks, which 

operate with physical offices, establish trust partially through their bank clerks, who then convince the 

potential consumers that the bank is willing to make short-term sacrifices in order to convert the potential 

consumers to consumers. In the online environment, this can be more difficult to achieve since the 

websites are the salespersons, hence bank clerks (Javenpaa et al., 2000). Website interaction factor 

improvements give the website users a higher degree of trust and a lower degree of risk towards the online 

bank website. In the physical office, the bank clerks tailor the information regarding their assessment and 



 Enhancing trust online  Martin & Jonasson 
 

Master thesis  67 

the needs of the potential consumers. The contribution of the bank clerks is that they can convey a 

trustworthy image of the offline bank, which can be a problem in the situation of online banks.  

Information on the website can be perceived as unspecific and inconsistent so that they do not and 

cannot attract every website user. This is due to that information need to be standardized in a way so that 

users and consumers get the same message. As they have to self-direct towards the right information 

which may also put off some website users. However, those above-mentioned disadvantages can also be 

viewed as advantage. Information provided online become unified for all website users hence they all get 

the same treatment. This further enhances the perceived transparency of an online bank since it needs to 

provide all essential information for both consumer and users on its website.  

According to Andrews and Boyle (2008) and Kuhlmeier and Knight (2005) a barrier in adopting 

to the online bank services is the individual perception of risk, which can dominate over the judged 

benefits of online bank services. Two of the factors of risk are perceived security and privacy protection, 

which put constraints on the adoption of online banks. Our study shows that website users are seeking for 

security and accurate information when assessing the trust of an online bank website. Mick and Fournier 

(1998) stress that the Internet can be both enabling and restricting technology in terms of creating 

communication possibilities on the one hand, but restricting laws and other safety mechanisms on the 

other hand. This holds particularly true for the concept of online banks where the increased access of 

online bank services is opposed by risk of the security and privacy. This is further stated by Pavlou (2003) 

and Hoffman et al. (1999) who argue that openness creates uncertainty around financial investments 

online, which makes the concepts of trust and risk pivotal to understand for online banks in order to 

enhance adoption.  
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6 Conclusion 
t has been recognized that in Germany, the online bank adoption is slow and effortful while facing 
rejections. Findings of previous researches show that adoption issues are rooted in lack of trust and 

high-judged riskiness. In our thesis attention is paid to the judgments of website users who are entering 
initially an online bank website while judging its trustworthiness and riskiness. The judgments have been 
recognized as a two-stage formation where intuitive judgments are followed by reasoning while forming 
the judgments. Several trust enhancing and risk reducing factors for e-commerce websites have been 
identified through a literature review. A conducted web-based questionnaire combines the judgments and 
the factors to illustrate the relation of these factors to risk as well as to trust in the German online bank 
context. The model and the conducted survey relied on the already tested questionnaire in the context of e-
commerce by Gefen (2002) and Kim et al. (2008). In the discussion, the findings of the empirical study has 
been interpreted and connected to the literatures’ findings to be able to fulfill the purpose. In this chapter, 
the research contributions and managerial contributions are stated before the limitations of the research 
and future research ideas are addressed.  

6.1 Research contributions 
This section, first, summarize the main findings from the previous chapter while illustrating the research 
contribution by our study.  
 

Our study was conducted in the online bank context of Germany. The contribution to the field of 

marketing is a measurement of the website interaction factors that has an impact on users’ judgments of 

both trust and risk. As the online bank sector has been so far insufficiently researched due to the newness 

of this concept, our study enlarges the present literature in this field. Furthermore, the strengths of the 

correlations between the factors enable a comprehensive overview of the relative importance of each 

factor. Figure 18 illustrates the correlation of the factors to risk and trust. Our study further researches 

online bank consumers and non- consumers and their judgments about trust and risk. Our results show 

several core findings.  

 

Correlations of website interaction factors and risk and trust judgments: 

• No significant differences between online bank consumers and non- consumers 

• Strongest factors towards trust:  

• Perceived information quality (INQ), perceived security protection (PSP) 

• Strongest factors towards risk:  

• Perceived privacy protection (PPP), perceived security protection (PSP)   

I 
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Figure 18 Summary of correlation results 

 

 One core finding of our study is that online bank consumers and non-consumers take the website 

interaction factors similarly into account while forming their judgments about the riskiness and 

trustworthiness of an online bank website.  

Our study reveals further that the strongest connection is found between information quality and 

trust implying that highly perceived information quality leads to increased trustworthiness among online 

bank website users. Furthermore, our findings show that perceived privacy and security protection is 

highly valued by the users when it comes to judging the trustworthiness and riskiness of an online bank 

website.  

 

In the field of psychology, our study awakes the understanding how individuals form their 

judgments about trust online. Further, the effort to measure the intuitive and reasoned judgments in the 

context of trust shows that the recent theory is applicable while only partially explaining this phenomenon.  

Interestingly, it is found that users’ disposition to trust is not important to form intuitive trust 

judgments. The findings also reveal that judgments under intuition are equally formed among website 

users. However, online bank consumers judge an online bank website as more trustworthy after reasoning 

than non-consumers do.  

 

To conclude, it is pivotal to consider all, the here tested, website interaction factors. This is 

due to the fact that they neither completely explain trust nor risk isolated from each other. 

However, they all together are feasible to enhance the trustworthiness on online bank websites.  
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6.2 Managerial implications 
This section is supposed to draw an overview of possible managerial implications from our findings. 
Practitioners are able to use these implications in order to improve their online bank websites while 
keeping in mind that the generalization ability of our study is limited due to the small sample size.  
 

As our study is conducted in the context of German online banks, the managerial implications are 

addressed to the exemplified online bank as well as more general to other German online banks. It tests 

several factors, which affect trust and risk judgments of website users. The theoretical framework and 

discussion of our thesis support the understanding what causes the problem of online bank adoption and 

how it can be handled in the context of online bank websites. Our conducted study shows that there is still 

a problem of trust in the German online bank industry. This issue is highlighted by Deutsche Bank 

Research (DBresearch 2013; Dapp, 2012b), which our study confirms. Therefore, practitioners need to 

turn their focus towards their website users and facilitate an understanding for the concepts of trust and 

risk. They further need to understand, which factors affect those concepts in the virtual world. Gaining an 

understanding about trust and risk enables online banks to help its website users to mitigate risk and to 

drive trust on the website. Further, online banks should try to integrate the users’ opinion when they 

decide to develop the website in order to ensure that they have the same view of the improvements 

needed.     

 

One finding of our study is, that there is no difference between online bank consumers and non-

consumers in their judgments and perception about the here tested factors of online bank websites. This 

shall encourage marketers, as they do not need to separate the marketing efforts between online bank 

consumers and non-consumers, which indeed brings economies of scale advantages to the online bank. 

Website users with or without online bank experiences perceive similar features on the exemplified 

website. According to our study single suggestions for each factor can be made in order to build the 

understanding of their individual importance for the overall adoption issue.  

 

In the case of familiarity, it can be suggested that newly established online banks should use 

website structures similar to more established online banks or e-commence businesses in order to enhance 

the feeling of familiarity by the website users when they initially enter the website.   

Positive perceived information quality is referred to reliable, accurate and relevant information 

that help the users to form judgments about possible actions that they want to make with the online bank 

website. Our study shows that if online banks manage to provide reliable, accurate and relevant 

information the likeliness is higher that website users judge them as trustworthy than as risky. 
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Interestingly, the findings show that positive perceived information quality has a twice as strong positive 

effect on trust than negative effect on risk. This implies that online banks need to be careful in the choice 

of online publishing of information as their quality affects the trust judgments of users twice as much as it 

reduces the risk.  

Presence of third party seals can be helpful to reduce risk of an online bank website if implement 

adequately. However, online banks need to be aware that not all third party seals are beneficial and lead to 

mitigating risk. Instead, online banks need to investigate, which seals would be beneficial for them, and 

have the best effect on their users.   

The positive website reputation has a moderate impact on users’ judged trust and risk and should 

not be neglected from the online banks’ side. The marketing department should work towards establishing 

high brand equity and enhance relationship marketing to attract and then retain loyal consumers. 

Perceived security protection is something that online banks should be highly aware of since it 

affects the trust and risk of online bank websites. Online banks should make their security features explicit 

and communicate, which security measures they apply. This facilitates website users to know the level of 

security of the online bank.   

Perceived privacy protection is even more important for online banks than for e-commerce 

websites since they handle sensitive information. It is important to communicate that online banks do not 

exploit consumers’ private information and that the online banks carefully handle the data.  

The intuitive trust judgments are important for the overall impression towards the trustworthiness 

of online bank websites by users. The level of trust is mainly determined in the initial interaction with the 

website pointing out the importance of a trustworthy first impression. However, it can be suggested that 

the here tested factors are also important in stabilizing the intuitive judgments. If users positively perceive 

the factors’ quality the trust judgments remain high or may even increase.  

 

These factors assist to increase the adoption if considered and applied by online bank marketers. 

Hence, managers should pay especially attention to factors as information quality, perceived privacy and 

security protection in order to support the users’ judgments about the trust and reducing the risk.  
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6.3 Limitations  
This section states possible limitations of our study while aiming to justify the limited generalization 
ability of our study.  
 

Yet, the majority of our stated hypotheses are supported through our empirical data some research 

limitations need to be addressed. First, the small sample size leads to a limited ability to make 

generalizations about our findings. A larger sample size could lead to more generalizable results for the 

online bank sectors, which could be done though study beyond the scope of a master thesis.  

Second, our study deliberately provides an overview about the different factors whereas the 

complexity of some of the factors/ concepts remains unsolved. Since the purpose of our thesis is to 

measure the relationship between each factor to risk and trust, an in-depth analysis of each factor is not 

purposeful.  

Third limitation of our thesis is that we have chosen to use eight website interaction factors in 

order to limit our empirical study so it is feasible for our respondents to participate.    

A further limitation of our thesis is the limited amount of findings regarding our findings about 

intuitive and reasoned trust judgments. The limited generalization ability of our findings is due to the 

nature of a questionnaire where a more experimental research could give more information. This however, 

is beyond the scope of our master thesis.   

6.4 Future research  
Our thesis is carried out in the context of online banks in Germany where different factors are examined 
in order to reveal their relationship towards trust and risk online. Since our study is part of a Master 
program at Linkoping University, the scope of our study is limited. Therefore, we would like to suggest a 
number of alternatives for future thinking and research projects.   
 

• Our study is cross-sectional and investigates the trust and risk judgments of online bank website 

users in Germany at a certain point of time. It would be interesting to conduct a longitudinal study 

where possible changes over time in the judgments towards online trust and risk are examined.  

• It would also be interesting to perform a strict experiment to further elicit the effect of intuitive 

judgments and reasoning in this given context.  

• Future research can be conducted in the area of business-to-business (B2B) relationship instead of 

business-to-consumer (B2C), this can possibly expose how businesses in Germany judge trust and 

risk towards financial institutions online.  

• It would be interesting to conduct a study, which focuses on differences in demographics when it 

comes to judgments about the trustworthiness and riskiness towards online banks.  
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• Another possible research includes a different online bank than the here exemplified one while 

comparing the results later on. 

• An interesting research idea would be to conduct a strict experiment where the respondents are put 

into a risk simulated situation. Out of this experiment examine the impact of intuition and 

reasoning in the judgment formation.  

• One idea for future research is to investigate web design and how that influences trust and risk in 

the online financial sector.       
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Appendix  
 

Questionnaire  

 
Introduction 

 

Dear Ladies and Gentlemen, 

as part of our thesis, we ask you to participate in our survey: " trustworthiness of online bank websites". 

The survey is divided into four sections. First, you will see a picture of an online bank website. This will 

appear for 2 seconds. Your first impression of the website is important to us. Please have a look at the 

video only once. In the second part of the survey, you get a link to this online bank. We ask you to follow 

this link. Please look carefully through the website. You can take as much time as they want. We 

recommend staying at least 5 min on the page. Read the information and familiarize yourself with the 

structure of the website. Please inform yourself about the particular data security, investment opportunities 

and the business model of this online bank. We recommend you therefore to familiarize yourself with the 

menu item "INFO". We then ask you to answer 44 questions about your feelings through this website. We 

ask you to answer all questions with care. In the last section, you are questioned about some personal 

information. This information will be treated confidentially and anonymously. We get no data suggest that 

conclusions about your person e.g. email, location or IP address. The survey should take about 15 minutes. 

We hope this survey makes some fun and thank you for your help and kindness! 

Best regards, 

Joakim & Gabi 

 

Privacy Legal Information  

Your materials and data can be generally used for the purpose of this research. As part of the research 

project, the data are documented. Your data will be referenced without personal, hence stored 

anonymously and evaluated electronically. The data is protected against unauthorized access. Informed 

consent to the study "trustworthiness of online banking websites" I agree to the collection, storage and use 

of information in the context of the study:  yes / no 
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Step 1: First Impression 

 

Please read first the explanation to the end before you start with the questionnaire. Please have a look at 

the video only once! We recommend you to watch this video in full-screen format. For this purpose, you 

can click the icon at the right bottom (square) before you start with the video. To start the video, please 

click the red icon (triangle) in the middle.  

When you are finished with the video, please press the "ESC" key (top left on your keyboard), the full 

screen is closed and you can begin with the questionnaire. 

 

I perceive this online bank website as trustworthy 

This online bank website gives the impression that it keeps its promises and commitments. 

I think that this online bank website has my best interest in mind. 

This online bank website is trustworthy. 

 

Step 2 Link to the website 

 
Please click on the link below and get a taste of the page. We recommend you to look at five minutes on 

the page and read the information, familiarize yourself with the structure and the structure of the website.  

Please inform yourself about the particular data security, investment possibilities and the business model 

of this online bank. We recommend you to familiarize yourself with the menu item "Info". Please do not 

switch between the website and the questionnaire back and forth. If you received enough information, you 

can begin the survey. Here is the link to the online bank: http://www.gefa-bank.de. 

 

Step 3 Questions about the website  

 

We want to provide some definitions.  

Online Banks: Banks are available only online and have no physical branches. These banks have mostly 

been established online. These are for example Comdirekt, DKB and IngDiBa.  

Offline Bank: are banks that were established offline. They have a regional or nationwide branch network 

and offer online banking to services. These are, for example German bank, savings and HypoVereinsbank.  

Third-party seals are graphic or written product specifications designed to make a statement about the 

quality of a product. They may also maintain security requirements or environmental characteristics. 
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This online bank website is familiar to me. 

Third-party seals make me feel comfortable. 

I have faith in humanity. 

I perceive this online bank website as trustworthy. 

I think to be customer of this online bank involves a high financial risk.  

I’m concerned that persons can have unauthorized access to my personal information.  

I perceive it as riskier to provide my information through this website than over the phone to an 

offline bank.  

I’m satisfied with the information quality.  

I’m familiar with the search of products on this online bank website. 

This online bank has a good reputation. 

Becoming a customer of this online bank is riskier compared to an offline bank. 

The usage of this online bank website saves me more time than of an offline bank.  

I’m concerned that this website collects too many personal information from me. 

I think that others are reliable in general.  

I could imagine becoming a customer of this online bank. 

I think that the provided information are reliable.  

This online bank website gives the impression that it keeps its promises and commitments. 

When using this online bank website my financial benefit is higher than in Offline banks. 

I feel secure on this online bank website. 

I could imagine investing money at this online bank. 

I’m familiar with the name of this online bank. 

Third-party seals give me a sense of security.  

To be a customer of this online bank involves a high personal risk. 

I’m familiar with the structure of this website.  

I think the usage of this online bank website is beneficial.  

This online bank has the reputation to be honest and reliable.  

The provided information have a high quality. 

I would recommend this online bank to my friends. 

I trust others unless they give me conflicting reasons.  
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I’m concerned that the online bank website uses unauthorized my personal information for other 

purposes. 

I perceive it as risk to become a customer of this online bank. 

I prefer websites with third-party seals.  

I think that this online bank website has my best interest in mind. 

I am likely to perform my transactions through this online bank website. 

This online bank website is trustworthy. 

This online bank website uses security measures to protect its customers.  

This online bank is well known. 

I trust others. 

I am familiar with the process of opening an account on this online bank website.  

I think I can save time when I use this online bank website.  

This online bank website provides reliable information. 

I am concerned, that this online bank website sells unauthorized my personal information to others. 

I am likely to become a customer of this online bank. 

Third-party seals give me a sense of more security respectively my personal information.  

 

Step 4 Personal information 

 

Age 18-100  

Gender  

Female 

Male 

What is your highest level of education? 

Until 9th grade 

Until 10th grade 

Apprenticeship (Bachelor, Master etc.) 

High-school A-level 

Academic degree (Bachelor, Master, etc.) 

How high is your personal income per year? 

Under 20,000€ 

20,001-60,000€ 
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60,001-100,000€ 

Over 100,001€ 

Highest amount spent for online purchases: 

Under 50€ 

51-100€ 

101-300€ 

301€-500€ 

501€-1000 

Over 1000€ 

How many online purchases have you conducted during the last 12 months? 

Never 

1-5 

6-10 

11-15 

16-20 

Over 20 

How do you evaluate your experiences with the computer? 

Beginner 

Average 

Advanced 

Expert 

How do you evaluate your experiences with the internet? 

Beginner 

Average 

Advanced 

Expert 

Are you using online banking services from an offline bank? Offline Banks are banks that were 

established offline. They have a regional or nationwide branch network and offer online banking 

to services. These are, for example German bank, savings and HypoVereinsbank.  

 

Are you customer of an online bank? Online banks are banks which are only online available. 

They do not have physical branches available. Such banks are mostly founded online as for 

instance ComDirekt, DKB und IngDiBa. 
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Are you Gefa Bank customer? 

 


