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The increasing prevalence of embedded devices and a boost in sophisticated 
attacks against them make embedded system security an intricate and 
pressing issue. New approaches to support the development of security-
enhanced systems need to be explored. We realise that efficient transfer of 
knowledge from security experts to embedded system engineers is vitally 
important, but hardly achievable in current practice. This thesis proposes a 
Security-Enhanced Embedded system Design (SEED) approach, which is a set 
of concepts, methods, and processes that together aim at addressing this 
challenge of bridging the gap between the two areas of expertise.

We introduce the concept of a Domain-Specific Security Model (DSSM) as a 
suitable abstraction to capture the knowledge of security experts in a way 
that this knowledge can be later reused by embedded system engineers. 
Each DSSM characterises common security issues of a specific application 
domain in a form of security properties linked to a range of solutions. Next, 
we complement a DSSM with the concept of a Performance Evaluation Record 
(PER) to account for the resource-constrained nature of embedded systems. 
Each PER characterises the resource overhead created by a security solution, 
a provided level of security, and other relevant information.

We define a process that assists an embedded system engineer in selecting a 
suitable set of security solutions. The process couples together (i) the use of 
the security knowledge accumulated in DSSMs and PERs, (ii) the identification 
of security issues in a system design, (iii) the analysis of resource constraints of 
a system and available security solutions, and (iv) model-based quantification 
of security risks to data assets associated with a design model. The approach 
is supported by a set of tools that automate certain steps.

We use scenarios from a smart metering domain to demonstrate how the 
SEED approach can be applied. We show that our artefacts are rich enough to 
support security experts in description of knowledge about security solutions, 
and to support embedded system engineers in integration of an appropriate 
set of security solutions based on that knowledge. We demonstrate the 
effectiveness of the proposed method for quantification of security risks by 
applying it to a metering device. This shows its usage for visualising of and 
reasoning about security risks inherent in a system design.
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