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Abstract 

Our society is dependent on information and the different technologies and artifacts that gives 

us access to it. However, the technologies we have come to depend on in different aspects of our 

lives are imperfect and during the past decade, these imperfections have been the target of 

identity thieves, cyber criminals and malicious persons within and outside the organization. 

These malicious persons often target networks of organizations such as hospitals, banks and 

other financial organizations. Access to these networks are often gained by sidestepping security 

mechanisms of computer-systems connected to the organization’s network. 

Often, the goal of computer-systems security mechanisms is to prevent or detect threats; or 

recover from an eventual attack. However, despite huge investments in IT-security infrastructure 

and Information security, over 95% of banks, hospitals and government agencies have at least 10 

malicious infections bypass existing security mechanisms and enter their network without being 

detected. This has resulted in the loss of valuable information and substantial sums of money 

from banks and other organizations across the globe. From early research in this area, it has been 

discovered that the reason why security mechanisms fail is because it is often used incorrectly or 

not used at all.  Specifically, most users find the security mechanisms on their computers too 

complicated and they would rather not use it. Therefore, previous research have focused on 

making computer-systems security usable or simplifying security technology so that they are 

“less complicated” for all types users, instead of designing computers that are both usable and 

secure. The problem with this traditional approach is that security is treated as an “add-on” to a 

finished computer-system design.  

This study is an attempt to change the traditional approach by adjusting two phases of a 

computer-system design model to incorporate the collection of usability as well as security 

requirements. Guided by the exploratory case study research design, I gained new insights into a 

situation that has shocked security specialists and organizational actors alike. This study resulted 

in the creation of a methodology for designing usable and secure computer-systems. Although 

this method is in its rudimentary stage, it was tested using an online questionnaire. Data from 

the literature study was sorted using a synthesis matrix; and analyzed using qualitative content 

analysis. Some prominent design and security models and methodologies discussed in this report 

include User-Centered System Design (UCSD), Appropriate and Effective Guidance for 

Information Security (AEGIS) and Octave Allegro.  

 

Keywords: Computer-systems security, usability, information security, User-Centered System Design 

(UCSD), balance, synthesis matrix, security breach, design methodology, Carbanak Attack, AEGIS, Octave 

Allegro. 
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Sammanfattning 

Vårt samhälle är beroende av information och olika tekniker och artefakter som ger oss tillgång 

till den. Men tekniken vi förlitar oss på i olika aspekter av våra liv är ofullkomliga och under det 

senaste decenniet, har dessa brister varit föremål för identitetstjuvar, cyberbrottslingar och 

illvilliga personer inom och utanför organisationen. Dessa illvilliga personer riktar ofta sig till 

nätverk av organisationer såsom sjukhus, banker och andra finansiella organisationer. Tillgång till 

dessa nätverk uppnås genom att kringgå säkerhetsmekanismer av datorsystem anslutna till 

organisationens nätverk. 

 

Målet med datorsystemsäkerhet är att förhindra eller upptäcka hot; eller återhämta sig från 

eventuella attacker. Trots stora investeringar i IT-säkerhet infrastruktur och 

informationssäkerhet, över 95 % av banker, sjukhus och myndigheter har minst 10 skadliga 

infektioner kringgå befintliga säkerhetsmekanismer och träda in i sitt nätverk utan att upptäckas. 

Detta har lett till förlust av värdefulla informationer och stora summor av pengar från banker och 

andra organisationer över hela världen. Från tidigare forskning inom detta område, har det visat 

sig att anledningen till att säkerhetsmekanismer misslyckas beror ofta på att den används på ett 

felaktigt sätt eller används inte alls. I synnerhet menar de flesta användare att 

säkerhetsmekanismer på sina datorer är alltför komplicerat. Därför har tidigare forskning 

fokuserat på att göra datorsystemsäkerhet användbar så att den är "mindre komplicerat" för alla 

typer av användare, i stället för att designa datorer som både är användbara och säkra. Problemet 

med detta traditionella synsätt är att säkerheten behandlas som ett "tillägg" till en färdig 

datorsystemdesign. 

 

Denna studie är ett försök att ändra det traditionella synsättet genom att justera två faser av en 

datorsystemdesign modell för att integrera insamlingen av användbarhets- samt säkerhetskrav. 

Styrd av den explorativ fallstudie forskningsdesignen, fick jag nya insikter i en situation som har 

gäckat säkerhetsspecialister och organisatoriska aktörer. Denna studie resulterade i skapande av 

en designmetodik för användbara och säkra datorsystem. Även om denna metod är ännu i sin 

rudimentära fas, testades den med hjälp av en webbenkät. Data från litteraturstudien sorterades 

med hjälp av en syntesmatris; och analyserades med kvalitativ innehållsanalys. Några 

framstående design- och säkerhetsmodeller samt metoder som diskuterades i denna uppsats 

inkludera Användarcentrerad System Design (UCSD), Ändamålsenligt och Effektivt Vägledning för 

Informationssäkerhet (AEGIS) och Octave Allegro. 

 

 

 

Nyckelord: IT-säkerhet, användbarhet, informationssäkerhet, användarcentrerad systemdesign, balans, 

syntesmatris, säkerhetsöverträdelser, designmetodik, Carbanak Attack, AEGIS, Octave Allegro.  
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1. Introduction 
This chapter describes the study's research area. A description of how computer-system development has been 

centered on incorporating usability features, while relegating security to the background, during system design and 

development. This description is a necessary lead into the study's problem area. It also describes the research 

purpose, research questions, scope, target audience, and disposition. The chapter concludes with a review of previous 

research in this area. 

 

1.1 Background 

Our society is becoming increasingly dependent on computers, the internet and other network 

technologies. The technologies we have come to depend on in every aspect of our lives are 

imperfect and during the past decade, these imperfections have been the target of identity 

thieves, cyber criminals and malicious persons within and outside the organization (Matwyshyn 

et al, 2010). Attacks on computer-systems cause a wide variety of disruptions, ranging from loss 

in services to financial or safety consequences (Besnard & Arief, 2004). For example, the banking 

sector has experienced an increase in the number of security breaches to computer-systems 

connected to its networks. This has led to the loss of several billions of dollars, temporary cease 

of online service and compromised customer’s information (Kapersky Lab, 2015; The New York 

Times, 2015).  

 

Since computer-systems are often developed with the intention of them being usable and 

convenient for the users; the security aspect naturally becomes an after-thought. A usable 

computer-system is conditioned to adapt itself to the user, their needs and their work 

environment. When this occurs, the system is said to have “high usability”. Nielsen (2012) defined 

usability as a quality attribute that assesses five major components of a system or user interface. 

These components include learnability, efficiency, memorability, errors and satisfaction. 

Learnability measures how easy it is for users to accomplish basic tasks the first time they 

encounter the design. Efficiency refers to the accuracy and speed of achieving set objectives after 

the user has learned the design. Memorability is the ease of re-establishing proficiency even after 

a long period of not using the system. Errors measures how often error occur when users are 

interacting with the system. Satisfaction refers to the degree of comfort experienced by users 

which often leads to their acceptance or rejection of the system (ibid). On the other hand, 

computer-systems security (henceforth referred to as security) is all procedures put in place to 

prevent the theft of or damage to hardware, information assets or prevent the disruption of 

service (Gasser, 1988). Guttman and Roback (1995) define security as the protection assigned to 

a computer-system in order to achieve the objectives of preserving the integrity, availability and 

confidentiality of information system resources (hardware, software, network, data, and 

telecommunications).  
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Security is currently gaining a lot of attention as banks and other financial institutions are being 

targeted for various forms of cyberattacks.  Interestingly, usability requirements continue to take 

precedence over security requirements during system design and development. The reason for 

this being that usability features are sometimes considered functional requirements; while 

security features are considered as non-functional requirements (Chung & Nixon, 1995). Being a 

non-functional requirement implies that security features do not affect system performance or 

functionality; and is therefore not a necessity (Anderson, 2001). As a result, security is treated as 

an afterthought during computer-systems design and development. Security being relegated to 

the background could also be the consequence of it not generating immediate returns for 

businesses or the inability to measure the immediate returns on security investments (Dignan, 

2008). However, research has shown that incorporating security mechanism or features after the 

system has been designed will only lead to problems (Anderson, 2001) since security mechanisms 

have to be fitted into a pre-existing computer-system design. This often leads to serious design 

challenges that transform into software and system vulnerabilities (Stallings, 1999).  

 

The vulnerabilities that arise as a result of shortcomings during the system design process have 

profound effect on our lives and businesses. Due to our dependency on computers, these 

vulnerabilities can quickly transform into huge information and financial loses. These loses 

becomes pertinent when we consider the vital roles played by computers in our modern society. 

For example, computers control power delivery, communications, aviation, and financial services 

(Baskerville, 1993). As a result of this central role computers play in our everyday lives, focus is 

shifting towards securing computers-systems as banks, healthcare organizations, and 

governments are increasingly becoming the targets of various forms of security breaches. For 

example, the Carbanak attack which took place between 2013 and 2015,  resulted in the theft of 

over $1 billion from different banks in Russia, USA, Japan, Switzerland, and the Netherlands 

(Kapersky Lab, 2015). In each of these attacks, the hackers penetrated the bank’s network 

through computer-systems connected to it by sending emails containing a malware program 

called “Carbanak” to hundreds of bank employees. Figure 1 & 2 shows how the attacks were 

carried out in all the banks.  
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Figure 1: The Carbanak gang sent infected mail to many bank employees. (Source: Sanger & Perlroth, 2015) 

 

When bank employees open the contaminated email using computers or workstations connected 

to the bank’s network, the malware spreads quickly to the administrative computer and 

throughout the network (see figure 1). When this occurred, the hackers gained control of the 

entire network, placed surveillance software in administrative computers and watched bank 

employee moves for several months (ibid). The goal in the Carbanak attack was to mimic the 

activities of bank employees (see figure 2). That way, everything would look like a normal, 

everyday transaction (Golovanov, 2015). 
 

Figure 2: Hackers gained control of administrative computers and entire network (Source: Sanger & Perlroth, 2015) 
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The Carbanak attack lasted for nearly two years without banks, regulators or law enforcement 

catching on (Sanger & Perlroth, 2015). As a result of this attack, and many other similar attacks, 

attention is turning to making computer-systems more secure to prevent future occurrences. 

Since computer-systems in banks and other organizations are built to be user-friendly and 

convenient; the dilemma will be sacrificing usability for security. 

In recent years, researchers have made various attempts to solve this usability-security dilemma; 

but the solution continues to elude them. Usability and security have been said to be inversely 

related to each other (see figure 3 below). This implies that a computer-system that is high in 

usability will be low in security; and vice versa. To correct this imbalance, researchers have been 

investigating the possibility of developing secure and usable computer-systems (Flechais, 

Mascolo & Sasse, 2007; Sasse & Flechais, 2005; Flechais, Sasse & Hailes, 2003; Abrams, 1998). 

These attempts to create computer-systems that are user-friendly, helpful, supportive, reliable, 

fault-tolerant, dependable, cost-effective and secure is arguably a quest for perfection. 

 

 

Figure 3: An inverse relationship exist between usability and security (Source: Dan, 2013) 

 

However, attempts to create computer-systems that are both usable and secure must not cease. 

The solution to this seemingly unattainable feat may be found in creating models or 

methodologies that allows usability and security to be incorporated equally into system design 

and development processes. Achieving this aim may lead to a decrease in attacks on 

organizational networks; as recent research shows that one in every five organizations 

experience security breaches within a ten-month period (Ponemon Institute, 2014). This number 

is a fraction of the actual abuse because organizations often attempt to conceal security breaches 

when discovered to avoid the publicity that accompanies such incidences (Hoffer & Straub, 1989).  
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1.2 Research area  

Incidences like the Carbanak attack (see section 1.1 above) are unfortunately becoming 

commonplace as banks, organizations and governments are the targets for various forms of data 

and security breaches. Despite huge investments in IT-security infrastructure and Information 

security, over 95% of banks and other organizations have at least 10 malicious infections bypass 

existing computer security mechanisms and enter their network (Fireye, 2012). This validates 

continuous research into computer-system security and supports the call to implement security 

mechanisms during system design (Hanson et al, 2015).  

 

To begin with, a study has to be conducted to examine the possibility of implementing security 

and usability mechanisms simultaneously during system design. This is my study research area; I 

will be examining the possibility of implementing usability and security mechanisms concurrently 

during system design using a methodology developed from the amalgamation of models and 

methodologies within the fields of HCI and InfoSec. Although HCI-specialists, usability experts 

and interaction designers have argued that usability should always come first in any system 

design process (Hawk, 2014); studies have shown that implementing security features after the 

system has been designed creates additional security-related problems (Anderson, 2001). The 

challenge is investigating the possibility of implementing both security and usability features 

during system design.  

 

Sacrificing usability for security will be unwise; and ignoring the security needs of organizations 

during system design is tantamount to taking unnecessary financial risks. Usability is a necessary 

component in any design process. A system with high usability provides emotional and physical 

support at the workplace (Norman, 2010) by helping the users achieve their goals. When workers 

achieve their goals during a work day, it converts to emotional satisfaction. But in light of the 

recent growth in information insecurity, users must be willing to trade-off a bit of the comfort 

they derive from a usable system for security. Therefore one must possess knowledge about 

users, their needs and how these needs can be satisfied while keeping the organization’s network 

safe to carry out a research of this nature. In other words, the researcher must be knowledgeable 

in the field of Human-Computer Interaction, Information Security and Information Systems. The 

solution for balancing usability and security during computer-system design lies at the point of 

intersection of these three fields of study (see figure 4 below). 
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Figure 4: The study research area is at the intersection of HCI, InfoSec and IS. 

 

 

1.3 Research purpose 

The purpose of this research is to examine if there is a possibility of balancing usability and 

security during the design phase of computer-systems development. To achieve this aim, I will 

develop a design methodology from three existing models and methodologies. The methodology 

that will be developed during this research will aim to collect both security and usability 

requirements.  Secondly, I will test the applicability of the developed design methodology using 

an online questionnaire.  

This research will be contributing theoretical and practical knowledge towards implementing 

usability and security mechanisms concurrently during computer-system development. Such 

knowledge may be relevant during future system analysis and design phases; and during 

information security improvement processes in, for example, the banking sector.  
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1.4 Research questions 

The questions this study intends to answer are as follows: 

 What models or methodologies exist today for implementing usability and/or security 

mechanisms during computer-system development? Do these models have 

shortcomings?  

 How can usability and security mechanisms be implemented successfully in modern 

computer-system design processes? 

 

1.5 Scope  

The scope of this study is limited to creating a methodology for designing usable and secure 

computer-systems. I will not be producing a physical artifact or prototype of a usable-secure 

computer. I will also analyze some activities performed during computer-system design to check 

the possibility of including security-activities like identifying an organization’s information assets 

and their containers.   

Secondly, emphasis will not be on how modern security mechanisms works but exploring the 

possibility of boosting the security of future computer-systems by attempting to restructure the 

analysis and design phases of computer-system development processes. In other words, 

technicalities surrounding security is not the focus of this study but examining the possibility of 

boosting system security without adversely affecting the user-friendliness of the computer-

systems.  

 

1.6 Target audience 

The target audience for this study are students studying Information Systems, Information 

Systems Security, Interaction Design, Human-Computer Interaction, and Information Security. 

These students may use the information in this research report as a topic of discussion or for 

further research. Researchers, security practitioners and academicians may also build on the 

result of this study in future research endeavors. Other target audience include banks, other 

organizations within the financial sector and the general public. This third group may use the 

result of this study during planning, investment and decision making with regards to 

organizational computer-systems. 
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1.7 Language and Referencing 

Substantial parts of this report are written in English. English was the language of choice due to 

my wish to make this report accessible to a larger audience. However some parts of the reports 

are written in Swedish, for example, the abstract. The level of English used herein is believed to 

be simple, comprehensible and similar to the American English with regards to spelling.  

Furthermore, I cited the works of many authors throughout this report as it is expected in most 

academic reports. Researchers often cite the work of other authors in academic reports as a way 

of acknowledging the author’s ideas and asserting the base of a report. Citing other authors also 

encourages the reader to locate the cited references and evaluate the student’s interpretation 

of the author’s ideas. Lastly, it is an evidence of the depth and breadth of a student’s reading. It 

is however important to properly cite these academic works throughout the report. To achieve 

this aim, a referencing system is often employed. 

A referencing system dictates how the references used in a report should be structured. There 

are different types referencing systems, namely, Oxford Referencing System, Harvard 

Referencing System, APA-Referencing system, etc. There is no “best” referencing system. Broadly 

speaking, the process of citing authors and the associated reference list can be done in one of 

two main styles - the Numeric, where the list of authors is numbered in the order they were cited 

in the text, or the Alphabetical, where the authors’ names are listed in alphabetical order (Oxford 

University Computing Laboratory, n.d.). One of the ways in which alphabetical referencing is done 

has been termed Name and Date System or the Harvard Referencing System. 

I used the Harvard referencing system throughout this report. This referencing system dictates 

that I state the author's surname and year of publication in the body of the report; and the 

complete details of the book, article or blog are included in the reference list at the end of the 

report. I could have used the Oxford referencing system or the APA system but I choose the 

Harvard referencing system because I am familiar with it; I often use it when writing academic 

reports. It is however important to emphasize that the choice of referencing system is secondary 

when writing an academic report. The researcher should use any system of choice as long as it is 

consistent and effective (Bryman, 2012; Redman, 2006:22). 
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1.8 Disposition 

 

Figure 5:  Report disposition 
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1.9 Previous research 
This subsection is a brief description of previous research regarding attempts to create models and methodologies 

for designing usable and secure computer-systems. This is necessary to distinguish these research from my study.  

 

In the literatures I reviewed, I noted that early research relating to the development of usable 

and secure computer-systems have tried to find solutions by focusing mostly on the technological 

and social perspectives. A research carried out by Abrams (1998) combined traditional Systems 

Security Engineering (SSE) processes with the Waterfall and Spiral models of software 

development in an attempt to find a solution to creating secure systems.  The method developed 

by Abrams follows a prototyping and pragmatic risk-based security design approach; and relies 

on regular input from various stakeholders such as users and system developers. The aim of this 

study was to make SSE analysis and documentation an integral part of the development and 

maintenance activities of the Waterfall and Spiral development models. This way, security will be 

integrated into the system development process. Furthermore, the control and documentation 

provided by the SSE can benefit the development models by providing proper control of the 

development and maintenance processes; and prevent flawed implementations or 

implementations that does not meet the SSE requirements. This, he argued, will prevent the risk 

of security failures when the computer-systems are put to use in specific work environments 

(Abrams, 1998).  

Flechais, Sasse and Hailes (2003) carried out a research similar to what Abrams (1998) did during 

his research. Using the Spiral model of software development and Unified Modelling Language 

(UML), the authors developed AEGIS - Appropriate and Effective Guidance for Information 

Security - Spiral method.  The AEGIS Spiral method (see figure 6 below) was developed to 

“provide better support for the development of secure systems” by integrating security concerns 

into the development process (Flechais, Sasse & Hailes, 2003). It was aimed at providing system 

developers with a method that helps them identify and represent security and usability 

requirements throughout the design phase (ibid). This method, they argued, is a compatible tool 

which ensures that developers make the right design and implementation decisions. However, 

they recommended that security and usability decisions be made in collaboration with security 

experts in order to assist with identification of threats and selection/design of countermeasures. 

The AEGIS Spiral method was tested on the EGSO (European Grid of Solar Observations) research 

project.  
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Figure 6: AEGIS Spiral model for system development (Source: Flechais, Sasse and Hailes, 2003:2) 

 

Building on the Flechais, Sasse and Hailes (2003) study, Flechais, Mascolo & Sasse (2007) refined 

the AEGIS methodology to include definitions of the semantics of the different steps that make 

up the AEGIS methodology. However, the revised methodology did not follow the Spiral method 

of development. It also include extensive description of risk analysis and security design. The 

revised diagram and its different steps are shown in figure 7 below.  As before, the revised AEGIS 

methodology encourages early identification of the organization’s security needs for the new 

system. It incorporates requirements capturing, specification documentation, risk analysis, 

choice of countermeasures and context of use into the development of security features 

(Flechais, Mascolo & Sasse, 2007). Students tested the revised AEGIS methodology on Grid 

projects, representing different project roles such as “owners” and “facilitators” (ibid).   
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Figure 7: AEGIS activity diagram (Source: Flechais, Mascolo & Sasse, 2007:2) 

 

 

Despite the ambitions of the three early research discussed above; the methodologies and 

models that were created have some shortcomings which may affect their applicability in modern 

system development processes. The research by Flechais, Mascolo and Sasse (2007) was the 

most recent research I reviewed and it was conducted 8 years ago. Between that time and now, 

threats to organizational security has increased considerably. Today, new threats to 

organizational information assets are discovered daily (Harrison & Pagliery, 2015). Therefore, the 

methodology developed by Flechais, Mascolo & Sasse (2007), which does not make provision to 

iterate the processes of identifying threats, identifying vulnerabilities and identifying risk, will 

become ineffective in the face of these growing threats. Furthermore, the method developed by 

Abrams (1998) failed to take into consideration the need for proper documentation of the 

context of use during the design phase (Flechais, Sasse & Hailes, 2003). For these reasons, the 

methodologies developed by Abrams (1998), Flechais, Sasse and Hailes (2003), Flechais, Mascolo 

mailto:Jose.Pagliery@CNN.com
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and Sasse (2007) have, in my opinion, become ineffective in the face of the level of sophistication 

of the attacks launched on organizational computer-systems in our globalized world. For any 

methodology to be effective in combating modern information and system security threats, it 

must make provisions for iterations between its different steps; make provision for proper 

documentation of the user’s work environment and security needs; adapt to existing design and 

security methodologies; as well as be flexible enough to constantly accommodate the 

introduction of new security countermeasures and usability needs throughout the analysis and 

design phases.  

Furthermore, in each of the early research discussed above, the authors seem to have been 

inclined to discuss more of security than usability. Even though Flechais, Mascolo and Sasse 

(2007) stated that they addressed usability needs in their revised methodology through user-

participation; the “gather participants” step in their methodology (see figure 7 above) seem to 

aim for participants who can help gather security requirements, not usability requirements. 

Whitten and Tygar (1998) stated that the development of usable and secure computer-systems 

will require knowledge in computer-systems security as well as in Human Computer Interaction 

(HCI). An HCI expert who is unskilled in security is likely to produce a system where the security 

mechanisms are not used in exactly the correct fashion (ibid); and a security expert is likely to 

produce a system with low usability. Therefore, this research will be looking at computer-system 

design from the InfoSec perspective, IS perspective as well as from the HCI perspective. It will 

focus on how usability and organization’s security needs can be incorporated into computer-

system design processes by adding certain activities to the analysis and design phases.  

To achieve this aim, I will be using the User-Centered System Design (UCSD) model within HCI; 

and Information System Security methodologies such as AEGIS and Octave Allegro. These design 

and security models and methodologies will be used to construct a methodology for the design 

of usable and secure computer-systems. I selected these models and methodologies because of 

the level of success each has attained in their different fields. UCSD, as a design model, has been 

used successfully over the years by HCI-specialists as well as developers. The UCSD model 

encourages user-involvement, it is flexible and it allows for iterations between different design 

activities. On the other hand, AEGIS and Octave Allegro has been used successfully to determine 

important organizational information assets. Different levels of security is then allocated to each 

information asset or container according to its level of importance.  
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2. Literature Review 
The literature review section details the different concepts that will be analyzed and discussed during this study. This 

section is different from “Early research” (see subsection 1.9 above) because the early research subsection describes 

what have been done in the area of developing usable and secure computer-systems; while the “Literature Review” 

section describes the different concepts on which this study is based. As earlier stated, my research is at the 

intersection of IS, InfoSec and HCI (see figure 4 above), therefore, the literature search will cover these three academic 

fields.  

The search for literature was carried out using search engines such as Mendeley, Jstor, Google and IEEE Xplore. The 

terms used during the search include Information systems, computer-systems, system development, usability, 

security, vulnerability, security breach, system lifecycle, system design, financial organization’s security needs, usable 

security, ethical hacking, Octave Allegro, AEGIS, User-Centered System Design, etc. I begin the chapter with the 

definition and meaning of Information Systems. Other key terms and concepts discussed in this chapter include 

computer-systems development, security and usability. 

 

2.1 Information Systems  

Information Systems can refer to a field of study or a collection of components. As a field of study, 

Information Systems (IS) is a unique field that connects Information Technology (IT) to business 

needs. This field of study concern itself with how to design and implement effective solutions 

that will meet organizational and management needs for information and decision support. On 

the other hand, Information systems as a collection of components, is the capability to yield 

knowledge that will positively aid organizational processes. According to Gupta & Malik (2005), 

these components include: 

 

 People 

 Hardware 

 Software 

 Data 

 Networks 

 

To function, an information system depends on people, that is, end-users and IS specialists. End-

users are people who use information systems or the information it produces. IS specialist are 

people who develop and operate information systems. Examples of IS specialist include system 

analysts, programmers, and computer operators (Gupta & Malik, 2005).  Hardware includes all 

physical devices and materials used in information processing such as machines and data media. 

Examples of hardware include computer-systems (example, mainframe computers or 

workstations) and computer peripherals (example keyboard or an electronic mouse). Software 

is a generic term for all instructions needed by a computer or computer-system to process 

information. This concept consist of programs and procedures. Programs are the sets of 
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operating instructions which direct and control computer hardware. Procedures are the sets of 

information processing instructions needed by people or users. Examples of software resources 

include system software and application software (Gupta & Malik, 2005). 

 

     Figure 8: Components of Information Systems (Adapted from Francis (n.d.) 

 

Data is more than the raw material of information systems (ibid). Organizations are increasingly 

recognizing data as a critical resource that can directly support their business activities (Brackett, 

2001). Combined with effective information processing, it becomes a powerful tool for 

organizational development. Data resources of information systems are typically organized into 

– database and knowledge base. Database often contain processed and organized data. For 

example, customer database, sales database or market database. Knowledge bases holds tacit 

knowledge in variety of forms such as facts, rules, and case examples about successful business 

practices. Networks such as internet, intranets, and extranets have become essential to the 

successful operations of all types of organizations and their computer-based information systems 

(Gupta & Malik, 2005). This concept emphasizes that communication networks are a 

fundamental component of all information systems. Network resources includes communication 

media and network support.  
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Combined, these five components (people, hardware, software, data and networks) become a 

powerful tool which aids and supports the different phases of organizational knowledge creation 

(Nonaka et al, 1996). Although this study discuss all the resources that make up an information 

system, particular focus is on the hardware resource of information systems, namely computer-

systems. This resource is discussed further in the next subsection.   

 

2.1.1 Computer-systems 
As I stated earlier, computer-systems are part of the hardware resource of information systems.  

Computer-systems consist of programmable machines that can solve problems by accepting 

inputs and instructions on how to use these inputs (Ziavras, 2010). Examples are microcomputer-

systems, midrange computer-systems, and large mainframe computer-systems (Gupta & Malik, 

2005). Most organizations within the financial sector use mainframe computers which allows 

several thousands of users to log into it at the same time. However, these mainframes are 

currently being replaced by networks of workstations (Ziavras, 2010). Basically, every type of 

computer-system require a set of instructions to function; and these instructions are included in 

computer programs or software (Gupta & Malik, 2005).  
 

The focus of this study is computer-systems used in banks. These computer-systems often consist 

of administrative computers and employee’s workstations. Banks depend on all the components 

of information systems, especially the computer-systems, to support their processes. These 

computer-systems are often designed to be usable and fault tolerant, that is, they possess the 

ability to continue performing the intended functions in spite of faults (Dubrova, 2013; Pradhan, 

1986). Fault tolerance is associated with reliability, with successful operation, and with the 

absence of breakdowns. Fault tolerance is needed because it is practically impossible to build a 

perfect computer-system (Dubrova, 2013).  
 

The purpose of implementing fault tolerant computer-systems in banks is to improve the 

effectiveness and efficiency of their employees and business processes (Hevner et al, 2004). For 

computer-systems to achieve the goals for which they were created and implemented; the right 

design decisions must be made with respect to selecting functional and non-functional 

capabilities, information contents, and user interfaces to implement during the design phase of 

computer-system development (ibid). The activities performed during the analysis and design 

phases of a computer-system development lifecycle are discussed further in subsection 2.2. 

 

2.2 Computer-System development lifecycle 
A computer-system development lifecycle is defined as an organized and structured process for 

developing, implementing, and installing new or revised computer-system (Jirava, 2004). It 
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establishes a logical order of events for conducting system development that is controlled, 

measured, and documented. A computer-system development lifecycle emphasizes the decision 

making processes that affect system cost and usefulness. These decisions must be based on full 

consideration of the users and their needs; organizational business processes, functional 

requirements, economic and technical feasibility (NIOS, n.d.). The primary objectives of any 

system development lifecycle is to deliver quality system which meets or exceeds customer 

expectations and within cost/time estimates, work effectively and efficiently within the current 

and planned infrastructure, and should be inexpensive to maintain (ibid). 

There are different system development lifecycle models but for the purpose of this study, I will 

briefly define the Waterfall model and Agile methods of system development. The Waterfall 

lifecycle model adopts a structured approach to system development. The system development 

process follows a sequential process, just like in a waterfall. The water progressively falls from a 

higher altitude to the lower, in a similar way, the development cycle progresses sequentially, 

from one stage to the other (McCormick, 2012). The Agile methods are currently the most 

popular methods used during system development (Isaias & Issa, 2015; Waters, 2007). The agile 

method emphasizes user involvement, team empowerment, capturing requirements at a high 

level, iterations, small incremental releases, frequent deliveries and testing (Waters, 2007). The 

popular agile methodologies include Scrum, Lean, Extreme Programming (XP) and Dynamic 

Systems Development Method (DSDM).  

According to Jirava (2004), a typical system development lifecycle is made up of five phases – 

analysis, design, testing, implementation, and evaluation. The analysis and design phases are the 

focal points for the methodology (see section 4 below) developed during this study. However, I 

will discuss all five developmental phases for clarity purposes.  

 

2.2.1 Analysis or research phase 

The major objectives of the analysis phase is to identify organization’s and user needs for the 

system. This phase is characterized by the collection of factual data, understanding the business 

processes, identifying problems and recommending feasible suggestions for improving system 

function (NIOS, n.d.). Understanding the business processes implies gathering operational data, 

understanding the information flow, finding out limitations and evolving solutions for 

overcoming the weaknesses of the processes so as to achieve the organizational goals. Analysis 

also includes subdividing of complex tasks involving the system.   

Since the analysis phase is more of a thinking process, it often involves the creative skills of a 

system analyst or other qualified IT professionals. During this phase, IT professionals tries to 

answer the what questions (Cooper, Reimann & Cronin, 2007:114) – what type of system are we 

trying to develop? What are the needs of the users? What are the organizational needs for the 



Page | 18  
 

new system? These questions are necessary to aid the attempts to create a new and efficient 

system that satisfies the current needs of the organization, supports users and has scope for 

future growth within the organizational constraints. The result of this process is a logical system 

design. Within the realm of the Agile methodologies, the analysis phase is an iterative process 

that continues until a preferred and acceptable solution emerges (NIOS, n.d.) 

Since this phase is aimed at collecting factual and operational data for the purpose of identifying 

organizational and user’s needs, an important activity is gathering system requirements. I discuss 

this activity briefly in the subsection below.  

 

2.2.1.1 System Requirement 

In an attempt to adapt a system to the organization, its employees and their work environment; 

developers collect system requirements. A requirement is defined as a statement about an 

intended product that specifies what it should do or how it should perform (Sharp, Rogers & 

Preece, 2007:476). The term requirements is synonymous with needs (Cooper, Reimann & 

Cronin, 2007:114). For requirements to be effectively implemented and measured, they must be 

specific, unambiguous and clear (Mifsud, 2013). However, system developers unanimously agree 

that gathering system requirements is a major source of problems during the analysis and design 

phases of system development (ibid).   

There are two different kinds of system requirements - functional and non-functional 

requirements. Functional requirements define what the system should do or specific criteria by 

which the operations of a system can be judged (Sharp, Rogers & Preece, 2007:477). A functional 

requirement can be that a system must send an email whenever a certain condition is met 

(Bushkin, 2013). For example, attempts to access the system from external networks or irregular 

activities after work hours. Non-functional requirements specify constraints for the new system. 

In other words, non-functional requirements place constraints on how the system will execute 

the functional requirements. A related example to the previously cited is, the email should be 

sent within the first 2 minutes from when the irregular activity is initiated in the system. There 

are many examples of non-functional requirements but a notable few include usability, security, 

interoperability, maintainability, and stability.  

The hierarchical position of the different requirements collected during the analysis phase of a 

system development lifecycle is shown in figure 9 below. 
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Figure 9: Types of requirements (Source: Kumar, 2012) 

 

2.2.2 Design phase 

The design phase is initiated after users and organizational requirements have been collected. 

This phase of the system development lifecycle is the most crucial (NIOS, n.d.). During the design 

phase, the development life cycle moves from what questions of the analysis phase to the how 

questions. The data collected during the analysis phase is converted into a logical and physical 

design - a detailed description of what is needed to solve the problem. Input, output, databases, 

forms, codification schemes and processing specifications are drawn up in details (ibid). 

Furthermore, the programming language, the hardware and software platform in which the new 

system will run are decided (Rogers, Sharp & Preece, 2007:489). Data structure, control process, 

equipment source, workload and limitation of the system, interface, documentation, training, 

procedures of using the system, taking backups and staffing requirement are also decided during 

this phase (NIOS, n.d.). 

As an aid, developers often implement design methodologies to support the different activities 

performed during this phase. The role of any design methodology is to aid decision-making and 

support the developers during the design phase. The result of the design phase is often a detailed 

design document, functional specifications, or a prototype (Sharp, Rogers & Preece, 2007:477).  
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2.2.3 Testing  

After the design documentation, functional specification or prototype has been accepted by the 

organization and the users; a test run of the design is carried out. It is an important phase that 

may guarantee the success of a system. Testing is defined as a complete and fully integrated 

evaluation of a system design or a complete system to evaluate the system's compliance with 

specified requirements. (STC, 2012). During testing, developers study how the prototype or 

computer-system is used by legitimate users. Sometimes, testing is considered as a part of the 

implementation process (NIOS, n.d.). Some types of test that can be carried out on a new system 

design or complete system includes functional testing, usability testing, stress testing and 

security testing (STC, 2012). 

Functional testing involves trying to think of any possible missing functions. Usability testing, also 

known as user-testing, focuses on the user's ease of use concerning the implemented 

mechanisms, flexibility in handling controls and ability of the system to help user’s achieve their 

goals. User testing is a collection of techniques used to measure characteristics of a user’s 

interaction with a computer, usually with the goal of assessing the usability of the prototype or 

computer (Cooper, Reimann & Cronin, 2007:70). Usability testing should include tasks that 

involve users performing job duties. Stress testing, sometimes called negative testing, is an 

attempt to break a computer by crushing or hiding its resources. The purpose is to ensure that 

the system fails and recovers gracefully (STC, 2014). This type of testing is common during the 

design and development of fault-tolerant computer-systems (see subsection 2.1.1 above). 

Security testing is carried out to ensure that the system being designed prevents unauthorized 

persons from gaining access to the resource and information (STC, 2013). Security Testing must 

cover the following three key attributes: Confidentiality, Availability and Integrity (ibid). 

Confidentiality is a test that ensures the protection of information and resources from 

unauthorized and unauthenticated users. Availability refers to the availability of a system to 

authorized users whenever they want to use it. Integrity is to make sure that the information 

received is not altered during transit (STC, 2013a).  
 

Another type of security testing is Ethical hacking. Ethical hacking is a type of security testing that 

employs all hacking techniques, and computer attack techniques to find security flaws in a system 

with the permission of the system owner. The goal of ethical hacking is to improve the target 

system’s security (Pen-tests, 2015). A closely and often interchangeable term for ethical hacking 

is “penetration testing”. Penetration testing is an assessment aimed at identifying security 

vulnerabilities in the system or network using various malicious techniques. The main purpose of 

this test is to protect the identified vulnerabilities and secure the important data from malicious 

and unauthorized persons (STC, 2013b).  
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2.2.4 Development and Implementation phase 

After the prototype has been successful tested, the new system will be developed. During this 

development process, the system requirements are coded or programmed into the computer-

system. Coding, otherwise known as programming, is defined as all the activities leading to the 

creation of a list of instructions which a computer or computer-system must execute 

(Willoughby, 2006). The computer-system will “make” decisions depending on the information 

coded into it during the development process. Before the implementation phase begins, users 

must accept the newly developed computer.  

Implementation is the stage of a project during which theory is turned into practice (NIOS, n.d.). 

The major activities performed during this phase are - acquisition and Installation of hardware 

and software; conversion; user training; and documentation. The hardware and the relevant 

software required for running the system must be made fully operational before implementation. 

Conversion is one of the most critical and expensive activities in the system development lifecycle 

(ibid). The data from the old system needs to be converted to operate in the format of the new 

system. During this phase, all the programs of the system are loaded onto the user’s computer. 

Training of the user usually begins after the system has been loaded. The documentation of the 

system is also an important activity in the system development lifecycle. This ensures the 

continuity of the system. There are two types of documentation: user and system 

documentation. The user documentation is a complete description of the system from the user’s 

point of view detailing how to use or operate the system. It also includes the major error 

messages likely to be encountered by the user. System documentation contains the details of 

system design, programs, their coding, system flow, data dictionary, process description, etc. This 

helps to understand the system and permit changes to be made in the existing system to satisfy 

new user needs (NIOS, n.d.). 

 

2.2.5 Evaluation phase 

Evaluation is the last phase of the development lifecycle. Periodic evaluation is necessary to 

identify and eliminate errors in the system during its life-time and to tune the system to any 

variations in its working environments. Evaluation measures how well the original ambitions for 

the new system are being met; and if the logical design laid down during the analysis and design 

phases have been achieved (Kelly, 2012). Evaluation doesn't really serve to improve the system 

that is being evaluated; it serves to improve the next or revised system (ibid). If a major change 

is needed in the evaluated system, a new project may have to be set up to carry out the change. 

The new project will then proceed through all the above lifecycle phases (NIOS, n.d.) 
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According to Kelly (2012), typical system evaluation criteria include: speed, accuracy, quality of 

output, reliability, cost of operation, attractiveness, ease of use, robustness, capacity, 

compatibility with other systems, functionality, security, flexibility and portability (size). If 

possible, evaluation should be performed six months after system implementation. Post-

implementation evaluation should be performed by people who were not involved in the 

development process. External auditors are often involved, since they are impartial and do not 

have a stake in the success or failure of the system (ibid). 

 

2.3 Issues with modern system development processes 

The different phases discussed above are what makes up a system development process. 

However, this system development process is becoming more complex in our modern society. 

Today, developers and the rest of the project team must not only answer to the doctrines of the 

classical software engineering, but also to stakeholder’s demands for more fault-tolerant, 

integrated, user-friendly and optimized computer-systems. For this reason, modern system 

development efforts are often riddled with problems which often transform to faulty designs, or 

systems that do not meet the expectations of the user.  

Apart from developers being burdened with endless requirements and requests from 

stakeholders, some other factors which can lead to faulty system design, according to Flechais, 

Sasse and Hailes (2003), include:  

1. Not following a systematic process of software engineering. 

2. Not carrying out a risk assessment on which to base security decisions. 

3. No up-to-date knowledge of security threats and countermeasures 

4. Devising security mechanisms that are ineffective in the real world, i.e. that are unusable 

by the intended users in their specific context of use 

In addition to the above factors, not carrying out detailed usability assessment on which to base 

design decisions, not having knowledge of what users want and their needs, implementing 

development methods that do not make provision for iterations between activities, and the 

absence of proper usability and security requirements documentation may also be some 

problems facing modern system development efforts. Fortunately, there are existing system 

design concepts, models and methods that address some, not all, of the problems listed above. 

One of such design concept is the User-Centered System Design. This concept is discussed further 

in the next subsection.  
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2.4 User-Centered System Design (UCSD) 

The design phase described in subsection 2.2.2 above is sometimes performed in close 

collaboration with users. When users and their needs are at the center during system design, it 

is referred to as User-Centered System Design (UCSD). UCSD is a practical and creative activity 

which is focused on gaining a deep understanding of who will be using the product (Norman & 

Draper, 1986; Usability.gov, n.d.). The aim of UCSD is to aid developers during the design and 

development of usable systems which, in turn, helps users achieve their goals (Sharp, Rogers & 

Preece, 2007:412; Karat, 1996; Norman & Draper, 1986). Therefore, the design process is 

initiated by understanding the user’s goals for the system. Generally, UCSD focus on usability 

throughout the entire design and development process; and throughout the systems lifespan.  

As a design concept, some distinguishing characteristics of UCSD includes its iterative approach 

to design, early focus on users, accommodates multidisciplinary design teams, early prototyping, 

empirical measurements and documentations (Sharp, Rogers & Preece, 2007:425; Gulliksen et 

al, 2003). Iterative design implies that design activities can be repeated as often as necessary. 

When problems are found, for example during user-testing, they are fixed; and then more tests 

and observations are carried out to see the effects of the fixes. Early focus on users implies 

understanding who the users are by “directly studying their cognitive, behavioral, 

anthropomorphic, and attitudinal characteristics“(ibid). Understanding users usually involves 

observing users in their work environment, doing their normal tasks. Accommodating 

multidisciplinary design teams is achieved mainly by including a usability designer. Early 

prototyping enables evaluating and developing design solutions that gradually help build a shared 

understanding of the needs of the users as well as their future work practices. Empirical 

measurement and documentations implies measuring the reactions and performances of 

intended users when they interact with computer-system prototypes. These reactions and 

performances are observed, documented and analyzed.  

According to Sharp, Rogers and Preece (2007:418), there are many advantages of involving users 

during computer-system design. First, it ensures that the computers are designed to match the 

user’s goals. By involving users, designers and developers gain a better understanding of user’s 

work activities and their subjective goals. Secondly, involving users saves time and resources that 

would otherwise be wasted implementing computer-system features and functionalities that 

users do not need. Furthermore, involving users during computer-system design and 

development ensures that there are no surprises for users when the computers arrive (Sharp, 

Rogers & Preece, 2007:419). It also increases the possibility of users accepting the developed 

computers as a reliable work tool. Another advantage of UCSD is that it enable users to take 

ownership for the developed computer-system. Users who are involved and feel that they have 

contributed to a computer’s design and development are more likely to feel a sense of 

“ownership” towards it and receptive to the computer when it finally emerges (ibid). Finally, 
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UCSD saves time and money that would otherwise be required to train users to use the new 

computers. Involving users during computer-system design and development will enable 

familiarization between users and the computer being developed. This way, users will not need 

to be trained to use the computers because they are already accustomed with it during the design 

and development processes. The activities performed during a User-Centered System Design are 

illustrated in figure 10 below.  

 

 

1Figure 10: User-Centered System Design (Source: Gulliksen et al, 2003:5) 

 

Despite the advantages discussed above, implementing UCSD during the design process has some 

disadvantages. Gulliksen et al (2003) argued that implementing UCSD may lead to developers 

being bogged down with large amounts of use cases. Since UCSD is focused on understanding 

the context in which the system will be used, it is easy to get attached to understanding the 

context instead of understanding the users’ real needs. Secondly, Involving users may lead to 

sudden changes in system requirements. This will, in turn, adversely affect project completion 

date, cost, available resources and the possibility of meeting all usability requirements. Lastly, 

adopting the concept of UCSD during the design process may lead to a diffusion of responsibility. 

                                                           
1  
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Diffusion of responsibility implies a strong tendency for individual team members to assume 

someone else has sole responsibility for a task (Gulliksen et al, 2003). Because UCSD requires the 

involvement of usability experts and users, all other persons or roles in the project team abandon 

their responsibility in ensuring that usability requirements are met; usability becomes the sole 

problem of users and usability experts. Despite these shortcomings, UCSD may increase the 

chances of designing computer-systems which adapts itself to the user’s needs and has high 

usability. 

 

2.5 Usability 

Usability is defined, according to the international standard ISO 9241-11, as the “extent to which 

a product can be used by specified users to achieve specified goals with effectiveness, efficiency 

and satisfaction in a specified context of use”. Specified users refers to a particular group of 

people, in this case, workers within the financial sector. Effectiveness refers to the accuracy and 

completeness with which specified users can achieve specified goals in particular environments. 

Efficiency is the resources expended in relation to the accuracy and completeness of goals 

achieved. Satisfaction is the comfort and acceptability of the work system to its users and other 

people affected by its use. The implication of the above definition is that usability is not only 

dependent on the system, but the user and their work environment. Usability describes what a 

user should be able to do in the system and what the system should do for the user.  

Essentially, usability has five basic criteria, they are - learnability, efficiency, memorability, low 

error rate and satisfaction. According to Holzinger (2005) learnability refers to the ability of users 

to rapidly begin working with the new system. Efficiency is the act of enabling a user who has 

learned the system to attain a high level of productivity. Memorability is the ability of users to 

remember how the system works even after long period of non-use. Low error rate implies that 

users make fewer and easily rectifiable errors while using the system, and prevent catastrophic 

errors from occurring. Lastly, satisfaction, is the pleasant feeling experienced by users when they 

are interacting with the system (ibid). These criteria doubles for the advantages of usability which 

includes ease of use, adapts to users tasks and environment, reduces cost, accommodate user’s 

need and aids user acceptance. A computer-system with high usability will make it easy for users 

to find information and provide support when the user needs it. It will also save the cost of 

training users to use the system, improve productivity, reduce the number of calls made to 

customer support, eliminate user frustration and foster acceptance; helps identify and correct 

critical design flaws thereby saving cost for future change which is often costly.  

It is important to note that usability as a concept does not have disadvantages; but low usability 

or the lack of usability in computer-systems can transform into disadvantages such as users 

making costly and catastrophic mistakes while interacting with the system. Other disadvantages 
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include time wastage, difficult to learn, and user dissatisfaction. When users are not satisfied 

with a system, they usually replace or refuse to use it. As Sommerville et al (1992) rightly noted, 

users are often unwilling to change their working practice to adapt to computer-systems with 

low usability. Therefore, they will either reject the system or replace it. For example, Windows 8 

was considered to have low usability because of its many hidden features, reduced 

discoverability, cognitive overload as a result of dual environments, and low information density 

(Hoffman, 2013; Nielsen, 2012). This has led to many users opting to retain Windows 7 rather 

than upgrading to the Windows 8 (Hoffman, 2013). 

The process of making sure that a computer-system under development has high usability is 

often initiated by choosing the right design model or design concept. A design concept that puts 

the user and their needs in the center of all its activities is the User-Centered System Design (see 

section 2.3 above). 

 

2.6 Information Security (InfoSec)  
Information is defined, in organizational settings, as an asset which has value and consequently 

needs to be protected (Yassin, Megahed & Moussa, 2011). Information can be created, stored, 

stolen, destroyed, transmitted, corrupted or used (ibid). Security, on the other hand, is the state 

of being free from danger or threat. Essentially, InfoSec is the protection of information assets 

from danger or threat. De Leeuw & Bergstra (2009) define InfoSec as the entire range of 

constraints intentionally built into any computer-system in order to prevent its misuse. InfoSec 

includes many approaches to deal with protecting and mitigating threats to the information 

assets and technical resources available within computer-systems (Crossler et al, 2013).  

 

In recent years, organizations have come to realize that information security and computer-

system security require a lot of attention. As more and more of our lives and livelihoods become 

digital and interconnected, protecting information naturally becomes more important (Shimeall 

& Spring, 2014). Information security does not only concern itself with digital or computer 

information, but also protecting data and information in all of its forms, such as telephone 

conversations and emails (Janssen, n.d.). The term Information Security is sometimes considered 

to be made up of: 

COMPUSEC + COMSEC + TEMPEST = INFOSEC. 

Where COMPUSEC is an acronym for computer-systems security; COMSEC is communications 

security; and TEMPEST is emanations security (Sutterfield et al, 1992:379). The importance of 

InfoSec to almost all organizations should not be underestimated. It allows them to guarantee 

the properties that make their information useful, including confidentiality, integrity, and 

availability (Shimeall & Spring, 2014).These three properties of information security are often 
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referred to as the CIA-triad.  Confidentiality is the prevention of unauthorized disclosure or use 

of information assets; Integrity is the prevention of unauthorized modification of information 

assets; and Availability is ensuring that authorized persons have access to information assets 

when required. The objective of InfoSec is to protect and maintain the CIA triad from threats that 

may impair it (ibid). A threat is defined as any undesirable event that may occur and cause 

potential damages or harm to information or information assets (Harris, 2002; Pfleeger, 1996; 

Parker, 1981).  
 

There are a variety of actors that threaten the CIA-triad of InfoSec. These actors include hackers, 

rogue foreign government, malicious insiders, and legitimate users (Shimeall & Spring, 2014).  To 

effectively curb these actors, organizations need to carefully analyze the risks to their information 

assets and plan for overlapping protection (ibid). This risk assessment is commonly done by 

analyzing the assets that support the business processes (Sasse & Flechais, 2005). Example of 

assets can be people, computer-systems, customer knowledge database, market knowledge 

database, etc. The value assigned to each asset is proportional to how crucial they are to the 

organization. This assessment helps the organization to determine which information asset is 

most likely to be attacked (Janssen, n.d.) and make plan for countermeasures, prevention or 

recovery in case of an eventual attack.  

Making plans for prevention, calculating risk and planning recovery from attacks, in modern 

organizations, is a management issue. InfoSec has important financial and public relations 

consequences for the organizations, therefore, it goes beyond what technology alone can solve 

(Whitman & Mattord, 2011). Hence, management is also held accountable for any problem that 

may arise as a result of attacks on organizational information assets. Formulating an effective 

InfoSec policy is therefore of great importance to management. An InfoSec policy is a general 

rule for directing acceptable behavior of employees when using an organization’s information 

assets (Davis & Olson, 1985). It doubles as a communication and regulative tool within 

organizations (Karlsson, Goldkuhl & Hedström, 2014). It serves the purpose of communicating 

management’s decisions to the employees; and regulating employee’s actions when handling 

organizational information assets.  
 

 

2.7 Computer-systems security (CompuSec) 
As I stated in subsection 2.6 above, computer-systems Security (CompuSec) is one of the three 

important building blocks of InfoSec. CompuSec includes all techniques for ensuring that data 

stored in a computer cannot be read or compromised by any unauthorized individual (Ziavras, 

2010; Beal, n.d.). Furthermore, CompuSec is constructed and implemented to support an 

organization’s business processes. Business processes are commonly understood as a fixed 

sequence of well-defined activities that converts inputs to outputs (Melao & Pidd, 2000). Since 
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organizational computer-systems contain vital information needed to make these conversions 

possible, it is necessary to protect these systems and ensure access to the systems follows a strict 

authority structure. This structure, which often include detailed information regarding the 

protection of the stored information and access to it, is implemented through CompuSec.  

 

The goal of CompuSec is to prevent threats, detect attacks, or recover from an attack (Bishop, 

2005:8). Prevention of threats implies implementing security mechanisms that the attacker 

cannot override and authorized users cannot bypass. Often, preventive mechanisms are very 

cumbersome and interfere with system use to the point that they hinder or create problems for 

authorized users (ibid). This has led to many years of research aimed at making security usable 

(see Usable Security in subsection 2.7.1 below) and uncomplicated for the authorized users. 

Detection of attacks is aimed at discovering an ongoing attack on the computer-system.  

Detection mechanisms accept that an attack may occur; the goal is to uncover an ongoing attack 

or detect it after it had occurred and report it. Recovery occurs in two different ways. The first is 

to stop an attack, assess and repair any damage caused by the attack. As an example, if the 

attacker deletes a file, one recovery mechanism would be to restore the file from backup tapes. 

The second form of recover enables the computer-system to continue its normal functions while 

an attack is under way. This type of recovery depends on techniques of fault tolerance and it is 

difficult to implement because of the complexity of computer-systems (Bishop, 2005:8).  

 

Formulating an effective CompuSec will require analyzing organization’s security needs for the 

purpose of gathering security requirements (Flechais, Mascolo & Sasse, 2007). Knowing the 

organization, understanding its business processes and how it is supported is crucial during 

security requirement collection. A few methods for collecting security requirements include 

AEGIS and Octave Allegro. AEGIS methodology – AEGIS integrates asset identification, risk and 

threat analysis and context of use during security requirement documentation (Flechais & Sasse, 

2005). This method has the advantage of involving stakeholders in the high-level security analysis 

which improves their understanding of security, and increases their motivation to comply with 

organizational security policies. Octave Allegro is an approach used to assess an organization's 

information security needs. OCTAVE Allegro focuses on information assets. An organization's 

important assets are identified and assessed based on the information assets to which they are 

connected. This process eliminates potential confusion about scope and reduces the possibility 

of extensive data gathering. Analysis are performed for assets that are poorly defined, outside of 

the scope of the assessment, or in need of further decomposition (CERT, n.d.). 

 

After security requirements have been collected, they are recorded in a System Security 

Requirement Documentation (SSRD). Depending on the risk level of the proposed computer 

(servers and administrative computers are considered high risk) being developed and the nature 
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of the development environment, system developers should consider creating a SSRD (Even, 

Shankaranarayanan & Berger, 2008). A SSRD is a document showing security requirements for a 

new computer. A SSRD has the advantage of documenting security needs and ensure that 

security is kept in sight throughout the analysis, design and development process. Since security 

can only be effective if it is included in every stage of a computer-system's lifecycle - from initial 

planning, through design, implementation, and operation, to disposal (Guttman & Roback, 1995), 

the SSRD is, therefore, an important document for system developers. Figure 11 show the 

different phases in a computer’s lifespan and the security needs for each phase.  

 

Figure 11: Security in the computer-system lifecycle (Source: Guttman & Roback, 1995) 

 

According to the diagram above, the need for a system is expressed and the purpose of the 

system is documented during the Initiation phase, During Development/Acquisition, the system 

is designed, coded or programmed, developed, or otherwise constructed. Other activities 

performed during this phase includes determining security requirements and performing risk 

assessments. The Implementation phase includes system testing, system installation and security 

testing. During the Operation/Maintenance phase, the system is put to work. Security is also put 

to work and administered during this phase. Operation/maintenance is characterized by the 

addition of hardware and software features to the computer-system. As the name implies, 

Disposal occurs when the computer-system is replaced by new computer-systems. The old 
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computer-systems are usually disposed of when the new system commence operations. At this 

final stage, there is often no need for security measures; but those in charge of disposal may 

want to wipe out system memory to remove all organizational information before discarding the 

system. 

 

 

2.7.1 Usable security 
As earlier stated, the purpose of computer security is to protect an organization's valuable 

resources, such as data, hardware, network and software. Unfortunately, security is sometimes 

viewed as thwarting the mission of the organization by imposing poorly selected, bothersome 

rules and procedures on users of computer-systems (Guttman & Roback, 1995). Therefore, 

various attempts have been made to create and implement security mechanisms that are 

obliging and user-friendly. This type of security is called usable security. Since one of the 

fundamental problems facing security is users bypassing existing security mechanisms in order 

to get their jobs done, attempts have been made to make security usable.  

Usable security is achieved through the process of User-Centered Design of Security (Zurko & 

Simon, 1996). This modern approach of synthesizing usability and security aims at developing 

user-centered security models and applications (ibid). The primary motivator for this approach is 

user’s needs. User’s needs are used as guides to define the security model, interface, or features 

of a system. Apart from user’s needs, there are guidelines for designing usable security. According 

to Kai-Ping Yee (2002), the security mechanism must be visible, make allowance for actions to be 

revoked, grant active authorization for others in accordance with acceptable user actions, and 

match the most comfortable way to do tasks with the least granting of authority. 

However, despite 20 years of research on how to make security usable, researchers are yet to 

find a lasting solution. Researchers have tried various approach to usable security with the aim 

of helping users achieve their goals, not just prevent unsafe actions. Still current security 

mechanisms make unreasonable demands on users with increasing amount of complexity (Zurko 

& Simon, 1996). This may be attributed to the fact that effective computer-systems security goes 

beyond synthesizing security after the analysis and design phases of system development have 

been completed.  

Therefore, the current effort aims to create a methodology which enables the inclusion of both 

security and usability needs during the analysis and design phases of system development. The 

need to include security from the onset of the development process has become necessary due 

to the alarming number of data security breaches recorded this year (ITRC, 2015). The total 

number of organizations that have experienced security breaches this year alone attest to the 

fact that our current methods of implementing security after the design phase has been 

completed; and making security mechanisms usable are not having the anticipated results of 
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keeping information assets safe. If security and usability needs are made more obvious and 

unavoidable from the beginning of the development process, it may ensure the possibility of 

creating computer-system that will satisfy user’s requirements as well as meet organization’s 

security needs.   

Conclusively, I believe the different concepts discussed in this chapter are a necessary lead into 

the following chapters. For example, subsection 2.2 discussed the different stages of computer-

system development and the activities performed during each stage. This, I believe, is necessary 

for the reader to understand the particular point during system development where the 

developed methodology in section 4 below can be applied. Aside from this, the content of this 

chapter will aid reader’s cognition of subsequent chapters especially regarding the developed 

methodology - why it was necessary to develop it, the problem it aims to solve and how it can be 

applied. For example, subsection 2.3 discussed the problems associated with modern system 

development processes as a means of highlighting the problems the developed methodology aim 

solve. In the following chapter, I will discuss the research method, data collection techniques, 

data analysis, etc.  
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3. Method 
In this chapter, I present the choice of methods for the study. This is necessary to aid reader’s cognition of the 

processes involved in this study and to justify the study’s credibility. The chapter begins with a description of scientific 

research and philosophical assumptions, and then culminate into a description of the types of knowledge contribution 

that the study results in and how these can be characterized. Furthermore, a description of the author's assumptions 

and presumptions with regards to the subject matter is discussed. I also discuss the role of theory, data collection 

methods, how the target-population were selected, ethical approach, data analysis and the study's credibility in 

terms of reliability and validity. 

 

3.1 Scientific Research 

Research is generally defined as any creative activity leading to the production of new knowledge 

(Myers, 2013:6). A scientific research, however, involve series of correlated activities aimed at 

extracting empirical data from the natural or social world (Myers, 2013:11). A scientific research 

is any theoretical or experimental investigation aimed at advancing knowledge without a 

specifically envisaged or immediately practical application (Berlucchi et al, 2004). This does not 

imply that research endeavors that result in the creation of practical and applicable artefacts are 

less scientific. Specifically, any quest for new knowledge and the exploration of the unknown is 

regarded as a scientific research (ibid). To extract this new knowledge, researchers apply rigorous 

data analysis for the purpose of answering the research questions and justifying their reasoning 

and conclusions. The quality of a scientific research is evaluated and decided by a peer-review 

system or panel of independent experts (Myers 2013:7; Sweet, 2004).  

At the end of this paper, I will discuss the theoretical and practical contributions of this research 

to the field of Information systems (IS), Information Security (InfoSec) and Human Computer 

Interaction (HCI).  

 

3.2 Philosophical assumptions 

The theoretical framework and choice of methodology for most scientific research is grounded 

in and structured by the underlying philosophical assumptions on which the research is based 

(St. Pierre, 2006).  These assumptions also define the nature of knowledge produced as a result 

of the research (ibid). A researcher’s convictions regarding the knowledge produced is called 

Epistemology. Epistemology refers to assumptions about knowledge and how it is obtained 

(Hirschheim, 1992). In other words, it describes how researchers know what they know by 

describing the scope, validity and limits of the knowledge obtained (Myers, 2013:36). Two main 

philosophical assumptions that have influenced the development of social research is positivism 

and interpretivism.   
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Positivism is the theory aimed at extending the methods of the natural sciences to the study of 

society. It holds that methods of the natural sciences are appropriate for social enquiry because 

human behavior is governed by law-like regularities; and that it is possible to carry out 

independent, objective and value free social research (Richie et al, 2013:24; St. Pierre, 2006).  On 

the other hand, Interpretivism asserts that natural science methods are not appropriate for social 

investigation because the social world is not governed by regularities that hold law-like 

properties. In this sense, positivism and interpretivism are two opposing views on how research 

should be conducted.  

Interpretivism is philosophically grounded in Hermeneutics. Hermeneutics refers to an 

interaction between understanding a text as a whole and the interpretation of its parts (Myers, 

2013:253). In other words, an interpretive researcher iterates between the parts that make up 

the research (literature study, empirical data, etc.) and the result generated from interpreting 

and understanding the social phenomena or organizational problem being studied. Generally, 

the interpretive researcher study organizational and social phenomenon by getting as close as 

possible to the subject or people being studied.  Subjective evidence is then assembled based on 

the researcher’s individual views and preconceptions from previous research conducted in the 

field. Therefore, an interpretive research cannot produce value-free data because the researcher 

interacts with the people or subject and uses her preconceptions to guide the process of enquiry 

(Walsham, 1995; 2006). Interpretivism is largely associated with Qualitative research. 

I will be adopting the interpretative approach during this study. My choice is grounded in the fact 

that this research cannot be value-free as I will be interpreting existing literatures for the purpose 

of understanding why past endeavors aimed at securing computer systems have not been 

effective; and what can be done to advance efforts towards creating resilient computer-systems. 

The interpretation, comprehension and application of these texts is grounded in my personal 

experiences and intellectual capacity. This implies that the meaning I give to these texts will 

contain some elements of personal values. Furthermore, I will be examining the different 

activities performed during the analysis and design phases of system development. The purpose 

of this examination is to understand why these activities are performed and test the possibility 

of adding other activities aimed at collecting security elements during the analysis and design 

phases. My understanding of these system development activities is subjective, mostly 

theoretical and cannot be said to be authoritative statements.  Lastly, the empirical data which 

will be collected using an online questionnaire, will also contain the opinions and thoughts of IT-

professionals. These opinions and thoughts are not value-free and subjective for individual 

respondent. Therefore, the interpretative approach is deemed suitable for the purpose of this 

study.  
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3.3 Research method 

A research method can be defined as a strategy of enquiry used for finding empirical data about 

the world (Myers, 2013:25). Three foremost research methods are the quantitative, qualitative 

and mixed research approach (Creswell, 2014). Each research method builds on a set of 

underlying philosophical assumptions and the choice of research method influences the way in 

which the researcher collects data (Myers, 2013:25).  

Quantitative research is an approach for testing objective theories by examining relationship 

between variables. (Creswell, 2014). These variables are measured to create numbered data, and 

the numbered data are analyzed using statistical methods.  In other words, quantitative research 

emphasize numbers and the use of statistical tools to analyze data. Quantitative researchers 

study variables in controlled environments or in laboratories. This research approach is often 

used for testing large sample size and for drawing conclusions that can be generalized to a large 

population (Myers, 2013:8). 

Qualitative researchers study people and objects in their natural settings, attempting to make 

sense of or interpret phenomena in terms of the meanings people assign to them. (Denzin & 

Lincoln, 2011:3). A qualitative research involves a set of interpretive, material practices that make 

the world visible. These practices transform the world. They turn the world into a series of 

representations, including field notes, interviews, conversations, photographs, recordings and 

memos to self (ibid). A defining characteristic of qualitative study is the approach employed to 

study the subject-matter. Qualitative research is often viewed as a predominantly inductive 

paradigm. Induction looks for patterns and associations derived from observations of the world; 

while deduction generates propositions and hypotheses theoretically through a logically derived 

process (Ritchie et al, 2013:24). In reality, both deduction and induction are involved at different 

stages of the qualitative research process (ibid).  

Furthermore, qualitative research employs an in-depth approach to research whereby the 

researcher works with a handful of subjects but at a deeper level. Fewer numbers often imply 

studying each unit in a deep and more holistic manner (Goldkuhl, 2011). Another approach used 

in quantitative research is the “broad” approach where the researcher engage a large number of 

subjects but study a limited number of factors (ibid). In practice, a broad study may employ a 

qualitative approach, or at least qualitative elements. Similarly, an in-depth study may contain 

quantitative elements (for example, surveys) which often means applying a qualitative approach 

(Goldkuhl, 2011). This is what Creswell (2014) called the “mixed” research approach. The mixed 

research is an approach to inquiry involving collecting both quantitative and qualitative data, 

integrating the two forms of data and using distinct design that may involve philosophical 

assumptions and theoretical frameworks. The combination of quantitative and qualitative 

elements is also known as triangulation (Myers, 2013:9). Triangulation is the idea that a 

researcher should use more than one research method, use two or more techniques to collect 
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data or combine quantitative and qualitative methods in one study (ibid). The mixed research 

approach is an excellent choice if the researcher wants to look at a phenomena from different 

perspectives. The combination of the quantitative and qualitative methods provide a complete 

understanding of a research problem and gives a “complete” picture of what is happening 

(Creswell, 2014; Myers, 2013:9). 

During this study, I will be adopting the qualitative research method while employing the method 

of triangulation to compare data from the literature review and the online questionnaire. The 

qualitative approach to research will enable the use and combination of data from the various 

documents, electronic resources and online questionnaire. My aim is to look at the possibility of 

applying the developed methodology in a real life system development process by asking 

different IT-professionals to estimate the possibility of implementing the methodology based on 

their system development experiences and personal opinions. These personal opinions and 

experiences are subjective which speaks for the choice of Qualitative research method as the 

preferred approach for this study. 

 

3.4 Research Design 

Information Systems (IS) is an applied research discipline, in the sense that we frequently apply 

theory from other disciplines, such as economics, computer science, and the behavioral sciences, 

to solve problems at the intersection of IT and organizations (Peffers et al, 2007). However, this 

has led to ambiguity in the core of the discipline as well as the research conducted in IS (Benbasat 

& Zmud, 2003). The result of IS research efforts are not often applicable to the solution of 

problems encountered in research and practice (Peffers et al, 2007). Benbasat and Zmud (1999) 

argued that the relevance of IS research is directly related to its applicability. In other words, 

empirical IS research should be implementable, synthesize an existing body of research or 

stimulate critical thinking among IS practitioners. My aim with this study is to produce a result 

that can be implemented during computer-system design and development processes. The 

methodology for designing usable-secure system (see section 4 below) is still in its rudimentary 

stage but, hopefully, will develop past this stage in the nearest future.  

Conducting practical and applicable research is largely dependent on the choice of research 

design. Research design is defined as procedures of inquiry employed during a study (Creswell, 

2014). The research design indicates the type of study that will be carried out. Therefore, 

choosing the right research design is central to IS research. The right research design will guide 

the researcher during the study and increase the possibility of achieving results that are 

applicable and practical. There are various research designs used in IS and qualitative research. 

They include narrative research, phenomenological research, action research, grounded theory, 

ethnographic research, and case study research.  



Page | 36  
 

The Narrative researcher studies the lives of individuals and ask one or more individuals to 

provide stories about their lives (Riessman, 2008). The researcher then combines her personal 

views with views from the participant’s lives into a collaborative narrative (Clandinin & Connelly, 

2000). A Phenomenological researcher describe how different people experience a phenomenon. 

This description is based on the stories told by the respondents themselves (Creswell, 2014). An 

Action researcher seeks to study organizational processes and create positive change. The aim is 

to solve current practical problems while expanding scientific knowledge (Myers, 2013:59). 

Grounded Theory is a procedure of inquiry which seeks to create general abstract theory of a 

process, action or interaction grounded in the views of respondents. It is an inductive, theory 

discovery methodology that allows the researcher to develop theoretical accounts of the general 

features of a topic while simultaneously grounding the account in empirical observations or data 

(Martin & Turner, 1986:141). An ethnographic researcher spends a prolonged period of time in 

the field studying what people are doing compared to what they say they are doing (Creswell, 

2014; Myers, 2013:92). Ethnographic research is one of the most in-depth design of inquiry 

possible (ibid).  

The case study method is the preferred research strategy in IS research (Yin, 2003; Alavi & 

Carlson, 1992; Orlikowski & Baroudi, 1991). Case study provides tools for researchers to study 

complex phenomena within its real-life context using a variety of data sources (Baxter & Jack, 

2008, Yin, 2003). In this sense, the Carbanak case can be seen as the real life complex in which I 

intend to study the phenomena of information insecurity. When the case study approach is 

applied correctly, it becomes a valuable technique for IS researchers to develop new methods 

and theories; and cultivate solutions to organizational problems (Baxter & Jack, 2008). The 

primary aim of case study research is to convince other researchers of the applicability (or 

inapplicability) of a particular method or theory by providing empirical evidence to support the 

claim (Myers 2013:74). It often employs in-depth analysis of a case, event, program, activity, 

process or group of people (Creswell, 2014). 

According to Yin (2002), certain conditions must exist for a research to be regarded as a case 

study – (a) the types of research questions posed in the research report; (b) the extent of control 

a researcher has over actual behavioral events; and (c) the degree of focus on contemporary as 

opposed to historical events. This study fulfills all three condition specified by Yin (2002). 

According to the author, case studies aim to answer “how”, “who”, “what”, “where” and “why” 

questions. The two research questions for this study fulfill this condition. The first question aims 

to examine how usability and security mechanisms can be implemented during computer-system 

design; and the other question examines what models or methodologies exist today for 

implementing usability and security mechanisms. The second condition specified by Yin (2002) 

relates to the type of research being conducted – contemporary or historical. According to the 

author, case studies are best suited for studying contemporary phenomenon. This study 
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examines a contemporary event (Carbanak attack) relating to attacks on organizations within the 

financial sector. The purpose of analyzing this single event is to gain insight into the current 

security situation; and make an attempt to find a solution to curb these attacks. The third and 

last condition refers to the researcher’s inability to control behaviors relevant to the research – 

“The case study is preferred in examining contemporary events when the relevant behaviors 

cannot be manipulated” (Yin, 2002). In this sense, the case study was the method of choice for 

this research because I have no control over relevant behaviors relating to the affected financial 

organizations and their employees; the Carbanak gang; or the attack itself.  

Case study research can be exploratory or descriptive in nature. For the purpose of this study, I 

will briefly discuss the exploratory research design. Exploratory research, according to Wyk 

(2013), is the most useful and appropriate research design for those projects that are addressing 

a subject about which there are high levels of uncertainty and ignorance about the subject-

matter. This type of research design is suitable when the researcher aims to diagnose a situation, 

gain new insights, screen alternatives, increase knowledge of the phenomenon or situation being 

studied and discover new ideas (Burns & Groove, 2001:374). Researchers conducting exploratory 

research usually look for individuals who are knowledgeable about a topic or process (Sage, n.d.). 

These individuals will provide the researcher with different perspectives necessary to understand 

the situation being studied. In this case, the online questionnaire (see subsection 3.8.4 below) 

will be distributed to people knowledgeable in system development processes and the different 

methodologies used during system development. The aim is to test the possibility of 

implementing the developed methodology during a system development process. One limitation 

of exploratory research is that it typically seeks to create hypotheses rather than test them (ibid). 

I will be using the exploratory research design during this study. My choice is grounded in the 

nature of the situation being studied. Furthermore, I intend to increase knowledge about the 

current security situation and how cybercriminal gangs are collaborating to carry out attacks on 

organization. I am interested in the Carbanak attack because it is a contemporary event which 

possess the necessary elements I need to gain insights into the current security situation. Aside 

from this, the Carbanak case exposes the tactics used by cybercriminals and how their focus have 

moved from attacking  individual customers to attacking financial organization’s networks.  

Conclusively, exploratory research provides the possibility of gaining new insights into a situation 

and discovering new ideas; case study is used to conduct in-depth investigation into one or few 

situations, this study can therefore be said to be an exploratory case study. I will be using the 

Carbanak attack to gain new insights into the security situation for the purpose of understanding 

why previous attempts to secure organizational information systems have not being effective. 

Although the exploratory case study as a research design has it’s limitation, it provides the 

possibility of investigating the Carbanak attack in relation to securing organizational information 

assets and computer-systems.  
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3.5 Knowledge characterization 

The purpose of many research endeavor is to create new knowledge (Berlucchi et al, 2004). 

Goldkuhl (2011) recommend that a researcher should consider certain questions before 

embarking on the research endeavor. These questions include deciding on the type of knowledge 

to be created and its purpose, how to go about developing the knowledge, the boundaries of the 

knowledge, target audience for the knowledge and how the knowledge will be presented (ibid). 

He called this “knowledge projection” and claims that it helps a researcher structure and 

coordinate her research endeavors.  

Developing new knowledge is important in many context (Goldkuhl, 2011) but characterizing the 

generated knowledge is just as important as creating it. Knowledge characterization implies 

defining the type of knowledge one aims to develop as a result of the research. According to 

Goldkuhl (2011), research endeavors can produce eight (8) types of knowledge: 

 Categorical knowledge: Knowledge about different attributes and uses of an object 

(research report) that allows it to be placed in a group of objects with similar attributes 

and uses (Poldrack, 2012). For example, the result of this study may be placed in the 

category of system development or information system security. 

 Classifying knowledge: similar to categorical knowledge, this knowledge type often 

involve dividing or ranking objects. It often involves dividing something into categories 

and describing why it is placed in that category. For example, the result of this study can 

be classified under the design phase of system development. Other results may be ranked 

in the development or Implementation phases. 

 Characterizing knowledge: Knowledge that describe the property of an object. A 

descriptive form of knowledge which describes what something is. 

 Explanatory Knowledge: this type of knowledge is achieved through investigation. It seeks 

to explain cause-effect relationship between phenomena for the purpose of giving 

answers to why something is the way it is (Franc, 2014; Goldkuhl, 2011). 

 Guiding knowledge: the purpose of guiding knowledge is to give advice and describe how 

something should be done (Franc, 2014; Goldkuhl, 2011). 

 Value Knowledge: knowledge about desirability or how you want something to be. It 

reflects a researcher’s desire or wish with regards to a phenomena.   

 Critical knowledge: This type of knowledge probes certain phenomena. Critical knowledge 

can be directed against both "external" conditions (e.g. power/resource relationships 

between individuals) as internal mental conditions (different values and beliefs of the 

people). Critical knowledge often use Value knowledge as a base (Franc, 2014; Goldkuhl, 

2011).  

 Prospective knowledge: knowledge with no immediate practical application but may have 

future implications.  
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These different types of knowledge are inter-related and certain knowledge types are the 

foundation on which other knowledge types are built. For example, categorical knowledge is a 

prerequisite and component in all other forms of knowledge; categorical knowledge may be an 

important foundation for several other forms of knowledge including characterizing knowledge. 

The researcher should analyze and express this knowledge characterization to know the “worth” 

of the developed knowledge. Knowledge characterization is necessary to be able to determine 

strategy for development (Goldkuhl, 2011).  

With reference to the research questions in section 1.4, the prominent type of knowledge in this 

study is prospective knowledge. This type of knowledge can be seen as having no immediate 

practical application; but it is hoped that it will at least provide a base for future research in the 

area of system design and information systems security. Furthermore, this study aims to 

contribute to previous research in the areas of Information Systems Security and information 

system development by presenting a methodology for developing usable secure systems. It this 

sense, it will be producing categorical and classifying knowledge. Lastly, the result of this study 

may be used as a guide for future research (guiding knowledge).  

 

3.6 Preconception 

Goldkuhl (2011) explains that it is wise for a researcher to be clear, open and honest about her 

preconceptions regarding a research topic. Preconceptions affect a researcher’s choice of 

research topic, the research approach she adopts and most importantly, how she analyze the 

data gathered during the research. Myers (2013) acknowledged that preconceptions affect a 

researcher’s opinion of the phenomenon being studied and the interpretation of available data. 

When a researcher is aware of her preconceptions and openly admits them; it will help increase 

transparency between the reader and the researcher (Goldkuhl, 2011). Furthermore, being open 

about previous knowledge helps the researcher maintain objective awareness, avoid making rigid 

interpretations and misguided analysis of the current subject-matter. This transparency, on the 

researcher’s part, must always be assessed based on relevance criteria (ibid). In other words, a 

researcher should only clarify preconceptions, personal values and assumptions that relate to 

the research topic. 

For the purpose of transparency, I will briefly summarize my educational background and 

previous experiences that may affect this study. I studied Interaction Design during my 

undergraduate education and I am currently studying a master’s program in IT and Management. 

As a result of my previous education, recent studies in Information Security (InfoSec), and my 

personal relations with bank employees; I can openly admit that I have situational knowledge of 

my research area.  Situational knowledge is knowledge about situations as they appear in a 

particular field or domain (De Jong & Ferguson-Hessler, 1996). This knowledge of the problem 
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situation will enable a researcher sieve relevant features out of the problem situation and create 

an adequate problem representation (ibid). The issue with selecting problem features is that the 

researcher uses previous preconceptions to judge which features are relevant and which features 

are irrelevant. However, what may seem irrelevant to a researcher, may be relevant to the 

research result. For this reason, I will be cautious about what I deem relevant or irrelevant to the 

research. I intend to maintain a conscious awareness with regards to the empirical data collected 

and the theoretical sources I choose for this study.  

Additionally, I have worked at length with Usability in recent years and I am inclined to lean 

towards this concept than InfoSec, which I have only recently studied. This may create some bias 

during the research. To prevent this from occurring, I have decided to work equally with the user-

centered approach (UCSD) and information system security methodologies (AEGIS and Octave 

Allegro). This will increase the possibility of focusing equally on security and usability throughout 

the study; and drawing a balanced conclusion at the end of the research.  

 

3.7 The role of theory 

Philosophers and scientists have affirmed that all knowledge is theory-laden and that methods 

are theory-driven (Mitchell & Cody, 1993). Since knowledge is the result of most research 

endeavors (Myers, 2013:6), the role of theory in the various activities leading to its creation 

should not be underestimated. However, the researcher must relate theory to reality (empirical 

data) in order to create knowledge that is scientifically grounded and accurate.  Relating theory 

to reality is, regrettably, one of the fundamental problems in all scientific study (Patel & Davidson, 

2003). Relating theory to reality is a way of verifying or testing theories. This has been the focus 

of most sociological and management research. In this sense the research and the researcher are 

guided by the theory. The theory steers the research and determines which research approach 

to be adopted.  

In qualitative research, theory is used as a lens for the inquiry or they may be generated during 

the study (Creswell, 2014). This research is grounded in theories from different fields of study 

including Information Systems (IS), Information Security (InfoSec), and Human-Computer 

Interaction (HCI). These theories will be used as a guide to inquire how usability and security 

mechanisms can be collected and implemented equally during the design phase. The 

questionnaire questions are based on a combination of theories from HCI and InfoSec. Lastly, the 

proposed methodology for designing usable secure systems (see section 4) was a result of 

theories within these fields of study.  
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3.8 Data Collection Techniques 

Data collection techniques include all methods used to collect data during a research. The data 

collection method should enable a researcher to collect all the information needed to answer her 

research questions (Royer & Zarlowski, 1999). There are different types of data collection 

techniques used during research including interview, questionnaire, observation, and literature 

review. For the purpose of this study, I will only discuss questionnaire and literature review. 

Questionnaires can be thought of as a kind of written interview where the interviewer states the 

question and the respondent reply (McLeod, 2014; Sharp, Rogers & Preece, 2007:308). 

Questionnaire was selected as a data collection technique during this study because I wanted to 

gather the opinion of respondents who happen to be busy IT professionals. It was not possible to 

interview them face-to-face, therefore, a questionnaire was the closest logical alternative to an 

interview. Questionnaire can contain open-ended or closed-ended questions. Open-ended 

questions allow respondents to express what they think in their own words. For example: “Have 

you been in any situation whereby you had to choose between efficiency and respecting 

organizational security rules?” Open-ended questions enable the respondent to answer the 

question in as much detail as he/she likes using their own words. On the other hand, closed-

ended questions only permit answers which fit into categories that have been predetermined by 

the researcher. For example, respondents may only chose between “Yes” or “No”; “Male” or 

“Female” or “True” or “False”.  A questionnaire often use both open-ended and closed-ended 

questions to collect data. The questionnaire which was used during this study contained both 

open-ended and closed-ended questions. There were certain closed-ended questions such as 

“Sex?” or “Age?” in the questionnaire because these questions can only have one answer from 

the list of pre-determined answers. There were also open-ended questions such as “Does your 

work environment encourage information sharing?” which allowed the respondent to answer in 

their own words, and in as many sentences as they want. Mixing open-ended and closed-ended 

questions was beneficial because it enabled the collection of both quantitative and qualitative 

data (McLeod, 2014). Questionnaires can be applied face to face, by telephone, post or online. 

The questionnaire for this study was applied via the internet as respondents were physically 

inaccessible and live in different time regions.   

The second data collection method used during this study is literature review. Literature review 

is a method for gathering qualitative data from newspapers, corporate records, emails, blogs, 

websites, books and photograph records (Myers, 2013:151). Literature review is perhaps the 

most popular method for gathering qualitative data during a research. During this study, I used 

information from websites, blogs and newspapers especially with regards to the Carbanak attack. 

Most of what is written concerning the case was online. Secondly, since it was a current and 

ongoing issue, there were daily updates posted on these websites, newspapers and blogs 

regarding the progress made by security experts in unravelling the people behind the attack. 
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Apart from these online sources, I used books and academic articles. These books and academic 

articles were a good source for definitions of key terms and descriptions of past research 

conducted in this area.  Some of these research reports could be considered as documents which 

contained precise descriptions of what was done and how it was done. Altheide (1996) defined 

document as “any symbolic representation that can be recorded or retrieved for analysis”. 

Researchers often study documents to understand past events and promote a deeper 

understanding of the subject-matter. I studied the report documents by Sasse and Flechais 

(2005), Flechais, Mascolo and Sasse (2007) to understand how the AEGIS methodology (see 

subsection 1.9 above) was created and find any shortcoming in the methodology. The aim of 

finding these shortcomings was to make up for them in the methodology I developed (see section 

4 below). The value of these past research documents to the current study is immeasurable. 

Apart from written reports, documents can come in different forms namely records, 

photographs, films, and videos (Myers, 2013:152-155). Records attest to some formal 

transactions, for example, bank statements or driver’s license. Photographs are images captured 

by a camera. Films and videos are moving pictures that tell a story or inform the viewers (ibid).  

 

Conclusively, interview was not selected as data collection technique during this study because 

of inaccessibility to the target group for the questionnaire. Observation was also ruled out as a 

data collection technique because I have no access to the banks, or the employees, that were 

affected by the Carbanak attack. However, the data collection techniques I selected (online 

questionnaire and literature review) were better suited for this study and will be used to collect 

data needed to answer my research questions and support my analysis and final conclusion.  

 

In the following sections, I will describe the primary and secondary data for this study. I will also 

describe how the online questionnaire was designed; and the prominent documents used during 

this study.  

 

3.8.1 Primary data 

Primary data are defined as those data which are unpublished and which the researcher has 

gathered directly from people or organization (Myers, 2013:120). In other words, data obtained 

first-hand from respondents or subjects. The primary data for this study will be collected using 

an online questionnaire. The link to the online questionnaire was distributed via various channels 

including Twitter, Facebook, Google+ and emails. The total number of respondents was 16 

persons, both male and female. These respondents occupied different IT positions in their 

organization.  A detailed description of how the questionnaire was designed and the tools used 

can be found in section 3.8.4 below.  
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3.8.2 Secondary data 

Secondary data refer to any data which a researcher has gathered from previously published 

books, research reports, newspaper articles, websites, blogs, and journal articles (Myers, 

2013:120). The secondary data for this study was obtained from books, online articles, blogs, 

online newspapers and research papers.  Some prominent source of secondary data for this study 

was the research reports by Sasse and Flechais (2005), Flechais, Mascolo and Sasse (2007). Other 

prominent sources were Kapersky Lab (2015), Gulliksen et al (2003), Gupta & Malik (2005), and 

Sharp, Rogers & Preece (2007). These secondary sources provided definitions for key terms; and 

up-to-date briefings regarding the Carbanak attack.   

  

3.8.3 Selection of respondents 

The target population for the questionnaire were a few selected people working in IT 

departments. These include system developers, system analyst, system security specialists and 

interaction designers. These people were selected based on their knowledge of the fields (IS, 

InfoSec and HCI) being studied. It was important that they have an IT-base and good knowledge 

of models/methodologies used during the analysis and design phases of system development. I 

also selected people who I know will mostly likely fill the forms. These selection criteria limited 

the number of people I selected as respondents during this study. 

Furthermore, I wanted an equal number of male as well as female respondents. But of the 16 

respondents that filled the online questionnaire only 3 were females. However, this disparity 

among male and female respondents is not noticeable in the results or responses.  

Lastly, only respondents who have being a part of a system development process was selected. 

How long they have been part of system development teams played a small role. What was 

important was that they have had the experience of system development and are familiar with 

system development methodologies and models.  The following section describe how the 

questionnaire was designed and distributed.  

 

3.8.4 Online Questionnaire 

The online questionnaire was designed using Google Forms. Google forms is a free web-based 

tool for creating questionnaires, surveys, to plan events, or collect other information. The 

primary purpose of the online questionnaire was to gather the opinions of the respondents 

regarding the proposed methodology for designing usable secure systems. The second purpose 

was to discern what working with usability alongside security would imply for the respondents.   

The questionnaire could not be applied face-to-face or physically because the respondents were 

unavailable during work hours and geographically dispersed. Consequently, the link to the 
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questionnaire was distributed via email and on social platforms such as Google+, Twitter, 

Wordpress and Facebook. Screenshots of the online questionnaire are attached to this report as 

Appendix A. 

As earlier stated, the main purpose of the online questionnaire was to gather the opinions of IT-

professionals working in the financial sector regarding the methodology developed during this 

study (see section 4 below). The methodology was developed by borrowing concepts and 

activities from models and methodologies used in the study fields of InfoSec and HCI. These 

models and methodologies include User-Centered System Design (UCSD), Octave Allegro and 

AEGIS. The activities and concepts borrowed include: 

 Gather participants (HCI & InfoSec): The concept of selecting a target population to 

participate during computer-system and system security development is common to 

UCSD and AEGIS which are methodologies used within the fields of HCI and InfoSec 

respectively. These fields of study have highlighted the importance of including the 

people who will be interacting with the system in their daily work life as part of system 

and security development. I included this activity in the developed methodology because 

the participants are needed to help identify user’s needs and test the system prototype 

under development.  

 Identify user’s needs (HCI & InfoSec): the concept of identifying user’s need is common 

to both UCSD and AEGIS. In the model and methodology, users were identified as key 

players in system and security development. I selected this concept and included it in the 

developed methodology because it was literarily impossible to talk about system 

development or system security development without mentioning the users. It is 

therefore of utmost importance to include identifying the needs of the people who will 

be interacting with the system.  

 Identifying organizational information assets (InfoSec): This concept was borrowed from 

Octave Allegro which is a methodology used within the field of InfoSec. The original 

terminology used in Octave Allegro was “Organizational views” which implies identifying 

organizational critical information assets. I included this activity because it was necessary 

to know, from the onset, what the system under development is supposed to protect and 

how it should protect it.  

 Identify containers of information assets (InfoSec): this concept was also borrowed from 

Octave Allegro. It implies identifying where the critical organizational information assets 

are kept or stored. Containers can include people, databases, servers, administrative 

computers, etc. It is important to identify these containers to be able to plan, in advance, 

how to protect them. I included this concept in the developed methodology to indicate 

the level of security which should be assigned to different containers in the system 

depending on how crucial they are to the organization and its business processes.  
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 Identify threats to containers of information assets (InfoSec): this concept was also 

borrowed from Octave Allegro. It implies identifying the people, group, or organizations 

that may be interested in the organization’s critical information assets and their 

respective containers. I included this concept in the developed methodology to plan for 

and create the necessary level of protection against possible attacks from these groups, 

organizations or malicious persons.   

 Plan for usable and secure system design (HCI): this concept is from UCSD and it implies 

planning the different activities which will be performed during the design phase. The 

original terminology in UCSD is “plan for usable system design”. I added the term 

“security”. I included this activity to indicate the importance of planning the different 

activities that will be performed during the design phase. Furthermore, the collected 

security and usability requirements are properly documented during this phase. These 

documents play an important role before, during and after the system design phase.  

 Specify use context (HCI): this is a concept borrowed from UCSD. It implies describing the 

environment where the system will be used. For example, high-tempo work 

environments like banks; or low-tempo work environments like libraries. I included this 

activity to indicate the importance of planning for and accommodating the environment 

where the system will be put to use during system design.  

 Specify usability and security requirements (HCI): this is a concept borrowed from UCSD. 

The original terminology was “specify usability requirements”; I added security to it. This 

activity implies stating or specifying all the usability and security requirements, collected 

during the analysis phase, which the system must fulfill. I included this activity to highlight 

the importance of forming the system in accordance with the collected requirements. If 

the system does not fulfill these requirements it may lead to it being rejected by the users 

and/or the organization.  

 Design and create system prototype (HCI): Borrowed from UCSD, this implies designing 

and creating a testable copy of the system; otherwise known as a prototype. The purpose 

of creating prototypes is to enable testing before developing the real system. Prototypes 

can be low-fi (paper prototype) or high-fi (solid and testable prototype). The high-fi 

prototype is very similar to the real system. I included the activity of designing and 

creating system prototype to highlight the importance of testing during the design phase. 

Testing aide in attaining usability and helps fortify system security.  

 Perform security and usability testing (HCI): A term from UCSD which implies testing the 

system prototype to ensure its compliance to the collected system requirements. The 

original activity was “perform usability testing”; security was added for the purpose of the 

new methodology developed during this study. As I stated earlier, testing is an important 

activity during system development to ensure usability and security compliance.  
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 Evaluation (HCI): Evaluation is an activity borrowed from UCSD which implies comparing 

the collected security and usability requirements to the performance of the system 

prototype. If the created prototype meets all the usability and security requirements, the 

design phase has been successfully completed. If the prototype does not meet all the 

requirements or new requirements were discovered during testing, the process is iterated 

until the system satisfies all the requirements. I included this activity because evaluation 

enables the comparison between documented security and usability requirements and 

the results of the design phase.  

After the methodology was created, I included it in the online questionnaire which was 

administered to the selected respondents. The respondents constructively criticized the 

methodology’s structure and appearance (See section 4 below). This constructive feedback from 

the respondents was then used to improve the original diagram (see figure 12b below). In the 

new diagram, the analysis phase was separated from the design phase using arrows and brackets; 

the diagram was redrawn in black and white; and all the activities were iterative and connected 

to each other.  

 

3.8.4.1 Designing the online questionnaire 

A well-designed questionnaire should meet the research objectives. It should keep the questions 

brief and ensure that the respondent(s) remain interested throughout the interview (Bradburn, 

Sudman & Wansink, 2004). The questionnaire for this study plays an important role because it is 

intended to gather opinions about the methodology for developing usable secure systems. 

Therefore, it is important to ensure that questions are formulated in a way that respondents will 

fully understand them.  A good questionnaire should be organized and worded to encourage 

respondents to provide precise, unbiased and complete information (ibid).  

To ensure that the questionnaire I was designing was effective in gathering the data I need to 

answer the research questions, I followed Bradburn, Sudman and Wansink (2004) nine steps to 

designing good questionnaires: 

1. Decide the information required 

2. Define the target respondents 

3. Choose the method(s) of reaching your target respondent. 

4. Decide on question content.  

5. Develop the question wording. 

6. Put questions into a meaningful order and format. 

7. Check the length of the questionnaire 

8. Pre-test the questionnaire. 

9. Develop the final survey form. 
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The information required is related to the applicability of the developed methodology for 

designing usable and secure computer-systems. I also wanted to know what the respondents 

thought of the methodology, and if they think it is applicable during a system development 

process. I defined the target respondents (see subsection 3.8.3 above) using their experiences in 

system development processes and their professional occupation as criteria. The method for 

reaching the respondents and distributing the link to the online questionnaire was through social 

media and email. The social platforms I used include Google+, Twitter, Facebook and Wordpress. 

Deciding on the question content was aided by the literature review carried out during this study, 

and the research questions. From the research reports written by Sasse and Flechais (2005), 

Flechais, Mascolo and Sasse (2007), I identified some areas which were interesting for the current 

study. Gulliksen et al (2003) and Information from Kapersky Lab (2015) were also sources for the 

question content. While developing the question wording, I used simple and easy to understand 

terms. I also used some technical terminologies which I believe are familiar to the respondents. 

Putting the questions into a meaningful order was not as simple as I anticipated but I tried to 

make it as logically coherent as possible. The length of the questionnaire was adequately long – 

not too long to bore the respondents. I personally pre-tested the questionnaire and asked two 

other persons to test it too. It took a bit longer for one person than the other but both persons 

agreed that the questions were easy to understand. Lastly, I developed the final form and 

published it online where it was accessible to all the respondents who had a link to it.  

The finished questionnaire had an “introduction” which tells respondents the reason why the 

research is being conducted, my name and contact details. I included my contact details in case 

the respondents had questions regarding how I will use the information they provide in the form. 

It also informs them that their participation is voluntary and they can withdraw from the research 

at any time.  

 

3.8.5 Data Analysis 

The data collected using the online questionnaire and during the literature review need to be 

analyzed objectively in order to answer my research questions. There are several methods for 

analyzing qualitative data and one of such method is qualitative content analysis. Qualitative 

content analysis is defined as a methodological controlled analysis of texts within their context 

of communication, following content analytical rules and step by step models, without rash 

quantification (Mayring, 2000:2). Patton (2002:453) defines qualitative content analysis as “any 

qualitative data reduction and sense-making effort that takes a volume of qualitative material 

and attempts to identify core consistencies and meanings”. Qualitative content analysis 

empowers the researcher to make replicable and valid specific inferences regarding the research 

questions from the collected texts or data (Krippendorff 1969:103). It is important to note that 
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qualitative content analysis is theory driven (Kvale & Brinkmann, 2014). Apart from the research 

questions, theory determines what the researcher looks for in the collected data.  

The data collected during the literature review (see section 2 above) was first sorted using a 

Synthesis Matrix (see Table 1 below). A synthesis matrix is a table which helps the researcher 

organize the sources in the literature review and integrate them into a unique interpretation or 

synthesized statement that serves as the foundation of the study (Sally, 2013). Afterwards, I 

analyzed the synthesized statements using qualitative content analysis to make sense of the 

information they create as a whole. Content analysis was used to fit the synthesized texts into 

the context of this research report. That is, I used the text created during content analysis to 

support my arguments throughout the report.  

Lastly, relevant excerpts from the online questionnaire were extracted, compressed and included 

in the body of the report to help reader’s cognition. The complete records from the questionnaire 

are attached as appendixes to this report.  

 

Concept Author 1 Author 2 Synthesized 

Statement 

Agile Method Isaias & Issa (2015) 

“Agile methods of 

development have 

become increasingly 

popular.”  

Waters (2007) 

“Agile is one of the 

big buzzwords of 

the IT development 

industry. The use of 

the method….has 

become 

increasingly 

popular” 

The Agile methods 

are currently the 

most popular 

methods used 

during system 

development 

Fault Tolerance Dubrova (2013) 

“Fault tolerance is 

the ability of a 

system to continue 

performing its 

intended function 

despite of faults” 

Pradhan (1986)  

“A system that can 

continue to 

correctly perform 

its specified tasks in 

the presence of 

hardware failures 

and/or software 

errors” 

These computer-

systems are often 

designed to be 

usable and fault 

tolerant, that is, 

they possess the 

ability to continue 

performing the 

intended functions 

in spite of faults 

 

Table 1:  Synthesis Matrix  
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3.9 Ethical considerations 

Researchers are required to obtain permission from their human subjects or their institutional 

review board if they are planning to conduct a research project that involves people (Myers, 

2013:48). This is referred to as Research Ethics. Myers (2013) defined research ethics as the 

application of moral principles in planning, conducting, and reporting the results of a research 

project. Research ethics can also be seen as established norms that regulates a researcher’s 

conduct throughout the research process, especially in her relations with the research subject-

matter. 

A few ethical norms to consider during research include - informed consent, plagiarism, honesty 

and Human subject protection. Informed consent means that potential informants should “be 

enabled freely to give their informed consent to participate, and advised that they can terminate 

their involvement for any reason, at any time” (Payne & Payne, 2004:68). In other words, the 

researcher should ensure that participants are aware that they do not have to partake in the 

research; participation should be voluntary. Plagiarism is the deliberate copying of someone 

else’s work and presenting it as one’s own (Myers, 2013:50). Honesty is fundamental to all 

research. The researcher must honestly report data, methods used, procedures, results, and 

publication status (Myers, 2013:50; Shamoo & Resnik, 2009).   Any research involving human 

subjects must be conducted with precaution. The human subject protection states that the 

researcher must protect her human subjects from harm and risks. The researcher must respect 

human dignity, privacy, and autonomy (Shamoo and Resnik, 2009). The human subject protection 

is also known as the “Golden rule” of research ethics. This ethical principle states that the 

researcher must treat her human subjects as she would have them treat her (Myers, 2013:49).  

All participants in this study were informed that participation was voluntary and they could, at 

any time, withdraw from the study. I also informed them that excerpts from the questionnaires 

can only be used or reproduced in the report with their consent. The data gathered through the 

questionnaire are automatically sorted in Google Forms. Text and graphical representation of 

these data are then presented to the researcher for further use. This way, the results cannot be 

altered or changed by the researcher. Lastly, literatures and other sources used in this report are 

cited in the body of the report and in the Reference section below.  

 

3.10 Reliability and Validity 

Qualitative and quantitative researchers need to test and demonstrate that their studies are 

credible. This is referred to as reliability and validity in research terminology. Definitions of 

reliability and validity differ depending on the type of research (quantitative or qualitative) 

conducted. In quantitative research, reliability refers to the replicability of the research result; 

while validity is a way of ensuring that the measurements used in the report are accurate and 
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whether the researcher is actually measuring what they intended to measure (Golafshani, 2003). 

However, qualitative researchers view the concepts of reliability and validity differently. They 

argue that these definitions, which contain quantitative terms, cannot be applied to qualitative 

research (ibid). Glesne and Peshkin (1992) claim that the question of replicability in research 

results does not concern qualitative researchers. They concern themselves with precision 

(Winter, 2000), credibility, and transferability (Hoepf, 1997) of research findings.  

 

Thus, the credibility of a quantitative research depends on instrument construction. In qualitative 

research, “the researcher is the instrument" (Patton, 2001, p. 14). In other words, the credibility 

of a qualitative research depends on the ability and effort of the researcher (Golafshani, 2003). 

This ability is demonstrated in the way she conducts her research, in her relations with ethe 

research subject, how data is collected, how the collected data are applied to real life problems, 

and how she presents these information in a research report. Consequently, a qualitative 

researcher cannot determine the credibility of her own study. This credibility is determined 

during a peer-review process. The peer review process implies that the research findings are 

subject to review by one’s peers (Myers, 2013:235). In academic settings, peers consist of 

students, supervisors, lecturers or other qualified persons who are able to judge the quality of 

the work. If the manuscript is judged to be significant and robust by one’s peers, then the report 

will be accepted and published as a new contribution to knowledge (ibid).  

 

To increase the possibility of producing a credible research result, the data from the 

questionnaire are not sorted manually; the sorting is done automatically in Google Forms. This 

will minimize the occurrence of mistake, misinterpretation or misrepresentation of data that may 

arise due to the human-factor. The data collected are sorted and presented graphically, ready for 

further use.  

 

3.11 Source criticism 

Leth and Thurén (2000) define source criticism as an overall term for the methods used to 

differentiate between verified information and speculations.  In other words, it is the methods 

of evaluation used in judging the quality of information in a write-up, report or essay. Developed 

within the historical sciences, source criticism is used to weed out sources which did not provide 

established knowledge from sources that gave reliable knowledge (Leth & Thurén, 2000:18). The 

purpose of source criticism to find the sources that gives the best knowledge of reality. 

 

The first step in determining the reliability of a source is to define the type of information it is 

offering. Leth & Thurén (2000:22) distinguished between three types of information - facts, 

explanations and opinions. Facts are verifiable information. This type of information can be 
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proven to be true or false. Explanations require credibility assessment to determine their 

reliability - is the person offering the explanation a serious researcher? Is he or she working at a 

prestigious university? Is the explanation reasonable? (ibid). In my opinion, differentiating 

between a serious and a facetious researcher is highly dependent on individual’s value 

assessment. Lastly, opinions are statements of what someone believes. These beliefs are, in turn, 

dependent on the individual’s subjective experiences.  

After the researcher has determined the type of information she is working with, she can test its 

reliability guided by Leth and Thurén (2000) seven principles. Although these principles were 

developed for digital and electronic sources, I believe they can also be applied to printed 

documents.  

1. Time 

2. Dependency 

3. Authenticity 

4. Tendency: a source may be biased because it has a vested interest in the subject matter. 

5. Worldview and approach to knowledge 

6. Trustworthiness 

7. Prerequisites and properties 

 

Time 

The time criterion takes change that has occurred over a period of time into account. For 

example, a concept developed in the early 60’s may have undergone many changes in terms of 

definition, use and applicability. In other words, the original definition of the concept may contain 

obsolete information that does not relate to events happening in the year 2015. Therefore, a 

researcher must take the time criteria into consideration when choosing her sources.  

In this report, I have cited sources from 1970’s. This sources were cited because their definition 

of the subject matter is still applicable in today’s society. In my opinion, applicability should 

determine the sources a researcher cites in her report; not time. Applicability and relevance has 

guided my selection of sources during this study.  

 
 

Dependency 
A dependent source provides secondary or second-hand information, that is, information from 

other sources. For example, a journalist that writes a story based on what he or she has heard 

from another journalist. In this case, the events described in the story may not be the same as 

the original. Therefore, a researcher should make efforts to get her information from the primary 

source (Leth & Thurén, 2000:23).   
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The electronic sources cited in this report were mostly from primary sources, that is, the original 

sources. For example, information about the Carbanak cyber-heist was obtained from Kapersky 

Lab’s website. Kapersky Lab is directly involved in the efforts to uncover the identity of the 

hackers that stole one billion American dollars in a period of two years from financial institutions 

across the globe (Kapersky Lab, 2015). When information is sourced from primary sources, it 

decreases the possibility of being misinformed about the subject-matter. 

 

Authenticity 

The Free Dictionary defines authenticity as “conforming to fact and therefore worthy of trust, 

reliance, or belief”. Therefore, any source or document that conforms to fact, not fictitious 

information, is worthy of trust. A researcher should seek to use authentic sources during her 

research. However, it can be much more difficult to distinguish what is true and what is false in 

electronic documents or information obtained online (Leth & Thurén, 2000:24). The researcher 

must endeavor to discern if a source is indeed genuine and if it is what it purports to be. Using 

the previous example of Kapersky Lab, I assume that the information from their website was 

genuine. It was under the section “corporate news” on Kapersky Lab’s official website. I believe 

the company will not publish false information on their website about a case they are closely 

related to.  

 

Tendency 

Sometimes, a source may be biased because it has a vested interest in the subject matter (Leth 

& Thurén, 2000:24). Tendency refers to an inclination to distort the truth for personal benefits. 

These sources can exaggerate or underrate information, they can rule out unpleasant facts, they 

can use an emotional or misleading language. The tendency principle states that “every source 

that has an interest in lying or misrepresenting the truth must also be suspected of doing so” 

(ibid). For example, political websites has the tendency to present information that will support 

their cause to the general public. A researcher that obtains information from such websites and 

uses it in her research may be misguided by the distorted truth presented to her. Leth & Thurén 

(2000:30) argues that all sources are tendentious. In other words, there is no source that is 

unbiased.  

 

In this case, tendency is the inclination to study a phenomena from one standpoint without 

exploring other possible perspectives. This can result in having a tunnel vision of the phenomena 

being studied. I have used some sources which I deem “one-sided”. This is not to say that these 

sources lied or distorted the truth because they have a vested interest in the subject-matter. 

These sources only looked at the subject matter from their own perspective. For example, Sasse 

& Flechais (2005) and Flechais, Mascolo and Sasse (2007). Although the authors set out to study 

security-usability, I observed that more of security was discussed; usability was scarcely 
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mentioned in their report. Despite this shortcomings, I deem this sources useful in terms of the 

information they provided on the AEGIS methodology (see section 1.9).  

 

Trustworthiness 

The principle of trustworthiness implies that a researcher should only use sources she can trust. 

A trustworthy source will present a reasonable, accurate and valid assessment of the subject-

matter. (Leth & Thurén, 2000:31) argues that the best option will be to focus on government and 

other official sources but this will limit the number of resources a researcher can use for her 

study. For example, the researcher can miss out on her chance to obtain information from new 

and alternative sources. 

Most of the sources in this report are, in my opinion, trustworthy. Trust is a subjective feeling 

and another researcher may not necessarily trust the sources I used. This does not necessarily 

make this sources less trustworthy. An example of such source is Myers (2013) book on 

Qualitative Research in Business and Management. This source was cited often in this report.  

 

Prerequisites and properties 

The prerequisites and properties of a source determine what a researcher can, or cannot, 

demand from it. However, a researcher should be aware that no source is perfect. But the 

traditional source criticism, have rarely dwelt on this “imperfection” fact due to the extensive 

amount of information available on the internet, in digital forms and books. It is important for 

researchers who intend to use a source to gain some knowledge about the source’s prerequisites 

and characteristics (Leth & Thurén, 2000:34). I am aware that no source is perfect and I have 

come across sources that have reported different information regarding the same occurrence. A 

good example is in the Carbanak case. While Kapersky Lab (2015) reported that the hackers stole 

$1 billion; Sanger and Perlroth (2015) reported an estimated $300 million. Therefore, I took 

precautions to compare sources before citing them in this report.    
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4. Methodology for designing usable-secure computer-systems 
In this section, I present the methodology for designing usable and secure computer-systems. It is important to note 

that this methodology is still in its rudimentary stages, that is, it is still under development.  

 

Before I present the methodology that was developed during this study, I want to distinguish 

between three overlapping terminologies. This distinction is necessary for clarification purposes 

and to aid reader’s cognition of this chapter. 

The terms model, methodology and framework are often used synonymously in literatures and 

texts. However, there is a clear distinction between these three terminologies. A model defines 

an activity, but says nothing about how it should be performed. A model is more abstract than a 

methodology. A methodology defines how you carry out or perform the activity. A methodology 

builds on the activities outlined in a model by providing information about each activity; 

describing how, when and how often they should be carried out. Methodologies are often 

presented as frameworks in which an organization tailor the needs of their customer, business 

and development team to the methodology based on available resources and requirements. 

The literature review carried out in section 2 above resulted in the conception of a methodology 

for the design and development of usable secure systems (see figure 12a and 12b below). The 

diagram was constructed using User-Centered System Design (UCSD), Octave Allegro and AEGIS. 

It can therefore be regarded as a “hybrid” methodology – borrowing terms and concepts from 

each of the aforementioned models and methodologies. Octave Allegro and AEGIS are 

methodologies developed and used within the field of Information Security. The term 

“containers” was from Octave Allegro to imply where information assets are stored. Activities 

such as identifying organizational information assets and identifying threats to these assets were 

also terms from the AEGIS methodology. A substantial part of the diagram was derived from the 

UCSD design concept. 

The initial diagram (see figure 12a) was tested using an online questionnaire (see appendix 4). 

The questionnaire received a considerable amount of criticism from the respondents. First, the 

respondents pointed out that the color of the first diagram was distracting and it was hard to see 

the texts. Secondly, respondents stated that it was difficult to separate the analysis phase from 

the design phase. Finally, in the initial diagram, “collecting user’s requirement” and “collecting 

organizational security requirements” were detached and unlinked activities. They argued that 

both activities should be linked and not “hanging loose in the air”. 

Using these constructive criticisms as a guide, I revised the methodology (see figure 12b). The 

improved version of the methodology was inspired by the number “8”. Furthermore, I made it 

possible to iterate between all the activities in the analysis and design phases of the 
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methodology. This is necessary because the inability of a model or methodology to make room 

for iterations between activities has been identified as one of the problems of modern day system 

design and development processes (see subsection 2.3 above). Therefore, I made provisions for 

iterations in the developed methodology. To solve the color problem of the initial diagram, I 

made the revised diagram black on white to enhance visibility or readability. Furthermore, I used 

arrows and texts to separate the analysis phase from the design phase in the new diagram. Lastly, 

in the new diagram, the activities of collecting user’s requirement and collecting organizational 

security requirements were linked.  

 

 

Figure 12a: Methodology for designing usable-secure computer-systems (initial diagram) 
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Figure 12b: Revised version of the methodology for designing usable-secure computer-systems 
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The methodology for designing usable and secure computer systems is specifically designed to 

ensure that security and usability are carried along during the analysis and design phases. 

Therefore it will require the professional services of HCI specialists and security experts to 

implement the methodology successfully. From the developed methodology, some important 

activities include identifying the information assets and their containers; identifying threats to 

the containers, identifying user’s needs, developing prototypes and testing. Each of the steps in 

diagram 13 are discussed below. 

Step 1 - Gathering participants – will require involving users that will interact daily with the 

system being developed. Other participants include management staffs who are knowledgeable 

in the organization’s policies; and user’s knowledgeable in the security needs of the organization. 

This may require involving members of the IT/security department of the organization.  

Step 2 – Identifying user’s needs – will entail talking to all the participants that were gathered in 

step 1. These participants are all stakeholders in the project; and they all have different needs 

for the system. It is only logical to talk to them about their needs and desire for the new system. 

Aside from talking to them, the HCI specialists and security experts will observe them doing their 

daily work routines to collect usability and security requirements which the users themselves 

might not know they need. These needs should be recorded in a “needs and requirements” 

document.  

Step 3 - Identifying the organization’s information assets - requires the services of the security 

experts in observing and identifying the core processes and artifacts that support the daily 

running of the business. This may include customers’ knowledge database, market knowledge or 

knowledge about competitors in the industry.  

Step 4 - Identify the containers of information assets – this step is aimed at identifying where 

these vital organizational information assets are kept or stored. The term “containers” may refer 

to a specific person, an object or a location. Examples of containers include databases, computer-

systems, security staffs, servers, external storage devices, external service providers, etc. This 

activity is important because these containers are often targeted by malicious persons or 

hackers.  

Step 5 - Identifying threats to the containers of information assets – is the last step in the analysis 

phase. It implies visualizing different scenarios in which the containers might be endangered or 

identifying people, groups or organizations that may be interested in the information therein. 

After these threats have been identified, steps must be taken to estimate what an eventual 

breach will cost the organization in terms of finances and publicity damage; and if mitigating the 

risks will be worthwhile.  
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The activities in steps 3-5 and the requirements collected should be documented in a SSRD (see 

section 2.7 above).  

Step 6 – Plan for usable and secure system design – is the first activity in the design phase. It 

requires working with the “needs and requirements” documentation from step 2; and the SSRD. 

Using both documents, the project team make plans on how to proceed with the design phase. 

They can also decide to hire extra professionals, if the deem it necessary. 

Step 7 – Specify context of use – is focused on identifying the complexity of the interactions 

between users and the computer-systems. It entails identifying and analyzing the environment 

where the system will be put to use. This step also help HCI specialist identify the role the 

computer-systems play in the complexity of real life actions. Security experts can also use the 

context of use as an aid in visualizing how the identified threats to containers of information 

assets can be actualized in such environments.  

Step 8 – Specify usability and security requirements – implies choosing which requirement takes 

precedence over others. This selection, should be done carefully to avoid leaving out important 

usability and security requirements. Stakeholders, HCI specialist and security experts should be 

actively involved during this selection process. 

Step 9 – Design and create system prototype – starts with creating paper or low-fidelity 

prototypes. The design is then adjusted to the specific usability needs of the users; and the 

security requirements of the organization before moving on to creating high-fidelity prototypes. 

High fidelity prototypes are very similar to the final product because they are created with lots 

of details and functionalities. It enables detailed testing of usability and security features.  

Step 10 - testing the security and usability features – is an important activity during the design 

phase. Testing early and continuously will help identify vulnerabilities in the design. Specifically, 

testing should be carried out to evaluate the effectiveness and efficiency of the implemented 

security and usability features. The security features will require constant update as new threats 

are discovered daily. This update process will continue throughout the computer-system’s 

lifespan. After the system has been implemented, ethical hacking can be used to test for new 

vulnerabilities in the system.  

Step 11 – Evaluation – is the final step in the design phase. During this activity, the implemented 

security and usability features are evaluated to ensure that they meet the specified usability, 

security and system requirements. If the system design is successful, the development phase is 

initiated. On the other hand, if the specified requirements are not met, the design process is 

repeated. 

Some important attributes of the developed methodology that makes it effective in collecting 

usability and security requirements during system design is its provision for iterations between 
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the different activities in the diagram. This will allow for usability and security requirements to 

be updated as new needs and threats arise. Another attribute is that it can be used to collect 

both usability and security requirements concurrently. Unlike other methodologies that focus on 

collecting only usability requirements or only security requirements. Lastly, the developed 

methodology is compatible with existing system development methods and the activities are 

consistent with routine system development activities.   
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 5. Empirical Data 

This section contains the data collected using the online questionnaire. Note that the information in this section has 

been transcribed and the raw data is attached as appendixes to this research report.  

 

The idea for this study came from reading various articles, online and in newspapers, regarding 

the successful hacking of major organization’s networks. When I read about the Carbanak attack 

and how the hackers had collaborated to rob banks in five countries around the world, I began 

to wonder why security experts and system developers are not collaborating to counter the 

efforts of these hackers. In the months that followed, I tried to gain as much background 

knowledge as I could about computer system security and what security experts have been doing 

to slow the hackers down, but most the results were about usable security or implementing 

security after the design phase has been completed. There were also blogs and articles that 

discussed why implementing security after the design phase has been completed has failed. 

Therefore, I decided to examine the possibility of including security in the analysis and design 

phase of computer-system development. 

I did not, however, make a novel discovery as this research area has been previously explored. 

Researchers such as Abrams (1998), Flechais, Sasse and Hailes (2003), and Flechais, Mascolo and 

Sasse (2007) have previously embarked on similar studies. The results of these previous research 

were discussed in subsection 1.9 above. These authors had made efforts to combat the problem 

of information insecurity by developing methodologies which led to the creation of security 

mechanisms that can be implemented after system design. The difference between these 

previous research and this study is that I seek to include security from the onset of the computer-

system development process, that is, during the analysis and design phases. I believe that finding 

a solution to the current problem of information insecurity will require a collaboration between 

security and usability experts.  

First, I had to carefully study these previous research to find out what the researchers may have 

missed during their studies. I was impressed by the work of Flechais, Mascolo and Sasse (2007) 

because the authors developed the AEGIS methodology which has been one of the prominent 

methodologies used during this study. The AEGIS methodology incorporated the collection of 

security and usability requirements. However, the main shortcoming of the AEGIS methodology 

was its waterfall approach; most of the activities cannot be iterated. I then decided to remove 

this shortcoming by pairing AEGIS with an iterative model for system development (UCSD) and 

Octave Allegro. The result is the methodology presented in section 4 above. 

I included the developed methodology in an online questionnaire and sent the link to sixteen 

respondents who are IT-professionals working in financial organizations. These respondents 
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include three women and thirteen men. They filled the forms and commented on the 

methodology. The transcribed version of their responses is discussed below. 

 

5.1 Transcribed data from the online questionnaire 
 

As earlier stated, the link to the online questionnaire was distributed via email and social media. 

I contacted people whom I believe possess the type of knowledge I seek directly through chat 

and e-mail; and solicited their participation in the ongoing study. The professional roles that were 

eligible to fill the questionnaire was stated in the introduction text to the post on Google+, 

WordPress, Twitter and Facebook.  The selected respondents were nominated because they 

fulfilled some prerequisites – they are working in financial organizations or working in companies 

that develop computer-systems for organizations within the financial sector; must have 

participated in computer-system development projects, familiar with system design and 

development methodologies, and participated in requirement gathering. The occupations of the 

16 respondents include system analyst, system developer, interaction designer and information 

systems auditor. Most respondents have worked for 3 years or more in their current work 

positions. This is important to judge their ability to scrutinize the methodology that was 

presented in the previous chapter. 

Regarding their work environment, most respondents think information sharing is necessary in 

their profession. A few respondents claim that they share information naturally at their 

workplace because they have good relationships with their colleagues outside the office.  When 

asked about innovation and their attitude to new ideas, most respondents stated that innovation 

is encouraged at their workplace. This question was asked to see if they would consider using the 

methodology for designing usable and secure systems at their workplace even though it has not 

been previously tested or applied. When asked if they could change the decisions made by their 

colleagues, 15 respondents answered “yes”. They pointed out that the developed methodology 

will require more time plus financial and human resources. Can these IT professionals positively 

convince their clients to invest more? I think they can. The will to convince their clients to invest 

more will depend on the respondents/workers convictions about the applicability of the 

methodology. If they believe it will work, they will make efforts to sell the idea of adopting the 

methodology to their colleagues and clients.   

Only two respondents have worked with the Waterfall model during system development. The 

rest of the group have used different forms of the agile methods such as Scrum, Extreme 

Programming (XP), User-Centered System Design (UCSD) and Lean. The two respondents that has 

worked with the waterfall model were still valuable to this study because they are familiar with 

the agile methodology. The types of computer-system developed during the various projects vary 

from workstations to administrative computer and servers. During requirement collection, more 



Page | 62  
 

attention was on collecting usability requirements; not security requirements.  According to one 

of the respondents, “security will be taken care of during implementation”. Another respondent 

stated that security “does not necessarily have to be part of the design process”. 

Regarding the developed methodology, most respondents recognized the iterative lower part of 

the diagram immediately. It was not so easy to identify the upper part which included terms such 

as “containers” and “risk mitigation”. These terms belong to the security vocabulary and seem 

unfamiliar to the respondents. Aside from this, they thought the methodology was “detailed” 

and required “a lot of security work during the analysis phase”. The successful application of this 

methodology will require “systems analysts and security personnel to work side-by-side”. 

According to one respondent, the probability of the methodology being successful “depends on 

a number of factors – available resources, time factor, clients wish, etc.” However, most 

participants think that the methodology will “probably” help create usable and secure computer-

systems.   
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6. Analysis 
In this section, I aim to link the data from the literature review with the empirical data in order to initiate a discussion 

and highlight the importance of my findings. I will be using qualitative content analysis, which is defined as a 

methodological controlled analysis of texts within their context of communication. Qualitative content analysis will 

help reduce the volume of the collected data by identifying core meanings, and help make replicable and valid specific 

inferences in the concluding chapter.  

 

As Bishop (2005) rightly pointed out, one of the aims of computer-system security is to detect 

security breach and report them. For computer-systems to detect a security breach, it has to be 

able to differentiate between normal work activities and abnormal activities. For example, 

transferring money to a particular bank account once a day may be normal but transferring large 

sums of money to the same account four to six times daily, is probably abnormal. But the 

Carbanak gang (see section 1.1 above) successfully imitated the normal daily work activities of 

authorized bank employees under a period of two years while making away with large sums of 

money (Kapersky Lab, 2015).  The Carbanak case has been termed the “the worst case of 

cyberhacking” in the history of bank computer-system security breach because of the level of 

success attained by the gang. The gang gained and retained control of the computer-systems of 

different banks in five countries for many months undetected. This single incidence is a telltale 

of the level of sophistication the hackers are attaining and how vulnerable the bank computer-

systems really are. In order to prevent similar incidence from occurring in the future, computer-

systems must undergo further conditioning. By conditioning, I mean constant updates to 

computer-systems security mechanisms to meet up with the rapid growth of new and 

sophisticated threats. I believe this conditioning is best carried out during the analysis and design 

phases; and throughout the computer-system’s lifespan.  

The analysis phase of a computer-system development process includes different activities but 

the activity that is most relevant for this study is gathering system requirements.  This activity 

has previously been centered on user’s needs. User’s needs such as convenience, ease-of-use, 

easy-to-learn and error-prevention has been at the top of the requirements list (Sharp, Rogers & 

Preece, 2007:485). Organizational needs that have gained prominence over the years include 

cost effectiveness, fault-tolerance, system adaptability and longevity (Sharp, Rogers & Preece, 

2007:479). Much attention has not been paid to security requirements though it should be a core 

organizational need (Flechais, Mascolo, & Sasse, 2007).  Previous research has attributed the 

relegation of security to the background to its (security) inability to produce immediate return 

on investment or immediate rewards (Dignan, 2008). But it is worth noting that computer-system 

security is crucial to every business, even if it does not generate immediate return on investment. 

Therefore the analysis phase must include collecting security requirements alongside usability 

requirements; and other organizational requirements.  
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Cases like the Carbanak attack speaks for the necessity to further condition the computer-

systems used in banks and other financial organizations. The methodology (see below) was 

developed towards achieving this aim. As stated earlier, it was developed from models and 

methodologies within the academic fields of Human-Computer Interaction (HCI) and Information 

Security (InfoSec). Although there has been previous attempts to create methodologies for 

developing secure and usable computers (Flechais, Mascolo, & Sasse, 2007; Flechais, Sasse & 

Hailes, 2003), these previous methodologies, in my opinion, focused more on security than 

usability. Furthermore, some activities in these methodologies cannot be iterated which makes 

them ineffective in our modern society. The methodology for designing usable-secure systems 

developed during this study has however focused on usability and security. I believe that this 

methodology, though in its rudimentary stage, may help organizations, designers, usability 

experts, security specialists and developers focus on usability and security during decision making 

and throughout the system design phase.  

Figure 12b: Methodology for designing usable-secure computer-systems 
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The methodology, shown above, employs the use of ethical hacking during the activity of 

“testing”. As I explained in section 2.2.3 above, ethical hacking can be used to test how 

impenetrable or weak a system design is before it is put to use in the real world. Ethical hacking 

was introduced into the developed methodology to ensure that the security mechanisms, which 

were implemented to meet the identified security requirements, will withstand an actual attack. 

During the design process, ethical hacking will be used to test the developed system prototype. 

However, the increasing sophistication in the methods used by the hackers will require that 

organizations perform ethical hacking often and consistently, throughout the system lifespan. 

This will ensure that computer-systems security is not lapsing in the face of new security threats. 

To test the applicability of this methodology, it was included in the online questionnaire. The 

opinions of different professionals such as system analyst, system developer, interaction 

designers and information systems auditor was sought after and obtained. The respondents 

pointed out that using the methodology will require extra resources with regards to money, 

human resources and time. Although this is true, it will be more costly to implement security or 

usability features after the system has been designed and implemented.  As Guttman and Roback 

(1995) rightly noted, it costs ten times more to add a feature in a system after it has been 

designed than to include the feature in the system at the initial design phase. Generally, 

implementing security and usability features during computer-system design will save the bank 

money that otherwise would have been spent to include security features after the system has 

been designed; money that would have been expended to teach users how to use the computer-

systems; money for mitigating previously unidentified risks; money that would otherwise be 

stolen by the hackers; and money for publicity damage control. 

Respondents also stated that the methodology will “probably” increase the possibility of 

designing and developing usable and secure computer-systems. I interpreted the respondent’s 

“probably” as an indication that it is most likely possible to collect and implement both usability 

and security mechanisms during the analysis and design phases of system development using 

this methodology. I believe this probability is grounded in the fact that one of the base-

methodology (User-Centered System Design) is often used during computer-system design. The 

probability is also dependent on the willingness of the client to invest more, financially, in the 

analysis and design phases; and their patience to grant the extra time required during these 

phases. But the current wave of hacking and computer-systems security breaches resulting in the 

loss of billions of dollars is sufficient justification for the need to invest more in computer-systems 

security and information systems security. Since the probability of developing secure and usable 

computer systems exist, how can usability and security mechanisms be implemented successfully 

in modern computer-system design processes? I believe the answer to this research question is 

by implementing the developed methodology (see section 4 above). There is a possibility of 

collecting and implement usability and security requirements simultaneously with the help of the 
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methodology developed during this study. Although using the methodology will require extra 

resources, it will be an investment that will generate returns for the banks in the long run.  

Indeed there are many benefits to be won by implementing the methodology developed during 

this study. As I discussed in subsection 2.3 above, modern system development efforts are 

plagued with issues which often lead to faulty system design. These issues include implementing 

development methods that do not make provision for iterations between activities, not following 

a systematic process of software engineering, devising security mechanisms that are ineffective 

in the real world, not carrying out detailed usability assessment on which to base design 

decisions, not having knowledge of what users want and their needs, and the absence of proper 

usability and security requirements documentation. Luckily, the developed methodology in 

section 4 above addresses most of these issues and makes provision to accommodate them.  

This brings me to the next research question - What models or methodologies exist today for 

implementing usability and/or security mechanisms during computer-system development? Do 

these models have shortcomings? As I discussed in subsection 1.9 (early research) and in the 

body of this research report, there have been various attempts to develop systems that are both 

usable and secure (Flechais, Mascolo & Sasse, 2007; Flechais, Sasse & Hailes (2003; Abrams, 

1998). These researchers have made various attempts to develop methodologies that will cater 

for security and usability requirements during computer-systems development. Unfortunately, 

this methodologies have been plagued with problems such as not making provisions for 

documentation of requirements (Abrams, 1998) and not making provisions for iterations 

between the different activities during security requirement collection (Flechais, Mascolo & 

Sasse, 2007). Generally, these methodologies have focused mainly on security requirements even 

though they set out to collect both security and usability requirements. 

One similarity between the methodology developed during this study and the work of Flechais, 

Mascolo & Sasse (2007) is that they both cover the analysis and design phases of system 

development. It is however important to point out that computer-systems lifecycle extends 

beyond these two phases. Security and usability mechanisms must endure throughout a system’s 

lifespan (see subsection 2.7 above). Therefore, to further ensure the safety of these computer-

systems, security must be incorporated into the later phases of the system’s lifecycle and 

throughout its lifespan. This will ensure that security keeps up with changes in the system's 

environment, technology, procedures, and personnel change. Computer-system security must 

also be considered during system upgrades, including the purchase of new modules or the design 

of new components. Management should further secure the safety of their networks by 

employing qualified security staffs. This will ensure that the bank’s computer-system security are 

up to date and probably keep the banks ahead of the hackers. The duty of the security staff will 

include updating the computer-system’s security plan continuously or at the end of each phase 

in the computer-system lifecycle or after each re-accreditation; and keeping abreast with new 
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and emerging security threats. For many banks, it may be useful to update the computer-

system’s security plan more often. 

I have discovered during this study that bank and other organizations in the financial sector have 

high requirements of confidentiality, integrity and availability. But as Lampson (2009) rightly 

pointed out “most systems are insecure“. This implies that most computer-systems cannot 

guarantee the safety, confidentiality, integrity or availability of the information assets. But 

implementing an effective design methodology during computer-system design may reduce the 

vulnerabilities present in these computer-system. Personally, I believe future computer-systems 

may benefit from this new design methodology which aims to collect both usability and security 

during requirement collection. Even after this methodology has been fully developed, it will still 

require the cooperation between users, usability experts and security specialists to be effective. 

This is due to the fact that users are often aware of the vulnerability in their computers or 

workstations; and this knowledge can be useful during security requirement collection. 

Furthermore, usability experts and security specialists are often abreast with current trends and 

threats in their different professions. This will ensure that the methodology is implemented 

under the careful observations of people who know what requirements are crucial to the system. 

I will like to point out that I have used the terms “InfoSec” and “CompuSec” intermittently in this 

report; but this study is really about CompuSec. As earlier discussed, CompuSec is one of the 

building blocks of InfoSec. I will be telling half the story if I talk about the part (CompuSec) without 

mentioning the whole (InfoSec). I am interested in securing information systems by first securing 

the components that make up the system. The motivation to find a lasting solution to the 

problems of computer-systems being attacked was what led to this study. The exploratory case 

study research, which was the preferred research design, contributed towards finding this 

solution.  

Conclusively, modern organizations are constantly exposed to attacks aimed towards their crucial 

information assets. As a first steps towards securing these information assets, computer-systems 

connected to organizational networks must be better secured than they are today. Past efforts 

have focused on making security usable but this has not helped achieve the level of security which 

most organizations, especially those in the financial sector, need. This study have explored the 

possibility of making security and usability requirements visible from the onset of a system 

development process. The result was the creation of a methodology for implementing security 

and usability requirements during the analysis and design phases. Though in its rudimentary 

stage, the methodology for designing usable and secure computer-systems has shown potentials 

of being applicable in a real-life system development process. If it is applied successfully, it may 

be a step closer in the efforts aimed at putting an end to the reign of the hackers.  
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7. Research Contributions 
In this section, I will discuss the contributions of this study to the academic fields of Information Systems (IS), Human-

Computer Interaction (HCI) and Information Security (InfoSec). This is necessary to highlight the academic and 

scientific relevance of this study to the different academic fields.  

 

Benbasat and Zmud (1999) argued that the relevance of a research endeavor is directly related 

to its applicability, that is, empirical research should contribute to the field of study by being 

applicable to the matter at hand. Since this study lies at the intersection of Information Systems 

(IS), Information Security (InfoSec) and Human-Computer Interaction (HCI), I will briefly discuss 

its applicability and contributions to these academic fields. Practical contributions of this study 

include helping IS-specialist better understand the impact of computer-system security on the 

other components that make up an information system – network, software, data and people. It 

can also aid organizational actors during investment planning. The developed methodology will 

ensure that management or those responsible for ensuring that organizational information 

systems support business processes are aware of the growing importance of computer-systems 

security to their business. For HCI, it highlights the growing importance of incorporating security 

and usability requirements simultaneously during computer-system design and development. 

The developed methodology can also create new opportunities for collaboration between HCI-

specialists and system-security specialists during computer-system design and development. The 

practical implications of this study for InfoSec, as a field of study, include demonstrating that 

security, as well as usability, can be a part of the development process from start to finish. 

Computer-systems security does not necessarily have to be an “after design” add-on. 

Furthermore, the methodology created during this study can be considered to be a contribution 

towards creating usable security.  

This study complements the research endeavors of Flechais, Mascolo & Sasse (2007). Their 

research focused on integrating security and usability into the requirements and design 

processes of system development. The end-result of their research was describing how the AEGIS 

methodology can be used to integrate security requirements into system design and 

development. Similarly, my study explored possible ways to implement usability and security into 

the analysis and design phases. The difference between their research and my study is the 

difference in perspective. They approached the subject from the InfoSec perspective, while I 

studied it from the HCI, IS and InfoSec perspectives. My end result is the methodology for 

developing usable and secure computer-systems by focusing on collecting both usability and 

security requirements. Another difference between their methodology and mine is the provision 

for iterations. Certain activities in their methodology, such as “identify threats” “Identify 

vulnerabilities” and “identify risks”, cannot be iterated. This can transform into shortcomings for 

the AEGIS methodology in a world where new threats are discovered daily.  
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Theoretical contributions of this study to IS include contributing to research with regards to 

securing organizational information system from unauthorized access (Herath & Rao. 2009; 

Payne & Edwards, 2008; Mishra & Dhillon, 2006; Vroom & Solms, 2004; Flechais, Sasse & Hailes, 

2003). These previous research studied how to secure organizational information systems by 

using security technologies, studying end-user security behaviors in organizations and affecting 

information systems design and development processes. This current research contributes to 

these previous research by highlighting the importance of hardware (computer-systems) security 

to the safety of the rest of the components that make up an information system – network, data, 

people and software. Securing the hardware component is necessary to secure the entire 

information system. I arrived at this conclusion based on what I have read online and in 

newspapers. For example, in the Carbanak case, the hackers did not attack the banks network 

directly but gained access by infecting the computers connected to it. I reasoned that if they 

failed to infect the computers, they would not have gained access to the network. If they did not 

gain access to the network, they would not have access to the bank’s other information assets 

and money. So securing the computers may be the first step towards securing the organization’s 

information system. Furthermore, this study highlights the role of computer-systems security in 

maintaining the daily running of organizational processes. When hackers gain control of an 

organization’s network, they have the power to disrupt organizational processes. Aside from this, 

when organizations become aware of a security breach, they usually try to shut down their 

network in an attempt to assess the extent of the damage. In any case, the organization cannot 

function as it should when a breach occurs or when a security breach is detected.  

 

Theoretical implications for InfoSec include highlighting the role ethical hacking can play in 

strengthening computer-systems security. As discussed earlier, ethical hacking is used by many 

big organizations like Google and IBM to keep them ahead of the hackers. Google, for example, 

uses ethical hacking to find vulnerabilities in its system and remove them before the hackers find 

them. If the hackers cannot find vulnerabilities to explore, the organization’s computer-systems 

and subsequently their information systems, will be safe and impenetrable. With regards to the 

methodology for designing usable and secure computer-systems, ethical hacking is used during 

“Testing”. Hacking the system prototype will help identify vulnerabilities that needs to be 

corrected. Further implications for InfoSec include emphasizing the effects terms such as 

“containers” can have towards helping organizational actors identify and take adequate steps 

towards protecting their important information resources. A quick risk assessment will show how 

much it will cost if the security of the containers of information assets are breached. This will give 

organizational actors a quick overview of what it will cost the organization in terms of finance 

and damage to their reputation.   
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Theoretical implications of the developed methodology for Human-Computer Interaction (HCI) is 

the introduction of the concept of security to User-Centered System Design (UCSD).   
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8. Conclusion and future research 
This section is a summary of this research report and suggestions for future research with regards to the developed 

methodology (see section 4 above). 

 

The purpose of this study was to explore the possibility of implementing usability and security 

requirements during the analysis and design phases of computer-system development. This 

quest led to the creation of a methodology derived from models and methodologies within the 

academic fields of Information Security (InfoSec) and Human Computer Interaction (HCI). This 

methodology was developed to solve problems which concerns the academic field of Information 

Systems (IS). Problems relating to the use of IT in organizations are of concern to IS. If these 

problems cause disruptions in organizational processes or cause organizational processes to shut 

down or perform below average, they are of concern to IS. These are the problems the developed 

methodology is aiming to solve by enabling the design of secure and usable computer-systems. 

The aim of designing computer-systems that are usable and secure is to prevent malicious groups 

or persons from stealing organizational information assets or disrupting organizational 

processes.  

Details of how the methodology for designing usable and secure systems was developed, why it 

was developed, its components and its advantages have been discussed in previous chapters. It 

is however important to point out that it may have its shortcomings. As respondents who filled 

the online questionnaire pointed out, implementing the methodology may require extra financial 

and human resources. This extra resources may transform into disadvantages for the 

methodology when compared with other methodologies and models in its ranks.  Despite these 

shortcomings, this methodology may be a step in the right direction towards securing computer-

systems, and subsequently, information systems that support organizational business processes.  

However, the developed methodology is still in its rudimentary stages and will require further 

development. Future research may aim to advance the methodology for designing usable and 

secure computer-systems by adding new activities to it. As I stated in the body of the report, I 

could not test if the methodology will work during an actual design phase of system development 

due to time and scope constraints.  Therefore, future research may aim to demonstrate or apply 

the developed methodology in a real life context or during a system development process.  
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Appendix 1: Online questionnaire  

 

Designing usable and secure computer-systems 

 

The growing rate of information insecurity has reached an alarming level with banks, governments, 

hospitals and schools becoming targets of cyber-attacks and information security breaches. Banks and other 

financial institutions have lost substantial amounts of money to these cyberattacks. Between 2013 and 2015, 

the “Carbanak” gang stole $1 billion from different banks in Russia, USA, Japan, Switzerland, and the 

Netherlands. In each of these attacks, hackers penetrated the bank’s networks through computers. 

Therefore, academicians, researchers, practitioners and students in the fields of Information Systems (IS) 

and Information Security (InfoSec) are conducting research on how to improve computer security, without 

compromising usability, to prevent unauthorized access to information and bank networks. 

This survey is an effort towards achieving a balance between usability and security in computer-system 

design and development. Achieving this balance may contribute to efforts towards curbing the increasing 

number of cyberattacks on banks and other organizations. 

Respondents are anonymous and all responses cannot be traced back to their sources. Participation is 

voluntary; this implies that you can withdraw from the study at any time. 

If you have questions regarding this survey, do not hesitate to send an email to Omolara Matras 

(omoma552@student.liu.se) 

Thank you. 

 

Omolara Matras 
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Background information 

 

Age: 

 18-24 

 25-34 

 35-44 

 45-54 

 55-64 

 65+ 

 

 

Sex 

 Female 

 Male 

 No response 

 

Occupation: 

Your current work position 

 

 

How long have you occupied your current work position? 

 0-12 months 

 1-3 years 

 4-7 years 

 7-10 years 

 11+ years 

 

Workplace Environment 
The questions in this section relates to your work and the work environment. 

 

Does your work environment encourage information sharing? 

Detailed response required. Why do you share information? Any incentives for sharing information? 
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Are you encouraged to discuss new ideas and innovative new solutions at your workplace? 

Is innovation appreciated or disregarded? 

 

 

How will you describe the inter-personal relationship between the staffs in your department? 

With regards to working together on joint tasks. Can you express opposing views for the benefit of the 

project or task? 

 

 

How will you describe your workload in comparison to your skills and time spent at work? 

Do you experience work-stress? Uncertainty or anxiety at work? 

 

 

Have you, at any time, had the opportunity to positively affect a decision made by a colleague with 

regards to a joint work task? 

For example, during projects. 

 

 

System development projects 
Have you been involved in any system development project at your workplace? 

o  Yes 

o  No 

o  Other:   

 

Did you use any system design methodology during this project? Which design methodology? 

 

 

Which system development life-cycle was used during the system development? 

Agile, Waterfall, etc. 

 

 

What kind of system was developed during the project? 
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Administrative computers, servers, or workstations? 

 

 

Was there any project control plans covering metrics, reporting mechanisms, and control procedures 

during the project? 

 

 

Did you, during the project, analyze the organization’s security needs? How was this analysis carried 

out? Was risk management taken into consideration for the identified risks? Was the identified risk 

and risk management process documented? Who was in charge of the analysis, collection and 

documentation of these business risks? 

 

 

Did you, during the project, analyze user's needs in terms of system usability? How was this analysis 

carried out? Was the identified user needs documented? Who was in charge of the analysis, 

collection and documentation of these user needs? 

 

 

Were the identified usability or/and security needs included in the system design? 

 Yes 

 No 

 Other:  

 

 

  

As a follow-up to the previous question, why were the usability/security needs not included or 

included in the system design? 

 

 

Were design test specification documents created to specify the test approach and methods to be used 

during testing in the design development? What were the criteria to pass or fail usability features? 

What were the criteria to pass or fail security features? Were the results of these tests approved by 

management or other authorized personnel? 

Design test specification documents is a record of what to test and when to test it. 
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Was post-implementation evaluation carried out to assess the impact of the new system on the 

business processes and employee work conditions? Who performed this assessment? 

 

 

 

Methodology for designing usable secure information system 

The diagram below is a proposed methodology for designing usable and secure systems. Usable systems 

cater for users’ needs and increase the possibility of users performing their work tasks effectively and 

efficiently. A secure system caters for the organization’s security needs and obstructs unauthorized access 

to information and other information assets. 

 

What is your first impression about the diagram below? 

 

 

Do you think it is applicable during the analysis and design phases? 

A detailed answer about the applicability of this methodology 

 

 

What, in your opinion, will be the effect of this methodology on the different system development life 

cycles 

Agile, Waterfall, etc. 

  

 

Will this methodology affect the possibility of producing usable secure systems? How? 

  

How will this methodology affect system development in terms of time and resources? 

  

Do you think the methodology is missing some important activities or steps? Which activities? 
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. 
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Appendix 2: Data from respondents 

 

Background information 

 

 

 

 

Occupation: 

System Developer 

System Analyst 

Interaction Designer 

Information System  

IT-System analyst 
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Workplace Environment 

The questions in this section relates to your work and the work environment. 

 

Does your work environment encourage information sharing? 

Detailed response required. Why do you share information? Any incentives for sharing information? 

 

Yes. We have good relationship outside the office. So, it is no problem being open and sharing 

information among ourselves in the office. 

Yes. It is a prerequisite for working in my department and the organization. 

Yes. It is required for my type of work. I work in a team environment and we need to share information 

to keep the other team members up to date. 

Yes. Information has to be shared among us for proper planning of our work tasks. 

My work is based on information sharing - with my team and clients. 

Yes. We have a knowledge sharing culture that is already part of the company before I started working 

with them. 

Yes. Sharing information is required for proper planning. 

 

Are you encouraged to discuss new ideas and innovative new solutions at your workplace? 

Is innovation appreciated or disregarded? 
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Yes, Information sharing is highly regarded. 

Yes. It is encouraged. 

Yes. I'm not sure if it is appreciated but they listen to you. 

Yes, we are. The services we render depends on our joint innovative abilities. 

Yes. It is appreciated. 

Innovation is encouraged and appreciated. 

In my field, you have to appreciate and discuss new ideas, 

 

How will you describe the inter-personal relationship between the staffs in your department? 

With regards to working together on joint tasks. Can you express opposing views for the benefit of the project or task? 

 

Very professional. We observe work ethics and try to do our best for the team. 

It is very cordial. 

It is official within the organization. We have a cordial relationship outside the company. 

Professional. Cordial outside the office. 

Official. Cordial. 

We work together as in every other company. 

 

How will you describe your workload in comparison to your skills and time spent at work? 

Do you experience work-stress? Uncertainty or anxiety at work? 

 

Moderate. Yes, I have been stressed many times but never uncertain about what i do. 

It is bearable. I do not experience anxiety but work-stress cannot be totally avoided. 

My workload is in accordance with my work skills. Yes, I experience stress sometimes. 

Average. I do the best I can, every day. 

Average. I don't work too hard or too little. Uncertainty? No. I love what i do. 

Adequate 

Everybody experiences work stress at one time or the other. I rarely experience uncertainty at work. 
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Have you, at any time, had the opportunity to positively affect a decision made by a colleague with 

regards to a joint work task? 

For example, during projects. 

 

Yes. Very often. 

Yes, with good reasons. 

Rarely. 

Yes, many times. 

Yes. A successful project team depends on decisions and participation of all group members. 

We make decisions together and every idea is considered objectively. 

I usually wait till my senior colleagues have shared their views before I comment. Yes, I have affected 

some decisions positively. 

Yes 

Yes. 

 

System development projects 

 

 

 

Did you use any system design methodology during this project? Which design methodology? 

Scrum 

Yes. Waterfall. 

XP 

Extreme Programming (XP) 
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User-centered system design 

Which system development life-cycle model was used during the system development? 

Agile, Waterfall, etc. 

 

Agile 

Waterfall 

Lean 

 

What kind of system was developed during the project? 

Servers 

Bank administrative computers   

Workstations 

 

Was there any project control plans covering metrics, reporting mechanisms, and control procedures 

during the project? 

We have a knowledge management system where we record every information about our tasks and the 

project. 

Yes, there were reporting mechanisms in place. 

No 

Yes, there was reporting mechanisms and control procedures. 

Yes. Control procedures and checkpoints where new customer requirements can be adopted were part 

of the project plan. 

Yes 

Yes. We have laid down rules about projects and writing reports. 

 

Did you, during the project, analyze the organization’s security needs? How was this analysis carried 

out? Was risk management taken into consideration for the identified risks? Was the identified risk 

and risk management process documented? Who was in charge of the analysis, collection and 

documentation of these business risks? 

No, we did not. 

No. 
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We discussed security but not as part of the system design.  

No. We were more concerned about making the workstations usable.  

Partially but it was not documented. The client spoke briefly about system security and strong 

passwords. 

Partly. The client stated that they wanted secured authorization for the workstations. 

Yes. 

 

Did you, during the project, analyze user's needs in terms of system usability? How was this analysis 

carried out? Was the identified user needs documented? Who was in charge of the analysis, collection 

and documentation of these user needs?  

We analyzed the needs of the company because we were developing a server to support their business. 

We also examined the environment the server will be placed in. 

Yes, we did. We selected a user group and had group discussions with them. Yes, we documented the 

user needs. My colleagues were in charge of the documentation.  

Yes. We involved the users early in the project. 

Yes. Their needs were documented in a "requirement specification". 

Yes. 

 

 

As a follow-up to the previous question, why were the usability/security needs not included or 

included in the system design? 

The usability needs were included but the security needs did not necessary have to be part of the design 

process. 

We included what the client wanted us to include. 

It will increase the usefulness of the system. We designed the systems for specific users and it has to 

work for them. 
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To make the system adapted to the context of use, that is, the user's work environment. 

To make the workstation adaptable to the user. And encourage its acceptance. 

A server that supports an organization needs to be as secured as possible. That is why we included the 

organizational security needs. 

To make the system acceptable to the users. 

 

Were design test specification documents created to specify the test approach and methods to be 

used during testing in the design development? What were the criteria to pass or fail usability 

features? What were the criteria to pass or fail security features? Were the results of these tests 

approved by management or other authorized personnel? 

 

If the users can use the feature without hassles, we pass it. 

Yes. The criteria we used to pass usability features were users being able to, conveniently, use the 

feature. Yes, the results were approved by the client. 

Yes. 

No 

We were working with the users throughout the project. If they cannot use a feature with ease, we 

change it. 

Yes, we tested the design. 

We tested, continuously, during the design and development phase. That is why we used the iterative 

model in the first place - so we can make corrections and adjustments. 

 

Was post-implementation evaluation carried out to assess the impact of the new system on the 

business processes and employee work conditions? Who performed this assessment? 

Yes, post system implementation evaluation was carried out by a team of system analyst. 

I assume it was carried out but not by my team. 

Yes. It was performed by a team led by me. 

Yes. The bank hired an external company to evaluate the computers 

No 

I believe it was. 

Yes. By my team - a group of interaction designers 
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Methodology for designing usable secure information system 

 

 

What is your first impression about the diagram above? 

It looks like the iterative design process with some extra steps added to it 

System analyst and security personnel have to work side-by-side to make it work. 

It is very detailed.  

Looks like the iterative system design process. 
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It is very detailed. 

A lot of security work during the analysis phase. 

Looks complicated. It will be time-consuming. 

The lower part of it is iterative in nature. 

 

Do you think it is applicable during the analysis and design phases?  

Maybe. It is possible. 

Yes. It will require a lot of ground work, i.e., collecting requirements. 

It may be possible to apply it if the client is willing to pay for the extra resources required. Or spare the 

extra time needed. 

Yes. It looks more like the iterative model, which we have used on many projects. 

Possibly 

It depends on a number of factors - available resources, time factor, client's wish, etc. 

Possibly. 

 

What, in your opinion, will be the effect of this methodology on the different system development life 

cycles? 

Probably work with Agile. Not waterfall. 

It will work with any agile method. 

Agile; not Waterfall. 

It will work with any system life cycle model that encourage iteration between the different activities. 

For example, Agile. 

It will work with most agile methodologies. 

It will obviously work with Agile. 

I don't think it will work with waterfall. It will work with any Agile methodology. 

 

Will this methodology affect the possibility of producing usable secure systems? How? 

Yes. It states that Usability and security requirements are to be collected. I assume the collected 

requirements will be applied during the development lifecycle. 

Probably. 
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Possibly. It depends on the cooperation between the professionals involved - developers and security 

specialist. 

Possibly. It makes provision for the incorporation of security features as well as usability features. 

It depends on what you mean by usable secure systems. As far as i can see, it takes both usability and 

security into consideration. 

Maybe 

Possibly. Some activities are related to collecting security needs. 

 

How will this methodology affect system development in terms of time and resources? 

It will cost more and require more time. 

It will be time consuming and require more resources. 

It will consume more time and resources, 

It will require more of both time and resources. 

It will add to the time it takes to complete the analysis and design phases. Some iterations will be 

repeated more than twice. 

It will take longer time and require more resources 

Time delay. More resources or personnel will be needed. 

 

Do you think the methodology is missing some important activities or steps? Which activities? 

Unsure 

Not that I can see. 

It needs more work but it looks functional as it is. 

It depends. Practical application of the methodology will show its shortcomings. 

The iteration between step 4 and step two will be done many times because hackers are constantly 

changing their methods. It can go on forever. Is there any way of updating these requirements after the 

design phase? Any other approach to update security requirements? 

Yes, you should somehow separate or highlight analysis phase from the design phase. Right now, it looks 

like all the activities belong in the design phase. 

Not sure 

 

 


